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Preface

This book starts with a quick introduction to AWS and the prerequisites to get you started.
It gives you a fair understanding of core AWS services and the basic architecture. Next, you
get familiar with Identity and Access Management (IAM) along with Virtual Private Cloud
(VPC). Moving ahead, you will learn about Elastic Compute Cloud (EC2) and handling
application traffic with Elastic Load Balancing (ELB). We will also talk about Monitoring
with CloudWatch, Simple Storage Service (S3), Glacier, and CloudFront, along with other
AWS storage options. Next, we will take you through AWS DynamoDB - A NoSQL
Database Service, Amazon Simple Queue Service (5QS), and get an overview of
CloudFormation. Finally, you will learn about Elastic Beanstalk and go through an
overview of AWS lambda.

At the end of this book, we will cover enough topics, tips, and tricks, along with mock tests,
for you to be able to pass the AWS Certified Developer — Associate exam and deploy as well
as manage your applications on the AWS platform.

With the rapid adaptation of the cloud platform, the need for cloud certifications has also
increased. This is your one-stop solutions and will help you transform from zero to
certified. This guide will help you gain technical expertise in the AWS platform and help
you start working with various AWS services.

What this book covers

Chapter 1, AWS Certified Developer — Associate Certification, outlines the AWS Certified
Developer — Associate exam and highlights the critical aspects, knowledge area, and
services covered in the blueprint.

Chapter 2, Introduction to Cloud Computing and AWS, elaborates the fundamentals of AWS.
The chapter starts by giving you a basic understanding of what cloud is and takes you
through a brief journey of familiarizing yourself with the basic building blocks of AWS. It
highlights some of the critical aspects of how AWS works and provides an overview of the
AWS core infrastructure.

Chapter 3, Identity and Access Management, covers all critical aspects of IAM and provides
sufficient details to allow you to work with IJAM.
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Chapter 4, Virtual Private Cloud, explains how you can create a VPC and start building a
secure network with a number of the components of AWS networking services.

Chapter 5, Getting Started with Elastic Compute Cloud, describes what EC2 is and how you
can start provisioning servers with various Windows and Linux operating system flavors. It
also describes how to connect and work with these servers.

Chapter 6, Handling Application Traffic with Elastic Load Balancing, describes how to create an
ELB, how it works, and what the critical aspects of an ELB service are.

Chapter 7, Monitoring with CloudWatch, describes how you can use Amazon CloudWatch to
collect and track metrics, collect and monitor log files, set alarms, and automatically react to
changes in your AWS resources.

Chapter 8, Simple Storage Service, Glacier, and CloudFront, provides an understanding of
Amazon S3, Glacier, and CloudFront services, and takes you through CloudFront, a
Content Distribution Network (CDN) service.

Chapter 9, Other AWS Storage Options, touches upon AWS Storage Gateway, which is a
network appliance or a server residing on a customer's premises. It provides an overview of
AWS Snowball, which is a service that accelerates transferring large amounts of data into
and out of AWS using physical storage appliances. It also provides a basic understanding of
AWS Snowmobile, which is an Exabyte-scale data transfer service used to move extremely
large amounts of data to and from AWS.

Chapter 10, AWS Relation Database Services, provides an understanding of AWS Relation
Database Services (RDS). It explains different types of engine supported by AWS RDS and
how to efficiently and effectively create and manage RDS instances on AWS cloud.

Chapter 11, AWS DynamoDB — A NoSQL Database Service, describes various components of
DynamoDB with the best practices to manage it.

Chapter 12, Amazon Simple Queue Service, provides an understanding of what SQS is and
how to create and manage it with relevant examples.

Chapter 13, Simple Notification Service, talks about fully managed messaging service that
can be used to send messages, alarms, and notifications from various AWS services such as
Amazon RDS, CloudWatch, and S3, to other AWS services, such as SQS and Lambda.

Chapter 14, Simple Workflow Service, provides a basic understanding of SWF, its various
components, and how to use them.

[2]
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Chapter 15, AWS CloudFormation, provides an overview of the AWS CloudFormation
service. CloudFormation templates provide a simpler and efficient way to manage your
resources on AWS cloud.

Chapter 16, Elastic Beanstalk, introduces Elastic Beanstalk and describes how to create and
manage applications using the service.

Chapter 17, Overview of AWS Lambda, provides an overview of Lambda and describes how
it runs code in response to events and how it automatically manages the compute resources
required by that code.

Chapter 18, Mock Tests, consists of two mock tests for you to test your knowledge. It tries to
cover all the topics from the scope of the exam and challenges your understanding of the
topics. Each mock test contains 50 questions. You should try to complete a mock test in 90
minutes.

What you need for this book

As the practical examples involve the use of AWS, an AWS account is required.

Who this book is for

This book is for IT professionals and developers looking to clear the AWS Certified
Developer — Associate 2017 exam. Developers looking to deploy and manage their
applications on the AWS platform will find this book useful too. No prior AWS experience
is needed.

Conventions

In this book, you will find a number of text styles that distinguish between different kinds
of information. Here are some examples of these styles and an explanation of their meaning.
Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLs, user input, and Twitter handles are shown as follows: "For
Amazon RDS MySQL DB instances, the default portis 3306."

A block of code is set as follows:

mysgl —h <endpoit> -p 3306 -u <masteruser> -p

[3]
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Any command-line input or output is written as follows:

$ pip install --upgrade —--user awscli

New terms and important words are shown in bold. Words that you see on the screen, for
example, in menus or dialog boxes, appear in the text like this: "Select IAM under Security,
Identity & Compliance group from the AWS dashboard."

0 Warnings or important notes appear like this.
8 Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book-what you liked or disliked. Reader feedback is important for us as it helps us develop
titles that you will really get the most out of.

To send us general feedback, simply email feedback@packtpub.com, and mention the
book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/diagrams used
in this book. The color images will help you better understand the changes in the output.
You can download this file from https://www.packtpub.com/sites/default/files/
downloads/AWSCertifiedDeveloperAssociateGuide_ColorImages.pdf.

[4]
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Preface

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books-maybe a mistake in the text or the code-
we would be grateful if you could report this to us. By doing so, you can save other readers
from frustration and help us improve subsequent versions of this book. If you find any
errata, please report them by visiting http://www.packtpub.com/submit-errata, selecting
your book, clicking on the Errata Submission Form link, and entering the details of your
errata. Once your errata are verified, your submission will be accepted and the errata will
be uploaded to our website or added to any list of existing errata under the Errata section of
that title. To view the previously submitted errata, go to https://www.packtpub.com/
books/content/support and enter the name of the book in the search field. The required
information will appear under the Errata section.

Piracy

Piracy of copyrighted material on the internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the internet, please provide us with
the location address or website name immediately so that we can pursue a remedy. Please
contact us at copyright@packtpub.com with a link to the suspected pirated material. We
appreciate your help in protecting our authors and our ability to bring you valuable
content.

Questions

If you have a problem with any aspect of this book, you can contact us at
questions@packtpub.com, and we will do our best to address the problem.
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AWS Certified Developer —
Associate Certification

First of all, congratulations on choosing this book and beginning your journey toward
earning AWS Certified Developer - Associate certification. As the saying goes, a good
beginning is half done. You have set a target and taken the first step toward the target. If you
follow the instructions in this book, it will certainly help you in completing the certification
exam.

As you begin, you may have a number of questions running through your mind. This
chapter covers a number of such questions that are frequently asked by beginners. To begin
with, let us understand how you should start preparing for the exam.

Amazon publishes an official blueprint for each certification exam. The blueprint elaborates
the scope of the exam, prerequisites for attending the exam, and the knowledge required to
successfully complete the exam. This blueprint may change from time to time and you
should look out for the latest copy of the blueprint for the exam from Amazon.

At the time of writing, the official blueprint for the AWS Certified
Developer - Associate exam is available at the URL: https://d0.
awsstatic.com/training-and-certification/docs—-dev-associate/AWS_

certified_developer_associate_blueprint.pdf.
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AWS Certified Developer — Associate Certification Chapter 1

This chapter outlines the AWS Certified Developer - Associate exam and highlights critical
aspects, knowledge areas, and services covered in the blueprint.

Let's begin with understanding the scope of the exam. The exam scope is divided into four
domains as given in the following table with their respective weight in the exam:

Sr. No. | Domain % Weightage in exam

1.0 AWS fundamentals 10%

2.0 Designing and developing | 40%

3.0 Deployment and security |30%
4.0 Debugging 20%
Total 100%

The topics and the content covered in these domains as per the blueprint are given in the
following section.

Domain 1.0 - AWS fundamentals

Identify and recognize cloud architecture considerations, such as fundamental components
and effective designs. Content may include the following:

e How to design cloud services
¢ Database concepts
¢ Planning and design

e Familiarity with architectural trade-off decisions, high availability versus cost,
Amazon Relational Database Service (RDS) versus installing your own database
on Amazon Elastic Compute Cloud (EC2)

e Amazon Simple Storage Service (S3), Amazon Simple Workflow Service
(SWEF), and Messaging

¢ DynamoDB, AWS Elastic Beanstalk, and AWS CloudFormation
e Elasticity and scalability
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Domain 2.0 - Designing and developing

Identify the appropriate techniques to code a cloud solution. Content may include the
following;:

e Configuring an Amazon Machine Image (AMI)
¢ Programming with AWS APIs

Domain 3.0 — Deployment and security

Recognize and implement secure procedures for optimum cloud deployment and
maintenance. Content may include the following;:

e Cloud security best practices

Demonstrate the ability to implement the right architecture for development, testing, and
staging environments. Content may include the following:

Shared security responsibility model

AWS platform compliance

AWS security attributes (customer workloads down to physical layer)
Security services

AWS Identity and Access Management (IAM)

Amazon Virtual Private Cloud (VPC)

CIA and AAA models, ingress versus egress filtering, and which AWS services
and features fit

Domain 4.0 - Debugging

Content may include the following:

¢ General troubleshooting information and questions
e Best practices in debugging

[8]
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If you haven't worked with Amazon Web Services (AWS) before and cannot understand
the topics given in the blueprint, do not worry. This book covers all these domains and each
of the blueprint topics in detail. These topics are very carefully elaborated in subsequent
chapters. Some of the frequently asked questions are covered in the following pages and
will answer most of the queries you may have about the exam and how to get started with
preparing for it.

Frequently asked questions about the exam

The following are the questions that are frequently asked:

¢ Are there any prerequisites for AWS Certified Developer - Associate exam?

There are no prerequisites for getting started with AWS Certified Developer -
Associate exam preparation; however, it is recommended that the person
preparing for this exam have knowledge or training in at least one high-level
programming language.

e What is the total duration of the exam?
A total of 80 minutes are given to you to complete the exam.

¢ How many questions are asked in the exam?

The exam has around 55 questions that you need to complete in the given
time. As per our experience, this number may vary at times.

e What types of questions are asked in the exam?

The exam asks multiple-choice questions. It gives a question with multiple
answers and you have to choose one or more right answers from the given
list of answers.

You can refer to the following link for officially published sample
questions:

https://d0.awsstatic.com/training-and-certification/docs-dev-

associate/AWS_certified_developer_associate_examsample.pdf.

[9]
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We have also given mock tests for you to practice and test your knowledge
after you have finished reading the book.

e Where can I register for the exam?

Amazon has joined with Kryterion for the certification exams. Kryterion
centers are spread across the globe. You can go to
https://www.webassessor.com and create an account if you do not already
have one, or log in with your existing account. After logging in to the site,
you can follow the exam registration process given on the site to register for
the exam in a Kryterion center near you.

e How much does it cost to register for the exam?

There are two types of exam: practice and final. The associate level practice
exam costs $20 and the final exam costs $150.

e How should I prepare for the exam?

You can refer to all the chapters in this book and follow all the tips and tricks
in the book to prepare for the exam. Also, go through the mock tests given at
the end of the book. You can also refer to some of the reference materials
pointed out in the reference section of the book to explore some topics in
greater depth.

e What is the passing score for the exam?

AWS does not publish the passing score for the exam as it is set by statistical
analysis of the exam. This score is subject to change. Based on our experience,
this score currently hovers around 65% to 70%. If more candidates start
scoring higher marks, the statistical model may set the minimum marks to a
higher limit. Similarly, if more candidates start failing in the exam or scoring
lower marks, then minimum passing marks may change based on this
statistical data.
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¢ How should I answer the questions in the exam?

The exam poses scenario-based questions. There may be more than one right
answer, but you have to choose the most suitable answer out of the given
answers. We suggest use the elimination theory whenever you face
difficulties in answering a question. Start discarding wrong answers first.
When you start eliminating the wrong answers, you may automatically be
able to find the right answer as eliminated answers will reduce your
confusion. Also, do not spend more time on a question if you do not know
the answer to it. Instead, mark the question for review. The exam interface
keeps track of all the questions marked for review, and you can revisit them
before submitting the final exam.

[11]



Introduction to Cloud
Computing and AWS

Clouds, as we know from our childhood, are tiny droplets of frozen crystals of water that
are high in the sky hovering around our planet, Earth. What do these clouds do? They
provide a service to the residents of planet Earth. They bring us rain. Something (clouds) that
is somewhere (up in the sky) provides us with a service by bringing rain. This same concept
of something somewhere can be applied to understanding cloud computing.



Introduction to Cloud Computing and AWS Chapter 2

Let's understand how we can imagine the concept of something somewhere with respect to
cloud computing. In cloud computing, the something is IT services such as compute,
database, storage, network, security, and so on. These services are hosted somewhere at a
secured place (that is, a data center) and are accessible without us needing to worry and
even think about how they are configured and licensed. Thus, cloud computing is a host of
services that are hosted at a remote location instead of a local server or personal computer,
and they are remotely accessible to us.

Let's look at some simple examples of accessing cloud services:

e Fill in a registration form and start using public email services (such as Gmail,
Hotmail, Yahoo, and so on). In this case, we start using a service; we don't worry
about how the mail services are configured, how the infrastructure is secured,
how the software is licensed, whether highly qualified staff are available to
maintain the infrastructure, and so on. We just start using email services by
providing a secure password.

¢ Another example could be a mobile phone or electricity at home or the office. We
just buy a SIM card from a telecom provider or an electrical connection from a
local power company, and we don't worry about how the telecom network works
or how power is generated and reaches our place. We just use them and pay the
bills per month, but only for the services that we have actually consumed.

The AWS cloud can be imagined the same way as a public email, mobile network, or
electricity-providing company. AWS is a public cloud, where we can fill in a form and start
using the cloud services (that is, IT services). It can be used to host personal, commercial, or
enterprise-grade IT infrastructures. Various IT services (such as compute, database,
network, storage, NoSQL, and so on) can be used as building blocks to create the desired IT
infrastructure to match the business requirement and compliance needs of an enterprise.

[13]



Introduction to Cloud Computing and AWS Chapter 2

At a higher level, clouds are of three types:

e Private cloud: A host of infrastructure, platform, and application services
(located in secured remote facilities and providing compute, platform, or other IT
services on-demand, accessible and controlled only by a single specific
organization) is called a private cloud. It is preferred by companies needing a
secure and dedicated data center or hosting space. Constant upgrades of staff
skills and the data center infrastructure are required. It is generally very costly
and time-consuming to maintain a private cloud.

e Public cloud: A host of infrastructure, platform, and application services (located
in secure remote facilities and providing compute, platform, or other IT services
on-demand on a shared but isolated platform that is open and accessible to the
public for subscription) is called a public cloud. It is preferred by start-ups,
MNCs, government organizations, military, scientific, and pharmaceutical
companies intending to utilize on-demand cloud computing. Cloud computing
enables organizations to focus on their actual business rather than periodically
getting engaged in upgrading existing IT infrastructure to design cutting-edge
solutions to compete with their competitors in the market. In a public cloud, all
services are provided on a pay as you go model. Hence, it is easy and economical
to try various different architectures to test and finalize the optimum solution to
accelerate organizational growth. Another important characteristic of a public
cloud is having a virtually unlimited pool of resources as and when it is required
to expand IT infrastructure for short or long-term needs.

e Hybrid cloud: Hybrid cloud is a cloud environment that uses a combination of
on-premise, private cloud, and public cloud services to fulfill organizational
needs. In this model, a private cloud can use a public cloud's resources to meet a
sudden spike in resource requirements. Since private data centers have limited
resources, these data centers are extended to a third-party service provider's
public cloud. Such hybrid models can be used for any reason, such as budgets,
unusual requirements, infrastructure constraints, or any organizational need.

[14]
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History of the cloud

The history of the evolution of the cloud is shown in the following figure:

Virnualized and
Software-Defined
Everything
High-denasity
Server Farms

==
I

Cloud-Enabled
Multiple L Applications
Distributed :
Servers
ﬁ Internet
i~ =
Large Individual L Applications

Servers

Multiple
Distributed
Servers

._I!I L Internet Web Site
— Hosting
_

Client-Server
< - Applications
Terminals :
m Desktop

i N . Applications

Terminal Access
to Mainframe
Applications

Figure 2.1: Cloud evolution

Image source: https://mycloudblog7.wordpress.com/2015/05/29/the-evolution-to-cloud-computing-how-did-we-get-here
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Evolution of cloud computing

The following table describes how cloud computing has evolved over a period of time:

Year | Event

1950 | Mainframe, dumb terminals

1970 | Virtual machines (VMs)

1990 | Virtual Private Network (VPN)

1997 | Cloud defined by Ramnath Chellappa

1999 | www.salesforce.com

2000 | Amazon's modernized data centers

2000 | Google Docs service

2006 | Launch of AWS Services

2008 | Launch of Google app engine

2010 | Launch of Microsoft Azure

The evolution of the cloud started in the 1950s and concepts such as service-oriented
architecture, virtualization, and autonomic and utility computing are the stepping stones of

today's cloud computing;:

1. In the 1950s, mainframe computers were shared among various users through

dumb terminals to save costs and enable the efficient use of resources.

2. In the 1970s, VMs were developed to overcome the disadvantages of earlier
technologies. VMs enabled us to run more than one different operating system
simultaneously in isolated environments, providing all essential resources such

as CPU, disk, RAM, and NICs individually to all VMs.

3. In the 1990s, telecom companies started dedicated point-to-point data circuits
called VPN. These were offered at a fraction of the cost of the then available
technologies. This invention made it possible to utilize bandwidth optimally. A

VPN made it possible to provide shared access to the same physical
infrastructure to multiple users in shared but isolated environments.
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4.

In 1997, Professor Ramnath Chellappa defined cloud computing as follows:

"Computing paradigm where the boundaries of computing will be determined by economic
rationale rather than technical limits alone.”

5.

10.

In 1999, https://www.salesforce.com started delivering enterprise-level
application services over the internet. This was one of the major moves in cloud
history.

In the early 2000s, Amazon introduced web-based retail services on its
modernized data centers. While Amazon was hardly using 10% of its data center
capacity, they realized that new cloud computing infrastructure models could
make them more efficient and cost-effective.

In the late 2000s, Google introduced its docs services directly to end users. This
gave a taste of cloud computing and document sharing to end users.

In 2006, Amazon formally launched EC2 and S3. Subsequently, over the years,
Amazon released various cloud services under the name AWS.

In 2008, Google announced the launch of its app engine services as a beta service.
This was the beginning of Google Cloud services.

In 2010, Microsoft Azure was formally released, followed by a number of cloud
services in subsequent years.

Basic AWS concepts

AWS is a public cloud. It provides a range of IT services that can be used as building blocks
for creating cutting-edge, robust, and scalable enterprise-grade solutions. It can be used to
host everything from simple static websites to complex three-tier architectures, scientific
applications to modern ERPs, online training to live broadcasting events (that is, sports
events, political elections, and so on).
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According to Gartner's Magic Quadrant, AWS is a leader in cloud Iaa$S (this term is
explained further on in this chapter). AWS is way ahead of its competitors after it pioneered
the cloud laaS market in 2006:

Figure 1. Magic Quadrant for Cloud Infrastructure as a Service, Worldwide
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Figure 2.2: Gartner's Magic Quadrant, rates various public cloud providers

Image source : https://www.gartner.com/doc/reprints?id=1-2G205FC&ct=150519
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The Magic Quadrant (MQ) is a series of market research reports published by Gartner, the
United States-based research and advisory firm. It aims to provide a qualitative analysis
into a market, its direction, maturity, and participants. Gartner's reports and MQs are
respected in industries worldwide.

Benefits of using AWS over a traditional data
center

The benefits of AWS are significant and are listed as follows:

¢ Switch Capital Expenditure (CapEx) to Operational Expenditure (OpEx): No
need to bear the huge upfront cost of purchasing hardware or software and
making provision CapEx for these in the budget. With AWS, you pay only for
what services you use on a monthly basis as OpEx.

¢ Cost benefit from massive economies of scale: Since AWS purchases everything
in bulk, it gives them a cost advantage. AWS passes on the benefit from this cost
advantage to their customers by offering the services at low cost. As the AWS
cloud becomes larger and larger, these massive economies of scale benefit AWS
as well as end customers.

¢ No need to guess required infrastructure capacity: Most of the time, before
actual IT implementation, guessing the IT infrastructure requirement leads to
either scarcity of resources or a waste of resources when actual production
begins. AWS makes it possible to scale the environment up or down as needed
without guessing infrastructure needs.

¢ Increased speed and agility: While building an on-premise data center,
businesses have to wait to get the desired hardware or software from vendors for
an extended period of time. With AWS, it becomes easier for the business to
quickly get started and provision the required infrastructure on AWS
immediately, without depending on third-party vendors. They need neither to
raise a purchase order nor wait for delivery; they just log in to their AWS account
and have everything at their disposal.

¢ Global access: AWS has data centers and edge locations across the globe. Take
advantage and host your infrastructure near to your target market or at multiple
locations across the globe at a very nominal cost.
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services, but there are still a few limitations, such as mainframe

Almost every IT need of an organization can be satisfied using AWS
0 computing, which is not supported by AWS at the moment.

Accessing AWS services

Users can access AWS services in multiple ways. Individual services or the whole
infrastructure can be accessed using any of the following means:

e AWS Management Console: This is a simple to use, browser-based graphical
user interface that customers can use to manage their AWS resources.

¢ AWS Command Line Interface (CLI): Mostly used by system administrators to
perform day-to-day administration activities. There are individual sets of
commands available for each AWS service.

e AWS Software Development Kits (SDKs): AWS helps the user take the
complexity out of coding by providing SDKs for a number of programming
languages including Android, iOS, Java, Python, PHP, .NET, Node.js, Go, Ruby,
and so on. These SDKs can be used to create custom applications to meet specific
organizational needs.

e Query APIs: AWS provides a number of HTTP endpoints. These endpoints can
be used to send GET and PUT HTTP requests to AWS to obtain the present status
and information for various AWS resources.

Yet some AWS services may not have one or two of the previously
mentioned access methods.

0 Most of the AWS services can be accessed with all of the preceding means.

AWS overview

AWS provides a highly reliable, scalable, low-cost infrastructure platform in the cloud that
powers hundreds of thousands of businesses in 190 countries across the world. The
following portion of the chapter provides a high-level overview of the basic AWS concepts
that you should understand before you start working with AWS services.

[20]
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AWS global infrastructure

AWS services are available at multiple locations across the globe. AWS provides these
services with their infrastructure spread across the globe. The AWS infrastructure is
connected and isolated in the form of Regions, Availability Zones (AZs), and Edge
Locations based on geography. Let's understand some basic concepts of the AWS global
infrastructure.

Regions and AZs

Each region, as shown in the following screenshot, is a collection of at least two or more
AZs. Each region is independent and they are isolated from each other to keep each of them
safe from catastrophic events. Such regions actually correlate with geographical areas such
as Asia, Europe, and North America:

AWS Global Infrastructure

MONTREAL {Coming soon)

BEWING
OHIO (C: IRELAND
onig toc) FRANKFURT
SEQUL
OREGON
UK [Coming soon)
N. CALIFORNIA NINGXIA (Goming soon)
N. VIRGINIA TOKYO
INDIA (Coming soon)
AWS GOVCLOUD
SINGAPORE
SAQ PAULO
Ragion &
Number of Avallability Zones s
Imsge sy of Ariazon Wt Savices - tos favwes sz comatoub s iabalneschre! webservices™

Figure 2.3: Reference image is taken from the official AWS site
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Each AZ, as shown in the following figure, is separated based on a metropolitan area within
a region, but they are internally connected with each other through dedicated low-latency
networks within the same region to provide failover architecture:

(AWS Essentials Training )
Introduction to AWS | AWS Regions and Availability Zones (AZ)

US Regions Global Regions

US East (VA) US West (CA) Asia Pacific A Pacn’c

LS West |{ GovCloud us) EU (Ireland) South America Asia Pacific

(Sao Paula) (Sydney)
-- D]
AZ-A || AZ . Az. AZ—] [AZ-AMAZ—BJ

Customer Decides Where Applications and Data Reside
Note: Conceptual drawing only. the number of Availability Zone (AZ) may vary.

Figure 2.4: Example of AWS region and AZ configuration

Image source: http://www.slideshare.net/AmazonWebServicesLATAM/awsome-daybrbfreis201409

It is highly recommended you select an AWS region based on distance to the targeted
market or based on legal compliance. For example, if a client's e-commerce website is selling
goods and services only in the EU then it is suggested you host the website in Frankfurt or
Ireland to minimize latency. You should also consider compliance requirements specific to a
region while deciding on a region for hosting the application infrastructure. For example, if
a client is running a website for betting, it may be illegal in one region, but it could be
permitted in another region in line with the legal compliance requirements of the region.
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AWS constantly evolves its service offerings. New services are launched in specific regions
and then gradually supported in other regions. Due to the gradual approach of AWS in
launching a service, there is a chance that not all the services may be available in all regions.
It is a best practice to review available services in each region before planning, designing, or
proposing any architecture.

Physical access to AWS data centers is strictly controlled, monitored, and
audited.

What are SaaS, PaaS, and laaS?

Cloud computing is a broad term and covers many services. Common cloud computing
models are Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software
as a Service (SaaS).

Let's broadly understand these models:

e JaaS: When a service provider offers virtualized hardware or computing
infrastructure as a service, such an offering is called IaaS.

e PaaS: PaaS is a type of cloud service in which a service provider offers
application platforms and tools over the cloud, usually to enable application
development. In this service model, underlying hardware and software are
hosted on the service provider's infrastructure.

¢ SaaS: In the SaaS model, the service provider offers software or applications as
services. Such services are hosted by the providers and the end customer simply
consumes this SaaS without worrying about the underlying hosting platform,
infrastructure, and maintenance.
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The line of responsibilities in IaaS, PaaS, and SaaS is explained in the following figure:

M Soffuwe Paniogs Infrastructt:ra: :s a Service li'lalt\‘orrnP:sa : Service Softwates:: sa Service
[ My Application 1 [ My Application J [ My Application ]
(= ] [ = | [ =
(o ) o
[ Middleware ] [ Middleware J
[ Operating Sys ] [ Operating Sys ] Operating Sys

[
-
[ ]

Figure 2.5: Stack and responsibility separation between cloud and customer among various cloud terms such as TaaS, PaaS and SaaS

Image source: https://thebpmfreak.wordpress.com/2012/09/28/iaas-p: pictorial-rep ion/

Understanding virtualization

Virtualization is a process of virtually segregating physical hardware resources into a set of
virtual resources that can independently work as a computing resource and provide
customized and dedicated CPU, RAM, storage, and so on. Each server and its resources is
created in an isolated environment. Each isolated environment is abstracted from the
physical operating system and underlying hardware configuration. Such resources are
called VMs or instances.
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Virtualization is achieved using virtualization software that maintains the abstract and
virtual layers on top of physical hardware. Let us understand these virtualization software
and virtualization types in the following sections.

Virtualization types based on virtualization
software

As shown in the following figure, virtualization software can be broadly categorized into
two categories, class 1 and class 2:

Virtualization Product Types

Type 1 Type 2
(Bare Metal) (Host based)

Figure 2.6: Virtualization types based on virtualization software

¢ Class 1 type: This is also known as the bare metal virtualization type. Very thin
(that is of a small size) virtualization software called a hypervisor is installed
directly on the physical server. The AWS cloud uses a customized Xen
hypervisor. Class 1 hypervisors are faster than class 2 hypervisors. Examples of
class 1 hypervisors are Xen, OpenStack, Hyper-V, and vSphere.

¢ Class 2 type: This is also called a hosted hypervisor. These types of hypervisors
are installed above the base operating system such as Windows or Linux.

Examples of class 2 hypervisors are VMware Workstation, VirtualBox, and
Virtual PC.
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Virtualization types based on virtualization
methods

As shown in the following figure, virtualization can also be categorized as per the
virtualization methods, as follows:

¢ OS-level virtualization: Host machines and VMs have the same OS with the
same patch level
e Software virtualization (hypervisor):
e Binary translation: Sensitive instructions from VMs are replaced
by hypervisor calls.
¢ Para Virtualization Mode (PVM): Guest OS is modified to deliver
performance.
e Hardware Assisted Virtual Machine (HVM): Creates an abstract
layer between host and guest VMs. Uses special CPU instruction
sets (that is, Intel-VT and AMD-V) to boost guest VM performance.

e Hardware emulation: Makes it possible to run an unsupported OS, such as
running Android on a PC:

Virtualization Types

05 LF«@_\ Virtualization ‘ ‘ Sun'.v‘afe \u'lrlu.a}lz;ﬂ:mn ‘ e ErGlEton
(BSD lail, Docker, Solaris (Hypervisor)
Containers, etc.) ’
Binary Translation Paravirtualization Hardware Assisted
(Guest OS5 are modified (Uses Ring-OP uses
especially drivers to take Intel VT and AMD-V
acvantage of hypervisor) instruction sets)

Figure 2.7: Virtualization types based on virtualization methods
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Elasticity versus scalability

Elasticity and scalability are two important characteristics of cloud computing. They
describe the way cloud infrastructure is able to expand and shrink to match the actual
dynamic workload and are discussed as follows:

e Scalability: This means adding resources either to the existing instance (scale up)
or in parallel to an existing instance (scale out). Scalability is essential to achieve
elasticity:

e Scale up: Changing the instance type from small to large (that is,
changing to more memory or compute) is called scaling up. It is
also called Vertical Scaling. It may require stopping the existing
and running instance. Usually, scaling up is done to get more
compute and memory on the same instance. Scaling up is usually
suggested for an application that does not support clustering
modes easily such as, RDBMS. Usually, scaling up is achieved
manually and requires downtime.

e Scale out: Placing one or more new instances parallel to the
existing instance is called scale out. It is also referred to as
Horizontal Scaling. It gives good performance and availability as
instances can be placed across multiple AZs. By having individual
resources such as a NIC and disk controller for each instance, much
better performance can be achieved compared to scaling up.
Usually, scaling out is suggested for clustering-enabled
applications such as stateless web servers, big data, and NoSQL.
Scaling out generally does not require any downtime.

e Elasticity: In physics, elasticity can be defined as a material's ability to expand
and shrink with external parameters. Similarly, in the cloud infrastructure,
elasticity can be defined as the ability to automatically provision additional
resources to meet a high demand and reduce the extended number of resources
when the demand lowers.

Unlike a public cloud, generally, traditional data centers do not have on-demand scalability
and elasticity. The following sections compare traditional data centers and cloud infrastructure
resourcing.
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Traditional data center resourcing

As shown in the following screenshot, in traditional data centers, there may be situations
when provisioned infrastructure capacity is either more than what is needed or less than
required. When the capacity is more than what is required, it's a waste of CapEx and when
it is less than required, it throttles performance:

Predictable
peaks

e

e _\;’_./— |

Figure 2.8: Traditional data center workload actual versus provisioned capacity

Image source: https://www.slideshare.net/AmazonWebServices/aws-101-cloud-computing-seminar-2012/12-On_and_Off_WASTE_Fast

Cloud infrastructure resourcing

In contrast to traditional data centers, cloud infrastructure can be designed with dynamic
scalability and elasticity based on actual workload. As shown in the following screenshot,
such flexibility almost nullifies the wasting resources or performance throttling. Until the
soft limit is reached, cloud infrastructure can keep scaling out and scaling down based on

the actual workload.
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To achieve such flexibility, cloud infrastructure has to be designed and automatically
provisioned in line with such requirements using various services offered by the respective
cloud service providers:

Onand Oft ast Lrowth

|

Upredictable Predictable
peaks

Figure 2.9: Cloud infrastructure actual workload versus provisioned capacity

Image source: https://www.slideshare.net/ AmazonWebServices/aws-101-cloud-computing-seminar-2012/12-On_and_Off_WASTE_Fast

Comparing AWS cloud and on-premise data
centers

Whenever an organization thinks of migrating their infrastructure over to a public cloud,
the first question that strikes the organization is cost. AWS provides major advantages over
on-premise environments as there is no upfront cost from using AWS. Thus, there is no
CapEx requirement as AWS works on OpEx. That means a customer pays only on a
monthly basis based on actual consumption of AWS resources.
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The following table differentiates cost on various counts between AWS and on-premise

environments:

Pecig model One e Nonily
Public On-premise Public On-premise
cloud DC cloud DC

Server hardware 0 $$ $$ 0

Network hardware 0 $$ 0 0

Hardware maintenance 0 $$ 0 $

Software OS 0 $$ $ 0

Power and cooling 0 $$ $ $

Data center space 0 $$ 0 0

Administration 0 $$ 0 $$$

Storage 0 $$ $$ 0

Network bandwidth 0 $ $ $

?ffis\l,l;f: management 0 0 $ $

24x7 support 0 0 $ $

Total Cost of Ownership (TCO) versus

Cost comparison example is based on some assumptions

Return on Investment (ROI)

There is no doubt that public cloud computing has many advantages over traditional data
center concepts; for example, it provides a cutting-edge, secure, and robust platform to host
an organization's IT infrastructure. It impacts costs by turning CapEx into OpEx. However,
when making an investment in any technology or service, it is important for a business to
understand two key aspects: ROI and TCO. Both of these involve careful and critical
analysis. It is very important to find the lowest cost in the long run rather than just the

lowest initial cost.

[30]




Introduction to Cloud Computing and AWS Chapter 2

Deriving TCO not only involves purchase cost and maintenance cost, but it also involves
hidden costs such as operating cost, setup cost, change or reconfiguration cost, upgrade
cost, security cost, infrastructure support cost, insurance cost, electricity cost, depreciation,
tax savings, and environmental impact.

AWS provides an online TCO calculator at https://awstcocalculator.
com.

Rol can be derived using a mathematical formula. Primarily, it can be used to evaluate
investments and decide how well a particular investment might perform compared to
others. In terms of IT, usually an enterprise's top-level management or CIO performs such a
comparison between owning a data center and using a public cloud.

AWS also provides a cost calculator to find monthly estimated expenses at
https://calculator.s3.amazonaws.com/index.html.

Creating a new AWS account

Creating a new account at AWS to start using cloud services is easy, just like opening a new
email account.

The AWS interface may change from time-to-time.

The steps to create an AWS account are as follows:

1. In a web browser, open the following URL: https://aws.amazon.com/.
2. Click Create an AWS Account, as shown in the following screenshot:

= Menu English = My Account ~ Create an AWS Account

Figure 2.10: Create a new AWS account
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3. First, select I am a new user option, provide the E-mail or mobile number of an
authorized person to open a new account, and finally click on Sign in using our
secure server as follows:

Sign In or Create an AWS Account
What is your email (phone for mobile accounts)?

E-mail or mobile number:

2. >
1. $ » Iam a new user.

I am a returning user
and my password is:

3 $ l Sign in using our secure server g)

Forgot your password?

Figure 2.11: Signing in a new AWS account

4. Enter Login Credentials fields such as name, email address, and password and
finally click on the Create account button as follows:

Login Credentials

Use the form below to create login credentials that can be used for AWS as well as Amazon.com.

My name is: ||

My e-mail address is:
Type it again:

note: this is the e-mail address that we
will use to contact you about your
account

Enter a new password:

Type it again:

Create account

Figure 2.12: Login credentials
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5. Provide Contact Information as follows:

As per the actual usage, select Company Account or Personal Account.
Please provide the appropriate CAPTCHA and accept the agreement after

reading and understanding it.

—— Contact Information

* Required Fields

Full Name™
Company Name™

Country™ | United States

City”
State | Province or Region™
Postal Code™

Phone Number®

AWS Customer Agresment

Check he
—| ofthe AWS Customer Agreement

Address* | Street, PO Box Company Name

Apariment, suite, unit, building, floor

| Create Account and Continue

¢ Company Account () Personal Account

to indicate that you have read and agree to the terms

Figure 2.13: Contact details

When the country selected is India, it cannot be changed later. If you

select any other country, it can be changed later. This restriction is specific

to India.
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6. Provide payment and PAN card details, as follows:

In the event of a credit/debit card not being handy, this step can be
skipped during this wizard and the information can be provided later on.
Also, PAN card details are optional.

—— Payment Information

Please enter your payment informaticn below. You will be able to try a broad set of AWS products for free via the
Free Tier. We will only bill your credit or debit card for usage that is not covered by our Free Tier.

+ Frequently Asked Questions

Cardholder's Name

Credit/Debit Card Number visa B

Expiration Date
09 v 2017 v

= Usze my contact addrass

' Use 2 naw address

Please Note

As pant of our card verification process we will change INR 2 on your
card when you click ine "Verify Card and Cantinue” button below
This will be refunded once your card has been validated. Your bank
may take 3-5 business days to show the refund. Mastercard/Visa
customers may be redirected to your bank website to authorize the
charge.

—— PAN Information

Do you have a PAN? @& ( Yes I No

Figure 2.14: Payment information
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When card details are provided, based on the card type you may be asked
to fill in a credit/debit card PIN to complete the transaction. To verify card
details, INR 2.00 may be deducted from your account. Later, it will be
adjusted to your usage (that is, monthly billing).

7. Provide appropriate contact details and verify the CAPTCHA image. The AWS
automated system will make a verification call. On screen, it will display a four-
digit PIN that you need to provide when you receive an automated verification
call. The following screenshot shows a similar verification screen:

- |dentity Verification -

You will be called immediately by en automated system and prompted to enter the PIN number provided

1. Provide a telephone number

Pizase enter your informaticn below and chick the "Call Me Now" button

Security Check @

P

Please type the characters as shown above

abuwrde

Country Code Fhone Number Ext

Incia (+g1)

Call Me Naw

2. Call in progress

3. Identity verification complete

Figure 2.15: Identity verification
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8. Finally, select Support Plan, as shown in the following screenshot:

—— Support Plan

AWS Support offers a selection of plans to meet your neads. All plans provide 24x7 access to customer service.
AWS documentation, whitepapers, and support forums. For access to technical support and additional resources
to help you plan, deploy, and optimize your AWS environment, we recommend selecting a suppart plan that best
aligns with your AWS usage

All customers receive free Basic Support

—— Basic Support

'®) Basic

Description: Customer Service for account and billng questions and access to the AWS
community Forums.

Price: Included

) Developer
Use case. Experimenting with AWS

Description: One primary contact may ask technical questions through Support Center and
get a response within 12-24 hours during local business hours.

Price: Staris at $29/month (scales based on usage)

() Business
Use case: Production use of AWS

Description: 24x7 support by phone and chat, 1-hour response to urgent support cases, and
help with commen third-party software. Full access to AWS Trusted Advisor for optimizing
your AWS infrasiructure, and access to the AWS Support AP for automating your support
cases and refrieving Trusted Advisor results.

Price: Staris at $100/month (scales based on usage)

To explore all festures and bensfits of AWS Support. including plan comparisons and pricing
samples, click here.

Continue

Figure 2.16: Support plan
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Based on the plan selected, charges are applied to the monthly billing.

9. Finally, a new AWS account is created and a welcome email is sent to the
authorized person's email address.

Deleting an AWS account

In the same way that we created an AWS account, similarly an AWS account can be deleted
as easily. Once logged in to the AWS account using the root user, click on the right-hand
side drop-down menu. Usually, it is marked with the name given at the time the AWS
account was created. Under that, select My Account. It may open My Account Dashboard
in a new tab. At the bottom of the dashboard, select the checkbox under Close Account and

finally click Close Account as follows:

¥ Close Account

« | understand that by clicking this checkbox, | am willing 10 close my AWS account. Monthly usage of certain AWS services is calculated and
billed at the beginning of the following month. If you have used these types of services this month, then at the beginning of next month you will
receive a bill for usage that occurred prior to termination of your account. If you own a Reserved Instance for which you have elected to pay in
monthly installments, when your account is clesed you will continue to be billed your monthly recurring payment unfil the Reserved Instance is

sold on the Reserved Instance Marketplace or it expires.

Close Account

Figure 2.17: Deleting AWS account confirmation

For the current month, billing may be completed at the end of the month.
All AWS resources and data will be wiped out. Once the account is closed,
there will be no mechanism to undo and/or get the data back. It is highly
recommended you back up important data to a secured and safe place
before closing your AWS account.

AWS free tier

A new AWS account comes with a limited free tier capacity for 12 months, mostly on all
services with some limitations on usage. The main purpose of the free tier is to enable users
to have hands-on experience and build their confidence. The latest AWS free tier details can
be obtained from the following URL: https://aws.amazon.com/free/.
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If AWS resource consumption exceeds the limit of the free tier, actual charges are
applicable, and billed in a monthly cycle. It is highly recommended you closely monitor
running resources on the AWS cloud, all the time.

Root user versus non-root user

The email address and passwords that are used to create an AWS account are called the
root user. This user has the highest privileges. It is highly recommended and also best
practice to log in with the root user and then create appropriate JAM users for day-to-day
activities (that is, for database administrator, system administrator) and so on. The root user
can log in to the AWS account using the following URL: https://console.aws.amazon.

com/console/home.

Provide a valid username and password created in earlier steps (that is, when creating a
new AWS account).

If you are not able to memorize the preceding URL, go to https://aws.amazon.com and
select My Account then AWS Management Console. This will also bring up the same login
screen as follows:

Sign In or Create an AWS Account
What is your email (phone for mobile accounts)?

E-mail or mobile number:

I am a new user.

» I am areturning user
and my password is:

LSign in USiNg our Secure server °_/|

Forgot your password?

Figure 2.18: AWS account
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For a non-root user login, individual users are created with the help of the IAM service to

perform day-to-day infrastructure activities. To obtain a URL to log in using an IAM user, it
is essential to log in once with the root credentials. Go to the IAM dashboard and it will give
IAM users a sign-in link: https://123456789012.signin.aws.amazon.com/console/.

In the preceding URL, the first 12 characters represent an AWS account number, which
varies from AWS account to account.

AWS dashboard

Having a good understanding of the AWS dashboard is essential to perform day-to-day
activities. There are a number of components of the AWS dashboard, as shown in the
following screenshot. The AWS dashboard layout may change from time-to-time; the
screenshot is given for an overview:

§f  Services ~  Resource Groups ~ % I ~ | Oregon v  Suppart -

AWS services Helpful tips

}J Manage your costs

 Racantly visitad services

Pl clowsFomaior Supper 53

w All services

Toals &L

Explore AWS

Contact Cantar Apachs MxNet

Elasiic Beansialk

Lambda

Batch Get pith the miost scalehle framewnrk for deep

Figure 2.19: AWS web console
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Components of the AWS dashboard

As you can see in the preceding screenshot, there are a number of components on the AWS
dashboard. The following list gives you an overview of these components:

. E; This icon represents console home. Clicking on this, you can go to
dashboard home.

. : This drop-down lists a number of AWS services. Clicking on an
individual service takes you to the specific service console.

Resource Groups v . . .
° : You can segregate various services in resource groups.

Resource groups provide you with a way to quickly group and access frequently
used services based on your requirements.

J n: Frequently accessed services can be dragged and pinned at the top bar. It
can be toggled between Icon only, Text only, and icon with text.

. : Shows all alerts and errors from AWS. Any planned maintenance from
AWS is also highlighted in advance:

. : This is a drop-down menu to access My Account, My Billing
Dashboard, My Security credentials, and Sign Out options.

J : Based on your region, you may see the region name here; if you
need to change the region, you can select it from the drop-down menu. Most of

the services are region-specific, but a few services are global, such as AWS
dashboard, IAM, and a few others.

The region drop-down menu by default doesn't show Government Cloud
0 and China Region.

¢ A support drop-down menu gives options to go to Support Center, Forums,
Documentation, Training, and other resources.

e A search bar is available to quickly find AWS services; sometimes it may be time-
consuming to find the desired AWS services from the long list of various services.
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On your dashboard, recently accessed AWS services appear at the top, based on your usage
of these services.

It is suggested you explore every corner of the AWS dashboard; it provides links to various
solutions, tutorials, and more useful information.

Core AWS services

AWS services are divided into various groups based on their use. The following table
describes a number of services provided by AWS with their purpose. As AWS continuously
evolves its service catalog, there may be periodic additions to this list:

Group AWS service Purpose
Compute Elastic Cloud Provides scalable compute capacity (virtual
P Compute (EC2) servers).
EC2 Container Highly scalable and high performance container

management service. Supports Docker and runs on

Servi .
ervice a managed cluster of EC2 instances.

Provides template-based computing. It is also
called Virtual Private Servers (VPS). It makes it
Lightsail possible to quickly launch virtual machines from
templates rather than selecting individual
components in EC2.

Developers can quickly deploy and manage
applications in the AWS cloud. Developers just
have to upload their application and the rest is
taken care of by Elastic Beanstalk.

Elastic Beanstalk

Allows us to run code without actually spinning
servers. Such code can be triggered on certain
Lambda events in other AWS services such as S3, SNS,
DynamoDB, Kinesis Stream, and many other AWS
services.

Makes running any amount of batch processing for
Batch developers, scientists, and engineers on AWS
cloud.
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Simple Storage

Provides highly-scalable, reliable, and low-latency

Storage Service (53) object storage.
g Fully managed, scalable, and sharable storage
Elastic File System among thousands of EC2 instances.
) Secure, durable, and extremely low-cost solutions
Glacier .
for backup and archiving.
Seamlessly connect on-premise applications or
Storage Gateway services with the AWS cloud storage.
. Managed database services. Supports the Amazon
Database IS{SEE:(:EEI‘{I]])) Sa)tabase Aurora, MySQL, MariaDB, Oracle, SQL Server, and
PostgreSQL database engines.
Fast and flexible NoSQL database service. Provides
DynamoDB .
predictable performance.
Makes it easy to deploy Memcached or Redis
protocol-compliant server nodes in the cloud.
ElastiCache Primarily, it improves application performance by
storing frequently accessed information into
memory.
Fully managed petabyte-scalable columnar data
RedShift warehousing service. Also provides ODBC and
JDBC connectivity and SQL-based retrieval.
Networking . . Logically isolates networks. Allows us to define IP
Virtual Private . . o
and Content range selection, subnet creation, configuring routes,
. Cloud (VPC)
Delivery and network gateways.
Using edge locations, contents are distributed to
CloudFront provide low-latency and high data transfer speeds
across the globe.
It provides alternatives to bypass the internet and
Direct Connect uses dedicated networks to connect private data
centers and the AWS cloud.
Route 53 Highly available and scalable global DNS service.
N Database Migration | Cross schema conversion tools such as Oracle
Migration

Service (DMS)

PL/SQL to SQL Server.
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Server Migration

Enables VMware VM migration to AWS EC2.

Snowball

Accelerates TBs of data transportation between
data centers and AWS securely. Available in two
sizes, 50 TB and 80 TB.

Snowmobile

Makes possible exabytes of data transfer. Possible
to transfer up to 100 PB per Snowmobile. Comes in
a 45-foot long rugged shipping container.

Developer
tools

CodeCommit

Provides a scalable and managed private Git
repository. Anything from code to binaries can be
stored.

CodeBuild

Fully managed build service. Complies and tests
source code and makes it ready to deploy.

CodeDeploy

Automated code deployment to any instance (that
is EC2 or on-premise).

CodePipeline

CodePipeline is an AWS product that automates
the software deployment process, allowing a
developer to quickly model, visualize, and deliver
code for new features and updates. This method is
called continuous delivery.

Management
tools

CloudWatch

Can be configured to monitor AWS resources. It
can collect metrics and logs to monitor and
generate alerts.

CloudFormation

Automates and simplifies repeated infrastructure
tasks such as repeatedly creating the same
infrastructure in the same or different AZ or
region.

CloudTrail

Records each AWS API call and stores log files into
an S3 bucket.

Config

Provides AWS resource inventory, configuration
history, and change notifications to enable security
and governance.
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OpsWorks

AWS OpsWorks is a configuration management
service that uses Chef, an automation platform that
treats server configurations as code. OpsWorks
uses Chef to automate how servers are configured,
deployed, and managed across your Amazon EC2
instances or on-premise compute environments.

Service catalog

AWS service catalog allows organizations to
centrally manage commonly deployed IT services,
and helps organizations achieve consistent
governance and meet compliance requirements,
while enabling users to quickly deploy only the
approved IT services they need with the constraints
your organization sets.

Trusted advisor

Helps to reduce monthly billing, and increase
performance and security.

Application
discovery service

Quickly and reliably finds out an application's
dependencies and performance profile, running
on-premise data centers.

Security, . Allows us to create and manage groups and users
. Identity Access and . .o
Identity & to grant them required permissions to perform
4 Management (IAM) .
Compliance day-to-day infra tasks.
Automated security assessment service to test the
Inspector

security state of applications hosted on EC2.

Certificate Manager

Manages SSL/TLS certificates. Also makes it easy to
deploy them across various AWS services.

Directory Service

It is an AWS Directory service for Microsoft Active
Directory. Makes it easy to deploy directory-aware
workloads on AWS resources to use and manage
AD in the AWS cloud.

By configuring rules to allow, block, or just monitor

g::wéﬁlzwzt;;m web requests, protects web applications from
external attack.
Shield Managed service to protect web applications

against DDoS attacks running on AWS.
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Interactive query service to analyze data in

Analytics Athena Amazon S3 using SQL.
Elastic Map Reduce |Based on the Hadoop framework, it provides easy
(EMR) and cost-effective big data solutions.
CloudSearch Fully' managed anfl scalable tgxtqal search
solutions for websites or applications.
. Managed services make it easy to deploy, operate,
Elasticsearch and scale Elasticsearch clusters in the AWS cloud.
Kinesis Makes it possible to work on live streams of data to
load and analyze with AWS services.
Enables data movement and data processing
Data Pipeline within AWS and also between on-premise and the
AWS cloud.
Fast, easy-to-use, and cloud-powered business
QuickSight analytics service to build data visualization and ad
hoc analysis.
Provides a platform to build text and voice-based
Artificial Lex interfaces, with high-quality speech recognition
Intelligence and language understanding capabilities. Powered
by the Alexa engine.
Poll Provides a voice to the application, so it can speak.
y It basically converts text into speech.
Rekognition Fully managed image recognition service powered

by deep learning.

Machine Learning

Allows us to build algorithm-based predictive
applications, including fraud detection, demand
forecasting, and click prediction.

Internet of

Platform from which to connect devices and

Things (IoT) AWS IoT sensors to the cloud easily and securely.
Fully managed service to deploy, operate, and scale
Game . ; . .
GamelLift session-based multiplayer game servers in the
development

cloud.
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Mobile
services

Mobile Hub

Provides a platform to build, test, and monitor
mobile app usage.

Cognito

Provides sign-up and authentication to web and
mobile apps. Also provides synchronization of data
between various devices (that is, mobile, tablet, and

laptop).

Device Farm

Enables mobile application (that is, Android and
iPhone) testing parallel on hundreds of real devices
in the AWS cloud.

Mobile Analytics

Can be used to analyze and visualize mobile
application usage. Compared to other such
analytical tools, it delivers reports within 60
minutes of receiving data while other tools take a
long time.

Pinpoint

Specifically designed to run precise campaigns for
mobile user engagement. Pinpoint observes users
interactions with the mobile application and
determines what message at what time to send
them.

Application
services

Step functions

Managed service, coordinates the components of
distributed applications and microservices using
visual workflows.

Simple Workflow
(SWF)

Coordinates tasks (that is, scheduling tasks and
executing dependent processes) across distributed
application components.

API Gateway

Enables developers to publish, monitor, and
maintain APIs in a secure and scalable manner.

Elastic Transcoder

Allows developers to transcode (that is, convert)
video and audio files from one to another format
using APIs.

Messaging

Simple Queue
Service (SQS)

Provides a robust and secured message queue
mechanism to store and schedule process
messages.
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Notifies real-time events (that is, publishes

Simple Notification messages) to the intended recipients. It can also

Service (SNS) provide events to trigger other AWS services.
Simple Email Cost-effective and scalable solutions for email
Service (SES) campaigning.
Managed and secured enterprise storage solution.
Business WorkDocs Enterprise-grade solution to share files, managing
productivity multiple versions and sharing with others for

feedback. Allows you to control access.

Managed business emails, contacts, and calendar.
WorkMail Allows seamless access from mobile devices, web
browsers, or Microsoft Outlook.

Managed desktop computing. End users can

Resktop & WorkSpaces connect to high-end desktops in the cloud using
PP p thin clients. Usually, EC2 is used to host servers not
Streaming

desktops.

Enables Windows application streaming by
running on the AWS cloud. It's an enterprise
application streaming service for Windows
applications on the AWS cloud.

AppStream 2.0

Shared security responsibility model

Before developing, designing, and implementing cloud solutions, it is important to
understand the security responsibility shared between AWS and the customers who
consume these services. The following figure distinguishes the responsibilities of AWS as a
cloud service provider and the customers who consume these services:
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RESPONSIBLE FOR
SECURITY
“IN” THE CLOUD

RESPONSIBLE FOR
SECURITY
"OF” THE CLOUD

AWS GLOBAL
INFRASTRUCTURE

Figure 2.20: Reference URL: https://aws.amazon.com/compliance/shared-responsibility-model/

AWS cloud shared responsibility between service providers and customers

Amazon promises that security is its highest priority as a public cloud service provider.
AWS is committed to providing consistent, robust, and secured AWS public cloud services
to their customers. Amazon achieves this by securing foundation services, that is, compute,
storage, database, and networking, and global infrastructures such as regions, AZs, and
edge locations. Customers have to manage the security of their data, operating systems,
application platforms, applications, network, systems or any customer-specific services
deployed on AWS by them using IaaS. AWS provides various services such as AWS
Inspector, CloudWatch, IAM, Trusted Advisor, and CloudTrail to manage security in an
automated way so that users need not spend much time on routine security and audit tasks.
You can use these services as a building block of your environment on AWS.

In other words, AWS is responsible for providing security for the AWS cloud and the
customer is responsible for the security of the resources deployed within the cloud. In the
case of managed services (that is, DynamoDB, RDS, Redshift, and so on), AWS is
responsible for handling the basic security tasks of the underlying AWS resources and also
at the OS level.
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To match an organization's IT compliance requirement, AWS also provides third-party
audit reports to ensure that the AWS cloud fulfills all essential compliance needs. You can
refer to https://aws.amazon.com/compliance for more details.

Some compliances followed by AWS are given here:

e IT security compliances:
e SOC 1/SSAE 16/ISAE 3402 (formerly SAS 70)

e SO0C2

e SOC3

e FISMA, DIACAP, and FedRAMP

e DOD CSM Levels 1-5

e PCIDSS Level 1

e ISO 9001 /ISO 27001

e ITAR

o FIPS 140-2

e MTCS Level 3
¢ Industry compliances:

¢ Criminal Justice Information Services (CJIS)
Cloud Security Alliance (CSA)
Family Educational Rights and Privacy Act (FERPA)
Health Insurance Portability and Accountability Act (HIPAA)
Motion Picture Association of America (MPAA)

The AWS network provides protection against traditional network security problems (that
is, DDoS and MITM attacks, IP spoofing, and port scanning).

Remember, you need to get prior approval from AWS to perform penetration testing in
your AWS account, otherwise AWS understands such testing as malicious attacks and your
AWS account may be blocked.

AWS also ensures that when Elastic Block Store (EBS) volumes are deleted from one
account, internal wiping takes place before it is reused for another AWS account. Wiping is
done as per industry standards (that is, DoD 5220.22-M or NIST 800-88). It is also possible to
encrypt sensitive data on EBS volum<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>