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Building a LoRa node and connecting it to The Things Network (TTN)
Version 1.0 Frank Beks March, Robin Harris and Rob Miles

In this exercise we are going to build a LoRa node and connect it to The Things Network. At the
completion of the exercise you should be logging sensor readings (temperature, pressure and
humidity) on The Things Network, ready for incorporation into any application that you might fancy
creating.

Identifying the components

These are the components that you will be using. You can get a complete set at TinyTronics -
https://www.tinytronics.nl/shop/en

RFM Module RFM95W (868 Mhz)

Pro Mini 3.3V 8Mhz (5V will NOT work!!)
FT232RL-3.3v-5v-TTL-USB-Serial-Port-Adapter (has to have a 3.3V option!)
USB cable for FTDI

1x Led 3mm red

1x resistor 470 ohm

Header 6p female (Arduino programming)

Header 40p divided in: 2x 4p, 1x 6p, 1x 3p and 1x 2p

PCB ‘Douglarue’

Sensor BME280 (Temperature and air pressure)

Battery holder 2x AA

2 AA batteries

optional: 2x female headers 2p (battery and led connection)

Building the Node

The first thing we need to do is build the node. This will require some soldering.

Connect the 6p female
header to the Arduino. To get
it low profile bend it so it is
straight with the PCB, or you
can leave it sticking up.
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Position the RFM95 radio chip.
The crystal should be in the
right lower corner (as shown
in the picture). Start with just
a little solder in two opposite
corners. You can use some
Blu-tack to hold it in place
while you solder it
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Align the solder pads and if the
module is in place, solder the
other pads. Do use as little as
possible solder! Check the
connections carefully!
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Put two 12p headers into the
ProMini socket. Also put the
2p header inside the ProMini
area. Don’t forget these.

By holding them with a piece
of paper you can turn around
the PCB. (You can also use the
ProMini to keep the pins in
place by using an elastic
band.)

ProMini
LoRawAN

SCN v0.1

1327742

First solder the end pins, align
the headers straight and
solder all the other pins.
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Turn around the PCB and
solder the ProMini in place. Do
not forget the two pin header!

mne

Now solder the 6p, 2p, 3p and
4p header.

When you've finished the
underside of the board should
look like this. Check your
connections carefully for
shorts between pins or dry
joints.

Cut a piece of wire, length 82.2
mm. This is a % wave length
antenna. You may add some
short soldering end.

Wavelength =300/868 = 0.3456m Wavelength /4 = 0,0864 m
correction 0.95*0.0864=0.0822m (to determine the precise
length you can do some experiments, or use proper test
equipment like a SWR meter)
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Solder the Antenna into the
hole near the connector pins.
It is also possible to solder a
SMA edge connector.

You might like to make the
wire a bit too long, and then
measure and cut it once it has
been fitted.

Solder a header on the
BME280 barometric sensor

Prepare the LED, this requires
a ‘helping hand’ for soldering.
Cut the longest wire off the
LED (‘+’), and the 1K resistor as
shown
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Now solder the resistor, you
may use a spare female
header to create a ‘connector’
or some female jumper wires

If you want a fancy finish, ask
us for some heat shrink tubing
we can put around the resistor
to make it tidier and reduce
the chance of the led wires
touching each other.

Put the LED ‘connector’ to pins
4 and 5 of the 6 pin jumper, as
shown (Pin 4: GND, PIN 5 -
D2), the resistor pin (‘+’) goes
to pin 5/ D2. You may even
solder the pins directly

You can solder the battery
holder on the pins GND (black)
and 3.3V (red), you may use a
female header here as well.
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Don’t put the batteries in just
yet.
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Put the Jumper on the FTDI
board on 3.3V position!

Connect the USB cable to the
FTDI board, the FTDI board to
the Arduino as shown. T NIS

NvMeyoq A

Starting up the Arduino Environment

Now we need to get the software into our node to make it work. We are going to start by installing
the Arduino integrated development environment (IDE) and then we’ll configure it for our hardware.

Installing the Arduino IDE
You can download the software for free from the Arduino site.

https://www.arduino.cc/en/Guide/HomePage

Install the Arduino IDE on your favourite platform (Mac, Linux or Windows). These examples work
only with the latest Arduino IDE (tested on 1.6.9).

Deploying our first program

The device we are using is described here: https://www.arduino.cc/en/Guide/ArduinoProMini

To program it we connect the programming board, as we did in the last step above. Ensure that the
jumper on the programming board is on the ‘3V’ side.

Connect the programmer and the Pro Mini so that the components are both facing up. Use the USB
cable that is supplied to plug the programmer into your computer.

Start the Arduino IDE and select the Tools menu. Make sure that you are using Start the Arduino IDE
and that the board that is selected is Arduino Pro or Pro mini’ with the Processor ‘ATmega328 (3.3V,
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8Mhz). In the screenshot below the programmer is connected to COM®, this may be different on
your system.

&S Blink | Arduing 1.8.2
File Edit Sketch Tools Help

Auto Format Chrl+T
Archive Sketch

Blink Fix Encoding & Reload
Serial Monitor Ctrl+Shift+M
Serial Plotter Crl+Shift+L

urns WiFi101 Firmware Updater en off for one secc

Board: "Arduino Pra or Pro Mini" b
ta Processor: "ATmega328P (3.3V, 8 MHz)" ATmega328P (3V, 16 MHz) B
Port: "COM3" ®  ATmega3d28P (3.3V, 8 MHz) 1
the co Get Board Info ATmegal68 (5V, 16 MHz) i
If wvol ATmegal68 (3.3V, 8 MHz) ~t

il et Programmer: "AVRISP mkll" ‘

L Burn Bootloader

We are going to test the board with a program that will flash a LED. Open up the File menu and
select the Blink program as shown below.

&5 Blink | Arduing 1.8.2
File Edit Sketch Tools Help

New Ctrl+N
Open.. Ctrl+0
Open Recent ¥
Sketchbook >
Examples pas
T Chrl+W Built-in Examples
T Ctrl+S 01.Basics AnalogReadSerial
SaveAs..  CtriShiftsS 2 BareMinimum
03.Analog Blink
Perpvay  GREnEd 04.Communication DigitalReadSerial 3
Print Cirl+P 05.Control B .
Preferences  Ctrl+Comma 06.Sensors ReadAnalogVoltage
07.Display Mo
Quit Ctrl+Q 08.Strings ,| DEERS:

This will open a new IDE with the blink program inside it.

Press the arrow at the top left of the IDE to deploy the program to your Arduino and run it. You
should see a LED on the Arduino flash once a second.

@ ttn_bmp280_otaa | Arduino 1.8.2

File Edit Sketch Tools Help

Great: we have a working programming environment!

Testing the LED

You should have a LED connected to digital input/output pin 2. Now we can test this led. We are
going to do this by re-defining the address that is used by the blink program. Add the following
statement immediately before the setup method in the Blink program:

#tdefine LED_BUILTIN 2

Pro tip: You can copy the above statement out of this document and paste it into your program code
to make the typing easier. When you have finished the program should look like this:
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Blink | Arduino 1.8.2

File Edit Sketch Jools Help

#define LED BUILTIN 2

// the setup function runs once when you press reset or power the board
void setup() {

// initialize digital pin LED BUILTIN as an output.

pinMcde (LED_BUILTIN, OUTPUT) ;
1

Now run the program again. This time the LED that you connected to the board will flash. If it doesn’t
check your wiring (perhaps you plugged the LED in the wrong way around).

Using the BME280 sensor

Now we need to get the sensor working. Before we can use the sensor, we need to install some
Arduino libraries that our software will use to communicate with it. Open the Manage Libraries
dialog.

Blink | Arduino 1.8.2 — m] X
File Edit Sketch Tools Help

Verify/Compile Ctrl+R

Upload Ctrl+l

Uplead Using Programmer  Ctrl+Shift+L
Export compiled Binary Ctrl+Alt+5

Show Sketch Folder Ctrl+K A
Include Library | Manage Libraries...
Add File...

CIDY N WITEIT Add .ZIP Library...

Arduino libraries

Rridne

Search the libraries for “Adafruit unified sensor libraries”. Select the library and click install.

Library Manager X
Type [Al | Topic [l « | |adafruit unified sensar libraries
Adafruit Unified Sensor by Adafruit -

Required for all Adafruit Unified Sensor based libraries. A unified sensor abstraction layer used by many Adafruit sensor libraries.
More info

Version L... ~ Install

Close

Now that we have the unified library, the next thing we need is the BME280 library. Make another
search for “Adafruit BME280” and install that library.
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E® Library Manager

Type | All ~ | Topic Al | | Adsfruit EME280

Adafruit BME280 Library by Adafruit
Arduino library for BHE280 sensors. Arduino library far BME280 humidity and pressure sensors.
More info

Version 1.

~ Install

Close

Now close the library manager. The libraries are installed on the PC for use by that user of the PC
(they are actually in the Documents folder on your PC). This means that if you switch to a different

PC you will have to install the libraries again.

Connect the BME280 sensor

Now we need to connect the sensor to the Arduino board. We are going to be using the 12C

(pronounced “I squared C”) connection.

Connect the BME280 sensor with female to
female jumper wires to the I12C connector:
GND-> GND, SDA->SDA, SCL->SCL, VCC-
>+3.3V. The CSB and SDO pins on the
sensor are not used.

Load the BME280 Test Program

Now we are going to run a test program to make sure that our sensor works correctly. Load the

example as shown below.

&3 Blink | Arduine 1.8.2
File Edit Sketch Tools Help

New Ctrl+N
Open... ctrl+0
Open Recent
Sketchbook >
Examples i
Close Crl+W Esplora > L
Save Ctrl+S Ethernet e
Save As. Ctrl+Shift+S Firmata N
GSM >
PageSetup  Ctrl+Shift+P LiquidCrystal R
Print cu-p Robat Control >
Preferences  Ctrl+Comma Robot Motar >
. D >
Quit CulQ s . rdui
SpacebrewVun >
This example c Stepper spai
Temboo >
TFT >
WiFi >
) RETIRED >

modified 2 Sep Examples for Arduine Pro or Pro Mini
EEPROM

SoftwareSerial

spl

Wire

Examples from Custom Libraries
Adafruit BME28D Library
Adafruit MQTT Library

advancedsettings
bme280test
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If you run this example it won’t work. We need to make a change to the example code because we
are using a version of the BME280 sensor which has a different address on the 12C connection that
we are using. We just need to change one statement to add the new address. Find the line that says:

status = bme.begin();
change this to:
status = bme.begin(0x76);

The program should now look as follows. The line that we have changed is highlighted.

void setup() {
Serial.begin(9600);
Serial.println(F("BME280 test™));

bool status;

// default settings

// (you can also pass in a Wire library object like &Wire2)

status = bme.begin (0x76);

if (!status) {
Serial.println("Could not find a valid BME280 sensor, check wiring!");
while (1);

}

Now run the program. This will connect to the sensor and start fetching values from it. We can see

the values by opening the Serial Monitor in the Tools menu, as shown below.

8 bme220test | Arduing 1.8.2
File Edit Sketch Tools Help

Auto Format Ctrl+T
Archive Sketch
bhme280test§ Fix Encoding & Reload
//Aqatru Serial Monitor Ctrl+Shift+M
Serial Plotter Ctrl+Shift+L

WiFi101 Firmware Updater

volid seti Board: "Arduino Pro or Pro Mini" »
- ] " . n )
Serii Processor: "ATmega328P (3.3V, 8 MHz)
. Port: "COM3" »
Serii

Get Board Info

bool Programmer: "AVRISP mkll" ¥

Burn Bootloader

This should show you the readings the sensor is producing. If you don’t see anything, or you see
random characters, you might need to change the baud rate of the terminal connection. This is the
rate at which the Arduino sends messages to your computer. The example program uses 9600 baud,
and so the setting in the Serial Monitor should match this. You can set it on the Serial Monitor on the
bottom right hand side, as indicated below.
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& com3 - [u] X

| Send
PFressure = 1UL/.L5 hPa S
Approx. Altitude = -32.46 m

Humidity = 51.01 %

Temperature = 23.03 *C
Pressure = 1017.20 hPa
Approx. Altitude = -32.81 m
Humidity = 50.93 %

Temperature = 23.03 *C
Pressure = 1017.17 hPa
Approx. Altitude = -32.63 m
Humidity = 51.00 %

v

Autoscroll Carriage return ~ | 9600 baud ~

Put your finger on the sensor (the small metal unit) and see the temperature rise. Now that we have
some readings, we connect our board to The Things Network. But perhaps you might like to have a
coffee first....

Getting started on ‘The Things Network’

The Things Network is free to use and provides a great place to develop and deploy your LoRa
applications. It is the network to which the Hull LoRa gateways are connected. Once registered on
the site you can create LoRa applications to which LoRa nodes are connected.

Create an Account

To use the dashboard, you need a The Things Network account. You can create an account here:
https://account.thethingsnetwork.org/users/login .

After registering and validating your email address, you will be able to log in to The Things Network
Dashboard.

The Things Network Dashboard
Your applications and devices are managed by The Things Network Dashboard.
Create an Application https://console.thethingsnetwork.org/applications

Choose ‘Add application’

Give your Application a unique ID. You can use ONLY lowercase! You can add a unique number to get
unigueness over the ttn network (this is a global ID).

Your description can be any description you like.

This work is licensed under the Creative Commons Attribution-NonCommercial 4.0 International
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ADD APPLICATION

Application ID

The unique identifier of your application on the network

fb_nodes

Description

A human readable description of your new app

My experimental nodes

v Reglster apphcatlon on the handler ttn handler-eu

If selected, registers your app to the ha r ttn-handler-eu. to make it usable right away

Add a node using Activation by Personalization (ABP)

A node is bound to a particular application and can only be used by that application. The node
contains security key values which are used to create the messages that are sent to the LoRa
gateway. There are two ways that a node can be bound to an application: Activation By
Personalization (APB) and Over the Air Activation (OTAA).

Activation by Personalization (ABP) is a method where the security keys are stored in the device (i.e.
we will build the key values into the programs in the Arduino). This is harder to manage if you have a
large number of nodes, because each node has to be uniquely configured. If a node uses Over The
Air Activation (OTAA) the Arduino code contains application only and requests an access key the first
time it connects to the gateway and joins the application. The node then stores the key value in
EEPROM and uses this value in future messages.

For our first tests we are going to use Activation By Personalization. The first step is to create the
Device itself. Go to your Things Network dashboard and select the Devices tab. Then select the
register device link on the right.

P ications  Gateway: pport i
Al NS SONSOLE, ppicatons Getevays Sopport () RobMiles
Applications £ robsenvironmentalmonitor Devices

Overview  Devices  PayloadFormats  Integrations ~ Data  Settings

DEVICES

Now you need to give the device a name and a network ID as shown below. The name is a string
containing lowercase letters, digits and the underscore character. The network ID is a sequence of 8
bytes, expressed as hex digits. I've made my third sensor and given it a very unimaginative number.

This work is licensed under the Creative Commons Attribution-NonCommercial 4.0 International
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REGISTER DEVICE

Device ID

Thisis the unique identifier for the device in this app. The device ID will be immutable.
sensor03

Device EUI

The device EUI is the unique identifier for this device on the network. You can change the EUI late|
> 00 00 Q0 00 00 00 00 03

App Key

The App Key will be used to secure the communication between you device and the network.

Vs this field will be generated

AppEUI

7@ B3D57EDQ 91 €0 45

Cancel

Once you've entered these values (note that the App key is created for you and the App EUl is set for
this application) you can hit Register to register the device.

Overview Data Settings
DEVICE OVERVIEW

ApplicationID  robsenvironmentalmonito

Device ID sensor03

ActivationMethod ~ OTAA

DeviceEUI <> = 202000 09 20 @9 02 83 5]
ApplicationEUI <> = 7@ B3 D5 7E D@ 01 80 45 H

AppKey <> 5 @ s ie i e e e e e e B

Status

Framesup O reset frame counters

Frames down 0

The next thing we need to do is configure the node to use Access by Personalization (APB). Note that
the device above is show as using the OTAA method. Click the Settings button at the top of the
device properties to open the settings dialog for this node.

This work is licensed under the Creative Commons Attribution-NonCommercial 4.0 International
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DEVICE SETTINGS SETTINGS
General

Description

Ahuman-readable description of the device
Location

Device EUI
The serial number of your radio module, similar to a MAC address

% 00 00 GO 00 00 00 00 03

Application EUI

70B3D57ED0O01 0045

Activation Method

OTAA ABP

App Key
The key your device will use to set up sessions with the network

> FB 5C 98 21 D1 B8 FE 6C F8 12 00 43 D4 C2 67 E1

Frame Counter Width

16 bit 32 bit

Frame Counter Checks

Click on APB under the Activation Method and then, to make development easier, uncheck the
Frame Counter Checks checkbox at the bottom of the settings dialog. If this setting is checked the
LoRa gateway will reject a packet if the gateway decides it has already seen a packet with that
number. This can cause confusion during development, where you might set the packet counter to 0
each time you rebuild your software.

Once you have selected these options, scroll to the bottom of the settings dialog and click Save.
Leave this page open, you'll be referring to it later.

Download the LMIC and Low Power libraries from GitHub

Now that the Things Network has a record for this node we have to create the Arduino software for
the node and copy the APB settings into it. The software uses the LMIC and Low Power libraries, so
the first thing we have to do is obtain these and install them. We only have to do this once for our
computer.

Let’s start with the LMIC library. Go to the GitHub page for the library. You can find it here:
https://github.com/matthijskooijman/arduino-1mic

8 ‘ ) matthijskooijman/arduil | + v = o %
& - 0O m & GitHub, Inc. [US] https://github.com/matthijskooijmany/arduino-Imic ¥ = 7 e
O Pull requests Issues Marketplace Explore a +- ¥~

matthijskooijman / arduino-Imic

<> Code Issues 106 Pull requests 14 Projects 0 Wiki Insights

LoraWAN-in-C library, adapted to run under the Arduino environment

100 commits

¥ 2 branches

© 3 releases

42 7 contributors

Branch: master v

i doc

@ macthijskooiiman commitced on Dec 5 2017 Change library name to “LMIC-Arduine”

New pull request

Upgrade LMIC library to version 1.5

Crea‘
Latest ©ommit ba1265d on Dec 5 2017

2 years ago

Click the “Clone or download” button and select Download ZIP.
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Create new file = Upload files | Find file Clone or download ~

Clone with HTTPS (@ Use S5H
Use Git or checkout with SVN using the web URL.

https://github.com/matthiiskooijman/ardu | [

Open in Desktop Download ZIP

When you click Download Zip you’ll be asked to specify a location for the download. It doesn’t
matter where you put this, but you should make sure you remember the location, because you will
be searching for the file in a moment.

Once you have the file on your machine you need to add it to the Arduino libraries on your machine.
Go to the Arduino IDE and Select ‘Sketch->Include Library->Add .ZIP Library’

&5 bme28Dtest | Arduino 1.8.2
File Edit Sketch Tocls Help

Verify/Compile Ctrl+R
Upload Ctrl+U
bme2g Upload Using Programmer  Ctrl+5Shift+U
Adg
;; 1 Export compiled Binary Ctrl+Alt+5 — ! — !
. Show Sketch Folder Ctrl+K
unsig
Include Library 3 &
Add File Manage Libraries...

volid =sectuptr 1

) Add ZIP Library...
Serial . begin (9600} ;

A dialog box will open where you can specify the library to add. Navigate to the folder where you
downloaded the library, select it and click Open.

@ Select a zip file or a folder containing the library you'd like to add >
Look in: Build a Mode b ? * @
brme280test
LoraTest
Recent Items ttn_bme280_otaa

ttn_bmp280_abp

- ttn_bmp280_otaa
Desktop ﬂ arduine-lmic-master|

Documents

File name: arduino-mic-master.zip Open

= Files of type: 71 files or folders w Cancel

Now you need to repeat the process to download the low power library we are going to use. This
contains code that will put the processor into a mode that uses hardly any battery power. At the end
of this document you can find some hardware tips to reduce power consumption even more. You
can find the low power library here:

https://github.com/rocketscream/Low-Power
Download the Sample Programs

Now we need to download the programs. All the sample files, and this document are also on GitHub.
You can download the ZIP and unzip the file to get the examples:

Go to https://github.com/robinharris/ttn _node c4di

This work is licensed under the Creative Commons Attribution-NonCommercial 4.0 International
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@ Unwatch~ | 2

<> Code Issues 0

[ C4DI]

wStar 0 Fork 0

Pull requests 0 Projects 0 Wiki Insights
Build a LoRa Node with a Pro-Mini, RFM35 and BME280
D 5 commits ¥ 1branch © 0 releases 43 1 contributor

Branch:master~ | New pull request

Create new file
K CrazyRobMiles Releace with otaa and abp samples

m ttn_bme280_abp Release with otaa and abp samples

I tin_bme280_otaa Release with otaa and abp samples

[E) Build_Instructions.pdt Build instructions have correct serial output for BME280

[E] README.md Updated README.md

README.md

Upload files

Find file Clone or download ~

Latest commit edd5e2e a8 minute ago

a minute ago
a minute ago
a month ago

a month ago

Choose ‘Clone or download’ as you did for the other library files and download the ZIP into a folder

on your machine.

Save As *
« v P > ThisPC » Desktop » lora AR J) Search lora el
Organise « MNew folder =z - o
~ MName Date modified Type Size
7 Quick access
I Desktop + Mo iterns match your search.
‘ Downloads  #
Documents
[&] Pictures -
e - N -
File name: | tn_node_cddi-master —
Save astype:  Compressed (zipped) Folder ~
» Hide Folders Cancel
Navigate to the folder where the file was download.
| = | lora - [m| X
Home Share View 0
1+ » ThisPC » Local Disk (C:) » Users » rsmil » Desktop » lora v @ Search lora »
"~ [ Name Date modified Type Size
7 Quick access
B Desktop » £ ttn_node cddi-master 04/07/2018 11:48 Compressed (zipp... 2731KB
<+ Downlozds *
Documents o
[&=] Pictures -
v €
Titem  1item selected 2.66 MB

Now double click on the archive to open it.
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=1 Compressed Folder Tools  ttn_node_cddi-master — O
Home Share WView Extract 0
&« v P » ThisPC » Local Disk (C:) » Users » rsmil » Desktop » lora » ttn_node_cddi-master v D Search ttn_node_cddi-master 90
serial ~ [ Name - Type Compressed size Password .
smart city ttn_node_cddi-master File folder
¢@ OneDrive
[ This PC
¥ Network v € >
1item -

Drag the folder in the zip file onto your desktop to work on. This will unzip the files in the archive and
make them ready for use. Navigate to the folder.

| ] = | ttn_node_cddi-master — O x
Home Share WView o

1+ » ttn_node_cddi-master v @ Search ttn_node_cddi-master @

-

"~ [ Name Date modified Type Size
3 Quick access

ttn_bme280_ab 811:50 File folder
I Deske P
EsKto
P ttn_bme280_otaa 811:30 File folder
& Downlozds = Build_Instructions 811:50 Adobe Acrobat D... 2,762 KB
= Decuments [7] README.md 81150 MD File 1KB
| Pictures ol 5
4 itemns -

Navigate into the folder ttn_bme280_abp and open the example ttn_bme280_abp.ino. This should
open the example program with the Arduino SDK.

Two things to bear in mind about our sample code:

1. The code has already been configured so that it uses the BME280 devices at the correct
address (0x76).

2. The baud rate for these programs is set to 115200 baud. This means that you will have to
adjust the baud rate for the Serial Monitor if you want to see output from these programs.

Configure the Arduino software to access to The Things Network

Now we need to copy some values from the TTN configuration page into the Arduino code. This is
the personalization part of Authentication By Personalization. Note that each new device that you
add will have to have its own set of configuration values. You can use Over The Air Authentication if
you want to avoid this, we’ll mention this later in the document.

Navigate to the Device settings page in TTN for the device that you created earlier

This work is licensed under the Creative Commons Attribution-NonCommercial 4.0 International
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Applications robsenvironmentalmonitor Devices sensorol

=
Overview Data Settings
DEVICE OVERVIEW

ApplicationID  robsenvironmentalmonito

Device ID sensorol

ActivationMethod ~ ABP

Device EUl ¢ 60 00 60 89 60 B0 B0 B1 El
ApplicationEUl <> 70 B3 D5 7E D@ 01 00 45 El
DeviceAddress ¢ & b { 0x26, 8x01, 0x13, OxEF } [
Network Session Key <> B e e e e e e e ®
AppSessionKey <> © e e e e e e e =

Status 17 seconds ago

Some of the values are only displayed as rows of dots. To understand how to use these values, these
are the buttons you should use:

Click this to make the values in the settings visible

Click this to make the values turn into text that you can paste into programs

Click this to copy the text into the Windows clipboard, so that you can easily paste the into
your program.

—

Click to reverse the byte order of the values as displayed, so that you can make sure that the
values copied into the program are in the correct order. This so that we can work with different
devices, which order values in memory in different ways. We want to use msb (most significant byte
first) format for the values that we are pasting.

The screenshot below shows some values ready to copy into the program.

Device Address <> & msb { @x26, 8x@1, ©x13, @xEF } B

Network Session Key <>

it

& meb { @xED, @x77, @xll, @x55, Ox26, Ox75, @x98, Ox4F, Bx(6, @x63, Ox52, P28, 8x74 .
< >

it

AppSessionKey <> & | msb <«{ OxEF, OxE8, OxDB, OxBA, Ox7F, 0xB8, Ox51, OxE8, 0x48, OxEE, @xDD, @x5D, ©x58 .

>
These values go into our program as shown below. The only other fiddly thing you need to remember
is that to get the Device address you need to "scrunch" the hex digits together to make a single
value.
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€5 |// LoRaWRN end-device address (DevAddr)

; this from the Device address key on TIN properties for the
that you hawve to "scrunch™ the hex digits to make a single
const ud4_t DEVADDR = Ox260113EF ; // <-- Change this addreas for

70 // LoRaWAN NwkSKey, network session key

this from the Network Session Hey entry on TIN properties for the

. Use the msb ordering

73E static const PROGMEM ul_t NWKSKEY[16] = { OxED, 0x77, Ox1l, 0x55, 0x26, 0x75, O0x98, OxdF,
T4 0xCé, OxE3, 0x52, 0x23, Ox74, Ox43, OxER, OxAF };
75 // LoRaWAN RAppSHey, application session key

76 [/ C this from the App Session Key on TIN properties for the

Use the msb

) = | OxEF, 0xES, 0xDB, 0xBA, Ox7F, 0xBS, 0x51, OxES,
79 0x48, OxEE, 0xDD, 0xSD, 0x58, 0xD2, OxAE, 0x50 };

These are the actual settings values of a node of mine, so please don't copy them verbatim. Once
you have updated the settings you should be able to deploy the program to your node. To ensure the
program is working correctly, open the serial monitor in the Arduino SDK and make sure that the
node is sending messages:

€ coms - o X

| Send

Starting -

Probe BMEZE80: Sensor found

Pressure: 101&.80FPa Temperature: 22.99C H

Coded TEMP: 2EF Coded Pascal: Z2E Coded Humidity: O
Coded sent: 33BAEF

Sending:

EV_TXCOMPLETE (includes waiting for RX windows)

< >

[+] Autoscral Carriage return | | 115200 baud -

Now we can take a look in on the TTN website to see if the data has arrived. Select the Data view for
your node to see the raw data as it arrives.

APPLICATION DATA

uplink  downlink activation ack errar
Filters
time counter port
a 16:32:31 0 1 devid: sensorpl payload: 31BB 20

Note that the payload value is the same as the one that was printed by the Arduino program. This
means that our data has made it through the connection. This is coded information, because the
Arduino contains an algorithm that puts temperature, pressure and humidity into three bytes. This is
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the code that does it, note that you don't have to know how this works, but it is here if you fancy
finding out more.

temperature = bme280.readTemperature();

humidity = bme280.readHumidity();

pascal = bme280.readPressure();

pascal=pascal/100;

temperature = constrain(temperature,-24,40); //temp in range -24 to 40 (64 steps)

pascal=constrain(pascal,970,1034); //pressure in range 970 to 1034 (64 steps)*/

t_value=uint16_t((temperature*(100/6.25)+2400/6.25)); //0.0625 deg. steps + offset
// no negative values

p_value=uintlé6_t((pascal-97@)/1); //1 mbar steps, offset 970.

s_value=(p_value<<10) + t_value; // putting the bits in the right place

h_value = uint8_t(humidity);

buffer[0]=s_value&0xFF; //lower byte

buffer[1]=s_value>>8; //higher byte

buffer[2]=h_value;

To get the right display format, we can create a decoder in our application that takes the encoded
values and makes them into data to be stored by our applications. Select your application and open
the ‘Payload Formats' tab:

PAYLOAD FORMATS

Payload Format
The payload format sent by your devices

Custom

decoder converter validator  encode remove decoder

1 function Decoder(bytes, port

var decoded

8 return decoded

Enter the function below, overwriting the standard function:

function Decoder(bytes, port) {
var humidity = bytes[2];
var mbar = +((bytes[1]>>2) & )
var temperature = + *(((bytes[1]& )<<3) |bytes[0]);

var decoded = { humidity: humidity, mbar:mbar, celcius:temperature/ };
return decoded;

}

This function takes the bytes of data received from the node and uses then to create three values.
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decoder converter walidator encoder
1 function Decoder(bytes, port
2 var humidity = bytes[2];
3 var mbar = 978+((bytes[1]>>2) & @x3F);
4 var temperature = -24808 + 6.25%(((bytes[1]8&8x83)<<2) |bytes[a]);
5 /. a s

Y ) J s ¥ f ds.
var decoded = { humidity: humidity, mbar:mbar, celcius:temperature/188};
return decoded;

0ooo =

You can enter bytes into the web page and test them to see what results are produced. Note that the
order of the bytes displayed when they are received is the reverse of the order in which they were
transmitted.

Payload

31 BB 20 1

" "celcius": 27.0625,
"humidity”: 32,
"mbar"”:

1616

. Payload was valid

If the function works OK you can return to your data and discover that incoming messages are now
converted into their values.

APPLICATION DATA Il pause i clear
uplink  downlink activation ack error
Filters
time counter port
A 164656 14 1 devid: sensorol payload: 2BBB 22 celcius: 26.6875 humidity: 34 mbar: 1e16

a 16:45:54 13 1 devid:

sensorol payload: 2ABB 21

To find out more about encoding LoRa messages into sequences of bytes you can take a look at
https://github.com/thesolarnomad/lora-serialization .

Sending messages to a node

To send bytes to our node we can use the ‘Downlink’ section of a device. In the console, click on your
device and scroll down in the Overview page. Enter one byte (two hex digits, 05 for example) and
click Send.
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DOWNLINK

bytes

fields FPort 1

o9

The information will be send to the node after the next time the node contacts the gateway. With a
sample rate of approx. 60 seconds, that is the maximum time this data will be received. The Led will
blink this amount of times, with a maximum of 10 (Ox0A).

Using Over The Air Authentication (optional)

If you don’t want to have to personalize each node for the network you can use OTAA. The
configuration process is identical, create a node description on The Things Network Site

Register the device

Now register your device. You have to define an address for yourself. This is a kind of MAC address,
but because there is no registration yet of these, define some RANDOM 8 byte value, using your
postcode and some values in between.

Device ID
This is the unique identifier for the device in this app. The device ID will be immutable.

sensor01

Device EUI

The device EUl is the unique identifier for this device on the network. You can change the EUI

later.

®<

56 29 AA BB 56 29 CC DO|

App Key

The App Key will be used to secure the communication between you device and the network.

Ve

App Key will be generated

AppEUI

70 B3 D5 7E F@ @0 1B 79
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DEVICE OVERVIEW

ApplicationID b _nodes

Device D sensor_01

Activation Method OTAA

Device EUI <> 5629 AABB 56 29 CCDE

Application EUI <> 70B3D57ED®@ @0 17 BE

App Key <> ©

Device Address <> 26012178

[ C4DI]

(7%

[T

There are three values you should copy into your Arduino Code. Dev EUI (the device identifier), App
EUI (The application identifier) and the App key.

Dev EUI

With the <> sign you can select different ‘views’. We need the ‘LSB’ view, also called little Endian or

Least Significant Byte First.

NOTE: For the App Key we need MSB, not LSB.

DEVICE OVERVIEW

Application ID

Device ID

Activation Method

Device EUI

Application EUI

App Key

Device Address

sensor_01

OTAA

<> { ©xDE, ©xCC, @x29, @x56, OxBB, ©xAA, ©0x29, Ox56 } B8
<> { OxBE, ©x17, ox00, oxDe, ©x7E, oxD5, ©xB3, ox70 } 5]
<> 26012178 B

Both Dev EUl and App EUI will be used in LSB or little Endian format.

First copy the Dev EUI with the clip board sign on the right. Paste the string into your code at the
static const ul_t DEVEUI. Remember to respect the semicolon at the end of the line.
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// This EUI must be in little-endian format, 3¢ least-significant-byte

// first. When copying an EUI from ttnctl output, this means to reverse
// the bytes. For TIN issued EUIs the last bytes should be 0xD5, 0xB3,

f/ 0x70.

L

// This key should be in big endian format (cr, since it is not really a
// number but a block of memory, endianness does not really apply). In
// practice, a key taken from ttnctl can be ccpied as-is.

// The key shown here is the semtech default key.

APP EUI

Next copy APP EUI, select LSB for this one as well. Copy to APPEUI in your code.

APP KEY

The last key is a secret hash, so this one just shows when you click the ‘EYE’ icon. After that you can
copy this to the clipboard. This one can be copied in MSB format.

Copy the 16 bytes APPKEY after static const ul_t APPKEY[16] =.
The BMP280 sensor should be connected!
Upload your code to the Arduino.

The LED will blink during the JOIN process. The Arduino gets his keys from TTN, thereby all
information sent will be encrypted with these keys.

You can also follow this process by activating the ‘data’ view:

APPLICATION DATA

uplink downlink  activation

cntr  port devid payload fields
A 22:56:24 2 1 sensor 01 D8 12
A 22:55:08 1 1 sensor 01 D8 12
A 22:54:03 0 1 sensor 01 D8 12
22:53:57 sensor_01 Activation
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After a few seconds, the LED will stop blinking. You will see the information coming in into the
dashboard. This is coded information, because some algorithm is used to put temperature and
humidity in two bytes.

To get the right display format, we can create a decoder in our application. Select your application
and open the ‘Payload Functions’:

Speeding up joining the network

To help joining OTAA faster (seconds instead of 7 minutes) you may alter the LMIC library. You can
find LMIC.C file in <My Documents>\Arduino\Libraries\Arduino-Imic-master\src\Imic

1. Open the file in your favourite source code browser (or use WordPad)
2. Go to line 684 (or find ‘setDrJoin’ to find the line below)
3. Change setDrJoin(DRCHG_SET, DR_SF7); to: setDrJoin(DRCHG_SET, DR_SF9);

Low Power Arduino (Optional)

There is an option to ‘low power’ the Arduino. BUT this requires some precise soldering! The setup
will work without removing the components. If you are a novice where soldering is concerned, skip
the first part! It requires a sharp knife to remove the power converter, and to cut the connections for
the two on board leds. If you want to battery power your node for a longer time (weeks or more) this
is the option for you. Current in sleep mode will be reduced to <100uA. Look at the instructions at

the end of this manual

Remove the Regulator

The easiest way to remove the regulator and not damage the board is to use a very sharp scalpel to
cut through the regulator leads at the point they join the regulator body.
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Remove the LEDs

There are two LEDs on the Pro Mini board. The two LEDs are marked with a red square in the
following picture. The power LED is marked with an arrow. If you are not sure where the power LED
is on your board, then you can just power it and you will see the LED.

onoo 00 00000|

ov eL 7} 11 0
# :‘m (O !

When you found the power LED, then try to locate at least one trace that leads to the LED. In the

second picture below, | marked the traces on my board. A high-resolution picture with a lot of light
helps to find the traces.

When you found a trace to the power LED, then you take a knife and break the trace, so that it will
not conduct any more. You can see my result in the third picture below.
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Removing the LEDs can be tricky, so it’s easier to remove the series resistors for the LEDs instead.
This version of Pro Mini also has a resistor feedback network for the regulator across VCC, these
consume power so should be removed. Just push the resistors aside with a soldering iron. The
picture shows the Pro Mini with unwanted parts removed, locations of the removed components are
circled in red.

You can find out more at:

https://andreasrohner.at/posts/Electronics/How-to-modify-an-Arduino-Pro-Mini-clone-for-low-
powe r-consumption/
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