CA SSO and CA APIM Integration Guide

Version: CA SSO R12.8 SP1, CA API Gateway 9.3, Tool kit 4.2

CA SSO configuration — Simple Integration with Basic Authentication

1. Crate “Agent” and “Host Configuration Object” to communicate with CA APIM
Gateway and CA SSO

Login CA SSO Admin Ul
Go to Infrastructure -> Agent-> Agent

Infrastructure =

= Agent
* Agents

| S R S

Click “Create Agent” button and select “create new object type of agent”
I
| Seorch for an object of typeagent |

Search for an object of type Agent

Search for an object of type Agent

where (+) Name v | contains v =) 1+ Search| Clear

Search Results | Create Agent]
Dslete Agent| 1-5of 5

Input Agent name as “agent.apim” and click “Submit” button

Create Agent
Agents > Create Agent

= Required

* Name agent.apim | Description |

Agent Type Settings

® CA Single Sign-On
~ RADIUS

Agent Type Web Agent ¥

Supports 4.x agents ||

Select an agent type

|_submit | concel |
Delete Agent 1-5 of 5
( Description Is 4x Agent Type
\ p Web Agent AR
( - Web Agent PR
( - Web Agent AR
[ secureproxy-01 Web Agent FaR.S
[ secureproxy-02 Web Agent raR.s
1-50f 5
E=n

Go to Infra Structure -> Hosts -> Host Configuration Object in CA SSO Admin Ul



technologies

Infrastructure =

» Agent

» Authentication

» Directory

= Hosts
* Host Configuration Objects
¥ Trusted Hosts

» X509 Certificate Management

Click “Create Host Configuration” button

Host Configuration Objects
Search for an object of type Host Configuration

Search for an object of type Host Configuration
where +) Name v contains ¥ (= +) Searchl

Clear]|

Search Results Create Host Configuratio

Delete Host Configuration| 1-2 of 2
Select ~ Name Description
DefaultHostSettings L | X
InitiaHCO PR
1-2 of 2

Create Host Configuration

Craste Most Condgun

* Create a new object of type Host Configuration

Create a copy of an object of type Host Configuration

Input Name and click “Add” button

Host Configuration Objacts » Creste Host Configuration

+ = Required
I-Name |APIM.HCO I Description
}Hllt JAccounting Port  Auth. Port Authorization Port | |
policy S No results.
Add

Enable Failover v \

Maximum Sockets Per Port 20
Minimum Sockets Per Port 2
New Socket Step 2
Request Timeout 60

Input CA SSO Policy Server IP Address or Host name. (Host name can be resolved
from APIM Gateway.)

Configuration Values

Host Accounting Port uthentication Port Autt
’ 172.17.17.166 | 44441 44442 | |[44a
Policy Server —

Add



e Click “Submit” button

Search for an object of type Host Configuration
Search for an object of type Host Configuration
where (+) Name v | contains v | |(=) (#) Sear

Delste Host Configuratiod

| Select| « Name
(8} APIM.HCO
() DefaultHostSettings
(] InitialHCO

Desc

2. User Directory Check
e In CA SSO Admin Ul, go to Infrastructure -> Directory- > User Directory

Tasks «
Infrastructure =

» Agent
» Authentication

= Directol
SQOL Query Schemes

¥ Identity Mappings

¥ Certificate Mappings

¥ Auth/Az Mappings

¥ AuthValidate Directory Mappin
» Hosts
» X509 Certificate Management

e Click “CA Directory” . (If there is no CA Directory, please create CA Directory.)
e C(Click “View Content” button

View User Directory: CA Directory

#51ar¢ * View User Directory: CA Diractory

Name CA Directory Description

Namespace LDAP:

Use authenticated user's security context

Secure Connaction

Administrator Credentials

Require Credentials

de=ca

[ LoAP Search LDAP User DN Lookep

Root de=ForwardInc.dc=ca || Start (old=
One Level €nd
= * Sub-Tree Effective Lookup  (uid=ID-From-Login)
Max Time 30
Max Results 0
User Object
User Class

e Verify the result. (When it shows any error message, please check CA Directory
service status and validate the configuration.)



M Users/Groups for CA Directory

Search type \ Attribute-value v
Attribute [
Value ‘

Go| Reset

1-25 of 44 5 »

“ Name

User Class

cn=AP AD,ou=groups,ou=asiapacific,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=AP Analyst,ou=groups,ou=asiapacific,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=AP HR,ou=groups,ou=asiapacific,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=AP Insurance,ou=groups,ou=asiapacific,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=AP Investments,ou=groups,ou=asiapacific,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=AP Real Estate,ou=groups,ou=asiapacific,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=AP Rep,ou=groups,ou=asiapacific,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=E AD,ou=groups,ou=emea,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=E Analyst,ou=groups,ou=emea,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=E HR,ou=groups,ou=emea,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=E Insurance,ou=groups,ou=emea,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=E Investments,ou=groups,ou=emea,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=E Real Estate,ou=groups,ou=emea,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=E Rep,ou=groups,ou=emea,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=IT,ou=groups,ou=northamerica,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=LA AD,ou=groups,ou=Ilatinamerica,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=LA Analyst,ou=groups,ou=latinamerica,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=LA HR,ou=groups,ou=latinamerica,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=LA Insurance,ou=groups,ou=latinamerica,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=LA Investments,ou=groups,ou=latinamerica,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=LA Real Estate,ou=groups,ou=latinamerica,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=LA Rep,ou=groups,ou=latinamerica,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=Manager,ou=groups,ou=northamerica,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=NA AD,ou=groups,ou=northamerica,dc=ForwardInc,dc=ca

groupOfUniqueNames

cn=NA Analyst,ou=groups,ou=northamerica,dc=ForwardInc,dc=ca

groupOfUniqueNames

198 afaa . .

3. Create Domain/Application in CA SSO Admin Ul (Instead of Domain, Application can
be created.)
e Go to Policies -> Domain -> Domain

Tasks «
Infrastructure &
Policies =

» Application

» Rule Groups
* Resnonses

e C(Click “Create Domain” button

Search for an object of type Domain
Search for an object of type Domain
- #) Search| Clear|

where + Name v | contains ¥

Search Results

e Input Name and click “Add/Remove” button in User Directories



Domains > Create Domain

General Realms Policies Responses Rule Groups Variables

+ = Required
+Name |APIM Description
Global Policies Apply v

| IName |Description | |
lNo results.

Create|| Add/Remove

e Select “CA Directory” and click right arrow button. Then, click “OK” button

Domaing > Create Domain: APTM

m Realms Policies Responses Rule Groups Variables

* = Required

Available Members
CA Directory
ederationW ustomUse; ore

SAML2FederationCustomUserStore %

/"

OK| cancel

e C(Click “Realms” tab and click “Create Realm” button

Domains » Create Domain: APIM

1
General Realms Policies Responses Rule Groups Variables
—

+ = Required

Realms Create Realm

0-0 of 0
Name Description Resource Filter

[ submit | cancel |
e |nput the following information

e Name: APIM

e Agent Name: agent.apim (click lookup agent/agentGroup and select
agent.apim)

Select an Agent

* = Required

Filter E] Reset]
Select Name Type
® agent.apim Agent

oneview-01 Agent
oneview-02 Agent
secureproxy-01 Agent
secureproxy-02 Agent
FederationWebServicesAgentGroup |Agent Group
OneView Agent Group
SecureProxyServer Agent Group

Create Agent| Create Agent Group
e Resource Filter: /login
e Authentication Scheme : Basic




Create Realm: APIM

Domains > Create Domain: APIM > Create Realm: APIM

* = Required

* Name [APIM \ Description

Domain APIM

Resource

* Agent [agent.apim \ Lookup Agent/Agent GroupI
Resource Filter /login |

Effective Resource agent.apim/login

Default Resource Protection '® Protected  Unprotected

Authentication Scheme | Basic v

Rules section, click “Create” button

!

[Name |Description |Resource |Actions [Enabled |

No results.

Input the following information
o Name: APIM login GET Post Rule
o Resource: *
o Action
= Select “Get”, “POST” and “PUT”

B

Domains > Create Domain: APIM > Create Realm: APIM > Create Rule

* = Required

« Name |APIM login GET Post Rule Description

Domain APIM Realm

Attributes
| Realm and Resource

* Resource \"

Effective Resource: agent.apim/login®
Regular Expression ' |

I Atlow/Deny and Enable/Disable

* Allow Access

|

~ Deny Access
Enabled !

* Web Agent actions

- Authentication events
- Authorization events
- Impersonation events

* Actions

Click “OK” button and exit rule setting



e Click “OK” button and exit Realm setting

Domains > Creats Domain: APIM

General Realms Policies Responses Rule Groups Variables

Create Realm

* = Required

Resource Filter

Name Description
/login

Baem
| submit | cancel |

Click Policies tab and click “Create” button

Create Domain: APIM
Domains » Create Domain: APIM

~6UTTTTT T Y
Policies Responses Rule Groups Variables

* = Required

IName |Description |
No results.

===

General Realms

In General tab, input name “APIM”

Create Policy

> Create Domain: APIM > Create Policy

Domains

Rules Expression

General Users

+ = Required

PIM | Description

* Name
APIM Enabled

Domain
Validate Identity

§ e

Set| Clear| No Time Restrictions apply

l 1P Address

[IP Address |Subnet Mask [End of Range |Host Name |

No results.

Add

e In Users tab, click “Add All” button. (it means that every users in user

DB can access the resource.)



General Users Rules Expression

* = Required

User Directories

| cA pirectory |

Allow Nested Groups ‘

AND Users/Groups ‘

[Name User Class [Exclude | |
No results.

Add Members| Add Entry| Add Alll

EY
N

e In Rules tabl, please click “Add Rule” button
P
General Users Rules Expression
¢ = Required
Name
Go| Reset|
Realm Rule Response Response Group | |
No results.
Add Rule|
\_
°

Click “Select” box and click “OK” button

cenerat | users [EIIER expression

Available Rules
+ = Required

|

Name

Go| Reset|

Select |~ Realm |- Rule

Type
| @ |aeM

|APIM login GET Post Rule  Rule

Create

Click “OK” button and exit Policies tab.

e Click “Submit” button to save the domain



Create Domain: APIM

mains > Create Domain: APIM

General Realms nses = Rule Groups | Variables

* = Required

Policies




CA APIM configuration — Simple Integration with CA SSO SDK

1. Create New Web API for CA SSO Integration
e Login into CA APIM Policy Manager and publish web API

@ apim.forwardinc.ca
]
%@ oTK @ Publish SOAP Web Service
3 Create WSDL
Publish Web AP|
? Publish RESTful Service Proxy With WADL
@ Ppublish Internal Service
@ Publish Reverse Web Proxy
=0 Create Log Sink
Create Policy
B Folder Properties
@ Create New Folder
X

Delete Folder
Cut Ctrl+X
Paste Ctrl+V

¢ Input Service information and click “Finish” button

Service Name : CASSOTest
Gateway URL: /test/casso

€@ Publish Web API Wizard x

Steps

Enter the name of the non-SOAP application you want to publish:
1. Service Information
2. Access Control

Service Name: |CASSOTest

Enter the HTTP URL that the Gateway should forward requests to:

Target URL:

Complete the Gateway URL that wil receive service requests:

Gateway URL:  http(s)://apim.forwardinc.ca:[port)/ |jtest/casso|

Specify the connection and routing information for the non-SOAP application. ~
Back Next | Finish || Cancel Help

e Import “CASSOTest” policy, which is download from the site. (CASSOTest.xml)

Home % CASSOTest [/test/casso] (v1/1, active) %

@ Save and Activate @ Save @ Validate € Export Policy |8 Import Policy @ fmport From UDDI $ Show Comments ¥ Hide Assertion Numbers




@ Import Policy

| Look in: | Export_APIM_Policy

ASSQest
2 = lssue I Token (W)
Recent Items | SSOWT

Desktop

|
Documents

This PC

@ rienome
Network

Files of type: | XML Files

v Cancel

Pop up “Resolve External Dependency Wizard” windows and select “Import

erroneous assertion as-is”. Then, click “Create CA Single Sign-On
Configuration”.

€ Resolve Extemnal Dependencies Wizard

X
Steps Policy contains assertions(s) refering to unkown CA Single Sign-On Configuration
Missing CA Single Sign-On Details
s ca Sign-On C CASSO Confi Name CASSO
2. Unresolved provider CA SSO User DB
Hostname apim.forwardinc.ca
Action
Change assertions to use this CA Single Sign-On configuration

O Remove assertions that refer to the missing CA Single Sign-On configuration

@ import erroneous assertions as-is

Create CA Single Sign-On Configuration
I¥

Unresolved CA Single Sign-On Configuration CASSO

Back Next | | Finish Cancel Help

CA Single Sign-on Configuration properties windows pop up. Then, click
“Register” button

CA Single Sign-On Configuration Properties

Configuration Name: * CASSO

Agent Configuration

Secret: * L:‘ |
" Address: 127.0.0.1 [] Check IP
i Host Name: * apim.forwardinc.ca
FIPS Mode: * COMPAT v
Cluster Threshold: * 50-s [ Enable Failover

[ update SSO Token
Cluster Settings

Name

Value Add t
server.0.0.accounting.port 44441 Edit
server.0.0.address 1172.17.17.166 =
server.0.0.authentication.port 44442 e
server.0.0.authorization.port 44443
server.0.0.connection.max 13
server.0.0.connection.min 1
server.0.0.connection.step 11
server.0.0.timeout 160

[] Disable
Test

OK | | Cancel

Provide CA SSO connection related information in Ul and click “OK” button




CA Single Sign-On Registration Properties

CA Single Sign-On Registration Parameters

Address: * 172.17.17.166
Host Name: * apim.forwardinc.ca
Host Configuration: * |APIM.HCO

FIPS Mode: = COMPAT

User Name: * siteminder-
Password: * SiteMinderPassword

Policy Server IP Address or Hostname

<« Trust Host name ( Any name can be used)

< Host configuration Object name, which is defined in CA SSO Admin Ul
e FIPS mode (please check Policy Server FIPS mode.)

| Manage passwords

] c 1 Registratic

CA Single Sign-On Registration Parameters
Address: *

|

2

172.17.17.166
et Ny o0l Registering CA Single Si... X
1 Host Configuration: * |AP] Registering...
: FIPS Mode: * Co| ~
| User Name: = site
: Password: * sitei
|

Manage passwords

‘K\ Cancel

CA SSO Admin User Name

CA SSO Admin Password

CA Single Sign-On Configuration Properties
Configuration Name: * CASSO
Agent Configuration

Secret: *

Address: 127.0.0.1 [ Check P
Host Name: * apim.forwardinc.ca
FIPS Mode: * COMPAT v
Cluster Threshold: * 503 [JEnable Failover [ Update SSO Token

Cluster Settings -

Name Value Add
|server.0.0.accounting.port 44441 ER
server.0.0.address 172.17.17.166
server.0.0. port 44442 Remove
server.0.0.authorization.port 44443
server.0.0.connection.max 3
server.0.0. min 1
server.0.0.connection. step 1
server.0.0.timeout 60

[ Disable
Test Cancel

Select “Change assertion to use this CA Single Sign-on configuration”. Then,

click “Next” button

@A Resolve External Dependencies Wizard

Steps

CA Single Sign-On

1
2. Unresolved provider CA SSO User DB

Hostname

Action
@ Change assertiony

O Remove assertions

Name |CASSO

apim.forwardinc.ca

CASSO

O Import erroneous assertions as-is

Policy contains assertions(s) refering to unkown CA Single Sign-On Configuration
Missing CA Single Sign-On Details
s

this CA Single Sign-On configuration

X refer to the missing CA Single Sign-On configuration

Unresolved CA Single Sign-On Configuration CASSO

v

Back Next Finish Cancel Help



e Unresolved provider CA SSO User DB. Select “Import erroneous assertion as-is”
and click “Create new Identity Provider”

@ Resolve External Dependencies Wizard X

Steps Policy contains assertions that refer to an unknown identity provider.
1. Unresolved CA Single Sign-On Configuration CASSO Missing Identity Provider Details
[

2. Unresolved provider CA SSO User DB Name |CA SSO User DB

Type |LDAP
Name Value

userCertUseType NONE |
Idapsearchbase dc=Forwardinc,dc=ca

Idapwritebase v

Action

ons to use this identity provide
O Remove assertions that refer to the missing identity provider
@ Import erroneous assertions as-is

Create new Identity Provider
>

Unresolved provider CA SSO User DB A

Back e Finish | | Cancel || Help

e Change LDAP Identity Provider Wizard based on user directory in CA SSO. You
can find the in detail connection information from CA SSO User Directory.

In this example, superuser password is “CAdemo123”. After creating LDAP
Identity Provider, check the connection with “Test” button.
Click “Next” button and accept the default setting.

@A Create LDAP |dentity Provider Wizard »
Steps Provider Type:* |GenericLDAP v
1. Provider Configuration Provider Name:* SSO User DB

2. Group Object Classes

3. User Object Classes LDAP Host URL:* \dap:/Jsso‘fon/uardmc.ca‘25389[ Move Up
4. Advanced Configuration ~ o
5. NTLM Configuration jovelDov
6. Certificate Settings

Add Edit Remove

[ Use Client Certificate Authentication: Default SSL Key:

Search Base:* dc=ForwardInc,dc=ca
Bind DN: uid=superuser,ou=users,ou=northamerica,dc=ForwardInc,dc=ca
Bind Password: [ Show Password

Allow assignment to administrative roles

[ Allow updates from:

Write Base:™
Reconnect Timeout: 60000 Use System Default
This Wizard allows you to configure an LDAP Identity Provider. Fields marked with an asterisk "*" are A
required.

The "Allow updates from" check box determines whether the LDAP server can be updated starting from
the specified write base. >

Next Test Finish Cancel Help

e In Action panel, select “Change Assertion to use this Identity Provider : CA SSO
User DB”. Then, click “Finish” button.



Resolve External Dependencies Wizard

Steps Policy contains assertions that refer to an unknown identity provider.
1. Unresolved CA Single Sign-On Configuration CASSO Missing Identity Provider Details
2. Unresolved provider CA SSO User DB Name |CA SSO User DB

Type |LDAP

Name Value
IdapBindDN I p
originalTemplateName |ienencLDAP

,OU=USers, ica,dc=... | A

groupCacheMaxAgeUnit m

Action
@® Change assertions to use this identity provider: CA SSO User DB
O Remof}3 assertions that refer to the missing identity provider

O Import erroneous assertions as-is

:de:huiy Provider |

Unresolved provider CA SSO User DB

Back Next Finish Cancel Help

e When it shows imported assertions in the Ul, please click “Save and Activate”
icon.

P Comment: A policy to use as part of learning how to use SiteMinder integration
S Comment: Publish in a web api at URI /testsm for example

$ Comment: To call policy, use browser and GET http://explore.apim.ca:8080/test/casso?username=[login]&password=[password]
9 Comment:

[ Add Audit Details: "${request.http.headerValues.accept-language}"

[ Add Audit Details: "Headers: ${request.http.allheadervalues} "

4 Request: Check Protected Resource Against CA Single Sign-On: [siteminder], agent [CASSO]
10 @ [ At least one assertion must evaluate to true

21 @ (@ At least one assertion must evaluate to true

26 @ Request: Authorize via CA Single Sign-On: [siteminder]

27 @ Response: Add or Replace Cookie SMSESSION=${siteminder.smcontext.ssotoken}

28 \, Return Template Response to Requestor

Now, CA APIM is ready for testing !!

Optional.

When you are using private IP address in APIM and CA SSO. Please change hosts (client) side to
connect CA APIM and CA SSO with FQDN.

138.42.46 imap.forwardinc.ca —smtp.forwardinc.ca
i By 0 by e By pim.forwardinc.ca apim
172.17.17.2 sso.forwardinc.ca

Test 1.

In browser, type https://apim:8443/test/casso.




D https://apim:8443/test/casso X -

& C A Notsecure | hitps://apim:8443/test/

SSO I
You must either provide a valid SMSESSION cookie or credentials in parameters such as
http://explore.apim.ca/test/siteminder?username=USERNAME&password=PASSWORD

It shows kind of waning message with guide.
Test 2.

In browser, type https://apim:8443/test/casso?username=allmi01&password=CAdemo123
It returns smsession cookie and CA SSO related information.

[ httpsi/apim:8443/test/casso?us: X +

L C A No..re | hitps//apim:8443/test/casso?username=allmi018&password=P@
oK

Authentication method: credentials in parameters
Total number of attribtues: 17

Set by Check protected resource

tion id created: 2a22c8fb-64d7-48f3-2575-842a61253715
Number of auth schemes: 1
Auth scheme: BASIC

Authenticate Against SiteMinder

uid=allmi@l,ou=users,ou=northamerica,dc=ForwardInc,dc=ca

AUTH_DIR_OID = Qe-000a3f76-0335-1365-bee6-01030a4090cC

AUTH_DIR_NAME = CA Directory

AUTH_DIR_SERVER = 550:25389

AUTH_DIR_NAMESPACE = LDAP:

USERNAME =

SSO Token =

Dn4wBGF tWIBhBe3mhohArHBnEONLudbI IVNIXUE3SFACVMyy 2 +6unASKgsh8Tgi0aBj661H1eF 2682667 2UXpYxsCDOW1 zVYQzu1NQGEpUxqOa6sgWpdaynFatov+jdIlksacbaomt
s4ho3dFqlct/z0eSc1kghyjI4hw+yNHIshggFIKba78x0xCipHd2c1F1NQk9Bq/2rZ00d/ 1x6FE4 jdbFZL/ rQia9uTCuse@px@idw8TVzj22G8qgdZCmIuMMLQL cdoD1QxKSRQ2khk
E3a7ITuXvni+q/Xp@ilV7E7yEswukQDubM2GsqY7bRLF47Zj4Nudb1KABFLNRIKIWZxbKelip9s1C5telxThoKvFEphsVOgetQDj+xTT1cnACLVoS8ams0SBHSHH1gi t JgoFyQumadu
@YArsubyr7FeNFQYoUvsAik8F iwQze+94YuHLIQGRNA440FYF iUbBbXUzWt +aQ5FKzyBOWDNLLLQzCESSF7ralbnj15rYA7KSqbUI IRTOMWUS4egl+1IEDXANYF8IVFVQkmT 1wdo09/
HStkvYWh8pZ4lvcbd/ c1fAHTLrLPg3yN7IoRH/ pUERY3mDOtdUOWhV77XI0wH7G/ R3MFykDAQAMIUrSUk12ZWb3jw+XR6YraBZHOVI8bSR3abhYd2X0GbV1t 2pGgs 3dMrI+tnOh/P7

Set by Authorize Against SiteMinder
department =

email =

firstName =

lastName =

ATTR DEVICENAME = apim.forwardinc.ca

Test3

Without closing browser, it access https://apim:8443/test/casso again. The user can access the
page without any error because smession cookie is saved in the brower.




[ https://apim:8443/test/casso X  +
& > C A Notsecure | hitps:;//apim:8443/test/casso

0K

Authentication method: SMSession Cookie
Total number of attribtues: 18

Set by Check protected resource

Transaction id created: 7¢7559d7-ae97-4754-bc@f-2eb44361291d
Number of auth schemes: 1
Auth scheme: BASIC

Set by Authenticate Against SiteMinder
USERDN = uid=allmi@l,ou=users,ou=northamerica,dc=ForwardInc,dc=ca

AUTH_DIR_OID = @e-000a3f76-0335-1365-bee6-01030a4090cc

AUTH_DIR_NAME = CA Directory

AUTH_DIR_SERVER = s550:25389

AUTH_DIR_NAMESPACE = LDAP:

USERNAME =

SSO Token =

Dn4wBGFtWIGhBe3mhohArHBnEoNLudb] JvNjxuE3Sf4CvMvyz+6wwASKgsh8Tgi0aBj661H1eF2eBz6G72UXpYxsCDOwW1zVYQ
s4ho3dFqlct/z0eSclkqWy jI4hw+yNHIshggFoKba78x0xCipHd2c1f1NQk98q/2rZo0d/1x6fE4jdbfZL/ rQiaduTCusedpx
E3a7I1IuXvni+q/Xp@ilV7E7yEswukQDwbM2GsqY7bRLF47Z4NudblKABFLNRiKIWZxbKelip9s1CStekxThoKvFEphsVOogetq
@YArsubyr7FeNFQYoUvsAik8FiwQze+94YuHLIqGRNA440fYfiUbBbxUzwt+aQ5FKzyBOwbnLLLQzCESST7r@lbnj15rYA7KS
HStkvYWh8pZ41lvcbd/ c1fAHTLrLPg3yN7IoRH/pUERV3MDOtdUOWhV77XI0wt7G/R3MFykDQAMIUrSUK12Zlib3jw+XR6Yrab

Set by Authorize Against SiteMinder

department =

email =

firstName =

lastName =

ATTR_DEVICENAME = apim.forwardinc.ca

ATTR_SESSIONID = Gj8s1Dv3t4r2zZx/JIqxoitMIYSc=

ATTR_SESSIONSPEC =

2XD1xKECFrFk/+YWzNIRpUEMOiw97 jQbv1AIPPIHYS5+qa8vas06sWc+UIrgvarklMI2gqRjclYIMRemx1UWHUCUH7aBBZ75/]
yP6JIPHDCap3WVqapUSMv1lwqz31z/FbD/V/yj8wS1CuZMdTRcceKRLY1v2A3x3AHipkvvUITHE tygbZytpIkXvMj+eFXYBoAq
sXrvwfBDKCDAST94047YC2yXaUW6l7Uz 3y YBseYXXNLEdSLuCuGmyHg3

ATTR_STARTSESSIONTIME = 1539743380

ATTR_LASTSESSIONTIME = 1539743402

ATTR_IDLESESSIONTIMEOUT = 3600

ATTR_MAXSESSIONTIMEOUT = 7200

SESS_DEF_REASON = @



