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1. INTRODUCTION TO THE DATACASH DEVELOPERS GUIDE
1.1 AUDIENCE

This document is intended to be used by developers, technical personnel and business
analysts to facilitate a successful integration by a merchant to the gateways provided
by DataCash.

This is reflected in the layout of the document, which covers the submission of data in
XML form to DataCash.

1.2 SCOPE

This document describes the interfaces, messages, data formats, and responses used
for integration into DataCash. This is a technical API document and as such does not
cover the business reasons or business process for integration.

This document is supplemented with an Appendices document.

Both the Developers Guide and the Appendices are available for download from the
DataCash Developers Area: https://testserver.datacash.com/software/download.cgi.

This document describes some of the services that DataCash currently provides at a
high level. The other services’ descriptions can be found on the DataCash website, and
a link to the relevant webpage will be provided in this document.

1.3 SUPPORT

For any assistance or information pertaining to existing or new DataCash services,
please contact Support via the DataCash website.

1.4 HOw TO USE THIS DOCUMENT
1.4.1 Which Gateway?

This document is split into two main parts, each catering for specific processing needs.

e The first part deals with integrating into the DPG (DataCash Payment Gateway)
system. If you would like to process credit card transactions via DataCash, then this
section applies to you. Please see Section 2 DPG - DataCash Payment Gateway.

o Note that this system also includes functionality to process PayPal and UK
Direct Debit (BACs) transactions.

e The second part deals with integrating into the APG (Alternative Payment Gateway)
system. If you would like to process non-card purchase or payout method
transactions via DataCash (electronic wallets, prepaid products, and bank
transfers), then this section applies to you. Please see Section 3 APG - Alternative
Payment Gateway

Both of these systems provide Risk Screening Services.
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1.4.2 The Layout Structure Used In This Document

Despite the length of this document, there is a simple structure in place to make it
easy to use.

Firstly, as described above, the document is split into two sections: one for card
processing and the other for non-card payment method processing.

Secondly, within each of the two main sections the Services that are provided by each
gateway are listed.

Thirdly, for each Service there are four sub sections:

1. Request XML complex structures
2. Request examples

3. Response XML complex structures
4. Response examples

Fourthly, for each XML complex structure, information is provided about:

e Description and position
e Elements
e Attributes
e Examples

And lastly, full examples of the Request and Response complex structures are
provided, showing a number of variations depending on the scenario.

Cross-references are used throughout this document, for XML complex structures that
are shared between various Services.

(To navigate forward, click on the link)

Back to Contents
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2. DPG - DATACASH PAYMENT GATEWAY
2.1 INTRODUCTION TO DPG

This section of the document is the DataCash Developer’s Guide for the DPG. It is
aimed at developers and technical personnel who will be integrating applications for
card, PayPal and UK Direct Debit processing.

As each DPG Service requires particular information to be submitted and this
information tends to be grouped within similar areas (parent elements) of the XML
schema, the names of the parent elements will first be introduced.

Each parent will then be placed into its context in the schema and its child elements
discussed. This includes any restrictions on the format, length and transaction type of
each element.

If the DPG Service contains additional aspects (for example notifications for Standard
Direct Debit and Standard Recurring Transactions), this will also be covered.

2.1.1 XML Requests and Responses

There are certain features of the Request and Response that are applicable to all DPG
Services; these elements are covered in this section. Others are only used for a
particular Service or group of Services; these elements will be covered within the
documentation for that Service.

2.1.1.1 Request
The Request has an optional attribute “version” which can be sent to the DPG.

The version of the request when supplied indicates version specific functionality which
may vary depending on the type of request.

The attribute corresponds to an unsigned integer.

It is important to note that when a version attribute is specified with a value greater
value than 1, the Response Element will be returned with a version attribute that
directly corresponds to the value passed in with the Request.

The vast majority of requests will not have separate versions. When the version
attribute is not supplied this value will default to “1”. Please note that where version is
not explicitly mentioned when describing specific types of requests in this document, it
can be assumed that version 1 is the only supported version of the request. It can also
be assumed that supplying a greater version number will not adversely affect current
functionality for these services.

Where version is explicitly documented when describing specific types of request,
special attention should be given to the effects of changing the version attribute of the
Request.
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Example Request Using Optional Version Attribute

<Request version="2">

</Request>

In the Request, only the Authentication element is used for all DPG Services.

2.1.1.2 Authentication

Element Name: Authentication

Position: Request
Element Description Values /
Name P Limitations
client Specifies the account the transaction will be As advised by
processed on (vTID) DataCash
password The password for the account. As advised by

DataCash'

When your account is setup, DataCash will advise you of the password. This password
currently has a maximum lifetime of 12 months, however in an effort to streamline the
password expiry process, as of the 18th of September 2012, your DPG password will
no longer have an expiry date. The changes remain compliant with PCI DSS
regulations. If your DPG password is due to expire prior to this time, please follow the
guidelines available below to make the necessary changes for this last compulsory
time. Should you still wish to change your DPG password at any given time after the 18
September 2012, the facility to do so is still available?

Further information about generating a new password is available in the Support
Centre: http://datacash.custhelp.com/cgi-
bin/datacash.cfg/php/enduser/std_adp.php?p_faqid=567

(keyword search “"DPG password”)

Example XML for Authentication complex elements

<Authentication>
<client>99000001</client>
<password>mypasswd</password>

</Authentication>

21.1.3 Response

There are several elements to the Response that are returned regardless of the Service
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used. These are:

Element Name Description
Status Numeric return code indicating the result of the transaction
Reason A text field expanding on the status of the transaction

datacash_reference |The DataCash reference of the transaction.

The Unix Timestamp at which the transaction reached the

Time
DataCash server

Indicates the current status of your account - one of: live,

Mode . .
test or accreditation

There are also the following additional elements that may be returned depending upon
the result of the transaction:

Element Name Description

If an error is generated, additional information is often

Inf ti
prormation returned to allow the source of the error to be identified

merchant_reference |Your reference number

Back to Contents
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2.2 SINGLE CARD PAYMENTS
2.2.1 Credit and Debit Card Service

A technical introduction to this Service is available on the website:

http://www.datacash.com/gettingproducts.php?id=Bank-Card-Processing-
2.2.1.1 Schema Elements for Request

In this section the required fields for each transaction type will be presented, along
with example XML for those fields. The XML is presented in italics for those fields that
are not required for all transaction types. If the transaction type is specified in the
XML, this is highlighted in the cases where other transaction types can be used in its
place.

As not all transaction types use the same fields, each field will be labelled with the
following key:

O - Optional

R - Required, field must be presented

X - Excluded, presenting this field will cause the transaction to fail

M - Mandatory if Available, if the information is available, it should be presented

Please refer to the website for definitions of the transaction types and examples of
when you may wish to implement them.

The following keys will be used for each transaction type:

e A - auth

e P-pre

¢ R -refund
e E-erp

¢ C - cancel

e F-fulfill

e TR - txn refund

e ARR - authorize referral request

Initial Transactions with Card details

The auth, pre, refund and erp transaction types all require the same information
about the transaction to be provided. This data is passed in these distinct places in the
schema:

e Request
o Authentication - section 2.1.1.2
o Transaction
* CardTxn - the type and authorisation code, section 2.2.1.1.2
e Card - this contains all the information about the Card, section
2.2.1.1.1
= TxnDetails - contains details of the transaction, section 2.2.1.1.3
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Historic Transactions

The cancel, fulfill, txn refund and authorize referral request transaction
types all require similar information about the transaction to be provided. This data is
passed in these distinct places in the schema:

e Request
o Authentication - section 2.1.1.2
o Transaction
* HistoricTxn - information relating to the original transaction section

2.2.1.1.4
e Card - this contains all the information about the Card, section
2.2.1.1.1

= TxnDetails - contains details of the transaction, section 2.2.1.1.3

2.2.1.1.1 Card

Element Name: Card
Position: Request.Transaction.CardTxn

Elements of Card

Element Description Values / Limitations A P R E
Name
must be a valid card number
pan card number between 13 and 19 digits in length ROR R IR
. expiry date for :
dat
expirydate the card must be passed in mm/yy format R |[R |[R |R
start date for .
tartdat
startdate the card must be passed in mm/yy format M M M M
. issue number o
issuenumber | f the card must be one or two digits long M M M M

The CardInfo files can be used to determine whether a startdate or an issuenumber is
required for each card.
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Example XML for Card complex elements

<Card>
<pan>444433***kkkkkx] < /pan>
<expirydate>04/06</expirydate>
</Card>

<Card>
<pan>675998* *kkk kK] /pan>
<expirydate>04/06</expirydate>
<startdate>01/99</startdate>
<issuenumber>01</issuenumber>
</Card>

2.2.1.1.2 CardTxn

For transactions using card details only. In addition to the basic Card details, the
transaction type and authorisation code (if applicable) are sent in the CardTxn
element:

Element Name: CardTxn
Position: Request.Transaction

Elements of CardTxn

Element c e i er s
Name Description Values / Limitations A P R E
Card see section 2.2.1.1.1

authorisation code

authcode | received from the If presented, must be value received o o o o

from Banks Authorisation centre

bank
auth
method the transaction pre R R R R
type refund
erp

Example XML for CardTxn complex elements

<CardTxn>
<Card>..</Card>
<authcode>123123</authcode>
<method>pre<method>
</CardTxn>
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2.2.1.1.3 TxnDetails

For all transactions:

Element Name: TxnDetails
Position: Request.Transaction

Elements of TxnDetails

Element Name Description e A P R E|C F TR ARR
Limitations
A unique Min 6, max 30
merchantrefer |reference alphanumeric R R R R |- |x*x/|- -
ence number for each |characters. Must
transaction be unique

amount Thevalu_eofthe R R' R R -0 0 _
transaction
Custom data to

be stored against

the transaction Max 30 .
custom data : " |alphanumeric o/oo0o/0|j0|0| O
for view/search
. . characters.
in Reporting
system
If vTID is set up for
more than one ecomm
capture_metho |capture method,this |cnp
d specifies the cont_auth 6/0/0/0]0 /0|00
transaction’s Ivrcapture

environment.

Attributes for Elements of TxnDetails

Attribute Attribute
of Values / Limitations A P R E | C F TR |ARR
Name
Element

Currency is passed in the 3
character ISO 4217
currency |amount Alphabetic format (Defaultis |O /1O | O | O O | O X -
GBP)
e.g. GBP, USD, EUR

Note: For fulfill transactions, the merchantreference field is not required. However,
if the Merchant is subscribed to the SplitShipment Service and has already fulfilled part
of the transaction, the merchantreference field must be presented for any subsequent
fulfill transactions submitted on that transaction.
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Example XML for TxnDetails complex elements:

Card Transaction

<TxnDetails>
<merchantreference>myreferencel23459988</merchantreference>
<amount currency="EUR">146.99</amount>
<custom data>1AZ23HHH</custom data>

</TxnDetails>

Historic Transaction

<TxnDetails>
<amount>146.99</amount>

</TxnDetails>

Additional fulfill when subscribed to SplitShipment
<TxnDetails>
<amount>146.99</amount>
<merchantreference>myreferencel23459988 1</merchantreference>
</TxnDetails>

2.2.1.1.4 HistoricTxn

This element is the direct equivalent of the card element (for transactions using card
details).

Element Name: HistoricTxn
Position: Request.Transaction

Elements of HistoricTxn

A Description vl g C F TR ARR
Name Limitations
reference Datans_h unique ref_erence of must be_a valid R R R R
the original transaction transaction
DataCash authorisation code of
the original transaction. For
fulfill and
authcode éuthor%zgireferralirequest, _ n/fa R | - R
if the original transaction was
referred, then provide the value
received from Banks
Authorisation centre
fulfill
txn refund
method The transaction type cancel R 'R|R| R

authorize referr
al request
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Example XML Request for HistoricTxn complex elements

<HistoricTxn>
<reference>4100200039275407</reference>
<authcode>641413</authcode>
<method>fulfill</method>

</HistoricTxn>

2.2.1.1.4.1 Acquirer Specific Notes
2.2.1.1.5 AdditionalInfo

For the Chase PaymentTech acquirer, an optional reversal="true” attribute can be
supplied within the method element when a cancel is being performed. This has the
effect of attempting an online transaction reversal with the acquirer, in addition to
excluding the transaction from the settlement file.Additionallnfo

Element Name AdditionallInfo

Position Request.Transaction.TxnDetails
Children Yes
Attributes No

Elements of AdditionalInfo

Element Name Description Values/Limitations Required
addendumdata O
risk bypass Y/N 0]
CustomerInfo See below 0]
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2.2.1.1.6 CustomerInfo

Element Name CustomerInfo
Position Request.Transaction.TxnDetails.AdditionalInfo
Children Yes
Attributes No
Elements of CustomerInfo

Element Name Description Values/Limitations Required
customer ip address |IP Address Must be a valid IP Address )
2.2.1.2 XML Examples Requests
2.2.1.2.1 Transactions with Card Details

Example XML Request for refund

<Request>
<Authentication>
<client>99000001</client>
<password>*****</password>
</Authentication>
<Transaction>
<CardTxn>
<Card>
<pan>633300****xx****x]</pan>
<expirydate>04/06</expirydate>
<startdate>01/04</startdate>
</Card>
<method>refund</method>
</CardTxn>
<TxnDetails>
<merchantreference>1000001</merchantreference>

<amount currency="GBP">95.99</amount>
<custom data>1AZ23HHH</custom data>
</TxnDetails>
</Transaction>
</Request>

If the method is changed, the same XML could also be used for auth, pre anderp
transactions.
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Example XML Request for pre with an authcode

<Request>
<Authentication>
<client>99000001</client>
<password>*****< /password>
</Authentication>
<Transaction>
<CardTxn>
<Card>
Lpan>Aaa4FZwrsisi st < pans
<expirydate>12/08</expirydate>
<startdate>03/05</startdate>
</Card>
<authcode>439673</authcode>
<method>pre</method>
</CardTxn>
<TxnDetails>
<merchantreference>1000023</merchantreference>
<amount currency="USD">1800.00</amount>
</TxnDetails>
</Transaction>
</Request>

2.2.1.2.2 Historic Transactions

Example XML Request for cancel

<Request>
<Authentication>
<client>99000001</client>
<password>******< /password>
</Authentication>
<Transaction>
<HistoricTxn>
<reference>4900200000000001</reference>
<method>cancel</method>
</HistoricTxn>
</Transaction>
</Request>
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Example XML Request for fulfill

<Request>
<Authentication>
<client>99000001</client>
<password>******</password>
</Authentication>
<Transaction>
<TxnDetails>
<amount>25.00</amount>
</TxnDetails>
<HistoricTxn>
<reference>4900200000000001</reference>
<authcode>A6</authcode>
<method>fulfill</method>
</HistoricTxn>
</Transaction>
</Request>

Example XML Request for an additional fulfill when configured for
SplitShipment

<Request>
<Authentication>...</Authentication>
<Transaction>
<HistoricTxn>
<authcode>534872</authcode>
<reference>4400201011754019</reference>
<method>fulfill</method>
</HistoricTxn>
<TxnDetails>
<amount>30.99</amount>
<merchantreference>fulfill 2</merchantreference>
</TxnDetails>
</Transaction>
</Request>
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Example XML Request for a txn_refund

<Request>
<Authentication>
<client>99000001</client>
<password>******</password>
</Authentication>
<Transaction>
<TxnDetails>
<amount>10.00</amount>
</TxnDetails>
<HistoricTxn>
<reference>3100000088888888</reference>
<method>txn refund</method>
</HistoricTxn>
</Transaction>
</Request>

Example XML Request for an authorize_referral_request

<Request>
<Authentication>
<client>99000001</client>
<password>******</password>
</Authentication>
<Transaction>
<HistoricTxn>
<reference>3100000088888888</reference>
<authcode>A6</authcode>
<method>authorize referral request</method>
</HistoricTxn>
</Transaction>
</Request>
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2.2.1.3 Schema Elements for Response

In addition to the elements covered in this section, Responses for this Service will also
contain the general Response elements, as described in section 2.1.1.3.

2.2.1.3.1 CardTxn

Element Name: CardTxn

Position: Response
Element . e
Description Values / Limitations
Name
issuer The Card Issuing Bank, if known
e American e Maestro
Express e Mastercard
e Arval Fuel Card e Platima
e ATM e Solo
Debit
The Card * N © FBET .
. Mastercard e RBS Gift Card
Scheme, if .
Diners Club e ReD Fuel Card
card scheme known. Current e Discover Red Li id Fuel
. [ )
- values which e mrduie Eue
may be returned * Duet card
areylisted EnRoute e UK Fuel Card
e GE Capital e VISA
e JCB e VISA Debit
e Key Fuels Card e VISA Electron
e Laser e Visa Purchasing
country The Country of Issue, if known

Authorisation code for successful transactions. Additional information

authcode from the bank if declined or referred

Example XML Response for CardTxn complex elements

<CardTxn>
<authcode>01HD</authcode>
<card scheme>Visa</card scheme>
<country>France</country>
<issuer>Credit Lyonnais</issuer>
</CardTxn>
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2.2.1.4 XML Example Responses

There are various results that can be returned for transactions. These can be clustered
into two groups:

e Bank Responses - the transaction is submitted to the bank
e Error codes - an error occurred which prevented the transaction from being sent
to the bank

If the transaction is submitted to the bank, the bank can either accept, decline or refer
the transaction. Please refer to the website for additional information on why
transactions can be declined or referred.

Status Meaning
1 The bank has authorised the transaction
7 The bank has declined or referred the transaction

All others |All other responses are error codes

As there are many different return codes, this document only contains examples for

status 1 and 7. A complete list of Response Codes for this service is available on the
website. The Support Centre also contains extensive examples for most error codes,

with illustrations of how they would appear in both Reporting and an XML Response,

plus suggestions to prevent them occurring.

e Support Centre
¢ Website

2.2.1.4.1 Initial Transactions

Example XML Response for an authorised initial transaction

<Response>
<CardTxn>
<authcode>060642</authcode>
<card scheme>Mastercard</card scheme>
<country>United Kingdom</country>
<issuer>HSBC</issuer>
</CardTxn>
<datacash reference>3000000088888888</datacash reference>
<merchantreference>1000001</merchantreference>
<mode>LIVE</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>1071567305</time>
</Response>
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Example XML Response for a REFERRED transaction

<Response>
<CardTxn>
<authcode>CALL AUTH CENTRE</authcode>
<card scheme>Mastercard</card scheme>
<country>United Kingdom</country>
<issuer>BARCLAYS BANK PLC</issuer>
</CardTxn>
<datacash reference>3100000088888123</datacash reference>
<merchantreference>1000113</merchantreference>
<mode>LIVE</mode>
<reason>REFERRED</reason>
<status>7</status>
<time>1134692433</time>
</Response>

Example XML Response for a DECLINED transaction

<Response>
<CardTxn>
<authcode>DECLINED</authcode>
<card scheme>Mastercard</card scheme>
<country>United Kingdom</country>
</CardTxn>
<datacash reference>4400200045583767</datacash reference>
<merchantreference>AA004630</merchantreference>
<mode>TEST</mode>
<reason>DECLINED</reason>
<status>7</status>
<time>1169223906</time>
</Response>

2.2.1.4.2 Historic Transactions

Example XML Response for a successful cancel

<Response>
<datacash reference>4900200000000001</datacash reference>
<merchantreference>4900200000000001</merchantreference>
<mode>TEST</mode>
<reason>CANCELLED OK</reason>
<status>1</status>
<time>1151567456</time>

</Response>

|
© 2013 DataCash. All rights reserved. Page 28 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 20 y
206 |l :
[ES] /

Example XML Response for a successful fulfil

<Response>
<datacash reference>3900200000000001</datacash reference>
<merchantreference>3900200000000001</merchantreference>
<mode>LIVE</mode>
<reason>FULFILLED OK</reason>
<status>1</status>
<time>1071567356</time>

</Response>

Example XML for a successful txn_refund

<Response>
<datacash reference>4000000088889999</datacash reference>
<HistoricTxn>
<authcode>896876</authcode>
</HistoricTxn>
<merchantreference>4100000088888888</merchantreference>
<mode>LIVE</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>1071567375</time>
</Response>

Example XML Response for a successful authorize_referral_request

<Response>
<datacash reference>3900200000000001</datacash_reference>
<merchantreference>3900200000000001</merchantreference>
<mode>LIVE</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>1071567356</time>

</Response>
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2.2.1.4.2.1 Acquirer Specific Notes

As mentioned in the Acquirer Specific Notes (section 2.2.1.1.4.1) for the XML request,
the following is returned as a response to a Chase PaymentTech cancellation where the
method attribute reversal="true” was supplied:

Example XML Response for a successfully reversed cancellation

<Response>
<datacash reference>4100900012345675</datacash reference>
<merchantreference>4100900012345675</merchantreference>
<mode>TEST</mode>
<reason reversal="success">CANCELLED OK</reason>
<status>1</status>
<time>1071567390</time>

</Response>

This additional attribute indicates the results of the online reversal. This could be
‘success’, ‘failed’ Or ‘not attempted’.

2.2.2 Additional Data (American Express ISO8583)

The following complex elements are specific to merchants subscribed to the American
Express ISO8583 service.

Element Name: AdditionalData
Position: Request.Transaction.TxnDetails

Element Name Description

This element should be provided for Ecommerce transactions (See
section 2.2.2.1).

ITD This block cannot be used in conjunction with the IAC element
(Ecommerce Airline Transactions). In the case where your
transaction involves the sale of airline tickets, just send the IAC
and not the ITD.

This element should be provided for Ecommerce Airline
transactions. It should be populated in addition to the standard

IAC
Request.Transaction.TxnDetails.AirlinesDetails elements. See
section 2.2.2.2
This element can be provided in addition to the standard Cv2Avs
AAV element. It allows additional Cv2Avs data to be sent. See section

2.2.2.3
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2.2.2.1 ITD

3 DATA

This block should only be sent for standard Ecommerce transactions that do not
involve the sale of Airline Tickets. If the transaction involves the sale of Airline tickets,

send the IAC block instead.

Element Name: ITD
Position:

Request.Transaction.Tanetails.AdditionalDatal

Element Name Description

The customer’s E-Mail
address. Example:
customer@example.com

customer email

customer_hostname |The customer’s hostname.

http browser type |The customers browser type.

The country code for the

ship to countr L. . .
P_to_ Y shipping destination.

The shipping method used to
deliver the product or service
associated with the
transaction.

shipping method

MerchantProductSKU |See section 2.2.2.1.1

customer ip The customer’s IP address.

ANI (Automatic Number

Identification) specified phone

customer_ani number that the customer
used to place the order.

Example: 6025551212

Telephone company-provided
ANI information identifier (II)
digits associated with
customer_ani field above. II
digits indicate the call type.

customer ii digits

For example, cellular (61-63),

payphone (27), toll free (24,
25) etc.

© 2013 DataCash. All rights reserved.

Values / Limitations

Valid E-Mail format, Max 60 Bytes

Valid FQDN format, Max 60 Bytes
Max 60 Bytes

Max 3 Bytes

01 - Same day

02 - Overnight / next day

03 - Priority 2-3 days

04 - Ground, 4 or more days
05 - Electronic delivery

06 - ZZ - Reserved

Up to 5 sub-elements can be
supplied in this block.

Valid IP Address Format, Max 15 Bytes

Numeric, Max 10 Bytes

Numeric, Max 2 Bytes
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2.2.2.1.1 Merchant Product SKU

Element Name: MerchantProductSku
Position: Request.Transaction.TxnDetails.AdditionalData.ITD

Element Name Description Values / Limitations

Unique SKU (Stock Keeping Unit)

inventory reference number of

product associated with this . .

o . Alphanumeric & Special

sku authorization request. For multiple Characters, Max 15 Bytes.

items, you should provide the most ’

expensive item first. Up to 5

elements can be supplied.

Example XML for a MerchantProductSku
Element

<ITD>

<MerchantProductSku>
<sku>AB1</sku>
<sku>EHb5</sku>

</MerchantProductSku>

</ITD>
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2.2.2.2 IAC

This block should be sent for Ecommerce Airline transactions where the sale of airline
tickets is involved. If there are no airline tickets involved, send the ITD block instead.

Element Name:

IAC
Position: Request.Transaction.TxnDetails.AdditionalData
Element Name Description _Va_lue§ /
Limitations
departure_date The flight departure date. YYYYMMDD, Max 8
Bytes
PassengerName This element contains the passengers name and other
details. See section 2.2.2.2.1
o The 3 character IATA airport code for
origin . Max 5 Bytes
the departure airport.
dest The 3 ch_ara_cter I-ATA airport code for Max 5 Bytes
the destination airport.
. o Up to 10 city sub-elements can be supplied in this block.
RoutingCit
oungELELes See section 2.2.2.2.2
Adrli . Up to 9 airline sub-elements can be supplied in this block.
irlineCarriers ]
See section 2.2.2.2.3
Primary & secondary discount codes
indicate class
farebasis of service and fare level associated Max 24 Bytes

with ticket.
Truncate at 24 bytes, if necessary.

number of passengers The number of passengers travelling. |Numeric, 3 Bytes

. , Valid IP Address Format,
customer_ip The customer’s IP address. Max 15 Bytes

Valid E-Mail format, Max

customer email The customer’s E-Mail address. 60 Bytes
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2.2.2.2.1 Passenger Name

Element Name: PassengerName

Position: Request.Transaction.TxnDetails.AdditionalData.IAC

Element Name Description Values / Limitations
The customer’s

Surname Max 40 Bytes
surname.

. The customer’s

Firstname i Max 40 Bytes

firstname

The customer’s middle

middle initial|. .-
- initial(s)

Max 40 Bytes

title The customers honorific. |Max 40 Bytes

Example XML for a PassengerName Element
<IAC>

<PassengerName>
<surname>Bloggs</surname>
<firstname>Fred</firstname>
<middle_initial>3</middle_initial>
<title>Mr</title>

</PassengerName>

</IAC>

|
© 2013 DataCash. All rights reserved. Page 34 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 2@ ,
206
[ES] :

2.2.2.2.2 Routing Cities

Element Name: RoutingCities
Position: Request.Transaction.TxnDetails.AdditionalData.IAC
Element Name Description Values / Limitations

Up to 10 city sub-
elements can be
supplied in this block.
The city elements should
city contain the Routing Max 5 Bytes per sub-element
Airport or City Codes for
each leg on the ticket
(including the origin and
dest).

Example XML for a RoutingCities Element

<IAC>

<RoutingCities>
<city>SIG</city>
<city>SYD</city>

</RoutingCities>

</IAC>
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2.2.2.2.3 Airline Carriers

Element Name: AirlineCarriers
Position: Request.Transaction.TxnDetails.AdditionalData.IAC

Element Name Description Values / Limitations

Up to 9 airline sub-elements

can be supplied in this

block. The Airline Carrier

Code for each leg on the

ticket should be provided 2 Character ICAOQ Airline
(including origin and dest). |Designator, Max 5 Bytes
Note that each leg must

have an entry, even if

multiple or all legs are on

the same airline.

airline

Example XML for a AirlineCarriers Element
<IAC>

<AirlineCarriers>
<airline>AB</airline>
<airline>CD</airline>
<airline>EF</airline>

</AirlineCarriers>

</IAC>
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2.2.2.3 AAV
This should be provided in addition to the standard Cv2Avs block.

Position: Request.Transaction.TxnDetails.AdditionalData

Element Name: AAV I

Element Name Description

The Card Member
billing postal code.

The Card Member
billing street address.

The Card Member first

Values / Limitations

cm billing postal code Max 9 Bytes

cm billing street address Max 20 Bytes

cm first name Max 15 Bytes
- - name.

cm last name The Card Member Max 30 Bytes
- - surname.

cm_phone number

ship to postal code

The Card Member
telephone number

The shipping postal

Max 10 Bytes

Max 9 Bytes

code.

ship_to_address The shipping address. |Max 50 Bytes

The shipping first

Max 15 Bytes
name.

ship to first name
The shipping last

ship to last name
- = - name.

Max 30 Bytes
The shipping phone

ship to phone number
P_to_p - number.

Max 10 Bytes
The shipping
destination country
code.

ship to country code Max 3 Bytes
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2.2.2.4 Example XML

Please note that the following snippet is an example. In reality the ITD and IAC
elements would never be submitted in the same request. The ITD block should be sent
for standard Ecommerce transactions, whereas the IAC block should be sent instead of
the ITD for Airline Ecommerce transactions.

Partial XML Request showing the AdditionalData Elements.
<Request>
<fégDetails>

<AdditionalData>
<ITD>
<customer email>example@example.com</customer email>
<customer hostname>example.com</customer hostname>
<http browser type>Mozilla /4,0</http browser type>
<ship to country>840</ship to country>
<shipping method />
<MerchantProductSku>
<sku>ABl</sku>
<sku>EH5</sku>
</MerchantProductSku>
<customer ip>127.0.0.1</customer ip>
<customer ani>441315388400</customer ani>
<customer ii digits>27</customer ii digits>
</ITD>
<IAC>
<departure date>20110231</departure date>
<PassengerName>
<surname>Bloggs</surname>
<firstname>Fred</firstname>
<middle initial>J</middle initial>
<title>Mr</title>
</PassengerName>
<origin>EDI</origin>
<dest>AMS</dest>
<RoutingCities>
<city>SIG</city>
<city>S¥D</city>
</RoutingCities>
<AirlineCarriers>
<airline>AB</airline>
<airline>CD</airline>
<airline>EF</airline>
</AirlineCarriers>
<farebasis>ABC12345</farebasis>
<number of passengers>2</number of passengers>
<customer ip>192.168.1.1</customer ip>
<customer email>customer@example.com</customer email>
</IAC>
<AAV>
<cm billing postal code>EH6 7EZ</cm billing postal code>
<cm billing street address>14, Links
Place</cm billing street address>
—
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<cm first name>Joe</cm first name>
<cm_last name>Bloggs</cm last name>
<cm_phone number>441315388400</cm phone number>
<ship to postal code>7446</ship to postal code>
<ship to address>No 1 Waterview</ship to address>
<ship to first name>Fred</ship to first name>
<ship to last name>Bloggs</ship to last name>
<ship to phone number>27215284500</ship to phone number>
<ship to country code>710</ship to country code>
</ARAV>
</AdditionalData>

</TxnDetails>

</Request>

2.2.3 Misc Customer Info

Misc Customer Info can be provided with the majority of transaction types. To use this
service it must be configured on your account by DataCash support.

The following complex element can be sent in the request XML and will be captured and
stored alongside the transaction by DataCash.

Element Name: MiscCustomerInfo

Position: Request.Transaction.TxnDetails
Element Name Description Values / Limitations
firstname The customer’s first name. Max 50 Characters.

The customer’s last name /
surname.

lastname Max 50 Characters.
The customer’s E-Mail

email address. Example:
customer@example.com

Valid E-Mail format. Max 255
Characters.

The country code for the

1
anguage shipping destination.

Max 20 Characters.

Country The customers country. Max 50 Characters.
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2.2.4 Line Item Detail
A technical introduction to this Service is available on the website:
http://www.datacash.com/gettingproducts.php?id=Corporate-Purchasing-

This service is utilised by sending a normal Credit and Debit Card Service Request with
additional information. This section of documentation assumes the Credit and Debit
Card Service has already been integrated and the reader is familiar with it. The Credit
and Debit Card Service is described in section 2.2.1.

Please bear in mind that the amount field must be reconciled with the 1ine items. The
amount field should contain the gross amount, after tax and (where appropriate)
shipping and discounts. In order to compensate for rounding errors, a tolerance of one
minor currency unit per line item element is allowed.

When using the Line Item Detail Service, the transaction methods auth, pre, refund,
erp and txn_refund can all be submitted. However, if you are using the pre and erp
methods, the full amount must be fulfilled - partial fulfills cannot be used. The

txn_ refund method can also be used, providing the full value of the original
transaction is refunded in one step. If a partial fulfill, or txn refundis performed,
the amount would not reconcile with the line items.

2.2.4.1 Schema Elements for Request

In this section, the fields that can be presented with Line Item Detail transactions will
be presented along with example XML for those fields.

To process Visa or American Express Corporate Purchasing Cards, one can make use of
the LineItemDetail schema element:

e Request
o Authentication — section 2.1.1.2
o Transaction
= TxnDetails
e LineItemDetail - information relating to the whole order, section
2.2.4.1.5
o Shipping — details about the delivery, section 2.2.4.1.2
» AddressDetail - details about the delivery address, section
2.2.4.1.1
O Items - allows detail of each item to be passed, section 2.2.4.1.3
= Ttem - detailed information about a single item, section 2.2.4.1.4

As the fields which can be provided depend upon the Acquiring Bank you are using,
each field will be labelled with the following key:

e O-Optional

e R-Required, field must be presented

e X - Excluded, presenting this field will cause the transaction to fail

¢ M- Mandatory if available; if the information is available, it should be presented
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2.2.4.1.1 AddressDetail

The fields within this element can only be presented for holders of American Express
cards when the cardholder is billed in a different country from the supplier (a cross
border transaction). If you are submitting such a transaction, it is recommended that
these fields are provided.

Submitting this information for a non-American Express transaction, or an American
Express non-cross border transaction will cause the transaction to be rejected.

Element Name AddressDetail

Position Request.Transaction.TxnDetails.LineltemDetail.Shipping
Children Yes
Attributes Yes

Elements of AddressDetail

Attribute Description Values/Limitations ' Amex| Amex, | NWS
Name cross
border
side Designates whether the |“source” or X R X
source or destination “destination”
address

Elements of AddressDetail

Element Description Values/Limitations | Amex @ Amex, NWS
Name Ccross
border
address A single line of the Alphanumeric, up to X R X

address. Between one 40 characters. line
and four such lines may |attribute should be a

be submitted, single digit between 1
distinguished by the line |and 4
attribute
postcode The postal code for the Alphanumeric, up to X R X
address 10 characters
country ISO numeric code for the |Numeric, 3-digit ISO X R X
address code. For example,
UK=826, France=250
etc.
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XML Example element for AddressDetail

<AddressDetail side="source">
<address line="1">My Company</address>
<address line="2">My Street</address>
<address line="3">Mytown</address>
<postcode>MP1 1AB</postcode>
<country>826</country>
</AddressDetail>

<AddressDetail side="destination">
<address line="1">Ma Maison</address>
<address line="2">Ma Rue</address>
<postcode>75123</postcode>
<country>250</country>
</AddressDetail>

2.2.4.1.2 Shipping

Optional shipping information may be submitted for a CPC transaction. In the case of
American Express, whilst this information may be submitted, it is not used by their
systems at present (with the exception of the AddressDetail information discussed
above). In particular, shipping should not be used in invoice reconciliation for
American Express transactions.

Element Name Shipping

Position Request.Transaction.TxnDetails.LineltemDetail
Children Yes
Attributes No

Attributes of Shipping

Element Name Description Values / Limitations Amex | NWS

AddressDetail See section 2.2.4.1.1

destinationcountrycode Country code of the [ ISO Alphabetic 3 0 0
destination characters

destinationpostalcode Postcode to send to |Alphanumeric up to o) o)

10 characters

shipfrompostalcode Postcode of the Alphanumeric up to 0 0
source 10 characters

shippingamount Net (pre-tax) cost |Numeric 0 0
of shipping

shippingVATrate Percentage rate at |Numeric @] @]
which shipping is
taxed

|
© 2013 DataCash. All rights reserved. Page 42 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 9@
coe
o588

XML Example elements for Shipping

<Shipping>
<destinationcountrycode>GBR</destinationcountrycode>
<destinationpostalcode>EH1 1AB</destinationpostalcode>
<shipfrompostalcode>SW19</shipfrompostalcode>
<shippingamount>5.95</shippingamount>
<shippingVATrate>17.5</shippingVATrate>

</Shipping>

2.2.4.1.3 Items

Element Name Items

Position Request.Transaction.TxnDetails.LineltemDetail
Children Yes
Attributes No

Elements of Items

Element Name Description Values/Limitations
Item An individual line item, as |At least one item
described below element must be

submitted per
transaction

Example XML is shown in section 2.2.4.1.4.
2.2.4.1.4 Item

Details of the individual line items are submitted here.

Element Name Item

Position Request.Transaction.TxnDetails.LineltemDetail.Items
Children Yes
Attributes No

Attributes of Item

Element Name Description Required | Values/Limitations
commoditycode The commodity code for N Four-digit commodity
this purchase code.

See Appendix 1 for a
list.

description Description of the item v Alphanumeric up to
26 characters
(Barclays, Natwest),
or 40 characters
(Amex).
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discountamount |The item-level discount N Numeric.
for this item Not supported by
American Express
product_code Merchant’s product code N Alphanumeric up to
12 characters
quantity The number of units Y Numeric
totalamount The total Net (pre-VAT) v Numeric.
cost of the items Must reconcile with
quantity, unitprice
and (where
appropriate)
discountamount
unitcost The amount for a single |Y Numeric
unit
unitmeasure The units in which the Alphanumeric up to
. Y
items are counted 12 characters
vatrate The item-level VAT rate Y Numeric

for this item

XML Example element for Items and Item

<Items>

<Item>
<commoditycode>4800</commoditycode>
<description>Ring Binder</description>
<unitmeasure>Box</unitmeasure>
<unitprice>9.99</unitprice>
<vatrate>17.5</vatrate>
<quantity>1</quantity>
<totalamount>9.99</totalamount>

</Item>

<Item>
<commoditycode>4800</commoditycode>
<description>Photocopier paper</description>
<unitmeasure>Ream</unitmeasure>
<unitcost>5.00</unitcost>
<vatrate>17.5</vatrate>
<quantity>100</quantity>
<totalamount>500</totalamount>

</Item>

</Items>

2.2.4.1.5 LineltemDetail

This is where information relating to the order as a whole is submitted. Since each
acquiring bank has different requirements, this information is listed with the following
key:

Element Name LineItemDetail
Position Request.Transaction.TxnDetails
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Children Y
Attributes N

Elements of LineItemDetail

Element Name Description Values/Limitations | NWS | Amex
customercode Customer- Alphanumeric, up to
. R 0
supplied reference |16 characters
field
customernumber Customer- Alphanumeric, up to
. N 0
supplied reference |17 characters
field
customerrefl Customer- Alphanumeric, up to
. N 0
supplied reference |20 characters
field
customerref?2 Customer- Alphanumeric, up to
. N 0
supplied reference |20 characters
field
customerVATnumber The customer’s Alphanumeric, up to 0 ol
VAT number 13 characters
discountamount Transaction-level |Numeric 2
. 0 0]
discount amount
merchantVATnumber The merchant’s Alphanumeric, up to 0 R
VAT number 13 characters
originalinvoicenumber The invoice Alphanumeric, up to 0 0
number of the 12 characters
original
transaction (for
refunds)
originalorderdate The date on which |[YYMMDD
0 0
the order was
placed
supplierorderreference The supplier’s Alphanumeric, up to 0 N
reference 12 characters
transactionVAT The total VAT Numeric. Must R R
amount for the reconcile with the
transaction individual amounts
and VAT rates of the
items
transactionVATstatus Should always be [|'1’ R R
\1I

Notes:
' For American Express transactions, the customer VAT number is required for cross
border transactions, and any transaction made by a Belgian merchant.

? Whilst the discountamount field may be submitted to American Express, it is currently
ignored by their system. In particular, it must not be used in invoice reconciliation.
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2.2.4.2 XML Example Request

XML Example Transaction for an order with two items

<Request>
<Authentication>
<client>99000001</client>
<password>******</password>
</Authentication>
<Transaction>
<CardTxn>
<method>auth</method>
<Card>
<pan>5700*******x*(0001</pan>
<expirydate>10/05</expirydate>
</Card>
</CardTxn>
<TxnDetails>
<merchantreference>12345601</merchantreference>
<amount>600.28</amount>
<LineItemDetail>
<customercode>CustCodel23</customercode>
<transactionVAT>90.29</transactionVAT>
<transactionVATstatus>1</transactionVATstatus>
<merchantVATnumber>7E6G415</merchantVATnumber>
<Shipping>
<shippingamount>5.99</shippingamount>
<shippingVATrate>17.5</shippingVATrate>
</Shipping>
<Items>
<Item>
<commoditycode>4800</commoditycode>
<description>Ring Binder</description>
<unitmeasure>Box</unitmeasure>
<unitprice>9.99</unitprice>
<vatrate>17.5</vatrate>
<quantity>1</quantity>
<totalamount>9.99</totalamount>
</Item>
<Item>
<commoditycode>4800</commoditycode>
<description>Photocopier paper</description>
<unitmeasure>Ream</unitmeasure>
<unitprice>5</unitprice>
<vatrate>17.5</vatrate>
<quantity>100</quantity>
<totalamount>500</totalamount>
</Item>
</Items>
</LineltemDetail>
</TxnDetails>
</Transaction>
</Request>

2.2.5 Airlines Transaction Records

This service is utilised by sending additional information in an otherwise normal Credit

|
© 2013 DataCash. All rights reserved. Page 46 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 28 , :
206
[ES] : :

and Debit Card transaction. This section assumes that facility for processing Credit and
Debit Card transactions has already been integrated and the reader is familiar with it.
Details about the Credit and Debit Card Service are available in section 2.2.1

The DPG will also accept Airline data in a fulfill transaction when using the two-stage
transaction model. The location of the data in the request XML remains the same. At
present this only applies to Airline data.

This service is currently available for merchants using The Royal Bank of Scotland
Group (inc Natwest Streamline, Natwest IMS, Ulster Bank, Clydesdale Bank, Yorkshire
Bank) , Barclaycard Business and Omnipay.

2.2.5.1 Schema Elements for Request

In this section, the fields associated with Airlines transactions will be presented along
with example XML for those fields.

To submit flight itinerary information, one should use the AirlinesDetails container
element:

e Request
o Authentication - section 2.1.1.1.1
o Transaction
= TxnDetails
e AirlinesDetails - information relating to the whole order, section

2.2.5.1.1
o Passenger - details about an individual passenger, section 2.2.5.4
o FlightLeg - allows detail of each leg of the journey, section 2.2.6.4.1

In the following tables, each field will be labelled with the following key:

e O - Optional
¢ R - Required, field must be presented

2.2.5.1.1 AirlinesDetails

The AirlinesDetails elements contains information relating to the whole order.
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Element Name AirlinesDetails

Position Request.Transaction.TxnDetails
Children Yes
Attributes No

2.2.5.3 Elements of AirlinesDetails

Elements of AirlinesDetails

Element Name Description Values/Limitations Required
agencyname The POS agency Alphanumeric, up to 26 R
name characters (for submission

to DPG). For BMS
merchants: the first 25
characters will be used at

settlement

agencycode The POS IATA Numeric up to 8 R
number characters

airlineplaninvoice The airline plan Alpha numeric, up to 6 0]
invoice characters

airlineplannumber |The airline plan Alphanumeric, up to 2 0
number characters

departurepoint The departure Three-character R
point origination code

Passenger See Section 2.2.5.4

FlightLeg See Section 2.2.6.4.1
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XML Example elements for AirlinesDetails

<AirlinesDetails>
<agencyname>MyAirlinesAgency</agencyname>
<agencycode>24681357</agencycode>
<departurepoint>EDI</departurepoint>
<Passenger>..</Passenger>
<Passenger>..</Passenger>
<FlightLeg number="1">.</FlightLeg>
<FlightLeg number="2">.</FlightLeg>
<FlightLeg number="3">.</FlightLeg>

</AirlinesDetails>

<AirlinesDetails>
<agencyname>MyAirlinesAgency</agencyname>
<agencycode>12345612</agencycode>
<airplaninvoice>1234AN</airplaninvoice>
<airplannumber>12</airplannumber>
<departurepoint>LON</departurepoint>
<Passenger>..</Passenger>
<FlightLeg number="1">.</FlightLeg>

</AirlinesDetails>
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2.2.5.4 Passenger

There must be at least one passenger per transaction. Where there is more than one
person travelling, supplying multiple passenger elements allows the entire transaction
to be authorised at once, whilst maintaining the individual invoice information for each
passenger. The sum of ticket prices for each passenger should match the amount field
that forms part of the normal Credit and Debit Card information. This element may
repeat as often as necessary.

Element Name Passenger

Position Request.Transaction.TxnDetails.AirlinesDetails
Children Yes
Attributes No

Elements of Passenger

Element Name Description Values/Limitations Required
passengername |The passenger’s Alphanumeric, up to 25 R
name characters
passengerref |A unique reference |Alphanumeric, up to 17 R

for the passenger characters for submission to
DPG. For BMS merchants: the
first 12 characters will be used
at settlement

ticketnumber |Ticket number for 14 characters. This usually R
the passenger. consists of a 3-character prefix,
This may optionally |10 characters of ticket number
be different for and a single check digit at the
each passenger end. The prefix characters and

check digit may optionally be
replaced by ‘0’
ticketprice The ticket price for R
the individual
passenger.

XML Example element for Passenger

<Passenger>
<passengername>Joe Bloggs</passengername>
<passengerref>12345678</passengerref>
<ticketnumber>00024680135790</ticketnumber>
<ticketprice>199.99</ticketprice>
</Passenger>
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2.2.5.4.1 FlightLeg

Each transaction may contain details of up to four flight legs. These are each specified
in their own FlightLeg container element. For a multi-flight leg journey: the point of
departure for the first leg will be set to the value supplied in
AirlinesDetails.departurepoint;the point of departure for subsequent legs will be
taken to be the destination from the previous leg.

Element Name FlightLeg

Position Request.Transaction.TxnDetailsAirlinesDetails
Children Yes
Attributes Yes

Attributes of FlightLeg

Atl\:"b"te Description Values/Limitations Required
ame
number The stage of the 1,2,30r4 R
journey
Elements of FlightLeg
Element Name Description Values/Limitations Required
carriercode Carrier code for this |Two character carrier R
leg code
class Service class of this |Single alphanumeric R
leg character
departtax Depature tax Numeric, up to 12 0
digits including decimal
point
departuredate Date of departure |Date, as YYYYMMDD R
for this leg
destination The destination for |Three-character R
this leg destination code
farebasiscode The fare basis code |Alphanumeric, up to 6 0
charcters
flight_number Flight number for Alphanumeric, up to 4 0]
this leg characters
stopovercode The stop-over code |Alphanumeric, 1 0
character
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XML Example elements for FlightLeg

<FlightLeg number="1">
<carriercode>BA</carriercode>
<class>1</class>
<departuredate>20040730</departuredate>
<destination>LHA</destination>
<flight number>1234</flight number>

</FlightLeg>

<FlightLeg number="1">

<carriercode>BA</carriercode>
<class>1</class>
<departtax>12.99</departtax>
<departuredate>20040730</departuredate>
<destination>LHA</destination>
<farebasiscode>1223AB</farebasiscode>
<flight number>1234</flight number>

</FlightLeg>

2.2.5.4.2

ISOAirline

2 DATAC

The 1soaAirline elements contains information relating to the whole order.

Position
Children Yes
Attributes No

Element Name ISOAirline
Request.Transaction.TxnDetails

Element Name

issuingcarrier

customercode

issuedate
totalfees
travelagencyname
ticketnumber

travelagencycode

Elements of AirlinesDetails

Description

2- or 3-character
IATA assigned
airline designator.

Cardholder supplied
code

Date of issue
Total fees
Name of agency
Ticket number
IATA-assigned

Agency code (7
digits plus check

Values/Limitations Required
Alphanumeric R
Alphanumeric, up to 27 R
characters
YYMMDD )

R
Alphanumeric R
Alphanumeric, up to 15 R
characters

)
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digit).

totalt

otartaxes Total taxes R
totalf

otatltare Total fare R
pnr Alphanumeric, up to 6 R

characters

ISOAirlinePassenger See Section 2.2.5.4.3
ISOAirlinelLeg See Section 2.2.6.4.4

XML Example elements for ISOAirline

<ISOAirline>
<issuingcarrier>12</issuingcarrier>
<customercode>ABCD1234</customercode>
<issuedate>110101</issuedate>
<totalfees>1000.00</totalfees>
<travelagencyname>MyAgency</travelagencyname>
<ticketnumber>1234ABCD</ticketnumber>
<travelagencycode>12345678</travelagencycode>
<totalfare>800.00</totalfare>
<totaltaxes>200.00</totaltaxes>
<pnr>123456</pnr>
<ISOAirlinePassenger>..</ISOAirlinePassenger>
<ISOAirlineLeg>..</ISOAirlineLeg>

</ISOAirline>

2.2.5.4.3 ISOAirlinePassenger

Only details of one passenger may be provided in a transaction with ISO Airline data.

Element Name ISOAirlinePassenger

Position Request.Transaction.TxnDetails.ISOAirline
Children Yes
Attributes No

Elements of Passenger
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Element Name Description Values/Limitations Required
passengername |The passenger’s Alphanumeric, up to 25 R
name characters

XML Example element for ISOAirlinePassenger

<ISOAirlinePassenger>
<passengername>Joe Bloggs</passengername>

</ISOAirlinePassenger>

2.2.5.4.4 ISOAirlineLeg

Each transaction may contain details of up to four flight legs. These are each specified
in their own 1soairlineLeg container element. For a multi-flight leg journey, the point
of departure for the first leg will be set to the value supplied in
ISOAirline.departurepoint and the point of departure for subsequent legs will be
taken to be the destination from the previous leg.

Element Name ISOAirlineleg

Position Request.Transaction.TxnDetails.ISOAirline
Children Yes
Attributes Yes

Attributes of FlightLeg

Attribute Name Description Values/Limitations Required
numpber The stage of the 1,2,3o0r4 R
journey

Elements of FlightLeg

Element Name Description Values/Limitations Required

conjunctionticket Alphanumeric, up to 15 R
characters

exchangeticket Alphanumeric, up to 15 R
characters

couponnumber Alphanumeric, single @)
characters

fare R

taxes R

fees R
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endorsement Endorsement/Restri |Alphanumeric, up to 20 R
ction characters

departuredate YYMMDD @)

departuretime HHMM @)

originairport R

3-character IATA
location identifier.

arrivaldate YYMMDD @)
arrivaltime HHMM 0]
destinationairpor |3-character IATA R
t location identifier.
carriercode 2- or 3-character R
IATA assigned airline
designator.
stopovercode Single alphanumeric 0]
character
farebasiscode Alphanumeric, up to 15 R
characters
flightnumber Alphanumeric, up to 5 R
characters
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XML Example elements for ISOAirlineLeg

<ISOAirlinelLeg number="1">
<conjunctionticket>1234ABCD</conjunctionticket>
<exchangeticket>2345BCDE</exchangeticket>
<couponnuber>1</couponnumber>
<fare>400.00</fare>
<taxes>100.00</taxes>
<fees>1.00</fees>
<endorsement>A1BC23</endorsement>
<departuredate>110101</departuredate>
<departuretime>0900</departuretime>
<originairport>EDI</originairport>
<arrivaldate>110101</arrivaldate>
<arrivaltime>1200</arrivaltime>
<destinationairport>JFK</destinationairport>
<carriercode>BA</carriercode>
<serviceclass>1A</serviceclass>
<farebasiscode>BA</farebasiscode>
<flightnumber>BA</flightnumber>

</ISOAirlinelLeg>
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2.2.5.5 XML Example Requests

XML Example Transaction for a ticket purchase for multi-leg, single-passenger
flight

<Request>
<Authentication>
<client>99000001</client>
<password>******</password>
</Authentication>
<Transaction>
<CardTxn>
<method>auth</method>
<Card>
<pan>5700***x***x*x*(0001</pan>
<expirydate>10/05</expirydate>
</Card>
</CardTxn>
<TxnDetails>
<merchantreference>2345679</merchantreference>

<amount>1002.00</amount>
<ISOAirline>

<issuingcarrier>12</issuingcarrier>
<customercode>ABCD1234</customercode>
<issuedate>110101</issuedate>
<totalfees>2.00</totalfees>
<travelagencyname>MyAgency</travelagencyname>
<ticketnumber>1234ABCD</ticketnumber>
<travelagencycode>12345678</travelagencycode>
<totalfare>800.00</totalfare>
<totaltaxes>200.00</totaltaxes>
<pnr>123456</pnr>
<ISOAirlinePassenger>

<passengername>Joe Bloggs</passengername>

</ISOAirlinePassenger>

<ISOAirlineLeg number="1">
<conjunctionticket>1234ABCD</conjunctionticket>
<exchangeticket>2345BCDE</exchangeticket>
<couponnuber>1</couponnumber>
<fare>400.00</fare>
<taxes>100.00</taxes>
<fees>1.00</fees>
<endorsement>A1BC23</endorsement>

<departuredate>110101</departuredate>

- - - ]
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<departuretime>0900</departuretime>
<originairport>EDI</originairport>
<arrivaldate>110101</arrivaldate>
<arrivaltime>1200</arrivaltime>
<destinationairport>JFK</destinationairport>
<carriercode>BA</carriercode>
<serviceclass>1A</serviceclass>
<farebasiscode>BA</farebasiscode>
<flightnumber>BA</flightnumber>

</ISOAirlineLeg>

<ISOAirlineLeg number="1">
<conjunctionticket>3456ABCD</conjunctionticket>
<exchangeticket>4567BCDE</exchangeticket>
<couponnuber>1</couponnumber>
<fare>400.00</fare>
<taxes>100.00</taxes>
<fees>1.00</fees>
<endorsement>A1BC23</endorsement>
<departuredate>110114</departuredate>
<departuretime>1000</departuretime>
<originairport>JFK</originairport>
<arrivaldate>110101</arrivaldate>
<arrivaltime>1230</arrivaltime>
<destinationairport>EDI</destinationairport>
<carriercode>BA</carriercode>
<serviceclass>1A</serviceclass>
<farebasiscode>BA</farebasiscode>
<flightnumber>BA</flightnumber>

</ISOAirlineLeg>

</ISOAirline>
</TxnDetails>
</Transaction>

</Request>
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2.25.6 XML Example Requests

XML Example Transaction for a ticket purchase for multi-leg, multi-passenger
flight

<Request>
<Authentication>
<client>99000001</client>
<password>******</password>
</Authentication>
<Transaction>
<CardTxn>
<method>auth</method>
<Card>
<pan>5700********0001</pan>
<expirydate>10/05</expirydate>
</Card>
</CardTxn>
<TxnDetails>
<merchantreference>2345679</merchantreference>
<amount>150.00</amount>
<AirlinesDetails>
<agencyname>MyAirlinesAgency</agencyname>
<agencycode>24681357</agencycode>
<departurepoint>EDI</departurepoint>
<Passenger>
<passengername>Joe Bloggs</passengername>
<passengerref>12345602</passengerref>
<ticketnumber>ABC09876543210</ticketnumber>
<ticketprice>100.00</ticketprice>
</Passenger>
<Passenger>
<passengername>Jane Bloggs</passengername>
<passengerref>12345603</passengerref>
<ticketnumber>ABC09876543210</ticketnumber>
<ticketprice>50.00</ticketprice>
</Passenger>
<FlightLeg number="1">
<carriercode>BA</carriercode>
<destination>LHA</destination>
<departuredate>20040730</departuredate>
<class>1</class>
</FlightLeg>
<FlightLeg number="2">
<carriercode>AB</carriercode>
<destination>JFK</destination>
<departuredate>20040731</departuredate>
<class>1</class>
</FlightLeg>
</AirlinesDetails>
</TxnDetails>
</Transaction>
</Request>
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XML Example Transaction supplying data in a “fulfill” transaction

<Request>
<Authentication>
<client>99000001</client>
<password>******< /password>
</Authentication>
<Transaction>
<HistoricTxn>
<reference>4100200039275407</reference>
<method>fulfill</method>
</HistoricTxn>
<TxnDetails>
<AirlinesDetails>
<agencyname>MyAirlinesAgency</agencyname>
<agencycode>24681357</agencycode>
<departurepoint>EDI</departurepoint>
<Passenger>
<passengername>Joe Bloggs</passengername>
<passengerref>12345601</passengerref>
<ticketnumber>ABC09876543210</ticketnumber>
<ticketprice>100.00</ticketprice>
</Passenger>
<FlightLeg number="1">
<carriercode>BA</carriercode>
<destination>LHA</destination>
<departuredate>20040730</departuredate>
<class>1</class>
</FlightLeg>
</AirlinesDetails>
</TxnDetails>
</Transaction>
</Request>
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2.2.6 Merchant Narrative

The Merchant Narrative Service allows merchants to specify the narrative presented on
the cardholders statement on a per transaction basis, rather than basing the narrative
on static data held by the acquiring bank.

2.2.6.1 Schema Elements for Request

Element Name: MerchantNarrative
Request.Transaction.CardTxn

Position: Request.Transaction.HistoricTxn
Elements of MerchantNarrative
Element Name Description Values/Limitations Required

Maximum 26
characters.
The following
characters are

. permitted:
narrativel Merchant Narrative Alpha numerics, M

element 1 1" ()4, 1< =>?_
Spaces permitted
however leading and
trailing whitespace will
be trimmed

Maximum 26
characters.
The following
characters are

. permitted:
narrative?2 Merchant Narrative Alpha numerics, M

element 2 1" ()4, 1< =>2
Spaces permitted
however leading and
trailing whitespace will
be trimmed

Either narrativel, narrative2, or both can be present in the parent
MerchantNarrative element, however an empty MerchantNarrative element will not
be permitted.

The MerchantNarrative element can only be supplied for the following Bank Card
transaction methods:

e auth
e refund
e txn refund

e pre
e erp
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The Merchant Narrative service is not compatible with the Airlines Transaction Record
service.

2.2.6.2 XML Example Request

Example Merchant Narrative Request
<Request>

<Authentication>
<client>xxxxxxxx</client>
<password>xxxxxxxx</password>

</Authentication>

<Transaction>
<TxnDetails>
<merchantreference>12345601</merchantreference>
<amount currency="GBP">1000.00</amount>
</TxnDetails>

<CardTxn>
<method>auth</method>
<Card>
<pan>XXXXXXXXXXXXXXXX</pan>
<expirydate>XX/XX</expirydate>
</Card>
<MerchantNarrative>
<narrativel>linel</narrativel>
<narrative2>line2</narrative2>
</MerchantNarrative>
</CardTxn>

</Transaction>
</Request>
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2.2.7 Fuel Card Service
The Fuel Card service allows merchants to trade with various fuel card acquirers.
Typically this will be via cardholder present terminals, and at the time of writing will

involve keyed and swiped transactions only (The majority of fuel cards don’t have chips
so parked transactions are not supported at the time of writing).

Refunds onto fuel cards are currently unsupported.
2.2.7.1 Schema Elements for Request

Legend

e FV = fuel_validate

e FOAS = fuel offline_auth_settle
e FOA = fuel_online_auth

e FS = fuel_settle

2.2.7.1.1 FuelCardTxn

For transactions using card details only. In addition to the basic Card details, the
transaction type and authorisation code (if applicable) are sent in the FuelcardTzn
element:

Element Name: FuelCardTxn
Position: Request.Transaction

Elements of FuelCardTxn

Element Name Description Values/Limitations FV FOAS FOA FS
The fuel validate
. fuel offli th ttl
method transaction fil—gnliizegizh —S€ © R R R |R
type fuel:settle_
Card Used for key_ed transactions only. _ M M-
See 2.7.1.1 in Card Holder Present section
Data read
from the
magnetic Must be Base64 encoded.
card_details stripe of the |Only used for swiped M| M M |-
card, or transactions
equivalent
from the ICC
authorisation
code If presented, must be value
authcode received received from Banks - M O |R
from the Authorisation centre
bank

|
© 2013 DataCash. All rights reserved. Page 63 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 9@
coe
o588

The EFT A one to six digit number.

receipt_no transaction |The values taken in FOAS/ | O R O |R
number FS transactions will be used.
Distance The odometer reading from

odometer reading travelled by |the vehicle used in the fuel |O | O o |-
vehicle transaction. Optional

The registration from the
vehicle involved in the fuel O O o |-
transaction. Optional.

registration number Regist!‘ation
- of vehicle

Complex XML element containing details

FuelProducts about the products ordered. See ol O o |-

FuelProducts section 2.2.8.1.2.

See 2.7.1.1.4 in Card Holder Present

IcC . M| M M |-
section

Terminal See 2.7.1.1.3in Card Holder Present M| M M |-
section

2.2.7.1.2 FuelProducts

This complex element can contain one or more FuelProduct elements.

Element Name: FuelProducts

Position: Request.Transaction.FuelCardTxn

Elements of FuelProducts

E:f;“nf:t Description Values/Limitations FV FOAS FOA FS
FuelProduct Complex XML element containing details about each ol o o | -

product ordered. See section 2.2.8.1.3.
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2.2.7.1.3 FuelProduct

This complex element contains information about a specific fuel product in a
transaction.

Element Name: FuelProduct
Position: Request.Transaction.FuelCardTxn.FuelProducts

Elements of FuelProducts
Element Name Description Values/Limitations FV FOAS FOA FS

Sale code of the

rod code
prod_ product ordered

2 alphanumeric characters Ol O o | -

Quantity of product
prod_quantity purchased. (e.g. Decimal number O O o | -
litres dispensed)

Decimal number. Not
validated against overall Ol O o | -
transaction amount.

Monetary value of

rod value
proc_ product purchased
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2.2.7.2 XML Request Examples

Example XML for a fuel_validate transaction (keyed)

<Request>
<Authentication>
<password>#########</password>
<client>88000000</client>
</Authentication>
<Transaction>
<TxnDetails>
<amount currency="GBP">145.74</amount>
<merchantreference>74927489274</merchantreference>
<capturemethod>keyed</capturemethod>
</TxnDetails>
<FuelCardTxn>
<method>fuel validate</method>
<Terminal 1d="88547856">
<terminal capabilities ic reader="true"
magnetic stripe reader="true" manual card entry="true" />
<features capabilities pin pad available="true" />
</Terminal>
<ICC>
<term type>22</term type>
</ICC>
<Card>
<pan>7019000000######</pan>
<expirydate>12/15</expirydate>
</Card>
<receipt no>4383</receipt no>
<odometer reading>10000</odometer reading>
<registration number>H702MOF</registration number>
<FuelProducts>
<FuelProduct>
<prod code>01</prod code>
<prod quantity>50.22</prod quantity>
<prod value>99.99</prod value>
</FuelProduct>
<FuelProduct>
<prod code>05</prod code>
<prod quantity>23.45</prod quantity>
<prod value>45.75</prod value>
</FuelProduct>
</FuelProducts>
</FuelCardTxn>
</Transaction>
</Request>
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Example XML for a fuel_offline_auth_settle transaction (keyed)

<Request>
<Authentication>
<password>#########</password>
<client>88000004</client>
</Authentication>
<Transaction>
<TxnDetails>
<amount currency="GBP">200.54</amount>
<merchantreference>94927787</merchantreference>
<capturemethod>keyed</capturemethod>
</TxnDetails>
<FuelCardTxn>
<method>fuel offline auth settle</method>
<Terminal 1d="78547856">
<terminal capabilities ic_ reader="true"
magnetic stripe reader="true" manual card entry="true" />
<features capabilities pin pad available="true" />
</Terminal>
<ICC>
<term type>22</term type>
</ICC>
<Card>
<pan>7019000000######</pan>
<expirydate>12/15</expirydate>
</Card>
<receipt no>7813</receipt no>
<odometer reading>29057</odometer reading>
<registration number>H702MOF</registration number>
<FuelProducts>
<FuelProduct>
<prod code>01</prod code>
<prod quantity>100.01</prod quantity>
<prod value>200.54</prod value>
</FuelProduct>
</FuelProducts>
</FuelCardTxn>
</Transaction>
</Request>
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Example XML for a fuel_online_auth transaction (swiped)

<Request>
<Authentication>
<password>##########</password>
<client>88000009</client>
</Authentication>
<Transaction>
<TxnDetails>
<amount currency="GBP">50.00</amount>
<merchantreference>1049277874</merchantreference>
<capturemethod>swiped</capturemethod>
</TxnDetails>
<FuelCardTxn>
<method>fuel online_ auth</method>
<Terminal 1d="78547856">
<terminal capabilities ic_ reader="true"
magnetic stripe reader="true" manual card entry="true" />
<features capabilities pin pad available="true" />
</Terminal>
<ICC>
<term type>22</term type>
</ICC>
<card details
type="track2_ data">############</card details>
<receipt no>45671</receipt no>
<odometer reading>125781l</odometer reading>
<registration number>H702MOF</registration number>
</FuelCardTxn>
</Transaction>
</Request>

Example XML for a fuel_settle transaction

<Request>
<Authentication>
<password>##########</password>
<client>88000000</client>
</Authentication>
<Transaction>
<HistoricTxn>
<method>fuel settle</method>
<receipt no>123456</receipt no>
<reference>4800900012345672</reference>
<authcode>324837</authcode>
</HistoricTxn>
</Transaction>
</Request>
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2.2.7.3 Schema Elements for Response
2.2.7.3.1 Response

Note: See main response section 2.1.1.3 for other elements of the response from
DataCash.

Element Name: Response
Position:

Element Name Description

Textual message from the acquirer indicating the
transaction outcome

acquirer message

acquirer response_code Code returned by acquirer

Base64 encoded referral telephone number.
referral telephone_number Decode this to get the telephone number to call
in the case of an acquirer decline / referral.

2.2.7.3.2 FuelCardTxn

Element Name: FuelCardTxn

Position: Response
Element P
Name Description
issuer The Card Issuing Bank, if known
The Card Scheme, if known. Current values which may be returned are
card scheme |,
- listed
country The Country of Issue, if known

Authorisation code for successful transactions. Additional information

h
authcode from the bank if declined or referred
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7.4 XML Response Examples
.7.4.1 Successful transactions

Example XML to a successful fuel_online_auth transaction

<?xml version="1.0" encoding="UTF-8" 2>
<Response>
<FuelCardTxn>
<authcode>100000</authcode>
<card scheme>Arval Fuel Card</card_scheme>
<country>gbr</country>
<issuer>Arval</issuer>
</FuelCardTxn>
<acquirer message>AUTH CODE:100000</acquirer message>
<acquirer response code>00</acquirer response code>
<datacash reference>4900900012345676</datacash reference>
<merchantreference>419110205</merchantreference>
<reason>ACCEPTED</reason>
<status>1l</status>
<time>1256921756</time>
</Response>

Example XML to a successful fuel_settle transaction

<?xml version="1.0" encoding="UTF-8" ?>

<Response>
<datacash reference>4900900012345676</datacash reference>
<merchantreference>419110205</merchantreference>
<reason>SETTLED OK</reason>
<status>1</status>
<time>1253911456</time>

</Response>
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2.2.7.4.2 Unsuccessful transactions

Example XML to an unsuccessful fuel_online_auth transaction

<?xml version="1.0" encoding="UTF-8" 2>
<Response>
<FuelCardTxn>
<authcode>DECLINED</authcode>
<card scheme>Arval Fuel Card</card scheme>
<country>gbr</country>
<issuer>Arval</issuer>
</FuelCardTxn>
<acquirer message>DECLINED</acquirer message>
<acquirer response code>05</acquirer response code>
<datacash reference>4000900012345671</datacash reference>
<merchantreference>419110200</merchantreference>
<reason>DECLINED</reason>
<referral telephone number>MTIzNA==</referral telephone number>
<status>7</status>
<time>1256921756</time>
</Response>

2.2.7.4.3 Invalid transactions

Example XML to an invalid fuel_settle transaction

<?xml version="1.0" encoding="UTF-8" ?>

<Response>
<datacash reference>4400900012345674</datacash reference>
<information>fuel settle or fuel offline auth settle must contain the

receipt no element</information>

<reason>Fuels: Missing receipt no element</reason>
<status>764</status>
<time>1256923751</time>

</Response>
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2.2.8 Hosted Card Capture

The Hosted Card Capture (HCC) Service enables DataCash to capture sensitive
cardholder data on behalf of merchants and process transactions with the captured
data. As merchants do not capture and store the cardholder data directly, it is easier
for you to comply with the Payment Card Industry security standards.

This service may also be used in conjunction to with either the Card Tokenization
Service (section 2.9) or the Payment Tokenization Service (section 2.3.1) to enable the
Card Holder to enter only their CVV/CV2 details on the capture page, preventing the
need to re-enter their card details.

A technical introduction to this Service is available on the website:
http://www.datacash.com/gettingproducts.php?id=Hosted-Card-Capture

2.2.8.1 Schema Elements for Request

In this section, the required fields for each transaction type are presented along with
example XML for those fields.

The following keys will be used for each transaction type:

e S - setup

e Q- query
e P - a payment transaction, one of: pre, auth, refund, erp

Initial setup transaction

The setup transaction provides basic details to initiate the Hosted Card Capture
session. This data is passed in these distinct places in the schema:

e Request
o Authentication - section 2.1.1.2
o Transaction
* TxnDetails — contains payment information that will be displayed to the
customer, section 2.2.1.1.3.
* HpsTxn — contains all the details specific to the HCC session setup request,
section 2.2.8.1.3
e Card - this optional section contains the token for cvv only Card Tokens,
section 2.2.8.1.4
* DynamicData — this optional section contains dynamic data to display on the
capture page, section 2.2.8.1.5

Query transaction

After a customer has been returned to your website following the data capture process,
you may optionally send a query transaction. This will allow you to determine whether

the data capture was successful, without sending an authorisation. It will also allow you
to obtain information about the card details that were supplied.

This data is passed in these distinct places in the schema:

e Request
o Authentication - section 2.1.1.2

|
© 2013 DataCash. All rights reserved. Page 72 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.


http://www.datacash.com/gettingproducts.php?id=Hosted-Card-Capture

COMPANY CONFIDENTIAL 9@
coe
o588

o Transaction
* HistoricTxn - details of the original setup transaction - section 2.2.1.1.4

Payment Using Captured Details

The auth, pre, refund and erp transaction types all require the same information
about the transaction to be provided. This data is passed in these distinct places in the
schema:

e Request
o Authentication - section 2.1.1.2
o Transaction
* TxnDetails — See section 2.2.1.1.3.
* CardTxn - see section 2.2.8.1.2.
e Card —contains the address information for AVS checking and policy,
section 2.2.8.1.4
o ExtendedPolicy - contains details of the AVSCV2 policy, section
2.4.1.1.2
* ThreeDSecure - optional section containing all the details required to
initiate the 3-D Secure check, section 2.4.4.1.1

2.2.8.1.1 TxnDetails

This element is presented for setup and payment transactions only.

Element Name: txnpetails

Position: Request.Transaction

Elements of TxnDetails
Element Name Description Values / Limitations S Q P

A unique
reference Minimum 6, maximum 30
merchantreference number for |alphanumeric characters. Must be | R - 0]
each unique
transaction

The value
amount of the R - R
transaction.

Attributes for Elements of TxnDetails

Attribute Attribute of

Name Element Values / Limitations

Currency is passed in the 3 character ISO 4217
currency amount Alphabetic format (Default is GBP)
e.g. GBP, USD, EUR
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Note: if the merchantreference field is not provided for a payment transaction, the DPG
will automatically use the same merchantreference as the setup.

Example XML for TxnDetail complex elements

<TxnDetail>
<merchantreference>27fh4500sdfhjk3hs</merchantreference>
<amount currency="AUD”>99.99%9<amount>

</TxnDetail>

2.2.8.1.2 CardTxn

For payment transactions only. In addition to the referencing the HCC setup, the

transaction type and authorisation code (if applicable) are sent in the CardTxn
element:

Element Name: CardTxn

Position: Request.Transaction

Elements of CardTxn

AL Description Values / Limitations
Name
authorisation code Optional element. If presented, must be
authcode received from the value received from Banks Authorisation
bank centre

Specifies the

DataCash reference of |[Required. Must be a 16-digit DataCash
a successful HCC reference.

session setup.

card details

auth
. pre
method the transaction type refund
erp
Card See section 2.2.8.1.4

Attributes for Elements of CardTxn

Attribute Attribute of e
Name Element Values / Limitations
Specifies the nature of the supplied DataCash reference.
type card details For an HCC transaction, it must have the value

from hps.
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Example XML for CardTxn complex elements

<CardTxn>
<Card>..</Card>
<card details type="from hps”>4100203022036495</card details>
<method>pre<method>

</CardTxn>

2.2.8.1.3 HpsTxn

This element must be present for all setup transactions. It should not be presented for
other transaction types.

Element Name: HpsTxn
Position: Request.Transaction

Elements of TxnDetails

Element

Name Description Values / Limitations |Required

method The action that is being requested ‘I:/IUSt h::ave the value R
setup

An ID number that signifies the “page | An integer value of a

set” that should be used when page set that has

presenting the data capture screen to |already been

the customer. configured.

page set id

A URL from the customer’s website. If
this value is supplied, then when the
data capture process has been
completed, the customer will be
redirected to this URL instead of the
default URL configured within HCC.

A URL from the customer’s website. If
this value is specified, the customer
will be redirected to this URL instead
of the default expiry URL configured
within HCC on attempting to visit an
expired session.

return url

Max size 2083. 0]

expiry url

Max size 208. 0]

If this element is given the value 1, it
signifies that this will be a CVV Only
card capture. This means that either a
pre-registered card or tokenized card
number are being used. The merchant
must be subscribed to the HCC CvV
Only service for this type of card
capture.

A value of 1 means
true. A value of 0 0]
means false.

cvv_only
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The Card element is only required if

using the AVSCV2 Service (section

2.4.1), or if a tokenized card number See section 2.2.8.1.4
is being presented (section 2.9) for a

CVV only transaction.

Card

Referenced
transaction must
have taken place
within the previous

In a CVV Only card capture, the 13 months, and have

card_details datacash reference of the Payment O
Token (section 2.3.1) 8 status=1l.
= Mutually exclusive
with card.pan
element. cvv_only
must be 1.
Attributes of elements of HpsTxn
Attribute Attribute of Description Values / Required

Name Element Limitations
Specifies that a Payment Token

type card_details |is being presented for use with | hps_prereg R
the cvv only transaction

Example HpsTxn element for a session setup to capture the cvv number,
where the card has previously been captured and tokenized using the
Payment Tokenization Service

<HpsTxn>
<method>setup</method>
<page set id>1l</page set id>
<cvv_only>1</cvv_only>
<card details type="hps prereg">2185999900000001</card details>
<return url>https://shop.example.com/process</return url>
<expiry url>https://shop.example.com/expired</expiry url>
</HpsTxn>
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Example HpsTxn element for a session setup with Dynamic data

<HpsTxn>

<method>setup</method>

<page set id>99</page set id>

<return url>https://shop.example.com/process</return url>
<expiry url>https://shop.example.com/expired</expiry url>
<DynamicData>...</DynamicData>

</HpsTxn>

2.2.8.1.4 Card

The card element is only required for setup transactions if a tokenized card number is
being presented (section 2.9) for a CVV only transaction.

The card element may also be presented for payment transactions if using the AVSCV2
Service (section 2.4.1).

Element Name: Card
Position: Request.Transaction.HpsTxn
Elements of CardTxn
2 Description Values / Limitations S P
Name

Contains the AVSCV2 policy and address details, if using the AVSCV2

Cv2A
Venvs Service - section 2.4.1 0
A tokenized card number created Mutually exclusive with
pan using the Card Tokenization service card_details element. cvv_only R |-
(section 2.9). must be 1.
Attributes of elements of Card
Attribute | Attribute of Description Values / Required
Name Element P Limitations q

The Card Token as captured using
type pan the Card Tokenization service token R
(section 2.9)
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Example Card element for setup
<Card>

<pan type="token”> 3C12DE55292A13227E14D92C6E8D8F4843D21654</method>
</Card>

Example Card element for a payment
<Card>

<Cv2Avs>...</Cv2Avs>
</Card>

2.2.8.1.5 DynamicData

This optional element contains values that can be used to replace placeholder values in
the card capture page.

Element Name: DynamicData
Position: Request.Transaction.HpsTxn

Elements of TxnDetails

E::ment Description Values / Limitations Required
ame
The value intended to replace |Max length: 2048 characters.
dyn data 1 the placeholder The value must be enclosed 0
- — |_DYNAMIC_DATA_FIELD_1__ |in CDATA tags if it contains
in the card capture page. HTML.
The value intended to replace |Max length: 2048 characters.
dyn data 2 the placeholder The value must be enclosed 0
- —  |_DYNAMIC_DATA_FIELD_2__ |in CDATA tags if it contains
in the card capture page. HTML.
The value intended to replace |Max length: 2048 characters.
dyn data 3 the placeholder The value must be enclosed 0
- - _ DYNAMIC_DATA_FIELD_3__ |in CDATA tags if it contains
in the card capture page. HTML.
The value intended to replace |Max length: 2048 characters.
dyn data 4 the placeholder The value must be enclosed 0
- - _ DYNAMIC_DATA_FIELD_4_ _ |in CDATA tags if it contains
in the card capture page. HTML.
The value intended to replace |Max length: 2048 characters.
dyn data 5 the placeholder The value must be enclosed 0
- —  |_DYNAMIC_DATA_FIELD_5__ |in CDATA tags if it contains
in the card capture page. HTML.
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The value intended to replace
the placeholder

DATA

Max length: 2048 characters.
The value must be enclosed

dyn_data_® | HYNAMIC_DATA FIELD 6 in CDATA tags if it contains
in the card capture page. HTML.
The value intended to replace |Max length: 2048 characters.
dyn data 7 the placeholder The value must be enclosed
- — |_DYNAMIC_DATA_FIELD_7__|in CDATA tags if it contains
in the card capture page. HTML.
The value intended to replace |Max length: 2048 characters.
dyn data 8 the placeholder The value must be enclosed
- —  |_DYNAMIC_DATA_FIELD_8__ |in CDATA tags if it contains
in the card capture page. HTML.
The value intended to replace |Max length: 2048 characters.
q the placeholder The value must be enclosed
yn data 9 O

_ DYNAMIC_DATA_FIELD_9_
in the card capture page.

in CDATA tags if it contains
HTML.

Up to nine values are permitted. If a placeholder value is empty or not present, then
the placeholder will be removed from the card capture page that the customer sees.

In order for HTML to be used in placeholder values, the content of the dyn_data
element must be enclosed in CDATA tags.

Example DynaminData element containing of HTML enclosed by CDATA tags
<DynamicData>
<dyn data 1><![CDATA[some <b>dynamic</b> data]]></dyn data 1>

<dyn data 2><![CDATA[more dynamic data]]></dyn data 2>
</DynamicData>

2.2.8.1.1 HistoricTxn

This element is used when performing query transactions

Element Name: HistoricTxn

Position: Request.Transaction
Elements of HistoricTxn
Element Description Values /
Name P Limitations
method The transaction type query R
The datacash reference of the HCC
reference — R

session setup request

|
© 2013 DataCash. All rights reserved. Page 79 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 2@ ,
206
[ES] :

Example XML Request Fragment for HistoricTxn complex elements

<HistoricTxn>
<reference>3900900100010001</reference>
<method>query</method>

</HistoricTxn>

2.2.8.2 Example XML Requests
2.2.8.2.1 Session setup requests

Example XML request to set up a session, including optional XML elements

<Request>
<Authentication>
<password>******x*x*x< /password>
<client>88000000</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>mref-123456</merchantreference>
<amount currency="GBP">100.00</amount>
</TxnDetails>
<HpsTxn>
<method>setup</method>
<page set id>1l</page set id>
<return url>https://shop.example.com/process</return url>
<expiry url>https://shop.example.com/expired</expiry url>
</HpsTxn>
</Transaction>
</Request>
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Example XML request to set up a session to only capture the cvv humber,
where the card has previously been captured and tokenized using the
Payment Tokenization Service

<Request>
<Authentication>
<password>****xk**x< /password>
<client>88000000</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>mref-123456</merchantreference>
<amount currency="GBP">100.00</amount>
</TxnDetails>
<HpsTxn>
<method>setup</method>
<page set id>1</page set id>
<cvv_only>1</cvv_only>
<card details type="hps_prereg">2185999900000001</card details>
<return url>https://shop.example.com/process</return url>
<expiry url>https://shop.example.com/expired</expiry url>
</HpsTxn>
</Transaction>
</Request>

Example XML request to set up a session to only capture the cvv humber,
where the card has previously been captured and tokenized using the Card
Tokenization Service

<Request>
<Authentication>
<password>*****x***x< /pgssword>
<client>88000000</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>mref-123456</merchantreference>
<amount currency="GBP">100.00</amount>
</TxnDetails>
<HpsTxn>
<method>setup</method>
<page set id>1l</page set id>
<cvv_only>1</cvv_only>
<Card>
<pan type="token">
8466A4B11D4F34227E50FF51A6B9CA946B4871FB</pan>
</Card>
<return url>https://shop.example.com/process</return url>
<expiry url>https://shop.example.com/expired</expiry url>
</HpsTxn>
</Transaction>
</Request>
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Example XML request to set up a session including DynamicData

<Request>
<Authentication>
<password>*****kx*x*x< /password>
<client>88000000</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>mref-123456</merchantreference>
<amount currency="GBP">100.00</amount>
</TxnDetails>
<HpsTxn>
<method>setup</method>
<page set id>1</page set id>
<return url>https://shop.example.com/process</return url>
<expiry url>https://shop.example.com/expired</expiry url>
<DynamicData>
<dyn data 1>
<! [CDATA [some <b>dynamic</b> data]]>
</dyn data 1>
<dyn data 2>
<! [CDATA [more dynamic data]]>
</dyn data 2>
</DynamicData>
</HpsTxn>
</Transaction>
</Request>

2.2.8.2.2 Query

Example XML Session Setup Query

<Request>
<Authentication>
<password>*****xk**x< /password>
<client>88000000</client>
</Authentication>
<Transaction>
<HistoricTxn>
<method>query</method>
<reference>3900900100010001</reference>
</HistoricTxn>
</Transaction>
</Request>
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2.2.8.2.3 Payments

Example XML Card Transaction Using Captured Data

<Request>
<Authentication>
<password>****x*x**x*x< /password>
<client>88000000</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>mrefl23501</merchantreference>
<amount>1000.00</amount>
<capturemethod>ecomm</capturemethod>
</TxnDetails>
<CardTxn>
<method>auth</method>
<card details type="from hps">4000900012345671</card details>
</CardTxn>
</Transaction>
</Request>

Example XML Card Transaction Using Captured Data with Standard CV2AVS
policy

<Request>
<Authentication>
<password>*****x*x*</password>
<client>88000000</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>mrefl123501</merchantreference>
<amount>1000.00</amount>
<capturemethod>ecomm</capturemethod>
</TxnDetails>
<CardTxn>
<method>auth</method>
<card details type="from hps">4000900012345671</card details>
<Card>
<Cv2Avs>
<street addressl>Flat 7</street addressl>
<street address2>89 Jumble Street</street address2>
<street address3>Mytown</street address3>
<policy>2</policy>
<postcode>AV12FR</postcode>
</Cv2Avs>
</Card>
</CardTxn>
</Transaction>
</Request>
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Example XML Card Transaction Using Captured Data with 3-D Secure and
Standard AVSCV2 policy

<Request>
<Authentication>
<password>****xkx**x*x< /password>
<client>88000000</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>mrefl123501</merchantreference>
<amount>1000.00</amount>
<capturemethod>ecomm</capturemethod>
<ThreeDSecure>
<verify>yes</verify>
<merchant url>https://www.mywebsite.com/</merchant url>
<purchase desc>CDs and DVDs</purchase desc>
<purchase datetime>20120201 23:59:59</purchase datetime>
<Browser>
<accept headers>*/*</accept headers>
<user agent>IE/6.0</user agent>
</Browser>
</ThreeDSecure>
</TxnDetails>
<CardTxn>
<method>auth</method>
<card details type="from hps">4000900012345671</card details>
<Card>
<Cv2Avs>
<street addressl>Flat 7</street addressl>
<street address2>89 Jumble Street</street address2>
<street address3>Mytown</street address3>
<postcode>AV12FR</postcode>
<policy>6</policy>
</Cv2Avs>
</Card>
</CardTxn>
</Transaction>
</Request>

2.2.8.3 Schema Elements for XML Response

The standard XML response elements are always returned as described within section
2.1.1.3 above.

Additional elements will also be present, depening upon the transaction type/method
and outcome.

A successful setup is indicated by a status code of 1 being returned. Any another code
indicates a rejected request or an error.

For query transactions, if the status returned has the value “1”, then this indicates
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that the query has been successful. It does not indicate that the queried transaction
was successful. A full list of the possible values for the information element are
available in this FAQ:

https://datacash.custhelp.com/cgi-
bin/datacash.cfg/php/enduser/std_adp.php?p_faqid=1037/

2.2.8.3.1 HpsTxn

This element will only be present for setup and query responses.

Element Name: HpsTxn
Position: Response

Elements of HpsTxn
Limitations
Element Name Description Values

The current status of the HCC |pending Only present for

transaction at the time of populated query
capture status . “ N
- querying, e.g. “pending”, purged_used
“populated” purged unused

Only present for
query if data is
populated and

Possible values are

The Card Scheme, if known. . . )
listed in section

card scheme

2.2.1.3.1 scheme is known
The three-character ISO Only present for
country code, indicating the query if data is
country , . .
card’s country of issue, if populated and
known. E.g. “gbr” country is known
Determines if a CV2 value has Only present for
cv2 captured been captured during the Yes query if data is
- process of the HCC No populated
transaction.
expirvdate The expiry date of the date in Only pi;edsaetr;t ifsor
Py MMYY format duery
populated
The HPS URL. This must be Only present for
hps_url added by the merchant. successful setup
. . Only present for
i ssuer The issuer of the card, if query if data is

known e.g. “Halifax Plc populated
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An obscured version of the Only present for
card number that shows only query if data is
pan the first six and last four populated

digits. The rest of the digits
are replaced with asterisks.

A unique value that Only present for
. . corresponds to the session successful setup
session_id that has been set up within
the HCC.

The hps_url and session_id should be used by the merchant to re-direct the cardholder
to the hosted page.

Example HpsTxn element for a successful session setup

<HpsTxn>
<hps url>https://dpg.example.com/hps/</hps url>
<session 1d>1172</session_ id>

</HpsTxn>

Example HpsTxn elements for query responses

<HpsTxn>
<card scheme>VISA</card scheme>
<country>gbr</country>
<expirydate>1214</expirydate>
<issuer>Halifax Plc</issuer>
<pan>444433*x****xx]17111</pan>
<capture status>populated</capture status>
<cv2 captured>No</cv2 captured>

</HpsTxn>

<HpsTxn>
<capture status>pending</capture status>
</HpsTxn>

2.2.8.3.2 DynamicCapture

This element only applies for Merchants who have customised their capture page with
Dynamic Capture fields. Additional information about Dynamic Capture fields is
available in the FAQ:

https://datacash.custhelp.com/cgi-
bin/datacash.cfg/php/enduser/std_adp.php?p_faqid=1036/

Note also that this element may only be present within the query response and will
only be returned if data was captured.
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Element Name: DynamicCapture
Position: Response.HpsTxn

Elements of DynamicCapture

Element Name Description Values / Limitations

Dynamically captured field 1, if 32 chars |URL encoded
capfl

entered. (max) (except spaces)

Dynamically captured field 2, if 32 chars |URL encoded
capfz2

entered. (max) (except spaces)

Dynamically captured field 3, if 32 chars |URL encoded
capf3

entered. (max) (except spaces)

Dynamically captured field 4, if 32 chars |URL encoded
capf4

entered. (max) (except spaces)

Dynamically captured field 5, if 32 chars |URL encoded
capfb

entered. (max) (except spaces)

Dynamically captured field 6, if 32 chars |URL encoded
capf6

entered. (max) (except spaces)

Dynamically captured field 7, if 32 chars |URL encoded
capf?

entered. (max) (except spaces)

Dynamically captured field 8, if 32 chars |URL encoded
capif8

entered. (max) (except spaces)

Dynamically captured field 9, if 32 chars |URL encoded
capfo

entered. (max) (except spaces)

Example DynamicCapture elements for query responses

<DynamicCapture>
<capfl>John+Doe</capfl>
<capf2>on</capf2>

</DynamicCapture>

2.2.8.4 Example XML Responses
2.2.8.4.1 Session Setup

The following example XML message would be returned in response to a successful
session setup request.
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Example XML response to a successful session setup

<Response>
<HpsTxn>
<hps url>https://dpg.example.com/hps/</hps url>
<session 1d>1172</session id>
</HpsTxn>
<datacash reference>4000900012345671</datacash reference>
<merchantreference>mref-123456</merchantreference>
<mode>TEST</mode>
<reason>ACCEPTED</reason>
<status>1l</status>
<time>1258553216</time>
</Response>

The following XML demonstrates a response to an unsuccessful setup request.

Example XML response to an unsuccessful session setup

<Response>
<datacash reference>4000900012345671</datacash reference>
<information>new_session is not a valid HPS method</information>
<merchantreference>mref-123456</merchantreference>
<mode>TEST</mode>
<reason>Invalid transaction type</reason>
<status>15</status>
<time>1256046381</time>

</Response>

2.2.8.4.2 Query Response

Example XML Query Response For A Successful Data Capture

<Response>
<HpsTxn>
<card scheme>VISA</card scheme>
<country>gbr</country>
<expirydate>1214</expirydate>
<issuer>Halifax Plc</issuer>
<pan>444433****xx*1111</pan>
<capture status>populated</capture status>
<cv2_ captured>No</cv2 captured>
</HpsTxn>
<datacash reference>4000900012345671</datacash reference>
<information>You have queried an HPS transaction, which has stored
data that has not yet been used</information>
<merchantreference>mrefl123401</merchantreference>
<mode>TEST</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>1256046399</time>
</Response>
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Example XML Query Response For A Pending Data Capture

<Response>
<HpsTxn>
<capture status>pending</capture status>
</HpsTxn>
<datacash reference>4000900012345671</datacash reference>
<information>You have queried an HPS transaction, whose data capture
is pending</information>
<merchantreference>mrefl123401</merchantreference>
<mode>TEST</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>1256046399</time>
</Response>

Example XML Query Response For A Successful Data Capture

<Response>
<HpsTxn>
<card scheme>VISA</card scheme>
<country>gbr</country>
<expirydate>1214</expirydate>
<issuer>Halifax Plc</issuer>
<pan>444433******]1111</pan>
<DynamicCapture>
<capfl>A. N. Other</capfl>
<capf3>%3Cid%3Ecat%3C%2Fid%3E</capf3>
<capf6>cat</capf6>
<capf9>87</capf9>
</DynamicCapture>
</HpsTxn>
<datacash reference>4000900012345671</datacash reference>
<information>You have queried an HPS transaction, which has stored
data that has not yet been used</information>
<merchantreference>mrefl23401</merchantreference>
<mode>TEST</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>1256046399</time>
</Response>

|
© 2013 DataCash. All rights reserved. Page 89 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 20 S~ A
cas L AW
eas 4 :

Example XML Query Response For A Pending Data Capture

<Response>
<datacash reference>4000900012345671</datacash reference>
<information>You have queried an HPS transaction, whose data
capture is pending</information>
<merchantreference>mrefl123401</merchantreference>
<mode>TEST</mode>
<reason>ACCEPTED</reason>
<status>1l</status>
<time>1256046399</time>
</Response>

2.2.8.4.3 Payment Response

There are no changes to the XML response where data captured with HCC has been
used. See section 2.2.1.4 for example XML responses.
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2.2.9 Hosted Payment Service

The Hosted Payment Service (HPS) enables DataCash to capture sensitive cardholder
data and authorise payments on behalf of merchants. Unlike the HCC Service, the
merchant does not need to send subsequent requests in order to authorise the
payment. The session setup contains template values that the HPS system uses to
process the payment choice that the customer makes on the HPS card capture page.
This can include the data required to allow the customer to pay by card or by PayPal.

Further information on HPS is available on the website:

http://www.datacash.com/gettingproducts.php?id=Fully-Hosted-Payments-Pages-
Overview/

2.2.9.1 Schema Elements for Request

In this section, the required fields for all transaction types are presented along with
example XML for those fields.

HPS setup_full

The setup_full transaction iniciates the setup of the HPS session. The main sections of
setup messages are shown below.

e Request
o Authentication - section 2.1.1.2
o Transaction
= TxnDetails — see also section 2.2.9.1.1. This contains payment information
that will be displayed to the customer.
e ThreeDSecure — see also section 2.4.4.1.1. This contains contains all the
details required to initiate the 3-D Secure check.
e The3rdMan - see also section 2.4.7.1.1 This contains additional
information about the customer to be used for Batched Fraud Screening.
* CardTxn - see also section 2.2.1.1.2. This contains the type of card
transaction and other information that will be used if the customer attempts
to pay by card.
e Card - see also section 2.2.1.1.1. In HPS Session Setup, this element is
only used as a container for the cv2avs element.
o Cv2Avs - see also section 2.4.3.1.8. This contains cv2 and address
details.
= PayPalTxn - see also section 2.8.1.1.2. This optional element contains all of
the details specific to the PayPal transaction, if the customer chooses to pay
by PayPal.
= HpsTxn — this section contains all the details specific to the HPS session
setup request, section 2.2.9.1.5

Query of HPS setup_full

At any time following a successful session setup full, a query can be sent to
determine the current state of the transaction. This can be used to determine which
stage of the payment process the customer has reached, and whether a payment
attempt has been made successfully:

e Request
o Authentication - section 2.1.1.2
o Transaction
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» HistoricTxn - section 2.2.9.1.6

Query of Payment attempts

If a query has been submitted on the setup_full, one or more payment attempts may
be present in the query response. To obtain detailed information about any of those
payment attempts, the Merchant may submit additional query transactions against one
or more of those payment attempts (as required). The XML Request elements and XML
Requests are the same for both Bankcard and PayPal attempts and are discussed
discussed within section 2.8.6.

Fulfillment of Payment attempts
Successful Payment attempts can be fulfilled (as required) as outlined in sections:

e Bankcard payments - use the fui1fi11 transaction - section 2.2.1
e PayPal Auth Capture payments - use the do_capture transaction - section 2.8.1

Cancellation of Payment

Successful Payment attempts can be cancelled prior to settlement (were appropriate)
as outlined in sections:

e Bankcard payments - use the cancel transaction — section 2.2.1
e PayPal Auth Capture payments - use the do void transaction - section 2.8.1

Refunding Successful Payments

Successful Payment attempts can be cancelled prior to settlement (were appropriate)
as outlined in sections:

e Bankcard payments - use the txn refund transaction - section 2.2.1
e PayPal payments - use the txn refund transaction - section 2.8.1

2.2.9.1.1 TxnDetails

All of the following elements and attributes are mandatory in an HPS session setup
request.

Element Name: TxnDetails

Position: Request.Transaction

Elements of TxnDetails

Element Name Description Values / Limitations
ThreeDSecure as specified in section 2.4.4.1.1
The3rdMan as specified in section 2.4.7.1.1
A unique reference Minimum 6, maximum 30
merchantreference number for each alphanumeric characters. Must be
transaction unique.
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The value of the

amount N
transaction
Attributes for Elements of TxnDetails
Attribute Attribute of Values / Limitations
Name Element

Currency is passed in the 3 character ISO 4217
currency amount Alphabetic format (Default is GBP)
e.g. GBP, USD, EUR

2.2.9.1.2 CardTxn

Element Name: CardTxn
Position: Request.Transaction

Elements of CardTxn

E:‘ement Description Values / Limitations Required

ame

Card See section 2.2.9.1.3

nethod The transaction ‘I:/Iay"only have the values “auth” or R
type pre

This element is mandatory.

2.2.9.1.3 Card

Element Name: Card
Position: Request.Transaction.CardTxn

In a Full HPS Session Setup this element can only contain the Cv2Avs element. No
other elements are permitted.

Elements of CvsAvs

3 T Description Values / Limitations Required
Name
as specified in section 2.4.3.1.8 . There are no additional
Cv2Avs . O
restrictions
2.2.9.1.4 PayPalTxn
Element Name: PayPalTxn I
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Position: Request.TransactionI

The PayPalTxn element in an HPS Session Setup Request can contain the elements that
are specified in section 2.8.1.1.2 that are indicated as permitted in

set express_ checkout, get express checkout details,

do_express checkout payment, do_authorization Or do_void with the exceptions of
return url and cancel url.

The following additional restrictions apply:

Elements of TxnDetails
Element Name Description Values / Limitations Required

When payPalTxn is included in
an HPS Session Setup, this
must have the value

set express checkout.

method The transaction type

Specifies the type of

PayPal service to use
(Express Checkout or
Auth and Capture).

When payPalTxn is included in
an HPS Session Setup, this R
must have the value order.

payment action

The payPalTxn element should be present if the payment page presented to the
customer will have an option to pay by PayPal.

2.2.9.1.5 HpsTxn

Element Name: HpsTxn
Position: Request.Transaction

Elements of TxnDetails

Element Values /

Name Description Limitations Required
. . , Must have the
h
method The action that is being requested value setup full R
An ID number that signifies the “page An integer value of
. " . a page set that has
page_set_id set” that should be used when presenting R
already been
the data capture screen to the customer. .
configured.
A URL from the customer’s website. If
this value is supplied, then when the data
return url capture process has been completed, the Max size 2083. o

customer will be redirected to this URL
instead of the default URL configured
within HPS.

|
© 2013 DataCash. All rights reserved. Page 94 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 9@
coe
o588

A URL from the customer’s website. If
this value is specified, the customer will
expiry _url |be redirected to this URL instead of the Max size 2083. 0
default expiry URL configured within HPS
on attempting to visit an expired session.

2.2.9.1.6 HistoricTxn

This element should only be presented for query transactions.

Element Name: HistoricTxn

Position: Request.Transaction

Elements of HistoricTxn

Element Description Values /
Name P Limitations
method The transaction type query R

The datacash reference of the HPS
reference — R

session setup request

Example XML Request Fragment for HistoricTxn complex elements

<HistoricTxn>
<reference>3900900100010001</reference>
<method>query</method>

</HistoricTxn>

2.2.9.2 Example XML Requests
2.2.9.2.1 Example Session Setup XML Requests

Example XML request to set up a session, including optional XML elements

<Request>
<Authentication>
<password>******x**</pagsword>
<client>88000000</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>mref-123456</merchantreference>
<amount currency="GBP">100.00</amount>
<capturemethod>ecomm</capturemethod>
<ThreeDSecure>
<verify>yes</verify>
<merchant url>https://www.example-merchant.co.uk/</merchant url>
<purchase datetime>20120121 09:31:40</purchase datetime>
<purchase desc>goods</purchase desc>
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<Browser>
<accept headers>*.*</accept headers>
<user agent>Mozilla</user agent>
</Browser>
</ThreeDSecure>
<The3rdMan>

</The3rdMan>
</TxnDetails>
<CardTxn>
<method>pre</method>
<Card>
<Cv2Avs>
<postcode>...</postcode>
<street addressl>...</street addressl>
<street address2>...</street address2>
<street address3>...</street address3>
<street address4>...</street address4>
<policy>3</policy>
</Cv2Avs>
</Card>
</CardTxn>
<PayPalTxn>
<method>set express checkout</method>
<email>foolexample.com</email>
<max amount>1000.00</max amount>
<description>Twenty NeverFail (tm) Widgets</description>
<custom>UPS ID=12345678</custom>
<invnum>abcl23</invnum>
<reqg_confirmed shipping>0</req confirmed shipping>
<no_shipping>0</no_shipping>
<override address>0</override address>
<localecode>GB</localecode>
<header style img="https://www.example.com/header.png/"
bordercolor="black" bgcolor="red" />
<page style stylename="My Style" bgcolor="white" />
<ShippingAddress>
<name>Test User</name>
<street addressl>l Main Terrace</street addressl>
<street address2>Highgate</street address2>
<city>Wolverhampton</city>
<region>West Midlands</region>
<country code>GB</country code>
<postcode>E12 4LQ</postcode>
<telephone number>0121 231 3122</telephone number>
</ShippingAddress>
</PayPalTxn>
<HpsTxn>
<method>setup full</method>
<page set id>1</page set id>
<return url>https://shop.example.com/process/</return url>
</HpsTxn>
</Transaction>
</Request>
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2.2.9.2.2 Example Query Request

Example XML Session Setup Query

<Request>
<Authentication>
<password>****x*k**x</password>
<client>88000000</client>
</Authentication>
<Transaction>
<HistoricTxn>
<method>query</method>
<reference>3900900100010001</reference>
</HistoricTxn>
</Transaction>
</Request>

2.2.9.3 Schema Elements for Response
The standard XML response elements are always returned. See 2.1.1.3 above.

Note that for query transactions, if the status returned has the value “1”, then this
indicates that the query has been successful. It does not indicate that the queried
transaction was successful.

A successful setup is indicated by a status code of 1 being returned. Any another code
indicates a rejected request or an error.

When querying an HPS session setup request, the contents of the “information”
element in the response indicate the status of the queried transaction. The values of
these are shown in the FAQ:

https://datacash.custhelp.com/cgi-
bin/datacash.cfg/php/enduser/std_adp.php?p_faqid=1074

2.2.9.4 HpsTxn

This element may appear for both setup full and query Responses. For query
responses, it will only appear if the customer has made at least one payment attempt.

Element Name: HpsTxn

Position: Response
Elements of HpsTxn
Element Name Description Limitations S Q
AuthAttempts See section 2.2.9.4.2 - @)

The datacash_reference of Will only be present
if one of the

datacash_reference the successful payment - )
payment attempts
attempt

was successful

© 2013 DataCash. All rights reserved. Page 97 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.


https://datacash.custhelp.com/cgi-bin/datacash.cfg/php/enduser/std_adp.php?p_faqid=1074
https://datacash.custhelp.com/cgi-bin/datacash.cfg/php/enduser/std_adp.php?p_faqid=1074

COMPANY CONFIDENTIAL 9@
coe
o588

hps url The HPS URL. o) _

A unique value that
. . corresponds to the session
session id that has been set up within o -
the HPS.

The hps_url and session_id should be used by the merchant to re-direct the cardholder
to the hosted page.

Example HpsTxn Element for a setup_full transactions

<HpsTxn>
<hps url>https://testserver.datacash.com/hps/</hps url>
<session 1d>f2d1530f-bdb3-41£f3-97b0-104dc2a48a32</session id>
</HpsTxn>

Example HpsTxn Element for a query transactions

With successful payment:

<HpsTxn>

<AuthAttempts>...</AuthAttempts>

<datacash reference>4700201011629830</datacash reference>
</HpsTxn>

without successful attempts:

<HpsTxn>
<AuthAttempts>...</AuthAttempts>
</HpsTxn>

2.2.9.4.1 AuthAttempts

This element contains a list of the payment attempts made during the session. This
element will only appear if the customer has made at least one payment attempt.

Element Name: AuthAttempts
Position: Response.HpsTxn
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Example AuthAttempts Element with a query with two payment attempts:

<AuthAttempts>
<Attempt>...</Attempt>
<Attempt>...</Attempt>

</AuthAttempts>

2.2.9.4.2 Attempt

This element provides details of a payment attempt made during the session.

Element Name: Attempt
Position: Response.HpsTxn.AuthAttempts

Elements of Attempt

Values /

Element Name Description Limitations

The datacash reference of the auth attempt

datacash reference
- for the payment

The status code for the result of the

dc response
—resp attempt

reason The reason for the auth attempt

Example AuthAttempt Element for a successful payment attempt:

<AuthAttempt>
<datacash reference>4700201011629830</datacash reference>
<dc_response>1</dc_response>
<reason>ACCEPTED</reason>

</AuthAttempt>

Example AuthAttempt Element for an unsuccessful payment attempt:

<AuthAttempt>
<datacash reference>4700201011629830</datacash reference>
<dc_response>179</dc_response>
<reason>3DS Payer failed Verification</reason>
</AuthAttempt>

2.2.9.4.3 PayPalTxn

This element will be present if submitting a query against a payment attempt which
was made via PayPal. It provides details of a payment attempt made during the
session.

Element Name: PayPalTxn
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Position: Response
Elements of HpsTxn
A Description Values / Limitations
Name

set express checkout
Indicates that last step of the PayPal get express checkout details
express checkout process that was | do_express checkout payment
performed as part of the payment do_authorization

attempt. do_void
do capture

last _activity

Example PayPalTxn XML element when querying a PayPal Attempt

<PayPalTxn>
<last activity>get express checkout details</last activity>
</PayPalTxn>

2.2.9.5 Example XML Responses
2.2.9.5.1 Example Session Setup XML Responses

Example XML response to a successful session setup

<Response>
<HpsTxn>
<hps url>https://dpg.example.com/hps/</hps url>
<session id>1172</session_ id>
</HpsTxn>
<datacash reference>4000900012345671</datacash reference>
<merchantreference>mref-123456</merchantreference>
<mode>TEST</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>1258553216</time>
</Response>

Example XML response to an unsuccessful session setup

<Response>
<datacash reference>4000900012345671</datacash reference>
<information>new session is not a valid HPS method</information>
<merchantreference>mref-123456</merchantreference>
<mode>TEST</mode>
<reason>Invalid transaction type</reason>
<status>15</status>
<time>1256046381</time>

</Response>
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2.2.9.5.2 XML Example Query Responses

Example XML Query Response on a setup_full where a successful payment
attempt has been made after 2 unsuccessful attempts:

<Response>
<HpsTxn>
<session 1d>1172</session id>
<datacash reference>4000900012345674</datacash reference>
<AuthAttempts>
<Attempt>
<datacash reference>4000900012345672</datacash reference>
<reason>Declined</reason>
<status>7</status>
</Attempt>
<Attempt>
<datacash reference>4000900012345673</datacash reference>
<reason>Declined</reason>
<status>7</status>
</Attempt>
<Attempt>
<datacash reference>4000900012345674</datacash reference>
<reason>ACCEPTED</reason>
<status>1</status>
</Attempt>
</AuthAttempts>
</HpsTxn>
<datacash reference>4000900012345671</datacash reference>
<merchantreference>mref-123456</merchantreference>
<mode>TEST</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time> UNIX TIME </time>
</Response>
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Example XML Query Response on a setup_full where all payment attempts
have failed:

<Response>
<HpsTxn>
<session i1d>1172</session_ id>
<AuthAttempts>
<Attempt>
<datacash reference>4000900012345672</datacash reference>
<reason>Declined</reason>
<status>7</status>
</Attempt>
<Attempt>
<datacash reference>4000900012345673</datacash reference>
<reason>Declined</reason>
<status>7</status>
</Attempt>
<Attempt>
<datacash reference>4000900012345674</datacash reference>
<reason>Declined</reason>
<status>7</status>
</Attempt>
</AuthAttempts>
</HpsTxn>
<datacash reference>4000900012345671</datacash reference>
<information>You have queried an HPS transaction, where the all retry
attempts were exhausted.</information>
<merchantreference>mref-123456</merchantreference>
<mode>TEST</mode>
<reason>HPS: The maximum number of retry transaction was
breached</reason>
<status>822</status>
<time> UNIX TIME </time>
</Response>

2.2.9.5.3 XML Example PayPal Attempt Query Response

Example XML PayPal Attempt Query Response

<Response>
<PayPalTxn>
<last activity>get express checkout details</last activity>
</PayPalTxn>
<datacash reference>4000900012345673</datacash reference>
<reason>HPS: Paypal - Waiting for customer to confirm
payment.</reason>
<status>846</status>
<time> UNIX TIME </time>
</Response>
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2.2.10 Verify Transactions

The Verify transaction allows Bank Card details to be checked for validity without
attempting to authorize a payment.

2.2.10.1.1Schema Elements for Request

2.2.10.1.1.1 TxnDetails

All of the following elements and attributes are mandatory in an HPS session setup
request.

Element Name: TxnDetails

Position: Request.Transaction

Elements of TxnDetails

Element Name Description Values / Limitations
A unique reference Minimum 6, maximum 30
merchantreference \number for each alphanumeric characters. Must be
transaction unique.
The value of the Must be 0.00 for a verify
amount . .
transaction transaction

Attributes for Elements of TxnDetails

Attribute Attribute of

Name Element Values / Limitations

Currency is passed in the 3 character ISO 4217

currency amount Alphabetic format (Default is GBP)
e.g. GBP, USD, EUR

2.2.10.1.1.2 CardTxn

Element Name: CardTxn
Position: Request.Transaction

Elements of CardTxn
Element Name Description Values / Limitations Required

method The transaction type |May only have the values “verify” R

This element is mandatory.
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2.2.10.1.1.3 Card

Element Name: Card
Position: Request.Transaction.CardTxn

This element is as specified in 2.2.1.1.1.

2.2.10.1.1.4 Cv2Avs

Element Name: Cv2Avs
Position: Request.Transaction.CardTxn.Card

This element is as specified in section 2.4.3.1.8 . There are no additional restrictions.

Example XML request for Verify

<Request>
<Authentication>
<password>******</password>
<client>99000001</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>12345601</merchantreference>
<amount currency="GBP">0.00</amount>
</TxnDetails>
<CardTxn>
<method>verify</method>
<Card>
<expirydate>01/14</expirydate>
<pan>4444**xx***+*xx171]1</pan>
</Card>
</CardTxn>
</Transaction>
</Request>

2.2.10.1.2Schema Elements for Response

The response for a verify transaction may contain the same elements as for an auth or
pre transaction. See section 2.2.1.3.

A status element of “1” indicates that the card details were successfully verified. Other
statuses have the same meanings as for auth or pre transactions.
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Example XML response for Verify

<Response>
<CardTxn>
<authcode>100000</authcode>
<card scheme>VISA</card scheme>
<country>United Kingdom</country>
</CardTxn>
<datacash reference>4700903000000011</datacash reference>
<merchantreference>12345601</merchantreference>
<mode>TEST</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>1326294725</time>
</Response>

Back to Contents

2.3 REPEAT CARD PAYMENTS

2.3.1 Payment Tokenization

A technical introduction to this Service is available on the website:

http://www.datacash.com/gettingproducts.php?id=Payment-Tokenization-Pre-
Registered-Card-

2.3.1.1 Schema Elements for Request

In this section the required fields for each transaction type will be presented, along
with example XML for those fields. If a transaction type is specified in the XML, this
is highlighted to indicate that other transaction types can be used in its place.

This document assumes that the Credit and Debit Card Service has already been
integrated and the reader is familiar with it.

The data for the Payment Tokenization Service is passed in these distinct places in
the schema:

2.3.1.1.1 Request

o Authentication - section 2.1.1.2
o Transaction
* CardTxn - the type and datacash reference of the original transaction,
section 2.7.1.1.2
» Secure - to be used if the 3-D Secure check using a 3™ Party MPI is
required, section 2.4.6.1.2
= Card
e Cv2Avs - to be used if the CV2AVS check is required, section 2.4.3.1.8
» TxnDetails - section 2.2.1.1.3
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e ThreeDSecure - to be used if the 3-D Secure check using the DataCash
MPI is required, section 2.4.4.1.1

2.3.1.1.2 CardTxn
The details of the initial Credit and Debit Card transaction, plus the method to be used

for the Payment Tokenization transaction are submitted in the cardTxn element. If the
CV2AVS check is being used, this information is also presented within this element:

Element Name: CardTxn
Position(s) Request.Transaction

Elements of CardTxn

Element

Name Description Values / Limitations

Card To be gsed |f_the CV2AVS Please refer to section 2.7.1.1.5
check is required.

auth

pre

refund

erp

method The transaction type

Initial transaction must have taken
place within the previous 13 months,
and have a status=1

The datacash reference of

card details L. .
- the initial transaction

Attributes for Elements of CardTxn
Attribute Name Attribute of element Value

type card details preregistered

Example XML for CardTxn elements

<CardTxn>

<method>pre</method>

<card details type="preregistered">2185999900000001</card details>
</CardTxn>

Example XML for CardTxn elements

<CardTxn>
<method>auth</method>
<card details type="preregistered">2185999900000008</card details>
<Card>..</Card>

</CardTxn>

2.3.1.2 XML Examples Requests
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Example XML Request for pre

<Request>
<Authentication>
<password>******< /password>
<client>99000001</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>123402</merchantreference>
<amount currency="USD">249.99</amount>
</TxnDetails>
<CardTxn>
<method>pre</method>
<card details type="preregistered">2185999900000001
</card details>
</CardTxn>
</Transaction>
</Request>

If the method is changed, the same XML could also be used for auth, refund and erp
transactions.

It is also possible to use a Payment Token in conjunction with the HCC service - see
section 2.2.9.

For examples with the CV2AVS check, please refer to section 2.4.3.1.8. Examples using
3-D Secure are available in section 2.4.4 (DataCash MPI) and section 2.4.6 (3™ Party
MPI).

2.3.1.3 Schema Elements for Response

The Payment Tokenization Service will return same structure of Response as the Credit
and Debit Card Service. Please refer to section 2.3.1 of this document.
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2.3.1.4 XML Examples Responses

The Payment Tokenization Service will return the same structure of Response as the
Credit and Debit Card Service. Examples of successful, declined and referred
responses are given in section 2.3.1 of this document.

The initial transaction is older than 13 months, does not exist or was
unsuccessful

<Response>
<datacash reference>2185999900005678</datacash reference>
<merchantreference>123402</merchantreference>
<reason>Prereg: Invalid reference</reason>
<status>250</status>
<time>1071567305</time>

</Response>

The account is not currently configured for the Payment Tokenization
Service

<Response>
<datacash reference>21859999000005679</datacash reference>
<information>This vTID is not configured to process

pre-registered card transactions.</information>

<merchantreference>123403</merchantreference>
<reason>Prereg: Merchant Not Subscribed</reason>
<status>251</status>
<time>1074692433</time>

</Response>

2.3.2 Capture Method Recurring Transactions

A technical introduction to this Service is available on the website:
http://www.datacash.com/gettingproducts.php?id=Capture-Method-Recurring-
Transactions

This service is utilised by sending a normal Credit and Debit Card Service Request
with additional information. This section of the documentation assumes the reader is
familiar with it. The Credit and Debit Card Service is described in section 2.2.1

2.3.2.1 Schema Elements for Request

In this section the required fields for each capture method type will be presented,
along with example XML for those fields. If a capture method is specified in the XML,
this is highlighted to indicate that other capture method types can be used in its
place.

The data for the Capture Method Recurring Transactions Service is passed in three
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distinct places in the schema:
2.3.2.1.1 Request

o Authentication - section 2.1.1.2
o Transaction

* CardTxn - the type and authorisation code, see section 2.2.1.1.2
e Card - this contains all the information about the Card, section 2.2.1.1.1
* TxnDetails - contains details of the transaction, see section 2.3.2.1.2

When using this Service, a single extra element is provided within the TxnDetails
parent for transactions.

2.3.2.1.2 TxnDetails

Element Name: TxnDetails
Position(s) Request.Transaction

Elements of TxnDetails
Element Name Description Values / Limitations

merchantreference )
Please refer to section 2.2.1.1.3

amount
ecomm
. . . cn
capturemethod Specifies the environment of transaction P
cont auth
ivr

Please note that refund transaction types (including erp and txn_ refund) cannot be
processed in a cont_auth environment. These should instead be processed using your
normal environment flag.

Example XML Elements

<TxnDetails>
<merchantreference>123401</merchantreference>
<amount currency="GBP">189.00</amount>
<capturemethod>cont auth</capturemethod>
</TxnDetails>

<TxnDetails>
<merchantreference>123402</merchantreference>
<amount currency="GBP">52.82</amount>
<capturemethod>cnp</capturemethod>
</TxnDetails>
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2.3.2.1.2.1 NatWest Merchants

If you are processing transactions through NatWest Streamline, the following additional
information should also be presented:

Attributes of child elements in TxnDetails

Attribute Name Element Name Description Livl:ilgiisoﬁs
Specifies the ecomm

Streamline CA environment |capturemethod environment of

original transaction cnp

Example XML Elements for NatWest merchants

<TxnDetails>
<merchantreference>123403</merchantreference>
<amount currency="GBP">249.99</amount>
<capturemethod>ecomm</capturemethod>
</TxnDetails>

<TxnDetails>
<merchantreference>123403</merchantreference>
<amount currency="USD">249.99</amount>
<capturemethod Streamline CA environment="ecomm">
cont auth</capturemethod>
</TxnDetails>
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XML Example Request
1 Ecomm and CNP Transactions

Example XML Request for an initial ecomm transaction

<Request>
<Authentication>
<password>******< /password>
<client>99000001</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>123404</merchantreference>
<amount currency="GBP">100.00</amount>
<capturemethod>ecomm</capturemethod>
</TxnDetails>
<CardTxn>
<method>pre</method>
<Card>
<expirydate>02/06</expirydate>
<issuenumber>01</issuenumber>
<startdate>0199</startdate>
<pan>444433**Fkxxx*x*k%x] < /pan>
</Card>
</CardTxn>
</Transaction>
</Request>

If the capturemethod above is changed, the same XML could also be used for cnp
transactions.

When a ‘refund of an existing transaction’ (txn refund) is being performed, the DPG
will automatically use the same capturemethod as the existing transaction. However, if
the existing transaction is a cont auth transaction, the capturemethod should be explicitly
set to the normal (i.e. ecomm or cnp)_value.
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Example XML Request for a txn_refund

<Request>
<Authentication>
<password>******</password>
<client>99000001</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>123404</merchantreference>
<amount currency="GBP">100.00</amount>
<capturemethod>ecomm</capturemethod>
</TxnDetails>
<HistoricTxn>
<method>txn refund</method>
<reference>4900200000000001</reference>
</HistoricTxn>
</Transaction>
</Request>
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2.3.2.2.2 Cont_Auth Transactions
2.3.2.2.2.1 Non-NatWest Merchants

To send a cont_auth transaction, non-NatWest merchants can use the same XML

Request as shown in section 2.3.2.2.1, merely by changing the value of the
capturemethod.

2.3.2.2.2.2 NatWest Merchants

Example XML Request for a NatWest recurring transaction

<Request>
<Authentication>
<password>******< /password>
<client>99000001</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>123404</merchantreference>
<amount currency="GBP">100.00</amount>
<capturemethod
Streamline CA environment="cnp">cont auth</capturemethod>
</TxnDetails>
<CardTxn>
<method>pre</method>
<Card>
<expirydate>02/06</expirydate>
<issuenumber>01</issuenumber>
<startdate>0199</startdate>
<pan>444433****xx**x*x*]1</pan>
</Card>
</CardTxn>
</Transaction>
</Request>
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2.3.3 Historic Recurring Transactions

A technical introduction to this Service is available on the website:
http://www.datacash.com/gettingproducts.php?id=Historic-Recurring-Cards

This section of the documentation assumes the reader is familiar with the Credit and
Debit Card Service, which is discussed in section 2.2.1.

2.3.3.1 Schema Elements for Request

In this section the required fields for each transaction type will be presented, along
with example XML for those fields.

For Recurring Account Setups

To authorise the first payment and setup an account for a card, information needs to
be collected and set in the following places within the schema:

2.3.3.1.1 Request

o Authentication - section 2.1.1.2
o Transaction
* TxnDetails - contains details of the transaction, see section 2.3.2.1.2
e CardTxn
o Card - this element contains the details about the card, for setups
only. These details are the same as for one-off payments, which are
covered in section 2.2.1.1.1
e ContAuthTxn - section 2.3.3.1.2

For the Repeat Payments

Once the account has been setup, repeat payments can be taken from it.

e Request
o Authentication - section 2.1.1.2
o Transaction
* TxnDetails — contains details of the transaction, section 2.4.2.1.2
o HistoricTxn - section 2.3.3.1.3

For Cancellations of Payments and Accounts

Cancellations of accounts and payments are performed using the same data as for
normal Bank Card cancellations:

e Request
o Authentication - section 2.1.1.2
o Transaction
" HistoricTxn — section 2.3.3.1.3
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2.3.3.1.2 ContAuthTxn

This element should be presented with setup and repeat payment Requests. It has one
attribute and no children.

Element Name: ContAuthTxn
Position Request.Transaction

Attributes of ContAuthTxn
Attribute of Values /

Attributes Element Description Limitations
Indicates whether the setup
type ContAuthTxn transaction is a setup or a |historic

repeat payment

Example XML ContAuthTxn elements
<ContAuthTxn type="setup"></ContAuthTxn>
<ContAuthTxn type="setup" />

<ContAuthTxn type="historic" />

2.3.3.1.3 HistoricTxn

This element is required for the repeat payments and cancellations of
payments/accounts. It should not be presented with the setup transaction.

Element Name: HistoricTxn
Position Request.Transaction

Elements of HistoricTxn

E:\?ment Description Values / Limitations
ame
pre
method Indicates the transaction type auth
cancel
Two references are returned from the initial setu request - the first
payment reference and the ca_reference.
For Payments: the ca_reference of the Must be a valid
reference |account from which the payment is to be account
taken
For Cancellations: the ca_reference of the Must be a valid
account or payment to be cancelled account or payment
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Example XML HistoricTxn elements

<HistoricTxn>
<method>auth</method>
<reference>4700200040912890</reference>
</HistoricTxn>

<HistoricTxn>
<method>cancel</method>
<reference>4700200040919424</reference>
</HistoricTxn>

2.3.3.2 Example XML Requests

Example XML Request for account setup. The initial transaction will be
processed as ecomm

<Request>
<Authentication>
<client>99000001</client>
<password>mypasswd</password>
</Authentication>
<Transaction>
<ContAuthTxn type="setup"/>
<TxnDetails>
<merchantreference>385036349305556</merchantreference>
<amount currency="GBP">1001.00</amount>
<capturemethod>ecomm</capturemethod>
</TxnDetails>
<CardTxn>
<Card>
<expirydate>01/06</expirydate>
<issuenumber>1</issuenumber>
<startdate>0199</startdate>
<pan>444433** k*xxk*x*k*x] < /pan>
</Card>
<method>auth</method>
</CardTxn>
</Transaction>
</Request>
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Example XML Request for account setup. The initial transaction will be
processed as cnp

<Request>
<Authentication>
<client>99000001</client>
<password>mypasswd</password>
</Authentication>
<Transaction>
<CardTxn>
<Card>
<expirydate>01/06</expirydate>
<pan>444433****xx*xx**]1</pan>

</Card>
<method>pre</method>
</CardTxn>
<ContAuthTxn type="setup"/>
<TxnDetails>

<merchantreference>385036</merchantreference>
<amount currency="AUD">56.52</amount>
<capturemethod>cnp</capturemethod>
</TxnDetails>
</Transaction>
</Request>

Example XML Request for a repeat payment

<Request>
<Transaction>
<ContAuthTxn type="historic"/>
<TxnDetails>
<merchantreference>3851231</merchantreference>
<capturemethod>cont auth</capturemethod>
<amount currency="GBP">18.50</amount>
</TxnDetails>
<HistoricTxn>
<reference>4500200040925092</reference>
<method>auth</method>
</HistoricTxn>
</Transaction>
<Authentication>
<client>99000001</client>
<password>mypasswd</password>
</Authentication>
</Request>
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Example XML Request to cancel a payment or account

<Request>
<Authentication>
<password>mypasswd</password>
<client>99000001</client>
</Authentication>
<Transaction>
<HistoricTxn>
<method>cancel</method>
<reference>4800200040644359</reference>
</HistoricTxn>
</Transaction>
</Request>

2.3.3.3 Schema Elements for Response

In addition to the elements covered in this section, responses for this service will
contain the general response elements outlined in section 2.1.1.3.

The cardTxn element will also be present, as described in section 2.2.1.3.1.

2.3.3.3.1 ContAuthTxn

Element Name: ContAuthTxn
Position Response

Elements of ContAuthTxn
Element Name Description
ca_reference | The reference number of the account

account_status |Provides additional information about the account status

Example ContAuthTxn element

<ContAuthTxn>
<account status>Account setup. CNP transaction
sent successfully</account status>
<ca reference>4500200040151462</ca reference>
</ContAuthTxn>
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2.3.3.4 Example Responses
2.3.3.4.1 Successful Responses

Example XML Response for a successful setup

<Response>
<CardTxn>
<authcode>100001</authcode>
<card scheme>Mastercard</card scheme>
<country>United Kingdom</country>
</CardTxn>
<ContAuthTxn>
<account status>Account setup. ECOMM transaction sent
successfully</account status>
<ca reference>4700200040641889</ca reference>
</ContAuthTxn>
<datacash reference>4700200040641890</datacash reference>
<merchantreference>setupreferencel2345680</merchantreference>
<mode>..</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>..</time>
</Response>

Example XML Response for a successful repeat payment

<Response>
<CardTxn>
<authcode>779099</authcode>
<card scheme>VISA</card scheme>
<country>United Kingdom</country>
</CardTxn>
<ContAuthTxn>
<account status>Using account ref 4500200040925092. CONT AUTH
transaction complete</account status>
</ContAuthTxn>
<datacash reference>4000200040925117</datacash reference>
<merchantreference>385036359953704</merchantreference>
<mode>..</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>..</time>
</Response>
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Example XML Response for a successfully cancelled account

<Response>
<datacash reference>4400200040943162</datacash reference>
<information>Continuous authority account cancelled</information>
<merchantreference>4500200040925092</merchantreference>
<mode>..</mode>
<reason>CANCELLED</reason>
<status>1</status>

</Response>

2.3.3.4.2 Failed or Rejected Responses

Example XML Response for a rejected setup. The initial payment was
declined, so the account could not be set up.

<Response>
<CardTxn>
<authcode>DECLINED</authcode>
<card scheme>VISA Delta</card scheme>
<country>United Kingdom</country>
</CardTxn>
<ContAuthTxn>
<account status>Account not setup. CNP transaction was not
successfully authed</account status>
</ContAuthTxn>
<datacash reference>4500200040641890</datacash reference>
<merchantreference>..</merchantreference>
<mode>..</mode>
<reason>DECLINED</reason>
<status>7</status>
<time>..</time>
</Response>

Example XML Response where a recurring payment Request was declined

<Response>
<CardTxn>
<authcode>NOT AUTHORISED</authcode>
<card scheme>American Express</card scheme>
</CardTxn>
<ContAuthTxn>
<account status>Using account ref 3900200040457927.
CONT AUTH transaction complete</account status>
</ContAuthTxn>
<datacash reference>3800200040465541</datacash reference>
<merchantreference>..</merchantreference>
<mode>LIVE</mode>
<reason>DECLINED</reason>
<status>7</status>
<time>..</time>
</Response>

|
© 2013 DataCash. All rights reserved. Page 120 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL o I | Pl W ad
g8 { AN
888 Qo e

Example XML Response where the account could not be found or has
already been cancelled

<Response>
<datacash reference>4500200040373397</datacash reference>
<information>Failed to find live CA account with

reference=47002000405791371</information>

<merchantreference>historicreferencel2345690</merchantreference>
<reason>Failed to find corresponding CA account</reason>
<status>192</status>
<time>..</time>

</Response>
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2.3.4 Recurring Transaction Enquiry Service (VAU/ABU)

This service is currently available as an addition to Historic Recurring Transactions
through Lloyds for MasterCard and Visa recurring accounts only.

Submitting an RTES request will prompt an update on the cardholder details associated
with the recurring account. Details of the status of the update and any changes made
will be presented in response to a query against the recurring account.

2.3.4.1 Schema Elements for Request

In this section the required fields for each transaction type will be presented, along
with example XML for those fields.
For RTES Requests

To request an RTES update on the recurring account, information needs to be collected
and set in the following places within the schema:

e Request
o Authentication - section 2.1.1.2
o Transaction
* TxnDetails - contains details of the next predicted payment

o HistoricTxn — contains the recurring account reference

Elements of HistoricTxn

FeEs Description Values / Limitations
Name
method The transaction type rtes_request R
The reference of the DataCash Reference of
reference R

transaction to be queried the recurring account

Example XML Request for HistoricTxn complex elements

<HistoricTxn>
<reference>3900900100010001</reference>
<method>rtes request</method>
</HistoricTxn>

Elements of TxnDetails

Element Name Description Values / Limitations
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The date of
. the next
redicted payment date YYYY-MM-DD R
P —pay - expected

payment

The predicted
amount amount of the
next payment

An amount and currency
attribute, as standard

Example XML Request for TxnDetails complex elements

<TxnDetails>
<predicted payment date>2012-01-15</predicted payment date>
<amount currency="GBP">101.00</amount>

</TxnDetails>

2.3.4.1.1 XML Example - RTES Update Request

Example XML Query

<Request>
<Authentication>
<password>*****</password>
<client>99000001</client>
</Authentication>
<Transaction>
<TxnDetails>
<predicted payment date>2012-01-15</predicted payment date>
<amount currency="GBP">101</amount>
</TxnDetails>
<HistoricTxn>
<method>rtes request</method>
<reference>3900900100010001</reference>
</HistoricTxn>
</Transaction>
</Request>

2.3.4.1.2 Schema Elements for RTES Request Response

There are no complex elements in the response - the information element will contain
confirmation that the RTES request was accepted.
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Querying the Recurring Account

Query transactions can be submitted against the DataCash reference of a recurring
account, the results of which will include RTES update information.

e Request
o Authentication - section 2.2.1.1
o Transaction

= HistoricTxn - contains the reference of the recurring account

Elements of HistoricTxn

Element

Name Description Values / Limitations
method The transaction type query R
The reference of the DataCash Reference of
reference R

transaction to be queried the recurring account

Example XML Request for HistoricTxn complex elements

<HistoricTxn>
<reference>3900900100010001</reference>
<method>query</method>

</HistoricTxn>

2.3.4.1.3 XML Example - Recurring Account Query Transaction

Example XML Query

<Request>
<Authentication>
<password>*****</password>
<client>99000001</client>
</Authentication>
<Transaction>
<HistoricTxn>
<method>query</method>
<reference>3900900100010001</reference>
</HistoricTxn>
</Transaction>
</Request>
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2.3.4.1.4 Schema Elements for Recurring Account Query Response

Element Name: QueryTxnResult
Position: Response

The QueryTxnResult complex element contains the retrieved details for the transaction
reference provided in the request. The contents of the following elements all relate to
the original transaction being queried, and not the query transaction itself.

Elements of QueryTxnResult
Element Name Description

Complex element containing details about the recurring account
transaction being queried

ContAuthTxn
datacash_reference DataCash reference
merchant_reference Merchant reference

reason DataCash response message.
status DataCash response code

transaction_date |Date of processing by DPG

Elements of ContAuthTxn

Element Name Description
enquiry date The date of the last enquiry against this account
expirydate The expiry date of the currently associated card, MMYY

The first six and last four digits of the currently associated card

par number (the intervening digits are obscured).

The date of the response from the VAU or ABU service to the
RTES request.

scheme The scheme associated with the account — MasterCard or Visa

response_ date

status Textual indication of the status of the update request / result
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2.3.5 Fire and Forget Recurring Transactions
A technical introduction to this Service is available on the website:
http://www.datacash.com/gettingproducts.php?id=Bank-Card-Fire-Forget-

This section of the documentation assumes the reader is familiar with the Credit and
Debit Card Service, which is discussed in section 2.2.1.

2.3.5.1 Schema Elements for Request

In this section the required fields for each transaction type will be presented, along
with example XML for those fields. As not all fields are mandatory, the following key
will be used:

¢ R - Required
¢ O - Optional

For Recurring Account Setups

The information required to set up an account is passed in several places in the
schema:

All ElavonUS ContAuth Fire and Forget account interactions must be sent using XML
request ‘version 2.

2.3.5.1.1 Request

o Authentication - section 2.1.1.2
o Transaction
* CardTxn - the type and authorisation code, see section 2.2.1.1.2
e Card - this contains all the information about the Card. These details are
the same as for one-off payments, which are covered in section 2.2.1.1.1
* ContAuthTxn - contains all the information about the payments which are
to be taken from the account, section 2.3.3.1.2
e FirstPayment — enables an initial payment to be specified, section
2.3.5.1.4
e LastPayment — enables a final payment to be specified, section 2.3.5.1.5

For Cancellations of Payments and Accounts

Account and Payment Cancellations are performed using the same data as for normal
Bank Card cancellations:

2.3.5.1.2 Request

o Authentication - section 2.1.1.2
o Transaction
* HistoricTxn - - details the transaction method cancel, and the reference
number of the payment/account to cancel, section 2.2.1.1.4
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2.3.5.1.3 ContAuthTxn

This element must be presented when setting up an account.

Position Request.Transaction

Element Name: ContAuthTxn l

Elements of ContAuthTxn
Element Name Description Values / Limitations

pre (not supported for For

accounts that are acquired by
method Indicates the transaction type ElavonUS)

auth

For all acquirers except
ElavonUS: dd/mm/yyyy. Must
be at least one day ahead of

either the current date or the

The date on which the first FirstPayment date

regular payment will be For accounts that are
taken. Subsequent payments . )
will be based from this date. | @cquired by ElavonUs: 1O | /R

Must be at least the day after || 8601 Ext (YYY-MM-DD).
the transaction is sent.

start date

Must be at least one day
ahead of either the current

date or the FirstPayment

date
weekly
period The frequency of payments ;nu%nrchLYy R
annual
amount The value of each regular 7

payment

Used to restrict the number of
regular payments to be
collected. Note: this is not the
total number of payments if
first and/or last payments
have been set.

Must be an integer.

If acquired by ElavonUs,

cannot be more than 99 0
payments (including the first

and final payments).

number of payments

Details of any initial payment to be made. This is in addition

Firstp t i
trstraymen to the regular payments. See section 2.3.5.1.4

Details of any final payment to be made. This is in addition to

LastPayment .
Y the regular payments. See section 2.3.5.1.5
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Attributes of ContAuthTxn

Attributes Attribute of Description _Va_lue§ /
Element Limitations
Currency in the ISO 4217 . .
currency |amount Alphabetic format. E.g. GBP, usp, Will default to GBP if

AUD not specified

Example ContAuthTxn element. Monthly payments will be taken until the
account is cancelled

<ContAuthTxn>
<method>auth</method>
<start date>31/03/2005</start date>
<period>monthly</period>
<amount>25.00</amount>
</ContAuthTxn>

Example ContAuthTxn element with first and last payments

<ContAuthTxn>
<method>auth</method>
<start date>10/02/2003</start date>
<period>weekly</period>
<number of payments>5</number of payments>
<amount>10.00</amount>
<FirstPayment>..</FirstPayment>
<LastPayment>..</LastPayment>
</ContAuthTxn>

2.3.5.1.4 FirstPayment

This optional element enables an initial payment to be taken which varies in both value
and timing from the regular transactions.

If this element is presented for a transaction, both its children must be populated.

Element Name: FirstPayment

Position Request.Transaction.ContAuthTxn

Elements of FirstPayment

Element Description

Values / Limitations
Name
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For all acquirers other than

ElavonUS: dd/mm/yyyy
Must be at least one day ahead of

The date the first payment is to be the current date

dat
are taken For account acquired by ElavonUS:
ISO 8601 Ext (YYY-MM-DD). Can
be today or any date upto 13
months in the future.
The value of the first payment. This
may vary from the regular
amount

payments. Currency attribute may
be specified if required

Example FirstPayment element

<FirstPayment>
<amount>30.00</amount>
<date>29/06/2005</date>

</FirstPayment>

2.3.5.1.5 LastPayment

This optional element enables a final payment to be taken which varies in both value
and timing from the regular transactions. The element may only be presented if the
number of payments element has been specified (section 2.3.5.1.3). If this element is
presented for a transaction, both its children must be populated.

Element Name: LastPayment

Position Request.Transaction.ContAuthTxn

Elements of LastPayment

F A Values / Limitations
Name
For all acquirers other than
ElavonUS: dd/mm/yyyy
date The date the last payment is For accounts acquired by ElavonUS:
to be taken I1SO 8601 Ext (YYY-MM-DD)

Must be at least one day after the last
regular payment
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The value of the last payment.
This may vary from the

amount | regular payments. Currency
attribute may be specified if
required

Example LastPayment element

<LastPayment>
<amount>20.00</amount>
<date>12/01/2016</date>

</LastPayment>
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2.3.5.2 Example XML Requests

Example Request for an initial charge of £7.50, followed by regular weekly
payments of £5 until a cancellation Request is received

<Request>
<Authentication>
<client>99106700</client>
<password>*******x*< /password>
</Authentication>
<Transaction>
<CardTxn>
<Card>
<expirydate>01/06</expirydate>
<pan>444433****xx*xx**]1</pan>
</Card>
</CardTxn>
<ContAuthTxn>
<method>auth</method>
<start date>15/07/2005</start date>
<period>weekly</period>
<amount>5.00</amount>
<FirstPayment>
<amount>7.50</amount>
<date>09/07/2005</date>
</FirstPayment>
</ContAuthTxn>
<TxnDetails>
<merchantreference>383914410763889</merchantreference>
<capturemethod>ecomm</capturemethod>
</TxnDetails>
</Transaction>
</Request>
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Example Request for nine quarterly payments of £69.99

<Request>
<Authentication>
<client>99106700</client>
<password>****x**x< /password>
</Authentication>
<Transaction>
<CardTxn>
<Card>
<expirydate>06/13</expirydate>
<pan>3434***x**x***3< /pan>
</Card>
</CardTxn>
<ContAuthTxn>
<method>auth</method>
<start date>31/07/2005</start date>
<period>quarterly</period>
<amount currency="GBP">69.99</amount>
<number of payments>9</number of payments>
</ContAuthTxn>
<TxnDetails>
<merchantreference>annual0000432432a</merchantreference>
<capturemethod>ecomm</capturemethod>
</TxnDetails>
</Transaction>
</Request>
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Example Request for an initial charge of $30, twelve regular payments of
$10 on the first of each month and a final payment of $20

<Request>
<Authentication>
<client>99000001</client>
<password>mypasswd</password>
</Authentication>
<Transaction>
<CardTxn>
<Card>
<expirydate>01/06</expirydate>
<pan>444433****xx*x**]1</pan>
</Card>
</CardTxn>
<ContAuthTxn>
<method>auth</method>
<start date>01/10/2005</start date>
<period>monthly</period>
<amount currency="USD">10.00</amount>
<number of payments>12</number of payments>
<FirstPayment>
<amount currency="USD">30.00</amount>
<date>01/09/2005</date>
</FirstPayment>
<LastPayment>
<amount currency="USD">20.00</amount>
<date>31/10/2006</date>
</LastPayment>
</ContAuthTxn>
<TxnDetails>
<merchantreference>382684637615741</merchantreference>
<capturemethod>cnp</capturemethod>
</TxnDetails>
</Transaction>
</Request>
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As above, but acquired by ElavonUS (Example Request for an initial charge
of $30, twelve regular payments of $10 on the first of each month and a
final payment of $20)

<Request version=’'2'>
<Authentication>
<client>99000001</client>
<password>mypasswd</password>
</Authentication>
<Transaction>
<CardTxn>
<Card>
<expirydate>01/06</expirydate>
<pan>444433***xx*xx**]1</pan>
</Card>
</CardTxn>
<ContAuthTxn>
<method>auth</method>
<start date>2005-10-01</start date>
<period>monthly</period>
<amount currency="USD">10.00</amount>
<number of payments>12</number of payments>
<FirstPayment>
<amount currency="USD">30.00</amount>
<date>2005-09-01</date>
</FirstPayment>
<LastPayment>
<amount currency="USD">20.00</amount>
<date>2006-10-31</date>
</LastPayment>
</ContAuthTxn>
<TxnDetails>
<merchantreference>382684637615741</merchantreference>
<capturemethod>cnp</capturemethod>
</TxnDetails>
</Transaction>
</Request>

2.3.5.3 Schema Elements for Response

In addition to the elements covered in this section, responses for this service will
contain the general response elements outlined in section 2.1.1.3.

Accounts that will acquire by ElavonUS will have a card verify transaction processed
against the card at the time of the setup. If that fails, the Contauth account will not be
setup and further information will be returned in the response.

2.3.5.3.1 ContAuthTxn

Element Name: ContAuthTxn

Position Response
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Elements of ContAuthTxn

Element Name Description

account_status |Returns information about the status of the account

Example XML element ContAuthTxn

<ContAuthTxn>
<account status>Account setup. First transaction due to be
batched on 30/06/2005</account status>
</ContAuthTxn>

2.3.5.4 Example XML Responses

Example XML Response for an account which has been successfully set up

<Response>

<ContAuthTxn>
<account status>Account setup. First transaction due to be
batched on 09/10/2006</account status>

</ContAuthTxn>
<datacash reference>4200200040373186</datacash reference>
<information>Continuous Authority account set up</information>
<merchantreference>382684637615741</merchantreference>
<mode>..</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>..</time>

</Response>

Example XML Response for a card type which is not supported by the
service

<Response>
<datacash reference>4200200040609090</datacash reference>
<information>Continuous authority is not supported on

this card</information>

<merchantreference>383914408564815</merchantreference>
<mode>..</mode>
<reason>CA Not Supported</reason>
<status>92</status>
<time>..</time>

</Response>
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Example XML Response for an invalid start date

<Response>
<datacash reference>4600200040609088</datacash reference>
<information>The date of the first payment must be from

tomorrow onwards</information>

<merchantreference>12345612</merchantreference>
<mode>...</mode>
<reason>Invalid Date</reason>
<status>94</status>
<time>..</time>

</Response>

Example XML Response for a ElavonUS rejected account setup

<Response version='2"'>
<CardTxn>
<card scheme>VISA</card scheme>
<country>United Kingdom</country>
</CardTxn>
<ContAuthTxn>
<account status>Account was not setup. The initial payment was
not successful.</account status>
</ContAuthTxn>
<acquirer>ElavonUS</acquirer>
<datacash reference>4800903000000001</datacash reference>
<information>SERV NOT ALLOWED</information>
<merchantreference>1234560</merchantreference>
<mid>12345678912345</mid>
<mode>TEST</mode>
<reason>DECLINED</reason>
<status>7</status>
<time> </time>
</Response>

2.3.55 Notifications

Whenever a payment is taken from an account, an email will be generated containing
the results of the payment(s). The email will contain up to five attachments. Each
attachment will take the form of a CSV file and be named one of:

¢ declined.csv - for declined payments

e error.csv - payments which generated an error message

e expiring.csv — payments on cards which will expire before the next payment date
o referred.csv - for referred payments

e authorized.csv - for successful payments

These notifications can also be downloaded from Reporting.
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Format for CSV files

Name Description
1 /Account The DataCash reference of the account from which the payment
Reference was requested.
5 Merchant Your reference for the account. As supplied when you setup the
Reference account.
3 DataCash The DataCash reference of the payment that failed. This is not
Reference supplied for referred.csv

Example CSV file

Account Reference,Merchant Reference,DataCash Reference
37707655,acc000045452,4300200040945208
37699077,SMITH0001245432,4100200040945209

37699081, Green458934,4900200040945210

37701359, qwertyl12345,4700200040945211

37709097, rtuierd49rsw,4500200040945212
37709891,egr3t434,4300200040945213

Back to Contents
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2.4 FRAUD PREVENTION
2.4.1 AVSCV2

A technical introduction to this Service is available on the website:
http://www.datacash.com/gettingproducts.php?id=Address-and-Security-Code-
Verification

This section covers the elements to be populated with the cv2 and address details. It
also covers the sending of standard and extended policy information within the
transaction.

This service is utilised by sending a normal Credit and Debit Card Service Request with
additional information. This section of documentation assumes the Credit and Debit
Card Service has already been integrated and the reader is familiar with it. The Credit
and Debit Card Service is described in section 2.2.1.

It may also be used in conjunction with the Pre-Registered Card Service, which is
described in section 2.3.1.

2.4.1.1 Schema Elements for Request

In this section the fields that can be submitted when using the AVSCV2 service will be
presented, along with example XML for those fields.

Each field will be labelled with the following key:

O - Optional

R - Required, field must be presented

C - Checked, the optional field will be checked if presented

M - Mandatory if available, if the information is available, it should be presented

The following additional schema elements can be presented when performing an
AVSCV2 check:

24.1.1.1 Request

o Transaction
= CardTxn
e Card
o Cv2Avs - see section 2.4.1.1.2
» ExtendedPolicy - see section 2.4.1.1.3
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2.4.1.1.2 Cv2Avs

This parent element should be populated with the information that you require to be
checked. When using the either Standard or Extended Policy, this information is also
passed here - only one of these elements should be presented. If you wish to use the
default policy, neither element should be presented.

Please remember that if you are only presenting a particular subset of the AVSCV2
data to be checked, you must choose a policy that does not require the all fields to be
checked - this would otherwise result in all transactions being rejected.

None of the child elements of Cv2Avs are mandatory. If the cv2 element is presented,
the length of its contents will be checked to ensure the number is the correct length for
the card type. American Express cards have four digits and all other card types have
three. An empty cv2 number will cause the rejection of the transaction.

Element Name: Cv2Avs
Position Request.Transaction.CardTxn.Card.Cv2Avs

Elements of Cv2Avs

Element Name Description Values / Limitations Required
street_addressl Though only the numeric data can
street addressz The statement _ be ch_ecked_, the f_uII details can be

— address (excluding |submitted if required. Any non- C
street_address3 postcode) of the numeric data will be stripped out
. ¢ add A customer. and the numeric data will be
street_acdress concatenated prior to checking.
city The statement city |Must be alphanumeric. C
state province The statement Must be alphanumeric. C
state/province

country The statement Use the numeric country codes C
country
The statement A maximum of 9 alphanumeric

postcode C
postcode characters.

cu2 The cv2 number Must be 4 digits for Amex, or 3 C
from the card digits for all other card types.

. The Standard Policy 1,2,3,5,6,7. Please refer to the
policy required for the
website for definitions

transaction. o

ExtendedPolicy |FOr use with Extended Policy only. See section
2.4.1.1.3
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! Either of the policy or ExtendedPolicy elements can be presented. To use the default
policy configured on the account, neither element should be presented. If a transaction
contains both standard and extended policy information, it will be rejected.

Example Cv2Avs elements for default, standard and extended policy
transactions respectively. In each example, the numeric data for the address
and postcode is identical and so would return the same result from the bank.

<Cv2Avs>
<street addressl>l High Street</street addressl>
<street address2>This Town</street address2>
<street address3>Somewhere</street address3>
<street address4>United Kingdom</street address4>
<postcode>S01 2CD</postcode>
<cv2>123</cv2>

</Cv2Avs>

<Cv2Avs>
<street addressl>1 High Street</street addressl>
<city>This Town</city>
<state province>Somewhere</state province>
<country>826</country>
<postcode>S01 2CD</postcode>
<cv2>123</cv2>

</Cv2Avs>

<Cv2Avs>
<street addressl>1 High Street,

This Town, Somewhere,

United Kingdom</street addressl>
<postcode>S01 2CD</postcode>
<cv2>123</cv2>
<policy>3</policy>

</Cv2Avs>

<Cv2Avs>
<street addressl>1</street addressl>
<postcode>012</postcode>
<cv2>123</cv2>
<ExtendedPolicy>..</ExtendedPolicy>
</Cv2Avs>
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2.4.1.1.3 ExtendedPolicy

When using the extended policy, each element and attribute must be presented.

Element Name: ExtendedPolicy
Position Request.Transaction.CardTxn.Card.Cv2Avs.ExtendedPolicy

Elements of ExtendedPolicy

Element Name Description Values / Limitations Required
cv2 policy R
postcode policy |Each of these elements has five attributes - see below. R
address_policy R

Attributes for the child elements of ExtendedPolicy

A Element Name Description LT Required
Name Limitations
notprovided R
. Specifies whether to accept
notchecked |postcode_policy or reject each of the five . R
1 N acce
cvz_policy - possible bank responses for | __ .egt
matched address policy |the three individual ) R
notmatched elements R
partialmatch R
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Example Extended policy element

<ExtendedPolicy>
<cv2 policy notprovided="reject"
notchecked="accept"
matched="accept"
notmatched="reject"
partialmatch="reject"/>
<postcode policy notprovided="reject"
notchecked="accept"
matched="accept"
notmatched="reject"
partialmatch="accept"/>
<address policy notprovided="reject"
notchecked="accept"
matched="accept"
notmatched="reject"
partialmatch="accept"/>
</ExtendedPolicy>

24.1.2 XML Example Requests
2.4.1.2.1 Default Policy

Example Default Policy Request

<Request>
<Authentication>
<client>99000000</client>
<password>******< /password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>123456</merchantreference>
<amount currency="EUR">10.00</amount>
</TxnDetails>
<CardTxn>
<Card>
<pan>4444**x***+*xx171]1</pan>
<expirydate>03/04</expirydate>
<Cv2Avs>
<street addressl>Flat 7</street addressl>
<street address2>89 Jumble
Street</street address2>
<street address3>Mytown</street address3>
<postcode>AVI12FR</postcode>
<cv2>123</cv2>
</Cv2Avs>
</Card>
<method>auth</method>
</CardTxn>
</Transaction>
</Request>
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Example Default Policy with Payment Tokenization Cards

<Request>
<Authentication>
<client>99000000</client>
<password>******< /password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>123456</merchantreference>
<amount currency="EUR">10.00</amount>
</TxnDetails>
<CardTxn>
<card details type="preregistered">
2185999900000001</card details>
<Card>
<Cv2Avs>
<street addressl>Flat 7</street addressl>
<street address2>89 Jumble
Street</street address2>
<street address3>Mytown</street address3>
<postcode>AV12FR</postcode>
<cv2>123</cv2>
</Cv2Avs>
</Card>
<method>auth</method>
</CardTxn>
</Transaction>
</Request>

See also section 2.2.8.2.3 for examples using HCC and default policy
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2.4.1.2.2 Extended Policy

Example Extended Policy Request

<Request>
<Authentication>
<client>99000000</client>
<password>****x**< /password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>123456</merchantreference>
<amount currency="EUR">10.00</amount>
</TxnDetails>
<CardTxn>
<Card>
<pan>4444**xx***+*xx171]1</pan>
<expirydate>03/04</expirydate>
<Cv2Avs>
<street addressl>Flat 7</street addressl>
<street address2>89 Jumble
Street</street address2>
<street address3>Mytown</street address3>
<postcode>AV12FR</postcode>
<cv2>123</cv2>
<ExtendedPolicy>
<cv2 policy notprovided="reject"
notchecked="accept"
matched="accept"
notmatched="reject"
partialmatch="reject"/>
<postcode policy notprovided="reject"
notchecked="accept"
matched="accept"
notmatched="reject"
partialmatch="accept"/>
<address policy notprovided="reject"
notchecked="accept"
matched="accept"
notmatched="reject"
partialmatch="accept"/>
</ExtendedPolicy>
</Cv2Avs>
</Card>
<method>auth</method>
</CardTxn>
</Transaction>
</Request>
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Example Extended Policy Request when using a Payment Token in place of
the Card details

<Request>
<Authentication>
<client>99000000</client>
<password>*******x</password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>123456</merchantreference>
<amount currency="EUR">10.00</amount>
</TxnDetails>
<CardTxn>
<card details type="preregistered">
4800200052555666</card details>
<Card>
<Cv2Avs>
<street addressl>Flat 7</street addressl>
<street address2>89 Jumble
Street</street address2>
<street address3>Mytown</street address3>
<postcode>AVI12FR</postcode>
<cv2>123</cv2>
<ExtendedPolicy>
<cv2 policy notprovided="reject"
notchecked="accept"
matched="accept"
notmatched="reject"
partialmatch="reject"/>
<postcode policy notprovided="reject"
notchecked="accept"
matched="accept"
notmatched="reject"
partialmatch="accept"/>
<address policy notprovided="reject"
notchecked="accept"
matched="accept"
notmatched="reject"
partialmatch="accept"/>
</ExtendedPolicy>
</Cv2Avs>
</Card>
<method>auth</method>
</CardTxn>
</Transaction>
</Request>

See also section 2.2.8.2.3 for examples using HCC and extended policy
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24.1.3 Schema Elements for Response

AVSCV?2 results are returned in the cv2avs element for successfully authorised or
referred transactions. If a transaction is DECLINED, the AVSCV2 results will not be
available either in the XML response or on the Reporting pages.

2.4.1.3.1 Cv2Avs

Element Name: Cv2Avs
Position Response.CardTxn

Most child elements and attributes of Cv2Avs are dependent upon whether the
default/standard or extended policy checks where used.

Attributes of child elements in Cv2Avs

Attribute _— Values /
Name Element Name Description Limitations

The result of the )
reversal request for 0 - failed
transactions failing to | - gyccessful
meet the chosen policy

reversal cv2avs_status

2.4.1.3.1.1Standard and Default Policies

Elements of Cv2Avs

Element Name Description Values / Limitations

NO DATA MATCHES

- transaction SECURITY CODE MATCH ONLY
ALL MATCH
DATA NOT CHECKED

Policy The policy the transaction was checked against.
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Example Response elements for a transaction checked using either the
default or standard policy

<Cv2Avs>
<cvZavs_status reversal="1">SECURITY CODE MATCH
ONLY</cv2avs_ status>
<policy>3</policy>
</Cv2Avs>

<Cv2Avs>
<cv2avs_status reversal="0">ADDRESS MATCH ONLY</cv2avs_ status>
<policy>2</policy>

</Cv2Avs>

<Cv2Avs>
<cv2avs_status>ALL MATCH</cv2avs_status>

<policy>6</policy>
</Cv2Avs>

2.4.1.3.1.2 For Extended Polices

Elements of Cv2Avs

Element Name Description Values / Limitations
cv2avs status The overall result of the |ACCEPTED
- transaction REJECTED
address result OneOf:,d q
- notprovide
, ) The result of the check | i hecked
cv2_result for that particular matched
element notmatched
postcode result partialmatch

address_policy The policy the transaction was checked

cv2_policy against. These have the same format as in the

postcode policy Request - see section 2.4.1.1.2.

Attributes of child elements within Cv2Avs

Attribute Element Name

Description Values / Limitations
Name

Th ical not provided
address result € numerica not checked
- result returned

numeric |cv2 result by the bank f 2 — matched
postcode result y the bank for 4 - not matched

each element. .
8 — partial match

|
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Example Response Elements for extended policy transactions

<Cv2Avs>
<address policy notprovided="reject"
notchecked="accept"
matched="accept"
notmatched="reject"
partialmatch="accept"/>
<address result numeric='0'>notprovided</address result>
<cv2 policy notprovided="reject"
notchecked="accept"
matched="accept"
notmatched="reject"
partialmatch="reject"/>
<cv2 result numeric='2'>matched</cv2 result>
<cv2avs_status reversal='l'>REJECTED</cv2avs_status>
<postcode policy notprovided="reject"
notchecked="accept"
matched="accept"
notmatched="reject"
partialmatch="accept"/>
<postcode result numeric='4'>notmatched</postcode result>
</Cv2Avs>

<Cv2Avs>
<address_policy notprovided="reject"
notchecked="accept"
matched="accept"”
notmatched="reject"
partialmatch="accept"/>
<address_result numeric='2'>matched</address result>
<cv2 policy notprovided="reject"
notchecked="accept"
matched="accept"
notmatched="reject"
partialmatch="reject"/>
<cv2 _result numeric='l'>not checked</cv2 result>
<cv2avs_ status>ACCEPTED</cv2avs status>
<postcode policy notprovided="reject"
notchecked="accept"
matched="accept"
notmatched="reject"
partialmatch="accept"/>
<postcode result numeric='2'>matched</postcode result>
</Cv2Avs>
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24.1.4 XML Example Responses
2.4.1.4.1 Successful AVSCV2 Responses

An example response for transactions successfully passing the standard or
default policy AVSCV2 check

<Response>
<CardTxn>
<authcode>3956</authcode>
<card scheme>VISA</card scheme>
<Cv2Avs>
<cv2avs_status>SECURITY CODE MATCH ONLY</cv2avs status>
<policy>2</policy>
</Cv2Avs>
</CardTxn>
<datacash reference>4000000098765888</datacash reference>
<merchantref>..</merchantref>
<mode>..</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>..2</time>
</Response>

An example response for transactions successfully passing the extended
policy AVSCV2 check

<Response>
<CardTxn>
<authcode>4382</authcode>
<card scheme>VISA</card scheme>
<Cv2Avs>
<address policy notprovided="reject"
notchecked="accept" matched="accept"
notmatched="reject" partialmatch="accept"/>
<address_result numeric='2'>matched</address result>
<cvZ2 policy notprovided="reject"
notchecked="accept" matched="accept"
notmatched="reject" partialmatch="reject"/>
<cv2 _result numeric='l'>not checked</cv2 result>
<cv2avs_status>ACCEPTED</cv2avs_ status>
<postcode policy notprovided="reject"
notchecked="accept" matched="accept"
notmatched="reject" partialmatch="accept"/>
<postcode result numeric='2'>matched</postcode result>
</Cv2Avs>
</CardTxn>
<datacash reference>4000000098765433</datacash reference>
<merchantref>..</merchantref>
<mode>..</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>..</time>
</Response>
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2.4.1.4.2 AVSCV?2 Declined Responses

An example response for transactions failing to match the standard or
default policy chosen

<Response>
<CardTxn>
<authcode>3956</authcode>
<card scheme>VISA</card scheme>
<Cv2Avs>
<cv2avs_status reversal="1">ADDRESS MATCH ONLY
</cv2avs_status>
<policy>3</policy>
</Cv2Avs>
</CardTxn>
<datacash reference>4000000098765889</datacash reference>
<merchantref>123998</merchantref>
<mode>LIVE</mode>
<reason>CV2AVS DECLINED</reason>
<status>7</status>
<time>1234567812</time>
</Response>

An example response for transactions failing to match the extended policy
chosen

<Response>
<CardTxn>
<authcode>2893</authcode>
<card scheme>VISA</card scheme>
<country>United Kingdom</country>
<Cv2Avs>
<address policy notprovided="reject" notchecked="accept"
matched="accept" notmatched="reject" partialmatch="accept"/>
<address_result numeric="1">notchecked</address result>
<cv2 policy notprovided="reject" notchecked="accept"
matched="accept" notmatched="reject" partialmatch="reject"/>
<cv2 result numeric="2">matched</cv2 result>
<cv2avs_status reversal="1">REJECTED</cv2avs status>
<postcode policy notprovided="reject"
notchecked="accept" matched="accept" notmatched="reject"
partialmatch="accept"/>
<postcode result numeric="4">notmatched</postcode result>
</Cv2Avs>
</CardTxn>
<datacash reference>4000000098765432</datacash reference>
<merchantref>123456</merchantref>
<mode>LIVE</mode>
<reason>CV2AVS DECLINED</reason>
<status>7</status>
<time>1234567890</time>
</Response>
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2.4.1.4.3 Referred Transactions

If a transaction is referred by the bank, AVSCV2 information will still be available. If
the transaction failed AVSCV2 checking, then any attempt to submit an

authorize referral request Or fulfill transaction with a new authorisation code
will be declined.

An example response for referred transactions successfully passing the
standard or default policy AVSCV2 check

<Response>
<CardTxn>
<authcode>CALL AUTH CENTRE</authcode>
<card scheme>VISA</card scheme>
<Cv2Avs>
<cvZavs_ status>SECURITY CODE MATCH ONLY</cv2avs_status>
<policy>2</policy>
</Cv2Avs>
</CardTxn>
<datacash reference>4000000098765888</datacash reference>
<merchantref>.</merchantref>
<mode>..</mode>
<reason>REFERRED</reason>
<status>7</status>
<time>..2</time>

</Response>

Example XML Response for a successful authorize_referral_request

<Response>
<CardTxn>
<Cv2Avs>
<cv2avs_status>SECURITY CODE MATCH ONLY</cv2avs_ status>
<policy>2</policy>
</Cv2Avs>
</CardTxn>
<datacash reference>3900200000000001</datacash reference>
<merchantreference>..</merchantreference>
<mode>..</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>1071567356</time>

</Response>

An example response for referred transactions failing to match the standard
or default policy chosen

<Response>
<CardTxn>
<authcode>CALL AUTH CENTRE</authcode>
<card scheme>VISA</card scheme>

<Cv2Avs>
- |
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<CV2aVS_Status>ADDRESS MATCH ONLY
</cv2avs_status>
<policy>3</policy>
</Cv2Avs>

</CardTxn>
<datacash reference>4000000098765889</datacash reference>
<merchantref>.</merchantref>
<mode>..</mode>
<reason>REFERRED</reason>
<status>7</status>
<time>1234567812</time>

</Response>

Example XML Response for a declined authorize_referral_request

<Response>
<CardTxn>
<Cv2Avs>
<cv2avs_status>ADDRESS MATCH ONLY
</cv2avs status>
<policy>3</policy>
</Cv2Avs>
</CardTxn>
<datacash reference>4000000098765889</datacash reference>
<merchantreference>.</merchantreference>
<mode>..</mode>
<reason>CV2AVS DECLINED</reason>
<status>7</status>
<time>1071567356</time>

</Response>

2.4.1.4.4 Declined Transactions

If a transaction is declined by the bank, no AVSCV2 information will be available. The
transaction rResponse will therefore be the same as a declined transaction with no
AVSCV2 checking. Please refer to section 2.2.1.4 for examples.
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2.4.2 URU®

A technical introduction to this Service is available on the website:
http://www.datacash.com/gettingproducts.php?id=Age-Identity-Verification-Overview

This Service allows an individual’s identity and personal information to be authenticated
against a number of databases, and the results of previous authentications to be
retrieved.

Some data elements used in this service use the Universal Unique ID format (UUID).
This format is XXXXXXXX=XXXX=XXXX=-XXXX-XXXXXXXXXXXX and unless otherwise
indicated is hexadecimal.

2.4.2.1 Schema Elements for Request

In this section the required fields for URU® requests will be presented, along with
example XML for those fields.

As the two transaction types do not use the same fields, each field will be labelled with
the following key:

e O - Optional

¢ R - Required

e X — Excluded, presenting this field for the transaction type will cause the
transaction to fail.

It should be noted that these indicate the status of the field within the DPG only. If you
are integrating this service, we strongly advise that you discuss with URU® the fields
that must be used in order to gain optimum results from the service.

Authentications

The information required to process an identity authentication - authenticate -is
passed in several distinct places in the schema:

2.4.2.1.1 Request

o Authentication - section 2.1.1.2
o Transaction
* TxnDetails - contains the merchantreference, section 2.4.2.1.2
* URUTxn - contains the data relating to the individual being authenticated,
along with the method authenticate, section 2.4.2.1.3
e Basic — basic details about the customer, section 2.4.2.1.4
e UKData — customer details for UK customers, section 2.4.2.1.5
e Addressl, Address2, Address3 & Address4 — details for up to four
addresses, section 2.4.2.1.6
e Passport - details for UK passports, section 2.4.2.1.7
e Electric — details of the electricity bill, section 2.4.2.1.8
e Telephone — details about the telephone number, section 2.4.2.1.9
e Driver - details of the driving licence, section 2.4.2.1.11
e Birth - details about the place of birth of the customer and mother’s
maiden name, section 2.4.2.1.11
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e USData - customer details for US customers. Includes social security
number, driving licence and telephone number. Section 2.4.2.1.12

e USAddressl, USAddress?2, USAddress3 & USAddress4 — details for up
to four addresses, section 2.4.2.1.13

e Employment — employment history, section 2.4.2.1.14

e CreditDebitCard - credit and debit card details, section 2.4.2.1.15

e InternationalPassport — details of the machine-readable
international passport, section 2.4.2.1.17

e Authenticate — details of the URU account to be used for the
transaction, section 2.4.2.1.18

Log Requests

The log of a previous authentication may be retrieved using this method,
get log by authentication_ id
e Request
e Authentication - section 2.1.1.2
e Transaction
e TxnDetails - contains the merchantreference, section 2.4.2.1.2.
e URUTxn - contains the query reference for the authentication being
retrieved, along with the method get log by authentication id, section
2.4.2.1.3

2.4.2.1.2 TxnDetails

Element Name: TxnDetails
Position(s) Request.Transaction

Elements of TxnDetails

Element Name Description _Va_lue_s / Authenticate Log
Limitations Request
A unique Between six and
merchantreference reference number thirty alphanumeric R R
for each characters
transaction
Example XML for TxnDetails elements
<TxnDetails>
<merchantreference>123402ABCDEl12</merchantreference>
</TxnDetails>
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2.4.2.1.3

URUTXnN

3 DATA

This is the base element for submission of URU specific information. As well as holding
information about an individual for authentication, it contains the transaction type and,
in the case of log requests, the original authentication ID.

In the case of authentication transactions, only the method element is mandatory.
However, at least one of the other user data sub-elements must be present.

Element Name:
Position(s)

URUTxn

Request.Transaction

Element Name

method

Basic

Employment

CreditDebitCard

InternationalPassport

guid

UKData

USData

Authenticate

Elements of URUTxn

Description

Identifies the
transaction type as
an authentication,
or a log request

Basic information
about an

individual’s name
and date of birth

Information about
an individual’s
employment

Information about
an individual’s
Payment Card

Information about
an individual’s
international
machine-readable
passport

The query reference

of the original
transaction

Information for UK
residents

Information for US
Residents

Information about
the URU account

which is to be used
for the transaction

Values / Limitations

authenticate
get log by authentication

_id

See section 2.4.2.1.4

See section 2.4.2.1.14

See section 2.4.2.1.15

See section 2.4.2.1.17

UUID

See section 2.4.2.1.5

See section 2.4.2.1.12

See section 2.4.2.1.18

Authenti Log
cate Request

R R
0] X
0] X
0] X
0] X
X R
0] X
0] X
0] X
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Example XML Element URUTxn for an authentication

<URUTxn>
<method>authenticate</method>
<Basic>...</Basic>
<UKData>...</UKData>
<Employment>...</Employment>
<CreditDebitCard>...</CreditDebitCard>
<InternationalPassport>...</InternationalPassport>
</URUTxn>

Example XML Element URUTxn for a log request

<URUTxn>
<method>get log by authentication id</method>
<guid>01234567-89ab-dcef-0123-456789%abcdef</guid>
</URUTxn>

2.4.2.1.4 Basic

This element holds information about an individual’s name and date of birth. Unless
otherwise specified, all string fields accept up to 256 characters. All sub-fields are
optional.

Element Name: Basic
Position(s) Request.Transaction.URUTxn

Elements of Basic

Element Name Description Li‘r,:ill;?:iso{ls
The day of the month of the .
dob d -
ob_cay individual’s birthday int 1-31
The month of the year of the .
dob th -
ob_mon individual’s birthday int 1-12
dob_year The year of the individual’s birth int 0-9999
forename The individual’'s forename string
Male
gender The individual’s gender [Fjel]zale
nKknown
Unspecified
middle_initial |The individual’s middle initial(s) string
|
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surname The individual’s surname string
fitle The title of the individual (e.g. Mr, string
Miss)

Example XML Element Basic

<Basic>
<dob day>14</dob day>
<dob_month>12</dob month>
<dob_year>1972</dob year>
<forename>Joe</forename>
<gender>Male</gender>
<middle initial>F</middle initial>
<surname>Bloggs</surname>
<title>Mr</title>

</Basic>

2.4.2.1.5 UKData

This contains a number of complex elements — Address1 through to Address4,
Electric, Telephone, Passport, Driver and Birth. All elements are complex (i.e.
contain sub elements) and optional.

Element Name: UKData
Position(s) Request.Transaction.URUTxn

Elements of UKData

Element

Name Description Values / Limitations

Addressl

Address?2 .
See section 2.4.2.1.6
Address3

Addressi4

Passport |See section 2.4.2.1.7
Electric |See section 2.4.2.1.8
Telephone |See section 2.4.2.1.9
Driver See section 2.4.2.1.11
Birth See section 2.4.2.1.11
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Example XML Element UKData

<UKData>
<Addressl>...</Addressl>
<Address2>...</Address2>
<Passport>...</Passport>
<Electric>...</Electric>
<Telephone exdirectory="no">

</Telephone>

<Driver>...</Driver>
</UKData>

Example XML Element UKData

<UKData>
<Passport>...</Passport>
<Telephone exdirectory="yes">...</Telephone>
<Driver>...</Driver>

</UKData>

2.4.2.1.6 Address#n

Up to four addresses may be specified for addresses in the UK, labelled address1,
Address2, Address3 and Address4. Each takes the same format. Unless otherwise
specified, all string fields accept up to 256 characters. All sub-fields are optional.

Element Name: Address#n
Position(s) Request.Transaction.URUTxn.UKData

Elements of Address#n

Element Name Description Values / Limitations

postcode The postcode of the address string

The building name of the

buildi i
uilding name address string
building no The building number of the string
- address
The sub-building
sub_building name/number of the string
address
organisation The organisation name of strin
the address 9
The street name of the .
Street string

address
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The sub-street name of the

b st t i

sub_stree address string
The town name of the .

town string
address

district The district name of the string
address

first year of residence The first year the individual int 0-9999

— - = was at this address
last year of residence The last year the individual int 0-9999

was at this address

Example XML Element Address1

<Addressl>
<postcode>ABl 2CD</postcode>
<building name>Duncodin</building name>
<building no>1</building no>
<sub_building>3F2</sub_building>
<organisation>Company Ltd</organisation>
<street>Main Street</street>
<sub_street>East End</sub_ street>
<town>Littleton</town>
<district>Central</district>
<first year of residence>2003</first year of residence>
<last year of residence>2004</last year of residence>
</Addressl>

Example XML Element Address2

<Address2>
<postcode>AB1l 2CD</postcode>
<building no>8</building no>
<street>High Street</street>
<town>My Town</town>
</Address2>

2.4.2.1.7 Passport

This block holds information about an individual’s UK passport. International passports
should use the InternationalPassport element, section 2.4.2.1.17. The passport
number is split into six parts, and submitted as numberl to numberé6. All sub-fields are
optional.

Element Name: Passport
Position(s) Request.Transaction.URUTxn
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Elements of Passport

Element Name Description Values / Limitations
The first 10 digits of the passport
numberl number (9 digit number plus string, 10 characters
checksum)

The next 3 digits of the passport

ber?2 i
nramber number (Issuing State code) string, 3 characters
The next 7 digits of the passport
number3 number, (date of birth plus string, 7 characters
checksum)
numberd The next 1 character of the string, 1 character

passport number (gender)

The next 7 characters of the
numbers5 passport humber (passport expiry |string, 7 characters
date plus checksum)

The final 2 digits of the passport

bero6 i
number number (checksum digits) string, 2 characters
expiry day The day of the month of the int, 1-31
passport expiry
expiry month The month of the year of the int, 1-12

passport expiry

expiry year The year of the passport expiry int, 0-9999

Example XML Passport elements

<Passport>
<numberl1>1234567890</numberl>
<number2>GBR</number2>
<number3>6201014</number3>
<number4>M</number4>
<number5>1231237</number5>
<number6>12</number6>
<expiry day>12</expiry day>
<expiry month>5</expiry month>
<expiry year>2010</expiry year>

</Passport>

<Passport>
<number3>7506083</number3>
<number4>F</number4>
<number6>12</number 6>
<expiry day>23</expiry day>
<expiry month>9</expiry month>
<expiry year>2008</expiry year>

</Passport>
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2.4.2.1.8 Electric

This block holds information about an individual’s electricity bill. The bill number is
split into four parts and submitted as numberl to number4. Unless otherwise specified,
strings accept a maximum of 256 characters. All sub-fields are optional.

Element Name: Electric
Position(s) Request.Transaction.URUTxn

Elements of Electric

E:‘ement Description Values / Limitations
ame

numberl The first 2 digits of the bill number string, 2 characters
number?2 The next 4 digits of the bill number |string, 4 characters
number3 The next 4 digits of the bill number |string, 4 characters
number4 The final 3 digits of the bill number |string, 3 character

The mail sort code of the bill

mail sort
- address

string

postcode The postcode the bill is sent to string

Example XML Electric elements

<Electric>
<numberl>12</numberl>
<number2>1234</number2>
<number3>1234</number3>
<number4>123</numberd4>
<mail sort>AB123</mail sort>
<postcode>AB12 3CD</postcode>

</Electric>

<Electric>
<numberl>56</numberl>
<number2>8318</number?2>
<number3>1234</number3>

</Electric>

2.4.2.1.9
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2.4.2.1.10 Telephone

This block holds information about an individual’s telephone number. An optional
attribute will be accepted that indicates whether or not the number is ex-directory.
Unless otherwise specified, strings accept a maximum of 256 characters. All sub-fields
are optional.

Element Name: Telephone
Position(s) Request.Transaction.URUTxn

Attributes of Telephone

Attribute Name Description Values / Limitations

Whether or not the telephone is ex- yes

exdirectory directory no

Elements of Telephone

Element Name Description Values / Limitations

The telephone number, including STD | String. May be specified with
code or without space between STD

code and number

number

The month the telephone number

active month )
- became active

int, 1-12
The year the telephone number

active year .
Y became active

int, 0-9999

Example XML Telephone elements

<Telephone ex-directory="yes">
<number>0123 4567890</number>
<active month>12</active month>
<active year>2000</active year>
</Telephone>

<Telephone ex-directory="no">
<number>0123 4567892</number>
</Telephone>
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2.4.2.1.11 Driver

This block holds information about an individual’s driving licence. The licence number
is split into four parts and submitted as numberil to number4. Unless otherwise
specified, strings accept a maximum of 256 characters. All sub-fields are optional.

Element Name: Driver
Position(s) Request.Transaction.URUTxn

Elements of Driver

E:‘ement Description Values / Limitations
ame
The first 5 digits of the licence _
numberl number string, 5 characters
The next 6 digits of the licence )
number?2 number string, 6 characters
The next 3 digits of the licence _
number3 number string, 3 characters
The last 2 digits of the licence _
number4 number string, 2 characters

The mail sort code of the licence

mail sort
- address

string

postcode The postcode of the licence address |string

Example XML Driver elements

<Driver>
<numberl>HENDE</numberl>
<number2>123456</number2>
<number3>123</number3>
<number4>12</numberd>
<mail sort>AB123</mail sort>
<postcode>AB1 2CD</postcode>

</Driver>

<Driver>
<number2>589231</number2>
<number4>48</numberd>
</Driver>
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2.4.2.1.12 Birth

This block holds information about an individual’s birth details. Both elements are
optional.

Element Name: Birth
Position(s) Request.Transaction.URUTxn.UKData
Elements of Birth
Element Name Description Values / Limitations
mothers maiden name Mother’s maiden name String, max 256
- - characters
. ENGLANDWALES
country of birth Country of birth OTHER
UNSPECIFIED

Example XML Birth elements
<Birth>
<mothers_maiden_name>Smith</mothers_maiden_name>

<country of birth>UNSPECIFIED</country of birth>
</Birth>

2.4.2.1.13 USData

This contains various details for customers based in the USA.

Element Name: UsData
Position(s) Request.Transaction.URUTxn

Elements of USData

Element Name Description Values / Limitations
USAddressl
USAddress?
See 2.4.2.16
USAddress3
USAddressi4
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social security number Social security number string

telephone number Telephone number string

o . The driver’s licence .
driving licence number string

Example XML USData elements

<USData>
<USAddressl>...</USAddressl>
<USAddress2>...</USAddress2>
<USAddress3>...</USAddress3>
<USAddress4>...</USAddress4>
<social security number>string</social security number>
<telephone number>string</telephone number>
<driving licence>string</driving licence>

</USData>

2.4.2.1.14 USAddress#n

Up to four addresses may be specified for addresses in the USA, labelled usaddress1,
USAddress2, USAddress3 and USAddress4. Each takes the same format. Unless
otherwise specified, all string fields accept up to 256 characters. All sub-fields are
optional.

Element Name: USAddress#n
Position(s) Request.Transaction.URUTxn.USData

Elements of Address#n

Element Name Description Values / Limitations
buildingl Address line 1 string
building?2 Address line 2 string
building3 Address line 3 string
builidng4 Address line 4 string
zip code Postal code of the building string
street The street name of the building |string
city_town Town or City string
state_district |The state or district string
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Example XML USAddress#n elements

<USAddressl>
<buildingl>Apt 312</buildingl>
<building2>Block B</building2>
<building3>Manhattan Heights</building3>
<building4>44532</buildingd>
<zip code>CHF6666</zip code>
<street>Fake Street</street>
<city town>New York</city town>
<state district>New York</state district>
</USAddressl>

2.4.2.1.15 Employment

This block holds information about an individual’'s employment status and residence.

Element Name: Employment
Position(s) Request.Transaction.URUTxn

Elements of Employment
Element Name Description Values / Limitations

HomeOwnerOutright
The residence status of the HomeOwnerMortgage

individual Tenant
LivingWithRelatives

residence type

FTPerm
PTPerm
SelfEmployed
The employment status of the [Retired
employment status|, . .
- individual Homemaker
Unemployed
Student
ArmedForces
The length of time the Years0to?2
current time individual has been in their Years2tob
current employment Years5Plus
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Example XML Employment elements

<Employment>
<residence type>HomeOwnerMortgage</residence type>
<employment status>FTPerm</employment status>
<current time>Years(Oto2</current time>
</Employment>

<Employment>
<residence type>Tenant</residence type>
<employment status>Student</employment status>
</Employment>

2.4.2.1.16 CreditDebitCard

This block holds information about an individual’s payment card. If this block is
present, it must take an attribute specifying the card type. Although the block is
optional as a whole, if it is present then many of its sub-fields become mandatory as
indicated below.

Element Name: CreditDebitCard
Position(s) Request.Transaction.URUTxn

Attributes of CreditDebitCard

Attribute . Values /
Name Description Limitations Mandatory
VISA
MASTERCARD
DELTA
AMEX
cardtype The card type JCB R
MAESTRO
DINERS
SOLO
ELECTRON
Elements of CreditDebitCard
— Values /
Element Name Description Limitations Mandatory
card number The card number string, up to
- 19 characters
card expiry date The card expiry date MMYY R
card_issue_number The card issue number  |int, 1-9 0
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int, 3 digits
for non-
card verification code The CV2 number Amex, 4 for R

Amex

Example XML Element CreditDebitCard

<CreditDebitCard cardtype="SOLO">
<number>6759000000000000</number>
<card expiry date>1209</card expiry date>
<card issue number>3</card issue number>
<card verification code>123</card verification code>
</CreditDebitCard>

2.4.2.1.17 InternationalPassport

This block holds information about an individual’s international machine-readable
passport. This element can be used for UK machine-readable passports if required,
instead of the passport element - section 2.4.2.1.7.

The passport number is split into nine parts and entered as numberl to number9. All
sub-fields are optional.

Element Name: InternationalPassport
Position(s) Request.Transaction.URUTxn

Elements of InternationalPassport
Element Name Description Values / Limitations
The first 9 digits of the

numberl string, 9 characters
passport number
The next 1 digit of the passport

number?2 number, a checksum digit for |string, 1 character
numberl
The next 3 digits of the

number3 passport humber, Issuing State |string, 3 characters
code
The next 7 digits of the

number4 passport number, date of birth |string, 7 characters
plus checksum

numbers The next 1 digit of the passport string, 1 character

number, gender

The next 7 digits of the
number6 passport number, passport string, 7 characters
expiry date and checksum
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The next 14 digits of the

number?
passport number

string, 14 characters
The next 1 digit of the passport

number8
number

string, 1 character

The last 1 digit of the passport
number9 number, checksum of entire string, 1 character
passport number

The day of the month of the

. q : _
expiry day passport expiry int, 1-31
expiry month The month of the year of the int, 1-12
- passport expiry
expiry year The year the passport expires |int, 0-9999
. . |The country of origin of the string, a maximum of 256

country of origin

ot passport characters

Example XML InternationalPassport elements

<InternationalPassport>
<numberl>123456789</numberl>
<number2>1</number2>
<number3>123</number3>
<number4>1234567</number4>
<number5>1</number5>
<number6>1234567</number6>
<number7>12345678901234</number7>
<number8>1</number8>
<number9>1</number9>
<expiry day>21</expiry day>
<expiry month>12</expiry month>
<expiry year>2010</expiry year>
<country of origin>UK</country of origin>

</InternationalPassport>

<InternationalPassport>
<number7>12345678901234</number7>
<country of origin>Germany</country of origin>
</InternationalPassport>

2.4.2.1.18 Authenticate

This block holds information about the URU account that is to be used for this
transaction. This allows the specification of a URU account other than the default
account that may be set up. The block itself is optional, but if it is presented all sub
fields are required.

Element Name: Authenticate
Position(s) Request.Transaction.URUTxn
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Elements of Authenticate

Element Description Values /
Name P Limitations
profile id The profile identifier - the UUID of String
- the profile

The email address that acts as the .
account name String

account user name
password The URU login password String

Example XML Authenticate element

<Authenticate>
<profile id>332c87be-aac8-42e3-9039-6b93celal4b8
</profile id>
<account name>no.one@nowhere.com</account name>
<password>password</password>
</Authenticate>

24.2.2 XML Example Requests

Example XML Request for an authentication, with full details

<Request>
<Authentication>
<password>password</password>
<client>99000000</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>12345678</merchantreference>
</TxnDetails>
<URUTxn>
<method>authenticate</method>
<Basic>
<forename>Jane</forename>
<middle initial>R</middle initial>
<surname>Smith</surname>
<dob day>18</dob day>
<dob month>12</dob_month>
<dob year>1972</dob_year>
<gender>Female</gender>
<title>Ms</title>
</Basic>
<UKData>
<Addressl>
<postcode>ABl 2CD</postcode>
<building name>Duncodin</building name>
<building no>1</building no>
<sub building>3F2</sub building>
<organisation>Company Ltd</organisation>
<street>Main Street</street>

© 2013 DataCash. All rights reserved. Page 170 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL o0 o~ A g
206 | £% N
[ES] s WA

<sub_street>East End</sub street>
<town>Littleton</town>
<district>Central</district>
<first year of residence>2003 </first year of residence>
</Addressl>
<Address2>
<postcode>EF3 4GH</postcode>
<building no>1</building no>
<street>North Street</street>
<town>Bigton</town>
<first year of residence>2002 </first year of residence>
<last year of residence>2003</last year of residence>
</Address2>
<Address3>
<postcode>IJ5 6KL</postcode>
<building no>1</building no>
<street>South Street</street>
<town>Upper Bigton</town>
<first year of residence>2001 </first year of residence>
<last year of residence>2002</last year of residence>
</Address3>
<Address4>
<postcode>MN7 80P</postcode>
<building no>1</building no>
<street>Market Street</street>
<town>Lower Littleton</town>
<first year of residence>2000 </first year of residence>
<last year of residence>2001</last year of residence>
</Address4>
<Passport>
<numberl>1234567890</numberl>
<number2>USA</number2>
<number3>1234567</number3>
<number4>M</number4>
<number5>1234567</number5>
<number6>12</number6>
<expiry day>31</expiry day>
<expiry month>12</expiry month>
<expiry year>2010</expiry year>
</Passport>
<Electric>
<numberl>12</numberl>
<number2>1234</number2>
<number3>1234</number3>
<number4>123</numberd>
<mail sort>12345</mail sort>
<postcode>AB1l 2CD</postcode>
</Electric>
<Telephone exdirectory="no">
<number>0123 456 7890</number>
<active month>12</active month>
<active year>2000</active year>
</Telephone>
<Driver>
<numberl>12345</numberl>
<number2>123456</number2>
<number3>123</number3>
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<number4>1234</number4>
<mail sort>6789</mail sort>
<postcode>AB1l 2CD</postcode>
</Driver>
<Birth>
<mothers maiden name>Smith</mothers maiden name>
<country of birth>ENGLANDWALES</country of birth>
</Birth>
</UKData>
<Employment>
<residence type>Tenant</residence type>
<employment status>FTPerm</employment status>
<current time>YearsOto2</current time>
</Employment>
<CreditDebitCard cardtype="VISA">
<card number>5521480000000003</card number>
<card expiry date>1009</card expiry date>
<card issue number>1</card issue number>
<card verification code>321</card verification code>
</CreditDebitCard>
<InternationalPassport>
<numberl>123456789</numberl>
<number2>1</number2>
<number3>USA</number3>
<number4>1234567</number4>
<number5>M</number5>
<number6>1234567</number6>
<number7>12345678901234</number7>
<number8>1</number8>
<number9>1</number9>
<expiry day>21</expiry day>
<expiry month>2</expiry month>
<expiry year>2009</expiry year>
<country of origin>Scotland</country of origin>
</InternationalPassport>
</URUTxn>
</Transaction>
</Request>
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Example XML Request for an authentication, with partial details

<Request>
<Authentication>
<password>password</password>
<client>99000000</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>123456789</merchantreference>
</TxnDetails>
<URUTxn>
<method>authenticate</method>
<Basic>
<title>Dr</title>
<forename>Ian</forename>
<surname>Smith</surname>
<dob day>29</dob day>
<dob_month>11</dob month>
<dob year>1968</dob year>
</Basic>
<UKData>
<Addressl>
<postcode>ABl 2CD</postcode>
<building no>46</building no>
<street>Middle Road</street>
<town>Leeds</town>
<first year of residence>1992
</first year of residence>
</Addressl>
<Telephone exdirectory="no">
<number>0123 456 7890</number>
<active month>12</active month>
<active year>1992</active year>
</Telephone>
</UKData>
</URUTxn>
</Transaction>
</Request>
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Example XML Request for a log request

<Request>
<Authentication>
<client>99000000</client>
<password>password</password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>1357924680</merchantreference>
</TxnDetails>
<URUTxn>
<method>get log by authentication id</method>
<guid>12345678-9abc-def0-1234-56789%abcdef0</guid>
</URUTxn>
</Transaction>
</Request>
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24.2.3 Schema Elements for Response

In addition to the elements covered in this section, responses for this service will
contain the general response elements, covered in section 2.1.1.3

2.4.2.3.1 URUTxn

This element holds all URU specific data. Elements may be relevant only to
authentications, to log requests, or to both.

Element Name: URUTxn

Position(s) Response
Elements of URUTxn
Element Name Description _Va_lue§ / Authentication Log
Limitations Request
The query
authentication id reference of the uuiD N Y

authentication
being retrieved

The number of
. . authentications .
thent t t
au entlilca lOl’l_COUl’l Submitted on the |nt Y Y

URU account

The
merchantreference
customer_ref element submitted |string Y Y
with the
authentication

The profile id
profile id submitted with the |[UUID Y Y
authentication

The major version
provile version ”um.ber of the int Y Y
- profile used for

the authentication

The minor version
number of the
profile used for
the authentication

int Y Y

profile revision

The name of the
profile name profile used for string N Y
the authentication

An authentication
reference for

f
query re future log UUID Y N

requests
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state

Results

UserData

Score

cc_basic_score

timestamp

SanctionMatches

band text

The state the
profile was in at
time of
authentication

The results of the
authentication

The original user
data supplied with
the authentication

The score for this
request based on
values set by the
URU account
holder

Credit card basic
score - based on
values set by the
URU account
holder

Value indicating
the date/time of
the authentication

Match information
returned from the
Sanctions Items
check (if
processed)

Values returned
when scoring and
banding are
included in the
URU profile

s DATACA

PS_TST
PS_PRE
PS_EFF
PS_RET

See
section
2.4.2.3.2

int

int

string

See
Section
2.4.2.3.4

string

Y*

* The URU service definition provides the facility to return the original user data.
However, it is not clear whether this functionality has been implemented at the URU
side. If the DPG receives this data in the URU response, it will be returned in the

DataCash response.
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Example XML Element URUTxn for an authentication Response

<URUTxn>
<authentication count>2</authentication count>
<authentication 1d>332c87be-aac8-42e3-9039-6b93celal4bs8
</authentication id>
<cc _basic score>5</cc_basic score>
<customer ref>123401</customer ref>
<profile i1d>332c87be-aac8-42e3-9039-6b93celal4b8</profile id>
<profile revision>0</profile revision>
<profile version>1</profile version>
<Results>

</Results>

<score>2</score>

<timestamp> SOAP DATE </timestamp>
</URUTxn>

Example XML Element URUTxn for a log request Response

<URUTxn>

<authentication id>Obcb541d-8b7a-46a0-86d2-1e6ab521lfefba
</authentication id>

<customer ref>1234501</customer ref>

<profile id>332c87be-aac8-42e3-9039-6b93celal4b8
</profile id>

<profile name>Default</profile name>

<profile revision>0</profile revision>

<profile version>1</profile version>

<Results>

</Results>
<state>PS EFF</state>
</URUTxn>
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2.4.2.3.2 Results

This element holds a collection of result blocks. In an authentication response, these
results will each be contained in URUResult2 blocks, whilst in the response from a log
request they will be in URULogResult blocks.

Element Name: Results
Position(s) Response.URUTxn

Elements of Results

Element A Values / s e Log
Name Description Limitations Authentication Request

Information about a single
aspect of one of the _

URUResult? | checks performed by the |See section v N
URU server during an 2.4.2.3.3
authentication
Information about a single
aspect of one of the _

URULogResult checks performed by the |Se€ section N Y

URU server during an 2.4.2.3.3
authentication

Example XML Element Results for a authentication transaction Response

<Results>
<URULogResult2>

</URULogResult2>
<URULogResult2>

</URULogResult2>
<URULogResult2>

</URULogResult2>
<URULogResult2>

</URULogResult2>
</Result
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Example XML Element Results for a log request Response

<Results>
<URULogResult>

</URULogResult>
<URULogResult>

</URULogResult>
</Results>

2.4.2.3.3 URUResult2, URULogResult

Both the URUResult2 element, found in the response from an authentication, and the
URULogResult element, found in the response from a log request, have the same basic
format, and so are dealt with together.

Element  pyresult2 Element  ypyrogresult
Name: Name:
Position(s) Response.URUTxn.Results Position(s) Response.URUTxn.Results

Elements of URUResult2, URULogResult

Values /

Element Name Description Limitations

A number representing the
uru_id check to which this part- int
result belongs

A numeric code describing
code one aspect of the check int
referred to by the uru id

A textual description of the
code within the context of
the check referred to by
the uru id
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Example XML Element URUResult2 for a log request

<URUResult2>
<code>1001</code>
<text>Address #1 is valid</text>
<uru_id>1</uru_id>

</URUResult2>

Example XML Element URULogResult for a log request

<URULogResult>
<code>1001</code>
<text>Address #1 1is valid</text>
<uru_id>1</uru_ id>
</URULogResult>

2.4.2.3.4 SanctionMatches

This element holds a collection of SanctionMatch blocks.

Element Name: SanctionMatches

Position(s) Response.URUTxn

Elements of SanctionMatches

Element Name Description _Va_lue_s /
Limitations

. Information about each of the sanction match gee section
SanctionMateh | checks performed 2.4.2.3.5

Example XML Element SanctionMatches

<SanctionMatches>
<SanctionMatch>..</SanctionMatch>
<SanctionMatch>..</SanctionMatch>

</SanctionMatches>
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2.4.2.3.5 SanctionMatch

Element containing information regarding each of the sanction match checks
performed. Will only appear where the URU account is configured for perform these
checks.

Element Name: SanctionMatch
Position(s) Response.URUTxn.SanctionMatches

Elements of SanctionMatch

Element Description Values /

Name Limitations
_ A value representing the check to which this )
id part-result belongs string
url The URL of the URU transaction string
A numeric score describing the check referred |
score to by the id int

Example XML Elements SanctionMatch

<SanctionMatch>
<id>Second result</id>
<score>4</score>
<url>https://localhost:8180/axis/</url>
</SanctionMatch>

<SanctionMatch>
<id>First result</id>
<score>2</score>
<url>https://localhost:8180/axis/</url>
</SanctionMatch>

2.4.2.4 XML Example Responses

Example XML Response for an authentication

<Response>
<datacash reference>4000900012345671</datacash reference>
<merchantreference>sanction match</merchantreference>
<mode>TEST</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>1134662619</time>
<URUTxn>
<authentication count>2</authentication count>
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<authentication id>5C64C6F0-6D84-11DA-AC9A-9A8DBF8F5DE4
</authentication id>
<cc basic score>5</cc _basic score>
<customer_ref>sanction_match</customer_ref>
<profile i1d>332c87be-aac8-42e3-9039-6b93celal4b8</profile id>
<profile revision>0</profile revision>
<profile version>1</profile version>
<Results>
<URUResult2>
<code>260</code>
<text>Part 6 was not sufficiently supplied by user</text>
<uru_ id>3</uru id>
</URUResult2>
<URUResult2>
<code>1001</code>
<text>Address #1 1is valid</text>
<uru_id>4</uru_ id>
</URUResult2>
<URUResult2>
<code>110</code>
<text>Telephone number not specified by user</text>
<uru_id>6</uru_ id>
</URUResult2>
<URUResult2>
<code>101</code>
<text>Drivers license number was not specified in
full</text>
<uru_id>7</uru_id>
</URUResult2>
</Results>
<SanctionMatches>
<SanctionMatch>
<id>Second result</id>
<score>4</score>
<url>https://localhost:8180/axis</url>
</SanctionMatch>
<SanctionMatch>
<id>First result</id>
<score>2</score>
<url>https://localhost:8180/axis</url>
</SanctionMatch>
</SanctionMatches>
<score>2</score>
<timestamp>2005-12-15T16:03:41.5687Z</timestamp>
</URUTxn>
</Response>

Example XML Response for a log response

<Response>
<datacash reference>4600900012345673</datacash reference>
<merchantreference>123403</merchantreference>
<mode>TEST</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>1134662157</time>

<URUTxn>
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<authentication i1d>26238d77-02fe-4177-8752-029a0d384e2a
</authentication id>
<customer ref>customerRef datacashl@uru.com</customer ref>
<profile i1d>332c87be-aac8-42e3-9039-6b93celal4b8</profile id>
<profile name>Default</profile name>
<profile revision>0</profile revision>
<profile version>1</profile version>
<Results>
<URULogResult>
<code>110</code>
<text>Telephone number not specified by user</text>
<uru_ id>6</uru id>
</URULogResult>
<URULogResult>
<code>101</code>
<text>Drivers license number was not specified in
full</text>
<uru_id>7</uru_id>
</URULogResult>
<URULogResult>
<code>260</code>
<text>Part 6 was not sufficiently supplied by user</text>
<uru_id>3</uru_id>
</URULogResult>
<URULogResult>
<code>1001</code>
<text>Address #1 is valid</text>
<uru_id>4</uru_id>
</URULogResult>
</Results>
<state>PS EFF</state>
<UserData>
<Basic>
<dob day>10</dob day>
<dob_month>12</dob _month>
<dob_year>1980</dob year>
<forename>Joe</forename>
<gender>Male</gender>
<surname>Bloggs</surname>
</Basic>
<CreditDebitCard>
<card expiry date>0109</card expiry date>
<card issue number>1</card issue number>
<card number>6333000000000005</card number>
<card verification code>123</card verification code>
<cardtype>SOLO</cardtype>
</CreditDebitCard>
<Employment>
<current time>YearsOto2</current time>
<employment status>ArmedForces</employment status>
<residence type>HomeOwnerMortgage</residence type>
</Employment>
<InternationalPassport>
<numberl>123456789</numberl>
<number2>1</number2>
<number3>123</number3>
<number4>1234567</number4>
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<number5>1</number5>
<number6>1234567</number6>
<number7>12345678901234</number7>
<number8>1</number8>
<number9>1</number9>
</InternationalPassport>
<UKData>
<Addressl>
<building no>10</building no>
<postcode>AB1 2CD</postcode>
<street>Easy Street</street>
<town>Bigton</town>
</Addressl>
<Driver>
<numberl1>12345</numberl>
<number2>123456</number2>
<number3>123</number3>
<number4>12</numberd>
</Driver>
<Electric>
<mail sort>1234</mail sort>
<numberl>12</numberl>
<number2>1234</number2>
<number3>1234</number3>
<number4>123</number4>
<postcode>ABl 2CD</postcode>
</Electric>
<Passport>
<expiry day>1</expiry day>
<expiry month>1</expiry month>
<expiry year>2010</expiry year>
<numberl>1234567890</numberl>
<number2>123</number2>
<number3>1234567</number3>
<number4>1</number4>
<number5>1234567</number5>
<number6>12</number6>
</Passport>
<Telephone>
<active month>5</active month>
<active year>2002</active year>
<exdirectory>false</exdirectory>
</Telephone>
</UKData>
</UserData>
</URUTxn>
</Response>
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2.4.3 ReD Fraud Screening

This section of the documentation assumes the reader is familiar with the Credit and
Debit Card Service, which is discussed in section 2.2.1.

2.4.3.1 Schema Elements for Request

In this section the required fields for each transaction type will be presented, along
with example XML for those fields. The following key will be used:

R - Required

MS - Market Sector merchants should consider this field as mandatory
O - Optional for Market Sector merchants

I - Ignored if presented

If you are using a bespoke model - instead of the Market Sector model - please ensure
that you are providing the correct data to enable each rule to be triggered.

Authorisation Requests

For authorisation requests, the additional information for fraud screening is passed in
several different places in the schema. Most of these are located within the
Request.Transaction.TxnDetails element:

2.4.3.1.1 TxnDetails

o Order - see section 2.4.3.1.11
* Customer - see section 2.4.3.1.6
e Address - the customer’s address, section 2.4.3.1.3
e Company for corporate orders, section 2.4.3.1.5
o Address - the company’s address, section 2.4.3.1.5
e CustomerHistory - see section 2.4.3.1.7
* BillingAddress - the card billing address, if different from the customer’s
address, section 2.4.3.1.4
o Shipping - see section 2.4.3.1.14
o OrderDetails - see section 2.4.3.1.11
* Lineltem - See section 3.3.2.1.6
e Shipping - see section 2.4.3.1.14
o Recipient - see section 2.4.3.1.13
*» Address - see section 2.4.3.1.3
* Lineltem - see section 3.3.2.1.6
e Shipping - see section 2.4.3.1.14

If you are also using the AVSCV2 Service, an additional element may be submitted in
the Cv2Avs element, please see section 2.4.3.1.8.
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Over-riding Challenges

To over-ride a Fraud Challenged Response, information is passed in these places in the
schema:

2.4.3.1.2 Request

o Authentication - see section 2.1.1.2
o Transaction

» HistoricTxn - see section 2.6.2.3.2.1
2.4.3.1.3 Address

The Address element is found in several different contexts, as the customer,
customer’s company and the recipients may all have different addresses. For orders
being shipped to more than one address, each Address can be specified using multiple
Recipient.Address elements. The CustomerAddress element will only be fraud
screened if there are no Recipient elements present.

Element Name: Address

Request.Transaction.TxnDetails.Order.Customer
Position(s) Request.Transaction.TxnDetails.Order.Customer.Company
Request.Transaction.TxnDetails.Order.Recipient

Elements of Address

Element Name Description Values / Limitations
apartment Apartment, Suite or Flat Maximum 6 characters @)
Number
streetaddress |street address Maximum 30 characters
city City or town Maximum 30 characters
postcode Postcode Maximum 30 characters R
For addresses in USA and
region US State or Canadian Canada only, must be 0
Province code excluded for other
countries
country Country Use the numeric country R
codes
moreaddress Additional space for Maximum 30 characters 0]

address if required
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Example XML element for Address

<Address>
<city>New York</city>
<country>840</country>
<postcode>12345</postcode>
<region>NY</region>
<streetaddress>123 Some Street </streetaddress>
</Address>

Example XML element for Address

<Address>
<city>Dover</city>
<country>826</country>
<moreaddress>Kent</moreaddress>
<postcode>XX12 3AA</postcode>
<streetaddress>56 Kings Road</streetaddress>
</Address>

Example XML element for Address

<Address>
<apartment>3/1</apartment>
<city>Edinburgh</city>
<country>826</country>
<moreaddress>Great Michael House</moreaddress>
<postcode>EH6 TEZ</postcode>
<streetaddress>14 Links Place</streetaddress>
</Address>

2.4.3.1.4 BillingAddress

This element must be provided if the customer’s address is not the address to which
the card is registered - for example if the customer has moved house & has not yet
informed their bank.

If you are performing the AVS check, the card address needs to be entered in both the
Cv2AvVS (section 2.4.3.1.8) and BillingAddress elements.

Element Name: BillingAddress
Position(s) Request.Transaction.TxnDetails.Order

The child elements within this parent are the same as for Address (section 2.4.3.1.3).
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Example XML elements for BillingAddress

<BillingAddress>
<apartment>6</apartment>
<city>London</city>
<country>826</country>
<moreaddress>Newtown</moreaddress>
<postcode>Wl 27ZZ</postcode>
<streetaddress>Main Street</streetaddress>
</BillingAddress>

2.4.3.1.5 Company

This element should be provided if the order is a company purchase.

Element Name: Company
Position(s) Request.Transaction.TxnDetails.Order.Customer

Elements of Company

Element Name Description Values / Limitations
Address See section 2.4.3.1.3 0]
fax The company fax number 1-12 numerics only 0

Maximum 30

name The company name o)
pany characters

purchase description A description of corporate Maximum 160 0
- purchase characters

telephone The company phone number 1-12 numerics only @)

Example XML element for Company

<Company>
<Address>

</Address>
<fax>111122223001</fax>
<purchase description>Hardware</purchase description>
<name>My Company Ltd</name>
<telephone>111122223000</telephone>

</Company>
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2.4.3.1.6 Customer

This element contains various details about the customer.

Element Name: Customer
Position(s) Request.Transaction.TxnDetails.Order

Elements of Customer
Element Name Description Values / Limitations

Address see 0

minimum value: 0
maximum value: 150

age Age This value will be ignored if 0
presented for Recipient

A maximum of twelve
numerics

alt telephone Home telephone number International numbers: MS
include Country code, exclude
access code

Company See section 2.4.3.1.5 0
CustomerHistory See section 2.4.3.1.7 0
date of birth date of birth CCYY-MM-DD 0
email email address 60 characters max MS
fax Fax number as for alt telephone 0
forename First name 30 characters max MS

Minimum 7 characters (e.qg.
The IP address of the 1.2.3.4)

ip address computer placing the Maximum of 17 (e.g. MS
order 255.255.255.255)

minimum value: 0
_ maximum value: 150
max_age Maximum age This value will be ignored if 0

presented for Recipient

middlename Middle name or initial 30 characters max 0

minimum value: 0
maximum value: 150

min_age Minimum age This value will be ignored if 0
presented for Recipient
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Nationally recognised

national_ id individual identification

number
. time on the Customer's
pctime
PC
salutation Title
surname Surname / family name
Work / day phone
telephone number of Customer,

or main number for
Company / Recipient

Example XML element for Customer

<Customer>
<age>43/<age>
<email>me@hotmail.com</email>
<Address>..</Address>
<surname>Brown</surname>
<forename>Mark</forename>
<salutation>Dr</salutation>
<ip address>1.2.3.255</ip address>
</Customer>

Example XML element for Customer

<Customer>

DATA:

12 characters maximum

HH:MM:SS

5 characters max
30 characters max
A maximum of twelve

numerics
International numbers:

include Country code, exclude 0

the International
dialling/access code

<date of birth>1965-01-31</date of birth>

<Address>..</Address>
<surname>Patel</surname>
<forename>Sanjay</forename>

<CustomerHistory>..</CustomerHistory>

</Customer>

Example XML element for Customer

<Customer>
<min age>18</min age>
<max_age>25</max_age>
<forename>Mary</forename>
<surname>0’ Connor</surname>
<telephone>..</telephone>
<alt telephone>.</alt telephone>
</Customer>
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2.4.3.1.7 CustomerHistory

This element enables information about the customer history to be passed. Most of the
elements within this parent will only be applicable for e-Commerce transactions - for
example cookies and website, though MoTo merchants may find some elements of
use (e.g. previous cust). Flagging MoTo and e-Commerce is covered in section
2.4.3.1.15.

Element Name: CustomerHistory
Position(s) Request.Transaction.TxnDetails.Order.Customer

Elements of CustomerHistory

Element Name Description Values / Limitations
account username, userid etc. max 64 0]
cookies cookies enabled on customers PC XML Boolean 0

did customer require the password to

XML Boolean (0]
be reset

forgot password
E - All fields filled
automatically

The degree to which the online M- All fields filled

formfill i
ormEL purchase form filled automatically a_utomatlcszl_ly but some O
fields modified manually
N — None, all manually
filled
loyalty Has customer registered for a loyalty XML Boolean o
program
password access Did customer enter a password to XML Boolean o
access the account?
previous cust Has customer previously bought XML Boolean o
products
promos Is custqmer registered for XML Boolean o
promotions
URL of website the purchase was
website made on. Particularly useful for max 60 o

merchants with more than one
website

Example XML element for CustomerHistory

<CustomerHistory>
<previous cust>false</previous cust>
</CustomerHistory>
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Example XML element for CustomerHistory

<CustomerHistory>
<account>johnsmith99</account>
<promos>false</promos>
<loyalty>false</loyalty>
<previous cust>true</previous cust>
<password access>true</password access>
<forgot password>false</forgot password>
<formfill>E</formfill>
<website>http://www.computershop.com/</website>
<cookies>true</cookies>

</CustomerHistory>

Example XML element for CustomerHistory

<CustomerHistory>
<account>userXXX</account>
<previous cust>false</previous cust>
<formfill>N</formfill>
<website>http://www.XXX.com/</website>
</CustomerHistory>

2.4.3.1.8 Cv2Avs

If you are using both the ReD and AVSCV2 services, the cv2 present element must be
considered to be mandatory. The other child elements of Cv2Avs are described in
section 2.4.1.

Element Name: Cv2Avs
Position(s) Request.Transaction.CardTxn.Card

Elements of Cv2Avs

Element

N Description Values / Limitations
ame

0 - requested from the customer, but
not provided

Gauges whether the 1 - entered by customer
customer had the

cv2_present . 2 - not legible on the card R
opportunity to enter
the cv2 number 8 - cv2 details were not requested on
the website

9 - card had no cv2 number
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Example XML elements for Cv2Avs

<CvZ2Avs>

<cv2>123</cv2>

<cv2 present>1</cv2 present>
</Cv2Avs>

<Cv2Avs>
<street addressl>l High Street</street addressl>
<street address2>This Town</street address2>
<street address3>Somewhere</street address3>
<street address4>United Kingdom</street address4>
<postcode>S01 2CD</postcode>
<cv2 present>0</cv2 present>

</Cv2Avs>

<Cv2Avs>
<street addressl>54 Kings Road</street addressl>
<street address2>This Village</street address2>
<street address3>Derbyshire</street address3>
<postcode>DEl 1AA</postcode>
<cv2 present>8</cv2 present>
<ExtendedPolicy>..</ExtendedPolicy>

</Cv2Avs>

2.4.3.1.9 HistoricTxn

This element is required to over-ride Fraud Challenged Responses. It should not be
presented for authorisations.

Element Name: HistoricTxn
Position(s) Request.Transaction

Elements of HistoricTxn

T Description Values / Limitations
Name
method The transaction method accept_fraud R
The datacash reference of Must be a succ_essfull_y e_muthorlsed
reference - challenge received within the R

the challenged transaction previous seven days

Example XML element for HistoricTxn

<HistoricTxn>
<method>accept fraud</method>
<reference>4900200040157301</reference>
</HistoricTxn>
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2.4.3.1.10 Lineltem

This element enables information about each item within the order to be presented.
Multiple LineItem elements can be presented. Each distinct product within the order
should be submitted within its own LineItem element.

Element Name: LineItem
Request.Transaction.TxnDetails.Order.OrderDetails

Position(s) Request.Transaction.TxnDetails.Order.Recipient
Elements of LineItem
Element Description Values /
Name p Limitations

description |a description of the product 160 max 0
For gifts, any message attached to item. May instead

gift be specified for the order as a whole in the order 160 max 0]
element (section 2.4.3.1.11)

Shipping See section 2.4.3.1.14 o)

Attributes of LineItem
Attribute Attribute

Name of Description Values / Limitations
card gift gift occasion See Appendix 5 for values 0
categor , S - Standard
gory Lineltem |category of offer b - Promotion 0
manpartno LineTtem  Manufacturers part |30 characters max, inc spaces 0
number
manufacturer |pinertem /Manufacturers 50 characters max, inc spaces 0
name
product_code |1inertem your product code 18 characters max, inc spaces 0
quantity LineItem |/Number of items 12 digits max 0
ordered
sku : .
LineItem product ID or SKU 18 characters max, inc spaces 0]

P - physical goods

D - digital goods, e.g. software
type LineTtem  product type C - digital content, e.g. images 0

S - shareware

M - a mixture of the above

unit price LineItem If a decimal point is included, it

Cost per item must be followed by two digits o
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upc LineItem product UPC 12 characters max, inc spaces 0]

Is the item/order

wrapped ift
PP J wrapped?

XML Boolean (0]

Example XML for LineItem with one item

<LineItem category="S" quantity="1" type="P" unit price="499.99">
<gift card="G" wrapped="false">Congratulations!</gift>
</LineIltem>

Example XML for LineItem with eight copies of one product

<LinelItem category="S" quantity="8" type="P" unit price="5.58"/>

Example XML for an order with two products

<LineItem category="S" manpartno="part number 1J800" manufacturer="Dell"
product code="DELL-1J800" quantity="1" type="P" unit price="900">
<description>Desktop</description>
<Shipping>

</Shipping>
</Lineltem>
<LineItem category="P" manpartno="CDO0001l" manufacturer="Sony"
product code="SONY-CDO0O1" quantity="20" sku="sku 2" unit price="0.50"
upc="upc 2">
<description>CD boxes</description>
<Shipping>

</Shipping>
</Lineltem>
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2.4.3.1.11 Order

The majority of the extra information is contained within this element.

Elements of Order

Element Name Description Li‘r’:iltl:i?o{\s
Customer See section 2.4.3.1.6 MS
BillingAddress |See section 2.4.3.1.4 MS
Recipient See section 2.4.3.1.13 @)
OrderDetails See section 2.4.3.1.12 0o
Shipping See section 2.4.3.1.14 0
returns allowed Indicates if you enable the customer to |XML 0

return goods to you Boolean

For gifts, any message attached to the
entire order. May also be specified on a

i f . L
gt per item basis in the LineItem element 160 max 0
(section 3.3.2.1.6)
Attributes of Order
Attribute Name |Attribute of Description Values / Limitations
wrapped gift Is the item/order wrapped? XML Boolean 0
card gift Gift occasion See Appendix 5 o

Example XML elements for Order

<Order>
<Customer>..</Customer>
<OrderDetails>..</OrderDetails>
<returns_allowed>true</returns_allowed>
<gift card="B" wrapped="true"/>
</Order>

<Order>
<Customer>..</Customer>
<Recipient>..</Recipient>
<BillingAddress/>
</Order>

2.4.3.1.12 OrderDetails
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Element Name: OrderDetails
Position(s) Request.Transaction.TxnDetails.Order

Elements of OrderDetails

Element

Name Description Values / Limitations

handl i o .

andling Shipping and handling charges If a decimal point is O

Order subtotal, without tax, shipping and |included
btotal

subtote handling it must be followed by two o
tax Order tax digits 0
LineItem See section 3.3.2.1.6 0

Example XML element for OrderDetails

<OrderDetails>
<handling>5.00</handling>
<subtotal>26.99</subtotal>
<tax>5.60</tax>
<LineItem>..</LineItem>
<LineItem>..</LineItem>

</OrderDetails>

2.4.3.1.13 Recipient

This element enables information about the recipients of the order to be submitted. For
example, if the customer is placing the order on behalf of a third party, details of that
person can be passed for screening. Orders that are being shipped to several people
can be presented by using one Recipient element for each person.

Element Name: Recipient
Position(s) Transaction.TxnDetails.Order.Recipient

Elements in the pPartyType box are common to both Customer and Recipient are
described in section 2.4.3.1.6

Elements of Recipient

Element Name Description Values / Limitations
Address See 2.4.3.1.3 R
age I
alt telephone )
email e)
. See 2.4.3.1.6 o
forename O
max_age I
I
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middlename
min_ age
salutation
surname
telephone

LinelItem See 3.3.2.1.6

oRNoRNoRNORN_RE®

Example XML element for Recipient

<Recipient>
<Address>..</Address>
<forename>Julia</forename>
<tracking number>123</tracking number>
<instructions>A</instructions>
<comments>FAO Mrs Jane White</comments>
</Recipient>

2.4.3.1.14 Shipping

This element enables information about the method of shipment to be entered. It may
be presented in one of three places in the schema.

Element Name: Shipping
Request.Transaction.TxnDetails.Order.OrderDetails.Lineltem

Position(s) Request.Transaction.TxnDetails.Order.Recipient.LinelItem
Request.Transaction.TxnDetails.Order

If all items within the order are being shipped within the same parcel, the
Order.Shipping element should be used. If the items are being shipped to the
customer as they become available, the OrderDetails.Lineltem.Shipping elements
should be used for each item within the order. For orders which are being shipped to
several different recipients, the Recipient.LineItem.Shipping element should be
used for each item within the order.

Elements of Shipping
Element Name Description Values / Limitations

- FedEx

- USPS

- UPS

- Purolator (0]
- Greyhound

D - DHL

0 - Other

H C wome

carrier Shipment carrier for order/item

(0]
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Additional text for shipment of

comments . 160 max 0]
order/item
C - when order is complete
instructions When the shipment is to be made |A - as items become available O
D - on a specified date
N - Next Day/Overnight
T - Two Day Service
W - Three Day Service
C - Lowest Cost
. D - Carrier designated b
method The delivery method 9 y @
Customer
I - International
M - Military
p - Store delivery service
0 - Other
tracking number _shlpment tracking number for max 19 0
- item/order
Example XML element for Shipping
<Shipping>
<method>N</method>
<carrier>O</carrier>
<tracking number>123</tracking number>
<instructions>A</instructions>
<comments>FAO Mrs Jane White</comments>
</Shipping>
2.4.3.1.15 TxnDetails
Element Name: TxnDetails
Position(s) Request.Transaction
Elements of TxnDetails
Element Name Description Values / Limitations
The environment in which the ecommerce
transaction was made. Particularly mail-
transactionsource [important if a single ReD account is used order/telephone- |O
to screen transactions from several order
sources
Order 0 R
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Example XML elements for TxnDetails

<TxnDetails>
<transactionsource>ecommerce</transactionsource>
<Order>..</Order>

</TxnDetails>

<TxnDetails>
<transactionsource>mail-order/telephone-order</transactionsource>
<Order>..</Order>

</TxnDetails>
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2.4.3.2 Example XML Request

Example XML Request where the order is being shipped to two different
recipients

<Request>
<Authentication>...</Authentication>
<Transaction>
<TxnDetails>
<Order>
<Customer>
<salutation>Mrs</salutation>
<forename>J</forename>
<surname>Brown</surname>
<Address>
<apartment>1</apartment>
<streetaddress>10 Front Street</streetaddress>
<city>Edinburgh</city>
<region>Lothian</region>
<country>826</country>
<postcode>EH9 9ZZz</postcode>
</Address>
<email>j.brown@compuserve.com</email>
<alt telephone>44 131 999 8888</alt telephone>
</Customer>
<Recipient>
<forename>Jenny</forename>
<surname>Black</surname>
<Address>
<streetaddress>26 The High Street</streetaddress>
<city>Cardiff</city>
<country>826</country>
</Address>
<LineItem manufacturer="CO Q" quantity="1"
unit price="20.00">
<description>Present</description>
<gift card="R" wrapped="true">Happy Christmas</gift>
</Lineltem>
</Recipient>
<Recipient>
<forename>Laura</forename>
<surname>Green</surname>
<Address>
<streetaddress>99 Royal York Crescent</streetaddress>
<city>London</city>
<country>826</country>
</Address>
<LineItem manufacturer="ABC" quantity="2"
unit price="10.00">
<description>Present</description>
<gift card="R" wrapped="true">Happy Christmas</gift>
</Lineltem>
</Recipient>
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</Order>
</TxnDetails>
<CardTxn>..</CardTxn>
</Transaction>
</Request>

Example XML Request where ReD and AVSCV2 checks are being used

<Request>
<Authentication>...</Authentication>
<Transaction>
<TxnDetails>
<Order>
<Customer>
<salutation>Ms</salutation>
<forename>Sandra</forename>
<middlename>K</middlename>
<surname>Littlejohn</surname>
<Address>
<streetaddress>37 Queen Street</streetaddress>
<city>Oxford</city>
<country>826</country>
<postcode>0X20 8FP</postcode>
</Address>
<email>slittlejohn@ox.co.uk</email>
<alt telephone>0870 1234 4566</alt telephone>
<ip address>48.12.3.4</ip address>
</Customer>
<OrderDetails>..</OrderDetails>
</Order>

</TxnDetails>
<CardTxn>
<Card>
<CvZ2Avs>
<cv2 present>1</cv2 present>
<cv2>453</cv2>
<street addressl>37 Queen Street</street addressl>
<street address2>Oxford</street address2>
<postcode>0X20 8FP</postcode>
<ExtendedPolicy>..</ExtendedPolicy>
</Cv2Avs>
<pan>4444xxFx*kkxxk*x*+]1]1</pan>
<expirydate>12/06</expirydate>
</Card>
</CardTxn>
</Transaction>
</Request>
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Example XML Request where the billing address is not the same as the
customer’s address

<Request>
<Authentication>...</Authentication>
<Transaction>
<TxnDetails>
<Order>
<Customer>
<salutation>Mr</salutation>
<forename>Joe</forename>
<middlename>K</middlename>
<surname>Brown</surname>
<Address>
<apartment>1</apartment>
<streetaddress>10 Front Street</streetaddress>
<city>Edinburgh</city>
<region>Lothian</region>
<country>826</country>
<postcode>EH9 97Z</postcode>
</Address>
<email>joe.brown@compuserve.com</email>
<alt telephone>44 131 999 8888</alt telephone>
<ip address>231.0.0.1</ip address>
</Customer>
<BillingAddress>
<apartment>6</apartment>
<streetaddress>Main Street</streetaddress>
<moreaddress>Newtown</moreaddress>
<city>London</city>
<country>826</country>
<postcode>Wl 27Z7Z</postcode>
</BillingAddress>
</Order>

</TxnDetails>
<CardTxn/>
</Transaction>
</Request>
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Example XML Request element to override a fraud challenged transaction

<Request>
<Authentication>
<client>21859999</client>
<password>thepassword</password>
</Authentication>
<Transaction>
<HistoricTxn>
<method>accept fraud</method>
<reference>9910670336394837</reference>
</HistoricTxn>
</Transaction>
</Request>

2.4.3.3 Schema Elements for Response

When a transaction is screened using this service, the general Response elements
(section 2.1.1.3) and CardTxn elements (section 2.2.1.3.1) elements will be present. An
additional element will also be present for authorisation Responses.

2.4.3.3.1 EbitGuard

This element contains the results of the fraud screening.

Element Name: EbitGuard
Position(s) Response.CardTxn

Elements of EbitGuard

Element Name Description Values
orderid The ReD order ID. This uniquely identifies the order
Accept
fraud_status |The overall result of the transaction Deny
Challenge

Attributes for Elements of EbitGuard

Attribute Attribute of -
Description Values
Name element
score fraud_status The ReD return 4 digit numeric

code
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Example XML elements for EbitGuard

<EbitGuard>
<fraud status score="0150">Accept</fraud status>
<orderid>00000000000000000000001060764550</orderid>
</EbitGuard>

<EbitGuard>
<fraud status score="0800">Deny</fraud status>
<orderid>00000100000ADC000000001118324936</orderid>
</EbitGuard>

2.4.3.4 Example Responses

Example XML Response XML element for fraud declined transaction

<Response>
<CardTxn>
<card scheme>VISA Delta</card scheme>
<country>United States</country>
<EbitGuard>
<fraud status score="0200">Deny</fraud status>
<orderid>00000000000000000000001060764550</orderid>
</EbitGuard>
</CardTxn>
<datacash reference>4700200040952107</datacash reference>
<merchantreference>.</merchantreference>
<mode>..</mode>
<reason>FRAUD DECLINED 0200</reason>
<status>7</status>
<time>..</time>
</Response>

Example XML Response XML element for fraud challenged transaction,
authorised by the bank

<Response>
<CardTxn>
<authcode>278052</authcode>
<EbitGuard>
<fraud status score="0600">Challenge</fraud status>
<orderid>00000000000000000000001060764524</orderid>
</EbitGuard>

</CardTxn>
<datacash reference>4600200040952400</datacash reference>
<merchantreference>00000007</merchantreference>
<mode>..</mode>
<reason>FRAUD CHALLENGED 0600</reason>
<status>7</status>
<time>..</time>
</Response>
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Example XML Response XML element for fraud challenged transaction,
declined by the bank

<Response>
<CardTxn>
<authcode>NOT AUTHORISED</authcode>
<EbitGuard>
<fraud status score="0600">Challenge</fraud status>
<orderid>00000000000000000000001060764524</orderid>
</EbitGuard>

</CardTxn>
<datacash reference>4600200040500007</datacash reference>
<merchantreference>00000007</merchantreference>
<mode>..</mode>
<reason>DECLINED</reason>
<status>7</status>
<time>.</time>
</Response>

Example XML Response XML element for an accepted transaction

<Response>
<CardTxn>
<authcode>743065</authcode>
<card scheme>VISA</card scheme>
<country>United Kingdom</country>
<EbitGuard>
<fraud status score="0100">Accept</fraud status>
<orderid>00000000000000000000001060694599</orderid>
</EbitGuard>
</CardTxn>
<datacash reference>4600200040500130</datacash reference>
<merchantreference>00000006</merchantreference>
<mode>LIVE</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>..</time>
</Response>

Example XML. A successful accept_fraud transaction

<Response>
<datacash reference>4600200040952400</datacash reference>
<merchantreference>4600200040952400</merchantreference>
<mode>..</mode>
<reason>ACCEPT FRAUD CHALLENGE OK</reason>
<status>1</status>
<time>..</time>

</Response>
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Example XML. A failed accept_fraud

<Response>
<datacash reference>4300200040500382</datacash reference>
<merchantreference>4600200040500007</merchantreference>
<mode>..</mode>
<reason>accept fraud attempted on CV2AVS DECLINED

transaction</reason>

<status>19</status>
<time>..</time>

</Response>
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2.4.4 3-D Secure, with DataCash MPI

This service enables you to perform a 3-D Secure check using the DataCash MPI and
then authorize the payment via the DPG. A technical introduction to this Service is
available on the website: http://www.datacash.com/gettingproducts.php?id=3D-
Secure-MPI-Service

The DataCash MPI service is utilised by sending a normal Credit and Debit Card Service
Request with several pieces of extra information. This section of the documentation
assumes the reader is familiar with the Credit and Debit Card Service, as described in
section 2.2.1.

It is also possible to use this service in conjunction with the Pre-Registered Card
Service, as outlined in section 2.3.1.

The following key will be used in this section of the document:

¢ R - Required
¢ M -Mandatory if 3D-Secure check is to be performed
¢ O - Optional

Cardholder Verification Check

The auth and pre transaction types require the same information about the transaction
to be provided.

This data is passed using the following schema elements:

e Request
o Authentication - section 2.1.1.2
o Transaction
= CardTxn - details about the card, section 2.2.1.1.2
* TxnDetails - contains details of the transaction, section 2.4.2.1.2
e ThreeDSecure - contains all the details required to initiate the 3-D
Secure check, section 2.4.4.1.1
e Browser - details of the browser the cardholder is using, section
2.4.4.1.2

Authorization and Referred Authorization

The threedsecure authorization request and
threedsecure authorize referral request transaction types require information to
be provided in the HistoricTxn element:

e Request
o Authentication - section 2.1.1.2
o Transaction
" HistoricTxn - section 2.4.4.1.2
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.4.4.1 Schema Elements for Request
4.4.1.1 ThreeDSecure

This element contains all of the extra details which are required for the 3-D Secure
check to be initiated and should be provided for auth and pre Requests.

Element Name: ThreeDSecure
Position: Request.Transaction.TxnDetails

Elements of ThreeDSecure
Element Name Description Values / Limitations Required

Indicates whether the

transaction should be checked |yes
for enrolment in the 3-D no
Secure system

The URL of the website on
which the payment is being
made. Will be displayed to
cardholder by ACS

A short description of what
has been purchased. This is

verify

1-2048 characters.
Must be fully qualified |M
(i.e. include https://)

merchant url

h d -
purchase desc shown to the card holder by 1-125 characters M
the ACS.
: The date and time of the YYYYMMDD HH:MM:SS
purchase datetime )
- transaction format
Browser See section 2.4.4.1.2 M

Example XML for ThreeDSecure complex elements

<ThreeDSecure>
<verify>yes</verify>
<merchant url>https://www.widgets.com/</merchant url>
<purchase desc>DVD</purchase desc>
<purchase datetime>20120731 21:59:42</purchase datetime>
<Browser>..</Browser>

</ThreeDSecure>

<ThreeDSecure>
<verify>no</verify>
</ThreeDSecure>

2.4.4.1.2 Browser

The Browser element contains all the information about the browser the cardholder is
using to access your website, and must be provided for auth and pre requests where
the 3-D Secure check is to be performed.
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Element Name: Browser
Position: Request.Transaction.TxnDetails.ThreeDSecure

Elements of Browser

A Values / .
Element Name Description Limitations Required
The MIME types of the headers
t head ; . R
accept_headers accepted by this device
The User Agent associated with the
user agent R

device

Example XML for Browser complex elements

<Browser>
<accept headers>*/*</accept headers>
<user agent>IE/6.0</user agent>
</Browser>

<Browser>
<accept headers>txt/xml, application/xml, application/xhtml+xml,
text/html;g=0.9, text/plain;g=0.8,video/x-mng, image/png,
image/jpeg, image/gif;g=0.2, text/css, */*;g=0.1
</accept headers>
<user agent>Mozilla/5.0 (Macintosh; U; PPC Mac OS X; en)
AppleWebKit/417.9 (KHTML, like Gecko) Safari/417.9.2
</user agent>
</Browser>

2.4.4.1.3 HistoricTxn

The HistoricTxn element is used for threedsecure authorization request
threedsecure authorize referral requestand fulfill transactions. It enables
these transactions to be tied back to the original transaction.

Element Name: HistoricTxn
Position: Request.Transaction

Elements of HistoricTxn

Values / 3DS ref! 3DS

3
Limitations aut? | SDSful

Element Name Description
The datacash_reference
reference number for the 16 digits R R R
transaction

The authorisation code
authcode provided by your Bank’s |- R n/a R
Authorisation Centre
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Method The transaction type See bullets R R R
below
The Payer
Authentication Response |As returned
pares_message (0] (0] n/a

(PARes) returned by the |by the ACS
ACS

1threedsecure_authorize_referral_request

2 . .
threedsecure authorization request

3 Fulfill
Attributes of elements within HistoricTxn
Attribute | Attribute of Description Values / Required
Name Element p Limitations a

Accepts the transaction if the
tx_status_u |method ACS is unable to complete the |accept O
validation of the card holder

Example XML for HistoricTxn complex elements

<HistoricTxn>
<reference>4400200042810513</reference>
<method>threedsecure authorization request</method>
<pares message>uyt45t89cnwu3drhc98ad4hterjklth4o8c
tsrjzth4</pares message>
</HistoricTxn>

<HistoricTxn>
<reference>4400200042810513</reference>
<method tx status u="accept">
threedsecure authorization request</method>
<pares message>4o07sbvohyv8s4075mytudriotu0359ucmi
udtoyuu</pares message>
</HistoricTxn>

Example XML for HistoricTxn complex elements for transactions which
cannot be 3-D Secure checked (e.g. card scheme not supported, non-
enrolled cards)

<HistoricTxn>
<reference>4400200042810513</reference>
<method>threedsecure authorization request</method>
</HistoricTxn>
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Example XML for HistoricTxn complex elements for referred authorisation

<HistoricTxn>
<reference>4400200042810513</reference>
<authcode>12AB52</authcode>
<method>threedsecure authorize referral request</method>
<pares message>w5670w5689kg74u76490wt
uvaeroSielktekt=vre</pares message>
</HistoricTxn>

Example XML for HistoricTxn complex elements for a fulfill

<HistoricTxn>
<reference>4400200042810513</reference>
<authcode>12AB52</authcode>
<method>fulfill</method>

</HistoricTxn>
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2.4.4.2 XML Example Requests
2.4.4.2.1 Cardholder Verification Requests

Example XML for pre transactions which by-pass the 3-D Secure check
<Request>
<Authentication>
<client>99000001</client>
<password>****x**x< /password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>387545924AdkWdd</merchantreference>
<amount currency="GBP">10.04</amount>
<ThreeDSecure>
<verify>no</verify>
</ThreeDSecure>
</TxnDetails>
<CardTxn>
<Card>
<pan>4444************</pan>
<expirydate>06/12</expirydate>
</Card>
<method>pre</method>
</CardTxn>
</Transaction>
</Request>

<Request>
<Authentication>
<client>99000001</client>
<password>*****x**< /password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>4564234523</merchantreference>
<amount currency="AUD">59.45</amount>
<capturemethod>ecomm</capturemethod>
<ThreeDSecure>
<verify>no</verify>
<merchant url>https://www.mywebsite.com/12/</merchant url>
<purchase desc>CDs and DVDs</purchase desc>
<purchase datetime>20120531 13:06:28</purchase datetime>
<Browser>
<accept headers>*/*</accept headers>
<user agent>IE/6.0</user agent>
</Browser>
</ThreeDSecure>
</TxnDetails>
<CardTxn>
<Card>
<pan>4444************</pan>
<expirydate>06/18</expirydate>
</Card>
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<method>pre</method>
</CardTxn>
</Transaction>
</Request>

Example XML for an auth request, requesting verification

<Request>
<Authentication>
<client>99000001</client>
<password>****x**x< /password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>387545924537037</merchantreference>
<amount currency="GBP">10.04</amount>
<capturemethod>ecomm</capturemethod>
<ThreeDSecure>
<verify>yes</verify>
<merchant url>https://www.mywebsite.com/</merchant url>
<purchase desc>CDs and DVDs</purchase desc>
<purchase datetime>20120206 23:59:59</purchase datetime>
<Browser>
<accept headers>*/*</accept headers>
<user agent>IE/6.0</user agent>
</Browser>
</ThreeDSecure>
</TxnDetails>
<CardTxn>
<Card>
<pan>4444************</pan>
<expirydate>06/18</expirydate>
</Card>
<method>auth</method>
</CardTxn>
</Transaction>
</Request>
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Example XML for a Pre-Registered Card request, requesting verification

<Request>
<Authentication>
<client>99000001</client>
<password>*******x*< /password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>387545924537037</merchantreference>
<amount currency="GBP">10.04</amount>
<capturemethod>ecomm</capturemethod>
<ThreeDSecure>
<verify>yes</verify>
<merchant url>https://www.mywebsite.com/</merchant url>
<purchase desc>CDs and DVDs</purchase desc>
<purchase datetime>20120201 23:59:59</purchase datetime>
<Browser>
<accept headers>*/*</accept headers>
<user agent>IE/6.0</user agent>
</Browser>
</ThreeDSecure>
</TxnDetails>
<CardTxn>
<card details type="preregistered">
4100200043070870</card details>
<method>auth</method>
</CardTxn>
</Transaction>
</Request>
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2.4.4.2.2 Historic Transactions

Example XML for a threedsecure_authorization_request, with PARes

<Request>
<Authentication>
<client>99000001</client>
<password>****x**x< /password>
</Authentication>
<Transaction>
<HistoricTxn>
<reference>4900200042810407</reference>
<method tx status u="accept">
threedsecure authorization request</method>
<pares_message>w48gj6s5ty45ty8cviozdtrjgd </pares message>
</HistoricTxn>
</Transaction>
</Request>

Example XML for a threedsecure_authorization_request without a PARes.
E.g. for a non-enrolled card, or a card scheme which is not supported by 3-D
Secure

<Request>
<Authentication>
<client>99000001</client>
<password>******x*x*< /pasgsword>
</Authentication>
<Transaction>
<HistoricTxn>
<reference>4100200043070078</reference>
<method>threedsecure authorization request</method>
</HistoricTxn>
</Transaction>
</Request>
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Example XML for a threedsecure_authorize_referral_request

<Request>
<Authentication>
<client>99000001</client>
<password>*******x*< /password>
</Authentication>
<Transaction>
<HistoricTxn>
<reference>4100200043070078</reference>
<authcode>7ZY987A</authcode>
<method>threedsecure authorize referral request</method>
</HistoricTxn>
</Transaction>
</Request>

Please refer to section 2.2.1.2.2 for an example fulfill request.

2.4.4.3 Schema Elements for Response
2.4.4.3.1 ThreeDSecure

This element will be returned in response to a card enrolment check, if the card is
enrolled. If the card is not enrolled or is not supported, this element will not be
present.

Element Name: ThreeDSecure
Position: Response.CardTxn

Elements of ThreeDSecure

Element Name Description
pareq message |The PAReq

The URL of the ACS, to which the cardholder needs to be re-
acs url directed. In the test environment this will be the URL of the
B testserver ACS. In the live environment this will be the URL of
the Issuing Bank’s ACS.
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Example XML for ThreeDSecure complex elements

<ThreeDSecure>
<acs_url>https://secure.barclaycard.co.uk/barclays/tdsecure/pa.jsp?
partner=barclaycard.visa&amp; VAA=B/</acs url>
<pareq message>eJxdUltugzAQ/M8pUA+AHYEQKscSLR/NB1HUSAKWsypIBRIb
StrTl14Y4JkGAdnYWAjRjdiwVQH4A2SvgiyBgBWgtviCoTpuXswgjuizZ4tU
xelLGnoffYJ16k26AeUrtqGkxCHICEHHV2AkgVoOtcwLSEvb9sdj5MkSglD
N+35Gt02521KcIxgzNCEPd+IGVhBKFEyNNaekm3fdOgXr2nMkAOe7tU3H4
YhPI1OSKHLULY1Q7br5KInviWzf24aeb71WJ17k2TB/dvk2Ko4ZKETkhiE7
4e fNOUAU4xhTTAK6fF215mZo7M98galgTnCII2PLhDx9tkIyN2NHS5p2ZB7
1S0Ehngk7ntgHzjYnrXs/Ugpa8A90Zgba8W/PsBHv/eEhVdiYmowwv7Wu6
xnxH4mF/ZWIh1LI3cF/1/mnWuWNmQxkPJF8wIHhY/w</pareq message>
</ThreeDSecure>

|
© 2013 DataCash. All rights reserved. Page 218 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL o I | V = N
888 Y o

2.4.4.4 XML Example Responses
2.4.4.4.1 Cardholder Verification Response

Example XML Response for a card which is not enrolled

<Response>
<CardTxn>
<card scheme>Visa</card scheme>
<country>United Kingdom</country>
<issuer>Prudential Banking PLC</issuer>
</CardTxn>
<datacash reference>4300200042810617</datacash reference>
<merchantreference>387546093287037</merchantreference>
<mode>..</mode>
<reason>3DS Card not Enrolled</reason>
<status>162</status>
<time>..</time>
</Response>

Example XML Response for a card which is enrolled

<Response>
<CardTxn>
<card scheme>Mastercard</card scheme>
<country>United Kingdom</country>
<ThreeDSecure>
<acs_url>https://www.clicksafe.lloydstsb.com/Lloyds/
tdsecure/pa.jsp?partner=mc&amp; VAA=B/</acs_url>
<pareq message>eJxdUltugzAQ/M8pUA+AHYEQKscSLR/NB1H
USAKWsypIBRIbStrT14Y4JkGAAnYWAIRIdiwVQHAA2SVgly
BgBWgtviCoTpuXswgjuizZ4tUxelGnoffYJl6k26AeUrtqgGk
xCHICEHHV2AkgVoOtcwLSEvb9sdj5MkSglDN+j5Gt02521K
cJIxgzNCEPd+IGVhBKFEyNNaekm3fdOgXr2nMkAOe7tU3H4Y
hPI10SKHLULY1Q7br5KInviWzf24aeb71WJ17k2TB/dvk2Ko
47ZKf7khiE74efNOUAU4AXhTTAK6fF215mZo7M98galgTnCIT
2PLhDx9tkIyN2NH5p2ZB71SO0EhngkN+AK7/ntgHzjYnrXs/U
gpa8A90Zgba8W/PsBHvV/eEhVdiYmowwv7Wu6xnxH4AmE /ZWI
h1LI3cF/i/mnWuWNmQxkPJF8w9HhY/wFTsbsh
</pareq_message>
</ThreeDSecure>
</CardTxn>
<datacash reference>4300200042810537</datacash reference>
<merchantreference>387546049537037</merchantreference>
<mode>..</mode>
<reason>3DS Payer Verification Required</reason>
<status>150</status>
<time>..</time>
</Response>
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2.4.4.4.2 Cardholder Authorisation Responses
Example XML Response when the PARes returned is invalid

<Response>
<datacash reference>3000100226001681</datacash reference>
<information>[2:Error] Expected PARes node: got

&apos;Error&apos;</information>

<merchantreference>3200100226001675</merchantreference>
<mode>..</mode>
<reason>3DS invalid pares</reason>
<status>176</status>
<time>..</time>

</Response>

Example XML Response were a referral response is received

<Response>
<CardTxn>
<card scheme>Visa</card scheme>
<country>United Kingdom</country>
<issuer>Prudential Banking PLC</issuer>
</CardTxn>
<datacash reference>3000100226001681</datacash reference>
<merchantreference>13542DSDWK21</merchantreference>
<mode>...</mode>
<reason>3DS call auth centre</reason>
<status>161</status>
<time>..</time>
</Response>

2.4.4.4.3 Authorisation of Referred Cards

Example XML Response were a referral response to a
three3dsecure_authorize_referral_request

<Response>
<datacash reference>4900200043070079</datacash reference>
<merchantreference>13542DSDWK21</merchantreference>
<mode>..</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>..</time>

</Response>
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2.4.4.5 Using inline “Redirect Page”

Due to the increasing use of software known as “Popup Killers”, Visa and MasterCard
are recommending that merchants be aware that a "Popup” window may not be the
best way to direct cardholders to their issuer for authentication. Indeed, the 3-D
Secure specifications have explicitly banned the use of “"Popup” windows as of October
2004. The recommended way to allow Cardholders to authenticate themselves is via an
in-line Redirect Page generated either via an <iframe /> type system or as a separate
“framed” page.

Example using the <iframe /> mechanism

<html>
<head>
<title>Please Authenticate</title>
</head>
<body OnLoad="OnLoadEvent();" >
<form name="downloadForm"
action="https://mybank.com/vbyv/verify/" method="POST">
<textarea name="PaReqg"
style="display:none">thePaRegWithBreaks</textarea>
<input type="hidden" name="TermUrl" value="https://www.
MyWidgits.Com/next.cgi/">
<input type="hidden" name="MD" value="200304012012a">
</form>
<script language="Javascript" >
Ll==
function OnLoadEvent () {
document.downloadForm.target = "ACSframe";
document .downloadForm.submit () ;

}

===
</script>
<!-- MERCHANT TO FILL IN THEIR OWN BRANDING HERE -->

<iframe src="blank.htm" name="ACSframe" width="390"
height="450" frameborder="0"> </iframe>
<!-— MERCHANT TO FILL IN THEIR OWN BRANDING HERE -->
</body>
</html>

In this example, no Popup window is created. The ACS dialogue takes place within a
floating frame on your page. After the cardholder has authenticated themselves they
will be returned to your site by their issuers ACS posting the results to the script
defined in the TermURL variable.

2.4.4.6 ACS Simulator & Magic Card Functionality

Please refer to the Developer’s Guide Appendices (Appendix 2 & Appendix 3) for
detailed information on the DataCash ACS Simulator and Magic Card Functionality. It is
intended that these are used during merchant integration of 3DS With DataCash MPI as
well as MPI Only integration, see section 2.4.5.
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2.4.5 MPI Only

2.4.5.1 Summary of Service

Using this service, it is possible for merchants to perform 3-D Secure authentication of
a transaction using the DataCash MPI, and authorize the transaction with a 3™ party
Payment Gateway.

In order to use the decoupled DataCash MPI for 3-D Secure transactions a variety of
different transaction types are required. Initially an enrolment check transaction must
be performed which will contain all details required to initiate the 3-D Secure
authentication process as well as transaction details relating to the MPI-Only
transaction. The response to this message will indicate whether the cardholder is
enrolled.

If the cardholder is enrolled this can be followed by a validation authentication
transaction containing the PARes message returned from the ACS and a historic
reference. A successful response to this transaction will provide the merchant with
enough 3-D Secure information to allow the merchant to authorize the transaction with
a 3" party Payment Gateway.

Alternatively, a merchant can optionally authorize the transaction using the DPG.

2.4.5.2 Schema elements for Request

This element contains all of the extra details which are required for the 3-D Secure
check to be initiated and should be provided for auth and pre Requests.

Element Name: MpiTxn
Position: Request.Transaction

Elements of MpiTxn

Element Name Description Values / Limitations Required

nethod The method of the mpi R

transaction

The card details of
the transaction to be
authentlcated._ This See 2.1.1.1 for more
Card element contains sub | ; . M
information
elements. See
2.1.1.1 for more
information
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If subscribed to the

preregistered card XML Attribute

service, this element type="preregistered”
can be used instead |should be supplied in

of the card block the opening tag.
card details above. See 0 for an ' The value contained M
example. should be the

See 2.3.1 for more  datacash_reference of
information about the card transaction.

the preregistered
card service.

2.45.3 End to end walkthrough: Cardholder enrolled

The following scenario uses the DataCash MPI to successfully authorize a 3-D Secure
transaction where the cardholder is enrolled.

2.4.5.3.1 Enrolment Check

The first stage of 3-D Secure authentication is to perform an enrolment check. The
enrolment check transaction is similar to the existing Cardholder Verification Check
message type as used to perform normal (i.e. coupled with Card Authorization) 3-D
Secure transactions with the DataCash MPI. The main difference between these two
transaction types being that the enrolment check transaction holds card details within
the MpiTxn block.

It should be noted that neither Cv2Avs data, nor the Verify element will be allowed in
the enrolment check transaction. CV2/AVS data can be provided in a subsequent
authorization transaction if required.
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Example Enrolment Check Request

<Request>
<Authentication>
<client>99000001</client>
<password>****x**x< /password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>387545924537037</merchantreference>
<amount currency="GBP">10.04</amount>
<ThreeDSecure>
<merchant url>http://www.mywebsite.com/</merchant url>
<purchase desc>CDs and DVDs</purchase desc>
<purchase datetime>20060201 3:59:59</purchase datetime>
<Browser>
<accept headers>*/*</accept headers>
<user agent>IE/6.0</user agent>
</Browser>
</ThreeDSecure>
</TxnDetails>
<MpiTxn>
<method>mpi</method>
<Card>
<pan>4444************</pan>
<expirydate>06/12</expirydate>
<startdate>06/12</startdate>
<issuenumber>06/12</issuenumber>
</Card>
</MpiTxn>
</Transaction>
</Request>
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The following is an example of the xm|l message response for an enrolled card. The
response contains the encoded PAReq message along with an ACS URL link.

Example Enrolment Check Response

<Response>
<status>150</status>
<reason>3DS Payer Verification Required</reason>
<merchantreference>387546049537037</merchantreference>
<datacash reference>4300200042810537</datacash reference>
<time>..</time>
<mode>..</mode>
<CardTxn>
<ThreeDSecure>
<pareq message>eJxdUltugzAQ/M8pUA+AHYEQKscSLR/NB1H
USAKWsypIBRIbStrT14Y4JkGAANYWdjRIdiwVQHAA2SVGiy
BgBWgtviCoTpuXswgjuiZ4tUxeLGnoffYJl6k26AeUrtgGk
xXCH1CEHHV2AkgVoOtcwLSEvb9sdjbMkSglDN+j5GtQ2521K
cJIxgzNCEPdA+IGVhBKFEyNNaekm3£dOgXr2nMkAOe7tU3H4Y
hPI1OSKHLULY1Q7br5KJInviWzf24aeb71WJ17k2TB/dvk2Ko
47ZKf7khiE74efNOUAU4xXxhTTAK6fF215mZo7M98galgTnCII
2PLhDx9tkIyN2NH5p2Z2B71S0EhngkN+AK 7 ntgHzjYnrXs/U
gpa8A90Zgba8W/PsBHv/eEhVdiYmowwv/Wu6bxnxH4AmF /ZWI
h1LI3cF/1i/mnWuWNmQxkPJF8wIHhY/wFTsbsh
</pareq message>
<acs url>https://www.clicksafe.lloydstsb.com/Lloyds/
tdsecure/pa.jsp?partner=mc&amp; VAA=B/</acs_url>
</ThreeDSecure>
</CardTxn>
</Response>

2.4.5.3.2 Validate Authentication

In order to authenticate an enrolled card, the merchant is required to submit a
‘threedsecure validate authentication’transaction. This request will use the
datacash reference from the enrolment check as the historic reference along with the
resulting PARes message received from the ACS.

An example threedsecure validate authentication transaction is shown below:
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Example Validate Authentication Request

<Request>
<Authentication>
<client>99000001 </client>
<password>*****x**x*x< /password>
</Authentication>
<Transaction>
<HistoricTxn>
<reference>4300200042810537</reference>
<method>threedsecure validate authentication</method>
<pares message>
uyt45t89cnwu3drhc98adhterjklthd4o8ctsrjzthd</pares message>
</HistoricTxn>
</Transaction>
</Request>

The response to a threedsecure validate authentication where the cardholder was
successfully authenticated is shown below. This response contains the necessary fields
should the merchant wish to authorise the transaction using a 3™ Party Payment
Gateway.

Example Validate Authentication Response

<Response>
<CardTxn>
<ThreeDSecure type="visa'">
<cardholder registered>yes</cardholder registered>
<eci>05</eci>
<security code>QO0FWVkNBV1ZDQVZWQOFWVkKNBV1Y=</security code>
<x1d>MDAWMDAWMDAWMDAWMT I zNDU2NzE=</xid>
</ThreeDSecure>
</CardTxn>
<datacash reference>3200900012345671</datacash reference>
<mode>LIVE</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time> UNIX TIME </time>
</Response>

Validate Authentication Requests support multiple versions. Where the request version
is not supplied or is equal to 1 then the above functionality will be in effect. Version 2
functionality differs from version 1 in the formatting of the Response. When supplied
version greater than 1 then an additional elements are returned: ‘mid’ and
‘acquirer’ are added to the response element. All MPI transactions return the
ThreeDSecure block in the response. ‘cavvAlgorithm’ is added to the ThreeDSecure
element of the response and the ‘security code’ element is replaced with the ‘aav’
element.

|
© 2013 DataCash. All rights reserved. Page 226 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 2@ ,
206
[ES] :

Example Validate Authentication Response from version 2 request

<Response version="2">
<CardTxn>
<ThreeDSecure type="visa">
<cardholder registered>yes</cardholder registered>
<eci>05</eci>
<cavvAlgorithm>1</cavvAlgorithm>
<aav>QO0FWVKNBV1ZDQVZWQOFWVKNBV1Y=</aav>
<x1d>MDAWMDAWMDAWMDAWMT I zZNDU2NzE=</xid>
</ThreeDSecure>
</CardTxn>
<datacash reference>3200900012345671</datacash reference>
<mode>LIVE</mode>
<mid>3658684685</mid>
<acquirer>Rbs</acquirer>
<reason>ACCEPTED</reason>
<status>1</status>
<time> UNIX TIME </time>
</Response>

If you use the version 2 for a Chase or Omnipay acquirer, 2 additional fields will be
returned by the Payment Gateway:

- ‘extended status’ : containing the extended status code obtained from the
acquirer.

- ‘extended response message’: containing the extended description or reason
obtained from the acquirer.

Example of transaction using Chase and version 2:

<Response version="2">
<CardTxn>
<ThreeDSecure type="visa">
<cardholder registered>yes</cardholder registered>
<eci>05</eci>
<cavvAlgorithm>1</cavvAlgorithm>
<aav>QO0FWVKNBV1ZDQVZWQOFWVKNBV1Y=</aav>
<x1d>MDAWMDAWMDAWMDAWMT I zZNDU2NzE=</xid>
</ThreeDSecure>

</CardTxn>

<datacash reference>3200900012345671</datacash reference>

<mode>LIVE</mode>

<mid>3658684685</mid>

<acquirer>Chase Paymentech</acquirer>

<extended status>100</extended status>

<extended response message>Approved</extended response message>

<reason>ACCEPTED</reason>

<status>1</status>

<time> UNIX TIME </time>

</Response>
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2.4.5.3.3 Authorization via the DPG

The subsequent authorization of an MPI Only transaction by the DPG is entirely
optional. Enough information will have been returned to the merchant by the DPG in
response to the validation authentication transaction to permit authorization using 3-D
Secure with an alternative Payment Service Provider.

An example authorization request with the DPG is illustrated below. This authorization
is similar to that used for pre-registered card transactions. The method types permitted
for a subsequent authorization attempts are auth or pre and the type of the
transaction must state from mpi.

CV2/AVS details can be optionally provided with the authorization request as part of
CardTxn details using the new Card element.

Additionally a transaction amount can also optionally be supplied. If a new amount is
supplied, then the transaction currency must also be provided and must match the
currency presented in the original enrolment check. Where a new amount is specified,
that amount will be used instead of the amount supplied in the original enrolment
check.

If the new amount is specified in an authorisation is greater than that specified in the
original authentication transaction, it is at the discretion and risk of the merchant.
DataCash make no claims with regard to liability shift.

Example Authorisation Request with the DPG

<Request>
<Authentication>
<client>99000001</client>
<password>*******x</password>
</Authentication>
<Transaction>
<TxnDetails>
<amount currency="GBP">1001.02</amount>
<merchantreference>387545924AdkWdd</merchantreference>
</TxnDetails>
<CardTxn>
<method>auth</method>
<card details type="from mpi">3200900012345671</card details>
<Card>
<Cv2Avs>
<street addressl>1 High Street</street addressl>
<street address2>This Town Town</street address2>
<street address3>Somewhere</street address3>
<street address4>United Kingdom</street address4>
<postcode>S01 2CD</postcode>
<cv2>123</cv2>
</Cv2Avs>
</Card>
</CardTxn>
</Transaction>
</Request>
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The response to a subsequent authorization of an MPI Only transaction will be as per
standard bankcard responses.

Example Authorisation Response from the DPG

<Response>
<CardTxn>
<authcode>100000</authcode>
<card scheme>VISA</card scheme>
<country>United Kingdom</country>
</CardTxn>
<datacash reference>3000900012345672</datacash reference>
<merchantreference>4421000009</merchantreference>
<mode>LIVE</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time> UNIX TIME </time>
</Response>
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2.45.4 End to end walkthrough: Cardholder not enrolled

As can be seen in the example xml response message below, where the cardholder is
not enrolled the ECI value will be returned to the merchant. If the merchant wishes to
continue with an authorization, they can do so using an alternative PSP or via the DPG.

2.4.54.1 Enrolment Check

An example response whereby the cardholder is not enrolled is shown below. This
response will contain an ECI value indicating that the cardholder authentication could
not be performed.

Example Enrolment Check Response - Cardholder not enrolled

<Response>
<CardTxn>
<ThreeDSecure type="visa'">
<cardholder registered>no</cardholder registered>
<eci>06</eci>
</ThreeDSecure>
</CardTxn>
<datacash reference>4300200042810537</datacash reference>
<merchantreference>387546049537037</merchantreference>
<mode>LIVE</mode>
<status>162</status>
<reason>3DS Card not Enrolled</reason>
<time> UNIX TIME </time>
</Response>
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2.4.5.4.2 Validate Authentication

For an MPI Only transaction with a cardholder that is not enrolled, a ThreeDSecure
validate authentication transaction will not be permitted. Such transactions will be
rejected by the DPG.

The following example response message would be returned in response to a
threedsecure_validate_authentication where the enrolment check determined that the
cardholder is not enrolled.

Example Validate Authentication Response - Cardholder not enrolled

<Response>
<datacash reference>3200900012345671</datacash reference>
<mode>LIVE</mode>
<reason>Authentication can only be performed for enrolled
cards</reason>
<status>600</status>
<time> UNIX TIME </time>
</Response>

2.4.5.4.3 Authorization via the DPG

Authorization of an MPI Only transaction where the cardholder was not enrolled can
optionally be performed via the DPG. The request and response messages for a
successful authorization are as shown in 2.1.1.3, the section for the Authorization of an
enrolled card.

2.4.5.5 Preregistered Card support

Preregistered cards can be used in the MpiTxn segment of the Enrolment check instead
of the card block.

The following scenario uses the MPI to authenticate a 3-D Secure transaction using
preregistered card details.

The enrolment check specifies which earlier (successful) transaction to use to retrieve
the card details as highlighted below:
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Example Enrolment Check using Preregistered Card Details

<Request>
<Authentication>
<client>99000001</client>
<password>fred</password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>387545924537037</merchantreference>
<amount currency="GBP">10.04</amount>
<ThreeDSecure>
<merchant url>http://www.mywebsite.com/</merchant url>
<purchase desc>CDs and DVDs</purchase desc>
<purchase datetime>20080808 23:59:59</purchase datetime>
<Browser>
<accept headers>*/*</accept headers>
<user agent>IE/6.0</user agent>
</Browser>
</ThreeDSecure>
</TxnDetails>
<MpiTxn>
<method>mpi</method>
<card details
type="preregistered">4300200042810536</card details>
</MpiTxn>
</Transaction>
</Request>

DataCash will use the specified transaction to retrieve the card details to be used for
the new transaction.

The process of completing 3-D Secure authentication using the preregistered card
service differs only in how the card details are specified in the initial enrolment check
transaction. All responses will be as if the card details had been supplied explicitly with
the exception of the additional return code of 250 indicating that the details for the
supplied reference cannot be found.

2.4.5.6 ACS Simulator & Magic Card Facility

Please refer to the Developer’s Guide Appendices (Appendix 2 & Appendix 3) for
detailed information on the DataCash ACS Simulator and Magic Card Functionality. It is
intended that these are used during merchant integration of the MPI Only service as
well as 3DS with DataCash MPI service as described in section 2.4.4.1.1.

2.4.6 3-D Secure, with 3™ party MPI

This service enables you to authorize a payment via the DPG which has already been 3-
D Secure checked by a 3™ party MPI. A technical introduction to this Service is
available on the website:

http://www.datacash.com/gettingproducts.php?id=3D-Secure-Third-Party-MPI-Service

This service is utilised by sending a nhormal Credit and Debit Card Service Request with
|
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up to four pieces of extra information. This section of the documentation assumes the
reader is familiar with the Credit and Debit Card Service, as described in section 2.2.1.

The service may also be used in conjunction with the Pre-Registered Card service, as
outlined in section 2.3.1

2.4.6.1 Schema Elements for Request

The data for the service is passed in five distinct places in the schema. The additional
information for this Service is all passed in the Secure element:

2.4.6.1.1 Request

o Authentication - section 2.1.1.2
o Transaction

* CardTxn - as described in 2.7.1.1.2
e Card - section 2.2.1.1.1
e Secure - up to four extra pieces of information about the card
transaction, section 2.4.6.1.2
* TxnDetails - see section 2.4.2.1.2

2.4.6.1.2 Secure

The secure element contains the extra information for the 3-D Secure transaction. The
data within this element is obtained from your MPI.

Element Name: Secure
Position: Request.Transaction.TxnDetails.CardTxn

Elements of Secure
Element Name Description Values / Limitations

The Cardholder Authentication
Verification Value (CAVV) for Visa
security code cards, or Universal Cardholder
B Authentication Field (UCAF) for
MasterCard, (Amex) for American

Express
yes
no
attempted -
. enrolled, PARes
Indicates whether the cardholder was status ‘A’

cardholder registered|registered for 3-D Secure and the R

ch enrolled u -
PARes / VERes status VERes status ‘U’

tx status u -
enrolled, PARes
status ‘U’
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01

eci The Electronic Commerce Indicator 8?) M
(ECI) obtained from your MPI 06
00

As copied from the

transactionID The XID from PARes.Purchase.xid
PARes

M

Example Secure complex element

<Secure>
<cardholder registered>no</cardholder registered>

</Secure>

<Secure>
<security code>AAABAwWRzYAAAAAAAAAAAAAAAAAA=</security code>
<cardholder registered>yes</cardholder registered>
<eci>06</eci>

<transactionID>TbwiW8VLThG3TjDul7KS5wAJCAI=</transactionID>

</Secure>
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2.4.6.2 XML Example Requests

Example Request XML for 3-D Secure with a 3™ party MPI, for a registered
card

<Request>
<Authentication>
<client>99000001</client>
<password>******</password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>123456</merchantreference>
<amount currency="GBP">10.00</amount>
<capturemethod>ecomm</capturemethod>
</TxnDetails>
<CardTxn>
<Card>
<pan>4444**xx***+*xx171]1</pan>
<expirydate>12/09</expirydate>
</Card>
<method>pre</method>
<Secure>
<security_cOde>BwABCEYiBQAAAAAGViIFAAA
AAAA=</security code>
<cardholder registered>yes</cardholder registered>
<eci>06</eci>
<transactionID>TbwiW8VLThG3TjDul7KS5wAJ
CAI=</transactionID>
</Secure>
</CardTxn>
</Transaction>
</Request>
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Example Request XML for 3-D Secure with a 3™ party MPI, for a registered
card using the Pre-Registered Card service

<Request>
<Authentication>
<client>99000001</client>
<password>******< /password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>123456</merchantreference>
<amount currency="GBP">10.00</amount>
<capturemethod>ecomm</capturemethod>
</TxnDetails>
<CardTxn>
<card details type="preregistered">
4900200053281123</card details>
<method>pre</method>
<Secure>
<security_code>BWABCEYiBQAAAAAGViIFAAA
AAAA=</security code>
<cardholder registered>yes</cardholder registered>
<eci>06</eci>
<transactionID>TbwiW8VLThG3TjDul7KS5wAJ
CAI=</transactionID>
</Secure>
</CardTxn>
</Transaction>
</Request>
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Example Request XML for 3-D Secure with a 3™ party MPI, for an un-
registered card

<Request>
<Authentication>
<client>99000001</client>
<password>******< /password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>123456</merchantreference>
<amount currency="GBP">56.26</amount>
<capturemethod>ecomm</capturemethod>
</TxnDetails>
<CardTxn>
<Card>
<pan>5374******x**()001</pan>
<expirydate>01/08</expirydate>
</Card>
<method>pre</method>
<Secure>
<cardholder registered>no</cardholder registered>
</Secure>
</CardTxn>
</Transaction>
</Request>

Example Request XML for a card scheme which is not supported for the 3-D
Secure check

<Request>
<Authentication>
<client>99000001</client>
<password>******< /password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>45786906</merchantreference>
<amount currency="GBP">23.45</amount>
<capturemethod>ecomm</capturemethod>
</TxnDetails>
<CardTxn>
<Card>
<pan>6759******x*x*9999< /pan>
<expirydate>12/07</expirydate>
<startdate>12/04</startdate>
<issuenumber>03</issuenumber>
</Card>
<method>auth</method>
</CardTxn>
</Transaction>
</Request>
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2.4.6.3 Schema Elements for Response

This service does not have any service-specific elements in the response. Please refer
to the Bank Card Service (section 2.2.1) and General Response Elements (section
2.1.1.3) for details of the generic elements returned for credit and debit card transaction.

2.4.7 Batched Fraud Screening

The Batched Fraud Screening Service is utilised by sending a normal Bank Card or
PayPal XML Request with additional information.

Details of XML Request and Response elements which are not specific to the Batched
Fraud Screening Service are available in sections 2.1 and 2.8.1

For Bank Card

The Batched Fraud Service check is carried out after authorisation for any pre and auth
transactions.

For Paypal

The Batched Fraud Service check is carried out after authorisation for any

do_express checkout payment , do authorization and do reference transactions. The
additional information should be presented within the do express checkout payment Or
do_reference transaction. When used with PayPal, some of the fields which would
normally be provided specifically for the fraud screening service should not be used as
they conflict with information which is available from PayPal or via fields provided by
the Merchant in the payPalTxn element. These fields will be highlighted within this
document.

2.4.7.1 Schema Elements For Batched Screening Request

While all of the fields described within this document are optional, to ensure the
Merchant obtains the best results from the Batched Fraud Screening Service, certain
fields are recommended. These fields vary depending upon the sector the Merchant is
operating in:

e R - Retail and General
e H - Hotels

e T - Travel

e G- Gaming

The data is passed within the The3rdman element in the schema:

° The3rdMan
o CcustomerInformation — additional details about the customer, section
2.4.7.1.2
o DeliveryAddress — details the delivery address for the order, section
2.4.7.1.3
o BillingAddress — details of the Payer Billing Address, section 2.4.7.1.4
o AdditionalbDeliveryAddress — to be used if the order is being delivered
to multiple locations, section 2.4.7.1.5
* DeliveryAddress — up to four additional delivery addresses,
section 2.4.7.1.3
|
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o AccountInformation — contains details of any account the Payer may
have with the Merchant, section 2.4.7.1.6
* Address - as held on the Payers account with the Merchant,
section 2.4.7.1.7
* BankInformation — information related to any bank details which
may be held by the Merchant, section 2.4.7.1.8
" PreviousDetails - section 2.4.7.1.9
= PurchaselInformation — section 2.4.7.1.10
" UserDetails - section 2.4.7.1.11
o AltPayment - to be used if alternative payment methods have been used
in addition to the Card/PayPal used for the transaction, section 2.4.7.1.12
* BillingAddress — the Billing Address used for the alternative
payment, section 2.4.7.1.4
* Card - details of any card used for alternative payment, section
2.4.7.1.13
* CustomerInformation - section 2.4.7.1.2Response — the result of
the alternative payment, section 2.4.7.1.14
* Secure - details of the 3-D Secure check used for the alternative
payment, section 2.4.7.1.15
o oOrderInformation — details about the order, section 2.4.7.1.16
* Pproducts — a container element for each product, section
2.4.7.1.17
e product — details about the individual products within the
order, section 2.4.7.1.18
o AirlineInformation - for Airline Merchants only,
section 2.4.7.1.19
o AdditionalInformation — extra information. To be used only by prior
agreement, section 2.4.7.1.20

2.4.7.1.1 The 3rdMan

Element Name: The3rdMan
Position: Request.Transaction.TxnDetails

Elements of The3rdMan
Element Name Description Values / Limitations
CustomerInformation |See section 2.4.7.1.2

See section 2.4.7.1.3. N/A for PayPal - use

DeliveryAddress . . .
PayPalTxn.ShippingAddress instead

See section 2.4.7.1.3. N/A for PayPal. To receive the full billing
address in the response and automatically send the biling

BillingAddress address to GateKeeper, you need to set the req_billing_address
element in the set_express_checkout message to 1.

AltPayment See section 2.4.7.1.12
|
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OrderInformation See section 2.4.7.1.16

Example XML for The3rdMan complex elements

<The3rdMan>
<AltPayment>...</AltPayment>
<BillingAddress...</BillingAddress>
<CustomerInformation>...</CustomerInformation>
<DeliveryAddress>...</DeliveryAddress>
<OrderInformation>...</OrderInformation>
</The3rdMan>

<The3rdMan>

<CustomerInformation>...</CustomerInformation>
</The3rdMan>

2.4.7.1.2 CustomerInformation

This element contains details of the customer. It may be provided within two places in
the XML Request schema:

o The3rdMan
o CustomerInformation - the main customer information
o Altpayment — if @ second (alternative) payment method is used, this element
provides the details specific to that transaction, see section 2.4.7.1.12
* cCcustomerInformation — for the alternative payment. May all be provided
for PayPal transactions.

Element Name: CustomerInformation

Request.Transaction.TxnDetails.The3rdMan

Position: Request.Transaction.TxnDetails.The3rdMan.AltPayment

Unless otherwise stated, all child elements may only be presented within the
The3rdMan.CustomerInformation position in the schema.

Elements of customerInformation

Element Name Description Values / Limitations Sectors
Alternative |Max 20 characters
alt_telephone Telephone |International numbers: include RHTG
Number Country code, exclude access code
Customer
customer dob Date Of YyYy-mM-DD format G
Birth
Max characters. N/A for PayPal.
customer_reference Customer G:te\?vca)ly V\iailfautosmat/icalfy u:gl ° RHTG
- reference

TxnDetails.merchantreference
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The first
name of the
person to Max 50 characters. N/A for PayPal,
delivery forename which the use R
order is PayPalTxn.ShippingAddress.name.
being
delivered

The phone

number of

the person |Max 20 characters. N/A for PayPal,
delivery_phone_number |to which the |use PayPalTxn.ShippingAddress. -

order is telephone number
being
delivered
The
surname of
the person |Max 50 characters.
delivery_surname to which the |N/A for PayPal, use R
order is PayPalTxn.ShippingAddress.name.
being
delivered
The title of
Egew%?gﬁot?'ne Max 10 characters.
delivery title - N/A for PayPal, use R
Orqer 1S PayPalTxn.ShippingAddress.name
being
delivered
Driving
driving licence_number |Ljcence Max 30 characters. N/A for PayPal -
Number
Max 50 characters
. Email N/A for PayPal. Gateway will
1
e Address. automatically use the email returned RHTG
by PayPal
First
first purchase date Purchase YYYY-MM-DD format G
- - Date By
Customer
Max 50 characters. Gateway will
automatically use the firstname RHTG
forename C;UStomer returned by PayPal
first name
For aAltPayment: Max 50 characters. -
Customer
introduced by Ref Of . Max 50 characters -
Introducing
Customer
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ip_address IP Address |Must be in "dotted-quad" notation RHTG
Order Max 60 characters. N/A for PayPal,
order number Gateway will automatically use the RHTG
Number .
PayPal.invum.
previous purchases Previous See below
Purchases
1 - Mail order
2 — Telephone order
3 — Internet
4 - Other
sales channel Type of sale |5 — In store RHTG
6 - Kiosk
7 — Mobile
N/A for PayPal transactions -
Gateway will automatically use 4
Max 50 characters. Gateway will
automatically use the lastname RHTG
surname Customer returned by PayPal
Surname
For AltPayment: Max 50 characters -
Telephone A maximum of 20 characters.
telephone p International numbers: include RHTG
Number
Country code, exclude access code.
Customer's time zone. Should be of
, the form "GMT", "GMT+1", "CET",
Customer's

time zone etc. Websites such as -

time zone http://wwp.greenwichmeantime.com/
list possible time zones.
Max 10 characters. Gateway will
Customer automatically use the salutation RHTG
title Title (Mr, returned by PayPal
Mrs etc)

For AltPayment: Max 10 characters -

Attributes for Elements of customerInformation
Attribute Name Attribute of element Value / Limitations Sector

Number of previous

count previous purchases .
- purchases. Numeric

Total value of previous
amount previous_purchases purchases. Max 15 numeric G
including decimal point
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Example XML for CustomerInformation complex elements

<CustomerInformation>
<customer reference>CUSTREF000001</customer reference>
<title>Mr</title>
<forename>John</forename>
<surname>Smith</surname>
<telephone>0131 123 1234</telephone>
<alt telephone>0131 123 1234</alt telephone>
<email>jsmith@devnull.co.uk</email>
<ip address>192.168.0.1</ip address>
<customer dob>1980-03-12</customer dob>
<first purchase date>2004-02-21</first purchase date>
<previous purchases count="5" value="58.94"/>
<introduced by>CUSTREF0004444</introduced by>
<driving license number>SMITH0987654321</driving license number>
<time zone>GMT</time zone>
</CustomerInformation>

<CustomerInformation>
<forename>John</forename>
<surname>Smith</surname>
<telephone/>
<email/>
<delivery forename>Alice</delivery forename>
<delivery surname>Smith</delivery surname>
<delivery phone number/>
</CustomerInformation>

2.4.7.1.3 DeliveryAddress

This element contains the delivery details. It has two places within the Request
Schema:

o The3rdMan
o DeliveryAddress —for the main delivery address. Should not be provided for
PayPal transactions — use rayPalTxn.ShippingAddress instead.
o AdditionalbDeliveryAddress —to be used if items are being shipped to multiple
addresses. May be provided for PayPal transactions. See section 2.4.7.1.5
* DeliveryAddress - Up to four additional delivery addresses can be
provided within the AdditionalDeliveryAddresses element. Each
DeliveryAddress element should have the “number” attribute set with
a value of 1 to 4. May be provided for PayPal transactions.

Element
Name: DeliveryAddress
Sestan: Request.Transaction.TxnDetails.The3rdMan
okl Request.Transaction.TxnDetails.The3rdMan.AdditionalDeliveryAddresses

Unless otherwise stated, all child elements may be presented within either position in
the schema.

The Sector recommendation only applies for The3rdMan.DeliveryAddress. This
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recommendation does not apply for AdditionalDeliveryAddress elements.

Elements of peliveryAddress

Sectors
Element Name | Description Values / Limitations (see
above)
fitle For additional delivery addresses only. Max
10 characters
£ For additional delivery addresses only. Max
orename
50 characters
For additional delivery addresses only. Max
surname
50 characters
ctreet address 1 First _ Ma_x 1QO characters. For PayPal, use RHT
- — |address line |ShippingAddress.street addressl
ctreet address o Second _ Ma_x 1QO characters. For PayPal, use RHT
- — |address line |ShippingAddress.street address?2
. . Max 20 characters. For PayPal, use
t 4
ety City ShippingAddress.city RHT
county County Max 30 characters. For PayPal, use RHT

ShippingAddress.region

Max 9 characters (or 10 for Amex
postcode Postcode transactions). For PayPal, use RHT
ShippingAddress.postcode

Country Use the numeric country codes. For PayPal,

Code use shippingAddress.country code RHT

country

Example XML for DeliveryAddress complex elements

<DeliveryAddress>
<street address 1>10 Stratford Road</street address 1>
<street address 2>Windsor</street address 2>
<city>London</city>
<county>London</county>
<country>826</country>
<postcode>ABl 2CD</postcode>

</DeliveryAddress>

Example XML for DeliveryAddress complex elements

<AdditionalDeliveryAddresses>
<DeliveryAddress number="1">
<title>MR</title>
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<forename>D</forename>
<surname>Jones</surname>
<street address 1>10 Stratford Road</street address 1>
<street address 2>Windsor</street address 2>
<city>London</city>
<country>826</country>
<postcode>ABl 2CD</postcode>

</DeliveryAddress>

<DeliveryAddress number="2">
<title>MR</title>
<forename>P</forename>
<surname>Sutherland</surname>
<street address 1>12 Stratford Road</street address 1>
<street address 2>Windsor</street address 2>
<city>London</city>
<country>826</country>
<postcode>ABl 2CD</postcode>

</DeliveryAddress>

</AdditionalDeliveryAddresses>

Example XML for PayPalTxn ShippingAddress complex elements

<Transaction>
<TxnDetails>
<The3rdMan>
</The3rdMan>
</TxnDetails>
<PayPalTxn>
<Items>
<Item id="0">
<name>RT</name>
<number>123</number>
<quantity>1</quantity>
<amount>25.99</amount>
</Item>
</Items>
<ShippingAddress>
<street address2>Fraud Street</street address2>
<street addressl>Stark's Park</street addressl>
<country code>GB</country code>
<postcode>WC1B6ST</postcode>
<name>Mr Fraud Ster</name>
<city>London</city>
<region>Fife</region>
</ShippingAddress>
</PayPalTxn
</ Transaction>

|
© 2013 DataCash. All rights reserved. Page 245 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 9@
coe
o588

2.4.7.1.4 BillingAddress

The BillingAddress element has two places within the Request Schema:

o The3rdMan
o BillingAddress - for the main billing address. For PayPal transactions, you
must set the reqg_billing_address element in the set_express_checkout message
to 1. This will return the full billing address to the merchant in the response
from the get_express_checkout message and will automatically pass the
address to GateKeeper as the billing address. If you don't set the element and
pass a shipping address, only the shipping address will be displayed in
GateKeeper and GateKeeper will assume it is both the billing and shipping
address. If you don't pass a Shipping Address, PayPal will return the shipping
address as selected by the buyer on the PayPal page. If you wish to use the
billing address feature for PayPal, you will need to contact them and request
that the billing address request is enabled on your PayPal account. All elements
within BillingAddress are recommended for Merchants in all sectors, including
Gaming.
o AltPayment - to be used multiple payment methods are being used. May be
provided for PayPal transactions. See section 2.4.7.1.12.
o BillingAddress -if an Alternative Payment is being made, this element
contains the Billing Address details supplied with that payment. These
elements may all be provided with PayPal transactions.

Element Name: BillingAddress
Request.Transaction.TxnDetails.The3rdMan

Position: Request.Transaction.TxnDetails.The3rdMan.AltPayment
Elements of BillingAddress
Sectors
Element Name | Description Values / Limitations (see
above)
) Max 100 characters. For PayPal, use RHTG
street address 1 First ShippingAddress.street addressl
- ~— |address line
For AltPayment: Max 100 characters. -
Max 100 characters. For PayPal, use RHTG
ctreet address 2 Second ShippingAddress.street address2
- ~— |address line
For AltPayment: Max 100 characters. -
Max 20 characters. For PayPal, use
S . RHTG
city City ShippingAddress.city
For AltPayment: Max 20 characters -
Max 30 characters. For PayPal, use
S . RHTG
county County ShippingAddress.region

For AltPayment: Max 30 characters. -

Max 9 characters (or 10 for Amex
postcode Postcode transactions). For PayPal, use RHTG
ShippingAddress.postcode

© 2013 DataCash. All rights reserved. Page 246 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 9@
coe
o588

For AltPayment: Max 9 characters (or 10
for Amex transactions).

Use the numeric country codes. For PayPal,

.. RHTG
country Country use ShippingAddress.country code
Code For AltPayment: Use the numeric country )
codes.

Example XML for BillingAddress complex elements

<BillingAddress>
<street address 1>Mulberry House</street address 1>
<street address 2>15 Acacia Place</street address 2>
<city>Edinburgh</city>
<county>Lothian</county>
<country>826</country>
<postcode>EH6 T7EZ</postcode>

</BillingAddress>

<BillingAddress>
<street address 1>10 Banana Gardens</street address 1>
<city>Chepstowe</city>
<county>Lothian</county>
<country>826</country>
<postcode>CH11l 4XX</postcode>
</BillingAddress>

2.4.7.1.5 AdditionalDeliveryAddresses

Up to four additional delivery addresses can be provided within the
AdditionalDeliveryAddresses element. Each DeliveryAddress element should have
the “number” attribute set with a value of 1 to 4.

Element Name: AdditionalDevliveryAddresses

Position: Request.Transaction.TxnDetails.The3rdMan

Elements of AdditionalDeliveryAddresses
Element Name |Description Values / Limitations

DeliveryAddress |See section 2.4.7.1.3

2.4.7.1.6 AccountInformation

Element Name: AccountInformation

Position: Request.Transaction.TxnDetails.The3rdMan
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Elements of AccountInformation

Element Name Description Values / Limitations |Sector
Address See section 2.4.7.1.7 G
BankInformation See section 2.4.7.1.8
PreviousDetails See section 2.4.7.1.9
PurchaseInformation See section 2.4.7.1.10
UserDetails See section 2.4.7.1.11
account profit loss E?\I“?\?IEINNNNNNN.NN
account_status Max 50 characters
alt email Max 50 characters.
authentication method KYC check Max 30 characters.

This field supports the
balance currency attribute. See E?\I“?\?IEINNNNNNN.NN
example below.
browser language Max 30 characters
current use Max 30 characters
derived language Max 30 characters
discount_amount Ecl)\mql\TIEINNNNNNN.NN
exposure_amount Ecl)\mql\TIEINNNNNNN.NN
forename Max 50 characters G
fraud status Max 30 characters
games _most_played Max 50 characters
loyalty Max 50 characters
number bonus_taken Numeric
number cards registered Numeric
numbers Max 50 characters
open date Format YYYY-MM-DD |G

order status
phone

previous guest
previous_ use
proposition date
rake

remaining

session id

Max 30 characters
Max 20 characters
Max 10 characters
Max 30 characters
Format YYYY-MM-DD
Max 30 characters
Max 30 characters

Max 100 characters
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surname Max 50 characters G
title Max 10 characters G
total account withdrawal E?\lrm\?lleNNNNNN.NN
vendor_ id Max 30 characters

Example XML for AccountInformation complex elements

<AccountInformation>
<Address>...</Address>
<BankInformation>...</BankInformation >
<PreviousDetails>...</PreviousDetails >
<PurchaseInformation>...</PurchaseInformation >
<UserDetails>...</UserDetails>
<title>Mr</title>
<forename>Steven</forename>
<surname>Benson</surname>
<phone>01505000000</phone>
<loyalty>Tier 1</loyalty>
<numbers>1235</numbers>
<open date>2010-12-02</open date>
<current use>usage</current use>
<previous_ use>previous</previous use>
<remaining>remaining</remaining>
<balance currency="EUR">22.55</balance>
<account profit loss>600.53</account profit loss>
<account status>Active</account status>
<alt email>test@datacash.com</alt email>
<authentication method>POST</authentication method>
<browser language>EN</browser language>
<derived language>EN</derived language>
<discount amount>5.50</discount amount>
<exposure amount>2.50</exposure amount>
<fraud status>OK</fraud status>
<games most played>Bejewelled</games most played>
<number bonus_taken>5</number bonus taken>
<number cards registered>2</number cards registered>
<order status>SENT</order status>
<previous guest>Yes</previous_ guest>
<proposition date>2010-11-15</proposition date>
<rake>rake</rake>
<session id>1IHKD32</session id>
<total account withdrawal>55.55</total account withdrawal>
<vendor id>123</vendor id>

</AccountInformation>

2.4.7.1.7 Address

The elements within the AccountInformation.Address element are recommended for
Gaming Merchants. They may all be provided with PayPal transactions.
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Element Name: Address

Position: Request.Transaction.TxnDetails.The3rdMan.AccountInformation

The child elements of address are the same as peliveryaddress. See section 2.4.7.1.3
for a description of these elements.

2.4.7.1.8 BankInformation

These elements may all be provided for PayPal transactions.

Element Name: BankInformation

Position: Request.Transaction.TxnDetails.The3rdMan.AccountInformation

Elements of BankInformation
Element Name |Description |Values / Limitations Sectors
account_number Max 30 characters -

bank_address Max 100 characters

bank country -

bank_name Max 50 characters -
customer_name Max 50 characters -
sort_code Max 20 characters -

Example XML for BankInformation element

<BankInformation>
<account number>00000000</account number>
<bank address>12 Bank Street</bank address>
<bank country>Scotland</bank country>
<bank name>Santander</bank name>
<customer name>MR J K BANK</customer name>
<sort code>00-00-00</sort code>
</BankInformation>

2.4.7.1.9 PreviousDetails

This container element holds up to five PreviousDetail elements. This element is
described in the table below. The “number” attribute should be provided on each
PreviousDetail element. Please see the example XML at the end of this section for
typical usage. These elements may all be provided for PayPal transactions.

Element Name: PreviousDetails
Position: Request.Transaction.TxnDetails.The3rdMan.AccountInformation
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Elements of PreviousDetail

Element

N Description Values / Limitations Sector

ame

amount_in Format NNNNNNNNNNNN.NN -

amount_ out Format NNNNNNNNNNNN.NN -
ISO currency code standard |(e.g. GBP, EUR, USD). Max 3

currency -
(ISO 4217) characters

date YYYY-MM-DD HH:MM:SS -

details Max 100 characters -

Example XML for PreviousDetails complex element

<PreviousDetails>
<PreviousDetail number="1">
<amount in>52.52</amount in>
<amount out>30.65</amount out>
<currency>GBP</currency>
<date>2010-10-12 11:12:58</date>
<details>Detail text</details>
</PreviousDetail>
<PreviousDetail number="2">
<amount in>552.63</amount in>
<amount out>125.25</amount out>
<currency>EUR</currency>
<date>2010-12-01 15:27:46</date>
<details>Detail text</details>
</PreviousDetail>
</PreviousDetails>
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2.4.7.1.10 Purchaselnformation

These elements may all be provided for PayPal transactions.

Element Name: PurchaseInformation

Position: Request.Transaction.TxnDetails.The3rdMan.AccountInformation

Elements of pPurchaseInformation

Element Name Description Values / Limitations Sector
avg Format NNNNNNNNNNNN.NN -
max Format NNNNNNNNNNNN.NN -
min Format NNNNNNNNNNNN.NN -

Example XML for PreviousDetails element

<AccountInformation>
<PurchaseInformation>
<avg>52.47</avg>
<max>100.52</max>
<min>10.28</min>
</PurchaseInformation>
</AccountInformation>
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2.4.7.1.11 UserDetails

These elements may all be provided for PayPal transactions.

Element Name: UserDetails

Position: Request.Transaction.TxnDetails.The3rdMan.AccountInformation

Elements of UserDetails

Element . Values /
Name Description Limitations Sector
. Max 50
alias -
characters
. Max 50
id
characters
This field supports the “number” attribute which
profile allows the profile number to be specified (1-3). Max 100

See example below. For Gaming: "withdrawal" for |characters
card withdrawals or "refund" for refunds

Max 100

machine id
- characters

Example XML for UserDetails element

<AccountInformation>
<UserDetails>
<alias>rtr</alias>
<id>testid</id>
<profile number="1">profilel</profile>
<profile number="2">profile2</profile>
<profile number="3">profile3</profile>
<machine id>xc334sv</machine id>
</UserDetails>
</AccountInformation>

2.4.7.1.12 AltPayment

Details of any additional card payment the Card Holder has used in the transaction.
These elements may all be provided for PayPal transactions.

Element Name: AltPayment
Position: Request.Transaction.TxnDetails.The3rdMan
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Elements of al1tPayment

Element Name Description Values / Limitations Sector
BillingAddress See section 2.4.7.1.4 -
Card See section 2.4.7.1.13 -

CustomerInformation |See section 2.4.7.1.2 -

Response See section 2.4.7.1.14 -
Secure See section 2.4.7.1.15 -
amount The transaction amount. |[Format NNNNNNNNNNNN.NN -

payment method -

Example XML for AltPayment element

<AltPayment>
<BillingAddress>...</BillingAddress>
<Card>...</Card>
<CustomerInformation>...</CustomerInformation>
<Card>...</Card>
<Response>...</Response>
<Secure>...</Secure>
<amount>55.55</amount>

</AltPayment>

2.4.7.1.13 Card

If an Alternative Payment is being made, this element contains the details of the card
supplied with that payment. These elements may all be provided with PayPal
transactions.

Element Name: card
Position: Request.Transaction.TxnDetails.The3rdMan.AltPayment

Elements of card

Values /

Element Name Description Limitations

The full card number. If you prefer

not to provide this you can provide Numeric. Max
alt pan . ..
- alt_bin, alt_last_4_digits and length 19
alt_pan_shal instead.
alt _bin First 8 digits of card number Numeric. Max
length 8.
alt_last_4_digits Last 4 digits of card number Numeric. Max

length 4.
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May be provided as an alternative to

the alt_pan field. Please contact Upper case
alt pan shal support for additional data to be Hex. Max
added to each card prior to SHA-1 length 50
hashing.
alt_expirydate The card expiry date. MMYY Format
Numberic.

alt_issuenumber_or_startdate |The card issue number or start_date
Max length 2

Example XML for Card element

<AltPayment>
<Card>
<alt pan>0000000000000000</alt pan>
<alt expirydate>1012</alt expirydate>
</Card>
</AltPayment>

2.4.7.1.14 Response

If an Alternative Payment is being made, this element contains the Cv2/CSC, AVS and
Bank Response for that payment. These elements may all be provided for PayPal
transactions.

Element Name: Response

Position: Request.Transaction.TxnDetails.The3rdMan.AltPayment

Elements of rResponse

Values /

Element Name Description Limitations

The bank authorisation code may be null
if not applicable and is represented as the
empty string. If the transaction type is

auth_code Update, bank authorisation code should :Ihaaxr:cciers
contain the status of the transaction
(either OK, Rejected, Chargeback or
Chargeback Fraud)
0 = not given
1 = not
avs_address_response checked
2 = pass
4 = fail
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0 = not given
1 = not
avs_postcode response checked
2 = pass
4 = fail
b The response code as received from the Numeric. Max
ank response code
- - bank length 2
b The authorisation message as received Max 100
ank response message
- - from the bank characters
0 = not given
1 = not
cv2_response Security code response checked
2 = pass
4 = fail

2.4.7.1.15 Secure

If an Alternative Payment is being made, this element contains the outcome of the 3-D
Secure check which may have been performed with that payment. These elements may
all be provided for PayPal transactions.

Element Name: secure
Position: Request.Transaction.TxnDetails.The3rdMan.AltPayment

Elements of Response
Element Name Description Values / Limitations
eci Transaction ECI Status. Numeric. Max length 2

Visa transactions - CAVV

Mastercard transactions —-AVV Max 50 characters

security code

2.4.7.1.16 OrderInformation

Element Name: orderInformation

Position: Request.Transaction.TxnDetails.The3rdMan

Elements of orderInformation

P Values /
Element Name Description Limitations Sector
Products See section 2.4.7.1.17. N/A for PayPal - use RHT

PayPalTxn.Items elements instead.
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brand The brand, if the sales channel Max 30
supports multiple brands characters
. . 0 — no
consumer_opt_in Customer opt-in flag
1-yes
Used for travel and ticketing. Route Max 50
destination_location |codes may be used and defined as
; characters
required.
distribution_channel |The distribution channel Max 30
characters
The date the event takes place, e.9. |,y vu-pp
event_date date of travel, or date of show or
. format
delivery date
event location The event location Max 50
characters
gift message Message entered on gift card Max 100
characters
installation requested Whether g(_)ods are to l?e suppl_ied Yes
- together with physical installation No
loyalty card number The loyalty card number, if held by Max 50
- - customer characters
operator id Max 30
- characters
payment method
route_via_location Routing information Max 50
characters

Example XML for OrderInformation complex elements

<OrderInformation>

<distribution channel>First Class Post</distribution channel>
<Products count="6">..</Products>

</OrderInformation>

XML Example for PayPalTxn Items complex elements

<Transaction>
<TxnDetails>

<The3rdMan>
</The3rdMan>

</TxnDetails>
<PayPalTxn>
<Items>

<Item id="0">
<name>RT</name>
<number>123</number>
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<quantity>1</quantity>
<amount>25.99</amount>
</Item>

</Items>

<ShippingAddress>
<street address2>Fraud Street</street address2>
<street addressl>Stark's Park</street addressl>
<country code>GB</country code>
<postcode>WC1B6ST</postcode>
<name>Mr Fraud Ster</name>
<city>London</city>
<region>Fife</region>

</ShippingAddress>

</PayPalTxn>
</Transaction>

2.4.7.1.17 Products

This element enables details of the items within the order to be passed. Should not be
provided for PayPal transaction — use PayPalTxn.Items elements instead.

Element Name: Products
Position: Request.Transaction.TxnDetails.The3rdMan.OrderInformation

Elements of Products

e Description Values / Limitations SHEET
Name
b See section One element for each distinct item RHT
roduct
2.4.7.1.18 ordered

Attributes of Products

Attribute — .
name Description Values / Limitations Sector
Total number of items |Must match the total of the items
count RHT

in the order specified in the product.count fields.
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Example XML for Products complex elements

<Products count="1">
<Product>..</Product>
</Products>

<Products count="2">
<Product>..</Product>
<Product>..</Product>

</Products>

Example XML for PayPal Items complex elements

<Transaction>
<TxnDetails>
<The3rdMan>
</The3rdMan>
</TxnDetails>
<PayPalTxn>
<Items>
<Item id="0">
<name>RT</name>
<number>123</number>
<quantity>1</quantity>
<amount>25.99</amount>
</Item>
</Items>
<ShippingAddress>
<street address2>Fraud Street</street address2>
<street addressl>Stark's Park</street addressl>
<country code>GB</country code>
<postcode>WCI1B6ST</postcode>
<name>Mr Fraud Ster</name>
<city>London</city>
<region>Fife</region>
</ShippingAddress>
</PayPalTxn
</Transaction>

2.4.7.1.18 Product

This enables specific information about each distinct item within the order to be
presented. If the Products element is specified, at least one Product element must be
present.

This element enables details of the items within the order to be passed. Should not be
provided for PayPal transaction - use PayPalTxn.Items elements instead.

Element S
Name:

Position: Request.Transaction.TxnDetails.The3rdMan.OrderInformation.Products
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Elements of product

Values / Sector

Element Name Description Limitations
AirlineInformation See section 2.4.7.1.19 T
code The product code for the item. For PayPal, Max 30 RHT

use Item.number. characters
price The unit cost of a single item. For PayPal, |Numeric with | RHT

use Item.amount. decimal point

The product category, hotel name or HT

. : . Max 50
prod_category departure airport. There is no equivalent
characters
for PayPal.
The product description. For travel use RHT

departure date in DD MMM YYYY HH:MM

(e.g. 27 Feb 2014 17:50). For Hotel use Max 100
the check-in to check-out date (e.g. 24 characters
Sep 2012 - 29 Sep 2012). For PayPal, use

Item.name

prod description

The product ID, supports the type

d id
proct attribute. See example below.
prod risk The level of risk associated with the Max 50 H
- product. For Hotel, use the hotel city. characters
The type of product. For Travel please HT
prod type use 3 character IATA airport code (E.g. Max 50
- CDG) for the departure airport. For Hotel, |characters
please use the hotel country.
. The number of items of this product Non-negative R
quantity

ordered. For PayPal, use Item.quantity integer

Example XML for Product complex element

<Product>
<code>32231</code>
<prod id type="a">125</prod id>
<quantity>2</quantity>
<price>22.99</price>

</Product>

<Product>
<code>Double ensuite</code>
<prod id type="a">125</prod id>
<quantity>2</quantity>
<price>22.99</price>

</Product>
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Example XML for PayPalTxn Product complex elements

<Transaction>
<TxnDetails>
<The3rdMan>
</The3rdMan>
</TxnDetails>
<PayPalTxn>
<Items>
<Item id="0">
<name>RT</name>
<number>123</number>
<quantity>1</quantity>
<amount>25.99</amount>
</Item>
</Items>
<ShippingAddress>
<street address2>Fraud Street</street address2>
<street addressl>Stark's Park</street addressl>
<country code>GB</country code>
<postcode>WC1B6ST</postcode>
<name>Mr Fraud Ster</name>
<city>London</city>
<region>Fife</region>
</ShippingAddress>
</PayPalTxn
</Transaction>

2.4.7.1.19 AirlineInformation

This element cannot be provided for PayPal transactions

Element Name: AirlineInformation
Position: ...The3rdMan.OrderInformation.Products.Product

Elements of AirlineInformation

Element Name Description _Va_lue_s / Sectors
Limitations
£11 . This should be a 2 character IATA Max 30
ight carrier L
- airline code. characters
dob The passengers date of birth. YYYY-MM-DD
fare_class The fare class for the airline ticket. Max 30
characters
flight_number The flight number. Max 30
characters
Max 30

loyalty_indicator |The loyalty indicator for the passenger.
characters
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Max 30
loyalt b
oyalty_number The passenger loyalty number characters
. . . . Max 30
t lit
nationality The passenger nationality. characters
The passengers passport or social Max 50
passport or ssn R
- security number. characters
If multiple points then separate with - Max 50

route_via (e.g. LHR-DUB). Do not supply -
departure and destination points characters

Example XML for AirlineInformation elements

<AirlineInformation>
<flight carrier>BA</flight carrier>
<dob>1970-06-16</dob>
<fare class>Y</fare class>
<flight number>059</flight number>
<loyalty indicator>Y</loyalty indicator>
<loyalty number>9876</loyalty number>
<nationality>SA</nationality>
<passport or ssn>456789032</passport or ssn>
<route via>LHR-DUB</route via>
</AirlineInformation>

2.4.7.1.20 AdditionallInformation

The following additional elements can be used to send additional information to the
Batched Fraud Screening Service. The contents of these fields should be agreed with
the Batched Fraud Screening Service Provider before they are used. These elements
may all be provided for PayPal transactions.

Element Name: AdditionalInformation
Position: Request.Transaction.TxnDetails.The3rdMan

Elements of AdditionalInformation

Element Description Values /
Name P Limitations
count Requires the “number” attribute to be set (see example). Numeric
Up to 3 separate counts can be provided (1-3).
Requires the “number” attribute to be set (see example). Max 100
generic Up to 17 generic fields can be provided (1-14 16-18). characters

Number 15 is reserved.
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Example XML for AdditionalInformation elements

<AdditionalInformation>
<count number="1">155576</count>
<count number="2">18521</count>
<count number="3">12568</count>
<generic number="1">Data as agreed</generic>
<generic number="2">Data as agreed</generic>
<generic number="3">Data as agreed</generic>
<generic number="4">Data as agreed</generic>
<generic number="5">Data as agreed</generic>
</AdditionalInformation>

2.4.7.2 Example PayPal Request
<Request>
<Transaction>
<TxnDetails>
<The3rdMan>

<CustomerInformation>
<alt telephone>0987 654654</alt telephone>
<telephone>01234 456789</telephone>
<ip address>212.188.171.55</ip address>
</CustomerInformation>
<AccountInformation>
<surname>Fraudster</surname>
<forename>Jack</forename>
<alt_email>accept@datacash.com</alt email>
</AccountInformation>
<OrderInformation>
<event date>2013-02-26</event date>
</OrderInformation>
</The3rdMan>
<merchantreference>rt do exp chk07</merchantreference>
<amount currency="GBP">25.99</amount>

</TxnDetails>
<PayPalTxn>
<Items>
<Item id="0">
<name>RT</name>

<number>123</number>
<quantity>1</quantity>
<amount>25.99</amount>
</Item>
</Items>
<ShippingAddress>
<street address2>FraudStreet</street address2>
<street addressl>Stark's Park</street addressl>
<country code>GB</country code>
<postcode>WC1B6ST</postcode>
<name>Mr Fraud Ster</name>
<city>London</city>
<region>Fife</region>
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</ShippingAddress>

<method>do express checkout payment</method>
<reference>3600900010001070</reference>
<invnum>rt do 07</invnum>

<payment action>order</payment action>

</PayPalTxn>
</Transaction>
</Request>
2.4.7.3 Schema Elements for Batched XML Response

As the results of the service will be returned to you directly by the DCFS, there are no
additional XML Response elements for this service.

2.4.7.4 HTTPS Responses, Batched and Realtime

Responses for each transaction are posted back to your server on a transaction-by-
transaction basis. This is referred to as a callback. The server the callback response is
sent to is configured on your GateKeeper account.

This will be in the form of an HTTP POST which contains the following fields in XML or
as Name=Value fields separated by ‘&'

The Merchant system must acknowledge the callback response within 1 second. This
will then enable the Batched Fraud Screening system to record a successful post. An
acknowledge mean can take the form of simply passing back the word “ok” or
“successful”

If the initial post does fail then the system will re-try 10 times with a 2 minute pause
in-between. If the system still doesn’t record a successful post after the 10" try, a
report will be generated to the support team to try a manual re-send at a later date.

If you wish to use HTTPS you must have a signed certificate to accept SSL
authentication.

Additional fields can be added to the existing response - please request these before
starting the implementation process or as soon into the process as possible.

2.4.7.5 Schema Elements for HTTPS Response, Batched and Realtime
Description Format
(maximum
length)

aggregator_identifier | Unique identifier for an aggregator (for | 15
example a PSP).

merchant identifier gatekeeper client ID 15

merchant_order_ref The reference number the merchant 250
gives to the order

unique id 3rd Man internal identifier. Used for
later calls such as the rules string
request.
Score Score -999 to +999
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recommendation Recommendation O=Release
1=Hold
2=Reject
9=Under
Investigation

Example Responses

2.4.7.5.1
2.4.7.5.1.1 XML Response

5.
5.
<RealTimeResponse xmlns="T3MCallback">
<aggregator identifier/>
<merchant identifier>5567</merchant identifier>
<merchant order ref>12345</merchant order ref>
<t3m 1d>333333333</t3m_id>
<score>0</score>
<recommendation>1</recommendation>

<message digest></message digest>
</RealTimeResponse>

2.4.7.5.1.2Key Value Pair Response

merchant identifier=30000&merchant order ref=12345&t3m id=333333333&score
=0&recommendation=1&message digest=

2.4.8 Realtime Fraud Screening

The Real Time Fraud Screening Service is utilised by sending a normal Bank Card or
PayPal XML Request with additional information.

Details of XML Request and Response elements which are not specific to the Real Time
Fraud Screening Service are available in section 2.1

Bank Card XML Requests

This documentation assumes the Bank Card has already been integrated and the
reader is familiar with it.

When subscribed to this service, additional information about the customer needs to be
presented with the transaction in order to trigger the screening. The Real Time Fraud
Service check is carried out after authorisation for any pre and auth transactions.

PayPal XML Requests

The Realtime Fraud Service check is carried out after authorisation for any
do_express_checkout_payment , do_authorization and do_reference transactions. The
additional information should be presented within the do_express_checkout_payment
or do_reference transaction.

When used with PayPal, certain fields that would normally be provided specifically for
the fraud screening service should not be used. These fields conflict with information
available from PayPal or via fields provided by the Merchant in the PayPalTxn element.
These conflicting fields are highlighted throughout the developer’s guide.

2.4.8.1 Schema Elements for Realtime Request

All of the elements outlined for Batched Fraud Screening in section 2.4.7.1 can be
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used for Real Time Fraud Screening.

For Real Time Fraud Screening, there is one additional elements within the The3rdMan
element in the schema:

. The3rdMan
o RealTime - details for Real Time Callback, section 2.4.8.1.2

Please refer to section 2.4.7.1 for details of the other elements.
2.4.8.1.1 The3rdMan

To enable a transaction to be screened in Real Time, it must be flagged using the
realtime attribute.

Additional Elements of The3rdMan
Element Name Description Values / Limitations

RealTime See section 2.4.8.1.2 |Optional

Attributes for Elements of The3rdMan

Attribute Attribute of values / Limitations
Name Element
type The3rdman realtime

Example XML for The3rdMan complex elements

<The3rdMan type="realtime”>
<CustomerInformation>...</CustomerInformation>
<DeliveryAddress>...</DeliveryAddress>
<BillingAddress>...</BillingAddress>
<OrderInformation>...</OrderInformation>
<Realtime>...</Realtime>

</The3rdMan>

2.4.8.1.2 RealTime

When sending a request in for Realtime Fraud Checking, an additional complex element
can be supplied. This element is only valid for:

e HPS-setup full requests
e HCC —pre or auth requests
e Direct Submission — pre or auth requests

If presented, the information within it will be used instead of the default settings
configured on the Merchant Account.

Element Name: Realtime

Position: Request.Transaction.TxnDetails.The3rdMan
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Elements of Realtime

Element Name Description Values / Limitations

The interface used to call the
real time callback format |realtime system. Defaults to XML
HTTP.

The callback URL used by

real time callback . . - .
- - this transaction if applicable

Max length 200

real time callback options 2

Example XML for Realtime complex elements

<Realtime>

<real time callback format>XML</real time callback format>
<real time callback>http://www.callback.com/cgibin/
callback.cgi/</real time callback>

<real time callback options>2</real time callback options>
</Realtime>

2.4.8.2 Schema Elements for Realtime Response
2.4.8.2.1 AuthAttempts

This element provides details of a payment attempt made during the HPS session. This
element may be present in the XML Response to a query performed against a
setup_ full.

Element Name: AuthAttempts
Position: Response.HpsTxn

Elements of AuthAttempt

Element Name Description Values / Limitations

ALt Will be present for each attempt the Card Holder has made. See
empt .
section 2.4.8.2.2.

Example XML for AuthAttempts element, with two attempts

<AuthAttempts>
<Attempt>...</Attempt>
<Attempt>...</Attempt>

<AuthAttempts>

2.4.8.2.2 Attempt

|
© 2013 DataCash. All rights reserved. Page 267 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 9@
coe
o588

This element provides details of a payment attempt made during the HPS session. This

element may be present in the XML Response to a query performed against a
setup_ full.

Element Name: Attempt
Position: Response.HpsTxn.AuthAttempts

Elements of Attempt

Element Name Description Values / Limitations

The3rdManRealtime |gee section 2.4.8.2.3 Will only be present
if fraud screened
datacash reference |The datacash_reference of the auth attempt

B for the payment

dc_response A numeric response code

reason Text string expanding on the dc_response

Example XML for Attempt element

<Attempt>
<The3rdManRealtime>...</The3rdManRealtime>
<datacash reference>4100203001856542</datacash reference>
<dc_response>7</dc_response>
<reason>DECLINED</reason>
</Attempt>

<Attempt>
<datacash reference>4400203001856550</datacash reference>
<dc_response>179</dc_response>
<reason>3DS Payer failed Verification</reason>

</Attempt>

<Attempt>
<The3rdManRealtime>...</The3rdManRealtime>
<datacash reference>4700203001856619</datacash reference>
<dc_ response>1</dc_response>
<reason>ACCEPTED</reason>
</Attempt>

2.4.8.2.3 The 3rdManRealtime

This element has several positions within the schema, depending upon how the
response is generated:

e Response
o0 The3rdManRealtime — for responses to pre or auth XML requests
O QueryTxnResult
* The3rdManRealtime — for responses to query XML Requests which
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are submitted against pre or auth transaction
o HpsTxn
" AuthAttempts
e Attempt
o The3rdManRealtime — for responses to query XML
Requests which are submitted against HPS
setup full transactions

Element Name: The3rdManRealtime

Response
Position: Response.QueryTxnResult
Response.HpsTxn.AuthAttempts.Attempt

Elements of Attempt

Element Name Description Values / Limitations
score The risk score -999 to 999
0,1,2
recommendation The action recommendation (accept, refer,
reject)

If an error message is received in response
error to the fraud check, this element will appear,

populated with the error message.

Example XML for The3rdManRealtime element

<The3rdManRealtime>
<score>500</score>
<recommendation>1</recommendation>

</The3rdManRealtime>

<The3rdManRealtime>
<score>0</score>
<recommendation>1</recommendation>
<error>UnknownCustomer</error>
</The3rdManRealtime>

2.4.8.2.4 QueryTxnResult

The QueryTxnResult complex element contains the retrieved details for the transaction
reference provided in the request. It will only be present in response to a query
transaction when querying a payment attempt. It will not be present when querying a
setup_ full.
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Position:

Element Name: QueryTxnResult

Response

Element Name

Card

The3rdManRealtime

ThreeDSecure
acquirer

authcode

datacash reference

environment

fulfill date

fulfill timestamp

cancel date

cancel timestamp

merchant reference

reason

sent

status

transaction_date

transaction timestamp

Elements of QueryTxnResult

Description

See DPG_DataCash_Developers_Reference_v3.2.docx

See section 2.4.8.2.3

See DPG_DataCash_Developers_Reference_v3.2.docx

Acquiring bank
Bank authorisation response
The unique Gateway reference for the transaction

Processing environment

Date of fulfillment. If empty, transaction has not yet been
fulfilled

UNIX timestamp value at the point of fulfilment. If empty,
the transaction has not yet been fulfilled.

Date of cancellation. Only present if the transaction was
cancelled.

UNIX timestamp associated with the cancellation. Only
present if the transaction was cancelled.

Merchant reference

Response message. For a ‘duplicate transaction’ reason this
will also contain the datacash_reference of the original, which
may then be queried.

Sent status - indicates whether the transaction was sent for
settlement

Numeric response code

Date of processing by gateway

UNIX timestamp at the point the gateway processed the
transaction.

Example XML Response for QueryTxnResult complex elements

<QueryTxnResult>
<Card>..</Card>
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<The3rdManRealtime>..</The3rdManRealtime>

<ThreeDSecure>..</ThreeDSecure

<acquirer>HSBC</acquirer>

<authcode>100000</authcode>

<datacash reference>4000900012345671</datacash reference>

<environment>ecomm</environment>

<fulfill date/>

<merchant reference>123401</merchant reference>

<reason>ACCEPTED</reason>

<sent>not sent</sent>

<status>1</status>

<transaction date>2009-12-08 11:35:48</transaction date>
</QueryTxnResult>

<QueryTxnResult>
<Card>..</Card>
<The3rdManRealtime>..</The3rdManRealtime>
<ThreeDSecure>..</ThreeDSecure>
<acquirer>RBS</acquirer>
<authcode>360955</authcode>
<datacash reference>4000203001855883</datacash reference>
<environment>ecomm</environment>
<fulfill date>2011-07-20 15:38:20</fulfill date>
<merchant reference>14bab328bf6cd337a3</merchant reference>
<reason>FULFILLED OK</reason>
<sent>Settled</sent>
<status>1</status>
<transaction date>2011-07-19 14:51:35</transaction date>
</QueryTxnResult>
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2.4.9 Fraud Only Transactions

A Fraud Only transaction type exists which allows information to be sent to the
DataCash Fraud Service (DCFS). As the name suggests, this transaction type exists
purely to send information to The DCFS, and will not result in any bank communication
/ authorisations taking place.

Element Name: FraudOnlyTxn
Position: Request.Transaction.FraudOnlyTxn

Elements of FraudOnlyTxn

Values /

Attribute name Description Limitations

Card See section 2.4.7.1.13
response See section 2.4.7.1.14
secure See section 2.4.7.1.15

Supports the

amount The transaction amount. :
currency attribute.

FraudOnly
Auth
Refund
Pre-auth
Deferred
Manual
Repeat
Repeat Deferred
Void
Cancel
Update
The payment transaction type associated with a SuperSearch
transaction Account
Registration
Account
Amendment
Buyer Registration
Seller Registration
KYC
Withdrawal
Amendment
Bank Response
Update
Other

tran_type
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The payment transaction type associated with a
transaction. If the transaction is being passed to
T3M to notify them of a

alt tran_type status (e.g. an order has been set to Rejected,
OK, Chargeback or Chargeback Fraud - a
transaction type of Update should be given)

acquirer The merchant acquirer’s name

Example XML for FraudOnlyTxn element

<Request>

<Transaction>
<TxnDetails>
<merchantreference>12345</merchantreference>
</TxnDetails>
<FraudOnlyTxn>
<Card>...</Card>
<Response>...</Response>
<Secure>...</Secure>
<amount currency="GBP">12.50</amount>
<tran type>...</tran type>
<acquirer>...</acquirer>
</FraudOnlyTxn>
</Transaction>

</Request>

© 2013 DataCash. All rights reserved.

FraudOnly

Auth

Refund

Pre-auth
Deferred

Manual

Repeat

Repeat Deferred
Void

Cancel

Update
SuperSearch
Account
Registration
Account
Amendment
Buyer Registration
Seller Registration
KYC

Withdrawal
Amendment
Bank Response
Update

Other

Max 30
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2.4.9.1 Card
Element Name: Card
Position: Request.Transaction.FraudOnlyTxn
Elements of Card
Element Name Description _Va_lue_s /
Limitations
The full card number. If you prefer
Pan not to provide this you can provide |Numeric. Max
alt_bin, alt_last_4_digits and length 19
alt_pan_shal instead.
Bin First 8 digits of card number Numeric. Max
length 8.
last_4 digits Last 4 digits of card nhumber Numeric. Max
- - length 4.
May be provided as an alternative
to the alt_pan field. Please contact Upper case Hex
pan_shal support for additional data to be Mzz lenath 50 )
added to each card prior to SHA-1 9
hashing.
expirydate The card expiry date. MMYY Format
Issue Number
. (Numeric 2)
issuenumber or startdate Tpencaclrdtlessue number or Start Date
start_da (MMYY)(Numeric
4)

Back to Contents
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2.4.10 Risk Services Gateway (RSG)

Note that in order to use the RSG service, you must first be subscribed. If you require
additional information, please contact support. The RSG service cannot be used in
conjunction with any other fraud screening services that have been enabled for your
VvTID, such as ReD or T3M.

This section of documentation assumes the reader is familiar with the Credit and Debit
Card Service, which is discussed in section

2.4.10.1 Service Overview

The RSG service provides the merchant with the ability to send their transaction
information to Risk Systems for fraud screening. It is also possible to send a number
of additional data fields containing information relevant to the transaction in order to
aid the screening process. These additional fields will be explained in detail throughout
the sections that follow.

2.4.10.2 Formulating a Request

The following sections explain the additional XML Elements that should be sent in the
request in order to use the RSG service.

2.4.10.2.1 Risk Element

The Risk element acts as a container for all additional transaction information which will
be passed to Risk Systems for fraud screening. This element can be presented to the
DPG within the TxnDetails Element of a transaction. Note that the Risk element can

only be provided when using the “pre”, “auth, or “refund” for MasterCard Payment Of
Winnings) methods. No other methods are supported.

The RSG supports fraud screening for Fire and Forget Continuous Authority and Historic
Continuous Authority. For transactions processed by the DPG and screened for fraud,
Fire and Forget Continuous Authority and Historic Continuous Authority are not
supported.

Element Name: Risk
Position: Request.Transaction.TxnDetails

|
© 2013 DataCash. All rights reserved. Page 275 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 9@
coe
o588

2.4.10.2.2 Action Element

The Action container is defined as containing the service instruction, as well as all
relevant data containers in order to execute the actions related to the services
requested.

Element Name: Action
Position: Request.Transaction.TxnDetails.Risk

Attributes of Action

Attribute Description Values /

name Limitations
This will indicate the action(s) to be performed,
based on a set of predefined services.
_ Must be either “1”
Service Values can be: or 2"

e  “1”for pre-authorisation fraud screening request
e  “2”for post-authorisation fraud screening request

2.4.10.2.3 Modes of Operation / Service Instruction

The DPG supports two modes of operation. Pre-Auth or Post-Auth fraud checking.
There is an important distinction in behaviour between these two modes which will be
explained below.

2.4.10.2.3.1 Post-Auth Fraud Checking Mode

In Post-Auth fraud checking mode, your transaction will be sent to the bank for
authorisation in the normal manner. Your transaction details including any additional
data fields are then sent to the Risk Services Gateway along with the bank response for
the authorisation. The transaction response XML returned to you will include the
screening response generated by the RSG.

You can examine this response and determine whether or not to continue with the
transaction. It is important to note that in Post-Auth fraud checking mode, the RSG
response acts as an aid in determining the best course of action for a particular
transaction. If you decide that a particular transaction is too risky based on the
information returned in the RSG response, the responsibility lies with you and/or your
systems to correctly follow up on any decisions (e.g. cancel the transaction by sending
a “cancel” request to the DPG).

2.4.10.2.3.2 Pre-Auth Fraud Checking Mode

In Pre-Auth fraud checking mode, the DPG takes an active role in managing potentially
risky transactions. Your transaction details, including any additional data fields will be
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sent to the Risk Services Gateway before it is sent to the bank for authorisation.

Please note that pre-auth fraud checking is the only mode supported for
refund transactions.

The DPG will then analyse the response from the Risk Services Gateway and take 1 of
3 actions:

If the response from the RSG indicates that the transaction is of relatively low risk.
The DPG will continue as normal by sending the transaction to the bank for
authorisation. The RSG screening response will be present in the DPG response XML,
which you can store for your records.

If the response from the RSG indicates that the transaction is of a medium risk, the
DPG will mark the transaction for review and it will not be sent for authorisation at this
time. You will receive response code 1127 “RSG: review” in the DPG response XML
along with the screening response from the RSG. Transactions which have been
marked for review can be inspected manually by yourself and/or systems and
continued by sending a follow up “accept_review” transaction. The DPG will then
proceed to send an authorisation message to the bank in the usual manner. It should
be noted that this behaviour can be overridden by our support team on a merchants
request , preventing transactions being marked for review, thus requiring no manual
intervention.

If the RSG has indicated in it's response that the transaction is extremely risky, the
DPG will outright reject the transaction and it will not be sent for authorisation. You
will receive response code 1126 “"RSG: rejected” in the DPG response XML. Itis
important to note that transactions which have been rejected with this response cannot
be continued.

2.4.10.2.4 Data Elements / Containers

MerchantConfiguration

Element Name(s): CustomerDetails
VerificationDetails

Position: Request.Transaction.TxnDetails.Risk.Action

Each message type has distinct data requirements needed to process the requested
message.

The current API supports 3 different types of request message structures for service
requests 1 and 2, these message structures depend on the industry which the
merchant has been setup for, i.e. gaming, telephony, e-wallet funding, retail or airline.

The gaming message structure is a basic, generic structure and also serves to
be used by telephony merchants and e-wallet providers where the funding of
the e-wallet is screened (from here on referred to as e-wallet funding).

The gaming model is the most generic and serves as a base model for retail and airline,
where additional data containers have been added that are retail and airline specific.

The data for screening service requests (“1” & “2"”) must be supplied under the
following headings:
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e Merchant Configured Details
o Verification Details
= Profile ID
e Customer Details
= Risk Details
= Personal Details
» Address Details
= Shipping Details **
= Payment Details
» Order Details
= Line Item Details **
= Journey Details ***
= Leg Items ***
= Passenger Items ***
Note: The data sections displayed in black above are the basic data

structures that should be used for all screening requests (service 1
and 2) for gaming, telephony, e-wallet funding, retail and airline,
unless otherwise indicated in the field descriptions, where it might
state that a field is only required for airline or retail.

**Note: These data sections must only be included when sending screening
requests for merchants that have been configured as retail
merchants (in addition to the basic data containers shown in black
above). Where multiple items are ordered, multiple item detail
headings should be sent, one for each distinct line item, as
appropriate.

***Note: These sections are airline industry specific message sections, and
only need to be included when sending a screening request for a
merchant that has been configured as an airline merchant (in
addition to the basic data containers shown in black above).

The following table describes all the data fields that can be used across all actions and
is applicable to incoming messages. The table also indicates the required data fields for
each incoming message.

Additionally, there is an indication of requirements around each field, where the
following criteria were applied:

Key | Description

° Tag is required and needs to be populated with a value.

© | Tag or value is not required.
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2.4.11 Pre & Post Authorisation Fraud Screening

Industry
Gaming | Telephony | Retail | Airline

Merchant Configuration o ° . °
Field Type
tag name: channel Char (1)
definition: This reflects the manner
in which the customer transaction
has been captured. (This will be
used to distinguish the ‘ticketless’
on-line purchaser, from Moto taken
orders directly by a booking
system)
possible values:

. ° °
P = Physical
M = Moto
W = Web
K = Kiosk
I = In-Store
S = Mail Order
O = Other
tag name: merchant location Varchar (30)
definition: This represents the o .
location of stores or outlets for a
reseller or airline.
Merchant Configuration . o o o
- Callback Configuration °
Field Type
tag name: callback format Varchar(4)
definition:
possible values: o
HTTP
XML
SOAP
tag name: callback url Varchar(200)
definition: The callback URL used °
by this transaction if applicable.
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tag name: callback_options

definition: Use either/or both the
response and the
customer/aggregator registered
callback.

possible values:

0 = Immediate real-time callback
or

1 = Customer

2 = This callback (default)

3 = Both

4 = Polled when not available

or

combination of the two.

i.e. 02 would be realtime callback

and callback on backend response.

Char(2)

Verification Details

Field

Type

tag name: profile id

definition: a GUID passed by the
merchant which will determine
which rules the verification service
provider will run when verifying
the transactions.

Varchar (40)

Customer Details

- Risk Details

Field

Type

tag name: account number

definition: An account
number/unique ref number at the
Merchant associated with the
individual who is transacting with
the merchant.

Varchar (30)

tag name: email address

definition: Customer's Email
Address.

Note: These are generally
associated with the individual who
is transacting with the merchant.

Varchar (64)
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tag name: alt email address Varchar(64)

definition: Alternative e-mail
address °

Note: These are generally
associated with the individual who
is transacting with the merchant.

tag name: session_ id Varchar (255)

definition: a web server generated ° °

session id.

tag name: ip address Varchar (15)

definition: Customer’s IP Address. Format ° ° ° °
255.255.255.2

tag name: user_ id Varchar (36)

definition: This is a Merchant

configurable data field typically o o o

used to identify a customer
uniquely within the system,
regardless of the amount of
accounts that the customer has.

tag name: usermachine id Varchar (255)

definition: This is an ID used to
identify the computer (actual
hardware) uniquely within the
system, regardless of the amount o o o
of customers or accounts that's
using the computer. Examples of
the User Machine ID are
Motherboard ID, Hard drive ID,
CPU ID, etc.

tag name: user profile Varchar (20)

definition: This is a customizable
field that may be used by the
merchant to supplement fraud
screening processes according to a
risk classification set by the ° o °
merchant.

(e.g. VIP flag, Indication whether
the transaction is part of a
promotion, a confidence level
around the identity of the
customer, etc.)
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tag name: user profile 2 Varchar (20)

definition: This is a customizable
field that may be used by the
merchant to supplement fraud ° ° °
screening processes according to a
risk classification set by the
merchant.

(See above examples.)

tag name: user profile 3 Varchar (20)

definition: This is a customizable
field that may be used by the
merchant to supplement fraud
screening processes according to a
risk classification set by the
merchant. (See above examples.)

tag name: Char(1)

register consumer watch

definition: Register the consumer
associated with this transaction for
the consumer product.

possible values:
Y = Yes

N = No

tag name: browser language Varchar(30)

definition: Language setting of the
respective browser

tag name: execution order Int

definition: Execution order for
fraud screening and verification
requests.

Possible values:
1 = screening only

2

screening, then verification

3

verification, then screening

(blank) = default execution order
for merchant

Customer Details o . . .
- Personal Details ° . . .
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Note - these are generally associated with the individual who consents to the
merchant’s customer terms & conditions and is transacting with the merchant.
Field Type

tag name: first name Varchar (32)
definition: Customer’s name.

Note: The first name field and
the surname field combined
should not exceed 32 characters.

tag name: surname Varchar (32)
definition: Customer’s surname

Note: The first_name field and the
surname field combined should not
exceed 32 characters.

tag name: telephone Varchar (20)

definition: Customer's telephone
number.

tag name: telephone 2 Varchar (20)

definition: Alternative telephone
number.

tag name: date of birth Datetime
Format yyyy-

definition: Customer’s date of mm-dd ° ° ° o

birth.

tag name: nationality Char (2)

definition: Customer's nationality,

represented by a 2-character code.
Please reference Appendix 11 for ° ° ° o
further details.

Note: This is generally used in
respect of certain 3rd party
electronic ID verification services.
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tag name: id number Varchar (40)

definition: Passport, ID, or other
verification document number. ° ° ° °

Note: This is generally used in
respect of certain 3rd party
electronic ID verification services.

tag name: id type Int

definition: A code that defines the
type of verification document
supplied.

possible values:
1 = Passport

2 = Personal ID

3

Identity Card
4 = Driver’s License
8 = Travel Document

12 = Residence Permit

13 = Identity Certificate

16 = Registro Federal de
Contribuyentes

17 = Credential de Elector

Note: This is generally used in
respect of certain 3rd party
electronic ID verification services.

tag name: ssn Int

definition: Last 4 digits of the SSN
number (US residents). ° o ° °

Note: This is generally used in
respect of certain 3rd party
electronic ID verification services.

Customer Details o . . .
- Address Details O ] O |
Note - these are generally associated with the individual who consents to the
merchant’s customer terms & conditions and is transacting with the merchant.
Field Type

tag name: address_linel Varchar (60)

definition: Customer’s address line
1.
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tag name: address_line2 Varchar (60)
definition: Customer’s address line ° ° ° °
2.
tag name: city Varchar (25)
° [ ] [ ] [ ]
definition: Customer's City.
tag name: state province Varchar (25)
definition: Customer's
State/Province/District/ County.
Note: For USA and Ireland, Canada ° ° ° °
and the UK, a 2-character code
needs to be supplied where the
Merchant requests verification
services in these countries. Please
reference Appendix 25.
tag name: country Char (2)
definition: Customer's Country.
Note: This is a 2-character code . . ° °
that needs to be supplied. Please
reference Appendix 11 for further
details.
tag name: zip code Varchar (10)
definition: Customer's Zip/Postal ° ° ° °
code.
Customer Details o . . .
- Shipping Details .
Note - these are generally associated with the dispatch of goods/services to intended
recipients.
Field Type
tag name: title Varchar(10)
o
definition: Recipient’s title
tag name: first name Varchar (50)
- [o]
definition: Recipient’s first name.
tag name: surname Varchar (50) .
definition: Recipient’s surname.
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tag name: address_linel Varchar (60)

definition: Customer’s shipping
address line 1.

tag name: address_line2 Varchar (60)

definition: Customer’s shipping
address line 2.

tag name: city Varchar (25)

definition: Customer’s shipping °
city.

tag name: state province Varchar (25)

definition: Customer’s shipping
state or province.

Note: For USA, Ireland, Canada
and UK a 2-character code can be °
supplied for verification purposes,
if additional verification checks are
required on billing address
(verification checks use primary
address details). Please reference
Appendix 25.

tag name: country Char (2)

definition: Customer’s shipping
country.

Note: This is a 2-character code
that needs to be supplied. Please
reference Appendix 11 for further

details.
tag name: zip code Varchar (10)
definition: Customer’s shipping zip °
code.
tag name: delivery date Datetime
o Format yyyy- °
definition: Delivery date mm-dd
tag name: delivery method Varchar(30)

definition: Method of delivery
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tag name: Char(1)
installation requested

definition: Indicates whether
goods are supplied together with a
physical installation. o

possible values:
Y = Yes

N = No

Customer Details . . o .
- Payment Details o . o .
Field Type

tag name: Varchar(20)
transaction_ type

definition: The payment
transaction type associated with a
transaction.

possible values:

Auth
Blank
Instant
Other

tag name: payment method Varchar (2)

definition: This is the mechanism
with which the client chooses to
purchase.

Note: For the screening of non-
card based payments, please o . . .
consult with DataCash as new
options will be added.

possible values:

please refer to Appendix 26
Payment Method Codes.

Customer Details .

- Payment Details o . . .
- - Wallet Details o . . .
Note - this is for any funding account details other than cards.

Field [ Type |
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tag name: acquirer number

definition: Customer’s electronic
wallet account number or bank
account used for purchasing. The
value will be associated with the
payment method used for the
transaction.

Varchar (60)

Customer Details

- Order Details

Field

Type

tag name: discount value

definition: The discount amount
relevant to the transaction in the
smallest unit of the currency i.e.
cents or pence, e.g. US$100.01 =
10001 or ¥100 = 100.

Int

tag name: time zone

Time format

date, can be used to prioritise the
referral queue so that delivery
deadlines are met.

definition: Local time zone, GMT (+/-hh:mm) o
+/- hours (GMT = 0)
example: +01:00
tag name: proposition date Datetime
Format -
definition: Similar to a picking mm-dd yyyy o

Customer Details

- Order Details

- - Billing Details

Note - these are associated with the owner of the card
used to fund the respective purchase.

number or acquirer

number

Field

Type

tag name: name

definition: The billing account
owner’s name associated with the
transaction.

Varchar (50)

tag name: address linel

definition: The billing account
owner’s billing address line 1.

Varchar (60)
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tag name: address_line2 Varchar (60)
definition: The billing account ° ° ° °
owner’s billing address line 2.
tag name: city Varchar (25)
o [o] o (o]

definition: The billing account
owner’s billing city.

tag name: state province Varchar (25)

definition: The billing account
owner’s state or province.

Note: For USA, Ireland, Canada
and UK a 2-character code can be o o o o
supplied for verification purposes,
if additional verification checks are
required on billing (verification
checks use primary address
details). Please reference Appendix
25.

tag name: country Char (2)

definition: The billing account
owner’s billing country.

o
Note: This is a 2-character code * * *
that needs to be supplied. Please
reference Appendix 11 for further
details.
tag name: zip code Varchar (10)
definition: The billing account ° ° ° °
owner’s billing zip code
Customer Details ° ° . °
- Order Details . . . o
- - Line Items °

Note - these are generally associated with shopping cart details within the retail sector
where it is important to screen the items being purchased.
- - -Item .
Field Type

tag name: product code Varchar (50)
definition: Line item product code.

Note: If any one of the Line Item
fields is submitted, then all Line
Item fields become mandatory.

|
© 2013 DataCash. All rights reserved. Page 289 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 20 y
206 |l :
[ES] /

tag name: Varchar (50)
product description o

definition: Line item description.

tag name: product category Varchar (80)

definition: Type of item, as
classified by the Merchant.

tag name: product risk Varchar(50)

definition: Indication of how
susceptible the product is to fraud.

possible values: °
High

Medium

Low

tag name: order quantity Int

definition: Number of items
ordered. °

Note: If any one of the Line Item
fields is submitted, then all Line
Item fields become mandatory.

tag name: unit price Int

definition: The amount of the
transaction in the smallest unit of o
the currency i.e. cents or pence,

e.g. US$100.01 = 10001 or ¥100

= 100.

Customer Details o . . .
- Airline Details .
- - Journey .
Field Type

tag name: ticket number Varchar (30)

definition: the ticket number
assigned to the journey.
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tag name: payer travelling Char(1)

definition: an indication whether
the person paying is also travelling
on the ticket.

possible values:

Y = Yes
N = No
tag name: pnr Varchar(10)

definition: Passenger Name Record

Customer Details . . . .
- Airline Details °
- - Journey .

Note - A journey is a connected series of one or more legs that are sold as a unit. A
one-way trip consists of a single leg. A round trip consists of two legs (outbound and
return). There may be more than two legs. Legs should be presented in the sequence
of travel, starting with the first leg of the journey.

---Legs 0
----Leg .
Field Type

tag name: depart airport Char (3)

definition: Departure point airport.

Note: this is a 3 character code
IATA airport code that needs to be
supplied. http://www.iata.org/

tag name: depart country Char (2)
definition: Departure Country.

Note: This is a 2-character code
that needs to be supplied. Please
reference Appendix 11 for further

details.
tag name: depart datetime Datetime
definition: Local Date & time of Format yyyy- o
scheduled departure. mm-dd
hh:mm:ss
tag name: Time format
depart airport timezone (+/- hh:mm)
definition: Local time zone, GMT .

+/- hours.

example: +01:00
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tag name: arrival airport Char (3)

definition: Arrival point.

Note: this is a 3 character code
IATA airport code that needs to be
supplied. For more information on
these codes visit
http://www.iata.org/

tag name: carrier Char (2)

definition: Flight carrier for the
journey.

Note: this is a 2 character IATA o
airline code that needs to be
supplied. For more information on
these codes visit
http://www.iata.org/

tag name: flight number Char (4)

definition: Flight number for the
journey. .

(Data Capture - not fed into rules
engine)

tag name: fare basiscode Char (10)

definition: The fare basis code
provides information about the
specific fare in addition to the class
of service required for booking.

example: HL7LNR
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tag name: fare class Char (3)

definition: Class of flight.
example:

F (=Unrestricted First Class)

FR (=Restricted First Class)

F (=Unrestricted Business Class)
CR (=Restricted Business Class)

Y (=Unrestricted Coach/Economy

Class)

YD (=Restricted Coach/Economy

Class)

(Data Capture - not fed into rules
engine)

tag name: base fare Int

definition: The amount of the
transaction, excluding taxes and
fees, in the smallest unit of the
currency i.e. cents or pence.

(e.g. US$100.01 = 10001 OR
¥100 = 100).

(Data Capture - not fed into rules
engine. For reporting/review
purposes. Fraud screening and
related velocity calculations will
initially be based upon the total
value of the purchase transaction)

tag name: currency code Char (3)

definition: This is the ISO numeric
code for the currency in which the
transaction should be processed.
See Appendix 10 for applicable
codes. o

This is mandatory if a base fare
is supplied.

(Data Capture - not fed into rules
engine. For reporting/review
purposes)

Customer Details o . .
- Airline Details
- - Journey

- - - Passengers

- - - - Passenger
Field Type
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tag name: first name Varchar (32)

definition: Passenger’s name.

Note: The first-name field and the
surname field combined should not
exceed 32 characters. If any
passenger details are submitted,
then the first-name field become
Mandatory.

tag name: surname Varchar (32)
definition: Passenger’s surname

Note: The first-name field and the
surname field combined should not
exceed 32 characters. If any
passenger details are submitted,
then the surname field become
Mandatory.

tag name: passenger type Char (1)

definition: The type of passenger
travelling, e.g. Adult, Child, Infant.

possible values:

A = Adult

C = Child

I = Infant

tag name: nationality Char (2)

definition Customer's Nationality,
represented by a 2-character code.
Please reference Appendix 11 for
further details.

tag name: id number Varchar (40)

definition: Passport, ID, or other
verification document number.

Note: fraud screening block lists
may include a composite
nationality and id number value.

tag name: loyalty number Varchar (20)

definition: Passenger’s loyalty
scheme number.
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tag name: loyalty type

definition: Passenger’s loyalty
scheme

(e.g. .... Voyager, )

Varchar (20)

tag name: loyalty tier

definition: Passenger’s loyalty
scheme status or level

possible values:

1 = highest tier level e.g. platinum
2 = second highest tier level e.g.
gold

3 = third highest tier level e.g.
silver...,etc

Int

2.4.11.1.1 Example XML Request

The XML below serves as an example of sending all possible information fields to be

risk screened.

Example XML Element Risk for an RSG Transaction

<Risk>
<Action service="1">

<MerchantConfiguration>
<merchant location>Edinburgh</merchant location>

<channel>W</channel>
</MerchantConfiguration>

<CustomerDetails>
<RiskDetails>

<account number>24972343</account number>

<email address>email@example.com</email address>
<session i1d>FJW35798FHI</session id>

<ip address>127.0.0.1</ip address>

<user id>333</user id>

<usermachine 1d>38744</usermachine id>

<user profile>profile</user profile>

<user profile 2>profilel</user profile 2>

<user profile 3>profile2</user profile 3>

</RiskDetails>
<PersonalDetails>

<first name>Steven</first name>
<surname>Partridge</surname>
<telephone>555-3937</telephone>
<telephone 2>032749874738</telephone 2>
<date of birth>1978-03-10</date of birth>
<nationality>GB</nationality>

<id number>43579</id number>
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<id type>1</id type>
<ssn>0000</ssn>
</PersonalDetails>
<AddressDetails>
<address 1linel>123 Brick Lane</address linel>
<address line2>South Brickford</address line2>
<city>Livingston</city>
<state province>West Lothian</state province>
<country>GB</country>
<zip code>LI43 0SA</zip code>
</AddressDetails>
<ShippingDetails>
<address 1inel>123 Brick Lane</address linel>
<address line2>Brickford South</address line2>
<city>Livingston</city>
<state province>West Lothian</state province>
<country>GB</country>
<zip code>EH7 8EA</zip code>
</ShippingDetails>
<PaymentDetails>
<payment method>CC</payment method>
<WalletDetails>
<acquirer number>458</acquirer number>
</WalletDetails>
</PaymentDetails>
<OrderDetails>
<BillingDetails>
<name>Mr Steven Partridge</name>
<address linel>34 Fake Street</address linel>
<address line2>District 7</address line2>
<city>Terminalville</city>
<state province>Western Docklands</state province>
<country>TZ</country>
<zip code>347595</zip code>
</BillingDetails>
<LineItems>
<Item>
<product code>PRN383</product code>
<product description>Pair of socks</product description>
<product category>Clothing</product category>
<order quantity>1l</order quantity>
<unit price>411</unit price>
</Item>
<Item>
<product code>FHEUF</product code>
<product description>Model dog</product description>
<product category>Keepsake</product category>
<order quantity>2</order quantity>
<unit price>5.32</unit price>
</Item>
</LineItems>
</OrderDetails>
<AirlineDetails>
<Journey>
<ticket number>478935793</ticket number>
<Legs>
<Leg>
<depart airport>EDI</depart airport>
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<depart country>UK</depart country>
<depart datetime>2030-10-01 13:23:11</depart datetime>
<depart airport timezone>+00:00</depart airport timezone>
<arrival airport>WRO</arrival airport>
<carrier>BA</carrier>
<flight number>508</flight number>
<fare basiscode>LWC</fare basiscode>
<fare class>Y¥</fare class>
<base fare>3000</base fare>
<currency code>GBP</currency code>
</Leg>
<Leg>
<depart airport>JHB</depart airport>
<depart country>SA</depart country>
<depart datetime>2030-08-01 13:23:11</depart datetime>
<depart airport timezone>+01:00</depart airport timezone>
<arrival airport>LHW</arrival airport>
<carrier>SuperdJet</carrier>
<flight number>404</flight number>
<fare basiscode>FR</fare basiscode>
<fare class>Buisiness</fare class>
<base fare>7844.00</base fare>
<currency code>ZAR</currency code>
</Leg>
</Legs>
<Passengers>
<Passenger>
<first name>Daniel</first name>
<surname>Moore</surname>
<passenger type>A</passenger type>
<nationality>GB</nationality>
<id number>666</id number>
<loyalty number>32974</loyalty number>
<loyalty type>Super Loyal</loyalty type>
<loyalty tier>3</loyalty tier>
</Passenger>
<Passenger>
<first name>Fed</first name>
<surname>McFed</surname>
<passenger type>A</passenger type>
<nationality>CA</nationality>
<id number>574</id number>
<loyalty number>433</loyalty number>
<loyalty type>Disloyal</loyalty type>
<loyalty tier>1l</loyalty tier>
</Passenger>
</Passengers>
</Journey>
</AirlineDetails>
</CustomerDetails>
</Action>
</Risk>
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2.4.11.2 XML Response

The following sections detail the response returned from the DPG and RSG respectively.
2.4.11.2.1 Pre-Authorisation Fraud Screening RSG Response

On receiving a pre-auth fraud screening request message, the Risk Services Gateway
will send a response message back to the Merchant. The following table describes the
return values of the response message:

Field Name Description
Screening Response
transaction id This is the DataCash reference of the original transaction

which was sent for risk screening.

response_code This is a status/return code. It indicates whether the

transaction was received and/or the result of the screening
process.

00 — reflecting that the transaction was accepted by Risk
Services

01 - reflecting that the transaction was rejected by Risk
Services

02 — reflecting that the transaction was flagged for review by
Risk Services

For the full set of response codes, refer to Appendix 24

response_message This is a text field used to give a short text description of the
status/return code.

Transaction Approved

Transaction not Approved

Transaction marked for Review

For the full set of response codes, refer to Appendix 24

cpi_value This is a Risk assessment score for a customer, available

within select industries. Values can be 1-5 and will be based
on definition discussed between the Merchant and DataCash.

Additional Messages

message This field will display any additional relevant response

information. There can be more than one message tag for
this purpose.

Verification Response
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response_code This is a status/return code. It indicates whether the
transaction was received and/or the result of the verification
process.

00 - reflecting that the transaction was approved
01 - reflecting that the transaction was not approved
02 - reflecting that the transaction was marked for review

response_message This is a text field used to give a short text description of the
status/return code.

Transaction Approved

Transaction not Approved

Transaction marked for Review

response_reference This is the reference from the verification service provider.

Additional Messages

message This field will display any additional relevant response

information. There can be more than one message tag for
this purpose.
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2.4.11.2.2 Example Pre-Auth Response XML

Example XML Response for an RSG transaction.

<Response>
<CardTxn>
<authcode>640519</authcode>
<card scheme>VISA</card scheme>
</CardTxn>
<Risk>
<action response>
<bankresult response>
<cpi value>-1</cpi value>
<response code>00</response code>
<response message>Successful</response message>
<transaction 1d>3200900010000275</transaction id>
</bankresult response>
<screening response>
<cpi value>0</cpi value>
<response code>00</response code>
<response message>Transaction Approved</response message>
<transaction 1d>3200900010000275</transaction id>
</screening response>
</action response>
</Risk>
<datacash reference>3200900010000275</datacash reference>
<merchantreference>1aa5e¢31170306£1504</merchantreference>
<mode>LIVE</mode>
<reason>ACCEPTED</reason>
<status>1l</status>
<time>1288683112</time>
</Response>
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2.4.11.2.3 Post- Authorisation Fraud Screening RSG Response

On receiving a post-auth fraud screening request message, the Risk Services Gateway
will send a response message back to the Merchant. The following table describes the
return values of the response message:

Field Name Description
Screening Response

transaction_id This is the DataCash reference of the original transaction which
was sent for risk screening.

response_code This is a status/return code. It indicates whether the transaction
was received and/or the result of the screening process.

00 - reflecting that the transaction was accepted by Risk Services
01 - reflecting that the transaction was rejected by Risk Services

02 - reflecting that the transaction was flagged for review by Risk
Services

For the full set of response codes, refer to Appendix 24

response_message | This is a text field used to give a short text description of the
status/return code.

Transaction Approved
Transaction not Approved

Transaction marked for Review

cpi_value This is a Risk assessment score for a customer, available within
select industries. Values can be 1-5 and will be based on
definition discussed between the Merchant and DataCash.

Additional Messages

message This field will display any additional relevant response
information. There can be more than one message tag for this
purpose.

Bank Result Response

response_code This is a status/return code. It indicates whether the transaction
was received and/or the result of the screening process.

00 — reflecting that the bank result was updated successfully
01 - reflecting that the bank result was not updated successfully

response_message | This is a text field used to give a short text description of the
status/return code.

Successful

Unsuccessful

Additional Messages

message This field will display any additional relevant response
information. There can be more than one message tag for this
purpose.

Verification Response
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response_code This is a status/return code. It indicates whether the transaction
was received and/or the result of the verification process.

00 - reflecting that the transaction was approved
01 - reflecting that the transaction was not approved
02 - reflecting that the transaction was marked for review

response_message | This is a text field used to give a short text description of the
status/return code.

Transaction Approved
Transaction not Approved

Transaction marked for Review

response_referen | This is the reference from the verification service provider.
ce

Additional Messages

message This field will display any additional relevant response
information. There can be more than one message tag for this
purpose.

2.4.11.2.4 Accepting a Transaction Marked for Review

If you have sent a Pre-Authorisation service instruction and receive response code
1127 “RSG: review”, you can accept/continue this transaction by sending a follow up
“accept_review” transaction.

A typical response indicating a transaction has been marked for review is shown below:
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Example XML Response for an RSG transaction which has been marked for
review.

<Response>
<CardTxn>
<card scheme>VISA</card scheme>
</CardTxn>
<Risk>
<action response>
<screening response>
<cpi value>0</cpi value>
<response code>02</response code>
<response message>Transaction marked for
Review</response message>
<transaction 1d>3200900010000124</transaction id>
</screening response>
</action response>
</Risk>
<datacash reference>3200900010000124</datacash reference>
<information>Transaction marked for review by the RSG</information>
<merchantreference>3cb4b5cal05c388ea6</merchantreference>
<mode>LIVE</mode>
<reason>Transaction marked for review</reason>
<status>1127</status>
<time>1288167601</time>
</Response>

Example XML Request for an “accept fraud” transaction.

<Request>
<Authentication>
<password>*****</password>
<client>99000001</client>
</Authentication>
<Transaction>
<HistoricTxn>
<method>accept_ review</method>
<reference>123412345</reference>
</HistoricTxn>
</Transaction>
</Request>
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2.4.12 HTTPS Responses

Responses for each transaction are posted back to your server on a transaction-by-
transaction basis. This is referred to as a callback.

This will be in the form of an HTTP POST which contains the following fields in XML or
as Name=Value fields separated by ‘&'.

CallBack response will look as follows:

Description Format (maximum
length)
aggregator_identifi | Unique identifier for an aggregator 15
er (for example a PSP).
merchant_identifier | gatekeeper client ID 15

merchant_order_ref | The reference number the merchant 250
gives to the order

t3m_id 3rd Man internal identifier. Used for
later calls such as the rules string
request.
Score Score -999 to +999
Recommendation Recommendation O=Release
1=Hold
2=Reject
9=Under Investigation
2.4.12.1 XML Response

<?xml version="1.0" ?>
<RealTimeResponse xmlns="T3MCallback">
<aggregator identifier/>
<merchant identifier>5567</merchant identifier>
<merchant order ref>12345</merchant order ref>

<t3m i1d>333333333</t3m id>
<score>0</score>
<recommendation>1</recommendation>

<message digest></message digest>
</RealTimeResponse>

2.4.12.2 Key Value Pair Response

merchant identifier=30000&merchant order ref=12345&t3m 1d=333333333&score
=0&recommendation=1&message digest=

2.4.12.3 Considerations
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Customer systems must acknowledge the callback response within 1 second. This will
then enable Datacash Fraud Systems to record a successful post. An acknowledge
mean can take the form of simply passing back the word "ok” or "successful”

If the initial post does fail then the system will re-try 10 times with a 2 minute pause
in-between. If the system still doesn’t record a successful post after the 10" try, a
report will be generated to the support team to try a manual re-send at a later date.

If you wish to use HTTPS you must have a signed certificate to accept SSL
authentication.

Additional fields can be added to the existing response — please request these before
starting the implementation process or as soon into the process as possible.
2.4.12.4 Additional Information

A full list of RSG response codes can be found in the appendix.

Back to Contents
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2.5 BACS SERVICE
2.5.1 Direct Debit

Additional non-technical information about this Service is available on the website:
http://www.datacash.com/gettingproducts.php?id=Direct-Credit-Direct-Credit-
Overview

2.5.1.1 Schema Elements for Request

In this section the required fields for each stage in the Direct Debit process will be
presented, along with example XML for those fields. The XML is presented in italics for
those fields that are not required for all situations. In the XML examples where a field
has been highlighted fields, this indicates a situation in which other values can be
presented in its place — for example setup in place of presetup.

Optional fields for each transaction type are indicated with an O, required fields with an
R.

Please refer to the website for definitions of the transaction types and examples of
when you may wish to implement them.

The Initial Setup -Setup and Presetup

The setup and presetup methods both require the same fields to be populated.
This information is passed in two distinct places in the schema:

e Request

o Authentication - section 2.1.1.2
0 Transaction

= DirectDebitTxn — contains all the information about the customer
and the method, section 2.5.1.1.1
= TxnDetails - section 2.5.1.1.2

Updating Setups - Confirm and Revoke

If you are using the two stage model, you will need to confirm the presetup in order
to activate it. Once all payments on a DDI have been completed, the DDI can be
cancelled by submitting a revoke request.

Both of these transaction types update the existing DDI and the information is
passed in two distinct schema paths:

e Reqguest

o Authentication - section 2.1.1.2
O Transaction

* HistoricTxn - the datacash reference of the original setup or
presetup plus the method, section 2.5.1.1.3
= TxnDetails - contains the reference number, section 2.5.1.1.2
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Taking Payments
Once a DDI is active, a drawdown can then be processed against it. A drawdown may
also be cancelled, if required, using a cancel.

e Request

o Authentication - section 2.1.1.2
O Transaction

" HistoricTxn — the datacash reference of the original
transaction, plus the method and for drawdowns (optionally) the
due date and transaction code, section 2.5.1.1.3

" TxnDetails - for drawdowns only, contains the reference number
and the amount, section 2.5.1.1.2

2.5.1.1.1 DirectDebitTxn
The DirectDebitTxn element contains the details of the customer and their bank

account. It also contains the method which allows you to choose the one stage setup
or two stage presetup models. Each element is required for both models.

Element Name: DirectDebitTxn

Position(s) Request.Transaction

Elements of DirectDebitTxn
Element Name Description Values / Limitations
Six digits
Can contain additional hyphens |R
and spaces
Eight digits
accountnumber The customer's account number |Can contain additional hyphens |R
and spaces

The sort code of the customer's
bank

sortcode

A maximum of 18

accountname | The name of the account holder . R
alphanumerics
setup - for one stage
method determines the processing processing R
model to be used presetup - for two stage
processing

In addition to these elements, there are also two attributes that may be populated -
these are both optional:

Optional Attributes of DirectDebitTxn

Attribute Description Values /
Name p Limitations
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Enables an existing setup to be transferred to
the DataCash system

Enables a non_AUDDIS DDI to be converted
into an AUDDIS DDI

active true (@)

type conversion (0]

Example XML for DirectDebitTxn elements

<DirectDebitTxn type="conversion">
<sortcode>123456</sortcode>
<accountnumber>12345678</accountnumber>
<accountname>Mr A. N. Other</accountname>
<method>setup</method>

</DirectDebitTxn>

<DirectDebitTxn>
<sortcode>123457</sortcode>
<accountnumber>12345678</accountnumber>
<accountname>Mr A. N. Other</accountname>
<method>presetup</method>
</DirectDebitTxn>

2.5.1.1.2 TxnDetails

Element Name: TxnDetails
Position(s) Request.Transaction

Elements of TxnDetails

Setup
_V a_Iue_s / Confirm LY Revoke - Cancel
Limitations down Preset

up

Element Name | Description

Must be of
the format
The agreed with
reference your
number of |Sponsoring R R R R -
the DDI Bank.
mandate Character
limitations

apply

merchantrefe
rence

The
amount drawdown - R - - -
value
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Example XML Request for TxnDetails elements

<TxnDetails>
<merchantreference>123402</merchantreference>
<amount>30.00</amount>

</TxnDetails>

2.5.1.1.3 HistoricTxn

Element Name: HistoricTxn
Position(s) Request.Transaction

Elements of HistoricTxn

2 Description _Va_lue_s/ Confirm Revoke Drawdown |Cancel
Name Limitations
confirm
method ﬁ”owstpetypiOf revoke R R R R
istoricTxn to be set drawdown
The
reference datacash reference R R R R

of the original
transaction

Allows a future date yyyymmdd
for the drawdown to format
be set if required. If Must be at
duedate this field is not least 3 - - 0 -
presented, the next working
available date will be |days in the
used future

The DataCash service automatically calculates the BACS Transaction Code for all
drawdown transactions. If the drawdown is the first made against a new DDI setup, the
transaction code is set to 01, otherwise the transaction code is set to 17.

You may need to set the transaction code yourself however, depending upon whether
the drawdown is a representation of a previously rejected drawdown, or if this is the
last drawdown to be made against a DDI setup.

Optional Attribute of duedate

Attribute

N Description Values / Limitations
ame
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01 - the first drawdown

17
tran code The Transaction Code |18 - a drawdown that is being re-presented
- for the drawdown 19 - the final drawdown. The drawdown will be
processed and then the mandate will be
cancelled

Example XML Request for HistoricTxn elements

<HistoricTxn>
<method>confirm</method>
<reference>12345679</reference>
</HistoricTxn>

<HistoricTxn>
<method>drawdown</method>
<reference>12345678</reference>
</HistoricTxn>

<HistoricTxn>
<method>drawdown</method>
<reference>12345678</reference>
<duedate tran code="18">20070101</duedate>
</HistoricTxn>

<HistoricTxn>
<method>drawdown</method>
<reference>12345678</reference>
<duedate>20070131</duedate>
</HistoricTxn>

<HistoricTxn>
<method>cancel</method>
<reference>42912928</reference>
</HistoricTxn>

.5.1.2 XML Example Requests
.5.1.2.1 The Initial DataCash Setup
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Example XML Request for presetup

<Request>
<Authentication>
<password>******</password>
<client>99000000</client>
</Authentication>
<Transaction>
<DirectDebitTxn>
<sortcode>123456</sortcode>
<accountnumber>12345678</accountnumber>
<accountname>Mr A. N. Other</accountname>
<method>presetup</method>
</DirectDebitTxn>
<TxnDetails>
<merchantreference>123402</merchantreference>
</TxnDetails>
</Transaction>
</Request>

Example XML Request for setup transferring an existing mandate to
DataCash

<Request>
<Authentication>
<password>*****</password>
<client>99000000</client>
</Authentication>
<Transaction>
<DirectDebitTxn active="true">
<sortcode>123456</sortcode>
<accountnumber>12345678</accountnumber>
<accountname>Mr A. N. Other</accountname>
<method>setup</method>
</DirectDebitTxn>
<TxnDetails>
<merchantreference>123402</merchantreference>
</TxnDetails>
</Transaction>
</Request>
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Example XML Request for a setup
This will convert an existing non-AUDDIS mandate to AUDDIS

<Request>
<Authentication>
<password>*****< /password>
<client>99000000</client>
</Authentication>
<Transaction>
<DirectDebitTxn type="conversion">
<sortcode>123456</sortcode>
<accountnumber>12345678</accountnumber>
<accountname>Mr A. N. Other</accountname>
<method>setup</method>
</DirectDebitTxn>
<TxnDetails>
<merchantreference>123402</merchantreference>
</TxnDetails>
</Transaction>
</Request>
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2.5.1.2.2 Updating Setups
Example XML Request for confirm

<Request>
<Authentication>
<password>******< /password>
<client>99000000</client>
</Authentication>
<Transaction>
<HistoricTxn>
<method>confirm</method>
<reference>12345679</reference>
</HistoricTxn>
<TxnDetails>
<merchantreference>123401</merchantreference>
</TxnDetails>
</Transaction>
</Request>

If the method was changed, the same XML could be used for a revoke.

2.5.1.2.3 Taking Payments
Example XML Request for a drawdown

<Request>
<Authentication>
<password>*****</password>
<client>99000001</client>
</Authentication>
<Transaction>
<HistoricTxn>
<method>drawdown</method>
<reference>12345678</reference>>
</HistoricTxn>
<TxnDetails>
<merchantreference>123401</merchantreference>
<amount>10.00</amount>
</TxnDetails>
</Transaction>
</Request>

© 2013 DataCash. All rights reserved. Page 313 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 2@ ,
206
[ES]

Example XML Request for a drawdown with a duedate

<Request>
<Authentication>
<password>*****</password>
<client>99000001</client>
</Authentication>
<Transaction>
<HistoricTxn>
<method>drawdown</method>
<reference>12345678</reference>
<duedate>20070922</duedate>
</HistoricTxn>
<TxnDetails>
<merchantreference>123401</merchantreference>
<amount>10.00</amount>
</TxnDetails>
</Transaction>
</Request>

Example XML Request for a drawdown with a tran_code

<Request>
<Authentication>
<password>*****</password>
<client>99000001</client>
</Authentication>
<Transaction>
<HistoricTxn>
<method>drawdown</method>
<reference>12345678</reference>
<duedate tran code="18">20070815</duedate>
</HistoricTxn>
<TxnDetails>
<merchantreference>123401</merchantreference>
<amount>10.00</amount>
</TxnDetails>
</Transaction>

</Request>

2.5.1.2.4 Cancelling Payments
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Example XML Request for a drawdown cancellation

<Request>
<Authentication>
<password>*****</password>
<client>99000001</client>
</Authentication>
<Transaction>
<HistoricTxn>
<method>cancel</method>
<reference>123412345</reference>
</HistoricTxn>
</Transaction>
</Request>

2.5.1.3 XML Example Responses
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In addition to the standard fields, each Response will contain a DirectbDebitTxn
element.

Element Name: DirectDebitTxn
Position(s) Response

Not all elements will be returned for all transaction types, for successful Responses
these are outlined below.

Failures will generally contain less of these elements - additional information about the
reason for failure will be returned in the reason and information elements. Examples
of failures are available in the Support Centre.

Elements of DirectDebitTxn Response

Element
Name

Values /

= Limitations

Setup Presetup | Confirm Revoke | Drawdown Cancel

The current |See
stage stage of the |Support yes yes yes yes n/a n/a
mandate Centre

The method
sent through
with the
Request

method yes yes yes yes yes yes

Indicates

the first Will be five
date that a |working
drawdown days

can be hence
submitted

The date the
drawdown
duedate will be taken n/a n/a n/a n/a yes n/a
from the
account

startdate yes n/a yes n/a n/a n/a

Once a successful Response for a setup or presetup has been received, the
datacash reference must be stored, as this must be presented with any future
transactions referring to that mandate.
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2.5.1.3.1 The Initial DataCash Setup
Example XML Response for a successful setup

<Response>
<datacash reference>12345672</datacash reference>
<DirectDebitTxn>
<method>setup</method>
<stage>active DDI</stage>
<startdate>20020313</startdate>
</DirectDebitTxn>
<merchantreference>123402</merchantreference>
<mode>TEST</mode>
<reason>ACKNOWLEDGEMENT</reason>
<status>1</status>
<time>..</time>
</Response>

Example XML Response for a successful presetup

<Response>
<datacash reference>12345672</datacash reference>
<DirectDebitTxn>
<method>presetup</method>
<stage>confirm required</stage>
</DirectDebitTxn>
<merchantreference>123402</merchantreference>
<mode>ACCREDITATION</mode>
<reason>ACKNOWLEDGEMENT</reason>
<status>1</status>
<time>..</time>
</Response>

Example XML Response for a successful setup of an existing DDI

<Response>
<datacash reference>12345672</datacash reference>
<DirectDebitTxn>
<method>setup</method>
<stage>existing</stage>
<startdate>20020306</startdate>
</DirectDebitTxn>
<merchantreference>123402</merchantreference>
<mode>LIVE</mode>
<reason>ACKNOWLEDGEMENT</reason>
<status>1</status>
<time>..</time>
</Response>
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2.5.1.3.2 Updating Setups
Example XML Response for a successful confirm

<Response>
<DirectDebitTxn>
<method>confirm</method>
<stage>active DDI</stage>
<startdate>20020315</startdate>
</DirectDebitTxn>
<merchantreference>123401</merchantreference>
<reason>ACKNOWLEDGEMENT</reason>
<status>1</status>
</Response>

Example XML Response for a successful revoke

<Response>
<DirectDebitTxn>
<method>revoke</method>
<stage>revoked</stage>
</DirectDebitTxn>
<merchantreference>123402</merchantreference>
<reason>ACKNOWLEDGEMENT</reason>
<status>1</status>
</Response>

2.5.1.3.3 Taking Payments

Example XML Response for a successful drawdown

<Response>
<datacash reference>12345672</datacash reference>
<DirectDebitTxn>
<duedate tran code="01">20070130</duedate>
<method>drawdown</method>
</DirectDebitTxn>
<merchantreference>123402</merchantreference>
<mode>TEST</mode>
<reason>0K</reason>
<status>1</status>
<time>..</time>
</Response>
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Example XML Response for a successful drawdown

<Response>
<datacash reference>12345672</datacash reference>
<DirectDebitTxn>
<duedate tran code="19">20060924</duedate>
<method>drawdown</method>
</DirectDebitTxn>
<merchantreference>123402</merchantreference>
<mode>TEST</mode>
<reason>0K</reason>
<status>1</status>
<time>..</time>
</Response>

2.5.1.3.4 Cancelling Payments

Example XML Response for a successful drawdown cancellation

<Response>
<datacash reference>12345671</datacash reference>
<DirectDebitTxn>

<method>cancel</method>

</DirectDebitTxn>
<merchantreference>12345671</merchantreference>
<mode>LIVE</mode>
<reason>CANCELLED OK</reason>
<status>1</status>
<time>...</time>

</Response>
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2.5.1.4 Notifications

This section is only applicable if you have completed the relevant paperwork at your
Sponsoring Bank, enabling DataCash to collect notifications of any rejections,
cancellations and changes of your setups. These changes will be automatically reflected
in the DataCash System.

To allow your system to also be kept up to date and prevent drawdown submission on
cancelled mandates, these will be mailed to you in a standard format attachment.

The following information will be included in the attachment:

e merchant ref - your setup reference

e unig ref - the datacash reference of the mandate

e reason code - the ADDACS / AUDDIS reason code

e reason code text — further information about the reason code
e effective date — the date on which the notification takes affect

Full details about the reason codes are available in the Originators Guide and Rules to
the Direct Debit Scheme which is available from your bank. These are also detailed in
the Support Centre.

Email notifying of nine modifications to Direct Debits
Direct Debit Advices: BACS ID 556622
Please find attached your CSV file containing Direct Debit advices.

Total updated: 9
Total cancelled: 6
Total changed: 2
Total reinstated: 1

Example attachment with six cancellations, two changes and one
reinstatement - the changes are reason_codes C and E

merchant ref,uniqg ref,reason code,reason code text,effective date
"ABCOO1","99990001","1", "Instruction Cancelled by Payer","2010-01-30"
"ABCDE1","99990000","0","Instruction Cancelled - Refer to
Payer","2010-01-30"
"ABCO53","99992222","2", "Payer deceased","2010-02-01"
"ABC296","89898989","1", "Instruction Cancelled by Payer","2010-02-03"
"ABCOOA","99995555","1", "Instruction Cancelled by Payer","2010-01-31"
"ABCOO9","99991111","C", "Account transferred to a different
account/branch of Bank/Building Society","2010-01-30"
"ABCDE9","99993333","G", "Bank will not accept Direct Debit on
Account","2010-02-22"
"ABC921","99966633","E", "Instruction Amended","2010-01-31"
"ABC828","99779977","R", "Instruction Reinstated","2010-01-30"
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2.5.1.5 Returned Drawdown Notifications

This section is only applicable if you have completed the relevant paperwork at your
Sponsoring Bank, enabling DataCash to collect ARUDD notifications (Automated Return
of Unpaid Direct Debits) on your behalf.

To allow your system to also be kept up to date, these will be mailed to you in a
standard format attachment.

The following information will be included in the attachment:

e Reference - merchant’s reference

e datacash ref - full 16-digit datacash reference (please referto 2.1.1.3)
e uniqg ref - the DataCash OTR (please refer to the Support Centre)

e return code — ARUDD reason code

e return code text — further information about the return code

e original processing date — original BACS processing date

e due date - The date the drawdown was due to be taken from the account
e amount - the drawdown value

e currency - the drawdown currency

Full details about the reason codes are available in the Originators Guide and Rules to
the Direct Debit Scheme which is available from your bank. These are also detailed in
the Support Centre.

Email notifying of nine returned debit items
Direct Debit ARUDDS Reports: BACS ID 766000
Please find attached your CSV file containing a list of returned debit

items.
Total Returned Debit Items: 9

Please contact our Technical Support desk if you have any queries

relating to this advice.
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Example attachment

Reference,datacash ref,uniq ref,return code,return code text,original pro
cessing date,due date, amount, currency
"ABCDEF368","3200100963845000","963845000","1", "Instruction
Cancelled","06/25/2010","06/28/2010","238.19", "GBP"
"ABCDEF956","3500100963845001","963845001","0", "Refer to
Payer","06/25/2010","06/28/2010","238.19", "GBP"
"ABCDEF905","3300100963845002","963845002","0", "Refer to
Payer","06/25/2010","06/28/2010","87.76", "GBP"
"ABDFR3749","3500100973919000","973919000","0", "Refer to
Payer","07/02/2010","07/09/2010","84.01", "GBP"
"ABCR93037","3800100969104000","969104000","0", "Refer to
Payer","07/08/2010","07/05/2010","274.26", "GBP"
"ABCD38303","3900100969104001","969104001","B", "Account
Closed","07/08/2010","07/05/2010","137", "GBP"
"3802JFDEW","3300100974762000","974762000","1", "Instruction
Cancelled","06/29/2010","07/12/2010","74.07", "GBP"
"84ABC3935","3800100974762001","974762001","0", "Refer to
Payer","06/29/2010","07/12/2010","80.63", "GBP"
"23445ABC2","3200100980386000","980386000","1", "Instruction
Cancelled","07/12/2010","07/13/2010","82", "GBP"
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2.5.2 Direct Debit Continuous Authority
This Service allows drawdowns to be automatically created against a DDI.
A technical introduction to this Service is available on the website:

http://www.datacash.com/gettingproducts.php?id=Direct-Debit

2.5.2.1 Schema Elements for Request

In this section the required fields for Direct Debit refunds will be presented, along with
example XML for those fields. The XML is presented in italics for those fields that are
not required for all situations. In the XML examples where a field has been highlighted
fields, this indicates a situation in which other values can be presented in its place - for
example weekly in place of monthly.

Optional fields for each transaction type are indicated with an O, required fields with an
R.

Setting up a Direct Debit Continuous Authority Account

The information required to set up a Direct Debit Continuous Authority Account is
passed in these distinct places in the schema:

e Request
o Authentication - section 2.1.1.2
O Transaction
» ContAuthTxn - details of the account to be set up and its regular
payments, section 2.5.2.1.1
e FirstPayment - optional first payment date & amount,
section 2.5.2.1.2
e LastPayment - optional last payment date & amount, section

2.5.2.1.3
» TxnDetails - your reference number for the account, section
2.5.2.1.4
* HistoricTxn - details of the DDI to create an account for, section
2.5.1.1.3
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Cancelling a Continuous Authority Account

The Direct Debit Continuous Authority Account can also be cancelled by using the
cancel transaction type. This transaction type requires information passed in one
distinct place in the schema:

e Request

o Authentication - section 2.1.1.2
o Transaction

* HistoricTxn - the datacash reference of the account, plus the
method, section 2.5.1.1.3

2.5.2.1.1 ContAuthTxn

The elements within this parent may only be presented for drawdown transactions.
They are excluded for cancel transactions.

Element Name: ContAuthTxn
Position(s) Request.Transaction

Elements of ContAuthTxn

Element Name Description Values / Limitations
The date on which the first |Must be more than
regular payment will be three days after the
start date taken. Subsequent transaction is sent. Date |R
payments will be based on |in the format
this date. dd/mm/yyyy

Payments will be taken
until the Continuous
Authority account is 0]
cancelled if a value is

not specified

Number of regular

number of payments
—or_pay payments to be collected.

Details of any initial payment to be taken. This is in

FirstPayment addition to the regular payments. See section 0]
2.5.2.1.2
Details of any final payment to be taken. This is in
LastPayment addition to the regular payments. See section 0]
2.5.2.1.3
weekly
period The frequency of monthly R
payments quarterly
annually
method The transaction method drawdown R
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Must be specified to two
amount The value of the drawdown |decimal places. GBP R
only

This element has two attributes. If the element is
flagging supplied, both attributes must be supplied. See 0]
table below for more information

Attributes of Flagging

EI;ment Description Values / Limitations
ame
Indicates whether the first payment made using the os
first Cont Auth account is to be flagged as the first io 0]
drawdown
Indicates whether the last payment made using the os
last Cont Auth account is to be flagged as the last zo 0]

drawdown

For further information about drawdown flagging, please refer to section 2.5.1.1.3.

Example XML for ContAuthTxn elements

<ContAuthTxn>
<method>drawdown</method>
<start date>26/02/2006</start date>
<period>weekly</period>
<amount>35.00</amount>
</ContAuthTxn>

<ContAuthTxn>
<method>drawdown</method>
<start date>01/04/2005</start date>
<period>annually</period>
<amount>100.00</amount>
<number of payments>3</number of payments>
<flagging first="yes" last="no"/>
<FirstPayment>..</FirstPayment>
</ContAuthTxn>
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2.5.2.1.2 FirstPayment

The elements within this parent may only be presented for drawdown transactions, in
which case both child elements must be completed.

This element is excluded for cancel transactions.

Element Name: FirstPayment
Position(s) Request.Transaction.ContAuthTxn

Elements of FirstPayment

Element i .- s
Name Description Values / Limitations
The date the first Must be in dd/mm/yyyy format. Must be at least
date payment is to be three days from the current date. It must also be at

taken least one day ahead of the start date

amount The value of the If a currency is supplied, it must be GBP

first payment

Example XML for FirstPayment element

<FirstPayment>
<amount>50.00</amount>
<date>25/02/2006</date>

</FirstPayment>

2.5.2.1.3 LastPayment

The elements within this parent may only be presented for drawdown transactions, in
which case both child elements must be completed.

This element is excluded for cancel transactions.

The LastPayment element can only be used if a set number of drawdowns have been
specified.

Element Name: LastPayment
Position(s) Request.Transaction.ContAuthTxn

Elements of LastPayment

Element

Description Values / Limitations
Name

The date the last Must be in dd/mm/yyyy format; must be a

date payment is to be taken minimum of one date after the last regular
payment
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amount The value of the last If a currency is supplied, it must be GBP
payment

Example XML for LastPayment

<LastPayment>
<amount>50.00</amount>
<date>25/03/2008</date>

</LastPayment>

2.5.2.1.4 TxnDetails

The elements within this parent may only be presented for drawdown transactions.
They are excluded for cancel transactions.

Element Name: TxnDetails
Position(s) Request.Transaction

Elements of TxnDetails
Element Name Description Values / Limitations
A unique reference number to identify |Between 6 and 26

merchantreference the individual Direct Debit Continuous |alphanumeric
Authority account characters

Example XML for TxnDetails elements

<TxnDetails>
<merchantreference>123402</merchantreference>
</TxnDetails>

2.5.2.1.5 HistoricTxn

Element Name: HistoricTxn

Position(s) Request.Transaction

Elements of HistoricTxn

Element Values /

Name Description Limitations Drawdown |Cancel

method cancellations only cancel - R
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The datacash reference of the

reference L. X
original transaction

Example XML element for cancel

<HistoricTxn>
<method>cancel</method>
<reference>3000123412345678</reference>
</HistoricTxn>

Example XML element for drawdown

<HistoricTxn>
<reference>12345678</reference>
</HistoricTxn>

2.5.2.2 XML Example Requests
2.5.2.2.1 Payments

Example XML Request for a five weekly payments of 10.00

<Request>
<Authentication>
<client>21859999</client>
<password>*****xx***</password>
</Authentication>
<Transaction>
<ContAuthTxn>
<method>drawdown</method>
<start date>10/02/2005</start_date>
<period>weekly</period>
<number of payments>5</number of payments>
<amount>10.00</amount>
</ContAuthTxn>
<TxnDetails>
<merchantreference>12345678</merchantreference>
</TxnDetails>
<HistoricTxn>
<reference>12345678</reference>
</HistoricTxn>
</Transaction>
</Request>
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Example XML Request for an unknown number of payments to be taken on
the 31st of each month

<Request>
<Authentication>
<client>21859999</client>
<password>*******x*< /password>
</Authentication>
<Transaction>
<ContAuthTxn>
<method>drawdown</method>
<start date>31/03/2005</start date>
<period>monthly</period>
<amount>25.00</amount>
</ContAuthTxn>
<TxnDetails>
<merchantreference>12345678</merchantreference>
</TxnDetails>
<HistoricTxn>
<reference>12345678</reference>
</HistoricTxn>
</Transaction>
</Request>

© 2013 DataCash. All rights reserved. Page 329 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 9@
coe
o588

Example XML Request for eight payments: six regular payments, and
separate first and last payments

The first payment is a one off administration fee of £30, followed by 6
monthly payments of £25 and a final payment of £20. The first and last
payments are to be flagged with "01" and "19" respectively, which will
cancel the underlying DDI after the final payment.

<Request>
<Authentication>
<client>21859999</client>
<password>********< /password>
</Authentication>
<Transaction>
<ContAuthTxn>
<method>drawdown</method>
<start date>31/05/2005</start date>
<period>monthly</period>
<amount>25.00</amount>
<number of payments>6</number of payments>
<FirstPayment>
<amount>30.00</amount>
<date>20/04/2005</date>
</FirstPayment>
<LastPayment>
<amount>20.00</amount>
<date>30/11/2005</date>
</LastPayment>
<flagging first="yes" last="yes"/>
</ContAuthTxn>
<TxnDetails>
<merchantreference>12345678</merchantreference>
</TxnDetails>
<HistoricTxn>
<reference>12345678</reference>
</HistoricTxn>
</Transaction>
</Request>
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2.5.2.2.2 Cancellations

Example XML Request for cancel
<Request>
<Authentication>
<client>99000001</client>
<password>******</password>
</Authentication>
<Transaction>
<HistoricTxn>
<method>cancel</method>
<reference>4900200000000001</reference>
</HistoricTxn>
</Transaction>
</Request>

Merchants using the Credit and Debit Card Services may note that this XML structure is
the same as for cancelling a card payment - section 2.2.1.4.2.

2.5.2.3 Schema Elements for Response

There are no Response elements specific to this service. The general Response
elements are returned, these are discussed in section 2.1.1.3.

2.5.2.4 XML Example Responses
Example XML Response for a successful account setup

<Response>
<datacash reference>9910670039375669</datacash reference>
<information>Direct Debit Continuous Authority account

set up</information>

<merchantreference>ABC00005</merchantreference>
<mode>LIVE</mode>
<reason>ACCEPTED</reason>
<status>1</status>

</Response>
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2.5.2.5 Notifications

There are two types of notifications, one for batched drawdowns and one for account
cancellations.

2.5.2.5.1 Batched Drawdowns

Each day a payment is taken from an account, you will receive an email summarising
the payments taken that day, in a standard CSV format attachment.

The following information will be included in the attachment:

e Account Reference - the last 11 digits of the datacash reference number of
the account

e Merchant Reference — the DDI mandate number (merchantreference) against
which the drawdown will be processed

e DataCash Reference - the datacash reference of the drawdown

Email notifying of batched drawdowns

Drawdown Results for Mon 17-0ct-2010
Attachments: batched.csv

This email contains details of drawdowns which have been processed on
Live production site by DataCash on your behalf, for 2185**** Mon 17-
Oct-2010.

If you have any questions please contact our support team.

Example attachment with two drawdowns

Account Reference,Merchant Reference,DataCash Reference
41740256, 1823362AHC, 4200200040467707
41756562,1825472RHP,4400200040373171

2.5.2.5.2 Account Cancellations

If a DDI is cancelled or revoked, the account will be automatically cancelled.

To allow your system to also be kept up to date, details of these will be mailed to you
in a standard format CSV attachment.

The following information will be included in the attachment:

e Account reference — the last 11 digits of the datacash reference number of the
account

e Merchant Reference —theémerchantreference of the account

e Cancel DataCash Reference - the datacash reference number of the
transaction which cancelled the account. If the account was automatically
cancelled when a DDI revoke is submitted, this field will be the same as DDI
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Setup Reference
e DDI Setup Reference - the datacash reference number of the DDI setup
e DDI Merchant Reference —Yyour mandate number
e DDI Stage —the stage of the DDI

Email notifying of account cancellations

Account Cancellations for Mon 17-0ct-2010
Attachments: cancelled.csv

This email contains details of Direct Debit Recurring Transaction
accounts which have been cancelled on Live production site by DataCash
on your behalf, for 2185*** Mon 17-0Oct-2010, where the associated DDI
setup is no longer active.

Example attachment with four cancellation notifications

Account Reference,Merchant Reference,Cancel DataCash Reference,DDI
Setup Reference,DDI Merchant Reference,DDI Stage
46453486,EFG987456,4600200040488736,4600200040488741,ABC1234562, revoked
47453828, EFG453454,4200200040493495,4000200040493496,ABC483, cancelled
at source

47455267 ,EFG456454,4300200040493522,4400200040493526,SJI1451, cancelled

at source
47511296,EFG15648,4100200041248347,4800200041260637, HUR45423, revoked
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2.5.3 Direct Credit - Direct Debit Refunds
This Service allows funds to be returned to any DDI held within the DPG.
A technical introduction to this service is available on the website:
http://www.datacash.com/gettingproducts.php?id=Direct-Debit-Refunds
2.5.3.1 Schema Elements for Request

In this section the required fields for Direct Debit refunds will be presented, along with
example XML for those fields.

Refunding Direct Debits
The information required to process a direct debit refund - ddrefund - is passed in
these distinct places in the schema:

2.5.3.1.1 Request

o Authentication - section 2.1.1.2
o Transaction

» TxnDetails - contains the merchantreference number and the amount,
section 2.5.2.1.4

* HistoricTxn - the datacash reference of the original mandate and the
method, section 2.5.1.1.3.

Cancelling Direct Debit Refunds
The information required to cancel a ddrefund is passed in these distinct places in
the schema:

2.5.3.1.2 Request
o Authentication - section 2.1.1.2
o Transaction

* HistoricTxn - the datacash reference of the original ddrefund and the
method, section 2.5.1.1.3.

2.5.3.1.3 TxnDetails

The elements within this parent are required for ddrefund transactions. They are
excluded for cancel transactions.

Element Name: TxnDetails
Position(s) Request.Transaction
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Elements of TxnDetails

Element Name Description Values / Limitations

Between six and eighteen

merchantreference |The reference number of the -
alphanumeric characters

DDI mandate

amount The value of the refund

Example XML for TxnDetails elements

<TxnDetails>
<merchantreference>123402</merchantreference>
<amount>30.00</amount>

</TxnDetails>

2.5.3.1.4 HistoricTxn

The elements within this parent are required for both cancel and ddrefund transaction
types.

Element Name: HistoricTxn
Position(s) Request.Transaction

Elements of HistoricTxn

Element Description Values /
Name P Limitations
Identifies the transaction type as a refund of a ddrefund
method . .
direct debit cancel
The datacash reference of the original
reference —

transaction

Example XML for HistoricTxn element for a ddrefund

<HistoricTxn>
<method>ddrefund</method>
<reference>12345678</reference>
</HistoricTxn>

Example XML for HistoricTxn element for a cancel

<HistoricTxn>
<method>cancel</method>
<reference>4000000012345678</reference>
</HistoricTxn>
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2.5.3.2 XML Example Requests

Example XML Request for a ddrefund

<Request>
<Authentication>
<client>99000001</client>
<password>****x**< /password>
</Authentication>
<Transaction>
<HistoricTxn>
<method>ddrefund</method>
<reference>12345678</reference>
</HistoricTxn>
<TxnDetails>
<merchantreference>ABCDEF456</merchantreference>
<amount>10.00</amount>
</TxnDetails>
</Transaction>
</Request>

Example XML Request for a cancel

<Request>
<Authentication>
<client>99000001</client>
<password>******< /password>
</Authentication>
<Transaction>
<HistoricTxn>
<method>cancel</method>
<reference>4000000059832490</reference>
</HistoricTxn>
</Transaction>
</Request>

2.5.3.3 Schema Elements for Response

There are no additional XML elements returned for specifically for this Service. The
general XML elements in the Response are covered in section 2.1.1.3.

2.5.3.4 XML Example Responses
2.5.3.4.1 Refunds
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Example XML Response for a successful ddrefund

<Response>
<datacash reference>4800200040644359</datacash reference>
<merchantreference>ABCDEF456</merchantreference>
<mode>LIVE</mode>
<reason>Accepted</reason>
<status>1</status>
<time>..</time>

</Response>

Example XML Response for an unsuccessful ddrefund

<Response>
<datacash reference>4000000059832491</datacash reference>
<information>Unable to locate matching DDI

transaction</information>

<merchantreference>123411</merchantreference>
<mode>TEST</mode>
<reason>Unable to locate matching DDI transaction</reason>
<status>137</status>
<time>..</time>

</Response>

2.5.3.4.2 Cancellations

Example XML Response for a successfully cancelled Direct Credit

<Response>
<datacash reference>39375274</datacash reference>
<merchantreference>4800200040644359</merchantreference>
<reason>CANCELLED OK</reason>
<status>1</status>
<time>..</time>

</Response>

Example XML Response for an unsuccessful Direct Credit cancellation

<Response>

<information>Direct Credit has already been
cancelled</information>

<merchantreference>4800200040644359</merchantreference>
<mode>TEST</mode>
<reason>Already Cancelled</reason>
<status>128</status>
<time>..</time>

</Response>

2.5.4 Direct Credit - Standard
|
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This Service allows funds to be returned to a customer by placing them directly into
their bank account.

A technical introduction to this service is available on the website:
http://www.datacash.com/gettingproducts.php?id=Direct-Credit

2.5.4.1 Schema Elements for Request

In this section the required fields for Standard Direct Credit will be presented, along
with example XML for those fields. The XML is presented in italics for those fields that
are not required for all situations.

Optional fields for each transaction type are indicated with an O, required fields with an
R.

Performing Direct Credits
The information required to process a direct credit - directcredit - is passed in
these distinct places in the schema:

2.5.4.1.1 Request

o Authentication - section 2.1.1.2
o Transaction
= TxnDetails - contains the merchantreference number and the amount,
section 2.5.2.1.4
* DirectCreditTxn - the details of the customers bank account, plus the
method, section 2.5.1.1.1

Cancelling Direct Debit Refunds
The information required to cancel a directcredit is passed in these distinct places in
the schema:

2.5.4.1.2 Request

o Authentication - section 2.1.1.2
o Transaction
* HistoricTxn - the datacash reference of the original directcredit and
the method, section 2.5.1.1.3
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2.5.4.1.3 DirectCreditTxn

The elements within this parent may only be presented for directcredit transactions.
They are excluded for cancel transactions.

Element Name: DirectCreditTxn
Position(s) Request.Transaction

Elements of DirectCreditTxn

Element Name Description Values / Limitations Required?
Identifies the transaction

method type as a standard Direct  |directcredit R
Credit

sortcode The sort code of the Valid UK sortcode R

account to be credited

The account number to be

accountnumber ) Valid UK account number R
credited
The name of the account Up to 18 characters, alpha
accountname . R
holder(s) numerics and spaces only
bankreference Up to 18 characters, alpha

numerics and spaces only

Example XML Element DirectCredit

<DirectCreditTxn>
<sortcode>000001</sortcode>
<accountnumber>12345609</accountnumber>
<accountname>Julia McDonald</accountname>
<method>directcredit</method>
</DirectCreditTxn>

<DirectCreditTxn>
<sortcode>000222</sortcode>
<accountnumber>12340000</accountnumber>
<accountname>Michael Johnson</accountname>
<bankreference>return of goods</bankreference>
<method>directcredit</method>
</DirectCreditTxn>
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2.5.4.1.4 TxnDetails

The elements within this parent are required for directcredit transactions, but
excluded for cancel transactions.

Element Name: TxnDetails
Position(s) Request.Transaction

Elements of TxnDetails

Values /

Element Name Description Limitations

merchantreference A unique reference number for each Up to 30
transaction characters

amount The value of the refund

Example XML for TxnDetails elements

<TxnDetails>
<merchantreference>123402</merchantreference>

<amount>30.00</amount>

</TxnDetails>

2.5.4.1.5 HistoricTxn

The elements within this parent must be presented for cancel transactions. They are
excluded for directcredit transactions.

Element Name: HistoricTxn
Position(s) Request.Transaction.HistoricTxn

Elements of HistoricTxn

Element e Values /
Name R Limitations
method Identifies the transaction type as a cancellation |cancel
reference The datacash reference of the original 16 digits

transaction
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Example XML Element HistoricTxn for a cancel

<HistoricTxn>
<method>cancel</method>
<reference>9999999912345678</reference>
</HistoricTxn>

2.5.4.2 XML Example Requests

Example XML Request

<Request>
<Authentication>
<client>99000001</client>
<password>******< /password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>123402</merchantreference>
<amount>1000.01</amount>
</TxnDetails>
<DirectCreditTxn>
<method>directcredit</method>
<sortcode>123456</sortcode>
<accountnumber>12345678</accountnumber>
<accountname>Greg Kane</accountname>
</DirectCreditTxn>
</Transaction>
</Request>

Example XML Request with optional bankreference

<Request>
<Authentication>
<password>******< /password>
<client>99000001</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>ABDYC003</merchantreference>
<amount>49.68</amount>
</TxnDetails>
<DirectCreditTxn>
<method>directcredit</method>
<sortcode>123456</sortcode>
<accountnumber>12340000</accountnumber>
<accountname>Jane Smith</accountname>
<bankreference>Money for Petrol</bankreference>
</DirectCreditTxn>

</Transaction>
</Request>
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Example XML Request for a cancel

<Request>
<Authentication>
<client>99000001</client>
<password>******< /password>
</Authentication>
<Transaction>
<HistoricTxn>
<method>cancel</method>
<reference>4000000059832490</reference>
</HistoricTxn>
</Transaction>
</Request>

2.5.4.3 Schema Elements for Response

The XML Responses for this Service only contain those elements that are discussed in
section 2.1.1.3. There are no additional XML elements returned specifically for this
Service

2.5.4.4 XML Example Responses

Example XML Response for a successful directcredit

<Response>
<datacash reference>4803000012345672</datacash reference>
<merchantreference>ABDYC003</merchantreference>
<mode>TEST</mode>
<reason>Accepted</reason>
<status>1</status>
<time>..</time>

</Response>

Example XML Response for an unsuccessful directcredit

<Response>
<information>Invalid format for Account Name</information>
<merchantreference>384086694791667</merchantreference>
<mode>TEST</mode>
<reason>Invalid format for Account Name</reason>
<status>134</status>
<time>..</time>

</Response>

Examples of directcredit cancellations are available in section 2.5.3.4.2.
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2.5.5 Direct Credit - Card Collection Accounts

This Service allows funds to be returned to a cardholder by using their card collection
account.

A technical introduction to this service is available on the website:

http://www.datacash.com/gettingproducts.php?id=Payments-to-Card-Collection-
Accounts

2.5.5.1 Schema Elements for Request

In this section the required fields for Direct Credit to Card Collection Accounts will be
presented, along with example XML for those fields. The XML is presented in italics for
those fields that are not required for all situations.

Optional fields for each transaction type are indicated with an O, required fields with an
R.

Performing Card Account Payments
The information required to process a direct debit refund - cardaccountpayment - is
passed in these distinct places in the schema:

2.5.5.1.1 Request

o Authentication - section 2.1.1.2
o Transaction
* TxnDetails - contains the merchantreference number and the amount,
section 2.5.5.1.4
* DirectCreditTxn — details of the customers card, plus the method, section
2.5.1.1.1.

Cancelling Direct Debit Refunds
The information required to cancel a cardaccountpayment is passed in these distinct
places in the schema:

2.5.5.1.2 Request

o Authentication - section 2.1.1.2
o Transaction
* HistoricTxn - the datacash reference of the cardaccountpayment and
the method, section 2.5.5.1.5.
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2.5.5.1.3 DirectCreditTxn

The elements within this parent may only be presented for cardaccountpayment
transactions. They are excluded for cancel transactions.

Element Name: DirectCreditTxn
Position(s) Request.Transaction

Elements of DirectCreditTxn

Element Aer ] o
?
Name Description Values / Limitations Required?
Identifies the
method transaction type as a cardaccountpayment R

refund to a card
collection account

pan The card number Card must be Visa or MasterCard R
branded and issued in the UK

expirydate |The card expiry date |MM/YY format 0]

The card holder’s Up to 18 characters. “"COLLECTION
cardname name ACCOUNT” will be automatically used O
if this element is not presented

2.5.5.1.4 TxnDetails

Element Name: TxnDetails
Position(s) Request.Transaction

Elements of TxnDetails

Element Name Description _Va_lue_s /
Limitations
A unique reference number for each Up to 30
merchantreference .
transaction characters
amount The value of the refund

Example XML for TxnDetails elements

<TxnDetails>
<merchantreference>123402</merchantreference>
<amount>30.00</amount>

</TxnDetails>
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2.5.5.1.5 HistoricTxn

Element Name: HistoricTxn
Position(s) Request.Transaction.HistoricTxn

Elements of HistoricTxn

Element Description Values /

Name Limitations
method Identifies the transaction type as a cancellation |cancel
reference The datacash reference of the original 16 digits

transaction

Example XML Element HistoricTxn for a cancel

<HistoricTxn>
<method>cancel</method>
<reference>3009999912345678</reference>
</HistoricTxn>

2.5.5.2 XML Example Requests

Example XML Request for cardaccountpayment

<Request>
<Authentication>
<password>****</password>
<client>99000001</client>
</Authentication>
<Transaction>
<TxnDetails>

<merchantreference>10397897589</merchantreference>
<amount>59.00</amount>
</TxnDetails>
<DirectCreditTxn>
<method>cardaccountpayment</method>
<pan>5473**x****xx*()007</pan>
</DirectCreditTxn>
</Transaction>
</Request>
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Example XML Request for cardaccountpayment

<Request>
<Authentication>
<client>99000001</client>
<password>****</password>
</Authentication>
<Transaction>
<TxnDetails>

<merchantreference>B00123895</merchantreference>
<amount>23.50</amount>
</TxnDetails>
<DirectCreditTxn>
<method>cardaccountpayment</method>
<pan>4444*x*x*++xx*x(0001</pan>
<cardname>Wes Scantlin</cardname>
<expirydate>03/09</expirydate>
</DirectCreditTxn>
</Transaction>
</Request>

Example XML Request for a cancel

<Request>
<Authentication>
<client>99000001</client>
<password>******< /password>
</Authentication>
<Transaction>
<HistoricTxn>
<method>cancel</method>
<reference>4000000059832490</reference>
</HistoricTxn>
</Transaction>
</Request>
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255.3 Schema Elements for Response

The XML Responses for this Service only contain those elements that are discussed in
section 2.1.1.3. There are no additional XML elements returned specifically for this
Service.

2.5.5.4 XML Example Responses

Example XML Response for a successful cardaccountpayment

<Response>
<datacash reference>4000200045345250</datacash reference>
<merchantreference>390726429629630</merchantreference>
<mode>..</mode>
<reason>Accepted</reason>
<status>1</status>
<time>..</time>

</Response>

Example XML Requests for unsuccessful cardaccountpayment

<Response>
<datacash reference>4900200043479577</datacash reference>
<information>The card number does not pass the standard

Luhn checksum test</information>

<merchantreference>384084003240741</merchantreference>
<mode>..</mode>
<reason>Bad checksum</reason>
<status>25</status>
<time>..</time>

</Response>

<Response>
<datacash reference>3600200044366081</datacash reference>
<information>No payment details for this card</information>
<merchantreference>389377230555556</merchantreference>
<mode>..</mode>
<reason>Unknown Payment Details</reason>
<status>126</status>
<time>..</time>

</Response>

Examples of cancellations are available in section 2.5.3.4.2.

Back to Contents
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2.6 BATCH INPUT

The Batch Input Service allows many of the DPG Services to be utilised via batch
process, instead of submitting the transactions in real time. Further non-technical
information about this service is available on the website:
http://www.datacash.com/services/batch/overview.shtml

The transaction data may be presented in either a XML or a CSV file format. This file
will be referred to in this document as the Batch Request XML (or CSV). This file must
then be Zlib-compressed and Base64 encoded.

The compressed and encoded Batch Request file is then placed within the Batch
Submission Request document, which is itself an XML document. The Batch Submission
Request is then sent to DataCash and a Batch Submission Response is returned.

To collect the results of the batch, a Batch Query Request is sent to DataCash. A Batch
Query Response will be returned. This will contain the results of the batch, which have
been Zlib -compressed and Base64 encoded. These results will be referred to as the
Batch Response XML (or CSV). The format of the Batch Response document will match
that of the Batch Request.

Naturally, the data you need to supply will depend upon the particular service you are
using. However there are certain aspects of Batch Input that are common to each
service that it can be used with. The features common to all services will be covered
first

Available DPG Services - section 2.6.1

Common Elements - each of these elements are independent of the service used,
section 2.6.2

File Formats Attributes, section 2.6.2.1

Batch Submission elements - also independent of format, section 2.6.2.2
Batch Query elements - also independent of format, section 2.6.2.3
Batch Request elements - for both XML and CSV, section 2.6.2.5

Batch Response elements - for both XML and CSV, section 2.6.2.6

SERVIce Specific Elements - these are specific to both the service and the file format
used, section 2.6.3.1

The following key will be used for this section:
e O - Optional
¢ R - Required, field must be presented

« M - Mandatory if Available, if the information is available, it should be
presented
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2.6.1 Available DPG Services

Various DPG Services can be accessed via the Batch Input Service using both the XML
and CSV file formats. These are outlined in the table below.

SR DPG Service Name Restrictions Add|t|on_al
Type Information
Bank Card - Section 2.2.1

Pre-Registered Cards Accqunt must be_ . Section 2.3.1
configured for this service

Credit .
Recurring
anc! Transactions - Acc?unt n;L:CSt tt)ﬁ . Section 2.3.2
Debit Capture Method configured for this service
Cards
Account must be
Chip and PIN conﬂgurgd for this service. Section 2.7.1.1
Transaction method must
be auth or refund.
Standard Direct Debit Accqunt must be. . Section 2.5.1.1
configured for this service
Direct Credit: Account must be .
BACS DDrefunds configured for this service Section 2.5.3
Services Standard Direct Account must be .
Credit configured for this service Section 2.5.4
Direct Credit: Card |Account must be Section 2.5.5

Collection Accounts |configured for this service

In addition, the following Fraud Screening Services may be used in conjunction with
the Credit and Debit Card Services:

Service DPG Service . .- Additional
Restrictions .
Type Name Information
Account must be

configured for this service.

Fraud ReD The extended dataset Section 2.4.3
Prevention cannot be provided.
for Cards AVS check onlv. N
AVSCV2 S check only. Not Section 2.4.1

available for Chip and PIN
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2.6.2 Overview of Common Elements and Attributes
2.6.2.1 File Formats Attributes

The individual transactions within each file may be presented in either XML or CSV
format. Each format has a name, which is passed within both the Batch Submission
document and the Batch Request. The file names are presented below.

XML File Formats

Format Service Details in
xml_cardtxn Credit and Debit Cards Section 2.6.3.1
xml_chp_cardtxn |Cardholder Present Cards |Section 2.6.3.2
xml_directcredit |BACS - Direct Credit Section 2.6.3.3
xml_directdebit |BACS - Direct Debit Section 2.6.3.1

CSV file Formats
Format Service Used for Details in

Credit and Authorisations with standard Section
csv_avs_card_ txn

Debit Cards |AVS checking 2.6.3.6
Credit and .. Section
d t
csv_card_txn Debit Cards | Authorisations 2.6.3.4
Cardholder . Section
h

csv_chp card txn Present auth and refund transactions 56.3.2
Historic transactions: Section

Credit and fulfill, txn refund, 2.6.3.8

hist i .
esv_historic Debit Cards |cancel, accept fraud

authorize referral request

Credit and . Section
Csv_prereg Debit Cards Pre-Registered Cards 2639
csv de cc account BACS Direct Credit Section
- = = Services cardaccountpayment 2.6.3.10
BACS . . Section
£

csv_dc_ddrefund Services Direct Credit ddrefunds 26.3.11
BACS . . Section

d td
csv_dc_s Services Standard Direct Credit 26.3.12
BACS . . Section
csv_dd drawdown Services Direct Debit drawdown 2.6.3.13
csv dd setup BACS Direct Debit setup and Section
- - Services presetup 2.6.3.14
csv dd setup edit BACS Direct Debit confirmand Section
- = - Services revoke 2.6.3.15

2.6.2.2 Batch Submission Elements
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These elements are common to all of the Batch Input Services, regardless of the
service or format used.

2.6.2.2.1 Schema Elements for Batch Submission
Each batch contains header information:
2.6.2.2.2 Request
o Authentication - each Batch Submission can contain transactions for only
one DataCash account (vTID). The Authentication element is covered in

section 2.1.1.2

o Transaction
* BatchInputTxn - section 2.6.2.2.2.1

2.6.2.2.2.1BatchInputTxn

Element Name: BatchInputTxn
Position: Request.Transaction

Elements of BatchInputTxn

Element

Name Description Values / Limitations
The Batch Request,
. compressed using Zlib Uncompressed Batch Request must
batchfil
arehiiie compression, then Base64 |be less than 1MB R
encoded
The total number of .
t t
*n_coun transactions in the batchfile Must be an integer > 0. R
The total gross value of Tolerant to 0.001. If the format of
transactions in the the transactions within the Batch
total_ amount |batchfile, regardless of Request does not contain an amount, R
currency and transaction the total amount must be set to
type zero
Attributes of batchfile
E:‘ement Description Values / Limitations
ame
£ The format of the file you are Please refer to section
ormat L R
submitting 2.6.2
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XML Examples of Batch Submission for BatchInputTxn
complex elements

<BatchInputTxn>
<batchfile format="xml cardtxn">.</batchfile>
<txn count>3</txn count>
<total amount>395.99</total amount>
</BatchInputTxn>

<BatchInputTxn>
<batchfile format="csv_historic">.</batchfile>
<txn count>16</txn count>
<total amount>0</total amount>
</BatchInputTxn>

<BatchInputTxn>
<batchfile format="xml directdebit">..</batchfile>
<txn count>4</txn count>
<total amount>75.60</total amount>
</BatchInputTxn>

<BatchInputTxn>
<batchfile format="csv dd setup">.</batchfile>
<txn count>29</txn count>
<total amount>0</total amount>
</BatchInputTxn>

<BatchInputTxn>
<batchfile format="csv_dd drawdown">.</batchfile>
<txn count>63</txn count>
<total amount>1565.09</total amount>
</BatchInputTxn>
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2.6.2.2.3 XML Example Batch Submission

Example XML Batch Submission for a Batch Request in
XML format containing three transactions

<Request>
<Authentication>
<password>******< /password>
<client>99000001</client>
</Authentication>
<Transaction>
<BatchInputTxn>
<batchfile format="xml cardtxn">.</batchfile>
<txn count>3</txn count>
<total amount>395.99</total amount>
</BatchInputTxn>
</Transaction>
</Request>

Example XML Batch Submission for a Batch Request in CSV
format containing five transactions

<Request>
<Authentication>
<password>******< /password>
<client>99000001</client>
</Authentication>
<Transaction>
<BatchInputTxn>
<batchfile format="csv_historic">.</batchfile>
<txn count>5</txn count>
<total amount>2501.00</total amount>
</BatchInputTxn>
</Transaction>
</Request>
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Example XML Batch Submission for a Batch Request in XML
format containing five transactions

<Request>
<Authentication>
<password>******</password>
<client>99000001</client>
</Authentication>
<Transaction>
<BatchInputTxn>
<batchfile format="xml directdebit">..</batchfile>
<txn count>5</txn_ count>
<total amount>395.99</total amount>
</BatchInputTxn>
</Transaction>
</Request>

Example XML Batch Submission for a Batch Request in CSV
format containing eighteen transactions

<Request>
<Authentication>
<password>******< /password>
<client>99000001</client>
</Authentication>
<Transaction>
<BatchInputTxn>
<batchfile format="csv_dd drawdown">.</batchfile>
<txn count>18</txn count>
<total amount>156.00</total amount>
</BatchInputTxn>
</Transaction>
</Request>
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2.6.2.2.4 Schema Elements for Response

The Response for Batch Submission contains the normal Response fields. These are
covered in section 2.1.1.3

The datacash reference returned is the reference number for the Batch Submission.
This should be stored to allow a Batch Query (section 2.6.2.3) to be performed. The
merchantreference returned is extracted from within the Batch Request.

2.6.2.2.5 XML Example Batch Submission Response

Two Batch Submission Responses are shown below.

A full list of return codes for this service is available on the website here.

Example XML Batch Submission Responses for a successful and
a rejected batch submission

<Response>
<datacash reference>3900900100010001</datacash reference>
<merchantreference>batch ABCDEF</merchantreference>
<mode>LIVE</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>..</time>

</Response>

<Response>
<datacash reference>3800900100010006</datacash reference>
<information>Supplied and actual transaction counts do

not match</information>

<merchantreference>batch XYZ</merchantreference>
<mode>LIVE</mode>
<reason>BatchInput: Error in batch data</reason>
<status>262</status>
<time>..</time>

</Response>
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2.6.2.3 Batch Query

The Batch Query allows you to receive the results of each transaction within the Batch
Submission.

2.6.2.3.1 Schema Elements for Batch Submission Query
2.6.2.3.2 Request

o Authentication - section 2.1.1.2
o Transaction

" HistoricTxn - see section 2.6.2.3.2.1.

2.6.2.3.2.1HistoricTxn

Element Name: HistoricTxn
Position: Request.Transaction

Elements of HistoricTxn

Element Description Values /

Name Limitations
method The transaction type query R
reference |Thedatacash reference of the Batch R

Submission

Example XML Request for HistoricTxn complex elements

<HistoricTxn>
<reference>3900900100010001</reference>
<method>query</method>

</HistoricTxn>
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2.6.2.3.3 XML Example Batch Submission Query

Example XML Batch Query

<Request>
<Authentication>
<password>*****</password>
<client>99000001</client>
</Authentication>
<Transaction>
<HistoricTxn>
<method>query</method>
<reference>3900900100010001</reference>
</HistoricTxn>
</Transaction>
</Request>

2.6.2.4 Schema Elements for Query Response
2.6.2.4.1.1BatchInputTxn

Element Name: BatchInputTxn

Position: Response

The element BatchInputTxn contains the Zlib compressed and Base64 encoded results
of the Batch Request.
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2.6.2.4.2 XML Example Query Response
Two Example XML Batch Query Responses

<Response>
<BatchInputTxn>..</BatchInputTxn>
<datacash reference>3900900100010001</datacash reference>
<merchantreference>batch ABCDEF</merchantreference>
<mode>LIVE</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>..</time>
</Response>

<Response>

<datacash reference>3400900100010008</datacash reference>

<information>You have queried a Batch Input Transaction,
which is currently being processed</information>

<merchantreference>batch ABCDEG</merchantreference>

<mode>LIVE</mode>

<reason>BatchInput: Processing</reason>

<status>273</status>

<time>..</time>

</Response>
2.6.25 Batch Input Request and Response - Common XML Elements
2.6.2.5 Schema Elements for Batch Request
2.6.2.5 BatchInputRequest

o Header - see section 2.6.2.5.2.1
o Transactions - see section 2.6.2.5.2.2

2.6.2.5.2.1 Header

Element Name: Header

Position: BatchInputRequest

Elements of Header

2 Description Values / Limitations
Name
format The name of the file See section 2.6.2 for list. Must match that R
format used listed in the Batch Submission
A reference number for |Must be between six and thirty
reference R

the entire Batch alphanumeric in length
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Example XML Request for Header complex elements

<Header>
<format>xml cardtxn</format>
<reference>mybatch0002</reference>
</Header>

<Header>
<format>xml directdebit</format>
<reference>mybatch 0003</reference>
</Header>

2.6.2.5.2.2 Transactions

Element Name: Transactions
Position: BatchInputRequest

Elements of Transactions

A Description Values / Limitations
Name
One Request Each Request must have identical authentication
Request |element per elements, which must also be the same as those supplied |[R

transaction in the aAuthentication element of the Batch Submission

Example XML for Transactions complex elements. There are 3 transactions.
<Transactions>
<Request>

</Request>
<Request>

</Request>
<Request>

</Request>
</Transactions>
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2.6.2.5.3 Example XML Batch Request

<BatchInputRequest>
<Header>
<format>xml cardtxn</format>
<reference>batchrefl234</reference>
</Header>
<Transactions>
<Request>

</Request>
<Request>
</Request>
<Request>
</Request>
</Transactions>
</BatchInputRequest>

4 Schema Elements for Batch Response
5

2.6.2.5.
2.6.2.5. BatchInputResponse

Header - this element is currently unpopulated

Transactions - see section 2.6.2.5.2.2

2.6.2.5.5.1 Transactions

Element Name: Transactions
Position: BatchInputResponse

Elements of Transactions

Element Name description

Response One Response element per original transaction

Example XML for Transactions complex elements.
There are 2 transactions present

<Transactions>
<Response>

</Response>
<Response>

</Response>
</Transactions>
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2.6.2.5.6 Example XML Batch Response

Example XML for a Batch Response, without the transaction details
shown

<BatchInputResponse>
<Header/>
<Transactions>
<Response>...</Response>
<Response>...</Response>
</Transactions>
</BatchInputResponse>

An Example XML Response, with 3 transactions

<BatchInputResponse>
<Header/>
<Transactions>
<Response>
<CardTxn>
<authcode>183425</authcode>
<card scheme>Mastercard</card scheme>
<country>United Kingdom</country>
<Cv2Avs>
<cv2avs_ status>ADDRESS MATCH ONLY</cv2avs status>
<policy>1</policy>
</Cv2Avs>
<issuer>BARCLAYS BANK PLC</issuer>
</CardTxn>
<datacash reference>3300900100010037</datacash reference>
<merchantreference>1000001</merchantreference>
<mode>LIVE</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>1067274153</time>
</Response>
<Response>
<datacash reference>3300900100010037</datacash reference>
<merchantreference>123402</merchantreference>
<reason>Prereg: Merchant Not Subscribed</reason>
<status>251</status>
<time>1067274153</time>
</Response>
<Response>
<CardTxn>
<authcode>100000</authcode>
</CardTxn>
<datacash reference>3300900100010037</datacash reference>
<merchantreference>123402</merchantreference>
<reason>ACCEPTED</reason>
<status>1</status>
<time>1067274153</time>
</Response>
</Transactions>
</BatchInputResponse>
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2.6.2.6 Batch Request and Response - Common CSV Elements
2.6.2.6.1 CSV File Format Definition

The definition of CSV format used is as follows

¢ Allowable characters within a CSV field include 0x09 (tab) and the inclusive range
of 0x20 (space) through O0x7E (tilde).

e A field within CSV may be surrounded by double-quotes. Double quoting is used
by default to surround fields in CSV format responses.

e A field within CSV must be surrounded by double-quotes to contain a comma.

¢ A field within CSV must be surrounded by double-quotes to contain an embedded
double-quote, represented by a pair of consecutive double-quotes.

e A CSV field may be terminated by 0x0A (line feed) or by 0x0D, 0x0A (carriage
return, line feed).

e Blank lines and lines starting with 0x23 (#) are ignored.

2.6.2.6.2 CSV Request Headers

Each CSV file contains should contain a header line containing these fields:

Headers for CSV format, in order

Elﬁment Description Values / Limitations
ame
format The name of the file format |See section 2.6.2 for list. Must match R
used that listed in the Batch Submission
A reference number for the |Must be between six and thirty
reference - . R
entire Batch alphanumeric in length
The vTID of the account the |Must be the same as those supplied in
client batch is to be processed the Authentication element of the R
against Batch Submission
The password of the account
password |the batch is to be processed R

against

Two CSV Examples for a Batch Request Headers
csv_card txn,batch csv _card txn 6,99000001, mypasswd

csv_prereg,batch csv prereg 3,99000001, mypasswd
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2.6.2.6.3 CSV Response

The Response elements returned will be the same for each file format. These are:

Fields for CSV responses
Element Name Description XML equivalent

The merchant ref of the

1 merchant ref . .
- original transaction

merchant reference
The datacash reference of the

2 |datacash ref :
- transaction

datacash reference
3 | response_code |The DataCash Response Code status

4 Additional information about the
status_message reason

response_code

5 The result of the authorisation
request, for transactions

authcode A . . authcode
submitted for authorisation only
—-otherwise blank
6/, . The Unix Timestamp of the .
time time

transaction

Example CSV responses
“ABCD9876”,%“3000900100010005”,%“7”, “REFERRED”, “"CALL AUTH”,“1080920429”

“3400900100010008”,%3400900100010008",“1”, “"CANCELLED
OK”,™”,%1080920429"

“payment 1223”,%3600900100010889”,“1"”, “ACCEPTED”, “896786"”,%1080920430"
“ACBD9877”,%“36009001000108%0"”,“1"”, “"ACCEPTED"”, “*548620”,%1080920431"
"valid ddrefund","3000900100010048","1", "ACCEPTED","","1080920435"

"ddrefund no setup","3800900100010049","137", "Unable to locate
matching DDI transaction","","1080920436"
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2.6.3 Example Batch Requests
This section covers the Batch Request file, for all services.

Please note that the maximum size of a single Batch Request — before compression - is
1MB (1024KB). Any files larger than this will be rejected.

2.6.3.1 xml_cardtxn

An example file with three transactions is shown below. The file contains three
transactions, one Pre-Registered and two Credit and Debit Card (a pre with AVS data
and a cancel). The transactions could be screened using either the ReD or T3M
services if the account is configured for this at DataCash. A Batch Submission example
for this file is shown in section 2.6.2.2.

Example XML Batch Request containing three transactions with a total value
of 395.99

<BatchInputRequest>
<Header>
<format>xml cardtxn</format>
<reference>batchrefl234</reference>
</Header>
<Transactions>
<Request>
<Authentication>
<client>99000001</client>
<password>******</password>
</Authentication>
<Transaction>
<CardTxn>
<Card>
<expirydate>04/06</expirydate>
<startdate>01/04</startdate>
<pan>633300*******x**]1 < /pan>
<Cv2Avs>
<street addressl>1 High Street, UK </street addressl>
<postcode>S01 2CD</postcode>
<policy>1</policy>
</Cv2Avs>
</Card>
<method>pre</method>
</CardTxn>
<TxnDetails>
<amount currency="GBP">146.00</amount>
<merchantreference>1000001</merchantreference>
</TxnDetails>
</Transaction>
</Request>
<Request>
<Authentication>
<password>******</password>
<client>99000001</client>
</Authentication>
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<Transaction>
<TxnDetails>
<merchantreference>123402</merchantreference>
<amount currency="USD">249.99</amount>
</TxnDetails>
<CardTxn>
<method>auth</method>
<card details type="preregistered">
310000008888881212</card details>
</CardTxn>
</Transaction>
</Request>
<Request>
<Authentication>
<client>99000001</client>
<password>******< /password>
</Authentication>
<Transaction>
<HistoricTxn>
<reference>3100000088888888</reference>
<method>txn refund</method>
</HistoricTxn>
</Transaction>
</Request>
</Transactions>
</BatchInputRequest>

2.6.3.2 xml_chp_cardtxn

Example XML Batch Request containing three transactions with a total value
of 120.72 in two currencies

<BatchInputRequest>
<Header>
<format>xml chp cardtxn</format>
<reference>batchrefl234</reference>
</Header>
<Transactions>
<Request>
<Authentication>
<password>******x*</password>
<client>99000001</client>
</Authentication>
<Transaction>
<TxnDetails>
<capturemethod>parked</capturemethod>
<merchantreference>1234567890blahh</merchantreference>
<amount currency="GBP">54.00</amount>
</TxnDetails>
<CardTxn>
<card details type="track2 data">
****************</Card details>
<Terminal id="82000062">
<terminal capabilities ic reader="true"
magnetic stripe reader="true" manual card entry="true"/>
<features capabilities pin pad available="true"/>

</Terminal>
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<method>auth</method>
<reason online code>10</reason online code>
<receipt no>000123</receipt no>
<ICC>
<seq or issue number>*</seq or issue number>
<auth response code>00</auth response code>
<crypto txn amount>54.00</crypto txn amount>
<crypto tran type>00</crypto tran type>
<term txn date>031107</term txn date>
<txn currency code>826</txn currency code>
<txn country code>826</txn country code>
<arqc>****************</arqc>
<aip>****</aip>
<ate>****</atc>
<unpredictable>******x**</ynpredictable>
<tvr>**********</tvr>
<issuer app data>*****xkxxkxsxx</jissuer app data>
<app_usage control>****</app usage control>
<crypto info data>**</crypto info data>
<OVIM>*F*F R xR [ oym> a a
<aid>**********</aid>
<term app ver no>****</term app ver no>
<txn status_ info>****</txn status info>
<term type>**</term type>
<term capabilities>******</term capabilities>
<pos_entry mode>32</pos entry mode>
<other card data>*****x**xkx+xx</other card data>
</ICC>
</CardTxn>
</Transaction>
</Request>
<Request>
<Authentication>
<password>******x*</password>
<client>99000001</client>
</Authentication>
<Transaction>
<TxnDetails>
<capturemethod>keyed</capturemethod>
<merchantreference>1234560002</merchantreference>
<amount currency="EUR">30.00</amount>
</TxnDetails>
<CardTxn>
<Terminal id="82000062">
<terminal capabilities ic reader="true"
magnetic stripe reader="true" manual card entry="true"/>
<features capabilities pin pad available="true"/>
</Terminal>
<method>auth</method>
<receipt no>000124</receipt no>
<ICC>
<term type>**</term type>
</ICC>
<Card>
<pan>444433***x*kxkx*]1</pan>
<expirydate>12/09</expirydate>

</Card>
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</CardTxn>
</Transaction>
</Request>
<Request>
<Authentication>
<password>****x**x< /password>
<client>99000001</client>
</Authentication>
<Transaction>
<TxnDetails>
<capturemethod>swiped</capturemethod>
<merchantreference>1234560002</merchantreference>
<amount currency="GBP" cashback="20.00">26.23</amount>
</TxnDetails>
<CardTxn>
<card details type="track2 data">
****************</Card details>
<Terminal 1d="82000062">
<terminal capabilities ic reader="true"
magnetic stripe reader="true" manual card entry="true"/>
<features capabilities pin pad available="true"/>
</Terminal>
<method>auth</method>
<receipt no>000125</receipt no>
<ICC>
<term type>**</term type>
</ICC>
</CardTxn>
</Transaction>
</Request>
<Request>
<Authentication>
<password>******x*</password>
<client>99000001</client>
</Authentication>
<Transaction>
<TxnDetails>
<capturemethod>keyed</capturemethod>
<merchantreference>1234560002</merchantreference>
<amount currency="GBP">10.49</amount>
</TxnDetails>
<CardTxn>
<Terminal 1d="82000062">
<terminal capabilities ic_ reader="true"
magnetic stripe reader="true" manual card entry="true"/>
<features capabilities pin pad available="true"/>
</Terminal>
<method>refund</method>
<receipt no>000126</receipt no>
<ICC>
<term type>**</term type>
</ICC>
<Card>
<pan>444433x*kxFxAkx*x %] < /pan>
<expirydate>12/09</expirydate>

</Card>
</CardTxn>
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</Transaction>
</Request>
</Transactions>
</BatchInputRequest>

2.6.3.3 xml_direct_credit

Example XML Batch Request xml_directcredit containing two transactions
with a total value of 80.00

<BatchInputRequest>
<Header>
<format>xml directcredit</format>
<reference>45356132</reference>
</Header>
<Transactions>
<Request>
<Authentication>
<password>fred</password>
<client>21850000</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>standardDC0000054</merchantreference>
<amount>45.00</amount>
</TxnDetails>
<DirectCreditTxn>
<method>directcredit</method>
<sortcode>826300</sortcode>
<accountnumber>80000990</accountnumber>
<accountname>Jo Bloggs</accountname>
</DirectCreditTxn>
</Transaction>
</Request>
<Request>
<Authentication>
<password>fred</password>
<client>21850000</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>ddrefund00434582</merchantreference>
<amount>35.00</amount>
</TxnDetails>
<HistoricTxn>
<method>ddrefund</method>
<reference>3600900100010007</reference>
</HistoricTxn>
</Transaction>
</Request>
</Transactions>
</BatchInputRequest>
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2.6.3.4 xml_directdebit

An example xm1 directdebit file with four transactions is shown below. The file
contains one setup, one revoke, two drawdowns and a confirm. A Batch Submission
example for this file is shown in section ro.

Example XML Batch Request containing five transactions with a total value of
395.99

<BatchInputRequest>
<Header>
<format>xml directdebit</format>
<reference>batchrefl236</reference>
</Header>
<Transactions>
<Request>
<Authentication>
<client>99000001</client>
<password>******< /password>
</Authentication>
<Transaction>
<DirectDebitTxn>
<sortcode>938611</sortcode>
<accountnumber>02149187</accountnumber>
<accountname>Mr A. N. Other</accountname>
<method>setup</method>
</DirectDebitTxn>
<TxnDetails>
<merchantreference>1000001</merchantreference>
</TxnDetails>
</Transaction>
</Request>
<Request>
<Authentication>
<password>******</password>
<client>99000001</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>123402</merchantreference>
<amount>100.99</amount>
</TxnDetails>
<HistoricTxn>
<method>drawdown</method>
<reference>90000005</reference>
</HistoricTxn>
</Transaction>
</Request>
<Request>
<Authentication>
<password>******</password>
<client>99000001</client>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>123402</merchantreference>
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<amount>295.00</amount>
</TxnDetails>
<HistoricTxn>
<method>drawdown</method>
<reference>90000005</reference>
<duedate>20050929</duedate>
</HistoricTxn>
</Transaction>
</Request>
<Request>
<Authentication>
<client>99000001</client>
<password>******</password>
</Authentication>
<Transaction>
<HistoricTxn>
<method>revoke</method>
<reference>40488707</reference>
</HistoricTxn>
<TxnDetails>
<merchantreference>383285870486111</merchantreference>
</TxnDetails>
</Transaction>
</Request>
<Request>
<Authentication>
<client>99000001</client>
<password>********</password>
</Authentication>
<Transaction>
<HistoricTxn>
<method>confirm</method>
<reference>40502431</reference>
</HistoricTxn>
<TxnDetails>
<merchantreference>383366196990741</merchantreference>
</TxnDetails>
</Transaction>
</Request>
</Transactions>
</BatchInputRequest>
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2.6.3.5 csv_card_txn

This CSV file format should be used to obtain authorisation for Credit and Debit Card
transactions using the Bank Card Service. It can be used for both the one stage
processing model and the first stage of the two stage processing model.

If you are using the Capture Method model of Recurring Transactions, this file format
can be used. For this Service, the capturemethod should be specified.

Fields for format csv_card_txn

3 ST P ) Values / Limitations
Name
1 |pan R
2 |expiry date R
As described in section 2.2.1.1.1
3 |start date M
4 |issue M
5 |amount R
6 |currency As described in section 2.2.1.1.3 R
7 |merchant ref R
auth
8 |method The transaction type pre R
refund
erp
9 |capturemethod |As described in section 2.8.3.10.2 m?
The authorisation code If presented, must be value
10 lauthcode received from the bank received from Banks Authorisation O

centre

!Mandatory if the account is configured with multiple merchant ID environments

Example csv_card_txn file - six transactions with a value of
2697.31

csv_card txn,batch csv _card txn 6, 99000001, mypasswd
4444333322221111,01/09,,,99.99,GBP,myref0000023, pre, ecomm,
5473000000000007,01/09,,,530.01,GBP, myref0000024, auth, ecomnm,
343434343434343,01/09,,,13.00,USD, myref0000025,pre,,
4936000000000000001,01/09,,2,9.95,GBRP,
myref0000026, erp, ecomm,
6759000000000026,01/09,01/01,,44.36,GBP,
myref0000027, refund, ecomm,
5473000000000007,01/09,,,2000.00,GBP,
myrefl23,auth, ecomm, 123456

|
© 2013 DataCash. All rights reserved. Page 371 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 2@ ,
206
[ES] : :

2.6.3.6 csv_avs_card_txn

This CSV file format is similar to csv_card txn format (section 2.6.3.5), but it also
allows AVS information to be provided with the Credit and Debit Card transactions if
required. CV2 information cannot be provided as the CV2 number should not be stored.

Fields for format csv_avs_card_txn

Element Name - Values /
Description L oL
Limitations

1-10 |As described in section 2.6.3.5

11 address line 1 (@)
12 address line 2 0]
13 address_line_3 As described in section 2.4.1.1.2 0
14 address_line 4 @)
15 postcode (0]
ve potiey e | e to be crocked agamst | websitel  |©°

L While all of these values are valid, as only the AVS check can be carried out, only
policies 1 or 5 should be chosen.

2The default policy registered against the account will be used if not value is set

Example csv_avs_card_txn file — two transactions for a total value
of 3.96

csv_avs_card txn,batch csv _avs card txn 2,99000001, mypasswd

4444333322221111,01/09,,,1.98,GBP,ABC123,auth,,,Flat 12,345 Main
Street, Putney, ,A9 87XY,5

5473000000000007,01/09,,,1.98,GBP,ABC124,auth, ecomm, ,Flat 12,345
Main Street,Putney,,X1l 23AB,5

# Note: the line wrapping is this example should not
# be used in a real file
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2.6.3.7 csv_chp_card_txn

This CSV file format is used for Cardholder Present transactions.

Fields for format csv_chp_card_txn

Element Name Description Values / Limitations
1- . . .
- As described in section 2.6.3.5
. auth
8 |method The transaction type refund R
9 |capturemethod Indicates how the transaction |keyed R

was accepted at the POS swiped

10 |authcode The authorisation code i R

generated for the transaction

- terminal
11 |authcode method Indlca;es. hO(\:IN the authcode online (@)
was obtaine telephone
Amount in

12 |cashback ::eu?rzglé)ntt%fecfjgt%an:zr Major.Minor currency (O
q Y units (i.e. 10.98)

The Terminal ID (TID) used

13 |tid for the transaction DataCash will advise |R
Indicates which Hot Card File 2:22rved

14 |hot card file was used during the Switch 400 (0]
transaction Switch 8000

15 lic reader Whether the Terminal has true R

- Chip reading capability false

Whether the Terminal has frue

16 \magnetic_stripe_ reader magnetic stripe reading false R
capability
Whether the Terminal has the frue

17 |manual_card_entry facility to enable card details false R
to be manually entered
Whether the Terminal has a frue

18 |pin_pad_available keypad to enable the PINto |- ,__ R
be entered
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Example csv_chp_card_txn file containing three transactions with a value of
643

csv_chp card txn,batch csv chp card txn 0008,99000001, mypasswd
4444333322221111,01/09,,,99.99,GBP,myref0000023, refund, keyed, 482135, ter
minal,

85621087, , true, true, true, true
5473000000000007,01/09,,,530.01,GBP,myref0000024, auth, swiped, 955AU3, tel
ephone,

85621087, ,true, true, true, true
343434343434343,01/09,,,13.00,USD, myref0000025, auth, swiped, FLDURN, termi
nal,

85621086, , true, true, true, true

# Note: the line wrapping is this example should not
# be used in a real file

2.6.3.8 csv_historic

This CSV file format is used for the Credit and Debit Card Services to complete two
stage processing using the fulfilltransaction and to perform cancel, txn refund,
accept fraud and authorize referral request transactions.

Fields for format csv_historic

Element

Name Description Values / Limitations

DataCash unique reference of

1 |reference o . R
the original transaction
fulfill
txn refund
2 \method The transaction type cancel R
accept fraud
authorize referral request
The authorisation code of the
original pre orer
t a fpn th P | For fulfill or
3 lauthcode ra ?aCIO , OF the value authorize referral request R
obtained from the Banks only - -
Authorisation centre if the
transaction was referred.
4 |amount The value of the transaction For fulfill ortxn refund only O!

! Transactions will be fulfilled/refunded for the full value of the original transaction if
this field is empty.
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Example csv_historic file containing five transactions
with a value of 2501.00

csv_historic,batch csv _historic 0008, 99000001, mypasswd
# fulfill supplying amount

3000900100010005, fulfill,100000,1001.00

# cancel

3400900100010008, cancel, ,

# fulfill, for the full value of the original txn
3800900100010025, ,100001,

# txn refund, two refunds to the same original txn
3600900100010026, txn refund,,1000.00
3600900100010026, txn refund,, 500.00

2.6.3.9 csv_prereg

This CSV file format allows the Pre-Registered Card Service to be utilised.

Fields for format csv_prereg

Element Name Description Li‘r’:iltl::?o{ls
1 imerchant_ref |As described in section 2.7.1.1.2 R
2 |reference DataCash unique reference of the original transaction R
3 lamount R
4 |currency R
5 |method As described in section 2.7.1.1.5 R
6 |capturemethod @]
7 |lauthcode 0]

Example csv_prereg file containing three transactions for a
total value of 2023.34

csv_prereg,batch csv prereg 3,99000001, mypasswd

# card txns using card details from previous historic txns
prereg 230006,2185000198760000,1000.00,GBP, auth, ecomm,
prereg 230007,3200900100010014,1000.00,USD, refund,,

# using prereg to carry out manual auth of previous
# referred txn
prereg 230008,3700900100010021,23.34,GBP,pre,ecomm, 123123

|
© 2013 DataCash. All rights reserved. Page 375 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL 9@
coe
o588

2.6.3.10 csv_dc_cc_account

This CSV file format enables the Direct Credit Card Collection Account Service to be
accessed.

Fields for format csv_dc_cc_account
Element Name Description Values / Limitations

The reference number of the

1 |merchant ref See limitations R

drawdown
2 |pan The card number R
. Major.minor currency
3 |amount The value to credit L R
units (i.e. (10.99)
4 |card name The card holders name 0o
5 |expiry date The card expiry date - o
Example csv_dc_cc_account file containing two transactions
with a value of 20.00
csv_dc cc_account,batch000134,99000001, mypasswd
valid cardaccountpayment, 4560720000000007,10.00,,
optional fields,4560720000000007,10.00,MR FOO BAR,12/09
2.6.3.11 csv_dc_ddrefund
This CSV format supports Direct Credit ddrefund transactions.
Fields for format csv_dc_ddrefund
FeEs Description Values / Limitations
Name
1 merchant_ref The reference number of the DDI See limitations R
The datacash reference of the
2 \[reference .. . - R
original transaction
. Major.mi currenc
3 lamount The amount to credit ajor.minor Y R

units (i.e. (10.99)

Example csv_dc_ddrefund file containing two transactions with a
value of 25.00

csv_dc_ddrefund,batch000131, 99000001, mypasswd
ddrefundABCD000345,10000003,10.00
45347ACBD, 3400900100010008,15.00
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2.6.3.12 csv_dc_std

This CSV format enables the Standard Direct Credit service to be used.

Fields for format csv_dc_standard

Element

N Description Values / Limitations
ame

The reference number of the

1 |merchant ref See limitations R

drawdown
. Major.minor currency units (i.e.
2 |amount The value to credit J Y ( R
(10.99)

3 |sort_code The customer’s sort code 6 digits R
The customer’s account

4 lacc num - R

- number
5 |lacc_name The customer’s account name |Maximum of 18 characters R
6 |bank_ref See limitations 0]

Example csv_dc_std file containing two transactions with a
value of 60.00

csv_dc_standard, batch000130, 99000001, mypasswd
directcredit00006,30.00,826300,80000990,Bert Weiss,
credit00009,30.00,826300,80000990,Bert Weiss,Money for petrol
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2.6.3.13 csv_dd_drawdown

This CSV file format supports drawdown transactions for the Standard Direct Debit
Service.

Fields for format csv_dd_drawdown
Element Name Description Values / Limitations

The reference number of th T
1 |merchant ref e reference number of the See limitations R
drawdown

The datacash_reference number of

2 f
reference the DDI R
. Major.minor currency
3 t
amoun The value to debit units (i.e. (10.99) R
4 |duedate The date to perform the drawdown |yyyymmdd format 0O
01
56 Enables the BACS transaction code |17
acs tran code . (@)
- - to be explicitly set 18
19

Example csv_dd_drawdown file containing three transactions
with a value of 30.00

csv_dd drawdown,batch000130, 99000001, mypasswd
drawdown BE30006,10000003,10.00,,

drawdown HI90135,10000004,10.00,20041212,
drawdown JG00042,10000005,10.00,,18
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2.6.3.14 csv_dd_setup

This CSV format is used for the Standard Direct Debit Service to perform setup and
presetup transactions.

Fields for format csv_dd_setup
Element Name Description Values / Limitations

Must be of the format
agreed with your

1 |merchant_ref |The reference number of the DDI . R
Sponsoring bank. See
limitations.

5> lsort code The sort code of the customer’s 6 digits R

- bank

3 lacc_num The customer’s account number - R

4 lacc_name The name of the account holder Maximum of 18 R
characters

5 |method Determines the processing model to |setup R

be used presetup
. Enables an existing setup to be
6 t t
actrve transferred to the DataCash system tee o
Enables a non_AUDDIS DDI to be .
7 |type conversion (0]

converted to an AUDDIS DDI

Example csv_dd_setup file containing four transactions with a
value of 0.00 (no amount values present)

csv_dd setup,batch000128, 99000001, mypasswd

valid setup,938611,02149187,MR F BAR, setup,,

setup active, 938612,02149188, MR A N OTHER, setup, true,
setup conversion, 938613,02149189,MR A N

OTHER, setup, ,conversion

# DD presetup transaction

valid presetup, 938611,02149187,MR F BAR, presetup,,
valid presetup456, 938611,02149236,”J, M & P

Smith“, presetup,,
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2.6.3.15 csv_dd_setup_edit

This CSV file format is used with the Direct Debit Service to perform for confirmand
revoke transactions.

Fields for format csv_dd_setup_edit

Element

Name Description Values / Limitations

As supplied for the

L R
original

1 |merchant_ref |The reference number of the DDI

The datacash reference of the original
2 \reference — - R

transaction

confirm

3 |method The operation required revoke

Example csv_dd_setup_edit file containing four transactions
with a value of 0.00 (no amount values present)

csv_dd setup edit,batch000129,99000001, mypasswd

# confirm presetup with 8 digit Unique Reference

confirm presetup,12345678,confirm

# revoke setup with 8 digit Unique Reference

revoke setup,12345679, revoke

# confirm presetup with 16 digit DataCash Reference returned
by previous query response

confirm presetup2,3400900100010008, confirm

# revoke previous setup in the same batch

revoke previous setup,3400900100010008, revoke

Back to Contents
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2.7 CARD HOLDER PRESENT
2.7.1 Chip and Pin

A technical introduction to this service is available on the website:

http://www.datacash.com/gettingproducts.php?id=Chip-PIN
2.7.1.1 Schema Elements for Request

As different fields may be presented in different situations, each field will be labelled
with the following key:

e O - Optional

e« R - Required, field must be presented

« M - Mandatory, field must be presented if it is available
¢ X - Excluded, field is excluded in specific situations

Transactions with Card Details

The creditcheck and auth transaction types require certain information to be
presented. This is passed in several places in the schema:

e Request

o Authentication - section 2.1.1.2
o Transaction

= TxnDetails - section 2.7.1.1.1
* CardTxn - section 2.7.1.1.2

e Card - section 2.7.1.1.5

e ICC - section 2.7.1.1.4

e Terminal - section 2.7.1.1.3

Historic Transactions

The cancel and authorize referral request transaction types require information
to be passed in:

e Request
o Authentication - section 2.1.1.2
o Transaction
= HistoricTxn - section 2.4.3.1.9
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2.7.1.1.1 TxnDetails

Element Name: TxnDetails
Position: Request.Transaction

Elements of TxnDetails

Values /

inti i ?
Element Name Description Limitations Required?
merchant reference A.ur_1|qu¢ reference numb_er to See Answer R
distinguish each transaction
amount The value of the transaction R
. . ked
Indicates how the transaction was |F2°°¢
capturemethod d he POS keyed R
accepted at the swiped
Attributes of TxnDetails
Attribute Attribute of Description Required?
Name element

The amount of cashback requested by the
cashback amount customer (Cannot be supplied with O
cashadvance attribute)

Indicates whether the transaction was a
cashadvance |amount Cash Advance (Cannot be supplied with @)
cashback attribute)

Example XML for TxnDetails element

<TxnDetails>
<merchantreference>123402</merchantreference>
<amount currency="GBP" cashback="30.00">59.99</amount>
<capturemethod>parked</capturemethod>

</TxnDetails>

<TxnDetails>
<merchantreference>AB78324293452</merchantreference>
<amount currency="EUR">26.50</amount>
<capturemethod>swiped</capturemethod>

</TxnDetails>

<TxnDetails>
<merchantreference>AB78324293452</merchantreference>
<amount currency="GBP" cashadvance="true">26.50</amount>
<capturemethod>swiped</capturemethod>

</TxnDetails>

2.7.1.1.2 CardTxn
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Element Name: CardTxn
Position: Request.Transaction

Elements of CardTxn

Values /

Element Name Description Limitations

Keyed Swiped |Parked

The authorisation code

authcode if on-line authorisation | >cc NOte 0 X X
i ; below
is not required

Card See section 2.7.1.1.5 R X X
Data read from the
magnetic stripe of the Must be

card details Base64 _ X X

card, or equivalent
from the ICC

Indicates which Hot
hotcardfile Card File was used - 0] 6] 0]
during the transaction

encoded

ICC See section 2.7.1.1.4 - - R
The transaction auth
method method creditcheck R R R
reason online code For on-line transactions: the reason 0 0 0
- - for being on-line. As defined by APACs
Terminal See section 2.7.1.1.3 R R R

Note: For swiped and parked transactions, card details may be presented in either the
Card element or the card details element:

1. The card element is required if an authorisation code is submitted.
2. The card details element is required if the authorisation code is not
submitted.

Attributes of CardTxn

Attribute of

Attribute Name Description Values / Limitations Required?

element
Must be present if
Indicates how the authcodede.:lement is
method authcode authcode was presente : R
. online
obtained. .
terminal
telephone
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The actual date &
auth_datetime |authcode time of the As a unixtimestamp R
transaction

Indicates the type

type card details
vP - of data

track2 data R

! Field is required for merchants using NatWest Streamline. For other Acquiring Banks
this field is optional.

Example XML for CardTxn element, for a parked transaction

<CardTxn>
<Terminal id="..">.</Terminal>
<card details type="track2 data">
NDkyOTQ50DMxMTQWMDAWM ) OwODAzMJAxXMDAS50DgWMDAWMDAWMR 8WMA ==
</card details>
<hotcardfile>.</hotcardfile>
<ICC>..</ICC>
<method>creditcheck</method>
<reason online code>10</reason online code>
</CardTxn>

Example XML for CardTxn element, for a swiped transaction without an
authcode

<CardTxn>
<Terminal id="..">.</Terminal>
<card details type="track2 data">
NDkyOTQ50DMxMTQwWMDAWM] OwWODAzMjAXMDAS50DgWMDAWMDAWMR 8WMA ==
</card details>
<method>creditcheck</method>
</CardTxn>

Example XML for CardTxn element, for a swiped or
parked transaction with authcode

<CardTxn>
<Terminal id="..">..</Terminal>
<Card>..</Card>
<method>creditcheck</method>
<authcode method="terminal"
auth datetime="1164821283">451576</authcode>
</CardTxn>
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Example XML for CardTxn element, for a keyed transaction

<CardTxn>

<Terminal id="..">..</Terminal>
<Card>..</Card>

<method>auth</method>

</CardTxn>

2.7.1.1.3

Terminal

Position:

Element Name: Terminal

Request.Transaction.CardTxn

Elements of Terminal

Element Name

terminal capabilities

features capabilities

message capabilities

Attribute Name

id

ic reader

magnetic stripe

reader

manual card
entry

cardholders
device

card capture

device

pin pad
available

Attributes of Terminal and its children

Attribute of
element

Terminal

terminal
capabilities

terminal
capabilities

terminal
capabilities

features
capabilities

features
capabilities

features
capabilities

© 2013 DataCash. All rights reserved.
This document is intended for the use of DataCash and its clients only. It contains information that is

privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to

Description

The terminal or TID
number

Chip reading
functionality

Magnetic stripe
reading functionality

Facility to manually
enter card details

Cardholder’s device
(eg. personal
computer, mobile
phone, digital TV or
similar device)

Terminal or operator
able to capture cards

Keypad to enable PIN
to be entered

Values |Required?
DataCash

. . R
will advise
true
false R
true
false R
true
false R
true
false 0
true
false 0
true
false R
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Indicates whether

unattended features transaction is true
. - 1T O
device capabilities |processed from an false
unattended terminal
downline load message true o
floor limit capabilities false
downline message true o
load referral capabilities |As per APACS false
standard 70 book 2 "
o message ; rue
hol 1 T appendix A.9
old_capability capabilities PP false O
response additional message true o
_data_ support capabilities false

Example XML for Terminal element

<Terminal 1d="82000062">
<terminal capabilities ic reader="true"
magnetic stripe reader="true"
manual card entry="true"/>
<features capabilities pin pad available="true"/>
<message capabilities downline load floor limit="false"
downline load referral="false"
hold capability="false"
response additional data support="true"/>
</Terminal>

2.7.1.1.4 ICC

This parent element contains the data relating to the Chip & Pin functionality. All
elements within this parent are mandatory. Please refer to APACS29 v18 (page 77) and
APACS30 v18 (page 73) for definitions of these elements.

Element Name: ICC
Position: Request.Transaction.CardTxn

2.7.1.1.5 Card

This element is only required for keyed transactions.

Element Name: Card
Position: Request.Transaction.CardTxn

Elements of Card

Element Name Description Values / Limitations
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Must be a valid card

pan The card number number R
expiry date expiry date for the card MM/ YY format R
start_date start date for the card MM/YY format

issue_number issue number of the card One or two digits M

Example XML for Card element

<Card>
<expirydate>01/12</expirydate>
<pan>444433**xx*kx**]1< /pan>
</Card>

<Card>
<expirydate>01/06</expirydate>
<lissuenumber>1</issuenumber>
<startdate>01/99</startdate>
<pan>446281**** x****9/pan>
</Card>

2.7.1.1.6 HistoricTxn

This element should be presented for cancel or authorize referral request
transactions only.

Element Name: HistoricTxn
Position: Request.Transaction

Elements of HistoricTxn

authorize
Element Name Description Values / Limitations | cancel @ _referral
_request

The transaction type |cancel
method authorize referra R R

1 request

The
datacash reference |Must be valid

datacash reference . .
- of the transaction to transaction R R
be cancelled
Value received from
authcode Banks Authorisation X R
centre
Attributes of Elements in HistoricTxn
Attribute cancel | authorize
Attribute Name of Description Values / Limitations _referral
element _request
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Indicates
whether a true

reversal method 0 X
reversal should |false

be attempted

Indicates how online

method authcode |the authcode terminal X R
was obtained. telephone
The actual date

auth_datetime Jauthcode |& time of the As a unixtimestamp X R?

transaction

! Field is required for merchants using NatWest Streamline. For other Acquiring Banks
this field is optional.

Example XML for HistoricTxn element

<HistoricTxn>
<method reversal="true">cancel</method>
<reference>4600200040913258</reference>
</HistoricTxn>

<HistoricTxn>
<method>cancel</method>
<reference>4500200040913862</reference>
</HistoricTxn>

<HistoricTxn>
<reference>4500200040913862</reference>
<authcode method="telephone" auth datetime="1164821283">A6</authcode>
<method>authorize referral request</method>

</HistoricTxn>
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2.7.1.2 Example XML Requests

Example XML Request for a parked transaction

<Request>
<Authentication>
<client>99000001</client>
<password>mypasswd</password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>57483573457gegrreg</merchantreference>
<amount currency="GBP">54.00</amount>
<capturemethod>parked</capturemethod>
</TxnDetails>
<CardTxn>
<Terminal 1id="82000062">
<terminal capabilities ic reader="true"
magnetic stripe reader="true" manual card entry="true"/>
<features capabilities pin pad available="true"/>
</Terminal>
<reason online code>10</reason online code>
<card details type="track2 data">NDkyOTQ50DMxMTQwWMDAWM]
OwODAzMjAxXxMDA50DgwMDAWMDAWMR8WMA==</card details>
<ICC>
<seqg_or issue number>00</seq or issue number>
<crypto tran type>00</crypto tran type>
<txn currency code>826</txn currency code>
<term country code>826</term country code>
<arqc>ED128CAB559EC54C</argc>
<aip>5C00</aip>
<atc>0CF3</atc>
<unpredictable>81B72731</unpredictable>
<tvr>0000008000</tvr>
<issuer app data>06FEOA03A4A800</issuer app data>
<crypto info data>80</crypto info data>
<cvm>410302</cvm>
<aid>A0000000031010</aid>
<term app ver no>0084</term app ver no>
<term capabilities>7546</term capabilities>
</ICC>
<method>creditcheck</method>
</CardTxn>
</Transaction>
</Request>
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Example XML Request for a swiped transaction

<Request>
<Authentication>
<client>99000001</client>
<password>mypasswd</password>
</Authentication>
<Transaction>
<TxnDetails>
<merchantreference>924100120050503165050 </merchantreference>
<amount currency="GBP">40.01</amount>
<capturemethod>swiped</capturemethod>
</TxnDetails>
<CardTxn>
<Terminal 1d="82000062">
<terminal capabilities magnetic stripe reader="true"
manual card entry="true" ic reader="true"/>
<features capabilities pin pad available="true"/>
</Terminal>
<card details type="track2 data">0zQ5Mjk00TgzMTEOMDAWMDISMDg
wMz IWMTAwWOTg4MDAWMDAWMDE / Pw==</card details>
<method>creditcheck</method>
</CardTxn>
</Transaction>
</Request>

Example XML Request for a cancellation

<Request>
<Authentication>
<client>99000001</client>
<password>mypasswd</password>
</Authentication>
<Transaction>
<HistoricTxn>
<method reversal="true">cancel</method>
<merchantreference>575600720050517212621</merchantreference>
</HistoricTxn>
</Transaction>
</Request>
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2.7.1.3 Schema Elements for Response
2.7.1.3.1 Response

The following additional elements returned in the Response element. Please refer to
section 2.1.1.3 for descriptions of the general elements.

Additional Elements of Response
Element Name Description
referral tel no
floorlimit
As described in the APACS30 Response

issuer auth data

issuer script data

Indicates (where available) the party who provided the
authorisation. Only returned for creditcheck transactions. The
returned value will be one of:
authorising_entity e card acceptor
e acquirer
e card scheme
e card issuer

Attributes of Elements in Response
Attribute Name |Attribute of element Description

reversal reason Indicates the status of reversal requests

2.7.1.4 Example XML Responses

Example XML Response to an auth or creditcheck

<Response>
<acquirer message>AUTH CODE:100100</acquirer message>
<acquirer response code>00</acquirer response code>
<CardTxn>
<authcode>100100</authcode>
<card scheme>VISA</card scheme>
<country>United Kingdom</country>
</CardTxn>
<datacash reference>..</datacash reference>
<floor 1imit>020</floor limit>
<mode>..</mode>
<reason>ACCEPTED</reason>
<referral telephone number>MDIyMjQ0=</referral telephone number>
<status>1</status>
<time>..</time>
</Response>
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Example XML Responses to Cancellation Requests

<Response>
<datacash reference>.</datacash reference>
<information>Too much time has elapsed between the original
txn and the reversal request.</information>
<merchantreference>.</merchantreference>
<mode>..</mode>
<reason reversal="not attempted">CANCELLED OK</reason>
<status>1</status>
<time>..</time>
</Response>

<Response>
<datacash reference>.</datacash reference>
<information>Reversal ACCEPTED status=1

authcode=100100</information>

<merchantreference>..</merchantreference>
<mode>..</mode>
<reason reversal="success">CANCELLED OK</reason>
<status>1</status>
<time>..</time>

</Response>

Example XML Response for an authorize_referral_request

<Response>
<datacash reference>.</datacash reference>
<merchantreference>.</merchantreference>
<mode>..</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>1071567356</time>

</Response>
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2.7.2 Preallocated References

Additional non-technical information about this service is available on the website:
http://www.datacash.com/gettingproducts.php?id=Pre-allocated-Reference-
Transactions-Chip-PIN-

2.7.2.1 Schema Elements for Request

In this section the fields required to preallocate references will be given.

Preallocations

The information required to preallocate a DataCash reference is passed in two places in
the schema:

e Request

o Authentication - section 2.1.1.2
o Transaction

* TxnDetails - contains the merchants reference, section 2.7.2.1.1
* CardTxn - contains the mehod allocate reference

Performing Transactions

The information required to use a preallocated transaction is very similar to a normal
transaction:

e Request

o Authentication - section 2.1.1.2
o Transaction

* TxnDetails —section 2.7.2.1.1
= CardTxn - section 2.7.1.1.2

e Card - section 2.7.1.1.5

e ICC - section 2.7.1.1.4

e Terminal - section 2.7.1.1.3

Cancellations and Reversals

The cancel transaction type is the same as for the normal CHP transactions:

e Request
o Authentication - section 2.1.1.2
o Transaction
" HistoricTxn - section 2.4.3.1.9
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2.7.2.1.1 TxnDetails

These elements are only required for payments made with the allocated reference -
they are not required for the allocate reference transactions.

Element Name: TxnDetails
Position(s) Request.Transaction

Elements of TxnDetails

Values /

Element Name Description Limitations

The datacash reference returned from

. 16 digit number
an allocate reference transaction 9

allocated reference

amount The value of the transaction

Example XML Element TxnDetails for a preallocated reference transaction

<TxnDetails>
<allocated reference>3000100012345671</allocated reference>
<amount>100.00</amount>

</TxnDetails>

2.7.2.1.2 CardTxn

This section shows the fields required for the allocate reference transactions. Please
refer to section 2.7.1.1.2 for those required for auth and creditcheck transactions.

Element Name: CardTxn
Position(s) Request.Transaction

Elements of CardTxn
Element Name Description Values / Limitations

method 'Thetransacﬂor|type allocate reference

Example XML CardTxn element

<CardTxn>
<method>allocate reference</method>
</CardTxn>
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2.7.2.2 Example Request

Example XML Request for allocate_reference

<Request>
<Transaction>
<TxnDetails>
<merchantreference>123402</merchantreference>
</TxnDetails>
<CardTxn>
<method>allocate reference</method>
</CardTxn>
</Transaction>
</Request>

Example XML Request

<Request>
<Authentication>..</Authentication>
<Transaction>
<TxnDetails>
<allocated reference>4800200040913907</allocated reference>
<amount currency="GBP">54.00</amount>
<capturemethod>parked</capturemethod>
</TxnDetails>
<CardTxn>
<Terminal 1d="82000062">
<terminal capabilities ic_ reader="true"
magnetic stripe reader="true" manual card entry="true"/>
<features capabilities pin pad available="true"/>
</Terminal>
<card details type="track2 data">NDkyOTQ50DMxMTQwWMDAWM]
OwODAzMjAxXMDA50DgwMDAWMDAWMR8WMA==</card details>
<ICC>
<reason online code>10</reason _online code>
<seq or issue number>00</seq or issue number>
<crypto tran type>00</crypto tran type>
<txn currency code>826</txn currency code>
<term country code>826</term country code>
<arqc>ED128CAB559EC54C</arqgc>
<aip>5C00</aip>
<atc>0CF3</atc>
<unpredictable>81B72731</unpredictable>
<tvr>0000008000</tvr>
<issuer app data>06FEOA03A4A800</issuer app data>
<crypto info data>80</crypto info data>
<cvm>410302</cvm>
<aid>A0000000031010</aid>
<term app ver no>0084</term app ver no>
<term capabilities>7546</term capabilities>
</ICC>
<method>creditcheck</method>
</CardTxn>
</Transaction>
</Request>

|
© 2013 DataCash. All rights reserved. Page 395 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.



COMPANY CONFIDENTIAL o0 o~ A g
206 | £% N
[ES] s WA

2.7.2.3 Schema Elements for Response

The response to transactions performed using this service contains no fields beyond the
CHP response elements, covered in section 2.1.1.3

2.7.2.4 Example Response

Example XML Request for an allocate_reference request

<Response>
<datacash reference>3000100012345671</datacash reference>
<merchantreference>123402</merchantreference>
<mode>LIVE</mode>
<reason>ACCEPTED</reason>
<status>1</status>
<time>1107190133</time>

</Response>

Back to Contents
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2.8 OTHER DPG SERVICES
2.8.1 PayPal

This service allows you to process Express Checkout and Auth and Capture PayPal
transactions via your DataCash account. Successful payments can be refunded back to
the customer's PayPal account. The service can be seamlessly integrated into your
systems, enabling your customers and Customer Service teams to experience fast and
efficient processing and management of transactions.

An introduction to this service, including the transaction types, is available on the
website:

http://www.datacash.com/gettingproducts.php?id=PayPal---Express-Checkout
2.8.1.1 Schema Elements for Request

In this section the required fields for each transaction type will be presented, along
with example XML for those fields.

The data for the PayPal Service is passed in these distinct places in the schema:

Request

Authentication - section 2.1.1.2
Transaction

TxnDetails —section 2.8.1.1.1

PayPalTxn — this section contains all of the details specific to the PayPal transaction,
see section 2.8.1.1.2

e Items - details of all items in the order, section 2.8.1.1.4

o Item - details of each item within the order, section 2.8.1.1.5

e ShippingAddress - details of the shipping address, section 2.8.1.1.6

e AirlineltineraryData — details of flights for Airline transactions, section 2.8.1.1.7
o FlightDetails - details of flight legs, section 2.8.1.1.8

= O O
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2.8.1.1.1 TxnDetails
Note that most fields are only available for specific transaction types.

- set express_ checkout

- get express checkout details

— do_express checkout payment

- txn_refund, used to perform refunds of existing payments
- do_authorization

- do_capture

.
QP X O ®n

e CB - create billing agreement
e UB - update billing agreement
¢ DR - do reference transaction

Element Name: TxnDetails
Position(s) Request.Transaction

Elements of TxnDetails
Required
S/ G/D X A C|CB UB DR

Element Name Description Values / Limitations

The value of May be ‘0’ only for D,

the transaction |where a Billing
Agreement is to be
created with no

amount initial payment R/-IRIOIR|IR| - |- |R

taken. For DR it may
be ‘0’ for S if no
initial payment is to

be taken.
A unique Minimum 6,
reference maximum 30
merchantreference |number for alphanumeric RIRIR/O|-|-|R|R|R
each characters. Must be
transaction unique

For a txn refund, an amount may be specified if the refund is for a smaller amount
than the original transaction. The value must be less than or equal to the value of the
original transactions, minus any previous partial refunds.
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Attributes of elements of TxnDetails

Attribute Attribute of

Description Values / Limitations
name Element
AUD DKK |HUF PLN
CAD |EUR |JPY SEK
CHF |GBP |NOK SGD
CZK |HKD |NZD |USD
The currency for
currency amount

the payment May not be specified for
txn refund,
do_authorization Or
do_capture

Example XML for TxnDetails element

<TxnDetails>
<amount currency="GBP">19.26</amount>
<merchantreference>123ABC</merchantreference>
</TxnDetails>

<TxnDetails>
<merchantreference>46548tretr</merchantreference>
</TxnDetails>

2.8.1.1.2 PayPalTxn

All data specifically relating to PayPal transactions are submitted in this element and
associated sub-elements. Note that most fields are only available for specific
transaction types.

- set express_ checkout

- get express checkout details
— do_express checkout payment
txn refund

- do_authorization

- do_capture

- do_void

e CB - create billing agreement

e UB - update billing agreement

e DR - do reference transaction

[ ]
< QWU wn
I

Element Name: PayPalTxn
Position(s) Request.Transaction
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Element Name

cancel url

method

reference

COMPANY CONFIDENTIAL

s DATACA

Elements of PayPalTxn

Description

URL to which the
customer is returned
if (s)he does not
approve the use of
PayPal

The transaction type

The 16 digit

datacash reference,
referring to a previous
successfully processed

transaction

© 2013 DataCash. All rights reserved.

Values / Limitations

URL should be URL-encoded

set express checkout

get express checkout
details

do express checkout
payment

txn refund
do_authorization

do capture

do_void

create billing
agreement

update billing agreement
do reference transaction

G uses ref from S

D uses ref from S

R uses ref from either D or C
A uses ref from S

C uses ref from A

V uses ref from A (or D when
payment action iS order)
CB uses ref from S

UB uses ref from D or CB
DR uses ref from D or CB

Required

SGDRAcvg us

RI-[-1-|-|-1-]-1] -

RIRIR|R/R|R/R|R | R

RIR|R/R|R/R|R| R
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URL to which the
customer’s browser is
returned.
Recommended to be
return url the final review page |URL should be URL-encoded Ri-[-1-|-|-|[-]|-1] -
on which the customer
confirms the order
and payment/billing

agreement
MerchantInitiatedBilling —
creates a billing agreement
even if there is an existing
- billing agreement
billing type -ary‘:eee(:]zebr:ltlmg MerchantInitiatedBillingSi R |-|- |- - |- -] - -
9 ' ngleSource — creates a billing
agreement only if there is no
existing billing agreement with
the buyer
The new/current Active
D1 status of the billing Cancelled
11 .
giuslng—agreement—St agreement Note: an agreement which has |- |- - |- |- - - - | O

a status of Cancelled can not
be further updated.

Description of goods
billing agreement de |or services associated

soription with the billing 127 single-byte characters o-|----/-1-10
agreement

111 [ ;

billing agreement cu |Custom annotation 255 single-byte characters ol-l- - - -/-1-10

stom field for your own use

An identification code |32 single-byte alphanumeric
for use by third party | characters

applications to identify

transactions

buttonsource --lo/-1-1-1-1- -

Merchant — non-auction seller
h 1t N I U I -
channes_type Type of channel eBayltem - ebay auction o
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Indicates the final
do_capture being
processed against a
completed successful Yes -l-1-1-1-10|-1-1| -
do_authorization
thus completing the
authorisation

A free-form field for
your own use, such as
a tracking number of
other value you want
custom PayPal to return on
get express checkou
t details and
do express checkout
_pgyment -

255 single-byte alphanumeric
characters

Description of the
description items the customer is O-0|-|-|-1--/|-
purchasing

Email address of the

buyer. Used to pre-fill 127 single-byte characters
the PayPal

membership sign-up

portion of the PayPal

login page

email

Total handling costs
for this order

handling total -1-10|-1|-1]-1-]- -

Defines the image,
border colour and
background colours
for the image in the
header of the
payment page.
Header space is 750px
header_style wide by 90 px high. See attributes table below Ol- - -|-1-|-|-] -
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Your own unique
invoice or tracking
number. Is returned

invnum in the (@) O (@)
do express checkout
7pgyment rgsponse
Please refer to section
2.8.1.15
Alphanumerics
- (dash)
Ttems * (asterisk) =1=10=|-1-|-1-
. (period)
{space}

Sum of cost of all
items in this order

Numeric with two decimal
. places. Must not exceed

tem total - |- --]-1- -
Them _tots $10,000 in any currency. Max o

value 9,999,999.99

|
© 2013 DataCash. All rights reserved. Page 403 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.




COMPANY CONFIDENTIAL 28 , :
206
[ES] : :

Character length and
limitations: 2-character
country code

e AU - Australia

e AT - Austria

e BE - Belgium

¢ BR - Brazil

¢ CA - Canada

¢ CH - Switzerland

¢ CN - China

e DE - Germany

e ES - Spain

e GB - United Kingdom
e FR - France

o IT - Italy

e NL - Netherlands
e PL - Poland

e PT - Portugal

¢ RU - Russia

e US - United States

The following 5-character
codes are also supported for
languages in specific

Locale of pages .
pag countries: 0

localecode displayed by PayPal

during checkout
e da_DK - Danish (for

Denmark only)

e he_IL - Hebrew (all)

e id_ID - Indonesian (for
Indonesia only)

e jp_JP - Japanese (for
Japan only)

¢ no_NO - Norwegian
(for Norway only)

e pt_BR - Brazilian
Portuguese (for
Portugal and Brazil
only)

e ru_RU - Russian (for
Lithuania, Latvia, and
Ukraine only)

e sv_SE - Swedish (for
Sweden only)

e th_TH - Thai (for
Thailand only)

e tr_TR - Turkish (for
Turkey only)

e zh_CN - Simplified
Chinese (for China
only)
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e zh_ HK - Traditional
Chinese (for Hong Kong
only)

e zh_TW - Traditional
Chinese (for Taiwan

only)

For the most current list,
please refer to the following
link:

https://cms.paypal.com/us/cgi
-bin/?cmd=_render-

content&content_ID=develope
r/e_howto_api_nvp_r_SetExpr

essCheckout
The expected Numeric with two decimal
maximum total places. Must not exceed
max amount amount of the $10,000 in any currency. Max P P O P
- complete order, value 9,999,999.99
including shipping and
tax
Indicates whether the
L shipping address fields |0 - fields displayed (default)
h N R U I
no_shipping should be displayed 1 - fields not displayed o
on the PayPal pages
Custom memo about
the refund 255 single-byte alphanumeric
characters
22 single-byte characters
comprised of:
note Alphanumerics 17119 (O]9 -
- (dash)
* (asterisk)
. (period)
{space}

|
© 2013 DataCash. All rights reserved. Page 405 of 789
This document is intended for the use of DataCash and its clients only. It contains information that is
privileged and that is the intellectual property of DataCash. You may neither copy nor use it, nor disclose it to
anyone else. If you have received this document in error, please notify DataCash immediately.


https://cms.paypal.com/us/cgi-bin/?cmd=_render-content&content_ID=developer/e_howto_api_nvp_r_SetExpressCheckout
https://cms.paypal.com/us/cgi-bin/?cmd=_render-content&content_ID=developer/e_howto_api_nvp_r_SetExpressCheckout
https://cms.paypal.com/us/cgi-bin/?cmd=_render-content&content_ID=developer/e_howto_api_nvp_r_SetExpressCheckout
https://cms.paypal.com/us/cgi-bin/?cmd=_render-content&content_ID=developer/e_howto_api_nvp_r_SetExpressCheckout
https://cms.paypal.com/us/cgi-bin/?cmd=_render-content&content_ID=developer/e_howto_api_nvp_r_SetExpressCheckout

COMPANY CONFIDENTIAL 2@ ,
206
[ES] : :

Your URL for receiving |2048 single-byte alphanumeric
Instant Payment characters

Notification (IPN)

about this transaction

notify url -l-10|-1|-1]-1|-]- -

Indicates whether the |0 - displays details held on file
shipping address fields | (default)

(as set by you) should |1 - displays details set by you
be displayed on the

override address PayPal pages, rather O --|-|-1=-1-/|- -
than the shipping
address details held
on file at PayPal
sale (default)
o order
Specifies the type of  |4rqer must be supplied during
PayPal service to use g for Auth and Capture txns.
"sale’ -will 'An order may be converted to
payment_action use Express Checkout |3 sale during the D txn. O-10|-|-|-|-|-] -
instant payment For Auth and Capture must be
(default) order for S
“order’ - will use may be order for D, or sale if
Auth Capture wishing to convert the existing
txn
Sets the Custom Value must be equal to the
Payment Page Style of |Page Style Name as chosen by
the payment pages. you when adding/editing the
This corresponds to page style from the My
page_style the HTML variable Profile = Profile subtab of o
page_style for your PayPal Account
customising payment
pages
Specifies type of Any
payment_type PayPal payment you InstantOnly ol-1- 1ol l-1-]1-1 -

require for the billing
agreement

Specifies whether you

require the customers 0 - Billing address not

billing address from -
req billing address |PayPal. This is required (default) Ol---1=-|-|-/- -

1 - Billing address required
returned the 9 a
get express checkou
t details response.
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Indicates whether the

req confirmed shippi customer’s shipping 0 - need not be confirmed

ng address on file with (default) O|-|-|-1-1-/|-/-
PayPal must be a 1 - must be confirmed
confirmed address
Total shipping cost for
this order
shipping total -{-lo|-1-|-1-]-
Per transaction
description of the 255 single-byte alphanumeric
payment that is characters
passed to the 22 single-byte characters
consumer’s credit card (comprised of:
soft descriptor . - -l =-1-1-10/-1-
- Alphanumerics
- (dash)
* (asterisk)
. (period)
{space}
Sole - for Express Checkout
. auctions
1 N R U I
solution type Type of checkout flow | =~ """ Express o)
Checkout
Sum of tax for all
items in this order 255 single-byte alphanumeric
characters
22 single-byte characters
comprised of:
1 - |- [ I I P B
tax_tota Alphanumerics ©
- (dash)
* (asterisk)
. (period)
{space}
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Time stamped token - |20 single-byte characters max
token expires after

three hours

Normally this is

generated by PayPal

and does not need to

be supplied.
token ol-1-1-1-1-1-1-1 -

Please refer to section

Shippinghddress 2.8.1.1.6 255 single-byte alphanumeric |- |- |0 - |- |- /- |- | -
characters
Please refer to section |22 single-byte characters
2.8.1.1.7 comprised of:

Alphanumerics
AirlineItineraryData - (dash) =|=-1=--(-10-]- -
* (asterisk)
. (period)
{space}

Attributes for Elements of PayPalTxn

Attribute Name Dl b e LR Value / limitations Reqdulre
bgcolor header style Background colour for the payment page header. Six 0

character HTML hexadecimal colour code in ASCII.

Sets the colour of the 2px border around the header
bordercolor header_style of the payment page. Six character HTML o)
hexadecimal colour code in ASCII.

URL of the image to appear on the top left of the
payment page. Max image size 750px wide by 90px

i head tyl

w9 sader_styie high. Recommended to be HTTPS link. 127 single- o
byte characters max, URL-encoded.

stylename page style Used to select the style of checkout pages. Styles are 0

configura