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Getting help

Topic Last Modified: 2012-06-27

Every effort has been made to ensure the accuracy of this book. This content is also available online in
the Office System TechNet Library, so if you run into problems you can check for updates at:

http://technet.microsoft.com/office

If you do not find your answer in our online content, you can send an email message to the Microsoft
Office System and Servers content team at:

itspdocs@microsoft.com

If your question is about Microsoft Office products, and not about the content of this book, please
search the Microsoft Help and Support Center or the Microsoft Knowledge Base at:

http://support.microsoft.com
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Overview of SharePoint 2013 installation
and configuration

Applies to: SharePoint Server 2013, SharePoint Foundation 2013
Topic Last Modified: 2014-07-09

Summary: Learn about how to install and configure SharePoint Server 2013 or SharePoint Foundation
2013 in a farm.

Although SharePoint products farms vary in complexity and size, a combination of careful planning
and a phased deployment that includes ongoing testing and evaluation significantly reduces the risk of
unexpected outcomes. This article provides an overview for all types of SharePoint 2013 farm
deployment.

For a visual representation of the information in this article, see the SharePoint 2013 Products
Deployment model in the Technical diagrams for SharePoint 2013 topic. Related technical diagrams
include "Topologies for SharePoint 2013 and Services in SharePoint Server 2013".

In this article:
e Concepts

e Physical architecture

e |Installation and configuration

e Deployment stages

Concepts

The logical result of SharePoint 2013's flexibility and richness can be a high degree of complexity
around installing and configuring SharePoint 2013 correctly. A fundamental understanding of the
following key structural elements in a SharePoint 2013 environment is required in order to correctly
deploy and support SharePoint 2013:

e Server farm: The top-level element of a logical architecture design for SharePoint 2013.
e Web application: An IIS Web site that is created and used by SharePoint 2013.

e Content database: Provides storage Web application content. You can separate content into
multiple content databases at the site collection level.
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e Site collection: A set of Web sites that have the same owner and share administration settings.

e Site: One or more related Web pages and other items (such as lists, libraries, and documents) that
are hosted inside a site collection.

For more information about these and other architectural components, see Plan logical architectures
for SharePoint 2013.

In addition to understanding the elements of a SharePoint 2013 environment and how they have to be
configured for your solution, you must consider the following additional factors: physical architecture,
installation and configuration, and the various stages of deployment.

Physical architecture

The physical architecture, which consists of one or more servers and the network infrastructure,
enables you to implement the logical architecture for a SharePoint 2013 solution. The physical
architecture is typically described in two ways: by its size and by its topology. Size, which can be
measured in several ways, such as the number of users or the number of documents, is used to
categorize a farm as small, medium, or large. Topology uses the idea of tiers or server groups to define
a logical arrangement of farm servers.

Size

Size uses the number of users and number of content items as a fundamental measure to indicate
whether a server farm is small, medium, and large, as follows:

e A small server farm typically consists of at least two Web servers and a database server. One of
the Web servers hosts the Central Administration site and the other handles additional farm-
related tasks, such as serving content to users.

The small farm can be scaled out to three tiers using a dedicated application server in response to
the number of users, the number of content items, and the number of services that are required.

e A medium server farm typically consists of two or more Web servers, two application servers, and
more than one database servers. We recommend that you start with the preceding configuration
and then scale out to accommodate the workload placed on the servers.

In scenarios where services are known to use a disproportionate amount of resources, you can
scale out the application tier. Performance data will indicate which services you should consider
off-loading to a dedicated server.

e Alarge server farm can be the logical result of scaling out a medium farm to meet capacity and
performance requirements or by design before a SharePoint 2013 solution is implemented. A
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three-tier topology environment typically uses dedicated servers on all the tiers. Additionally,
these servers are often grouped according to their role in the farm. For example, all client-related
services can be grouped onto one or two servers and then scaled out by adding servers to this
group as needed in response to user demand for these services.

j' Note:

The recommendation for scaling out a farm is to group services or databases with similar
performance characteristics onto dedicated servers and then scale out the servers as a
group. In large environments, the specific groups that evolve for a farm depend on the
specific demands for each service in a farm.

For specific numbers related to small, medium, and large farms, see Plan for performance and
capacity management in SharePoint Server 2013.

Topology

Topology uses tiers as a model for logically arranging farm servers according to the components that
they host or their roles in a server farm. A SharePoint 2013 farm is deployed on one, two, or three
tiers, as follows:

e In asingle-tier deployment, SharePoint 2013 and the database server are installed on one
computer.

e In atwo-tier deployment, SharePoint 2013 components and the database are installed on
separate servers. This kind of deployment maps to what is called a small farm. The front-end Web
servers are on the first tier and the database server is located on the second tier. In the computer
industry, the first tier is known as the Web tier. The database server is known as the database tier
or database back-end.

e Inathree-tier deployment, the front-end Web servers are on the first tier, the application servers
are on the second tier, which is known as the application tier, and the database server is located
on the third tier. A three-tier deployment is used for medium and large farms.

Installation and configuration

After you finish planning your solution you can create a SharePoint 2013 farm to host the solution.
The first step is to install SharePoint 2013 and create the farm that is required for the solution. The
process of preparing your environment consists of the following phases:

1. Prepare the servers

2. Create the farm
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3. Configure settings, services, solutions, and sites

j' Note:

The farm that you create and deploy will undergo significant changes in size, topology, and
complexity as you move through the different deployment stages illustrated in the SharePoint
2013 Products Deployment model. This is typical and the expected result of a phased
deployment. This is why we recommend that you follow all of the stages described in the
"Deployment stages" section of this article.

Prepare the servers

In this phase, you get your servers ready to host the product. This includes the supporting servers and
the servers that will have SharePoint 2013 installed. The following servers must be configured to
support and host a farm:

e Database server: The required version of SQL Server, including service packs and cumulative
updates must be installed on the database server. The installation must include any additional
features, such as SQL Analysis Services, and the appropriate SharePoint 2013 logins have to be
added and configured. The database server must be hardened and, if it is required, databases
must be created by the DBA. For more information, see:

e Hardware and software requirements for SharePoint 2013

e Configure SQL Server security for SharePoint 2013 environments

e Application servers and front-end Web servers: The farm servers that will have SharePoint 2013
installed must be prepared as follows: verify that they meet the hardware requirements, have the
operating system hardened, have the required networking and security protocols configured, have
the SharePoint 2013 software prerequisites installed and hardened, and have the required
authentication configured. For more information, see:

e System requirements for SharePoint 2013

e "Installing software prerequisites" in Hardware and software requirements for SharePoint
2013

e Plan security hardening for SharePoint 2013
¢ Plan authentication in SharePoint 2013

e Domain controller: The required farm accounts have to be configured for the domain and
directory synchronization must be configured.
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i} Important:
SharePoint 2013 does not support installation on to a domain controller in a production
environment. A single label domain (SLD) names or single label forests is also not
supported. Because the use of SLD names is not a recommended practice, SharePoint
2013 is not tested in this scenario. Therefore, there may be incompatibility issues when
SharePoint 2013 is implemented in a single label domain environment. For more
information, see Information about configuring Windows for domains with single-label DNS

names and the DNS Namespace Planning Solution Center.

For information about required accounts, see:

e Initial deployment administrative and service accounts in SharePoint 2013

Create the farm

In this phase, you install the product and configure each server to support its role in the farm. You also
create the configuration database and the SharePoint Central Administration Web site. The following
servers are required for a SharePoint 2013 farm:

e Database server: Unless you plan to use DBA-created databases, the configuration database,
content database, and other required databases are created when you run the SharePoint
Products Configuration Wizard.

e Application server: After you prepare the application server, install any additional components
that are required to support functions such as Information Rights Management (IRM) and decision
support. Install SharePoint 2013 on the server that will host SharePoint Central Administration
Web site and then run the SharePoint Products Configuration Wizard to create and configure the
farm.

e Front-end Web server: Install SharePoint 2013 on each Web server, install language packs, and
then run the SharePoint Products Configuration Wizard to add the Web servers to the farm.

j' Note:

After you add and configure all the front-end Web servers, you can add any additional
application servers that are part of your topology design to the farm.

For more information about supported deployment scenarios, see Install SharePoint 2013.

Configure settings, services, solutions, and sites

In this phase, you prepare the farm to host your site content by completing the following tasks:
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e Configure services. For more information, see Configure services and service applications in
SharePoint 2013

e Configure global settings. For more information, see Configure SharePoint 2013

e Create and populate the sites. For more information, see Create a web application in SharePoint
2013

j' Note:

Farm configuration steps are not isolated to a specific tier in the server infrastructure.

Deployment stages

By deploying a SharePoint 2013 solution in stages, you gain the benefits that are provided by a
systematic approach, such as collecting performance and usage data that you can use to evaluate your
solution. Additional benefits include verifying your capacity management assumptions and identifying
issues before the farm is put into production.

We recommend that you deploy your farm in the following stages:
e Planning

e Development

e Proof of concept

e Pilot

e User acceptance test

e Production

Planning

Before you can deploy a farm, you must plan the solution that you want to deploy and determine the
infrastructure requirements, such as server resources and farm topology. When you finish the
planning stage, you should have documented the following:

e Aninfrastructure design to support your solution
o A detailed description of how you will implement the farm and the solution
e A plan for testing and validating the solution

e Asijte and solution architecture
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e Anunderstanding of the monitoring and sustained engineering requirements to support the
solution

e Arecord of how the solution will be governed

e Anunderstanding of how the solution will be messaged to the user to drive adoption of the
solution

We recommend that you use the planning resources and articles described in Plan for SharePoint
2013.

i} Important:
Resource and time issues may pressure you to be less rigorous during the planning stage. We
recommend that you try to be as diligent as possible because missed or lightly touched
planning elements can resurface as significant issues after you are in production. These issues
can create much additional work, consume unbudgeted resources, and potentially take away
from the success of your SharePoint 2013.

After the planning stage, you move through the following deployment stages, updating and revising
your plans, configurations, and topologies as you test.

Development

During the development stage you will deploy SharePoint 2013 on a single server or on multiple
servers to develop, test, evaluate, and refine the solution that you intend to implement. This
environment is scaled according to your needs during solution development and can be retained as a
scaled down environment for future development and testing. This is not a stable environment and
there are no service-level agreements.

Proof of concept

During the proof of concept stage, the objective is two-fold: to understand SharePoint 2013 and to
evaluate SharePoint 2013 in the context of how it can address your business needs. The first level of
product evaluation can be done by installing all of the product components on a single server. You do
a more extensive product evaluation by a proof-of-concept deployment.

A proof-of-concept deployment on a single server or on a small farm enables you to expand the scope
of your evaluation. In this deployment, non-IT staff is added to the evaluation team, which provides a
broader view of how SharePoint 2013 features might be actually be used in the organization. The
benefit of a proof-of-concept deployment is that you can collect data that can be used to refine your
original plan. This data—such as page views, user behavior patterns, and server resource
consumption—also enables you to start to build a benchmark for sizing your farm. A proof of concept
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is also good when you evaluate service applications and determining what feature sets that you will
offer your end users.

It is important during the proof-of-concept stage that you understand the unique characteristics and
functionality of these features because this understanding will help you define your overall topology.
Be aware that a proof-of-concept deployment requires additional resources and extends the time
required to put SharePoint 2013 into production.

- Tip:
Virtualization provides a good platform for evaluating SharePoint 2013 because a virtual
environment provides flexibility, rapid deployment capability, and the ability to roll back
virtual machines to previous states.

Pilot

A pilot is used to test your solution on a small scale. There are two approaches to using a pilot
deployment. In the first approach, the focus is on functional testing without using real data. By using
the second approach you test for production characteristics by using real data and have your pilot
users test different kinds of tasks. We recommend the second approach because of the broader scope
and real-world data that you can collect and use to refine your solution design.

A pilot deployment provides many benefits. It enables you to collect data that you can use to validate
the following aspects of your farm design:

e Infrastructure design

e Capacity management assumptions
e Site and solution architecture

e Solution usage assumptions

The pilot stage also enables you to determine additional data that should be collected to increase the
breadth and depth of your benchmarks. This is important if you want to assess the potential effect of
additional features or services that you want to add to the farm before the user acceptance test.

At the conclusion of the pilot deployment, you can use the data that you collect to adjust the various
components of the solution and its supporting infrastructure.

User acceptance test (UAT)

A user acceptance test deployment—also known as a pre-production environment—is used by
organizations as a transitional step from the pilot deployment to a production deployment. An
organization's business processes determine the scope, scale, and duration of user accept testing.
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The topology of the pre-production environment should be the same as, or very similar to the planned
production topology. During user acceptance testing, the SharePoint 2013 solution is tested against a
subset or a complete copy of production data. This deployment stage provides a final opportunity for
performance tuning and validating operational procedures such as backups and restores.

Production

The final stage is rolling your farm into a production environment. At this stage, you will have
incorporated the necessary solution and infrastructure adjustments that were identified during the
user acceptance test stage.

Putting the farm into production requires you to complete the following tasks:
o Deploy the farm.

e Deploy the solution.

e Implement the operations plan.

e [frequired, deploy additional environments such as authoring and staging farms, and services
farms.

36



Prepare for installation of SharePoint 2013

Applies to: SharePoint Server 2013, SharePoint Foundation 2013

Topic Last Modified: 2013-12-18

Summary: Learn about permissions, accounts, security settings, and what you have to do to prepare
your environment for SharePoint 2013.

The following downloadable resources, articles on TechNet, video recordings, and related resources
provide information about how to prepare for SharePoint 2013 installation and initial configuration.

TechNet articles about how to prepare for SharePoint

2013 installation and initial configuration

The following articles about how to prepare for SharePoint 2013 installation and initial configuration

are available to view online. Writers update articles on a continuing basis as new information becomes

available and as users provide feedback.

®

Content

Initial deployment administrative

and service accounts in
SharePoint 2013

Description

Provides information about the
administrative and service
accounts that are required for
an initial SharePoint 2013
installation.

Account permissions and
security settings in SharePoint
2013

Describes SharePoint 2013
administrative and services
account permissions. This article
discusses the following areas:
Microsoft SQL Server, the file
system, file shares, and registry
entries.

37



@ Content Description

Configure SQL Server security Learn how to harden SQL Server
for SharePoint 2013 for SharePoint 2013
environments

environments by using SQL
Server tools and Windows

Firewall.
Install prerequisites for Describes how to install
SharePoint 2013 from a network  sharepoint 2013 prerequisites

share from an offline shared network

location using the prerequisite
installer
(Prerequisitelnstaller.exe) tool.

Additional resources about SharePoint 2013 installation
and initial configuration

The following resources about SharePoint 2013 installation and initial configuration are available from
other subject matter experts.

Content Description
Microsoft | TechiNet e |Installation and Deployment Visit the Resource Center to
for SharePoint 2013 access videos, Community Sites,
Resource Center documentation, and more.

e Capabilities and features in
SharePoint 2013 Resource
Center
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Initial deployment administrative and
service accounts in SharePoint 2013

Applies to: SharePoint Server 2013 Standard, SharePoint Server 2013 Enterprise, SharePoint
Foundation 2013

Topic Last Modified: 2014-06-11

Summary: Learn about the administrative and service accounts that are required to initially install
SharePoint 2013.

This article provides information about the administrative and service accounts that are required for
an initial SharePoint 2013 deployment. Additional accounts and permissions are required to fully
implement all aspects of a production farm.

j' Note:

For a complete list of permissions, see Account permissions and security settings in SharePoint
2013.

'ﬁ' Important:
Do not use service account names that contain the symbol .

Required accounts

To deploy SharePoint 2013 on a server farm, you must provide credentials for several different
accounts.

The following table describes the accounts that are used to install and configure SharePoint 2013.
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Account

SQL Server service account

Purpose

The SQL Server service

account is used to run SQL

Server. It is the service

account for the following SQL

Server services:

MSSQLSERVER

SQLSERVERAGENT

If you do not use the default

SQL Server instance, in the

Windows Services console,

these services will be shown

as the following:

MSSQL<InstanceName>

SQLAgent<InstanceName>

Requirements

Use either a Local System account or
a domain user account.

If you plan to back up to or restore
from an external resource,
permissions to the external resource
must be granted to the appropriate
account. If you use a domain user
account for the SQL Server service
account, grant permissions to that
domain user account. However, if
you use the Network Service or the
Local System account, grant
permissions to the external resource
to the machine account
(<domain_name>\<SQL_hostname>).

The instance name is arbitrary and
was created when SQL Server was
installed.
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Account

Setup user account

Purpose

The Setup user account is
used to run the following:

Setup

SharePoint Products
Configuration Wizard

Requirements
e Domain user account.

e Member of the Administrators
group on each server on which
Setup is run.

e SQL Server login on the
computer that runs SQL Server.

e Member of the following SQL
Server roles:

e securityadmin fixed server
role

e dbcreator fixed server role

If you run Windows PowerShell
cmdlets that affect a database, this
account must be a member of the
db_owner fixed database role for
the database.
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Account Purpose Requirements

Server farm account or The server farm account is e Domain user account.
database access account used to perform the following
tasks: Additional permissions are

automatically granted for the server
e Configure and manage the farm account on Web servers and
server farm. application servers that are joined to

a server farm.
e Act as the application pool

identity for the SharePoint The server farm account is
Central Administration automatically added as a SQL Server
Web site. login on the computer that runs SQL
Server. The account is added to the
* Run the Microsoft following SQL Server security roles:
SharePoint Foundation

Workflow Timer Service. e dbcreator fixed server role
e securityadmin fixed server role

e db_owner fixed database role
for all SharePoint databases in
the server farm

E‘ Note:

We recommend that you install SharePoint 2013 by using least-privilege administration.

See also

Account permissions and security settings in SharePoint 2013

Installation and Deployment for SharePoint 2013 Resource Center
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Account permissions and security settings
in SharePoint 2013

Applies to: SharePoint Server 2013, SharePoint Foundation 2013
Topic Last Modified: 2014-07-30

Summary: Learn about the permissions and security settings to use with a deployment of SharePoint
2013.

This article describes SharePoint administrative and services account permissions for the following
areas: Microsoft SQL Server, the file system, file shares, and registry entries.

i} Important:
Do not use service account names that contain the symbol .

In this article:

e About account permissions and security settings

e Administrative accounts

e Service application accounts

e Database roles

e Group permissions

About account permissions and security settings

The SharePoint Configuration Wizard (Psconfig) and the Farm Creation Wizard, both of which are run
during a Complete installation, configure many of the SharePoint baseline account permissions and
security settings.

SharePoint administrative accounts

One of the following SharePoint components automatically configures most of the SharePoint
administrative account permissions during the setup process:

e The SharePoint Configuration Wizard (Psconfig).

e The Farm Creation Wizard.
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e The SharePoint Central Administration web site.

e Windows PowerShell.

Setup user administrator account

This account is used to set up each server in your farm by running the SharePoint Configuration
Wizard, the initial Farm Creation Wizard, and Windows PowerShell. For the examples in this article,
the setup user administrator account is used for farm administration, and you can use Central
Administration to manage it. Some configuration options, for example, configuration of the
SharePoint 2013 Search query server, require local administration permissions. The setup user
administrator account requires the following permissions:

e It must have domain user account permissions.
e It must be a member of the local administrators group on each server in the SharePoint farm.
e This account must have access to the SharePoint databases.

e If you use any Windows PowerShell operations that affect a database, the setup user
administrator account must be a member of the db_owner role.

e This account must be assigned to the securityadmin and dbcreator SQL Server security roles
during setup and configuration.

j' Note:

The securityadmin and dbcreator SQL Server security roles might be required for this account
during a complete version-to-version upgrade because new databases might have to be
created and secured for services.

After you run the configuration wizards, machine-level permissions for the setup user administrator
account include:

e Membership in the WSS_ADMIN_WPG Windows security group.

e Membership in the [IS_WPG role.

After you run the configuration wizards, database permissions include:
e db_owner on the SharePoint server farm configuration database.

e db_owner on the SharePoint Central Administration content database.

44



% Warning:
If the setup user administrator account cannot a log on to the computer running SQL Server,
the configuration wizards will not run correctly. If the account that you use to run the
configuration wizards does not have the appropriate special SQL Server role membership or
access as db_owner on the databases, the configuration wizards will not run correctly.

SharePoint farm service account

The server farm account, which is also referred to as the database access account, is used as the
application pool identity for Central Administration and as the process account for the SharePoint
Foundation 2013 Timer service. The server farm account requires the following permissions:

e It must have domain user account permissions.

Additional permissions are automatically granted to the server farm account on web servers and
application servers that are joined to a server farm.

After you run Setup, machine-level permissions include:

e  Membership in the WSS_ADMIN_WPG Windows security group for the SharePoint Foundation
2013 Timer service.

e  Membership in WSS_RESTRICTED _WPG for the Central Administration and Timer service
application pools.

e Membership in WSS_WPG for the Central Administration application pool.

After you run the configuration wizards, SQL Server and database permissions include:
e Dbcreator fixed server role.

e Securityadmin fixed server role.

e db_owner for all SharePoint databases.

e  Membership in the WSS_CONTENT_APPLICATION_POOLS role for the SharePoint server farm
configuration database.

e Membership in the WSS_CONTENT_APPLICATION_POOLS role for the SharePoint_Admin content
database.

SharePoint service application accounts

This section describes the service application accounts that are set up by default during installation.
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Application pool account

The application pool account is used for application pool identity. The application pool account
requires the following permission configuration settings:

The following machine-level permission is configured automatically: The application pool account is a
member of WSS_WPG.

The following SQL Server and database permissions for this account are configured automatically:

e The application pool accounts for Web applications are assigned to the SP_DATA_ACCESS role for
the content databases.

e This account is assigned to the WSS_CONTENT_APPLICATION_POOLS role associated with the
farm configuration database.

e This account is assigned to the WSS _CONTENT_APPLICATION_POOLS role associated with the
SharePoint_Admin content database.

Default content access account

'ﬁ' Important:
Information in this section applies to SharePoint Server 2013 only.

The default content access account is used within a specific service application to crawl content,
unless a different authentication method is specified by a crawl rule for a URL or URL pattern. This
account requires the following permission configuration settings:

e The default content access account must be a domain user account that has read access to
external or secure content sources that you want to crawl by using this account.

e For SharePoint Server sites that are not part of the server farm, you have to explicitly grant this
account full read permissions to the web applications that host the sites.

e This account must not be a member of the Farm Administrators group.

Content access accounts

"} Important:
Information in this section applies to SharePoint Server 2013 only.

Content access accounts are configured to access content by using the Search administration crawl
rules feature. This type of account is optional and you can configure it when you create a new crawl
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rule. For example, external content (such as a file share) might require this separate content access
account. This account requires the following permission configuration settings:

e The content access account must have read access to external or secure content sources that this
account is configured to access.

e For SharePoint Server sites that are not part of the server farm, you have to explicitly grant this
account full read permissions to the web applications that host the sites.

Excel Services unattended service account

i} Important:
Information in this section applies to SharePoint Server 2013 only.

Excel Services uses the Excel Services unattended service account to connect to external data sources
that require a user name and password that are based on operating systems other than Windows for
authentication. If this account is not configured, Excel Services will not attempt to connect to these
types of data sources. Although account credentials are used to connect to data sources of operating
systems other than Windows, if the account is not a member of the domain, Excel Services cannot
access them. This account must be a domain user account.

My Sites application pool account

'ﬁ' Important:
Information in this section applies to SharePoint Server 2013 only.

The My Sites application pool account must be a domain user account. This account must not be a
member of the Farm Administrators group.

The following machine-level permission is configured automatically: This account is a member of
WSS_WPG.

The following SQL Server and database permissions are configured automatically:

e This account is assigned to the WSS_CONTENT_APPLICATION_POOLS role that is associated with
the farm configuration database.

e This account is assigned to the WSS_CONTENT_APPLICATION_POOLS role that is associated with
the SharePoint_Admin content database.

e The application pool accounts for web applications are assigned to the SP_DATA_ACCESS role for
the content databases
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Other application pool accounts

The other application pool account must be a domain user account. This account must not be a
member of the Administrators group on any computer in the server farm.

The following machine-level permission is configured automatically: This account is a member of
WSS_WPG.

The following SQL Server and database permissions are configured automatically:
e This account is assigned to the SP_DATA_ACCESS role for the content databases.

e This account is assigned to the SP_DATA_ACCESS role for search database that is associated with
the web application.

e This account must have read and write access to the associated service application database.

e This account is assigned to the WSS_CONTENT_APPLICATION_POOLS role that is associated with
the farm configuration database.

e This account is assigned to the WSS_CONTENT_APPLICATION_POOLS role that is associated with
the SharePoint_Admin content database.

SharePoint database roles

This section describes the database roles that installation sets up by default or that you can configure
optionally.

WSS _CONTENT_APPLICATION_POOLS database role

The WSS_CONTENT_APPLICATION_POOLS database role applies to the application pool account for
each web application that is registered in a SharePoint farm. This enables web applications to query
and update the site map and have read-only access to other items in the configuration database.
Setup assigns the WSS_CONTENT_APPLICATION_POOLS role to the following databases:

e The SharePoint_Config database (the configuration database).
e The SharePoint_AdminContent database.

Members of the WSS_CONTENT_APPLICATION_POOLS role have the execute permission for a subset
of the stored procedures for the database. In addition, members of this role have the select
permission to the Versions table (dbo.Versions) in the SharePoint_ AdminContent database. For other
databases, the accounts planning tool indicates that access to read these databases is automatically
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configured. In some cases, limited access to write to a database is also automatically configured. To
provide this access, permissions for stored procedures are configured.

WSS_SHELL_ACCESS database role

The secure WSS_SHELL_ACCESS database role on the configuration database replaces the need to add
an administration account as a db_owner on the configuration database. By default, the setup
account is assigned to the WSS_SHELL ACCESS database role. You can use a Windows PowerShell
command to grant or remove memberships to this role. Setup assigns the WSS_SHELL_ACCESS role to
the following databases:

e The SharePoint_Config database (the configuration database).

e One or more of the SharePoint Content databases. This is configurable by using the Windows
PowerShell command that manages membership and the object that is assigned to this role.

Members of the WSS_SHELL_ACCESS role have the execute permission for all stored procedures for
the database. In addition, members of this role have the read and write permissions on all of the
database tables.

SP_READ_ONLY database role

The SP_READ_ONLY role should be used for setting the database to read only mode instead of using
sp_dboption. This role as its name suggests should be used when only read access is required for data
such as usage and telemetry data.

jl Note:

The sp_dboption stored procedure is not available in SQL Server 2012. For more information
about sp_dboption see sp_dboption (Transact-SQL).

The SP_READ_ONLY SQL role will have the following permissions:
e Grant SELECT on all SharePoint stored procedures and functions
e Grant SELECT on all SharePoint tables

e Grant EXECUTE on user-defined type where schema is dbo

SP_DATA_ACCESS database role

The SP_DATA_ACCESS role is the default role for database access and should be used for all object
model level access to databases. Add the application pool account to this role during upgrade or new
deployments.
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j' Note:

The SP_DATA_ACCESS role replaces the db_owner role in SharePoint 2013.
The SP_DATA_ACCESS role will have the following permissions:
e Grant EXECUTE or SELECT on all SharePoint stored procedures and functions
e Grant SELECT on all SharePoint tables
e Grant EXECUTE on User-defined type where schema is dbo
e Grant INSERT on AllUserDatalunctions table
e Grant UPDATE on Sites view
e Grant UPDATE on UserData view
e Grant UPDATE on AllUserData table
e Grant INSERT and DELETE on NameValuePair tables

e Grant create table permission

Group permissions

This section describes permissions of groups that the SharePoint 2013 setup and configuration tools
create.

WSS_ADMIN_WPG

WSS_ADMIN_WPG has read and write access to local resources. The application pool accounts for the
Central Administration and Timer services are in WSS_ADMIN_WPG. The following table shows the
WSS_ADMIN_WPG registry entry permissions.

Key name Permissi Inherit Descript
ons ion
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Servic Full Not Applicable Not
es\VSS control Applicabl
e
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Key name Permissi Inherit Descript
ons ion

HKEY_LOCAL_MACHINE\Software\Microsoft\Office\15.0\R Read, Not Applicable Not
egistration\{90150000-110D-0000-1000-0000000FF1CE} write Applicabl
e

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Office Read No This key

Server is the
root of
the
SharePoi
nt 2013
registry
settings
tree. If
this key
is
altered,
SharePoi
nt 2013
functiona
lity will
fail.

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Office Full No This key

Server\15.0 control is the
root of
the
SharePoi
nt 2013
registry
settings.
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Key name Permissi Inherit Descript
ons ion

HKEY_LOCAL_MACHINE\Software\M Read, write No This

icrosoft\Office key

Server\15.0\LoadBalancerSettings contain
s
settings
for the
docum
ent
convers
ion
service.
Alterin
g this
key will
break
docum
ent
convers
ion
functio
nality.
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Permissi
ons

Key name

HKEY_LOCAL_MACHINE\Software\M Read, write
icrosoft\Office
Server\15.0\LauncherSettings

Inherit

No

Descript
ion

This
key
contain
s
settings
for the
docum
ent
convers
ion
service.
Alterin
g this
key will
break
docum
ent
convers
ion
functio
nality.

HKEY_LOCAL_MACHINE\Software\M Full control
icrosoft\Office Server\15.0\Search

Not
Applicab
le

Not
Applica
ble

HKEY_LOCAL_MACHINE\Software\M Full control
icrosoft\Shared Tools\Web Server
Extensions\15.0\Search

Not
Applicab
le

Not
Applica
ble
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Key name Permissi Inherit Descript
ons ion

HKEY_LOCAL_MACHINE\Software\M Full control No This

icrosoft\Shared Tools\Web Server key

Extensions\15.0\Secure contain
s the
connec
tion
string
and the
ID of
the
configu
ration
databa
se to
which
the
machin
eis
joined.
If this
key is
altered,
the
ShareP
oint
2013
installa
tion on
the
machin
e will
not
functio
n.
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Key name

HKEY_LOCAL_MACHINE\Software\Microsoft\Shared
Tools\Web Server Extensions\15.0\WSS

Permissi
ons

Full
control

Inherit

Yes

Descript
ion

This key
contains
settings
used
during
setup. If
this key
is
altered,
diagnosti
c logging
may fail
and
setup or
post-
setup
configura
tion may
fail.

The following table shows the WSS_ADMIN_WPG file system permissions.

File system path

%AllUsersProfile%\
Microsoft\SharePoint

Permission

Full control

Description

This directory
contains the file-
system-backed cache
of the farm
configuration.
Processes might fail
to start and the
administrative
actions might fail if
this directory is
altered or deleted.
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File system path

C:\Inetpub\wwwroot\wss

Permission
S

Full control

Inherit

No

Description

This directory (or the
corresponding
directory under the
Inetpub root on the
server) is used as the
default location for
[IS Web sites.
SharePoint sites will
be unavailable and
administrative
actions might fail if
this directory is
altered or deleted,
unless custom |IS
Web site paths are
provided for all IIS
Web sites extended
with SharePoint
2013.
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File system path

%ProgramFiles%\Microsoft Office
Servers\15.0

Permission
S

Full control

Inherit

No

Description

This directory is the
installation location
for SharePoint 2013
binaries and data.
The directory can be
changed during
installation. All
SharePoint 2013
functionality will fail
if this directory is
removed, altered, or
removed after
installation.
Membership in the
WSS_ADMIN_WPG
Windows security
group is required for
some SharePoint
2013 services to be
able to store data on
disk.

%ProgramFiles%\Microsoft Office
Servers\15.0\WebServices

Read, write

No

This directory is the
root directory where
back-end Web
services are hosted,
for example, Excel
and Search. The
SharePoint 2013
features that depend
on these services will
fail if this directory is
removed or altered.
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File system path

%ProgramFiles%\Microsoft Office
Servers\15.0\Data

Permission
S

Full control

Inherit

No

Description

This directory is the
root location where
local data is stored,
including search
indexes. Search
functionality will fail
if this directory is
removed or altered.
WSS_ADMIN_WPG
Windows security
group permissions
are required to
enable search to save
and secure data in
this folder.

%ProgramFiles%\Microsoft Office
Servers\15.0\Logs

Full control

Yes

This directory is the
location where the
run-time diagnostic
logging is generated.
Logging functionality
will not function
properly if this
directory is removed
or altered.

%ProgramFiles%\Microsoft Office
Servers\15.0\Data\Office Server

Full control

Yes

Same as the
parent folder.

%windir%\System32\drivers\etc\HO
STS

Read, write

Not
Applicabl
e

Not
Applicable

%windir%\Tasks

Full control

Not
Applicabl
e

Not
Applicable
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File system path Permission Inherit Description
s

%COMMONPROGRAMFILES%Micros Modify Yes This directory

oft Shared\Web Server
Extensions\15

is the
installation
directory for
core
SharePoint
2013 files. If
the access
control list
(ACL) is
modified,
feature
activation,
solution
deployment,
and other
features will
not function
correctly.

%COMMONPROGRAMFILES%\Micro Full control

soft Shared\Web Server
Extensions\15\ADMISAPI

Yes

This directory
contains the
SOAP services
for Central
Administratio
n. If this
directory is
altered,
remote site
creation and
other
methods
exposed in
the service
will not
function
correctly.
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File system path Permission

S

%COMMONPROGRAMFILES%\Micros Full control
oft Shared\Web Server
Extensions\15\CONFIG

Inherit

Yes

Description

This directory
contains files used to
extend IIS Web sites
with SharePoint
2013. If this directory
or its contents are
altered, web
application
provisioning will not
function correctly.

%COMMONPROGRAMFILES%\Micros Full control
oft Shared\Web Server
Extensions\15\LOGS

No

This directory
contains setup and
runtime tracing logs.
If the directory is
altered, diagnostic
logging will not
function correctly.

%windir%\temp Full control

Yes

This directory is used
by platform
components on
which SharePoint
2013 depends. If the
access control list is
modified, Web Part
rendering and other
deserialization
operations might fail.
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File system path Permission Inherit
s

%windir%\System32\logfiles\ShareP  Full control No
oint

Description

This directory is used
by SharePoint Server
usage logging. If this
directory is modified,
usage logging will not
function correctly.

This registry key
applies only to
SharePoint Server.

%systemdrive\program Full control  Not Applicable
files\Microsoft Office Servers\15
folder on Index servers

This permission is
granted for a
%systemdrive\progra
m files\Microsoft
Office Servers\15
folder on Index
servers.

WSS_WPG

WSS_WPG has read access to local resources. All application pool and services accounts are in

WSS_WPG. The following table shows WSS_WPG registry entry permissions.

Key name Permissions Inherit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Office Read No
Server\15.0

Description

This key is the
root of the
SharePoint
2013 registry
settings.
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Key name

HKEY_LOCAL_MACHINE\Software\Microsoft\Office
Server\15.0\Diagnostics

Permissions

Read, write

Inherit

No

Description

This key
contains
settings for
the
SharePoint
2013
diagnostic
logging.
Altering this
key will break
the logging
functionality.

HKEY_LOCAL_MACHINE\Software\Microsoft\Office
Server\15.0\LoadBalancerSettings

Read, write

No

This key
contains
settings for
the document
conversion
service.
Altering this
key will break
document
conversion
functionality.

HKEY_LOCAL_MACHINE\Software\Microsoft\Office
Server\15.0\LauncherSettings

Read, write

No

This key
contains
settings for
the document
conversion
service.
Altering this
key will break
document
conversion
functionality.
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Key name

HKEY_LOCAL_MACHINE\Software\Microsoft\Shared
Tools\Web Server Extensions\15.0\Secure

Permissions

Read

Inherit

No

Description

This key
contains the
connection
string and the
ID of the
configuration
database to
which the
machine is
joined. If this
key is altered,
the
SharePoint
2013
installation on
the machine
will not
function.

HKEY_LOCAL_MACHINE\Software\Microsoft\Shared
Tools\Web Server Extensions\15.0\WSS

Read

Yes

This key
contains
settings that
are used
during setup.
If this key is
altered,
diagnostic
logging may
fail and setup
or post-setup
configuration
may fail.

The following table shows the WSS_WPG file system permissions.
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File system path

%AllUsersProfile%\
Microsoft\SharePoint

Permissi
ons

Read

Inherit

No

Description

This directory
contains the
file-system-
backed cache
of the farm
configuration.
Processes
might fail to
start and the
administrativ
e actions
might fail if
this directory
is altered or
deleted.
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File system path

C:\Inetpub\wwwroot\wss

Permissi
ons

Read,
execute

Inherit

No

Description

This directory
(or the
correspondin
g directory
under the
Inetpub root
on the server)
is used as the
default
location for
IIS Web sites.
SharePoint
sites will be
unavailable
and
administrativ
e actions
might fail if
this directory
is altered or
deleted,
unless custom
IIS Web site
paths are
provided for
all IS Web
sites
extended
with
SharePoint
2013.
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File system path

%ProgramFiles%\Microsoft Office
Servers\15.0

Permissi
ons

Read,
execute

Inherit

No

Description

This directory
is the
installation
location for
the
SharePoint
2013 binaries
and data. It
can be
changed
during
installation.
All SharePoint
2013
functionality
will fail if this
directory is
removed,
altered, or
moved after
installation.
WSS_WPG
read and
execute
permissions
are required
to enable 1IS
sites to load
SharePoint
2013 binaries.
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File system path

%ProgramFiles%\Microsoft Office
Servers\15.0\WebServices

Permissi
ons

Read

Inherit

No

Description

This directory
is the root
directory
where back-
end Web
services are
hosted, for
example,
Excel and
Search. The
SharePoint
2013 features
that depend
on these
services will
fail if this
directory is
removed or
altered.

%ProgramFiles%\Microsoft Office
Servers\15.0\Logs

Read,
write

Yes

This directory
is the location
where the
runtime
diagnostic
logging is
generated.
Logging
functionality
will not
function
properly if
this directory
is removed or
altered.
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File system path Permissi Inherit Description

ons
%COMMONPROGRAMFILES%\Microso Read Yes This directory
ft Shared\Web Server contains the
Extensions\15\ADMISAPI SOAP services
for Central
Administratio
n. If this
directory is
altered,
remote site
creation and
other
methods
exposed in
the service
will not
function
correctly.
%COMMONPROGRAMFILES%\Micro Read Yes This directory
soft Shared\Web Server contains files used to
Extensions\15\CONFIG extend IIS Web sites
with SharePoint
2013. If this directory
or its contents are
altered, web
application
provisioning will not
function correctly.
%COMMONPROGRAMFILES%\Micro Modify No This directory
soft Shared\Web Server contains setup and
Extensions\15\LOGS runtime tracing logs.

If the directory is
altered, diagnostic
logging will not
function correctly.
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File system path Permissi

ons

%windir%\temp Read

Inherit

Yes

Description

This directory is used
by platform
components on
which SharePoint
2013 depends. If the
access control list is
modified, Web Part
rendering, and other
deserialization
operations may fail.

%windir%\System32\logfiles\ShareP Read
oint

No

This directory is used
by SharePoint Server
usage logging. If this
directory is modified,
usage logging will not
function correctly.

The registry key
applies only to
SharePoint Server.

%systemdrive\program Read,
files\Microsoft Office Servers\15 execute

Not
Applicabl
e

The permission is
granted for
%systemdrive\progra
m files\Microsoft
Office Servers\15
folder on Index
servers.

Local service

The following table shows the local service registry entry permission:
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Key name Permissions  Inherit Description

HKEY_LOCAL_MACHINE\Software\Microsoft\Office Read No This key

Server\15.0\LoadBalancerSettings contains
settings for the
document
conversion
service.
Altering this
key will break
document
conversion
functionality.

The following table shows the local service file system permission:

File system path Permissions Inherit Description
%ProgramFiles%\Microsoft Read, execute No This directory is the
Office Servers\15.0\Bin installed location of

the SharePoint 2013
binaries. All the
SharePoint 2013
functionality will fail if
this directory is
removed or altered.
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Local system

The following table shows the local system registry entry permissions:

Key name Permissions Inherit Description
HKEY_LOCAL_MACHINE\Software\Microsoft\Office Read No This key
Server\15.0\LauncherSettings contains

settings for
the document
conversion
service.
Altering this
key will break
document
conversion
functionality.

This registry
key applies
only to
SharePoint
Server.

HKEY_LOCAL_MACHINE\Software\Microsoft\Shared Full control No This key

Tools\Web Server Extensions\15.0\Secure contains the
connection
string and the
ID of the
configuration
database to
which the
machine is
joined. If this
key is altered,
the SharePoint
2013
installation on
the machine
will not
function.
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Key name

Permissions

HKEY_LOCAL_MACHINE\Software\Microsoft\Shared Full control

Tools\Web Server
Extensions\15.0\Secure\FarmAdmin

Inherit

No

Description

This key
contains the
encryption key
that is used to
store secrets
in the
configuration
database. If
this key is
altered,
service
provisioning
and other
features will
fail.

HKEY_LOCAL_MACHINE\Software\Microsoft\Shared Full control

Tools\Web Server Extensions\15.0\WSS

Yes

This key
contains
settings that
are used
during setup.
If this key is
altered,
diagnostic
logging may
fail and setup
or post-setup
configuration
may fail.
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The following table shows the local file system permissions:

File system path

%AllUsersProfile%\ Microsoft\SharePoint

Permissions

Full control

Inherit

No

Description

This directory
contains the
file-system-
backed cache of
the farm
configuration.
Processes might
fail to start and
administrative
actions might
fail if this
directory is
altered or
deleted.
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File system path

C:\Inetpub\wwwroot\wss

Permissions

Full control

Inherit

No

Description

This directory
(or the
corresponding
directory under
the Inetpub
root on the
server) is used
as the default
location for 1IS
Web sites.
SharePoint sites
will be
unavailable and
administrative
actions might
fail if this
directory is
altered or
deleted, unless
custom [IS Web
site paths are
provided for all
IIS Web sites
extended with
SharePoint
2013.
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File system path

%COMMONPROGRAMFILES%\Microsoft
Shared\Web Server Extensions\15\ADMISAPI

Permissions

Full control

Inherit

Yes

Description

This directory
contains the
SOAP services
for Central
Administration.
If this directory
is altered,
remote site
creation and
other methods
exposed in the
service will not
function
correctly.

%COMMONPROGRAMFILES%\Microsoft
Shared\Web Server Extensions\15\CONFIG

Full control

Yes

If this directory
or its contents
are altered,
Web
Application
provisioning will
not function
correctly.

%COMMONPROGRAMFILES%\Microsoft
Shared\Web Server Extensions\15\LOGS

Full control

No

This directory
contains setup
and run-time
tracing logs. If
the directory is
altered,
diagnostic
logging will not
function
correctly.
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File system path Permissions Inherit Description

%windir%\temp Full control Yes This directory is
used by
platform
components on
which
SharePoint
2013 depends.
If the access
control list is
modified, Web
Part rendering,
and other
deserialization
operations
might fail.
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File system path Permissions Inherit Description

%windir%\System32\logfiles\SharePoint Full control No This
directory
is used by
SharePoint
Server for
usage
logging. If
this
directory
is
modified,
usage
logging
will not
function
correctly.

This
registry
key
applies
only to
SharePoint
Server.

Network service

The following table shows the network service registry entry permission:

Key name Permissions  Inherit Description

HKEY_LOCAL_MACHINE\Software\Microsoft\Office Read Not Applicable Not Applicable
Server\15.0\Search\Setup
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Administrators

The following table shows the administrators registry entry permissions:

Key name Permissions Inherit Description

HKEY_LOCAL_MACHINE\Software\Microsoft\Shared Full control No This key

Tools\Web Server Extensions\15.0\Secure contains the
connection

string and the
ID of the
configuration
database to
which the
machine is
joined. If this
key is altered,
the SharePoint
2013
installation on
the machine

will not

function.
HKEY_LOCAL_MACHINE\Software\Microsoft\Shared Full control No This key
Tools\Web Server contains the
Extensions\15.0\Secure\FarmAdmin encryption key

that is used to
store secrets
in the
configuration
database. If
this key is
altered,
service
provisioning
and other
features will
fail.
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Key name

Permissions

Inherit

Description

HKEY_LOCAL_MACHINE\Software\Microsoft\Shared Full control

Tools\Web Server Extensions\15.0\WSS

Yes

This key
contains
settings that
are used
during setup.
If this key is
altered,
diagnostic
logging may
fail and setup
or post-setup
configuration
may fail.

The following table shows the administrators file system permissions:

File system path

%AllUsersProfile%\ Microsoft\SharePoint

Permissions

Full control

Inherit

No

Description

This directory
contains the
file-system-
backed cache of
the farm
configuration.
Processes might
fail to start and
administrative
actions might
fail if this
directory is
altered or
deleted.
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File system path

C:\Inetpub\wwwroot\wss

Permissions

Full Control

Inherit

No

Description

This directory
(or the
corresponding
directory under
the Inetpub
root on the
server) is used
as the default
location for 1IS
Web sites.
SharePoint sites
will be
unavailable and
administrative
actions might
fail if this
directory is
altered or
deleted, unless
custom IS web
site paths are
provided for all
IIS web sites
that are
extended with
SharePoint
2013.

80



File system path

%COMMONPROGRAMFILES%\Microsoft
Shared\Web Server Extensions\15\ADMISAPI

Permissions

Full control

Inherit

Yes

Description

This directory
contains the
SOAP services
for Central
Administration.
If this directory
is altered,
remote site
creation and
other methods
exposed in the
service will not
function
correctly.

%COMMONPROGRAMFILES%\Microsoft
Shared\Web Server Extensions\15\CONFIG

Full control

Yes

If this directory
or its contents
are altered,
web application
provisioning will
not function
correctly.

%COMMONPROGRAMFILES%\Microsoft
Shared\Web Server Extensions\15\LOGS

Full control

No

This directory
contains setup
and runtime
tracing logs. If
the directory is
altered,
diagnostic
logging will not
function
correctly.
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File system path

%windir%\temp

Permissions

Full control

%windir%\System32\logfiles\SharePoint Full control

Inherit Description

Yes

No

This directory is
used by
platform
components on
which
SharePoint
2013 depends.
If the ACL is
modified, Web
Part rendering,
and other
deserialization
operations
might fail.

This
directory
is used by
SharePoint
Server for
usage
logging. If
this
directory
is
modified,
usage
logging
will not
function
correctly.

This
registry
key
applies
only to
SharePoint
Server.
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WSS_RESTRICTED_WPG

WSS _RESTRICTED_WPG can read the encrypted farm administration credential registry entry.
WSS _RESTRICTED_WPG is only used for encryption and decryption of passwords that are stored in the
configuration database. The following table shows the WSS_RESTRICTED_WPG registry entry

permission:
Key name Permissions Inherit

HKEY_LOCAL_MACHINE\Software\Microsoft\Shared Full control No
Tools\Web Server
Extensions\15.0\Secure\FarmAdmin

Description

This key
contains the
encryption key
that is used to
store secrets
in the
configuration
database. If
this key is
altered,
service
provisioning
and other
features will
fail.
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Users group

The following table shows the users group file system permissions:

File system path

%ProgramFiles%\Microsoft
Office Servers\15.0

Permissions

Read, execute

Inherit

No

Description

This directory is the
installation location
for SharePoint 2013
binaries and data. It
can be changed
during installation.
All SharePoint 2013
functionality will fail
if this directory is
removed, altered, or
moved after
installation.

%ProgramFiles%\Microsoft
Office
Servers\15.0\WebServices\Root

Read, execute

No

This directory is the
root directory where
back-end root Web
services are hosted.
The only service
initially installed on
this directory is a
search global
administration
service. Some search
administration
functionality that
uses the server-
specific Central
Administration
Settings page will not
work if this directory
is removed or
altered.
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File system path Permissions Inherit

%ProgramFiles%\Microsoft Read, write Yes
Office Servers\15.0\Logs

Description

This directory is the

location where the
run-time diagnostic
logging is generated.
Logging will not
function properly if

this directory is

removed or altered.

%ProgramFiles%\Microsoft Read, execute No
Office Servers\15.0\Bin

This directory is the
installed location of
SharePoint 2013
binaries. All of the
SharePoint 2013
functionality will fail
if this directory is
removed or altered.

All SharePoint 2013 service accounts

The following table shows the all SharePoint 2013 service accounts file system permission:

File system path Permissions Inherit
%COMMONPROGRAMFILES%\Microsoft Modify No
Shared\Web Server

Extensions\15\LOGS

Description

This directory
contains setup and
runtime tracing
logs. If this
directory is
altered, diagnostic
logging will not
function correctly.
All SharePoint
2013 service
accounts must
have write
permission to this
directory.
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See also

Install and configure SharePoint 2013
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Configure SQL Server security for
SharePoint 2013 environments

Applies to: SharePoint Server 2013, SharePoint Foundation 2013

Topic Last Modified: 2014-10-22
Summary: Learn how to improve the security of SQL Server for SharePoint 2013 environments.

When you install SQL Server, the default settings help to provide a safe database. In addition, you can
use SQL Server tools and Windows Firewall to add additional security to SQL Server for SharePoint
2013 environments.

In this article:

e Before you beqin

Configuring a SOL Server instance to listen on a non-default port

e To configure a SOL Server instance to listen on a non-default port

e Blocking default SOL Server listening ports

e Configuring Windows Firewall to open manually assigned ports

e To configure Windows Firewall to open manually assigned ports

e Configuring SOL Server client aliases

e To configure a SOL Server client alias

Before you begin

Before you begin this operation, review the following tasks about how to secure your server farm:
e Block UDP port 1434.

e Configure named instances of SQL Server to listen on a nonstandard port (other than TCP port
1433 or UDP port 1434).
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e For additional security, block TCP port 1433 and reassign the port that is used by the default
instance to a different port.

e Configure SQL Server client aliases on all front-end web servers and application servers in the
server farm. After you block TCP port 1433 or UDP port 1434, SQL Server client aliases are
necessary on all computers that communicate with the computer that is running SQL Server.

j' Note:

Because SharePoint 2013 runs as websites in 1IS, administrators and users depend on the
accessibility features that browsers provide. SharePoint 2013 supports the accessibility
features of supported browsers. For more information, see the following resources:

Plan browser support

e Accessibility for SharePoint 2013

e Accessibility features in SharePoint 2013 Products

e Keyboard shortcuts

e Touch

Configuring a SQL Server instance to listen on a non-
default port

SQL Server provides the ability to reassign the ports that are used by the default instance and any
named instances. In SQL Server 2008 R2, and SQL Server 2012, you reassign the TCP port by using SQL
Server Configuration Manager. When you change the default ports, you make the environment more
secure against hackers who know default assignments and use them to exploit your SharePoint
environment.

To configure a SQL Server instance to listen on a non-default port

1. Verify that the user account that is performing this procedure is a member of either the sysadmin
or the serveradmin fixed server role.

2. Onthe computer that is running SQL Server, open SQL Server Configuration Manager.
3. Inthe navigation pane, expand SQL Server Network Configuration.

4. Click the corresponding entry for the instance that you are configuring.
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10.

11.

The default instance is listed as Protocols for MSSQLSERVER. Named instances will appear as
Protocols for named_instance.

In the main window in the Protocol Name column, right-click TCP/IP, and then click Properties.
Click the IP Addresses tab.

For every IP address that is assigned to the computer that is running SQL Server, there is a
corresponding entry on this tab. By default, SQL Server listens on all IP addresses that are assigned
to the computer.

To globally change the port that the default instance is listening on, follow these steps:

e For each IP address except IPAII, clear all values for both TCP dynamic ports and TCP
Port.

e For IPAII, clear the value for TCP dynamic ports. In the TCP Port field, enter the port
that you want the instance of SQL Server to listen on. For example, enter 40000.

To globally change the port that a named instance is listening on, follow these steps:

e For each IP address including IPAII, clear all values for TCP dynamic ports. A value of O
for this field indicates that SQL Server uses a dynamic TCP port for the IP address. A blank
entry for this value means that SQL Server will not use a dynamic TCP port for the IP
address.

e For each IP address except IPAIl, clear all values for TCP Port.

e For IPAII, clear the value for TCP dynamic ports. In the TCP Port field, enter the port
that you want the instance of SQL Server to listen on. For example, enter 40000.

Click OK.

A message indicates that that the change will not take effect until the SQL Server service is
restarted. Click OK.

Close SQL Server Configuration Manager.

Restart the SQL Server service and confirm that the computer that is running SQL Server is
listening on the port that you selected.

You can confirm this by looking in the Event Viewer log after you restart the SQL Server service.
Look for an information event similar to the following event:

Event Type:Information

Event Source:MSSQLSMSSQLSERVER
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Event Category:(2)

Event ID:26022

Date:3/6/2008

Time:1:46:11 PM

User:N/A

Computer:computer_name

Description:

Server is listening on [ 'any' <ipv4>50000]

12. Verification: Optionally, include steps that users should perform to verify that the operation was
successful.

Blocking default SQL Server listening ports

Windows Firewall with Advanced Security uses Inbound Rules and Outbound Rules to help secure
incoming and outgoing network traffic. Because Windows Firewall blocks all incoming unsolicited
network traffic by default, you do not have to explicitly block the default SQL Server listening ports.
For more information, see Windows Firewall with Advanced Security and Configuring the Windows

Firewall to Allow SOL Server Access.

Configuring Windows Firewall to open manually
assigned ports

To access a SQL Server instance through a firewall, you must configure the firewall on the computer
that is running SQL Server to allow access. Any ports that you manually assign must be open in
Windows Firewall.

To configure Windows Firewall to open manually assigned ports

1. Verify that the user account that is performing this procedure is a member of either the sysadmin
or the serveradmin fixed server role.

2. In Control Panel, open System and Security.

3. Click Windows Firewall, and then click Advanced Settings to open the Windows Firewall with
Advanced Security dialog box.
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In the navigation pane, click Inbound Rules to display the available options in the Actions pane.
Click New Rule to open the New Inbound Rule Wizard.

Use the wizard to complete the steps that are required to allow access to the port that you
defined in Configure a SOL Server instance to listen on a non-default port.

j' Note:

You can configure the Internet Protocol security (IPsec) to help secure communication to

and from your computer that is running SQL Server by configuring the Windows firewall.
You do this by selecting Connection Security Rules in the navigation pane of the Windows
Firewall with Advanced Security dialog box.

Configuring SQL Server client aliases

If you block UDP port 1434 or TCP port 1433 on the computer that is running SQL Server, you must
create a SQL Server client alias on all other computers in the server farm. You can use SQL Server

client components to create a SQL Server client alias for computers that connect to SQL Server.

To configure a SQL Server client alias

1.

Verify that the user account that is performing this procedure is a member of either the sysadmin
or the serveradmin fixed server role.

Run Setup for SQL Server on the target computer, and install the following client components:
e Connectivity Components

e Management Tools

Open SQL Server Configuration Manager.
In the navigation pane, click SQL Native Client Configuration.
In the main window under Items, right-click Aliases, and select New Alias.

In the Alias - New dialog box, in the Alias Name field, enter a name for the alias. For example,
enter SharePoint_alias.

In the Port No field, enter the port number for the database instance. For example, enter 40000.
Make sure that the protocol is set to TCP/IP.

In the Server field, enter the name of the computer that is running SQL Server.

Click Apply, and then click OK.
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10. Verification: You can test the SQL Server client alias by using SQL Server Management Studio,
which is available when you install SQL Server client components.

11. Open SQL Server Management Studio.

12. When you are prompted to enter a server name, enter the name of the alias that you created, and
then click Connect. If the connection is successful, SQL Server Management Studio is populated
with objects that correspond to the remote database.

13. To check connectivity to additional database instances from SQL Server Management Studio, click
Connect, and then click Database Engine.

See also

Securing SharePoint: Harden SQL Server in SharePoint Environments

How to: Configure a Windows Firewall for Database Engine Access

How to: Configure a Server to Listen on a Specific TCP Port (SOL Server Configuration Manager)
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Install prerequisites for SharePoint 2013
from a network share

Applies to: SharePoint Server 2013, SharePoint Foundation 2013
Topic Last Modified: 2014-07-22

Summary: Learn how to how to install SharePoint 2013 prerequisites from an offline shared network
location by using the prerequisite installer (Prerequisitelnstaller.exe) tool.

Installing prerequisites from an offline location is typically required when the servers on which you
want to install SharePoint 2013 are isolated from the Internet. Even if this is not the case, installing
prerequisites from an offline central location enables you to make sure of farm server consistency by
installing a well-known and controlled set of images.

j' Note:

The Microsoft SharePoint Products Preparation Tool is a user interface built on
Prerequisitelnstaller.exe. The Microsoft SharePoint Products Preparation Tool accepts no user
input.

In this article:

e |Installer switches and arguments

e Download and combine the SharePoint 2013 prerequisites on a file share

e Install the SharePoint 2013 prerequisites at the command prompt

e Install the SharePoint 2013 prerequisites using an arguments file

e Known issues

'ﬁ' Important:
The steps in this article apply to SharePoint Foundation 2013 and SharePoint Server 2013.

Installer switches and arguments

By using Prerequisitelnstaller.exe with switches and arguments, you control the versions of the
required software that are installed and the location from which they are installed.

Prequisitelnstaller.exe accepts single or multiple switch and argument pairs. A switch identifies the
prerequisite and the argument specifies the action and the location of the prerequisite.

A switch and argument pair uses the following format:
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/switch: <path>
Where:

e /switch is a valid switch to identify a prerequisite. For example, /SQLNCIi: is the switch for the
Microsoft SQL Server 2008 R2 SP1 Native Client.

e <path>is expressed as the path of a local file or the path of a file share, for example,
"C:\foldername\sqlncli.msi" or "\\<servername>\<sharename>\sqlIncli.msi".

Each switch and its argument are separated by a colon and a space. The argument is enclosed in
guotation marks.

The switch and argument pairs can be passed to Prerequisitelnstaller.exe at the command prompt or
read from an arguments text file.

Download and combine the SharePoint 2013

prerequisites on a file share

The process for downloading and combining prerequisites consists of the steps that were described in
the following procedures.

To identify prerequisites

1. Refer to Hardware and software requirements for SharePoint 2013, which lists all the required
and optional software for SharePoint 2013. Additionally, this document provides the download
location for each prerequisite that is available for download on the Internet.

2. From the command prompt, navigate to the root of the SharePoint 2013 installation media or
folder location.

3. Atthe command prompt, type the following command and then press ENTER:
Prerequisitelnstaller.exe /?

This displays a list of the command-line options and switches and their corresponding arguments
for installing a prerequisite from the command-line.

- Tip:
To copy the contents of the active About window to the Clipboard, press CTRL+C.

4. Verify that you have an accurate list of the required software. Compare the output from the
prerequisite installer to the list of prerequisites in step 1.
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5. Download the prerequisites to a computer that has Internet access.

Next, follow these steps to create a central location that you can use for installing SharePoint 2013
prerequisites on all the farm servers.

To combine prerequisites

1. Create a shared folder on a computer that can be accessed by the servers on which the
prerequisites will be installed.

2. Copy the files that you downloaded from the Internet to the shared folder.

After you finish creating an available network location for the prerequisites, use the procedure in the
following section to install SharePoint 2013 prerequisites on a server.

Install the SharePoint 2013 prerequisites at the
command prompt

You can install one or more of the prerequisites from the command line using the following
procedure.

To install from the command line

1. From the Start menu, open the Command Prompt window using the Run as administrator
option.

2. Navigate to the SharePoint 2013 source directory.

3. Type the prerequisite program switch and corresponding argument for the program that you want
to install, and then press ENTER, for example:

Prerequisitelnstaller.exe /SQLNCIi: "\\o15-sf-admin\SP_prereqgs\sqlncli.msi"

jl Note:

To install more than one prerequisite, type each switch and argument pair. Be sure to
separate each pair by a space, for example:

Prerequisitelnstaller.exe /IDFX: "\\<path>\Windows6.1-KB974405-x64.msu" /sqlncli:
"\\<path>\sqIncli.msi" /Sync: "\\<path>\Synchronization.msi"
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Install the SharePoint 2013 prerequisites by using an
arguments file

You can install the prerequisites from the file share using an arguments file that consists of switches
and corresponding path statements to the programs that have to be installed.

When you run Prerequisitelnstaller.exe with an arguments file, the following happens:

1. Prerequisitelnstaller.exe reads the argument file to verify that each switch is valid and that the
program identified in the path statement exists.

j' Note:

If you specify an argument, Prerequisitelnstaller.exe ignores the arguments file and only
processes the command-line argument.

2. Prerequisitelnstaller.exe scans the local system to determine whether any of the prerequisites are
already installed.

3. Prerequisitelnstaller.exe installs the programs in the argument file and returns one of the
following exit codes:

e 0 -Success

e 1-Anotherinstance of this application is already running
e 2 —Invalid command line parameter

e 1001 - A pending restart blocks installation

e 3010 - A restart is needed

4. |If a prerequisite requires a restart, a 3010 code is generated and you are prompted to click Finish
to restart the system. The behavior of the installer after a 3010 code is different depending on
which of the following conditions are true on the computer:

o If the component that requires a restart is already installed on the system, the 3010 code
is generated and the remaining prerequisites are installed. After the last prerequisite is
installed you are prompted to restart the system.

e If the component that requires a restart is installed on the system by
Prerequisitelnstaller.exe, the installer generates the 3010 code, and the installation of the
remaining prerequisites is skipped. You are prompted to restart the system.

After the system restarts, Prerequisitelnstaller.exe starts to run again because the startup
file that is created before the restart contains a /continue flag.
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Multiple components may require a restart. So Prerequisitelnstaller.exe may have to be
restarted several times. After a restart, Prerequisitelnstaller.exe ignores the arguments

file and attempts to download and install the remaining prerequisites from the Internet.
For more information, see Known issues.

Use the following procedure to create an arguments file.
To create an arguments file

1. Using a text editor, create a new text document named Prerequisitelnstaller.Arguments.txt. Save
this file to the same location as Prerequisitelnstaller.exe. This file will contain the switches and
arguments that are used when you run the Microsoft SharePoint Products Preparation Tool.

2. Using a text editor, edit Prerequisitelnstaller.Arguments.txt and provide file paths to the
installation source for each prerequisite switch by using the following syntax:

/switch: <path>
Where /switch is a valid switch and <path> is a path of the installation source.

The following example shows a complete arguments file that uses a file share as a common
installation point. Do not include carriage returns in your file.

/PowerShell:"<path>\WINDOWS6.1-KB2506143-x64.msu"
/NETFX:"<path>\netfx full x64.msi" /IDFX:"<path>\Windows6.1-KB974405-
x64.msu" /sglncli: "<path>\sglncli.msi" /Sync:
"<path>\Synchronization.msi"
/AppFabric:"<path>\WindowsServerAppFabricSetup x64.exe"
/IDEX11:"<path>\MicrosoftIdentityExtensions-64.msi"
/MSIPCClient:"<path>\setup msipc x64.msi"
/WCFDataServices:"<path>\WcfDataServices.exe"
/KB2671763:"<path>\AppFabricl.l-RTM-KB2671763-x64-ENU.exe"

3. After you finish editing Prerequisitelnstaller.Arguments.txt, save your edits, and verify that this file
is in the same directory as Prerequisitelnstaller.exe.

Use the following procedure to install the prerequisites.
To install the prerequisites using an arguments file

1. Run Prerequisitelnstaller.exe at the command prompt to install the prerequisites.

Y caution:
If you are prompted to click Finish to restart the system, do not do so. Instead, click
Cancel. For more information, see Known issues you continue with the next step.

2. Restart the system manually.
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3. Atthe command prompt type the following command and then press Enter:

Prerequisitelnstaller.exe

Known issues

There are two known issues that affect the use of an arguments file:

Using line breaks in the arguments file

If you create an arguments file and use line breaks to put each switch and argument on a separate
line, the prerequisite installer fails. The workaround is to enter all the switch and argument pairs
on a single line.

After a computer restart, the arguments file is not used

After a restart, Prerequisitelnstaller.exe executes the startup command file, which contains a
/continue flag. The /continue flag forces the installer to ignore the arguments file.

You must prevent a restart by deleting the startup task in this command file by using one of the
following options:

Option 1

1. Run Prerequisitelnstaller.exe by double-clicking it. The program will display the first screen
with the list of prerequisites.

2. Click Cancel. Prerequisitelnstaller.exe deletes the startup task.
Option 2
1. From the Start menu, choose Run and then type regedit to open the registry.

2. Open the key
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shell
Folders.

3. Check the value for "Common Startup". This shows the directory where the startup tasks are
listed.

4. Close the registry editor without making any changes.

5. Navigate to the startup directory, which is usually
<systemdir>\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup.

6. Delete the startup task by deleting "SharePointServerPreparationToolStartup_OFF1CE14-0000-
0000-0000-000000000000.cmd".
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See also

Capabilities and features in SharePoint 2013 Resource Center

Installation and Deployment for SharePoint 2013 Resource Center
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Install SharePoint 2013

Applies to: SharePoint Server 2013, SharePoint Foundation 2013
Topic Last Modified: 2013-12-18

Summary: Introduces articles that describe how to install SharePoint 2013 in various topologies, on
both physical and virtual environments.

Testing and implementing SharePoint 2013 solutions at different stages of the deployment life cycle
requires deployments in various topologies.

The following articles on TechNet provide information about how to deploy SharePoint 2013 on one
or more servers to create different topologies that you can use for testing and implementing
SharePoint 2013 solutions at different stages of the deployment life cycle.

TechNet articles about how to install and configure
SharePoint 2013

The following articles about how to install and configure SharePoint 2013 are available to view online.
Writers update articles on a continuing basis as new information becomes available and as users

provide feedback.
@ Description
Content
Install SharePoint 2013 on a single server with Describes how to install SharePoint 2013 on a
SQL Server single server. This deployment uses SQL Server

and can easily be scaled out to create two- and
three-tier farm topologies.

Install SharePoint 2013 on a single server with a Explains how to install SharePoint 2013 on a

built-in database single server. This deployment uses SQL Server
Express and is typically used for evaluating
SharePoint 2013.
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Content

Install SharePoint 2013 across multiple servers for

a three-tier farm

Description

Describes how to install SharePoint 2013 on
multiple servers. This deployment uses SQL Server
and the resulting three-tier topology provides the
foundation for implementing any solution.

Install and configure a virtual environment for
SharePoint 2013

This article describes how to use Windows
PowerShell to install SharePoint 2013 in a Hyper-V
environment.

Install or uninstall language packs for SharePoint
2013

Describes language packs and how to download,
install, and uninstall them.

Add web or application servers to farms in
SharePoint 2013

Explains how to add a web or application server
to a farm. The procedures in this article apply to a
SharePoint 2013 farm that consists of at least two
tiers. They should not be used for converting a
single server deployment to a multiple server
farm.

Add a database server to an existing farm in
SharePoint 2013

Provides information about how to add a new
database server to an existing SharePoint 2013
farm.

Remove a server from a farm in SharePoint 2013

Describes how to remove a web server,
application server, or a database server from a
SharePoint 2013 farm.

Uninstall SharePoint 2013

Describes how to remove SharePoint 2013 from a
computer.

Install and configure a virtual environment for
SharePoint 2013

Learn about permissions, accounts, security
settings, and what you have to do to prepare your
Windows Server 2008 Hyper-V environment for
SharePoint 2013.
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Additional resources about how to install and

configure SharePoint 2013

The following resources about how to install and configure SharePoint 2013 are available from other

subject matter experts.

Content

Microsoft | TechMet Installation and Deployment for
SharePoint 2013 Resource

Center

Description

Visit the Resource Center to
access videos, Community Sites,
documentation, and more.

See also

Capabilities and features in SharePoint 2013 Resource Center

Installation and Deployment for SharePoint 2013 Resource Center
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Install SharePoint 2013 on a single server
with a built-in database

Applies to: SharePoint Server 2013, SharePoint Foundation 2013
Topic Last Modified: 2013-12-18

Summary: Learn how to install SharePoint 2013 with a built-in database on a single server.

You can quickly publish a SharePoint site by deploying SharePoint 2013 on a single server that has a
built-in database. This configuration is useful if you want to evaluate SharePoint 2013 features and
capabilities, such as collaboration, document management, and search. This configuration is also

useful if you are deploying only a few websites and you want to minimize administrative overhead.

This article contains required information and procedures to install and configure SharePoint 2013
with a built-in database on a single server.

In this article:
e QOverview

e Before you beqin

e Install SharePoint 2013

e Post-installation steps

"} Important:
The steps in this article apply to SharePoint Foundation 2013 and SharePoint Server 2013. The
procedures in this topic install Microsoft SQL Server 2008 R2 SP1 Express Edition. However,
User Profile synchronization does not work with the Express Edition. If you intend to use User
Profile synchronization with SharePoint Server 2013, you must choose a different installation
scenario.

Overview

When you deploy SharePoint 2013 on a single server that has a built-in database by using the default
settings, Setup installs Microsoft SQL Server 2008 R2 SP1 Express Edition and the SharePoint product.
The SharePoint Products Configuration Wizard creates the configuration database and content
database for the SharePoint sites. Additionally, the SharePoint Products Configuration Wizard installs
the SharePoint Central Administration website and creates your first SharePoint site collection.
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j' Note:

This article does not describe how to install SharePoint 2013 in a farm environment, or how to
upgrade from previous releases of SharePoint 2013. For more information about how to
install SharePoint 2013 on a single-server farm, see Install SharePoint 2013 on a single server

with SQL Server. For more information about how to install SharePoint 2013 on a multiple

server farm, see Install SharePoint 2013 across multiple servers for a three-tier farm. For more

information about upgrade, see Upgrade to SharePoint 2013.

j' Note:

The Distributed Cache service gives you a complete social computing experience. For more

information about the Distributed Cache service, see Overview of microblog features, feeds,
and the Distributed Cache service in SharePoint Server 2013, Manage the Distributed Cache
service in SharePoint Server 2013, Plan for feeds and the Distributed Cache service in
SharePoint Server 2013, and What's new in authentication for SharePoint 2013

Consider the following restrictions of this method of installation:

e You cannot use this method on a domain controller or in a workgroup environment.

e This method is not supported for production on a domain controller.

e [f your computer is in a workgroup, you cannot install AppFabric for Windows Server.

e A Microsoft SQL Server 2008 R2 SP1 Express Edition database cannot be larger than 10 GB.

e You cannot use user profile synchronization in this type of installation. If you want to use user
profile synchronization, you must use a server farm installation of SharePoint 2013. For more
information, see Install SharePoint 2013 on a single server with SQL Server or Install SharePoint

2013 across multiple servers for a three-tier farm, and Synchronize user and group profiles in
SharePoint Server 2013.

Before you begin

Before you begin installation, make sure that you have met all hardware and software requirements.
For more information, see Hardware and software requirements for SharePoint 2013. To make sure
that you perform a clean installation of SharePoint 2013, you must first remove any earlier version of
SharePoint 2013 and any pre-release prerequisites if installed.

Install SharePoint 2013

To install and configure SharePoint 2013, follow these steps:
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1. Run the Microsoft SharePoint Products Preparation Tool.

2. Run Setup, which installs Microsoft SQL Server 2008 R2 SP1 Express Edition and the SharePoint
product.

3. Run the SharePoint Products Configuration Wizard, which installs and configures the configuration
database, the content database, and installs the SharePoint Central Administration website. This
wizard also creates your first SharePoint site collection.

4. Configure browser settings.

5. Perform post-installation steps.

i} Important:
To complete the following procedures, you must be a member of the Administrators group on
the computer on which you are installing SharePoint 2013.

Run the Microsoft SharePoint Products Preparation Tool

Because the prerequisite installer downloads components from the Microsoft Download Center, you
must have Internet access on the computer on which you are running the installer. Use the following
procedure to install software prerequisites for SharePoint 2013.

To run the Microsoft SharePoint Products Preparation Tool

1. Verify that the user account that is performing this procedure is the Setup user account. For
information about the Setup user account, see Initial deployment administrative and service

accounts in SharePoint 2013.

2. Inthe folder where you downloaded the SharePoint 2013 software, locate and then run
prerequisiteinstaller.exe.

3. Onthe Welcome to the Microsoft SharePoint Products Preparation Tool page, click Next.

4. Onthe License Terms for software products page, review the terms, select the | accept the
terms of the License Agreement(s) check box, and then click Next.

5. Onthe Installation Complete page, click Finish.

6. After you complete the Microsoft SharePoint Products Preparation Tool, you must also install the
following:

e KB 2554876

e KB 2708075
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e KB 2759112

e KB 2765317

Run Setup

The following procedure installs Microsoft SQL Server 2008 R2 SP1 Express Edition and the SharePoint
product. At the end of Setup, you can choose to start the SharePoint Products Configuration Wizard,
which is described later in this section.

To run Setup

1.

Verify that the user account that is performing this procedure is the Setup user account. For
information about the Setup user account, see Initial deployment administrative and service

accounts in SharePoint 2013.

On the SharePoint Server 2013 or SharePoint Foundation 2013 Start page, click Install
SharePoint Server or Install SharePoint Foundation.

On the Enter Your Product Key page, enter your product key, and then click Continue.

On the Read the Microsoft Software License Terms page, review the terms, select the | accept
the terms of this agreement check box, and then click Continue.

On the Server Type tab, click Standalone.

When Setup finishes, a dialog box prompts you to complete the configuration of your server.
Ensure that the Run the SharePoint Products Configuration Wizard now check box is selected.

Click Close to start the configuration wizard.

jl Note:

If Setup fails, check log files in the Temp folder of the user account that you used to run
Setup. Ensure that you are logged in using the same user account, and then type %temp%
in the location bar in Windows Explorer. If the path in Windows Explorer resolves to a
location that ends in a "1" or "2", you will have to navigate up one level to view the log
files. The log file name is SharePoint Server Setup (<time stamp

Run the SharePoint Products Configuration Wizard

Use the following procedure to install and configure the configuration database and the content

database, and install the SharePoint Central Administration website.

106


http://go.microsoft.com/fwlink/p/?LinkId=267536
http://go.microsoft.com/fwlink/p/?LinkID=268725

To run the SharePoint Products Configuration Wizard

1.

Verify that the user account that is performing this procedure is the Setup user account. For
information about the Setup user account, see Initial deployment administrative and service

accounts in SharePoint 2013.

If you have closed the SharePoint Products Configuration Wizard, you can access it by clicking
Start, point to All Programs, click SharePoint 2013 Products, and then click SharePoint 2013
Products Configuration Wizard. If the User Account Control dialog box appears, click
Continue.

On the Welcome to SharePoint Products page, click Next.

In the dialog box that notifies you that some services might have to be restarted during
configuration, click Yes.

On the Configuration Successful page, click Finish.

jl Note:

If the SharePoint Products Configuration Wizard fails, check the PSCDiagnostics log files,
which are located on the drive on which SharePoint 2013 is installed, in the
%COMMONPROGRAMFILES%\Microsoft Shared\Web Server Extensions\15\LOGS folder.

On the Template Selection page, select one of the following options, and then click OK:

e Inthe Template Selection section, click a predefined template.

e Inthe Solutions Gallery section, click Solutions Gallery, and customize your own site
template.

On the Set Up Groups for this Site page, specify who should have access to your site, and then
either create a new group or use an existing group for these users by doing one of the following:

e To create a new group, click Create a new group, and then type the name of the group
and the members that you want to be part of this group.

e To use an existing group, click Use an existing group, and then select the user group in
the Item list.

Click OK.

Note:

If you are prompted for your user name and password, you might have to add the SharePoint
Central Administration website to the list of trusted sites and configure user authentication
settings in Internet Explorer. You might also want to disable the Internet Explorer Enhanced
Security settings. If you see a proxy server error message, you might have to configure proxy
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server settings so that local addresses bypass the proxy server. For more information about
how to configure browser and proxy settings, see Configure browser settings.

Configure browser settings

After you run the SharePoint Products Configuration Wizard, you should confirm that SharePoint 2013
works correctly by configuring additional settings in Internet Explorer.

If you are not using Internet Explorer, you might have to configure additional settings for your
browser. For information about supported browsers, see Plan browser support in SharePoint 2013.

To confirm that you have configured browser settings correctly, log on to the server by using an
account that has local administrative credentials. Next, connect to the SharePoint Central
Administration website. If you are prompted for your user name and password when you connect,
perform the following procedures:

e Add the SharePoint Central Administration website to the list of trusted sites

e Disable Internet Explorer Enhanced Security settings

If you receive a proxy server error message, perform the following procedure:

e Configure proxy server settings to bypass the proxy server for local addresses

To add the SharePoint Central Administration website to the list of trusted sites

1. Verify that the user account that completes this procedure has the following credentials:

e The user account is a member of the Administrators group on the computer on which you
are performing the procedure.

2. InInternet Explorer, on the Tools menu, click Internet Options.

3. Onthe Security tab, in the Select a zone to view or change security settings area, click
Trusted Sites, and then click Sites.

4. Clear the Require server verification (https:) for all sites in this zone check box.
5. Inthe Add this web site to the zone box, type the URL to your site, and then click Add.
6. Click Close to close the Trusted Sites dialog box.

7. Click OK to close the Internet Options dialog box.
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To disable Internet Explorer Enhanced Security settings

1.

Verify that the user account that completes this procedure has the following credentials:

e The user account is a member of the Administrators group on the computer on which you
are performing the procedure.

Click Start, point to All Programs, point to Administrative Tools, and then click Server
Manager.

In Server Manager, select the root of Server Manager.
In the Security Information section, click Configure IE ESC.
The Internet Explorer Enhanced Security Configuration dialog box appears.

In the Administrators section, click Off to disable the Internet Explorer Enhanced Security
settings, and then click OK.

To configure proxy server settings to bypass the proxy server for local addresses

1.

8.

9.

Verify that the user account that completes this procedure has the following credentials:

e The user account is a member of the Administrators group on the computer on which you
are performing the procedure.

In Internet Explorer, on the Tools menu, click Internet Options.

On the Connections tab, in the Local Area Network (LAN) settings area, click LAN Settings.
In the Automatic configuration area, clear the Automatically detect settings check box.

In the Proxy Server area, select the Use a proxy server for your LAN check box.

Type the address of the proxy server in the Address box.

Type the port number of the proxy server in the Port box.

Select the Bypass proxy server for local addresses check box.

Click OK to close the Local Area Network (LAN) Settings dialog box.

10. Click OK to close the Internet Options dialog box.
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Post-installation steps

After you install SharePoint 2013, your browser window opens to the SharePoint Central
Administration website of your new SharePoint site. Although you can start to add content to the site
or customize the site, we recommend that you first perform the following administrative tasks:

e Configure usage and health data collection You can configure usage and health data collection
in your server farm. The system writes usage and health data to the logging folder and to the
logging database. For more information, see Configure usage and health data collection in
SharePoint 2013.

e Configure diagnostic logging You can configure diagnostic logging that might be required after
initial deployment or upgrade. The default settings are sufficient for most situations, but
depending on the business needs and life cycle of the farm, you might want to change these
settings. For more information, see Configure diagnostic logging in SharePoint 2013.

e Configure incoming e-mail You can configure incoming e-mail so that SharePoint sites accept
and archive incoming e-mail. You can also configure incoming e-mail so that SharePoint sites can
archive e-mail discussions as they occur, save e-mailed documents, and show e-mailed meetings
on site calendars. In addition, you can configure the SharePoint Directory Management Service to
provide support for e-mail distribution list creation and administration. For more information, see
Configure incoming email for a SharePoint 2013 farm.

e Configure outgoing e-mail You can configure outgoing e-mail so that your Simple Mail Transfer
Protocol (SMTP) server sends e-mail alerts to site users and notifications to site administrators.
You can configure both the "From" e-mail address and the "Reply" e-mail address that appear in
outgoing alerts. For more information, see Configure outgoing email for a SharePoint 2013 farm.

e Configure search settings You can configure search settings to crawl the content in SharePoint
2013.

See also

Installation and Deployment for SharePoint 2013 Resource Center

What's New in SharePoint 2013 Resource Center
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Install SharePoint 2013 on a single server
with SQL Server

Applies to: SharePoint Server 2013, SharePoint Foundation 2013
Topic Last Modified: 2014-08-11

Summary: Learn how to install SharePoint 2013 on a single server.

A single server installation consists of one server that runs both SQL Server and SharePoint 2013. You
can install and configure SharePoint 2013 on a single server if you are hosting only a few sites for a
limited number of users or if you want to create a trial or development environment. This
configuration is also useful if you want to configure a farm to meet your needs first, and then add
servers to the farm at a later stage.

In this article:
e Qverview

e Before you install SharePoint 2013 on a single server

e Install SharePoint 2013 Products on a single server

e Post-installation steps

i} Important:
The steps in this article apply to SharePoint Foundation 2013 and SharePoint Server 2013.

Overview

When you install SharePoint 2013 on a single server, you can configure SharePoint 2013 to meet your
specific needs. After you have completed setup and the SharePoint Products Configuration Wizard,
you will have installed binaries, configured security permissions, configured registry settings,
configured the configuration database, configured the content database, and installed the SharePoint
Central Administration web site. Next, you can choose to run the Farm Configuration Wizard to
configure the farm, select the services that you want to use in the farm, and create the first site
collection, or you can manually perform the farm configuration at your own pace.

Before you install SharePoint 2013 on a single server

Before you begin to install and configure SharePoint 2013, do the following:
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Ensure that you are familiar with the operating-system guidelines described in Performance
Tuning Guidelines for Windows Server 2008 and Performance Tuning Guidelines for Windows
Server 2008 R2.

Ensure that you have met all hardware and software requirements. You must have a 64-bit
version of Windows Server 2008 R2 SP1. For server farms, you must also have a 64-bit version of
SQL Server 2008 R2 SP1. For more information about these requirements, such as specific updates
that you must install, see Hardware and software requirements for SharePoint 2013.

Ensure that you perform a clean installation of SharePoint 2013.

Ensure that you are prepared to set up the required accounts by using appropriate permissions.
For detailed information, see Initial deployment administrative and service accounts in SharePoint
2013.

Ensure the Max degree of parallelism is set to 1. For additional information about max degree of
parallelism see, Configure the max degree of parallelism Server Configuration Optionand Degree of
Parallelism

Note:

The Distributed Cache service gives you a complete social computing experience. For more
information about the Distributed Cache service, see Overview of microblog features, feeds,
and the Distributed Cache service in SharePoint Server 2013, Manage the Distributed Cache
service in SharePoint Server 2013, Plan for feeds and the Distributed Cache service in
SharePoint Server 2013, and What's new in authentication for SharePoint 2013

Security
As a security best practice, we recommend that you install SharePoint 2013 by using least-
privilege administration.

Install SharePoint 2013 on a single server

To install and configure SharePoint 2013 on a single server, you will follow these steps:

1.

Run the Microsoft SharePoint Products Preparation Tool, which installs all prerequisites to use
SharePoint 2013.

Run Setup, which installs binaries, configures security permissions, and edits registry settings for
SharePoint 2013.

Run SharePoint Products Configuration Wizard, which installs and configures the configuration
database, installs and configures the content database, and installs the SharePoint Central
Administration web site.
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Configure browser settings.

Run the Farm Configuration Wizard, which configures the farm, creates the first site collection,
and selects the services that you want to use in the farm.

Perform post-installation steps.

Important:

To complete the following procedures, the account that you use must be a member of the
Administrators group on the computer on which you are installing SharePoint 2013. For
information about user accounts, see Initial deployment administrative and service accounts in
SharePoint 2013.

Run the Microsoft SharePoint Products Preparation Tool

Because the prerequisite installer downloads components from the Microsoft Download Center, you

must have Internet access on the computer on which you are running the installer. Use the following

procedure to install software prerequisites for SharePoint 2013.

To run the Microsoft SharePoint Products Preparation Tool

1.

Verify that the user account that is performing this procedure is the Setup user account. For
information about the Setup user account, see Initial deployment administrative and service
accounts in SharePoint 2013.

In the folder where you downloaded the SharePoint 2013 software, locate and then run
prerequisiteinstaller.exe.

On the Welcome to the Microsoft SharePoint Products Preparation Tool page, click Next.

On the License Terms for software products page, review the terms, select the | accept the
terms of the License Agreement(s) check box, and then click Next.

On the Installation Complete page, click Finish.

After you complete the Microsoft SharePoint Products Preparation Tool, you must also install the
following:

o KB 2554876
e KB 2708075
e KB 2759112

e KB 2765317
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Run Setup

The following procedure installs binaries, configures security permissions, and edits registry settings
for SharePoint 2013. At the end of Setup, you can choose to start the SharePoint Products
Configuration Wizard, which is described later in this section.

To run Setup

1.

Verify that the user account that is performing this procedure is the Setup user account. For
information about the Setup user account, see Initial deployment administrative and service
accounts in SharePoint 2013.

On the SharePoint Server 2013 Start page, click Install SharePoint Server.
On the Enter Your Product Key page, enter your product key, and then click Continue.

On the Read the Microsoft Software License Terms page, review the terms, select the | accept
the terms of this agreement check box, and then click Continue.

On the Server Type tab, click Complete.
The stand-alone option is used to install a single server that has a built-in database.

Optional: To install SharePoint 2013 at a custom location, or to store search index files at a custom
location, click the File Location tab, and then either type the custom location or click Browse to
find the custom location.

j' Note:

If you intend to use this computer as a search server, we recommend that you store the
search index files on a separate storage volume or partition. Any other search data that
needs to be stored is stored in the same location as the search index files. You can only set
this location at installation time.

Click Install Now.

When Setup finishes, a dialog box prompts you to complete the configuration of your server.
Ensure that the Run the SharePoint Products and Technologies Configuration Wizard now
check box is selected.

Click Close to start the configuration wizard.

Note:

If Setup fails, check log files in the Temp folder of the user account you used to run Setup.
Ensure that you are logged in using the same user account and then type %temp% in the
location bar in Windows Explorer. If the path in Windows Explorer resolves to a location that
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endsina"1" or "2", you have to navigate up one level to view the log files. The log file name is
SharePoint Server Setup (<time stamp>).

Run the SharePoint Products Configuration Wizard

Use the following procedure to install and configure the configuration database and the content
database, and to install the SharePoint Central Administration website.

To run the SharePoint Products Configuration Wizard

1.

Verify that the user account that is performing this procedure is the Setup user account. For
information about the Setup user account, see Initial deployment administrative and service

accounts in SharePoint 2013.

If you have closed the SharePoint Products Configuration Wizard, you can access it by clicking
Start, point to All Programs, click SharePoint 2013 Products, and then click SharePoint 2013
Products Configuration Wizard. If the User Account Control dialog box appears, click
Continue.

On the Welcome to SharePoint Products page, click Next.

In the dialog box that notifies you that some services might have to be restarted during
configuration, click Yes.

On the Connect to a server farm page, click Create a new server farm, and then click Next.
On the Specify Configuration Database Settings page, do the following:
a) Inthe Database server box, type the name of the computer that is running SQL Server.

b) Inthe Database name box, type a name for your configuration database or use the default
database name. The default name is SharePoint_Config.

c) Inthe Username box, type the user name of the server farm account. Ensure that you type
the user name in the format DOMAIN\user name.

Security

The server farm account is used to create and access your configuration database. It also acts
as the application pool identity account for the SharePoint Central Administration application
pool, and it is the account under which the Microsoft SharePoint Foundation Workflow Timer
service runs. The SharePoint Products Configuration Wizard adds this account to the SQL
Server Login accounts, the SQL Server dbcreator server role, and the SQL Server
securityadmin server role. The user account that you specify as the service account has to be
a domain user account. However, it does not have to be a member of any specific security
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10.

11.

group on your front-end web servers or your database servers. We recommend that you
follow the principle of least-privilege and specify a user account that is not a member of the
Administrators group on your front-end web servers or your database servers.

d) Inthe Password box, type the user password.
Click Next.
On the Specify Farm Security Settings page, type a passphrase, and then click Next.

Although a passphrase resembles a password, it is usually longer to improve security. It is used to
encrypt credentials of accounts that are registered in SharePoint 2013. For example, the
SharePoint 2013 system account that you provide when you run the SharePoint Products
Configuration Wizard. Ensure that you remember the passphrase, because you must use it every
time that you add a server to the farm.

Ensure that the passphrase meets the following criteria:
e Contains at least eight characters
e Contains at least three of the following four character groups:
e English uppercase characters (from A through 2)
e English lowercase characters (from a through z)
e Numerals (from 0 through 9)
e Nonalphabetic characters (such as |, S, #, %)
On the Configure SharePoint Central Administration Web Application page, do the following:

a) Either select the Specify port number check box and type the port number that you want
the SharePoint Central Administration web application to use, or leave the Specify port
number check box cleared if you want to use the default port number.

b) Click either NTLM or Negotiate (Kerberos).
Click Next.

After you complete the SharePoint Products Configuration Wizard page, review your
configuration settings to verify that they are correct, and then click Next.

jl Note:

The Advanced Settings option is not available in SharePoint 2013.
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12. On the Configuration Successful page, click Finish. When the wizard closes, setup opens the
web browser and connects to Central Administration.

If the SharePoint Products Configuration Wizard fails, check the PSCDiagnostics log files, which are
located on the drive on which SharePoint 2013 is installed, in the
%COMMONPROGRAMFILES%\Microsoft Shared\Web Server Extensions\15\LOGS folder.

If you are prompted for your user name and password, you might have to add the SharePoint
Central Administration web site to the list of trusted sites and configure user authentication
settings in Internet Explorer. You might also want to disable the Internet Explorer Enhanced
Security settings. If you see a proxy server error message, you might have to configure proxy
server settings so that local addresses bypass the proxy server. Instructions for configuring proxy
server settings are provided in the following section. For more information about how to
configure browser and proxy settings, see Configure browser settings.

Configure browser settings

After you run the SharePoint Products Configuration Wizard, you should confirm that SharePoint 2013
works correctly by configuring additional settings in Internet Explorer.

If you are not using Internet Explorer, you might have to configure additional settings for your
browser. For information about supported browsers, see Plan browser support in SharePoint 2013.

To confirm that you have configured browser settings correctly, log on to the server by using an
account that has local administrative credentials. Next, connect to the SharePoint Central
Administration web site. If you are prompted for your user name and password when you connect,
perform the following procedures:

e Add the SharePoint Central Administration website to the list of trusted sites

e Disable Internet Explorer Enhanced Security settings

If you receive a proxy server error message, perform the following procedure:

e Configure proxy server settings to bypass the proxy server for local addresses

To add the SharePoint Central Administration website to the list of trusted sites

1. Verify that the user account that completes this procedure has the following credentials:

e The user account is a member of the Administrators group on the computer on which you
are performing the procedure.

2. InInternet Explorer, on the Tools menu, click Internet Options.

117



3. Onthe Security tab, in the Select a zone to view or change security settings area, click
Trusted Sites, and then click Sites.

4. Clear the Require server verification (https:) for all sites in this zone check box.
5. Inthe Add this web site to the zone box, type the URL to your site, and then click Add.
6. Click Close to close the Trusted Sites dialog box.

7. Click OK to close the Internet Options dialog box.

To disable Internet Explorer Enhanced Security settings
1. Verify that the user account that completes this procedure has the following credentials:

e The user account is a member of the Administrators group on the computer on which you
are performing the procedure.

2. Click Start, point to All Programs, point to Administrative Tools, and then click Server
Manager.

3. In Server Manager, select the root of Server Manager.
4. Inthe Security Information section, click Configure IE ESC.
The Internet Explorer Enhanced Security Configuration dialog box appears.

5. Inthe Administrators section, click Off to disable the Internet Explorer Enhanced Security
settings, and then click OK.

To configure proxy server settings to bypass the proxy server for local addresses
1. Verify that the user account that completes this procedure has the following credentials:

e The user account is a member of the Administrators group on the computer on which you
are performing the procedure.

2. InInternet Explorer, on the Tools menu, click Internet Options.

3. Onthe Connections tab, in the Local Area Network (LAN) settings area, click LAN Settings.
4. Inthe Automatic configuration area, clear the Automatically detect settings check box.

5. Inthe Proxy Server area, select the Use a proxy server for your LAN check box.

6. Type the address of the proxy server in the Address box.

7. Type the port number of the proxy server in the Port box.
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8. Select the Bypass proxy server for local addresses check box.
9. Click OK to close the Local Area Network (LAN) Settings dialog box.

10. Click OK to close the Internet Options dialog box.

Run the Farm Configuration Wizard

You have now completed setup and the initial configuration of SharePoint 2013. You have created the
SharePoint Central Administration web site. You can now create your farm and sites, and you can
select services by using the Farm Configuration Wizard.

To run the Farm Configuration Wizard

1. Verify that the user account that is performing this procedure is the Setup user account. For
information about the Setup user account, see Initial deployment administrative and service

accounts in SharePoint 2013.

2. On the SharePoint Central Administration home page, on the Quick Launch, click Configuration
Wizards, and then click Launch the Farm Configuration Wizard.

3. Onthe Help Make SharePoint Better page, click one of the following options, and then click OK:

e Yes, | am willing to participate (Recommended.)
e No, | don’t want to participate.

4. Onthe Configure your SharePoint farm page, next to Yes, walk me through the configuration
of my farm using this wizard, click Start the Wizard.

5. Onthe Configure your SharePoint farm page, in the Service Account section, click the service
account option that you want to use to configure your services.

'T_.I Security
For security reasons, we recommend that you use a different account from the farm
administrator account to configure services in the farm.

If you decide to use an existing managed account — that is, an account of which
SharePoint 2013 is aware — make sure that you click that option before you continue.

6. Inthe Services section, review the services that you want to use in the farm, and then click Next.

jl Note:

For more information, see Configure services and service applications in SharePoint 2013.
If you are using Office Web Apps, see Use Office Web Apps with SharePoint 2013.
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7. Onthe Create Site Collection page, do the following:
a) Inthe Title and Description section, in the Title box, type the name of your new site.
b) Optional: In the Description box, type a description of what the site contains.
c) Inthe Web Site Address section, select a URL path for the site.

d) Inthe Template Selection section, in the Select a template list, select the template that
you want to use for the top-level site in the site collection.

j' Note:

To view a template or a description of a template, click any template in the Select a template
list.

8. Click OK.

9. Onthe Configure your SharePoint farm page, review the summary of the farm configuration,
and then click Finish.

Post-installation steps

After you install and configure SharePoint 2013, your browser window opens to the Central
Administration web site of your new SharePoint site. Although you can start adding content to the site
or customizing the site, we recommend that you first perform the following administrative tasks.

e Configure usage and health data collection You can configure usage and health data collection
in your server farm. The system writes usage and health data to the logging folder and to the
logging database. For more information, see Configure usage and health data collection in
SharePoint 2013.

e Configure diagnostic logging You can configure diagnostic logging that might be required after
initial installation or upgrade. The default settings are sufficient for most situations. Depending
upon the business needs and life-cycle of the farm, you might want to change these settings. For
more information, see Configure diagnostic logging in SharePoint 2013.

e Configure incoming e-mail You can configure incoming e-mail so that SharePoint sites accept
and archive incoming e-mail. You can also configure incoming e-mail so that SharePoint sites can
archive e-mail discussions as they occur, save e-mailed documents, and show e-mailed meetings
on site calendars. In addition, you can configure the SharePoint Directory Management Service to
provide support for e-mail distribution list creation and administration. For more information, see
Configure incoming email for a SharePoint 2013 farm.
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e Configure outgoing email You can configure outgoing email so that your Simple Mail Transfer
Protocol (SMTP) server sends email alerts to site users and notifications to site administrators. You
can configure both the "From" email address and the "Reply" email address that appear in
outgoing alerts. For more information, see Configure outgoing email for a SharePoint 2013 farm.

e Configure Search settings You can configure Search settings to crawl the content in SharePoint
2013.

See also

Capabilities and features in SharePoint 2013 Resource Center

Installation and Deployment for SharePoint 2013 Resource Center
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Install SharePoint 2013 across multiple
servers for a three-tier farm

Applies to: SharePoint Server 2013, SharePoint Foundation 2013
Topic Last Modified: 2014-08-11

Summary: Learn how to install SharePoint 2013 to create a server farm that includes web servers, an
application server, and a database server.

A three-tier farm configuration consists of two front-end web servers, an application server, and a
database server. The deployment sequence and configurations that are described in this article are
based on recommended best practices. While the farm configuration is not complex, it provides a
fundamental infrastructure to implement a SharePoint 2013 solution on similar—or more

complex farms.

In this article:
e Qverview

e Prepare the farm servers

e Install SharePoint 2013 on the farm servers

e Create and configure the farm

e Add web servers to the farm

e Post-installation steps

Overview

The basic steps in this deployment are as follows:
e Ensure that you are familiar with the concept of a three-tier topology.

e Ensure that you have done all the planning and preparatory work, such as verifying hardware and
software requirements.

e Install the required software updates on all servers that will be part of the farm.

e |nstall the SharePoint 2013 prerequisites on servers in the application and web tiers.
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e Install SharePoint 2013 on the application server and the web servers.
e Create and configure the SharePoint farm.
e Provision services.

e Complete post-deployment tasks as required.

Topology overview

This topology is typically used for the medium and large farms described in Overview of SharePoint

2013 installation and configuration. In terms of performance, capacity, and scalability, a three-tier

topology is recommended over a two-tier topology. A three-tier topology provides the most efficient
physical and logical layout to support scaling out or scaling up, and it provides better distribution of
services across the member servers of the farm. The following illustration shows the three-tier
deployment that is described in this article.

Three-tier farm configuration

Load balanced or rouled requests
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e You can add web servers to the web tier. These servers can be configured as conventional web
servers to handle user requests, or they can be configured to host dedicated query components or
other service components.

e You can add farm servers to the application tier and configure them as dedicated servers that will
host the SharePoint Central Administration website or other services on the farm that require
dedicated resources or isolation from the web tier—for example, crawl components, query
components, and profile pages.

e You can add database servers to the database tier to implement a stand-alone instance, database
mirroring, or a failover cluster. To configure the farm for high availability, database mirroring or a
failover cluster is required on the database tier.

Before you install SharePoint 2013 on multiple servers for a three-
tier farm

Before you begin to install and configure SharePoint 2013, do the following:

e Ensure that you are familiar with the operating-system guidelines described in Performance
Tuning Guidelines for Windows Server 2008 and Performance Tuning Guidelines for Windows
Server 2008 R2.

e Ensure that you have met all hardware and software requirements. You must have a 64-bit
version of Windows Server 2008 R2 SP1. For server farms, you must also have a supported 64-bit
version of SQL Server. For more information about these requirements, such as specific updates
that you must install, see Hardware and software requirements for SharePoint 2013.

e Ensure that you perform a clean installation of SharePoint 2013.

e Ensure that you are prepared to set up the required accounts by using appropriate permissions.
For detailed information, see Initial deployment administrative and service accounts in SharePoint
2013.

j' Note:

If your computer is in a Workgroup, you cannot install AppFabric for Windows Server.

jl Note:

The Distributed Cache service gives you a complete social computing experience. For more

information about the Distributed Cache service, see Overview of microblog features, feeds,
and the Distributed Cache service in SharePoint Server 2013, Manage the Distributed Cache
service in SharePoint Server 2013, Plan for feeds and the Distributed Cache service in

SharePoint Server 2013, and What's new in authentication for SharePoint 2013
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Using the Microsoft SharePoint Products Preparation Tool

The Microsoft SharePoint Products Preparation Tool checks for the presence of prerequisites, and
installs and configures all required programs. The Microsoft SharePoint Products Preparation Tool
requires an Internet connection to download and configure SharePoint 2013 prerequisites. The
Microsoft SharePoint Products Preparation Tool runs when you start to install SharePoint 2013.

Database server

Ensure that SQL Server is updated to the required level and the TCP/IP protocol is enabled for the
network configuration.

Organizations whose database administrators operate independently from SharePoint administrators
will have to make sure that the correct version of SQL Server is available and updated to the required
level. In addition, you will have to request a DBA-created database.

For additional information about DBA databases, see Database types and descriptions (SharePoint
2013), Storage and SQL Server capacity planning and configuration (SharePoint Server 2013), and
Databases that support SharePoint 2013.

Ensure the Max degree of parallelism is set to 1. For additional information about max degree of
parallelism see Configure the max degree of parallism Server Configuration option and Degree of
Parallelism.

Public updates and hotfix packages

Ensure that public updates and the required hotfix packages are installed for the operating system,
SQL Server, and SharePoint 2013. We recommend that all servers be updated to the same software
version before you apply the public updates.

Prepare the farm servers

Before you install SharePoint 2013, you must check for and install all the prerequisites on the
application server and the web servers by using the Microsoft SharePoint Products Preparation Tool.

- Tip:
If you decide to install prerequisites manually, you can still run the Microsoft SharePoint
Products Preparation Tool to verify which prerequisites are required on each server.

Use the following procedure to install prerequisites on each server in the farm.
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To run the Microsoft SharePoint Products Preparation Tool

1.

Verify that the user account that is performing this procedure is the Setup user account. For
information about the Setup user account, see Initial deployment administrative and service

accounts in SharePoint 2013.

In the folder where you downloaded the SharePoint 2013 software, locate and then run
prerequisiteinstaller.exe.

On the Welcome to the Microsoft SharePoint Products Preparation Tool page, click Next.

j' Note:

The preparation tool may have to restart the local server to complete the installation of
some prerequisites. The installer will continue to run after the server is restarted without
manual intervention. However, you will have to log on to the server again.

On the License Terms for software products page, review the terms, select the | accept the
terms of the License Agreement(s) check box, and then click Next.

On the Installation Complete page, click Finish.

After you complete the Microsoft SharePoint Products Preparation Tool, you must also install the
following:

e KB 2554876
e KB 2708075
e KB 2759112

e KB 2765317

Install SharePoint 2013 on the farm servers

After the prerequisites are installed, follow these steps to install SharePoint 2013 on each farm server.

The following procedure installs binaries, configures security permissions, and edits registry settings

for SharePoint 2013. At the end of Setup, you can choose to start the SharePoint Products

Configuration Wizard, which is described later in this article.

To run Setup

1.

Verify that the user account that is performing this procedure is the Setup user account. For
information about the Setup user account, see Initial deployment administrative and service

accounts in SharePoint 2013.
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On the SharePoint 2013 Start page, click Install SharePoint Server.
On the Enter Your Product Key page, enter your product key, and then click Continue.

On the Read the Microsoft Software License Terms page, review the terms, select the | accept
the terms of this agreement check box, and then click Continue.

On the Choose the installation you want page, click Server Farm.
On the Server Type tab, click Complete.

Optional: To install SharePoint 2013 at a custom location, or to store search index files at a custom
location, click the File Location tab, and then either type the custom location or click Browse to
find the custom location.

jl Note:

As a best practice, we recommend that you install SharePoint 2013 on a non-system drive.

If you intend to use this computer as a search server, we recommend that you store the
search index files on a separate storage volume or partition. Any other search data that
needs to be stored, is stored in the same location as the search index files. You can only
set this location at installation time.

Click Install Now.

When the Setup program is finished, a dialog box prompts you to complete the configuration of
your server. Clear the Run the SharePoint Products and Technologies Configuration Wizard
now check box.

j' Note:

For consistency of approach, we recommend that you do not run the configuration wizard
until you have installed SharePoint 2013 all application and front-end web servers that will
participate in the server farm.

10. Click Close to finish Setup.

Create and configure the farm

To create and configure the farm, you run the SharePoint Products Configuration Wizard. This wizard

automates several configuration tasks, such as creating the configuration database, installing services,

and creating the Central Administration website. We recommend that you run the SharePoint

Products Configuration Wizard on the server that will host the SharePoint Central Administration

website before you run the wizard on the other servers in the farm.
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To run the SharePoint Products Configuration Wizard and configure the farm

1. Verify that the user account that is performing this procedure is the Setup user account. For
information about the Setup user account, see Initial deployment administrative and service

accounts in SharePoint 2013.

2. On the server that will host Central Administration (the application server), click Start, point to All
Programs, and then click SharePoint 2013 Products, and then click SharePoint 2013 Products
Configuration Wizard. If the User Account Control dialog box appears, click Continue.

3. Onthe Welcome to SharePoint Products page, click Next.

4. In the dialog box that notifies you that some services might have to be restarted during
configuration, click Yes.

5. Onthe Connect to a server farm page, click Create a new server farm, and then click Next.
6. Onthe Specify Configuration Database Settings page, do the following:
a) Inthe Database server box, type the name of the computer that is running SQL Server.

b) Inthe Database name box, type a name for your configuration database, or use the
default database name. The default name is SharePoint_Config.

c) Inthe Username box, type the user name of the server farm account in DOMAIN\user
name format.

i} Important:
The server farm account is used to create and access your configuration database. It also acts
as the application pool identity account for the SharePoint Central Administration application
pool, and it is the account under which the SharePoint Timer service runs. The SharePoint
Products Configuration Wizard adds this account to the SQL Server Login accounts, the SQL
Server dbcreator server role, and the SQL Server securityadmin server role. The user account
that you specify as the service account has to be a domain user account. However, it does not
have to be a member of any specific security group on your web servers or your database
servers. We recommend that you follow the principle of least-privilege, and specify a user
account that is not a member of the Administrators group on your front-end web servers or
your database servers.

d) Inthe Password box, type the user password.
7. Click Next.

8. On the Specify Farm Security Settings page, type a passphrase, and then click Next.
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10.

11.

12.

13.

Although a passphrase resembles a password, it is usually longer to improve security. It is used to
encrypt credentials of accounts that are registered in SharePoint 2013. For example, the
SharePoint 2013 system account that you provide when you run the SharePoint Products
Configuration Wizard. Ensure that you remember the passphrase, because you must use it every
time that you add a server to the farm.

Ensure that the passphrase meets the following criteria:
e Contains at least eight characters
e Contains at least three of the following four character groups:
e English uppercase characters (from A through 2)
e English lowercase characters (from a through z)
e Numerals (from 0 through 9)
e Nonalphabetic characters (such as |, S, #, %)
On the Configure SharePoint Central Administration Web Application page, do the following:

a) Either select the Specify port number check box and type the port number that you want
the SharePoint Central Administration web application to use, or leave the Specify port
number check box cleared if you want to use the default port number.

Note:

If you want to access the SharePoint Central Administration website from a remote computer,
make sure that you allow access to the port number that you configure in this step. You do
this by configuring the inbound rule for SharePoint Central Administration v4 in Windows
Firewall with Advanced Security.

b) Click either NTLM or Negotiate (Kerberos).
Click Next.
On the Completing the SharePoint Products Configuration Wizard page, click Next.

On the Configuration Successful page, click Finish.

jl Note:

If the SharePoint Products Configuration Wizard fails, check the log files on the drive on
which SharePoint 2013 is installed, which are located in the
%COMMONPROGRAMFILES%\Microsoft Shared\Web Server Extensions\15\LOGS folder.

The Central Administration website will open in a new browser window.
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On the Help Make SharePoint Better page, click one of the following options and then click OK.
a) Yes, | am willing to participate (Recommended).
b) No, I don’t wish to participate.

14. On the Initial Farm Configuration Wizard page, you have the option to use a wizard to configure
services or you can decide to configure services manually. For the purpose of this article, we use
the manual option. Click Cancel.

The choice that you make here is a matter of personal preference. The Farm Configuration Wizard
will configure some services automatically when you run it. However, if you configure services
manually, you have greater flexibility in designing your logical architecture.

For information about how to use the wizard to configure services, see Configure services and
service applications in SharePoint 2013. If you are using Microsoft Office Web Apps, see How
Office Web Apps work on-premises with SharePoint 2013.

i} Important:
If you are using a DBA-created database, you cannot use the Farm Configuration Wizard,
you must use SharePoint Products Configuration Wizard.

Add web servers to the farm

After you create the farm on the application server, you can add the servers for the web tier by
following the same process described earlier in this topic for installing SharePoint 2013 on the server
that hosts Central Administration. The only difference is that during setup, you are prompted to join
an existing farm. Follow the wizard steps to join the farm.

For additional information about how to add servers to a farm, see Add web or application servers to
farms in SharePoint 2013. This article also provides detailed information for the steps in the following

procedure.

Post-installation steps

After you install and configure SharePoint 2013, your browser window opens to the Central
Administration web site of your new SharePoint site. Although you can start adding content to the site
or customizing the site, we recommend that you first perform the following administrative tasks.

e Configure usage and health data collection You can configure usage and health data collection
in your server farm. The system writes usage and health data to the logging folder and to the
logging database. For more information, see Configure usage and health data collection in
SharePoint 2013.
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e Configure diagnostic logging You can configure diagnostic logging that might be required after
initial installation or upgrade. The default settings are sufficient for most situations. Depending
upon the business needs and life-cycle of the farm, you might want to change these settings. For
more information, see Configure diagnostic logging in SharePoint 2013.

e Configure incoming e-mail You can configure incoming e-mail so that SharePoint sites accept
and archive incoming e-mail. You can also configure incoming e-mail so that SharePoint sites can
archive e-mail discussions as they occur, save e-mailed documents, and show e-mailed meetings
on site calendars. In addition, you can configure the SharePoint Directory Management Service to
provide support for e-mail distribution list creation and administration. For more information, see
Configure incoming email for a SharePoint 2013 farm.

e Configure outgoing email You can configure outgoing email so that your Simple Mail Transfer
Protocol (SMTP) server sends email alerts to site users and notifications to site administrators. You
can configure both the "From" email address and the "Reply" email address that appear in
outgoing alerts. For more information, see Configure outgoing email for a SharePoint 2013 farm.

e Configure Search settings You can configure Search settings to crawl the content in SharePoint
2013.

See also

Capabilities and features in SharePoint 2013 Resource Center

Installation and deployment for SharePoint 2013 IT Pros Resource Center
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Install or uninstall language packs for
SharePoint 2013

Applies to: SharePoint Server 2013, SharePoint Foundation 2013
Topic Last Modified: 2013-12-18

Summary: Learn how to download, install, and uninstall language packs for SharePoint 2013.

Language packs enable site owners and site collection administrators to create SharePoint sites and
site collections in multiple languages without requiring separate installations of SharePoint 2013. You
install language packs, which contain language-specific site templates, on web and application servers.
When an administrator creates a site or a site collection that is based on a language-specific site
template, the text that appears on the site or the site collection is displayed in the site template's
language. Language packs are typically used in multinational deployments where a single server farm
supports users in different locations, or when sites and web pages must be duplicated in one or more
languages.

If users are accessing Project Server 2013 in the SharePoint farm and have to view their project data in
another language, they will also have to install a corresponding Project Server 2013 language pack. For
more information about Project Server 2013 language packs, see Deploy language packs in Project
Server 2013

Word breakers and stemmers enable you to search efficiently and effectively across content on
SharePoint sites and site collections in multiple languages without requiring separate installations of
SharePoint 2013. Word breakers and stemmers are automatically installed on web and application
servers by Setup.

"} Important:
If you are uninstalling SharePoint 2013, you must uninstall all language packs before you
uninstall SharePoint 2013.

In this article:

e About language IDs and language packs

e Downloading language packs

e Installing language packs on the web and application servers

e Uninstalling lanqguage packs
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About language IDs and language packs

Site owners or site collection administrators who create sites or site collections can select a language
for each site or site collection.

The language that they select has a language identifier (ID). The language ID determines the language
that is used to display and interpret text that is on the site or site collection. For example, when a site
owner creates a site in French, the site's toolbars, navigation bars, lists, and column headings appear
in French. Similarly, if a site owner creates a site in Arabic, the site's toolbars, navigation bars, lists,
and column headings appear in Arabic. In addition, the default left-to-right orientation of the site
changes to a right-to-left orientation to correctly display Arabic text.

The language packs that are installed on the web and application servers determine the list of
available languages that you can use to create a site or site collection. By default, sites and site
collections are created in the language in which SharePoint 2013 was installed. For example, if you
install the Spanish version of SharePoint 2013, the default language for sites, site collections, and web
pages is Spanish. If someone has to create sites, site collections, or web pages in a language other
than the default SharePoint 2013 language, you must install the language pack for that language on
the web and application servers. For example, if you are running the French version of SharePoint
2013, and a site owner wants to create sites in French, English, and Spanish, you must install the
English and Spanish language packs on the web and application servers.

By default, when a site owner creates a new web page in a site, the site displays text in the language
that is specified by the language ID.

Language packs are not bundled into multilingual installation packages. You must install a specific
language pack for each language that you want to support. Also, language packs must be installed on
each web and application server to make sure that that each web and application server can display
content in the specified language.

"} Important:
You cannot change an existing site, site collection, or web page from one language to another
by applying different language-specific site templates. After you use a language-specific site
template for a site or a site collection, the site or site collection always displays content in the
language of the original site template.

Only a limited set of language packs are available for SharePoint 2013.

Although a site owner specifies a language ID for a site, some user interface elements such as error
messages, notifications, and dialog boxes do not display in the language that was specified. This is
because SharePoint 2013 relies on several supporting technologies—for example, the Microsoft .NET
Framework, Microsoft Windows Workflow Foundation, Microsoft ASP.NET, and SQL Server—some of
which are localized into only a limited number of languages. If a user interface element is generated
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by any of the supporting technologies that are not localized into the language that the site owner
specified for the site, the user interface element appears in English. For example, if a site owner
creates a site in Hebrew, and the .NET Framework component displays a notification message, the
notification message will not display in Hebrew because the .NET Framework is not localized into
Hebrew. This situation can occur when sites are created in any language except the following:
Chinese, French, German, ltalian, Japanese, Korean, and Spanish.

Each language pack that you install creates a folder at %COMMONPROGRAMFILES%\Microsoft
Shared\Web server extensions\15\LAYOUTS\Locale_ID that contains language-specific data. In each
locale_ID folder, you must have only one HTML error file that contains the error information that is
used when a file cannot be found. Anytime a file cannot be found for any site in that language, this file
will be used. You can specify the file to use by setting the FileNotFoundPage for each web application.

In some cases, some text might originate from the original installation language, which can create a
mixed-language experience. This kind of mixed-language experience is typically seen only by content
creators or site owners and is not seen by site users.

Downloading language packs

Follow these steps for each language that you want to support. If you decide to download more than
one language, please be aware that a unique file that has a common name is downloaded for each
language. Therefore, make sure that you download each language pack to a separate folder on the
hard disk so that you do not overwrite a language pack of a different language.

"} Important:
By default, the Windows PowerShell Help files are installed in English (en-us). To view these
files in the same language as the operating system, install the language pack for the same
language in which the operating system was installed.

You can download language packs from the same location where you downloaded SharePoint 2013.

Installing language packs on the web and application
servers

After you install the necessary language files on the web and application servers, you can install the
language packs. Language packs are available as individual downloads (one download for each
supported language). If you have a server farm environment and you are installing language packs to
support multiple languages, you must install the language packs on each web and application server.
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i} Important:

The language pack is installed in its native language. The procedure that follows is for the
English language pack.

To install a language pack

1.

Verify that the user account that is performing this procedure is the Setup user account. For
information about the Setup user account, see Initial deployment administrative and service
accounts in SharePoint 2013.

In the folder where you downloaded the language pack, run setup.exe.

On the Read the Microsoft Software License Terms page, review the terms, select the | accept the
terms of this agreement check box, and then click Continue.

The Setup wizard runs and installs the language pack.

Rerun the SharePoint Products Configuration Wizard by using the default settings. If you do not
run the SharePoint Products Configuration Wizard after you install a language pack, the language
pack will not be installed correctly.

The SharePoint Products Configuration Wizard runs in the language of the base installation of
SharePoint 2013, not in the language of the language pack that you just installed.

To rerun the SharePoint 2013 Configuration Wizard

1.

Verify that the user account that is performing this procedure is the Setup user account. For
information about the Setup user account, see Initial deployment administrative and service

accounts in SharePoint 2013.

Click Start, point to All Programs, click Microsoft SharePoint 2013 Products, and then click
SharePoint 2013 Products Configuration Wizard.

On the Welcome to SharePoint Products page, click Next.

Click Yes in the dialog box that alerts you that some services might have to be restarted during
configuration.

On the Modify Server Farm Settings page, click Do not disconnect from this server farm, and
then click Next.

If the Modify SharePoint Central Administration Web Administration Settings page appears,
do not change any of the default settings, and then click Next.

After you complete the Completing the SharePoint Products and Technologies Configuration
Wizard, click Next.
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8. Onthe Configuration Successful page, click Finish.

9. After you install a new language pack and rerun the Rerun the SharePoint 2013 Configuration
Wizard, you must deactivate and then reactivate any language-specific features before you use
the new language pack.

When you install language packs, the language-specific site templates are installed in the
%COMMONPROGRAMFILES%\Microsoft Shared\Web server extensions\15\TEMPLATE\LanguagelD
directory, where LanguagelD is the Language ID number for the language that you are installing. For
example, the United States English language pack installs to the
%COMMONPROGRAMFILES%\Microsoft Shared\Web Server Extensions\15\TEMPLATE\1033
directory. After you install a language pack, site owners and site collection administrators can create
sites and site collections based on the language-specific site templates by specifying a language when
they are creating a new SharePoint site or site collection.

Uninstalling language packs

If you no longer have to support a language for which you have installed a language pack, you can
remove the language pack by using the Control Panel. Removing a language pack removes the
language-specific site templates from the computer. All sites that were created that have those
language-specific site templates will no longer work (the URL will produce a HTTP 500 - Internal server
error page). Reinstalling the language pack will make the site functional again.

You cannot remove the language pack for the version of SharePoint 2013 that you have installed on
the server. For example, if you are running the Japanese version of SharePoint 2013, you cannot
uninstall the Japanese language support for SharePoint 2013.

See also

Capabilities and features in SharePoint 2013 Resource Center

Installation and Deployment for SharePoint 2013 Resource Center
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Add web or application servers to farms in
SharePoint 2013

Applies to: SharePoint Server 2013, SharePoint Foundation 2013
Topic Last Modified: 2014-07-28

Summary: Learn how to add a server to an existing SharePoint 2013 farm so the server can later be
configured for use as a front-end web server or as an application server.

The procedures in this article apply to a SharePoint 2013 farm that consists of at least two tiers. This
article does not describe how to convert a single-server deployment to a multiple-server farm.

In this article:

e Before you add a web or application server to a SharePoint farm

e Install prerequisite software

e Install the SharePoint software

e Add the new SharePoint server to the farm

e Configure the new server

Before you add a web or application server to a

SharePoint farm
jl Note:

Administrators typically use the SharePoint Central Administration website and the SharePoint
Management Shell to manage deployments. For information about accessibility for
administrators, see Accessibility for SharePoint 2013.

Because SharePoint 2013 runs as websites in Internet Information Services (l1S),
administrators and users depend on the accessibility features that browsers provide.
SharePoint 2013 supports the accessibility features of supported browsers. For more
information, see the following resources:

e Plan browser support

e Accessibility for SharePoint 2013
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e Accessibility features in SharePoint Products

e Keyboard shortcuts

e Touch

Determine server role

To add a new server to the farm, you must know its intended role to plan for additional or specialized
configurations and assess the potential effect of adding the server to a production environment.

j' Note:

A typical three-tier farm includes front-end web servers, an application server that also hosts
Central Administration, and a database server. The scope of this article is the front-end web
server and application server roles.

After you determine the role of the server in your farm topology, you must identify the services and
features that must be configured for the server to meet this role. This information will determine how
SharePoint 2013 is configured to provision the server for its role in either the web tier or the
application tier. For more information, see Manage service applications in SharePoint 2013.

The following illustration shows a SharePoint 2013 farm with two front-end web servers (Web-1 and
Web-2) that serve content. The only application server (App-1) hosts Central Administration and the
search components for the farm.
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Options for adding a server to a farm

Load balanced or routed requests

Web-1 and Web-2:
+ Serve web pages

Web tier

@i‘

Web-1

Application tier App-1:

Web-2

Central administration

« Basic services
i App- frrmn Search administration

component

L]

— | e « Crawl component

Database tier DB-1:
» Configuration database

|

|

|

|

| Central Administration
| DB-1 content

| l' Search administration
|

|

|

L ]

L]

database

Search administration
component

Crawl database
Property database

* ®

_.._-;:'E';;_ L — mi SharePoint 2013 Products

New server optu::-ns
A  New server, added to application tier and configured search for fault tolerance

EI New server, added to application tier for addition of new index partition

The following sections provide information about the general characteristics of the front-end web
server and application server roles.
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Front-end web server role

The fundamental role of a front-end web server is to host web pages, web services, and the Web Parts
that are required to process requests from users. The web server directs these requests to the
application server, which returns the results to the front-end web server.

Application server role

By default, the server that hosts Central Administration in a three-tier farm is an application server.
You can add application servers to host services that can be deployed to a single server and used by all
the servers in a farm.

Services with similar usage and performance characteristics can be logically grouped on a server, and
if it is necessary, hosted on multiple servers if a scale out is required to respond to performance or
capacity requirements. For example, client-related farm services such as Word Services and Word
Viewer can be combined into a service group and hosted on a dedicated server. In addition, some
services, such as the Managed Metadata service, can be configured as service application that can be
used by other farms.

In the farm illustration, there are two options to add an application server.

e In option A an additional server is configured to host an additional instance of all search
components. This will provide fault-tolerance for the search service.

e In option B an additional server is configured to host a second index partition. This will enable
indexing of more than 10 million documents.

In a three-tier farm that is running enterprise search, dedicated application servers are typically
configured to host individual search components. For more information, see Manage the search
topology in SharePoint Server 2013.

j' Note:

Distributing search is not an option for SharePoint 2013, where only a single search instance is
permitted for each content database.

Additional tasks

Before you start to install prerequisite software, you have to complete the following:

e Verify that the new server meets the hardware and software requirements described in Hardware
and software requirements for SharePoint 2013.

e Verify that you have the minimum level of permissions that are required to install and configure
SharePoint 2013 on a new server. You must be a member of the Farm Administrators SharePoint
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group and the Administrators group on the local server to complete the procedures in this article.
For more information, see Initial deployment administrative and service accounts in SharePoint
2013.

e Verify that you know the name of the database server on the farm to which you are connecting,
and the name of the configuration database if you are adding the server by using Windows
PowerShell commands.

e If youintend to use Windows PowerShell commands to add the server, verify that you meet the
following minimum memberships: SharePoint 2013 is installed.

e Securityadmin fixed server role on the SQL Server instance.
e db_owner fixed database role on all databases that are to be updated.
e Administrators group on the server on which you are running the Windows PowerShell cmdlets.

e An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use SharePoint
2013 cmdlets.

jl Note:

If you do not have permissions, contact your Setup administrator or SQL Server
administrator to request permissions. For additional information about Windows
PowerShell permissions, see Add-SPShellAdmin.

e Document the location of the SharePoint 2013 binary and log files on the existing farm servers.
We recommend that the location of these files on the new server map to the locations used on
the other servers in the farm. For more information, see Configure diagnostic logging in
SharePoint 2013.

"} Important:
If you change the location of the trace log to a non-system drive, change the location on
all the servers in the farm. Existing or new servers cannot log data if the location does not
exist. In addition, you will be unable to add new servers unless the path that you specify
exists on the new server. You cannot use a network share for logging purposes.

Install prerequisite software

Before you can install SharePoint 2013 and add a server to the farm, you must check for and install all
the prerequisite software on the new server. You do this by using the Microsoft SharePoint Products
Preparation Tool, which requires an Internet connection to download and configure SharePoint 2013
prerequisites. If you do not have an Internet connection for the farm servers, you can still use the tool
to determine the software that is required. You will have to obtain installable images for the required

141



software. For download locations, see Access to applicable software in "Hardware and software
requirements (SharePoint 2013)."

- Tip:
After you obtain a copy of the required software, we recommend that you create an
installation point that you can use to store the images. You can use this installation point to
install future software updates.

For detailed instructions about how to install the prerequisites, see Prepare the farm servers in the

article, Install SharePoint 2013 across multiple servers for a three-tier farm.

Install the SharePoint software

After you install the prerequisites, follow these steps to install SharePoint 2013 on the new server. For
detailed instructions about how to install SharePoint 2013, see Install SharePoint 2013 on a single
server with SOL Server.

To install SharePoint 2013

1. Verify that the user account that is performing this procedure is the Setup user account. For
information about the Setup user account, see Initial deployment administrative and service
accounts in SharePoint 2013.

2. From the product media or a file share that contains the SharePoint 2013 Products installation
files, run Setup.exe.

3. Onthe Start page, click the link to install SharePoint 2013.
4. Review and accept the Microsoft License Terms.

5. Onthe Server Type tab, select Complete.

E‘ Note:

You can choose to install only the components that are required for a front-end web
server. However, if you perform a complete installation, you have more flexibility to re-
purpose the server role in the farm in the future.

6. Accept the default file location where SharePoint 2013 will be installed or change the installation
path in order to suit your requirements.

o Tip:
As a best practice, we recommend that you install SharePoint 2013 on a drive that does
not contain the operating system.

142



7. When Setup finishes, a dialog box prompts you to run the SharePoint Products Configuration
Wizard. You can start the wizard immediately or from the Windows command prompt later.

Add the new SharePoint server to the farm

You add the new server to the farm by using one of the following procedures:

e To add a server by using the SharePoint Products Configuration Wizard

e To add a server by using Windows PowerShell

To add a new SharePoint 2013 server to the farm by using the SharePoint Products Configuration
Wizard

1. Verify that the user account that is performing this procedure is the Setup user account. For
information about the Setup user account, see Initial deployment administrative and service
accounts in SharePoint 2013.

2. Start the SharePoint 2013 Products Configuration Wizard.

e For Windows Server 2008 R2:

e Onthe new server, click Start, point to All Programs, click Microsoft SharePoint 2013
Products, and then click SharePoint 2013 Products Configuration Wizard.

e For Windows Server 2012:

e Onthe new server, on the Start screen, click SharePoint 2013 Products Configuration
Wizard.

If SharePoint 2013 Products Configuration Wizard is not on the Start screen:

e Right-click Computer, click All apps, and then click SharePoint 2013 Products
Configuration Wizard.

For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012 R2 and Windows Server
2012.

3. Onthe Welcome to SharePoint Products page, click Next.
4. Onthe Connect to a server farm page, click Connect to an existing server farm.

5. Click Next.
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10.

11.

12.

On the Specify Configuration Database settings page, type the name of the instance of SQL
Server in the Database server box, and then click Retrieve Database Names.

Select the name of the configuration database in the Database name list, and then click Next.

On the Specify Farm Security Settings page, type the name of the farm passphrase in the
Passphrase box, and then click Next.

On the Completing the SharePoint Products Configuration Wizard page, click Next.

On the server that hosts Central Administration, click Manage servers in this farm to verify that
the new server is part of the farm.

j' Note:

You can also verify a successful server addition or troubleshoot a failed addition by
examining the log files. These files are located on the drive on which SharePoint 2013 is
installed, in the %COMMONPROGRAMFILES%\Microsoft Shared\Web Server
Extensions\15\LOGS folder. For more information, see Monitor health in SharePoint
2013.

On the Servers in Farm page, click the name of the new server. Use the list of available services
on the Services on Server page to start the services that you want to run on the new server.

Configure SharePoint 2013 so that the new server can accommodate the role for which it was
intended. For more information, see Configure the new server.

To add a new SharePoint 2013 server to the farm by using Windows PowerShell

1.

Verify that you have the following memberships:

e securityadmin fixed server role on the SQL Server instance.
e db_owner fixed database role on all databases that are to be updated.

e Administrators group on the server on which you are running the Windows PowerShell
cmdlets.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint 2013 cmdlets.

j' Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Add-SPShellAdmin.

Start the SharePoint 2013 Management Shell.
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e For Windows Server 2008 R2:

e On the Start menu, click All Programs, click Microsoft SharePoint 2013 Products, and
then click SharePoint 2013 Management Shell.

e For Windows Server 2012:

e On the Start screen, click SharePoint 2013 Management Shell.
If SharePoint 2013 Management Shell is not on the Start screen:Right-click
e Computer, click All apps, and then click SharePoint 2013 Management Shell.

For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012 R2 and Windows Server
2012.

At the Windows PowerShell command prompt, type the following command to connect the server
to a configuration database:

Connect-SPConfigurationDatabase -DatabaseServer "<$DatabaseServer>" -
DatabaseName "<$RunSettings.ConfigurationbDatabaseName>" -Passphrase
"<$Passphrase>"

Where:

o <$DatabaseServer> is the name of the server that hosts the configuration database
e <$RunSettings.ConfigurationDatabaseName> is the name of the configuration database
e <S$Passphrase> is the passphrase for the farm

At the Windows PowerShell command prompt, type the following command to install the Help
File Collections:

Install-SPHelpCollection -All

At the Windows PowerShell command prompt, type the following command to install the Security
Resource for SharePoint 2013:

Initialize-SPResourceSecurity

At the Windows PowerShell command prompt, type the following command to install the basic
services:

Install-SPService

At the Windows PowerShell command prompt, type the following command to install all the
features:
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10.

Install-SPFeature -AllExistingFeatures

At the Windows PowerShell command prompt, type the following command to install application
content:

Install-SPApplicationContent

At the Windows PowerShell command prompt, type the following command to get a list of servers
in the farm.

Get-SPFarm | select Servers

j' Note:

You can also verify a successful server addition or troubleshoot a failed addition by
examining the log files. These files are located on the drive on which SharePoint 2013 is
installed, in the %COMMONPROGRAMFILES%\Microsoft Shared\Web Server
Extensions\15\LOGS folder. For more information, see Monitor health in SharePoint
2013.

Configure SharePoint 2013 so that the new server can accommodate the role for which it was
intended. For more information, see Configure the new server.

Configure the new server

The new server has no real functionality in the farm until you configure the services that are required

to support the role that you planned for the new server. For more information, see Configure services
and service applications in SharePoint 2013.

146



Add a database server to an existing farm
in SharePoint 2013

Applies to: SharePoint
Topic Last Modified: 2014-10-22

Summary: Learn how to add a new database server to an existing SharePoint farm.

You can add more database servers at any time to respond to business or operations requirements.
Because a database server contains the farm content, which can consist of diverse types of data and
can have a fast growing document collection, the size of the farm databases can grow quickly. Storage
capacity is often the key reason to add more database servers. Other reasons can include adding new
features, improving performance and high availability.

In this article:

e Before you beqin

e Prepare the new database server

e To provision the database server

e Configure and use the new database server

e To create a new web application

e To move a site collection by using Windows PowerShell

Before you begin

Normally, all that is required to add a database server to an existing SharePoint farm is to set up and
configure a new database server and join it to the farm by referencing the new server when you add a
feature or move database content to the new server. SharePoint 2013 automatically allocates and
assigns new database resources as necessary when they are required.

j' Note:

In the case of high availability, this is typically implemented as part of the initial farm topology
design and deployment and is not included in this article. For more information about high
availability for SQL Server 2008 R2 and SQL Server 2012, see High Availability Solution
Overview and High Availability Solutions (SQL Server).
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j' Note:

Because SharePoint 2013 runs as websites in Internet Information Services (l1S),
administrators and users depend on the accessibility features that browsers provide.
SharePoint 2013 supports the accessibility features of supported browsers. For more
information, see the following resources:

e Plan browser support

e Accessibility for SharePoint 2013

e Accessibility features in SharePoint 2013

e Keyboard shortcuts

e Touch

The procedures in this article are intended to show how to configure a new database server for a
specific task in SharePoint 2013.

Prepare the new database server

Before you can use the new database server, you must prepare it so that it can be used in a

SharePoint 2013 farm. Use the following steps as guidance to provision the new server.

i} Important:

IT policy may require a database administrator (DBA) to complete some or all steps in these
procedures.

To provision the database server

1.

Verify that the user account that is performing this procedure is a member of the SQL Server
database dbcreator fixed server role, the Farm Administrators SharePoint group, and
Administrators group on the server.

Review Hardware and software requirements for SharePoint 2013
Install the operating system, and make sure that the following conditions are satisfied:

e The disk configuration is the same as the existing server.

e The operating system is updated to the same service pack or hotfix level as the existing
server.

Install the same version of SQL Server that is installed on the existing farm database server.
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For information about how to install and configure SQL Server 2008 R2 with Service Pack 1 (SP1)
or SQL Server 2012 before you add them to an existing server farm, see SQL Server Installation
(SQL Server 2008 R2) or Quick-Start Installation of SQL Server 2012.

5. Configure SQL Server, and confirm the following:

e The database collation is LATIN1_General_CI_AS KS_WS.

e Alogon account is created for the SharePoint 2013 Setup user account. This account will
be the database owner for the new database.

6. Install the same SQL Server service packs and hotfixes that are installed on the existing database
server.

Configure and use the new database server

Use the following procedures as a guide to configure a new database server to host specific
SharePoint databases. This includes the following:

e (Create a new web application.
e Move a site collection to the new server.

You can use either the SharePoint Central Administration website or Windows PowerShell to create a
new web application. You must use Windows PowerShell to move a site collection.

To create a new web application

1. Verify that the user account that is performing this procedure is a member of the SQL Server
database dbcreator fixed server role and the Farm Administrators SharePoint group.

2. Use the Application Management page in the SharePoint Central Administration website to create
a new web site.

3. Configure either classic mode authentication (Windows authentication) or claims-based
authentication.

4. Configure IIS to use either the existing web site or create a new web site and configure the
following settings:

e Specify the port number that you want to use to access the web application.
e Provide the URL you want to use to access the web application (optional).

e Provide the path of the site directory on the server where the web site is hosted.
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5. Configure authentication and encryption for your web by using the following options.

e Negotiate (Kerberos) or NTLM authentication
e Anonymous access to the web site
e Secure Sockets Layer (SSL)

6. Provide a URL for the domain name for all sites that users will access in this web application.
7. Use the existing application pool or create a new one.
8. Configure security for the application pool (predefined or configurable).

9. Identify the database server, database name, and authentication method for your new web
application.

For detailed instruction, see Create a web application in SharePoint 2013.

To move a site collection by using Windows PowerShell

1. The SharePoint 2013 content database stores all site content for a farm, this includes the site
collection. Content databases can store more than one site collection. Whether you move a site
collection between database servers or between databases the procedure is the same. If the site
collection grows too large then it can be moved to a new content database using the same
procedure.

2. Verify that you have the following memberships:

e securityadmin fixed server role on the SQL Server instance.
e db_owner fixed database role on all databases that are to be updated.

e Administrators group on the server on which you are running the Windows PowerShell
cmdlets.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint 2013 cmdlets. For additional information about Windows PowerShell
permissions, see Add-SPShellAdmin.

3. Verify that the following conditions are true:

e The destination content database exists.

e The source content database and destination content database reside on the same
instance of SQL Server.
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e The source content database and destination content database are attached to the same
web application.

4. Determine the size of the source site collection and verify that the destination hard disk has at
least three times more free space than is required for the site collection.

Use the Get-SPSiteAdministration cmdlet to determine the size of a site collection. For more
information, see Get-SPSiteAdministration

5. Use the Move-SPSite cmdlet to move a site collection from the source content database to the
new content database. For more information, see Move-SPSite.

For detailed instructions, see Move site collections between databases in SharePoint 2013.

See also

Deploy Windows Server 2008 R2

Install and Deploy Windows Server 2012

SOL Server Installation (SOL Server 2008 R2)

Install SOL Server 2012
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Remove a server from a farm in SharePoint
2013

Applies to: SharePoint Server 2013, SharePoint Foundation 2013

Topic Last Modified: 2013-12-18

Summary: Learn how to remove a web server, application server, or database server from a
SharePoint 2013 farm.

There are three types of servers in a server farm running SharePoint 2013: web servers, application
servers, and database servers. The method that you use to remove a server from a SharePoint farm
varies depending on the type of server that you are removing from the farm.

In this article:

e Removing a web server or application server from a SharePoint farm

e Removing a database server from a SharePoint farm

e Remove a database server, web server, or application server from a SharePoint farm by using
Central Administration

j' Note:

Because SharePoint 2013 runs as websites in Internet Information Services (lIS),
administrators and users depend on the accessibility features that browsers provide.
SharePoint 2013 supports the accessibility features of supported browsers. For more
information, see the following resources:

e Plan browser support in SharePoint 2013
o Accessibility for SharePoint 2013

e Accessibility features in SharePoint 2013 Products

e Keyboard shortcuts

e Touch
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Removing a web server or application server from a
SharePoint farm

For information about uninstallation procedures that SharePoint 2013 supports, see Uninstall
SharePoint 2013.

Removing a server that contains a search topology component can affect future search activities. The
extent of that effect depends on the farm search topology. We recommend that you remove or
relocate any search topology components from a server before removing the server from the farm.

If you remove a server that hosts a crawl component, no index files are lost. However, you might
reduce or remove the capacity to crawl content.

You can lose index files in the following situations:

e The farm has only one query component, and you remove the server that hosts the query
component.

e You have configured the index to be partitioned and you delete the last query component in one
of the partitions. In this case, you will lose a portion of the index.

In either of these cases, a full crawl will have to be performed to re-create the index files.

You can deploy specific techniques to build fault tolerance into the search topology. If these
techniques are followed, the deliberate or unplanned removal of a server from the topology can be
absorbed without losing data and without affecting the ability to crawl or serve queries. (However,
performance can still be affected.) For more information, see Technical diagrams for SharePoint
2013.

Make sure that the server that you want to remove is not running any important site components. If
important services or components (such as a custom Web Part) are running on the server and are not
available on another server in the farm, removing the server can damage sites in the farm. For
example, if the server that you want to remove is the only application server in the farm that is
running the Business Data Connectivity service, removing the server can make any sites that rely on
that service stop working correctly.

Remove a web server or an application server from a farm by using
Control Panel

You can remove a web server or an application server from the server farm by uninstalling SharePoint
2013 from the server through Control Panel. When you uninstall SharePoint 2013 by using Control
Panel, you remove the program files and other information from the server.
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To remove a web server or an application server from a farm by using Control Panel
1. Verify that the user account that completes this procedure has the following credentials:

e The user account that performs this procedure is a member of the Administrators group
on the server.

2. Stop the services that are running on the server. For information about how to determine which
services are running on a specific server and stopping services, see Start or stop a service
(SharePoint 2013).

3. Onthe server that you want to remove from the farm, click Start, click Control Panel, and then
double-click Programs and Features.

4. In the list of currently installed programs, click SharePoint 2013, and then click Uninstall.

5. Click Continue at the confirmation prompt to uninstall the program.

Removing a database server from a SharePoint farm

To remove a database server from a farm without uninstalling SharePoint and therefore deleting the
data that was stored in the database, you must first move any databases that are hosted by that
server to another database server in the farm and then use Central Administration to remove the
database server from the farm.

You cannot remove a database server if it is the only database server available in the farm, or if it is
the database server that hosts the configuration database.

Y caution:
If you uninstall SharePoint 2013 from the server that is running Central Administration, you
will be unable to administer the server farm until you configure another server in the farm to
host the Central Administration site.

Remove a database server, web server, or application
server from a SharePoint farm by using Central
Administration

If a web server or application server is no longer available, or if uninstalling SharePoint 2013 from
Control Panel is not possible, you can remove the web server or application server from the farm by
using the SharePoint Central Administration website. Removing a server from the farm by using
Central Administration does not uninstall SharePoint 2013 from the server, nor does it make any sites
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on that server inaccessible. We recommend that you use the process described in Remove a web
server or an application server from a farm by using Control Panel to uninstall SharePoint 2013 instead

of using Central Administration to remove the server.

Removing the server from the farm by using Central Administration does not delete this information
from the server. Use the Central Administration procedure for removing database servers only, or for
removing a web server or an application server from the farm when the server is no longer available
to uninstall through Control Panel.

You can follow these steps to remove a web server, application server, or database server from the
farm. However, we recommend that you remove web servers and application servers from a farm by
using Control Panel, instead of by using Central Administration. For information, see To remove a web

server or an application server from a farm by using Control Panel.

Before you remove a database server from a farm, make sure that you have moved any databases
stored on that server to a different database server in your farm.

To remove a database server, web server, or application server from a SharePoint farm by using
Central Administration

1. Verify that the user account that completes this procedure has the following credentials:

e The user account that performs this procedure is a member of the Farm Administrators
SharePoint group.

e The user account that performs this procedure is a member of the Administrators group
on the server.

2. Stop the services that are running on the server. For information about how to determine which
services are running on a specific server and stopping services, see Start or stop a service
(SharePoint 2013).

3. Onthe SharePoint Central Administration website, in the System Settings section, click Manage
servers in this farm.

4. Onthe Servers in Farm page, locate the row that contains the name of the server that you want
to remove, and then click Remove Server.

5. Inthe warning that appears, click OK to remove the server or click Cancel to stop the operation.

The page updates, and the server that you removed no longer appears in the list of servers.

See also

Install SharePoint 2013
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Install and deploy SharePoint 2013 (IT pros) Resource Center
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Uninstall SharePoint 2013

Applies to: SharePoint Server 2013, SharePoint Foundation 2013
Topic Last Modified: 2014-07-09

Summary: SharePoint Server 2013 and SharePoint Foundation 2013 support a limited set of methods
to uninstall.

You remove SharePoint 2013 by uninstalling it from Control Panel. When you uninstall SharePoint
2013, most files and subfolders in the installation folders are removed. However, some files are not
removed. Also,

e Web.config files, index files, log files, and customizations that you might have are not
automatically removed when you uninstall SharePoint 2013.

e SQL Server databases are detached but are not removed from the database server.
e If you uninstall a single server that has a built-in database, SQL Server Express is not removed.

e When you uninstall SharePoint 2013, all user data remains in the database files.

Before you begin

Before you begin this operation, confirm that you have uninstalled all language packs that are on the
server.

j' Note:

Because SharePoint 2013 runs as websites in Internet Information Services (lIS),
administrators and users depend on the accessibility features that browsers provide.
SharePoint 2013 supports the accessibility features of supported browsers. For more
information, see the following resources:

e Plan browser support

e Accessibility for SharePoint 2013

e Accessibility features in SharePoint 2013 Products

e Keyboard shortcuts

e Touch
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Uninstall SharePoint 2013

Use this procedure to uninstall SharePoint 2013.
To uninstall SharePoint 2013

1. Verify that you are a member of the Farm Administrators group or a member of the
Administrators group on the local computer.

2. Onthe computer that runs SharePoint 2013, log on as a local or domain administrator.
3. Start Control Panel.

e For Windows Server 2008 R2:

e C(Click Start, and then click Control Panel.

e For Windows Server 2012:

e On the Start screen, click Control Panel.

For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012 R2 and Windows Server
2012.

4. Inthe Programs area, click Uninstall a program.
5. Inthe Uninstall or change a program dialog box, click Microsoft SharePoint Server 2013.
6. Click Change.

7. Onthe Change your installation of Microsoft SharePoint Server 2013 page, click Remove, and
then click Continue.

A confirmation message appears.

8. Click Yes to remove SharePoint 2013.
A warning message appears.

9. Click OK to continue.
A confirmation message appears.

10. Click OK.

You might be prompted to restart the server.
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E‘ Note:

If you did not remove the language template packs before you uninstalled and then
reinstalled SharePoint 2013, you must run Repair from the SharePoint Products Configuration
Wizard for each language template pack on the server. After the repair operation is complete,
you must restart the server. Finally, complete the language template pack configuration by
running the SharePoint Products Configuration Wizard.

See also

Add web or application servers to farms in SharePoint 2013

Remove a server from a farm in SharePoint 2013

Install SharePoint 2013 on a single server with a built-in database

Install SharePoint 2013 on a single server with SOL Server

Install SharePoint 2013 across multiple servers for a three-tier farm

Hardware and software requirements for SharePoint 2013

Installation and Deployment for SharePoint 2013 Resource Center

159


http://technet.microsoft.com/sharepoint/fp142376

Install and configure a virtual environment
for SharePoint 2013

Applies to: SharePoint Server 2013, SharePoint Foundation 2013

Topic Last Modified: 2014-10-31

Summary: Learn about permissions, accounts, security settings, and what you have to do to prepare
your Windows Server 2008 Hyper-V environment for SharePoint 2013.

The following downloadable resources, articles on TechNet, and related resources provide
information about how to prepare Hyper-V to support a SharePoint 2013 virtual farm.

Articles about SharePoint 2013 virtualization with
Hyper-V
TechNet articles about SharePoint 2013 virtualization with Hyper-V

The following articles about virtualization in SharePoint 2013 are available to view online. Writers
update articles on a continuing basis as new information becomes available and as users provide
feedback.

Content Provides

Use best practice configurations  Provides best practice guidance
for the SharePoint 2013 virtual ¢4 jnstall and configure virtual
machines and Hyper-V

machines for a SharePoint 2013
farm and the Hyper-V
virtualization host computer.

environment

Resources about Hyper-V installation and initial configuration

The following resources about Hyper-V are available from other subject matter experts.
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Microsoft | TechNet

Content

Getting Business Done With

Virtualization

Description

Visit the TechCenter to access
videos, community sites,
documentation, and more.

Virtualization: Prepare to
Virtualize

This TechNet Magazine article
provides an overview of the
preparation required to shift
applications to a virtual
environment.

as users provide feedback.

Content on MSDN

Content

e SharePoint 2013 on Azure

Infrastructure

e |Installing SharePoint 2013

on Azure Infrastructure
Services

Resources about SharePoint 2013 farms hosted on Azure

The following articles about how to deploy SharePoint 2013 on Azure Virtual Machines are available to
view online. Writers update articles on a continuing basis as new information becomes available and

Description

e Provides guidance to install
and configure a SharePoint
2013 farm in an Azure
environment.

e This tutorial provides step by

step instructions to create
an Azure environment and
then deploy a SharePoint
farm on Azure Virtual
Machines.
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Use best practice configurations for the
SharePoint 2013 virtual machines and
Hyper-V environment

Applies to: SharePoint Server 2013, SharePoint Foundation 2013

Topic Last Modified: 2014-10-22

Summary: Follow best practice recommendations to configure the SharePoint 2013 virtual machines
and the Windows Server 2008 Hyper-V infrastructure.

After you create a detailed architecture design and system specifications, you are ready to install and
configure the virtual environment for the SharePoint 2013 farm. To achieve the performance and
capacity goals that you identify in your detailed design and system specifications, you must have a
correctly configured virtual environment. One or more badly configured virtual machines or
virtualization hosts can significantly reduce performance.

This article discusses Windows Server 2008 Hyper-V technology configuration options and their
potential impact on the performance of the virtualization host computer, the virtual machines, and
the SharePoint 2013 farm in general. Key decision points and best practice configurations provide
guidance when you set up the virtual environment.

"} Important:
A wide range of features and installation options are available to set up and configure a
Hyper-V environment. Measurements focus on testing and guidance on the features and
configurations that provide quantifiable benefits and consider the known performance
characteristics of server roles in a SharePoint products farm.

In this article:

e |ntroduction and scope

e Review the general best practice quidance for virtualization

e Configure the Hyper-V host computer

e Install and configure virtual networking

e Create and configure the virtual machines

e Configure the memory for the virtual machines
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e Configure the processors for the virtual machines

e Configure the controllers and hard disks for the virtual machines

e Configure services and general settings

Introduction and scope

We recommend that you use a bottom up approach to configure the Hyper-V environment for the
SharePoint 2013 farm. Start with the Hyper-V host computer configuration and then work up to the
virtual layer to configure the virtual network components and the virtual machines.

Before you install and configure the Hyper-V environment, we recommend that you review the
following articles:

e Hardware Considerations for Hyper-V in Windows Server 2008

e Hyper-V Scalability in Windows Server 2012

e Hyper-V Getting Started Guide

Article scope

Several aspects about how to configure a virtual environment that are not discussed in detail are
documented in separate articles. Detailed information about the following subjects is out of scope for
this article:

e Business Continuity Management (high availability and disaster recovery) for a virtual
environment

e Securing a virtual environment (options and best practices)

Review the general best practice guidance for
virtualization

When you install and configure virtualization for a SharePoint 2013 farm, every configuration choice
that you make and implement has an effect on all other parts of the virtual environment. Your primary
goal is to create intended consequences and positive effects. To achieve this goal you have to
understand the interaction between the virtual and the physical, the inherent constraints. You also
have to follow best practice guidance when you set up the virtual farm.
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The first thing that you have to do before you install and configure your virtual environment is to
make sure that you install the latest version of the Hyper-V Best Practices Analyzer (BPA). You can get
this update from Update for Best Practices Analyzer for HYPER-V for Windows Server 2008 R2 x64
Edition (KB977238).

You can use Hyper-V Best Practices Analyzer to scan a server that is running the Hyper-V role and help
identify configurations that do not comply with the best practices of Microsoft for this role. BPA scans
the configuration of the physical computer, the virtual machines, and other resources, such as virtual
networking and virtual storage. No configuration changes are made by running the scan.

The scan results display the following information:
e Alist of issues that you can sort by severity

e Recommended fixes for issues

e Links to instructions

The best practices in the following table explain several aspects of virtualization and are not
necessarily specific to any virtualization technology.

j' Note:

Hyper-V partition terminology

Hyper-V provides three types of partitions: the root partition, the parent partition, and the
child partition. Each partition has its resources (memory and processor) and policies for device
use. The root partition is the original partition and it starts the hypervisor. The parent
partition calls the hypervisor to request the creation of new child partitions—the virtual
machines.
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Best practice guidance for virtualization

Best practice

Leave adequate memory for the Hyper-V
partitions.

Description

Calculate the total memory requirements for all
the virtual machines on the host and ensure that
there is enough available memory to meet Hyper-
V partition requirements.

i} Important:

For SharePoint products virtual machines,
we recommend 4 GB of RAM or more for
host computer operations.

Do not use the parent partition for services other
than Hyper-V.

Do not run additional roles or services on the
parent partition. Run them on the virtual
machines instead because the parent is
differentiated for scheduling.

Do not store host computer system files on drives
that are used for Hyper-V storage.

To reduce disk contention, do not store system
files (for example, Pagefile.sys) on hard disks that
are dedicated to storing virtual machine data.

Use a minimum of two physical network adapters.

For better network management and
performance, dedicate one adapter to virtual
machine network traffic and use the other
adapter for virtualization host network traffic.

Do not oversubscribe the CPU on the
virtualization host computer.

Review the supported ratio of virtual processors
per logical processor and avoid oversubscribing
the host computer CPU. The optimum virtual
processor:logical processor ratio is 1:1. For more
information, see Configure the processors for the
virtual machines.
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Best practice

Do not cross Non-uniform memory access
(NUMA) boundaries.

Description

Hyper-V spans NUMA nodes to assign physical
memory to a virtual machine; however, this does
reduce performance on the virtual machine. For
more information, see Configure the memory for
the virtual machines

Do not use snapshots in a production
environment.

Do not use snapshots for the virtual machines in a
SharePoint products production environment.
When you create a snapshot, Hyper-V creates a
new secondary drive for the virtual machine.
Write operations occur on the new drive and read
operations occur on both drives, which has the
same net affect as a differencing disk. Every
snapshot that you add reduces disk performance
further.

Configure the Hyper-V host computer

When you configure the Hyper-V host computer, we recommend that you consider the following

configuration options and best practices:

e Close the operating system management windows.

Hyper-V Manager and Virtual Machine Connection sessions consume resources. For example,

Hyper-V manager causes Windows Management Instrumentation (WMI) activity in the parent

partition. When you close the Virtual Machine Connection Manager, video emulation is disabled,

which eliminate this source of resource consumption.

e Avoid running programs such as anti-virus software on the parent partition.

Run them on the child partition if they are required.

e Use hardware that supports Second Level Address Translation (SLAT).

SLAT is hardware that is optimized for virtualization improves virtual machine performance, and

reduces processing load on the Windows hypervisor. For more information, see Hyper-V: List of

SLAT-Capable CPUs for Hosts.

e If your hardware supports Hyper-Threading, enable it.
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Hyper-Threading splits the CPU pipeline in two and makes a single core look like two cores.

Install and configure virtual networking

Hyper-V provides the level of networking robustness and configuration options that you expect to see
in a physical networking environment. There are, of course, some limitations because you are dealing
with virtual devices.

We recommend that you refer to the following documentation to prepare to install and configure
virtual networking.

e Understanding Networking with Hyper-V

e How does basic networking work in Hyper-V?

e Hyper-V: What are the uses for different types of virtual networks?

e Understanding Hyper-V VLANs

e Hyper-V VLANSs Part Il

e Configuring Virtual Networks

Hyper-V virtual networks

You can create and configure a Hyper-V virtual network before you install and configure virtual
machines. In addition, you can create more than one virtual network on a Hyper-V host computer.

E Note:

You cannot create more than one virtual network on a Hyper-V host computer if the computer
is running a Server Core installation of Windows Server 2008 or Windows Server 2008 R2.

Hyper-V provides three types of virtual networks that you can configure for virtual machines. The
following table provides a summary of these virtual networks and their characteristics.
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Virtual network types

Type

External

Description

Provides a communication link between virtual
machines and a physical network by creating an
association to a physical network adapter on the
host computer. Dedicate one physical adapter to
this type of network.

For security purposes you can isolate traffic
between virtual machines and other computers
on the physical network by clearing the Allow
management operating system to share this
network adapter setting. However, you will be
unable to connect to the management operating
system remotely.

Internal

Provides a communications link between the host
computer and the virtual machines. This provides
a degree of isolation from external network traffic
and is typically used in a test environment where
you want to connect to the virtual machines by
using the management operating system.

Private

Provides a communications link between the
virtual machines. They are completely isolated
from the host computer and this type of virtual
network is often used to set isolated test
domains.

'ﬁ' Important:

In a scenario where two internal (or private) virtual networks are created in Hyper-V and two

virtual machines are created on a separate IP subnet, these virtual machines cannot

communicate with one another. Because the virtual switch operates at layer 2 of the 1ISO/OSI

Network Model, you have to have a router to achieve routing at a higher level.
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After you create your virtual network, you can specify the range of media access control (MAC)
addresses that are automatically assigned to the virtual network adapters. Hyper-V enables you to
provide static MAC addresses to a virtual adapter to avoid collisions on the network.

- Tip:
John Howard's blog post, Hyper-V: MAC Address allocation and apparent network issues MAC
collisions can cause provides a very good explanation about MAC Address allocation and
associated network issues.

Windows Server 2008 R2 adds the option to configure MAC address spoofing (Enable Spoofing Of
MAC Addresses) in the virtual network adapter settings. For more information, see Configure MAC
Address Spoofing for Virtual Network Adapters.

Virtual local area networks (VLANS)

From a performance perspective, the ability to create virtual local area networks (VLANs) can provide
significant throughput gains. Because virtual machines on the same VLAN can communicate through
the virtual switch, network traffic is faster because it does not have to use the physical network
adapter. Another benefit of a VLAN configuration is the fact that, because it is software-based, a
virtual machine can easily be moved between hosts and still keeps its network configuration.

When you enable virtual LAN identification for the management operating system, you can assign a
VLAN identifier (ID), which is an integer that uniquely identifies a node that belongs to a particular
VLAN. If you use virtual LAN feature and a VLAN ID, note the following:

e The physical adapters must support VLAN tagging and this feature has to be enabled.

e Set the VLAN ID on either the virtual switch or on the virtual machine's network adapter instead of
the physical adapter.

e You can assign only one VLAN ID on the virtual switch.

Network adapters and virtual network switches

Hyper-V provides two kinds of virtual network adapters that you can configure for a virtual machine: a
network adapter and a legacy network adapter.

e A network adapter, also known as a synthetic adapter, is the preferred option for most virtual
machine configurations. The driver for this adapter is included with the integration services that
are installed with the Windows Server 2008 R2 guest operating system.
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e Alegacy adapter emulates an Intel 21140-based PCI Fast Ethernet Adapter, which results in a
lower data transfer than the network adapter. A legacy network adapter also supports network-
based installations because it can boot to the Pre-Boot Execution Environment (PXE).

Unless you have to use a legacy adapter until you can install the virtual machine driver or have to do a
network boot, we recommend that you configure a virtual machine with a network adapter. If you do
have to use a legacy adapter for a network installation, you can always add a network adapter later,
and then delete the legacy adapter.

NIC teaming is the process of grouping several physical NICs into one logical NIC, which can be used
for network fault tolerance and transmit load balance. The process of grouping NICs is called teaming.
Teaming has two purposes:

e Fault tolerance. Teaming more than one physical NIC to a logical NIC maximizes high availability.
Even if one NIC fails, the network connection does not stop and continues to operate on other
NICs.

e Load balancing. Balancing the network traffic load on a server can enhance the functionality of
the server and the network. Load balancing within network interconnect controller (NIC) teams
enables distributing traffic among the members of a NIC team so that traffic is routed among all

available paths.

jl Note:
Windows Server 2008 Service Pack 2 (SP2) and Windows Server 2008 R2 have no restrictions
that are associated with NIC Teaming and the Failover Clustering feature. In Windows Server
2008, the Microsoft Failover Cluster Virtual Adapter is compatible with NIC Teaming and
enables it to be used on any network interface in a Failover Cluster.

Windows Server 2008 R2 adds important new capabilities that you should use in your Hyper-V
environment if your servers and network hardware support them. We recommend that you
investigate the following networking options:

e Large Send Offload (LSO) and Checksum Offload (CSO). The virtual networks in Hyper-V support
LSO and CSO. In addition, if your physical network adapters support these capabilities, the virtual
traffic is offloaded to the physical network as necessary. Most network adapters support LSO and
Cso.

e Jumbo frames. With Windows Server 2008 R2, jumbo frame improvements converge to support
up to 6 times the payload per packet. This increases overall throughput and reduces CPU
utilization for large file transfers. Physical networks and virtual networks support jumbo frames.
This includes switches and adapters.
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j' Note:

For physical networks, all intervening network hardware such as switches must have
jumbo frame support enabled also.

e TCP chimney. This lets virtual NICs in child partitions to offload TCP connections to physical
adapters that support it, which reduces CPU utilization and other overhead.

e Virtual machine queue (VMQ). VMQ improves network throughput by distributing network traffic
for multiple VMs across multiple processors. This process reduces processor utilization by
offloading packet classification to the hardware and avoiding both network data copy and route
lookup on transmit paths. VMQ is compatible with most other task offloads and can coexist with
large send offload and jumbo frames.

Create and configure the virtual machines

Although Hyper-V supports several guest operating systems, SharePoint 2013 requires the 64-bit
edition of Windows Server 2008 R2 Service Pack 1 (SP1) Standard, Enterprise, or Data Center. For

more information about supported guest operating systems, see About Virtual Machines and Guest
Operating Systems

Hyper-V provides many configuration options and you can change a configuration, the amount of
memory for example, after the virtual machine is running as a SharePoint products farm server. With
the exception of adding a virtual hard disk drive for a SCSI controller, you have to shut down a virtual
machine before you can change its configuration.

Configure each virtual machine according to the requirements in Detailed design and system
specification process for a virtual SharePoint 2013 farm. Configure the following for each virtual
machine:

The BIOS setting to set the boot sequence (legacy network adapter, CD, IDE, or floppy disk)
e The amount of memory

e The number of virtual processors

e The type and number of controllers

e The type and number of hard disks

e The type and number of network adapters

In addition to the previous configurations, you also have the option to configure a DVD drive, COM
ports, and a virtual floppy disk.
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From a SharePoint products perspective, the primary configuration considerations are the memory;,
processor, and hard disks.

Configure the memory for the virtual machines

Configure memory on a virtual machine as you typically do for an application that runs on a physical
server. The memory allocation must be sufficient to reasonably handle the load at ordinary and peak
times. For SharePoint virtual machines, insufficient memory is the main cause of performance issues.

Before you install and configure the virtual machines on a Hyper-V host computer, calculate how
much memory is available for the virtual machines. The root partition must have sufficient memory to
provide services such as I/0 virtualization and management to support the child partitions. For
SharePoint products, we recommend that you allow a minimum of 4 GB of RAM for overhead on a
Hyper-V virtualization host computer.

After you factor in the 4 GB RAM reserve for the virtualization host, configure the virtual machines to
use the remaining memory.

Dynamic memory

Windows Server 2008 R2 SP1 has the option of configuring dynamic memory (with a minimum value
and maximum value) for virtual machines.

We do not support this option for virtual machines that run in a SharePoint 2013 environment. The
reason is that this implementation of dynamic memory does not work with every SharePoint feature.
For example, Distributed Cache and Search do not resize their caches when the allocated memory for
a virtual machine is dynamically changed. This can cause performance degradation, especially when
assigned memory is reduced.
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Non-uniform memory access (NUMA)

A very import aspect of virtual machine memory configuration is Non-uniform memory access
(NUMA). NUMA is a memory design that speeds up memory access by partitioning physical memory
so each processor in a multi-CPU has its own memory. For example, in a system with 8 cores and 32
GB of RAM, each core or node has 4 GB of physical memory. If a virtual machine is configured to use 8
GB of RAM, the system has to use memory in another node. Because crossing the NUMA boundary
can reduce virtual performance by as much as 8%, it is a best practice to configure a virtual machine to
use resources from a single NUMA node. For more information about NUMA, refer to the following
articles:

e Understanding Non-uniform Memory Access

e Determining NUMA node boundaries for modern CPUs

¢ NUMA Node Balancing

Configure the processors for the virtual machines

You can configure multiple virtual processors for a virtual machine, up to a limit of four processors.
You cannot configure more processors per virtual machine than there are logical (cores) processors on
the virtualization host. For example, given a dual core physical server, the limit is two virtual
processors for a virtual machine. Although Hyper-V supports up to eight virtual processors per core or
per thread, a configuration that exceeds this ratio (8:1) is known as being oversubscribed. For any
virtual machine that you use in a SharePoint 2013 farm, we recommend a ratio of 1:1. Oversubscribing
the CPU on the virtualization host can decrease performance, depending on how much the CPU is
oversubscribed. For more information, see Hyper-V VM Density, VP:LP Ratio, Cores and Threads

Configure the controllers and hard disks for the virtual
machines

You can use two controller options and several hard disk configurations for a virtual machine. Before
you configure storage for your virtual machines, read the following posts written by Jose Barreto, who
is a member of the File Server Team at Microsoft.

e Storage options for Windows Server 2008 Hyper-V

e More on Storage Options for Windows Server 2008 Hyper-V

You can select either Integrated Device Electronics or SCSI devices on virtual machines, as follows:
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e IDE devices: Hyper-V uses emulated devices with IDE controllers. You can have up to two IDE
controllers with two disks on each controller. The startup disk (also known as the boot disk) must
be attached to one of the IDE devices. The startup disk can be either a virtual hard disk or a
physical disk. Although a virtual machine must use an IDE device as the startup disk to start the
guest operating system, you have many options to choose from when you select the physical
device that will provide the storage for the IDE device.

e SCSI devices: Each virtual machine supports up to 256 SCSI disks (four SCSI controllers with each
controller supporting up to 64 disks). SCSI controllers use a type of device that was developed
specifically for use with virtual machines and use the virtual machine bus to communicate. The
virtual machine bus must be available when the guest operating system is started. Therefore,
virtual hard disks that are attached to SCSI controllers cannot be used as startup disks.

jl Note:

Physical SCSI devices typically provide better I/0 performance than physical IDE devices.
However, this is not the case for virtualized SCSI and IDE devices in Hyper-V. Support for
hot swappable hard disk drives, which the Hyper-V implementation of SCSI supports, is a
better reason for selecting SCSI drives than performance gains.

The version of Hyper-V released with Windows Server 2008 R2 provides significant improvements in
virtual hard disk performance. For more information, see Virtual Hard Disk Performance: Windows

Server 2008 / Windows Server 2008 R2 / Windows 7. For a summary of virtual machine drive options,

see the "How to choose your Hyper-V and VHD Storage Container Format" section of " Virtual Hard
Disk Performance: Windows Server 2008 / Windows Server 2008 R2 / Windows 7".

Hyper-V supports many storage options. For more information about the storage options, see
Planning for Disks and Storage.

You can use the following types of physical storage with a server that runs Hyper-V:

e Direct-attached storage: You can use Serial Advanced Technology Attachment (SATA), external
Serial Advanced Technology Attachment (eSATA), Parallel Advanced Technology Attachment
(PATA), Serial Attached SCSI (SAS), SCSI, USB, and Firewire.

e Storage area networks (SANs): You can use Internet SCSI (iSCSI), Fibre Channel, and SAS
technologies.

For more information, see Configuring Pass-through Disks in Hyper-V.

There is no generic storage solution for every virtual environment. Selecting the optimal virtual
machine drive option for your SharePoint 2013 servers requires research and extensive testing to
implement the best storage solution for your virtual environment. When you pick a storage solution
you must consider access performance, storage needs, and how much memory is used for the
advanced caching of virtual hard disk images.
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Configure services and general settings

In a Hyper-V environment, you can specify the configuration of virtual networking and the
configuration for each virtual machine. Additionally, you can configure how each virtual machine
interacts with the Hyper-V host computer, and also the stop and restart behavior if the running state
of the virtual machine is interrupted.

Integration services

Hyper-V includes a software package for supported guest operating systems that improves integration
between the physical computer and the virtual machine. This package is known as integration
services. You should verify that the management operating system (which runs the Hyper-V role) and
virtual machines are running the same version of integration services. For more information, see
Version Compatibility for Integration Services.

For each virtual machine you can configure the following integration items between the virtual
machine and the virtualization host computer:

e Operating system shutdown
e Time synchronization

e Data exchange

e Heartbeat

e Backup (volume snapshot)

"} Important:
Disable the time synchronization for each SharePoint virtual machine. SharePoint 2013
implements timer jobs extensively and the latency during time synchronization will cause
unpredictable results in the SharePoint environment.

Automatic stop and start

For each virtual machine you can configure automatic stop and start behavior if a physical computer
shuts down.

The options for stop are as follows:
e Save the virtual machine state.

The current state of the virtual machine is saved. When the virtual machine is started, Hyper-V
attempts to restore the virtual machine to the state it was in.
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e Turn off the virtual machine.
This is the equivalent of pulling the power plug on a server.
e Shut down the guest (virtual machine) operating system.
This is the equivalent of shutting down a computer by using the Windows Shut down option.

For a SharePoint products virtual machine, do not configure the virtual machine to save state. Virtual
machines that start from saved state will be out of synchronization with the other servers in the farm.
We recommend that you configure the virtual machine to use a shutdown because it minimizes that
chances that the virtual machine can be corrupted. When a shutdown happens, all timer jobs that are
running can finish, and there will be no synchronization issues when the virtual machine restarts.

The opposite of an automatic stop is an automatic start. Hyper-V provides the following startup
options when the physical server restarts:

e Do nothing.

You have to start the virtual machine manually regardless of its state when the physical server
shut down.

e Automatically start if the virtual machine was running when the service stopped.
e Always start this virtual machine automatically.
Hyper-V starts the virtual machine regardless of its state when the physical server shut down.

We recommend that you select either of the first two options. Both options are acceptable. However,
the decision is ultimately up to the IT team that manages and maintains the virtual environment.

In addition to the previous start options, you can configure a startup time delay for a virtual machine.
We recommend that you do this to reduce resource contention on a virtualization host. However, if
your start option is to do nothing, this is not an issue.

See also

Use best practice configurations for the SharePoint 2013 virtual machines and Hyper-V environment

Overview of farm virtualization and architectures for SharePoint 2013

Installation and Deployment for SharePoint 2013 Resource Center

Capabilities and features in SharePoint 2013 Resource Center
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Configure SharePoint 2013

Applies to: SharePoint Server 2013, SharePoint Foundation 2013
Topic Last Modified: 2013-12-18

Summary: Lists articles that describe how to configure settings (such as services, authentication, and
specific features) after you install SharePoint 2013.

After you install SharePoint 2013, you must configure several additional settings to enable key
features in your farm. The articles in this section provide steps for configuring these settings.

TechNet articles about how to configure settings for
the server farm

The following articles about how to configure settings for the server farm are available to view online.
Writers update articles on a continuing basis as new information becomes available and as users
provide feedback.

Content Description

Configure authentication These articles describe how to
infrastructure in SharePoint 2013 configure the infrastructure for

user, server-to-server, and app
authentication.

& &

Configure availability and Learn about the options for
recovery solutions for SharePoint providing high availability and
2013

disaster recovery solutions for
SharePoint 2013.

Configure email integration fora  These articles describe how to
SharePoint 2013 farm

&)

configure incoming and outgoing
e-mail in the server farm.
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Content

Configure licensing in
SharePoint Server 2013

Description

Learn about new licensing
functionality and how to
configure licensing in SharePoint
Server 2013.

Configure mobile accounts in
SharePoint 2013

Learn how to subscribe to SMS
alerts for your mobile device in
SharePoint Server 2013.

Configure Request Manager in
SharePoint Server 2013

Learn how Request Manager can
route and throttle incoming
requests to help improve
performance and availability.

Configure services and service
applications in SharePoint 2013

These articles describe how to
configure services and service
applications.

Configure usage and health
data collection in SharePoint
2013

Learn how to configure usage
and health data collection.

[T
o

Ll

0O @0 ©

Configure Business Connectivity
Services solutions for SharePoint
2013

Find links to procedures to help
you install and configure
Business Connectivity Services
for SharePoint 2013 on-premises
and other scenarios.

D>

(1
o

Ll

\

Configure eDiscovery in
SharePoint Server 2013

Learn the steps to set up and
configure eDiscovery in
SharePoint Server 2013 and
Exchange Server 2013.

A

O

Configure Exchange task
synchronization in SharePoint
Server 2013

Configure Exchange Server 2013
and SharePoint Server 2013 for
task synchronization by using
the SharePoint Server 2013 Task
Synchronization feature.
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Content

Configure site mailboxes in
SharePoint Server 2013

Description

Configure Exchange Server 2013
and SharePoint Server 2013 for
team email by using the
SharePoint Server 2013 Site
Mailboxes feature.

1)
bo
mpY

Configure social computing
features in SharePoint Server
2013

These articles describe how to
configure social computing
features. This includes My Sites,
Community Sites, and
microblogging in SharePoint
Server 2013.

1)
bo
miY

Configure web content
management solutions in
SharePoint Server 2013

Learn how to configure
SharePoint web content
management solutions that use
cross-site collection publishing in
SharePoint Server 2013.

4
22[7]

Configure workflow in
SharePoint Server 2013

Learn how to install and
configure Workflow Manager in
SharePoint Server 2013.

Additional resources about how to configure settings

for the server farm

The following resources about how to configure settings for the server farm are available from other

subject matter experts.

Micrasoft | TechMNet

Content

Installation and Deployment for

SharePoint 2013 Resource
Center

Description

Visit the Resource Center to
access videos, community sites,
documentation, and more.
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Service application and service
management (SharePoint 2013)

Applies to: SharePoint Server 2013, SharePoint Foundation 2013

Topic Last Modified: 2013-12-18

Summary: Learn about service application infrastructure and how service applications and services
can be managed by farm administrators in SharePoint 2013.

In this section
e About service applications and services in SharePoint 2013

Provides an introduction to the logical infrastructure of service applications and services.
e Share service applications across farms in SharePoint 2013

Describes the process and cautions that are involved in sharing service applications across farms in
SharePoint 2013.

e Start or stop a service (SharePoint 2013)

Describes how services can be started, stopped, and configured.
e Manage service applications in SharePoint 2013

Describes how to manage, create, configure, and share service applications.
e Configure automatic password change in SharePoint 2013

Learn about how to configure the automatic password changes in SharePoint 2013.

See also
Web applications management in SharePoint Server 2013

Technical diagrams for SharePoint 2013
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Configure authentication infrastructure in
SharePoint 2013

Applies to: SharePoint Server 2013, SharePoint Foundation 2013

Topic Last Modified: 2014-09-10

Summary: Find resources to help you configure the infrastructure for user, server-to-server, and app
authentication in SharePoint 2013.

The following articles on TechNet and related resources provide information about how to configure
authentication infrastructure.

TechNet articles about how to configure authentication
infrastructure

The following articles about how to configure authentication infrastructure in SharePoint 2013 are
available to view online. Writers update articles on a continuing basis as new information becomes
available and as users provide feedback.

@ Content Description

Configure forms-based Describes the steps to configure
authentication for a claims-based forms-based authentication
web application in SharePoint
2013

using a Lightweight Directory
Access Protocol (LDAP)
membership provider.

Configure SAML-based claims Describes the steps to configure
authentication with AD FS in Security Assertion Markup
SharePoint 2013

Language (SAML)-based claims
authentication using Active
Directory Federation Services
(AD FS) 2.0.
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Content

Configure server-to-server
authentication in SharePoint
2013

Description

These articles describe the steps
to configure server-to-server
authentication.

Configure app authentication in
SharePoint Server 2013

Describes the steps to configure
app authentication for
SharePoint Server 2013.

Configure client certificate
authentication for SharePoint
2013

Describes how to configure user
authentication with client
certificates.

Replace the STS certificate for
the on-premises environment

Learn how to replace a Security
Token Service (STS) certificate
for an on-premises farm in
SharePoint Server 2013.

Implement SAML-based
authentication in SharePoint
Server 2013

Learn how to implement SAML-
based authentication in
SharePoint 2013.

Migration of Windows claims
authentication to SAML-based
claims authentication in
SharePoint Server 2013

Learn how to migrate from
Windows claims authentication
to SAML-based authentication in
SharePoint 2013.

Implications of Claims Mode
Authentication on service

applications

Learn how to migrate Windows
claims authentication to SAML-
based authentication on service
applications in SharePoint 2013.

How to turn on and off the
multiple metadata formats for
JSON in SharePoint Server 2013

Learn how to turn on and off the
multiple metadata formats for
the JavaScript Object Notation
(JSON) feature in a SharePoint
Server 2013 environment.
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See also

Create a web application in SharePoint 2013

What's new in authentication for SharePoint 2013

Plan authentication in SharePoint 2013
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Configure forms-based authentication for a
claims-based web application in SharePoint
2013

Applies to: SharePoint Server 2013, SharePoint Foundation 2013

Topic Last Modified: 2014-10-23

Summary: Learn how to configure forms-based authentication with an LDAP provider for a new
SharePoint 2013 web application.

This article provides guidance for configuring forms-based authentication for a SharePoint 2013 web
application that uses a Lightweight Directory Access Protocol (LDAP) membership provider. Forms-
based authentication is an identity management system that is based on ASP.NET membership and
role provider authentication. Forms-based authentication in SharePoint 2013 is a claims-based
authentication method. For more information about the use of forms-based authentication, see the
“Implementing forms-based authentication” section of Plan for user authentication methods in
SharePoint 2013.

"} Important:
The steps in this article apply to SharePoint Server 2013.

For a version of these procedures that are configured in a standardized test lab, see Test Lab Guide:
Demonstrate forms-based claims authentication for SharePoint Server 2013.

Before you begin

Before you begin this operation, you should be familiar with the concepts in Plan for user
authentication methods in SharePoint 2013.

jl Note:

Because SharePoint 2013 runs as websites in Internet Information Services (lIS),
administrators and users depend on the accessibility features that browsers provide.
SharePoint 2013 supports the accessibility features of supported browsers. For more
information, see the following resources:

e Plan browser support

e Accessibility for SharePoint 2013
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e Accessibility features in SharePoint 2013

e Keyboard shortcuts

e Touch

Process overview

This configuration has the following phases that must be performed in consecutive order:

e Phase 1: Create a new Web application that uses forms-based authentication with Central
Administration

e Phase 2: Configure the Web.Config files for an LDAP membership provider

Within each phase, the set of procedures must also be performed in consecutive order.

For an alternative to creating the new web application by using Central Administration, see Create a
new web application that uses forms-based authentication with Windows PowerShell.

Phase 1: Create a new web application that uses
forms-based authentication with Central
Administration

Perform the steps in the following procedure to create a web application that uses forms-based
authentication with Central Administration.

To create a new web application that uses forms-based authentication with Central Administration
1. Verify that the user account that is performing this procedure is a site collection administrator.
2. Start SharePoint 2013 Central Administration.

e For Windows Server 2008 R2:

e Click Start, click Microsoft SharePoint 2013 Products, and then click SharePoint 2013
Central Administration.

e For Windows Server 2012:

e On the Start screen, click SharePoint 2013 Central Administration.

If SharePoint 2013 Central Administration is not on the Start screen:
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e Right-click Computer, click All apps, and then click SharePoint 2013 Central
Administration.

For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012.

3. In Central Administration, in the Application Management section, click Manage web
applications.

4. Inthe Contribute group of the ribbon, click New.

5. Inthe Claims Authentication Types section of the Create New Web Application dialog box,
select Enable Forms Based Authentication (FBA).

6. Type a membership provider name in ASP.NET Membership provider name and a role manager
name in ASP.NET Role manager name.

In the example Web.Config files depicted in this article, the membership provider is membership
and the role manager is rolemanager.

7. Configure the other settings for this new web application as needed, and then click OK to create
it.

8. When prompted with the Application Created dialog box, click OK.

Phase 2: Configure the Web.Config files for an LDAP
membership provider

After you successfully create the new web application, modify the following Web.Config files in every
web front-end server in the farm:

e The Central Administration web application Web.Config file

e The Security Token Service Web.Config file

e The new web application Web.Config file

Configure the Central Administration Web.Config file

The following procedure configures the Central Administration web site to recognize and use the new
forms-based membership provider and role manager.
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To configure the Central Administration Web.Config file

1. Click Start, point to Administrative Tools, and then click Internet Information Services (IIS)
Manager.

2. Inthe console tree, open the server name, and then Sites.
3. Right-click the SharePoint Central Administration v4 site, and then click Explore.
4. Inthe folder window, double-click the Web.Config file.

5. Inthe <Configuration> section, find the <system.web> section and add the following
example entry:

<membership defaultProvider="AspNetSqglMembershipProvider">
<providers>
<add name="membership"

type="Microsoft.Office.Server.Security.LdapMembershipProvider,
Microsoft.Office.Server, Version=15.0.0.0, Culture=neutral,
PublicKeyToken=71e9%cellle9429c"

server="yourserver.com"

port="389"

useSSL="false"

userDNAttribute="distinguishedName"

userNameAttribute="sAMAccountName"

userContainer="0U=UserAccounts, DC=internal, DC=yourcompany, DC=distinguishedName

(of your userContainer)"
userObjectClass="person"
userFilter=" (ObjectClass=person)"
scope="Subtree"
otherRequiredUserAttributes="sn,givenname,cn" />
</providers>
</membership>

<roleManager enabled="true" defaultProvider="AspNetWindowsTokenRoleProvider"

<providers>
<add name="roleManager"
type="Microsoft.Office.Server.Security.LdapRoleProvider,
Microsoft.Office.Server, Version=15.0.0.0, Culture=neutral,
PublicKeyToken=71e9%cell1e9429c"
server="yourserver.com"
port="389"
useSSL="false"
groupContainer="DC=internal, DC=yourcompany, DC=distinguishedName
your groupContainer)"
groupNameAttribute="cn"
groupNameAlternateSearchAttribute="samAccountName"
groupMemberAttribute="member"
userNameAttribute="sAMAccountName"
dnAttribute="distinguishedName"
groupFilter="((ObjectClass=group)"
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userFilter="((ObjectClass=person)"
scope="Subtree" />
</providers>
</roleManager>

In the preceding entry, substitute the following:

e The name of your membership provider in <add name="membership".

e The fully qualified domain name (FQDN) of your domain controller (your LDAP server) in

server="yourserver.com".

e The distinguished name of your user container in
userContainer="0U=UserAccounts, DC=internal, DC=yourcompany, DC=distin
guishedName (of your userContainer)".

e The name of your role manager in <add name="roleManager".

e The distinguished name of your group container in
groupContainer="DC=internal, DC=yourcompany, DC=distinguishedName (of

your groupContainer)".

After you add this entry, save and close the Web.Config file.

Configure the Security Token Service Web.Config file

The following procedure configures the Security Token Service to recognize and use the new forms-
based membership provider and role manager.

To configure the Security Token Service Web.Config file

1. Inthe console tree of Internet Information Services (I1IS) Manager, open the SharePoint Web
Services site.

2. Inthe console tree, right-click SecurityTokenServiceApplication, and then click Explore.
3. Inthe folder window, double-click the Web.Config file.

4. Inthe <Configuration> section, create a new <system.web> section and add the following
example entry:

<membership>
<providers>
<add name="membership"

type="Microsoft.Office.Server.Security.LdapMembershipProvider,
Microsoft.Office.Server, Version=15.0.0.0, Culture=neutral,
PublicKeyToken=71e%cellle9429c"

server="yourserver.com"

port="389"
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useSSL="false"
userDNAttribute="distinguishedName"
userNameAttribute="sAMAccountName"
userContainer="0U=UserAccounts,DC=internal, DC=yourcompany, DC=com"
userObjectClass="person"
userFilter=" (&amp; (ObjectClass=person) )"
scope="Subtree"
otherRequiredUserAttributes="sn, givenname,cn" />
</providers>
</membership>
<roleManager enabled="true" >
<providers>
<add name="rolemanager"
type="Microsoft.Office.Server.Security.LdapRoleProvider,
Microsoft.Office.Server, Version=15.0.0.0, Culture=neutral,
PublicKeyToken=71e9bcellle9429c"
server="yourserver.com"
port="389"
useSSL="false"
groupContainer="DC=internal, DC=yourcompany, DC=com"
groupNameAttribute="cn"
groupNameAlternateSearchAttribute="samAccountName"
groupMemberAttribute="member"
userNameAttribute="sAMAccountName"
dnAttribute="distinguishedName"
groupFilter=" (&amp; (ObjectClass=group))"
userFilter=" (&amp; (ObjectClass=person) )"
scope="Subtree" />
</providers>
</roleManager>

In the preceding entry, substitute the following:

e The name of your membership provider in <add name="membership".
e The FQDN of your domain controller (your LDAP server) in server="yourserver.com".

e The distinguished name of your user container in
userContainer="0U=UserAccounts, DC=internal, DC=yourcompany, DC=com".

e The name of your role manager in <add name="roleManager".

e The distinguished name of your group container in
groupContainer="DC=internal, DC=yourcompany, DC=com".

After you add this entry, save and close the Web.Config file.

Configure the new web application Web.Config file

The following procedure configures the new web application to recognize and use the new forms-
based membership provider and role manager.
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To configure the new web application Web.Config file

1.

In the console tree of Internet Information Services (lIS) Manager, right-click the site that
corresponds to the name of the web applications that you just created, and then click Explore.

In the folder window, double-click the Web.Config file.
Inthe <Configuration> section, find the <system.web> section.

Find the <membership defaultProvider="i"> section and add the following example entry
to the <Providers> section:

<add name="membership"
type="Microsoft.Office.Server.Security.LdapMembershipProvider,
Microsoft.Office.Server, Version=15.0.0.0, Culture=neutral,
PublicKeyToken=71e%cell1e9429c"
server="yourserver.com"
port="389"
useSSL="false"
userDNAttribute="distinguishedName"
userNameAttribute="sAMAccountName"
userContainer="0U=UserAccounts,DC=internal, DC=yourcompany, DC=com"
userObjectClass="person"
userFilter=" (&amp; (ObjectClass=person) )"
scope="Subtree"
otherRequiredUserAttributes="sn,givenname,cn" />

In the preceding entry, substitute the following:

e The name of your membership provider in <add name="membership".
e The FQDN of your domain controller (your LDAP server) in server="yourserver.com".

e The distinguished name of your user container in
userContainer="0U=UserAccounts, DC=internal, DC=yourcompany, DC=com".

Find the <roleManager defaultProvider="c" enabled="true"
cacheRolesInCookie="false"> section and add the following example entry to the
<Providers> section

<add name="roleManager"
type="Microsoft.Office.Server.Security.LdapRoleProvider,
Microsoft.Office.Server, Version=15.0.0.0, Culture=neutral,
PublicKeyToken=71e%cellle9429c"
server="yourserver.com"
port="389"
useSSL="false"
groupContainer="DC=internal, DC=yourcompany, DC=com"
groupNameAttribute="cn"
groupNameAlternateSearchAttribute="samAccountName"
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groupMemberAttribute="member"
userNameAttribute="sAMAccountName"
dnAttribute="distinguishedName"
groupFilter=" (&amp; (ObjectClass=group))"
userFilter=" (&amp; (ObjectClass=person) )"
scope="Subtree" />

In the preceding entry, substitute the following:
e The name of your role manager in <add name="roleManager".
e The FQDN of your domain controller (your LDAP server) in server="yourserver.com".

e The distinguished name of your group container in
groupContainer="DC=internal, DC=yourcompany, DC=com".

After you add the preceding entry, save and close the Web.Config file.

% Warning:
Do not overwrite any existing entries in this Web.Config file.

Create a new web application that uses forms-based
authentication with Windows PowerShell

Perform the following procedure to create a web application that uses forms-based authentication
with Windows PowerShell.

To create a new web application that uses forms-based authentication with Windows PowerShell
1. Verify that you have the following memberships:

e securityadmin fixed server role on the SQL Server instance.
e db_owner fixed database role on all databases that are to be updated.

e Administrators group on the server on which you are running the Windows PowerShell
cmdlets.

e Add memberships that are required beyond the minimums above.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint 2013 Products cmdlets.
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j' Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Add-SPShellAdmin.

2. Start the SharePoint 2013 Management Shell.

e For Windows Server 2008 R2:

e Inthe SharePoint 2013 environment, on the Start menu, click All Programs, click
Microsoft SharePoint 2013 Products, and then click SharePoint 2013 Management
Shell.

e For Windows Server 2012:

e In the SharePoint 2013 environment, on the Start screen, click SharePoint 2013
Management Shell.

If SharePoint 2013 Management Shell is not on the Start screen:
e Right-click Computer, click All apps, and then click SharePoint 2013 Management Shell.

For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012.

3. From the Windows PowerShell command prompt, type the following:

Sap = New-SPAuthenticationProvider -ASPNETMembershipProvider <Membership
Provider Name> -ASPNETRoleProviderName <Role Manager Name>

Swa = New-SPWebApplication -Name <WName> -ApplicationPool <ApplicationpPool>
-ApplicationPoolAccount <ApplicationPoolAccount> -Url <URL> -Port <Port> -
AuthenticationProvider $ap

Example

Sap = New-SPAuthenticationProvider -Name "ClaimsForms" -
ASPNETMembershipProvider "membership" -ASPNETRoleProviderName
"rolemanager"

Swa = New-SPWebApplication -Name "FBA Web App" -ApplicationPool "Claims
App Pool" -ApplicationPoolAccount "internallappool" -Url
http://contoso.com -Port 1234 -AuthenticationProvider $ap

j' Note:

The value of the ApplicationPoolAccount parameter must be a managed account on the
farm.
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4. After you successfully create the new web application, modify the following Web.Config files:

e The Central Administration web application Web.Config file

e The Security Token Service Web.Config file

e The new web application Web.Config file

5. After you change the Web.Config files, create a SPClaimsPrincipal and a site collection, as shown
in the following example:

Scp = New-SPClaimsPrincipal -Identity "membership:SiteOwner" -
IdentityType FormsUser

$sp = New-SPSite http://servername:port -OwnerAlias $cp.Encode() -
Template "STS#0"

For more information, see New-SPClaimsPrincipal.

j' Note:

We recommend that you use Windows PowerShell when performing command-line
administrative tasks. The Stsadm command-line tool has been deprecated, but is included to
support compatibility with previous product versions.

See also
Plan for user authentication methods in SharePoint 2013

Test Lab Guide: Demonstrate forms-based claims authentication for SharePoint Server 2013
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Configure SAML-based claims
authentication with AD FS in SharePoint
2013

Applies to: SharePoint Server 2013, SharePoint Foundation 2013
Topic Last Modified: 2014-07-23

Summary: Learn how to configure Security Assertion Markup Language (SAML)-based claims
authentication using Active Directory Federation Services version 2.0 (AD FS).

The procedures in this article describe how to configure AD FS to act as an Identity Provider Security
Token Service (IP-STS) for a SharePoint 2013 web application. In this configuration, AD FS issues SAML-
based security tokens consisting of claims so that client computers can access web applications that
use claims-based authentication. You can use an alternative identity provider than AD FS, but it must
support the WS-Federation standard.

For information about why you would use SAML-based authentication, see Plan for user
authentication methods in SharePoint 2013.

You can use AD FS with the Windows Server 2012, Windows Server 2008, or Windows Server 2008 R2
operating systems to build a federated identity management solution that extends distributed
identification, authentication, and authorization services to web-based applications across
organization and platform boundaries. By deploying AD FS, you can extend your organization’s existing
identity management capabilities to the Internet.

For a version of these procedures that are configured in a standardized test lab, see Test Lab Guide:
Demonstrate SAML-based Claims Authentication with SharePoint Server 2013.

Before you begin

Before you begin this operation, you should be familiar with the concepts in the following article:

e Plan for user authentication methods in SharePoint 2013

jl Note:

Because SharePoint 2013 runs as websites in Internet Information Services (lIS),
administrators and users depend on the accessibility features that browsers provide.
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SharePoint 2013 supports the accessibility features of supported browsers. For more
information, see the following resources:

e Plan browser support

e Accessibility for SharePoint 2013

e Accessibility features in SharePoint 2013

e Keyboard shortcuts

e Touch

Process overview

This configuration has the following phases that must be performed in consecutive order:

e Phase 1: Install and configure an AD ES server

e Phase 2: Configure AD FS with the web application as a relying party

e Phase 3: Configure SharePoint 2013 to trust AD FS as an identity provider

e Phase 4: Configure web applications to use claims-based authentication and AD FS as the trusted
identity provider

Within each phase, the set of procedures must also be performed in consecutive order.

Phase 1: Install and configure an AD FS server

You must install and configure a server that runs AD FS 2.0. For more information, see the AD FS 2.0
Deployment Guide (http://go.microsoft.com/fwlink/p/?Linkld=191723).

Phase 2: Configure AD FS with the web application as
a relying party

This phase has the following procedures:

1. Configure AD FS for a relying party

2. Configure the claim rule

3. Export the token signing certificate
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Configure AD FS for a relying party

Use the procedure in this section to configure a relying party. The relying party defines how the AD FS

recognizes the relying party application and issues claims to it.

To configure AD FS for a relying party

1.

10.

11.

12.

13.

Verify that the user account that is performing this procedure is a member of the Administrators
group on the local computer. For additional information about accounts and group memberships,
see Understanding Local Users and Groups

On the AD FS server, open the Active Directory Federation Services (AD FS) 2.0 Management
console.

In the navigation pane, expand Trust Relationships, and then double-click the Relying Party
Trusts folder.

In the right pane, click Add Relying Party Trust.

This opens the Active Directory Federation Services (AD FS) 2.0 configuration wizard.
On the Welcome to the Add Relying Party Trust Wizard page, click Start.

Select Enter data about the relying party manually, and then click next.

Type a relying party name and then click Next.

Make sure Active Directory Federation Services (AD FS) 2.0 Profile is selected, and then click
Next.

Do not use an encryption certificate. Click Next.
Click to select the Enable support for the WS-Federation Passive protocol check box.

In the WS-Federation Passive protocol URL field, type the name of the web application URL,
and append /_trust/ (for example, https:// appl.contoso.com/_trust/). Click Next.

jl Note:

The name of the URL has to use Secure Sockets Layer (SSL).

Type the name of the relying party trust identifier (for example, urn:sharepoint:contoso), and
then click Add. Click Next. Note that this will be the realm value when you configure a new
SPTrustedldentityTokenlssuer in Phase 3.

Select Permit all users to access this relying party. Click Next.
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14. On the Ready to Add Trust page, there is no action required, click Next.

15. On the Finish page, click Close. This opens the Rules Editor Management console. Use this
console and the next procedure to configure the mapping of claims from your chosen directory
source to SharePoint 2013.

Configure the claim rule

Use the procedure in this step to send values of a Lightweight Directory Access Protocol (LDAP)
attribute as claims and specify how the attributes will map to the outgoing claim type.

To configure a claim rule

1. Verify that the user account that is performing this procedure is a member of the Administrators
group on the local computer. For additional information about accounts and group memberships,
see Default local groups

2. Onthe Issuance Transform Rules tab, click Add Rule.

3. Onthe Select Rule Template page, select Send LDAP Attributes as Claims. Click Next.
4. On the Configure Rule page, type the name of the claim rule in the Claim rule name field.
5. From the Attribute Store drop-down list, select Active Directory.

6. Inthe Mapping of LDAP attributes to outgoing claim types section, under LDAP Attribute,
select E-Mail-Addresses.

7. Under Outgoing Claim Type, select E-Mail Address.
8. Under LDAP Attribute, select User-Principal-Name.
9. Under Outgoing Claim Type, select UPN.

10. Click Finish, and then click OK.

Export the token signing certificate

Use the procedure in this section to export the token signing certificate of the AD FS server with which
you want to establish a trust relationship, and then copy the certificate to a location that SharePoint
2013 can access.
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To export a token signing certificate

1. Verify that the user account that is performing this procedure is a member of the Administrators
group on the local computer. For additional information about accounts and group memberships,
see Default local groups

2. Onthe AD FS server, open the Active Directory Federation Services (AD FS) 2.0 Management
console.

3. Inthe navigation pane, expand Service, and then click the Certificates folder.

4. Under Token signing, click the primary token certificate as indicated in the Primary column.

5. Inthe right pane, click View Certificate link. This displays the properties of the certificate.

6. Click the Details tab.

7. Click Copy to File. This starts the Certificate Export Wizard.

8. Onthe Welcome to the Certificate Export Wizard page, click Next.

9. On the Export Private Key page, click No, do not export the private key, and then click Next.
10. On the Export File Format page, select DER encoded binary X.509 (.CER), and then click Next.

11. On the File to Export page, type the name and location of the file that you want to export, and
then click Next. For example, enter C:\ADFS.cer.

12. On the Completing the Certificate Export Wizard page, click Finish.

Phase 3: Configure SharePoint 2013 to trust AD FS as
an identity provider

This phase has the following procedures:

1. Exporting multiple parent certificates

2. Import a token signing certificate by using Windows PowerShell

3. Define a unique identifier for claims mapping by using Windows PowerShell

4. Create a new authentication provider
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Exporting multiple parent certificates

To complete the configuration of the AD FS server, copy the .CER file to the computer that is running
AD FS.

The token signing certificate may have one or more parent certificates in its chain. If it does, every
certificate in that chain has to be added to the SharePoint 2013 list of trusted root authorities.

To determine whether one or more parent certificates exist, follow these steps.

j' Note:

These steps should be repeated until all certificates are exported up to the root authority
certificate.

To export multiple parent certificates

1. Verify that the user account that is performing this procedure is a member of the Administrators
group on the local computer. For additional information about accounts and group memberships,
see Default local groups

2. Open the Active Directory Federation Services (AD FS) 2.0 Management console.

3. Inthe navigation pane, expand Service, and then click the Certificates folder.

4. Under Token signing, click the primary token certificate as indicated in the Primary column.

5. Inthe right pane, click View Certificate link. This displays the properties of the certificate.

6. Click the Certification tab. This displays any other certificate(s) in the chain.

7. Click the Details tab.

8. Click Copy to File. This starts the Certificate Export Wizard.

9. On the Welcome to the Certificate Export Wizard page, click Next.

10. On the Export Private Key page, click No, do not export the private key, and then click Next.
11. On the Export File Format page, select DER encoded binary X.509 (.CER), and then click Next.

12. On the File to Export page, type the name and location of the file that you want to export, and
then click Next. For example, enter C:\adfsParent.cer.

13. On the Completing the Certificate Export Wizard page, click Finish.
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Import a token signing certificate by using Windows PowerShell

Use this section to import the token signing certificates to the trusted root authority list that resides
on the SharePoint Server. This step must be repeated for every token signing certificate in the chain
until the root certification authority is reached.

To import a token signing certificate by using Windows PowerShell
1. Verify that you have the following memberships:

e securityadmin fixed server role on the SQL Server instance.
e db_owner fixed database role on all databases that are to be updated.

e Administrators group on the server on which you are running the Windows PowerShell
cmdlets.

e Add memberships that are required beyond the minimums above.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint 2013 Products cmdlets.

j' Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Add-SPShellAdmin.

2. Start the SharePoint 2013 Management Shell.

e For Windows Server 2008 R2:

e Inthe SharePoint 2013 environment, on the Start menu, click All Programs, click
Microsoft SharePoint 2013 Products, and then click SharePoint 2013 Management
Shell.

e For Windows Server 2012:

e In the SharePoint 2013 environment, on the Start screen, click SharePoint 2013
Management Shell.

If SharePoint 2013 Management Shell is not on the Start screen:
e Right-click Computer, click All apps, and then click SharePoint 2013 Management Shell.

For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012 R2 and Windows Server
2012.
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From the Windows PowerShell command prompt, import the parent certificate of the token
signing certificate (that is, the root authority certificate), as shown in the following syntax:

Sroot = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2 ("<PathToPa
rentcert>")

New-SPTrustedRootAuthority -Name "Token Signing Cert Parent" -Certificate
Sroot

From the Windows PowerShell command prompt, import the token signing certificate that was
copied from the AD FS server, as shown in the following syntax:

Scert = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2 ("<PathToS7
gningcCert>")

New-SPTrustedRootAuthority -Name "Token Signing Cert" -Certificate S$cert

For additional information about the New-SPTrustedRootAuthority cmdlet, see New-
SPTrustedRootAuthority

Define a unique identifier for claims mapping by using Windows

PowerShell

Use the procedure in this section to define a unique identifier for claims mapping. Typically, this

information is in the form of an e-mail address and the administrator of the trusted STS will have to

provide this information because only the owner of the STS knows which claim type will be always

unique for each user.

To define a unique identifier for claims mapping by using Windows PowerShell

1.

From the Windows PowerShell command prompt, create the email address claim mapping, as
shown in the following syntax:

SemailClaimMap = New-SPClaimTypeMapping -IncomingClaimType
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress" -
IncomingClaimTypeDisplayName "EmailAddress" -SameAsIncoming

From the Windows PowerShell command prompt, create the UPN claim mapping as shown in the
following syntax:

SupnClaimMap = New-SPClaimTypeMapping -IncomingClaimType

"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn" -
IncomingClaimTypeDisplayName "UPN" -SameAsIncoming
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From the Windows PowerShell command prompt, create the role claim mapping as shown in the
following syntax:

SroleClaimMap = New-SPClaimTypeMapping -IncomingClaimType
"http://schemas.microsoft.com/ws/2008/06/identity/claims/role" -
IncomingClaimTypeDisplayName "Role" -SameAsIncoming

This claim mapping is used for server-to-server authentication scenarios. For more information,
see Plan for server-to-server authentication in SharePoint 2013.

From the Windows PowerShell command prompt, create the Primary SID claim mapping as shown
in the following syntax:

$sidClaimMap = New-SPClaimTypeMapping -IncomingClaimType
"http://schemas.microsoft.com/ws/2008/06/identity/claims/primarysid" -
IncomingClaimTypeDisplayName "SID" -SameAsIncoming

This claim mapping is used for server-to-server authentication scenarios.

For additional information about the New-SPClaimTypeMapping cmdlet, see New-
SPClaimTypeMapping

Create a new authentication provider

Use the procedure in this section to create a new SPTrustedldentityTokenlssuer.

To create a new authentication provider by using Windows PowerShell

1.

From the Windows PowerShell command prompt, create a new authentication provider, as shown
in the following syntax.

j' Note:

The Srealm variable is the name of the relying party trust identifier configured in AD FS,
and the $cert variable is the one that was used from the Import a token signing

certificate by using Windows PowerShell section. The SignInUrl parameter isto the
AD FS server.

Srealm = "urn:sharepoint: <webAppName>"
$signInURL = "https://<YourADFSServerName>/adfs/1s"

Sap = New-SPTrustedIdentityTokenIssuer -Name <ProviderName> -Description
<ProviderbDescription> -realm $realm -ImportTrustCertificate Scert -
ClaimsMappings $emailClaimMap, SupnClaimMap, $roleClaimMap, $sidClaimMap -
SignInUrl $signInURL -IdentifierClaim S$emailClaimmap.InputClaimType
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Include SroleClaimMap and $sidClaimMap in the list of ClaimsMappings for server-to-server
authentication scenarios.

For additional information about the New-SPTrustedldentityTokenlssuer cmdlet, see New-
SPTrustedldentityTokenlssuer

Phase 4: Configure web applications to use claims-
based authentication and AD FS as the trusted identity
provider

This phase has the following procedures:

1. Associate an existing web application with the AD FS identity provider

2. Create a new web application with the AD FS identity provider

3. Enable token replay protection

Associate an existing web application with the AD FS identity
provider

To configure an existing web application to use SAML sign-in, the trusted identity provider in the
claims authentication type section must be changed.

To configure an existing web application to use the AD FS identity provider

1. Verify that the user account that is performing this procedure is a member of the Farm
Administrators SharePoint group.

2. In Central Administration, on the home page, click Application Management.

3. Onthe Application Management page, in the Web Applications section, click Manage web
applications.

4. Click the appropriate web application.
5. From the ribbon, click Authentication Providers.

6. Under Zone, click the name of the zone. For example, Default.
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7. Onthe Edit Authentication page in the Claims Authentication Types section, select Trusted
Identity provider, and then click the name of your SAML provider (<ProviderName> from the
New-SPTrustedldentityTokenlssuer command). Click OK.

8. Next, you must enable SSL for this web application. You can do this by adding an alternate access
mapping for the “https://” version of the web application’s URL and then configuring the web site
in the Internet Information Services (1I1S) Manager console for an https binding. For more
information about how to set up SSL for IIS, see How to Setup SSL on IIS 7.0.

Create a new web application with the AD FS identity provider

When creating a new web application to use SAML sign-in, you must configure claims authentication
for the AD FS trusted identity provider. See Create claims-based web applications in SharePoint 2013

and do the following:

e Inthe Security Configuration section of the New Web Application dialog box, for Use Secure
Sockets Layer (SSL), select Yes.

For information about how to set up SSL for IS, see How to Setup SSL on IIS 7.0.

e Inthe Claims Authentication Types section of the New Web Application dialog box, select
Trusted Identity provider, and then click the name of your SAML provider (<ProviderName> from
the New-SPTrustedldentityTokenlssuer command).

Configure permissions to access the web application

To allow users to authenticate by using an email addresses as their SAML-based identity, as specified
in the New-SPTrustedldentityTokenlssuer command with the -IdentifierClaim
$emailClaimmap.InputClaimType parameter, you must add their email addresses with appropriate
permissions to the web application.

Use the following procedure to configure a web application for permissions based on email addresses.
To configure a web application for permissions based on email addresses
1. In Central Administration, on the home page, click Application Management.

2. On the Application Management page, in the Web Applications section, click Manage web
applications.

3. Click the appropriate web application, and then click User Policy.
4. In Policy for Web Application, click Add Users.

5. Inthe Add Users dialog box, click the appropriate zone in Zones, and then click Next.
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6. Inthe Add Users dialog box, click the Browse icon in the lower-right of the Users box.

7. Inthe Select People and Groups dialog box, type the email address of a user account in Find,
and then click the Search icon.

8. Inthe search results, click EmailAddress under the name of your AD FS identity provider, click the
email address of the user under Display Name, click Add, and then click OK.

9. In Permissions, click the appropriate level of permissions.

10. Repeat steps 6 through 9 for additional email addresses of users with the same level of
permissions.

11. Click Finish, and then click OK.

Enable token replay protection

To provide additional security for SharePoint 2013 web applications that use SAML-based claims
authentication, you can use the Windows Identity Foundation (WIF) token replay detection feature.
Token replay protection can prevent an attacker from trying to intercept and use a user’s security
token. For more information, see How To: Enable Token Replay Detection.

Use the procedure in this section to enable replay detection on a SharePoint web application that is
configured for SAML claims authentication.

To enable replay protection

1. On the server running SharePoint 2013, open the Internet Information Services (lIS) Manager
snap-in.

2. Inthe console tree of Internet Information Services (lIS) Manager, right-click the site that
corresponds to the name of the web application, and then click Explore.

3. Inthe folder window, double-click the Web.Config file.
4. Inthe <Configuration> section, find the <microsoft.identityModel> section.
5. Add the following as a new section to the <microsoft.identityModel> section:
<service>
<tokenReplayDetection enabled="true"
capacity="<NumberOfTokensToBeCached>"
expirationPeriod="<TokenCacheExpiration>">

</service>

in which:
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® <NumberOfTokensToBeCached> is the number of tokens to store in the token replay
detection cache.

e <TokenCacheExpiration> is the time after which a token in the replay detection cache
is removed, in <hours>:<minutes>:<seconds> format.

6. Save your changes to the Web.Config file.

If the farm running SharePoint 2013 is behind a load balancer, enabling token replay detection
requires session affinity in your load balancer even though SharePoint 2013 web applications do not
require it. To avoid the session affinity requirement, use the information in ACS Security Guidelines.

See also

Authentication overview for SharePoint 2013

Plan for user authentication methods in SharePoint 2013

Test Lab Guide: Demonstrate SAML-based Claims Authentication with SharePoint Server 2013

Plan for server-to-server authentication in SharePoint 2013
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Configure server-to-server authentication
in SharePoint 2013

Applies to: SharePoint Server 2013, SharePoint Foundation 2013

Topic Last Modified: 2013-12-18

Summary: Find resources to help you configure server-to-server authentication for SharePoint 2013.

The following articles on TechNet and related resources provide information about how to configure
server-to-server authentication.

TechNet articles about how to configure server-to-
server authentication

The following articles about how to configure server-to-server authentication in SharePoint 2013 are
available to view online. Writers update articles on a continuing basis as new information becomes
available and as users provide feedback.

Content Description

Configure server-to-server Describes the steps to configure
authentication between server-to-server authentication
SharePoint 2013 farms

between two SharePoint 2013
farms.

Configure server-to-server
authentication between
SharePoint 2013 and Exchange
Server 2013

Describes the steps to configure

server-to-server authentication
between SharePoint 2013 and
Exchange Server 2013.

Configure server-to-server
authentication between
SharePoint 2013 and Lync
Server 2013

Describes the steps to configure
server-to-server authentication
between SharePoint 2013 and
Lync Server 2013.
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See also

Authentication overview for SharePoint 2013

Plan for server-to-server authentication in SharePoint 2013
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Configure server-to-server authentication
between SharePoint 2013 farms

Applies to: SharePoint Server 2013 Standard, SharePoint Server 2013 Enterprise, SharePoint
Foundation 2013

Topic Last Modified: 2014-10-23
Summary: Learn how to configure server-to-server authentication between SharePoint 2013 farms.

The configuration details in this article describe how to configure server-to-server authentication
between SharePoint 2013 farms. For background information about server-to-server authentication,
see Plan for server-to-server authentication in SharePoint 2013.

"} Important:
Web applications that include server-to-server authentication endpoints for incoming server-
to-server requests, or that make outgoing server-to-server requests should be configured to
use Secure Sockets Layer (SSL). For information about how to create a web application to use
SSL, see Create claims-based web applications in SharePoint 2013. For information about

configuring HTTP support for server-to-server requests, see Configure an STS for HTTP.

jl Note:

Because SharePoint 2013 runs as websites in Internet Information Services (lIS),

administrators and users depend on the accessibility features that browsers provide.
SharePoint 2013 supports the accessibility features of supported browsers. For more
information, see the following resources:

e Plan browser support

e  Accessibility for SharePoint 2013

e Accessibility features in SharePoint 2013

e Keyboard shortcuts

e Touch
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Configure a SharePoint 2013 trust relationship with
another farm

To service incoming server-to-server requests from another SharePoint 2013 farm, you must configure
the SharePoint 2013 farm to trust the sending farm. Use the Windows PowerShell New-
SPTrustedSecurityTokenlssuer cmdlet in SharePoint 2013 to configure the trust relationship by
specifying the JavaScript Object Notation (JSON) metadata endpoint of the sending farm.

To configure a SharePoint 2013 trust relationship with another farm

1. Verify that you are a member of the Administrators group on the server on which you are running
Windows PowerShell cmdlets.

e Securityadmin fixed server role on the SQL Server instance.
e db_owner fixed database role on all databases that are to be updated.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint 2013 cmdlets.

j' Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Add-SPShellAdmin.

2. Inthe SharePoint 2013 environment on the farm that is receiving server-to-server requests, start
the SharePoint 2013 Management Shell.

e For Windows Server 2008 R2:

e Inthe SharePoint 2013 environment, on the Start menu, click All Programs, click
Microsoft SharePoint 2013 Products, and then click SharePoint 2013 Management
Shell.

e For Windows Server 2012:

e In the SharePoint 2013 environment, on the Start screen, click SharePoint 2013
Management Shell.

If SharePoint 2013 Management Shell is not on the Start screen:
e Right-click Computer, click All apps, and then click SharePoint 2013 Management Shell.

For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012.
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3.

At the Windows PowerShell command prompt, type the following command:

New-SPTrustedSecurityTokenIssuer -MetadataEndpoint
"https://<HostName>/ layouts/1l5/metadata/json/1" -Name "<FriendlyName>"

Where:

e <HostName> is the name and port of any SSL-enabled web application of the farm that
will be sending server-to-server requests.

e <FriendlyName> is a friendly name for the sending SharePoint 2013 farm.

Repeat step 3 for all SharePoint 2013 farms that will be sending server-to-server requests.

j' Note:

For more information, see New-SPTrustedSecurityTokenlssuer.

Configure a SharePoint 2013 trust relationship with a

farm that has no web applications

If you have a services-only farm or other type of farm that has no web applications, follow these steps

to configure a trust relationship with that farm.

To configure a trust relationship with a farm that has no web applications

1.

On a server of the farm that has no web applications, export the SharePoint Security Token
Service certificate in the Computer Certificate store to a .CER file (without the private key).

Copy the .CER file to a location that can be accessed from the SharePoint farm that trusts the farm
with no web applications.

Verify that you are a member of the Administrators group on the server on which you are running
Windows PowerShell cmdlets.

e Securityadmin fixed server role on the SQL Server instance.
e db_owner fixed database role on all databases that are to be updated.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint 2013 cmdlets.

Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Add-SPShellAdmin.
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4. Inthe SharePoint 2013 environment of the farm that has no web applications, start the
SharePoint 2013 Management Shell.

e For Windows Server 2008 R2:

e Inthe SharePoint 2013 environment, on the Start menu, click All Programs, click
Microsoft SharePoint 2013 Products, and then click SharePoint 2013 Management
Shell.

e For Windows Server 2012:

e In the SharePoint 2013 environment, on the Start screen, click SharePoint 2013
Management Shell.

If SharePoint 2013 Management Shell is not on the Start screen:
e Right-click Computer, click All apps, and then click SharePoint 2013 Management Shell.

For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012.

5. At the Windows PowerShell command prompt, type the following command:
Get-SPSecurityTokenServiceConfig

6. Inthe display of the Get-SPSecurityTokenServiceConfig command, note the string in the
Nameldentifier field after the "@" symbol. This is the NamelD of the STS of this SharePoint farm.

7. On aserver of the SharePoint farm that trusts the farm that has no web applications, start the
SharePoint 2013 Management Shell.

8. To add the SharePoint STS of the SharePoint farm that has no web applications as a trusted
security token issuer, use the following Windows PowerShell command:

New-SPTrustedSecurityTokenIssuer -name <hostname> -Certificate
"<CERLocation>" -RegisteredIssuerName "00000003-0000-0ffl-ce00-
000000000000@<NameID>" -Description "<FriendlyName>" -
IsTrustBroker:Sfalse

Where:
e <HostName>is the name of the farm that has no web applications.

e <CERLocation> is the location of the exported .CER file from step 2.

e <NamelD> is the NamelD string for the STS of the farm that has no web applications from
step 6.
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e <FriendlyName> is a friendly name for the farm that has no web applications

Configure an STS for HTTP

The recommended best practice for server-to-server authentication is to use SSL and an https-based
URL to send and receive requests. If you cannot host your web applications over SSL, the following
procedure describes how to configure the STS of a SharePoint farm to use HTTP.

To configure the STS to use HTTP

1. Verify that you are a member of the Administrators group on the server on which you are running
Windows PowerShell cmdlets.

e Securityadmin fixed server role on the SQL Server instance.
e db_owner fixed database role on all databases that are to be updated.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint 2013 cmdlets.

j' Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Add-SPShellAdmin.

2. Inthe SharePoint 2013 environment on one of the servers in the farm, start the SharePoint 2013
Management Shell.

e For Windows Server 2008 R2:

e Inthe SharePoint 2013 environment, on the Start menu, click All Programs, click
Microsoft SharePoint 2013 Products, and then click SharePoint 2013 Management
Shell.

e For Windows Server 2012:

e In the SharePoint 2013 environment, on the Start screen, click SharePoint 2013
Management Shell.

If SharePoint 2013 Management Shell is not on the Start screen:
e Right-click Computer, click All apps, and then click SharePoint 2013 Management Shell.

For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012,
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3. Atthe Windows PowerShell command prompt, type the following commands:

Sc = Get-SPSecurityTokenServiceConfig
Sc.AllowMetadataOverHttp = S$true
Sc.AllowOAuthOverHttp= Strue
Sc.Update ()

Configure a synchronized STS name identifier

The recommended best practice for server-to-server authentication is that each server-to-server
application that establishes trust with a SharePoint farm must use a different certificate. In a cross-
farm SharePoint topology, if you have to use the same certificate across the farms, you have to also
set the name identifier of the SharePoint Security Token Service (STS) to be the same across those
farms. The following procedure describes how to synchronize the STS name identifier across two
SharePoint farms.

To synchronize the STS name identifier across SharePoint farms

1. Verify that you are a member of the Administrators group on the server on which you are running
Windows PowerShell cmdlets.

e Securityadmin fixed server role on the SQL Server instance.
e db_owner fixed database role on all databases that are to be updated.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint 2013 cmdlets.

jl Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Add-SPShellAdmin.

2. Inthe SharePoint 2013 environment on one of the farms, start the SharePoint 2013 Management
Shell.

e For Windows Server 2008 R2:

e Inthe SharePoint 2013 environment, on the Start menu, click All Programs, click
Microsoft SharePoint 2013 Products, and then click SharePoint 2013 Management
Shell.

e For Windows Server 2012:
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e In the SharePoint 2013 environment, on the Start screen, click SharePoint 2013
Management Shell.

If SharePoint 2013 Management Shell is not on the Start screen:
e Right-click Computer, click All apps, and then click SharePoint 2013 Management Shell.

For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012.

3. At the Windows PowerShell command prompt, type the following command:

Get-SPSecurityTokenServiceConfig

4. Inthe display of the Get-SPSecurityTokenServiceConfig command, note the value of the
Nameldentifier field, which starts with “00000003-0000-0ff1-ce00-000000000000@"”. This is the
name identifier of the SharePoint STS.

5. To set the name identifier of the SharePoint STS in the other SharePoint farm, use the following
Windows PowerShell commands on a server in that farm:

Sconfig = Get-SPSecurityTokenServiceConfig
Sconfig.NameIdentifier=<CommonNameIdentifier>

Sconfig.Update () ;

Where <CommonNameldentifier> is the value of the Nameldentifier field from step 4.

See also

Configure server-to-server authentication in SharePoint 2013

Authentication overview for SharePoint 2013
Plan for server-to-server authentication in SharePoint 2013
New-SPTrustedSecurityTokenlssuer

An Introduction to JavaScript Object Notation (JSON) in JavaScript and .NET
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Configure server-to-server authentication
between SharePoint 2013 and Exchange
Server 2013

Applies to: SharePoint Server 2013 Standard, SharePoint Server 2013 Enterprise, SharePoint
Foundation 2013

Topic Last Modified: 2014-10-23

Summary: Learn how to configure server-to-server authentication between SharePoint 2013 and
Exchange Server 2013.

Server-to-server authentication enables you to share resources that live on various servers in a
SharePoint farm and access services, such as Exchange Server 2013 and Lync Server 2013, which are
distributed among servers. Server-to-server authentication in SharePoint 2013 also supports resource

sharing and access with additional services that are compliant with the server-to-server authentication

protocol.

The configuration details in this article are about how to configure server-to-server authentication
between SharePoint 2013 and Exchange Server 2013.

i} Important:
Web applications that include server-to-server authentication endpoints for incoming server-
to-server requests, or that make outgoing server-to-server requests must be configured to use
Secure Sockets Layer (SSL). For information about how to create a web application to use SSL,
see Create claims-based web applications in SharePoint 2013.

jl Note:

Because SharePoint 2013 runs as websites in Internet Information Services (lIS),
administrators and users depend on the accessibility features that browsers provide.
SharePoint 2013 supports the accessibility features of supported browsers. For more

information, see the following resources:

e Plan browser support

e Accessibility for SharePoint 2013

e Accessibility features in SharePoint 2013

e Keyboard shortcuts
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e Touch

Process overview

This configuration has the following steps:
e Configure the SharePoint 2013 server to trust the Exchange Server 2013 server
e Configure permissions on the SharePoint 2013 server

e Configure the Exchange Server 2013 server to trust the SharePoint 2013 server

"} Important:
Complete the procedures in the order in which they are presented in this article.

To configure the SharePoint 2013 server to trust the Exchange Server 2013 server

1. Verify that you are a member of the Administrators group on the server on which you are running
Windows PowerShell cmdlets.

e securityadmin fixed server role on the SQL Server instance.
e db_owner fixed database role on all databases that are to be updated.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint 2013 cmdlets.

j' Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Add-SPShellAdmin.

2. Start the SharePoint 2013 Management Shell.

e For Windows Server 2008 R2:

e Inthe SharePoint 2013 environment, on the Start menu, click All Programs, click
Microsoft SharePoint 2013 Products, and then click SharePoint 2013 Management
Shell.

e For Windows Server 2012:

e |nthe SharePoint 2013 environment, on the Start screen, click SharePoint 2013

Management Shell.

If SharePoint 2013 Management Shell is not on the Start screen:
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e Right-click Computer, click All apps, and then click SharePoint 2013 Management Shell.

For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012.

3. At the Windows PowerShell command prompt, type the following commands:

New-SPTrustedSecurityTokenIssuer -MetadataEndpoint
"https://<HostName>/autodiscover/metadata/json/1" -Name "<FriendlyName>"

Where:
e <HostName> is the name or address of the Exchange Server 2013 server.
e <FriendlyName> is a friendly name for the Exchange Server 2013 server.
To configure permissions on the SharePoint 2013 server
o At the Windows PowerShell command prompt, type the following commands:

Sexchange=Get-SPTrustedSecurityTokenIssuer

Sapp=Get-SPAppPrincipal -Site http://<HostName> -NameIdentifier
Sexchange.NameId

$site=Get-SPSite http://<HostName>

Set-SPAppPrincipalPermission -AppPrincipal $app -Site $site.RootWeb -
Scope sitesubscription -Right fullcontrol -EnableAppOnlyPolicy

Where:

e <HostName> is the name or address of the SharePoint 2013 server.

j' Note:

For more information, see Get-SPTrustedSecurityTokenlssuer, Get-SPAppPrincipal,
and Set-SPAppPrincipalPermission.

To configure the Exchange Server 2013 server to trust the SharePoint 2013 server
1. Start the Exchange Management Shell.

e For Windows Server 2008 R2:

e Inthe Exchange Server 2013 environment, on the Start menu, click All Programs, click
Microsoft Exchange Server 2013, and then click Exchange Management Shell.

e For Windows Server 2012:

e Inthe Exchange Server 2013 environment, on the Start screen, click Exchange

Management Shell.
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If Exchange Management Shell is not on the Start screen:

e Right-click Computer, click All apps, and then click Exchange Management Shell.

For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012.

2. At the Windows PowerShell command prompt, type the following commands:

cd c:\'Program Files'\Microsoft\'Exchange Server'\V15\Scripts
.\Configure-EnterprisePartnerApplication.psl -AuthMetadataUrl
https://<HostName>/ layouts/l5/metadata/json/1 -ApplicationType
SharePoint

Where:

e <HostName> is the name and port of any SSL-enabled web application of the SharePoint
farm.

See also

Configure server-to-server authentication in SharePoint 2013

Plan for server-to-server authentication in SharePoint 2013

Configure Exchange for SharePoint eDiscovery Center
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Configure server-to-server authentication
between SharePoint 2013 and Lync Server
2013

Applies to: SharePoint Server 2013 Standard, SharePoint Server 2013 Enterprise, SharePoint
Foundation 2013

Topic Last Modified: 2014-10-23

Summary: Learn how to configure server-to-server authentication between SharePoint 2013 and Lync
Server 2013.

Server-to-server authentication enables you to share resources that live on various servers in a
SharePoint farm and access services, such as Lync Server 2013 and Exchange Server 2013, which are
distributed among servers. Server-to-server authentication in SharePoint 2013 also supports resource
sharing and access to additional services that are compliant with the server-to-server authentication
protocol. For more information about the SharePoint server-to-server authentication protocol, see
OAuth 2.0 Authentication Protocol: SharePoint Profile (http://msdn.microsoft.com/en-
us/library/hh631177(office.12).aspx).

The configuration details in this article explain how to configure server-to-server authentication
between SharePoint 2013 and Lync Server 2013.

'ﬁ' Important:
Web applications that include server-to-server authentication endpoints for incoming server-
to-server requests, or that make outgoing server-to-server requests must be configured to use
Secure Sockets Layer (SSL). For information about how to create a web application to use SSL,
see Create claims-based web applications in SharePoint 2013.

jl Note:

Because SharePoint 2013 runs as websites in Internet Information Services (lIS),

administrators and users depend on the accessibility features that browsers provide.
SharePoint 2013 supports the accessibility features of supported browsers. For more
information, see the following resources:

e Plan browser support

e Accessibility for SharePoint 2013

e Accessibility features in SharePoint 2013
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e Keyboard shortcuts

e Touch

Process overview

This configuration has the following steps:

e Configure the server that runs SharePoint 2013 to trust the server that runs Lync Server 2013
e Configure the server that runs Lync Server 2013 to trust the server that runs SharePoint 2013
To configure the SharePoint 2013 server to trust the Lync Server 2013 server

1. Verify that you are a member of the Administrators group on the server on which you are running
Windows PowerShell cmdlets.

e securityadmin fixed server role on the SQL Server instance.
e db_owner fixed database role on all databases that are to be updated.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint 2013 cmdlets.

j' Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Add-SPShellAdmin.

2. Start the SharePoint 2013 Management Shell.

e For Windows Server 2008 R2:

e Inthe SharePoint 2013 environment, on the Start menu, click All Programs, click
Microsoft SharePoint 2013 Products, and then click SharePoint 2013 Management
Shell.

e For Windows Server 2012:

e In the SharePoint 2013 environment, on the Start screen, click SharePoint 2013
Management Shell.

If SharePoint 2013 Management Shell is not on the Start screen, right-click Computer,
click All apps, and then click SharePoint 2013 Management Shell.
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For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012.

3. Atthe Windows PowerShell command prompt, type the following commands:

New-SPTrustedSecurityTokenIssuer -MetadataEndpoint
"https://<HostName>/metadata/json/1" -IsTrustBroker —-Name "<Friend]lyName>"

Where:
e <HostName> is name or address of the server that runs Lync Server 2013.
e <FriendlyName> is a friendly name for the server that runs Lync Server 2013.
To configure the Lync Server 2013 server to trust the SharePoint 2013 server

1. If you have not already done this, assign a server-to-server authentication certificate to Lync
Server 2013. Follow the instructions in Assigning a Server-to-Server Authentication Certificate to
Microsoft Lync Server 2013.

2. Configure the server that runs Lync Server 2013 for a new SharePoint partner application that
corresponds to the SharePoint farm. For the instructions in Configuring an On-Premises Partner
Application for Microsoft Lync Server 2013, change the metadata URL string in the embedded
script from:

e http://atl-sharepoint-001.litwareinc.com/jsonmetadata.ashx

to:

e https://<NameAndPort>/ layouts/15/metadata/json/1

Where:

e <NameAndPort> is the host name or address and port of any SSL-enabled web application
of the SharePoint farm.

See also

Configure server-to-server authentication in SharePoint 2013

Plan for server-to-server authentication in SharePoint 2013
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Configure app authentication in SharePoint
Server 2013

Applies to: SharePoint Server 2013 Standard, SharePoint Server 2013 Enterprise

Topic Last Modified: 2014-09-13

Summary: Learn how to configure app authentication in SharePoint Server 2013.

When you use an app for SharePoint, an external component of the app might want to access
SharePoint resources. For example, a web server that is located on the intranet or the Internet might
try to access a SharePoint resource. When this occurs, SharePoint has to confirm the following:

e The authentication of the identity of the app and the user on whose behalf the app is acting.
e The authorization of the access for both the app and the user whose behalf the app is acting.
App authentication is the combination of these two confirmations.

This topic describes how to configure a SharePoint Server 2013 farm for app authentication by
configuring a trust, by registering the app with the Application Management service, and by
configuring app permissions.

"} Important:
SharePoint web applications that include app authentication endpoints for incoming requests
must be configured to use Secure Sockets Layer (SSL). For information about how to configure
SSL for a new web application, see Create claims-based web applications in SharePoint 2013.

j' Note:

This topic does not apply to SharePoint Foundation 2013.

Process overview

This configuration has the following steps that must be performed in consecutive order:
1. Configure the SharePoint Server 2013 app authentication trust.

2. Register the app with the Application Management service.

3. Configure app permissions.

For information about apps for SharePoint, see Overview of apps for SharePoint 2013.
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j' Note:

Because SharePoint Server 2013 runs as websites in Internet Information Services (IIS),
administrators and users depend on the accessibility features that browsers provide.
SharePoint Server 2013 supports the accessibility features of supported browsers. For more
information, see the following resources:

e Plan browser support

e Accessibility for SharePoint 2013

e Accessibility features in SharePoint 2013 Products

e Keyboard shortcuts

e Touch

Step 1. Configure the SharePoint Server 2013 app
authentication trust

There are two ways to configure an app authentication trust with SharePoint Server 2013:

e If you have an Office 365 subscription and the app is also using Azure Active Directory for
authentication, you configure the SharePoint farm to trust the Azure Active Directory instance
that corresponds to your Office 365 subscription. You do not have to have an Office 365
subscription. You can obtain a Azure Active Directory account separately. For more information,
see Azure Active Directory. Azure Active Directory then acts as a common authentication broker
between the on-premises SharePoint farm and the app and as the online security token service
(STS). Azure Active Directory generates the context tokens when the app requests access to a

SharePoint resource.
In this case, configure SharePoint Server 2013 to trust Azure Active Directory.

e If you do not have an Office 365 subscription or if the app does not use Azure Active Directory for
authentication, you must configure a server-to-server trust relationship between the SharePoint
farm and the app, known as a high-trust app. A high-trust app generates its own context tokens
when it requests access to a SharePoint resource. This must be done for each high-trust app that a
SharePoint farm must trust. For example, if multiple apps are running on one server and if they all
use different token signing certificates, you must create a separate trust with each one.

In this case, configure SharePoint Server 2013 to trust the app.
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Configure SharePoint Server 2013 to trust Azure Active Directory

Use the following procedure to configure SharePoint Server 2013 to trust Azure Active Directory.
To configure a SharePoint Server 2013 trust relationship with Azure Active Directory

1. Verify that you are a member of the Administrators group on the server on which you are running
Windows PowerShell cmdlets.

e securityadmin fixed server role on the SQL Server instance.
e db_owner fixed database role on all databases that are to be updated.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint Server 2013 cmdlets.

jl Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Add-SPShellAdmin.

2. Start the SharePoint 2013 Management Shell.

e For Windows Server 2008 R2:

e Inthe SharePoint 2013 environment, on the Start menu, click All Programs, click
Microsoft SharePoint 2013 Products, and then click SharePoint 2013 Management
Shell.

e For Windows Server 2012:

e In the SharePoint 2013 environment, on the Start screen, click SharePoint 2013
Management Shell.

If SharePoint 2013 Management Shell is not on the Start screen:
e Right-click Computer, click All apps, and then click SharePoint 2013 Management Shell.

For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012.

3. At the Windows PowerShell command prompt, type the following command:

$New-SPTrustedSecurityTokenIssuer -MetadataEndpoint "<Metadata endpoint
URL of Azure AD>" -IsTrustBroker -Name "Azure AD"

Where:
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e <Metadata endpoint URL of Azure AD> is
https://accounts.accesscontrol.windows.net/<Azure AD domain name or realm
ID>/metadatal/json/1.

4. Keep the Windows PowerShell command prompt open for the Register the app with the

Application Management service procedure.

Configure SharePoint Server 2013 to trust the app

Use the following procedure to configure SharePoint Server 2013 to trust the app.
To configure a SharePoint Server 2013 trust relationship with a high-trust app

1. Verify that you are a member of the Administrators group on the server on which you are running
Windows PowerShell cmdlets.

e securityadmin fixed server role on the SQL Server instance.
e db_owner fixed database role on all databases that are to be updated.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint Server 2013 cmdlets.

jl Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Add-SPShellAdmin.

2. In Central Administration on the SharePoint Server 2013 server in the farm, on the Quick Launch,
click System Settings, and then click Manage services on server.

3. In the list of services on the server, make sure that that User Profile Service is started.

4. In Central Administration, on the Quick Launch, click Application Management, and then click
Manage service applications.

5. Inthe list of service applications, make sure that that the App Management Service and User
Profile Service Application are started.

6. Obtain a .CER version of the signing certificate of the high-trust app and store it in a location that
can be accessed during the rest of this procedure.

7. Verify that you are a member of the Administrators group on the server on which you are running
Windows PowerShell cmdlets.

e securityadmin fixed server role on the SQL Server instance.
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e db_owner fixed database role on all databases that are to be updated.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint Server 2013 cmdlets.

j' Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Add-SPShellAdmin.

8. Click Start menu, click All Programs, click SharePoint 2013 Products, and then click SharePoint
2013 Management Shell.

9. Atthe Windows PowerShell command prompt, type the following commands:

SappId = "<AppID>"

Sspweb Get-SPWeb " <AppURL>"

Srealm Get-SPAuthenticationRealm -ServiceContext $spweb.Site

Scertificate = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2 ("<CERFT]eP
ath>")

S$fullAppIdentifier = $SappIld + 'Q@' + Srealm

New-SPTrustedSecurityTokenIssuer -Name "<FriendlyName>" -Certificate
Scertificate -RegisteredIssuerName $fullAppIldentifier

Where:

e <ApplD> is the client ID assigned to the high-trust app when it was created.

i} Important:
All of the letters in the AppID must be in lowercase.

e <AppURL>is the URL to the high-trust app’s location on the app server.

e <CERFilePath> is the path of the .CER version of the signing certificate of the high-trust
app.

e <FriendlyName> is a friendly name that identifies the app.

10. Keep the Windows PowerShell command prompt open for the next procedure.
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Step 2. Register the app with the Application
Management service

Use the following procedure to register the app with the Application Management service.
To register the app as a SharePoint app principal

1. Atthe Windows PowerShell command prompt, type the following command:

SappPrincipal = Register-SPAppPrincipal -Nameldentifier
$fullAppldentifier -Site $spweb -DisplayName "<DisplayName>"

Where:

o <DisplayName> is the name of the app as displayed in Central Administration.

2. Keep the Windows PowerShell command prompt open for the next procedure.

Step 3. Configure app permissions

Use the following Windows PowerShell command to add or change individual app permissions. Repeat
this procedure for as many times as needed to configure the permissions of the app.

To configure app permissions

o At the Windows PowerShell command prompt, type the following command:

Set-AppPrincipalPermission -appPrincipal $appPrincipal -site Sweb -right
<Level> -scope <Scope>

Where:

e <Level>is Read, Write, Manage, or FullControl.

e <Scope> is Farm, Site collection, SharePoint Online, Web, Documents, List, or Library.
For more information, see Set-SPAppPrincipalPermission

For more information, see Plan app permissions management in SharePoint 2013.

See also

Plan app permissions management in SharePoint 2013

Plan for app authentication in SharePoint 2013
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Build apps for SharePoint
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Configure client certificate authentication
for SharePoint 2013

Applies to: SharePoint Server 2013 Standard, SharePoint Server 2013 Enterprise, SharePoint
Foundation 2013

Topic Last Modified: 2014-06-18

Summary: Learn how to configure SharePoint 2013 to support user authentication using a client
certificate.

Client certificate authentication enables web-based clients to establish their identity to a server by
using a digital certificate, which provides additional security for user authentication. SharePoint 2013
does not provide built-in support for client certificate authentication, but client certificate
authentication is available through Security Assertion Markup Language (SAML)-based claims
authentication. You can use Active Directory Federation Services (AD FS) 2.0 as your security token
service (STS) for SAML claims or any third-party identity management system that supports standard
security protocols such as WS-Trust, WS-Federation, and SAML 1.1.

j' Note:

For more information about SharePoint 2013 protocol requirements, see SharePoint Front-
End Protocaols.

Claims-based authentication in SharePoint 2013 allows you to use different STSs. If you configure AD
FS as your STS, SharePoint 2013 can support any identity provider or authentication method that AD
FS supports, which includes client certificate authentication.

jl Note:

For more information about AD FS, see Active Directory Federation Services Overview.

For additional information on an overview of authentication in SharePoint, please see Plan for user
authentication methods in SharePoint 2013.

In the following figure, SharePoint 2013 is configured as a relying partner for an AD FS-based STS.
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Client connects to a server that is running SharePoint 2013

The server that is running SharePoint responds to client with sign-in URL of the server that is running AD FS

Client connects to the sign-in URL of the server that is running AD FS

AD FS authenticates the user with the appropriate identity provider {For example: AD, client certificate, smart card)
AD FS responds to client with token and the WS-Federation passive protocol URL for SharePoint

Authenticated client presents token to WS-Federation passive protocol URL for SharePaint

AD FS can authenticate user accounts for several different types of authentication methods, such as
forms-based authentication, Active Directory Domain Services (AD DS), client certificates, and smart
cards. When you configure SharePoint 2013 as a relying partner of AD FS, SharePoint 2013 trusts the
accounts that AD FS validates and the authentication methods that AD FS uses to validate those
accounts. This is how SharePoint 2013 supports client certificate authentication.

Configure client certificate authentication

The following topics explain how to configure SharePoint 2013 with client certificate authentication or
smart card authentication when you use AD FS as your STS:

1. Configure AD FS to support claims-based authentication.

For more information, see AD FS 2.0 - How to change the local authentication type
(http://go.microsoft.com/fwlink/p/?Linkld=212513).

2. Configure SharePoint 2013 to support SAML-based claims authentication using AD FS.

231


http://go.microsoft.com/fwlink/p/?LinkId=212513

For more information, see Configure SAML-based claims authentication with AD FS in SharePoint
2013.

3. Create a web application that uses SAML-based claims authentication.

For more information, see Create claims-based web applications in SharePoint 2013.

E‘ Note:

These steps will be similar for a third-party STS.

See also

Configure SAML-based claims authentication with AD FS in SharePoint 2013

Planning and Architecture: AD FS 2.0

AD FS 2.0 Deployment Guide

Using Active Directory Federation Services 2.0 in Identity Solutions
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Replace the STS certificate for the on-
premises environment

Applies to: SharePoint Server 2013
Topic Last Modified: 2014-07-30

Summary: Learn how to replace a Security Token Service (STS) certificate for an on-premises farm in
SharePoint Server 2013.

This article describes how to replace the SharePoint security token service (STS) certificate in a
SharePoint Server farm.

When SharePoint Server is installed, the Security Token Service (STS) of the on-premises SharePoint
Server farm creates a default certificate to validate incoming tokens. When a trust relationship is
needed between two SharePoint Server farms, or when a farm is configured to participate in a hybrid
environment, you must use a common STS certificate between the trust members.

Before you begin

If you haven’t already done this, you have to either buy or create a new STS certificate. For production
environments, we recommend that you buy a new STS certificate from a public Certificate Authority
(CA). This gives you the highest level of certificate security, and reduces the possibility that a self-
signed certificate will have integration issues with other applications and services. You can use a self-
signed certificate for test or pilot environments.

"} Important:
Public certificates usually expire after 1 year. So plan in advance for certificate renewals to
avoid service interruptions. This certificate must be at least 2048 bit encryption. If a
certificate is purchased from a CA and you’re using it in a SharePoint hybrid environment, it
must be trusted by Azure AD, which is the directory service that is used by Office 365. The
good news is that most public root CAs are trusted by Azure AD.

Information to collect for the new certificate

When replacing the STS certificate on the SharePoint Server 2013 farm, you’ll have to know the
following information about the new STS certificate.

e File name of the certificate (*.cer file) and the location where it’s stored.
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e File name of the certificate (*.pfx file) and the location where it’s stored.
e  STS certificate’s friendly name.

e Password of the certificate.

@ If you're configuring a SharePoint hybrid
environment, and you’ve already purchased a
certificate from a CA or created a self-signed
certificate, then these variables should be listed in
Table 4a of the worksheet.

Replace the certificate during a maintenance window

The last procedure in this article, which is done in PowerShell, restarts Internet Information Services
(11S) and the SharePoint Timer (SPTimerV4) service. This will interrupt the service of your SharePoint
Server farm.

Y caution:
Because the procedures are run on each front-end web and application server in the farm, it’s
important that you plan to do that procedure during a maintenance window.

About the STS certificate in a hybrid SharePoint Server environment

In a hybrid SharePoint Server environment, Azure Active Directory (AD) service acts as a trusted token
signing service for SharePoint Server, and uses the STS certificate as the signing certificate. But, Azure
AD, which is used as the directory service for Office 365, can’t use the default STS certificate as a
signing certificate because the trust chain of the default certificate is not supported by Azure AD.

Therefore, you must replace the default STS certificate on each front-end web and application
server in the SharePoint Server farm with either a certificate that’s issued by a public certification
authority (CA) or with a self-signed certificate.

i} Important:
This certificate must be at least 2048 bits encryption. If a certificate is purchased from a CA, it
must be trusted by Azure AD The good news is that most public root CAs are trusted by Azure
AD.
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How to create a self-signed certificate

If you purchased your certificate from a CA or have already created a self-signed certificate, then go to
Replace the STS certificate. Otherwise, you can use the following procedures to create a self-signed
certificate.

In this step, you’ll create a new self-signed SSL certificate to use as your STS certificate. You'll create
the new certificate in two file formats:

o pfx, which contains the private key.
e cer, which does not contain the private key.

You'll use the IIS Manager when you do this, as illustrated by the following figure.

This picture shows where to click in [IS manager to create a self-signed certificate
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To generate a self-signed certificate as a Personal Information Exchange (.pfx) file and then export it as
a .cer file, use the IIS snap-in to follow these steps:
Create the self-signed certificate as a .pfx file

1. Onaweb server in your SharePoint Server farm, click Start -> Administrative Tools -> Internet
Information Services (IIS) Manager.
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8.

Click on the name of your server.
In the details pane, double-click Server Certificates under IIS.
In the Actions pane, click Create Self-Signed Certificate.

On the Specify Friendly Name page, specify a friendly name for the certificate, and then click
OK.

@ If you’re configuring a SharePoint hybrid
environment, record the certificates friendly

name in the STS Certificate Friendly Name row
of Table 4a of the worksheet.

In the details pane, right-click the new certificate, and then click Export.

In Export Certificate, specify a path and name to store the .pfx file for the certificate in Export to,
and a password for the certificate file in Password and Confirm password. This creates a .pfx file
that contains the private key.

@ If you’re configuring a SharePoint hybrid
environment, do the following:

e Record the location and filename of this
certificate to the STS Certificate
path\filename (*.pfx file) row of table 4a of
the worksheet.

e Record the password to the STS Certificate
Password row of table 4a of the worksheet.

Click Finish, and then click OK twice.

Export the self-signed certificate as a .cer file

1.

On the same server, click Start -> Administrative Tools -> Internet Information Services (lIS)
Manager.

Click on the name of your server.
In the details pane, double-click Server Certificates (under IIS).

Right-click the new certificate you created in the last step, and then click View.
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@ If you’re configuring a SharePoint hybrid
environment, the certificate’s friendly name is in

the STS Certificate Friendly Name row of Table
4a of the worksheet.

5. On the Details tab, click Copy to File.
6. Click Next on the wizard.

7. Onthe Export Private Key page, ensure that No, do not export the private key is selected and
then click Next.

8. Onthe Export File Format page, choose DER encoded binary X.509 (.CER), and then click Next.

9. Onthe Export Certificate page, type a path and file name for the .cer file, and then click Next.

@ If you’re configuring a SharePoint hybrid
environment, record the path and filename of this

certificate in the STS Certificate path\filename
(*.cer file) row of Table 4a of the worksheet.

10. Click Finish, and then click OK twice.

Replace the STS certificate

To replace the STS certificate on each server in the SharePoint Server 2013 farm, you have to
complete the following two procedures in the order shown:

e Replace the STS certificate in the certificate store.

e Update the settings of the SharePoint security token service (STS) identity provider.

Replace the STS certificate in the certificate store

To replace the STS certificate in the Windows certificate store, follow these steps on each server in the
SharePoint Server 2013 farm.

To replace the STS certificate in the certificate store

1. Verify that the user account running this procedure is a member of the Farm Administrators

group.

2. Click Start > Run.
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3. Type mmc, and then press ENTER. If a User Account Control dialog box is displayed, click Yes.

4. Goto File > Add/Remove Snap-in > Certificates > Add > Computer account > Next > Finish,
and then click OK.

5. Click the plus sign to expand Certificates, right-click Trusted Root Certification Authorities > All
Tasks > Import.

6. Click Next. The Welcome to the Certificate Import Wizard dialog box is displayed.
7. Click Browse. Select the *.cer file name you want to import, click Open, and then click Next.

8. Under Certificate Store, click Place all certificates in the following store, make sure Trusted
Root Certification Authorities is chosen (as shown in the following picture) and then click Next.

Certificate Import Wizard i

Certificate Store

Certificate stores are syskem areas where certificatbes are kept,

Windows can automatically select a certificate stare, or wou can specify a location For
the certificate.

™ automatically select the certificate store based on the bype of certificate
{* Place all certificates in the Following stare

Certificate stare;

Trusted Rook Certification Autharities Browse, .. ]

Learn mare about cerkificate stores

< Back 1 Mexk = ] Zancel J

9. Click Finish.

10. Repeat steps 1 through 9 on the other front-end web and application servers in the SharePoint
Server farm.
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Update the settings of the SharePoint security token service (STS)

identity provider

In this procedure, you will update the settings of the STS service.

Y caution:
Do this procedure during a maintenance window because after replacing the STS certificate on
each farm server, you need to restart 1IS and the SharePoint timer service. This will interrupt
the service of your SharePoint Server 2013 farm.

To replace a STS certificate by using SharePoint 2013 Management Shell

1. Logon to aserver in your SharePoint Server farm.

2. Verify that you have the following memberships:

j' Note:

securityadmin fixed server role on the SQL Server instance.
db_owner fixed database role on all databases that are to be updated.

Administrators group on the server on which you are running the Windows PowerShell
cmdlets.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint 2013 cmdlets.

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Add-SPShellAdmin.

3. Start the SharePoint 2013 Management Shell.

For Windows Server 2008 R2:

On the Start menu, click All Programs, click Microsoft SharePoint 2013 Products, and
then click SharePoint 2013 Management Shell.

For Windows Server 2012:

On the Start screen, click SharePoint 2013 Management Shell.
If SharePoint 2013 Management Shell is not on the Start screen:

Right-click Computer, click All apps, and then click SharePoint 2013 Management Shell.
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For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012 R2 and Windows Server
2012.

4. Copy the following values of the following variable declarations that are specific to your
organization, and then paste them into a text editor like Notepad.

e <path to replacement certificate (.pfx file)>

e.g. c:\certificates\NewSTScert.pfx

e <certificate password>

@ If you’re configuring a SharePoint hybrid environment, the following
variables are listed in these rows of Table 4a of the worksheet:

e STS Certificate path\filename (*pfx file)

e STS Certificate Password

5. At the Windows PowerShell command prompt, paste the following commands:

SpfxPath = "<path to replacement certificate (.pfx file)>"

SpfxPass = "<certificate password>"

SstsCertificate = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2 S$pfxPath,

SpfxPass, 20

Set-SPSecurityTokenServiceConfig -ImportSigningCertificate
SstsCertificate

certutil -addstore -enterprise -f -v root $stsCertificate
iisreset

net stop SPTimerVvi4

net start SPTimerV4

E Note:

These commands will not display any output if they are successful.

6. To validate this step, on each server in the farm, at the Windows PowerShell command prompt

type:
SstsCertificate |fl

In the output on the screen, confirm that the certificate has the new friendly name.

240


http://go.microsoft.com/fwlink/p/?LinkId=276950
http://go.microsoft.com/fwlink/p/?LinkId=276950
http://go.microsoft.com/fwlink/p/?LinkId=276950

@ If you’re configuring a SharePoint hybrid environment, the friendly
name of this certificate should be listed in the STS Certificate
Friendly Name row of Table 4a of the worksheet.

7. Repeat steps 1 through 6 on each remaining front-end web and application server in the
SharePoint Server 2013 farm.

For more information about how to replace the STS certificate in a SharePoint Server 2013 farm, see
Configure the security token service (http://go.microsoft.com/fwlink/?Linkld=392352).

Next steps

If you aren’t configuring a SharePoint hybrid environment, then you’re done. Otherwise, you need to
also upload the STS certificate to the Office 365 tenant.

See also
Configure a hybrid topology for SharePoint Server 2013

Hybrid for SharePoint Server 2013
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Implement SAML-based authentication in
SharePoint Server 2013

Applies to: SharePoint Server 2013
Topic Last Modified: 2014-04-23

Summary: Learn how to implement SAML-based authentication in SharePoint 2013.

Implement a Security Assertion Markup Language (SAML) security token for a Microsoft SharePoint
2013 claims-based web application.

In this article:

e Overview of SAML authentication

e Concepts and terminology

e SharePoint Server 2013 with Active Directory Federation Services 2.0

e Configure SharePoint Web Application for SAML Authentication

e Enable Tracing for SharePoint Server 2013 Claims

e Trusted Identity Providers and User Profile Synchronization

e Using Audiences with Claims-Based Sites

Before you begin

SharePoint supports the accessibility features of common browsers to help you administer
deployments and access sites. For more information, see Accessibility for SharePoint 2013.

Overview of SAML authentication

In SAML claims mode, SharePoint 2013 accepts SAML tokens from a trusted external Security Token
Provider (STS), often known as a claims provider trust. A user who attempts to log on is directed to an
external claims provider (for example, the Windows Live ID claims provider), which authenticates the
user and produces a SAML token. SharePoint 2013 accepts and processes this token, augmenting the
claim and creating a claims identity object for the user.
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Concepts and terminology

To understand the concepts and terminology that are used in SAML-based authentication, see Plan for
SAML token-based authentication.

SharePoint Server 2013 with Active Directory
Federation Services 2.0

This section describes how to configure Active Directory Federation Services (AD FS) to act as an
Identity Provider Security Token Service (IP-STS) for a SharePoint 2013 web application. In this
configuration, AD FS issues SAML-based security tokens consisting of claims so that client computers
can access web applications that use claims-based authentication.

For additional information about how to configure SAML-based claims authentication with AD FS, see
Configure SAML-based claims authentication with AD FS in SharePoint 2013.

Configure a SharePoint web application for SAML
authentication

This section discusses how to set up a new or existing Windows authentication web application to
support SAML.

Each authentication type has realms associated with it. For example:
urn:<customercode>:sp<webapptype> :<authusers>

For example, the value for the Contoso team web application for employee user could be similar to
the following:

urn:contoso:spteam:emp

Configure a new or existing Windows authentication web application
to support SAML

There are four steps that are needed to configure a new or existing web application to support SAML
claims:

1. Create a realm for employee access.

2. Add trusted certificates.
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3. Create the trusted providers.

4. Associate them to a web application.

Create a realm for employee access

The following claim rules for the new realm are created:

e Email
e UPN
e  PrimarySID
e GroupsSID

If the AD FS STS domain is configured by using additional claims, it will be ignored.

Add trusted certificates by using a Windows PowerShell script
1. Check that you meet the following minimum requirements:

e See Add-SPShellAdmin.

e Read about Execution Policies.

2. Copy the following variable declarations, and paste them into a text editor, like Notepad. Set input
values specific to your organization. You will use these values in Step 3. Save the file, and name it
Add-ADFSCerts.ps1.

## Settings you need to change for your organization before the script is

run ##

# ADFS and root certificate names

SadfsCertName = "<Input ADFS Cert Name>"
SMACertName = "< Input Machine Authority >"
SMIACertName = "< Input Certificate Authority >"
SRootCertName = "< Input Root name >"

3. Copy the following code, and paste it into Audiences.ps1 underneath the variable declarations
from Step 2.

# This script configures SharePoint 2013 with ADFS certificates and claim
type maps and creates a Trusted Identity Token Issuer that enables SAML
claims support in SharePoint web applications.

# The directory that contains this script
$scriptbir = split-Path -parent $MyInvocation.MyCommand.Path
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# ADFS and root certificate names
$adfsCertName = "<Input ADFS Cert Name>"
$MACertName = "< Input Machine Authority >"
$MIACertName = "< Input Certificate Authority >"
$RootCertName = "< Input Root name >"

# The local file path, which points to the certificate used to sign token
requests (exported from the AD FS server)
$certFilePath = $ScriptDir + "\Certificates\"

# Build the certificates.

$adfscertpPath = $certFilePath + $adfsCertName + ".cer"
$MACertName = $certFilePath + $MACertName + ".cer"
$MIACertPath = $certFilePath + $MIACertName + ".cer"
$RootCertPath = $certFilePath + $BCTRCertName + ".cer"

# Import certificates to the SharePoint Trusted Root Authority. #
$adfscert = $null

if($adfscert -eq $null)
{
wWrite-Host "installing " $adfscCert
$adfsCert = New-Object
System.Security.Cryptography.Xx509Certificates.x509Certificate2($adfscCertPath)
# Install the certificate that was exported from the ADFS server.
New-SPTrustedRootAuthority -Name $adfsCertName -Certificate $adfsCert
New-SPTrustedRootAuthority -Name $MACertName -Certificate $MACertName
New-SPTrustedRootAuthority -Name $MIACertName -Certificate $MIACertPath
New-SPTrustedRootAuthority -Name $BCTRCertName -Certificate
$RootCertPath

}

jl Note:

You can use a different file name, but you must save the file as an ANSI-encoded text file
that has the extension .psl.

4. Onthe Start menu, click All Programs > Microsoft SharePoint 2013 Products > SharePoint
2013 Management Shell.

5. Change the command prompt to the directory to which you saved the file.

6. Atthe Windows PowerShell command prompt, type the following command.

./Add-ADFSCerts.psl

Create the trusted provider by using a Windows PowerShell script

1. Check that you meet the following minimum requirements:
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e See Add-SPShellAdmin.

e Read about Execution Policies.

2. Copy the following variable declarations, and paste them into a text editor, such as Notepad. Set
input values specific to your organization. You will use these values in Step 3. Save the file, and
name it TrustedProviderConfiguration-Regular.ps1.

## Settings you need to change for your organization before the script is

run ##

# ADFS and root certificate names

SadfsCertName = "<Input ADFS Certificate Name>"
SMACertName = "< Input Machine Authority >"
SMIACertName = "< Input Certificate Authority >"
SRootCertName = "< Input Root name >"

3. Copy the following code, and paste it into Audiences.ps1 underneath the variable declarations
from Step 2.

# This script configures SharePoint 2013 with ADFS certificates and claim
type maps and creates a Trusted Identity Token Issuer that enables SAML
claims support in SharePoint web applications. These providers use the
UPN or EMail claim rule for the identity claim.

# The production ADFS redirect URL
$signinurl = "https://sts.msft.net/adfs/1s/"

# The URL and realm for the partner web application
$webAppuUri = "https://ppedrtest.mmsx1.com/"
$siteRealm = "urn:039d:spdr:emp"

# The directory that contains this script
$Scriptbir = Split-Path -parent $MyInvocation.MyCommand.Path

# The claim type schema used as the user identity, which uses the email
address as the UPN
$1dClaimType =

"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"

$adfsCert = New-Object
System.Security.Cryptography.X509Certificates.x509Certificate2($adfscCertPath)

# The ADFS and root certificate names
$adfsCertName = "<Insert ADFS Certification Name>

# The local file path, which points to the certificate used to sign token
requests (exported from the AD FS server)
$certFilepath = $ScriptDir + "\Certificates\"

# Build the certificates.
$adfsCertPath = $certFilePath + $adfsCertName + ".cer"
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$adfscert = New-Object
System.Security.Cryptography.Xx509Certificates.x509Certificate2($adfscCertPath)

# ___________________________________________________________________________
_______________________________________ #

# Create or rebuild TrustedIdentityTokenIssuer. #

$tokenIdentityProviderName = "RegularuUsers"

$TrustedIdentityTokenIssuerDescription = "SAML Provider for SharepPoint"

foreach($issuer in Get-SPTrustedIdentityTokenIssuer)

if($issuer.Name -eq $tokenIdentityProviderName)
{
# Remove TrustedIdentityTokenIssuer (usually, to modify the ADFS
property maps) if it already exists?
Read-Host "Identity Token Issuer already exists. Remove and
reinstall it? Press CTRL+C to cancel."
Remove-SPTrustedIdentityTokenIssuer -Identity
$tokenidentityProviderName

}
}

#Read-Host "Create a new SharePoint Trusted Identity Token Issuer?"
# Create the sSharepPoint Trusted Identity Token Issuer.

Write-Host "Creating SPTrustedIdentityTokenIssuer named "
$tokenidentityProviderName

$ap = New-SPTrustedIdentityTokenIssuer ~
-Name $tokenIdentityProviderName °
-Description $TrustedIdentityTokenIssuerDescription
-realm $siterealm °
-ImportTrustCertificate $adfscCert
-SignInurl $signInurl
-UseDefaultConfiguration
-IdentifierclaimIs USER-PRINCIPAL-NAME
-RegisteredIssuerName $siteRealm

# Add the partner site realm to the trusted provider.
$uri = new-object System.Uri($webAppuUri)
$ap = Get-SPTrustedIdentityTokenIssuer $tokenIdentityProviderName

$ap.Providerrealms.Add($uri, $siterealm)
$ap.update(Q)

j' Note:

You can use a different file name, but you must save the file as an ANSI-encoded text file
that has the extension .psl.

4. On the Start menu, click All Programs.

5. Click Microsoft SharePoint 2013 Products.

247



6. Click SharePoint 2013 Management Shell.
7. Change the command prompt to the directory to which you saved the file.

8. At the Windows PowerShell command prompt, type the following command.

./TrustedProviderConfiguration-Regular.psl

Enable tracing for SharePoint Server 2013 claims

To enable tracing for SharePoint 2013, you can use the following ways:

e Enable tracing in Windows Identity Foundation (WIF). For information about how to enable
tracing, see WIF Tracing.

e Configure diagnostic logging in SharePoint 2013. For information about how to configure
diagnostic logging, see Configure diagnostic logging in SharePoint 2013.

Trusted identity providers and user profile
synchronization

This section describes the steps that let user profile synchronization use claims-based authentication
with a trusted identity provider.

When you configure a directory synchronization connection, you can specify the type of
authentication provider that will be used to access the imported profiles. In the case of a trusted
claims provider, you can also select the specific trusted provider configured in the farm.

To provide the user profile application with sufficient information to map the imported profiles to
authenticated users, you have to set the imported attributed to the corresponding authenticated
users identity claim. The claim is immutable. It cannot be changed after it is configured in the trusted
identity provider. To map users correctly, the user profile system must be informed of which of the
attributes it can import to be used as the identity claim. The key is to identify the identity claim for the
user profile system so that there is enough information to match the identity claim with the
corresponding profile entry. The Claim User Identifier property is used to establish the mapping.

The following figure identifies the Claim User Identifier property mapped to the mail incoming
attribute. This is an arbitrary claim that is specified in this implementation. Any claim can be used.
That claim must be the attribute that is presented as the identity claim from the trusted identity
provider.
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The next profile import will result in users who are associated with the corresponding profile entries.

For additional information about user profile synchronization, see Overview of profile
synchronization in SharePoint Server 2013.

Using audiences with claims-based sites

This section describes how SAML claims work with the audiences feature in SharePoint 2013. By
default, synchronization support is available for AD DS and several Lightweight Directory Access
Protocol (LDAP) sources and from a Lightweight Directory Interchange Format (LDIF) file. For more
information, see Configure profile synchronization using a Lightweight Directory Interchange Format
(LDIF) file (SharePoint Server 2010). A problem is that the account name for most SAML claims users
is something like i:05:t|AD FS with roles|fred@contoso.com.

To take advantage of audiences, you need to create profiles for users either manually or through
custom code. Create the profiles with their proper claims attributes—for example, i:05:t|/AD FS with
roles|fred@contoso.com as the account name—and then populate the other fields with data that you
want to use in your audiences.

After the profiles are created, audiences can be created. You can't use a user-based audience, such as
membership in a group, for the audience unless you implement custom code. It might be more
efficient to use the property-based audience.

See also

Claims-Based Identity Term Definitions
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Migration of Windows claims
authentication to SAML-based claims
authentication in SharePoint Server 2013

Applies to: SharePoint Server 2013
Topic Last Modified: 2014-05-07

Summary: Learn how to migrate from Windows claims authentication to SAML-based authentication
in SharePoint 2013.

Identifies the steps required to migrate a web application that is going from Windows claims
authentication to SAML-based authentication in SharePoint 2013.

[dentity migration
To run the identity migration, follow these steps:

j' Note:

These steps apply only to existing web applications.
e Generate a skip list.

e Run the migration against the web application that has one or more content databases.

Generate a skip list

A skip list is comma-separated values file (.csv file) that has records to exclude during the identity
migration. For example, it is necessary to exclude certain service applications or certain domain
accounts.

Migration of a web application

To migrate a web application to include all the content databases by using Windows PowerShell
1. Check that you have the following memberships:

e The securityadmin fixed server role on the SQL Server instance.

e The db_owner fixed database role on all databases that are to be updated.
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e The Administrators group on the server on which you are running Windows PowerShell
cmdlets.

e Read about Execution Policies.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint 2013 cmdlets.

j' Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Permissions and Add-SPShellAdmin.

2. To migrate a web application to include all content databases, type the following at the Windows
PowerShell command prompt.

Swa = Get-SPWebApplication -Identity <Name of web application>
Stp= Get-SPTrustedIdentityTokenIssuer "RegularUsers"

Convert-SPWebApplication -Identity $wa -TO CLAIMSTRUSTEDDEFAULT -FROM
CLAIMSWINDOWS -TrustedProvider $tp -sourceskiplist skip.csv

To migrate specific web applications and content databases by using Windows PowerShell
1. Check that you have the following memberships:

e The securityadmin fixed server role on the SQL Server instance.

e The db_owner fixed database role on all databases that are to be updated.

o The Administrators group on the server on which you are running Windows PowerShell
cmdlets.

e Read about Execution Policies.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint 2013 cmdlets.

j' Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Permissions and Add-SPShellAdmin.

2. To migrate specific web applications and content databases, type the following at the Windows
PowerShell command prompt.

$database = Get-SPContentDatabase -Identity <DB Name>
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Convert-SPWebApplication -Identity S$Sapp —-from CLAIMS-WINDOWS -to CLAIMS-
TRUSTED-DEFAULT -database $database -sourceskiplist skip.csv

Where:
e <lIdentity> is the name of the content database—for example, DB_Name.

If you want to reverse the migration process, type the following at the Windows PowerShell command
prompt.

Convert-SPWebApplication -Identity $wa —-From CLAIMS-TRUSTED-DEFAULT -To
CLAIMS-WINDOWS -SourceSkipList $skipFile -database S$database

E‘ Note:

For more information, see Get-SPContentDatabase, Get-SPWebApplication, and Convert-
SPWebApplication.

See also

Implement SAML-based authentication in SharePoint Server 2013
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Implications of Claims Mode
Authentication on service applications

Applies to: SharePoint Server 2013
Topic Last Modified: 2014-05-29

Summary: Learn how to migrate Windows claims authentication to SAML-based authentication on
service applications in SharePoint 2013.

This article describes how to migrate Windows claims to SAML-based authentication on service
applications.

In this article:

e Business Connectivity Services and Secure Store

e InfoPath Services

¢ Managed Metadata Service

Business Connectivity Services and Secure Store
Service

This section describes the steps to migrate a Windows claim identity stored in Microsoft Business
Connectivity Services and Secure Store Service databases to SAML-based identities.

Assumptions and prerequisites

Before you start the migration, review the following information about prerequisites:
e SharePoint 2013 with the April 2014 Cumulative Update (CU) is installed.

e SharePoint Server 2013.

e Business Connectivity Services (BCS) and Secure Store exist and have NT authentication or
Windows claims identities.

e The target environment is configured to use a supported SAML claims-based identity provider.

e The migration will be performed by using the farm administrator credential.
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e The Migrate-BcsSssClaims.ps1 script migrates existing Windows claims identities that are
stored in a Business Connectivity Services database and Secure Store database.

Migration

To perform the migration of Windows claims-based identities that are stored in a Business
Connectivity Services database and Secure Store database, do the following:

1. Back up the existing BCS and Secure Store service database by using Microsoft SQL Server
Management Studio. Database backup and restore is the primary means to revert a failed
migration.

2. Create a migration skip list and custom map:

a) Open the Migrate-BcsSssClaims.ps1 script file by using Microsoft PowerShell ISE or an
editor like Notepad.

b) Find the $skipMigrationList variable. It contains the principals that must explicitly not be
migrated. Use commas to separate multiple principals. Here's an example:
$skipMigrationList = @("some_domain\do_not_migrate_accountl"”,
"some_domain\do_not_migrate_account2").

¢) Find the $ScustomMapping variable. The custom mapping explicitly converts the identities
to the SAML code you specified. The following example migrates a user identity named
old_domain\old_usernamel to the SAML identity usernamel@company.com and
old_domain\old_username2 to username2@partner.com:

ScustomMapping = @{ "old_domain\old_usernamel" = "usernamel@company.com";
"old_domain\old_username2" = "username2 @partner.com"; }

3. The Migrate-BcsSssClaims.ps1 script performs a migration of all user and group principals in
Business Connectivity Services and Secure Store applications to the SAML claims-based
authentication provider.

Run the Migrate-BcsSssClaims script by using Windows PowerShell
a) Verify that you have the following memberships:
e The securityadmin fixed server role on the SQL Server instance.
e The db_owner fixed database role on all databases that are to be updated.

e The Administrators group on the server on which you are running the Windows
PowerShell cmdlets.
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e An administrator can use the Add-SPShellAdmin cmdlet to grant permissions.

j' Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Add-SPShellAdmin.

b) j' Note:

The following script files (that is, Migrate-BcsClaims.ps1, Migrate-SSSClaims.ps1, and
Migrate-Helpers.psl1) need to be copied and saved in the same location as the Migrate-
BcsSssClaims.ps1 file. They are used when the Migrate-BcsSssClaims.ps1 file is run.

c) Copy the following code, paste into an editor like Notepad, and then save the file as
Migrate-BcsClaims.ps1l.

#Description: Migrates an existing Windows claims stored in a
Business Connectivity Service database.

<#This script is used to migrate the identities stored in a Business
Connectivity Services database to a new one (which depends on the
parameter of MigrationCallback).

Steps:

* Get the database connection by using the Get-SPDatabase cmdlet.
1. Retrieve the Identities in the table.

2. For each Identity, convert it using the callback.

3. Update the Identity with the new value.

#>

#return: the new value

function Migrate-BcsClaims()

{

# Do we need the subscription ID and site parameters here?
[cmdTetBinding(SupportsShouldProcess=$true, ConfirmImpact="High")]
param(

# The site subscription ID of the tenant whose user and group principals
in the Managed

# Metadata service applications are to be migrated to the new
authentication model.

[Parameter(Mandatory = $true, ParameterSetName = "tenant",
valueFromPipeline = $true, HelpMessage = "What is the site subscription ID of
the tenant you want to migrate?")]

[validateNotNul1()]

[Microsoft.SharePoint.Powershell.sPSiteSubscriptionPipeBind]
$siteSubscriptionid,

# A site collection whose user and group principals in the Managed
Metadata service

# application are to be migrated to the new authentication model. If the
site collection

# has a site subscription ID, use the -SiteSubscriptionId parameter
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instead.

[Parameter(Mandatory = $true, ParameterSetName = "site",
valueFromPipeline = $true, HelpMessage = "Which site collection do you wish to
migrate?")]

[validateNotNul1()]

[validatescript({ $site.SiteSubscription -eq $null })]

[Microsoft.SharePoint.PowerShell.sPSitePipeBind] $Site,

# The Managed Metadata web service to be migrated.

[Parameter(Mandatory = $true)]

[validateNotNul1(Q)]

[Microsoft.SharePoint.BusinessData.SharedService.BdcServiceApplication]
$webserviceApplication,

# An IMigrateEntityCallback object that performs the entity
transformation.

#[Parameter(Mandatory = $true)]

#[validateNotNull1()]

[Microsoft.SharePoint.Administration.Claims.IMigrateEntitycCallback]
$Migrator,

# This parameter prevents the original principals from being deleted or
overwritten in the

# database when the migrated principals are written. By default this
parameter is false

# and the original principals are deleted. This parameter is useful for
a phased migration

# where it is necessary to keep the Managed Metadata service application
functioning for

# users connecting from both migrated and non-migrated tenants. After
all tenants

# have been migrated, the original principals can be deleted by re-
running this script

# with this parameter disabled. Note that for testing migrations, the -
whatIf parameter can

# also be used to help ensure that no changes are committed to the
database.

[boo1] $1IfRetainoldPrincipals = $false

)
#
# convert the old Identity to new one (the old one 1is windows Claim type)
#
function ConvertonelIdentity([System.String]$oldvalue)
{
if ($migrator -eq $null)
{
wWrite-Log "No Migrator!"
$null
}
else
{

$migrationEntity = New-Object
Microsoft.SharePoint.Administration.SPMigrationEntity $oldvalue

$result = $Migrator.ConvertEntity($script:migrationContext,
$migrationEntity)
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if ($result -eq

[Microsoft.SharePoint.Administration.SPMigrateEntityCallbackResult]:

{
$newvalue = $migrationEntity.MigratedName
return $newvalue

elseif ($result -eq

[Microsoft.SharePoint.Administration.SPMigrateEntityCallbackrResult]:

{

write-Log "Error: cannot convert $oldvalue"

elseif ($result -eq

[Microsoft.SharePoint.Administration.SPMigrateEntityCallbackResult]:

ated)

{
write-Log "Already been migrated: $oldvalue"

elseif ($result -eq

[Microsoft.SharePoint.Administration.SPMigrateEntityCallbackResult]:

{
Write-Log "Skipped to migrate: $oldvalue”
3
}
return $null
}
#
# start of main Tlogic
#

$script:migrationContext = New-Object

:sSuccess)

:Failure)

:AlreadyMigr

:Skipped)

Microsoft.SharePoint.Administration.Claims.SPClaimMigrationContext($webServiceAp

plication.Service)

#

# In MinDB we will use Content Database, not the database for the service

application.

#

#

$db = $webServiceApplication.Database

if ($db -eq $null)

{
write-Log "Cannot find BDC database".
return

}

# default BDC schema is 'dbo', but in MinDB we will use 'bcs'
$dbschema = "dbo"
$sqlconnstr = $db.DatabaseConnectionString

$sqlReadstmt = "SELECT * FROM [$dbSchema].[AR_MetadataObjectSecurity]"
$sqlupdatestmt = "UPDATE [$dbSchema].[AR_MetadataObjectSecurity] SET

IdentityName=@newIdentityvalue WHERE ID=@id"

$sqlInsertStmt = "INSERT INTO [$dbSchema].[AR_MetadataObjectSecurity]
(MetadataObjectid, IdentityName, DisplayName, RawSid, Rights, SettingId) VALUES
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(@metadataobjectId, @newIdentityvalue, @displayName, @rawSid, @rights,
@settingId)"

$connection = New-Object System.Data.SqlClient.SqlConnection $sqlConnStr
$connection.open()

# To read existing data
$sq1ReadCmd = $connection.CreateCommand()
$sg1ReadCmd.CommandText = $sqlReadStmt

$sqladapter = New-Object System.Data.SqlClient.SqlDataAdapter
$sqlAadapter.SelectCommand = $SqlReadCmd

$pataset = New-Object System.Data.DataSet
$sqlAadapter.Fill($Dataset)
# Read ends;

$sqlupdateCmd = New-Object System.Data.SqlcClient.SqlCommand
$sqlupdatecCmd.Connection = $connection

if ($1frRetain0OldPrincipals -eq $false)
{

}

else

$sqlupdateCmd.CommandText = $sqlUpdateStmt

$sqlupdateCmd.CommandText $sqlInsertstmt

$transaction = $connection.BeginTransaction()
$sqlupdateCmd.Transaction = $transaction

ForEach ($row in $Dataset.Tables[0].Rows)
{
$id = $row["1d"]
$oldvalue = $row["IdentityName"]
$info = "Converting: $oldvalue t DisplayName:
"t ID=$id"
write-Log $info

+ $row["DisplayName"] +

# Convert to get new value

$newvalue = ConvertoOneIdentity $oldvalue
if ($newvalue -eq $null)

{

}

# Run update
write-Log ("Get new value ($newvalue) for claim: $oldvalue")

continue

Try
$sqlupdateCmd.Parameters.Clear()
if ($1fRetainoOldPrincipals -eq $false)

$null =
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$sqlupdateCmd.Parameters.Addwithvalue("@newIdentityvalue", $newvalue)
$null = $sqlupdateCmd.Parameters.Addwithvalue("@id", $id)
}

else

{

$null =
$sqlupdateCmd.Parameters.Addwithvalue("@metadataoObjectid",
$row["Metadataobjectid"])

$null =
$sqlupdateCmd.Parameters.Addwithvalue("@newIdentityvalue", $newvalue)

$null = $sqlupdateCmd.Parameters.Addwithvalue("@displayName",
$row["DisplayName"])

$null = $sqlupdateCmd.Parameters.Addwithvalue("@rawsid",
$row["Rawsid"])
$null = $sqlupdateCmd.Parameters.Addwithvalue("@rights",
$row["Rights"])
$null = $sqlupdateCmd.Parameters.Addwithvalue("@sttingId",
$row["settingId"])
}

# Log output
write-Log "Update DB: $($sqlupdateCmd.CommandText) with new
identity: $newvalue"
if ($pscmdlet.ShouldProcess("Run update DB command")) {
$rc = $sqlupdatecmd.ExecuteNonQuery()
if ($rc -eq 0)

{
write-Log "Failed to add/set new value"
}
}
}
Catch [System.Exception]
{

write-Log ("Failed to add/set new value; error:
$($_.Exception.Message)')

Finally
{

}

# do nothing

}
$sqlupdatecmd.Dispose()

# Commit and Close at Tlast.
$transaction.commit()
$connection.Close()

d) Copy the following code, paste it into Notepad, and then save the file as Migrate-
SSSClaims.psl.

# Description: Migrates the existing Windows claims stored in a
Secure Store Service Application database.

function Migrate-SecureStoreClaims
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[CmdletBinding (SupportsShouldProcess=Strue,
ConfirmImpact="High")]
param (
# The site subscription ID of the tenant whose user and
group principals in the Managed
# Metadata service application are to be migrated to the new
authentication model.

[Parameter (Mandatory = S$Strue, ParameterSetName = "tenant",
ValueFromPipeline = $true, HelpMessage = "What is the site
subscription ID of the tenant you want to migrate?")]

[ValidateNotNull ()]

[Microsoft.SharePoint.PowerShell.SPSiteSubscriptionPipeBind]
$SiteSubscriptionId,

# A site collection whose user and group principals in the Managed
Metadata service

# application are to be migrated to the new authentication model. If the
site collection

# has a site subscription ID, use the -SiteSubscriptionId parameter
instead.

[Parameter(Mandatory = $true, ParameterSetName = "site",
valueFromPipeline = $true, HelpMessage = "Which site collection do you want to
migrate?")]

[validateNotNul1(Q)]

[validatescript({ $Ssite.SiteSubscription -eq $null })]

[Microsoft.SsharePoint.PowerShell.sPSitePipeBind] $Site,

# The Managed Metadata web service to be migrated.
[Parameter(Mandatory = $true)]

[validateNotNulT1()]
[Microsoft.sSharepPoint.Administration.SPIiswebService] $webService,

# An IMigrateEntityCallback object that performs the entity
transformation.

# [Parameter (Mandatory = $true)]

# [validateNotNul1(Q)]

[Microsoft.SharePoint.Administration.Claims.IMigrateEntitycCallback]

$Migrator,

#
[boo1] $1fRetainoldPrincipals = $false,

# If set to True, will NOT handle Unpartitioned Secure Store service
application
[bool1] $1ifskipunPartitionedSecureStore

)
#
# Start of functions
#

# Migrate one claim
# Return: SPClaim
function Migrate-
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Claim([Microsoft.office.SecureStoreService.Server.SecureStoreServiceClaim]$ssscCl
aim)
{
$claimType = $sssClaim.ClaimType
$claimvalue = $sssClaim.Claimvalue

write-Log "Migrating claim: $claimvalue"

$migrationEntity = New-Object
Microsoft.SharePoint.Administration.SPMigrationEntity $claimvalue

if ($migrationEntity.AuthenticationType -eq
[Microsoft.sharePoint.Administration.SPwebApplication+AuthenticationMethod]::Win
dows)

{

$sourceName = $claimvalue
$ifsourceready = $false
if ($claimvalue -match "As-\d-\d+-(\d+-){1,143\d+$")
{
#SID?

if ($claimType.ToLower() .Contains("groupsid™))
{

Security claim..."

write-Log "Need to translate Group SID $claimvalue to

$spClaim =
[Microsoft.SharePoint.Administration.Claims.SPActiveDirectoryClaimProvider]::Cre
ateSecurityGroupClaim($claimvalue)
$sourceName = $spClaim.ToEncodedString()
Write-Log "Translated Security claim is: $sourceName"
$ifsourceready = $true
}
else
{
wWrite-Log "Need to translate SID $claimvalue to Windows NT
account "
$objSID = New-Object
System.Security.Principal.SecurityIdentifier $claimvalue
$objuser = $objSID.Translate(
[Ssystem.Security.Principal.NTAccount])
if (1$7)
{
Write-Log "Cannot convert SID $claimvalue"
return $null

}

$sourceName = $objuser.value
write-Log "Translated to NT account $ntAccount"

}
}
if ($ifsourceReady -eq $false)
{

# Convert "DOMAIN\account" -> "i:0#.w|DOMAIN\account"
wWrite-Log "Need to convert NT account $ntAccount to windows SAM
account "
$claimsPrincipal = New-SPClaimsPrincipal -IdentityType
windowsSamAccountName -Identity $sourceName

$sourceName = $claimsPrincipal.ToEncodedstring()
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if (187

{ .
wWrite-Log "Cannot convert NT account $ntAccount"”
return $null

}

write-Log "Account has been converted; new value is: $sourceName"
$migrationEntity = New-Object
Microsoft.SharePoint.Administration.SPMigrationEntity $sourceName

}
#>

# Convert
if ($migrator -eq $null)
{

write-Log "No Migrator! Cannot do migration."
return $null

}

$result = $Migrator.ConvertEntity($script:migrationContext,
$migrationEntity)

if ($result -eq
[Microsoft.SharePoint.Administration.SPMigrateEntityCallbackResult]::Success)

{

$newName = $migrationeEntity.MigratedName

$newvalue =
[Microsoft.SharePoint.Administration.Claims.SPClaimProviderManager]::Local.Decod
eClaim($newName)

write-Log "Converted to new claim: $newvalue, with name $newName"
return $newvalue

}

else

{
write-Log ("Cannot convert ( $claimType ) type claim: $claimvalue;
converting result is $result")

}

return $null

}

#

# Convert a SecureStoreServiceClaim to SPClaim

#

function
convertsssClaimToSPClaim([Microsoft.office.SecureStoreService.Server.Securestore

ServiceClaim]$sssClaim)

{
return New-Object Microsoft.SharePoint.Administration.Claims.SPClaim
$sssClaim.ClaimType, $sssClaim.Claimvalue, "System.String",
$sssClaim.ClaimIssuer

}

#

# Migrate a group of claims
# Return: new claims array
function Migrate-
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SssClaims([Microsoft.office.SecureStoreService.Server.SecureStoreServiceClaim[]]
$oldclaims)

if ($oldclaims -eq $null -or ($oldClaims.Count -le 0))
{

write-Log('"No claim to migrate")

return $null

}

#write-Log " 'n Migrating claims:"
#write-Log ($oldClaims)

$newClaims = New-Object System.Collections.ArrayList
$oldclaims | Foreach {

# Write-Log $_

$oldclaim = $_

$newClaim = Migrate-Claim($oldclaim)
if ($newClaim)

{
# add new claim
$null = $newcClaims.Add($newClaim)
}
if ( ($1fRetainOldPrincipals -eq $true) -or ($newClaim -eq $null))
{

# remain the old claim when RetainOldPrincipals is set to true
or cannot get the new claim

$existingClaim = ConvertSssClaimTosPClaim($oldClaim)

$null = $newcClaims.Add($existingClaim)

}

return $newClaims

}

#

# Migrate one target application (Secure Store Application)

# Return: none

#

function Migrate-
oneApp([Microsoft.office.SecureStoreService.PowerShellCmdlet.SPSecureStoreApplic
ation] $ssApp)

{

<#

[Ssystem.Collections.Generic.List[Microsoft.office.SecureStoreService.Server.Secu
restoreServiceClaim]]
#>

write-Log ("Migrating Target Application: +
$ssApp.TargetApplication.ApplicationIid + ""n ' n")

$taclaims = $ssApp.TargetApplicationClaims
$adminClaims = $taclaims.AdministratorClaims
$groupClaims = $taclaims.GroupClaims
$redeemClaims = $taclaims.TicketRedeemercClaims
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if ($adminclaims)

{
write-Log " nMigrating existing Admin Claims..."
$adminClaims | ft
$newAdminClaims = Migrate-SssClaims $adminClaims
"“nNew Admin Claims:"
$newAdminClaims | ft

}

else

{ ~
wWrite-Log " nNo admin claims"

}

if ($groupClaims)

{
Write-Log " nMigrating existing Group Claims..."
$groupclaims | ft
$newGroupClaims = Migrate-SssClaims $groupClaims
"“nNew Group Claims:"
$newGroupClaims | ft

}

else

{ ~
write-Log " nNo group claims"

}

if ($redeemcClaims)

{
wWrite-Log " nMigrating existing Ticket Redeemer Claims..."
$redeemcClaims | ft
$newRedeemClaims = Migrate-SssClaims $redeemClaimsClaims
""nNew Redeem Claims:"
$newRedeemClaims | ft

}

else

{ - ~ . 0
write-Log " nNo Ticket Redeemer claims"

}

# To Update setting

write-Log " nUpdating SPSecureStoreApplication..."

if ($pscmdlet.ShouldProcess("Run command of Set-

SPSecureStoreApplication?™)) {

Set-SPSecureStoreApplication -Identity $ssApp -Administrator

$newAdminClaims -CredentialsOwnerGroup $newGroupClaims -TicketRedeemer
$newredeemClaims

}

write-Log (" nEnd of migration of " +

$ssApp.TargetApplication.Applicationid + " n")
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#

# Start of main logic:

#

$script:migrationContext = New-Object
Microsoft.SharepPoint.Administration.Claims.SPClaimMigrationContext($webService)

# Get Secure Store Applications (target applications)

$serviceContext = Get-SPServiceContext -Site $Site
$ssApps = Get-SPSecureStoreApplication -ServiceContext $serviceContext -All

$ssApps | % { Migrate-OneApp($_) }

e) Copy the following code, paste into an editor like Notepad, and then save the file as
Migrate-Helpers.ps1.

# Filename: Migrate-Helpers.psl
# Description: Helper functions for migrating Business Connectivity
Services and Secure Store Services claims.

function write-Log($message)

{

}

#

# Get Service Context for the migration

# The variables are defined in main script
#

function Get-ServiceContext()

Write-Host $message

if ($siteSubscriptionid -ne $null)

{
write-Log "Finding SPServiceContext for SiteSubscription
$($siteSubscriptionid.1d)"

$siteSubscription = Get-SPSiteSubscription -Identity $SiteSubscriptionid
if (1$7)

{
write-Log "Cannot find site subscription for:
$($siteSubscriptionid.Id)"
return $null
}

$serviceContext = Get-SPServiceContext -SiteSubscription
$siteSubscription
if (1§72

{
write-Log "Cannot get service context for site subscription id
$($siteSubscriptionId.Id)"
return $null
}

265



return $serviceContext
}
elseif (§site -ne $null)
if ($Site.SiteSubscription -ne $null)
{
wWrite-Log "Site collection $($Site.ur1) has a site subscription. Run
this script with -SiteSubscriptionIid $($Site.SiteSubscription.Id)."
return $null
}
Write-Log "Using SPServiceContext for site collection $($Site.ur1)"

$serviceContext = Get-SPServiceContext -Site $Site
return $serviceContext

}
return $null
}
f) Copy the following code, paste it into Notepad, and then save the file as Migrate-
BcsSssClaims.ps1.
#Description: Migrates the existing Windows claims stored in
Business Connectivity Services database and Secure Store Service
database.
<#
.SYNOPSIS

Performs a migration of all user and group principals in Business Connectivity
Services and Secure Store Service Applications to their equivalents under the
configured SAML claims authentication provider.

.DESCRIPTION

This script is provided to allow customers to customize their SAML claims
migration based on their existing Sharepoint 2013 deployment.

It supports Timited customization, primarily through variables that the
customer can modify to adapt the script to their requirements. These
variables are in the "User-configurable Parameters" section of this script.

The script iterates through all term store objects (including groups, term
sets, and terms) in the given Business Connectivity Services and Secure Store
Service. If any term store

object has an associated user or group principal that belongs to the tenant
identified by the -SiteSubscriptionId parameter, the script converts that
principal to its equivalent under the SAML claims authentication provider.

If the Managed Metadata service is not part of a tenant environment, as is
common 1in the case of on-premises deployments, the script may instead be
invoked by passing an SPSite object using the -Site parameter.

.EXAMPLE
Migrate-BcsSssClaims -Site "http://sharepoint.contoso.com"

#>
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[cmdTetBinding(SupportsShouldProcess=$true, ConfirmImpact="High")]

param(
# A site collection with no site subscription. If the site collection has a
# site subscription, use the -SiteSubscriptionId parameter instead.
[Parameter (Mandatory = $true, ParameterSetName = "site", valueFromPipeline =

$true, HelpMessage = "which site collection do you wish to migrate?")]
[vaTlidateNotNul1()]
[validatescript({ $Site.SiteSubscription -eq $null })]
[Microsoft.SharePoint.PowerShell.sPSitePipeBind] $Site,

# wWe need to have a name for SAML identity provider.

# when it is empty, we assume there's only one provider in the farm.

#[Parameter(Mandatory = $true, ParameterSetName = "IdentityProviderName",
valueFromPipeline = $false, HelpMessage = "What's the name for SAML Identity
Provider?")]

[system.String] $IdentityProviderName = $null,

# This parameter prevents the original principals from being deleted or
overwritten in the

# database when the migrated principals are written. By default this
parameter is false

# and the original principals are deleted. This parameter is useful for a
phased migration

# where it is necessary to keep the Managed Metadata service application
functioning for

# users connecting from both migrated and non-migrated tenants. Once all
tenants

# have been migrated, the original principals can be deleted by re-running
this script

# with this parameter disabled. Note that for testing migrations, the -
whatIf parameter can

# also be used to help ensure that no changes are committed to the database.

# [Parameter(Mandatory = $false, ParameterSetName = "IfRetainOoldPrincipals",
valueFromPipeline = $true, HelpMessage = "Do you want to remain the old
principals?")]

[boo1] $1IfRetainoldPrincipals = $false,

# If set to True, will NOT handle uUnPartitioned Secure Store service
application
[bool1] $1fskipunPartitionedSecureStore

# User-configurable Parameters

# Define any principals that must explicitly NOT be migrated; use commas to
# separate multiple principals.
$skipmigrationList = @("some_domain\do_not_migrate_accountl",
"some_domain\do_not_migrate_account2",
"True",
"windows",
"002C\test-cr-02" )

$customMapping = @{ "old_domain\old_usernamel” = "usernamel@company.com"; #
migrates to e.g. i:0e.t|authprovider|usernamel@company.com
"old_domain\old_username2" = "username2@partner.com"; #
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migrates to e.g. i:0e.t|authprovider|username2@partner.com

}

# Loads the SAML claims identity provider. This assumes there is only one
provider.

$identityProviders = Get-SPTrustedIdentityTokenIssuer

$identityProvider = $null

if ($identityProviders.Count -eq 1)
{
$identityProvider = $identityProviders[0]

elseif ($identityProviders.Count -gt 1)

{
# Loop the providers
$identityProviders | % {
if ($_.Name -ne $IdentityProviderName)
{
return; # in fact it works as continue
}
$identityProvider = $_
}
3
if ($identityProvider -eq $null)
{
$tmp = mn . n
if ($1dentityProviderName)
{
$tmp = " named $IdentityProviderName."
}
write-Host "Cannot find trusted identity token issuer$tmp"”
EXit
}
else
{
write-Host "Find trusted identity token issuer: $($identityProvider.Name)"
}
e

# Migration script

# Load the migration script
.\Migrate-Helpers.psl
.\Migrate-BcsClaims.psl
.\Migrate-sssClaims.psl

$config = New-Object
Microsoft.SharepPoint.Administration.Claims.SPClaimsMigrationConfiguration
$skipMigrationList |

% { $null = $config.SourceSkipMigrationList.Add($_) }

# Create the pre-configured mapping data

$customMapping.Keys |
% {
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$value = $customMapping[$_]
$mappingbata = New-Object
Microsoft.SharepPoint.Administration.SPMigrationMappingData($value, $value)
$config.Mappingbata.Add($_, $mappingData)
}

# Create a basic migration configuration
$trustedconfigArgs = @($identityProvider.Name, $config.FarmIdMappings,
$config.SourceskipMigrationList, $config.MappingbData)

$trustedconfig = New-Object
Microsoft.SharepPoint.Administration.Claims.SPTrustedClaimsMigrationConfiguration
$trustedconfigArgs

$migrator = New-Object
Microsoft.SharePoint.Administration.Claims.SPwindowsToTrustedBackedByActiveDirec
toryMigration $trustedcConfig

#
# 1. Process Secure Store; TypeName: Secure Store Service Application
#

$serviceApps = Get-SPServiceApplication | Where-oObject { $_.TypeName -match
"Secure Store Service Application" }
write-Log "Found $($serviceApps.Count) Secure Store Service Application(s) "n n"
$serviceApps |
% {
if ($1fskipunpPartitionedsecurestore -eq $true -and
($_.Properties["Microsoft.office.Server.utilities.SPPartitionOptions"] -eq
"UnPartitioned"))
{
write-Log ("we won't process Un-Partitioned Secure Store Service
Application named " + $_.Name)
return
}

write-Log " nConnecting to $_ 'n'
$service = $_.Service

# start migration

Migrate-SecureStoreClaims -WebService $service -Migrator $migrator -Site
$Ssite -IfRetainoldPrincipals $IfRetainOoldPrincipals -
IfskipunPartitionedSecureStore $1IfsSkipunPartitionedSecureStore -
whatIf:$whatifPreference;

write-Log " nDisconnecting from $_ "n'

2. Process BCS; TypeName: Business Data Connectivity Service Application
we will deal with database directly.

H* HHH

269



$serviceApps = Get-SPServiceApplication | Where-oObject { $_.TypeName -match
"Business Data Connectivity Service Application" }

Write-Log "Found $($serviceApps.Count) Business Connectivity Service
Application(s) 'n'n"

$serviceApps |
% {

Write-Log " nConnecting to $_ 'n'
$serviceApp = $

# start migration

Migrate-BcsClaims -WebServiceApplication $serviceApp -Migrator $migrator
-Site $Site -IfRetainOldPrincipals $IfRetainOldPrincipals -
whatIf:$whatifPreference;

write-Log " nDisconnecting from $_ "n'

}

$serviceApps = $null
$migrator = $null
$trustedconfig = $null
$trustedconfigArgs = $null
$config = $null
$skipmigrationList = $null

g) On the Start menu, click All Programs.
h) Click Microsoft SharePoint 2013 Products.
i) Click SharePoint 2013 Management Shell.

j) At the Windows PowerShell command prompt, type the following command.

Migrate-BcsSssClaims -Site "http://sharepoint.mycompany.com" -
IdentityProviderName "Your SAML identity provider name"

Where:
e Site is the root URL of the SharePoint Server.

e IdentityProviderName is the name of a SAML identity token issuer. To get a list of all
known token issuers, use the Get-SPTrustedldentityTokenlssuer cmdlet.

e IfRetainOldPrincipals prevents the original NT authentication and Windows claims
identities from being deleted in the database during the migration.

e IfSkipUnPartitionedSecureStore does not perform migration for identities of an
unpartitioned Secure Store Service application.

e  Whatlf is used to test the migration. No changes are committed to the database.

4. Run IISReset.
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Troubleshooting

This section lists the known symptoms and resolutions that can help when you migrate a Business
Connectivity Services or Secure Store identity to a SAML claims environment. If none of these
suggestions resolve the problem and any changes already committed to the service database need to
be reverted, the service database can be restored from its backup (taken in step 1 of the migration
steps).

Symptoms and Resolutions

Here are some known symptoms and resolutions:

e The migration scripts require a SharePoint 2013 Management Shell. If running the script generates
errors like Unable to find type [Microsoft.SharePoint.*], chances are that the snap-ins for
Windows PowerShell have to be loaded. These snap-ins (that is, Add-PsSnapin
Microsoft.SharePoint.PowerShell) are already loaded if the script is run from SharePoint 2013
Management Shell. After the snap-ins are loaded, rerun the script.

e The migration script will write information to a log file. The log file will help you understand the
issue and has four possible outcomes:

e Success: The converted value is displayed.

e Failure: This value can be returned for many different reasons. One example is if the identity
doesn't belong to the migrating domain. This is an example of a common error message you
be see displayed: Error; cannot convert i:0e.t|regularusers|name@domain.

e AlreadyMigrated: The entity is already a valid SAML claims principal name and requires no
change.

e Skipped: The identity is in the skipped list of the migration configuration, which is located in
the $skipMigrationList variable of the migration script Migrate-BcsSssClaims.ps1. This is an
example of a common error message you be see displayed: Skipped to migrate:
i:0#.w|domain\name.

e Conversion failures: These occur when a principal name encountered in the database cannot be
mapped to the corresponding principal name under the new authentication provider. There can
be several reasons for this, as illustrated in the following table.
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Reason Resolution

The entity (person or group) is no longer with the  This is the most common case. After migration, in

company or organization. the SharePoint Central Administration website,
remove the metadata permission from Business
Connectivity Services and Secure Store services.

The entity has a new principal name that cannot  After migration, in the SharePoint Central

be mapped from the old name by the identity Administration website, remove the metadata

provider. This can arise, for example, if a person permission from the Business Connectivity

gets married and his or her name changes. Services and Secure Store services, and then add
the metadata permission again.

InfoPath Services

InfoPath is supported in SAML, but Web Service Connections to SharePoint services that require
authentication are not supported. Examples of these unsupported Web Service Connections include
the User Profile Service Web Service.

Managed Metadata Service

This section details the steps needed to migrate the Managed Metadata service database from a
Windows claims (or NT authentication) identity provider to a SAML claims identity provider. The
migration is executed in-place. It modifies the Taxonomy database, and the database cannot be used
in the old environment afterward.

The Managed Metadata service stores principal names for authenticated entities in the service
database. These are used to control access for roles like Term Store Administrators, Group Managers,
Group Contributors, Term Set Owners, and Term Owners. They are also used to provide change
notifications to entities like Term Set Stakeholders. If a Managed Metadata service application is
provisioned after configuring (or migrating) the web application with SAML claims, the Managed
Metadata Service will store principal names in the correct format, and all the above access checks and
notifications will work correctly without any extra configuration or migration steps.

However, if a Managed Metadata service is initially deployed when the web application is configured
to use a different identity provider (that is, NT authentication or Windows claims), the web application
will be migrated to a SAML claims-based identity provider. The migration process detailed in the
Migration section must be executed for the service database to support the new provider.

The following table shows what principal names for individual users and security groups look like for
different identity providers:
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Identity provider Principal name (first line is a sample user;
second line is the security group)

NTLM DOMAIN\username

s-1-5-21-2146773085-903363285-719344707-
1309461

Windows claims i:0#.w| DOMAIN\username

c:0+.w|s-1-5-21-2146773085-903363285-
719344707-1309461

SAML claims (Trusted) i:0e.t| providername|username@domain.com

c:0e.t|providername|s-1-5-21-2146773085-
903363285-719344707-1309461

Assumptions and Prerequisites
Before you start the migration, review the following information about prerequisites:
e SharePoint 2013 with the April 2014 Cumulative Update (CU) is installed.

e The Service Application Management and the SharePoint Central Administration website will not
be migrated and will continue to the existing authentication model (likely NT Authentication or
Windows claims).

e Central Administration and Service Application Management will continue to the existing
authentication model (likely NT Authentication or Windows claims)—that is, these will not be
migrated.

e The target environment is configured to use a supported SAML claims-based authentication
provider.

e The migration script updates the Managed Metadata service database by directly running SQL
gueries against the database. It is recommended that the Managed Metadata service be stopped
during the migration.

e The migration must be performed by using credentials that can execute update scripts against the
Managed Metadata service database (that is, the Service Application account).
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The migration process uses the following Windows PowerShell script: Convert-
ManagedMetadataServiceToTrusted.ps1 (known as the Convert script).

Migration

To perform the migration to SAML claims-based authentication, do the following:

1.

In the SharePoint Central Administration website, stop the Managed Metadata service.

Back up all existing active Managed Metadata service databases available to the tenant that is
being migrated. Database backup and restore is the primary means to revert a failed migration.

Optionally create a skip file. This is a text file that contains principal names that must not be
migrated. It contains one principal name per row.

e DOMAIN1\usertobeskippedl
e DOMAIN1\usertobeskipped2

The Convert script performs the migration for a specified web application. Use the Whatlf
parameter to perform a test run. A test run is exactly like a full migration except it does not write
updates to the database.

Run the Convert script by using Windows PowerShell
a) Verify that you have the following memberships:
e The securityadmin fixed server role on the SQL Server instance.
e The db_owner fixed database role on all databases that are to be updated.

e The Administrators group on the server on which you are running the Windows
PowerShell cmdlets.

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions.

Note:

If you do not have permissions, contact your Setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Add-SPShellAdmin.

b) Copy the following code, paste it into Notepad, and then save the file as Convert-
ManagedMetadataServiceToTrusted.ps1.

# Description: Migrates principal names in the Managed Metadata
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Service database
# for a web application or site collection to SAML-based claim
authentication.

<#

.SYNOPSIS

Converts all principal names in the Managed Metadata Service (MMS) database for
a

web application or site collection from NT Authentication or windows claims to
SAML claims.

.DESCRIPTION

This script migrates all user or security group principal names stored in the
MMS database from the NT Authentication / windows claims identity provider
format to the

SAML claims identity provider format.

If the -whatIf parameter is specified, no changes are committed to the database.

. EXAMPLE
convert-ManagedMetadataServiceToTrusted -webApplication http://app.contoso.com -
TokenIssuer "CorpuUsers"

Converts the principal names in the MMS database belonging to the web
application to SAML claims.

. EXAMPLE
Cconvert-ManagedMetadataServiceToTrusted -Site
http://app.contoso.com/sites/teamsite -TokenIssuer "CorpUsers"

Converts the principal names in the MMS database belonging to the site
collection's web application to SAML claims.

#>

[cmd1etBinding(SupportsShouldProcess=$true, ConfirmImpact="High")]
param(

# The web application whose user and group principals are in the Managed
Metadata

# service application that are to be migrated to the SAML claims identity
provider.

[Parameter (Mandatory = $true, ParameterSetName = "webApp", VvalueFromPipeline
= $true, HelpMessage = "Which web application do you wish to migrate?")]

[ATias("webApplication")]

[validateNotNul1()]

[Microsoft.SharePoint.Powershell.SsPwebApplicationPipeBind]
$webApplicationPipeBind,

# A site collection belonging to the tenant whose user and group principals
are in the

# Managed Metadata service application that are to be migrated to the new
identity provider.

[Parameter (Mandatory = $true, ParameterSetName = "site", valueFromPipeline =
$true, HelpMessage = "which site collection do you wish to migrate?")]

[Alias("site")]

[validateNotNul1()]

[Microsoft.SharePoint.Powershell.sPSitePipeBind] $SitePipeBind,
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[Parameter(Mandatory = $true, HelpMessage = "which identity token issuer
should the script use?")]

[ATias("TokenIssuer", "IdentityTokenIssuer™)]

[validateNotNulToreEmpty ()]

[string] $IdentityTokenIssuerName,

# The path to a file containing the principal names that must NOT be
migrated.

# Each row in the file must contain exactly one principal name.

[Parameter(Mandatory = $false)]

[validateScript({ ![string]l::IsNullorEmpty($_) -and (Test-Path -Path $_ -
PathType Leaf) })]

[string] $SkipFile = $null

# Script variables
#

# Context objects needed for migration
[Microsoft.SharePoint.Administration.SPwebApplication] $script:webApplication =
$null

[Microsoft.sharePoint.Administration.SPDatabase] $script:Database = $null
[Microsoft.SharePoint.Administration.Claims.SPClaimMigrationContext]
$script:MigrationContext = $null
[Microsoft.SharePoint.Administration.Claims.IMigrateEntitycCallback]
$script:Migrator = $null

# Partition 1ID

$script:Partitionids = @(Q)

$script:PartitionId = $null

$script:pefaultPartitionId = [GUID]"0C37852B-34D0-418E-91C6-2AC25AF4BE5B"

# Log formatting

[string] $script:Prefix = [String]::Empty
[string] $script:PrefixToken = " "
[boo1] $script:PrefixEnabled = $true

# Tracking
$script:Counters
$script:FailureCounts
$script:Total
$script:Current

@{} # Dictionary of counters
@{} # Map of principal name -> failure count
0

0

# Log files
$script:MigrationLog
yyyy-MM-dd_hh-mm-ss)
$script:FailedMigrationsLog
Date -f yyyy-mMM-dd_hh-mm-ss)

"ManagedMetadatamigration_{0}.log" -f (Get-Date -f

"ManagedMetadataFailedmigrations_{0}.log" -f (Get-

# SQL Regexes
$script:windowsClaimsRegex
$script:CclaimsRegex

"i:0_wl|%"
"i10__t|%"

# Query templates
$script:SelectQueryTemplates = @{
"ECMPermission" = "SELECT PrincipalName, PartitionId, GroupId,

Rights " +
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"FROM [dbo].[ECMPermission] " +

"WHERE PartitionId = '"{0}' " +

"AND PrincipalName NOT LIKE '{1}' " +

"AND PrincipalName NOT LIKE 'SiteCollection%'";

"ECMTermSetoOwner" = "SELECT DISTINCT Owner " +
"FROM [dbo].[ECMTermset] " +
"WHERE PartitionId = '{0}' " +
"AND Owner NOT LIKE '{1}'" +

"AND Owner <> +

"AND Owner <> +
"AND Owner <> 'NT AUTHORITY\IUSR'";

"ECMTermSetStakeholder" = "SELECT DISTINCT Stakeholders " +
"FROM [dbo].[ECMTermset] " +
"WHERE PartitionId = '{0}' " +
"AND Stakeholders <> '' " +
"AND Stakeholders <> ' ' " +
"AND Stakeholders <> 'NT AUTHORITY\IUSR'";
}
$script:UpdateQueryTemplates = @{
"ECMPermission" = "UPDATE [dbo].[ECMPermission] " +
"SET PrincipalName = '"{2}' " +
"WHERE PartitionId = '{0}' " +
"AND PrincipalName = '{1}'";
"ECMTermSetowner" = "UPDATE [dbo].[ECMTermset] " +
"SET owner = '"{2}' " +
"WHERE PartitionId = '{0}' " +
"AND Owner = '{1}'";
"ECMTermSetStakeholder" = "UPDATE [dbo].[ECMTermSet] " +
"SET Stakeholders = "{2}' " +
"WHERE PartitionId = '{0}' " +
"AND Stakeholders = '{1}'";
}
# __________________________________________________________________________
# Joblet interface
#

function ShouldeExecute()
$shouldExecute = $false

try
{
write-Log ("Is -WhatIf specified? {0}" -f $whatifPreference)

$buildversion = (Get-SPFarm).Buildversion

write-Log "Detected Microsoft SharePoint version
$($buildversion.ToString())"

if ($buildversion.mMajor -eq 15 -and $buildversion.Build -1t 4605)

{
wWrite-LogError "Claims migration for the Managed Metadata service

application is only supported for Microsoft SharepPoint 2013 with April 2014 cu
(build 15.0.4605.*) or Tlater."
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return $false

}

# Require farm admin privileges to perform migration.

# This check only works if the current authentication mode 1is Wwindows
Authentication (claims or NTLM)

if (-not
[Microsoft.SharePoint.Administration.SPFarm]::Local.CurrentUserIsAdministrator($

true))
{

Write-LogError "Managed Metadata service claims migration requires
farm administrator privileges. Re-run this script as a farm admin."
return $false
}

$script:PartitionIds = Resolve-PartitionIds
if (-not $script:PartitionIds -or $script:PartitionIds.Count -eq 0)
{
wWrite-LogError "Unable to resolve partition ID."
return $false
}
write-Log ("Migration scoped to {0} partition IDs" -f
$script:PartitionIds.Count)

$script:Migrator = Create-Migrator

if (-not $script:Migrator)

{
write-LogError "Unable to create migration object."
return $false

}

$script:MigrationContext = New-Object
Microsoft.SharepPoint.Administration.Claims.SPClaimMigrationContext($script:webAp
plication)
if (1$? -or $script:MigrationContext -eq $null)
{
write-LogError ("Unable to create SPClaimMigrationContext for web
application '{0}'." -f $script:webApplication.Name)
return $false

}

$shouldExecute = $true
}
catch [Exception]
{

write-LogError ("Exception in ShouldExecute: {0}" -f
$_.Exception.Message)
write-LogError ("stack trace: {0}" -f $_.sScriptStackTrace)
}

wWrite-Log "ShouldExecute Convert-ManagedMetadataServiceToTrusted?
$shouldExecute"

return $shouldeExecute
}

function Execute([Microsoft.SharePoint.Administration.SPDatabase] $database)

{
try
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write-Log "Executing Convert-ManagedMetadataServiceToTrusted"
Write-Log "Start Time: $(Get-Date)"

$duration = Measure-Command {
Migrate-Database $_.Database
}

Write-Log "Finish Time: $(Get-Date)"
write-Log ("Duration: {0:n3} seconds" -f $duration.TotalSeconds)

}
catch [Exception]
{
write-LogError ("Exception in Execute: {0}" -f $_.Exception.Message)
wWrite-LogError ("Stack trace: {0}" -f $_.ScriptStackTrace)
}
finally
{
Reset-Indent
write-Counters
Write-FailedMigrationSummary
write-Log "Finished executing Convert-ManagedMetadataServiceToTrusted"
}
}
e

# Logging helpers
#

function write-Log([string]$message, [switch]$Indent, [switch]$unIndent,
[switch]$NoNewTline, [switch]$NoPrefix, [switch]$Nooutput)
{
if ($Indent) { Indent-Log }
$script:PrefixEnabled = -not $NoPrefix
if ($prefixeEnabled) { $1og = $Prefix + $message } else { $log = $message }
Write-Host -NoNewline:$NoNewLine $1og
if (-not $Nooutput) { write-output $Tog | Oout-File -Append -whatIf:$false -
FilePath $script:MigrationLog }
$script:PrefixEnabled = -not $NoNewline
if (Test-Path function:\Write-GridLog) { write-GridLog -Status OK $1og }
if ($unindent) { unIndent-Log }
}

function write-LogError([string]$message, [switch]$Indent, [switch]$unIndent)

if ($Indent) { Indent-Log }

$log = $Prefix + "ERROR: " + $message

write-Error $log

write-output $l1og | out-File -Append -WhatIf:$false -FilePath
$script:MigrationLog

if ($unindent) { uUnIndent-Log }

}
function write-FailedMigration([string]$principalName)
{
# Write the failed migration details to the Tog file
$principalName |
out-File -Append -whatIf:$false -FilePath $script:FailedMigrationsLog
}
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function Indent-Log()

{
$script:Prefix += $PrefixToken
}
function UnIndent-Log()
{
$len = $Prefix.Length - $PrefixToken.Length
if ($1en -gt 0) {
$script:Prefix = $Prefix.Substring(0, $len)
} else {
$script:Prefix = [string]::Empty
}
}
function Reset-Indent()
{
$script:Prefix = [String]::Empty
}
function Increment([string]$Name, [int]$Count = 1)
{
$script:Counters.$Name += $Count
3
function Increment-Counter($Name, [int]$Count = 1)

if ($Name.GetType() .Name -eq "SPMigrateEntitycCallbackrResult") { Increment -
Name "Convert_$Name" -Count $Count }
else { Increment -Name $Name -Count $Count }

}
function Increment-Counters($Names, [int]$Count = 1)
{
$Names | % { Increment-Counter -Name $_ -Count $Count }
}
function Reset-Counter($name)
{
$script:Counters.$name = 0
}
function write-Counters()
{

write-Log "---——--------""---
write-Log "Counters:"
$script:Counters.Keys |
Sort-Object |
% { write-Log -Indent -UnIndent ("{0,-34}: {1,7}" -f $_,
$script:Counters.$_) }

write-Log "------———mmmm - "
}
function write-FailedMigrationsummary ()
if ((-not $script:FailureCounts) -or ($script:FailureCounts.Count -eq 0)) {

write-LogError "No failed conversions"; return }
if ($script:FailureCounts.Count -ge 10) { $n = 10 } else { $n =
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$script:FailureCounts.Count }
wWrite-Log "Top $n Failed Conversions:"
$sortedFailures = $script:FailureCounts.GetEnumerator() |
sort -Descending -Property Value |
select -First 10 |
% { write-Log -Indent -UnIndent $_.Key }

Write-Log M-——-= = m e
}
B o
# Script Helpers
#

function Load-SkipFile([System.Collections.Generic.Hashset[string]] $skipList,
[string] $Filename)
{
if (-not $Filename) { write-Log "No skip file specified (0K)"; return }
write-Log -NoNewline "Loading list of principal names to skip from $Filename

# Each 1line contains a single principal name, that is,
#  OLDDOMAINI1\skipuserl
#  OLDDOMAINI1\skipuser2

# -

Get-Content -ReadCount 1000 -Path $FiTlename |
% { $_ 1 |
% {

$added = $sSkipList.Add($_)
if (-not $added) { write-Log ("Duplicate entry found in skip Tlist:

{0} (ignoring)" -f $_.) }
}

write-Log " Done"

write-Log ("Loaded {0} principal names that will not be migrated" -f
$skipList.Count)
}

function Create-Migrator()

{
$config = New-Object
Microsoft.SharePoint.Administration.Claims.SPClaimsMigrationConfiguration

Load-SkipFile -SkipList $config.SourceSkipMigrationList -Filename $SkipFile

# Find the claims identity provider
$identityProvider = Get-SPTrustedIdentityTokenIssuer
$IdentityTokenIssuerName
if (-not $identityProvider)
{
write-LogError ("Could not find identity token issuer with name '{0}'" -
f $IdentityTokenIssuerName)
return $null
}

# Create a claims migration configuration

$configArgs = @($identityProvider.Name, $config.FarmIdMappings,
$config.SourceskipMigrationList, $config.mMappingData)

$trustedConfig = New-Object
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Microsoft.SharePoint.Administration.Claims.SPTrustedClaimsMigrationConfiguration
$configArgs

# Construct the SAML claims migration object
$migrator = New-Object
Microsoft.SharePoint.Administration.Claims.SPWindowsToTrustedBackedByActiveDirec
toryMigration $trustedConfig
$canMigrate = $migrator.IntializaForwebApplication($script:webApplication)
if (-not $canmigrate)
{
write-LogError "SPWebApplication '{0}' is not in a good state for
migration." -f $script:webApplication.Name
return $null
}

$script:config = $config

return $migrator

}

function Resolve-PartitionIds()
{
$partitionids = @Q)
if ($webAppTlicationpPipeBind)
{
$script:webApplication = $webApplicationPipeBind.Read()
$script:webApplication.SiteSubscriptions |
% {
$identifier = $_.1d
$partitionIids += $identifier.I1d
}

if ((Get-SPFarm).Buildversion.Major -eq 15) { $partitionIds +=
$script:DefaultPartitionid }

elseif ($sitePipeBind)

{
$§site = $SitepipeBind.Read()
if ($site)
{

$script:wWebApplication = $site.webApplication
if ($site.siteSubscription) { $partitionIids +=
$site.SiteSubscription.Id }
else { $partitionIds += $script:DefaultPartitionid }
}

}

return $partitionIds

}

function Execute-SelectQuery([string] $SelectQuery, [string] $Extractor)

{
$results = @Q)

try
{

$connection = New-Object System.Data.SqlClient.SqlConnection
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$script:Database.DatabaseConnectionString
$connection.open()

$command = $connection.CreateCommand()
$command.CommandText = $SelectQuery

$dataAdapter = New-Object System.Data.SqlClient.SqlbataAdapter($command)
$dataset = New-Object System.Data.DataSet

$rowsFetched = $dataAdapter.Fill($dataset)

write-Log "Fetched $rowsFetched rows from database"

$dataset.Tables[0].Rows |
% { $results += Invoke-Expression $Extractor }

}

finally

{

$connection.Close()

}

return $results
}
function Execute-UpdateQuery([string] $uUpdateQuery)
{

$rowsAffected = 0

try

{

$connection = New-Object System.Data.SqglClient.SglConnection
$script:Database.DatabaseConnectionString
$connection.open()

$command = $connection.CreateCommand()
$command.CommandText = $UpdateQuery
$rowsAffected = $command.ExecuteNonQuery()

}

finally

{

$connection.Close()

}

return $rowsAffected
}
function write-MigratedName($Names, [string]$QueryTemplate)
{

write-Log ("writing {0} migrated value(s) to database" -f $Names.Count)
$totalRowsAffected = 0

$Names.Keys |
% {
$query = Invoke-Expression $QueryTemplate
write-Log "Query: $query"
if ($pscmdlet.ShouldProcess("Commit changes to database (Y/N)?"))

{
$rowsAffected = Execute-UpdateQuery -Database $database -
UpdateQuery $query
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Increment-Counter "Updates_Executed"
Increment-Counter -Name "RowsUpdated" -Count $rowsAffected
$totalRowsAffected += $rowsAffected

}

Increment-Counter "Updates"

}

write-Log ("Successfully written {0} migrated value(s) to database; {1}
row(s) affected." -f $Names.Length, $totalRowsAffected)

# Migration Methods
#

function Migrate-Database([Microsoft.SharePoint.Administration.SPDatabase]
$database)

{
write-Log ("Processing database {0}" -f $database.Name)

if ($database.Type -ne
"Microsoft.SharePoint.Taxonomy.MetadatawebServiceDatabase™)

{
write-LogError ("Database is not a Managed Metadata Service Database.
{0}" -f $database.Type)
return
}

$script:Database = $database

$script:PartitionIds | % {
$script:Partitionid = $_
write-Log ("Migrating partition ID {0}" -f $script:PartitionId)
Migrate-Permissions
Migrate-TermSetOwners
Migrate-TermSetStakeholders
write-Log ("Finished migrating partition ID {0}" -f $script:Partitionid)
$script:PartitionId = $null

}

$script:Database = $null
3
function Migrate-Permissions()
{

# Get all the principal names from the ECMPermission table

$query = ($script:SelectQueryTemplates.ECMPermission -f $script:Partitionid,
$script:ClaimsRegex)

$principalNames = Execute-SelectQuery -SelectQuery $query -Extractor
"("$_.PrincipalName)"

write-Log ("Found {0} principal names in the ECMPermission table" -f
$principalNames.Length)

# Convert the principal names; result is a map of old -> new
$newPrincipalNames = Convert-PrincipalNames $principalNames
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# Update the ECMPermissions table with the new principal names
write-MigratedName -Names $newPrincipalNames -QueryTemplate
"( $script:updateQueryTemplates.ECMPermission -f '$script:Partitionid', “$_,
“$Names[ $_1)"
}

function Migrate-TermSetowners()

{

# Get all the owner names from the ECMTermSet table

$query = ($script:SelectQueryTemplates.ECMTermSetowner -f
$script:Partitionid, $script:ClaimsRegex)

fowners = Execute-SelectQuery -SelectQuery $query -Extractor "( $_.Owner)"

write-Log ("Found {0} term set owners" -f $owners.Length)

# Convert the owner names
$newowners = Convert-PrincipalNames $owners

Write-MigratedName -Names $newOwners -QueryTemplate

"("$script:UpdateQueryTemplates.ECMTermSetowner -f '$script:PartitionIid', “$_,
"$Names[ $_1)"

3

function Migrate-TermSetStakeholders([GUID]$partitionId)

{

# Get all the stakeholder names from the ECMTermSet table

$query = ($script:SelectQueryTemplates.ECMTermSetStakeholder -f
$script:Partitionid)

$stakeholders = Execute-SelectQuery -SelectQuery $query -Extractor
"( $_.stakeholders)"

write-Log ("Found {0} term sets with non-empty stakeholders" -f
$stakeholders.Length)

$script:Total = $stakeholders.Length

$script:Current = 0

$updatedstakeholders = @{}

$stakeholders |
? { -not [string]::IsNullorwhiteSpace($_) } |
% {

$script:Current++
$names = @(Q)
$oldNames = $_
write-Log -Indent "Stakeholders: $oTdNames"
$oldNames.sSplit(";",
[System.StringSplitOptions]::RemoveEmptyEntries) |
% {
# Convert the stakeholder name
$name = Convert-PrincipalName $_
if ($name) { $names += $name }
else { $names += $_ }
}
$newNames = $names -join ";
if ($newNames.Length -gt 1000)

{
write-LogError ("Stakeholders string length is {0}. Maximum
supported length is 1000." -f $newNames.Length, $termSetId)
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$newNames = $oldNames

}

wWrite-Log -Indent -UnIndent -NoNewLine "=> Migrated Stakeholders:
if ($newNames -eq $oldNames) { write-Log -UnIndent -NoPrefix "(no

change)" }
else
{
write-Log -UnIndent -NoPrefix $newNames
$updatedstakeholders.Add($oldNames, $newNames)
}
}

write-MigratedName -Names $updatedstakeholders -QueryTemplate
"("$script:UpdateQueryTemplates.ECMTermSetStakeholder -f '$script:PartitionIid',
“$_, “$Names[ $_1)"

# Identity API
#

function Convert-PrincipalNames($oldPrincipalNames = @())
{

write-Log ("Converting {0} principal names (total)" -f
$oldPrincipalNames.Length)

$script:Total = $oldPrincipalNames.Length

$script:Current = 0

$results = @{}

$oldPrincipalNames |

? { -not [string]::IsNullorEmpty($_) } | # Filter null/empty
Sort-Object -Unique | # Case-insensitive
% {

$script:Current++
$newPrincipalName = Convert-PrincipalName $_
if ($newPrincipalName -and
$newPrincipalName -ne $_) { $results.Add($_, $newPrincipalName)

}

write-Log ("Found conversions for {0} of {1} principal names" -f
$results.Count, $oldPrincipalNames.Length)

return $results
}

function Convert-PrincipalName([string] $principalName)

{
# Skip names that start with "SiteCollectionid:"

if ($principalName -match "AsiteCollectionId:") { Increment-Counter
"SiteCollection"; return $principalName }
$migrationEntity = Get-ClaimsMigrationEntity($principalName)
try
{
# Convert "i:0#.w|DOMAIN\account" ->

"j:0e.t|authprovider|email@company.com"
$result = $Migrator.ConvertEntity($script:MigrationContext,

286



$migrationEntity)
Increment-Counter $result
}

catch [Exception]

{
$result =
[Microsoft.SharePoint.Administration.SPMigrateEntityCallbackResult]::Failure
Increment-Counter "Convert_Exception"
}

if ($result -eq
[Microsoft.sharePoint.Administration.SPMigrateEntityCallbackResult]::Success)
{
$newPrincipalName = $migrationEntity.MigratedName
$resultsString = $newPrincipalName
}
else
{
$newPrincipalName = $principalName
$resultString = "[$result]"”

if ($result -eq
[Microsoft.SharePoint.Administration.SPMigrateEntityCallbackResult]::Failure)

{
$script:FailureCounts[$principalName.ToLowerInvariant()]++
write-FailedMigration $principalName
if ($peleteuUnmigratedPrincipals)
{
$newPrincipalName = $null
$resultstring += " (delete)"
3
}

}

$inputString = $principalName

$log = "{2,11}: {0,-56} -> {1}" -f $inputString, $resultstring, ("{0}/{1}" -
f $script:Current, $script:Total)

write-Log $1og

return $newPrincipalName

}

function Get-ClaimsMigrationEntity([string] $principalName)

{
$migrationEntity = New-Object
Microsoft.SharePoint.Administration.SPMigrationEntity($principalName)

if ($migrationEntity.AuthenticationType -eq
[Microsoft.SharePoint.Administration.SPwebAppTlication+AuthenticationMethod]::Win
dows)
{
# Convert "DOMAIN\account" -> "i:0#.w|DOMAIN\account"
$claimsPrincipalName = Convert-
windowsPrincipalNameToClaimsPrincipalName($principalName)
$migrationEntity = New-Object
Microsoft.SharepPoint.Administration.SPMigrationEntity($claimsPrincipalName)

}
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return $migrationEntity

}

function Is-SecurityGroup([string] $principalName)

{
# Match "s-1-5-..." (i.e. only return true for SIDs)
return ($principalName -match "As-[-\d]+$")

}

function Convert-windowsPrincipalNameToClaimsPrincipalName([string]
$principalName)
{

$claim = $null

if (Is-SecurityGroup $principalName)

{

# Convert "s-1-5-..." -> "c:0+.w|s-1-5-..."
$claim =
[Microsoft.SharePoint.Administration.Claims.SPActiveDirectoryClaimProvider]::Cre
ateSecurityGroupClaim($principalName)
}
else

{
# Convert "DOMAIN\account" -> "i:0#.w|DOMAIN\account"

$claim = New-SPClaimsPrincipal -IdentityType windowsSamAccountName -
Identity $principalName

return $claim.ToEncodedstring()

# Script Execution
#

$serviceApps = Get-SPServiceApplication | Where-oObject { $_.TypeName -match
"Managed Metadata Service" }

wWrite-output "Found $($serviceApps.Count) Managed Metadata Service
Application(s)"

$serviceApps |
% 1
$service = $_.Service
if (shouldeExecute)

{
write-Log ("Migrating {0} ({1})" -f $service, $service.Id)
Execute $_.Database
write-Log ("Migration of {0} ({1}) completed" -f $service,
$service.Id)

}
}
¢) On the Start menu, click All Programs.

d) Click Microsoft SharePoint 2013 Products.

e) Click SharePoint 2013 Management Shell.
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f) At the Windows PowerShell command prompt, type the following command.

./Convert-ManagedMetadataServiceToTrusted.psl -WebApplication <web-
application-url> -TokenIssuer <token-issuer-name> -SkipFile <path-
to-skip-file> -WhatIf

Where:

e WebApplication is the URL of the web application whose data in the service
application database is to be migrated.

e Tokenlssuer is the name of a SAML identity token issuer. To get a list of all known
token issuers, use the Get-SPTrustedldentityTokenlssuer cmdlet.

e  SkipFile is the path to the skip file created in step 3 above. This parameter is optional.

The script displays detailed output of everything it is doing. This output is also written
to the file ManagedMetadataMigration_<timestamp>.log in case it needs to be
reviewed later. This is what the beginning of the script output looks like:

Detected Microsoft SharePoint version 15.0.4605.1002

Migration scoped to 1 partition IDs

No skip file specified (OK)

No mapping file specified (OK)

ShouldExecute Convert-TenantManagedMetadataServiceToTrusted? True
Migrating MetadataWebService (0fa9be29-e920-4b16-953e-4211cabbc673)
Executing Convert-TenantManagedMetadataServiceToTrusted

Start Time: 04/15/2014 17:06:58

Processing database MMS

Migrating partition ID 0c37852b-34d0-418e-91c6-2ac25afdbe5b

Fetched 18 rows from database

Found 18 principal names in the ECMPermission table

Converting 18 principal names (total)

5. The migration of each principal name can result in one of four possible outcomes:
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e Success: The converted value is displayed.

e Failure: This value can be returned for many different reasons. See Troubleshooting to
diagnose these.

e AlreadyMigrated: The entity is already a valid SAML claims principal name and requires
no change.

e Skipped: The particular entity was in the skip list (see step 3 at the beginning of this
section).

The outcomes are displayed next to each user conversion, as illustrated in the following
table:

1/18: i:0e.t|corpusers|testpaOl@domain.com [AlreadyMigrated]

2/18: i:0#.w|002c\testpa02 [Failure]
3/18: i:0#.w|test\testaccount [Skipped]
4/18: i:0#.w|002c\testpa04 i:0e.t| corpusers|testpa04@domain.com

The script also produces the failure log (ManagedMetadataFailedMigrations_<timestamp>.log)
containing all the principal names that returned a Failure result. This log contains one principal
name per row:

002c\testpa02

002c\olduser2

otherdomain\otheruser

At the end of the script, a short report is generated:

Convert_AlreadyMigrated 1
Convert_Failure 4
Convert_Skipped 1
Convert_Success 13
Updates 13
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Counters: Value

Top 4 Failed Entities

otherdomain\otheruser N/A
otherdomain\unknownuserl N/A
otherdomain\unknownuser2 N/A
otherdomain\unknownuser3 N/A

The key numbers in this report are the Convert_Success and Convert_Failure counts. For each
conversion that results in a failure, there will be an entry in the
ManagedMetadataFailedMigrations_*.log file (see step 6.)

8. If failed conversions are reported, analyze the failure log (see step 6) to determine which users
failed. When you are confident that the correct users are being migrated, re-run the script without
the Whatlf parameter. This will commit the changes to the database.

9. Restart the Managed Metadata service disabled in step 1.

10. Run lisreset on any front-end web servers to clear any entries in the Permissions Cache in the
Managed Metadata Service.

Troubleshooting

This section will list known symptoms and resolutions that can help when you migrate a managed
metadata service to a SAML claims environment. If none of these suggestions resolve the problem,
and any changes already committed to the service database need to be reverted, the service database
can be restored from its backup (taken in step 2 of the previous migration steps).

Symptoms and Resolutions

Here are some known symptoms and resolutions:

e The migration scripts require SharePoint 2013 Management Shell. If running the script generates
errors like Unable to find type [Microsoft.SharePoint.*], chances are that the snap-ins for
Windows PowerShell have to be loaded. These snap-ins (that is, Add-PsSnapin
Microsoft.SharePoint.PowerShell) are already loaded if the script is run from SharePoint 2013
Management Shell. Once the snap-ins are loaded, re-run the script.
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Conversion failures- These occur when a principal name encountered in the database cannot be

mapped to the corresponding principal name under the new authentication provider. There can

be several reasons for this, as illustrated in the following table:

Reason

Resolution

The entity (person or group) is no longer with the
company or organization.

This is the most common case. After migration, go
to the term store manager and edit the group or
term set to assign the correct permissions.

Otherwise, if the entity can safely be skipped, add
the principal name to the skip file (see step 3 in
the Migration section).

The entity has a new principal name that cannot
be mapped from the old name by the identity
provider. This can arise, for example, if a person
gets married and his or her name changes.

After migration, go to the term store manager
and edit the group or term set to assign the
correct permissions.

The entity is a system or farm administrator
account.

These accounts must remain under NT
Authentication or Windows claims. Add these to
the skip file (see step 3 in the Migration section).

The entity cannot be migrated for any other
reason.

If the entity cannot be skipped (see step 3 in the

Migration section), go to the term store manager
after migration and edit the group or term set to
assign the correct permissions.

j' Note:

This can also be done by using Windows
PowerShell using the Taxonomy Public
Object Model.

If the script failed during ordinary execution due to a database timeout or lock, simply re-run the
script with exactly the same parameters (assuming the other query holding the lock has

completed). The script is fully re-entrant. It will reprocess every entry, but it will execute updates

only on entities that have not already been migrated.

The term store manager uses people picker controls in the user interface to render and edit users

and groups. In some cases when multiple authentication providers are enabled, the control might

not correctly resolve user names when saving changes made to the term store, group, term set, or

term properties. This is a known issue, and the workaround is to remove and re-add all the
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entities to the people picker control again and then save. Changes to all other properties on the

page will then also be saved.

If there are any unresolved problems with the migration, be sure to save the output log and failure log
from the Convert script. Also extract the Unified Logging System (ULS) logs for the time period
between the time stamps reported in the output log. These logs will be necessary to analyze the
problem. For additional information about how to configure ULS logging, see View diagnostic logs in
SharePoint 2013.

See also

Implement SAML-based authentication in SharePoint Server 2013
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How to turn on and off the multiple
metadata formats for JSON in SharePoint
Server 2013

Applies to: SharePoint Server 2013

Topic Last Modified: 2014-09-10

Summary: Learn how to turn on and off the multiple metadata formats for the JavaScript Object
Notation (JSON) feature in a SharePoint Server 2013 environment.

The multiple metadata formats can be turned on in a SharePoint Server 2013 with Service Pack 1 (SP1)
environment.

What is it?

The multiple metadata formats are multiple verbosity levels of metadata returned by OData when
JSON is requested and added to the OData endpoint on SharePoint Server 2013 with Service Pack 1
(SP1) and SharePoint Online. For additional information about the different formats available, see
JSON Light support in REST SharePoint API released. You can also turn on this feature for your on-
premises environments. You use a Windows PowerShell script to turn on the feature across your farm.
The script turns on the feature across all existing sites and any new sites that you create.

jl Note:

Windows PowerShell is the only way to turn on the multiple metadata formats feature in
SharePoint Server 2013 with Service Pack 1 (SP1).

j' Note:

For changes in the script to take effect, an app pool recycle is required and immediately

happens in the script.

Turn on the multiple metadata formats feature

To turn on the multiple metadata formats feature by using a Windows PowerShell script
1. Verify that you have the following memberships:

e The securityadmin fixed server role on the SQL Server instance.
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e The db_owner fixed database role on all databases that are to be updated.

e The Administrators group on the server on which you are running Windows PowerShell
cmdlets.

e Itisagood idea that you are at the computer that is running the SharePoint Central
Administration website.

e All computers must have SharePoint Server 2013 with Service Pack 1 (SP1) installed as
well as WCF Data Services 5.6 installed and in the Global Access Cache (GAC). You can get
W(CF Data Services installed by running the prerequisite installer that was updated with
SharePoint Server 2013 with Service Pack 1 (SP1), or you can download the MSI directly at
WCEF Data Services and install it by using the following command: WcfDataServices.exe
/quiet GacRuntime=1.

j' Note:

If you use the WCF graphical installer, you must choose Option to place the assemblies in the
GAC folder or you'll not have the features that are available to you.

e You must read about Execution Policies

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint 2013 cmdlets.

j' Note:

If you do not have permissions, contact your setup administrator or SQL Server administrator
to request permissions. For additional information about Windows PowerShell permissions,
see Permissions and Add-SPShellAdmin.

2. Use atext editor, such as Notepad, to create a text file by pasting the following code into the file.

SconfigOwnerName = "JSONLightDependentAssembly"

$spwebConfigModClass
="Microsoft.SharePoint.Administration.SPwebConfigModification"

$dependentAssemblyPath ="configuration/runtime/*[local-name()="assemblyBinding'
and namespace-uri()="urn:schemas-microsoft-com:asm.v1l']"

$dependentAssemblyNamesStart ="*[Tocal-name()="dependentAssembly'][*/@name=""
$dependentAssemblyNameEnd =
"'1[*/@publicKeyToken="31bf3856ad364e35'][*/@culture="neutral']"

$dependentAssemblyvaluestart = "<dependentAssembly><assemblyIdentity name='"
$dependentAssemblyvalueEnd ="' publicKeyToken="31bf3856ad364e35"'
culture="neutral' /><bindingRedirect oldversion='5.0.0.0"' newversion='5.6.0.0"
/></dependentAssembly>"

$edmAssembTyName ="Microsoft.Data.Edm"

$odataAssemblyName ="Microsoft.Data.O0data"
$dataservicesAssemblyName ="Microsoft.Data.Services"
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$dataservicesClientAssemblyName ="Microsoft.Data.Services.Client"
$spatialAssemblyName ="System.Spatial"

$assemblyNamesArray =
$edmAssembTyName, $odataAssemblyName, $dataServicesAssemblyName, $dataServicesClien
tAssemblyName, $spatialAssemblyName

Add-PSSnapin Microsoft.SharePoint.Powershell
$websService = [Microsoft.SharePoint.Administration.SPwebService]::ContentService

######HH####A# Adds individual assemblies ###################H#

For ($i=0; $i -1t 5; $i++)
{
echo "Adding Assembly..."$assemblyNamesArray[$i]

$dependentAssembly = New-Object $spwebConfigModClass
$dependentAssembly.Path=$dependentAssemblyPath
$dependentAssembly.Sequence =0 # First item to be inserted
$dependentAssembly.Owner = $configoOwnerName
$dependentAssembly.Name =$dependentAssemblyNameStart +
$assemblyNamesArray[$i] + $dependentAssemblyNameEnd
$dependentAssembly.Type = 0 #Ensure Child Node
$dependentAssembly.value = $dependentAssemblyvalueStart +
$assemblyNamesArray[$i] + $dependentAssemblyvalueEnd

$webservice.webConfigModifications.Add($dependentAssembly)
}

HHHBRARHHRHH R AR AHBHRAH R AR R AR RAF AR AR R AH R AR AHR R AR AR AR H
echo "saving web Config Modification"

$webService.uUpdate()
$webservice.ApplywebConfigModifications()

echo "Update Complete"

3. Save the file and add the .ps1 extension, such as JSON.ps1.

j' Note:

You can use a different file name, but you must save the file as an ANSI-encoded text file
with a .ps1 extension.

4. Start the SharePoint 2013 Management Shell.

e For Windows Server 2008 R2:
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On the Start menu, click All Programs, click Microsoft SharePoint 2013 Products, and
then click SharePoint 2013 Management Shell.

For Windows Server 2012:

On the Start screen, click SharePoint 2013 Management Shell.

If SharePoint 2013 Management Shell is not on the Start screen:

Right-click Computer, click All apps, and then click SharePoint 2013 Management Shell.

For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012.

5. Change to the directory where you saved the file.

6. Atthe Windows PowerShell command prompt, type the following command.

./JSON.psl

Turn off the multiple metadata formats feature

If you find the need to remove the feature from your installation, you can do so easily by running a
script to remove the entry that was placed. This disables the feature across all computers and forces
all requests to use the verbose metadata format again.

To turn off the multiple metadata formats feature by using a Windows PowerShell script

1. Verify that you have the following memberships:

j' Note:

The securityadmin fixed server role on the SQL Server instance.
The db_owner fixed database role on all databases that are to be updated.

The Administrators group on the server on which you are running Windows PowerShell
cmdlets.

You must read about Execution Policies
(http://go.microsoft.com/fwlink/p/?Linkild=193050).

An administrator can use the Add-SPShellAdmin cmdlet to grant permissions to use
SharePoint 2013 cmdlets.

If you do not have permissions, contact your setup administrator or SQL Server administrator

to request permissions. For additional information about Windows PowerShell permissions,
see Permissions and Add-SPShellAdmin.
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2. Use atext editor, such as Notepad, to create a text file by pasting the following code into the file.

SconfigOwnerName = "JSONLightDependentAssembly"

Add-PSSnapin Microsoft.SharePoint.Powershell
$websService = [Microsoft.SharePoint.Administration.SPwebService]::ContentService

$webService.webConfigModifications | ft

$configs = $webService.webConfigModifications | where-0Object {$_.owner -eq
$configownerName }

foreach ($config in $configs) {

echo "Removing Assembly..."$config.Name

$webservice.webConfigModifications.Remove($config)

}
echo "saving web Config Modification"

if($configs.length -ne 0)

{

$webService.uUpdate()
$webservice.ApplywebConfigModifications()
}

echo "Update Complete"

3. Save the file and add the .ps1 extension, such as JSON_Remove.ps1.

jl Note:

You can use a different file name, but you must save the file as an ANSI-encoded text file
with a .ps1 extension.

4. Start the SharePoint 2013 Management Shell.

e For Windows Server 2008 R2:

e On the Start menu, click All Programs, click SharePoint 2013 Products, and then click
SharePoint 2013 Management Shell.

e For Windows Server 2012:

e On the Start screen, click SharePoint 2013 Management Shell.
If SharePoint 2013 Management Shell is not on the Start screen:
e Right-click Computer, click All apps, and then click SharePoint 2013 Management Shell.

For more information about how to interact with Windows Server 2012, see Common
Management Tasks and Navigation in Windows Server 2012.
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5. Change to the directory where you saved the file.

6. Atthe Windows PowerShell command prompt, type the following command:

./JSON_Remove.psl
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Configure availability and recovery
solutions for SharePoint 2013

Applies to: SharePoint Server 2013, SharePoint Foundation 2013

Topic Last Modified: 2013-12-18

Summary: Learn about the options for providing high availability and disaster recovery solutions for
SharePoint 2013.

The following downloadable resources, articles on TechNet, video recordings, and related resources
provide information about installing and configuring high availability and disaster recovery solutions
for a SharePoint 2013 farm.

The articles in this section assume that you are familiar with the concepts and terms presented in High
availability and disaster recovery concepts in SharePoint 2013 and Plan for high availability and
disaster recovery for SharePoint 2013.

TechNet articles about installing and configuring high
availability and disaster recovery solutions

The following articles about high availability and disaster recovery solutions are available to view
online. Writers update articles on a continuing basis as new information becomes available and as
users provide feedback.

Content Description

Configure SQL Server 2012 Describes how to install and
AlwaysOn Availability Groups for configure a SQL Server 2012
SharePoint 2013

AlwaysOn Availability Group for
a SharePoint farm.
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Configure SQL Server 2012 AlwaysOn
Availability Groups for SharePoint 2013

Applies to: SharePoint Server 2013 Enterprise, SharePoint Server 2013
Topic Last Modified: 2014-10-22

Summary: Learn how to create and configure a SQL Server 2012 AlwaysOn Availability Group for a
SharePoint 2013 farm.

This article provides the required information and detailed procedures to create and configure a SQL
Server 2012 AlwaysOn Availability Group for a SharePoint 2013 farm.

i} Important:
The steps in this article apply to both SharePoint Foundation 2013 and SharePoint Server
2013. With both of these products these steps are to deploy a new SharePoint farm and do
not cover upgrading from SQL Server 2008 R2 to SQL Server 2012.

Configuring AlwaysOn Availability group is illustrated in the following poster —Microsoft Azure: Deploy
SharePoint with SQL Server AlwaysOn.

In this article:

e Process overview

e Before you beqin

e Detailed steps to configure an AlwaysOn Availability Group for SharePoint

e Use failover tests to validate the AlwaysOn installation

e  Monitor the AlwaysOn environment

Process overview

We recommend the following installation sequence and key configuration steps to deploy a
SharePoint farm that uses an AlwaysOn availability group:

e Select or create a Windows Server failover cluster.
e |nstall SQL Server 2012 on each cluster node.

e Create and configure an availability group.

301


http://download.microsoft.com/download/F/7/C/F7C2E119-A2EA-4660-8D8C-C6C55BB844EF/Windows%20Azure%20-%20Deploy%20SharePoint%20with%20SQL%20AlwaysOn.pdf
http://download.microsoft.com/download/F/7/C/F7C2E119-A2EA-4660-8D8C-C6C55BB844EF/Windows%20Azure%20-%20Deploy%20SharePoint%20with%20SQL%20AlwaysOn.pdf

e Install and configure SharePoint 2013.
o Add the SharePoint databases to the availability group.

o Test failover for the availability group.

Before you begin

A SQL Server 2012 AlwaysOn Availability Group is not just a combination of database mirroring and
database clustering. It is a completely new high availability and disaster recovery feature that co-exists
with existing high availability and disaster recover options such as mirroring and log shipping.

Before you begin deployment, review the following information about SQL Server AlwaysOn, the
technologies that support AlwaysOn, and SharePoint 2013:

e Knowledge and skill requirements
e AlwaysOn Availability Group concepts
e Hardware and software requirements

e Permissions

Knowledge and skill requirements

To implement SQL Server AlwaysOn Availability Groups as a high availability and disaster recovery
solution, several technologies interact and have to be installed and configured correctly. We
recommend that the team responsible for setting up an AlwaysOn environment for SharePoint
products has a working knowledge of, and hands-on skills with the following technologies:

e Windows Server Failover Clustering (WSFC) services
e SQL Server 2012

e SharePoint 2013

SQL Server AlwaysOn Availability Group concepts

A SQL Server Availability Group enables you to specify a set of databases that you want to fail over
together as a single entity. When an availability group fails over to a target instance or target server,
all the databases in the group fail over also. Because SQL Server 2012 can host multiple availability
groups on a single server, you can configure AlwaysOn to fail over to SQL Server instances on different
servers. This reduces the need to have idle high performance standby servers to handle the full load of
the primary server, which is one of the many benefits of using availability groups.
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An availability group consists of the following components:

e Replicas, which are a discrete set of user databases called availability databases that fail over
together as a single unit. Every availability group supports one primary replica and up to four
secondary replicas.

e A specific instance of SQL Server to host each replica and to maintain a local copy of each
database that belongs to the availability group.

Replicas and failover

The primary replica makes the availability databases available for read-write connections from clients
and sends transaction log records for each primary database to every secondary replica. Each
secondary replica applies transaction log records to its secondary databases.

All replicas can run under asynchronous-commit mode, or up to three of them can run under
synchronous-commit mode. For more information about synchronous and asynchronous commit
mode, see Availability Modes (AlwaysOn Availability Groups).

j' Note:

Database issues, such as a database becoming suspect due to a loss of a data file, deletion of a

database, or corruption of a transaction log do not cause failovers.

Read the following articles to learn required and important concepts about SQL Server AlwaysOn
technology:

e For details about the benefits of AlwaysOn Availability Groups and an overview of AlwaysOn
Availability Groups terminology, see AlwaysOn Availability Groups (SQL Server).

e For detailed information about prerequisites, see Prerequisites, Restrictions, and
Recommendations for AlwaysOn Availability Groups (SQL Server). This article contains the

following information:
e Windows Server system requirements and recommendations
e SQL Server instance prerequisites and restrictions

i} Important:
You can install SQL Server 2012 on Windows Server core to improve security and
reduce maintenance, but you cannot install SharePoint 2013 on Windows Server core.
For more information, see Server Core for Windows Server 2008 R2. For information

about server core and Windows Server 2012, see Windows Server Installation Options.

e Prerequisites and restrictions for using a SQL Server Failover Cluster Instance (FCI) to host an
availability replica
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e Availability group prerequisites and restrictions

e Availability database prerequisites and restrictions

Windows Server Failover Clustering

To create and use SQL Server 2012 AlwaysOn Availability Groups, you have to install SQL Server 2012
on a Windows Server Failover Clustering (WSFC) cluster. For more information, see Windows Server
Failover Clustering (WSFC) with SQL Server.

Although configuring a WSFC cluster is out of the scope for this article, you should be aware of the
following requirements before you install and configure a cluster:

e All the cluster nodes must be in the same Active Directory Domain Services (AD DS) domain.

e Each availability replica in an availability group must reside on a different node of the same
Windows Server Failover Clustering (WSFC) cluster.

e The cluster creator must have the following accounts and permissions:
e Have a domain account in the domain where the cluster will exist.
e Have local administrator permissions on each cluster node.

e Have Create Computer objects and Read All Properties permissions in AD DS. For more
information, see Failover Cluster Step-by-Step Guide: Configuring Accounts in Active

Directory.

A very important aspect of configuring failover clustering and AlwaysOn is determining the quorum
votes that are needed for the cluster nodes.

Failover clustering is based on a voting algorithm where more than one half of the voters, or quorum,
must be online and able to communicate with each other. Because a given cluster has a specific
number of nodes and a specific quorum configuration, the cluster service is able to determine what
constitutes a quorum. The cluster service will stop on all the nodes if the number of voters drops
below the required majority.

For more information, see WSFC Quorum Modes and Voting Configuration (SQL Server) and

Configure Cluster Quorum NodeWeight Settings.
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SharePoint Foundation 2013 and SharePoint Server 2013

Some SharePoint 2013 databases do not support SQL Server AlwaysOn Availability Groups. We
recommend that you review the Supported high availability and disaster recovery options for
SharePoint databases (SharePoint 2013) before you configure an AlwaysOn environment. You should
also review the Hardware and software requirements for SharePoint 2013 article.

Detailed steps to configure an AlwaysOn Availability
Group for SharePoint

The following illustration shows a SharePoint 2013 farm (SPHA_farm) that uses an availability group
named SP_AG1. We'll use SPHA_farm as reference example in our steps to configure AlwaysOn.

SPHA_farm: ShareFoint Server 2013 farm
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M- N3: Windows Server Failover Cluster {WSFC) cluster nodes

SP-AG1: availabilty group

501 1: 50 Server 2012 instance and primary replica {P-R1)

501 2: 50 Server 2012 instance and secondary replica (HA-R2, high availability replica)
501 3: 50 Server 2012 instance and secondary replica {DR-R3, disester remvery replica)
AGListener: the availability group listener
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Prepare the Windows Server cluster environment

Obtain access to or create a three node Windows Server Failover Clustering (WSFC) cluster that you
can use to install SQL Server 2012 on each cluster node. The following reference material provides
guidance and detailed steps to configure a Windows Server failover cluster:

e Failover Clusters in Windows Server 2008 R2.

This page provides links to Getting Started, Deployment, Operations, and Troubleshooting articles
for Windows Server 2008 R2.

e Failover Clustering Overview.

This page provides links to Getting Started, Deployment, Operations, and Troubleshooting articles
for Windows Server 2012.

Prepare the SQL Server environment

Before you can create an Availability Group for SharePoint Foundation 2013 or SharePoint Server
2013, you must prepare the SQL Server 2012 environment. To prepare the environment, complete the
following tasks:

e Install the SQL Server prerequisites.
e Install SQL Server.
e Enable AlwaysOn.

When you prepare the database server environment you must consider SharePoint 2013 database
requirements. Refer to the following articles before you install SQL Server:

e Hardware requirements—database servers

e Install SharePoint 2013

e Configure SQL Server security for SharePoint 2013 environments

e  Supportability regarding SOQL collation for SharePoint Databases and TempDB. (This guidance in

this article also applies to SharePoint 2013.)

Install SQL Server 2012
To install SQL Server 2012

1. Install SQL Server 2012 prerequisites on each cluster node.
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For more information, see Prerequisites, Restrictions, and Recommendations for AlwaysOn
Availability Groups (SOQL Server).

2. Install SQL Server on each cluster node.

For more information, see Installation for SOL Server 2012.

Enable AlwaysOn

You must enable AlwaysOn for each database server in the cluster.

j' Note:

You can enable AlwaysOn by using SQL Server Management Studio, Transact-SQL, or Windows
PowerShell 3.0.

To enable AlwaysOn

1. Your logon account must have the permission levels to create an availability group. The account
must have membership in the db_owner fixed database role and either CREATE AVAILABILITY
GROUP server permission, CONTROL AVAILABILITY GROUP permission, ALTER ANY AVAILABILITY
GROUP permission, or CONTROL SERVER permission.

2. Logonto the server that will host the primary replica and start SQL Server Configuration Manager.

3. In Object Explorer, select SQL Server Services, right-click SQL Server (<instance name>), where
<instance name> is the name of a local server instance for which you want to enable AlwaysOn
Availability Groups, and then click Properties.

4. Select the AlwaysOn High Availability tab.
5. Select the Enable AlwaysOn Availability Groups check box, and then click OK.

6. Although the change is saved you must manually restart the SQL Server service (MSSQLSERVER) to
commit the change. The manual restart enables you to choose a restart time that is best for your
business requirements.

7. Repeat the previous steps to enable AlwaysOn for SQL Server on the other cluster nodes.

For more information, see Enable and Disable AlwaysOn Availability Groups (SOL Server)
(http://go.microsoft.com/fwlink/p/?Linkld=267140).

Create and configure the availability group

Depending on the SQL Server 2012 environment where you plan to create the Availability Group, you
might have to create a temporary database to before you create the Availability Group.
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The process that creates an availability group requires you to provide a name for the availability group
and then select an eligible user database on the connected server instance as an availability database.

j' Note:

To be eligible to be added to an availability group, a database must be a user database.
System databases can’t belong to an availability group. For more information, see the
"Availability Database Prerequisites and Restrictions" section of Prerequisites, Restrictions,
and Recommendations for AlwaysOn Availability Groups (SQL Server) and see Creation and
Configuration of Availability Groups (SQL Server).

If there no user databases are on the instance of the connected server, which is the case in our
example, you need to create one.

Use the following procedure to create a temporary user database that will be a temporar