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Dome9 Lab Guide

Logistics

e Format: Overview presentation and lab setup, followed by paced exercises with
a section recap.

e Workshop Duration: 2 hours

e Target Audience: Technical security users (security engineers, architects,
DevOps) who have heard of Dome9 and know what Dome9 offers

e The organizing team is comprised of one speaker and 1-2 technical staff to help
out and answer questions

e Participants bring their own laptops and have an AWS account setup (preferably
beforehand) - Please do this early on since it takes a few hours for a new
AWS account to sync with a CFT template

e Participants need to download the Cloudformation (CFT) template to run this lab

- Please download CFT from the Github here
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https://github.com/Dome9
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AWS Setup

Exercise 1.1: Setup lab environment (Login to your lab AWS account)

The instructor should provide you with an AWS Account for this workshop. Ensure you

have an AWS account setup before proceeding.

Exercise Complete!

Exercise 1.2: Deploy sandbox AWS environment

Navigate to AWS Cloudformation

% Services ~  Resource Groups v % /A  D9+Bootcamp2 ¥  N.Virginia v  Support v
History { W el Az
Console Home 1
CloudTrail {0} compute 3% Developer Tools Analytics £ Customer Engagement
S3 EC2 CodeStar Athena Amazon Connect
CloudFormation Lightsail & CodeCommit EMR Pinpoint

Elastic Container Service CodeBuild CloudSearch Simple Email Service
1AM EKS CodeDeploy Elasticsearch Service
Lambda CodePipeline Kinesis »
Batch Cloud9 QuickSight 2 @] Business Productivity
Elastic Beanstalk X-Ray Data Pipeline Alexa for Business
AWS Glue Amazon Chime &
WorkDocs
Storage Management Tools WorkMail
s3 CloudWatch @ Security, Identity & Compliance
EFS AWS Auto Scaling 1AM
Glacier ~ g ti Cognito @ Desktop & App Streaming
Storage Gateway CloudTrail Secrets Manager WorkSpaces
Config GuardDuty AppStream 2.0
OpsWorks Inspector
% Database Service Catalog Amazon Magie 7
RDS Systems Manager AWS Single Sign-On @ Internet Of Things
DynamoDB Trusted Advisor Certificate Manager IoT Core
ElastiCache Managed Services CloudHSM loT 1-Click
Neptune Directory Service loT Device Management
Amazon Redshift WAF & Shield loT Analytics

[bJ Media Services Artifact Greengrass

SECURITY
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Click on create stack and select “upload a template to S3” and choose the CFT file that

you downloaded and click next

aw.g Services v Resource Groups v * JE\ D9+Bootcamp2 v N. Virginia v Support ~

@ CloudFormation v Stacks > Create Stack

Select Template Select Template

Specify Details
Select the template that describes the stack that you want to create. A stack is a group of related resources that you manage as a single unit.

Options
Review

Design a template  Use AWS CloudFormation Designer to create or modify an existing template. Learn more.

Design template

Choose a template A template is a JSON/YAML-formatted text file that describes your stack's resources and their properties. Learn more.

Select a sample template

© Upload a template to Amazon S3

Choose File | No file chosen

Specify an Amazon S3 template URL

No file chosen

Cancel Next

Create a stack name such as “<yourname>LoftLab” and select us-east1-a, 1-b, and

1-c for subnetAza, subnetAzb, subnetAzc and click next

Select Template Spe(:|fy Details
Specify Details
Options Specify a stack name and parameter values. You can use or change the default parameter values, which are defined in the AWS CloudFormation template. Learn more.

Review

Stack name  LoftLab

Parameters
AmiName  ami-14c5486b Name of the AWS AMI IN THIS REGION,
SubnetAZa  us-east-la -
First Availability Zone of the Subnets
SubnetAZb  us-east-1b -
Second Avallability Zone of the Subnets
SubnetAZc  us-east-1c -

Third Availability Zone of the Subnets

Cancel Previous @

SECURITY
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Click next twice and select “I acknowledge that AWS Cloudformation might create

resources” and click create.

Rollback Triggers
No monitoring time provided

No rollback triggers provided
Advanced
Notification
Termination Protection Disabled

Timeout none
Rollback on failure  Yes

Capabilities

1] The following resource(s) require capabilities: [AWS::IAM::Role]

This template contains Identity and Access Management (IAM) resources that might provide entities access to make changes to your AWS account. Check that you
want to create each of these resources and that they have the minimum required permissions. Learn more,

I acknowledge that AWS CloudFormation might create IAM resources.

Quick Create Stack (Create stacks similar to this one, with most details auto-populated)

Cancel Previous

You will need to wait 5 minutes for the CFT to automatically deploy the environment in

your AWS account. At the end you should see the below screen:
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awg Services v  Resource Groups ~ * [\  D9+Bootcamp2 ~  N.Virginia ~  Support v
@ CloudFormation v  Stacks
Create Stack | ~ [ELXaTL R4 Design template c ]
Filter: Active ¥ Showing 2 stacks
Stack Name Created Time Status Description

demo 2018-08-18 12:36:00 UTC-0700 CREATE_COMPLETE
Overview Outputs Resources Events Template Parameters Tags Stack Policy Change Sets Rollback Triggers [_N Q=]
Filter by: Status ~

2018-08-18 Status Type Logical ID Status Reason

» 12:38:50 UTC-0700 CREATE_COMPLETE AWS::CloudFormation::Stack demo

» 12:38:47 UTC-0700 CREATE_COMPLETE AWS::ElasticLoadBalancingV2::LoadBalancer Alb

» 12:38:20 UTC-0700 CREATE_COMPLETE h RabbitMQ1

» 12:37:40 UTG-0700 CREATE_COMPLETE AgentService2

» 12:37:40 UTC-0700 CREATE_COMPLETE menitoring2

» 12:37:33 UTC-0700 CREATE_COMPLETE AWS::EC2::Instance appserver2

» 12:37:33 UTC-0700 CREATE_COMPLETE AWS::EC2::Instance appserver!

» 12:37:27 UTC-0700  GREATE COMPLETE AWS:Flasticl oadBalancina::| oadBalancer Webl B

Exercise Complete! You have now deployed the sandbox AWS environment in your

account.

AWS Security Policy Lab

Exercise 2.1: Identify zombie security group

In your AWS account, navigate to N.Virginia region. Explore EC2 instances, Security

Groups, IAM and other services.

SECURITY
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Hint: A zombie security group is a security group that has a permissive rule but has no

instances tied to it!

Exercise Complete! You have now found your zombie policy!

Exercise 2.2: Identify an exposed internal asset in the AWS environment - Part 1
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3W§ Services v source Groups v L N a v  Support v
Launch Instance = v Actions v
‘ A o % 0
Events
Tags Q, | search: demo Add filter (2] 1to 13 0f 13
Reports
P Name ~ Instance ID -~ Instance Type ~ Availability Zone ~ Instance State - Status Checks - Alarm Status Public DNS (IPv4) ~ IPv4 Public
Limits
appserver2 i-007936eda68ce9980  t2.nano us-east-1a & running & 2/2checks . None \»o ec2-54-160-12-37.com. 54.160.12.3
rista agentservice1 i-023aa5ba3311bclae  t2.nano us-east-1a & running & 2/2checks . None %% ec2-54-90-180-225.co... 54.90.180.2
nstances
DB1 i-0332d2dfcbde92aea t2.nano us-east-1a & running & 2/2checks... None %% ec2-52-55-112-2.comp... §2.55.112.2
Launch Templates
webapp1 i-040ff87d30686aabd t2.nano us-east-1a @ running & 2/2checks... None \_., ec2-34-235-163-45.co... 34.235.163.¢
Spot Requests
appserver1 i-04733d6d0ed7832...  t2.nano us-east-1a @ running & 2/2checks... None ‘_., ec2-107-23-207-78.co... 107.23.207."
Reserved Instances
rabbitMQ i-04a0360b33165a436  t2.nano us-east-1a W running & 2/2checks... None \_., ec2-52-90-183-107.co... 52.90.183.1(
Dedicated Hosts
s i-0 36 t2.nano us-east-1b @ running & 2/2checks... MNone " ©c234-236-237-219.c0...  34.236.237..
Scheduled Instances
monitoring2 i-04f821¢018b2dachc 2.nano us-east-1a & running & 2/2checks... None \.o ec2-52-54-79-241.com... 52.54.79.24
- webapp2 i-050dfc294{75b16a {2.nano us-east-1b & running & 2/2checks ... None “o ec2-34-201-13-61.com... 34.201.13.6
monitoring i-07af2582b199471d6 {2.nano us-east-1a & running & 2/2checks... None ‘_o -
mongedb i-0a796€390ba0800...  t2.nano us-east-1a & running !, 1/2checks... None “e  ec2-54-173-177-56.co... 54.173.177.!
- bastion i-0b0049503e8d238...  t2.nano us-east-1¢ & running & 2/2checks... None “&  ec2-54-210-215-178.co. 54.210.215.
Volumes
Snapshots Select an instance above _N— Q=]

Lifecycle Manager

= NETV

K & S|

I
Security Groups
Elastic IPs

Placement Groups

There is an internal asset that is exposed to the public. Can you find it?

Exercise 2.3: Identify an exposed internal asset in the AWS environment - Part 2

a\\l_\lj Services ¥  Resource Groups v Q N a v  Support v
EC2 Dashboard g -
Events 1 Retions A O % @
Tags ), | search:demo Add filter ) 11013 0f 13
Heparts Name ~ Instance ID -~ Instance Type - Availability Zone - Instance State - Status Checks - Alarm Status Public DNS (IPv4) ~  IPv4 Public
Limits
- . appserver i-0079: 5 0 t2.nano us-east-1a @ running & 2/2checks . None ‘_,{, ec2-54-160-12-37.com. 54.160.12.3
3 ;:;b;n::;; agentservice1 i-023aa5ba3311bclae  t2.nano us-east-1a @ running & 22 checks . None %% ©c2-54-90-180-225.co... 54.90.180.2:
Launch Templates DB1 -0332d2dfcbde92aea t2.nano us-east-1a & running & 2/2checks ... None ‘A ec2-52-55-112-2.comp... 52.55.112.2
Spot Requests webapp1 i-040ff87d30686aabd t2.nano us-east-1a @ running @ 22checks... None %4  ©c2-34-235-163-45.00... 34.235.163.4
Reservod Instances appserver1 i-04733d6d0ed7832...  t2.nano us-east-1a & running & 2/2checks .. None "4 c2-107-23-207-78.co... 107.23.207.
Dedicated Hosts rabbitMQ i-04a0360b33165a436  t2.nano us-east-1a @ running & 2/2checks . None "4 ©02:52-90-183-107.co... 52.90.183.1(
Scheduled Instances h it 36 t2.nano us-east-1b @ running & 22checks ...  None %%  ©02-34-236-237-219.co. 34.236.237
monitoring2 i-04f821c018b2dache t2.nano us-east-1a & running & 2/2 checks . None \_9 ©c2-52-54-79-241.com 52.54.79.24
- webapp2 i-050dfc294{75b1f6a t2.nano us-east-1b & running & 2/2 checks . None “9 ©c2-34-201-13-61.com 34.201.13.6
monitoring i-07af2582b199471d6 t2.nano us-east-1a & running & 2/2checks . None ‘_4, -
mongodb i-0a796e390ba0900 t2.nano us-east-1a & running 1. 1/2 checks . None %% ec2-54-173-177-56.co.. 54.173.177.¢
= i bastion i-0b0049503e8d238 2.nano us-east-1¢ ‘& running & 2/2checks . None %% ec2-54-210-215-178.co. 54.210.215
jolumes
Snapshots Select an instance above i =]=|

Lifecycle Manager

=) NE

RK & S

Security Groups
Elastic IPs

Placement Groups

SECURITY
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There is another internal asset that is exposed to the public (this one is harder to find)
Good luck!

Exercise Complete! You have now found your exposed assets!

Dome9 Onboarding and Setup

Exercise 3.1: Connect Dome9 to your new AWS account

Onboard an AWS account

Onboarding an AWS account involves creating policies and attaching it to roles for
Dome9 to use. For simplicity, the policies and roles have already been created. Follow

these steps to onboard your AWS account to Dome9.

1. On the Dome9 console navigate to Cloud Inventory and select Add AWS

Account.

Compliance & Governance Network Security |AM Safety  Administration

2. Select the Dome9 operation mode, Read/Write to be used for the account.

ssssssss
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Select operation mode
Monitor (Read-Only) Mode

In the Monitor mode, Dome9 Arc can be used for visualization, monitering and
auditing, and will not modify or actively manage your cloud environment.

Available in Monitor (Read-Only) Mode:

Domed Clarity for visualization of network security
Change notifications

Audit trail

Compliance reports

Alerts

Policy reports

When to Choose Monitor (Read-Only) Mode:

= You have another source of automation to manage your policies

= Ypu want to manage your security group rules directly, rather than delegating to
Dome%

3. Click next again

Full-Protection (Read/Write) Mode

In the Full-Protection(Read/Write) Mode, DomeS Arc can be used to actively manage
your security posture and enforce best practices.

Available in Full-Protection (R/W) Mode:

Dynamic Access Leases - time-limited, on-demand resource access
Security group management console to edit policies in-place
Tamper Protection and Region Lock for active enforcement
Reusable policy objects such as IP Lists and DNS Objects
Domed Clarity for visualization of network security

Change natifications

Audit trail

Compliance reports

Alerts

Policy reports

When to Choose Full-Protection (R/W) Mode

You want to use Dome3 Arc as your system of authority for security
management

You want to use Dome3's active management and enforcement capabilities to
maintain a closed-by-default security posture

Note that even when you are using Dome9 Full-Protection (Read/Write) Mode you'll still
be able to set individual security groups to Monitor (Read-Only) Mode

4. Sign to the AWS console (aws.amazon.com) in a new browser tab or window

(keep the Dome9 console open, as you will be switching between the two in the

following steps).
5. Click Services and select the IAM

6. Select Policies and search for Dome9 and you should see two policies created.

Click and review the policy for dome9-write

[\ DS+Bootcamp ~  Global v  Support v

One entity was detached from the dome9-write-policy policy.

Dashboard

Users
Filter policies ~  Q domed
Roles

Policies Policy name + Type Used as

Identity providers » Domeg-readonly-policy Customer managed ~ None

Account settings

o domeS-write-policy Customer managed

Credential report

SECURITY

Showing 2 results

Description
read enly

Write policy for Domed

12



10. READ-WRITE: Make sure the following policies are selected:
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In the AWS console, click Roles and “Create new Role”

Select Role Type: ‘Another AWS Account’, under options mark the ‘Required

External ID‘ option.

Enter the following:
e Accountld: 634729597623

External ID: E+7NvdTUgQNKZNoCSQOL53@64

Require MFA: NOT checked

Create role

Select type of trusted entity

.“' AWS service

EC2, Lambda and others

@ Ancther AWS account @ Web identity
F—1%

Belonging to you or 3rd party

Allows entities in other accounts to perform actions in this account. Learn more

Specify accounts that can use this role

* Required

Account ID* | 634729597623 [i ]

[\ D9+Bootcamp ~  Global

o :

SAML 2.0 federatiol

Your corporate directory

Options #| Require external ID (Best practice when a third party will assume this role)

You can increase the security of your role by requiring an optional external identifier, which
prevents “confused deputy" attacks. This is recommended if you do not own or have
administrative access to the account that can assume this role. The external ID can include
any characters that you choose. To assume this role, users must be in the trusted account and

provide this exact external ID. Learn more

External ID

E+7NvdTUgNKZNoCSQOLS:

Require MFAE

s. Learn more

13
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o SecurityAudit (AWS managed policy).

o AmazonlnspectorReadOnlyAccess (AWS managed policy).

o dome9-write-policy, that you created before. You can search for
‘dome9’ in the filter

11. Set Role Name with your choice (‘Dome9-Connect’ makes sense) and click on

‘Create Rolef

[\ D9+Bootcamp v  Global +  Support ~

Create role BRC o

Review

Provide the required infermation below and review this role before you create it.

Role name™ Domeg-Connect

Use alphanumeric and "+=,.@-_' characters. Maximum 64 characters.

Role description

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.

Trusted entities The account 634729597623

Policies B SecurityAudit 7
AmazoninspectorReadOnlyAccess [

Domeg-readonly-policy '

Permissions boundary Permissions boundary is not set

* Required Cancel Previous

12.Copy the Role ARN value, and enter it in the Role ARN field in the Dome9

console.

14



Dome9 Lab Guide

D9+Bootcamp v Global ~ Support v

Roles > Dome9-Connect

Search IAM 4
. Summary Detete role
Dashboard ®
Groups Policy DomeS-readonly-policy has been attached for the Dome9-Connect.
Users
Roles Role ARN arn:aws:iam::371771556915:role/Dome9-Connect (F
" Role description Dome8 connect | Edit
Policies

Identity providers Instance Profile ARNs [¥a)

/
Account settings it

Credential report Creation time 2018-07-13 14:18 PDT

Maximum CLI/API session 1 hour Edit
duration

Encryption keys Give this link to users who can  https:/signin.aws.amazon.com/switchrole?roleName=Dome3-Connect&account=371771556915 )

switch roles in the console
Permissions Trust relationships Access Advisor Revoke sessions

~ Permissions policies (3 policies applied)

@ Add inline policy

Policy name ~ Policy type ~
3 Dome8-readonly-policy Managed policy x
» WP SecurityAudit AWS managed policy
» IF AmazoninspectorReadOnlyAccess AWS managed policy
« Operation wPrepare Policy >  Create Role Review
! ng T L]
Create |AM Role for Dome9
Display Name optional
1. Click on 'Roles’ and 'Create new Role’ & e i
2. Select: ‘Role for Cross-Account Access’ and select ‘Provide access between your AWS account and a 3rd party AWS.
o | Role ARN I
account’ (3
3. Enter @
o Accountld: 634729597623 External Id ol

o External ID: NG

o Require MFA: NOT checked et EEl g

Click on the ‘Niext Step’ button

w

. Select the following policies:
o ‘SecurityAudit' (AWS managed policy). @
o 'dome9-readonly-policy’ That we created before. You can search for ‘domed’ in the filter
o 'domeS-write-policy’ That we created before @)

Click on the ‘Niext Step’ button

Set Role Name with your cheice (Dome3-Connect’ makes sense) and click on ‘Create Role’ @

On the search box look for the *Role name” you set in the previous step, and click on it.

Copy the Role ARN and fill it in the Role ARN field @

Click on "FINISH'

© W P Ne

<BACK

13. Click 'Finish'

15
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14. Review the onboarded cloud account summary.
15. At the end of the onboarding process all the Security Groups will be in

Read-Write mode.

Exercise Complete! You have now connected your Dome9 to your AWS account

Security Architecture Review Lab

Exercise 4.1: Conduct inventory/asset review
Switch into your Dome9 console for the remaining part of this module

Dome9 presents a single console view of all your assets, on all platforms, from which
you can search or filter for specific assets of interest, and see details about their
security posture. In this section of the Dome9 console, you can see a summary of all the
assets in your VPCs that are protected by Dome9. These assets can include, for
example, instances (such as EC2s), RDSs, and load balancers. Dome9 fetches
information about these assets from the cloud platforms (AWS, Azure, Google) and

presents it in a console view.

1) View your Protected Assets

The main page shows a list of your assets that are protected by Dome9, organized by
region. Filter the list using the filters on the left, or search for assets by name in the

search bar.

16
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Compliance & Governance  Network Security  |AM Safety  Administration

Protected Assets

Showing 16/16 ELEAR |} FETERS AWS > N. Virginia > vpc-034dca60511e63fdb
Search Account/Region/VPC/Instance/IP t2.nano 35.153.69.123 =]
Asset type ~
B Aws Instance (13) g e !
W% Aws Application Load Balancer (1) t2.nano 52.91.193.105 &)
T i AWSELB(1
= © o t2.nano 18.207.148.247 =]
W Aws Lambda Function (1) =
t2.nano 18.206.98.146 (=]
Tags ~ B
t2.nano 5£,205.191.132 &
Key
t2.nano 34.239.181.23 e
Value t2.nano 34.235.112.87 o
t2.nano 35.173.254.41 (=]
Server tags t2nano 54.157.1.94 =]
VPC tags
t2.nano (&)
Publicly Accessible ™ 12.nano 18.207.107.228 &
| Yes(13)
7 No@) .
t2.nano 5414435221 -
t2.nano 54.236.38.208 e

For each asset in the list, the type, and its external IP address (if it has one) are shown.
Click on one of the assets in the list to see more details for it.

Please enter how many total EC2 instances are displayed in the google form.

2) View your Security Groups

The main page shows a list of all your managed security groups, in all your Dome9

managed accounts, on all cloud providers.

Filter the list using the search box or filter options on the left. You can filter by account,
VPC, cloud region, protection method (full, read-only), and the number of instances or

alerts.

ssssssss
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Domet‘) Cloud Inventory Compliance & Governance IAM Safety Administration

Security Groups © U permissive-s, U permissive-sg U Demo-defe U Demo-De
Showing 17/32 CLEAR  FILTERS ™ RECENT SECURITY GROUPS
Search Account/Region/VPC/SG AWS > N. Virgi > productionVPC nstancas Alarts | T
Region ~ v 2 z
N. Virginia (17) LY 1 o
| S3o Paulo (2) v 0 1
| Canada Central (1)
- Lo} 0 0
Frankfurt (1)
Ireland (1) 0 1 1
e )] 1 3
VPC v v 1 ]
productionVPC (vpc-034dca60511e63fdb) (16) [} 1 1
| wpc-a39d63d3 (1)
| vpc-06dca961 (0) L 2 1
vpc-19123e71(0) (1) 2 1
wpe-1f316374 (0) - > i
more
v o 0
Tags v
0 0
Key v
U p rie-sg 1 0
Value U prod-mongp-sg 1 1
U p 0 ]
Security group tags
VPC tags AWS > N. Virginia > vpc-a39d63d9 Instances Merts |+
U default 0 ]
Number of instances v
fromOto 2
Number of alerts ~
fromOto 2
Operation Mode v
Readonly (16)
Manage (1)
Tamper Protection -

Please enter how many total SGs are displayed in the google form.

Exercise Complete! You have now explored your AWS instances and reviewed your

inventory within the protected asset view of Dome9.

Exercise 4.2: Visualize security architecture

Dome9 Clarity gives a graphical visualization of the security groups in your cloud
environment, and their effects on the cloud assets in the environment. It shows the
security groups, traffic sources, and permitted traffic paths in the cloud network. The
view is organized logically, according to the level of exposure of the Security Group to
the external world. You can use Clarity to analyze your cloud network for security issues
such as access to sensitive components from the internet, or to troubleshoot it for

connectivity issues such as blocked paths to components.

ssssssss
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1) Select a cloud environment

Select Clarity from the main menu. A list of your cloud accounts is shown on the left.

7 _"'":Domef) Cloud Inventory  Compliance & Governance IAM Safety  Administration

€BACK | () SHOW EMPTY REGIONS FLTEREMPTY |+ - ® XoOmanic ~+ Q productionVPC(vpc-034dca60511e63fdb)
Select Region v, productionVPC
mi 4B ciornone

| AWS (16)

® As (1 ]
® s 1]
My Instance @

L]

‘ N Virginia (16)

B Lambda

2) View an environment with the Security Group view

In this step, an environment will be visualized with the Security Group view. This view

shows all the Security Groups.

a) In Clarity, select a cloud environment in one of your accounts (in the
previous section), and then select Security Groups from the list in the

menu bar on the upper right.

ssssssss
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m productionVPC

CIDR:NOME
& ALE O
i cLe ©
% Instance (13
i Lambda ©

You can tell how the security groups (SG) interact with each other and can now
understand whether any internal assets are communicating with the public world based
on their inbound and outbound rules. The different swimlanes (which are auto classified
by Dome9, so customers don’t need to manually create them) represent security groups

with various levels of exposure to the public.

Pz .
(. ,DomeQ)
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DOmeQ) cioudinventory Compliance & Governance atwork IAM Safety  Administration i

Clarit N. Virginia / productionVPC / all
X 4+ = HCOMPACT~ g LANDSCAPEw (B HIDEEMPTYSG (OB PEEREDVPCS (B VPCFLOWLOGS | @PRINT  QOSEARCH Y FILTER BY TAGS Q productionVPC (vpc-034dcab0511e63f.x
External Zone DMZ

212.25.105.38/32
— =
57.19.5.0124 H

[""‘ Demo-gefault-1AN3S. 1] ( 1
] ?_"_ Demo-NotificationS.
@) Dpemo-ABSG-BZ70MR2!

Demo-DevopSG-135QS. L = Sf ‘ ™
F(,;,',’ DEMDW&W?SGSYS@} My cemomase-1uHkecdy
= — ] 1
e | Demo-WebMoniterSG-..
(@0 ool
———{ (&) Demo-LambdaSG-ILAM. |— 1

{7 emobastionsa-1xe. !

&3 o

6.8.8.8/32

&) Demo-appserverSG-1.2

4.4.4.432 H
7.8.9.1082

Lines:
target
lcons:
@ Elastic Losd @) web

JFTR
B windows
" ssouny
= Management

- Connestivity

Ell.zum\ﬁﬂnal

b) Click the Legend button to show what each icon represents.
Lines:

ity

lcons:

&) Etastic Load & web
balancer | FTP
ﬁa::::e Lead == Windows

& On-Demand Access Security

oty Networking * | Management

= Manitering Cennectivity

A Linux EI Azure Virtual
. Machine
Email
DB
LEGEND

c) Click on Internet/All Access block. The source block is highlighted in the

view, and the Security Groups that affect this source are highlighted.

SECURITY
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O Cloud Inventory Compliance & Governanc |AM Safety  Administration

LOWLOGS | BPRINT | | QSEARCH | T FILTERBY TAGS Q productionVPC (vpc-034dcab0511e63f.x

BT 7o bz Partially Open Effectivey Internal

gets: (7)
T [ eblbSg-NXOCALAEMOW! %
. SG-BZ709R2YLNIQ %
57,135,025 i Den -1ANISSLBMNT2E %
Dem G-135QSHNVIA %

Demo-LambdaSG-1LAMFLCQQBC6

=

MILNEXQYKSY %
Demo-WebMonitorSG-SSMGJUL28Q

A

) 2
Y —— &) pumo ssasararsc 1.

4444532

788.1002

3) View an environment in the Effective Policy view

The Effective Policy view groups Security Groups that affect a common asset, and

hides those that do not affect any assets.

a) Select Effective Policy in the list in the menu bar at the upper right.

ﬁ} productionVPC
CIDR:NONE

i ALB
i £
fh lnstance

ﬁ Lambda

b) This shows the VPC in the Effective Policy view

ssssssss
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IAM Safety  Administration

et\All Access

Y56 | (B PEEREDVRCS | (B VPCFLOWLOGS || SPRINT | QUSEARCH | Y ALTERBY TAGS Q productionVPC (vpe-034dca60511e63f.x EFFECTIVE POLICY

-1AN3SSLBMNT2B Der
Sg-YMILNFXQYK3Y %
SG-55MGJUL28Q
Demo- 2-NXOC4LAEMCWT %
BZ709R2YLN3Q %

212.25.105.39132
1 T
57.19.5024 Demo WeloSghXOC4. | | Demo-MonitoringSG-.. .
Dermo ABSG-BZ709R2 SH—
a 5 1
Demo- L‘QPQGSQ-Y!\‘GLNJ Demo-AgentSenviceS. ] s

( 888832 }
1 2 1
Demo-defauit-1AN3S. Dermo-WebappS ersm‘] Demo-bastion SG-1XF

Demo-appserverSG-1

444402
7.8.9.10:32

Demo-DBServersSG-N

c) This view also shows the Security Groups and Sources, organized by
zone. In this view, however, the Security Groups that affect the same
asset are grouped together. Security Groups that affect a number of
assets may appear several times in the view. Security Groups that do not

affect any assets are hidden.

Exercise Complete! You have visualized your AWS security configurations in the VPC

from a logical firewall view (SG view) and instance policy view (effective policy view)

Exercise 4.3: Identify zombie security group

Let’s go back into Clarity’s security group view. See if you can identify a zombie security
group. This is a SG that has no instance attached to it but has an exposed policy (TCP
22 0.0.0.0/0) to the public.

Answer: Don’t peek just yet..

ssssssss
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DOMeQ Cloud Inventory  Compliance & Governance

1AM Safety  Administration

D VPCFLOWLOGS | SPRINT | QSEARCH | T AILTERBY TAGS Q productionVPC (vpc-034dcas0511e63f.x SECURTY GROUPS = X

Demo-DevopsG-13SQSHIN...
2-0014942ec51ac 7841

> Inbound Rules: (1)

> Outbound Rules: (1)

ANl Traffic: (1)

T o Az
* Damo-DevopSG-1350S.

I ———
2

)DOMeQ) Cloud Inventory  Compliance & Governance 1AM Safety  Administration

0 Demo-DevopSG-135Q.

U AWS Security Group: Demo-DevopSG-13SQSHJNV9AJV (sg-0d14942ec51ae7841) ReaD ONLY (CJD) FULL PROTECTION
Ac

Ao Togs

Region Key Value

N. Virginia (us_east_1) DevapsG

armiawsicloudformation:us-east-1:2901 75429794 5tack/Demo/05246500-95af-11e6-3469-
500c286e1236

Group Description
Devops security group

Related Links

aws:cloudformation:siack-name Dpema

Inbound Services

Name - Dome9 Description Pratacol/Port State = Allowed Sources
ssH TeP:22
History (Last 7 Days - )
£8 1019 AM - 10:24AM Outbound Services: Default
Group Members: No members attached
" Snawing 1/

Referencing Security Groups: No referencing

This is a low severity issue yet is important to be aware of as it is just one click away
from exposing your internal servers. With Clarity you can find such issues and take

appropriate actions to fix such misconfigurations.

Exercise Complete! You have now identified the zombie security group exposure

Exercise 4.4: Identify publicly accessible databases

In this section, we will investigate and find 2 different database exposures. Let’s jump
into Clarity.

ssssssss
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Challenge 1: Detect DB Exposure — part 1 (easy)

In Clarity, try to find an exposed DB:

Answer: Here you see that this SG has 0.0.0.0/0 on port 27017 associated with the
mongoDB instance. This is a high severity issue as one of your internal DB servers is
now wide open. Click on the SG for more details.

DOmMeQ Cioud Inventory ~ Compliance & Governance

IAM Safety  Administration

® & | | =
External Zone
mezsisrwm |
s7.19.5.024 }
My oemo-cotau1anas: ')
snsane
L J {
([ owmmommmscssas)
L
rrittices: ]
@) Demo-LambiaSG-1LAM -
caaam H
L J

—
789.1022

Der

QUSEARCH

Y FILTER BY TAGS

| Dsnn—MQn?ﬂSg*VMELP‘] u >

E——

@ perowiesonrood |
e g -

L

@ vomoAgentSorvcns.? |

Q productionVPC

(@ e 1)

[er——

It 7)
J

L{ @) pemoappserversG-1

= )

> Outbound Rules: (1)
v Al Traffic: (1)

> Inbound Rules: (2)

( PS———>

> Sources: (2)

U AWS Security Group: Demo-MongoSg-YM9LNFXQYK3Y (sg-079fdbeb93b019f17)

Account

AWS

Region

N. Virginia (us_east_1)
VPC

productionVPC (vac—
034dcab0511e631db)
Group Description
MongoDB security group

Related Links

History (Last 7 Days ~)
10:19 AM - 10:24 AM

Aug 1, 2018

Showing 1/1

Tags
Key
env

aws:cloucformaticn:stack-id

Name
aws:cloudformaticn:logical-id

aws cloucformaticn:stack-name

Inbound Services
Name =~ Dome? Description
Custom TCP (27017)

MS-SQL
Outbound Services: Default

Group Members

State = Name =

Referencing Security Groups: No referencing

Value

prod

| [ vemoossenersson’) SG-1LAMFLCQQBC)6
) S
[ Dermo bestonsc 156 | > Tags(5)
B — env: prod
aws:cloudformation:stack-id: arnzaw

Name: prod-m ]
aws:cloudform,

aws:cloudformation:stack-name: De

READ ONLY (_Jl) FULL PROTECTION

arn:aws:cloudformation:us-east-1:290175429794:stack/Demo/052a6500-95af-11e8-a469-

500c286e1a36
prod-monge-sg
MongoSg

Demo

Protocol/Port State Allowed Sources
TCP:27017
TCP:1433 m Dem I
Type
t2.nano

IP Address

54.205.191.132
10.10.4.46

You can see the open port in this view. We will fix these issues in the next lab.

SECURITY
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Challenge 2: Detect DB Exposure — part 2 (hard)

Find another exposed DB, this one is a bit tricky.

Answer: Click the default SG and hover over the right. Here you see default SG with
SSH wide open and that DB1 is associated with this default SG making the database
exposed to the public

(f)DOMeq cioud inventory  Compliance & Govenance 1AM Safety  Administration

External Zone oMz 2 Instances: (1)

(e ) > Inbound Rules: (1)

> TCP 22 S5H: (1)
)

> Outbound Rules: (1)

™ Ml Traffic: (1)

> Sources: (1)
= 7 0.0.0.0/0

In the effective policy view below — you can see default SG is in the DMZ zone and has

one instance assignment (DB1, which is also part of the DB servers group).

Digging deeper, we realize that even if the rules associated with the security group are
correct, an instance can still be assigned to the wrong security group. This is due to a
misconfiguration that occurred due to assignment of multiple security groups, and

specifically an incorrect default SG to DB1 instance.

The effective policy view brings this to light and tells you what security groups an
instance belongs to, and therefore what the effective security policy is. Now it is clear —
DB1 is exposed because it belongs to not only the internal DB Servers SG, but also to

the Default SG which is in the DMZ.

ssssssss
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DOMEeQ) Cloud Inventory Compliance & Governance IAM Safety  Administration

"/ Demo-default-1AN3SSLBMN72B Demo-DBServersSG-NS

X+ | = HECOMPACT+ | JLANDS

~ | B HiDEEMPTYSG | (B PE

DVPCs | (B VPCFLOWLOGS ~ SPRINT  QSEARCH T FILTER BY TAGS Q productionVPC (vpc-034dcab0s

63f.x EFFECTVEPOLICY» | %

> Security Groups: (2)

- - S Dao DB sSNSTUROATSN

Demo-DBServersSG-NSFUDOAWTSR|
—_—
( 212.25.105.39/32 ]

1
| 57.185024 | [ Ume‘r\Vﬁrhﬂq—NXCﬂd]r

8.8.8.8/32
aws:cloudformationdogical-id: D81

T
Demo-MongoSg-YMILN.
IntemenAll ccess B
Type: Multi-SG

L 148832
env: prod
aws:cloudformationstack-name: De|
| 7881032
L ;

> Instances: (1)

1 1 v DB
Dema-MoniioringSG- Demo.
2 Inbound Rules: (2)
1
Demo-AIDSG-BZT09RZ. ~ TCP2255H: (1)

: 2
2
Demo-AgeniServiceS. e G 2 > Sources: (2)
0.0.0.0/0 %
Demo-WebappSG-SYSUWEJB2BRR
2
Derme-WebappSG-SY5U

= > Tags:(5)
aws:cloudformation:stack-id: arn:aw|

1
Demo-default-1ANSS
Demo-DBSaNVersSG-N...

Exercise Complete! You have now investigated both database exposures in Clarity

Security Posture Management Lab

Exercise 5.1: Enforce security policy

Fix misconfiguration in default security group by deleting the open SSH rule. For the

purpose of this lab, lets keep it completely closed.

Now back in Dome9 console - go to Clarity, click the default SG we saw as the culprit,
and turn on full protection mode at the top right in the entity explorer view:

DOmeQ cloud inventory  Compliance & Governance i IAM Safety  Adminis}
U Demo-default-1AN3S. U D ONg 0 D
U AWS Security Group: Demo-default-1AN3SSLBMN72B (sg-02ef75703c5aa08a) W DELETE | A1 CLONE || READONLY @D FULLPROTECTION
Account T +
AWS HES
Region ey Value

N. Virginia (us_east_1) aws:cloudformation;stack-d arniaws-cloudformation:us-east-1:290175429794:stackyDemo/052a5500-95a1-1 1e8-2469- o
vPC 500c286e1a36

productionVPC (vpe-

034dca0511e63fdb) aws:cloudformation:logical-id defaulc =

Group Description

aws:doudformationistack-name Demo eorT
Default security group
Refatadinis Inbound Services +
Name = Bomes3 Description Protacol/Port State = Allowed Sources
e ssH P2z EoT | DELETE
History (Last7Days )
£ @ 10:19AM- 1024 AM Qutbound Services: Default S
Ly Group Members
Showing 171 State = Name = Type 1P Address
B 081 (-0001aeaal78636450) @2nano 35.153.69.123
10104151

Referencing Security Groups: No referencing

SECURITY
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Fix the issue by closing the SG for now

U AWS Security Group: Demo-default-1AN3SSLBMN72B (sg-02ef75f703c5aa02a) - Edit Inbound Service CANCEL
Account Service Type Name
AWS
> S5H % SSH
e
:l-,\élfgwa {us_east_1) Protocol Dome9 Description
productionVPC (vpc- TCP S
034dca60511e631db)
Group Description Port Number Port Range
Default security group 22

Port Behavior
Open for All @l ) Limited

Allowed Sources +ADD SOURCE

On-Demand Allow On-Demand connections from authorized users (Dynamic-Access)

You can also check Clarity to see the correct topology below:

7 DOMeY Cloud inventory  Compliance & Governance IAM Safety Administration

AN3SSLBMN728

B PEEREDVPCS | (D VPCFLOWLOGS | BPRIN QSEARCH T FILTER BY TAGS Q productionVPC (vpc-034dcab0511e63f.x SECURITY GROUPS > | x

> Instances: (1)

‘ default Se DRt

> Inbound Rules: (1)

212.25.105.39132 j ‘

57185024
88,8832 |

L

i (?5- Dema—WehaapSG—SYGé} T

> Outbound Rules: (1)
(@ oomowenisgrixocd ||
N )

- ~ Al Traffic: (1)
L (@) pemo-Ageniservices. ‘ Demo-bastionSG-1xP. |

> Tags:

3 1 Demo-DevopSG-1350S..| aws:clou on:stack-id: arnzaw,
p S awsiclou onilogicak-id: defau
IntometiAll Access
aws:dloudformation:stack-name: De
] Demo-Mongosg-YweLN.
L J
) 1 ] Demo-DBServersSG-N.
4444me J @) Domo asG 8z700Re! s
7801002 P 3 My oemonase-1uHKaG!
i @) Demo-LambdaSG-1LAM. | L— Dere Mase 1L 6

Exercise Complete! You have now fixed the misconfigured security group.

Exercise 5.2: Active protection — SG level

Let’s try to mess with this by making changes in the AWS console. Make SG change in
AWS by going to the default SG.

ssssssss
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aws

EC2 Dashboard
Events

Tags

Reports

Limits

-
Instances
Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts

Scheduled Instances

AMIs
Bundle Tasks

Volumes
Snapshots

Lifecycle Manager

Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

Load Balancers

4

Create Security Group

Services ~  Resource Groups v %

Actions v

Dome9 Lab Guide

Q Filter by tags and attributes or search by keyword

Name -

Group ID

sg-01b79ee69511b6bfd
sg-02bddbad58ccd 1167
sg-02ef75f703c5aa08a
sg-0382fe9f800d57409
sg-04bcebicBcB062Be42
5g-079430790d9162542
sg-0a2d3e1098f39a7bf
sg-0a66e77d6580b9d28
5g-0bdfddec5380edabe
5g-0bf8009d10955602¢
sg-0d14942ec51ae7841
sg-0ebad3cc93598779

sg-a2ca3fed

Security Group: sg-02ef75{703c5aa08a

Description Inbou

nd Outbound

Protocol

~ Group Name
Demo-MonitoringSG-10E9B.

Demo-WebMonitorSG-S5M.
Demo-default-1AN3SSLEBM. ..

Demo-MQSG-1UHK4GOBM. ..

Demo-NotificationServerSG-.

Demo-AgentServiceSG-1VH...

Demo-appserverSG-1690R..
default

Demo-DBServersSG-NSFU..

Demo-WebappSG-SYSUWB. ..

Demo-DevopSG-13SQSHIN
Demo-LambdaSG-1LAMFL.

default

Tags

i Port Range

fal

-~ VPCID

vpc-034dcab0511e63fdb
vpe-034dcab0511e63fdb
wpe-034dcabi511e63fdb
vpe-034dcab0511e63fdb
vpe-034dcab0511e63fdb
vpc-034dcab0511e63fdb
vpc-034dcab0511e63fdb
vpc-034dcab0511e63fdb
vpc-034dcab0511e63fdb
vpc-034dcab0511e63fdb
vpe-034dcab0511e63fdb
vpe-034dcab0511e63fdb

vpc-a39dB3d9

i Source

This security group has no rules

And now enable 0.0.0.0/0 SSH rule for default SG

Edit inbound rules

Type (i

SSH

Add Rule

o

Protocol (i

TCP

Port Range (i

22

Source (i

[ Custom  4]10.0.0.0/0

D9+Bootcamp2 v

N. Virginia Support v

a

1t0 17 of 17

o & @

o

Description -

Monitoring security group

DB Servers security group
Default security group

MQ security group

Notification server security group
Agent Service security group
Agent Service security group
default VPC security group

DB Servers security group
WebApp security group

Devops security group

Lambda Function security group

default VPC security group

Description (i

Description (i

e.g. SSH for Admin Desktop

(X]

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends
on that rule to be dropped for a very brief period of time until the new rule can be created.

Cance' m

You should now be able to see the change in Dome9 console. Dome9 also rolls

configuration back and adds the user event in the audit trail for further analysis.

You can see the activity trail in the audit log which is extracted context from CloudTrail

SECURITY
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Events

Timestamp  Origin User / IP Address Description

Security group tamper detected and handled Details
Security group tamper detected (Group modified). Security

group: 'Demo-DBServersSG-10XTU4VY4ZFT (sg-

Obd91e7cf547a00ef) of 'AWS>us_east_1>vpc-

03dedc22bec2¢90d3'. Handling method: Dome9 system has

overriden the new settings with the approved policy. The

following inbound rules were discovered: TCP-22-22: 0.0.0.0/0.

2018-07-12 Dome9 Audit  system
19:07:56

You should see the configuration reversed back to the gold standard configuration

Security Groups U permissive-sg U Demeo-default-13LNE.. ©

© petere | (¢ cLone | Reap oney @D FuLL PROTECTION

U AWS Security Group: Demo-default-13LNEK50ZUUG0 (sg-049f4f60ef0f24aab)

+| v

Account Tags
AWS 8
Region Key = Value =
N.Virginia (us_east_1) aws:cloudformatian-logical-id default Eoi
VPC
roductionVPC (vpe- aws:cloudformation:stack-id 1 o/ 2d0-8637-11e8-94c3- o
3de4c22ber2c9€d3| 500c20fcaad9
Group Description aws:cloudformation:stack-name Dema o
WebApp security group
Related Links Inbound Services +]
& Visualize In Clarity -
B VPE FowLogs Name Domed Description = Protocol/Part + State +  Allowed Sources
e SsH Tcpz2 Closed GETACCESS EDT  DELETE
History (Last 7 Days )
2 ® 6:59PM-7:07 PM Outbound Services: Default +
R
o
5 @ 5:54PM-5:55PM Group Members
State = Name = Type - 1P Address
m DB1 (1-0bda72¢518af8bc00) t2.nano 18.209.214.249
Showing 2/2 1010.433

Referencing Security Groups: No referencing

You can also confirm it in the AWS console
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EC2 Dashboard
Events

Tags

Reports

Limits.

Instances

Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts

Scheduled Instances
AMIs

Bundle Tasks
Volumes

Snapshots

Lifecycle Manager

Security Groups.
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

CING

Load Balancers

Services v  Resource Groups v %

Create Security Group TSGR
4

Q Filter by tags and attributes or search by keyword

Name

Group ID <

5g-01b792e69511b6bfd
sg-02b4dbad58ocd 167
5g-02ef75f703c5aa08a
5g-0382fe9f809d57409

0628642

Dome9 Lab Guide

Group Name

Demo-MonitoringSG-10E9B.

Demo-WebMonitorS G-S5M

Demo-default-1ANISSLBM...

Demo-MQSG-1UHK4GOBM.

D rSG-.

5g-0784307/ 2

-1VH.

sg-0a2d3e1098f3%aTbl
sg-0a66e77d658bb9d28
sg-Obdfadecs380edate

Demo-Ag

Demo-appserverSG-1630R...

default
Demo-DBServersSG-NSFU

D YSUWB.

5g-0bf8009d
5g-0d14042ec51ae7841
sg-Oebad3cc936(98779

sg-aZcadfe8

Security Group: sg-02ef75{703c5aa08a

Description

Type (i

Inbound

Outbound Tags.

Protocol

Demo-DevopSG-13SQSHJN...

Demo-LambdaSG-1LAMFL.

default

VPCID

'vpc-034dcab0511e63fdb
vpc-034deab0511e63fdb
vpc-034dcabs11e63fdb
vpc-034dcaB0511e63fdb
'vpc-034dcab0511e63fdb
vpc-034deab0511e63fdb
vpe-034dcab0511e63fdb
vpc-034dcaB0511e63fdb
'vpc-034dcab0511e63fdb
vpc-034dcab0511e63fdb
vpc-034deab0511e63fdb
vpc-034dcab0511e63fdb

vpc-a39d63d9

Port Range (i

Ja

Description

Monitoring security group

DB Servers security group
Default security group

MQ security group

Notification server security group
Agent Service security group
Agent Service security group
default VPC security group

DB Servers security group
WebApp security group

Devops security group.

Lambda Function security group

default VPC security group

Source (i

This security group has no rules

D9+Bootcamp2 ~  N.Virginla ~  Support v
A o # 0
(~] 1to 17 of 17
_N_ =]
Description (i

Exercise Complete! You have now enabled enforcement of security policies and

eliminate configuration drift at a security group level in AWS

Exercise 5.3: Active protection — Region level

Let’s turn on Region Lock first in Dome9 (Lock down Sao Paolo region)

Go to the cloud inventory and select cloud accounts and navigate to Sao Paolo region.

SEcuR
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# EDIT CREDENTIALS

Account Number i
250175429794 ‘ Q Search for Region

Added At )
Aug 1, 2018 10:24 AM Region

Total Instances Canada Central
13

Total Full Protection Security Groups
1 Frankfurt

Total Read-Only Security Groups

3 Ireland
London
Mumbai
N. Califernia
N. Virginia
Ohio
Oregon
Paris
Seoul
Singapore
Sydney

S&o Paulo

Detection Mode

Read-Cnly (Monitor mode) €

Read-Only (Monitor mode) &

Read-Cnly (Monitor mode) €

Read-Only (Monitor mode) €

Read-Only (Monitor mode) €

Read-Only (Monitor mode) &

Read-Only (Monitor mode) @

Read-Only (Monitor mode) €

Read-Cnly (Monitor mode) €

Read-Cnly (Monitor mode) €

Read-Only (Monitor mode) €@

Read-Only (Monitor mode) €

Read-Only (Monitor mode) €

Read-Only (Monitor mode) €

Instances

0

Security Groups

Q Full protection
1 Read-Only

Q Full protection
1 Read-Only

0 Full protection
1 Read-Only

0 Full protection
1 Read-Only

0 Full protection
1 Read-Only

@ Full protection
1 Read-Only

1 Full protection
16 Read-Only

Q Full protection
1 Read-Only

Q Full protection
1 Read-Only

Q Full protection
1 Read-Only

Q Full protection
1 Read-Only

0 Full protection
1 Read-Only

0 Full protection
1 Read-Only

0 Full protection
2 Read-Only

& EDIT

# EDIT

& EDIT

~
g

s
g

& EDIT

& EDIT

& EDIT

(8
g

Let’s assume this would be an unused foreign region where you would not expect

activity happening. You can turn on Region Lock to ensure no changes are made to this

region unless its from within Dome9.

s{(ul\vv;
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Edit Region - AWS - Sdo Paulo

Newly Detected Groups Behavior

@ ) &

O Read-Only (Monitor mode)
Newly detected Security Groups and their rules
will be imported and will be set as ‘Read-Only’

Security Groups. These groups will be monitored
by Dome3 for changes but can still be changed
outside Dome9.

O Full protection (Dome9 managed)

Newly detected Security Groups will be imported with their initial rules to the DomeS
service, and thereafter be treated as ‘Full Protection (Dome9 Managed) Security Groups.
Any further security policy changes should be made using the Dome$ console or API.
Dome9 Policy Tamper Protection will be added to the Security Group and will be
activated after the import.

& Region lock
Newly detected Security Groups will be imported and will
immediately have their rules cleared (deleted) on both
ingress and egress. This mode ensures that no network
changes will be made to the region, unless they are
performed on the Domes console.

/1 Note: This will delete all ingress and egress rules from any newly discovered Security Groups. This mode is recommended for highly secured setups that are not allowed to be changed outside of the
Dome3 system. This mode is also highly recommended for inactive regions.

17 Sdo Paulo

select entire region select entire region

& productionVPC (vpc-09bee5c22c0fd16f5)

Read-Only (Monitor mode) @ select all Full protection (Dome9 managed) @ select all
U permissive-sg (sg-07ed9e3c937021411)

@ @
U default (sg-032df64f273446774) ® (®)
U Demo-SandBox-bastionSG-2ZQ77PNH4SBA (sg-0170baf9218b4da06) @® o
@5 vpe-c896f0af Read-Only (Monitor mode) ® select all Full protection (Dome9 managed) ® select all
U default (sg-ff45a086) ® @
WU SG1 (sg-0357eeab77f385426) @® (@)

CLOSE SAVE

Go to the AWS console and create a new SG in Sao Paolo

Create Security Group

Security group name () permissive-sg
Description (i) test-sg

VPC | [ vpc-09bee5c22¢0fd1 65 | productionVPC

Security group rules:

Inbound Outbound

Type (i) Protocol (i) Port Range (i Source (i) Description (i)

TCP 22 Custom 7 0.0.0.0/0 e.g. SSH for Admin Desktop

Add Rule

33



Dome9 Lab Guide

Go back to Dome9 console, you should see this new SG’s inbound/outbound rules

deleted.

Security Groups

Jul 12,2018

U permissive-sg € U Der

0 Demo-default

U AWS Security Group: permissive-sg (sg-07ed9e3c937021411)
A 3
Asv‘;’“"‘ Tags: No tags

Region i
Sao Paulo (sa_east_1) (AL SSCRAES

ngducliunVPC (\g;cr
ee5c22c0fd16f5)
Group Description
test Outbound Services
Related Links

L Cl There are no outbound rules defined

History (Last7 Days ) Group Members: No members attached
7:35PM
Referencing Security Groups: No referencing
Showing 1/1

Members connected to this security group will not be able to initiate connections

You can also confirm it in the AWS console in Sao Paolo

aws
S—

EC2 Dashboard
Events
Tags
Reports
Limits
=| INSTANGES
Instances
Launch Templates

Spot Requests

Services ¥  Resource Groups ~ *

Create Security Group JEXCLLERG

Q, Filter by tags and attributes or search by keyword

VPC ID

Reserved Instances

Dedicated Hosts

AGES
AMIs
Bundle Tasks

ASTIC BL

Volumes

Snapshots

Security Groups

Elastic IPs

Placement Groups

Key Pairs

Name ~  Group ID - Group Name
5g-0170baf3218bdda0é Dx dB
5g-032064f273446774 default
sg-0357eeab?71385426 sG1

[ ] 50-07ed9e3c937021411 permissive-sg
sg-fi45a086 default
ITY Description Inbound Outbound Tags
Edit
Type (i Protocol (i

Network Interfaces

vpc-09bees: 0fd16f5
vpc-09bee5c22c0fd 16f5
vpc-cB89610af

vpc-09bee5c22¢0fd 16f5

vpc-c896flaf

Port Range i

This security group has no rules

@ peLeTe | ) cone | ReaD oNLY @D FuLL PROTECTION

D pawan-D9-sandbox v S&o Paulo ~ Support ~

A O
(2] 1to50f5
Description

Bastion security group

default VPC security group

launch-wizard-1 created 2018-086-13T15:50:10.469-07:00
test

default VPC security group

Source i Description i

Exercise Complete! You have now enabled enforcement of security policies and

eliminate configuration drift at a region level in AWS.

SEcuR

Ty

& 0
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S3 Security Lab

The goal of this exercise is to help you understand how to control S3 bucket access. We
will focus on how to ensure specific role can interact with S3 and thereby not allowing
any anonymous/outside users have access to sensitive data in the bucket. We will also
look at least privilege concept, where you as an admin decide who has access

(whitelist) to the most sensitive S3 operations and deny everyone else.
Exercise 6.1: Detecting Exposed Buckets

1. Navigate to Compliance Engine Tab

Domeaj,' Cloud Inventory SCompliance @& Governances Network Security IAM Safety Administration

, Lastevents view more Compliance & Governance

53 « [E Dashboard ‘Check compliance of your cloud environments with Dome9 compliance bundles,
© 857 AM or build your own custom bundles and run them on your environments.
9 Security group tamper 13 Continuous Gompliance
detected and handled
H & Playground
@ 756 AM
) Security group tamper i= Assessment History

cul
detected and handled

© 7:04 AM (4 events)
Assessment Event NETWORK POLICY REPORTS
.
@ E57AM
® Security group tamper

detected and handled &5 AWS Prod

2 AWS NIST 800-53 Rev 4 (FED...
® v ¥ v
H S |
@ 556 AM o <t A ECT REL .
© Security group tamper 2 ; 2
detected and handled 2 oL \CCC UND
: £
© 453AM S
) Security group tamper
detect handled
@ 4:29 AM (6 events)
Assessment Event
b x 1 50 Default Security 38 Security Groups with 31 Security Groups with 1 0 Instances are not
® 3 . & 4 P
L n— £ Groups with network admin ports too exposed SSH admin port too configured within a VPC
detectad and handied 8 policies to the public internet exposed to the public
internet
. 58 1am Users with 0 Accounts without 101am userswithinline 27 14M Users enabled
onEE 2 console password without enforced Password Policy IAM Policies applied while unused for 90 days
= MFAenabled or more

2. Explore Compliance Engine page

35



Dome9 Lab Guide

Cloud Inventory \Compliance &Governance| Network Security IAM Safety ~ Administration

Policies D Continuous Compliance Playground Assessment History
71 CLONE BUNDLE © NEW BUNDLE @) SHOW GSL EDIT > RUN ASSESSMENT
Dome?9 predefined te. In order to edit please CLONE the bundle
AWS Dome9 Best Practices - Sample (41) & "
AWS CIS Foundations v. 1.1.0
Automated Validation of AWS CIS V 1.1.0. For additional reference:
& Azure Domed Best Practices - Sample (15) https://d0.awsstatic.com/whitepapers/compliance/AWS_CIS_Foundations_Benchmark.pdf https://s3.amazonaws.com/quickstart-

reference/enterprise-accelerator/cis/benchmark/latest/doc/cis-benchmark-on-the-aws-cloud.pdf
% Dome9 AWS Dashboards (13)

Showing 50/50 CLEAR Avoid the use of the 'root' account
Deseription:
The root account is the most privileged AWS account, it has unrestricted access to all resources in the AWS account.

3 GCP Dome9 Best Practices - Sample (5)

Search
It is highly recommended that the use of this account be avoided. Minimizing the use of this account and adopting
AWS Dol NetWork Alar B23) Severity . theprinciple of least privilege for access management will reduce the risk of accidental changes and unintended
disclosure of highly privileged credentials.
= Medium (28) Remediation:
AWS Dome9 S3 Bucket Security (28) g 15) We recommend that Rost accounts should not be used and that the credentials not be shared with anyone else. As a
g best practice, customers should leverage IAM Groups, Roles and Users to grant access to specific AWS resources.
&5 Azure Domed Network Alerts (239) Low (7) Refer to IAM Best Practices at the following link
T http//docs.aws.amazon.com latest/UserGuide/ tenl
Validation Types o [
£ GCP Dome9 Network Alerts (230) -
‘ List<CloudTrail> (13) IamUser where name regexMatch /~<root_account>$/i should not have passwordlLastUsed after(-90,
‘daye!
~ lamUser (11) L
AWS CIS Foundations v. 1.0.0 (45) ¢ 1am ) 1
49 CloudTrail (5) a
AWS CIS Foundations v. 1.1.0 (50) 1) SecurityGroup (3) Enforce Password Policy E
S Description:
% |lamPolicy (2) password policies are, in part, used te enforce password complexity requirements. IAM password policies can be
AWS Dome3 Best Practices (1012) Region (2) used to ensure password are comprised of different character sets, have minimal length, rotatien and history
restrictions.
& s38ucket (2) sbion:
% AWS GDPR Readiness (128) Repediation:
W KMs (1) Refer to |AM Best Practices at
= P http//dacs.aws.amazon.com/IAM/latest/UserG html
5 AWS HIPAA (52) A GSL:
Compliance Section ~ Iam should have passwordPolicy.enabledInAccount=true

AWS NIST 800-53 Rev 4 (140)

13

Dome9 Compliance Engine monitors and scans your AWS/Azure/GCP infrastructure to
ensure alignment with compliance standards such as PCI-DSS, NIST 800-53, GDPR,
CIS etc.

3. Select CIS Benchmarks and run bundle assessment

SECURITY
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DomeQ Ccloud Inventory [Compliance & Governance | N ecurity 1AM Safety  Administration

Run security policy assessment

Environment

Cloud account
AWS Prod

Note: The selected account 18 some perf missions, this may. effect the successful execution of the assessment
Region
ALL

VpC
ALL

Select your AWS environment in the cloud account section. Dome9 also provides the
option to BYOC (Bring your own CFT) and scan your template before pushing to
production.

5. Analyze the report findings

Domeq) cioud inventory Complian:

Policies Dashboard Continuous Compliance Playground Assessment History W Jun 22, AWS CIS Foundations v. 1.1.0 ©

Jun 22,2018 9:32 AM
. i DELETE [ EXPORT FAILED TESTS TO CSV & PRINT v
AWS CIS Foundations v. 1.1.0

Automated Validation of AWS CISV 1.1.0.
For additional reference: https://d0.awsstatic.c i ‘compliance/AWS_CIS_Foundations_Benchmark.pdf
https://s3.amazonaws.com/quickstart-reference/enterprise-accelerator/cistbenchmark/latest/doc/cis-benchmark-on-the-aws-cloud. pdf

AWS Prod
AllRegions m 14.29% @2 85.71%
Passed Failed
Entities by type, Pass Vs Fail Failure by Severity Map e
- @ High - V\\
\i @ Medum "(azakhslan Moraoly i b '
< ®Low
500 United
Mqhsnisyzan o wn'l(mi'n '
an
375 Pakistan
wrabis ndin 1 3 Mex
Thaitand
4 Tested Entities '
125 @ lamUser
@ lamPalicy Indonesia Papua New
gy e : :
okt .
\)4"@;55 \»«'s; vﬂoalwgnm RS 41 e =5 . b |
o e e - oﬁ"‘*ﬁp 2y Google ' ! Map data ©2018  Terms of Use
Filters Resuilts € SHOW GSL.
Showing 49/49 CLEAR E Ensure the default security group restricts all traffic E
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Within a few seconds, the Compliance Engine runs an assessment and provides
detailed findings in an easy to use dashboard. You can see the number of test cases
passed vs failed, as well as test cases segmented geographically, across regions and

by test severities.

6. Filter Analyze key test results for S3 buckets

1. Ensure buckets are not publicly accessible

How many buckets are publicly accessible?

Exercise Complete! You have now detect publicly exposed buckets!

Exercise 6.2: S3 Access Controls (exposed ACLs)

Navigate to the S3 console in AWS console. We will start with bucket 1

aW§ Services ¥  Resource Groups v % [\  D9+Bootcamp2 ~  Global ~  Support ~
Stream Video to AWS for Analytics—Easily capture, process, and store video streams for analytics and machine learning. Learn More » Documentation
* AT X Discover the new console < Quick tips
Q  Search for buckets
+ Create bucket 6 Budets 2 5 1 Regions 54
Bucket name |- Access € |- Region Date created

) Aug 21, 2018 5:38:51 PM
@ awsloft-s3bucket! -rohw1yk24pf US East (N. Virginia) g

GMT-0400
@ awsloft-s3bucket2-sitmégzuusrt US East (N, Virginia) gﬁfgaggwa 5:38:50 PM
& awsloft-s3bucket3-e3vvx6gltbuf Not public * US East (N. Virginia) 2»:5;3 ggT 85:38:50 PM
& awsloft-s3bucket4-1jpyh3i02a98z Not public * US East (N. Virginia) Aﬁ:ﬁfﬂ‘;ﬁgm 5:38:51 PM
& awsloft-s3bucket5-4mpOszrrfokn Not public * US East (N. Virginia) 25;;5375 5:38:51 PM
§ cf-templates-ob34riv71lzd-us-east-1 Not public * US East N, Virginia) Aug 19, 2018 2:03:30 PM

GMT-0400

* Objects might still be publicly accessible due to object ACLs. Learn more

@ Feedback (@ English (US) © 2008 - 2018, Amazon W ), Inc. or Its affiliates. All rights reserved.  Privacy Policy  Terms of Use

ssssssss
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Fix <yourCFT>S3Bucket1
Exercise 6.3: S3 Access Controls (Bucket policies)

Now let’s move to <yourCFT>S3Bucket2. Write JSON policy (start from the existing

configuration seen below)

Amazon 83 > demo-s3bucket2-1frasdmiSmsbu

‘ i \

2 Bucket Policy i 1
Access Control List CORS configuration
Cpibic) 2
Bucket policy editor ARN: arn:aws:s3:::demo-s3bucket2-1fras4mismsbu
Type to add a new policy or edit an existing palicy in the text area below. Delete || Gancel m

"Version": "2012-10-17",
"Id": "MyPolicy",
"Statement": [

": "arn:aws:s3:::demo-s3bucket2-1frasdmiSmsbu/*"

Documentation Policy generator

Bucket Policy: Access Management - Only Allow S3-Role to put and get objects in this

bucket.

Sample snippet for Principal parameter:

"Principal": {
"AWS": "arn:aws:iam::<ACCOUNT NUMBER>:role/<INSERT S3 ROLE NAME HERE>"
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Hint: copy/paste the Principal parameter to include S3 role name. It can be found by

navigating to Services -> IAM -> Roles -> <your S3 Role Name>

Bucket Policy: Least Privilege enforcement - Ensure deletion of S3 bucket can only be

done based on your specific AWS account id (this is important for sensitive buckets that
may have other accounts accessing it, and you want to make sure the most critical

operations are whitelisted)

Sample JSON to add in your bucket policy (don’t forget to add , after previous

statement)

{
"Sid": "Stmt1526361042800",
"Effect": "Deny",
"Principal": "*",

"Action": "s3:DeleteBucket",
"Resource": "arn:aws:s3:::<copy your S3 bucket resource name in existing policy>",
"Condition": {
"StringNotLike": {
"aws:userid": "YOURAWSACCOUNTID"

Exercise Complete! You have now ensured no buckets are publicly exposed!

Offboarding

Please navigate to the Cloudformation and click the stack and delete stack. You are
now done!

ssssssss
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