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1. E[]

A FENBET ESP8266 YIELMAEERAY SDK SSL B {FE A%, BRI T48 ESP8266 EH
SSL server 1 ESP8266 19 SSL client N{ER 7%

¥ % ESP8266 HIEE, 1&1f(a]: http://bbs.espressif.com/
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2. ESP8266 {E5 SSL server

ESP8266 149 SSL server AY, REMZBUEPRIFIERIA, £ SSL MZBRFRAXE. BRT
PA5# |0T_Demo A #define SERVER_SSL_ENABLE Z27E X HI{RED, SCIN SSL server ThAE.

CAIANIEINREBRIA =, FFPAAMAED espconn_secure_ca_enable {#8E CA TAIE.

21. iEBHIE

(1) AT E Espressif Systems Bi& ESP8266 SSL server iE | 1ERIZS “makefile.sh”, G NZ|
lubuntu EIIMHEZRET. lubuntu EEHINLZRIFIME AL Espressif BBS T &,

o TEIEEE: http://bbs.espressif.com/viewtopic.php?f=21&t=86
(2) HEHHZRE.
o FIFEHNIEMEA "LXTerminal”

< ESP8266_lubuntu_1 [Running]
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o EAFES ./mount.sh , EIZE

EJ esp8266@esp8266-VirtualBox: ~
File Edit Tabs Help

esp8266@esp8266-VirtualBox:~$

[sudo] password for esp8266:

esp8266@esp8266-VirtualBox:~$ I

o HAZES espressif , EZE

EJ esp8266@esp8266-VirtualBo
File Edit Tabs Help

esp8266@esp8266-VirtualBox:~$

(3) FEREMMFTIFHZHR, BENEBFIIEMA, HRAII.

= cert

File Edit View Bookmarks Go Tools Help
] € ¥ > A |@ /home/esp8266/Share/cert
Places v —

{2} Home Folder

B Desktop makefile.sh
& Trash Can

@ Applications

(@ Documents
(@ Music
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(4) FEMAFTERRE, 1IE{THIA, 155 . /makefile.sh , &/ cert.h f private_key.h, &%
|IOT_Demo {5 XA AKX o

BITRI, £RNT:

A |@ | /home/esp8266/Share/cert

private_key. JTLS.ca_key.p

[

~ TLS.ca_x509. TLS.key_102 TLS.key_102 TLS.srl
: pem - 4.pem

TLS.x509_10 TLS.x509_10
24.cer 24.pem

FEEI
o JEBFIEBIZA makefile.sh SXEFHRY IP #hdik, 1E52 A A PSEFRM server IP, TATHE:

cat > certs.conf << EOF

[ req ]
distinguished_name = req_distinguished_name
prompt = no

[ req_distinguished name ]

0 = $PROJECT_NAME
CN = 127.0.0.1
EOF
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o EBHIERIA makefile.sh BRIANA 1024 FIINZREENEKE; MFHFH 512 WMBREEAE,
BB makefile.sh 3XFHRY 1024 249 512 :

# private key generation
openssl genrsa -out TLS.ca_key.pem 1024
openssl genrsa -out TLS.key_1024.pem 1024

# convert private keys into DER format
openssl rsa -in TLS.Kkey_1824.pem -out TLS.key_ 1824 -outform DER

# cert requests

openssl req -out TLS.ca_x5609.req -key TLS.ca_key.pem -new %
-config ./ca_cert.conf

openssl req -out TLS.x509_16824.req -key TLS.Kkey_1824.pem -new \
-config ./certs.conf

# generate the actual certs.

openssl x589 -req -in TLS.ca_x5689.req -out TLS.ca_x569.pem %
-sha1 -days 5888 -signkey TLS.ca_key.pem

openssl x589 -req -in TLS.x509_1024.req -out TLS.x509_1824.pem %
-shal -CAcreateserial -days 5000 \
-CA TLS.ca_x569.pem -CAkey TLS.ca_key.pen

# some cleanup
rm TLS*.req
rm *.conf

openssl x589 -in TLS.ca_x58%9.pem -outform DER -out TLS.ca_x589%9.cer
openssl x589 -in TLS.x589_10824.pem -outform DER -out TLS.x589_1B2h.cerD

#
# Generate the certificates and keys for encrypt.
#

o EPHIERIZA makefile.sh £ RLAIZRIA SSL server JEBH Espressif Systems %, FrIEH CA i
Z. MRAPFE CAINE, BUTEMAER:
y AP makefile.sh iIB{TARAI TLS . ca_x509.cer §A SSLclient, H&%EFX 3.1 iEH
il F 2 FARIZS “make_cert.py” K CA XHA X esp_ca_cert.bin BEEZ| flash X AL ;
y FAPERZLIES, SEHAK makefile.sh, BITEMI M cert.h A private_key.h, H%&
ZEX 3.1 IEB HIE L FAMZA "make_cert.py” K CA XA K "esp_ca_cert.bin” IEEZ|
flash Xf Rzt
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3. ESP8266 {E/4 SSL client

R 5% |OT_Demo H #define CLIENT_SSL_ENABLE ZEXHIRHE, SETH SSL client I
B, ESP8266 1E SSL client BY, AISx#: CA IAIE.

CAIANIEINREBRIA =, FFPAAMAED espconn_secure_ca_enable {#8E CA TAIE.

3.4, IEHHIME

(1) FFT][E Espressif Systems HiE ESP8266 SSL client IE B & MIZ “make_cert.py”, EA R HAS
CA XHMER—HBRT.

(2) IBITRIZ "make_cert.py” REME—BR TH CA X (BRIXFERZ 21 CA L) £
esp_ca_cert.bin, esp_ca_cert.bin BRI EREE A espconn_secure_ca_enable ®&, AFH
BITEX .

. certificate
|| esp_ca_cert.bin
5 espressif.cer
&l globalsign.cer

' make_cert.py

3.2. CAMERE

(1) ESP8266 1EA client &2 TCP ¥%#, MINEEIL, 1B flash A1l esp_ca_cert.bin (CAIEH), fnE
EIXS A9 SSL ctx, BRIFRER CARKIZFHE R 2 1.

(2) ESP8266 %&i#2 TLS handshake, 3XKEX SSLserver £&5MIEH, 5 ESP8266 #FH CA #H{TRIL:

o HRM, W =R,
* EMIN, TAIRIE.
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4. B O

SSL RF O 5E@E TCP 5 HE N, 7% SDK REEMEARBNLERRE, FEit, BERER
AR RO . SSLERERN, (NXFFER:

e espconn_secure XXX RFED;
e espconn_regist XXX RFEMEIERED;
e espconn_port RE— NPT RO

ASXNS T4 espconn_secure_XXX RFED, EZHNREEONA, 155% ESP8266 iz T
"2C-ESP8266__SDK__Programming Guide”

SSLiE#:, FPAIS% BBS #2tHY Demo http://bbs.espressif.com/viewtopic.php?f=21&t=389

4.1. espconn_secure_ca_disable

IheE:
F*F SSL CA JAJEThAE
xE:
* CA JANIETNRE, ERIAKH
o WFFERAAED, BEEME (SSL) EEEZANER:
1£ espconn_secure_accept (ESP8266 fEJ) TCP SSL server) Z®IEMH;
5i#& espconn_secure_connect (ESP8266 £ TCP SSL client) ZETAH
RBEN:
bool espconn_secure_ca_disable (uint8 level)
SH:
uint8 level : ®&E ESP8266 SSL server/client:

0x01 SSL client;

0x02 SSL server;
0x03 SSL client # SSL server
RME:
true v
false S/
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4.2, espconn_secure_ca_enable

Ihae:
FFE SSL CA IAIEINAE
TE:
* CA JAIETHRE, FRIAKH
o WMFERAEAED, BEEME (SSL) EESEIZANER:
£ espconn_secure_accept (ESP8266 fEJy TCP SSL server) ZRiiAMH;
oi#& espconn_secure_connect (ESP8266 £ TCP SSL client) ZEAMH
REENX:
bool espconn_secure_ca_enable (uint8 level, uintl1l6 flash_sector)
S
uint8 level : i®&E ESP8266 SSL server/client:

0x@1 SSL client;

0x02 SSL server;
@0x03 SSL client #0 SSL server

uint16 flash_sector : &E CA jE$ (esp_ca_cert.bin) &REZE flash RIfL
&, B, SE8fEAN 0x3B, NXNEERE flash 0x3B000

IR
true 1 BRI
false N
4.3. espconn_secure_accept
INgE:

fIE SSL TCP server, fiifr SSL #&EF.
TE:
o AEORGER—KX
o {XFFRBI—1 SSL server, FENZFEA— SSL client.

o R SSL MB—EHIWEATF espconn_secure_set_size BEBENEETE,
ESP8266 T E4bIE, SSL E#EWIFF, #t A espconn_reconnect_callback
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BREE X

sint8 espconn_secure_accept(struct espconn xespconn)
SH:

struct espconn xespconn : XfRREERZINE IR

) 1 BRI
Non-0 1 R, REISEIRD
ESPCONN_ARG - #K¥kZ|2% espconn XA TCP &

ESPCONN_MEM - ZEARE
ESPCONN_ISCONN - EFEESLKEI

4.4. espconn_secure_set_size

IheE:
WEME (SSL) HI\EFTERIR/N
TR
o EINEBHEAR/NA 2KBytes; WMHFE, 1BEME (SSL) ERENAIER:
» 7 espconn_secure_accept (ESP8266 fEA TCP SSL server) Z®HIEH;
» ¥ espconn_secure_connect (ESP8266 fE& TCP SSL client) ZAETAMA
BRHEN:
bool espconn_secure_set_size (uint8 level, uintl6 size)
SH:
uint8 level : RE ESP8266 SSL server/client:
0x01 SSL client;
0x02 SSL server;
0x03 SSL client # SSL server
uintle size : MEHEEEFNTEA/N, BEEHE: 1 ~ 8192, B
ERIAMEN 2048

-+
<t

iR E :
true I
false : &KW
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4.5. espconn_secure_get_size

HIRME (SSL) BIEEFETEHA/N
BREEN:
sintl1l6 espconn_secure_get_size (uint8 level)
S
uint8 level : i&& ESP8266 SSL server/client:
0x01 SSL client;
0x02 SSL server;
0x03 SSL client #1 SSL server
RE:
mzE (SSL) HFEEEF=ERIR/N

4.6. espconn_secure_connect

INgE:
iz (SSL) #E#F TCP SSL server (ESP8266 fEA TCP SSL client)
TR
« HEHl ESP8266 fEA SSL client {(N#H—1&ER, AEOWFEZXRIAM, EXAR
espconn_secure_disconnect HiFRI—R&ER, BEM T—1 SSL EE;
o R SSL MB—BEIEATF espconn_secure_set_size BEBNEEFETE,
ESP8266 T A4MIE, SSL ZEIZMTF, HA espconn_reconnect_callback
BREEN :
sint8 espconn_secure_connect (struct espconn xespconn)
SH.
struct espconn xespconn : XJNMEERENZERE
iR[E
0 A
Non-0 1 K, REHIREG
ESPCONN_ARG - #K¥kZ|2% espconn XA TCP &
ESPCONN_MEM - Z[EARE
ESPCONN_ISCONN - & &EST
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4.7. espconn_secure_sent

IhAE:
BEMBZHIE (SSL)

sint8 espconn_secure_sent (
struct espconn *espconn,
uint8 *psent,
uintl6 length

struct espconn xespconn : XJNMEERENERE
uint8 xpsent : KREMEIE
uintl6 length : RXEHEEKE
RME:
0 : RN
Non-0 : %KM, RMEFEIRFS ESPCONN_ARG — KR¥KFIS# espconn FTRA TCP &E#E

4.8. espconn_secure_disconnect

IheE:
WTFF Mz TCP %E#E:(SSL)
sint8 espconn_secure_disconnect(struct espconn xespconn)
S8
struct espconn kespconn : X MEKIEZHEEHK
RME:
0 H S A
Non-0 : KM, RMEEIRFS ESPCONN_ARG — KR#ZKF|IZS# espconn JTRAY TCP #E#E
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