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INTRODUCTION

The Extentrix Web Interface for Microsoft SharePoint 2013 (EWISP) application allows an
administrator to deliver XenApp published applications, desktops and/or content in the
SharePoint 2013 environment. The Extentrix WISP Web Part can be embedded into the relevant
pages within the SharePoint site, allowing users to access their published applications, desktops
and content.

HOW TO USE THIS GUIDE

The Extentrix Web Interface for Microsoft SharePoint 2013 Administrator’s Guide is for Citrix
administrators, Microsoft SharePoint administrators and Web masters responsible for installing,
configuring, and maintaining Citrix XenApp Servers and the Web Interface for Microsoft
SharePoint. This is a task-based guide to aid in setting up the Extentrix WISP quickly and easily.

This chapter introduces the documentation and the Extentrix Web Interface for Microsoft
SharePoint 2013 features. Subsequent chapters explain how to deploy and configure it.

This guide assumes knowledge of Citrix XenApp, Microsoft SharePoint, and Internet Information
Services (IIS) Manager
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INTRODUCING EXTENTRIX WEB INTERFACE FOR MICROSOFT SHAREPOINT 2013

The Extentrix Web Interface for Microsoft SharePoint 2013 provides SharePoint users with
access to Citrix XenApp resources using a Web browser.

Further information regarding Microsoft SharePoint browser support and browser compatibility,
with particular SharePoint features from the Microsoft Web site, www.microsoft.com — and search
for “Plan browser support (SharePoint Server 2013)”

EXTENTRIX WEB INTERFACE FOR MICROSOFT SHAREPOINT FEATURES

The Extentrix Web Interface for Microsoft SharePoint 2013 includes the following functionalities:

CITRIX APPLICATION DELIVERY

The EWISP Web Part displays the resources to which users have been given access within a
Citrix server farm; it also allows the user to launch those resources.

Packaging this as a Web Part allows a SharePoint Web Designer to include the ability to access
those resources from any page in the SharePoint site.

Extentrix Web Interface for SharePoint 2010
|
"’:,Q] Home: View: I Icons = I
.
X -l |

010 Expression Blend 3 Expression Design 3

Expression

SuperPreview Expression Web 3

Figure 1: EWISP - Published Applications

CONTENT REDIRECTION

Content redirection allows users to access content stored in the SharePoint site using published
applications. This is important if users cannot install applications locally.

Content redirection includes three features: Extentrix HTTP Request Redirection, Extentrix
Context Menu Integration, and Extentrix New Menu Integration. These features provide greater
control over how users access their resources. Content redirection works over the whole
SharePoint site, and integrates with HTML links.

Content redirection requires the remote application to be able to open a document from a URL,
and to accept a URL as its first parameter.
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ECITRIX HTTP REQUEST REDIRECTION

This feature allows users to open SharePoint resources automatically using applications
delivered by Citrix. You can specify which file types open which published applications. If a
published application cannot be launched, you can configure local fallback to open the document
locally instead.

Note Dependent upon the Internet Explorer security settings in the environment, users may be
prompted for credentials when editing SharePoint content using applications delivered by Citrix.

ECITRIX CONTEXT MENU INTEGRATION

The Document Center and Shared Documents provide context menus that let users edit files
using applications installed locally. The Web Interface for Microsoft SharePoint 2007
modifies the existing document context menu, allowing users to open and edit documents
using applications delivered by Citrix. This gives users explicit control over how they access
their documents. You can configure which types of files open which published applications.

ECITRIX NEW MENU INTEGRATION

Users can choose the Document Delivered by Citrix option from the New menu in the
Document Center or Shared Documents to create a new document using an application
delivered by Citrix. You can configure which document types can be created using which
published applications.

CLIENT DETECTION AND DEPLOYMENT PROCESS

The client detection and deployment process detects which clients can be deployed within a
user’s environment and then provides the user a proper link to download the ICA client. This
ensures that users get an optimal launch experience when accessing their applications and
content.

OTHER FEATURES

The Web Interface for Microsoft SharePoint also includes the following functionality, currently
available through Citrix Web Interface and Citrix XenApp:

» Display of published resources available for the user organized into Program
Neighborhood folders
* Access to published resources using seamless connections

* Integrated Windows authentication
» Farm aggregation, assuming a single set of credentials for all farms

FILE LOCATIONS

Throughout this document, the following file locations are used:

* webroot,: usually C:\inetpub\wwwroot\wss\VirtualDirectories\80\
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+ sharepoint,: common files\Microsoft Shared\web server\extensions\14\
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PLANNING THE DEPLOYMENT

This chapter contains information on planning the SharePoint deployment and other
considerations and requirements specific to the Extentrix Web Interface for Microsoft SharePoint
2013.

SHAREPOINT DEPLOYMENTS

SharePoint 2013 supports many different deployment scenarios, or topologies, including
deployments on a single server or in a server farm.

Different physical servers within a SharePoint server farm have different server roles. A
SharePoint server farm includes one or more database servers and one or more servers filling
the Web server and Application server roles. The Web and Application servers can be configured
for load balancing.

These roles are as follows:

Web Server: Web servers are front-end servers that provide access to the Share Point
environment from an Internet browser. A single physical server can function as both a Web server
and an Application server.

Application Server: Application servers are front-end servers that provide SharePoint
functionality such as searching and indexing. A single physical server can function as both an
Application server and a Web server.

Database Server: Database servers are back-end servers running Microsoft SQL Server 2008
with SP1.

INSTALLING EXTENTRIX WEB INTERFACE FOR MICROSOFT SHAREPOINT 2013

This chapter explains how to install and configure Extentrix Web Interface for Microsoft
SharePoint 2013.

Topics in this chapter include:

System Requirements

Other Requirements

Installing the Web Interface for Microsoft SharePoint

Post-Installation Tasks

Troubleshooting the Web Interface for Microsoft SharePoint Installation
Uninstalling the Web Interface for Microsoft SharePoint

Page | 12



Web Interface for Microsoft SharePoint 2013 Configuration

PRE-REQUISITES

Before installing the Web Interface for Microsoft SharePoint, Microsoft SharePoint 2013 must be
installed and configured.

It is important to ensure that the server on which Extentrix Web Interface for Microsoft SharePoint
2013 will be installed is configured with the Application server role.

LICENSE REQUIREMENTS

To get a valid or trial license DLL, please email sales@extentrix.com the MAC address of
the SharePoint server you are installing the EWISP on. Extentrix will send you Ext-
License.dll. This file needs to be copied to web root binary directory. l.e. something
similar to this path C:\inetpub\wwwroot\wss\VirtualDirectories\80\bin

SQL SERVER REQUIREMENTS

If the SharePoint environment uses Microsoft SQL Server 2008 for the SharePoint
database, the local administrator account used to run the EWISP installation has system
administrator rights to the SharePoint configuration database running on SQL Server.

OTHER REQUIREMENTS

FIREWALL REQUIREMENTS

If a firewall is used in the environment, TCP port 1494 must be open to be able to launch
published applications on Citrix XenApp.

INSTALLING EXTENTRIX WEB INTERFACE FOR MICROSOFT SHAREPOINT

This section explains how to install the Extentrix Web Interface for Microsoft SharePoint 2013.
This involves adding solutions to the solution store, deploying the solution files from the
configuration database to a Web server, and activating the features on the SharePoint site. The
Extentrix Web Interface for Microsoft SharePoint consists of the following files:

a. PowerShell script files:
DeploySolution.ps1 — used to deploy the WISP SharePoint package to the
SharePoint server
UnistallSolution.ps1- used to uninstall the WSP SharePoint package from the
SharePoint server
ReDeploySolution.ps1 — used to redeploy the WSP SharePoint package
MakeEnv.ps1 — used to modify the environment configuration
EnableSessionState.ps1 — used to enable the state service
FolderPermissions.ps1 — used to give users permission to where icons files stored
UninstallSolution.ps1 — used to uninstall the web part
Note: “Set-ExecutionPolicy Unrestricted” maybe required to be called as the script
files are not signed
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b. WISP SharePoint package file ExtentrixWeblntrface.wsp that contains the WISP
web part and additional lists.
c. Configurations file for logging ExtentrixWeblntrface.log4net.config.

The install process uses the SharePoint Power Shell administration tool. For
more information about this tool and its parameters, see the Microsoft Developer
Network Web site, http://msdn.microsoft.com/.

SESSION STATE

EWISP would use session state. Please ensure the following is in your SharePoint site
web.config file:

<httpModules>

< add name="Session" type="System.Web.SessionState.SessionStateModule"/>
< /httpModules>

INSTALLATION

Notes

To complete the installation the logged in account must have SharePoint server farm administrator
permissions, i.e. a member of the administrators group on each of the Web and Application servers, as well
as SQL security administrator with database creator rights on each of the relevant SQL servers.

The installation has to be done on SharePoint Web Server

1. Edit MakeEnv.psl file with text editor (such as Notepad) and change the following variables
(below is an example from our environment and the settings will be different in your setup.
Please refer to the images below to find out how picked up the values):

*  S$global:WebApplication = ""SharePoint - 80": This is the web application
name. Default web application name is "SharePoint - 80"
*  $global:SiteUrl = "http://WIN2K8SP": This is the URL for site collection.

The following image shows how to include these values in the SharePoint environment.
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"~E Internet Information Services (IIS) Manager _: =10 5]
@ ) (@) wmxes » Stes b Sharepoint-30 » &« 1@~
File  View Help
7 |2 SharePoint - 80 Home
e id|Z 18 @ B ovs B
&5 Start Page ” o P Edit Permissions...
-9 WINKBSP (WIN2KBSP ) Fiter; v BGe - sshow Al | s
22 Application Pools ASP.NET - Edit Site
=-[&] Sites Bindings...
) Default Web Site =n \2 A (%] [£] Basic settings...
€ SharePoint - 12660 3 04 — :
[#-€d SharePoint - 37056 NET NET .NET Error NET View Applications
@ $g[0ba)‘\/\/eb Appllcauon Compilation Pages Globalization View Virtual Directories
[ 0 aref entral Administration v4 — - = T ——
(#1403 SharePoint Web Services ‘ [ ‘ 2 9( ‘;Q Manage Web Site A
> 7 Bk g! < Restart

Site Actions ~

#l

& SharePoint 2010 Central Admi

nistration » Site Collection List

Configuration

System Account ~

Tags &

Notes
Central
Administration URL Search | e Web Application: | http://win2k8sp/ +
Application Management i
URL http://winzkssp  Sglobal: SiteUrl
System Settings URL
Monitorin: Title Extentrix WI WebPart
itori
: / Description
— Backup and Restore
. /my

ei
= Security
Upgrade and Migration

General Application
Settings

Configuration Wizards

O Nk WD

Primary administrator:
E-mail address:

Database Name

WSS_Content

WIN2K8SP\administrator

Cancel

Figure 2: EWISP - SharePoint Variables

Type “\MakeEnv.psl”, press Enter.

Type “\DeploySolution.ps1”, press Enter.
Type “\EnableSessionState.ps1”, press Enter.
Type “.\FolderPermissions.ps1”, press Enter.

Change the directory to the location of the installation script files.

Something like this path: C:\inetpub\wwwroot\wss\VirtualDirectories\80\bin

Run SharePoint Power Shell environment (Please don’t use Windows PowerShell).

Copy Ext-license.dll (Please Check Pre-Requisites section) to web root binary directory.

Note

farm’s Web servers only. If it is installed on the administration server, then
FolderPermissions.ps1 has to run also on all Web servers.

In a SharePoint server farm, the EWISP solution requires installation to one of the
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POST-INSTALLATION TASKS

After installing the Web Interface for Microsoft SharePoint 2013, you need to allow users to
access XenApp from a SharePoint site. To do so, add Extentrix Web Interface for SharePoint
to a Web Part Page.

1. Logon to the SharePoint site as either an administrator or Web Designer.
2. Select the page to add the web part into.
3. On the Site Actions menu, choose Edit Page.

.| Home - Extentrix WI WebPart

Site Actions ~ | @2 IV

=1 Edit Page
? Modify the web parts on this
page.

New Document Library
\j Create a place to store and
share documents.

New Site
) Create a site for a team or
project.

More Options...
Create other types of pages,
lists, libraries, and sites.

=D View All Site Content
‘f View all libraries and lists in
this site.

Edit in SharePoint Designer
Create or edit lists, pages, and
workflows, or adjust settings.

Site Permissions
@ Give people access to this site.

s Site Settings
ié}"‘ Access all settings for this site.

Figure 3: EWISP - Edit Web Part Page

4. Click on Insert
5. Click on Web Part

.| Home - Extentrix WI WebPart

Page Tools

Site Actions ~ @2  Browse Page Insert

A f}l

Text Image Vgeb Existing
a

List
Text Media Web Parts
Libraries

Left
Lists
Discussions

Add a Web Part

{a Recycle Bin

2 Al Site Content

Figure 4: EWISP - Add a Web Part
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6. Click on “Custom” and select Extentrix Web Interface for SharePoint
7. Click Add.

.| Home - Extentrix WI WebPart

Page Tools

Site Actions v @8 Browse Page Insert

A5 [ [k mm

Text Image Web Existing
Part List

Text Media Web Parts
Categories Web Parts About the Web Part
] Extentrix Web Interface for SharePo... Extentrix Web Interface for SharePoint 2010
3 Content Rollup Extentrix Web Interface for SharePoint 2010
[ Custom
£ Forms

[ Media and Content
(3 Social Collaboration
[ Closed Web Parts

Upload a Web Part v Add Web Part to:|Left ¥

Libraries
Left

Lists

Discussions
Add a Web Part
4/ Recycle Bin

[2) Al site content

Figure 5: EWISP - Adding the EWISP Web part

8. The EWISP web part will show on the page with empty applications.
9. You need to add the Citrix XenApp IP address or FQDN. Please click on Site Actions >
Site Settings > Extentrix WISP Settings.
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Site Actions ~  §f

. . * Galleries
Discussions ' %:-3 Site columns
—=H15| site content types
. A Web parts
4Aj Recycle Bin List templates
—:l] All Site Content Master pages and page layouts
Themes
Solutions

¢~ Site Administration

3 Regional settings

Site libraries and lists
User alerts

RSS

Search and offline availability
Sites and workspaces
Workflows

Workflow settings

Site output cache
Searchable columns
Content and structure
Content and structure logs

<&
L

| Extentrix WISP Settings
¢ Content Redirection
Farms Settings

Figure 6: EWISP - Web Part Farms Settings

10. Choose Citrix Farms Configuration

[J Farm Name Citrix Farm Adress Citrix Farm Port

FM & New 192.168.20.210

=]
o

4p Add new item
Figure 7: EWISP - Web Part Farms Settings view

11. Click on “Add new item”. A popup window will show up and please enter friendly
name for the farm name. Please enter FQDN or IP address of your XenApp server.
And the XML port. Then click save.

MULTIPLE FARMS

EWISP supports many farms you may have in your organization. You need to add them
one after the other by repeating steps 11 for each farm.
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Citrix Farms - New Item

A

HE D, DOV

Save Cancel Paste At'}'alach Spelling
ile v
Commit Clipboard Actions Spelling

Farm Name * |
Citrix Farm Adress *

Citrix Farm Port *

[ Save ] [ Cancel ]

Figure 8: EWISP — Adding new farm

12. After you are done, the published applications will be rendered in the web part.

7] Home - Home % v B v () mm v Page~ Safety~ Toos - @~

site Actions - i [ KN

{ Home » Home v
. Ilikelt  Tags &
Notes

Home | microsoftandeitrix Search this site. p %
tibraries Extentrix Web Interface for SharePoint 2010
Site Pages
Search
Shared Documents
Wiew: [ Icons =
Lists J

Calendar Expression Blend 3 Expression Design 3

Tasks

Discussions Expression Web 3
Team Discussion

Welcome to your site!

2 Recycle Bin

B Al Cite anbant

Figure 9: EWISP - Web Part Installed
MANAGING CONTENT REDIRECTION

Content redirection allows you to open content published in SharePoint using applications published by
Citrix XenApp. You may want to make use of this functionality if users cannot access applications locally or
if bandwidth is an issue. The Content Redirection Administration page allows you to manage, add, and
remove the file extensions that support content redirection.

Note Content redirection relies on file name extensions being associated with published applications.
Therefore, you must ensure that published applications support any of the filename extensions that you
plan to create. For more information, see the Citrix XenApp Administrator’s Guide.
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To access the content redirection administration pages

1. Ensure you are logged on to the SharePoint site as an administrator.

2. From the Site Actions menu, choose Site Actions.

Site Actions ~| @ Browse

o

3
&

Edit Page
Modify the web parts on this
page.

New Document Library
Create a place to store and
share documents.

New Site
Create a site for a team or
project.

More Opticns...
Create other types of pages,
lists, libraries, and sites.

View All Site Content

View all libraries and lists in
this site.

Edit in SharePoint Designer
Create or edit lists, pages, and
workflows, or adjust settings.
Site Permissions

Give people access to this site.

Site Settings
Access all settings for this site.

3. Choose Site Settings.

Figure 10: EWISP - Site Actions Menu

4. Choose Content Redirection under Extentrix WISP Settings.

Configuration

Page | 20



Web Interface for Microsoft SharePoint 2013

v/
Y=

Users and Permissions
Pecople and groups

Site permissions

Site collection administrators

Galleries

Site columns

Site content types
Web parts

List templates
Master pages
Themes

Solutions

Site Administration
Regional settings

Site libraries and lists

User alerts

RSS

Search and offline availability
Sites and workspaces
Workflows

Workflow settings

Extentrix WISP Settings

Content Redirection

Iy

Configuration

Look and Feel

Title, description, and icon
Quick launch

Top link bar

Tree view

Site theme

Site Actions

Manage site features

Save site as template

Reset to site definition
Delete this site

Site Web Analytics reports
Site Collection Web Analytics
reports

Site Collection

Administration

Search settings

Search scopes

Search keywords

Recycle bin

Site collection features

Site hierarchy

Site collection audit settings
Portal site connection
SharePoint Designer Settings
Visual Upgrade

Help settings

5.

Figure 11: EWISP - Site Settings Page

In this page, you could add new extensions or delete extensions. Also you could enforce the user
to use the published applications even though user may have applications installed locally that
could open published documents.

[v] Always enable client redirection

Content Redirection File Types
Add Delete

docx

rtf
txt

Figure 12: EWISP — Content Redirection Page
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6. Click on Add and it will pop you this dialog to add file extensions associated with apps.

New File Type

File Type RTFl

Application Name | WordPad [Zl
[ Save ] [ Cancel ]

Figure 13: EWISP — New File Type Association Dialog

Page | 22



Web Interface for Microsoft SharePoint 2013

MANAGING CLIENTS

Configuration

The client detection and deployment process helps the user to get the most appropriate client for their

situation.

The Clients administration settings allow you to specify a link to page where the user can download the

required ICA client with instructions on how to do it. You need also to specify the ICA Client version to

check against. If the user has a client version less than what specified, he will be prompted to download

new ICA client.

Yiew: Tenns

||

~

€ | Text Editor -- Webpage Dialog

g

client id=test

[ 0K ][ Cancel l

Figure 14: EWISP — ICA Client Settings

Should the Wweb Part have a fixed width?

© Yes Pixels (=]

@ Mo. Adjust width to fit zone,

Chrome State
@ Minimized
@ Mormal

Chrome Type

Default El

Layout

| &

Advanced

+

Style

+]

Secure Store

[l

ICA Client

ICA client URL
http://citrix.com

Default ICA file content
test=test
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CUSTOMIZING THE APPEARANCE OF THE WEB PART

The appearance of the Extentrix Web Interface for SharePoint can be customized after
installation.

The standard Web Part tool pane consists of the following areas:
1. Appearance
2. Layout
3. Advanced options

These allow modification to the size of a Web Part, where it appears on the screen, and
whether it can be minimized or closed by a user. For more information, see the Microsoft
SharePoint 2013 documentation.

Extentrix Web Interface for Microsoft SharePoint also includes Preferences and Style
options. These make it possible to hide Citrix Presentation Server resources, and customize
how those resources appear in the Web Part.

MODIFYING THE APPEARANCE OF THE WEB PART

1. Select the page to edit.
2. From the Site Actions menu, choose Edit Page.
3. Click the arrow for the Web Part to be modified.
4. Click Edit Web Part.
5. Choose from the following:
To... Do this...
Change height of Web Part Expand Appearance and select Height
Change width of Web Part Expand Appearance and select Width.
Set logging preferences Expand Preferences and select appropriate option.
Specify body border width Expand Style and enter the width size in number of
pixels Body border width box.
The default value is 2.
Specify body border color Expand Style and enter the color for the border Body
border color box. The default value is #D6ESFF.
Specify body background color Expand Style and enter the color for the border Body
background color box. The default value is #FFFFFF.
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Configuration

Specify Toolbar background color

Expand Style and enter the color for the border
Toolbar background color box. The default value is
#DOESFF.

Append Prefix in front of client Name

Expand Miscellaneous and enter the prefix in the
Client Name Prefix.

Get Product information

Expand Miscellaneous and you will find the product
name, version and copyright.

Change event logging storage

Expand Miscellaneous and you can change it log file
or event viewer. Log file is location is specified in
ExtentrixWeblntrface.logdnet.config

Filter Applications user could see in the web part

Expand Miscellaneous and check “Apply application
filter” then enter applications names you want the user
to see separated with “,” and no white spaces.

4 Extentrix Web Interface for SharePoint 2010 X

About EWISP

Appearance

Extentrix Web Interface for SharePcint 2010
Version: 2.0.1 - Build: 850
Copyright: Extentrix Systems ©2011

~
~

Title

Width

Chrome State
(O Minimized
(® Normal

Chrome Type
:Default E]

'+ Layout

Extentrix Web Interface for Shi

Should the Web Part have a fixed height?
(O Yes :Pixels
(® No. Adjust height to fit zone.

Should the Web Part have a fixed width?
O Yes [Pixels
(® No. Adjust width to fit zone.

(]

(]

Figure 15: EWISP - Web Part Appearance Settings
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4 Extentrix Web Interface for SharePoint 2010 X

Extentrix Web Interface for SharePoint 2010
Version: 2.0.1 - Build: 850
Copyright: Extentrix Systems ©2011

Zone Index
| 0

[ox J{ cancel J[_apely ]

Figure 16: EWISP - Web Part Layout Settings
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4 Extentrix Web Interface for SharePoint 2010 X

Body border width

Body border color
| #DSESFF |

Body background color
| =FFFFFF |

Toolbar background color
| =DSESFF |

Lok J[ cancel J[_Apply ]

Figure 17: EWISP —Web Part Style Options

USE SHAREPOINT MASTER STYLE SHEET SETTINGS

If you would like to use SharePoint Master Style sheet settings, you need to remove
all the values from the style options listed in Figure 17.

Also note that the icons will be listed according to the size of the web part.
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Extentrix Web Interface for SharePoint 2010

0@ Horme:

i 0
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b=l
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App2
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Configuration
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=

Appd
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Figure 18: EWISP —Web Part Style Options
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Figure 19: EWISP —Web Part Style Options
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4 Extentrix Web Interface for SharePoint 2010 X

About EWISP

Extentrix Web Interface for SharePoint 2010

/ersion: 2.0.1 - Build: 850

\
\

Copyright: Extentrix Systems ©2011

]

Appearance

~
~

Layout

Advanced

Style

Secure Store

ICA Client

Miscellaneous

Client Name prefix

Log Location

Default B

Application filter

[ OK ][ Cancel ][ Apply ]

Figure 20 : EWISP - Web Part Miscellaneous Options

Configuration

Note Default log location option will write logging information into SharePoint system Log

files located in c:\Program Files\Common Files\Microsoft Shared\web server

extensions\14\LOGS.

You can control Detailed logging through the Extentrix.config (which is located in path similar

to C:\Program Files\Common Files\Microsoft Shared\Web Server

Extensions\14\CONFI

G\Extentrix\Extentrix.config)

The value are listed below (which takes true or false):

<add key="LogInfo'
<add key="LogDetl

" value="false"/>
nfo" value="false"/>

ENABLE EVENT LOGGING

Logging EWISP events to MS event facility would require specific privileges. To

enable logging for SharePoint the following steps should be implemented:
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1.

2.

Go to IIS and find SITE on which SharePoint application installed (l.e.:
DefaultWebSite)

Go to Advanced Settings for Application and find Application Pool
(DefaultWebSite)

In Application pools choose appropriate pool (DefaultWebSite) and go to
Advanced Settings

Find Identity (l.e.: SP\Administrator);

Run regedit.exe go to
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\eventlog\
permissions, add user SP\Administrator and allow Full Control

Do step 5 for
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\eventlog\Securit

y
Restart 11S
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CONFIGURING EXTENTIRX WEB INTERFACE FOR MICROSOFT SHAREPOINT

This chapter describes how to administer and configure the Web Interface for Microsoft
SharePoint.

ADMINISTRATION OPTIONS

The Administration view enables control of Extentrix specific SharePoint settings. Access it by
selecting the Administrator option in the pull down menu.

MANAGING FARMS

The Farms administration page enables management of various aspects of the
relationship of EWISP to Citrix server farms, including adding, removing, renaming
farms and rearranging the contact order in which those farms are accessed.

ACCESS THE FARMS ADMINISTRATION PAGE

1. Ensure you are logged on to the SharePoint site as an administrator.
2. From the EWISP Web Part pull down menu, choose Administration.
3. Click Citrix Farms Configuration.

The Farms page lists all the Citrix farms used by the SharePoint site, in contact priority
order. To change the contact order, click the down arrow next to a farm and choosing to
move it either up or down the list.

Using the Edit menu is possible to add a new farm or remove all the server farms. Any farm
added must already be deployed and administered using the Delivery Suite Console.

UNINSTALLING EXTENTRIX WEB INTERFACE FOR MICROSOFT SHAREPOINT

This section explains how to uninstall Extentrix Web Interface for Microsoft SharePoint. You
may have to perform some extra tasks after uninstalling the software to complete
successfully.

BEFORE UNINSTALLING THE WEB INTERFACE FOR MICROSOFT SHAREPOINT

Extentrix recommends you remove the Extentrix WISP Web Part from your all pages
and the Web Part Gallery before uninstalling the software

1. Ensure you are logged on to the SharePoint site as either an administrator
or Web Designer.

2. Select the page you want to edit.

3. From the Site Actions menu, choose Edit Page.
From the menu of the Web Part you want to remove, choose Delete.

Page | 31



Web Interface for Microsoft SharePoint 2013 Configuration

4. At the dialog box prompting you to confirm the permanent removal of the
Web Part, click OK.

UNINSTALLING THE SOFTWARE

To uninstall Extentrix Web Interface for Microsoft SharePoint you need to follow the
steps below:

1. First, run SharePoint PowerShell.

2. Change directory to EWISP script files using “CD” command.

3. Type “\ UnistallSolution.ps1” then press Enter.
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CREATING SECURE STORE

Support

Extentrix has added another way for logging to Citrix XenApp. If you click on “Use Secure Store”, you will
be prompted to enter credentials to login to EWISP as show in Figure 20. If you would like the user to be
logged in all the time, please type -1 in “Credentials Live Time”. If you like to limit user access to published
applications, enter a numeric value that represents time in minutes. When it times out, the user will be

logged out.

4 Extentrix Web Interface for SharePoint 2010 X

Extentrix Web Interface for SharePoint 2010
Version: 2.0.1 - Build: $50

ight: Extentrix Systems ©2011

1]

| OK ||Cance||| Agglxl

Figure 21 : EWISP — Secure Store Options

Extentrix Web Interface for SharePoint 2010

User Name I |

Password | |

Domain I |

Figure 22 : EWISP — User Credntials Box

Please follow the instructions below to create a secure store used to store Citrix user’s credentials:
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1. Open Application Management in Central Administration and then Manage Service
Applications. Click Secure Store Service Application. If you first time configure Secure Store
Service Application, you will be prompted to generate a key because credential database is
encrypted by using a key. In the future you will be able to re-encrypt the database using a new
key. Click “Generate New Key” button on the ribbon. On the Generate New Key dialog, enter a
pass phrase string in the Pass Phrase edit box, and type the same string in the Confirm Pass
Phrase edit box. Click “OK”

2. Now we are ready to create new Secure Store Target Application. Click “New” to create new
Secure Store Target Application. Type Target Application ID “CitrixID” (must be exactly identical),
fill in others fields and choose “Individual” as your Target Application Type and click “Next”.

{2 Create New Secure Store Target Application - Windows Internet Explorer M=]E3

3" AI Bing polis

spx?scenarioid=manage

Appld=fa1071f0-fa74-4f21

C ice Gallery v

U Favorites | 3 @ 5

S »
99| - Create New Secure Stor... X Home - Home %~ B - o= - Page - Safety - Tooks~ @~

Site Actions ~

e . Central Administration » store Target Applica 5
SharePointaoi 7T e T e . U d
- Specify the settings for the new Secure Store Target Application. Th tings that yc y here can be changed later at Secure Store Target Ilike It
Applicatio
Central Target Application Settings .
Administration Target Application ID
i . spplic a unii Youc ’ [citrixID
Application Management  The Secure Store Target Application ID is a unique identifier. You cannot change this property
after you create the Target Application. Display Name
System Settings -
The display name is used for display purposes only. [itrix
Monitoring ~
Backun and Restore The contact e-mail should be a valid e-mail address of the primary contact for this Target Contact E-mail
P a i application. [support@citrix.com
s it
ecurity The Target Application page URL can be used to set the values for the credential fields For the Target Application Type
Upgrade and Migration Target Application by individual users, Individual 2
General Application The Target Application type determines whether this application uses a group mapping or individual Target Application Page URL
Settings mapping. Ticketing indicates whether tickets are used For this Target Application. You cannat

change this property after you create the Target Application, € Use default page
Configuration Wizards

€ Use custom page

@ None

Next I Cancel

=
F F ’7 ’7 ,7 ﬁ %[ . Trusted sites | Protected Mode: OFf ‘a v | ®100% - 4

Figure 23 : EWISP — Target Application Settings

3. Inorder to specify the credential fields for your Secure Store Target Application choose
“Windows User Name” and “Windows Password” field types than “Generic” field type and fill
“Domain” in the name for this field, click “Next”.
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{2 Create New Secure Store Target Application - Windows Internet Explorer [_[O]x]
@@ < [ http:jwinkesp:2135)_adinj Bing Yo

5. Favorites ‘ b=} é Sugge d Si

nariold=mana

anagetargetapplication| argetappé:appid=Fa107

v @] web Slice Gallery ~

25| ~| || Create New Secure Stor... X || Home - Home

Specify the credential fields for your Secure Store Target Application. Ilikelt  Tags &
Motes

Central
Administration Add Field

application Management

System Settings Field Name Field Type

Monitoring ]windows User Name windows User Name v - x
Backup and Restore
[Windows Password Windows Password v ~ X

Security

Upgrade and Migration [Domain Generic - -

Important: The field names and field types cannot be edited later.

General Application

Settings
Next I Cancel |

Configuration Wizards

Done ’7 ’7 ’7 ,7 ’7 ’7 m[ . Trusted sites | Protected Mode: OFf ‘v [ ®iow -

Figure 24 : EWISP — Add fields

4. Add Target Application administrator and click “OK” button. Secure Store Target has been
created.

5. Make sure to add the account listed under application pool where the web app is running to

the Secure Store Administrators as shown in the figures below.

I
&
T

9

New Connect Delete Manag¢ Administrators [Properties Publish Permissions

Create Operations Sharing
Central
Administration Narme _—

application Management  Access Services

ervices Web Service Application

Systern Settings Access Services Access Services Web Service Application Proxy
Monitaring Application Discovery and Load Balancer Service Application Application Discovery and Load Balancer Service Ap|
Backup and Restore very and Load Balancer Service Application Proxy_S511c50e9-f2f2-4d97-a7dd- Application Discovery and Load Balancer Service Ap|
Security Proxy

Upgrade and Migration  Application Registry Service Application Registry Service

General Application Application Regist rvice Application Registry Proxy

Settings Business Data Connectivity Service Business Data Connectivity Service Application
Configuration Wizards Business Data Connectivity Service Business Data Connectivity Service Applic

Excel Services Application tion Web rvice Appl

Excel Services Application Excel Services Application Web Service Applicati
Managed Metadata Service Managed Metadata Service

Managed Metadata Service Managed Metadata Service Connection
PerformancePoint Service Application PerformancePoint Service Application

PerformancePoint Service Application PerformancePoint Service Application Proxy
Search Admin on Web Ser Search Service Application Search Admin n W rvice Application
Search Service Application Search Service Application

Search Service Application Search Service Application Proxy
Secure Store Service Secure Store Service Application

Secure Store Service Secure Store Service Application Proxy
Security Token Service Application Security Token Service Application
SharePoint Server ASP.NET Session State Service SharePoint Server ASP.NET Session State Service
State Service State Service

1.  Figure 25 : EWISP — Add fields
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Specify the users who have rights to manaage this service application.
These users will be given access to the Central Administration site
and will be able to manage settings related to this service application.
Members of the Farm Administrators group always have rights to
manage all service applications.

To add an account, or group, type or select it below and click 'add’.

Add

8 @

To remove an account, or group, select it above and click| Remove
‘Remove’,

Permissions for Test SharePoint:

Full Contral i
Create Target Application
Delete Target Application
Manage Target Application
all Target Applications
[ OK ] [ Cancel ]

Figure 26 : EWISP — Add fields
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SHAREPOINT FORM BASED AUTHENTICATION

Extentrix WISP support Microsoft SharePoint Form Based authentication. To enable that in EWISP, please
the instructions below:

1) Enable Secure Store (Extentrix Form Authentication) as mentioned in the section above.

2) Follow the guidelines in this Microsoft document to enable FBA:
http://blogs.technet.com/b/mahesm/archive/2013/04/07/configure-forms-based-
authentication-fba-with-sharepoint-2013.aspx

3) Restart the browser.
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SSO BASED AUTHENTICATION — CITRIX SIDE SETUP

Extentrix WISP supports SSO based authentication. To use SSO with EWISP, you need to have your Citrix
environment setup for that. We are proposing some solutions as a help but it may not solve your issue.
You need to contact Citrix Support for help.

CHECKLIST FOR SERVER SIDE AND CLIENT SIDE SETTINGS TO ENABLE SSO

e Make sure you have all of the latest hotfixes and rollup packs on your Citrix servers.
Please check Citrix web site for latest updates.

o Enable this GPO Policy (and apply it to you servers:)

1. Go to Policy -> computer configuration -> administrative templates -> system ->
credentials delegation.

2. Look for: Allow Delegating Default Credentials.
3. Enable Concatenate OS defaults with input above and goto Show.

4. Add the name of your WI/PNA server (ie. CWI-2) and click OK.

5. GPUDATE /Force on the DC and on the web interface server or reboot the
server.

File Acton View Help
’ e rml=HET
= ‘ = Computer Configuration
| [= [ | Policies | _ Setting
%7* A _J Sc!ftware Setlijngs Credentials Delegation [ Credentials Delegation
&= | v —j m::::;:;:;::?:m _’;Device Installation
— s ¥ "~ Disk NV Cache
|= Group Pol _J Control Panel =] Disk Quotas
B _ﬂ res | Network o
o p ] Printers .TIDISh’IbUted COM
EF: = 7] System _QDriver Installation
] Credentials _J Enhanced Storage Access
& | Device Inst, | Filesystem
] [ | Disk NV Cac || Folder Redirection
A ] Disk Quotas _J Group Policy
[ || Distributed || Internet Communication Management
(@si [ Driver Instz_| [liscsI
@Y G | Enhanced S “koC
g6 || Filesystem (B Kerberos
| Folder Redi | Locale Services
_’4 Group Polic I Logon
,;‘j Internet Co B8 Net Logon
- iSCS1 | Performance Control Panel
=l ke “| Power Manaaement

Figure 27 : EWISP — Group Policy Management Editor
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I 3 Allow Delegating Default Credentials ) =] |

&
E E Allow Delegating Default Credentials Previous Setting I Next Setting |
=
" Not Configured Comment: =
% Enabled
(" Disabled =
Supported on: ['a¢ jeast Windows Vista =
Options: Help:

This policy setting applies to applications using the Cred SSP
component (for example: Terminal Server).

|»

Add servers to the list: Show...

! Concatenate OS defaults with input above This policy applies when server authentication was achieved via a

trusted X509 certificate or Kerberos.

If you enable this policy setting you can specify the servers to
which the user's default credentials can be delegated (default

credentials are those that you use when first logging on to
Windma)

Figure 28 : EWISP — Allow Delegating Default Credentials

e At the same time, you can follow instructions in this article:
http://support.citrix.com/article/CTX113004

e Make sure there are no Citrix policies in the AMC that require a password as below:
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B Citrix AppCenter |

I

ile  Action View Help

8 = New Policy H[= B3 r

2]

Choose the settings that will be applied

[
m =S N

Search Security p ‘

Settings to show: IXenApp (all Versions) j

Categories: Settings:

Auto Client Reconnect A Prompt for password
End User Monitoring Yiond ICA\Security b

il

Graphics
Caching
Keep Alive
Multimedia
Multi-Stream Connections
| security
Server Limits

Session Relizbilitv

Figure 29 : EWISP - Citrix App Center

e On each Citrix server, launch the Terminal Services Configuration tool. Look to see if
"Always Prompt for Password" option has a tick mark against it. If it does, please
unchecked it.

o Please check the following article for any help:
http://support.citrix.com/article/CTX124871
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SUPPORT

TROUBLESHOOTING EXTENTRIX WEB INTERFACE FOR SHAREPOINT

|USING LOG FILES

Useful troubleshooting information is logged by EWISP. We support 3 types of logging:

1) Default: will write logging information into SharePoint system Log files located in
c:\Program Files\Common Files\Microsoft Shared\web server extensions\14\LOGS.

2) Event Log: will write logging information into Microsoft Event Log

3) File: will write logging information into a text file. Log files stored in
C:/LogFiles/EWISP.txt or in the event log. The location of the log file can be changed
by editing the file extentrixWeblntrface.log4net.config.

This file records time stamped messages errors or helpful information for users’ actions.

.ICA FILES LOCATION

EWISP generated ICA files are located in C:\Program Files\Common Files\Microsoft
Shared\Web Server Extensions\14\ISAPN\Extentrix.

CHANGE EWISP LAYOUT

If you would like to change the width and layout of EWISP, you need to modify the
wepart.css located in C:\Program Files\Common Files\Microsoft Shared\Web Server
Extensions\14\TEMPLATE\LAYOUTS\ExtentrixWeblntrface\Layouts\ExtentrixWeblIntrface\cs
S.

HOW TO CREATE EVENT LOG IF NOT CREATED

Use the this command: new-eventlog -source "Extentrix Web Interface for SharePoint" -
logname EXTWISP.

MAKEENV.PS1 IS NOT DIGITALLY SIGNED. THE SCRIPT WILL NOT RUN ON SYSTEM.
If you get this error for running any script files, do the following:

1) Run “Get-ExecutionPolicy” and remember the setting

2) Run “Set-ExecutionPolicy unrestricted”

3) Run the Extentrix script files

4) Run “Set-ExecutionPolicy [The value you got from running Get-ExecutionPolicy]”
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|I GET PERMISSION ERROR.

| get this error message:

° Error

An unexpected error has occurred.
Web Parts Maintenance Page: If you have permission, you can use this page
to temporarily close Web Parts or remove personal settings. For more

information, contact your site administrator,
Troubleshoot issues with Microsoft SharePoint Foundation.,
Correlation ID: 3e6c6dbh-4362-4533-9a6c-0886181d428e

Date and Time: 1/12/2012 2:22:29 P

+ Go back to site

Figure 30 : EWISP — Permission error message

Please manually change web.config for the site that hosts the web part and add the following
lines:

1. In the node "configuration/system.web/httpModules"
<add name="Session" type="System.Web.SessionState.SessionStateModule" />

2. In the node "configuration/system.webServer/modules"
<add name="Session" type="System.Web.SessionState.SessionStateModule,
System.Web, Version=2.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a"

/>

3. Change "enableSessionState" value in the node "configuration/system.web/pages"
and set it to true
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WHEN | CLICK ON APPLICATION ICON, | GET A HTTP 404 ERROR.

Follow this article http://technet.microsoft.com/en-us/library/cc725608(WS.10).aspx to
associate ‘.ica’ with ‘application/x-ica’ on the web server root site. This will be reflected on
the SharePoint site as inherited. Also make sure the Citrix ICA client is installed on the client
machine.

UNINSTALL SCRIPT FAILS TO UNINSTALL THE EWIPS.
If the uninstall.ps1 fails to uninstall the web part, we recommend the following:

1) Open <sp_centraladministration_url>/_admin/Solutions.aspx and uninstall
ExtentrixWeblntrface.wsp manually.

2) Restart SharePoint Timer Service.

| GET TYPE IS NOT REGISTERED AS SAFE.

| get this error message:

7 A
Message from webpage l&J

A Web Part or Web Form Control on this Page cannot be displayed or
! . imported. The type is not registered as safe.

Figure 31 : EWISP — Type is not registered as safe error

Please check web.config of the site collection where deployed web part. In section
"configuration/SharePoint/SafeControls" add the following line:

<SafeControl Assembly="ExtentrixWeblntrface, Version=2.8.0.0, Culture=neutral,
PublicKeyToken=fb3e6e0ef08ace80"
Namespace="ExtentrixWeblntrface.ExtentrixWIWebPart" TypeName="ExtentrixWIWebPart"

SafeAgainstScript="True" />

For any support issues, please email your questions or problems to: support@extentrix.com
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GLOSSARY

Citrix XenApp: is a Windows® application delivery system that
manages applications in the datacenter and delivers them as an on-
demand service to users anywhere using any device.

Citrix Web Interface provides users with access to Citrix XenApp
applications and content through a standard Web browser or through
the Program Neighborhood Agent, and allows you to configure sites
for MetaFrame Conferencing Manager Guest Attendee log on.

Microsoft SharePoint A content management system (CMS) with a
suite of integrated capabilities, SharePoint helps improve
organizational effectiveness. With comprehensive content
management and enterprise search, SharePoint accelerates shared
business processes, and facilitates information-sharing across
boundaries — leading to better business insight.
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ABOUT EXTENTRIX

Founded in 2006, Extentrix Systems is a leading software development company specializing in
virtualization and developing custom software solutions for Citrix and Microsoft customers. Established by
former software engineers at Citrix, Extentrix have developed access solutions that simplify and speed
users’ access to Terminal Services and Citrix platforms.
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