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Pentium 4@3.0 GHz 800
FSB

fffig 7= ] 2 GByte 2 GByte

BUREE IR ACE ¢

AT 2 Gbyte DDR RAM PC3200 2 Gbyte DDR RAM PC3200
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@null - @nwll @l @null DbEnrolment-kE/ZB57w0  2006-051514:56:02  2006-05-1514:56:02

head098 Enull Bl Enull il @null DEEnrolment-KEAZB57/0 2006-05-1514:56:01  2008-05-15 1456801 tue
head 037 @null  Enul - Enull @l Enull DEEnrolment-kEAZEERW0 20060515 1456:00  2008-05-15 145800 tue
head-098 @rull  @null Enul @null @null DEEnrolment-KE-AZBEPW0  2006-05-15 14:56:00  2008-05-15 14:58:00  tue
head095 @rull @l Enull Gl Enull DEEnralment-kEAZB570 20060515 14:55:58  2008-05-1514:5553  tue
head-034 @null  @nul - Enull @l Enull DbEnrolment-kEAZBEMW0  2006-05-151455:58  2006-05-15 145558 tue
head-093 @null  Enul Gl @rull @riull DEEnralment-KEAZB5AW0  2006-05-15 14:55:58  2006-05-15 1455858 tue
head-092 Sl @null Sl Erull &null DbEnmolment-kE-ZB5AA0  2006-05-15 145557  2006-05-15 145557 tue
head-037 @rull  @Enull Gl @l Enull DbEnrolment-kEAZBEMW0  2006-05-151455:56  2006-05-15 145556 tue
head-090 Enull  Enul Gl @rull @riull DEEnralment-KEAZB5AW0  2006-05-15 14:55:586  2006-05-15 1455856 tue
head-089 Enull  @null Sl Erull &null D bEnmolment-kE-ZB5AA0  2006-05-1514:55:55  2006-05-15 145555 tue
head-088 @null  @nul Enul @l @null DbEnrolment-kEAZB57W0  2006-051514:55:54  2006-05-15 145554  tue
head087 @null  Erull  Enull Gl @null DEEnralment-KEAZB5AW0  2006-05-15 14:55:53  2008-05-15 145553 tue
head-086 @null  E@null Sl &l Enull DbEnroliment-KEAZBSRW0  2006-05-1514:55:63  2006-05-15 145553 tue
head AR @l Al Sl rarll fanll M EF nrnlleoentbKE L7REAWTT NNROS15 14-RR-R? #N0RMR-TR14RER? - |a| _l;l
1 r
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ID: 4812

Name : Sarah Binder
Year of Birth : 1968
Country : Gemany
Gender: Female g Enroliment
4
» B4
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doc: cannot contah the following characters: & 11'="
Dofoult []
valus:

Current  [Berds, YearDiBith AegorfBith]
i

| |
B~ 4-6. AR nIRciE

PEpE A R IE AR ¢ e SO & A S E R 2B BlIAnseit TR B B ERE
LE5as T35 0 A0 Ty o RS TR SRR R - ERCIE Y RN R R B R R AR
HEISQLARE: -
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4.4. ST EEREENECE

ELBEREEI  DURHTE (RS 7 (et - IR T SRR R,
G

-+ BLE{ERHEIEHIE ot R

- RUEASE AN, F R

T TR TR ) A S

4.4.1. iEBEARAEEHIES LA h R

FEfF—GRERPERIS T PR T oA G ERE RO - S IR A AT B R
TRAFIR » AR BBl F RS — (R A ARy —E A TR (Cache) > DU E R
MBI SQL BURARG ARt B - DUR ML SQL IRAs e Al 5 R EEL 2 Ry BagR A2 -

H R G EE R SR T 7E Fvd.ldentifier.FIRRepository.Repository.BlockDirZ%E « 4%
TR {EAY AR M EE A SR SRR 2R - T S rh B e A - SRR e A E) -

4.4.2. fLER T EHERL_ERY M

R EETE RS R EE e » B - v LIS - DA I EusEEE 2 H -
g —(E/EEET 4.2.2 Frgaa T EETEAREE ST - 98T
Fvd.ldentifier.BatteryManager.Nodes 7L NAYZIEH :

Fvd.ldentifier.BatteryManager.Nodes.[ &% #i5{{%%].RamCapacity
Fvd.ldentifier.BatteryManager.Nodes.[ &i%5#i5{{5%].DiscCapacity
Fvd.ldentifier.BatteryManager.Nodes.[ #5535 {C5%]. VirtualCapacity

DU — A AT PIAEZ2R - BARZER  DUR BRI EA R T 3% -
B S0 A T

o S (EETE AT 2SR 2 L N IR A AR FTRE o B B BTERAENTE R A HREAZ A - FirA
Fvd.ldentifier.BatteryManager.Nodes.[ &i%5r5#@E (£ 55]. RamCapacity fE2L A B RN TEAT =AY 200MBLL T

© FrEETETT A RANER > RPN B AT SR A RAET - e AR RS RO
PP ECREARZER] 1KB LU -

© ESMIMRARI R E - ERITERBZE R ENY - DME SRR AT R AR IR - B e SR ZE R HE T
REEBLIEREI 1 -

AL © ETRSAURRER UBTa g > ATERAI&L, 1, B [, [S195499E - A& R R EARE -

4.4.3. FoE T SRR AR PR BR IR 25 SRt

IRIBRARAI 2 - ST ETR N B G ER L R FE I F IR B AR A7 - it 2 fi
PEBGE TR

© BREEAIFIRFEIAVIENT - SRR ER R AR G L R R
BT RATR P A TR GETFE - FISLAE SRR PR rh o B R R R 2 R R

B B R G R [ A R

DRI P B R A PRI 2 BE R N A TRES T 22 T NIRRT T ~ SECORMER - At ANVERE A TERE
HO[RI5 SR » ShEBUREERY ST » B RS ETRL AR G - XA RIBEE HAZ (e
Fvd.ldentifier.FIRRepSyncSchedule {73535 R » #EfT3E -
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7T B AR T H FE

S (R B IRF SRR 85 RINIRIAD » Sl R AR F - BTSRRI RIS
Fvd.ldentifier.FIRRepository.BatteryManager.SyncTime
FCE e SRR XA 2 MR - DM RS AT -
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4.5. ZEEHEAEHSNR T HYE

FaceVACS-DBScan it Al Sz 2 R - BB EARBNIRREYR - LUE R Rmi R
FAME © DU &/ m SO

- Active Cluster Controller =RFENLHIZ: © TEIEHEMET - SEHMUEEG I EEBHEE - FraRH
E UGV LL R o ORI TR SRR T SR TAE 38 T BB R e T LY -

- Standby Cluster Controllerfiif FIFfEEERles & FREEEHEE BlE - Hf— SRR RrEERE
HlaR e T E T TR -

FrEMER Pt es TOET - TRl SRR e e TR RO RRAE - & ERERPEHla R Hat
& PO PR S A T -

T2 S REEPER a1 ThRe - A —(AliCE#FREW

4.5.1. BFERIHIRH LB BRI

FRERH DL M RCE S
Cluster Controller.Cluster ControllerName
ER— o RIS R € —E#EHE 5% - BlanClusterController0 -

Rtk e BB

Cluster Controller .Cluster ControllerPriority. 2fE.VZE K52 0

BIANFREEEPEHIER £ 1 FAAH A FRFEEERIER 5 2 ~ 3~ 4 55 » HEME — - BUERY ] - BE(E
Jefs IR HE SR PLhIER -

4.5.2. BUREEFERD

O FH R PRI 25 2 T PR AR E RIS - S AR R B T AR R P - DU — LR
PERARHH PR - ff P SRR AT S P AR -

ZH1E ClusterController.Other-Cluster Controllers firiE& s » fify AfHi R EE Pl dnnt seigCas
iy AP AN AR FAE M © Host R Portl EH A > 43l A F R FEEHEfIsRagIPHEsE - DU E Y
Uil 1SEE R E R -

4.5.3. HEEwRHBEE

BEGEAEH BRI EREE Ta T BE2 215 1 i R ERZEh 2R AUARTE - SH1E
CognitecFrontends. Cluster Controllers. PfE#H > ARG AR S EFERSHIZ IR R > ih

AEATRIVE IR  Host RPOUERR » /5 A& SRHEHEHE0IPHs: » LUK I
SR -
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4.6. BRIM{LEEEFKINEH

DUNESam > MEE R A AR ADministration B TH - WiA#ERR &SI AR

4.6.1. HRIEMAES
fECaseZ (R Hrf - Wb —Euii M FE = AR - nIfEREER TRy

Admin.DbView.CaseSearchConditions.Conditions
TEE B I AR ERIRF SR AR CE R TR 44) » TIATR » 16 P AEH SR k4
FHEH  GEE PR TIEE R SR E R -

- Type 38B: 7TAASEE » BURHGEIEZSHE - FLICEREEESQLEAT » 15 EEIE » 802
— KB A -

- [...]RangeLikeConditionField: 154 H{F & = fRMHE > HR M= SrnmER > DL
foRig AGEERY TR > Blantk H HHEE

. [...]MatchLikeConditionField: & FH At Sde i giE

- [Type].ColumnName: 71 Cases & B FHfHIERY RN 4R

- [Typel.ColumnType: Hi{7 S iEIFREE - THREMEE T 5 - BB N

4.6.2. BE W] AR
AR H E Case AL ARRIRISQL 547 » FH2E =i 6.4 -

EEH TR EH B ] DUE T IR A e 2 il 2 AT Y © Admin. DbView.
Administration. CasePropertiesinfo

AT o BRI E ZAIMEA 0] Admin. DbView. Administration. IntroduceCase Admin.
DbView. Administration. ChangeCase-Properties Admin. DbView. Administration.
QueryCases [T 7E Zel) A AHILED » 77 HIRAR IR E R & N BHgER -

4.6.3. HETEM B FHI#EE

AT BTG > SRR T AT AL R B T AR > (BRI AR A
TR EA AR > BOE#EA2FY Admin.DbView.EditFields » EFaZ MG A0 BB - BERE - &G
BT HRE -

4.6.4. HETEEH &S Rt

EE T H iy — 823 2raE R v > 7THETDA N

- [EESESEEREEBYIEE © Admin.ldentification.NumberOfVisibleMatches > BR5Z{ER 10
{HFFFE » S IR T ERIFE SR > SRS DERIRER » WA EARERHHIRHE S8

- B L FHE(Y5 Admin.ldentification.EnableBinning
{EREEE > b PR C RIS R - TR ERE - A L EETERRIRE TR - BRI

- IRECd i E T E %= Admin.ldentification.BinningConditions
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4.7. EREECE

4.7.1. BE#A

TN R BIRE AT

Mg DU RO A7 1 ATARI R AR ME A\ Jle#8d% Primary Facial Data (PFD) -

Leo: no such key Fvd. Enroller. PrimaryBiometricDataUpdate in Cluster Controller of
DBScan 4.1.3

Update (or storing) of Primary Facial Data (PFD) is the process of storing images and eye
positions into

the database upon enrollment. Both whether and how images are stored can be configured in
Fvd. Enroller. PrimaryBiometricDataUpdate

Please note that the settings applied here do not affect batch enroliments.

First, the type of the data update can be set to either FvAppTransaction:: LocalEnroller.
PrimaryBiometricDataUpdate,

which is the default, or to Fn:: None, which means that there is no storing at all.

There are two main configurable properties of PrimaryBiometricDataUpdate:

- ReflmgStoring defines the image format as described in Configurable Image Formats.

- FaceCropping defines whether to store the cropped face region only instead of the entire
image.

4.7.2. —¥—%%
TR H A P RE
4.7.3. —H%FH!

TR H A P ROE
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4.8. HRT HEERCsk
4.8.1. HETRBHEE
4.8.1.1. FrER BILEN HEE R

. LoggingPolicy Z(#k5HME

- ImageStoring [E|{5:4{F

- FaceCropping A JizE5ty)

. StationName T {EVi47E

. LogCaseProperties HZ:30$%E 14

PLEATVERIEME - 7] {ELogging TR I HeE] - A -

- Fvd. Enroller. Logging

- Fvd. Recognizer. FvAppTransaction:: LocalRecognizer. Logging
- Fvd. Identifier. BatteryManager. Compositeldentification. Logging

Logging policy 0555

FTEERT HEEnRCska FAIFRE - il > BREPRYE Success’ EFEERINETHIZE Sl TRk -
HEIH T Never' HKANGLACD @ BGE#EIH W Always' BIRERHBGTRCEAEHEE - BAREEWIEE
o HBRATHEREGHIRE -

Database image format g EfEIE 5L

AT 525 B CRGIE I PTRCER 5 - {EImageStoring T-§trfr » AIEIZASKIAST » LLIJPEGEPNG
A -

Face Cropping A Jsit]
FaceCroppin ¥ i HE [ ERA Z T IR - BEZITARRE) - #21S019794-5 HE#ERTU 1% Y
RE - DIETER e -

Station Name T {FutZf@
TEFTEA G HEET - B S0 E G > I P BE TR L4 - DU H 28R -
Logging Case Properties HZEeC$5 &1

{EH R FaceVACS Log Database HyFEEfiH » B/ M#HE = HETHIBIL AT SR 0 SERURER - 7]

IEEI: 3

included in FaceVACS Log Database tables. However, normally these properties are not logged.
If this

is desired, it must be configured, which is more advanced, since changes have to be applied at
different

locations.

To enable logging of case properties three steps are required:

- Enable case logging and customize SQL query retrieving property data from FaceVACS
Database

- Adopt SQL INSERT queries for storing logging data into FaceVACS Log Database
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- If required, adopt SQL queries used by Journal

The first step is accomplished by changing the type of LogCaseProperties from Fn::None,
which is the

default, to FVAppTransaction:: CaseProperties and to configure the SQL query to be used to
retrieve

the properties within the Properties setting. This query has to return the columns to be involved,
and

its” WHERE’ clause has to refer to the CaselD.

Next, you have to adjust the SQL INSERT query configured in the Log[TransactionName] (e.g.
Fvd.Enroller.Logging.LogEnroliment) configuration item to actually store the new properties,
too.

Note that the columns to be considered in addition have to be appended to the list of columns
and

that as many question mark parameter placeholders are to be added as new columns.

To enable Journal to display the property data, you have to adjust all corresponding queries
within the

Journald. HitpServer. Queries sub-tree to retrieve the columns desired.

As an example below is demonstrated how to include the * Name’ case property with the
enroliment

logs:

1. Change the type of

Fvd. Enroller. Logging. LogCaseProperties

to FVAppTransaction:: CaseProperties. The Properties entry of the latter now will read
SELECT Name from Cases WHERE CaselD = ?;

which is the default for the case properties query. You might replace this by any other SELECT
query which uses just 1 parameter referring to the CaselD within the WHERE clause.

2. Now change the Fvd. Enroller. Logging. LogEnroliment INSERT query. By default it reads
INSERT INTO EnrolimentLogs

(TransactionID, TransactionTime, StationName, AuthName, CaselD)

VALUES (?7,7?,7,?,7?);

This has to be changed to consider the ™ Name’ column now:

INSERT INTO EnrollmentLogs

(TransactionID, TransactionTime, StationName, AuthName, CaselD, Name)

VALUES (?,?,?,7,?7,7);

Note that the” Name’ column has been added after the CaselD key and that for each column
added in the column enumeration (1 in this case) one question mark parameter placeholder has
to be added in the values list.

3. To make the new logging data visible with Journal, too, the Journal queries have to be adopted
analogously. This is done by changing the configuration entries

- Journald. HttpServer. Queries. GetEnroliment

- Journald. HttpServer. Queries. GetEnrolimentsFore

- Journald. HittpServer. Queries. GetEnrollmentsBack

to read

SELECT

TransactionID, TransactionTime, StationName, AuthName, CaselD, Name

FROM EnrolimentLogs

WHERE TransactionID = ?;

SELECT

TransactionID, TransactionTime, StationName, AuthName, CaselD, Name

FROM EnrolimentLogs

WHERE CaselD LIKE ? AND TransactionTime >= ? ORDER BY TransactionTime ASC;

SELECT

TransactionID, TransactionTime, StationName, AuthName, CaselD, Name

FROM EnrollmentLogs
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WHERE CaselD LIKE ? AND TransactionTime <= ? ORDER BY TransactionTime DESC;
respectively.
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4.9. HE&/BEAIECE

DBScan Pyftis AR EERS] - DAERGRRIGEIEEZALE - BB AT B B R A
NEGEHE » AR R R RO -

MoE SR CEEy - vE bl E# Fvd. NotificationDirector. CommandExpressions
ATl A B RAE R U HERS K45 7 - MatchExpression 245 H 5 [ I RMEAEAIHERS - Lh
yir

- TR AR R R
- "Error*": ¥#$5E 2 "Error" IR EMER A

EARE L) > FEEERTTHIT - "$@" BRI AHEAE RIS MERE T - DI RHEAE
DISTEAFREA TR > BB 5 -

General message format:
{Application Name} [{Message Type}l: {Message}
|

|
| > VBRI ¢ A B - HiR
|

> AR TE R 478

AR

. Info D SEERIRHE

- Warning R PORETERSERR - R LB TR BB -
. Error D BREREENUSER - SEEEIETRIN A

ERer tE

i snmp fZ R E IR - RTEERERE a1 SRS RIS Rifvd started

snmptrap -e 0x0102030405 -v 3 -u myuser -a MD5 -A mypassword \
-l authNoPriv localhost 42 coldStart.0

BHATERE AR — N > FRE"S@ AL -
echo "$@" >> /tmp/dbscan.log

BT E R E A
echo "$@" | mail -s FVDBScan {email address}

1355 F A 20N S RBEIFEEE Py - rIFEWindow F#fT + (B4 www.blat.net)

blat dummy -body "$@" -to {recipient email} -server mail \
-f {mail server user} -pw {mail server password} -subject "CC
Notification"
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DU AR TR H o P e PR R AR
i 4-2. RFEAR

%09 AR FHHIRF Y
Info "Added nodes to working set of battery " | e E AT E A
batteryName | ": " {EfiELU5R)
Info "Purging Repository directory " | {H #+47} TR R B I BAAE - R
HEEE
Info "Adding identifier " {logical name} | ", num e LS e B E R 2 F
of processors now " | {number of processors}
Info "Removing identifier " | {logical name} | ", HELREE R A PR R
num of processors now " | {number of
processors}
Info "fvd started" R S ST
Info "fvd terminated” B AR R
Warning "ldentification gallery size " | {current BRI TER R IR

gallery size} | " approaches the allowed limit
of " | {max allowed gallery size}

Warning "Failed to add node " | {Node name} | " to
working set of battery " | {battery name} | ":
" {error message}

AR SRR

Warning "Node " | {logical name} | " is not reachable: o T EE TR
" | {error message}

Error "Error during synchronisation of FIR o T EE TR
Repository: " | {error message}

Error "fvd terminated on error:" | {error message} BT et SR BTy

Error "Identification gallery size " {current gallery HEA T R FEHER R _EE

size} | " approaches the allowed limit of " |
{max allowed gallery size}
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4.10. BEERMAIRE

{gFaceVACS-DBScan Z ST A fn > BEESRARME ATEZS - 5 B IR ZDRES - JTCHZAE SRS
e BT R IRV BIRGERR - SRR RIS RO ACHECRAER RS LI ERIERE - N E A
FEEEN - ATLIDBScan A L HINFENIRET - £ =B HHREERE L% -

-+ R REER e R

+ BNREER N

© BRI T S0 E TR

4.10.1. B ERHARERIEE A

AMHTERRS R ML E - AR g FRYZ Pl nl 5 fi AFaceVACS-DBScanflgids « /£l
SERFEAIRLAMGE [ SEARRIREN A « (HAIRGE F AR ERET - SNBSS - T
eI E AR IR SURAYES - FREAFIEA AR 2B < itk > DBScan {2t S i
FIRER& R - DITIEIREAIN - MEEEE T (B —a& Pl S % > A
Y i REHAFDBScan RIS < A% APE-RA AR SaReI a7

© B IRLAAN) S R IR A

e EEA BREE ARG E - SRS RIERGER . WAEAES - IS AR
—FEREE - JefH o HUAS R AP e EINE RS —E - WEHEHEA

A TREDRBHIRNES o RIS SR EREAE, o EEEEE R o RIBIRAER  BIER
B el A I EHRE - SR E GRS A

« IRFSAHRHEEISANRE R, - RICAAARNIEOR BB LR - ORFERAAILE > RIS Efem@dss - a0
RULACRLL) - B2 & FRFIG K -

BEMLL LSS - 2 A (EP

© EEF UGS HEClientlD - B4 : " PPOffice’ > AR EAAZEAS o

< BRABH-RLACESE o W ABSIRER IR a R o MR ATE & Pt — S
- el A R CE - I i R RS

- FERTEE P L BUEREE - BRI o BRI ES

EHHTRELT  EEAER DA% T AP s o (LA TS
keygen -pub <ClientID> -priv <ClientID> -fpub <Public Key File> -fpriv <Private Key File>

% ClientD2PPOffice » {5 EZUIT -
keygen -pub PPOffice -priv PPOffice -fpub authpubkey.cfg -fpriv authprivkey.cfg

EEME—FAERBCTERFE—TIEEHS T » (BLERETBIER - KA iE s b
MRS IRIE Y2 % Pl L - P

RS FiD:AFVDBScan_ \etc\authpubkey.cfg JAEZ Filiiiiss 1Y
C:\FVDBScan__\etc\authprivkey.cfg

TERRAS d B e T Y A E Al E A A B DL A i

StationType. Communication. ServerAuthenticationMethod J; StationType.
Communication. ClientAuthenticationMethod 435! f% Fn:: Server:: PkAuth }; Fn::
ClientPkAuth
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K% Fn::Server::PkAuthii /& 4:Public Key File }5[rD:\FVDBScan__\etc\authpubkey.cfg.
[F—iEH - £ Fiw [ Fn:: ClientPkAuth 11 4:Private Key File#5[A)
C:\FVDBScan__\etc\authprivkey.cfg

Wikl & AR CEE 2 5E > BIZFn:: ClientPkAuth;Z ~f¥ldentifierE4: > 2455 : ° PPOffice’

Cloged server space Client space

[ W

Service A
SETVEr Process ™1 Client application thest
wwith integrated Service provides a credential of
authorization check based | request the user for
on credentials per servic K & service

-
Service B )/

l Possession

Credentials R Credentials
references Provided s ]
i Private accessible =X tivate keys
(e.g. public keys) brﬂ: WS;E“ data store of the user] es P ')
aLthorization
(e.g.ona smartcard, uzer U - private key rU
user U - public key (U) authorty USB token or in A
user V- pubdlic key (W) the user file space’ '
user W - public key (W) —

ik 4-7. PKIGEE

4.10.2. (R HEEFR

TEAA AR Journal HEEIRFS RO S0 5 > R IHER—#8% HMI—&E1 5 FEEFHWeb
BE e » BE(L—{5FaceVACS-DBScanfiiisas A HEEECE -

ANG TR BB AR > FaceVACS-DBScanE i ZAYLIRE » RIRHIHEEIFI - R EA
EEMERNHF - FREFTH SIS -

LEMIZEAF A %] AFHURINZIRAIREI » DU B R A B

o HEAT—lEZE AR > AERS HREEIF IR - &R DBScanfy Z4EE T i\ete H %
: @Eﬁﬁ?ﬁ?@f’ﬁ%%ﬁﬂﬁﬁWF EF LH  /INLSUEREE A RERIRERS B SR s - 1ER HEE
B HURE S 2 RS I A2 S 8 P AR TR SR A H -

- {FlE#E Journald. HttpServer. AccessControlFile T A 5% HEE AR IR SO AR
- EOEIRRIFEITHEE - ZEEC Journald. HitpServer. UseAccessControl 7 True » SRIG TR
AR5 > FRAHFEUEE 2R3 -

% RMFHEHANEGE > SANHT R - ZRA P AR EEESIRER I F
B

R ARSI - SEEREATIIAN
4 - H8iz% Biometf F Fbioadmin - 35 A \\Biomet\bioadmin
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BAE. BENRE
A IR A A O K e E FaceVACS®-DBScanfi IR gef L -
5.1. BuRE- iR G- R HI AR -ERE < ERIRNR

LUT DAl # i A2 FaceVACS®-DBScan s a5

Cluster Controler Service

FIR
Repository

Database FaceVACS
synchronization DE

Repository
synchronization

Battery Manager P Identification| |
-i_ - - - ”| |
Enrollment

e J
[ e
m__m
‘ ‘ Client Applicatior

| ]
"Node svnchronizatioh

| Identification
A\ 4 Enrcllment Y I
Computation Noddg
Service

Computation Node
Service

Node A Node B

Figure 5-1. FaceVACS-DBScan - cluster instances
TR LI AR BB AT el — M TR A

Database $#5fE
P HEL SR AR A e AR Y A\ et (—efSfa s FIR » B[l Facial Identification

Record UHESS ) HERK ASFRAEHAREED » FIRREH AN - RIS 2 4 B A BoiRe s
FIRAEE - IR FIRIBOA -

FIR Repository f&ik {7
FANIRA R FIRTE AR /IR % (R 5) ENBEREE - — ARt EAERFIRE DIEE /3 E
1 PGl - WA AR E R ER IR

Battery Manager #5424 35 (3 ffHCluster Controller )
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FEERPERIaR I DO R B 25 (R T5R) ENESHINTE - B RARIa - 1 T BRI
AR GHE) B L SRR AR B INE AT ReaETEs L - st AREESS TR
RO ETREVELLSS > Wi/ RLE G SRANE e (B

Computing Node " STEEEfRG , - oRfiifE © EfifEh
EEHEHE N R e (B R RS HEE) B —ER OB W L DUides e/ - 541
IR FERF AR ER A E0R » FRTsk ARIIRFY » SEOVRF BRI R A AR A AR5

DU st RN 25 T R L BIRA 2

Database Synchronization Sg[EE[q] 2
BUREHEA RIS - USRS NAF RS EATEE R MR - A =5k
A fgg e L A
PEE H iRt G e R 2
BEECERYREE » G2 EA4.4.3.
PAEIEER A T H N T s e
PR E R B T B A R 288 BT H ) TSR R A R
ETEbE R AR A
ARG - R DIRE
fvisdk/enroll.h: FVIsdk::Enrollment::waitForSync

5.2. BEEER A%

PR A AN BRI E R DL - DA T amaltag T By AEfEE S -

~@FaceVACS Cluster Manitor

| ers]
~Cluiterontaller)
Reachable:
| ClusterControl =
State: @ Activ Name: ClusterControllsrl Prioily: 11
FeDb: Db_A&:w id
LogDb: LogDh 1 valid o
Envoliment esenbing, 0 /10, Prestocesing 0 010, Encocin: 1V 010, FIF: 07 010, Armetaicrs; 1/ 070, uhentcaions: 1 410 Feecack: 0/0/10
Pisline: | State: Idle, Average Thmghp 20 Flo (et Ay ey Respense Toe
Ieentiicalion| Aszembling: 0/ 010, Fre processing: 0/ 010, Encading. 0/ 010, Malching 0/ 040, Feedback; 0/ 0740
Pieling State: ldle
—
Stste: Idie
Blcks: o Database Serial 1
Fecods: 0 Repositor Serial 1
Eemm e Wi HAd FUDBScan 1 0 44
Fiesaurces: OpenBlocki dle. Fieposito:[--]
Bt
State Manager: leady Baltery: O perable _|
Memary Load [% of capacityl 0 Process vitual size [Mb): 248
eks: 0 Baltery Serial 1
ast n real tine (s 0
Node | State IE\ cks | Mem ID [Remote [ Capacity | Mem [ Disc: | vSizelMb] | Applicant
Locahost@ up 0 0 0 ] 108 ofer for -]

Figure 5-2. Face VACS-DBScan - Cluster Monitor

PAARHIICTE - BEnA e & UL SR AR aer D IRE - IERIRGS T RERLE) - fEStatefi( Er8r —ERL
fyzeks - DU BERDown ik - HRMIPEIGEEE) - % EReachablefiffi RNk IR « — B
IFfHIT% - & FrRemET > {EReachableff FR#URE (LseE - ARHSE Rl - FEURLITNIREE :

ClusterController

State (Active, Standby), Name (4#) LLR ILRFERIZE R (L Ry
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Database connectivity (85 /EEE5L)
SR A L B R TSR IR R R A T

Repository

State
TR R RAYARTE © FTRERYELEES ¢ "Initialize”, "SyncWithDB",
"SyncWithOtherCC", "Backup"

Blocks
BB AR H

Records
TE T TSR RO SRAEEL « BB S NTERUE R PG FIRGUSRAV BRI -

Database Serial #i5EF5155E
HB R G R .« BRI 22 R - F SR ERYRCEIG Iy - I
SRANEIE

Repository Serial tEAR 5 {7 EEFEY 57
AR P R LR R AP Se s IRV IR ISR Ry IR F B — 2 - W
HB P R B s AR R R R V3R » T —RINFE - e DABARERE N
BHTHIECSE - SR B (7=

Directory
TSR (R A2 SR T AR SR AR 2 R A

Corruption detected
AR P R BT e - BE s8I > g EibiE S ~Corrupt > 3lfi
EE—REIREF Y - VAR RIAER G TR - BEE0E M HER E rRE A
REMER » RIIEET AR — IR Gl R

Resources
1. OpenBlock H| Repository Fi i B 2 A M A IRHISEE (BT
Battery Manager
BRI R SRR
Battery Serial
EESHI P TIR o WISRBE T AR GE R 7155 - IR RENEE N NG 1RE 5
FEE > A5 N —RWEE TR - Ry e A G e 7R A 2 -
Unmanaged Blocks
REEFHE S IRAGENER 3 » HPUEBIGARERE - RIRE AR g s e
TG > NEHHETEA B DASEE AR L N T A o i -
Nodes
Ge I EETE R S B
Node
AR A (BCE TSR E4.2.2)
State JREE
WIS EABEE S - QI{ERRERUR Up, AR ~Down
Blocks 731
JESIRE AR S B H
Ram-/Disc-/Remote-Blocks

HEFHRIWNE - BERAR > DU @
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5.3. BEEINE/2HE RisE

FaceVACS-DBScan ETE i A R IE T B AR IR - (HACR e ¥ LR AR s A AR Y
SO o TR 0 BR NREE(ERYETESETR ARSI TAEERT o EIER T RIETE A
UnmanagedBlocks #7753 » HIFRATHE I ETEII 2SS EHEE < SBEIILEN - A
TEURNETEL - DIREGE R4 R S 2 S AORE T A ARSI » it 2 Sy LS R s pE
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BAE. BiRERA

SE—E=E B FaceVACS Fsis EiAl

6.1. BRI R

DU ZRE:E I SQLARAEEAL K MS Jet, MS SQL Server, Oracle and DB2 Fift SR B A 17 41

TURTESES -

% 6-1. ERIMAIER

Generic MS Jet MS SQL Server | Oracle IBM DB2
STRING VARCHAR(255) | VARCHAR(255) | VARCHAR(255) | VARCHAR(255)
INTEGER INTEGER INTEGER INTEGER INTEGER
FLOAT REAL REAL REAL REAL
DATETIME DATETIME DATETIME DATE DATE

BLOB IMAGE IMAGE BLOB BLOB»

=

a. YMEHRSQL Server” TIMESTAMP

b. IBM DB2 database [¢JCLI/ODBC /&AMt #2% » LAEBLOBRIRTIKITBINARYHS - ]
LONGDATACOMPAT=1 DB2/CLI fit/i& 28 BLOB {2\ LONGVARBINARY J5 =77 -

AR 2

Bil DB2 & Pl B = (1 -

FaceVACS-DBScan {5 i fa il E¢i5 & - Face VACS#5 )& K FaceVACS Log H

AEEIRIE

FaceVACS BdR B & SA RN S VR AR ERL - FaceVACS Log HEEHUREE FATE H %

e > AOHERE ~

sl ~ RAUEBISERY HEE ©

6.2. FaceVACS Bi{iRE

B =g /#HFaceVACS-DBScan’ FaceVACS &5

FaceVACS Bdig i & 5A RSN S YRR AR «

6.2.1.

‘Cases’

1.22 fif)g °

iEa NYERTI L EN - fEFaceVACS-DBScaniJi A @ i8R H 45 Persons’

IR A REA

"Gender" STRING(10) FEDLEE (RHEA).
"Name" STRING FERLEL(HEB).
"RegionOfBirth" STRING FELZE ().
"YearOfBirth" INTEGER FELATL ().
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AuthDate DATETIME BErEHH

AuthName STRING BEMFH

AuthSig STRING (ke

BinAuthDate DATETIME Sy E H ]

CaselD STRING FNR R e — 5%
SEfE ) 1 g
{rFaceVACS-DBScanf i FHiiIAS » R4
PersonID’

Issuer STRING FUBRIERFEA - PR EIREN - ZFaran 2% RepSelf
FRHHH

PID STRING NHIME—5% < SEMIOIAFRS] -

RecordID STRING I RCSRSR IR A A BRI DO SR B AT - AR
afatian 2 %5 RepTVRITEHT -
AEMRIAELR T RME—HY -
L IVESEGIE

Serial INTEGER Froilak « RIPRBdsEmH] - s 5 RepTV RAV#
B -

6.2.2.° Images’

SEFATREME T RS AT -

e  2eid) A

CaselD STRING FNR R e — 5%

Cases.CaselD 44

SEMNERES] -
frFaceVACS-DBScanf il LRI AS » 45
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PersonID’

EyeConfidence REAL IS ENIHY R{EE

EyelLX REAL FERRAX AR
EARTEAHIFEZE (NULL)

EyelLY REAL FERRATY AR
EARTEAHIFEZE (NULL)

EyeRX REAL AR XA A
EAERAFEZE (NULL)

EyeRY REAL TR Y A f
EAERAFEZE (NULL)

Img BLOB [T
FAEP DOMER T E A7 - Al 22 (NULL) - AR FrEY
HRRFREAEImgReffifiL «

ImgRef STRING R SN 2 A RO 4 -

Issuer STRING FUERAIAFE N o FINBAREH] - Bfaan22 5 RepSelf
FRAVEREA -

RecordID STRING IERCERI RIS R A BRI LORE SR R 7 - IR BREH
SEEEE S FRep TVERIERE -
SRR SR EME Y -
SEMI ARG -

Serial INTEGER Feollaf « RIRBAREH] » sfaminze % RepTV KAV
Y -

Source STRING FE B ARIR G A 1R 42

6.2.3." FIR 6 0 3%

BRI BRI R o BURERIE N R EE S BEm A s - FrlE R

DABE H R 5T -
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IR A Bt

Bin STRING(1024) | SHEEE » 15[ EIEHRRFATERI SRS «

BinDate DATETIME SRR RLEE T H 1]

CaselD STRING TR E R ME 5
Cases.CaselD 4|4
SEMRIA RG] -

FIR BLOB THI AEARF AR

Issuer STRING FCBRYIRER N - FIPABAREEH] - FERiae22 % RepSelf
FHURRH -

PfdDate DATETIME bR AR e H 3

RecordID STRING I FLBRIR RIS R A B DOk SR B 7 - A Bg el
FEaman 2% Rep TVERAERI -
IEMROIAE TR EME— -
SEMRIA RG] -

Serial INTEGER Feolaf « IR BAREH] » Gfamnan22 5 RepTV KAV
A -

Signature STRING Ve e

Threshold REAL {8 \FIEAAS

6.24. FIR.6_1 %

SERIHHC BRI ER - ARG RIEAR A EE S BE A Ao - FrLAC BRI R a4

DA H 12 5% -

IR A Bt

Bin STRING(1024) | s EFEE - 38 W& ERARFTERY T SR -
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BinDate DATETIME SRR E

CaselD STRING SRR ME— 5
Cases.CaselD {4t
SEMIAZRG] -

FIR BLOB TR SR

Issuer STRING FUERAIATE N o RINBAREH] - B a2 5 RepSelf
FHURH -

PfdDate DATETIME TR H i

RecordID STRING AE AL RIS AT Bl DAORE R A FHRR SR
At 2 5 Rep VR -
SRR SR EME Y -
SEMRIA RG] -

Serial INTEGER Feollaf « RN BAREH] » sfamninz2 % RepTV KAV
B -

Signature STRING G =

Threshold REAL EPNEE(CAES)

6.25." FIR_4.5 #*

BRI BRI o BURERIE N RN EE S R T A s - FrlE R
DABE H R 5T -

e e B

Bin STRING(1024) | 7MEREA - 15 W EEIRARATAERT 3 FEST -
BinDate DATETIME SrEERIEE T H I

CaselD STRING FEA A TR M — 5%

Cases.CaselD #}4t
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EMAIAERS] -

FIR BLOB TH AR

Issuer STRING SUERITMEEE N - FFNEHEER > FiaiEn 2% RepSelf
FIERA -

PfdDate DATETIME TR A 5 H A

RecordID STRING SERCERSR IR B BB LU R EE A o R
a2 2 Rep TVEIERAH -
SEMNIAETR T EME— -
EMN ARG -

Serial INTEGER Froilsg - AREEEES > Ffn2 % RepTV RV
EH o

Signature STRING EihE e

Threshold REAL EPNGEvIES]

6.2.6." EnrolimentResults’ F*#

1B FAFRE R A B SRR, -

BEAREET 33

WAL cpid) B2k

CaselD STRING TR YRR

EnrolimentTime DATETIME B EkTT R

FIRGeneration INTEGER AR AR FIRTE -
A22h7.3.3% T IRBHRIES -

ImageEvaluation INTEGER FHF B EFTHMEIRGE - 552257.3.35 T HEHURAE
3% -

ImageRecordID STRING FHFBORCERSR -

JobID STRING TESRAR - (et SR TIREEY -
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6.2.7. ° EnrolilmentCases’ *

B FATRH LR IR SRR R R -

{£FaceVACS-DBScaniyfig F-RIHIINAS > :EFRIFH44E EnrolimentPersons’

e sl B2LL

AuthDate DATETIME e HN

AuthSig STRING iz

BinAuthDate DATETIME 4y EEEA) EE R H HA

BinDate DATETIME SEEERETE H A

CaselD STRING SRR ME— 5
1rFaceVACS-DBScanf i FETHIRA » R4
PersonID’

FIRCaselD STRING AT (A1) -

FIRPID STRING

PfdDate DATETIME TR A H A

6.2.8.° IdentificationProbes’ *

B FIE I A SR A GG I PR S TR
LN —EEIGAR - EERIET G -

PREFAT LB ~ BRSO E G G A A7 - 1R

RS 103 -

1#FaceVACS-DBScanfii S RTIRAS » 3EFREH4E Probes’

L e il e
FIR BLOB BB
Img BLOB E/SaviEIas
ImgRef STRING MR LIRS 5 A R IR 44
ProbelD STRING etk
SElEZRAY T g

6.2.9.° IdentificationResults’
SERATRRBIE R IAS R - S E10.3 -
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Whz7E bl A

GallerylD STRING I [ 55
JoblID STRING ESESR
ProbelD STRING EZSaE
Rank INTEGER ERIEE e THELEERE R IR RPES - R E

THITSERAS - FH2M10.38 » TR ES -

Score REAL FESEHE

6.2.10." CrossldentificationCases’ #
BRI FTEL R Z 43R (Caseld) -

Whz7E b AR

ProbelD STRING e ELL Y CaselD 5 -

EMRIARS] -

6.2.11.” CrossldentificationProcessed’ #
EFRATEE T A sEE AR > ERMESERAITEXEI Z R (Caseld) -

- IR =il R
ProbelD STRING CAR ST kB E2£ A CaselD 55 -

EMAIAERS| -

6.2.12." CrossldentificationResults’ 3%
SEFREE T AR EF AL EIE R - SFER22EI10.3 -

ROLETE i B

GallerylD STRING EE

JobID STRING TESESE

ProbelD STRING BREME 5%

Rank INTEGER AR JEILERE RS IR PR - FHREHE
TGS - SH2E10.32 T RELANEEE -
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Score

REAL

LEErE

6.2.13." MatesldentificationCases’ #*
SETREEC BRI E 5% (Caseld) -

e

el

At

ProbelD

STRING

ek CaselD 5% -
EMN ARG -

6.2.14.” MatesldentificationProcessed’ #
SEFRERE TECERR IR - EARIGE R M E R 5% (Caseld) -

- IR =il R
ProbelD STRING CAR ST kB E2£ A CaselD 55 -

EMAIAERS] -

6.2.15.° MatesldentificationResults’ 3

B T R I A A LE B AR -

A2 R10.3 -

L e A BILE]

GallerylD STRING Il [ 55

JobID STRING ==

ProbelD STRING PEETAE AR

Rank INTEGER FSIEE o JHELEEAE R IR - FRAE
JhEstaRs - A2 1035 TIEEEIVE S -

Score REAL ELE

6.2.16." RepSelf’ F*
TEFATRE BRI THSE (ReplicalD) -

FRITENS V6 SetilR

Whz7E

il

At

ReplicalD

STRING

SR RAME — 5T FIR B -
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6.2.17.°" RepTV' *

IEFRATAE T BARENIE ST (Replical D) K EHREEIF515T > FXBIRHE T ERAEL > 5557515t
BTt - BEEHIZRIE R R Issuer K Serial i F AT -

R A R

ReplicalD STRING FARERIME—5% - HN B -

Serial INTEGER FFHak < FREBEREDERAGEW » SEFYIEEW
ﬁiﬁ o

6.2.18." RepDeleted’ =*

SER AR
f -

WIGRCEET « R FIPINIIET - B ERIR Ay - BRI T

L e el e

Issuer STRING 3R Sk A U B e
RecordID STRING TRHMHIRAY SC Bk RO S5
Serial INTEGER Feglasfe > PR BRI -
TableName STRING HRHHBRAY RLEkH
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6.3. FaceVACS HEBuE

B—E=w/#EFaceVACS-DBScan’ FaceVACS #i5’

1.22 fif)g »

FaceVACS ¥ i & B b AR R VIRt ! MR MU BERY H A <

6.3.1.° EnrollmentLogs’ %
SERA S H &

LSRR FE A fE(EEnrolimentLoglmages 7 -

e i) A

"Gender" STRING FEDLZ ().

"Name" STRING FEDLZ ().

"RegionOfBirth" STRING FEAZE (FHIH).

"YearOfBirth" INTEGER FELAZE(FHIH).

AuthName STRING EEHP4

CaselD STRING R YRR ME 5%
frFaceVACS-DBScanf il LRI AS » 45
PersonID’

StationName STRING EFaceVACS-DBScaniME—&

TransactionID STRING 7L
T I AR T g

TransactionTime DATETIME 2 SHIREE]

BRI HE R LA TR R -

UN T Rl REx - DRI LR eS¢
Br BRI A R R BAEA B rmE FEUR -
BB SRAAE S (B AR R) - & fE EEnrollmentResults Frf -

‘EnrollmentLoglmages’

6.3.2.° EnrolimentLoglmages’ #*
BT RE BRI -

FUFH R RASRRA AR Fr -

R =it A
CaptureTime DATETIME PREEIRERA (1)
Img BLOB FHF
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AL T AR S E R 44

RecordID STRING SRR 0 B EME—5R
Source STRING R ARIR (A1)
TransactionlID STRING 255k

Enrollment-Logs. TransactionID 4}

6.3.3." VerificationLogs’ %

TE AR HA -

e sl A

"Gender" STRING(10) ().

"Name" STRING FEDLZ ().

"RegionOfBirth" STRING FELAZE (FHIH).

"YearOfBirth" INTEGER FELLZ ().

AuthName STRING BEMP#

CaselD STRING R YR ME R
1EFaceVACS-DBScaniyfig FHIIARA » [RA4F
PersonID’

Result STRING Tleaihh s,

StationName STRING EFaceVACS-DBScaniE—&FE

Threshold REAL Fit FHEI R ME A1 2 A IR,

TokenID STRING FaceVACS-DBScan iy 18 A

TransactionID STRING 7

TransactionTime DATETIME 2 SHIREE]

Y RESREIR R AR B0 - B SR RA BT 88 > F5{EEnrollmentLogrir

PR D S IR RS s HLA &R -
AR LT E:
. " Successful’

" Unsuccessful

- Hh—EAZZIRIELL A E
- RA—EAZERRELL ERYME
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" Face notfound” - fEREAHNEEIREI AN
" Image quality not met' - fEREATIE —(EZEHERIFTRIVE R
" Live check failed’ RS NMERIFR 208 T (Rs# i iR FaceVACS-DBScan)

6.3.4.° VerificationLoglmages’ *
TEFAFRATEE H SR

TR A RREH
CaptureTime DATETIME PREEIF (20A)
"Name" STRING FRRLEL ()
EyeLX REAL FEARAX AR A

AR HIEZE (NULL)

EyelLY REAL FrHRATY AL A

FHARTEAIANEZE (NULL)

EyeRX REAL EHRAX A

AR HIEZE (NULL)

EyeRY REAL FHRATY ALt

AR HIEZE (NULL)

FIR_4 5 BLOB T AEARF SRR (fiiA<4.5)
FIR_6_0 BLOB T FEARFEASER (1iiA<4.5)
FIR_6_1 BLOB T FEARFEASER (1iiA<4.5)
Img BLOB AR

LN R AR A E R 44

RecordID STRING SOk 5 SEEME—aE
Result STRING fiteRdasi R

Score REAL ELE 5

Source STRING R EIARIR G A 121
TransactionID STRING P

Verification-Logs.TransactionID 4}
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6.3.5.° IdentificationLogs’ *

BRI HE
L e A BILE
AuthName STRING BEEMFA
Result STRING il o
StationName STRING GEFaceVACS-DBScaniME—&
Threshold REAL Fit FIR BB 51 A7 e D)
TransactionID STRING P
TransactionName STRING LA (Bl A RN I 28)
TransactionTime DATETIME 7GR
* RIS R E L LA
" Identified” - —fliELL ERIBRAST > - BCARI M ERRRIE

" Not identified” - &G (BB A REE
-’ Face not found’ - #EEAFIREHREIAK

- 7 Image quality not met’

6.3.6.° IdentificationLoglmages’ *

- ERATRE - EEEIR TR E R

A28 =) 5G]
CaptureTime DATETIME PREEFFH(A0AT)
EyeConfidence REAL ARRE BN AI(E &
EyelLX REAL FrHRIX AL
EAELRIEZE (NULL)
EyelLY REAL FERRATY AR
EAELAEZE (NULL)
EyeRX REAL FHRAX AL 2
EAREAHNFRZE (NULL)
EyeRY REAL RAY A
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FHARTEAIANEZE (NULL)

Img BLOB Ela3
F LSS T A AR E R 44
RecordID STRING 08ETR 0 SEEME—OR
Source STRING TR AR (A0A)
TransactionID STRING P

Identification-Logs. TransactionlD 4{gi

6.3.7.° IdentificationMatches’ *

BEE e E Ll DLk

L e B BILE]

"Gender" STRING(10) ()

"Name" STRING E L)

"RegionOfBirth" STRING FE L (HIB)

"YearOfBirth" INTEGER FE L (HIB)

CaselD STRING ZENESR R ME 5%
frFaceVACS-DBScanf il LRI AS » R4 E
PersonID’

RecordID STRING RUERIR 0 B EME AR

Score REAL FE¥#E 5 E

TransactionID STRING P
Identification-Logs.TransactionlD 4}

6.3.8.° AdministrationLogs’ *

IERFRATEEE AL A
« IR RS BR A VRHEGRT B

Whz7E el

At
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"Gender" STRING(10) RN ZE ().

"Name" STRING FERLZ ().

"RegionOfBirth" STRING RN ZE ().

"YearOfBirth" INTEGER FELLZ ().

AuthName STRING BEMPA

CaselD STRING FR R R ME 55
{rFaceVACS-DBScanf s FRiiIiAS @ R4
PersonID’

Message STRING AHERFEIE

StationName STRING EFaceVACS-DBScaniHE—4 7

TokenlD STRING FaceVACS-DBScan i i% A8 4

TransactionID STRING 2R
SEAEAA F#E

TransactionTime DATETIME 2 SHIREE]

Type STRING

ZEHER A INEAE T BEREM T B

6.3.9." EventLogs’ #
JEFRE{7fitEFaceVACS-DBScan 8 4= Hy it i tivis K Sy -

e i) A

AuthName STRING BEMPA

Message STRING FHIE R

StationName STRING HEFaceVACS-DBScaniHE—4 7
TransactionID STRING 2GR

TransactionTime DATETIME &S

Type STRING SR
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* BRI DL T R
info - FeiFei
Log - FERFEEAR(BIAN: PRASErE s 1)
Warning - MERfEZHIIER &M E S
Error - JEMAEASERECE SR
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6.4. UJHABEREBCE SRR

FaceVACS-DBScan {EFHRR ZEE2MIFE (MS Jet DB) Bg/drY - et &Ll A

- *mdb - 3EZMS Jet engine AYEEfE

- *dsn - 5 EODBCH#IEH > /FaceVACS-DBScan Z4EHIIRHEERCLIE LT T -

. [RFEAISQLIAIA K FaceVACS-DBScan 4 & e SQLEEA] -

YRR - (R T L TR

1. MEEEIERE (437 FaceVACS #i5JE 5z Face VACS H LSS EE - AT EBER T » (SoiisE
HEFR) -

2. ININEERIE (G2 ] LAEODBCHEIR R B & /EODBCE T & RN R4 iR R)

3. {EACiEMmES T > SYEATHVEIR - fE2RTE4.2.1 - BATREHENEMSENE IR EUER K
FaceVACS-DBScan fiti& (SQLEES)) -

6.4.1. ¥EfERIIRE

ftae sy Face VAC SR ke Face VACS H i Bt [ A A — (& 2l R {E e s e b < {BARINA]
DUz —(8%ds - RRREEBIRE R NG HE -
R R IR AR AR PG A RAORER -

6.4.2. FRINSHERTE

R > RAJDIFIA” PERlE” -7 BMUEBLT A -7 BRI ARRINEIEIR - R DU
— (B SEHBRFARE SR I AR EIRIE - TFERIIMR RIS - —(f/EFaceVACS BB FEHK - 54t
— il 2FaceVACS HEH BN - fiTHFaceVACS-DBScanHyODBCERS) » (AJH 7R 2 EA T
ODBC3Hi# o

6.4.3. &tz SOL FE4]
R L ARTEEIRER ) R SRS - AR S AR A - B
=AU R A A e o B

MS Jet - MS SQL Server (MSSQL) K Oraclef7iZeiiizs » Al{ELL FI&EHH] |
<ZHEFRIR>

+-etc

+-database

+-msjet

| +- createfvdb.sql

| +- createfvlogdb.sql
+- mssql

| +- createfvdb.sql

| +- createfvlogdb.sql
+- oracle

| +- createfvdb.sql

| +- createfviogdb.sql
+- db2

+- createfvdb.sql

+- createfvlogdb.sql

FHEMEATE “ LM BRI - (R SUE LA - TR TR R s 28 IR TiE
L sql BIAGERT - A AT EESERMFRBNE - FHLBURBIT - BB B TR ET T dcases &
HIMRIAL - FEEMERETE RIS - B T SR IR YRR - AT B R T AT TR R
AL - ARIEEE B ] DU FRT A -

SEUEITFRBIETR ZLL T R

* AEBARE AR RRIBAL -
+ FaceVACS-DBScan Fiti& I SQLEE AR AT EHIRIAE <
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Fi{Ecases AN T HTINL > BLEHFTA A casesFREEHISQLEE R E FFE B W - fRuF]HACE
HRiEgs A IhAE o =" Name ™ kA RARISQLEES] - 115 » INSERT 2UPDATEZEAJrh
7 EAHERRIEREER -

FoiEiiE de TS DhRE - FH2RH4.1.85 -

6.4.4. }¢ EBUIREER SQL FEEAMBH
IR YT B IOHRYSQLART) » f2 TR -

#6-2. BEIEYSALFah
MSJET/MSSQL Server ORACLE 9i/10g

NULL AS " AS
anFFHBCE s Ay o D AR ZHEIBE 2 R4.1.35) -

6.4.5. {f AR FERRE
FaceVACS B AU S A Fr AR S A Gl < S5 AT AR P TR R B A A SR e v (i - A4
Fy%5FIFaceVACS B i siimages & imgRef i » MIMgtiAzF52% < ImgRef I ZE/MNTE
RS A ARy - BdiEExternalPrimaryFacialDatale FIZRE B M AREHENY » H AT SRR
FES SANAREFF < BR 1 ExternalPrimaryFacialDatay=F Z{E L T ACE:

FaceVACS & &: Admin.ReferencsImageSource.StoreViaContentManager

HLEME ATZHEE: Fvd.Dblmport.ImportimagesPolicy

6.5. BOREEARES
18— ESriFaceVACS-DBScandlIfal/Efdig AN [FIRIEHRL I B - 1Al FaceVACS-
DBScanZZ2E G R mrIH A i T - (HZH IR —FEFaceVACSHIRH X Face VACS H ik %
[ o FRERRFRAAIRIEIE S FISENE - A fEATE DAV G — = BdE - DU i T ke
s o Hi— BB T F Face VACSHiiZ= - FaceVACS-DBScan HYBIREERLE FH AR ERET
AR — U -
FHETIFA:
+ Replication (BREH): FrA AR H AT AR R H AR A ] -
Transfer (HRHERL): EABRAYBAREHER H G585 - Face VACSEIR B 1% - fUAMEAY HETE
N
Pruning (Bgesl): R or HSHBUREEECREOR » HIGBIRE ER g bR - 45 0
B BRI ATRY - BB R R AR i e e -

FaceVACS-DBScan Ry I LAE Y 5 AR B > FH Py — Pl LR S 8
B (HRMAEIRFRE - AN E LR RE - FraSdRERE S ST T -

6.5.1. BREH

B A r{rFaceVACS s i H] - B Sir R - 35 thde R bt 2 Ry
IR < RH

RecordID STRING i L

Issuer STRING Et Rl EEEIN
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Serial INTEGER Fro155

Bk FECE E R RIS £
{EEIHE T A TS S RO Sl ey Ldls - 4%
{ERIBSCASTREMIERAYECEE - AR R EAEAT et -

BUERFERP AT EA R R - R RSO R B R
fUERT A ENRC SRR T R PR
TR AT RO S R

6.5.2. BB

BRI NAE RIS H SR 2 p -
A SR RN H 58 5 - Face VACSEIUBR 1% » A H 7Bk

6.5.3. BiRean
i HERHE— BRI ATy - B HA A (g i e v -

6.5.4. frIHc B BUR IR
SR IRAS P S SR ]« SRR N SR I e — ([ r 5 E I RE U T - R8It -

BRI CERGRECE T B S B - IR T RYTIRE - TR AR SRR e R
DatabaseServices Al -

%iﬁé@ﬁﬁgﬁ}@@% 4 23E{EClusterController (3#5£247512%) s Fi S ThAE
z%i& Cluster Controller. DatabaseReplication | UseRepllcatlon
?E!* EI &kl % E T ClusterController.DatabaseReplication.OtherSites,
ClusterController.DatabaseReplication.OtherSites.SITENAME.ConnectionAlternativ
es

F|F] DatabaseServices.Scheduler.Jobs TEZ&E IR - vl4)BEEEE
FV::DbServices::Replication - FV::DbServices::Transfer ~

FV::DbServices::Pruning = FV::DbServices::CustomDbSync - g [IF & T/FHIREE - BEE
HUBCE R 2 BTk Schedule Configuration (FFAZACE) - B T /FEr{PruneAfterDays H il
HIH SRR -
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FLE. HHEEH
7.1. i

47l FaceVACS-DBScan & I 7Fma PIE T K EAVEHEER - AtliFaceVACS-DBScan fgfit 1L &/
A~ BB EREESFIIRE < B - REE A BRIt EEA - BEGERAIRIIIRE «

7.1.1. LB A B
HUREHEA S B SR I
- REUIR Ry EEEAERL > LUidG FaceVACS-DBScan L & HEA
BITHERREN > SO R AR Face VACSE R -
BT Ek  ETTHRAR &AL R AR -
N Tl —EeREEERCE SRR - WEALL F2BEK -

b Lok

Imacesi ——

Batch Batch
Irnporl In poel

Primary Sacondary
Batch
MeErny Facial Facial
ITames  E—— Data e ENrok- e Lats

finyg, eye poslions) Irere [ Templale]

hzaneal
RVE

Biatch annatation

Enrcllimert

low face [eye
found conficenze
MEYE )

lrzide DESwan

[E7-1. SLEREA KT A

T SRV AONE A  Ht RIE A HEECluster Controller (HEHuI8) A1 Ty » il R 254
FCluster Controller(i#£#¢%1%%) -4 + HiComputing Nodes (3 HEIAfEE) HIFFEE/ T « 7ElF—5
) U B LR A B B R T -

7.1.2. #LEFH

FIR LSRG IARFr - AR5 (f{EFace VACSEUREZR T - A LIS SQLEE FIRCIE
DISEFRFT Tt - SLREIRRE R 54 IdentificationMatches’ & E - FE[Rl—HFfHI AT
AL EARHEET -
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7.2. L EEAERK

HIRZAHE - FEFTEIARIRE SR ZE - FaceVACS-DBScanf2 it hreftt —HbBIAE Fr RIEAS AR HE
A EEALEMEA -

7.21. IiEHLEEA
ARALEME AR E Z/EFvd.Dblmport | - &R K SourceDirectory -

AR HLRHE AR STR AT A ERGRS R FRUEREE - IS B AR LI ek I =0
BATHY > AL ABSRHAFE" S 0BITH) - FTRAGA SRR R Rz -

ﬁ@l‘i)\?ﬂéﬁuﬂﬂﬁﬁﬁ“ﬁl‘:)\
[Efkg ) CaselD fEBEAE S
SourceDirectory 3% 5 [El Gt TR s AR 1K > FileNameExpression Z4& 4k,
PidPrefix ; PidPostfix Zf5CaselD HYR//ZEFS - RecursiveSubDirs %&£ 55

s L

"’ Transfer Database’ JE=( ° LA
- Data structured in* Transfer Database’ format, which consists of image files located in an
arbitrary directory, a description file containing the mapping between CaselD’ s and associated
images and optional case information in additional files.
In this case the SourceDirectory setting contains just a directory which has to contain the ’
Transfer Database’ file collection as described below.

7.2.1.1. HEHSERREA

Important configuration entries are as follows

SourceDirectory

For importing plain image directories the import mechanism must be enabled to derive the
CaselD’ s the images belong to from their filenames. The setting for SourceDirectory consists
of the directory followed by the file name pattern.

The file name pattern is a sequence of at most 4 elements:

- An optional leading delimiting character

- The mandatory literal° CASEID’ representing the part of the flename to form the CaselD

- An optional subsequent delimiting character (which must be the same character as the leading
one, if both occur)

- An optional suffix

The resulting CaselD is everything that is left from the filename after removing any part matching
the suffix, the preceding part up to and including the first delimiter and the remaining part starting
from and including the trailing delimiter. Some examples to clarify usage:

Table 7-1. Plain Image Directory Configuration Examples

Image file SourceDirectory FileName

Expression

Resulting

CaselD

C:\images\121341.jpg C:\images CASEID.jpg 121341

C:\images\121341.jpg C:\images CASEID 121341.jpg

C:\images\P_121341_1.jpg C:\images _CASEID_.jpg 121341

C:Aimages\P-121341_1.jpg C:\images CASEID _.jpg P-121341

ImportimagesPolicy

The policy how to import the images. Possible values are

- ImportimagesToDatabase: Store the image as database BLOB into the database (Img
Column).
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This makes a copy of the image.

- ImportName: Store the image as file name reference into the database (ImgRef column). This
avoids copying the image.

- ImportimagesToContentManagement: Store the image to the configured ContentManager
and store a reference to the image (ImgRef column). This makes a copy of the image.
ImageStoring

The format for storing the images if a copy is needed. Currently JPEG and PNG format is
supported.

CASEIDPrefix

CASEIDPostfix

Prepend or append a string to the CASEIDs if not empty.

AbsoluteFileNames

If true absolute file names are stored, otherwise filenames are relative to source directory. This
option is active only for import images by reference rather than importing the data.
RecursiveSubDirs

If true subdirs of SourceDirectory will be included according to the given FileNameExpression (if
one). All file names needs to be unique as well.

7.2.1.2. ' Transfer Database’ B&RREA

More complex mappings of CaselD’ s to image files with arbitrary locations as well as import of
case information can be accomplished by specifying a Fvd.Dblmport.SourceDirectory directory
containing a set of files as defined below:

ImportSourceDirectory

|

+-- pid-map
+-- cases.db(*)
+-- image1.jpg
+-- image2.jpg

+-- imageN.jpg

The pid-map has to contain exactly 2 columns: lthe CaselD and the image filename, respectively,
both in double quotes. For example:

"001" "image1.jpg"

"001" "image2.jpg"

"002" "image3.jpg"

The image files can be either plain filenames (without path component) or fully qualified path
names.

In the first case the images have to reside in the import source directory as well, otherwise the
images can be located anywhere.

Note: Note that any* Transfer Database’ directory specified must be writeable (to the importing process,
which runs in the local system account).

The optional cases.db contains textual data describing additional case properties.

The first line can contain the word "FIELDS" followed by additional fields.

Subsequent lines contain Tokenld, CaselD and data items of the additional fields, if any. In our
example

it looks like this:

FIELDS Name DateOfBirth

921 001 Smith 10.6.1982

922 002 Miller 7.5.1972

Though Tokenld, is not a concept used in FaceVACS-DBScan the corresponding position within
cases.db has nevertheless to be filled in. So in cases where you need to provide a cases.db, fill this
position with the same value you specify for the CaselD. This will ensure uniqueness and is
sufficient to let the import process run smoothly.

Note that strings in cases.db must not contain spaces, since these are interpreted as column
delimiters.
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When using cases.db to specify case properties, you have to specify how the names in the
FIELDS entry of cases.db map correspond to the columns of your FaceVACS-DBScan database ’
Cases’ table.

This is accomplished by specifying a field mapping configuration file, whose location is configured
with Fvd.Dblmport.FieldDescriptionFile.

The file contains key-value pairs, one per line, that contain the column names used in the SQL
databases on the left side and the names used in the FIELDS enumeration on the right side.
Whether the Cases table is referred to, is controlled by the column name prefix* case’ . In
addition, specifying’ default’ at the beginning of the key string allows for filling the
corresponding table columns with configurable default values in case these values are not
contained in cases.db.

Example fieldmap configuration file contents corresponding to the cases.db example above
(additionally filling column” Notes’ of table Cases with the string’ Imported’ ):

case.Name = Name
case.Date_Of Birth = DateOfBirth
default.case.Notes = Imported

7.2.2. HAF EEEHLEEA

HEEMERR 1% m /AL E) » P28 E-> FaceVACS-DBScan 4.1.3 -> Database Enrollment - 7f
ZEE %2 Database Processing -> Database Import » & (¥ EEHEE H B ASEE ~ Fah/
{ZIEREA © URATIUCEE EEEHERR b > It R AR E S e RETTHY « BRI BE HEEAERIRF 2 -
R ME A E (S B SRR -

7.2.3. fiepnErEtEEA

BT W LA P B B A - I LU batchsrv.exe a7 E Al 58 LR SRR A TAF -
B H AT LR 2L » #ifTbatchsrv.exe Hyar {5 /2

bin\batchsrv.exe -f etc\facevacs.cfg -appname dbimport -import

7.3. BT

7.3.1. BiE

Importing data makes only part of the Primary Facial Data (PFD) available to FaceVACS-DBScan.
To make the images imported usable for subsequent biometric transactions more processing
steps are required:

1. Completing Primary Facial Data (PFD) by eye annotations

2. Creating Secondary Facial Data

3. Calculate the Bin using the binning properties the person belongs to

Actually, these steps are combined in what is called Database Enroliment . However, automatic
generation of eye annotations is subject to errors (missing or wrong eye positions), which can
degrade

biometric performance. Therefore we recommend you to complement the automatic process by
manual inspection of eye positions. See the next section for a description of the procedure.

The Database Enrollment is started from within the equally named tool: Start —!FaceVACS-
DBScan

4.1.3—'Database Enrollment . Choose the menu item Database Processing—!Database
enroliment

As before with Database Import, a controlling dialog will pop up where you can start, stop and
observe the database enrollment process. Closing this dialog or Database Enrollment does not
disrupt the batch processing.

i

f
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7.3.2. ICE

The Cluster Controller supports automatic database enrollment. For that purpose a schedule can
be configured using the Fvd. DbEnrolimentSchedule. The default is a empty string disabling
automatic database enroliments. By using a cron like syntax the schedule can be set to the
needed time schedule with minute resolution.

The database query to collect the cases to enoll involved in the database enroliment processing
(Fvd.DbEnroliment. CollectCasesToEnroll) is very expensive on large databases containing
millions of cases. To avoid doing this if nothing was changed to the Primary Facial Data (Cases
or Images table) the Fvd. DbEnroliment. EnrolimentPreCondition query can be used. The
database enrollment will be launched only if that query returns at least one row. If no row is
returned the complete processing will be skipped. The default (cheap) query simply returns the
serial from RepTV table. Alternativly a more sophisticated (cheap) query could be configured
determining whether to process database enrollments depending on changed Primary Facial
Data.

To enable enrollment result analysis the Fvd. DbEnroliment. StoreProcessinginformation can
be switched from Fn::None to StoreProcessinglnformation. This stores the processing
information for the processed cases to the * EnrolimentResults” table for later analysis. To log
only processing errors set the LogProcessingErrorsOnly item to true.1

During enroliment the Bin of the Case will be generated according to the BinAuthDate. The
enroliment facility detects if to (re)generate the Cases Bin using the Persons.BinAuthDate and
FIR_X_X.BinDate timestamps. The Bin is stored in the Bin columns of the FIR_X_X table.

7.3.3. HTHEEBRERASR

7.3.3.1. Inspecting, Setting and Changing Eye Annotations

It only makes sense to use Primary Facial Data (PFD) if it is trusted and biometrically significant.
* Trusted” means that face and facial features really belong to the case labeled by CaselD.
Datais’ Biometrically significant’ if image quality is sufficient and eye annotations are correct.
When doing database enroliments, the enrolling authority trusts the instance which created the
case image associations (by associating filenames to images or preparing a transfer database). It
is virtually impossible to verify these associations by visual inspections as normally noone is
familar with all enrolled cases.

Biometric significance, however, can be checked by visual inspection. Of course, there is a
tradeoff between requirements of efficiency and quality: the larger the  job’ , the more effort is
required for inspection.

To make this process most effective, FaceVACS-DBScan provides quality measures for making
qualified proposals for the order of enrollment inspection. These are based on the confidence of
eye positions (see Eye Positions) linkend="g-EyePositions">)found. Images with lowest eye
confidence (including images where eyes could not be found) should be inspected first.

Image inspection is a function provided by the Database Enroliment tool, too. After a database
enroliment has been run, one should query for images to be inspected by pressing the [Inspect]
button.

1. Be aware that there is no automatic mechanism which cleans up this table from time to time. Especially if
used togehter with automatic (scheduled) Database Enrollments this table can be very big and needs
cleanup from time to time.
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Once the query triggered by that button is finished, face images are displayed. When eye
positions are

already available, they will be marked by red spots, otherwise you can enter them by clicking at
the

locations where they should be positioned. Existing eye positions can be moved by dragging
them with

the mouse.

Where to put eye annotations

It is important to annotate the eyes (see Eye Positions)correctly, as even minor shifts of eye
positions can

lower the biometric performance.

If you feel satisfied with image quality and eye positions press the [Apply] button to store the
changes

in the database. If you want to move to the next image without changing something, press the
[Next]

button.

Implications of annotation changes

Storing annotation changes will have two implications:

- Eye confidence values will be set to maximum value. This implies that these images will not be
proposed for inspection again

- The generation date of the Primary Facial Data (PFD) the processed image eye positions are
part of will

be updated. This will cause the corresponding Secondary Facial Data to be recreated when
Database

Enrollment is rerun.

From the second implication you can see, that in order to make annotation changes effective for
the

biometric operation the Database Enrollment has to be restarted after each inspection session.

7.3.3.2. B G ek

After enrollment usually some of the enrollment Cases are processed with errors. If storing
processing

information was enabled the table EnrollmentResults allows for inspection of what was wrong in
that

cases.

Eppl)
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To get statistics according to the different error conditions for a database enroliment run (JOBID)
the

following database queries could be used:

SELECT COUNT(*) FROM EnrolimentResults

WHERE

JobID = [JobID] AND ImageEvaluation = [Reason];

For [Reason] set

IS NULL to count” No image available’

1 to count’ Image not readable’ (e.g. broken JPEG)

2to count’ Eyes not found’

3 tocount’” Quality too low’

4 to count’ Not accepted ( too close to the border)’

For [JOBID] use the id of the last enroliment run. ( Be aware that

more than one job could be stored in the EnrolimentResult table.)
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Batch processing

To use the Database Enrollment tool to inspect images belong to given error conditions change
the

default query for DbEnroliment.Querylmages to

SELECT RecordID, CaselD, Img, ImgRef, EyeLX, EyelLY, EyeRX, EyeRY,
EyeConfidence FROM Images

WHERE RecordID IN

( SELECT ImageRecordID from EnrollmentResults

WHERE ImageEvaluation = [Reason] AND JobID = [JobID]);

7.4. #LEFA

7.4.1. %8

FaceVACS-DBScan Sz ABHBRERY SECERAR A - DIEHEEZDIBREE - IRIBARIRUHL R
AT BAF AR LU SR G R i - AELEHA
FaceVACS-DBScan offers support for identification runs using the database as input. As practice
shows
there is a need for alowing different kinds of identification jobs, called identification facilites. Here
we will explain the 3 different pre-configured types called ‘ldentifiaction’ , ‘Crossldentification’
and

‘Matesldentification” which will be explained further.

Identification’ : general purpose facility to allow for customer defined probelD collecting

queries.By
default this facility uses the highest processing priority (0).

" Crossldentification’ : pre-configured facility to do a cross identification: this means all gallery
cases
are matched against the whole gallery. This facility is usefull for doing biometric performance
measurements.
By default this facility uses a lower processing priority (1).

’ Matesldentification’ : pre-configured facility to match all gallery cases against a subgallery
containing
the cases with the same PID as the PID of the Probe. This facility is usefull for doing biometric
performance measurements.By default this facility uses a lower processing priority (1).
The batch database identification can be started via: Start —! FaceVACS-DBScan 4.1.3 —!
Database
(Cross|Mates)ldentification .
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7.4.2. iCE

The ‘ldentification’ facility will be used as example to describe the properties which are
common to all

kinds of identification facilities.

Each of the facilities uses at least 2 tables: one for collecting the CaselD’ s of the cases to be
processed

(IdentificationProbes), and another one for the identification results (IdentificationResults). 2

The special meaning of the Rank values in the Rank column can be found in the following table:
Database Identification Evaluation Codes

>=1 The rank in the match list

0 Probe Ok, no matches found

-1 No eyes found in probe

-2 Sample quality too low

-3 Unspecified error

Configuring database query defining probes to be identified

To arrange for database identification you have to customize the SQL queries describing the set
of

probes to be identified. The configurable parameters for each of the identification facilities can be
found

at Fvd. DbldentificationFacilities. <FacilityName>.

On starting and finishing identification the facilities allows for a configurable SQL-Statement
allowing

to prepare or tidy up the processing data. The default for Cross and Mates identification is just
cleaning

up the entries in the CrossldentificationCases table. This queries are configured using
Prepareldentification

and Finishldentification.

2. Because Cross and Mates Identification are mostly jobs with a very long processing duration this Facilities
uses

a third table (CrossldentificationProcessed, MatesldentificationProcessed) collecting the processed cases to
allow

for continue a stopped process without doing the already processed cases again.
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After preparation the CollectProbes query is launched to collect the probe set to be identified
and store

them into IdentificationProbes. The probe set to be identified is described by a database query
returning

the columns ProbelDs (STRING), FIR (BLOB), Img (BLOB) and ImgRef( STRING, relative
filename via

Externallmages or absolute file name) in each record. FIR, Img and Img are optional - only one of
them

needs to contain a value different from NULL. If more than on value is set the FIR wins before
Img and

Img wins before ImgRef.

After collecting the probe set the QueryProbes query is executed and the identification is
processed for

each entry of the result set of that query.

There is another configuration key QueryNumberOfProbes which indicates the expected
number of

images to be identified. This is used merely for purpose of progress estimates and display in the
controlling

dialog.

Example: Suppose you have a table ° Probes’ containing the probe images in column’ Image’
and their
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ID in column’” ProbelD’ . Then the SQL queries to be configured were:

SELECT ProbelD, FIR, Img, ImgRef from Probes;

SELECT COUNT(*) from Probes;

If needed the reporting of processed probes can be done using SQL query
ReportProbeProcessed.

Argument is the ProbelD of the processed probe. On Crossldentification and Matesldentification
this

query inserts the ProbelD into the facilities Processed table to allow for continuing a stopped run.
Other configuration settings

Like single identifications, database identifications are affected by settings like

- Maximum match list size and match list threshold

- Global identification threshold which defines the outcome of the identification (" Identified” or
not)

- Priority is the processing priority of this facility in the Identification Pipeline. 0 is the highest
priority.

Higher priority identifications are processed first.

- Externallmages is used for finding images via relative or absolute file names (ImgRef column)
- ldentificationType describes the gallery used for the identification. Possible values are

- OneToAll ... uses the whole runtime gallery

- OneToFew ... use a SQL query to get a list of CaselD defining the subset of the gallery to be
used

for a given probe.

- BinSubset ... use a SQL query to get the BinSubset defining the subset of the gallery to be
used for

a given probe.

These are configured in Section 4.2.3.

7.4.3. XA AR R
ACHE e FU SRR ARG R ] R £ B B 28 A FREEaR - LU HYSQLAE R 2 F & A —1t
Aot > FERZANER] A A SR -

SELECT

ProbelD, C0.PID as ProbePID, GallerylD, C1.PID as GalleryPID, score, rank
FROM

CrossldentificationResults, Cases C0, Cases C1

WHERE

ProbelD = C0.CaselD AND GallerylD = C1.CaselD AND CO0.PID <> C1.PID AND
score > 0.8

LUFHISQLEE A2 R IE— il > fERZ 2R — AR H -
SELECT

ProbelD, GallerylD, PID, score, rank

FROM

MatesldentificationResults, Cases

WHERE

ProbelD = CaselD AND score < 0.3;

3. The ProbelD’ s has to be unique within the probe set to avoid confusion since the matches are labelled
by this
ID.

79



B\E. fHHEER

8.1. fi1n
B EER DBScan HyZeSEE Ra ERET TEIAROMTY - DAECRRA S — 8 ERBrRErR - Bl
AR ORE RS - BCA IR AR AT E R M (D > DIRE -

WHET = - DBScan 1288 & VUE A1 ¢ e - BIBENE - ERASTRE > DAKEIA -
H B R - BIa0SQL RS e tRim DL e E A5 IR AR S et m -

— A DBScanf 42 H #k A DL N aUsS#E

<LHEHTE>

|

+-- bin

| +-- binaries

|+ ...

| +-- watchd.cfg - a FaceVACS-DBScan 3% &
+-- doc

+-- etc

| +-- *.cfg - FaceVACS-DBScanz% Efs

| +-- *.db - FaceVACS-DBScanz% & 1%

| +-- *.dsn — FaceVACS #5554 T

| +-- cara, cmp, ojo, portrait

| +-- templates &4

+-- var

+-- fvdb.mdb - FaceVACS Database MSJET file
+-- fvlog.mdb - FaceVACS Log Database MSJET file

RECERE R

FaceVACS-DBScan [-HkE% R facevacs.cfg (i Ze4ef Py etc Hgk. HAMAIRE —HET » %
fil2L*.cfg, *.db, *.dsn BFRNVHERFIBEE » DURAEZLEEAE Nivbin Bk Fiywatchd.cfg thFFZE 7 -

TR R TE AW RCE SRS » DU FIODBC AR » Fk Ll FIRCEAEaE T -
RBEREA AR

AFSEHIDBScanilli NS AR AT HIMSJE TR S 58 - 2 A KM — Ry SQLAR &
i > 2 BE RS T WEE AR AT - AT BIRECRE S - TR

-

IS DBScan 25 A BN ERFEHIMSJETH#IE S |38 » FHRLA T A BRET TR0 ¢

- HEHECEfREES - 25 FaceVACS-DBScan Ji#5 ( 5F RLTEA[2.5 ) 5 FH A R E B T 2 IR
- fevarHEE T #RTA . mdofE {7

. HF% FaceVACS-DBScan [

RIS TR R AR
FaceVACS-DBScan/f fIghf Ti& ke fiA Al LAFET B T 0 T 22 Setup.exe 327 (HES T EIAIRFH] -
AR EE(EDBScanty e3¢ H ik B H N AR » (HEBS LR I —Eifml » FREUREHEA AR -
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8.2. BIR
R ECERE R BRI RS BT T -

- H{= FaceVACS-DBScan fli#5 ( #F RLEE12.5 ) 6 FH#2Ehl& PR 2 T HL s
- BECERE 8 H R RS

- AERE BRI NE

- H/% FaceVACS-DBScan %

8.3. HE SRR

FaceVACS-DBScan HJ&fftacat » Attt il 2 oo - BlanCluster Controller
Computing node Z&53 B ZEEAE L Hi%AR I -

LB BRI AR A R ERARA R - FERZ L BB 5 > B o B e A T R A M (0 -
FFERI T ~ #ALURGERSS -

{E# Cross Cluster Controller Replication " PSREEEHEHISSEURFEAL | IEHEHIECE » BB A
TRHHE B B S PR RISRtE T R MR T AR TR GE AR, Y
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BIE. B

RS MENRE A S > W FaceVACS - DBScan [HREEEN ] 38 Ky 2 EREET T BN
[FIFER AR o BT DL TREFHET TR - DANE R R R R A e R o

FaceVACS-DBScaniF-#

1. SCiEEEI9ARTL - BEIR RS « e AN EMER IR E - B2 E—{ERRAER
P R g s e R s 5 1l -

2. fER—HHEEE MRy T SRR
a.  TEMREN DLEET AR TSR
b. SEEHTRAR TECIE IR | LESIBIE TR A T REEREA | o AER EE2.4
c. JEEETRANY T EEEEIRY FEREE2.5

3. #{THTRADBScanNiy Database Enrollmentfit K&k A T H » IKERA A DT RARY B
AT > AEBCHTRIANEIFIR > IR ERATRERS BRI R SER > T PEAME -

PR T BRI DI TR AR - JofE S —Hies R4S AR DBScan HUETREENELETE - Wik
FEEIRA - MR ERTAAR " BEEEIERIER . [ EEIERERA - i
ClusterController.ComputationNodes FElESHE - i AGTEENERYIPHIIE - RIBEEART -

4. FatHEETRT )
a. {ERARIGIEETRES L o 28R AR DBScan (5 HATEGEE » (it LI /A
BRI RRARIEEAL -
b. B[ ARRADBScan {E MEETEIIRY - FER EZE2.5
c. EEIHTH/RDBScan KT E AR RS

5. EHTACESTHRARY T REERIESIET
a. H{EFEARADBScan MR @ FERE=Hi2.5
b. FEENE RS g - $kHClusterController.ComputationNodes & # - fif A TEETEAYIPHHE
c. ANREEIRES

6. Configure the client applications of the new version to use the new Cluster Controller.
This can be
done via Configuration Editor adapting the configuration item CognitecFrontends.
ClusterControllers.

ConnectionAlternatives
HRIDGEEAL RS AR 0 T ERLS TR ETR AR o SRR ¢
9.1. R

FEXEE R R B EIE ERTE B HTHRRAS - S E LAY =8 -

o SR EERE - LEGIIMS Jets SERE] - FTAEMG © mdbhiE SE 5 (i E sk
+ 2450 “.mdb{iz A var\F-H k!

Installdir

+-- var
+-- fvdb.mdb ... FaceVACS Database MSJET file

1. ASRFIRYE % - AlHGEE 4

+-- fvlog.mdb ... FaceVACS Log Database MSJET file

WIS R A R DBscanif SRS BT AR RS » 7T 58 i B gt R 2Rk ARy . mdb B 2Bk A H ERY
VAR\E S/ - Wit IR R & -
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 BUEIREAR - DUEERT IR ESK -
FELHEH ST etc/database/msjet, etc/database/mssql [ etc/database/oracle &7H$i5EZUEA: FAIBIA -
DIESIE - 2R —F SR E 2R MS Jet, MS SQL Server J; Oracle FRFFRIEDN - (Bt AT FHRVEHR B LIRS
il =AE - BT DA B E B2 E A D RIEUUETT - SUTRIAREIREFEREY SRR EDK -
WIS EBARE AN ZHLAIRINT > BT RalrE B AN g S E UL SRS DL BdR A R R -

» EH/EFIR’s.

WIERFThR AR IDBScanE#H AR E B - RIIFE LR RARRI NSRBI FIRRAAG FH#k - BIE#TiRARRY
DBScanpy » BT THRERA L FEREET7.3) - THIRERA L REEHBILRFEAEHIFIRMA - AIRA
FIRMAFRIVTRE - I BB B E T =R TRIgEBbhE -

9.2. FaceVACS-DBScan iz Z258&

RO R U A BORERS  TARDBScant% I LUt R R A DBS can#i {45 o

SEET ¢ Pifs-'FaceVACS-DBScan-!Uninstall.

HER: REEEFREUEER - REAEERFHEN AP ERR#T
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1. B FaceVACS-DBScan &

B =B er/4HFaceVACS-DBScanfiy#4 & 728 - FaceVACS-DBScan 5 —&=# 519 T H K Bass:
1 » FaceVACS-DBScan Integrators’  Kit (f&ffvisdk) » S5&—2&C++ MAPIEEL « 8 T HEMT
HEEARIER SRS - A S T B BilFaceVACS-DBScan ¢ » 552 %0 HHy” Sample
Integration

Scenario” < FEAHRYERER RN 225 3" Reference” -

10.1. —¢ 5

—fiAkFiFaceVACS-DBScant R G2t 5 T BABRAYIE REEI M BHF R CIHIIER] - DUTHZATEr
I BRI RS T - RER R R B S A - FaceVACS-DBScan HFREARIA
Ry (E S IDER - s - P E & P HRVEIENR -

FrbAs & TR T R 2 BRI DRE » LT
o IIVEERREM:
o IIVEEERMHFY RAEER

HitrZ e R oEAAaR -

10.2. BEA Ko Bk

10.2.1. HiEG 8k
TEHER I # & T BL(fvisdk) i) & $kaE B g5 (enroliment processor) » {8 ] DA 52 5 BAR &8 - &
R PR S A P B S SRR E R

10.2.2. HLEB
IR EFS
AR IR E B A Ao B & Face VACS#d5 i Cases fzImages sk -

BRI G 22 i Casel DAYAH Fr ik - LR [RIE SRS R R ol R 558 -

BUTHL A Z A

o T B ARt T ThaE a5 &8 F ViIsdk::Enroliment::startDbEnroliment - startDbEnrolimentZ
FUD BRI > RFEEFFVIsdk::Enrollment::waitForDbEnrolimentse ZEFr L & B %52 K
fvisdk/enroll.h: FVisdk::Enrollment::waitForSynczk FEpiifR & -
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Standard view after normalization
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Glossary

CaselD

A unique identifier for a biometric record; uniquely identifies a biometric entity.

PID

A unique identifier refering a real person.

Primary Facial Data (PFD)

As primary facial data we denote a set of faces along with annotations of the eye positions and a
CaselID which represents the identity of an biometric identity.

Secondary Facial Data

The Primary Facial Data (PFD) is sufficent to do biometric operations as verifications and
identifications.However to improve speed some processing of the faces is done. The result is called
Facialldentification Record (FIR) and represents now the biometric identity of the CaselD attached to
it.The Facial Identification Record (FIR) and CaselD represent the secondary facial data.

Signature

Signing and signature verification is done by using public/private key encryption techniques.
Asignature is build by using an private key and the data to sign. To check if the data was altered by an
unauthorized person, an signature is build from the data and compared with the stored signature using
the public key. If they mismatch then the data was changed.

Person Properties

Additional data of arbitrary sql type related to a person

TransactionlD

A network wide unique identifier for FaceVACS-DBScan transactions like Enrollments, Verifications,
Identifications, Administrative Transactions. Used as primary key in the FaceVACS Log
Database tables;

Entity

A distinguishable object.

Property

An attribute of an entity.

Relationship

A Relationship is an entity that describes a relation between two other entities.

Primary Key

A Primary key of an entity is the unique identifier that denominates that entity.

Foreign Key

A Foreign key in a table is the reference to the primary key in another table.

Sample

97



An image of a person, authorized by an authentication authority, optionally combined with additional
data like annotations (eye positions).

Facial Identification Record (FIR)

A FIR is a set of biometric information about a persons face characteristics in a format specific to the
comparison algorithm used. Each algorithm provides a function returning a measure for how similar 2
FIR’s are. Updates of the algorithm will require recreation of FIR’s.

False Acceptance Rate (FAR)

Statistical measure for the acceptance failure rate of a biometric system. It is computed by comparing

in a controlled performance evaluation experiment a number of probe images (whose identity is known)
against a gallery. The FAR (at a given threshold) is then the proportion of false acceptances, i.e. of
comparisons between images with different identities whose similarities were above the threshold.

False Rejection Rate (FRR)

Statistical measure for the rejection failure rate of a biometric system. It is computed by comparing in a
controlled performance evaluation experiment a number of probe images (whose identity is known)
against a gallery. The FRR (at a given threshold) is then the proportion of false rejections, i.e. of
comparisons between images with equal identity whose similarities were below the threshold.

Enroliment

is the process that introduces a new biometric identity to the system. The result is a trusted biometric
identity in form of Primary Facial Data (PFD) and Secondary Facial Data. It doesn’t matter how the
annotation is done: Either the eye position is found by the system and a committed by a human
authorization authority or that authorization authority manually annotates the eye positions. The
system always takes enrolled biometric identities as trusted and only operates on/against trusted
biometric identities.

Verification

Main biometric use case, where a Sample is compared to the enrollment of a specific case. Only if the
Score achieved is above the Threshold, the Sample is believed to belong to this case and verification is
regarded successful.

Identification

Main biometric use case, where a Sample is compared to all enrollments of the system. The result of a
identification is an ordered list of matches (Match List) and a decision, whether the identification was
successful or not. An identification is regarded successful, if the highest score value achieved was
above the system Threshold.

Score
A floating point value computed in the result of comparing two samples or a Sample with Secondary
Facial Data. The value ranges from O to 1 and represents the "score’ of the faces.

Threshold

A special Score value defining the identity discrimination border. Biometric transactions yielding
similarities above the threshold are considered to have been successful. The global threshold of a
biometric system influences False Acceptance Rate (FAR) and False Rejection Rate (FRR), which are
measures for security and usability, respectively. It depends on the main use case of the biometric
application, which value of the threshold constitutes the optimal compromise between these opposites.

Trusted Facial Identity
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is in general any facial information set that is sufficient to identify a human being. The facial identity is

taken as trusted if and only if an authorization authority has given the "trusted" approval. The

authorization authority can only be a human being. The trusted label can never be given by the system,

it always requires human responsibility and professionalism. However, the system can still and does
propose a trust grade and supports the authorization authority.

Identification Match
A CaselD along with the score value the identification image achieved against the enrollment of this
CaselD.

Match List

A list of Identification Matches ordered by their score values in descending order. In interactive
identification, the CaselD’s, the similarities and the reference images are displayed in the Graphical
User Interface. In database identifications, CaselD’s and similarities are stored into a database table.
Size of the list is controlled by parameters Match List Size and Match List Threshold

Match List Size

Configurable maximum number of items to be returned in the Match List.

Match List Threshold
Configurable minimum threshold for inclusion of matches into the Match List. Onlymatches whose
score is above this threshold will be included with the match list.

Eye Positions

The eye positions describes a location in a image where eyes within a face are located. The correct
annotating positions of the eyes are not the pupils, but the midpoints of the lines connecting the eye
corners.

Gallery and Probe

Generic biometric terms designating the sets of "known" and "unknown" biometric data sets involved
in a sequence of comparisons. In terms of Verification or Identification transactions, the "probe" is the
image presented to be verified or identified, respectively, while the "gallery" is the enrollment data of
the cases the transaction is performed against.

Gallery ltem

is a specific element of the gallery. Usually it represents the enrollment data belonging to a case.

Schedule Configuration

Schedules are defined by description strings. This can be

* Strings containing 5 scheduling positions

* Shortcuts for particular or frequently used schedules

Defining Schedules by 5-position strings

Schedules can be defined by strings containing 5 positions separated by spaces, which represent
minute [0-59], hour [0-23], day of month [1-31], month [1-12], day of week [1-7 or names: Mon Tue
Wed Thu Fri Sat Sun], respectively. The settings apply to the local time of the system were the
Schedule is processed.Each position can contain a list of schedule items separated by commas. A
schedule item is either a simple value or a range of values with an optional step. The syntax for
defining a range of values is lower-higher/step

Examples:

0 * * * * Every full hour
0,30 * * * * Every 30 minutes
0-59 * * * * Every minute
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0-59/5 * * * * Every 5 minutes

The overall schedule will be computed as a logical AND of the single conditions, with one exception:
If both values for day of week and day ofmonth are configured, the resulting schedule will contain
both dates.

Examples:

0 12 * * * Everyday 12:00

0 0 * * 7 Sunday midnight only

0 0 * 12 7 Sunday midnight in December only

0 0 15 5-9 7 From May to September midnight on Sundays and on the 15th

Shortcuts for particular or frequently used schedules

Instead of specifying strings as described above, these shortcuts are available:

@start Only once upon process startup

@hourly Begin of each hour

@daily Begin of each day (00:00)

Qweekly Begin of each week

@monthly: Begin of each month

@yearly: Begin of each year (1lst January 00:00)

Empty string: job will never be started

Note: Specifying an empty string can be used for temporarily disabling a job schedule. This might
be preferrable to deleting the job, which has the same result, but will cause all job settings to be
lost.

The syntax above has originally been defined in IEEE Std1003.2-1992 (AKA POSIX2) in the context

of UNIX cron utility.

Data Input Fields

Define the type of the graphic user interface control to be used for data input. These types are available:

+  FV::App::DbInput_::StringInputField: Plain text input line
For this control type, the minimum and maximum length of the input string can be customized
with the MinimumLength and MaximumLength settings.

«  FV::App::DbInput_::DateInputField Widget to enter dates
For this control type, the Format setting defines whether Day or Month input fields are displayed
leftmost in the control.

+  FV::App::DbInput_::EnumInputField Widget to select out of enumerations
For this control type, the Values subnode allows for defining the set of enumeration values to
choose of. To define a set of values, add a (symbolic) entry for each of them and customize the
values entered. For example, to let the user choose an input value out of (2,4,8) you might add
symbolic value names *V2’, ’V4’, V8’ and assign to them the values ’2’, ’4’, °8’, respectively.

Configurable Image Formats

Images can be stored in the database in either jpeg or png format. While png format is lossless,
Jjpeg format is not and original images cannot be fully restored. On the other hand, jpeg images
require much fewer space in the database, and as long as the compression quality (see below) is

not below 80, there is no measurable degradation of biometric performance.

Within the configuration view, these formats are represented by the image storage types
FV::App::Jpeg

and

FV::App::Png.

These in turn have the configurable properties FV::App::Jpeg.Quality and
FV::App::Png.CompressionLevel, respectively.

The jpeg quality level is defined by the Independent Jpeg Group (IJG). Its range is from O to 100.
While it is safe to configure a value lower than 80 for images which are stored for mere documentation
purpose, images to be reused for biometric purposes should be stored at a quality of at least

The png compression level is from 0 to 9. It controls the compromise between speed of compression
and compressed image size, whereby higher values represent stronger, but slower compression.
Since png is lossless, the compression rate achievable is limited.

Software Component
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’Software Component’ names the installable components of a FaceVACS-DBScan installation.
Software components available for FaceVACS-DBScan are ’Cluster Controller’,”Computing
Node’, ’Cognitec Front End’ and ’Integrators Kit’. They differ by their role within a distributed
identification system.

Cluster Controllers start and supervise distributed transactions (enrollments or identifications)
and collect their results. Computing Nodes do the actual processing of subtasks they have been
assigned to by the Cluster Controller. Increasing the number of machines with Computing Node
software improves performance and resilience of the system.

Cognitec Front Ends are GUI programs implementing basic biometric workflows like enrollment
and identification. The Integrators Kit is a C++ API designed to support integration of
FaceVACSDBScan.

For basic operation, at least one Cluster Controller and one Computing Node are required. The
installation procedure allows for a combined installation of both of them on one machine.
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Appendix A. End User License Agreement

License Notice

Cognitec Systems GmbH will grant you a license for the software contained in

this package only under the condition that there is a signed license
agreement (as provided by Cognitec Systems GmbH) in place for this
software in which the serial number of the software is expressly mentioned.
Please make sure that the license agreement is available and signed and that

you act according to this agreement.

Using the software requires the entry of a license key specific for the
hardware used. If there is no valid license agreement in place, Cognitec
Systems shall not grant you the license for this software. In this case,

please return the whole package (software and other contents) to Cognitec
Systems. Receipt of a license key from Cognitec Systems GmbH and/or use
thereof is a representation and warranty on the part of the licensee that it

is in compliance with the terms and conditions of the license agreement with

Cognitec Systems GmbH.

Cognitec Systems GmbH
Dresden, May, 2006
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