

















































































































































































































































































































































































































In some situations when starting a session VTAM will take a default if the MODE name is incorrect or not
present. This is not true for LU 6.2. It is a requirement for LU 6.2 support that the secondary LU MUST
have a MODE name specification identical with that placed in the BIND by the PLU.

Note: The MODE name in LU 6.2 is carried in the user field of the BIND and is not translated by an SNI
gateway.

Network Management

For T2.1 nodes connected individually to the subarea network backbone network management by NetView
is essentially unchanged. As described below, session awareness was changed to provide for the new case of
a session where both communicating L Us reside in the network and neither is in a VTAM application.

In the case of interconnected subarea networks (‘“‘casual connection”) each network must be managed sepa-
rately and independently from each other. NetView-to-NetView sessions through the T2.1 node gateway are
not possible. Neither are VTAM-t0-VTAM sessions. There is no PU-to-SSCP session possible from the
T2.1 node gateway interface to either controlling SSCP. This is exactly what is needed in the casual connect
situation. The T2.1 node connection is not intended to replace the normal cross domain function of SNA
nor to perform the SNI role.

Network management for APPN networks connected to the subarea network is discussed in Management of
AS/400 in SNA Subarea Networks Using NetView Products.

Session Awareness
Before the T2.1 node support, all sessions in an SNA subarea network terminated at one end in a host
processor. This meant that network management tools that needed to refer to a session could trap the infor-
mation as it passed through a host. As the session no longer needs to pass through a host the older
methods of trapping session information can no longer be used.
During session setup VTAM is notified about the session twice:

1. When the BIND arrives in the BF. (VTAM then needs to assist in session setup.)

2. When the positive response to the BIND is sent from the BF to the T2.1 node.
VTAM traps the BIND information at these points and passes it to the NetView Session Monitor as part of
the the session awareness information.

The information passed to NetView Session Monitor is:

1. The BIND image sent by VTAM to the BF (PLU) when the BF (PLU) is establishing a session for a
T2.1 node PLU. This is at the time that VTAM finishes its BIND processing and returns the BIND to
the BF to be forwarded through the network.

2. The BIND image received by the BF (PLU) if one is received in a negotiable BIND response.
3. The BIND image received from the BF when the session is requested if session setup failure occurs.

Items 1 and 3 are sent to NetView when requested at the start of session awareness processing.

53 In an NCP-based network session data does not need to transit a host at all and using the VTAM BF support the
data does not transit the VIAM to application program interface
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Security

Most of the usual techniques used to secure SNA networks apply unchanged to T2.1 nodes. Dependent LU
operation is unaffected by the node type in which the LU resides. However, because of the absence of an
LU-SSCP session, Independent LUs are somewhat different.

Independent LUs differ in their use of some encryption techniques and in the application of some access
control techniques.

Encryption
There is no VTAM session cryptography key generation for sessions initiated by independent L.Us acting as
PLUs. These LUs must use other methods of cryptography key generation.

Access Control

In the past, the only*® primary LUs in a network have been host-based (VI AM-controlled) LUs.
Dependent LUs are secondary LUs and make access requests which are processed by VITAM before being
presented to the application as a LOGON request in the LOGON exit.

When a LOGON request is presented to an application, that application has the opportunity to interact with
the requesting LU to check if the user is entitled to have access to this application. Most applications
require passwords before access is allowed for example.

In addition to the above password protection afforded when a remote LU is logged on to an application,
many users apply other forms of access control. These access controls may use products such as
NetView/Access and/or SAMON to present an application menu to the user and to prevent the user gaining
access to (or even knowing about) applications for which that user is not authorised.

Access control applications typically operate by naming the security application as a “controlling
application” for a particular SLU by specifying LOGAPPL= in the LU definition. Of itself, this specifica-
tion will not usually be sufficient to prevent a user “breaking out” and entering a VTAM LOGON
command. However, this latter event is easily prevented by specifying an interpret table or an interpret exit
routine which is given control whenever the named LU attempts a LOGON and is able to force that LU
back to its controlling application.

The above techniques still apply without change to dependent LUs situated within a T2.1 node. However,
they cannot operate in the way described for an independent LU for several reasons.

1. Independent LUs may be primary LUs and, instead of requesting a session with another LU, they are
able to send BIND.

2. Independent L.Us may have a controlling application specified by LOGAPPL = but they can have mul-
tiple sessions and the controlling application need not know (cannot easily find out) about other ses-
sions.

VTAM processing of LOGAPPL= for independent SLUs is slightly different from that for PLUs as
discussed in “Automatic Logon” on page 104.

3. The LU is “independent.” There is no direct SSCP control and no SSCP-to-LU session.

Note: The VTAM Logon Manager discussed in “Example of 3270 Logon to a Type 2.1 Node (TPF)” on
page 76 allows access requests and gives access control for dependent SLUs requesting LOGON to
an independent PLU and is therefore not what is being discussed here.

54 The trivial exception of PLUs residing within the NCP “applications” NRF, XI and NSI is irrelevant here and may
be ignored.
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Access control of the type discussed above is not wholly relevant for independent PLUs since they are
usually LU 6.2 and their sessions are “pipes” which many user transactions (conversations) may re-use at
will. LU 6.2 has its own access security and control for end users.

However, it remains that an independent LU within an T2.1 node may send a BIND without surveillance by
any controlling application. The following points should be considered:

1. When a BIND is received at an SLU, the PLU name (with network qualifier) is available and the SLU
may refuse the BIND if the name is unacceptable.

2. The SLU may (as may any LU) enforce a security protocol on its session partner to determine the iden-
tity and authorisation of the user before allowing meaningful transaction processing to begin.

3. If the PLU is in one domain and the SLU is in another, the VTAM session management exit is driven
and could be used by user coding to check for access authorisation.

4. Only LUs defined as present in this T2.1 node may send BINDs into the network. This is a useful first
level of security for network to network (either subarea to subarea or subarea to APPN) connections. If
a BIND arrives from an unknown LU then VTAM will refuse it immediately. Therefore on a casual
connection, only LUs defined to VTAM as being present in this particular T2.1 node may participate in
sessions in the subarea network.

This characteristic was deliberately introduced for security. In the initial design, the BF was able to
accept BINDs from any LU name and VTAM (in conjunction with the BF) would dynamically define
it). It was thought that while this allowed ease of definition it also was too great a security risk.

5. I the session setup is in the same domain (controlled by the same VTAM) there is no available VTAM
exit but a NetView technique is available which can accomplish the same thing.

A NetView Technique for Access Control. As stated above, when a session is started between two T2.1
nodes in the same VITAM domain, there is no exit available to check whether this LU has the right to start a
session with the other. Most users will be satisfied to rely on standard logon procedures for this kind of
security but some wish to have an additional level of security.: NetView can receive Session Awareness
(SAW) data from VT AM whenever a session of this kind is started. The technique is simply to examine this
SAW data to ensure that the session is authorised. If the session is not allowed then NetView can issue an
appropriate VTAM operator command to terminate the session or (perhaps) deactivate the LU involved.

User Log Exit
SAW buffer —

»
»

Optional user task
to NetView Operator Task

Q buff

Discard buffer
(or 1og) T

' When NetView is started, definitions must be present to indicate that SAW data is required for all the LUs
within the T2.1 node for which this form of access security is required.

The procedure is as follows:
1. When any of the named LUs starts (or ends) a session a SAW record is sent by VTAM to NetView.

2. NetView may then present the information to SMF to be recorded on the system SMF file or pass it to
a user log exit routine.

3. In this case NetView will pass the SAW record to the user log exit routine.
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It is difficult, in this routine, to access an external data base so the user log exit routine queues the data
to a NetView “optional user task” or “operator task” using a user-defined message ID. Perhaps, in
addition to refusing the session, the data could be sent to the operator console or to a security log file.

. Either the optional user task or the operator task can be used to examine the origin and destination LU
names perhaps with reference to an external data base. If the session is not authorised, the task can then

take appropriate action to terminate the session.
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Chapter 8. VTAM V3.3 Installation Planning

This chapter relates to the detailed specifications necessary to define T2.1 node support to VM VTAM V3
R3 for the IBM ES/9370 system. It is included to aid understanding of the functions but should not be
considered a substitute for the official VTAM reference publications.

The functions introduced in VTAM V3 R3 (with the exception of the casual connect function) were intro-
duced to MVS systems for VTAM V3 R2 and NCP V4 R3 and NCP V5 R2. Installation planning for the
case of NCP operation is described in VTAM V3 R2 and NCP V4 R3 Planning Guide for New Functions.

In the following descriptions, all functions and operands that were introduced to VTAM for the purpose of
supporting L.E.N. functions are discussed. Many of these operands were introduced in VTAM V3 R2 but
are included here in order to facilitate understanding.

T2.1 nodes do not require any system generation process but are defined normally as T2.0 nodes. The main
reasons for differences in VTAM definitions between T2.1 nodes and T2.0 nodes are the XID3 exchange and
the presence of independent LUs within the T2.1 node.

VTAM Start Parameters

L.E.N. requires that all SSCPs supporting an attached Type 2.1 Node node have a NETID and SSCP
Name. Prior to VTAM V3 R2, it only required that associated start parameter for gateway SSCPs. A new
start parameter (GWSSCP) is defined so that NETID and SSCP Name may be specified for SSCPs that are
not gateway SSCPs. The new and changed parameters are as follows.

NETID = ceeceece This is an existing start parameter which specifies the symbolic NETID of the
network containing the SSCP. This was previously optional, and defaulted to a
blank NETID. It is now a required start parameter.

XNETALS=YES XNETALS=YES indicates that this VTAM permits L.Us which reside within an
adjacent network to establish sessions through the use of the boundary function.

This operand enables the non-native network connection feature described in “Non-
Native Network Connection (NNNC)” on page 103.

SSCPNAME = ccceecee This is an existing start parameter which specifies the symbolic name of SSCP. Pre-
viously, it was specified only if the SSCP was a gateway SSCP, and it was required
then. It is now a required start parameter.

GWSSCP = YES|NO GWSSCP=YES is the default; it indicates that the SSCP is a gateway SSCP.
GWSSCP=NO indicates that the SSCP is not a gateway SSCP, even though
NETID is specified.

Note: The parameter is valid for all supported operating systems except VSE.
VSE/VTAM is not gateway-capable.

procname This is the procedure name for the command and is unchanged for this release.

poolname = (baseno,bufsize slowpt,F,xpannoxpanpt) describes a buffer pool for new VTAM control blocks
used with this release.

Coding for these parameters is described in VTAM [nstallation and Resource Defi-
nition.
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VTAM Resource Definitions

VTAM dynamically determines whether a PU is PU T2.0 or Type 2.1 Node during activation of the PU.
When coding the PU statement for a PU T2.0 or a Type 2.1 Node, specify PUTYPE =2, as at present.

A new parameter, XID, is added to the PU statement. If XID=YES (the default is XID= NQO) an XID
exchange is used during activation of the PU to determine whether it is PU T2.0 or Type 2.1 Node. Most
IBM PU T2.0s tolerate the protocol initiated by XID=YES and this should be used for all new definitions
to facilitate change in the future. If there are any non-switched PU T2.0 nodes which do not tolerate an
XID exchange, they must be coded for as XID=NO. When XID=NO is coded, VTAM assumes the node
is PU T2.0.

Note: The only IBM Type 2.0 devices that cannot accept an XID are the: 3271-11, 3271-12, 3275-11,
3275-12, 3614, 3624, 3710 and 3791. These are the only IBM devices for which the coding of
XID=NO is mandatory.

The VTAM Data Link Control supports receipt of full-length XID (up to 256 bytes) from communication
adapter-attached peripheral nodes. Previous releases of VTAM did not allow an XID greater than 60 bytes,
which would prevent attachment of switched Type 2.1 Node nodes to the VTAM boundary function.

Independent LUs are defined by coding LOCADDR =0 on the LU statement. LOCADDR 1is an existing
required parameter for LU statements.

Note: There can be as many LUs defined with LOCADDR =0 as there are independent LUs to be accessed
through this interface. LOCADDR =0 simply means that the definition of the local address is
dynamic. Definition of multiple LU names with the same (0) local address does not cause a conflict.

Dependent LUs continue to be defined by coding LOCADDR with a non-zero value.

PU Statements for Switched SNA Devices

CPNAME = cceecccce CPNAME is a new parameter. It specifies the CP name of an L.E.N. level Type 2.1
Node node. Either CPNAME or IDBLK and IDNUM must be specified on a
switched PU definition statement. (Both may be specified.)

A switched L.E.N. level Type 2.1 Node node provides its CP name to VTAM in the
XID exchange during the connection sequence. If a CP name is provided by a Type
2.1 Node node, VTAM uses it to locate the corresponding switched PU statement. If a
CP name is not provided by the Type 2.1 Node node, or if there is no PU statement
with the corresponding CP name, VT AM uses existing logic to locate the PU statement
with IDBLK and IDNUM.

NETID =xxxxxxxx If NETID is specified on the PU definition, VTAM will assure that when the PU is
active, the connecting resource is within the network specified by the NETID param-
eter. If the parameter is omitted, VIAM will dynamically learn the network ID during
connection establishment.

If dynamic dial-out connections are required (for example if a session request initiates
the DIAL), the PU network ID must be predefined.

IDBLK = xxx This operand is the identification block and is optional if the CPNAME parameter is
specified.

IDNUM=xxxxx This operand is the identification number and is optional if the CPNAME parameter is
specified.
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LU Statements for Switched SNA Devices

The changes for the switched LU definition are identical to those for the VTAM LU definition statement.
See “LU Statement” on page 122.

GROUP Statement

The following keywords are changed in the GROUP statement.

MAXLU = count MAXLU is ignored because it is no longer needed by VTAM. It is retained
only for compatibility. In future releases it will cause an error.

The following keyword is added to the GROUP statement.

XMITDLY = interval|none Specifies the amount of time that VTAM delays its initial transmission after
answering an incoming call. This delay is provided to allow the calling station
to transmit first, and to allow the modems to complete any required equaliza-
tion in the inbound direction, prior to the first VTAM transmission.

Specify the delay either as an integral number of seconds or in tenths of a
second. If no delay is desired, specify XMITDLY = NONE.

The initial transmission delay is only used for incoming calls. QOutgoing calls do
not need an initial delay.

This keyword is valid only if DIAL=YES and LNCTL=SDLC are specified
in this GROUP statement. If omitted the default is 2 seconds. The range is
the same as that of the REPLYTO keyword.

LINE Statement

The following keywords are changed on the LINE statement.

MAXILU = count MAXLU is ignored because it is no longer needed by VTAM. It is retained only for
compatibility. In future releases it will cause an error.

MODE = PRI|SEC (non-switched)

PRI This is the default. VITAM will be the primary for control of the link. This is
required for all “leased line” type connections. This is exactly the way current
T2.0 node support works.

SEC For “leased connection” (for example as a secondary on a multidrop link or as
secondary on a point-to-point link) this operand specifies a fixed secondary role.

For switched connection (SDLC or Token-Ring) this operand specifies that
link role negotiation should be performed. The primary/secondary role is then
determined by negotiation at link setup time.
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PU Statement

The following keywords are changed on the PU statement:

MAXLU = count

MAXDATA =size

MAXOUT =n

PUTYPE = 112(1,2)|4

MAXILU is ignored because it is no longer needed by VTAM. It is retained only for
compatibility. In future releases it will cause an error.

Type 2.1 Node stations report the maximum Basic Transmission Unit (BTU) length
they can receive in their XID 3 format. This value is equivalent to MAXDATA = size
and is used in place of MAXDATA when NCP communicates with Type 2.1 Node
stations.

Type 2.1 Node stations report the maximum number of I-frames they can receive
before sending an acknowledgement in format 3 XID. This maximum number of
I-frames value is equivalent to MAXOUT=n and is used in place of MAXOUT
when VTAM is communicating with Type 2.1 Node stations. These values are in
the XID VTAM sends to Type 2.1 Node stations, reflecting VI AM’s capabilities.

The description of this keyword is changed. The meaning of PUTYPE =2 is changed
to indicate that the generated PU is either PU T2.0 or Type 2.1 Node node.

The following keywords have been added to the PU statement:

XID=NO|YES

LU Statement

Defines a PU’s ability to receive and respond to an XID while in Normal Discon-
nected Mode (NDM). A YES value is suggested for all PUs that can process XID in
NDM. (YES is mandatory if Type 2.1 Node nodes are to provide Type 2.1 Node
function. If NO is specified, an XID is never sent to the PU.)

XID = NO is invalid for switched lines (DIAL = YES). The default is NO.

This keyword controls the use of XID during initial CONTACT processing. Its
purpose is migration. There are devices designed for non-switched line operation that
cannot accept an XID, since XID is defined as an optional function on top of the
basic SDLC repertoire.

The following keyword is added to the LU statement.

EAS=n|10

EAS is the estimated number of active sessions with this LU. This operand has
meaning only for Independent LUs (LOCADDR =0).

It is used for performance tuning the size of VTAM “hashing” tables.

The following keywords are changed in the LU statement.

LOCADDR =n

The valid range of the LOCADDR is changed from 1-255 to 0-255 if PUTYPE=2
on PU statement. LOCADDR =0 is a part of the definition of independent LU.

One LU macro with LOCADDR =0 is necessary for every independent LU to be
accessed through this connection. Multiple LU macros with LOCADDR =0 may of
course be specified for any T2.1 node definition.

Note: Unlike the definition for dependent LUS, it is essential that LUs defined with
LOCADDR =0 have the LU name defined in the attaching T2.1 node with exactly
the same name as appears on the LU statement. This is the key to how VITAM
identifies which LU is being referred to. With dependent LUs a LOCADDR#0 is
sufficient to identify the LU but for independent L Us this is not available because the
LU name is used instead.
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Defining a Type 2.1 Node Connection

SDLC Leased Line
This is defined as for T2.0 node connection with changes as described above.

The MODE = parameter on the LINE statement specifies whether the link is primary or secondary. The
relationship is fixed and not changeable. MODE = PRI is the default.

On the PU statement XID works as described. Most T2.0 nodes will accept (but not react to) an XID3 and
when that is unsuccessful, VTAM will retry using the SDLC SNRM command.

The XMITDLY = parameter is normally used for switched line connections only. However, it may be spec-
ified for leased line connection if modem equalisation is required.

SDLC Switched Line

SDLC switched lines are defined as for T2.0 nodes before with modifications as described for SDLC leased
line connection above.

The XMITDLY = parameter must be specified.

X.25

X.25 connection specification is as before with modifications as described for SDLC connection above
except that the MODE operand is not required for “leased line” PVCs under packet major node and
XMITDLY is not valid for X.25. Switched virtual circuit connection is the same as SDLC switched con-
nection and Permanent virtual circuit is the same as SDLC leased connection.

Token-Ring
Token-Ring specification changes are exactly as for switched SDLC connection described above except that
the XMITDLY operand is not valid.

Channel Connection
Channel-attached T2.1 nodes (NCPs acting as T2.1 nodes) are defined to VTAM in a similar way to the
current T2.0 node 3174 definition.

In the PU statement, XID = YES is coded to indicate the necessary change in the channel contact procedure.
The default is for current T2.0 node operation.

The LU statement is changed to add independent 1L.Us with LOCADDR =0 and the EAS parameter for
tuning.
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Definition Examples

The following examples are intended as an aid to understanding for those people who are familiar with
VTAM definition. They should not be used as models for coding since they are based on early information.

Subarea Network to Subarea Network "Casual” Connection

£S/9370 £S/9370
VM/SP VM/SP
VTAM V3R3 T2.1 SDLC VTAM V3R3

v

A

(each system sees the other as a T2.1)
APPLA APPLB

Figure 52. Appl-to-Appl "Casual” Subarea Network Interconnection

—— System Definitions
Definitions in Host A:
APPLA VBUILD TYPE=APPL

SDLCATT  VBUILD TYPE=CA

GROUPO3  GROUP  LNCTL=SDLC,DIAL=NO

LINE3 LINE ADDRESS=033,MODE=PRI
PU#B PU ADDR=A1,PUTYPE=2,XID=YES
APPLB Lu LOCADDR=0

Definitions in Host B:
APPLB VBUILD TYPE=APPL

SDLCATT  VBUILD TYPE=CA

GROUPO3  GROUP  LNCTL=SDLC,DIAL=NO

LINE3 LINE ADDRESS=033,MODE=SEC
PU#A PU ADDR=A1,PUTYPE=2,XID=YES
APPLA LU LOCADDR=0
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TRN Connected T2.1 Node Independent LU

ES/9370 3090

(HOSTA) (HOSTB)

VTAM 3.3 INN link (VR) APPLB
MVS/VTAM

HHAH AR

# # > NCP
# #
# Token Ring #
# #
# # T2.1
HHER TR R
PU#A
LU#A

Figure 53. TRN T2.1 node LU in Session with a Cross-Domain Application

Figure 53 shows an ES/9370 and a T2.1 node connected to a Token-Ring LAN. An LU within the T2.1
node can have a cross-domain session with a host application in a different domain. The LU named LU#A
is an independent LU (LOCADDR =0} and is capable of multiple and parallel sessions with application
APPLB as either the primary LU or the secondary LU or both.
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—— System Definitions
Definitions in Host A:

LAN1 VBUILD TYPE=LAN

PORT1 PORT CUADDR={040)
GRPILAN  GROUP  DIAL=YES,LNCTL=SDLC
LNILAN LINE CALL=INOUT

PUILAN PU

SWNODE VBUILD TYPE=SWNET

PU#A PU MACADDR=400000000013,CPNAME=PS2NAME
LANPATH1 PATH GRPNM=GRP1LAN

LU#A Lu LOCADDR=0

VBUILD TYPE=CDRSC
APPLB CDRSC

Definitions in Host B:

APPLB VBUILD TYPE=APPL

VBUILD TYPE=CDRSC
LU#A CDRSC
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Cross-Domain Connection

ES/9370 ES/9370

(HOSTA) khkkkkhkhkkhk®k (HOSTB)
INN (VR) * SUBAREA * INN (VR)

VIAM 3.3 |¢——————— NETWORK > VTAM 3.3
* *
. kkkkkkkhhkk
.......... HRHBHEH BB R R
.Switched. # #
.SDLC Ink. # Token Ring LAN #
.......... # #
# #

HHHHHR AR R

T2.1 Node

T2.0 Node T2.1 Node

LU#A

Pu#B PU#C

Figure 54. LU-to-LU Cross-Domain Connection

Figure 54 shows two ES/9370 systems with a T2.1 node and a T2.0 node attached to one ES/9370 commu-
nicating with a T2.1 node attached to the other ES/9370. One ES/9370 communicates with its T2.1 node
via a switched SDLC/ICA T2.1 node attachment; the other communicates with its nodes via a token-ring
attachment. The ES/9370’s communicate with each other through an SNA subarea network connection (it
could be direct or through other systems).

LU#A is an independent LU that is capable of multiple and paraliel sessions. It can be in session with both
LU#B and LU#C. LU#B is a dependent LU and LU#C is an independent LU. PU#B and PU#C are
T2.0 and T2.1, respectively, not because of system definition but because of hardware capability determined
during XID exchange.
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r—— System Definitions
Definitions in Host A:

SWCHATT  VBUILD TYPE=CA
GROUPO4  GROUP  LNCTL=SDLC,DIAL=YES
LINE4 LINE ADDRESS=034,CALL=INOUT,XMITDLY=7

SWCHPU PU

SWCHNET  VBUILD TYPE=SWNET,MAXNO=25,MAXGRP=5

PU1 PU ADDR=C1,IDBLK=012, IDNUM—00012 MAXPATH=1,MAXDATA=256,
PUTYPE=2

PATH4 PATH DIALNO=45554,G1D=1,PID=1,REDIAL=2,GRPNM=GROUPG4
LU#A LU LOCADDR=0

‘ VBUILD TYPE=CDRSC
LU#B CDRSC
Lu#C CDRSC

Definitions in Host B:

LAN1 VBUILD TYPE=LAN

PORT1 PORT CUADDR=(040)
GRPILAN  GROUP  DIAL=YES,LNCTL=SDLC
LNILAN LINE CALL=INOUT

PUILAN PU

LN2LAN LINE CALL=INOUT

PU2LAN PU

SWNODE VBUILD TYPE=SWNET

PU#B VI MACADDR=400000000013 , CPNAME=NAMEB ,XID=YES
LANPATHB PATH GRPNM=GRP1LAN

LU#B Lu LOCADDR=1,PUTYPE=2

PU#C PU MACADDR=400000000014 , CPNAME=NAMEC
LANPATHC PATH GRPNM=GRP1LAN

LU#C LU LOCADDR=0,PUTYPE=2

VBUILD TYPE=CDRSC
LU#A CDRSC
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Casual Connection APPL-to-LU through X.25 SVC

T2.1 Connection

HOST A hkkkhkkkkhkhkkik HOST B
£S/9370 *  Packet  * £S/9370
VTAM 3.3 *  Network * VTAM 3.3
¢ ——* _  .SVC...... * >
D X.25 D+ D X.25 D
APPLA| [T c *C T
E E***************E E

I SDLC

72.1
Node

LU#B

Figure 55. “Casual” Connection through X.25

Figure 55 shows two ES/9370s connected via an SVC in an X.25 network. One ES/9370 owns a T2.1 node
that communicates with an application in the other ES/9370.

LU#B can request a session with APPLA by sending a BIND request to APPLA. APPLA can issue an
OPNDEST ACQUIRE or a SIMLOGON to LU#B.
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— System Definitions
Definitions in Host A:
APPLA VBUILD TYPE=APPL

PACKETO4 VBUILD TYPE=PACKET

PORTG4 PORT CUADDR=(031,039) ,NETTYPE=1,VCALLS=(, ,004,007,,)
GRPO4 GROUP  LNCTL=SDLC,DIAL=YES

LINE4 LINE ADDRESS=004,CALL=INOUT

PU#D PU

SWCHNET ~ VBUILD TYPE=SWNET,MAXNO=25,MAXGRP=5

PU#B PU ADDR=C2,CPNAME=SSCPB,MAXPATH=1,MAXDATA=256 ,XID=YES  *
PUTYPE=2

PATH4 PATH DIALNO=46016,GID=1,PID=1,REDIAL=2,GRPNM=GRPO4
LU#B LU LOCADDR=0

Definitions in Host B:

PACKETO4 VBUILD TYPE=PACKET

PORTO4  PORT  CUADDR=(031,039),NETTYPE=1,VCALLS=(,,004,007,,)
GRPO4 GROUP  LNCTL=SDLC,DIAL=YES

LINE4 LINE  ADDRESS=004,CALL=INOUT

PU#E PU

SWCHATT ~ VBUILD TYPE=CA

GRPO5 GROUP  LNCTL=SDLC,DIAL=YES

LINES LINE ADDRESS=034,CALL=INOUT,XMITDLY=7
SWCHPU PU

SWCHNET ~ VBUILD TYPE=SWNET,MAXNO=25,MAXGRP=5

PU1 PU ADDR=C2, IDBLK=012, IDNUM=00012,MAXDATA=256 ,MAXPATH=1  *
PUTYPE=2,XID=YES

PATHS PATH DIALNO=45554,G1D=1,PID=1,REDIAL=2,GRPNM=GRPO5

LU#B Ly LOCADDR=0

PU#A PU ADDR=C2, CPNAME=SSCPA,MAXPATH=1,MAXDATA=256 , PUTYPE=2, *
XID=YES
PATH4 PATH  DIALNO=46016,GID=1,PID=1,REDIAL=2,GRPNM=GRPO4

APPLA LU LOCADDR=0
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Planning for a "Casual” Network Connection

This subject was introduced in “Network Interconnection” on page 78. Casuval connection is extremely easy
to set up and define. Very little coordination between connecting networks is required. The connection
does not have all the functions of MSNF or of SNI but that is not its purpose. The only things that require
planning are LU name and MODE definitions for LUs involved in internetwork sessions.

$/376 NETA NETB
TS0
VTAM 3.2
ES/9370 .
VTAM 3.3 j
link T2.1 T 2.0 3174
NCP |[¢————>»| NCP |¢&—— | ICA —
A B “casual" link
connection I ‘—L
i T2.1 .
T21
0s/2
0S/2 EE
EE LUB
LUA

In this figure the VTAM 3.2 processor containing TSO and the two NCPs (A and B) form a subarea
network. The VTAM 3.3 processor with its attached 3174 forms another subarea network. Each network
contains a PS/2 running OS/2 EE and has an independent LU 6.2. As shown, the two networks are con-
nected by a T2.1 node casual connection.

Definitions are shown to allow the two PS/2s to communicate with each other using LU 6.2 parallel ses-
sions. Definitions are shown to automatically log on terminal T1 in NETB to the TSO application in
NETA. VTAM will build an extended BIND and send it.

For the LUA to LUB communication the following points are important:

e There must be a MODETAB and a DLOGMOD entry for the LU 6.2s as seen in the other network.
Note however that the DLOGMOD is a dummy entry and MODEENT is located by using the LU 6.2
MODE specified by the LU 6.2 that starts the communication (sends the BIND). The MODE entry in
the (LU 6.2) user data field of the BIND is used to search the specified MODETAB for a MODEENT.
The example shows an incomplete MODEENT entry for an LU 6.2 MODE called “REALMOD.”

e The LU 6.2 LOGMODE REALMOD will be included in the user data field of the BIND by the 0S/2
EE communications manager. It has to be defined there at installation time of the application.

¢ Definitions in each network stand on their own, separately. When LUA sends a BIND to LUB then
the MODETAB used in NETA will be the one specified in the definition for LUB in NETA. When the
BIND arrives in NETB then the whole process is repeated and the MODETAB specified on the defi-
nition of LUB in NETB will be used for the NETB session initiation.

¢ Because the MODE name used is the one from the EIND, a MODEENT for the session must exist in
BOTH networks.

For the TSO to 3270 session the following points are important:

*« When the link with its associated resources between NETA and NETB becomes active, VTAM will
drive TSO’s LOGON exit and TSO will send a BIND (extended BIND) to T1.
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— Example T 2.1 Connection Definitions
Definitions in NETA:
TSO VBUILD TYPE=APPL

* Definitions for Casual Connection in NCP B
SDLCATT  VBUILD TYPE=CA

GROUPO3  GROUP  LNCTL=SDLC,DIAL=NO.

LINE3 LINE ADDRESS=033,MODE=PRI

PU#B PU ADDR=A1,PUTYPE=2,XID=YES

T1 LU LOCADDR=0,MODETAB=MTGS3X,DLOGMOD=EM3277, X
LOGAPPL=TSO

T2 LU LOCADDR=0,MODETAB=MTGS3X,DLOGMOD=EM3277

T3 Lu LOCADDR=0,MODETAB=MTGS3X,DLOGMOD=EM3277

Lus LU LOCADDR=0,L0GMODE=MTGS3X,DLOGMOD=MODS 361

MTGS3X  MODETAB

EM3277  MODEENT LOGMODE=EM3277,
FMPROF=X'03',TSPROF=X'03",
PRIPROT=X'B1',SECPROT=X'90",
COMPROT=X"3080",

RUSIZES=X'ABA8',
PSERVIC=X'620000000800000000000200"

XX > X X

- . o e . - - = e o e e

REALMOD MODENT LOGMODE=REALMOD Entry reqd for LU 6.2 MODE

MODEEND
END

Definitions in NETB:

SDLCATT  VBUILD TYPE=CA
GROUPG3  GROUP  LNCTL=SDLC,DIAL=NO
LINE3 LINE ADDRESS=033,MODE=PRI

PU#A PU ADDR=AL,PUTYPE=2,XID=YES
TS0 LU LOCADDR=0
LUA LU LOCADDR=0,L0GMODE=MTGS3X, DLOGMOD=MODS361

(MODETAB NOT SHOWN)

« If T1 is not active, the BIND will fail in NET?2 and will not be retried by the system. An operator
VARY LOGON command would then be necessary.

* VTAM will use the DLOGMOD in NETA defined for T1 (EM3277) to build its BIND.
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e When the BIND arrives in NETB, the MODE name in the BIND will be used to retrieve a
MODEENT from the MODETAB referenced in the NETB definition of T1. This information will be
mostly ignored but the COS/TPF found will be used to determine routing within NETB. (Although
COS/TPF is passed over the T2.1 node connection in the BIND it is replaced by a new one as soon as
the BIND arrives in NETB.)

¢ The operator at T1 (or T2 or T3) has no way of requesting a session with the TSO application but the
connection may be established as shown here.

Note: In each network, every LU in the other network which is to be involved in a session with any LU in
this network must be defined on the T2.1 node casual connection. Other LUs in each network need not be
defined on the casual connection if they are never to take part in sessions between networks. This applies
regardless of which side initiates the session.
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Appendix A. SNA Type 2.1 Node Overview

The Type 2.1 (abbreviated T2.1) node is a peer architecture for connecting small systems. IBM has
announced SNA Low Entry Networking Architecture as an extension of the SNA T2.0 node that supports
peer-to-peer communications. The architecture embodies the appropriate physical and session-level
connectivity for support of LU 6.2. The T2.1 node will be a preferred implementation over the old T2.0
node, as well as the T1 node.

Link-Level Connectivity

The architecture of the T2.1 node is designed for peer attachment, as illustrated in Figure 56. (Note that the
use of the term “peer” here refers to the communication protocols, not to the underlying product types.)

DLC
T2.1 T2.1

Figure 56. Peer Attachment of Type 2.1 Node

Note: A product that implements a Type 2.1 Node may also support attachment to subarea networks via
boundary function nodes. In that case, the product appears as a T2.0 node as far as its boundary function
attachment is concerned.

Data Link Controls

Two peer-coupled T2.1 nodes can be directly connected using a variety of supported DLCs, depending on
particular product implementations. Supported DLCs include SDLC, IBM Token-Ring and X.25. The
System/38, for example, supports SDLC and X.25, while the IBM Personal Computer and S/36 support
SDLC and IBM Token-Ring.

Initial link-level contact between a T2.1 node node and a node of an unknown type uses the Null XID (that
is, XID without an I-field), to initiate the exchange of information on partner node characteristics.

Between T2.1 node nodes, the Format 3 XID, or XID-3 (that is, XID with a Format 3 I-field), is used to
exchange information on partner characteristics. This exchange occurs for both switched and non-switched
connections.

55 This appendix is abstracted from “An Introduction to Advanced Program-to-Program Communication (APPC),”
(GG24-1584-1). '
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DLC Activation

With minor exceptions, T2.1 nodes that support SDLC can function as either primary or secondary stations.
Some products, such as the Personal Computer and DisplayWriter, support a role negotiation protocol that
allows certain aspects of their communication to be negotiated at initial link-level contact. This facility
increases the flexibility of connecting T2.1 node nodes because it allows for dynamic determination of roles.

Figure 57 shows the overall activation flow for an SDLC connection (switched or non-switched) with a T2.1
as XID initiator. ‘

Role negotiation is transacted using the I-field of the XID-3, with normal DLC protocols. The XID-3 con-
tains information on the sender’s characteristics, including link-station capability (Primary, Secondary, or
Negotiable), node type, FID type supported, message size capability, and modulo (SDLC receive window)
count. The receiver then transmits its characteristics in an XID response of similar format, according to
certain negotiation rules discussed below.

There are two phases to the initial link-level contact procedure used by T2.1 nodes:
1. Contact phase, culminating in an initial successful XID exchange.

During the contact phase it is possible for XID collisions to occur. This situation appears to the trans-
mitting station as a timeout, and is handled by introducing a random delay before transmission of the
XID. A new random value is created as long as timeouts recur, until eventually a successful exchange
occurs.

2. Negotiation phase, resulting in the assignment of link station roles.

a. First-order negotiation proceeds on the basis of the exchanged link-level protocol flags in the XID-3.
It is successful unless both stations have specified the same value. The outcome is pictured in
Figure 58.

b. When both parties specify Negotiable roles, second-order negotiation proceeds by comparing a pair
of role negotiation values. The field used for this purpose is the Node ID field of the XID-3. An
iterative XID exchange is performed until the exchanged values of this field are unequal. At this
point the node with the logically greater Node ID field (unsigned binary comparison) becomes the
primary station.

If both parties initially supply a unique Node ID, the first XID exchange will be conclusive.
However, some nodes do not supply a unique Node ID. In that case, two Node ID subfields, block
number (12 bits) and ID number (20 bits), are used to complete the negotiation. A value of either
X000 or X’FFF’ in the block number subfield indicates that the Node ID does not contain a
unique node-specific identifier, and that unique role negotiation values may be generated by storing
random numbers in the ID number subfield. The node then generates new role negotiation values
until the value sent does not equal the value received in the XID exchange. At that point, the value
is “frozen” for the duration of the negotiation process. No more than two additional XID exchanges
occur for the resolution of block number collisions, after that the XID fails.

c. A final XID exchange takes place, with the role of XID sender set to the appropriate non-
Negotiable value. This final exchange ensures that both nodes are in synchronism. The original
(non-randomized) Node ID values may be sent on this occasion.

Note: The outcome of the role negotiation also determines the ODALI setting (see “Transmission Header
Usage” on page 139.)

A possible negotiation sequence is shown in Figure 59.
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Figure 57. SDLC Activation Sequence for a T2.1-T2.1 Connection

Multiple Attachments

T2.1 node nodes may support multiple link attachments concurrently. One way of providing this support is
illustrated in Figure 60, showing the case of a T2.1 node node with two link connections. The System/36
and System/38 are examples of T2.1 node nodes supporting multiple links.

DLC DLC

Figure 60. A Multiple-Link Type 2.1 Node.. In this example, node A has two link connections, allowing it to com-
municate in peer fashion with both B and C concurrently.

Note: Multiple links between two T2.1 nodes (parallel links) do not function like transmission groups in
subarea networks, where the traffic for a given session may be split across different links. Rather, at session
activation, the T2.1 node assigns the session to a specific link based on the combination of partner LU and
mode name. This link, of course, may multiplex a number of sessions.

Another way of providing multiple attachments is through a multipoint SDLC link, as illustrated in
Figure 61. VTAM, NCP and AS/400 all provide primary multipoint support.
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SDLC SDLC link-station role received

link-station
role sent Primary Secondary Negotiable
Primary Error (*) PRIMARY PRIMARY
System
Secondary SECONDARY definition SECONDARY
error
Second-order
Negotiabtie SECONDARY PRIMARY negotiation
follows

(*)} A further XID is sent containing Control Vector X'22' (XID
Negotiation Error)

Figure 58. Role Negotiation. First-order negotiation is attempted using link-station roles. The off-diagonal entries
indicate the role assumed by the sending station.

A Pri Sec (B

T2.1 T2.1

Sec |C

T2.1

Figure 61. Multipoint Configuration of T2.1 node Nodes. In this example, node A is the primary station on a multi-
point link, allowing it to communicate in peer fashion with both B and C concurrently.

T2.1 T2.1
XID-3 (Negotiable)
Initial >
exchange XID-3 (Negotiable)
|
Second—order .
negotiation .
exchanges .
L
XID-3 (Primary)
Final <
exchange XID-3 (Secondary)

Figure 59. Example of SDLC Role Negotiation
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LU-LU Session Support

This section describes the support provided for LU-LU sessions by the path-control layer of the T2.1 node.

Session Capabilities

The T2.1 node supports the following session capabilities:
e Primary LU (BIND sender) and Secondary LU (BIND receiver)
* Multiple and parallel sessions.

This is illustrated in Figure 62.

12,1 T2.1
BIND —>
| <«—BIND | | LU
Lu
BIND —>
secressssecessssaenee ese| LU
LEGEND
eess Session

Figure 62. LU-LU Sessions Between Type 2.1 Nodes. In this example, the LU on the left has three concurrent ses-
sions, two of which are parallel sessions with one of the partner LUs. As suggested by the labeling of the
sessions, which LU is the primary (BIND sender) can vary from one session to another.

The only session protocols “seen” by the T2.1 node are the BIND and UNBIND. The target LU for an
incoming BIND is identified by the SLU Napme field. The basic session flow is shown in Figure 63.

Transmission Header Usage

Like the T2.0 node, the T2.1 node uses the six-byte FID2 transmission header, though with some differ-
ences:

* The OAF’ and DAF’ fields do not have individual significance, but function jointly to identify the par-
ticular session on which the associated RU is flowing.

* Bit 6 of byte 0, the OAF’/DAF’ assignor indicator (ODAI), indicates the end of the link at which the
OAF’ and DAF’ were assigned at session initiation:

ODAI=0 Used by the assigning node having the greater role negotiation value (carried in the XID-3, as
described above under “DLC Activation” on page 136)

ODAI=1 Used by the other node

For a given link, the combination of OAF’//DAF’ fields and the ODAI bit is known as the local form
session identifier (LFSID). The manner in which it is assigned is described under “Addressing
Mechanism.”
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Figure 63. Session Activation and Deactivation Sequence. The BIND can flow after the initial link-level contact pro-
cedures are complete. The UNBIND may flow in either direction between the primary and secondary
LUs.

Although the DAF’ and OAF’ fields are interchanged as the direction of transmission flips, the ODAI value
retains its original value for the duration of the session.

Note: Contrast the above use of the FID2 with the situation on a link between a T2.0 node and a boundary
function node, where one of the address fields (which one depending on the direction of transmission) con-
tains the /local (intra-node) address of the LU within the T2.0 node, while the other, the session index,
merely identifies whether the session is an SSCP-LU or an LU-LU session, being set to 0 or non-zero
respectively. (VITAM and NCP require an LU-LU session limit of 1 for each LU in a T2.0 node.)

Addressing Mechanism

The LFSID (Local Form Session Identifier) identifies a particular session on a given link, and is comprised
of:

1. A one-byte session identifier high (SIDH)
. 2. A one-byte session identifier low (SIDL)
3. The ODAI for that session (see under “Transmission Header Usage™).

The LFSID is allocated separately and independently at each end of the link connection for sessions
originating at that end. That is, when a BIND is to be sent on to the link a new LFSID is calculated at
the originating end. This could lead to a conflict in that the same LFSID could be allocated independ-
ently at each end and therefore the same LFSID would refer to two sessions! To resolve the conflict,
one end of the connection sets the ODALI bit in its LFSID to a “1” and the other end of the connection
sets it to a “0”. Thus LFSIDs are always kept unique on a particular connection.

The LFSID is specified by setting (SIDH,SIDL) to X’0101” for the first session. It is subsequently incre-
mented by one for each new session, with the provision that values released by deactivated sessions are
reused, the lowest unused value being chosen each time. The algorithm is performed by the control point
whenever a new session is needed. The concept is illustrated in Figure 64. In that figure, each descending
chain of boxes represents a chain of session activations, in which the LU in the uppermost box is the
primary LU, and those in the successive boxes the partner LUs, the number in each box being the hex value
of the (SIDH,SIDL) part of the LFSID for that session. Node X is assumed to have the greater role negoti-
ation value for the common underlyving link and, therefore, ODAI of 0.
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Figure 64. Conceptual Addressing Mechanism for T2.1-T2.1 Sessions

T2.1 Node Components

The T2.1 node contains a control point (CP) and one or more L.Us.

The purpose of the CP is to coordinate the node resources. It performs link-level functions such as link
activation and deactivation, initiating dial operations, and contacting and discontacting adjacent link-
toptions.

The CP may also provide a directory of LU names, similar to that provided by an SSCP in a host (TS5)
node, to assist in session activation, and an interface to the node operator.

Additional information on T2.1 nodes can be found in SNA Format and Protocol Reference Manual: Archi-
tecture Logic for Type 2.1 Nodes (SC30-3422).
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Appendix B. An Introduction to APPN Networking

BaSic Functions of APPN

In this initial discussion, APPN function is explained. For the sake of clarity, there is no consideration given
to different APPN node types. At this stage all nodes are assumed to provide total APPN functions
(network node).5

“APPN in a Network Containing EN and L.E.N. Nodes” on page 157 discusses the APPN support for
nodes which do not provide full APPN function: end nodes and low entry networking nodes. The part of
the network which implements full APPN function is referred to as the intermediate routing portion of the
network and does not include end nodes or low entry networking nodes.

There are some basic functions of APPN which provide the infrastructure to enable the other APPN func-
tions to be performed. These basic functions of the control point are:

1. Control Point Manager Services (CPMGR).

2. Topology Routing Services (TRS).

3. Directory Services (DS).

4. Intermediate Session Routing.

These functions cover different levels of APPN.
1. Control Point Manager Services, provides services at a coordination level.
2. Topology Routing Services, provides services at a route selection level.
3. Directory Services, provides services at a network searching (or location) level.

4. Intermediate Session Routing, provides services at the data transport level.

Control Point Manager Services (CP)

Each node in an APPN network contains a Control Point Manager (CPMGR). The Control Point
Manager in each node controls the establishment and management of the control point session. This allows
the topology and routing services and directory services functions to be performed over the control point
sessions. It may also be considered the “general manager” of the node, responsible for managing APPN
functions in that node and for communicating with other directly attached CPs. When a control point-to-
control point (CP-CP) session is first established the capabilities of the two control points are exchanged.
When this exchange is complete the TRS and DS functions are able to use this session.

Topology Routing Services (TRS)

There are three functions performed by Topology Routing Services (TRS). The first function (topology
database) will be discussed here, while the other two functions (route selection services and class of service) is
discussed in “APPN in a Network Containing Multiple Routes” on page 148.

56 This appendix was abstracted from “IBM AS/400 Advanced Peer-to-Peer Networking (APPN),” (GG24-3287-0)
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Each node in an APPN network contains a topology database (excluding Low Entry Networking nodes).%
The topology of a network is the network shape or the network configuration; it describes the nodes in a
network and how they are linked. Thus, a topology database contains information about the nodes in the
network, the links between them and associated characteristics of these nodes and links.

When a new node or link is activated (or the characteristics of an existing node or link change) in an APPN
network, the CP in that node uses a CP-CP session with adjacent nodes to communicate. These two CPs
then exchange information regarding the network topology and update their respective topology databases.
The information is then propagated around the network by an iterative process using CP-CP sessions
throughout the network. Thus, all nodes in the (intermediate routing portion of the) network will update
their respective topology databases with the information of the new node. There are two types of APPN
nodes (as discussed in “APPN in a Network Containing EN and L.E.N. Nodes” on page 157) which will
not obtain the entire topology information: APPN End Nodes (EN) and APPN L.E.N. Nodes (L.LE.N.). A
L.E.N. node does not contain a topology database at all and an end node contains a small topology database
containing only information about adjacent links.

The AS/400 topology database is stored across IPLs; thus the database need not be rebuilt at each IPL. In
addition, special sequence numbers, called flow reduction sequence numbers are maintained in order to
reduce the amount of information that needs to be exchanged in order to keep the topology databases accu-
rate in order to reduce the resources used after interrupted transmission.

Directory Services (DS)

A request for a session with a remote system may be made by using the CP name of the remote system, or,
by using a nickname (remote location name) for the remote system. See “Multiple Location Names” on
page 147.

Directory services keeps track of nicknames (or location names) which may be defined for nodes in an
APPN network.

When a session is requested with a remote location, a search request is sent by directory services, using
CP-CP sessions with adjacent nodes, to determine the control point that owns the remote location. The
function of directory services is to:

1. Search the local directory database
The local directory database contains:
» All nicknames for the local system (local location names)
e The location names of all End Nodes and L.E.N. Nodes in its domain

e Other remote nicknames (remote location names) which have been previously defined or, as
explained in point 3 below, added dynamically.

2. Send a directed search through the network

If an entry is found in the directory database (the directory will specify which CP owns the remote
location specified in the session request) then a Directed Search may be performed. A directed search is
one in which the search request is sent directly to the CP owning the remote location name specified. A
search must still be sent to ensure that the remote location name found in the local directory database is
still owned by the same CP.

The CP to which the search was directed will return the request with a positive response (if it still owns
the specified location) c. a negative response.

57 End Nodes contain a limited subset of the full Network Node Topology Database.
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3. Send a broadcast search into the network

If the requested location nickname is not found in the local directory database (or a directed search was
returned with a negative response), then a broadcast search request is sent to adjacent network nodes to
which a CP-CP session is active.

Adjacent nodes will pass the search request on to other nodes adjacent to them. This will occur even if
the remote location requested resides in their directory database) because its current directory informa-
tion may not be up to date. In the mean time the remote location may be controlled by another CP. If
the remote location does reside in the adjacent nodes’ directory database the broadcast search request is
returned with a positive response (thus identifying itself as the CP owning the remote location requested)
and the node will continue to forward the search request. The reason the search is continued, even
when a the requested location is found, in order to check that there are no other control points that have
the same location name defined as being local.

In summary, a request for a session with a remote location will initiate:

a. A directed search request if the requested location name is found in the local directory database and
is not a (network node) CP name. The second request for a particular remote location will result in
a directed search since the first request will have ensured that the directory database be updated to
include it.

b. A broadcast search if the requested location name is not found in the local directory database.

c. No search request if the requested location name is also a network node CP name. (If the CP name
of an End Node or L.E.N. node is used then a directed search is sent anyway). Since a search of the
network must be made, the time to establish a session will be greater than if a network node CP
name was specified as the remote location.

4. Update the local directory database with information about which CP owns the remote location nick-
name specified.

The location directory database is built and maintained by:

* Defining local location names in a local location list. A local location list may be accessed and
updated by a user at any time by using the AS/400 command, WRKCFGL *LCL, described in the
configuration section.

* Defining remote locations in a remote location list. The AS/400 command is WRKCFGL *RMT.
When entering a remote location name in the remote location list the remote control point name
must equal the remote control point name in a controller description if the remote location is in an
adjacent system.

* .Dynamic update when a session is established with a remote location not previously in the database.

The IBM AS/400 directory database is stored across IPLs in the same way that the topology database is
stored. Thus, like the topology database, it need not be rebuilt at IPL time.

Intermediate Session Routing

Intermediate routing is a function performed by an IBM AS/400 network node in allowing an LU6.2
(APPC) session to be routed through it; the session neither starts nor ends in the intermediate network node.

In the example in Figure 65 on page 146 system B may provide the intermediate routing for an APPC

session from A to C (or from C to A). System B does not participate in the APPC session and thus need
not provide any supporting APPC code. System B provides a routing not a relay function.
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Intermediate Routing Portion of the Network

As discussed in “APPN in a Network Containing EN and L.E.N. Nodes” on page 157, there are some
nodes in an APPN network which cannot perform intermediate routing. The intermediate routing portion
of the network refers to that portion of the network in which all nodes and the TGs connecting these nodes
may be used for intermediate session routing. In the network described up to this point, the entire network
is within the intermediate routing portion of the network.

A B C
APPC Apl'n APPC Apl'n APPC Apli'n
APPC APPC APPC
ﬁ‘l‘. MI .‘l‘.
T2.1 & APPN T2.1 & APPN T2.1 & APPN
DLC DLC DLC

Figure 65. APPN Intermediate Routing

APPN in a Simple Three-Node Network

The basic functions of APPN provide each node in a network with information about the network and the
means by which that information is distributed. Now, consider the following functions (or features sup-
ported by APPN) which are dependent upon the information and services provided by the basic functions:

» Session Activation
* Automatic Peer Device Creation and Activation

e Multiple Location Names.

Session Activation

An LU6.2 SNA session is established with a special set-up message called a BIND. The location names of
the session source and target are specified in the BIND.

In an APPN network, a BIND also contains the names of source and target nodes. However, the target
node need not be the adjacent system. Thus, an APPN BIND also contains information about where the
intermediate system(s) should forward the BIND. This additional information sent with an APPN BIND is
called a Route Selection Control Vector (RSCV). Naturally, APPN provides the ability, within APPN
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nodes, to recognize and forward BINDs which are not targeted for them; this is the intermediate routing
function.

Consider the network in Figure 67 on page 149. System A may establish a session with System C by
sending a BIND containing the names of both the session initiator (location A) and session target (location
C). The BIND also contains a route description; in this case, of A to B to C which lets system B know
where to forward the BIND.

As the BIND passes through node B along its path to node C, it also leaves behind a special routing marker
called a session connector. A session connector will cause all subsequent data, belonging to that particular
session, to travel along this route (that is, from A to B to C and back) without the need for an RSCV to be
sent also. The RSCV also contains a TG number associated with every CP name in order to differentiate
between parallel TGs between adjacent control points.

Route Selection Control Vector (RSCV)

An RSCV is a vector which is appended to an APPN BIND and provides information regarding the route
over which a particular session is to be established. The routing information carried by an RSCV describes
the total path from the origin to destination control point.

The RSCV is 255 bytes long and thus cannot contain an unlimited number of CP names. It is, then, the
RSCYV length and the number of CP names concatenated within the RSCV which determines the maximum
number of intermediate hops along an APPN route. Naturally, the shorter the CP names (a CP name may
be up to 8 characters in length), the more hops possible.

Automatic Peer Device Creation and Activation

In a non-APPN environment, APPC communications between any two peer systems, for example display
station pass-through between IBM AS/400’s not using APPN, requires a line description, an APPC con-
troller description, and an APPC device description to be manually created and varied-on.

In an IBM AS/400 APPN environment, line and controller descriptions are still required (though for adja-
cent nodes only) but there is no need to manually create or vary-on any device descriptions. When a session
is requested to another node in the network, two device descriptions are automatically created. On the local
node, a device description is created to represent the remote (or target) location pairing; and, on the remote
node, a device is created to represent the same local (or requesting) location pairing. Not only is the device
automatically created but it is automatically attached to the correct controller description (the one which
represents the route through which the session is established) and activated. The session is thus dynamically
established.

Note: If no device description exists when a session is requested, it will be created, varied-on, and attached
automatically to the correct controller description, both locally and remotely. However if manually created
device descriptions exist for the selected location pair, they will be used and if necessary still activated auto-
matically if attached to the correct controller description.

Multiple Location Names

The location names used for nodes in examples up to this point have been the CP names for each node; that
is, A, B, C.

The topology database in each node is automatically updated with the CP name of each node in the
network, as that node establishes a CP-CP session to another NN in the network and therefore joins the
network. Thus, it makes sense to use the CP name as the remote location name to establish the session in
some cases. However, there may be some instances where a number of different location names (nicknames)
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are required or preferred for some remote nodes. (The use of location names is beneficial in the case of
resource movement. This is explained further in the following paragraph.) These nicknames (as mentioned
previously) are called location names; the CP name of a node is, by default, always a location name. Con-
sider Figure 66. In this figure there are multiple locations for each of the nodes in our three-system
network. The CP names remain the same; however, each node has been given a number of new location
names which either may be more meaningful or simply associated with arbitrary resources such as files.

Location Names owned by each control point A, B, and C:

A B C
Sydney Seoul Pusan
Sydhdoff Develop Product
Sydtim Kim Barney
Sydmast

CPNAME = A | Link 1 |CPNAME = B | Link 2 CPNAME = C

(AS/400) (AS/400) (AS/400)

Figure 66. APPN Network of Three IBM AS/400s with Multiple Location Names. Location names are nicknames
for a system; the CP name is automatically a location name. The other location names are user-defined
and may represent a useful naming convention such as the node’s physical location, location of a depart-
ment, or associated with any arbitrary resource. Any arbitrary name will suffice that consists of between 1
and 8 symbol string type A character set.

Resource Moving

A major benefit of multiple location names is the flexibility which these names provide in an APPN
network. This allows APPC applications (DDM, SNADS, Display Station Passthrough or another IBM or
user-written program) to establish conversations with a remote node in an APPN network, identifying the
remote node by any name (provided it is defined as a local location on the remote node). Thus applications
may be written independently of the CP names (of remote nodes) to which they communicate (meaning that
the location name used by an APPC application may be moved to any node in the network without
affecting the APPC application itself). Moreover, a user or user application program may refer to a resource,
for example a DDM file, by name without knowing the remote node in which that resource resides if the file
name equals the remote location name.

APPN in a Network Containing Multiple Routes

Now suppose that the simple three node network becomes more complex. Consider Figure 67 on page 149,
in which another possible route is now included between nodes A and C. In fact, the network now includes
a fourth node, node D. Some local location names have been specified for each node (in this case, the city
name) and the CP name remains as A, B, C, D.
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A B c

Sydney Seoul Pusan
Link 1 Link 2

CPNAME=A |4——| CPNAME=B |€——| CPNAME=C

(AS/400) (AS/460) (AS/400)
4 T T

Link 3
Session 1 D
Osio
Link 4 CPNAME=A
(8/36)

Figure 67. APPN Network with Multiple Routes

Route Selection

When Sydney (node A) establishes a session with Pusan (node C) it must decide by which route the session
will be established. The choice is via node Seoul or via node Oslo. The best route to be taken depends on
the requirements of the user; perhaps it is the cheapest route which is preferred or perhaps the fastest (or
perhaps there is some other requirement). It is Topology Routing Services (TRS) in Sydney (the source or
initiating system) which determines which route to follow. The source system will always determine the
route (except when it is an end node, as discussed later).

There are three elements of Topology Routing Services (TRS).
1. Topology database.
2. Route selection.

3. Class of Service.

These services provide the means by which the most preferred route may be chosen between nodes in an
APPN network.

In the IBM System/36 implementation of APPN, when a session was established, the route of the least
number of hops was selected, regardless of the characteristics of the links between the nodes or the nodes
themselves, which may not be the most preferred route.

In the IBM AS/400 implementation, Topology Routing Services (TRS) provides the flexibility to choose the
most preferred route to be selected each time a session is established. In each node in an APPN network, a
route is selected by comparing information in the topology database with two user definitions:

1. Link Class of Service Table (TGCOS).(Another name for a link is a Transmission Group (TG). Hence
the name TGCOS.) The user may specify the link characteristics that are preferred in a Link Class of
Service Table. The TGCOS table is ordered from the most to the least desirable link characteristics,
according to user requirements for a particular session. The TG characteristics specified in the TGCOS
table are the same as those found in the topology data base.
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2. Node Class of Service Table (NCOS). The node class of service table enables a user to specify the rela-
tive preference for other nodes in the network to perform intermediate routing for the local node.

Once the most-preferred route has been calculated (by combining the preferences in both the TGCOS and
NCOS tables), a Route Selection Control Vector (RSCYV) is created. An RSCV is the mechanism by which
best-route information is specified; it is attached to the BIND for the session and tells each node performing
intermediate routing where the BIND should be forwarded next.

Class of Service Table

The Link Class of Service Table and Node Class of Service Table are in fact, a single system object of which
there may be a number defined in any node. Both the NCOS and TGCOS tables (usually, and hereafter,
referred to as a single COS table) are defined using the command CRTCOSD.

A different COS table may be specified any time a session establishment request is made, thus the user has
the flexibility to establish a different session over a different preferred route at a particular point in time.

At session establishment time, the initiating system compares the physical characteristics of all the nodes and
links in the network between the origin and destination control points (contained in the topology database)
with those characteristics which have been defined to be desirable in the COS table. The route with the
most desirable characteristics (as defined in the COS table) is the one selected for the session.

The physical characteristics for all links, found in the topology database, are extracted from the line
descriptions at each node when the attached controller description is activated. The characteristics of a link
are described later in this section.

The node characteristics, route addition resistance (RAR) and congestion, of all network nodes in the
network, are also found in the topology database. The RAR is extracted from the network attributes of each
node and propagated in topology database updates when a link is activated between two network nodes. See
“Class of Service Table.” Network node congestion is determined dynamically. Network nodes send out
topology updates to notify other network nodes that they are congested when they reach 90% of their con-
figured maximum intermediate sessions and will send out another update to indicate they are no longer con-
gested when the number of active intermediate sessions goes below 80% of the maximum configured.

To summarize, in an APPN node there is a system object, representing two separate tables: a TGCOS table
and an NCOS table. These tables define preferred characteristics of all the links and nodes in an APPN
network. At session establishment time, these tables are compared with actual values in the topology data-
base and a preferred route is thus selected.

In order to better understand how the best route is determined, conmsider the following illustrations:
Figure 68 on page 151, Figure 69 on page 152 and Figure 70 on page 153 show a TGCOS table and an
NCOS table. Figure 68 on page 151 is an example network for which a number of link and node character-
istics have been defined.
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A B C
Sydney Seoul Pusan
Link 1 Link 2
CPNAME=A |€¢——»| CPNAME=B |€————>| CPNAME=C
Cost=0 Cost=0
(AS/400) | 9600 (AS/400) | 48K (AS/408)
RAR 30 RAR 70 RAR 200
4 T T
! Link 3
Session 1 D leased
0slo y 9600
Link 4 CPNAME=A
Switched (cost per connect = 197) | (5/36)
4800 RAR 150

Figure 68. Example Network for Route Selection

For purposes of illustration, assume a session is requested from Sydney to Pusan.

Topology Routing Services (TRS) will perform the following;

1.

Check the topology database in order to identify the characteristics of the links and the nodes in the
possible routes.

The topology database in node Sydney will show the information which is included in Figure 68; that is,
RAR (defined in the network attributes) for each node (and whether or not each node is congested) and
the following values defined in the line description:

e Link speed

* Security

* Cost per connect time

¢ Cost per byte

¢ Propagation delay

* Three user-defined fields.

. Compare the values found in the topology database with the values specified in the COS table specified

at session establishment.

. Determine a “weight” to be assigned to each node (except the target node) and link. The weight assigned

to a particular link or node is determined by using the values specified in the topology database and
finding the first row of the COS table in which the value fits (each row of a COS table specifies a
maximum and minimum value) The row chosen will then specify the weight for that link or node.

. Sum the weights calculated for each “link and node” on each of the different routes.

5. Specify which route should be taken by determining which route has “the least weight.” It is the set of

nodes and TGs with least total weight which will be chosen.

The rules which need to be followed in using the table are as follows:
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1. ALL conditions in a row must be satisfied before that row is chosen.
That is, a row of the COS table will be chosen if:
‘Min’ is less than or equal to ‘value in topology database’ is less than or equal to ‘Max’

for each and every column in the class of service table. If not, then no row will be chosen and that TG
or node will not be chosen for this session route. There may be circumstances under which it is desir-
able for no session to be established. For example, if link 1 failed, the user may not wish a session to be
established over link 4 since it is switched and thus more expensive.

2. If more than 1 row satisfies the conditions then the first row from the top (lowest number) will be used.

Class—of-Service Description Line Information

Link Cost/ Cost/ Security  Propagation User Defined

Speed Connect Byte for Line Delay 1 2 3

Min aMm 0 6 *NONSECURE  *MIN 0 ] 0

Max *MAX 0 0 *MAX *LAN 255 255 255

Weight for Row 1 = 30

Min 56000 0 e *NONSECURE  *MIN 0 0 0

Max *MAX 0 0 *MAX *TELEPHONE 255 255 255

Weight for Row 2 = 60

Min 19200 0 0 *NONSECURE  *MIN 0 0 0

Max *MAX 0 0 *MAX *TELEPHONE 255 255 255

Weight for Row 3 = 90

Min 9600 0 0 *NONSECURE  *MIN 0 0 0

Max *MAX 0 0 *MAX *TELEPHONE 255 255 255

Weight for Row 4 = 120

Min 19200 © 0 *NONSECURE  *MIN 0 ¢ 0

Max *MAX 0 0 *MAX *PKTSWTNWT 255 55 255

Weight for Row 5 = 150

Min 9600 0 0 *NONSECURE  *MIN 0 0 0

Max *MAX 128 128 *MAX *PKTSWTNET 255 255 255

Weight for Row 6 = 180

Min 4800 0 0 *NONSECURE  *MIN 0 0 0

Max *MAX 196 196 *MAX *MAX 255 255 255

Weight for Row 7 = 210

Min *MIN 0 0 *NONSECURE  *MIN 0 0 0

Max *MAX 255 255 *MAX *MAX 255 255 255

Weight for Row 8 = 240

Figure 69. The IBM-Supplied #Connect Class-of-Service Table. The figure shows the portion of the COS table which
defines the weights to be used for links in the network. To change the likelihood of a session being estab-
lished over a particular link, the weights assigned to a particular row may be changed or, alternatively, the
values specified in each column may be changed. For example, changing the minimum line speed in each
row to 9600 will mean that, by specifying this COS table at session initiation, no session is to be established
unless every link has a line speed of 9600 or greater.
|
%
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Node Class—of-Service Description
Weight Route Addition Resistance Congestion
Min.... 00 *LOW
Max.... 5 31 *LOW
Min.... 00 *LOW
Max.... 10 63 *LOW
Minimum 00 *LOW
Maximum 20 95 *Low
Minimum 00 *Low
Maximum 40 127 *LOW
Minimum 00 *LOW
Maximum 60 159 *LOW
Minimum : 00 *LOW
Maximum 80 191 *LOW
Minimum 00 *LOW
Maximum 120 223 *HIGH
Minimum 00 *LOW
Maximum 160 255 *HIGH

Figure 70. The IBM-Supplied #Connect Class-of-Service Table. The figure shows the portion of the COS table which
defines the weights to be used for nodes in the network.

By using Figure 68 on page 151, Figure 69 on page 152 and Figure 70 and utilizing the following formula:

Route(x) Weight = Sum of Link(i(x)) Weights + Sum of Node(j(x)) Weights; for all i in route x; for all
(j — = target node) in route x.

the following calculations would be made, the following weights determined, and the following route
selected. Assume in each case that a node is not congested (and thus the column congestion in the NCOS
table will always be ‘0"). Only two link characteristics are shown in this example for the sake of simplicity,
but they are all used during route calculation.
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Route 1 (Link 1 + Link 2 + Node B)

Link 1

Line Speed = 9600 (arbitrarily defined in Figure 68 on page 151)
Connection Cost = 0 (from Figure 68 on page 151)

First COS Table Row satisfying all conditions = 4

Weight for row 4 = 120

Therefore Weight for Link 1 = 120

Link 2

Line Speed = 48K (Figure 68 on page 151)

Connection Cost = 0 (Figure 68 on page 151)

First COS Table Row satisfying all conditions = 3

Weight for row 3 = 90 (notice this is a smaller weight than for 9600)
Therefore Weight for Link 1 =

Node B

RAR = 70 (arbitrarily defined in Figure 68 on page 151)
First COS/RAR Table Row satisfying all Conditions = 3
Weight for Row 3 = 20

Therefore Weight for node = 20

Route 2 (Link 4 + Link 3 + Node D)

Link 4

Line Speed = 4800

Connection Cost = 197 (defined in the line description)
COS Table Row satisfying all conditions = 8

Weight for row 8 = 240

Therefore Weight for Link 4 = 240

Link 3

Line Speed = 9600

Connection Cost = 0

First COS Table Row satisfying all conditions = 4
Weight for row 4 = 120

Therefore Weight for Link 3 = 120
Node D

RAR = 150

First COS/RAR Table Row = §

Weight for Row 5 = 60
Therefore Weight for node = 60

Route (1) Weight = 120 + 90 + 20
Route (2) Weight = 240 + 120 + 60
Therefore, Route 1 will be chosen.
Route 1 has the least total weight and therefore a session between Sydney (A)

and Pusan (C) (established specifying the COS table in Figure 69 on page 152 and Figure 70)
will use route 1 (via Seoul). j

230
420

Figure 71. Example of Preferred Route Calculation. Using the COS Table described in Figure 69 on page 152 and

Figure 70. /
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User Defined Rows in the COS Table

As mentioned earlier, all the columns in a COS table correspond to values in the topology database which,
in turn, are extracted from the line description.

There are some other parameters in the line description which correspond to columns in the COS table; they
are the “‘user-defined” values. A relative number may be specified in one of the user-defined fields in the line
description for each line, and then used as if it were another physical characteristic of the line. A user-
defined field thus provides another condition which needs to be satisfied before a particular row in the COS
table is selected.

Route Addition Resistance

The node characteristic Route Addition Resistance (RAR) can be used to identify network nodes that are
more preferable for intermediate routing as compared to other network nodes. The value for RAR, specified
in the network attributes (by using the CHGNETA command), is a relative value which is only meaningful
when compared to other configured values defined around the network. A user may specify, in the NCOS
table, which value for RAR is preferred; the default value is 128.

Node Congestion

Another node characteristic is node congestion. The maximum number of intermediate routing sessions sup-
ported by a network node may be defined using the CHGNETA command. Network nodes are said to be
“congested” if 90% of that number, defined in the network attributes, is reached. The node becomes
“uncongested” when the number of intermediate routing sessions through the node becomes less than 80%.

Note: It is also possible to define a NCOS table which will not choose a node which is congested.
When a node is congested (or becomes uncongested) the topology databases of other nodes are updated.
Notice that the rows which show a “*high” in the “congested” column are the last in the NCOS table and

thus will be the least preferred. If there is no other available route, however, then the route containing the
congested node will be used up to 100%.

Modes

It has already been mentioned that a COS table (the term COS will be used to include both TGCOS and
NCOS, from this point) is specified at session establishment time. The means by which a COS table is
specified is, however, via a mode which is specified at session establishment time; the mode then points to a
COS table to be used in route selection.

An IBM AS/400 mode is conceptually the same as a IBM System/38 mode or a IBM System/36 session
group; it defines session characteristics such as:

e Mazximum number of sessions.

¢ Maximum number of locally-controlled sessions.

* Number of pre-established sessions.
A mode is a system object. It is created by the CRTMODD command, and is associated with an APPN
device at session establishment. In the IBM System/38 a mode is added to a device and can be used by only

that device. An IBM AS/400 mode may be used by any location pair which specifies it at session establish-
ment or is started remotely.

As already mentioned, a mode now also specifies a COS to be used for route determination.
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The ability to specify a mode and COS table at session establishment time provides an increased amount of
flexibility in terms of session characteristics and route selection. However, in many cases, such flexibility
may not be required. Thus, the IBM AS/400 operating system is shipped with five predefined modes and
corresponding COS tables. The user has the option to create other COS tables or modes according to spe-
cific requirements but this is not necessary in order to establish sessions in an APPN network. In fact, the
user need not even consider modes and COS tables when using an APPN network since the system will use
defaults provided in the line descriptions and COS tables. When using these defaults a session will always be
able to be established if the #CONNECT, #BATCH, or #INTER COS is used.

The following predefined modes and corresponding COS tables are system objects for APPC/APPN com-
munications that are shipped with the IBM AS/400 operating system:

MODE > C0S TABLE
1. BLANK > #CONNECT (default)
2. #INTER > #INTER
3. #BATCH > #BATCH
4. #BATCHSC > #BATCHSC
5. #INTERSC »> #INTERSC

Figure 72. Predefined Modes and COS Tables for the IBM AS/400. The mode ‘BLANK" is the same as *BLANK in
the IBM System/38 and IBM System/36.
Note:

1. If left unmodified, the #CONNECT, #BATCH, and #INTER COS tables will be able to use any
node or link.

2. When modifying the COS tables it is a good idea to copy the table first and then change the
copy. ;
3. If any of the five COS tables and modes supplied by IBM are damaged or modified, then it may
be recreated by deleting the object and re-IPLing the system. '
Transmission Priority
Associated with a class of service table is a transmission priority. The three priorities which may be specified
in a COS table are:
1. LOW (usually for batch traffic)
2. MEDIUM (normal traffic)
3. HIGH (interactive traffic).
Transmission priority is important if there are more than one session over a controller description; trans-
missions may then be prioritized by the transport network. The predefined COS tables shipped with the
IBM AS/400 operating system specify a low-priority transmission (#BATCH), a medium-priority trans-
mission (#CONNECT) and a high-priority transmission (#INTER). Thus, to achieve a high-priority trans-

mission (for interactive passthrough users, for example), a user has the choice of using the #INTER mode
and COS table or creating new ones that specify a transmission priority of high.
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Parallel Transmission Groups

Between two AS/400 nodes in a network it is possible to have multiple logical links (that is, parallel TGs).
When there is more than one controller description with the same remote network identifier and control
point name between two nodes they represent Parallel TGs. Each TG is uniquely identified by the TG
number that is either configured or negotiated. Since the default for TG numbers is set to “1” and TG
numbers must be unique between control points then the second controller description must have the default
changed to either *CALC or a number between 2 and 20. The corresponding controller description on the
remote station must also be changed accordingly. If *CALC is specified then a number between 21 and 239
will be selected by the system.

APPN in a Network Containing EN and L.E.N. Nodes

Up until this point in the discussion, the assumption has been that each node would implement the full
APPN function. However, there may not always be a need for all of the functions of APPN to be included
in each of the nodes. In particular, it may only be necessary for intermediate nodes to utilize some functions
such as intermediate routing. Moreover, it may be desirable for some systems which do not implement the
full functions of APPN to participate in an APPN network (albeit in a limited capacity). Thus, different
APPN node types were developed. There are three APPN node types:

¢ Network Nodes (NNs).

* End Nodes (ENs).

* Low Entry Networking (L.E.N.) Nodes.
Consider Figure 73 on page 158. The network now includes two more nodes: Bergen, an IBM AS/400 End
Node(EN) and Melbourne, an IBM System/38 Low Entry Networking (L.E.N.) node. The other nodes in

the network remain as NNs (nodes implementing the full suite of APPN functions) since they may be
required to perform intermediate routing.

By allowing L.E.N.s and ENs to take part in what was an all network-node APPN network, some additional
APPN functions become necessary and some qualifications may need to be made regarding the implementa-
tion of some functions in ENs and L.E.N.s rather than in NNs. The following discussion focuses on these
additions and qualifications in the support provided by APPN for each of the three APPN node types.

Network Nodes

Network nodes effectively need no definition since they provide the full function of APPN. An NN can be:
1. An IBM AS/400 configured as an NN.
2. A IBM System/36 with the APPN features and configured to use APPN.

Network nodes provide not only APPN services to other NNs, but also may provide a number of APPN
functions for End Nodes (EN) and, to a l=.-er extent, Low Entry Networking (L.E.N.) nodes in order to
enable them to participate in an APPN r +ozk. An NN which provides APPN functions for an EN or
L.E.N. node is called a network node ..rcer for that node. A NN which is a server for a node performs
routing services and directory services ici that node. Network servers are further discussed in the next
section.
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Sydney Seoul Pusan
NN NN NN
CPNAME=,, |[¢——>»| CPNAME=B |*+———» CPNAME=C
(AS/400) (AS/400) (AS/400)
]
|
T Link 3
D
E F Oslo
Melbourne Bergen
—> NN
LN EN CPNAME=D
CPNAME=E CPNAME=F | ¢—————»| (S/36)
(5/38) (AS/400)

Figure 73. APPN Network including a L.E.N. and EN

End Node Support

An APPN End Node has the ability to request a CP-CP session with a network node. There are some
special considerations for configuring adjacent nodes that are outside the scope of this introduction.

An APPN End Node (EN) may, as its name suggests, reside at the ends of an APPN network; it does not
perform intermediate routing for other nodes in the network.

An IBM AS/400 APPN End Node (EN) is a new concept and is not the same as what was called an
end node in the IBM System/36 implementation of APPN (this is now called a L.E.N. See “Low Entry
Network (L.E.N.) Node Support” on page 160. An EN can only be:

1. An IBM AS/400 configured to utilize CP-CP sessions.
2. An IBM AS/400 configured to not utilize CP-CP sessions.

The APPN EN enables an IBM AS/400 to participate in an APPN network without the resource overhead
associated with the functions performed by an NN: It makes sense to exclude full topology, directory, and
intermediate routing function, for example, from a node which does not perform intermediate routing.
System tasks in a NN use the topology database to perform route selection and the directory database to
perform network searches for remote locations (or nicknames). The tasks are minimized in an EN, because
the majority of these services are performed by the adjacent network node server when needed.

The idea of a network node server was thus developed so that a server could provide these basic functions for
the EN and thus relieve specified nodes (ENs) of some overhead. Consequently, an EN provides a small
topology database which contains information about locally owned links only. Furthermore, L.E.N. nodes
do not have a topology database at all. Importantly, updates to topology databases only occur between
network nodes. The portion of the network which contains network nodes and links between network
nodes only is called the intermediate routing portlon of the network and it is only this portion in which
topology updates are distributed
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Network Node Server for an EN

The key support feature for ENs in an APPN network is that of a network node server. The support pro-
vided by the server to its end node depends on whether the network configuration and environment is con-
ducive for the EN to establish a CP-CP session with an adjacent NN. Thus, the two cases are considered
separately:

EN with CP-CP Session Capability: The functions performed by an NN server for an EN with a CP-CP
session capability are:

1. Automatic registration, in the server’s directory database, of all the location names defined at the EN as
local location names.

Every time an EN establishes a CP-CP session to obtain network node server functions, it will send all
of its local location names to the NN server; the server registers this information in its directory data-
base. When a CP-CP session is terminated between an EN and its server, the server deletes the regis-
tered local locations of the EN.

Thus, a network node server need not configure any location names for an adjacent EN when the EN is
going to establish a CP-CP session with any network node.

2. Directory services and preferred route selection.

A NN server will perform directory searches in order to locate a remote location name specified by an
adjacent EN (with a CP-CP session). Thus, an EN (with a CP-CP session to a NN server) need not
manually configure any remote locations with which it may require a session.

When an EN (with CP-CP session) requests a session with a remote location, the following process
takes place:

a. The EN sends a search request to the NN server for a session with a remote location, (along with
information about the mode and COS table to be used for the session).

b. Directory services on the NN server searches its directory database for the remote location specified.
If the remote location is not found then the server forwards the search request (as a broadcast
request) through the network to adjacent network nodes in order to find the specified remote
location. Note that search requests are not sent to ENs unless the NN has previous knowledge of
the requested location residing on the EN.

If the remote location is found in the local directory database of the server then a directed search is
sent to the remote location (to confirm that the directory information is still correct).

c. The search request is returned to the network node server (with a positive response and information
about the CP which owns the remote location), and the NN server also calculates the preferred
route from the EN to the remote CP (based on the COS information specified by the EN when the
search request was initiated).

d. The server then returns the search request back to the EN, attaching to it an RSCV (which contains
information about which route should be taken in order to establish a session between the local and
destination locations).

e. The EN then sends the BIND with the RSCV attached to the specified location via the preferred
route as if it were an NN and had performed the work itself. Note that the first hop of the route
does not have to be the network node server that calculated the route.

Note: For an end node to use the services of an adjacent network node server it is essential that the
network node server be defined in the end node’s network node server list. A mnetwork node server
list defines up to five possible network node servers for the local end node. The network node server
list is defined in the network attributes of the end node. The server chosen by the end node will be
the first node varied on, configured to support CP-CP sessions, in the network node server list. If
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an adjacent network node is not added to the end node’s server list then a CP-CP session cannot be
established between the an EN and NN.

EN Without CP-CP Session Capability: An EN without CP-CP session capability receives less support by
an NN server, since there is no means for transfer of certain APPN information (which can only occur via a
CP-CP session). Thus an EN without a CP-CP session has some reduced capabilities in comparison with
an EN with a CP-CP session. These are described as follows:

1. It cannot send its local location names to the NN server. Thus, the server cannot automatically register
local location names of the adjacent ENs (without CP-CP sessions) and must configure them manually
(those other than the CP name).

2. It cannot send (or receive) a search request to locate a remote location name.

Thus, the EN (without a CP-CP session) must send a BIND to the NN server; it cannot send a search
request if there is no CP-CP session because Directory Services (DS) requires a CP-CP session in order
to exchange information. Once the NN server receives a BIND from the EN (without CP-CP session) it
will then perform directory services in the same way as for an EN with CP-CP session described above.
Once the NN server has found the remote location specified in the BIND, it calculates the preferred
route, attaches the RSCV and forwards the BIND through the network transparently to the end node.

If a remote location resides in an EN without a CP-CP session then that EN cannot receive a search
request. In that case, the network node server must have (manually) configured the local locations of
the EN, so that it can respond to the search request on behalf of the EN.

* Finally, the NN server will not return the RSCV to the EN (without CP-CP session) when the preferred
route is calculated (as it will if the EN has a CP-CP session).

An NN server will perform preferred route calculation for the EN but only in a limited capacity. When
the server receives a BIND from the EN, it will calculate the preferred route from the NN server to the
target node (based on the COS table specified by the EN when it sends the BIND). It will then attach
the RSCV to the BIND and forward it to its destination.

Thus, an EN without a CP-CP session must travel the route via its network node server, while an EN
with a CP-CP session may travel via an alternative route which does not include the server which ori-
ginally calculated the route.

Note: As is the case with an EN that wants to establish a CP-CP session with an NN, the EN that wants
services from a NN but does not want a CP-CP session, also uses the network node server list in network
attributes. In this scenario the list of five NN server names is still valid. The names should be entered in the
order that they are to be preferred as a server. When a session request is issued on the EN for a remote
location that the EN does not have knowledge of or the owning control point is not adjacent or active, the
EN will forward the BIND to the NN that is both highest in the list and available for use. This means that
the controller description that described the adjacent NN must be varied-on pending or higher in order to be
used. For example, if the NN that is listed first is varied-off or is in a recovery-pending state, and the NN
that is in the second position is varied-on pending, the controller that describes the NN in position two will
be selected for activation. Furthermore, if the controller description that describes the NN in position one is
made available for use then that one will be selected for activation on subsequent attempts.

Low Entry Network (L.E.N.) Node Support

A L.E.N. node may reside at the end of an APPN network and cannot perform intermediate routing.

Note: L.E.N. node is a new name for what was called End Node in the IBM System/36 implementation of
APPN.

A L.E.N. node cannot specify an adjacent NN as a network server. However an adjacent NN will perform
the role of a network node server in a way similar to that of an EN without CP-CP session capability. That
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is, the network node server will perform route selection services for the L.E.N. node in the same way as for
an EN without CP-CP capability.

A L.E.N. node must define all remote locations with which it is likely to communicate. The adjacent NN
must manually configure the local location names of the L.E.N. node, other than the CP name. (A CP
name, for a L.E.N. node, is simply the name which is used to identify it to the network. It does not imply a
CP-CP capability.)

Comparison of the Capabilities of APPN Nodes

The following two tables compare the functions of different node types in an APPN network. The question
to be asked in the table in Figure 74 is whether the function specified is performed in the node. An “L” in
the table indicates that the function is provided but only to a limited extent.

NODE TYPE

FUNCTION NN EN(CP=Y)  EN(CP=N) LN

Uses some NN Server Functions N Y Y Y
Intermediate Routing Y N N N
Multiple CP-CP Session Partners | Y N N N
Directory Services Y Y Y N
Directory Database Y Y Y N
Perform Network Searches Y L N N
Auto Enter CP Name Y Y Y N
Register Locations with Server |N/A Y N . N
Topology Routing Services Y Y Y N
Topology Database Y L L N
Route Selection Y L L N
Class of Service Y Y Y N
Transmission Priority Y Y Y N
RSCV returned from Server to EN |N/A Y N N
Auto device create and activate Y Y Y N
Auto Disconnect on Switched Lines | L L Y Y
APPN Generic Routing Y Y Y N

Figure 74. Tables Comparing NNs, ENs and L.E.N.s. The first table illustrates the functions which each of the
APPN node types may perform. An “L” in a column indicates that the node has a function but only in a
limited way. ‘
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Appendix C. Independent (X.25) Packet Networks Compared_
to SNA

The debate about “X.25 networks” versus SNA networks is many years old and the issues have been often
explored. However, the recent introduction of T2.1 node support into SNA combined with the availability
of very reasonably priced ES/9370 processors and 3745 communication controllers changes many of the
parameters of the debate. It is therefore appropriate to summarise the issues as they are now.

In many ways it is very difficult to debate this question because of the wide differences in concept and scope
between the archetypical “X.25 packet network” and SNA networks. Nevertheless, an isolated packet
network (X.25 network) can be used as a wide area network transport vehicle within an SNA network and,
in many environments, SNA networks can directly replace isolated packet networks by performing equiv-
alent (or enhanced) function for the user. It is reasonable that the question of which approach is appropriate
in any particular situation should be asked by users.

Any discussion of this nature must start by emphasising that X.25 is an interface to a packet switched data
network and not a specification of how such a network should function internally. The basic concepts of
X.25 are reviewed in Appendix D, “An Introduction to X.25 Concepts” on page 169. In fact, by using the
IBM product “X.25 Interconnect” (XI), SNA subarea networks are able to “be” X.25 networks. That is,
they are able to carry traffic between X.25 interfaces and look to the attaching “DTE” like any other X.25
connection. XI is described in Integrating X.25 Function into SNA Networks, GG24-3052-1. Of course,
SNA networks have for many years been able to use X.25 networks as a transport medium for SNA traffic
and to interface to “X.25-non-SNA” devices for such purposes as OSI connection etc.

There is an enormous difference in scope between SNA on the one hand and an isolated packet network
(IPN) on the other. Also, there are wide differences between the operational characteristics of networks
provided by different suppliers and therefore it is difficult to compare characteristics in a general way.

Characteristics

Scope

The scope of SNA covers the whole range of user devices and programs (terminals, small computers, large
computers, programs, links, packet switches, etc.). “X.25 networks” only address the wide area data trans-
port component.

For example SNA includes the detailed specification of the interface an application program has to the com-
munications system supporting it and the detailed specification of the end-to-end protocols necessary for
program-to-program operation. X.25 is just a link interface to a wide area network.

Another way of saying this is that SNA has all of the functions described in the OSI model (all seven layers),
and in addition covers network directory and network management functions, yet unspecified in OSL

Recent Developments in SNA

Many people have commented that SNA is changing to become more like X.25. As described throughout
this book, SNA now has an any-to-any capability called T2.1 node support which from some perspectives
looks a lot like X.25. To begin with it provides a very similar function. In addition the dynamic allocation
of LFSIDs on the T2.1 node interface is conceptually very close to the dynamic allocation of logical chan-
nels in X.25. (See “Addressing Mechanism” on page 140 and “Components of the X.25 Interface” on
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page 170.) It is also true that SNA has evolved very quickly away from the strongly host-based architecture
that it was originally to become much more autonomous and independent.

The Network Interface

The key difference between the T2.1 node interface used in SNA and the X.25 interface is that the X.25
interface was designed to isolate the end user device from an independent and separate transport network, the
SNA interface was designed to integrate it. SNA specifies the internal operation of a T2.1 node in very great
detail, in X.25 the internal operation of the DTE is unspecified. Many of the other differences flow from
this basic design. In concept however, at the link level, the two interfaces are very similar.

The T2.1 node interface can operate over many different physical facilities such as:
e X.21, V.35 or V.24 links at any speed supported by the physical medium.
* LANs both Token-Ring and Ethernet™.
e The host channel interface.
¢ X.25 connections.

In addition, SNA is able to use multipoint SDLC link control which can significantly reduce the cost of
attachment of distributed devices. X.25 can only use link connection and must be point-to-point and this.
increases the attachment cost.

X.25 is defined (recommended) by the CCITT and has been available in a usable form since 1980. Today,
there is a substantial amount of equipment on the market that makes use of the X.25 network interface and
it is accepted as one means of network attachment within OSI. In addition SNA networks can use X.25 for
transport, attach to X.25 “native mode” for OSI connection and provide X.25 connections (via XI).

The T2.1 node interface is also “open” and is available for any vendor to use for attaching products. Many
products are available which use this attachment. However, because the networking function of the T2.1
node interface is so new, there is little non-SNA equipment on the market which makes use of it.

Network Function

Even considered in isolation as a transport network, SNA has two major features not found in most X.25
packet networks.

1. SNA has a built-in network directory. Resources are known by their names regardless of their location
within the network. Names are resolved into real addresses by a control point (in the subarea network
this is VTAM), when communication is established.

Even though some X.25 networks have re-routing of calls, etc. The directory function is a major advan-
tage of SNA. If a resource fails in one location and is backed up in another location, an SNA network
will automatically restart communications with the active resource regardless of where it is in the
network. X.25 networks typically use a ‘“‘telephone number” style of address which must be changed by
the end user every time a resource moves to a new location on the network.

2. An integrated network management and security function which allows the network to be managed as a
single logical entity. The effect of this is discussed later.

Philosophy
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internal Operation

Perhaps the most basic philosophy of the internal operation of an SNA network is to make the network as
stable as possible. SNA has extensive congestion and flow controls and in addition it has a strong emphasis
on error detection and recovery. Errors are retried at the logic level on which they are detected until it is
reasonably certain that another retry will not be of use. Only then are higher layers informed about the
error.

This is a cost trade-off issue. End devices in SNA do not have end-to-end recovery at the network level.
This is the OSI layer 4 class 4 function. This function is very expensive to implement in an end device and
is unnecessary if the network is stable. In the case of using some X.25 public networks within SNA it was
found necessary to invent such a protocol (called ELLC) to accommodate for the effects of running SNA
protocols over an unstable network.

Many, (but not all), packet networks available on the market use a philosophy which says “just send the
packet, do not flow control, do not have any expensive internal stability mechanisms, if a problem such as
link or node congestion occurs just throw away the data and tell the end user....” This is a perfectly legiti-
mate way to run a network, but it means that the end user devices have to have additional functions to make
communication stable (OSI layer 4 class 4).

End-User Isolation

The basic difference between SNA and “X.25 packet networks” is that SNA was designed as a private net-
working system for use within a single organisation or conglomerate. The X.25 interface was designed by
the CCITT (a committee of telephone companies) as the interface to a public data network. In the public
data network case, it is essential that the end user be unable to know about or affect the operation of the
internals of the network and the network administration does not want to know about the operation of the
end users’ devices. In a private network the reverse is true. Central operation and management are often
key to the successful implementation of a private network and it is essential that the network interface should
not be a barrier to this.

Consequences

Scope of Cost Optimisation

When someone builds an isolated network, they attempt to optimise the cost of that network. In other
words they try to minimise the network cost usually including the network nodes, a network management
processor and the links over which it runs. When this happens, things that appear “too hard” tend to be
“thrown over the wall.” That is, functions that are difficult or costly to perform within the network itself are
defined to be the responsibility of the end user. This is a characteristic of the X.25 CCITT specification and
also an operational characteristic of many such networks. Cost is taken out of the network and added to the
end user.

In SNA, it is assumed that the end user will evaluate the total cost of the whole network, including end
devices and processors etc. The major reason for the higher (apparent) cost of the network part of SNA is
that many functions are done in the network in order to reduce the cost of the attaching device. It is
assumed that there will be many more end user devices than communications nodes and therefore building
additional cost in the nodes to save cost in the end devices is justified.

If a cost comparison of the wide area component of an SNA network is made with almost any X.25 packet
network, the cost of the packet network will be lower. However, if the total cost, including processor attach-

ment, end user devices, LAN connections and network management is considered, SNA network will nearly
always be substantially lower in cost.

Interface Cost
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Processor attachment

X.25 only allows attachment through a serial communications link. Serial link attachment is a very
inefficient method of attachment to a large host processor and therefore is not supported by most
types of large hosts. If a separated packet network is used for example with an IBM 3090
mainframe, it is necessary to have a front end 3745 for attachment of the processor to the network.
But right beside it in the machine room there will be one or more “X.25 packet switches.” There is
considerable duplication of function and redundant equipment in this configuration.

LAN connection

Although it is used for things like TCP/IP, X.25 does not cover the protocols to be used across a
local area network. This means that all local area network attachment must be through a gateway
process (translating addresses etc.) and network management and control stop and start again on the
other side.

Multidrop link connection

One of the major sources of additional cost in X.25 is due to its inability to have a multipoint link
attachment. This is discussed in Integrating X.25 Function into SNA Networks, GG24-3052. If the
user want to have several devices in the same location then there must be several links to the
network (and several interfaces to the network), one for each device. With a multipoint protocol
such as SDLC one link can be sufficient.

In today’s environment, multipoint links servicing multiple different locations are rapidly becoming
unattractive as communications cost relationships change.

The X.25 interface

Three aspects of the X.25 interface design itself deserve comment.

1. Packet length. Most packet networks are designed to work with relatively short (128-byte)
packets. But the load on a connecting processor is almost the same regardless of packet or
block size. Thus 1000 byte blocks take about the same number of cycles to process as each 128
byte block within EDP equipment.

2. The process of packetisation. In X.25 when a logical block of data is broken up into packets for
presentation to the network, the packets are formed into a logical block by setting the “more
data” bit in the packet header of all packets except the last in each logical block. This is a
similar process to “segmentation” in SNA.

3. Because it is better for the network, there is a rule that a packet with the more data bit set on
MUST be full (be of the maximum size). This seems logical. However, within an attaching
processor, buffers may be of many sizes for may reasons not associated with the packet size.
When data is formed into packets in many products (such as the 3745) the data must be copied
into blocks of just the right length. This copying in a high-speed logic processor such as the
3745 takes a considerable number of processor cycles.

In SNA, a similar function called segmentation exists but it allows segments within a logical
group to be of any length up to a maximum. This allows the processor to break up the data on
logical break points such as buffer boundaries and thus saves considerable processor load.

Some 30% of the “extra” cycles taken by the X.25 interface product NPSI within the 3745 can
be attributed to data copying caused by the more data bit rule.

Network Management

When an isolated packet network is used as a vehicle for interconnection of a user’s devices and processors
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there are in fact two networks to consider.® First there is the packet network. Then there is the network
consisting of the user’s devices and connected together by virtual circuits within the packet network.

There are therefore two communications networks to manage. If X.25 communication is used within SNA,
then the SNA network management task is usually NOT reduced. In fact in many ways it becomes more
complex. In addition to the SNA network management task, then there is the management of the packet
network underneath it. Further there is communication between the people who operate the packet network
and those who operate the SNA network. These people are trained differently and have different technical
language and different concepts.

When an SNA network is run “over the top” of an “X.25 network” the X.25 network component appears as
a “black hole” within the SNA network management structure. Unless the user writes unique code (perhaps
within NetView/PC) to integrate the network management of both networks, resolution of the causes of
error is extremely difficult.

All this can be reduced to a cost, that of having two separate sets of network management people and
systems. But not all of the cost is readily apparent. The additional delay in problem resolution caused by
having separate and incompatible network management systems will show itself in network availability and
end-user service.

Non-SNA Transport

SNA networks have extensive X.25 function as mentioned elsewhere in this book. However, many
non-SNA end user processors and devices exist on the market which were designed to operate over X.25
packet networks. Many of these devices were designed to take account of the unstable nature of some of
these networks.

If a user has predominantly non-SNA traffic and most of the devices are equipped with X.25 interfaces, then
an SNA network will probably provide more function than that user is able to take advantage of. In this
case an isolated packet network may be an economic alternative. But in the case where there is significant
SNA traffic, the X.25 functions of the SNA network (XI, NPSI etc.) will make a single integrated SNA
solution optimal.

Economics

The major force between the development of “packet” style wide area networks (including the WAN part of
SNA) was the desire to optimise the use of long lines. In the early 1970’s, long communications lines were
seen as low in capacity and very high in cost. One of the main justifications for developing packet network
technology was to allow multiple users to share the use of a high- cost, low-capacity, link. .

But the same technology that produces economically priced packet switches also reduces the cost of long
communications lines. The slow introduction of digital techniques to the internal operations of the world’s
telephone networks is finally bearing fruit. Digital exchanges and multiplexors and fibre optic transmission
continue to bring down the cost of data transmission very rapidly. Long lines are no longer low in capacity
and high in cost. They are high in capacity and the cost is reducing very rapidly.

Packet networks do other things than just share costs. For example, they allow for alternate routing and
dynamic adjustment to network failures (but this is coming soon in the telephone network, too). However,
many people believe that packet network technology is no longer justified on an economic basis. In some
countries, it is true today that line cost saving alone cannot justify the installation of an isolated packet
network.

5¢ In fact the data processing network consisting of programs that process data and interconnected by logical con-
nections can be considered as a third network running over the top of the other two.
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The above remarks are true also for the WAN component of SNA. However, SNA integrates its WAN
networking function with its LAN interface and with its interfaces to large computers. The changing tele-
communications environment is causing an evolution in function placement within SNA devices. But even
if line cost reduces to zero that would not remove the need for the SNA network (but it would change the
placement of functions within SNA devices quite radically).

This is not a simple discussion. The traditional data network applications (30 characters in, 100 out for
banking transactions, 50 characters in and 800 out for screen keyboard applications) are no longer the
majority of the data traffic. Users are finding new applications which take advantage of the large data
storage and transmission capacity now available have recently become economically justified. (The
“paperless” office, which takes received mail, scans it, and then processes the document from then on as an
image, is already a reality in some organisations.) User requirement for data transmission are changing very
rapidly indeed and data networks need to be flexible enough to adjust to new user requirements as they arise.

Many people believe that the traditional isolated “X.25 packet network” was a technology of the 1970,
implemented in the 1980’s but obsolete in the 1990’s.5° These people would say that in the 1990s, as the cost
of communication bandwidth reduces and users implement applications requiring very high bandwidth and
fast response times, ISDN and MAN (Metropolitan Area Network) technologies will dominate.

Conclusion

SNA networks offer a single, integrated communication solution for an entire enterprise. Private packet net-
works only address the wide area communication part.

If network cost is considered in isolation from the system costs, then the private packet network will nearly
always appear to be lower. If the total system cost including network, end user devices, processor attach-
ments, personnel etc. are considered the SNA solution will almost always be proven to be the most eco-
nomic. In addition, the availability of a single integrated SNA network is very high and there is an
intangible (but very real) cost associated with network availability.

59 This appears in general to be true, but some applications of public packet switched networks (such as very infrequent
access to remote hosts from ASCII devices) will remain economic for some years. This appears to be an exception.
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Appendix D. An Introduction to X.25 Concepts

The CCITT recommendation X.25 describes an interface between a user and a packet-switched data
network.®® It must be emphasized that the recommendation ONLY describes the interface between the user
and the network. It describes the operation of the interface in great detail and it specifies what services
should be available to a user device operating on such an interface. It DOES NOT say anything at all about
how the network should operate internally. Thus the phrase “X.25 network” cannot say anything meaningful
about how the network operates, only that the network can support a certain type of connection between
users.

Internals not standardised
NODE |—
User |<—NODE NODE NODE |«—»(User
1 NODE [——
X.25 X.25
Interface Interface

Figure 75. Schematic of a Packet Network. Each "node” (or “switch”) receives a packet in full before routing it on
towards it destination user. Not shown is the additional equipment necessary to manage the network.

Networks with X.25 capability are often represented as a “cloud”. The “cloud” representation is useful since
it emphasizes that the end users need have no concern about how the network operates internally.

The user presents data to the network in short blocks called packets. The function of the network is to
deliver these packets to another user (destination) attached to the network. Packets are delivered, without
changef! to the data, in the same sequence as they were presented to the network and without being stored
on any intermediate external storage medium (disk). Communication is synchronous in that both communi-
cating users must be present at the same time for communication to take place.

The network is made up of nodes (also called “switches” or “Data Switching Exchanges” (DSEs)) that are
connected together by data communication links (see Figure 75). In most networks each node is a specially
designed computer but in addition there is almost always a larger network host (often a general purpose
computer) to service the network nodes.

One of the parameters of network design in a packet network is the maximum length of a packet. Short
packets make for fast transit times through the network. However they take considerably more resource
both in the end user device and within the network. In X.25 the “universal compromise” packet size which
every network must support is 128 bytes.

The central concept of X.25 is that of a “virtual circuit,” that is, a circuit is completed between two commu-
nicating end users in the same way as a circuit connects two people who use a telephone. The circuit is

60 This appendix was abstracted from “Integrating X.25 Function into Systems Network Architecture Networks”
(GG24-3052)

61 It is possible, albeit inefficient, for the length of a packet to be different at different ends of the network, but the data
is unchanged. '

Appendix D. An Introduction to X.25 Concepts 169



called “virtual” because it does not use dedicated resource within the network, but the logical path between a
pair of end users is nevertheless dedicated to communication between this pair of users and no others.
Virtual circuits (VCs) can be “switched” or “permanent”. A switched virtual circuit (SVC) is sometimes
named a “Virtual Call” (VC) in analogy with the telephone system and to confuse the innocent. The abbre-
viation for “permanent virtual circuit” is “PVC.”

Components of the X.25 Interface

_— Physical Link

Network (cloud) - End User
............ - —LC-1— Data
- 20— Terminal
. . 3 Equipment
.DSE . DCE /////1//// f— (DTE)
—_— n

Figure 76. Elements of the X.25 Interface

The central concepts of the X.25 interface are illustrated in Figure 76. The more important of the concepts
can be described as follows:

Packet The packet is the unit of data sent between the end user (called the DTE) and the network. Its
maximum size is called the “packet size” for this interface. A packet that is not full is sent as a short
packet. It is never “padded out” to the full packet length.

Packet Header Packets are transmitted with a three (or optionally four) byte header which is not included in
the packet length. The header contains information about the packet type, a “more data” bit which
allows for the grouping of packets into logical records and a 12-bit field which identifies which com-
munication (virtual circuit) this packet belongs to.

Logical Channel Within the one physical link to the network the end user (DTE) may have many communi-
cations (virtual circuits) with other end users in the network. Since the packet header does not
contain the network address of the destination, there needs to be some mechanism of identifying
where this packet is to be sent. That method is the logical channel number (and the logical channel
group number). A logical channel is simply a reference number to identify which virtual circuit this
packet belongs to. Another way of saying it is that many logical communications can take place
over a single physical circuit by multiplexing the physical circuit into many logical channels. The
Logical Channel Number (LLCN) is the identifier which is used to distinguish which virtual circuit a
particular packet belongs to.

Virtual Circuit A Virtual Circuit is simply an association between two logical channels, one at each commu-
nication end point. See Figure 77 on page 171. A packet that is sent with a logical channel
number of 3 by the user at interface A will be received at interface B with a logical channel number
of 6 in its packet header. The detail of how the communication is achieved is left to the designers of
the packet network.
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DTE Data Terminal Equipment. This means anything that is a user of the X.25 interface. It could be a
simple terminal, or a protocol conversion device or a large mainframe CPU. The interface is the
same and it is treated in the same way.

DCE Data Circuit terminating Equipment. This is the network end of the link from the user. In various
different contexts it can be the modem interface or the interface at the Network Node. In the X.25
context it normally refers to the Network node.

DSE Data Switching Exchange. This term is not often used since the process of data switching is hidden
from users of the network. It refers to the logical switching process within a node.

Physical Link This is the link between the user and the network. In IBM “jargon” it is called the MCH

(MultiChannel Link).
_3 < J— _3_..._
RS —_ —_— __.4_
_.5....__ - —_ ._—5__.
————— - —>6
_7____ — -— ..._7__._
_ Network —
DTE DCE —————— DCE DTE
Interface A Interface B

Figure 77. Virtual Circuit. Two logical channels (number 3 on interface A and number 6 on interface B) are commu-
nicating with one another. This pairing of logical channels is called a Virtual Circuit.
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Logical Structure of the X.25 Interface

End User Network Node
Modem Modem
User [Pkt [Link]Phys Phys |Link]|Pckt
Upper|Lev |Lev |Lev |—|DCE|€———|DCE[—]Lev Lev |Lev |DSE
Layrs|DTE |DTE |DTE DTE DCE {DCE
A A A
Phys Phys
Level Level

Scope of Link Level

Scope of packet Level

Scope of higher layers To other end user

vy

Figure 78. DTE and DCE Relationships. The scope of each layer is shown here. The relationship between DTE and
DCE at each layer should be noted.

Logically, the interface operates in three “layers” called physical, link, and packet levels.

Physical Level. This is the lowest logical layer and provides electrical connection between the DTE and the
link to the network. If a modem is used then the physical layer is specified by the CCITT recomm-
endations V.24 or V.35.%2 If a “digital” link is to be used then recommendation X.21 is appropriate.
This layer only provides for the sending and receiving of bits and for physical compatibility of plugs
and cables and for voltage tolerances and signal timings etc.

Link Level. This is the “line control” or “link protocol” which passes frames of data to and from the network.
Link control takes a queue of frames at each of the DTE and the DCE and is responsible for trans-
ferring them in as efficient a way as possible from one to the other. Link control takes frames from
the packet level and delivers them to the packet level at the other side. Link level does not care
about the content of the frames and does not know that the link is multiplexed among many virtual
circuits. Link control is responsible for error detection and recovery (retransmission) between DTE
and DCE. Inherent in the means of operation of the link control there is a “data flow control”
enforced through a rotating “send window”. However, it is not generally used for controlling flow
except in conditions of extreme congestion because the DTE-DCE flow control is done at the packet
level.

The link control protocol used in X.25 is a version (subset of options) of the international standard
data link control "HDLC”. The subset is the “Asynchronous Balanced Mode” and is called LAPB
in the jargon of X.25.

62 V.24 and V.35 are also sometimes called "X.21bis”. There are minor differences in technical detail between these
V-series recommendations and X.21bis but the terms are often used interchangeably. “A rose by any other name...”
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Packet Level. The packet level protocol performs basically two functions. The first is to multiplex the phys-
ical channel provided by the link control into a number (up to 4096) of logical channels. The
second is to provide a flow control between the DTE and DCE to provide an even delivery of data
per logical connection (virtual circuit).

There is no error recovery in the packet level. (Though some network suppliers add one.) The
scope of packet level is the same as for link level (from the nearest node in the network to the user)
so error recovery is solely done at the link level.

Setting Up a Virtual Circuit
There are two kinds of virtual circuit:

Permanent Virtual Circuits are set up by the network administration and consist of a permanent relationship
between a particular logical channel on one particular interface (or port) and another logical channel
on a different interface somewhere else in the network. A permanent virtual circuit is always there
(provided the network is operating) and the end user DTE requires nothing special to start using it.

Swﬁched virtual circuits must be requested by the user and are then set up by the network (provided that the
network has resources available). A special packet type (the “call” packet) is sent to the network on
a logical channel that is not already in use. (There are strict rules for selection of the next logical
channel to be used.) The call packet contains the address of the other user to which connection is
requested. There is a standard format for addresses to be used by the network. The network then
finds and sets up a path to the other user and selects a logical channel on which to notify the other
user of the “Incoming Call”. This incoming call (in reality the call packet sent by the other user with
a different logical channel number and some fields changed) is presented to the other user which can
then accept or reject the call. A “Call Accepted” packet is sent to accept the call or a “clear” packet
is sent to refuse the call. “Clear” is the usual way of terminating an SVC connection (i.e., hanging

up).

Packet Types
There are surprisingly few different packet types in X.25.

Data Packets. These are the units in which data is sent through the network. Packets can be of different
(maximum) sizes and in fact different logical channels on the same physical link can use different
packet sizes. In the X.25 recommendation, packet sizes of 32, 64, 128, 256, 512, 1024, 2048 and
4096 bytes (octets) are allowed. However, every X.25 network must support a packet size of 128 in
addition to the other sizes it may optionally support. For example, the network is capable of
changing the packet size during transit so that a DTE at one end may have a packet size of 128
bytes and at the other end a packet size of 256.

Qualified Data Packets. These are the same as data packets but have the “Q” bit in the packet header set on.
This is simply a way of identifying a logically different kind of data from what is carried in a data
packet and can be used by the DTEs in any way they like.

Interrupt Packets. These packets carry only a small amount of data (in the CCITT 1980 version 1 byte) and
are given priority in transit through the network. Whereas Data and Q packets are always delivered
to the destination DTE in the order that they were presented to the network, interrupt packets are
presented as soon as possible. It is up to the user to decide the meaning of data (if any) in an
interrupt packet.

Control Packets. These are packets like “Call”, “Reset” and “Clear” that are used to communicate informa-
tion between the DTEs and the network.
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The PAD Function

While the recommendation X.25 deals with the attachment of synchronous link connected devices to a
packet network, there are three other CCITT recommendations that are usually understood to be present
when the phrase “X.25 network” is used. These relate to the attachment of “dumb” “ASCII TWX" devices
to the packet network. Three Recommendations are involved. These are X.3, X.28 and X.29. They are
often referred to as “the triple-x pad” or just the “PAD.”

These asynchronous terminals typically send a character on the communications line every time a key on the
keyboard is depressed. That is, transmission is one character at a time and the assembly of characters into
logical records and blocks is done by the program to which the terminal is communicating. These types of
terminal often do not use error checking at all but it is increasingly common to use a method of error
control called “echo-plexing”. In “echo-plexing”, a character sent from the device to the computer is sent
back in the opposite direction and the terminal compares the returned character with the character sent in.
If they are the same then there has been no error.

For efficiency reasons it is obvious that sending characters across the packet network as one character per
packet will not be very attractive. There is then a need for a function that assembles characters from ASCII
devices into groups to be sent through the network in packets. “PAD” stands for “Packet
Assembler/Disassembler” and the PAD device performs this function.

X.28
X.25
Interface @ —— e
. v
X.25 X.25 Packet Network X.3 ASCII
DTE j<«—>»)DCE PAD | ¢——|Term

— ASCII
— — Protocol

X.29

A
v

Figure 79. The ASCII "PAD". Scope of the three CCITT recommendations X.3, X.28 and X.29 is shown.

As characters are sent by the terminal, they are “echoed” (if needed) and assembled into a buffer. When
certain criteria (such as a packet being filled or a pre-determined control character being entered) are met,
then the PAD will forward the new packet on a virtual circuit to the partner on the other side of the
network. The three recommendations cover the following functions:

X.3  This covers the internal operation of the PAD, the control parameters that can be entered from the
terminal to customize the operation of the PAD and things like echo and flow control etc.
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X.28 This covers the data link interface between the terminal and the PAD. Access can be via the
“PSTN” (Public Switched Telephone Network), or via leased line, or through TELEX etc.

X.29 This covers the exchange of control messages between the P-DTE (Packet Mode DTE) and the
PAD. These messages are used for example to set up PAD parameters in order to either relieve the
terminal operator from the chore of setting up PAD parameters or to prevent the terminal user from
changing parameters without the permission of the host application.

In the diagram Figure 79 on page 174 the PAD is shown as a function or a part of the network. This is not
necessarily true. PADs are most often implemented as external devices as shown in the diagram Figure 80.

X.25 X.25 Packet Network X.25 X.3 ASCII
DTE |<«—»|DCE DCE |«—>| PAD (@ Term
X.25 —_— —_— X.25
Interface —— —_— Interface

Figure 80. An "External” PAD. While described as a network function the PAD is most often implemented as an
external piece of equipment.
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Note: Manual numbers prefixed by the letter “L” refer to manuals which contain detailed internals information about
the referenced product. This licensed material may only be ordered by licensees of the product concerned.

VTAM Publications

The following paragraphs briefly describe the library of manuals for VTAM V3R3.
VTAM Network Implementation Guide (SC31-6404)

This manual contains information about how to install VTAM, how to define a network to VTAM, and how to test your
network definitions. This manual should be used in conjunction with the VTAM Resource Definition Reference.

VTAM Resource Definition Reference (SC31-6412)

This manual contains the VTAM definition statements and start options. It also has information on the operands of NCP
definition statements that affect VTAM. To assist VM users, there is an appendix describing VSCS start options. This
book should be used in conjunction with the VTAM Installation and Resource Definition Guide.

VTAM V3R3 Storage Estimates (SK2T-2025, a diskette)

These diskettes aid in estimating the storage requirements for VTAM. They contain an interactive program that guides
the user step-by-step through the process for estimating storage.

VTAM Customization (LY43-0046)

This manual enables a system programmer to customize VTAM and tune it for better performance. It discusses modi-
fying VTAM messages; modifying VTAM USS commands, installation exit routines, and replaceable modules; and tuning
VTAM.

VTAM Operation (SC31-6408)

This manual enables a system programmer to prepare a “run book” for a VTAM network. This book also serves as a
reference manual to programmers and operators requiring detailed information about specific operator commands.

VTAM Messages and Codes (SC31-6405)

This manual contains, in alphanumerical order, all messages and codes issued by VTAM. These messages include VTAM
messages for network operators, TSO/VTAM messages for network operators, TSO/VTAM messages for terminal users, USS
messages for terminal users, and VSCS messages. This manual can be inserted into the operating system messages
manual, if desired, or used as a stand-alone manual.

VTAM Programming (SC31-6409)

This manual describes how to use VTAM macroinstructions to send data to and receive data from (1) a terminal in
cither the same or a different domain, or (2) another application program in either the same or a different domain.
Also included is a dictionary of VTAM macroinstructions.

VTAM Programming for LU 6.2 (SC31-6410)

This manual describes the VTAM LU 6.2 programming interface for host application programs. This manual applies to
programs that use only LU 6.2 sessions or that use LU 6.2 sessions along with other session types. (Only LU 6.2 sessions

are covered in this manual, however.)

VTAM Diagnosis (LY43-0042)
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This manual assists system programmers in identifying a VTAM problem, classifying it, and collecting information about
the problem in preparation for calling the IBM Support Center. The information collected includes traces, dumps, and
other problem documentation.

VTAM V3R3 Data Areas for MVS (LY43-0043)

VTAM V3R3 Data Areas for VM (LY43-0045)

These manuals describe VTAM data areas and can be used to read a VTAM dump. They are intended for IBM program-
ming service representatives and customer personnel who are diagnosing problems with VTAM.

VTAM Reference Summary (LY43-0047)
This manual is designed as a quick reference for system programmers. This manual contains selected reference infor-

mation that includes VTIAM and VSCS commands, VTAM definition statements, VTAM start options, VTAM macroin-
structions, and VTAM and VSCS trace formats.

VTAM V3R2 Publications

The following manuals pertain to VTAM V3R2. Several of these manuals also contain information about VTAM V3R1.2
for VM and VSE, V3RI1.1 for MVS and VM, and V3R for VSE.

VTAM Installation and Resource Definition (SC23-0111)
VTAM Customization (LY 30-5614)

VTAM Directory of Programming Interfaces for Customers (GC31-6403)
VTAM Operation (SC23-0113)

VTAM Messages and Codes (§C23-0114)

VTAM Programming (SC23-0115)

VTAM Programming for LU 6.2 (SC30-3400)

VTAM Diagnosis (LY30-5601)

VTAM Data Areas for MVS (LY30-5592)

VTAM Data Areas for VM (LY30-5593)

VTAM Data Areas for VSE (LY30-5594)

VTAM Reference Summary (LY 30-5600)

VTAM V3R2 Enhancements (LD35-0270)

VTAM Version 3 for VM/9370 (SD35-0271)

Other Network Program Products Publications

The following list shows the cross-product manuals for VTAM, NetView, NCP, SSP, and NetView/PC.
Network Program Products Planning and Reference (SC31-6811)

Network Program Products Bibliography and Master Index (GC31-6815)
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NetView Publications

The following list shows the publications associated with Release 3 of the NetView program.
Learning about NetView (SK2T-0292)

NetView Installation and Administration Guide (SC31-6018)

NetView Administration Reference (SC31-6014)

NetView Tuning Guide (SC30-3481)

NetView Customization: Overview (SC31-6016)

NetView Customization: Using PL/I, C, and Assembler (SC31-6037)
NetView Customization: Writing Command Lists (SC31-6015)

NetView Directory of Programming Interfaces for Customers (GC31-6022)
NetView Operation Primer (SC31-6020)

NetView Operation (SC31-6019)

NetView Command Summary (SX75-0026)

NetView Problem Determination and Diagnosis (LY43-0001)

NetView Resource Alerts Reference (SC31-6024)

NetView Problem Determination Supplement for Management Services Major Vectors 0001 and 0025 (LD21-0023)

NCP Version 4 Publications

The following list shows the publications for NCP Version 4.
NCP, SSP, and EP Generation and Loading Guide (SC30-3348)
NCP Migration Guide (SC30-3252)

NCP, SSP, and EP Resource Definition Guide (SC30-3349)
NCP, SSP, and EP Resource Definition Reference (SC30-3254)
NCP Customization Guide (LY30-5571)

NCP Customization Reference (LY30-5612)

SSP Customization (LY43-0021)

NCP, SSP, and EP Messages and Codes (SC30-3169)

NCP, SSP, and EP Diagnosis Guide (LY30-5591)

NCP and EP Reference (LY30-5569)

NCP and EP Reference Summary and Data Areas (LY 30-5570)
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NCP Version 5 Publications

The following list shows the publications for NCP Version 5.
NCP, SSP, and EP Generation and Loading Guide (SC30-3348)
NCP Migration Guide (SC30-3440)

NCP, SSP, and EP Resource Definition Guide (SC30-3447)
NCP, SSP, and EP Resource Definition Reference (SC30-3448)
NCP Customization Guide (LY 30-5606)

NCP Customization Reference (LY 30-5607)

SSP Customization (L'Y43-0021)

NCP, SSP, and EP Messages and Codes (SC30-3169)

NCP, SSP, and EP Diagnosis Guide (LY 30-5591)

NCP and EP Reference (1Y 30-5605)

NCP and EP Reference Summary and Data Areas (LY30-5603)
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Glossary

This glossary defines important SNA, NCP, and VTAM
abbreviations and terms.%3

It includes information from the following sources:

o IBM Vocabulary for Data Processing, Telecommu-
nications, and Office Systems, GC20-1699.

¢ American National Dictionary for Information Proc-
essing. These entries are identified by an asterisk
*).

* Draft proposals and working papers under develop-
ment by the International Standards Organization,
Technical Committee 97, Subcommittee 1. These
are identified by the symbol (TC97).

o CCITT Sixth Plenary Assembly Orange Book,
Terms and Definitions and working documents pub-
lished by the Consultative Committee on Interna-
tional Telegraph and Telephone of the International
Telecommunication Union, Geneva, 1980. These
are preceded by the symbol (CCITT/ITU).

Published sections of the ISO Vocabulary of Data
Processing, developed by the International Stand-
ards Organization, Technical Committee 97, Sub-
committee 1 and published sections of the ISO
Vocabulary of Office Machines, developed by sub-
committees of ISO Technical Committee 95. These
are preceded by the syribol (ISO).

ACB. (1) In VTAM, application control block. (2) In
NCP, adapter control block.

ACF/NCP. Advanced Communications Function for
the Network Control Program. Synonym for NCP.

ACF/[SSP. Advanced Communications Function for
the System Support Programs. Synonym for SSP.

ACF/TAP. Advanced Communications Function for
the Trace Analysis Program. Synonym for TAP.

ACF/TCAM. Advanced Communications Function for
the Telecommunications Access Method. Synonym for
TCAM.

ACF/VTAM. Advanced Communications Function for
the Virtual Telecommunications Access Method.
Synonym for VTAM.

ACF/VTAME. Advanced Communications Function
for the Virtual Telecommunications Access Method
Entry. Synonym for VTAME.

acquire. (1) For a VTAM application program, to ini-
tiate and establish a session with another logical unit
(LU). The acquire process begins when the application
program issues a macroinstruction. See also accept.
(2) To take over resources that were formerly controlled
by an access method in another domain, or to resume
control of resources that were controlled by this domain
but released. Contrast with release. See also resource
takeover.

adaptive session pacing. Synonym for adaptive session-
level pacing.

adaptive session-level pacing. A form of session-level
pacing in which session components exchange pacing
windows that may vary in size during the course of a
session. This allows transmission to adapt dynamically
to variations in availability and demand of buffers on a
session by session basis. Session pacing occurs within
independent stages along the session path according to
local congestion at the intermediate nodes. Synonymous
with adaptive session pacing. See pacing, session-level
pacing, and virtual route pacing.

adjacent nodes. Two nodes that are connected by one
or more data links with no intervening nodes.

Advanced Program-to-Program Communication
(APPC). A synonym for logical unit (LU) 6.2 and its
implementations.

alias name. A name defined in a host used to represent
a logical unit name, logon mode table name, or class-of-
service name in another network. This name is defined
to a name translation program when the alias name
does not match the real name. The alias name trans-
lation program is used to associate the real and alias
names.

alias name translation facility. A function for con-
verting logical unit names, logon mode table names, and
class-of-service names used in one network into equiv-
alent names to be used in another network. Available
with NetView or NCCF licensed programs.

APIL. Application program interface.

APPC.
cation.

Advanced Program-to-Program Communi-

application control block (ACB). A control block that
links an application program to VSAM or VTAM.

63 This glossary is abridged from the glossary in VTAM Operation, (SC23-0113-4).
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application program. (1) A program written for or by a
user that applies to the user’s work. (2) A program
used to connect and communicate with stations in a
network, enabling users to perform application-oriented
activities.

application program interface (API). (1) The formally

defined programming language interface between an
IBM system control program or licensed program and
its user. (2) The interface through which an application
program interacts with an access method. In VTAM, it
is the language structure used in control blocks so that
application programs can reference them and be identi-
fied to VTAM.

automatic logon. (1) A process by which VTAM auto-
matically creates a session-initiation request to establish
a session between two logical units (LUs). The session
will be between a designated primary logical unit (PLU)
and a secondary logical unit (SLU) that is neither
queued for nor in session with another PLU. See also
controlling application program and controlling logical
unit. (2) In VM, a process by which a virtual machine
is initiated by other than the user of that virtual
machine. For example, the primary VM operator’s
virtual machine is activated automatically during VM
initialization.

available. In VTAM, pertaining to a logical unit that is
active, connected, enabled, and not at its session limit.

bidder. In SNA, the LU-LU half-session defined at
session activation as having to request and receive per-
mission from the other LU-LU half-session to begin a
bracket. Contrast with first speaker. See also bracket
protocol and contention.

BIND. In SNA, a request to activate a session between
two logical units (LUs). See also session activation
request. Contrast with UNBIND.

BIU segment. In SNA, the portion of a basic informa-
tion unit (BIU) that is contained within a path informa-
tion unit (PIU). It consists of either a request/response
header (RH) followed by all or a portion of a
request/response unit (RU), or only a portion of an RU.

boundary function. (1) A capability of a subarea node

to provide protocol support for attached peripheral
nodes, such as: (a) interconnecting subarea path control
and peripheral path control elements, (b) performing
session sequence numbering for low-function peripheral
nodes, and (c) providing session-level pacing support.
(2) The component that provides these capabilities. See
also boundary node, network addressable unit (NAU),
peripheral path control, subarea node, and subarea path
control.

boundary node. (1) A subarea node with boundary
function. See subarea node (including illustration). See
also boundary function. (2) The programming compo-
nent that performs FID2 (format identification type 2)

!
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conversion, channel data link control, pacing, and
channel or device error recovery procedures for a locally
attached station. These functions are similar to those
performed by a network control program for an
NCP-attached station.

bracket protocol. In SNA, a data flow control protocol
in which exchanges between the two LU-LU half-
sessions are achieved through the use of brackets, with
one LU designated at session activation as the first
speaker and the other as the bidder. The bracket pro-
tocol involves bracket initiation and termination rules.
See also bidder and first speaker.

BSC. Binary synchronous communication.
CDRM. Cross-domain resource manager.
CDRSC. Cross-domain resource.

channel adapter. A communication controller hardware
unit used to attach the controller to a System/360 or a
System/370 channel.

channel-attached. Pertaining to the attachment of
devices directly by System 370 input-output channels to
a host processor.

channel-attachment major node. (1) A major node that
includes an NCP that is channel-attached to a data host.
(2) A major node that may include minor nodes that
are the line groups and lines that represent a channel
attachment to an adjacent (channel-attached) host.
(3) In VM or VSE operating systems, a major node that
may include minor nodes that are resources (host
processors, NCPs, line groups, lines, SNA physical units
and logical units, cluster controllers, and terminals)
attached through a communication adapter.

CID. Communication identifier.

class of service (COS). In SNA, a designation of the
path control network characteristics, such as path secu-
rity, transmission priority, and bandwidth, that apply to
a particular session. The end user designates class of
service at session initiation by using a symbolic name
that is mapped into a list of virtual routes, any one of
which can be selected for the session to provide the
requested level of service.

CLIST. Command list.

closedown. The deactivation of a device, program, or
system. See cancel closedown, orderly closedown, and
quick closedown.

cluster controller. A device that can control the
input/output operations of more than one device con-
nected to it. A cluster controller may be controlled by a
program stored and executed in the unit; for example,
the IBM 3601 Finance Communication Controller. Or



it may be controlled entirely by hardware; for example,
the IBM 3272 Control Unit.

CMC. Communication management configuration.
CNM. Communication network management.

command. (1) A request from a terminal for the per-
formance of an operation or the execution of a partic-
ular program. (2) In SNA, any field set in the
transmission header (TH), request header (RH), and
sometimes portions of a request unit (RU), that initiates
an action or that begins a protocol; for example: (a)
Bind Session (session-control request unit), a command
that activates an LU-LU session, (b) the change-
direction indicator in the RH of the last RU of a chain,
(c) the virtual route reset window indicator in a FID4
transmission header. See also VTAM operator
command.

communication adapter. An optional hardware feature,
available on certain processors, that permits communi-
cation lines to be attached to the processors.

communication controller. A type of communication
control unit whose operations are controlled by one or
more programs stored and executed in the unit; for
example, the IBM 3725 Communication Controller. It
manages the details of line control and the routing of
data through a network.

composite end node (CEN). A group of nodes made up
of a single type 5 node and its subordinate type 4 nodes
that together support type 2.1 protocols. To a type 2.1
node, a CEN appears as one end node. For example,
NCP and VTAM act as a composite end node.

configuration. (1) (TC97) The arrangement of a com-
puter system or network as defined by the nature,
number, and the chief characteristics of its functional
units. The term may refer to a hardware or a software
configuration. (2) The devices and programs that make
up a system, subsystem, or network. (3) In CCP, the
arrangement of controllers, lines, and terminals attached
to an IBM 3710 Network Controller. Also, the collec-
tive set of item definitions that describe such a configura-
tion.

contention. A situation in which two logical units (LUs)
that are connected by an LU 6.2 session both attempt to
allocate the session for a conversation at the same time.
The control operator assigns “winner” and “loser”
status to the LUs so that processing may continue on an
orderly basis. The contention loser requests permission
from the contention winner to allocate a conversation on
the session, and the contention winner either grants or
rejects the request. See also bidder.

control block. (ISO) A storage area used by a computer
program to hold control information.

control point (CP). (1) A system services control point
(SSCP) that provides hierarchical control of a group of
nodes in a network. (2) A control point (CP) local to a
specific node that provides control of that node, either in
the absence of SSCP control (for type 2.1 nodes engaged
in peer to peer communication) or to supplement SSCP
control.

control program (CP). The VM operating system that
manages the real processor’s resources and is respon-
sible for simulating System/370s for individual users.

controlling application program. In VTAM, an applica-
tion program with which a secondary logical unit (other
than an application program) is automatically put in
session whenever the secondary logical unit is available.
See also automatic logon and controlling logical unit.

controlling logical unit. In VTAM, a logical unit with
which a secondary logical unit (other than an applica-
tion program) is automatically put in session whenever
the secondary logical unit is available. A controlling
logical unit can be either an application program or a
device-type logical unit. See also automatic logon and
controlling application program.

COS. C(Class of service.
CP. (1) Control program. (2) Control point.

cross-domain. In SNA, pertaining to control of
resources involving more than one domain.

cross-domain link. (1) A subarea link connecting two
subareas that are in different domains. (2) A link phys-
ically connecting two domains.

cross-domain resource (CDRSC). A resource owned by
a cross-domain resource manager (CDRM) in another
domain but known by the CDRM in this domain by
network name and associated CDRM.

cross-domain resource manager (CDRM). In VTAM,
the function in the system services control point (SSCP)
that controls initiation and termination of cross-domain
sessions.

cross-network. In SNA, pertaining to control or
resources involving more than one SNA network.

cross-network session. An LU-LU or SSCP-SSCP
session whose path traverses more than one SNA
network.

cryptographic. Pertaining to the transformation of data
to conceal its meaning. See also encipher and decipher.

data link control (DLC) layer. In SNA, the layer that
consists of the link stations that schedule data transfer
over a transmission medium connecting two nodes and
perform error control for the link connection. Examples
of data link control are SDLC for serial-by-bit link con-
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nection and data link control for the System/370
channel.

definite response (DR). In SNA, a value in the form-of-
response-requested field of the request header. The
value directs the receiver of the request to return a
response unconditionally, whether positive or negative,
to that request. Contrast with exception response and no
response.

definition statement. (1) In VTAM, the statement that
describes an element of the network. (2) In NCP, a
type of instruction that defines a resource to the NCP.
See also macroinstruction.

dependent LU. Any logical unit (LU) that receives an
ACTLU over a link. Such LUs can act only as sec-
ondary logical units (SLUs) and can have only one
LU-LU session at a time. Contrast with independent
LU.

destination logical unit (DLU). The logical unit to
which data is to be sent. Contrast with origin logical
unit (OLU).

device-type logical unit. In VTAM, a logical unit that
has a session limit of 1 and usually acts as the secondary
end of a session. It is typically a logical unit (LU) in an
SNA terminal, such as a 3270. It could be the primary
end of a session, for example, the logical unit repres-
enting the Network Routing Facility (NRF) logical unit.

direct activation. In VTAM, the activation of a
resource as a result of an activation command specif-
ically naming the resource. See automatic activation.
Contrast with indirect activation.

direct deactivation. In VTAM, the deactivation of a
resource as a result of a deactivation command specif-
ically naming the resource. See also automatic deacti-
vation. Contrast with indirect deactivation.

disabled. In VTAM, pertaining to a logical unit (LU)
that has indicated to its system services control point
(SSCP) that it is temporarily not ready to establish
LU-LU sessions. An initiate request for a session with a
disabled logical unit (LU) can specify that the session be
queued by the SSCP until the LU becomes enabled.
The LU can separately indicate whether this applies to
its ability to act as a primary logical unit (PLU) or a
secondary logical unit (SLU). See also enabled and
inhibited.

DLU. Destination logical unit.

domain. (1) An access method, its application pro-
grams, communication controllers, connecting lines,
modems, and attached terminals. (2) In SNA, a system
services control point (SSCP) and the physical units
(PUs), logical units (LUs), links, link stations, and all the
associated resources that the SSCP has the ability to
control by means of activation requests and deactivation
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requests. See system services control point domain and
type 2.1 node control point domain. See also single-
domain network and multiple-domain network

DR. (1) In NCP and CCP, dynamic reconfiguration.
(2) In SNA, definite response.

element. (1) A field in the network address. (2) The
particular resource within a subarea identified by the
element address. See also subarea.

element address. In SNA, a value in the element
address field of the network address identifying a specific
resource within a subarea. See subarea address.

enabled. In VTAM, pertaining to a logical unit (LU)
that has indicated to its system services control point
(SSCP) that it is now ready to establish LU-LU sessions.
The LU can separately indicate whether this prevents it
from acting as a primary logical unit (PLU) or as a sec-
ondary logical unit (SLU). See also disabled and inhib-
ited.

end node. A type 2.1 node that does not provide any
intermediate routing or session services to any other
node. For example, APPC/PC is an end node. See
composite end node, node, and type 2.1 node.

ER. (1) Explicit route. (2) Exception response.

exception request (EXR). In SNA, a request that
replaces another message unit in which an error has
been detected.

exception response (ER). In SNA, a value in the form-
of-response-requested field of a request header (RH).
An exception response is sent only if a request is unac-
ceptable as received or cannot be processed. Contrast
with definite response and no response. See also negative
response.

explicit route (ER). In SNA, the path control network
elements, including a specific set of one or more trans-
mission groups, that connect two subarea nodes. An
explicit route is identified by an origin subarea address,
a destination subarea address, an explicit route number,
and a reverse explicit route number. Contrast with
virtual route (VR). See also path and route extension.

EXR. Exception request.

extended network addressing. The network addressing
system that splits the address into an 8-bit subarea and a
15-bit element portion. The subarea portion of the
address is used to address host processors or communi-
cation controllers. The element portion is used to
permit processors or controllers to address resources.

first speaker. In SNA, the LU-LU half-session defined
at session activation as: (1) able to begin a bracket
without requesting permission from the other LU-LU
half-session to do so, and (2) winning contention if both



half-sessions attempt to begin a bracket simultaneously.
Contrast with bidder. See also bracket protocol.

flow control. In SNA, the process of managing the rate
at which data traffic passes between components of the
network. The purpose of flow control is to optimize the
rate of flow of message units, with minimum congestion
in the network; that is, to neither overflow the buffers at
the receiver or at intermediate routing nodes, nor leave
the receiver waiting for more message units. See also
adaptive session-level pacing, pacing, session-level pacing,
and virtual route pacing.

formatted system services. A portion of VITAM that
provides certain system services as a result of receiving a
field-formatted command, such as an Initiate or Termi-
nate command. Contrast with unformatted system ser-
vices (USS). See also field-formatted.

frame. (1) The unit of transmission in some local area
networks, including the IBM Token-Ring Network. It
includes delimiters, control characters, information, and
checking characters. (2) In SDLC, the vehicle for every
command, every response, and all information that is
transmitted using SDLC procedures.

gateway. The combination of machines and programs
that provide address translation, name translation, and
system services control point (SSCP) rerouting between
independent SNA networks to allow those networks to
communicate. A gateway consists of one gateway NCP
and at least one gateway SSCP.

gateway NCP. An NCP that performs address trans-
lation to allow cross-network session trafficc  The
gateway NCP connects two or more independent SNA
networks. Synonymous with gateway node.

gateway node. Synonym for gateway NCP.

gateway SSCP. An SSCP that is capable of cross-
network session initiation, termination, takedown, and
session outage notification. A gateway SSCP is in
session with the gateway NCP; it provides network name
translation and assists the gateway NCP in setting up
alias network addresses for cross-network sessions.

half-session. In SNA, a component that provides func-
tion management data (FMD) services, data flow
control, and transmission control for one of the sessions
of a network addressable unit (NAU). See also primary
half-session and secondary half-session.

host node. A node providing an application program
interface (API) and a common application interface.
See boundary node, node, peripheral node, subarea host
node, and subarea node. See also boundary function and
node type.

host processor. (1) (TC97) A processor that controls all
or part of a user application network. (2) In a network,

the processing unit in which the data communication
access method resides.

IMS. Information = Management  System/Virtual
Storage. Synonymous with JMS/VS.

IMS/VS. Information Management System/Virtual
Storage. Synonym for JMS.

inactive. Describes the state of a resource that has not
been activated or for which the VARY INACT
command has been issued. Contrast with active. See
also inoperative.

independent LU. A logical unit (LU) that does not
receive an ACTLU over a link. Such LUs can act as
primary logical units (PLUs) or secondary logical units
(SLUs) and can have one or more LU-LU sessions at a
time. Contrast with dependent LU.

inhibited. In VTAM, pertaining to a logical unit (LU)
that has indicated to its system services control point
(SSCP) that it is not ready to establish LU-LU sessions.
An initiate request for a session with an inhibited LU
will be rejected by the SSCP. The LU can separately
indicate whether this applies to its ability to act as a
primary logical unit (PLU) or as a secondary logical
unit (SLU). See also enabled and disabled.

initiate. A network services request sent from a logical
unit (LU) to a system services control point (SSCP)
requesting that an LU-LU session be established.

interconnected networks. SNA networks connected by
gateways.

interconnection. See SNA network interconnection.

intermediate routing node (IRN). In SNA, a subarea
node with intermediate routing function.

intermediate SSCP. An SSCP along a session initiation
path that owns neither of the LUs involved in a cross-
network LU-LU session.

interpret table. In VTAM, an installation-defined corre-
lation list that translates an argument into a string of
eight characters. Interpret tables can be used to trans-
late logon data into the name of an application program
for which the logon is intended.

IRN. Intermediate routing node.

ISTATUS. In VTAM and NCP, a definition specifica-
tion method for indicating the initial status of resources.
See also indirect activation.

link. In SNA, the combination of the link connection
and the link stations joining network nodes; for
example: (1) a System/370 channel and its associated
protocols, (2) a serial-by-bit connection under the
control of Synchronous Data Link Control (SDLC). A
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link connection is the physical medium of transmission.
A link, however, is both logical and physical. Synony-
mous with data link. See Figure 81 on page 187.

link station. (1) In SNA, the combination of hardware
and software that allows a node to attach to and provide
control for a link. (2) In VTAM, a named resource
within a subarea node that represents another subarea
node that is attached by a subarea link. In the resource
hierarchy, the link station is subordinate to the subarea
link.

local address. In SNA, an address used in a peripheral
node in place of an SNA network address and trans-
formed to or from an SNA network address by the
boundary function in a subarea node.

local area network (LAN). (1) A network in which a
set of devices are connected to one another for commu-
nication and that can be connected to a larger network.
See also token ring. (2) A network in which communi-
cations are limited to a moderately sized geographic
area such as a single office building, warehouse, or
campus, and which do not generally extend across
public rights-of-way. Contrast with wide area network.

logical unit (LU). In SNA, a port through which an end
user accesses the SNA network and the functions pro-
vided by system services control points (SSCPs). An LU
can support at least two sessions—one with an SSCP and
one with another LU—and may be capable of sup-
porting many sessions with other LUs. See also network
addressable unit (NAU), peripheral LU, physical unit
(PU), system services control point (SSCP), primary
logical unit (PLU), and secondary logical unit (SLU).

logical unit (LU) services. In SNA, capabilities in a
logical unit to: (1) receive requests from an end user
and, in turn, issue requests to the system services control
point (SSCP) in order to perform the requested func-
tions, typically for session initiation; (2) receive requests
from the SSCP, for example to activate LU-LU sessions
via Bind Session requests; and (3) provide session pres-
entation and other services for LU-LU sessions. See
also physical unit (PU) services.

logical unit (LU) 6.2. A type of logical unit that sup-
ports general communication between programs in a
distributed processing environment. LU 6.2 is charac-
terized by (1) a peer relationship between session part-
ners, (2) efficient utilization of a session for multiple
transactions, (3) comprehensive end-to-end error proc-
essing, and (4) a generic application program interface
(API) consisting of structured verbs that are mapped
into a product implementation.

logmode table. Synonym for logon mode table.
log off. - To request that a session be terminated.

logoff. In VTAM, an unformatted session termination
request.
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log on. To initiate a session.

logon. In VTAM, an unformatted session initiation
request for a session between two logical units. See
automatic logon and simulated logon. See also session-
initiation request.

logon mode. In VTAM, a subset of session parameters
specified in a logon mode table for communication with
a logical unit. See also session parameters.

logon mode table. In VTAM, a set of entries for one or
more logon modes. Each logon mode is identified by a
logon mode name. Synonymous with /ogmode table.

LU. Logical unit.

LU type. In SNA, the classification of an LU-LU
session in terms of the specific subset of SNA protocols
and options supported by the logical units (LUs) for that
session, namely:

The mandatory and optional values allowed in the
session activation request.

The usage of data stream controls, function man-
agement headers (FMHs), request unit (RU) param-
eters, and sense codes.

Presentation services protocols such as those associ-
ated with FMH usage.

LU types 0, 1, 2, 3, 4, 6.1, 6.2, and 7 are defined.

LU-LU session. In SNA, a session between two logical
units (LUs) in an SNA network. It provides communi-
cation between two end users, or between an end user
and an LU services component.

major node. In VTAM, a set of resources that can be
activated and deactivated as a group. See node and
minor node.

management services. In SNA, one of the types of
network services in control points (CPs) and physical
units (PUs). Management services are the services pro-
vided to assist in the management of SNA networks,
such as problem management, performance and
accounting management, configuration management and
change management. See also configuration services,
maintenance services, network services, and session ser-
vices.

mode name. A symbolic name for a set of session char-
acteristics. For LU 6.2, a mode name and a partner
LU name together define a group of parallel sessions
having the same characteristics.

multipoint link. A link or circuit interconnecting several
link stations. Synonymous with multidrop line. Con-
trast with point-to-point link.
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Figure 81. Links and Path Controls
name translation. In SNA network interconnection, native network. The network in which a gateway NCP’s
converting logical unit names, logon mode table names, resources reside.
and class-of-service names used in one network into
equivalent names to be used in another network. This NAU. Network addressable unit.

function can be provided through NetView and invoked

by a gateway system services control point (SSCP) when NCP. (1) Network Control Program (IBM licensed

necessary. See also alias name. program). lIts full name is Advanced Communications
Function for the Network Control Program. Synony-
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mous with ACF/NCP.
(general term).

(2) Network control program

NCP major node. In VTAM, a set of minor nodes
representing resources, such as lines and peripheral
nodes, controlled by a network control program. See
major node.

negative response (NR). In SNA, a response indicating
that a request did not arrive successfully or was not
processed successfully by the receiver. Contrast with
positive response. See exception response.

NetView. A system 370-based IBM licensed program
used to monitor a network, manage it, and diagnose its
problems.

network address. In SNA, an address, consisting of
subarea and element fields, that identifies a link, a link
station, or a network addressable unit. Subarea nodes
use network addresses; peripheral nodes use local
addresses. The boundary function in the subarea node
to which a peripheral node is attached transforms local
addresses to network addresses and vice versa. See
local address. See also network name.

network addressable unit (NAU). In SNA, a logical
unit, a physical unit, or a system services control point.
It is the origin or the destination of information trans-
mitted by the path control network. Each NAU has a
network address that represents it to the path control
network. See also network name, network address, and
path control network.

network control (NC). In SNA, an RU category used
for requests and responses exchanged for such purposes
as activating and deactivating explicit and virtual routes
and sending load modules to adjacent peripheral nodes.
See also data flow control layer and session control.

Network Control Program (NCP). An IBM licensed
program that provides communication controller
support for single-domain, multiple-domain, and inter-
connected network capability. Its full name is Advanced
Communications Function for the Network Control
Program.

network identifier (network ID). The network name
defined to NCPs and hosts to indicate the name of the
network in which they reside. It is unique across all
communicating SNA networks.

network name. (1) In SNA, the symbolic identifier by
which end users refer to a network addressable unit
(NAU), a link, or a link station. See also network
address. (2) In a multiple-domain network, the name of
the APPL statement defining a VTAM application
program is its network name and it must be unique
across domains. Contrast with ACB name. See uninter-
preted name.
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Network Routing Facility (NRF). An IBM licensed
program that resides in the NCP, which provides a path
for messages between terminals, and routes messages
over this path without going through the host processor.

network services (NS). In SNA, the services within
network addressable units (NAUs) that control network
operation through SSCP-SSCP, SSCP-PU, and
SSCP-LU sessions. See configuration services, mainte-
nance services, management services, and session
services.

NLDM. Network Logical Data Manager.

node. (1) In SNA, an endpoint of a link or junction
common to two or more links in a network. Nodes can
be distributed to host processors, communication con-
trollers, cluster controllers, or terminals. Nodes can
vary in routing and other functional capabilities. See
boundary node, host node, peripheral node, and subarea
node (including illustration). (2) In VITAM, a point in a
network defined by a symbolic name. See mgjor node
and minor node.

node name. In VITAM, the symbolic name assigned to
a specific major or minor node during network defi-
nition.

node type. In SNA, a designation of a node according
to the protocols it supports and the network addressable
units (NAUs) that it can contain. Five types are
defined: 1, 2.0, 2.1, 4, and 5. Type 1, type 2.0, and type
2.1 nodes are peripheral nodes; type 4 and type 5 nodes
are subarea nodes. See also type 2.1 node.

non-native network. Any network attached to a gateway
NCP that does not contain that NCP’s resources.

no response. In SNA, a value in the form-of-response-
requested field of the request header (RH) indicating
that no response is to be returned to the request,
whether or not the request is received and processed
successfully. Contrast with definite response and excep-
tion response.

notify. A network services request that is sent by an
SSCP to a logical unit (LU) to inform the LU of the
status of a procedure requested by the LU.

NPDA. Network Problem Determination Application.
NRF. Network Routing Facility.

OLU. Origin logical unit.

origin logical unit (OLU). The logical unit from which
data is sent. Contrast with destination logical unit
(DLU).

pacing. In SNA, a technique by which a receiving com-

ponent controls the rate of transmission of a sending
component to prevent overrun or congestion. See



session-level pacing, send pacing, and virtual route (VR)
pacing. See also flow control.

pacing group. In SNA, (1) The path information units
(P1Us) that can be transmitted on a virtual route before
a virtual-route pacing response is received, indicating
that the virtual route receiver is ready to receive more
PIUs on the route. Synonymous with window. (2) The
requests that can be transmitted on the normal flow in
one direction on a session before a session-level pacing
response is received, indicating that the receiver is ready
to accept the next group of requests.

packet switching. (T'C97) The process of routing and
transferring data by means of addressed packets so that
a channel is occupied only during the transmission of a
packet; upon completion of the transmission, the
channel is made available for the transfer of other
packets.

parallel sessions. In SNA, two or more concurrently
active sessions between the same two logical units (LUs)
using different pairs of network addresses. Each session
can have independent session parameters.

path. (1) In SNA, the series of path control network
components (path control and data link control) that are
traversed by the information exchanged between two
network addressable units (NAUs). See also explicit
route (ER), route extension, and virtual route (VR).
(2) In VTAM when defining a switched major node, a
potential dial-out port that can be used to reach that
node. (3) In the NetView/PC program, a complete line
in a configuration that contains all of the resources in
the service point command service (SPCS) query link
configuration request list.

path control (PC). The function that routes message
units between network addressable units (NAUs) in the
network and provides the paths between them. It con-
verts the BIUs from transmission control (possibly seg-
menting them) into path information units (PIUs) and
exchanges basic transmission units (BTUs) and one or
more PIUs with data link control. Path control differs
for peripheral nodes, which use local addresses for
routing, and subarea nodes, which use network
addresses for routing. See peripheral path control and
subarea path control. See also link, peripheral node,
and subarea node.

path control (PC) layer. In SNA, the layer that
manages the sharing of link resources of the SNA
network and routes basic information units (BIUs)
through it. See also BIU segment, blocking of PIUs,
data link control layer, and transmission control layer.

path control (PC) network. In SNA, the part of the
SNA network that includes the data link control and
path control layers. See SNA network and user applica-
tion network. See also boundary function.

path information unit (PIU). In SNA, a message unit
consisting of a transmission header (TH) alone, or of a
TH followed by a basic information unit (BIU) or a
BIU segment. See also transmission header.

PC. (1) Path control. (2) Personal Computer. Its full
name is the IBM Personal Computer.

peripheral host node. A node that provides an applica-
tion program interface (API) for running application
programs but does not provide SSCP functions and is
not aware of the network configuration. The peripheral
host node does not provide subarea node services. It
has boundary function provided by its adjacent subarea.
See boundary node, host node, node, peripheral node,
subarea host node, and subarea node. See also boundary
Sfunction and node type.

peripheral LU. In SNA, a logical unit representing a
peripheral node.

peripheral node. In SNA, a node that uses local
addresses for routing and therefore is not affected by
changes in network addresses. A peripheral node
requires boundary-function assistance from an adjacent
subarea node. A peripheral node is a physical unit (PU)
type 1, 2.0, or 2.1 node connected to a subarea node
with boundary function within a subarea. See boundary
node, host node, node, peripheral host node, subarea host
node, and subarea node. See also boundary function and
node type.

peripheral path control. The function in a peripheral
node that routes message units between units with local
addresses and provides the paths between them. See
path control and subarea path control. See also
boundary function, peripheral node, and subarea node.

peripheral PU. In SNA, a physical unit representing a
peripheral node.

physical unit (PU). In SNA, a type of network address-
able unit (NAU). A physical unit (PU) manages and
monitors the resources (such as attached links) of a
node, as requested by a system services control point
(SSCP) through an SSCP-PU session. An SSCP acti-
vates a session with the physical unit in order to indi-
rectly manage, through the PU, resources of the node
such as attached links. See also peripheral PU and
subarea PU.

physical unit (PU) services. In SNA, the components’
within a physical unit (PU) that provide configuration
services and maintenance services for SSCP-PU ses-
sions. See also logical unit (LU) services.

PIU. Path information unit.

PLU. Primary logical unit.

POL. Programmed operator interface.
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point-to-point link. A link that connects a single remote

link station to a node; it may be either switched or non-

switched. Contrast with multipoint link.

polling. (1) * Interrogation of devices for purposes such
as to avoid contention, to determine operational status,
or to determine readiness to send or receive data.
(2) (TC97) The process whereby stations are invited,
one at a time, to transmit.

positive response. A response indicating that a request
was received and processed. Contrast with negative
response. '

primary half-session. In SNA, the half-session that
sends the session activation request. See also primary
logical unit. Contrast with secondary half-session.

primary logical unit (PLU). In SNA, the logical unit
(LU) that contains the primary half-session for a partic-
ular LU-LU session. Each session must have a PLU
and secondary logical unit (SLU). The PLU is the unit
responsible for the bind and is the controlling LU for
the session. A particular LU may contain both primary
and secondary half-sessions for different active LU-LU
sessions. Contrast with secondary logical unit (SLU).

protocol. (1) (CCITT/ITU) A specification for the
format and relative timing of information exchanged
between communicating parties. (2) (T'C97) The set of
rules governing the operation of functional units of a
communication system that must be followed if commu-
nication is to be achieved. (3) In SNA, the meanings of,
and the sequencing rules for, requests and responses
used for managing the network, transferring data, and
synchronizing the states of network components. See
also bracket protocol. Synonymous with line control
discipline and line discipline. See also link protocol.

PU. Physical unit.

PU-PU flow. In SNA, the exchange between physical
units (PUs) of network control requests and responses.

queued session. In VTAM, pertaining to a requested
LU-LU session that cannot be started because one of
the logical units (LUs) is not available. If the session-
initiation request specified queuing, the system services
control points (SSCPs) will record the request and later
continue with the session-establishment procedure when
both LUs become available.

real name. The name by which a logical unit (LU),

logon mode table, or class-of-service (COS) table is
known within the SNA network in which it resides.

receive pacing. In SNA, the pacing of message units
that the component is receiving. See also send pacing.

Recommendation X.21 (Geneva 1980). A Consultative

Committee on International Telegraph and Telephone

(CCITT) recommendation for a general purpose inter-

190 T 2.1 Enterprise Networking

face between data terminal equipment and data circuit
equipment for synchronous operations on a public data
network.

Recommendation X.25 (Geneva 1980). A Consultative
Committee on International Telegraph and Telephone
(CCITT) recommendation for the interface between data
terminal equipment and packet-switched data networks.
See also packet switching.

request parameter list (RPL). In VTAM, a control
block that contains the parameters necessary for proc-
essing a request for data transfer, for establishing or ter-
minating a session, or for some other operation.

request unit (RU). In SNA, a message unit that con-
tains control information, end-user data, or both.

request/response unit (RU). In SNA, a generic term for
a request unit or a response unit. See also request unit
(RU) and response unit.

response unit (RU). In SNA, a message unit that
acknowledges a request unit; it may contain prefix infor-
mation received in a request unit. If positive, the
response unit may contain additional information (such
as session parameters in response to Bind Session), or if
negative, contains sense data defining the exception con-
dition.

route extension (REX). In SNA, the path control
network components, including a peripheral link, that
make up the portion of a path between a subarea node
and a network addressable unit (NAU) in an adjacent

“peripheral node. See also path, explicit route (ER), and

virtual route (VR).

RPL. Request parameter list.

RU. Request/response unit.

SDLC. Synchronous Data Link Control.

secondary half-session. In SNA, the half-session that
receives the session-activation request. See also sec-
ondary logical unit (SLU). Contrast with primary half-
session.

secondary logical unit (SLU). In SNA, the logical unit
(LU) that contains the secondary half-session for a par-
ticular LU-LU session. An LU may contain secondary
and primary half-sessions for different active LU-LU
sessions. Contrast with primary logical unit (PLU).

send pacing. In SNA, pacing of message units that a
component is sending. See also receive pacing.

service point (SP). An entry point that supports appli-
cations that provide network management for resources
not under the direct control of itself as an entry point.
Each resource is either under the direct control of
another entry point or not under the direct control of



any entry point. A service point accessing these
resources is not required to use SNA sessions (unlike a
focal point). A service point is needed when entry point
support is not yet available for some network manage-
ment function.

session. In SNA, a logical connection between two
network addressable units (NAUs) that can be activated,
tailored to provide various protocols, and deactivated, as
requested. Each session is uniquely identified in a trans-
mission header (TH) by a pair of network addresses,
identifying the origin and destination NAUs of any
transmissions exchanged during the session. See half-
session, LU-LU session, SSCP-LU session, SSCP-PU
session, and SSCP-SSCP session. See also LU-LU
session type and PU-PU flow.

session activation request. In SNA, a request that acti-
vates a session between two network addressable units
(NAUs) and specifies session parameters that control
various protocols during session activity; for example,
BIND and ACTPU. Contrast with session deactivation
request.

session control (SC). In SNA, (1) One of the compo-
nents of transmission control. Session control is used to
purge data flowing in a session after an unrecoverable
error occurs, to resynchronize the data flow after such
an error, and to perform cryptographic verification. (2)
A request unit (RU) category used for requests and
responses exchanged between the session control com-
ponents of a session and for session activation and deac-
tivation requests and responses.

session deactivation request. In SNA, a request that
deactivates a session between two network addressable
units (NAUs); for example, UNBIND and DACTPU.
Synonymous with generic unbind. Contrast with session
activation request.

session-initiation request. In SNA, an Initiate or logon
request from a logical unit (LU) to a control point (CP)
that an LU-LU session be activated.

session-level pacing. In SNA, a flow control technique
that permits a receiver to control the data transfer rate
(the rate at which it receives request units) on the
normal flow. Itis used to prevent overloading a receiver
with unprocessed requests when the sender can generate
requests faster than the receiver can process them. See
also pacing and virtual route pacing.

session limit. (1) In SNA, (a) the maximum number of
concurrently active LU-LU sessions a particular logical
unit can support; (b) the limit that determines how many
sessions may be active between two logical units (LUs)
that are using LU 6.2 protocols and a given mode
name. Each partner LU is allocated a minimum share
of contention-winner sessions within this limit. (2) In
the network control program, the maximum number of
concurrent line-scheduling sessions on a non-SDLC,
multipoint line.

session parameters. In SNA, the parameters that
specify or constrain the protocols (such as bracket pro-
tocol and pacing) for a session between two network
addressable units. See also logon mode.

session partner. In SNA, one of the two network
addressable units (NAUs) having an active session.

session services. In SNA, one of the types of network
services in the control point (CP) and in the logical unit
(LU). These services provide facilities for an LU or a
network operator to request that the SSCP initiate or
terminate sessions between logical units. See configura-
tion services, maintenance services, and management ser-
vices.

In SNA, a network with one
Contrast with

single-domain network.
system services control point (SSCP).
multiple-domain network.

SLU. Secondary logical unit.
SNA. Systems Network Architecture.

SNA network. The part of a user-application network
that conforms to the formats and protocols of Systems
Network Architecture. It enables reliable transfer of
data among end users and provides protocols for con-
trolling the resources of various network configurations.
The SNA network consists of network addressable units
(NAUs), boundary function components, and the path
control network.

SNA network interconnection. The connection, by gate-
ways, of two or more independent SNA networks to
allow communication between logical units in those net-
works. The individual SNA networks retain their inde-
pendence.

SP. Service point.
SS. Start-stop.
SSCP. System services control point.

SSCP ID. In SNA, a number that uniquely identifies a
system services control point (SSCP). The SSCP ID is
used in session activation requests sent to physical units
(PUs) and other SSCPs.

SSCP-LU session. In SNA, a session between a system
services control point (SSCP) and a logical unit (LU);
the session enables the LU to request the SSCP to help
initiate LU-LU sessions.

SSCP-PU session. In SNA, a session between a system
services control point (SSCP) and a physical unit (PU);
SSCP-PU sessions allow SSCPs to send requests to and
receive status information from individual nodes in
order to control the network configuration.
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SSCP-SSCP session. In SNA, a session between the
system services control point (SSCP) in one domain and
the SSCP in another domain. An SSCP-SSCP session is
used to initiate and terminate cross-domain LU-LU ses-
sions.

start option. In VTAM, a user-specified or
IBM-supplied option that determines certain conditions
that are to exist during the time a VI'AM system is
operating. Start options can be predefined or specified
when VTAM is started.

subarea. A portion of the SNA network consisting of a
subarea node, any attached peripheral nodes, and their
associated resources.  Within a subarea node, all
network addressable units, links, and adjacent link
stations (in attached peripheral or subarea nodes) that
are addressable within the subarea share a common
subarea address and have distinct element addresses.

subarea address. In SNA, a value in the subarea field
of the network address that identifies a particular
subarea. See also element address.

subarea/element address split. The division of a 16-bit
network address into a subarea address and an element
address.

subarea host node. A host node that provides both
subarea function and an application program interface
(API) for running application programs. It provides
system services control point (SSCP) functions, subarea
node services, and is aware of the network configura-
tion. See boundary node, communication management
configuration host node, data host node, host node, node,
peripheral node, and subarea node. See also boundary
function and node type.

subarea link. In SNA, a link that connects two subarea
nodes. See channel link and link.

subarea node. In SNA, a node that uses network
addresses for routing and whose routing tables are there-
fore affected by changes in the configuration of the
network. Subarea nodes can provide gateway function,
and boundary function support for peripheral nodes.
Type 4 and type 5 nodes are subarea nodes. See
boundary node, host node, node, peripheral node, and
subarea host node. See also boundary function and node

type.

subarea path control. The function in a subarea node
that routes message units between network addressable
units (NAUs) and provides the paths between them. See
path control and peripheral path control. See also
boundary function, peripheral node, and subarea node.

subarea PU. In SNA, a physical unit (PU) in a subarea
node.
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subsystem. A secondary or subordinate system, usually
capable of operating independent of, or asynchronously
with, a controlling system.

switched line. A communication line in which the con-
nection between the communication controller and a
remote link station is established by dialing.

switched major node. In VIAM, a major node whose
minor nodes are physical units and logical units attached
by switched SDLC links.

switched network backup (SNBU). An optional facility
that allows a user to specify, for certain types of PUs, a
switched line to be used as an alternate path if the
primary line becomes unavailable or unusable.

Synchronous Data Link Control (SDLC). A discipline
for managing synchronous, code-transparent,
serial-by-bit information transfer over a link connection.
Transmission exchanges may be duplex or half-duplex
over switched or nonswitched links. The configuration
of the link connection may be point-to-point, multipoint,
or loop. SDLC conforms to subsets of the Advanced
Data Communication Control Procedures (ADCCP) of
the American National Standards Institute and High-
Level Data Link Control (HDLC) of the International
Standards Organization.

system services control point (SSCP). In SNA, a central
location point within an SNA network for managing the
configuration, coordinating network operator and
problem determination requests, and providing directory
support and other session services for end users of the
network. Multiple SSCPs, cooperating as peers, can
divide the network into domains of control, with each
SSCP having a hierarchical control relationship to the
physical units and logical units within its domain.

system services control point (SSCP) domain. The
system services control point and the physical units
(PUs), logical units (LUs), links, link stations and all the
resources that the SSCP has the ability to control by
means of activation requests and deactivation requests.

Systems Network Architecture (SNA). The description
of the logical structure, formats, protocols, and opera-
tional sequences for transmitting information units
through and controlling the configuration and operation
of networks.

TERMINATE. In SNA, a request unit that is sent by a
logical unit (LU) to its system services control point
(SSCP) to cause the SSCP to start a procedure to end
one or more designated LU-LU sessions.

TG. Transmission group.
token. A sequence of bits passed from one device to

another along the token ring. When the token has data
appended to it, it becomes a frame.



token ring. A network with a ring topology that passes
tokens from one attaching device to another. For
example, the IBM Token-Ring Network.

transmission control (TC) layer. In SNA, the layer
within a half-session that synchronizes and paces
session-level data traffic, checks session sequence
numbers of requests, and enciphers and deciphers end-
user data. Transmission control has two components:
the connection point manager and session control. See
also half-session.

transmission group (TG). In SNA, a group of links
between adjacent subarea nodes, appearing as a single
logical link for routing of messages. A transmission
group may consist of one or more SDLC links (parallel
links) or of a single System/370 channel.

transmission header (TH). In SNA, control informa-
tion, optionally followed by a basic information unit
(BIU) or a BIU segment, that is created and used by
path control to route message units and to control their
flow within the network. See also path information unit.

transmission priority. In SNA, a rank assigned to a
path information unit (PIU) that determines its preced-
ence for being selected by the transmission group control
component of path control for forwarding to the next
subarea node of the route used by the PIU.

type 2.1 node (T2.1 node). A node that can attach to an
SNA network as a peripheral node using the same pro-
tocols as type 2.0 nodes. Type 2.1 nodes can be directly
attached to one another using peer-to-peer protocols.
See end node, node, and subarea node. See also node

type.

type 2.1 node (T2.1 node) control point domain. The CP,
its logical units (LUs), links, link stations, and all
resources that it activates and deactivates.

UNBIND. In SNA, a request to deactivate a session
between two logical units (LUs). See also session deacti-
vation request. Contrast with BIND.

unformatted. In VTAM, pertaining to commands (such
as LOGON or LOGOFF) entered by an end user and
sent by a logical unit in character form. The character-
coded command must be in the syntax defined in the
user’s unformatted system services definition table. Syn-
onymous with character-coded. Contrast with field-
formatted.

unformatted system services (USS). In SNA products, a
system services control point (SSCP) facility that trans-
lates a character-coded request, such as a logon or
logoff request into a field-formatted request for proc-
essing by formatted system services and translates field-
formatted replies and responses into character-coded
requests for processing by a logical unit. Contrast with
Jormatted system services. See also converted command.

uninterpreted name. In SNA, a character string that a
system services control point (SSCP) is able to convert
into the network name of a logical unit (LU). Typically,
an uninterpreted name is used in a logon or Initiate
request from a secondary logical unit (SLU) to identify
the primary logical unit (PLU) with which the session is
requested.

USS. Unformatted system services.

virtual route (VR). In SNA, a logical connection (1)
between two subarea nodes that is physically realized as
a particular explicit route, or (2) that is contained wholly
within a subarea node for intranode sessions. A virtual
route between distinct subarea nodes imposes a trans-
mission priority on the underlying explicit route, pro-
vides flow control through virtual-route pacing, and
provides data integrity through sequence numbering of
path information units (PIUs). See also explicit route
(ER), path, and route extension.

virtual route pacing. In SNA, a flow control technique
used by the virtual route control component of path
control at each end of a virtual route to control the rate
at which path information units (PIUs) flow over the
virtual route. VR pacing can be adjusted according to
traffic congestion in any of the nodes along the route.
See also pacing and session-level pacing.

Virtual Telecommunications Access Method (VTAM).
An IBM licensed program that controls communication
and the flow of data in an SNA network. It provides
single-domain, muiltiple-domain, and interconnected
network capability.

VR. Virtual route.

VTAM. Virtual Telecommunications Access Method
(IBM licensed program). Its full name is Advanced
Communications Function for the Virtual Telecommuni-
cations Access Method. Synonymous with ACF/VTAM.

VTAM application program. A program that has
opened an ACB to identify itself to VTAM and can now
issue VITAM macroinstructions.

VTAM definition. The process of defining the user
application network to VTAM = and modifying
IBM-defined characteristics to suit the needs of the user.

VTAM operator command. A command used to
monitor or control a VIAM domain. See also defi-
nition statement.

wide area network. A network that provides data com-
munication capability in geographic areas larger than
those serviced by local area networks. Wide area net-
works may extend across public rights-of-way. Contrast
with local area network.

window. (1) In SNA, synonym for pacing group.
(2) On a visual display terminal, a small amount of
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information in a framed-in area on a panel that overlays  X.21. See Recommendation X.21 (Geneva 1980).
part of the panel.
X.25. See Recommendation X.25 (Geneva 1980).
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