JAMF ADCS Certificate setup Guide

Version: 1.0 March 2018

This is documentation on how to use JAMF to
deploy a device or computer based cert for EAP-
TLS Cert based Wireless.

ltems you'll need:

Certs: in .cer format

Root CA cert

Issuing Cert

Access to the Root CA server to create the certificate template.
Admin access to your Jamf console.

The FQDN name or your radius servers.
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Step 1: Create the Certificate Template on the root
CA: General

Jamf Properties ? x
Subject Name lssuance Requirements
Superseded Templates Bdensions Security Server

General | Compatibilty Request Handing Cryptography Key Attestation

Template display name:

Jamf

[ emplate name;

Jamf

Validity period: Renewal period:

[ Bles - [ flwesks v

[[] Publish certificate in Active Directory
Do not automatically reenroll if 3 duplicate cerdificate exists in Active
Directory
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Compatibility

KI

Jamf Properties ? *
Subject Mame lssuance Requirements
Superseded Templates Extensions Security Server

General Compatibiity Request Handling Cryptography — Key Attestation

The template options available are based on the eariest operating system
versions set in Compatibility Settings.

Show resulting changes

Compatibility Settings

Cerification Authority

Windows Server 2003 w
Cerificate recipient

Windows XP / Server 2003 e

These settings may not prevent earier operating systems from using this
template.
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Request Handling

[

KI

lamf Properties ? >
Subject Mame lssuance Reguirements
Superseded Templates Extensions Securty Server

General Compatibility Request Handling  Cryptography  Key Attestation

Purpose: Signature and encryption e
Delete revoked or expired cerificates (do not archive)

[ ] Include symmetric algorithms allowed by the subject
] Archive subject’s encryption private key

Authorize additional service accounts to access the private key ()

Key Permissions...

Allow private key to be exported

Renew with the same key ()

For automatic renewal of smart card cerfficates, use the existing key if a
new key cannot be created (7}

Do the following when the subject is enrolled and when the private key
associated with this certficate is used:

Erroll subject without requiring any user input

Prompt the user during enrallmert

Prompt the user during enrollment and require user input when the
private key is used

* Control is disabled due to compatibility settings.
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Crytography

lamf Properties 7 >
Subject Mame lzsuance Requirements
Superseded Templates Extensions Security Server

General Compatibiity FReguest Handiing Cryptoaraphy  Key Attestation

Provider Categary: Legacy Cryptographic Service Provider
Algorithm narme; Determined by CSP w
Minimum key size: 2048

Choose which cryptographic providers can be used for requests
() Requests can use any provider available on the subject’s computer
(@) Reguests must use one of the following providers:

Providers:

[w]Microsoft BSA SChannel Cryptographic Provider .n -:’
[IMicrosoft OH SChannel Cryptographic Provider

[[IMicrosoft Enhanced Cryptographic Provider w1.0

[[JMicrosoft Enhanced D55 and Diffie-Hellman Cryptographic Pr

[ IMicrosoft Enhanced RSA and AES Cryptoaraphic Provider ¥

Fiequest hash: Determined by CSP

|lze altemate signature format
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Key Attestation

Jamf Properties ? *
Subject Name lssuance Requirements
Superseded Templates Exdensions Securty Server

General Compatibilty Request Handling Cryptography ~ Key Attestation

Key Attestation
None
Required, if client is capable
Required

Perform attestation based on:
|Iser credentials
Hardware certfficate

Hardware key

lzsuance policies for key attested cerfficates

Include issuance policies for enforced attestation types

Perform attestation onhy (do not include issuance policies)

Cortrols are disabled due to compatibility settings
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Superseded Templates

Jamf Properties ? x
Subject Mame lssuance Requirements
General Compatibiity Request Handling Cryptography  Key Attestation
Superseded Templates Extensions Security Server

Certfficates issued by this template supersede certfficates issued by all
templates added to this list. Add only those templates whose cerficates
allow tasks pemitted by cedificates issued by this template.

Cerificate templates:

Template Display Mame Minimum Supported Chs

Add... Remaove
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Extensions: Application Policies

lamf Properties ? >
Subject Name lssuance Requirements
General Compatibility FRequest Handling Cryptography — Key Attestation
Superseded Templates Extensions Security Server
To modify an estension, select it, and then click Edit.
BExtensions included in this template:
KI E‘l Application Policies
D Basic Constraints
Dﬂert'rficate Template Information
D lssuance Policies
D Key Usage
Edt...

Description of Application Policies:

Cerfficate Reguest Agent
Client Authentication
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Extensions: Basic Constraints

Jamf Properties

Subject Name lssuance Requirements
General Compatibility Request Handling Cryptography  Key Attestation
Superseded Templates Extensions Security Server

To modify an extension, select it, and then click Edit.

Bxdensions included in this template:
[ Dﬂpplicaﬂon Palicies

[F| Basic Constraints
Dﬂert'rfic:ate Template Information
D lssuance Policies

B Key Usage

Edi...

Description of Basic Constraints:
The subject is an end-entity.
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Extensions: Certificate Template Info

This is a computer template

Jarnf Properties

Subject Mame lssuance Requirements

Compatibilty Feguest Handling Cryptography ey Attestation
Superseded Templates Extensions Securty Server

To modify an extension, select it, and then click Edit.

General

Extensions included in this template:

Kl Dﬂpplication Policies
D Basic Constraints

E] Cerificate Template Information
Dlssuance Faolicies

D Key Usage

Edit...

Description of Certificate Template Information:

Template display name: Jamf s
Object identifier:

1.2.6.1.41.311.21 8.15766265.14334105.11357588. 6768021 127065

Subject type: Computer
Majar version number: 100
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Extensions: Issuance Policies

Jamf Properties

Subject Mame lzsuance Requirements

General Compatibility Reguest Handling Cryptography  Key Attestation
Superseded Templates Extensions Security Server

To modify an extension, select it, and then click Edit.

Bdensions included in this template:

Kl D.ﬁpplicaﬁon Palicies

D Basic Constraints

Dﬂert'rficate Template Information
E'I |zsuance Policies

Edit...

Descrption of lssuance Policies:

Cerificate policies are also known as issuance policies
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Extensions: Key Usage

Jamf Properties

Subject Name lssuance Requirements

General Compatibility Bequest Handling Cryptography ~ Key Attestation
Superseded Templates Exensions Securty Server

To modify an extension, select it, and then click Edit.

BExtensions included in this template:
KL Bﬂpplicaﬂun Policies

D Basic Constraints

Dﬂert'rficate Template Information
D lssuance Policies

Edt...

Descrption of Key Usage:

Signature requirements:
Digital signature

Signature is proof of orgin (nonrepudiation)

Allow key exchange only with ey encryption
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JAMF ADCS CERTIFICATE SETUP GUIDE




JAMF ADCS Certificate setup Guide

Security

lamf Properties ? >
Subject Name lssuance Requirements
General Compatibility FRequest Handling Cryptography  Key Attestation
Superseded Templates Extensions Security Server

K

v

I -:Dumain Computers ( E*Domain Computers) i

Add... Remave

Pemissions for Domain Computers Allow Dery
Full Control ]
L]
L]
L]
Autoenroll ]

For special pemissions or advanced settings, click Advanced

Advanced.
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Server

Jamf Properties ? >
Subject Name lssuance Requirements
General Compatibility FRequest Handling Cryptography  Key Attestation
Superseded Templates BExtensions Securty Server

Do not store cerificates and requests in the CA database (7)

KI

Do not include revocation information in issued cerificates ()

* Control is disabled due to tompatibility settings §
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Subject Name

Kl

Jamf Properties ? et

General Compatibility Fequest Handling Cryptography  Key Attestation
Superseded Templates Extensions Securty Server
Subject Name lssuance Requirements

() Supply in the request

IUse subject information from existing cerificates for autoenrollment
renewal requests (7

(®) Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify cerdificate administration.

UDeCT name Tormat:

Comman name

[] Include e-mail name in subject name

Include this information in atemate subject name:

| | E-mail name

OIS name
IUser principal name (LUPN)

|| oervice pnncipal name {SF N

* Control is disabled due to compatibility settings.
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Issuance Requirements

Jamf Properties ? x
General Compatibility Request Handling Cryptography  Key Attestation
Superseded Templates Extensions Securty Server
Subject Name lzzuance Requiremerts

Reguire the following for enrollment :

[]CA cerificate manager approval

I [ ] This number of authorized signatures: 0

u

ff you require more than one signature, autoenrollment is not allowed.

Palicy type required in zsignature:
Application policy:

|zzuance policies:

Add...

Remowve

Require the following for reenrollment :
Same criteria as for enrollment
Walid exdsting cerificate

Allow key based renewal (%)

Requires subject information to be provided within the cerdificate
request.

* Control is disabled due to compatibility settings.
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Step 2: JAMF Setup
-Corporate Wireless

Options Scope
] General ? General
?:'% Network
’ 1Payload Configured Corporate Wireless
- Certificate
= 2Payloads Configured Creates cert to join - Corporate

@ AD Certificate
1 Payload Configured

Settings

Install Automatically

Computer Level
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Network: Protocols
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Network: Trust
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Certificate

Options  Scope

§] General )
J v) Certificate
ERTIF E
@ Network
1 Payload Configured - C
Certificate —
2 Payloads Configured
FILENAME
g o certiate -
\\\\\\\\\\\\\\\\\\\
E. 10 E
Certificate

PASSWORD
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AD Certificate

Options  Scope
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