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Application LayerProtocol

TELNET

A terminal emulation program for TCP/IP networks such as the Internet. The Telnet program
runs on your computer and connects your PC to a server on the network. You can then enter
commands through the Telnet program and they will be executed as if you were entering
them directly on the server console. This enables you to control the server and
communicate with other servers on the network. To start a Telnet session, you must log in to
a server by entering a valid username and password. Telnet is a common way to remotely
control Web servers. To telnet means to establish a connection with the Telnet protocol,
either with command line client or with a programmatic interface.

Let us apply Telnet on packet tracer.

"
loﬁ—d ] N Ostar Dot Thed Bachg nnd vempeat
\

b
%
,‘.
¢
o - \’
[oF
t
Toma: 090738 | Ponar Crtn Dwvems Tat Farmar Time Realtime
- R L E Ty Topa v  Tone (o Parade N
Menm= 7l 254l 73l P wes .
o 9%
Ccromd tore | g : $ $ nee [
M « , Tapge FOU Lt Wnden
[ Austomanic aby Choove Canvacton Type ] ¢

Take the topology as in the above diagram. Set IPs on the PCs. As, by default, all PCs are in
vlan 1. We will create a virtual interface on switch with vlan 1 as follows.
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Now, we can ping to switch by our hosts because hosts are in vlan 1 and switch also has a
vlan 1 interface.
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Now, try to telnet the switch from our PC, it refuses because we have not applied
authentication on the switch yet.

esktop Software/Services

hysical Config

Command Prompt
Packet Tracer PC Command Line 1.0
elnet 192.168.1.1

rying 192.168. 1 ...Open

[Connection to 192.168.1.1 closed by foreign host]
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So, let’s apply line authentication on the switch. The system supports 20 virtual tty (vty)

lines for Telnet, Secure Shell Server (SSH) and FTP services. Each
session requires one vty line. You can add security to your system
software to validate login requests.

Telnet, SSH, or FTP
by configuring the

S8 s 2

Now, we can easily telnet. But it does not let us go in the switch en
we have not set the password on the switch yet.

abled mode because

Let’s apply password on the switch enabled mode.
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Now, we can go inside Switch configuration mode from our pc.

CxL2 R ]

SIMULATION

a) Now click on simulation icon in the right bottom of packet Tracer.
b) Now click on auto capture /play icon for packet capturing.
c) Click on the PC and go to Desktop >Command Prompt then Telnet 192.168.1.1

ind Viewport
= | Sirnulation Pamnel B X
Ewvent List [
Vis. Time(sec) Last Dewvice AtDevice Type Info T
1214 Switch? PC2 TELMNET
12141 -- PC2 TCP
12,142 Switchl PC2 TELMNET
12.142 PC2 Switch? TCP
12147 -- Switch? TELMNET
| 12.143 Switch PC2 TELMNET
7 12,143 -- Switchl TELMNET
12.144 - Switch? TELMNET
12144 Switchl P2 TELMNET i
Rezet Simulation| (%) Constant Delay Cap?;fﬁﬂ'
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Now click on the TELNET packet show its header.

a) Shows OSl layers involved in transmission.

The popped up window (below) will enable you to trace the content of the
message through the OSI layer and what changes will occur at each layer (use
next and previous buttons to trace each layer content).

PDU Information at Dewvice: PC2 > E

aSI Madel | Inbound PDU Dretails |

At Dewvice: PC2

Source: Switch2

Destination: 192.168.1.2

In Layers Out Layers
Layer 7: TELNET

Layer 4: TCP Src Port: 23, D=t Port:
1025

Layer = IP Header Src. IF:
192,168.1.1, Dest. IP: 192.168.1.2

Layer 2; Ethernet II Header
0001.9639.3581 == 00680.3ESE.00Z21

Layer 1: Port FastEtherneto

1. FastEthernet0 receives the frame.

b)Show Inbound PDU Details.

The inbound tab shows the content of the message (header format) during the
receiving process.

PDU Information at Dewvice: PC2 @
I OsI Model Inbound POU Dretails
PO Formats
L T
-
TP
[a] 1 =21 Bits
SRC PORT: 23 | DEST PORT: 1025
SEQUEMNCE MUM: 285
AR NUM: S0
O FF RES. FSH + LU ) R T
AR
CHECKSUWUM: OO0 URGEMNT POINTER
CPTIOMN PADDIMNG
DAaTA (WARIABLE) =
Telnet
TELMNET DATA
- 1] 2
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SSH

Secure Shell (SSH) is a cryptographic network protocol for secure data communication,
remote shell services or command execution and other secure network services between two
networked computers that connects, via a secure channel over an insecure network, a server
and a client (running SSH server and SSH client programs, respectively). It was designed as a
replacement for Telnet and other insecure remote shell protocols such as the Berkeley rsh
and rexec protocols, which send information, notably passwords, in plaintext, rendering them
susceptible to interception and disclosure using packet analysis. The encryption used by SSH
is intended to provide confidentiality and integrity of data over an unsecured network, such
as the Internet.

A network protocol that ensures a high-level encryption, allowing for the data transmitted over
insecure networks, such as the Internet, to be kept intact and integrate. SSH and SSH Telnet,
in particular, work for establishing a secure communication between two network-connected
computers as an alternative to remote shells, such as TELNET, that send sensitive information
in an insecure environment. In contrast to other remote access protocols, such as FTP, SSH
Telnet ensures higher level of connection security between distant machines but at the same
time represents a potential threat to the server stability. Thus, SSH access is considered a
special privilege by hosting providers and is often assigned to users only per request.

So, now let us apply SSH on the switch.
52—

Phymcel | ConSg Cu

10S Command Line Interface

Switch(config) #hos

Switch(config) #hostname sl

sl (confiqg) #ip do

sl (config) #ip dom|

sl {(config) #ip domain

sl (config) #ip domain na

sl (config) #ip domain name cs-study

sl (config) #écry

sl (config) gcrypto k

sl (config) #crypto key ge

sl (confiqg) §crypto key generate rsa

The name for the keys will be: sl.cs-study

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus 512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable... [OK]

Copy Paste

Pryecst | Config QU

10S Command Line Interface

How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable...[0K]

sl (confiqg) #ip s

*Mar 1 0:14:35.302: ¥ SSH-5~-ENABLED: SSH 1.99 has been enabled
sl (config) #ip
sl {(config)#ip ssh version 2

sl (config) #lin

sl (confiqg) #line vty 0 15

sl (config-line) #tr

sl (config-line) #transport in

sl (config-line) #transport input ?

sh ve

all All protocols
none No protocols
ssh TCP/IP SSH protocol
telnet TCP/IP Telnet protocol
sl (config-line) #transport input ssh

sl (config-line)#

Copy Paste
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Now, we try to telnet it but it is refused because ssh has over ruled telnet. So, we will use SSH protocol
on it. By default, username is admin.

And we can apply any sort of configuration on our switch from out pc.
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S Matstayes Savict) SIS
Prywcal | Contig 1
IC mmand Line Ir s

Le £9: 3

1{c a)#t

1{c e)§

SYS | £ X i from k

rom 1 by

:1 {(con 71— 1 ») §

:1 (config) #

sl (confiqg) &

sl (confiqg) &

sl (confiqg) &

sl (confiqg) # i S k

1 (confiqg) & 1€

1 {confiqg) # 16

51 (« W fig) & 1€

51 {con 7~1 2) #

s1(c g ) # 11

51 (con ] 2) #
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And from our pc as follows.

configuratior 1:1'1'127, one

You can also see the generated keys in SSH as shown below.

sl>en

Password:

sTEshow crypto key mypubk

% Fey pair was generated at:

Mar 1 15!

00003bEfd

0000201k

Il
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SIMULATION:

a)Now click on simulation icon in the right bottom of packet Tracer.
b)Now click on auto capture /play icon for packet capturing.

c)Click on the PC and go to Desktop »>Command Prompt then ssh -l admin 192.168.1.1

Viewport
* | Simulation Panel B X
Event List [
Vis. Time(sec) Last Device AtDevice Type Info i
1.000 -- P2 ssH
1.000 -- PC2 ssH L
1.000 - P2 ssH 1
1.000 -- PC2 ssH [
1.000 - P2 ssH
i 1.000 - PC2 ssH [
i 1.000 - P2 ssH
1.000 -- PC2 ssH [
1.001 PC2 Switch2  ssH [ 1
Constant Delay Capm;eudlgjs:

Now click on the SSH packet show its header.

b) Shows OSI layers involved in transmission.

The popped up window (below) will enable you to trace the content of the message
through the OSI layer and what changes will occur at each layer (use next and
previous buttons to trace each layer content).

PDU Information at Device: PC2 E

OSI Model | Inbound PDU Details |

At Dewice: PC2
Source: Switch2

-1 Crestinat . 192.1658.1.2
In Layers Out Layers

|Laver 71 55H

“\_\ﬁ Layer 4: TCP Src Port: 22 /D=t Port:

Layer 3: IP Header Src. IP:
192.168.1.1, Dest. IP: 192.168.1.2

Layer 2: Ethernet 11 Header
0001.9639.3581 == 0060.3ESE.O0021

Layer 1: Port FastEthernet0

1. FastEthernetD receives the frame.

b) Show Inbound PDU Details.

The inbound tab shows the content of the message (header format) during the receiving
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process.

PDU Information at Device: PC2 =S

oOSI Model Inbound PDU Cretails

PDU Formats

TP -

] L& =21 Bits
SRC PORT: 22 | DEST PORT: 1028

SEQUEMCE MUM: S4

ACK NUM: 99

OFF RES. PSH + WI N DO
AT
CHECKSUM: Ox0 URGENT POINTER
QOPFTICOM PADDIMNG

DATA (WARTABLE)

m

S5H DAaTA

Domain Name System

The Domain Name System (DNS) is a hierarchical distributed naming system for
computers, services, or any resource connected to the Internet or a private
network. It associates various information with domain names assigned to each of
the participating entities. Most prominently, it translates easily memorized domain
names to the numerical IP addresses needed for the purpose of locating computer
services and devices worldwide. The Domain Name System is an essential
component of the functionality of the Internet.

An often-used analogy to explain the Domain Name System is that it serves as the
phone book for the Internet by translating human-friendly computer hostnames into IP
addresses. For example, the domain name www.example.com translates to the
addresses 93.184.216.119 (IPv4) and 2606:2800:220:6d: 26bf:1447:1097:aa7 (IPv6).
Unlike a phone book, the DNS can be quickly updated, allowing a service's location on
the network to change without affecting the end users, who continue to use the same
host name. Users take advantage of this when they use meaningful Uniform Resource
Locators (URLs), and e-mail addresses without having to know how the computer
actually locates the services.

The Domain Name System distributes the responsibility of assigning domain names
and mapping those names to IP addresses by designating authoritative name servers
for each domain. Authoritative name servers are assigned to be responsible for their
supported domains, and may delegate authority over sub domains to other name
servers. This mechanism provides distributed and fault tolerant service and was
designed to avoid the need for a single central database. Some common DNS record
types are:

A record:
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The A record is one of the most commonly used record types in any DNS system. An
A record is actually an address record, which means it maps a fully qualified domain
name (FQDN) to an IP address. For example, an A record is used to point a domain
name, such as "google.com”, to the IP address of Google's hosting server,
"74.125.224.147”. This allows the end user to type in a human- readable domain, while
the computer can continue working with numbers. The name in the A record is the
host for your domain, and the domain name is automatically attached to your name.

CNAME record:

Canonical name records, or CNAME records, are often called alias records because
they map an alias to the canonical name. When a name server finds a CNAME record,
it replaces the name with the canonical name and looks up the new name. This allows
pointing multiple systems to one IP without assigning an A record to each host name.
It means that if you decide to change your IP address, you will only have to change
one A record.

NS record:

An NS record identifies which DNS server is authoritative for a particular zone. The
"NS" stands for "name server". NS records that do not exist on the apex of a domain
are primarily used for splitting up the management of records on sub-domains.

SOA record:

The SOA or Start of Authority record for a domain stores information about the name
of the server that supplies the data for the zone, the administrator of the zone and the
current version of the data. It also provides information about the number of seconds
a secondary name server should wait before checking for updates or before retrying
a failed zone transfer.

fa 00 network using DHCP poal on router l"":‘n’;—- fa 0/1 network using DHCP service from server
Taa11
10.0.0.0 /RuutEr]_ \192. 163.10.0
~ / Server-PT

u
W DMNS server
2080-94TT
Fa0,23 2960-2NI T
/ \ Sfltu:h\
1 '

= - - -

Now using the DNS service on Server0.Go to server

->services 2DNS First we add A record.
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f Q DMS server

Now click on Add.

| Physical I Config | Services Desktop I Custom Interface
SERVICES =
[ ] DNS
[ HTTP ]
( BEEE J DNS Service @ on 0 Off
[ DHCPvE ]
[ TFIP ] Resource Records
[ R J Mame fas Type |A Record
YP
[ SYSLOG ]
[ ) Address 192.168.10.2
[ NTF ]
[ EMAIL ] [ Add ] [ Save ] [ Remove ]
[ FTE | .
Mao. Mame Type Dretail

r
& DNS server

I Physical l Config Services Desktop ] Custom Interface
SERVICES -
[ J DNS
( HTTP |
( DHCOP ] DNS Service @ On @ Off
I DHCPvE ]
[ TFTP ] Resource Records
[ RS ] Name Type
W[ SYSLOG ]
( = J Address
Mo NTP ]
(. EMAIL ] [ Add ] [ Save ] [ Remove ]
i Fre ] :
| No. Name Type Detail
(4] fast A Record 192.168.10.2
Now add Cname record.
&7 DNS server & P — — — —n|sl=l X
| Physical I Config Services Desktop l Custom Interface |
B SERVICES |-~ DNS
[ HTTP ]
( BHCE ) DNS Service @ on @ Off
[ DHCPv6E )|
[ TFTP )| Resource Records
[ [E—ens ) | name Tvpe
[ SYSLOG ]
( DAL ] Host Name fast
[ NTP ]
(. EMAIL ) [ Add ] [ Save ] [ Remove J
[ ETP ) .
No. Name Type Detail
[e] fast A Record 192.168.10.2

Now click on Add.

Page 12 of 15




&2 DNS server — —— _ — o — =

I Physical I Config Services Desktop I Custom Interface
SERVICES =
DNS
HTTP
( BHCD ) DNS Service @ on ) Off
( DHCPv6E ]
[ TFTP ] Resource Records
L ons | name ; | Type
[ SYSLOG ]
( =280 J Host Name
[ NTP ]
( EMAIL | [ Add ] [ Save ] [ Remove ]
( FTP ] -
No. Name Type Detail
o fast A Record 192.168.10.2
1 fast-cs CNAME fast

Now go to pc5 ->Desktop »>web browser - type fast-cs and see how DNS works.
& PCS (=25 |-

Physical | Config | Desktop | Custom Interface

LRL |fast-cs| Go Stop

Start simulation.

Simulation Panel 5 =
Ewent List
Wis. Timeilsec) Last Dewvice At Dewvice Tywpe Info ar
[ 0.006 Swwitchd DS server DRSS IR =
0.007 DMNS server  Switchd ors [ N
0.00E -- PS5 TCP
0008 Swwitchel PCS ors [
D0.00E -- PCS TCP
o.009 PC5S Swwitchd TCP
2.0310 Swwitch4d S serwver TCP
2.011 OIS serwver Swertch4 TCP
0012 Swwitch4 PCS TCP o
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Click on DNS packet. See how DNS server resolved the name.
PDU Information at Device: Switcha E
OS5I Modsl Inbound PDU Details | Cutbound PDIU Dretails |
FDU Formats
DMNS Header
o 1 =] 8 9 12 15 Bits
I
oOPCOoODE FaN T R R =z RCCODE
s — [ S
QOCOUIMT: 1
ARCODUIMNT: 2
L MNSCOUMNT: O
ARCCOUNT: O
IS S wnrer
o 1= =1 Sits
rdaarE: fast-o=
T PE: O>cOO0OL I TS S OxxOOo L
TUTL: SSeS00
LETH:- O |
o= Aarnesweer
o 15 51 Bit=s
rAarME: fast-cs
TY»PE: OxxxOO0OO0OS I LSS OxO0O001L
TITL: SS542400
LEMCSTH: =1 | e ME: fast
S Ansveer
o 15 31 Bit=s
rAarME: fast
TYFE: OxOOO1 I CLASS: OxxOo001L
TITL: SS5<400
LErRSGTH= <1 | ADDRESS: 192.168-10.2
Now finally, required web page.
P L
’5 PC5 — l =]
Physical | Config | Desktop | Custom Interface |
< — — 7 - - — - - =38 s - - -~
st | N T — 1 o -

Web Browser

< URL  http:/ffast-cs| Go | stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

Quick Links:
A small page
Copyrights
Image page
Image
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a) Shows OSIl layers involved in transmission.

The popped up window (below) will enable you to trace the content of the
message through the OSI layer and what changes will occur at each layer

(use next and previous buttons to trace each layer content).

POU Information at Device: DMS server

r

=]

051 Model

Inbound PDU Details | Outbound PDU Details

At Device: DNS server
Source: PCS
Destination: 192.168.10.2

In Layers Out Layers
Layer 7: DNS ayer 7: DNS

353

Layer 4: UDP Src Port: 1025, Dst Port:

La 4: UDP Src F’u:urt:}},./ljst Port:
1025

Layer 3: IF Header Src. IP:
192.168.10.7, Dest, IP: 192.168.10.2

Layer 3: IF Header Src. IF:
192.168.10.2, Dest, IP: 192.168.10.7

Layer 2: Ethernet II Header
0030.F217.9616 == 0001.C786.AC87

Layer 2: Ethernet II Header
0001.C786.AC87 == 0030.F217.9616

Layer 1: Port FastEthernetl

Layer 1: Port{s): FastEthernet0
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