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1. Introduction

This document outlines the best practices on logging settings on stages in processes and objects. The decision as to
which stages are logged and which are not should never be overlooked. A conscious use of the logging settings is
key to prevent and resolve database, performance and archiving problems, as well as to address sensitive data
policies.

2. Logsettings

By default, stages used in Process Studio are logged and those in Object Studio are not. This can easily be changed
by modifying the properties of a stage, selection of stages or all stages. Nearly all stage properties windows have a
combo box with the stage logging options:

e Enabled
e Disabled
e Errors Only

Errors only will log the stage only if an error is thrown when the stage runs.

Stage logging: |Enabled . v/

Enabled 5
PR Diczbled
Ermors onhy

Alternatively, the menu commands Edit > Selected Stages > and Edit > All Stages can be used to modify the stage
logging of more than one stage at a time.

Select Al Chrl+A

| Selected Stages » | Enable logging
All Stages 3 Disable logging
Properties Log errars onky

= E

Advanced Search  Cir-Shift+F

3 Add new action

Page information stages are not logged, and Data ltems are only logged when their values are used as inputs and
outputs.

2.1. Object: stage logging options
Each stage within an Object can be set to one of the following levels:

e Enabled - the stage name and actions will be logged
e Disabled - no information about the stage's activity will be logged

e Errors Only - no information will be logged unless the actions produce an error condition
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» Mavigate Properties ? — O o

Mame: Send Ctd Shift and Down Amow

Description:

Application Explorer Actions
|T Fiter the tree. . X Element Params  Action Inputs 5.
(= Excel Application .
‘... Main window Excel Application Global Send Key Event Yes
-~ Whole Windwso for SKE
Maove Up Move Down o Add | | Remaove
Inputs
MName Diatatype Walue
Text Text " <{CTRL}<{SHIFT}<{DOWN}={DOWN .
Siagelogging: |Enabled v | [oxk ]| camcel |
T

To quickly set all stages within an Object to be Disabled you can open the Object and choose the option Edit -> All
Stages -> Disabled. This will set logging for all stages within all pages within the Object to be disabled.

Edit | View Teols Debug Help

©  Undo re @ Q | Tahoma
g Pedo Ctrl+¥ unch £Application Modeller
e{, Cut Ctrl+x
By Copy Ctrl+C
Paste CrleV p Launch <% Send Ctri=Vt
25 Delete Del
Select All Ctrl+A
Selected Stages k
| Al g > | Enable logging
Properties | Disable logging Eg
Dependencies Leg errors only

#% Advanced Find  Ctrl+Shift+F

[  Add new acticn

o !

2.2. Process: stage logging options
Each stage within a Process can be set to one of the following levels:
e Enabled - the stage name and actions will be logged
e Disabled - no information about the stage's activity will be logged
e Errors Only - no information will be logged unless the actions produce an error condition

e Don't log parameters on this stage - toggles logging of data parameters used by the stage on or off (e.g.
business data)
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B Action Properties ? - O X

Mame:

Description:

Business Object | Notepad - | O Group: [ Page [] Data Type
Action |Laur|c:h '| [ view All Items
Inputs  Qutputs  Conditions - Binaries S
Mame Data Type Yalue - Collections
- Dates
Path Text "Cinfindows\System3Zinotepad exe”
- DateTimes
- Images
- Numbers
- Passwords
- Text W
Stage logging: | Enabled e I ||:| Dont log parameters on this stage | | QK | | Cancel |

T = —TT ——

Stage logging can be easily switched on, off or to errors only in the same way as with an Object, i.e. using Edit -> All
Stages.

Note: It is not possible to disable parameter logging for all stages using this method. This setting must be set on
each stage individually. It is therefore very important that each stage's parameter data implications should be
assessed before any Process goes into Production where there is the potential for recording business data in the
Blue Prism logging tables.

2.3.  Runtime Resource Logging Levels

It is possible to override the logging in a process or object and set the logging at machine level, where each
Runtime Resource can have its own logging level defined. This is achieved using the Resources -> Management
screen, where a context menu option is provided to set Runtime Resource Logging Level options.

Resources - Management

Active Resources - Right-click to manage groups Retired Resources

=+ Resources

2 BPO148

L2 BPO145:5081
o

Remove From Group

Create Group
Rename Group

Delete Group

Expand All

Collapse All

Permissions...

Legging Level... bl ¥ | Default
Write Activity Log to Event Log Key Stages

All Stages

Log Memory Usage

Include Memory Cleanup

Log Web Service Communication

The basic logging level options are:

e Default - Logs any stages have Stage Logging set to 'Enabled' in the Process or Object which the Runtime
Resource is running.
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e All Stages - Logs all stages regardless of which stages specifically have Stage Logging set to 'Enabled'. Note
this may slow down operation of any Processes run by the Runtime Resource and will result in fuller logs.
However this may be useful in diagnosing problems.

e Key Stages - Overrides only the following stages:
o Action, Code, Navigate, Process, Read, Write, WaitStart

regardless of which stages specifically have Stage Logging set to 'Enabled'.

Memory Logging

Using the same context menu, it is possible to record the memory levels of a machine in the session logs.

e Log Memory Usage - if enabled, all process log entries are accompanied by a record of how much memory
(Working Set) was in use by the main Blue Prism executable at the time. Additionally, if the logged action
refers to a target application, the identity and memory usage of that target application is also recorded.

¢ Include Memory Cleanup - enabling this may produce more useful figures when diagnosing suspected
memory leak issues.
Web Service logging

Web service details can also be added to the logs via the context menu.

e Log Web Service Communication - enabling this causes low-level web service communication to be logged -
specifically, SOAP messages are logged in full detail. For consumed web services, the information is logged
as part of the corresponding session log. For exposed web services, it is logged in the event log for the
relevant Resource PC.

Note: If a Runtime Resource is online when its diagnostics settings are changed, it does not need to be restarted for
the new settings to take effect. It will pick up and begin using the modified settings within two minutes at the most.
2.4.  Unicode Logging

In Blue Prism, errors are logged in Non-Unicode format by default. Unicode logging can be enabled using the
System Settings with the following option:
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Home Studio

B Blue Prism - Robotic Process Automation Software

Control Dashboard Releases System

Local Device Settings

Exposure Starta personal Runtime Resource onthis machine when users sign inta Blue Prism
- Management
- History System Wide Settings
- External General
- Web Services
- Exception Types Automaticallyback upwhen editing a process orbusiness object | every 10 minutes e
Enviranment Variab Force users to summarise their changeswhen saving a process or business object
I I Password controls allow pasted passwords
Runtime Resource Connectivity
&‘ﬁ [] Require secure inbound instructional connedians
ST Security [ Allow anonymous public Runtime Resources
e |5ers [[] Prevent registration of new Runtime Resources
\\ ........... User Rales
3 Sigh-on Settings Resource registration and addressing Register and communicate using machine (shor] name v
----------- Credentials Datab
e ENcryption Schemes atabase
_]g 2udit ID Enable Unicode suppoartfor session logs I
e PrOCESS LOQS
- Object Logs
- Buydit logs Ervironment Themes
- Statistics Choose a name forthis enviranmentand select the colours to usefortitle and status bars
- Alerts
Design Contral Mame ‘Home |

£m

- license

- Archiving
- Scheduler
- Calendar Apply

Q) Sign Out

ection: 'Blue Prism Training',

Note: It is generally not recommended to use Unicode, however, there are some instances where it will be required
(i.e. logging text containing non-standard characters like logographic or symbols).
2.5. Log Viewer

Whenever a Process runs, it makes a record of each step it takes to create a Session Log. You can access this log
from Control Room:

e Select one of the Session rows in the Environment list in Control Room.
e Right-click to open the mouse menu and select View Log.
or from System > Audit section.

The Log Viewer is used to inspect the log of a session, either as it is running or after it has finished. This is especially
handy for reviewing the workings of a progress and tracking down problems. The Log Viewer has a search function
enabling you to look through the (often numerous) rows of a log and the visibility of columns can be configured to
suit.
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{§; Search
Find: Stage Mame Stage Type Result Resource Start Parameters ~
| - | 05 Mew Order Action 3/6/2018 2:39:18 PM | View
Use Widcards O 05 Submit Order Action 3/6/2018 2:39:18 PM | View
Match Whole Waord O Get Order number Action 3/6/2018 2:39:20 PM | View
Match Case O Mark completed Action 3/6/2018 2:39:20 PM | View
oo Read Order Action 3/6/2018 2:39:20 PM | View
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Resource Start Check Guartity Decision True 3/6/2018 2:39:20 PM
Parameters Check Quantity Decision True 3/6/2018 2:39:21 PM
Check Unit Price Decision True 3/6/2018 2:39:21 PM
Check Unit Price Decision True 36,2018 2:35:21 PM
QS New Order Action 3/6/2018 2:39:21 PM | View
05 Submit Order Action 3/6/2018 2:39:21 PM | View
Get Order number Action 3/6/2018 2:39:23 PM | View
Find Next Find Al Mark completed Action 3/6/2018 2:39:23 PM | View
— Read Crder Action 3/6/2018 2:39:23 PM | View
e Clar | /| ot Order Decision False 3/6/2018 2:39:23 PM
Check Product Code Decision True 3/6/2018 2:39:23 PM v
5 of > View Type: | Grid ~ | Rows Per Page:

Logs can be displayed in Grid or List view type. The Search function helps to find and highlight keywords and text
analysing all or only specific columns.

3. Best Practice
The decision as to which stages are logged and which are not should not be overlooked:

e Logs are particularly useful during a test phase as a means to investigate bugs.

e However, a live Process running all day can put a vast amount of data into the database, the maintenance
and back up of which should be considered.

e The security or legal implications of storing sensitive data are also something to think about.

Note: When Blue Prism Processes are run by Runtime Resources then they log information into the Blue Prism
database. Over time, and if not regularly monitored and maintained, then the amount of data can get prohibitively
large, potentially affecting the performance of the product and leading to an inability to establish a reliable
automatic archiving function within the Blue Prism product.

3.1. General recommendations

e Logging for stages within an Object should only be enabled during the development phases of a Blue Prism
implementation. Logging Objects is not recommended for Production systems.

Commercial in Confidence

®Blue Prism is a registered trademark of Blue Prism Limited Page 9 of 12



blueprism

e Logging for stages within a Process can be enabled to whatever level is required to support debugging and
tracing during Development phases, or for auditing and reporting purposes when the Processes are
deployed in a Production environment. The level required will be determined by Blue Prism developers in
Development and Testing phases, and by the business requirements in Production.

e Often a usable audit trail can be created by turning on logging only for the following stages within a
Process:

o All decision stages
o All choice stages
o AllErrors
o Work Queue — Get Next Iltem
e Turn off logging anywhere that might generate large amounts of log data. Look for:
o Loops which use large data sets
o Stages with lots of input or output parameters
e Some Data Item data types logged with parameter logging will consume larger amounts of disk space:
o Collections - especially nested Collections

o Markup for formatted text - for example, JSON data, decoded HTML web pages, or large XML
strings

o Text —large strings of more than 4000 characters in one Data ltem
o Images - pictures uploaded into Data Items. Lossless image formats will store more data.
o Binary - strings of binary data

e Avoid running processes 24x7 and instead configure them to stop at least once every 24 hour period. This
will avoid creating a huge single log that later cannot be archived by normal means. There are very few
business requirements that cannot afford a few minutes of downtime each day, and if abolutely necessary
a process could be designed so that each resource took its ‘rest’ at a different time.

3.2.  Security Policy

Care should be taken during design and development to ensure that data protection policies (i.e. PCl compliance)
are kept to by the Blue Prism solution. Logging should only be turned on to the minimum levels required to support
the process and trace case routes and outcomes. For example, case IDs or customer IDs may be logged, but
personal client information should never be logged.

Blue Prism recommends reducing the logged stages to a minimum level and to ensure that no client data is logged
as part of that.

One method of ensuring this is to check that the option "Don't log parameters on this stage" is checked for all
stages which may contain sensitive data.

Stage logging: | Disabled o Dont log parameters on this stage

&
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3.3. Development vs UAT/Production

When making the move from a Development or Test environments to one of User Acceptance Testing (UAT), Pre-
Production or Production environments then there is a definite and necessary change required in the logging levels
for the Processes and Objects.

Blue Prism recommendation for moving into UAT, Pre-Prod or Production is to ensure the following:
e All stages within all Objects should be set to DISABLED, or ERRORS ONLY (if necessary)

All stages within all Processes should be set to DISABLED or ERRORS ONLY, except for
o Work Queue item 'Get Next Item' actions, if the queue item is not holding sensitive data.
o Enable logging for all Decision and Choice stages within the Process

= Logging for all Decision and Choice stages could be required only on the Main page if the
process is based on a BP templates. Only Errors logging should be sufficient for all the
other pages.

e All stages within all Processes should have parameter logging set to DISABLED
e Runtime Resources running Production processes should be set to log DEFAULT or KEY STAGES only

e It's common practice to reduce production logging over time, e.g. on the first day of go-live logging levels
are left high to facilitate audit of the ‘soft launch’ period. As the process settles down the logging is
decreased, e.g. week 1 at 100%, week 2 at 50% etc.

(week 1) (week 2) (week n)
Enabled Mostly Enabled Mostly Enabled Partially Enabled Mostly disabled
Low Low High High Average

e Periodically run a ‘health check’ on the production environemnt. Logging settings might change after the
implementation of a CR and then inadvertently left enabled at high level.

3.4. Database monitoring

Blue Prism stores log details on the database in the [BPASessionLog_NonUnicode] or [BPASessionLog_Unicode]
tables. Monitoring and auditing of these tables through third-party tools is allowed (verify you have the correct
permissions to access the required table), however, please note, DB speed could be impacted by doing so.

Database Administrators can assist with the upfront and on-going assessment of the amount of disk space which
your Blue Prism database may require. Monitoring the size of how much data is created for each Process in terms
of the number of rows and space used by that data will form the basis for understanding:

e What size of disk is needed to support the data volumes in SQL Server during development phases.
e SQL Server TempDB database size: managing maintenance operations on large tables is recommended.

e How to configure Blue Prism's automatic archiving of log data and how to define an Archive and Backup
policy.
Please refer to the Maintaining a Blue Prism Database Server data sheet available on the Blue Prism portal under

the area: Release specific documentation -> Infrastructure and Installation as a guide for maintenance of a Blue
Prism database.
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3.5. Logging Configuration Policy

Blue Prism provides a template document to help customers to assess and record the logging configuration and
policy. See the Documents section of the Portal.

3.6. Archive and Backup Policy

A sensible archive strategy will allow the production database size to be kept to a minimum whilst still allowing
retrieval of log files, should business units require them. Backing up production process and objects will provide
some resilience to database failure for business-critical processes.

Blue Prism provides a template document to help customers to assess and record this kind of operational task. See
the Documents section of the Portal under the area: Robotic Operating Model -> Technical and Security -> Database
Administration -> Archive and Backup Policy template.

4.  Potential Issues
Potential issues arising from unduly large volumes of logging data are as follows:
e The database performance degrades and the general speed of running Processes also suffers.

e Database queries time out, recording timeout-related errors in the Event Logs and causing Processes to
fail.

e Archiving fails to complete, only archiving small amounts of data when larger volumes were selected.

e Automatic archiving is blocked by an overly large log that cannot be moved due to its size.
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