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1 INTRODUCTION

Thank you for using MG-SOFT MIB Browser Professional Edition with MIB Compiler.

MG-SOFT Corporation, established in 1990, is the world's leading supplier of SNMP,
SMI, NETCONF, YANG and general network management applications, toolkits and
solutions for Windows, Linux, Mac OS X and Solaris platforms. MG-SOFT provides major
IT companies worldwide with network management applications as well as with toolkits
implementing core network management technologies. Furthermore, MG-SOFT provides
customers with consulting services, custom made turn-key software products, solutions
and/or services and network management integration solutions based on our extensive
know-how and vast experience in network management technologies.

MG-SOFT has developed the world’s first 32-bit SNMP protocol stack implementation for
MS Windows operating systems and one of the first SNMPv3 implementations for Win32
platforms. As of today, MG-SOFT's SNMP stack implementation provides a solid base for
all MG-SOFT's SNMP applications (as well as for thousands of third-party applications,
built by our clients who licensed MG-SOFT WIinSNMP API implementation) running on a
number of operating system platforms: MS Windows (32-bit, 64-bit, embedded CE), Linux
(32-bit and 64-bit), Mac OS X (PPC and Intel platforms, 32-bit and 64-bit), Mac iOS (iPad)
and Solaris (Sparc and Intel platforms).

MG-SOFT is also active in the network configuration management area and offers a full
range of NETCONF and YANG software products, ranging from a graphical YANG and
YIN model explorer, over Visual YANG Designer, to full-blown NETCONF configuration
manager and NETCONF/YANG Python scripting framework for automated testing and
configuring of NETCONF devices.

For additional information about MG-SOFT Corporation, please contact the following

address:

MG-SOFT Corporation Phone: +386 2 2506565

Strma ulica 8 Fax: +386 2 2506566

2000 Maribor E-mail: info@mg-soft.com
Slovenia URL: http://www.mg-soft.com/
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1.1 Product Description

MG-SOFT MIB Browser Professional with MIB Compiler is powerful, flexible and user-
friendly general-purpose software for SNMP network management. It is available for
Windows, Linux, Mac OS X and Solaris operating systems.

The software is available in the following editions:

o MIB Browser Professional SNMPv1/v2c Edition
This edition supports SNMPv1 and SNMPv2c protocols and is available only in the
Windows version of the software.

o MIB Browser Professional SNMPv3 Edition
This edition supports SNMPv1, SNMPv2c and SNMPv3 USM protocols.

o MiIB Browser Professional DOCSIS/DH Edition
This edition supports SNMPv1l, SNMPv2c and SNMPv3 USM protocols and the
Diffie-Hellman key exchange extension to USM for managing DOCSIS-based
SNMPv3 agents. This edition support also SNMPv3 TSM with TLS and DTLS
transports. Besides, this edition supports IPv6 protocol.

o MIB Browser Professional Developer's Edition
This edition supports SNMPv1, SNMPv2c and SNMPv3 USM protocols and the
Diffie-Hellman key exchange extension to USM for managing DOCSIS-based
SNMPv3 agents. This edition support also SNMPv3 TSM with TLS and DTLS
transports, as well as IPv6 protocol. Besides, this edition includes the Generic SNMP
Trace debugging feature.

o MIB Browser Professional Simulator Edition
This edition supports SNMPv1, SNMPv2c and SNMPv3 USM protocols, the Diffie-
Hellman key exchange extension to USM for managing DOCSIS-based SNMPv3
agents, SNMPv3 TSM with TLS and DTLS transports, the Generic SNMP Trace
feature, and IPv6 protocol. Furthermore, this edition incorporates the SNMP Agent
Simulator.

MG-SOFT MIB Browser can monitor and manage any SNMP device on the network by
using the standard SNMPv1, SNMPv2c and SNMPv3 protocols over UDP or TCP in IPv4
and IPv6 networks. MIB Browser supports also Diffie-Hellman key exchange model, so that
DOCSIS-based SNMPv3 agents (i.e. cable modems, cable modem termination systems,
set-top boxes etc.) can be seamlessly contacted and managed. Furthermore, in addition to
the standard User-based Security Model (USM), MG-SOFT MIB Browser implements also
the Transport Security Model (TSM) for SNMP, and supports SNMPv3 over TLS over TCP
and SNMPv3 over DTLS over UDP protocol, as specified in RFC 6353. Moreover, the
software supports also HMAC-SHA-2 authentication protocols (RFC 7860) and AES-192,
AES-256 and 3DES privacy protocols for SNMPv3 USM.

Due to its intuitive user interface and numerous features MIB Browser is suitable both for
beginners as well as for SNMP experts. It allows you to perform SNMP Get, GetNext,
GetBulk and Set operations and lets you receive and send SNMP Trap and Inform
notification messages.

Besides the basic SNMP operations, MIB Browser offers a number of advanced features
(briefly introduced in the next section; MIB Browser Main Features section) that make
management and monitoring of SNMP devices most effective and easy.
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1.1.1 MIB Browser Main Features

Here is a brief introduction of MIB Browser features that are presented and described in
this manual:

a

SNMP Get, GetNext, GetBulk and Set operations

To retrieve object instance values from a remote SNMP agent, you can use either the
SNMP Get, SNMP GetNext or SNMP GetBulk operation. Or, to modify values of
writable object instances in the agent, use the SNMP Set operation.

SNMP Walk and Step-by-Step SNMP Walk operation

The SNMP Walk operation lets you quickly retrieve all values of management
information from an SNMP agent in just one step. For more controlled query, you can
use the Step-by-Step SNMP Walk operation and traverse all object instances
implemented in an SNMP agent manually.

SNMP Table Viewer, Table Editor and Add Row Feature

In the Table View window, you can view and monitor all object instances of an SNMP
table in a tabular form. You can also edit writable object instance values of the
displayed SNMP table and if the table supports it, add a new row to the table.

Graphic Representation of Values

The Performance Graph window lets you concurrently monitor numerical values in
any number of SNMP agents and displays the retrieved values in a real-time graph
chart. A number of Performance Graph windows can be used at the same time.

SNMP Requests with Multiple Variable Bindings in PDUs

In the Multiple Variable Bindings window you can create a list of desired variable
bindings and send it in a single SNMP packet to a remote SNMP agent. In this way
you can retrieve or modify any number of values in SNMP agents with a single
operation. You can also use the Multiple Variable Bindings window for sending SNMP
Trap or Inform notification messages.

Receiving and Sending SNMP Notification Messages

The MIB Browser's Trap Ringer Console feature lets you receive SNMPv1, v2c and
v3 Trap and Inform notification messages sent from arbitrary SNMP devices on any
UDP/IPv4 and UDP/IPv6 port. As mentioned above, the SNMP notifications can also
be sent to SNMP devices by using the Multiple Variable Bindings window.

Discovering SNMP Agents

With this feature you can discover all remote SNMP agents on the network within a
selected range of IP addresses.

Scanning SNMP Agents for MIB Modules

This feature lets you scan an SNMP agent for its implemented MIB modules and
automatically load all discovered MIB modules into MIB Browser.

Monitoring SNMP _Agents in Info Windows

You can use Info windows to simultaneously monitor arbitrary sets of object instance
values in one or more SNMP agents. The monitored values can be logged to files in
the CSV format and then imported to spreadsheet or database applications for further
processing.
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o Comparing SNMP Agent Snapshots

MIB Browser lets you take shapshots of SNMP agents and compare them side-by-
side. An agent snapshot is a MIB tree-like presentation of MIB object instances
together with their syntax and values, as retrieved from the SNMP agent at the given
time. The comparison of SNMP agent snapshots shows matches and mismatches
between object instance values, 'orphaned’ MIB tree nodes and syntax differences.

o Managing SNMPv3 USM User Configuration on Remote SNMP Agents

MIB Browser provides a convenient and user-friendly interface for managing SNMPv3
USM user configuration on remote SNMPv3 agents. The USM user management
operations include ‘cloning’ SNMPv3 USM users, changing their secret authentication
and privacy keys, as well as enabling, disabling and deleting USM users.

o Tracing and Decoding SNMP Messages

The Generic SNMP Trace window can be configured to trace SNMP messages,
including SNMP Trap and Inform notifications, sent from or received into any MIB
Browser window. Traced SNMP messages are displayed in raw hexadecimal dump
format as well as in the decoded, human-readable format. This feature is particularly
useful for debugging when developing an SNMP agent and for resolving problems
when MIB Browser cannot properly query an SNMP agent.

o Performing Multiple SNMP Operations

The Multiple Operations window can automatically perform an arbitrary sequence of
SNMP operations with one or more variable binding against a selected SNMP agent.
This is useful, for example, when testing or configuring SNMP agents, etc.

o Simulating SNMP Agents

The software lets you take or create a snapshot of an SNMP agent and then simulate
this agent on the computer where MIB Browser runs. Simulating means that MIB
Browser runs a separate process, which listens for SNMP queries on a selected
network interface and port and responds to queries by returning the OIDs and values
specified in a given agent snapshot file.

o Importing and Loading MIB Files

While the standard MIB files come bundled in MIB Browser package, vendor specific
MIB files can be imported into MIB Browser using the convenient Import MIB feature
that requires minimal user intervention. This functionality lets you select desired MIB
definition files on disk and it automatically compiles and loads compiled MIB modules
in MIB Browser.
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1.2 About This Manual

This manual contains instructions for completing basic operations that can be undertaken
by using MG-SOFT MIB Browser Professional for Windows, Linux, Mac OS X and
Solaris. Task-based instructions in this manual and many illustrative examples will help
you understand how MIB Browser works and how to use it effectively.

Note: MIB Browser Professional is available in five editions (briefly introduced in the Product
Description section) supporting different features. Depending on your license, some features
presented in this manual might not be available in your edition of the software.

1.2.1 Using MIB Browser Manual

It is supposed that you are familiar with basic actions in a graphical desktop environment
such as choosing a main menu command or a pop-up command, dragging and dropping
icons, etc.

To find and access a topic of your interest in this manual, go through the table of contents
and click the heading of the section that you wish to read. Or, use the Index at the end of
the manual.

Accessing Operations in MIB Browser

Almost all operations in MG-SOFT MIB Browser can be accessed or started in several
possible ways, either by using command selections listed in menus, toolbar buttons or
keyboard shortcuts.

Possible ways of accessing operations in MIB Browser:

o Menu commands (e.g., SNMP / Contact. This is a short form of the instruction that
means: To contact an SNMP agent, expand the SNMP menu in the main window and
select the Contact command, see Figure 1).

& MG-SOFT MIE Browser Prafessional Simulatar Editian

File Edit ‘“iew SMMP  Action Tools Méindow Help

& 20 @ % |h Contaet (N CeA ] @ @ B B S | o &
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im PromptForQID.,  Ctrl+0 i :
Bernate SMMP ag Split Cornrnand line

|192.168.23.223 ¥ Multiple Variable Bindings... | ]y ptical get13.61.21.1.1.0 v]
i3 Multiple Operations...

bAIB tree lery results
w0050 Get some to MG-SOFT MIB Bromser 2016 Professional Si
v I ore Get Mext
M Get Bulk
b
St

4] Statistics..,

Abhort

Figure 1: Accessing operations in MIB Browser by using menu commands
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o Toolbar buttons (e.g., to contact an SNMP agent, click the =i Contact Remote
SNMP Agent toolbar button).

o Keyboard shortcuts (e.g., Ctrl+A. Which means: to contact an SNMP agent, hold

down the Ctrl key on the keyboard and at the same time press the A key.).

Note: On Mac OS X use the Command key () available on the Apple Macintosh keyboards
instead of the Ctrl key.

o Pop-up menu commands (e.g., to contact an SNMP agent, expand the pop-up menu
by right-clicking the MIB tree and select the Contact command, see Figure 2).
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Figure 2: Accessing operations in MIB Browser by using pop-up menu commands

18



MG-SOFT MIB Browser — User Manual Introduction

In this manual the access to most operations is described through the use of command
selections listed in menus. However, you can also use any of the mentioned shortcuts if
they are available.

Cross-References and Hyperlinks in MIB Browser Manual

While reading the manual you might come across some 'active' text. 'Active' means that a
word or a phrase is a hyperlink or a cross-reference, which you can click to go to a web
page or to an item appearing in another location in the manual. In this manual the active
text is mainly colored with blue or red color.

In this manual hyperlinks and cross-references present mainly:

o References to related sections in the manual (e.g., a cross-reference to the Starting
MIB Browser section).

o References to definitions of colored items (e.g., retransmits), which are located
somewhere else in the manual.

o References to figures (e.g., Figure 12).

o Links to web pages (e.g., http://www.mg-soft.com/).

Tip: When you click the active text, you are taken to another location in the document. To return to
the previous location, use the Go to Previous View toolbar button (in the Acrobat Reader).
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2 GETTING STARTED

This section presents the basic system requirements your computer has to meet to install
and use MG-SOFT MIB Browser Professional Edition with MIB Compiler, and it describes
the installing and uninstalling procedures for MG-SOFT MIB Browser on Windows, Linux,
Mac OS X and Solaris operating systems.

2.1 System Requirements

MG-SOFT MIB Browser Professional Edition with MIB Compiler is an SNMP manager
application. It is available for 32-bit and 64-bit Microsoft Windows operating systems, for
Linux operating systems (for Intel x86 and x86_64 architecture), for Apple Mac OS X
operating systems (x86_64 platform) as well as for Solaris operating systems (for both,
Intel x86 and SPARC platforms). In order to install and use the software, your computer
has to meet the following system requirements:

2.1.1 Windows Operating System

The Windows version of MG-SOFT MIB Browser has been successfully tested on the
following 32-bit (where available) and 64-bit Microsoft Windows operating systems:

o Windows Server 2008
Windows 7

Windows Server 2012
Windows 8.x
Windows 10
Windows Server 2016

0O 0 0O 0 O

Note: To install the software on Windows, you need to have administrative privileges.

2.1.2 Linux Operating System

The Linux version of MG-SOFT MIB Browser has been successfully tested on the following
Linux distributions running on the Intel x86 and x86_64 architecture:

o RHEL/ CentOS 4 or newer
Fedora 5 or newer
SUSE 10 or newer
Debian 4 or newer

Ubuntu 6 or newer

0O 0 0O 0 O

Slackware 12 or newer
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For the most recent information about the supported distributions, please refer to the
release notes (READ_ME.TXT) of the current software release.

Note: To install the software on Linux, you need to have the root user privileges.

2.1.3 Mac OS X Operating System

MG-SOFT MIB Browser for Mac release contains binaries for Intel x86_64 platform. It has
been successfully tested by MG-SOFT on:

o Mac OS X v10.8.x Mountain Lion
Mac OS X v10.9.x Mavericks
Mac OS X v10.10.x Yosemite
Mac OS X v10.11.x El Capitan
Mac OS X v10.12.x Sierra

Mac OS X v10.13.x High Sierra

For the most recent information about the supported distributions, check the release
notes (READ_ME.TXT) of the current software release.

0O 0o 0o o0 O

Note: To install the software on Mac OS X, you need to have admin user privileges.

2.1.4 Solaris Operating System

MG-SOFT MIB Browser for Solaris has been successfully tested on the following Solaris
operating systems:

o Solaris v10 (Intel x86 and SPARC platforms)
a Solaris v11 (Intel x86)

For the most recent information about the supported distributions, check the release
notes (READ_ME.TXT) of the current software release.

Note: To install the software on Solaris, you need to have the root user privileges.
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2.2 Installing MIB Browser Professional Edition

Before you install MIB Browser Professional Edition with MIB Compiler on your computer,
first make sure your computer meets the system requirements described in the System
Requirements section.

2.2.1 Windows Operating System

Note: To install the software on Windows, you need to have administrative privileges.

1. Use Windows Explorer to locate the MG-SOFT MIB Browser software distribution (zip
archive or setup files) that you have downloaded from MG-SOFT's Website or obtained
on a removable medium.

Note: If MG-SOFT MIB Browser installer has been delivered to you on a USB flash card
(WalletFlash), insert the card into a free USB port on your computer and allow the operating
system to install the necessary drivers to use the flash drive.

2. The software distribution contains installers for 32-bit (x86) and 64-bit (x86_64) build
of MG-SOFT MIB Browser Professional Edition with MIB Compiler for Windows.

o On 32-bit Windows operating systems, double-click the setup-32._exe file to
start installing the 32-bit version of MG-SOFT MIB Browser.

a On 64-bit Windows operating systems, double-click the setup-64.exe file to
start installing the 64-bit version of MG-SOFT MIB Browser.

Note: On 64-bit Windows systems, it s possible to install 64-bit or 32-bit version of MIB Browser
Professional Edition. However, both versions cannot be installed on the same computer.

3. Follow the installation guidelines on screen to complete the software installation.
When prompted for the license, point the dialog box to the license.key file you
have received via e-mail or on the enclosed USB flash card in order for the installer to
apply the license key to be used with the installed software.

Tip: You can install the software also without providing a license.key file and apply the
license later, as described in the Apply License Key section.

Once the installation is complete, you can start MG-SOFT MIB Browser program.
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2.2.2 Linux Operating System

Before the installation, please close all running MG-SOFT applications and uninstall any
previous version of MG-SOFT MIB Browser Professional Edition with MIB Compiler from
the system.

Note: To install the software on Linux, you need to have the root user privileges.

1. Putthe MG-SOFT MIB Browser Professional Edition CD into your CD-ROM drive and
mount the CD.

2. The software is available for two architectures (1386 and x86_64) in three different
package types (.rpm, .deb and .tgz). The complete installation procedure involves
installing two components: MG-SOFT SNMP Trap daemon (mgtrapd) and MG-SOFT
MIB Browser (ngmibbrowser). Depending on your Linux distribution and architecture,
run the following commands in a Terminal window to install the software:

o On a Linux distribution with the RPM package manager, install the corresponding
RPM packages:

# rpm —-i1vh mgtrapd-XXX.AAA.rpm
# rpm —ivh mgmibbrowser-XXX_.AAA_rpm

0 On a Linux distribution with the DPKG package manager, install the DEB packages:
# dpkg -1 mgtrapd-XXX.AAA.deb
# dpkg -1 mgmibbrowser-XXX.AAA.deb

o On the Slackware Linux distribution, install the TGZ packages:
# ./tgz-install._sh mgtrapd-XXX.AAA.tgz
# _./tgz-install_sh mgmibbrowser-XXX.AAA.tgz

Where XXX is the version of the software included in the tarball, and AAA is the
architecture, i.e., 1386 for 32-bit systems and x86_64 for 64-bit Linux systems.
3. To apply the license, copy your license.key file to the following directories:
/usr/local/mg-soft/mgtrapd/bin (unlocks SNMP Trap daemon)

/usr/local/mg-soft/mgmibbrowser/bin (unlocks MIB Browser, Compiler)

Note: The license.key file name must be specified in lower case (e.g., LICENSE.KEY file will
not be accepted).

4. Restart the computer.

Once the installation is complete, you can start MG-SOFT MIB Browser program.
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2.2.3 Mac OS X Operating System

1. Double-click the MG-SOFT MIB Browser disk image file (.dmg) that you have
downloaded from MG-SOFT’s Website or obtained on a removable medium (Figure 3).

Tip: Use Finder to navigate to the DMG file if it is not located on your desktop.

Note: You need to have administrative privileges to install the software on Mac OS X.

& Finder File Edit View Go

n'l_gMihBruw—Zﬂ1?a
.dmg_

Figure 3: MIB Browser disk image file (DMG) on Mac OS X desktop

2. The contents of the double-clicked disk image displays in a Finder window (Figure 4).
Double-click the MIB Browser installer package (setup.pkg) in the Finder to start
installing the software.

‘20@ 2 MG-SOFT MIB Browser

MG-SOFT MIB Browser

Professional Edition

"’ To install the application
double-click the
setup.pkg setup.pkg icon

Figure 4: Double-click the “setup.pkg” icon in Finder to run the MIB Browser installer
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3. The wizard-driven MIB Browser installer appears (Figure 5) that guides you through
the installation process. Follow the instructions displayed on the screen to finish the
installation.

You will be guided through the steps necessary to install this
software.

Go Back

Figure 5: MIB Browser installer introduction screen

4. Eject (unmount) the MIB Browser disk image (DMG) in the Finder.

Once the installation is complete, you can start MG-SOFT MIB Browser for Mac OS X
from the Finder.

2.2.4 Solaris Operating System

Before installing the software, please close all running MG-SOFT applications and uninstall
any previous version of MG-SOFT MIB Browser Professional Edition with MIB Compiler
from the system. The installation procedure involves installing two packages: MG-SOFT
SNMP Trap daemon package and MG-SOFT MIB Browser package, as follows:

Note: To install the software, you need to have the root user privileges.
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1. Depending on the platform, run the following commands in a Terminal window:

On i86pc-based systems
# pkgadd -d MGSOFTmgtrapd-sol10-i386-vvv.pkg
# pkgadd -d MGSOFTmgmibbrowser-sol10-i386-vvv.pkg

where "vwv" is the version of the software you are installing.

(accept the default installation settings for both packages)

On SPARC-based systems
# pkgadd -d MGSOFTmgtrapd-soll1l0-sparc-vvv.pkg

# pkgadd -d MGSOFTmgmibbrowser-soll0-sparc-vvv.pkg

where "vwv" is the version of the software you are installing.

(accept the default installation settings for both packages)

2. Copy your license.key file to the following directories:
/usr/local/mg-soft/mgtrapd/bin (unlocks SNMP Trap daemon)

/usr/local/mg-soft/mgmibbrowser/bin  (unlocks MIB Browser, Compiler)

3. Start MG-SOFT SNMP Trap daemon by using the following command:
# /etc/init.d/mgtrapd start

Once the installation is complete, you can start MG-SOFT MIB Browser for Solaris.

2.3 Uninstalling MIB Browser Professional Edition

Administrative user privileges (administrator/root) are required to uninstall the software.

2.3.1 Windows Operating System

To uninstall MIB Browser Professional on Windows operating system:
1. Close the MIB Browser program.

2. From the Windows taskbar, select the Start /Programs /MG-SOFT MIB Browser
/Uninstall MIB Browser command.
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3. Follow the instructions displayed on the screen.

2.3.2 Linux Operating System

To uninstall MIB Browser Professional on Linux operating system:

Uninstalling MG-SOFT MIB Browser 2018

Note: For uninstalling previous versions of MIB Browser, please refer to the Uninstalling the
software section of the READ_ME. TXT file, which installs with the software.

If the software has been installed by the RPM package manager, the following
command in the command prompt will uninstall MIB Browser Professional Edition
with MIB Compiler from your computer:

# rpm -e mgmibbrowser_2018

# rpm -e mgtrapd <if not needed by other MG-SOFT applications>

If the software has been installed by the DPKG package manager, use the following
command in the command prompt to uninstall MIB Browser Professional Edition with
MIB Compiler from your computer:

# dpkg -r mgmibbrowser-2018

# dpkg -r mgtrapd <if not needed by other MG-SOFT applications>

On Slackware Linux distribution use the following commands to uninstall MIB
Browser Professional Edition with MIB Compiler from your computer:

# removepkg mgmibbrowser_2018
# removepkg mgtrapd <if not needed by other MG-SOFT applications>

2.3.3 Mac OS X Operating System

To uninstall MIB Browser Professional on Mac OS X operating system:

1.
2.
3.

Close the MIB Browser program.
Open the Finder and select the Applications entry in the panel on the left.

Select the MG-SOFT MIB Browser folder (menu) in the Finder and double-click the
Uninstall MIB Browser entry (Figure 6).

Follow the instructions displayed on the screen.
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Figure 6: Uninstalling MIB Browser on Mac OS X

2.3.4 Solaris Operating System

1. To uninstall MIB Browser Professional for Solaris, run the following command in a
Terminal window:

# pkgrm MGSOFTmgmibbrowser

2. If MIB Browser is the only MG-SOFT's application you are using, uninstall also
MG-SOFT SNMP Trap daemon (otherwise, do not uninstall it, as it is required by
other MG-SOFT's applications to receive SNMP traps):

# pkgrm MGSOFTmgtrapd

28



MG-SOFT MIB Browser — User Manual

Start SNMP MIB Browser Professional Edition

3 START SNMP MIB BROWSER PROFESSIONAL EDITION

3.1 Starting MIB Browser

3.1.1 Windows Operating System

1.

Welcome to MG-50FT MIB Browser

MG-SOFT MIB Browser 2018
Professional Simulator Edition
Version 16.0.0, 7007 UR. (64-bit)

Copyright © 1995-2018 MG-50FT Corparation
All Rights Reserved.

http: {iwww.mg-soft. com/

This product is licensed to:

User: Sas0r,

Type: Single User License
Serial £ FC3IB649A 1640
Support: 65 days remaining

Show About window at startup

Warning: This computer program is protected by copyright laws and international treaties.
nauthorized distribution or reproduction of this program or any portion of it is not permitted.
For more information contact <sales@mag-soft.com >,

Figure 7: About MG-SOFT MIB Browser dialog box

In Windows operating systems, select the Start / Programs / MG-SOFT MIB
Browser /MIB Browser command from the Windows taskbar.

As the program starts, the MIB Browser Professional Edition splash screen appears,
followed by the About MG-SOFT MIB Browser dialog box (Figure 7).

The About MG-SOFT MIB Browser dialog box displays information about MG-SOFT
MIB Browser and the license details.

4. Click the Continue button. The Tip Of The Day message box appears. After reading

the recommendations, click the Close button.

Tip: You can open the Tip Of The Day message box at any time by selecting the Help /Tip of
the Day command.

5. The MIB Browser desktop appears (Figure 12) and you can start using the software.
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3.1.2 Linux Operating System

The easiest way to start MIB Browser under Linux operating system is to use the start
menu. The start menu can be displayed from the desktop taskbar.

KDE Desktop Environment

1. If you have the KDE desktop environment installed, display the menu by clicking the
application launcher button (Figure 8).

2. To start MIB Browser, select the Applications entry and navigate to (or search for)
and select the MG-SOFT MIB Browser /MIB Browser menu item.

mgsoft (mgsoft) on dhcp-122.mg-soft.si

a Search: [| ]

MGE-50FT MIB Browser
e Command Line Utilities >

| >

Document Files >

MIB Browser

-
o

MIB Browser Help

MIB Browser User Manual

MIB Compiler

MIB Compiler Help

MIB Compiler User Manual

>

> Qe REREQ

Quick Start Guide

4 - 9 (7

Favorites Applications Computer Recently Used Leave

E.E. = —

Figure 8: Starting MIB Browser from the menu in the KDE desktop environment

3. As the program starts, the MIB Browser Professional Edition splash screen appears,
followed by the About MG-SOFT MIB Browser dialog box (Figure 7).
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4. The About MG-SOFT MIB Browser dialog box displays information about MG-SOFT
MIB Browser and MG-SOFT Corporation, and shows a list of all other MG-SOFT
products.

5. To close the About MG-SOFT MIB Browser dialog box, click the Continue button.
The Tip Of The Day message box appears. After reading the recommendations, click
the Close button.

6. The MIB Browser desktop appears (Figure 12) and you can start using the software.

Tip: You can also start MIB Browser Professional Edition from the command prompt (xterm or
compatible) by the following command:

# mgmibbpe

GNOME Desktop Environment

1. If you have the GNOME desktop installed, display the main menu by clicking the
Applications start button (Figure 9).

2. To start MIB Browser, navigate to (or search for) and select the MG-SOFT MIB
Browser /MIB Browser menu item.

=

|
=

]Places System “ k:-g

E‘j Accessories >

F|_Il‘| Games >

% Graphics >

@ Internet >

MG &, Command Line Utilities

H| office > A& Document Files >
— Programming > | £

ﬁ@ Sound & Video > & MIB Browser Help

{_} System Tools > @\ MIB Browser User Manual

ud MIB Compiler
& MIB Compiler Help
& MIB Compiler User Manual

i Quick Start Guide

Figure 9: Starting MIB Browser from the main menu in the GNOME environment

3. As the program starts, the MIB Browser Professional Edition splash screen appears,
followed by the About MG-SOFT MIB Browser dialog box (Figure 7).
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4. The About MG-SOFT MIB Browser dialog box displays information about MG-SOFT
MIB Browser and MG-SOFT Corporation, and shows a list of all other MG-SOFT
products.

5. To close the About MG-SOFT MIB Browser dialog box, click the Continue button.
The Tip Of The Day message box appears. After reading the recommendations, click
the Close button.

6. The MIB Browser desktop appears (Figure 12) and you can start using the software.

3.1.3 Mac OS X Operating System

1. Openthe Finder and select the Applications entry in the panel on the left.

2. Select the MG-SOFT MIB Browser folder (menu) in the Finder and double-click the
MIB Browser entry (Figure 10).

| NN [ MG-SOFT MIB Browser
< g = = % & O Q
N @ iPhoto Bl CMD Utilities Terminal
A\ icloud Dri (&) 1Tunes [ Document Files I
— [loug Lrive # Launchpad 5, MIB Browser
73 Applications R Mail “d MIB Compiler
7. Maps &% Uninstall MIB Browser
(=] Desktop € Messages )
% Documents [ MG-SOFT MIB Browser  »
© bownload MG MG-SOFT...Conf Browser
awnioads P MG-SOFT SNMP Lab >
@ tadejm |7 MG-50FT T...p Ringer Pro ®

M5 MG-SOFT V..G Designer

Devices

Figure 10: Starting MIB Browser on Mac OS X

3. As the program starts, the MIB Browser Professional Edition splash screen appears,
followed by the About MG-SOFT MIB Browser dialog box (Figure 7). The latter
displays information about MG-SOFT MIB Browser and MG-SOFT Corporation, and
shows a list of all other MG-SOFT products. Click the OK button to close the dialog
box.

4. The Tip Of The Day message box appears. After reading the recommendations, click
the Close button.

Tip: You can open the Tip Of The Day message box at any time by selecting the Help /Tip of
the Day command.

5. The MIB Browser desktop appears (Figure 12) and you can start using the software.
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3.1.4 Solaris Operating System

The easiest way to start MIB Browser under Sun Solaris 10 operating system is to use
the Sun Java Desktop System (JDS) Launch menu. In the CDE desktop environment,
MIB Browser and other bundled applications can only be launched from a command line.
Starting MIB Browser under Solaris 11 is similar, suing the Ghome desktop environment.

1. If using JDS desktop environment, display the Launch menu by clicking the taskbar
Launch button.

2. If using Gnome desktop environment, display the Applications menu from the
taskbar.

3. To start MIB Browser, select the MG-SOFT MIB Browser / MIB Browser menu
item (Figure 11).

O Applications WEE=13 Systemm
% Accessories

Developer Tools

4

’*,. Document Fles 2

1& MIB Browser

& MIB Browser Help

’y Command Line Utilities

ﬁ Sound & Video

ﬁ System Tools

v v v v s vy v v v

@ MIB Browser User Manual

l:u_ MIB Compiler
& MIB Compiler Help

E] Universal Access

Run Application...

@ MIB Compiler User Manual

' Quick Start Guide

Figure 11: Starting MIB Browser on Solaris (Gnome environment)

4. As the program starts, the MIB Browser Professional Edition splash screen appears,
followed by the About MG-SOFT MIB Browser dialog box (Figure 7). The latter
displays information about MG-SOFT MIB Browser and MG-SOFT Corporation, and
shows a list of all other MG-SOFT products. Click the OK button to close the dialog
box.

5. The Tip Of The Day message box appears. After reading the recommendations, click
the Close button.
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Tip: You can open the Tip of The Day message box at any time by selecting the Help /Tip of
the Day command.

6. The MIB Browser desktop appears (Figure 12) and you can start using the software.

Tip: You can also start MIB Browser from a terminal window by using the following command:
# /usr/local/mg-soft/mgmibbrowser/bin/mgmibbrowser.sh

In the CDE desktop environment, MIB Browser can be launched only from a command line.

3.2 MIB Browser Desktop

The design of MIB Browser appearance and functionality follows the conventions of the
general Windows-based application. The MIB Browser desktop (Figure 12) has a title bar,

menu bar, toolbar, status bar, minimize, maximize and close buttons and some areas
specific only to MIB Browser.

#. MG-S0FT MIE Browser Prafessional Simulator Editian

File Edit Miew EMMP o Action  Tools  Window  Help
SO R B i Bl aTRAA| o &
Query IR Ping
Rernote SMMP agent Split Cormrnand line
|152.168.10.122 v B2 Mvertical  |get13.61.211.10 v|
MIB tree Query results
@' MIB Tree Mielcome to MG-S0FT MIB Browser 2016 Professional Simulatar Edition
I coitt
I iso
Rernate SMMP agent not contacted, IPAUDP 55 SMMP i TS

Figure 12: MIB Browser desktop

In MIB Browser desktop, you can switch between three general tabs, the Query tab, MIB
tab and Ping tab. The displayed tab views consist of panels, frames or tabs, which
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contain either the MIB tree structure, results of performed SNMP operations, a list of MIB
groups and of loaded or unloaded MIB modules, and Ping operation results.

For detailed description of these areas, please see the MIB Browser Help file (Help /
Help Topics).

Menu bar

The bar near the top of MIB Browser desktop (Figure 13) that contains menus, such as
File, Edit, View, SNMP, Action etc. Menus can be expanded to show a list of command
selections, which are used to access various features of the program and to perform
different operations.

Toolbar

The toolbar near the top of MIB Browser desktop (Figure 13) that contains buttons that open
most of MIB Browser windows or provide a quick access to some commands in MIB Browser.

# MG-SOFT MIB Browser Professional Simulatar Edition [SHA_AES128 User]

File Edit Miew SMMP o Action  Tools  Window  Help
SO B iEdudatBad) o 0
Figure 13: Menu bar and toolbar on MIB Browser desktop

Working area

The area placed between the toolbar and the status bar, in which you can choose
between the Query, MIB and Ping tab. Controls available in these tabs allow you to
perform basic SNMP operations on selected MIB tree nodes and view the results of
SNMP operations (Query tab), to load and unload compiled MIB modules (MIB tab), and
to query remote devices by means of ICMP Ping requests (Ping tab).

Status bar

A bar at the bottom of MIB Browser desktop with six fields displaying different types of
information (Figure 14).

Query agent 212,30.73. 70 finished. IPAUDP g SMRPE 0 e
Figure 14: Status bar of MIB Browser desktop

The first field informs you about the last change or action performed in MIB Browser (e.g.,
it informs you whether a query of an SNMP agent has been successful or timed out, or
which MIB node has been selected etc.). The second field shows the number of SNMP
packets sent from MIB Browser. This value is reset each time the Query Results panel is
cleared. The third field shows the currently used transport protocols (e.g., IP/UDP), the
fourth filed displays the currently used SNMP version (e.g., SNMPvV1), the fifth field is the
last operation status indicator (semaphore), and the last field shows an alarm clock that
notifies you with a ringing animation when a new SNMP Trap or Inform notification
message is received. The ringing animation continues until you acknowledge notifications
in the SNMP Trap Ringer Console window.
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4  APPLY LICENSE KEY

Without a valid 1icense _key file in place MIB Browser will operate in restricted mode.
To apply a license . key file after the software has been installed, proceed as follows:

1. If you have received your license.key file on a USB flash card (WalletFlash),
insert the card into a free USB port on your computer and allow the operating system
to install the necessary drivers to use the flash drive.

Select the Help / Apply License command from the main menu.

The Apply License dialog box (Figure 16) appears. Click the Select button in the
Apply License dialog box to display the Open dialog box (Figure 15).

“— S < MGMIBBROW {1 » LICEMSE_FILES v Zearch LICEMSE_FILES »
Organize « Mew folder - [ o
m Wideos C Marne B Date modified Type Size
- ystem (L (& licensekey  194.201615:17 KEY File 1KB
- Data (00
= Data (ED

o Backup (FO
D Drrive (H2
o BGRIEBRONY {12 o

File name: |license.key v| License Key File (*.key) w

Figure 15: Selecting the license.key file

4. Navigate to the drive and folder containing your license .key file for MG-SOFT MIB
Browser Professional Edition. Select either the license.key file or the Zip archive
containing it and click the Open button (Figure 15).

Spply the License
Selectthe license. key file
_ & pply
JALICEMSE _FILEShlicense key | [_select |
Cancel

Figure 16: Applying the license.key file

5. Click the Apply button in the Apply License dialog box (Figure 16). The software will
copy the specified 1icense.key file to the proper location in order for MIB Browser
to read it and unlock its features accordingly (after a restart).
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Lpply the License

o License is applied succesfully!

Mew license will not take effect until MG-50FT PIB Browser is restarted.

Restart MG-50FT MIB Browser now?

—) Restart now
i Restart MG-SOFT MIB Browser now.

— Restart later
Restart MG-50FT MIB Browser later.

Cancel

Figure 17: Applying the license.key file - restarting MIB Browser

6. Click the Restart now option in the dialog box that informs you about the
successfully copied license. After MIB Browser restart, the selected license should be
applied and you can start using the software.

Tip: You can check if the license key has been properly applied by verifying if the About MIB
Browser dialog box (accessible via the Help / About command) displays your license details
correctly.

) 37



MG-SOFT MIB Browser — User Manual Contact Remote SNMP Agent and Query All Its Object Instances

5 CONTACT REMOTE SNMP AGENT AND QUERY ALL ITS OBJECT
INSTANCES

To monitor or manage an SNMP device on the network, you have to contact its SNMP agent.
Once you have successfully contacted the SNMP agent, you can retrieve values of all object
instances implemented in the managed device by using the SNMP Walk operation.

5.1 Contacting Remote SNMP Agent

In the main window, make sure the Query tab is selected (Figure 18).

2. Into the Remote SNMP Agent drop-down list, type the IP or IPv6 address of the
SNMP agent that you wish to query. For more details about specifying agent
addresses, see the Using IPv4 or IPv6 Address section.

3. Click the Contact Remote SNMP Agent toolbar button or . :
select the SNMP /Contact command. i = =
Contact Remote

4. MIB Browser contacts the selected SNMP agent and displays SNMP Agent
its response in the Query Results panel (Figure 18). :

& MG-SOFT MIB Browser Prafessional Simulatar Edition

File  Edit Miew SMMP Action  Tools  Window Help
HHON BB i FlawEdarByd o

Query  MIB Ping

Rernote SMMP agent Iplit Cornrmand line
127.0.01 v| A (B2 EAvertical  |get13.61.211.1.0 v|
MIB tree Query results
[-'l_,;_“,u' kAIB Tree
El it Femote address: 127.0.0.1 port: 161 transport: IPFUDP
sel Local address: 10.0.0.215 port: 57650 transport: [F/UDP
EI 150 Frotocal wersion: SNPw

1 swsUpTime O (TimeTicks) 2 daws 0dh:22 m:dG=d5th (12256595)

Rermote SNMP agent 127.0.0.1 contacted, IPAUDP 55 SMMPW i TS
Figure 18: MIB Browser displaying a response from the contacted SNMP agent
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5.1.1 Using IPv4 or IPv6 Address

To contact an SNMP agent, you have to know its IP (Internet
Protocol) address. Most of the today's Internet uses IPv4
(Internet Protocol Version 4) for communication. But since
there is a growing shortage of IPv4 addresses, IPv6 (Internet
Protocol Version 6) has been introduced and is expected to
gradually replace the IPv4.

To contact and query an SNMP agent on the network, enter
its IPv4 address or, if the agent supports it, its IPv6 address
into the Remote SNMP Agent input line on the MIB Browser
desktop (Figure 18). Before entering the IPv6 address, read

IPv6

Note: The Internet
Protocol Version 6
(IPv6) is available only in
DOCSIS/DH and better
editions of MG-SOFT
MIB Browser Pro.

the IPv6 Address with Scope ID section.

IPv4 Address

The IPv4 address convention has the following format:
XXX XXX XXX - XXX

Example:

192.168.116.172
saso.mg-soft.si

Note: When using the numerical form of the IPv4 address, the address has to be given in decimal
notation. Besides, you can also contact an SNMP agent by using its domain name.

IPv6 Address

The IPv6 address convention has the following format:
XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX

Example:

fe80:0000:0000:0000:02c1:27FF:fe00:02d9
andrejb.ipv6.mg-soft.si

The address can be simplified by removing the leading

Note: In order to use the
IPv6 as transport
protocol for querying
SNMP agents, the IPv6
protocol has to be
installed on the computer
that runs MIB Browser.

Zeros:
fe80:0:0:0:2cl1:27ff:fe00:2d9

For further simplification, sequences of zeros can be compressed:
Te80::2cl:27ff:fe00:2d9

Note: When using the numerical form of the IPv6 address, the address has to be given in hex
notation. Besides, you can also contact an SNMP agent by using its domain name.
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IPv6 Address with Scope ID

When not using global IPv6 addresses, you typically need to append the scope ID to the
IPv6 address of the SNMP agent when entering it into the MIB Browser's Remote SNMP
Agent input line (Figure 19).

A scope ID identifies the network interface over which traffic is sent and received. The
notation that is used to specify the scope ID with an address is Address%ScopelD.

Example:

Te80::2417:5359:1256:48a%5
andrejb. ipv6.mg-soft.si%5

&L MG-S0FT MIB Browser Professional Sirmulatar Editian

File  Edit Miew EMMP Action Tools Window Help
HHOX BB I FNAEdatBsd o

Query  MIB Ping

Bernote SMMP agent Iplit Cornrnand line
|fe80::241:?:5359:1:256:483%5 v| Al Fae [vertical |get1.3.6.1.2.1.1.1.0 v|

B tree 5
i, MIB Tree
I ccitt
I iso

Query results -

Femote address: fe30:24 5350255423 %5 part: 161 transport: IPWGUDP
Local address: ;; port: 56929 transpor: IPWS/UDP

Frotocol wersion: SMMPwZc

1:syspTime.O (TimeTicks) 2 days 04h:27 m:39=s.66th (192926966)

Rermote SNMP agent feB0:2af7:5359:F 25648565 1 IPAUDP 55 SMMPyic (i T8

Figure 19: IPv6 address with scope ID in the Remote SNMP Agent input line

Tip: You can use the IPv6 address without scope ID, if you in the MIB Browser Preferences dialog
box specify your local IPv6 address (together with the scope ID) as the binding interface for
communication over IPv6.

For instruction on how to select a binding interface, see the Selecting Binding Interface section.
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5.1.2 Selecting Binding Interface

MIB Browser allows computers with two or more network interface adapters to manage
SNMP agents on different subnets from one computer.

To specify which binding interface should be used for sending and receiving SNMP
packets:

1. Open the MIB Browser Preferences dialog box by using the View / MIB Browser
Preferences command.

2. In the MIB Browser Preferences dialog box choose the General /Transport
preferences.

3. The SNMP Transport Protocol Preferences panel appears (Figure 20).

IIB Browser Preferences

General “ | SNMP Transport Protocol Preferences
Date and Time
Transport [P
Updates @ Ready
Thernes Select binding interface Default ~
Wista, T
Other Pt
Agent Profiles @ Ready
rAIE Zelect binding interface Default e
Colars Default
Mode Info fe 8 24f 7535925618000
fedd:7did:bB8c:3afa: Daccel
Q”gﬁz“'“ feB0:bTdc:h 92:de15:3b52%8
fed0nbefe:10,0.0,215%:3
Formatting fe B0 5efe:]92,168.44,1%6
Opaque feBl:Sefe: 1921681361312
Display Hint
Set
Info
Discowvery W

Default Cancel

Figure 20: Selecting binding interface in the MIB Browser Preferences dialog box

4. Select the desired binding interface in the corresponding transport protocol frame
(IPv4, IPVv6).

5. Click the OK button and restart MIB Browser for the changes to take effect.
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5.2 Selecting Nodes in MIB Tree

In MIB Browser, loaded MIB modules are organized and represented in a MIB tree
structure with nodes called MIB nodes. You can see the MIB tree structure in the MIB
tree panel (Figure 22) in MIB Browser's main window.

To select a node in the MIB tree, proceed as follows:

1. In the MIB tree panel, expand the MIB tree by selecting the Expand pop-up
command (Figure 21).

& MG-SOFT MIB Browser Professional Sirmulatar Editian

File Edit Wiew SMMP Action  Tools  Window  Help

SO B R il daltBad| o
Query IR Ping
Rernote SMMP agent Split Cornrnand line
127.0.0. v| A B2 Mvertical  |get13.61.211.1.0 v]
MIB tree Query results
(v @' MIB Tree Welcome to ME-S0FT MIB Browser 2016 Profes
) ceitt =} Contact
) isa 74F Walk
i Prompt For OID...
% Multiple Variable Bindings...
B3 Multiple Operations...
7% Expand
73 Collapse
Tm Get

Figure 21: Expanding the MIB tree

& No MIB Modules Loaded

Tip: If there are no MIB modules loaded in MIB Browser, switch to the MIB tab in the main window
and load MIB modules (see the Manually Loading MIB Modules section).

Tip: MIB Browser will automatically load MIB modules implemented in the contacted SNMP agent
and compiled in MIB Compiler, if you perform the SNMP Walk operation from the root node (called
MIB Tree). For instructions, see the Retrieving All Object Instance Values with SNMP Walk

Operation section.

2. In the expanded MIB tree (Figure 22), locate and select the node on which you wish
to perform an SNMP operation (e.g., Walk, Get, Set, etc.).
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Once a MIB tree node is selected, you can perform the majority of SNMP operations on it
in two ways:

o By right-clicking a MIB tree node and selecting the respective command (e.g.,
Contact, Walk, Get, Set, etc.) from the pop-up context menu, or

o By selecting the command from the main menu (e.g., SNMP / Contact, SNMP /
Walk, SNMP / Get, etc.).

& MG-S0FT MIB Browwser Prafessional Simulatar Editian
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v (5 dod 5§ Multiple Operati
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Figure 22: Expanded pop-up menu command and a displayed MIB tree in the MIB tree panel
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5.2.1 Symbols Used for Different Types of MIB Nodes

The following symbols are used to represent different types of MIB tree nodes:

L Object identifier node

& Object type scalar node
= Object type table node
= Object type row node

& Object type columnar node
#" Trap type node

4" Notification type node

o? Object identity node

& Object group node

@) Notification group node
@~ Textual convention node
¥ Type assignment node
%% Module compliance node
@~ Agent capabilities node

& Module identity node

For more information on different types of nodes (MIB objects), please refer to the SMi
specification (RFC2578, RFC2579 and RFC2580).

5.2.2 Colors Used for Representing Different Access Types of MIB Nodes

By default, the colors of MIB node names (e.g., sysUpTime, sysContact, sysLocation,
etc.) indicate the node access type as defined in the MIB (e.g., read-only, read-write,
read-create, not-accessible, etc.). This way, you can tell at a glance which nodes
(i.e., corresponding MIB object instances) are writable, creatable, not accessible, etc.

Figure 23 shows the default node name colors indicating different node access levels
(defined by the node Access/Max-Access clause values).

Tip: The node access colors can be configured in the program preferences (View/MIB
Browser Preferences/MIB Tree Color Preferences).
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MIB tree
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Figure 23: MIB nodes of different access types (default colors)

5.2.3 Finding MIB Tree Nodes by Name or OID

To search for a specific node in the MIB tree (starting from the root node):

1. Right-click the MIB tree root node and select the Find pop-up command.

2. The Find Object in MIB Tree dialog box appears (Figure 24).
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MIB tree
iy MIB Tree

[ ccitt
[ is0

Find Ohject In Mib Tree..,

Find what: |uptime | | Fird Mest |
[ ] Match whale ward anly Direction Cemes
[ Match caze (O Up @ Down

Figure 24: The Find Object in MIB Tree dialog box

3. Into the Find what input line, type the name (e.g., sysUpTime) or OID (e.g.,
1.3.6.1.2.1.1.3) of the node you are searching for, select the Down search
direction and click the Find Next button.

Select the Match whole word only search option to find only those strings that are whole words
and not part of a larger word (e.g., adsl will find adsl and Adsl, but not adsl2).

Select the Match case search option to make the search case sensitive. If this option is enabled,
the search will find only those strings in which the capitalization matches the one used in the
Find what input line (e.g., adsl will find ads|, but not Adsl).

4. The MIB tree is automatically expanded and the found node is selected (provided that
the MIB module that defines the node is loaded in MIB Browser).

Tip: Use the Edit / Find Next command or press the F3 button to find the next node, whose name or
OID matches the search criteria.

5.3 Retrieving All Object Instance Values with SNMP Walk Operation

You can retrieve all object instances with their current values that a managed device
supports by using the SNMP Walk operation.

You can perform the SNMP Walk operation from any node in the MIB tree. When MIB
Browser starts the SNMP Walk operation, it first sends an SNMP GetNext request with
the OID value of a selected object to the SNMP agent. In response, it gets the OID and
the current value of the first instance that in lexicographical order follows the selected
object. To identify and query the next object instance implemented in lexicographical
order, MIB Browser sends another SNMP GetNext request with the OID it has received in
response to the previous SNMP GetNext request. In this way, MIB Browser traverses the
MIB tree by issuing successive SNMP GetNext requests to the SNMP agent and
retrieves all instance values of the selected object. It stops when the SNMP agent returns
an OID value that no longer matches the selected but some other MIB object/subtree.
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5.3.1 Performing SNMP Walk Operation

1. Contact an SNMP agent as described in the Contacting Remote SNMP Agent
section.

2. In the MIB tree, click the node from which you wish to start the SNMP Walk
operation.

Note that you can select either:

a The root node of the MIB tree (the first node in the MIB tree called the MIB
Tree, Figure 25). MIB Browser will ‘walk' the whole MIB tree and return all
values implemented in the queried SNMP agent.

o A root node of any MIB sub tree (e.g., system). MIB Browser will perform the
SNMP Walk operation on the whole sub tree (e.g., system sub tree).

o A columnar object (e.g., iFInOctets). MIB Browser will repeatedly send SNMP
GetNext requests to retrieve all instance values of the selected columnar object.

o A scalar object (e.g., sysUpTime). MIB Browser will query only the selected
scalar object and display its instance value.

MIBE tree
v 7 MIB Tree root node ~
[ coitt
w [ 050
w I org
w | dod
s ] internet
[ directory
w I mgmt
w |1 mib-2
v I system sub tree root node
@y sysDescr
@ sysObjectiD
@y syslpTime
@ sysContact scalar objects
@ syshame

@ syslocation

@y sysServices
w [ interfaces

@ ifMurnber
v I3 ifTable

v (3 ifErtry
& iflndex
Q ifDescr
& ifType
2 ithitu
& ifSpeed
% ifPhysAddress colummar

2% ifAdminStatus objects
% ifOperStatus

Q ifLastChange
& iflnOctets w

Figure 25: Terminology used for MIB tree objects and nodes
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3. From the main menu, select the SNMP / Walk command or
click the Walk Remote SNMP Agent toolbar button. il = il
4. The program queries the desired object instances in the Walk Remote
SNMP agent and displays its values in the Query Results SNMP Agent
panel.

If, while performing the SNMP Walk operation, MIB Browser comes across an OID that is not
defined by any of the loaded MIB modules, it prompts you with the Search Compiled MIB
Modules To Resolve OID dialog box (Figure 26).

Zearch cormpiled MIB rodules to resolee 01D

01D 1.3.8.1.2.1.1.1.0 cannot be resolved through loaded MIB modules,

Select [¥es] to search and load MIB that can resolee the OID,
Select [Mo] to skip resalving this QID.

Select [Mo To All] to skip resolving OIDs inthe current walk,
Select [Yes To All] to resolve all QIDs in the current walk.

F'ru:-rnpt before searching “es To All Yes Mo Mo To &l

Figure 26: Search Compiled MIB Modules To Resolve OID dialog box

To continue with the SNMP Walk operation, select one of the options:

o Yes To All - MIB Browser will resolve all OIDs in the current walk and load all
MIB modules that resolve these OIDs.

a Yes - MIB Browser will search for and load a MIB module that will resolve the
current OID.

o No - MIB Browser will skip the resolving of the current OID and continue with the
operation.

a No To All - MIB Browser will not load any additional MIB modules, i.e., it will not
resolve the current OID, as well as any other OIDs not defined in the already
loaded MIB modules that MIB Browser may come across in the current walk.

Tip: If you want MIB Browser to automatically search for compiled MIB modules and resolve OIDs
without prompting you, uncheck the Prompt before searching for MIB modules checkbox in the
MIB Browser Preferences dialog box in the MIB Tree and MIB Modules Preferences panel.

If you want the program to perform the SNMP Walk operation on the whole MIB tree from
any selected object, check the Until No-Such or End-Of-MIB-View checkbox in the MIB
Browser Preferences dialog box.

1. Use the View / MIB Browser Preferences command to open the MIB Browser
Preferences dialog box. When it opens, select the Query Results preferences to
display the Query Results Preferences panel.

2. In the Query Results Preferences panel, check the Until No-Such or End-Of Mib-
View checkbox.
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Example:

How to query all object instances in the system sub tree in an SNMP agent by using the
SNMP Walk operation?

Contact the SNMP agent by using the SNMP / Contact command. In the MIB tree, click
the root node of the system sub tree. Use the SNMP / Walk command or right-click the
system node and select the Walk pop-up command. MIB Browser performs the SNMP
Walk operation on the system sub tree. The remote SNMP agent returns the values of
all system sub tree object instances and MIB Browser displays them in the Query
Results panel (Figure 27).
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Figure 27: Results of the SNMP Walk operation on the system sub tree
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SNMP Walk Operation with SNMP GetBulk Requests

MIB Browser can be configured to use SNMP GetBulk requests instead of GetNext
requests when traversing an SNMP agent's MIB tree. When using SNMP GetNext
requests, MIB Browser receives in response to each request

only one object instance with its value. On the other hand, when Note: The SNMP
using SNMP GetBulk requests, MIB Browser can receive in GetBulk operation is
response to each request one or more (e.g., 100) object supported only in the

SNMPv2c and

instances with corresponding values. In this way the use of SNMPV3 protocol.

SNMP GetBulk requests minimizes network interactions and
time when retrieving a large amount of management information.

To perform SNMP Walk operation with SNMP GetBulk requests:

1. Contact the desired SNMP agent as described in the Contacting Remote SNMP
Agent section.

2. To configure MIB Browser to use the SNMP GetBulk operation, open the SNMP
Protocol Preferences dialog box by using the View / SNMP Protocol Preferences
command.

3. Inthe opened SNMP Protocol Preferences dialog box, select either the SNMPv2c or
the SNMPv3 radio button (the SNMPv1l protocol does not support SNMP GetBulk
operation).

ShkAP Protocol Preferences

SMMP protocol wersion

() SMMP () SMMPw2e (®) SHMPw3 USM (JSMMPYE TSM
General SMMPYE LISM security
User security name
public |SH.ﬁ._.ﬁ.E5128_User |

Security level

privake |.ﬁ.uthentin:ati-:|n and privacy |
Timeout [5] |5 | Load user profile. .. Edit user, ..
Retransrits |4 | SMMPy3 TSM security

Transpark LDP A

Port nurnber |1E-1 W |

Get-Bulk settings
Ilse Get-Bulk

Mon repeaters |III |

| Edit. ..

Max repetitions | 10

Figure 28: Specifying SNMP GetBulk settings
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In the Get-Bulk settings frame check the Use Get-Bulk checkbox (Figure 28).

In the Non repeaters input line, set the number of non-repeaters to zero (0), and into
the Max repetitions input line, enter the desired maximum number of object

instances that will be returned in the SNMP GetBulk response.

Note: When you use the SNMP GetBulk operation in the main window, the 'non-repeaters' value
has to be set to zero (0). Otherwise the program returns only one instance regardless of the

'max-repetitions' value.

To learn more about the use of SNMP GetBulk operation, see the SNMP GetBulk usage

example.

6. Click OK to close the SNMP Protocol Preferences dialog box. MIB Browser
automatically contacts the SNMP agent and applies the new settings.

7. Select a node in the MIB tree from which you wish to perform the SNMP Walk
operation (for more details see the step 2 in the Performing SNMP Walk Operation

section).

8. From the main menu, select the SNMP /Walk command or
click the Walk Remote SNMP Agent toolbar button.

9. MIB Browser traverses the selected part of the MIB tree by
issuing successive SNMP GetBulk requests to the SNMP
agent. It displays the retrieved object instances with values
in the Query Results panel.

pHEL

Walk Remote
SNMP Agent
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5.4 Viewing MIB Node Properties

With MIB Browser you can check properties of MIB nodes as they are defined in MIB
definition modules. MIB node properties are displayed in the MIB Node Properties
window.

To see the properties of a MIB node:

1. First, specify a MIB node. You can specify a node by clicking it in a MIB tree
(displayed in e.g., the main window or in the Select Object Identifier window). Or, you
can specify a node by entering its OID value or name into an OID input line (available
in e.g., the Set dialog box).

2. When you have specified a MIB node, use the View / MIB
Node Properties command or click the MIB Node L5 :ﬂ
Properties toolbar button, which is available in different MIB Node
instances in MIB Browser. Properties

3. The MIB Node Properties window opens (Figure 29).

e MIE Mode Prapertie

=4 [ Srmart update (] Bring to front 9

Module:  |RFC1213-MIB v
Marne:
Type: S kAP 2-hAIR e
]y 13612113
Full path: isof1).org( 3 dod{8) internet] 11.mgmtf2).mib-20 1) systermi 1) sysUpTime 3]
hodule: RFC1213-MIB
Farent system
Pres sibling: sysObjectiD
Mext sibling: sysContact
Mumerical syntas Timeticks
Base syntax TimeTicks
composed syntax TimMeTIcks
Status: mandatory
hWax access: read-only -]
Description: The time (in hundredths of 2 second) since the
neteiark management portion of the system was last
re-initialized.

Figure 29: MIB Node Properties window with a displayed drop-down list of MIB modules

4. If you display the Module drop-down list, you will see which of the loaded MIB
modules define the selected node or either directly or indirectly import this node
definition from other MIB modules.
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5. The window displays the properties of the selected node as they are specified in the
SMIDB file of the MIB module that is currently selected in the Module drop-down list.

Note: When more than one MIB module is listed in the Module drop-down list, you can select among
the listed MIB modules. By selecting another MIB module, the content of the window panel is updated
displaying node properties as recorded in the SMIDB file of the newly selected module.

Note: If the name of the MIB module selected in the Module drop-down list matches the name of the
MIB module displayed in the Module line in the window's panel (Figure 29), the selected MIB module
defines this node.
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6 SPECIFY SNMP PROTOCOL PARAMETERS

In this section, you will learn how to specify SNMP protocol parameters that MIB Browser
uses when it communicates with a remote SNMP agent.

It is important that you specify the parameters correctly, because if they do not match the
parameters expected by the SNMP agent, the agent will not respond.

Tip: MIB Browser lets you configure and use SNMP agent profiles to manage different SNMP agents.
An SNMP agent profile permanently stores all information required for accessing and managing a
particular SNMP agent on the network (including its address and SNMP protocol parameters). For
more information on SNMP agent profiles, see the Configure and Use SNMP Agent Profiles
section of this manual.

1. To specify SNMP protocol preferences, select the View /
SNMP Protocol Preferences command from the main @]:E
menu or click the SNMP Protocol Preferences toolbar SNMP Protocol
button. Preferences

2. The SNMP Protocol Preferences dialog box opens (Figure 30).

SHBAP Protocol Preferences

SMMP protocol version

(@) SHMPy1 (I SMMP2e (CISMMPY3 USM () SMMPYS TSM

Genetal SHMPw3 LISM security

Read comrmunitsy Ilser security name Note: The SNMP

| " | Protocol
Preferences dialog

Set community: Security level box can be opened
from almost any MIB

| - | Browser window by
using the SNMP

Timeaut [=] |5 | Load user profile. .. Edit user, .. Protocol
Preferences

Retransmits |4 | SHMPY3 TSM security (hammer) toolbar

= button.
Certificate

Transport LIDP o

Port number |1Eul w | Private key

Get-Bulk setkings

Use Get-Bulk A certificate
Mon repeaters (0
Edit...
Max repetitions |10

Figure 30: SNMP Protocol Preferences dialog box
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3.

4.

You can choose between using the SNMPv1, SNMPv2c or SNMPv3 protocol version
by selecting the appropriate radio button in the SNMP Protocol Preferences dialog box.

Depending on the version of SNMP protocol you wish to use, read one of the
following sections Using SNMPv1l Protocol, Using SNMPv2c Protocol, Using
SNMPv3 USM or Using SNMPv3 TSM (TLS/DTLS) and learn how to specify the
parameters.

6.1 Using SNMPv1 Protocol

To use the SNMPv1 protocol, specify the following parameters in the SNMP Protocol
Preferences dialog box:

1.

2.

First click the SNMPv 1 radio button in the SNMP Protocol Version frame (Figure 31).

SHBAP Protocol Preferences

SMMP protocol version

(®) SHMPwl () SMMPeze () SmMPy3 USM () SMMPyY3 TSM

General SHMPY3 LISM security
Read cormmunity

||:uu|:|li|: e |

Sek comrnunity

|private w |

Timeaut [5] |5 | Load user prafile. .. Edit user. ..
Retransmits |4 | SHMPy3 TSM security

Transpark LDP A

Part nurber |1E-1 w |

Get-Bulk settings

Iz Gek-Bulk

Edit. ..
10

Figure 31: Specifying SNMPv1 protocol preferences

In the Read community drop-down list in the General frame, specify the Read
community string (e.g., public). This parameter is used only with SNMP Get and
SNMP GetNext requests.

In the Set community drop-down list, specify the Set community string (e.g.,
private). This parameter is used only with SNMP Set requests.
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4. Into the Timeout /5] input line, enter the timeout value in seconds for pending SNMP
requests.

The Timeout value defines how many seconds the program waits for the SNMP agent to
respond to the request. When this time is over, the program, depending on the value of the
Retransmits parameter, cancels or repeats the query.

5. When using SNMP over UDP, enter the number of retransmits for pending SNMP
requests into the Retransmits input line. Note that this input line is disabled when
using SNMP over TCP, because the underlying TCP protocol ensures reliable data
delivery, automatically taking care of packets retransmission when required.

The Retransmits value defines how many times the program repeats the query after the first timeout.

6. Inthe Transport drop-down list, select one of the following:
o Touse SNMPv1 over UDP transport protocol (=standard), select the UDP entry,
0 Touse SNMPv1 over TCP transport protocol, select the TCP entry.

7. Inthe Port number drop-down list, specify the port number to which the remote SNMP
agent listens. The default UDP and TCP port number of an SNMP agent is 161.

8. To save the current settings in the SNMP Protocol Preferences dialog box and the
agent address specified in the Remote SNMP agent drop-down list in the main
window as an SNMP agent profile, check the Add to agent profiles checkbox.

9. Click the OK button to close the SNMP Protocol Preferences dialog box and apply
the changes.

6.2 Using SNMPv2c Protocol

To use the SNMPv2c protocol, specify the following parameters in the SNMP Protocol
Preferences dialog box:

1. Click the SNMPv2c radio button in the SNMP Protocol Version frame (Figure 32).
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ol Preferences

SMMP protocol version

() SrMPel (@) SMMPZe (ISMMPes USM () SMMPY3 TSM
General SHMPY3 LISM security
Read cormmunity ser securiky name
||:uu|:|li|: e |
Set community Security level
|private i |
Timeaut [s] |5 | Load user profile. .. Edit user. ..
Retransmits |4 | SHMPY3 TSM security

Certificate
Transpark LDP =
Port number |161 R | Private key
Get-Bulk settings
Ilse Get-Bulk & certificate
Mon repeaters |I:I |

Edit. ..

Mazx repetitions |1EI |

Figure 32: Specifying SNMPv2c protocol preferences

2. In the Read community drop-down list in the General frame, specify the Read
community string (e.g., public). This parameter is used only with SNMP Get, SNMP
GetNext and SNMP GetBulk requests.

3. In the Set community drop-down list, specify the Set community string (e.g.,
private). This parameter is used only with SNMP Set requests.

4. Into the Timeout /s]input line, enter the timeout value for pending SNMP requests.

The Timeout value defines how many seconds the program waits for the SNMP agent to
respond to the request. When this time is over, the program, depending on the value of the
Retransmits parameter, cancels or repeats the query.

5. Into the Retransmits input line, enter the number of retransmits for pending SNMP
requests. Note that this input line is disabled when using SNMP over TCP, because
the underlying TCP protocol ensures reliable data delivery, automatically taking care
of packets retransmission when required.

The Retransmits value defines how many times the program repeats the query after the first
timeout.
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6.

10.

11.

In the Transport drop-down list, select one of the following:
o Touse SNMPv2c over UDP transport protocol (=standard), select the UDP entry,
O Touse SNMPv2c over TCP transport protocol, select the TCP entry.

In the Port number drop-down list, specify the port number, which the remote SNMP
agent listens to (e.g., 161).

If you want to use the SNMP GetBulk operation when querying SNMP agents, check
the Use Get-Bulk checkbox (Figure 32).

Into the Non repeaters input line, enter the number of non-repeaters and into the
Max repetitions input line, the maximum number of returned instances in the SNMP
GetBulk packet.

The Non-repeaters value is the number of variable bindings, counted from the beginning of the
list of variable bindings (e.g., in the Multiple Variable Bindings window), for which only one
instance is returned in the Response to the SNMP GetBulk packet.

The Max-repetitions value is the maximum number of instances that are in lexicographical
order returned for each variable binding remaining in the list. 'Variable bindings remaining in the
list' are in this case variable bindings that do not fall into the category of Non-repeaters and for
which more than one instance is returned (the maximum number of returned instances is defined
with the Max-repetitions value).

For illustration see the usage example.

Note: When you use the SNMP GetBulk operation in the main window, the 'non-repeaters' value
has to be set to zero (0). Otherwise the program returns only one instance regardless of the
'max-repetitions' value.

To save the current settings in the SNMP Protocol Preferences dialog box and the
agent address specified in the Remote SNMP agent drop-down list in the main
window as an SNMP agent profile, check the Add to agent profiles checkbox.

Click the OK button to close the SNMP Protocol Preferences dialog box and apply
the changes. If the Add to agent profiles checkbox was checked, a new SNMP
agent profile, named “New - <agent address>", is created in the SNMP Agent Profiles
window.

Example:

How to correctly specify the 'non-repeaters' and 'max-repetitions' parameters and use the
SNMP GetBulk operation to return multiple instances of objects?

The SNMP GetBulk operation is an optimization of the SNMP GetNext operation that
allows SNMP agents to return large packets in response to GetBulk requests. SNMP
GetBulk packets have two fields in request PDU, the non-repeaters and the max-
repetitions fields, which are not found in any other SNMP PDU (Get, GetNext, Set).
In MIB Browser, you can specify the number of non-repeaters and max-repetitions in the
SNMP Protocol Preferences dialog box (View / SNMP Protocol Preferences command)
after checking the Use Get-Bulk checkbox (Figure 32).
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SNMP GetBulk operation in MIB Browser's main window:

To perform the SNMP GetBulk operation in the main window, you have to set the 'non-
repeaters' value in the SNMP Protocol Preferences dialog box to zero (0). Otherwise the
program returns only one object instance with its value because the use of non-repeaters
makes sense only with multiple variable binding PDUs. You can set the 'max-repetitions'
parameter to any value in order to determine the maximum number of object instances
returned in one SNMP GetBulk packet. If you, for example, set it to 8, the program will
return eight instances with corresponding values that in lexicographical order follow the
instance of the object selected in the MIB tree.

CFT MIB Broweser Professional Simulatar Edition
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SO B RO il dadt B Fd| 9
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10.0.0215 v| A T Mvertical  |get1.3.61.21.11.0 v|
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w | internet ~ Remote address: 10.0.0.215 port: 161 transport: IPJUDP ~
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Figure 33: Multiple object instances with corresponding values returned in SNMP GetBulk packet

To perform the SNMP Get Bulk operation in the main window, click a node in the MIB
tree (e.g., sysDescr) from which you wish to perform the SNMP Walk operation. When
you have selected the node, use the SNMP / Get Bulk command. MIB Browser will
perform the SNMP Walk operation from the selected node and in lexicographical order
return the specified number (defined with 'max-repetitions’) of object instances with
values (Figure 33).
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SNMP GetBulk operation in the Multiple Variable Bindings window:

Using the ‘non-repeaters’ parameter makes sense only with multiple variable binding
PDUs. You can create such PDU by making a list of variable bindings in the Multiple
Variable Bindings window (opened with the SNMP / Multiple Variable Bindings
command).

You can make a list of variable bindings in the MVB window by dragging the objects from
the MIB tree displayed in the main window (for instructions see the Making Multiple
Variable Bindings List section). For example, you can make a list of three scalar objects
(e.g., from the system sub tree) and two columnar objects (e.g., from the ifTable
table), as shown in Figure 34. In the SNMP Protocol Preferences dialog box, set the 'non-
repeaters' parameters to the value that corresponds to the number of scalar objects in the
list. Set the value of 'max-repetitions' to the maximum number of instances (e.g., 4) that
you wish to retrieve in lexicographical order for the remaining two columnar objects.

% Multiple Variable Bindings - 10.0.0.215%sy=UpTime *

LAl =11 TP 0§ Get Bulk||v [10.0.0.215 v|@A| | |[Oeg | &9
Mame Syntax Value
ﬁs}rSUpTime TirneTicks 0 days 00h:00m:00s.00th (0)
@ sysContact Displaystring (zero-length)
@ sysName DisplayString (zero-length)
&iﬂnﬂctets Counter 0

foutOctets ounter
9 ifouto C 0
£ >
Q00 5 =] SMMPv2c Ready.

Figure 34: A list of variable bindings in the Multiple Variable Bindings window

A set of parameters for the SNMP GetBulk operation:

Non-repeaters: 3

Max-repetitions: 4

Number of variable bindings in the list: 5 (3 scalar and 2 columnar objects)

After you have set all parameters, click in the Multiple Variable Bindings window toolbar
the arrow next to the programmable button for SNMP operations. Select the Get Bulk
operation from the list and then click the Get Bulk button. MIB Browser sends the SNMP
GetBulk request PDU with the list of variable bindings to the SNMP agent. For the first
three variable bindings in the list, it retrieves only one object instance with the
corresponding value, where as for each of the remaining two variables it returns four
object instances with their values (Figure 35).
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+# Multiple Variable Bindings - 10.0.0.215:sysUpTime.0 *
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Figure 35: Object instances and their values returned in response to SNMP GetBulk request with
multiple variable bindings
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6.3 Using SNMPv3 Protocol with User-based Security Model (USM)

To use the SNMPv3 protocol with the standard User-based Security Model (USM),
specify the following parameters in the SNMP Protocol Preferences dialog box:

1.
2.
3.

Click the SNMPv3 USM radio button in the SNMP Protocol version frame (Figure 36).
Into the Timeout /S]input line, enter the timeout value for pending SNMP requests.

Into the Retransmits input line, enter the number of retransmits for pending SNMP
requests. Note that this input line is disabled when using SNMP over TCP, because
the underlying TCP protocol ensures reliable data delivery, automatically taking care
of packets retransmission when required.

In the Transport drop-down list, select one of the following:
O To use SNMPv3 USM over UDP transport (=standard), select the UDP entry,
o Touse SNMPv3 USM over TCP transport, select the TCP entry.

In the Port number drop-down list, specify the port number (UDP or TCP), which the
remote SNMP agent listens to (e.g., 161).

Check the Use Get-Bulk checkbox and enter the number of non-repeaters and the
maximum number of returned instances in the SNMP Get Bulk packet (max-repetitions).

SMMP Protocol Preferences pod

SNMP protocol version

() SMMPyv1 () SMMPy2c (@) SMMPv3 USM () SMMPY3 TSM
General SHMPw3 USM security
User security name
public |5H.-5._DE5_LIser |

Security level

private |Auﬂ1enﬁcaﬁnn and privacy |
Timeout [s] |5 | Load user profile... Edit user...
Retransmits |4 | SNMPy3 TSM security

Transpart UDP £

Port number | 161 R |

Get-Bulk settings

LIse Get-Bulk

Mon repeaters |I:I |

Edit...
Max repetitions | 10 |

carcel

Figure 36: Specifying SNMPv3 USM protocol preferences
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7.

9.

10.

11.

12.

13.

14.

The User security name and the Security level read-only fields in the SNMPv3
Security frame display the user name and security level of the currently selected
SNMPv3 USM user profile. The Edit user button opens the SNMPv3 Security
Parameters dialog box that lets you edit the current USM user profile.

If no SNMPv3 USM user profile is selected, click the Load user profile button.

The SNMPv3 USM User Profiles window appears (Figure 37). It displays a list of
existing SNMPv3 user profiles configured in MIB Browser and lets you manage them.

¥ SMMPv3 USM User Profiles

B | By | p 4 o Search
User profile name Security user name Security level 2
ocsishanager occsishlanager uthentication and privac
& docsisManag docsisManag Authenticati d privacy
.E MDO5 user MDOSMoPriv Authentication
1  User = uthentication and priva
& MD5_AES128 U T HAuthenticati d privacy
|  LUser uthentication and priva
£ MD5_DES U s Authentication and privacy
& MD5_User &5 Mew User Profile Authentication
& noAuthMoPriv Interne Duplicate User Profile Mo security
& noAuthUser Mo security
& SHARGPriv user Rename Authentication
& SHA_AES128 User ¥ Delete User Profile Authentication and privacy
E SHA_DES User ﬁé’ﬁ et Authent?cat?un and privacy
E SHA_User S Authentication W
Select Close

Figure 37: SNMPv3 USM User Profiles window

To create a new SNMPv3 USM user profile, proceed as described in the Creating
New SNMPv3 USM User Profile section.

To use an existing SNMPv3 USM user profile, select the relevant line in the
SNMPv3 USM User Profiles window and click the Select button or pop-up
command (Figure 37).

The SNMPv3 USM User Profiles window closes and the User security name and
the Security level read-only fields in the SNMP Protocol Preferences dialog box
display the user name and security level of the selected SNMPv3 USM user profile
(Figure 36).

To save the current settings in the SNMP Protocol Preferences dialog box and the
agent address specified in the Remote SNMP agent drop-down list in the main
window as an SNMP agent profile, check the Add to agent profiles checkbox.

After you have specified all parameters, click the OK button to close the SNMP
Protocol Preferences dialog box and apply the changes. If the Add to agent profiles
checkbox was checked, a new SNMP agent profile, named “New - <agent address>",
is created in the SNMP Agent Profiles window.
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6.3.1 Creating New SNMPv3 USM User Profile

In this section you will see how to create and configure a new SNMPv3 USM user profile.

1. Open the SNMPv3 USM User Profiles window (Figure 37) by clicking the Load user
profile button in the SNMP Protocol Preferences dialog box (Figure 36).

2. In the SNMPv3 USM User Profiles window, click the New — :
User Profile button or select the New User Profile pop-up & - @
command. New User Profile

3. When the SNMPv3 Security Parameters dialog box opens,
specify the following parameters.

SMNMPv3 Security Parameters (USM)

User profile name |Sh.35 12-Aes128 User Profile |
Security user name |Sha 2heslzer |
Context name | |

[ JcontextengineID =

Authentication protocal | HMAC-SHAZ-512 «w | |Change Passwaord...

Change Password. ..

<

Privacy protocol CFB-AES-128

[] Do not localize Authentication and Privacy keys

] ciffie-Hellman key exchange

Save to profile... Cancel

Figure 38: Specifying SNMPv3 USM user parameters

4. Into the User profile name input line enter a name for the user profile.

Note: The user profile name is only a label name under which you store the SNMPv3 USM user
profile and has no effect on the SNMPV3 protocol itself. The User profile name will also appear in
the User profile name drop-down list in the first column of the SNMPv3 USM User Profiles
window .

5. Into the Security user name input line, enter a name for the SNMPVv3 security user.
The Security user name represents the user in a format that is Security Model
independent.

Into the Context input line, enter the SNMPV3 context name.

For communicating with an SNMP agent through a proxy, you should check the
Context engine ID checkbox and specify the SNMPv3 context engine ID. If the
checkbox is not checked, the automatically computed Context engine ID is used for
that profile.
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10.

11.
12.

To overwrite the default Context engine ID, enter a properly formatted binary value by
starting the line with the # character and continue with any number of character
codes in decimal, octal (prefix 0) or hex (prefix Ox) notation. Here is an example:

Enter any of the following four values into the input line:
# 022 064 0357

# 18 52 239

# O0x12 0x34 Oxef

# 022 52 OxEF

The above four values will all do the same; set the Context engine ID value to
Ox1234EF.

Select the SNMPv3 USM authentication protocol from the Authentication protocol
drop-down list. In addition to the standard HMAC-MD5-96 and HMAC-SHA-96
authentication protocols (RFC 3414), MIB Browser supports also the HMAC-SHA-2
authentication protocols for use with SNMPv3 USM, as specified in RFC 7860. These
are HMAC-SHA-2-224, HMAC-SHA-2-256, HMAC-SHA-2-384 and HMAC-SHA-2-512.

Click the Change Password button next to the Authentication protocol drop-down
list. This will open the Password For Authentication Protocol dialog box (Figure 39).

Password For Authentication Protocol o

|.ﬁ.utl'|F'assw|:|ru:| |
Cancel
Password confirmation Tip: To see the
typing, uncheck
|.ﬁ.utl'|F'assw|:|ru:| | the Hide typing
checkbox.
[ ]Hide typing Enter pazzward in ASCI bewxt

Figure 39: Password For Authentication/Privacy Protocol dialog box

Enter the authentication password into the Password input line and then confirm it by
re-entering it into the Password confirmation input line below.

Tip: For more information about specifying passwords and security keys in MIB Browser, see
the Specifying Password or Security Key section and its subsections.

Click the OK button. The Password For Authentication Protocol dialog box closes.

Select the SNMPv3 USM privacy protocol from the Privacy Protocol drop-down list.
In addition to the standard CBC-DES (RFC 3414) and CFB-AES-128 (RFC 3826)
privacy protocols, MIB Browser supports also the CFB-AES-192, CFB-AES-256 and
CBC-3DES privacy protocols, which provide stronger security (encryption).

Note: There is currently no standard for using AES-192, AES-256 and 3DES privacy protocols in
SNMPv3 USM. When using these privacy protocols with MD5 and SHA authentication protocols
that do not provide long enough output to accommodate the 192- or 256-bit size keys for AES-192
and AES-256 or the 168-bit size key for 3DES, some mechanism needs to be employed to
produce localized keys of an adequate size. MG-SOFT MIB Browser uses the key extension
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13.
14.

15.

16.

17.

mechanism used by Cisco and some other parties, which is described in the Reeder 3DES Internet
draft document (https://tools.ietf.org/html/draft-reeder-snmpv3-usm-3desede-00). Note that this
mechanism is not employed when using the above privacy protocols with SHA2 authentication
protocols that produce the hash output of an adequate size (e.g., SHA2-256, etc.), since no key
extension is needed in such case.

Click the Change Password button next to the Privacy Protocol drop-down list.
The Password For Privacy Protocol dialog box appears.

Note: The Password For Authentication Protocol dialog box and the Password For Privacy
Protocol dialog box have the same appearance.

Enter the privacy password into the Password input line and then confirm it by re-
entering it into the Password confirmation input line below. Close the dialog box by
clicking the OK button.

In the SNMPv3 Security Parameters dialog box (Figure 38) you can check the Do not
localize Authentication and Privacy keys checkbox. In this case MIB Browser will
use non-localized Authentication and Privacy keys when communicating with remote
SNMPv3 agents.

Note: The Diffie-Hellman key exchange feature is available only in the DOCSIS/DH,
Developer's, and Simulator editions of MIB Browser. For more information about this feature,
check the Diffie-Hellman Key Exchange for DOCSIS-Based SNMPv3 Agents section.

After you have specified all the parameters, click the OK button. The SNMPv3
Security Parameters dialog box closes and a new line representing the newly
configured SNMPv3 user profile appears in the SNMPv3 USM User Profiles window
(Figure 37).

6.3.2 Specifying Password or Security Key

MIB Browser offers two methods for entering passwords and one method for entering
security keys for the SNMPv3 authentication and privacy protocols.

o If a Password is entered, MIB Browser will compute the security key required
for the SNMPv3 authentication or privacy protocol from the given password
according to the algorithm defined in the User-based Security Model (USM) for
version 3 of the Simple Network Management Protocol document (RFC 3414).

a If a Security key is entered, MIB Browser does not apply the USM password-to-
key algorithm. Instead, if the Do not localize Authentication or Privacy keys
checkbox on the SNMPV3 Security Parameters dialog box is not (!) checked,
MIB Browser applies only the key localization algorithm to the entered security
key and then uses the localized security key for communicating with the
SNMPv3 agent. If that checkbox is checked, MIB Browser uses the security key
exactly as it was entered.
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Entering the Password in Plain ASCII Text

1. To specify a password, open the Password For Authentication/Privacy Protocol

dialog box (Figure 39) from the SNMPv3 Security Parameters dialog box by clicking
the Change Password button (for Authentication or Privacy protocol).

Into the Password input line; enter a password, which must be a plain ASCII text
(e.g., AuthPassword).

The Enter password in ASCII text note appears in blue at the bottom of the dialog
box (Figure 39). Click the OK button.

MIB Browser will compute the security key from the given password according to the
algorithm defined in the User-based Security Model (USM) for version 3 of the Simple
Network Management Protocol document (RFC 3414).

Entering the Password in HEX Dump Format

1.

In the SNMPv3 Security Parameters dialog box, click the Change Password button
(for Authentication or Privacy protocol) to open the Password For
Authentication/Privacy Protocol dialog box.

Into the Password input line; enter a hex-dump password. This is achieved by
entering the # character at the beginning of the input line and specifying the character
codes in hex (each preceded with 0x). This method allows entering passwords that
contain non-printable characters. (E.g., for AuthPassword passphrase the input
would be: # 0x41 Ox75 0x74 0x68 0x50 O0x61 Ox73 Ox73 Ox77 Ox6f
0x72 0x64).

Password For Authentication Protocol »

|# 0041 0x75 0x53 0x50 0x61 0xF3 073 On 77 On06 EI}(B:'|

Tip: To see the
typing, uncheck
Password confirmation the Hide typing
checkbox.

Cancel

|# 0041 0x75 0x53 0x50 0x61 0xF3 073 On 77 On06 EI}(B:'|

[Hide typing: Enter pazzword in HEX durnp format

Figure 40: Entering password in HEX dump format

The Enter password in HEX dump format note appears in blue at the bottom of the
dialog box (Figure 40). Click the OK button.

MIB Browser will compute the security key from the given password according to the
algorithm defined in the User-based Security Model (USM) for version 3 of the Simple
Network Management Protocol document (RFC 3414).

Entering the Security Key

1.

To enable this feature, first open the MIB Browser Preferences dialog box (View /
MIB Browser Preferences) and choose the General / Other preferences. Then in
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the displayed MIB Browser Preferences panel, check the Enable auth/privacy
binary key editing checkbox. Click the OK button.

2. MIB Browser shows the Edit Key button in the Password For Authentication/Privacy
Protocol dialog box.

Note: If the Enable auth/privacy binary key editing checkbox in the MIB Browser Preferences
dialog box is not checked, the Edit Key button is not shown in the Password For
Authentication/Privacy Protocol dialog box.

3. Open the Password For Authentication/Privacy Protocol dialog box (click the Change
Password button in the SNMPv3 Security Parameters dialog box) and click the Edit
Key button.

4. The Binary Key For Authentication/Privacy Protocol dialog box appears (Figure 41).

Binary Key For Authentication Protocol

Clear All Paste All

Ok Cancel

Figure 41: Binary Key For Privacy Protocol dialog box

5. The Binary Key For Authentication/Privacy Protocol dialog box displays a number of
input fields, one for each byte (octet) of the security key. The actual number of input
fields shown depends on the selected authentication protocol (e.g., 16 for MD5, 20
for SHA, 28 for SHA2-224, etc.).

Enter the security key by specifying the octet values in hex in provided input fields.

Click the OK button to close the Binary Key For Authentication/Privacy Protocol
dialog box.

8. The Entered is binary key note appears in blue at the bottom of the Password For
Authentication/Privacy Protocol dialog box.

Note: If the Do not localize Authentication or Privacy keys checkbox in the SNMPv3 Security
Parameters dialog box is checked, MIB Browser will not (!) compute the security key from the given
input. MIB Browser will communicate with the agent with the security key as it was entered.

If the Do not localize Authentication or Privacy keys checkbox in the SNMPv3 Security
Parameters dialog box is not checked, MIB Browser applies the security key localization algorithm to
the entered security key and then uses the localized security key for communication with the
SNMPv3 agent.

For more details, check the User-based Security Model (USM) for version 3 of the Simple Network
Management Protocol specification (RFC 3414).

168



MG-SOFT MIB Browser — User Manual Specify SNMP Protocol Parameters

6.3.3 Diffie-Hellman Key Exchange for DOCSIS-Based SNMPv3 Agents

The DOCSIS/DH, Developer's, and Simulator Edition of
MG-SOFT MIB Browser support the Diffie-Hellman key
exchange mechanism, that lets you successfully contact and % DOC S| S / DH
manage DOCSIS-based SNMPv3 agents implementing the

Diffie-Hellman key exchange method (e.g., cable modems,

CMTS, etc.). Note: This feature is

available only in

To use the Diffie-Hellman method for key exchange DOCSIS/DH, Developer's,

between MIB Browser and an SNMP agent: and Simulator editions of

MG-SOFT MIB Browser.

1. Open the SNMP Protocol Preferences dialog box
(View / SNMP Protocol Preferences command) and
click the Edit User button to edit settings of the currently selected SNMPv3 USM
user profile. Alternatively, click the Load user profile button to open the SNMPv3
USM User Profiles window, select an SNMPv3 USM user profile and use the
Properties pop-up command to edit the user profile settings. The SNMPv3 Security
Parameters dialog box opens (Figure 42).

2. In the displayed SNMPv3 Security Parameters dialog box, specify all security
parameters (see the Creating New SNMPv3 USM User Profile section), except the
passwords for authentication and privacy protocols.

SMMPv3 Security Parameters (USM)

LUser profile name |u:|-:u:sis|'~"lanager profile |

Security user name ||:||:u:sisl'~"lanager |

Context name | |

|:| Context engine ID =

Authentication protocal | HMAC DS w | |Change Password...

Privacy protocol CBC-DES »w | |Change Password...

Do not localize Authentication and Privacy keys

Diffie-Hellman key exchange

Manager Random # Dx22 OxEB OxEF 0xA2 0xAS DxAS 0x42 0xF1 0x78 0x38 Ox
Save to profile... Cancel

Figure 42: Diffie-Hellman key exchange settings

3. Check the Diffie-Hellman key exchange checkbox to enable the Diffie-Hellman key
exchange feature (Figure 42).

4. Into the Manager Random input line, enter the manager's random number in

hexadecimal (Ox prefix) notation starting with #.

Tip: MIB Browser implements the Diffie-Hellman key generator, a utility for generating the
manager random and public key pairs that can be used for performing the Diffie-Hellman key
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ignition operation. This utility can be accessed by selecting the Tools / Diffie-Hellman Key
Generator command.

5. Make sure that the Do not localize Authentication and Privacy keys checkbox is

checked.

6. Click the OK button to close the SNMPv3 Security Parameters dialog box. MIB
Browser and the selected SNMP agent perform the Diffie-Hellman key ignition

operation.

Note: If the Diffie-Hellman key exchange checkbox is checked, the Diffie-Hellman key ignition is
performed when you contact an SNMP agent for the first time.
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6.4 Using SNMPv3 Protocol with Transport Security Model (TSM)

In addition to the standard User-based Security Model (USM), MG-SOFT MIB Browser
supports also the Transport Security Model (TSM) for SNMP, as defined in RFC 5591.

The Transport Security Model enables using new transport models for SNMP that employ
lower-layer, secure transports (such as TLS and DTLS) and commonly deployed security
infrastructures (e.g., X.509 public key infrastructure). In particular, MIB Browser supports
the Transport Layer Security Transport Model (TLSTM) that enables conveying SNMPv3
messages over TLS and DTLS protocols. These are in turn passed over TCP and UDP,
respectively. SNMP over TLS and DTLS is commonly referred to as "SNMP over (D)TLS"
and specified in RFC 6353. (D)TLS provides authentication, message data integrity, and
privacy at the transport layer and is used to establish a secure "tunnel” between two
SNMP entities, over which SNMP messages are exchanged.

This section explains how to configure SNMPv3 TSM settings in MIB Browser for using
SNMPv3 over TLS over TCP and SNMPv3 over DTLS over UDP.

This document uses the traditional SNMP network management terms of "manager" and "agent",
which correspond to (D)TLS terms of "client" and "server", where client actively opens the connection
and sends requests to the server and the server passively listens for incoming connections and
responds to the client’s requests.

6.4.1 Using SNMPv3 over TLS

To use the SNMPv3 over TLS over TCP, specify the following parameters in the SNMP
Protocol Preferences dialog box:

1. Click the SNMPv3 TSM radio button in the SNMP Protocol Version frame (Figure 43).
2. Into the Timeout /s]input line, enter the timeout value for pending SNMP requests.

3. From the Transport drop-down list, select the TLS (TCP) transport protocol to enable
SNMP over Transport Layer Security (TLS) over Transmission Control Protocol (TCP).

4. In the Port number drop-down list, specify the TCP port number, which the remote
SNMP agent listens to for incoming SNMP over TLS requests (e.g., 10161).

5. To use the SNMP GetBulk operation when querying the SNMP agent, check the Use
Get-Bulk checkbox (Figure 43).

6. Into the Non repeaters input line, enter the number of non-repeaters and into the
Max repetitions input line, the maximum number of returned instances in the SNMP
GetBulk packet.

7. The Certificate, Private key and CA certificate read-only fields in the SNMPv3 TSM
security frame display the name of the manager certificate file, manager private key
file and the name of the CA certificate file of the currently specified SNMPv3 TSM
settings (if any).
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SMMP Protocol Preferences

SMMP protocol version
() SMMPy 1 () SMMPw2c () SMMPw3 USM | (@) SNMPY3 TSM
General SMMPY 3 USM security
Read community User security name
puhbilic
Set community Secu level
private
Timeout [s] |:| Load user profile... Edit user...
Retransmits SMMPw3 TSM security
Certificate
Transport TLS (TCF) o | |
Part number 10161 e Frivate key
Get-Bulk settings | |
Use Get-Bulk Ca certificate
onweams p | | |
o ][ cmar |

Figure 43: Selecting the SNMPv3 TSM protocol

8. Click the Edit button below the SNMPv3 TSM security frame to open the SNMPv3
Security Parameters (TSM) dialog box (Figure 44).

=% SNMPv3 Security Parameters (TSM])

Certificate

Certificate manager.crt (Embedded)
Private key

Private ke¥ | manager.key (Embedded)
Certification Authaority

Certificate

Certificate and private key password

ca_mg-soft.si.crt (Embedded)

Password |Passwcurd is not set, | | iz | >
SMMP agent fingerprint
Fingerprint | | o
Algarithm | |

ok | | Cancel |

Figure 44: Specifying the SNMPv3 TSM security parameters
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9.

10.

11.

12.

13.

14.

Click the Load button () next to the Certificate input line to open the standard
Open dialog box and select the X.509 digital certificate file in PEM format, containing
the manager (client) public key (Figure 45).

After selecting the manager certificate file (e.g., .crt or .pem) on disk, click the Open
button to load the certificate into MIB Browser.

= v « Certs » ca-signed v | @ Search ca-signed pe
Organize * Mew folder = [ 0
ca-signed "™ Mame Date moedified  Type Size
CopyPath 5 ca_mg-softsicrt 1922016 8:59  Security Certificate 2 KB
CoreTempbd = manager.crt 19.2.2016 &:55  Security Certificate & KB
drertmp = snmpd.crt 19.2.2016 &:55  Security Certificate & KB
inetpub
Intel
MIBS w
File name: | manager.crt v| Certificate file (*.crt, *.pem) e

Figure 45: Loading the manager X.509 digital certificate for SNMPv3 over (D)TLS

In the Private key frame, click the Load button () to open the standard Open

dialog box and select the file containing the manager private key in PEM format
(e.g., .key or .pem) from disk.

Tip: Click the Properties button (@) next to the Certificate or Private key input line to view full
details of the loaded digital certificate or private key, respectively.

In the Certification Authority frame, click the Load button () to open the
standard Open dialog box and select the X.509 digital certificate file (in PEM format),
containing the CA authority public key. This certificate will be used for verifying the
agent (server) certificate. If the agent uses a self-signed certificate, leave this input
line empty.

To enter the password for decrypting the manager private key (if encrypted), click the
Set button in the Private key password frame, and enter the corresponding
password twice into the dialog box that appears.

The Fingerprint and Algorithm are two read-only text fields that get automatically
populated after establishing a TLS connection with the agent and accepting its
certificate (when no CA certificate is provided). Fingerprint is a cryptographic hash of
the agent certificate in hex. (unique identification of the certificate) and algorithm is the
name of algorithm used for producing the fingerprint (e.g., shal, md5, sha256, etc.).
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15. After you have specified all the parameters, click the OK button to close the SNMPv3
Security Parameters (TSM) dialog box. The specified certificate(s) and private key
appear read-only in the respective fields in the SNMP Protocol Parameters dialog box
(Figure 46).

SMMP Protocol Preferences b4

SMMP protocol version

() SNMPy 1 () SNMPv2c (ISNMPv3 USM (@) SNMPv3 TSM
General SMMPv3 USM security
public
private
Timeout [s] |5 | Load user profie... Edit user...
SMMPv 3 TSM security
Certificate
L is e i LS (TCP) - |manager.n:rt (Embedded) |
Port number | 10161 e | Private key
Get-Bulk settings |manager.key (Embedded) |
Use Get-Bulk CA certificate

||:a_mg -zoft.si.crt (Embedded) |

Mon repeaters |EI |
| Edit...

Max repetitions | 50

carel

Figure 46: SNMP Protocol Preferences - SNMPv3 TSM settings (SNMPv3 over TLS/TCP)

16. Click the OK button to close the SNMP Protocol Parameters dialog box. This will
establish an SNMPv3 over TLS/TCP session with the agent and perform the Contact
operation - retrieve an object instance value from it (Figure 47).

Note 1: If you have not specified the CA certificate for validating the agent certificate, MIB
Browser displays a dialog box asking if you wish to accept the agent's certificate (fingerprint)
presented during the (D)TLS handshake while establishing a (D)TLS session with a particular
SNMP agent (server) for the first time. If you (permanently or temporarily) accept the server
certificate, MIB Browser saves the certificate fingerprint (so no prompting occurs in future
sessions with the agent), establishes a (D)TLS session and performs the Contact operation. In
case you choose the option to reject the certificate (fingerprint), the (D)TLS session is aborted
and the Contact operation is not performed.

Note 2: You can view and delete saved fingerprints in the MIB Browser Preferences dialog box
(View / MIB Browser Preferences), in the Agent Profiles/Fingerprints view.
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The green lock symbol in the status bar (.ﬁ) indicates a secure SNMPv3 over (D)TLS
communication.

& MG-SOFT MIB Browser Professional Simulater Edition

File Edit View SNMP  Action Tools Window Help
] = e - e |
HHORN Bme iEBuEdatTBFd o
CQuery  MIB Ping
Remote SNMP agent Split Command line
110.03.146 v| A f2 Bvetical  |get1361.21.1.1.0 v|
MIE tree Query results
W @? MIE Tree A | | Security model: TSM ~
w [E' iso Peer cerificate issuer. /C=US/ST=CA/L=Davis/O=Net-SNMP/OU=Develocpment'CN=mg-s
Peer certificate fingerprint: 7CETEAT4B0F1430C4FFEBTDETEFSEF32D160EFS0
hd [El org Peer certificate fingerprint algorithm: shat
w EI dod Peer certificate valid from: Feb 12 07:52:13 2018 GMT
. Peer certificate valid to: Feb 18 07:52:12 2017 GMT
A IEL' internet Operation: Get next
v [ mgmt 1: sysUpTime [TimeTidks) null
v [EI mib-2 Response:
~ 7] system Security model: TSM
g S_',st ecor Peer cerificate issuer. /C=US/ST=CA/L=Davis/O=Net-SNMP/OU=Develocpment'CN=mg-s
. Peer certificate fingerprint: 7CETEAT4B0F1430C4FFEBTDETEFSEF22D160DEFE0
9 S}fSObJ ectD Peer cerificate fingerprint algorithm: sha
@ sysUpTime Peer certificate valid frem: Feb 18 07:52:13 2018 GMT
Peer certificate valid to: Feb 18 07:52:12 2017 GMT
sysContact
ﬁ ¥ 1: sysUpTime.0 (TimeTids) 1 days 01h:28m:035.73th (2168373)
@ sysMame - -
L4 > L4 >
Remote SNMP agent 10.0.3.146 contacted. | 1p/TLs L‘ﬁ sNMPVE | @ B

Figure 47: Example of a successful Contact operation using SNMPv3 over TLS/TCP
17. After successfully contacting the agent, you can use the SNMPVv3 over TLS session

to perform any other operation (e.g., Get, GetNext, Set, Walk, etc.) against the agent,
as described in other sections of this document.

6.4.2 Using SNMPv3 over DTLS

MG-SOFT MIB Browser supports SNMPv3 over Datagram Transport Layer Security (DTLS)
over User Datagram Protocol (UDP).

To use the SNMPv3 over DTLS over UDP, specify the following parameters in the
SNMP Protocol Preferences dialog box:

1. Click the SNMPv3 TSM radio button in the SNMP Protocol Version frame (Figure 48).
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SMMP Protocol Preferences pod

SNMP protocol version

() SMMPyv1 () SMMPy2c () sMMPy3 USM | (®) SMMPY3 TSM
General SHMPw3 USM security

public

private

Timeout [s] |5 | Load uger profile. .. Edit user...
Retransmits |4 | SNMPy3 TSM security

Certificate

Ll DTLS (UDF) - |manager.|:rt (Embedded) |
Port number | 10151 R | Private key

Get-Bulk settings |manager.key (Embedded) |

LIse Get-Bulk CA certificate
|ca_mg-su:u1"t.si.u:rt (Embedded) |

Mon repeaters |I:I |
| Edit. ..

Max repetitions | 50

carcel

Figure 48: SNMP Protocol Preferences - SNMPv3 TSM settings (SNMPv3 over DTLS/UDP)

Into the Timeout /S/input line, enter the timeout value for pending SNMP requests.

Into the Retransmits input line, enter the number of retransmits for pending SNMP
requests.

4. From the Transport drop-down list, select the DTLS (UDP) protocol to enable SNMP
over Datagram Transport Layer Security (DTLS) over UDP.

5. In the Port number drop-down list, specify the UDP port number, which the remote
SNMP agent listens to for incoming SNMP over DTLS requests (e.g., 10161).

6. To use the SNMP GetBulk operation when querying the SNMP agent, check the Use
Get-Bulk checkbox (Figure 48).

7. Into the Non repeaters input line, enter the number of non-repeaters and into the
Max repetitions input line, the maximum number of returned instances in the SNMP
GetBulk packet.

8. The Certificate, Private key and CA certificate read-only fields in the SNMPv3 TSM
Security frame display the name of the manager certificate file, manager private key
file and the name of the CA certificate file of the currently specified SNMPv3 TSM
settings (if any).
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10.

11.

12.

13.

14.

15.

16.

17.

Click the Edit button below the SNMPv3 TSM Security frame to open the SNMPv3
Security Parameters (TSM) dialog box (Figure 44).

Click the Load button (@‘) next to the Certificate input line to open the standard

Open dialog box and select the X.509 digital certificate file in PEM format, containing
the manager (client) public key (Figure 45).

After selecting the manager certificate file (e.g., .crt or .pem) on disk, click the Open
button to load the certificate into MIB Browser.

In the Private key frame, click the Load button (\éb to open the standard Open
dialog box and select the file containing the manager private key in PEM format
(e.g., .key or .pem) from disk.

Tip: Click the Properties button (%) next to the Certificate or Private key input line to view
full details of the loaded digital certificate or private key, respectively.

In the Certification Authority frame, click the Load button (‘j‘) to open the
standard Open dialog box and select the X.509 digital certificate file (in PEM format),
containing the CA authority public key. This certificate will be used for verifying the
server certificate. If the server uses a self-signed certificate, leave this input line
empty.

To enter the password for decrypting the manager private key (if encrypted), click the
Set button in the Private key password frame, and enter the corresponding
password twice into the dialog box that appears.

The Fingerprint and Algorithm are read-only text fields that get automatically populated
after establishing a TLS connection with the agent and accepting its certificate (when
no CA certificate is provided). Fingerprint is a cryptographic hash of the agent certificate
in hexadecimal (unique identification of the certificate) and algorithm is the name of
algorithm used for producing the fingerprint (e.g., shal, md5, sha256, etc.).

After you have specified all the parameters, click the OK button to close the SNMPv3
Security Parameters (TSM) dialog box. The specified certificate(s) and private key
appear read-only in the respective fields in the SNMP Protocol Parameters dialog box
(Figure 48).

Click the OK button to close the SNMP Protocol Parameters dialog box. This will
establish a SNMPv3 over DTLS/UDP session with the agent and perform the
Contact operation - retrieve an object instance value from it (Figure 49).

Note 1: If you have not specified the CA certificate for validating the agent certificate, MIB
Browser displays a dialog box asking if you wish to accept the agent's certificate (fingerprint)
presented during the (D)TLS handshake while establishing a (D)TLS session with a particular
SNMP agent (server) for the first time. If you (permanently or temporarily) accept the server
certificate, MIB Browser saves the certificate fingerprint (so no prompting occurs in future
sessions with the agent), establishes a (D)TLS session and performs the Contact operation. In
case you choose the option to reject the certificate (fingerprint), the (D)TLS session is aborted
and the Contact operation is not performed.

Note 2: You can view and delete saved fingerprints in the MIB Browser Preferences dialog box
(View / MIB Browser Preferences), in the Agent Profiles/Fingerprints view.
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The green lock symbol in the status bar (i_%) indicates a secure SNMPv3 over (D)TLS
communication.

& MG-SOFT MIB Browser Professional Simulater Edition

File Edit View 5SNMP  Action Tools Window Help
SO RO i EluEdatBEd]| o

CQuery  MIB Ping

Remnote SNMP agent Split Command line
110.03.146 v| A B2 vetical  |get1361.21.1.1.0 v|
MIEB tree Guery results
@? MIE Tree ~
IE' iso Remocte address: 10.0.3.145 port: 10181 transport: IPFUDP/DTLS
Local address: 10.0.0.215 port: 58082 transport: IPFUDP/DTLS
IC=) org Protocol version: SNMPY2
E' dod Request:
i Security model: TSM
I internet Peer certificate issuer: /C=I1S/ST=CA/L=Davis/O=Net-SNMP/OU=Development'CN=mg-s
IEI mgmt Peer certificate fingerprint: 7CETEAT4B0F1430C4FFEBTDETEFSEF32D160EFS0
EI mib-2 Peer certificate fingerprint algorithm: shat
Peer certificate walid from: Feb 18 07:82:12 2018 GMT
&I system Peer certificate valid to: Feb 18 07:52:12 2017 GMT
@ sysDescr ?pa?.trm;': GE:ETF!FMT' ) null
. csysUpTime (TimeTicks) nu
@ sysObjectlD ‘
@ sysUpTime Response:
ﬁ <Contact Security model: TSM
5y Peer cerificate issuer. /C=US/ST=CA/L=Davis'D=Net-SNMP/CU=Development'CH=mg-s
@ <ysName Peer certificate fingerprint: 7TCBTEAT4B0F1430C4FFEBTDETEFBEF320160EFS0
@ sysLocation Peer cerificate fingerprint algorithm: sha
i Peer certificate valid from: Feb 1207:52:132 2018 GMT
@ sysServices Peer certificate valid to: Feb 18 07:52:13 2017 GMT
ﬁ sysORLastCh 1: sysUpTime.0 (TimeTidks) 1 days 01h:28m:235.48th (22302348)
IC3) sysORTable
L4 > < >
Remote SNMP agent 10.0.3.146 contacted. | Ip/DTLS Lﬁ snvPv3] OOo@ T

Figure 49: Example of a successful Contact operation using SNMPv3 over DTLS/UDP

18. After successfully contacting the agent, you can perform any other operation (e.g.,
Get, GetNext, Set, Walk, etc.) against the agent by using the SNMPVv3 over DTLS
communication.
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7  CONFIGURE AND USE SNMP AGENT PROFILES

In this section, you will learn how to create, configure and use SNMP agent profiles. An
SNMP agent profile stores all information required for contacting and managing a
particular SNMP agent on the network. Once you configure SNMP agent profiles in MIB
Browser, you can contact and query an SNMP agent by simply choosing its profile from
the SNMP Agent Profiles window, which is accessible from virtually all other MIB Browser
windows that allow retrieving and modifying SNMP variable values. SNMP agent profiles
can also be saved to and imported from a file. This way, you can easily transfer the information
for accessing SNMP agents from one computer running MIB Browser to another.

By default, the SNMP Agent Profiles window provides also information about the status of
SNMP agents (Up, Down, Error) for which the profiles exist. Namely, when this window is
open, MIB Browser polls (in 10 minutes interval) each SNMP agent represented by an
agent profile icon (:%) and displays its status (e.g.,; @) in the SNMP Agent Profiles
window. This way, you can tell at a glance which SNMP agent is currently responding to
SNMP queries and which is not.

7.1 Creating New SNMP Agent Profiles

To create and configure a new SNMP agent profile:

1. Select the View / SNMP Agent Profiles command or click = El

the SNMP Agent Profiles button. SNMP Agent
Profiles

2. The SNMP Agent Profiles window opens (Figure 50). It contains
a hierarchical structure composed of icons representing folders and agent profiles.

Tip: For more information about creating and managing folders, please see the Organizing
SNMP Agent Profiles in Folders section of this manual.

’ % SNMP Agent Profiles =N |E=l <" ﬂ
ol & F | X |¢| 5 d

4 [ SHMP Agent Profiles
4 [ Headquarters
1 Switches
1 Routers
] Servers
1 “Workstations
4 |7 Printers
@2 Lasercalarl
Oon Laserbwl
- 11 Branch A
- 11 Branch B
1 Mew falder

[] Showe dialog on startup Contact Close

Figure 50: SNMP Agent Profiles window
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3. To create a new agent profile in a particular folder, right-click the desired folder icon
and choose the New Agent Profile pop-up command or click the New Agent Profile

toolbar button.

4. A new agent profile icon appears under the selected folder icon and you can type in

the agent profile name next to the icon (Figure 51).

&% SNMP Agent Profiles

=i

Fet @ x| @ s d

-

[ E s
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Figure 51: A new SNMP agent profile icon

5. To configure the agent profile properties, select the agent profile icon and choose the
Properties pop-up command or click the Properties toolbar button.
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Figure 52: Opening the Agent Profile Properties dialog box
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6.

Mew agent profile Properties @
General General Properties
SMMPvL
Retransmits Profile
MIB Modules Mame main switch
Agent
Agent address 127001 -
Port number 161 -
Transport
Transport [UDP ,]
Protocol
Protocol SMMBYL -
SMMPvZc
SMMPv3 USM (User-based Security Model)
SMMPv3 T5M (Transport Security Model)

oK H Cancel ]

Figure 53: Agent Profile Properties dialog box, General panel

The Agent Profile Properties dialog box opens, displaying the General panel, where
you can configure the basic agent profile properties (Figure 53), like the profile name,
agent address and port, transport protocol and SNMP protocol version. Depending on
the SNMP protocol version selected, different settings are available in the Agent
Profile Properties dialog box. Refer to the respective sections below for using
SNMPv1, SNMPv2c, SNMPv3 USM and SNMPv3 TSM with (D)TLS protocol version.

7.1.1 Using SNMPv1 Protocol

To use the SNMPv1 protocol, specify the following parameters in the Agent Profile
Properties dialog box, General panel (Figure 53):

1.

Into the Name input line, enter the name for the agent profile. This is only a label
under which the SNMP agent profile is stored (e.g., a name of the device). This label
will be also displayed as the name of the profile in the SNMP Agent Profiles window.

In the Agent Address drop-down list, specify the IPv4 or IPv6 address of the SNMP
agent to be managed.

In the Transport drop-down list, select one of the following:
o To use SNMP over UDP transport protocol (=standard), select the UDP entry,
O To use SNMP over TCP transport protocol, select the TCP entry.

In the Port Number drop-down list, specify the port number on which the SNMP
agent listens to for incoming SNMP requests (the default port number is 161).
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5. In the Protocol drop-down list, select the SNMPv1 option. The SNMPv1 entry
appears in the navigation tree of the SNMP Agent Profiles window.

6. Click the SNMPv1 entry in the navigation tree to display the SNMPv1 Properties
panel (Figure 54).

main switch Properties @
General SNMPv1 Properties
SMNMPw1
Retransmits Comrmunity
MIE Modules Read community pyhlic| -
Set community  private -

0K l [ Cancel

Figure 54: Agent Profile Properties dialog box, SNMPv1 community settings

7. In the Read community drop-down list, specify the Read community name (e.g.,
public). This string will be included into all SNMP Get and SNMP GetNext requests
sent by MIB Browser to the given SNMP agent.

8. In the Set community drop-down list, specify the Set community name (e.g.,
private). This string will be included into all SNMP Set requests sent by MIB
Browser to the given SNMP agent.

9. Click the Retransmits entry in the navigation tree to display the Timeout and
Retransmit Properties panel (Figure 55).

4 General Timeout And Retransmit Properties
SMMPy1
Timeout and retransmits
MIB PModules Timeout [s] 5

Retransmits 4

Figure 55: Setting the timeout and retransmit agent profile properties

10. Into the Timeout /S/input line, enter the timeout value in seconds for pending SNMP
requests.
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The Timeout value defines how many seconds the program waits for the SNMP agent to
respond to the request. When this time is over, the program, depending on the value of the
Retransmits parameter, cancels or repeats the query.

11. When using SNMP over UDP, enter the number of retransmits for pending SNMP
requests into the Retransmits input line. Note that this input line is disabled when
using SNMP over TCP, because the underlying TCP protocol ensures reliable data
delivery, automatically taking care of packets retransmission when required.

The Retransmits value defines how many times the program re-sends the request after the first
timeout.

12. To enable automatic loading of specific MIB modules when using the agent profile,
refer to the Automatically Load MIB Modules section.

13. Click the OK button to apply all changes and close the Agent Profile Properties dialog
box.

7.1.2 Using SNMPv2c Protocol

To use the SNMPv2c¢ protocol, specify the following parameters in the Agent Profile
Properties dialog box, General panel (Figure 56):

Serverl Properties
General General Properties
SMMPv2c
Get-Bulk Profile
Retransmits Mame Serverl
MIE Modules
Agent
Agent address 19216810126 v
Port nurmber 161 -
Transport
Transport lu[}p ']
Protocol
Protocol lSNMPvZC v]
o[ goee

Figure 56: Agent Profile Properties dialog box, SNMPv2c protocol selected

83



MG-SOFT MIB Browser — User Manual Configure and Use SNMP Agent Profiles

Into the Name input line, enter the name for the agent profile (e.g., a name of the
device). This is only a label under which the SNMP agent profile is stored. This label
will be also displayed as the name of the profile in the SNMP Agent Profiles window.

In the Agent Address drop-down list, specify the IPv4 or IPv6 address of the SNMP
agent to be managed.

In the Transport drop-down list, select one of the following:
0 To use SNMP over UDP transport protocol (=standard), select the UDP entry,
o Touse SNMP over TCP transport protocol, select the TCP entry.

In the Port Number drop-down list, specify the port number on which the SNMP
agent listens to for incoming SNMP requests (the default port number is 161).

In the Protocol drop-down list, select the SNMPv2c option. The SNMPv2c entry
appears in the navigation tree of the SNMP Agent Profiles window.

Click the SNMPv2c entry in the navigation tree to display the SNMPv2c Properties
panel (Figure 57).

4 General SNMPv2c Properties
SMNMPv2c
Get-Bulk Community
Retransmits Read community pyblic -
MIE Modules
Set community private -

Figure 57: Agent Profile Properties dialog box, SNMPv2c community settings

In the Read community drop-down list, specify the Read community string (e.g.,
public). This parameter is used with SNMP Get, SNMP GetNext and SNMP
GetBulk requests.

In the Set community drop-down list, specify the Set community string (e.g.,
private). This parameter is used only with SNMP Set requests.

Click the Get-Bulk entry in the navigation tree to display the Get-Bulk Properties
panel (Figure 58).

General Get-Bulk Properties
SMMPvZc
Get-Bulk Use Get-Bulk
Retransmits Mon repeaters
MIE Modules
Max repetitions 2|:||

10.

11.

Figure 58: Setting the Get-Bulk agent profile properties

To use the SNMP GetBulk operation for querying SNMP agents, check the Use Get-
Bulk checkbox.

Into the Non repeaters input line, enter the number of OIDs in the Get-Bulk PDU for
which only one instance should be returned and into the Max repetitions input line,
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12.

13.

14.

15.

16.

the maximum number of object instances for OIDs for which more than one instance
should be returned in a Response to the SNMP Get-Bulk request.

The Non-repeaters value is the number of variable bindings in the SNMP GetBulk PDU,
counted from the beginning of the list of variable bindings, for which only one instance is
returned.

The Max-repetitions value is the maximum number of instances that are in lexicographical
order returned for each variable binding remaining in the list. ‘Variable bindings remaining in the
list' are in this case variable bindings that do not fall into the category of Non-repeaters and for
which more than one instance is returned (the maximum number of returned instances is defined
with the Max-repetitions value).

For illustration see the usage example.

Note: When you use the SNMP GetBulk operation in the main window, the 'Non-repeaters' value
should be set to zero (0). Otherwise, the program will retrieve only one object instance
regardless of the 'Max-repetitions' value.

Click the Retransmits entry in the navigation tree to display the Timeout and
Retransmit Properties panel (Figure 59).

4 General Timeout And Retransmit Properties
SMMPv2c
Get-Bulk Timeout and retransmits
T
MIE Modules
Retransmits 4

Figure 59: Setting the timeout and retransmits agent profile properties (SNMPv2c)

Into the Timeout /S]input line, enter the timeout value in seconds for pending SNMP
requests.

The Timeout value defines how many seconds the program waits for the SNMP agent to
respond to the request. When this time is over, the program, depending on the value of the
Retransmits parameter, cancels or repeats the query.

When using SNMP over UDP, enter the number of retransmits for pending SNMP
requests into the Retransmits input line. Note that this input line is disabled when
using SNMP over TCP, because the underlying TCP protocol ensures reliable data
delivery, automatically taking care of packets retransmission when required.

The Retransmits value defines how many times the program re-sends the request after the first
timeout.

To enable automatic loading of specific MIB modules when using the agent profile,
refer to the Automatically Load MIB Modules section.

Click the OK button to apply all changes and close the Agent Profile Properties dialog
box.
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7.1.3 Using SNMPv3 Protocol with User-Based Security Model

To use the SNMPv3 protocol with User-Based Security Model (USM), specify the
following parameters in the Agent Profile Properties dialog box, General Properties panel:

Server2 Properties @
[General | General Properties

SMMPY3

Get-Bulk Profile

Retransmits MName ServerZ

MIE Modules

Agent
Agent address 100,100,133 -
Port nurmnber 161 -
Transport
Transport IUDp ,I
Protocol
Protocol | SNMP3 USM (User-based Security Model) -

Default ok || Cancel

Figure 60: Agent Profile Properties dialog box, SNMPv3 USM protocol selected

1. Into the Name input line, enter the name for the agent profile (e.g., a name of the
device). This is only a label under which the SNMP agent profile is stored. This label
will be also displayed as the name of the profile in the SNMP Agent Profiles window.

2. In the Agent Address drop-down list, specify the IPv4 or IPv6 address of the SNMP
agent to be managed.

3. In the Port Number drop-down list, specify the port humber on which the SNMP
agent listens to for incoming SNMP requests (the default port number is 161).

4. Inthe Transport drop-down list, select one of the following:
0 To use SNMP over UDP transport protocol (=standard), select the UDP entry,
o Touse SNMP over TCP transport protocol, select the TCP entry.
5. In the Protocol drop-down list, select the SNMPv3 USM (User-based Security Model)

option. The SNMPvVv3 entry appears in the navigation tree of the SNMP Agent Profiles
window.
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6. Click the SNMPv3 entry in the navigation tree to display the SNMPv3 Properties
panel, which lets you choose an existing or create a new SNMPv3 USM user profile
to be used for managing the given SNMP agent (Figure 61).

Server? Properties @
4 General SNMPv3 Properties

SMMPv3

Get-Bulk Select user

Retransmits Security username  MD5_DES User

MIE Modules

Context name
[[] Context engine ID |#
Authentication F'r':'tc'“[HMAC-MDS v] [ Change Password... ]
Privacy protocol [CEC—DES v] [ Change Password... ]

[7] Do not localize Authentication and Privacy keys

[ Diffie-Hellman key exchange

Load user profile.., ] [ Save user profile...

| ok || Cancel

Figure 61: Agent Profile Properties dialog box, SNMPv3 properties

To Load and Use an Existing SNMPv3 USM User Profile

1. Click the Load User Profile button in the SNMPv3 Properties panel of the Agent
Profile Properties dialog box.

2. The SNMPv3 USM User Profiles window appears (Figure 62). It displays a list of all
existing SNMPv3 user profiles configured in MIB Browser.

3. Select the line that represents the SNMPv3 USM user profile you want to use in the
SNMPv3 USM User Profiles window and use the Select button or pop-up command

(Figure 62).

4. The SNMPv3 USM User Profiles window closes and the SNMPv3 panel of the Agent
Profile Properties dialog box displays the SNMPv3 security parameters of the
selected SNMPv3 USM user profile (Figure 61).
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7 SNMPv3 USM User Profiles o= | ]
5 | P | > J Search
User profile name Security user name Security level
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& mdSdes MD5_DES_User Audhantication and aruacy

E MoAuthUserProfile  nofuthUser Select

e Mew User Profile
Duplicate User Profile
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¥ Delete User Profile

“f Properties

| Select | | Close

Figure 62: SNMPv3 USM User Profiles window

5. For instructions on configuring the ‘Get-Bulk’ and the ‘Timeout and Retransmit’ and
‘Load MIB Modules' settings in the Agent Profile Properties dialog box, refer to the
corresponding sections (GetBulk, Retransmits, Automatically Load MIB Modules).

6. Click the OK button to apply the changes and close the Agent Profile Properties
dialog box.

To Create and Use a New SNMPv3 USM User Profile

To create and use a new SNMPv3 USM user profile, you can either:

o Enter the SNMPv3 USM user security parameters directly into the SNMPv3
Properties panel of the Agent Profile Properties dialog box and save the configuration
as a hew SNMPv3 USM user profile using the Save user profile button, or

o Open the SNMPv3 USM User Profiles window, create a new SNMPv3 USM user
profile and select it.

This section describes the second option, as follows:

1. Open the SNMPv3 USM User Profiles window (Figure 62) by clicking the Load user
profile button in the Agent Profile Properties dialog box (SNMPv3 Properties panel)

(Figure 61).

2. In the SNMPv3 USM User Profiles window, click the New & = &
User Profile button or select the New User Profile pop-up New User Profile
command.

3. When the SNMPv3 Security Parameters (USM) dialog box opens (Figure 63), specify
the following parameters:
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-

[ SNMP\3 Security Parameters (USM) ==
ser profile name SHA-AES 128 User Profile
Security user name SHAAESuser
Context name public
|:| Context engine ID =
Authentication protocol [HMAC—EHA v] [Change Password. .. ]
Privacy protocol [';:FE-,AES-]_EB P ] [Change Password... ]

["] Do not localize Authentication and Privacy keys

[ | piffie-Hellman key exchange

lﬁauetopruﬁle... QK ‘ ’ Cancel

Figure 63: Specifying parameters for SNMPV3 security users

4. Into the User profile name input line, enter a name for the user profile.

Note: The User profile name is only a label name under which you store the SNMPv3 USM user
profile and has no effect on the SNMPV3 protocol itself. The User profile name will also appear in
the User profile name drop-down list in the first column of the SNMPv3 USM User Profiles
window.

5. Into the Security user name input line, enter a name for the SNMPv3 security user.
The Security user name represents the user in a format that is security model
independent.

Into the Context name input line, enter the SNMPv3 Context name.

For communicating with an SNMP agent through a proxy, you should check the
Context engine ID checkbox and specify the SNMPv3 Context engine ID. If the
checkbox is not checked, the automatically computed Context engine ID is used for
that profile.

To overwrite the default Context engine ID, enter a properly formatted binary value by
starting the line with the # character and continue with any number of character
codes in decimal, octal (prefix 0) or hex (prefix 0x) notation. Here is an example:

Enter any of the following four values into the input line:

# 022 064 0357
# 18 52 239

# 0x12 0x34 Oxef
# 022 52 OxEF

The above four values will all do the same; set the Context engine ID value to
Ox1234EF.

£ 89



MG-SOFT MIB Browser — User Manual

8. Select the SNMPv3 USM authentication protocol from the Authentication protocol

10.

11.
12.

drop-down list. In addition to the standard HMAC-MD5-96 and HMAC-SHA-96
authentication protocols (RFC 3414), MIB Browser supports also the HMAC-SHA-2
authentication protocols for use with SNMPv3 USM, as specified in RFC 7860. These
are HMAC-SHA-2-224, HMAC-SHA-2-256, HMAC-SHA-2-384 and HMAC-SHA-2-512.

Click the Change Password button next to the Authentication protocol drop-down
list. This will open the Password For Authentication Protocol dialog box (Figure 64).

i

Password For Authentication Protocol

Password

AuthP vord, 123

Configure and Use SNMP Agent Profiles

Password confirmation Tip: To see the

myAuthPassword, 123] typing, uncheck
the Hide typing
[ Hide typing Erter pazzword in ASCI text checkbox.

Figure 64: Password For Authentication/Privacy Protocol dialog box

Enter the password into the first Password input line and then confirm it by re-
entering it into the Password confirmation input line below.

Tip: For more information about specifying passwords and security keys in MIB Browser, see
the Specifying Password or Security Key section and its subsections.

Click the OK button. The Password For Authentication Protocol dialog box closes.

Select the SNMPv3 USM privacy protocol from the Privacy Protocol drop-down list.
In addition to the standard CBC-DES (RFC 3414) and CFB-AES-128 (RFC 3826)
privacy protocols, MIB Browser supports also the CFB-AES-192, CFB-AES-256 and
CBC-3DES privacy protocols, which provide stronger security (encryption).

Note: There is currently no standard for using AES-192, AES-256 and 3DES privacy protocols in
SNMPv3 USM. When using these privacy protocols with MD5 and SHA authentication protocols
that do not provide long enough output to accommodate the 192- or 256-bit size keys for AES-192
and AES-256 or the 168-bit size key for 3DES, some mechanism needs to be employed to
produce long enough localized keys. MG-SOFT MIB Browser uses the key extension mechanism
used by Cisco and some other parties, which is described in the Reeder 3DES Internet draft
document  (https://tools.ietf.org/html/draft-reeder-snmpv3-usm-3desede-00). Note that this
mechanism is not employed when using the above privacy protocols with SHA2 authentication
protocols that produce the hash output of an adequate size (e.g., SHA2-256, etc.), since no key
extension is needed in such case.

13. Click the Change Password button next to the Privacy Protocol drop-down list.

14. The Password For Privacy Protocol dialog box appears.

Note: The Password For Authentication Protocol dialog box and the Password For Privacy
Protocol dialog box have the same appearance.
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15.

16.

17.

18.

19.

Enter the privacy password into the Password input line and then confirm it by re-
entering it into the Password confirmation input line below. Close the dialog box by
clicking the OK button.

In the SNMPv3 Security Parameters (USM) dialog box (Figure 63) you can check the
Do not localize Authentication and Privacy keys checkbox. In this case MIB
Browser will use non-localized Authentication and Privacy keys when communicating
with remote SNMPV3 agents.

Note: The Diffie-Hellman key exchange feature is available only in the DOCSIS/DH,
Developer's, and Simulator editions of MIB Browser. For more information about this feature,
check the Diffie-Hellman Key Exchange for DOCSIS-Based SNMPv3 Agents section.

After you have specified all the parameters, click the OK button. The SNMPv3
Security Parameters (USM) dialog box closes and a new line representing the newly
configured SNMPv3 user profile appears in the SNMPv3 USM User Profiles window
(Figure 62).

Select the new SNMPv3 USM user profile in the SNMPv3 USM User Profiles window
and click the Select button or pop-up command (Figure 62).

The SNMPv3 USM User Profiles window closes and the SNMPv3 Properties panel
of the Agent Profile Properties dialog box displays the SNMPVv3 security parameters
of the selected SNMPv3 USM user profile (Figure 65).

Server2 Properties @
General SNMPv3 Properties
SHMPw3
Get-Bulk Select user
Retransmits Security user name SHAMESUSer
MIE Modules
Context name public

[] Context engine ID |2

Authentication FrUtDc‘[HMAC-SHA v] [ Change Password... ]

Privacy protocol [CFE-AES-IE& v] [ Change Password... ]

[] Do not localize Authentication and Privacy keys

["| Diffie-Hellman key exchange

Load user profile... ] [ Save user profile... ]

o) (o]

Figure 65: Agent Profile Properties dialog box, SNMPv3 properties (new USM user selected)

20. For instructions on configuring the ‘Get-Bulk’ and the ‘Timeout and Retransmit’ and

'‘Load MIB Modules' settings in the Agent Profile Properties dialog box, refer to the
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corresponding sections (GetBulk, Retransmits, Automatically Load MIB Modules).
This section describes only settings that are specific to SNMPv3 USM protocol.

21. Click the OK button to apply the changes and close the Agent Profile Properties
dialog box.

7.1.4 Using SNMPv3 Protocol with Transport Security Model (TLS/DTLS)

To use the SNMPv3 protocol with Transport Security Model (TSM) using (D)TLS
transport, specify the following parameters in the Agent Profile Properties dialog box,
General Properties panel:

Mew agent profile Properties @
| General General Properties
TLS/DTLS
Get-Bulk Profile
Retransmits Mame serverd
MIE Modules
Agent
Agent address  10.0.100.120 -
Port number 10161 -
Transport
Transport ID‘TLS {UDP) ,,I
Protocol
Protocol | SNMP+3 TSM (Transport Security Model) -
o) [ e

Figure 66: Agent Profile Properties dialog box, SNMPv3 TSM/DTLS protocol selected

1. Into the Name input line, enter the name for the agent profile (e.g., a name of the
device). This is only a label under which the SNMP agent profile is stored. This label
will be also displayed as the name of the profile in the SNMP Agent Profiles window.

2. Inthe Agent Address drop-down list, specify the IPv4 or IPv6 address of the SNMP
agent to be managed.

3. In the Port Number drop-down list, specify the port number on which the SNMP
agent listens to for incoming SNMP requests (the default port number for SNMP over
(D)TLS is 10161).

4. In the Protocol drop-down list, select the SNMPv3 TSM (Transport Security Model)
option.
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5. Inthe Transport drop-down list, select one of the following transports:
a Touse SNMP over DTLS over UDP, select the DTLS (UDP) entry,
0 Touse SNMP over TLS over TCP, select the TLS (TCP) entry.

6. Click the TLS/DTLS entry in the navigation tree to display the TLS/DTLS Properties
panel, which lets you specify X.509 certificate(s) and private key for SNMPv3 over
(D)TLS communication to be used for managing the given SNMP agent (Figure 67).

Mew agent profile Properties @
4 General SNMPv3 TSM (TLS/DTLS) Properties

TLS/DTLS

Get-Bulk Certificate

Retransmits Certificate

MIB Modules

Private key
Private key

Certification Authority

Certificate H @

Private key password

Password Password i1s not set. Set...

SNMP agent fingerprint
Fingerprint

Algorithm

o [ oo

Figure 67: Agent Profile Properties dialog box, SNMPv3 TSM (TLS/DTLS) properties - empty

7. In the Certificate frame, click the Load button (@) to open the standard Open
dialog box and select the X.509 digital certificate file in PEM format, containing the
manager (client) public key (Figure 45).
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10.

11.

12.

&« S « Certs » ca-signed v | & Search ca-signed el
Organize « MNew folder =~ O @
ca-signed  * Mame Date modified Type Size
CopyPath ] ca_mg-soft.si.crt Security Certificate 2KB
CoreTempB4 =l manager.crt Security Certificate 6 KB
drvrtmp = snmpd.crt Security Certificate G KB
inetpub
Intel
MIBS v
File name: | manager.crt V‘ Certificate file (*.crt, *.pern) w

Figure 68: Loading an X.509 digital certificate for SNMPv3 over (D)TLS

After selecting the manager certificate file (e.g., .crt or .pem) on disk, click the Open
button to load the certificate into MIB Browser.
In the Private key frame, click the Load button () to open the standard Open

dialog box and select the file containing the manager private key in PEM format
(e.g., .key or .pem) from disk.

Tip: Click the Properties button (@) next to the Certificate or Private key input line to view full
details of the loaded digital certificate or private key, respectively.

In the Certification Authority frame, click the Load button () to open the
standard Open dialog box and select the X.509 digital certificate file (in PEM format),
containing the CA authority public key. This certificate will be used for verifying the
server certificate. If the server uses a self-signed certificate, leave this input line
empty.

To enter the password for decrypting the manager private key (if encrypted), click the
Set button in the Private key password frame, and enter the corresponding
password twice into the dialog box that appears.

The Fingerprint and Algorithm are two read-only text fields that get automatically
populated after establishing a TLS connection with the agent and accepting its
certificate (when no CA certificate is provided). Fingerprint is a cryptographic hash of
the agent certificate in hex. (unique identification of the certificate) and algorithm is the
name of algorithm used for producing the fingerprint (e.g., shal, md5, sha256, etc.).
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MNew agent profile Properties @
4 General SNMPv3 TSM (TLS/DTLS) Properties
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Get-Bulk Certificate
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Figure 69: Agent Profile Properties dialog box, SNMPv3 TSM (TLS/DTLS) properties - specified

13. For instructions on configuring the remaining settings in the Agent Profile Properties
dialog box, refer to the corresponding sections (GetBulk, Retransmits, Automatically
Load MIB Modules). This section describes only settings that are specific to SNMPv3
TSM (TLS/DTLS) protocol.

14. Click the OK button to close the Agent Profile Properties dialog box.

7.1.5 Automatically Load MIB Modules

To enable and configure automatic loading of specific MIB modules when using the given
agent profile, proceed as follows.

1. Click the MIB Modules entry in the navigation tree of the Agent Profile Properties
dialog box to display the Load MIB Modules Properties panel (Figure 70).
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main switch Properties @
General Load MIB Modules Properties
SNMPv1
Retransmits [T {oad MIE Moduies

MIE Modules Meadules

Keep loaded modules Add Delete
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Figure 70: Agent Profile Properties dialog box, Load MIB Modules properties - empty

2. Check the Load MIB Modules checkbox at the top of the Load MIB Modules
Properties panel to enable loading MIB modules listed in the Modules panel below.

3. Click the Add button below the Modules panel to open the Select MIB Modules
window (Figure 71).

. Select MIB Modules =& | 3]
=4 24 MIB Modules O snmp %
Modules i

[ (&) SNMP-SSH-TM-MIB

) SNMP-TARGET-MIB
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5 SNMP-USER-BASED-SM-MIB
[ &) SNMP-USM-AES-MIB

[ &) SNMP-USM-DH-OBJECTS-MIB
[ @) SNMPv2-CONF

[ @) SNMPv2-M2M-MIB

) SNMPv2-MIB

[ @) SNMPv2-PARTY-MIB

[ @) SNMPv2-5MI

5 SNMPV2-TC 1

1 | (1 3
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Selected MIB modules: 4
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Figure 71: Selecting MIB modules to be loaded with the agent profile
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4. The Select MIB Modules window lists the names of all registered MIB modules and
lets you select the desired modules to be loaded together with the agent profile.

5. Check the checkboxes in front of the modules you wish to load when managing the
given SNMP agent. Use the Live search tool |£ Search | in the upper-right
corner of the window to display only those modules that match the search phrase,
e.g., snmp (Figure 71).

6. After selecting the desired modules, click the OK button to close the Select MIB
Modules window. The selected MIB modules appear in the Agent Profile Properties
dialog box, in the Modules list (Figure 72).

7. To enable loading the specified modules without first unloading all modules (i.e.,
adding the specified modules to the already loaded modules - if any), check the Keep
loaded modules checkbox below the Modules list.

8. To add additional modules to the Modules list, repeat steps 3 to 6 above. To remove
modules from the list, select them in the Modules list and click the Delete button.

server3 Properties @
General Load MIB Modules Properties
TLS/DTLS
Get-Bulk Load MIB Modules
Retransmits Modules
MIE Modules

i BRIDGE-MIB

i) P-BRIDGE-MIB
i1Q-BRIDGE-MIB
&1SNMP-TARGET-MIB

51 SNMP-USER-BASED-5M-MIB
5 SNMPv2-MIB

V] @1 SNMPv2-TC

DKeep loaded modules :  Add | [ Delete ]

e

Figure 72: Agent Profile Properties dialog box, Load MIB Modules properties - modules specified

9. Click the OK button to close the Agent Profile Properties dialog box.
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7.2 Using SNMP Agent Profiles to Manage SNMP Agents

Once you create and configure a SNMP agent profile in MIB Browser, you can simply
select that profile to query or manage the corresponding SNMP agent in any MIB
Browser window.

To select an SNMP agent profile and contact the SNMP agent in
the main window:

1. Select the View /SNMP Agent Profiles command or click = El
the SNMP Agent Profiles button to open the SNMP Agent SNMP Agent
Profiles window (Figure 73). Profiles

2. Expand the hierarchical tree structure and select the SNMP agent profile that
contains parameters for contacting and managing the SNMP agent you want to

manage.

3. Use the Contact pop-up command or click the Contact CARN S
button to close the SNMP Agent Profiles window and contact Contact Remote
the SNMP agent. SNMP Agent

% SMIMP Agent Profiles =N ==
e et | S % | ¢S
4 |7 SHMP Agent Profiles
4 [T Headquarters
4 |7 Switches
@2 main switch =
=) Routers CglContact
1 Serverz ¥
1 Workstations J‘a Cut
- I Printers =3 Copy
I Branch A
- IZ] Branch B Rename
}( Delete
(P Refresh Agent Status
v User &rranged Tree  Ctrl+A
[7] Show dialog on startup ey Properties ct ] [ Cloze

Figure 73: SNMP Agent Profiles window

4. MIB Browser contacts the SNMP agent using the agent address and SNMP access
parameters specified in the selected agent profile and displays the agent response in
the Query Results panel (Figure 18).

Note: The agent address and SNMP access parameters (SNMP version, community name or
SNMPv3 user profile, port, timeout and retries, etc.) are automatically copied from the selected
agent profile into the Remote SNMP agent drop-down list and into the SNMP Protocol
Preferences dialog box, respectively. If configured in the agent profile, the specified MIB
modules are also loaded in the MIB tab of the main window.
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5. Once the SNMP agent has been successfully contacted, you can use any other
SNMP operation (e.g., Get, GetNext, Walk, Set, etc.) to retrieve or modify the values

of object instances implemented in that SNMP agent.

7.3 Organizing SNMP Agent Profiles in Folders

The SNMP Agent Profiles window lets you group SNMP agent profiles into folders. Each
folder can contain any number of agent profiles and (sub)folders. This mechanism allows
you to organize agent profiles in hierarchical tree structures and group related profiles.

1. Select the View / SNMP Agent Profiles command or click
the SNMP Agent Profiles button.

(-

. . . SNMP Agent
2. The SNMP Agent Profiles window opens (Figure 74). It Profiles
contains a hierarchical tree structure composed of icons
representing folders and SNMP agent profiles.
£ SHMP Agent Profiles = [ =[]

o | & & | F | X | &5 d

7 SMMP Agent Frofiles

° Mew SNIMP Agent Profile

i Mew Folder

(¥ Refresh Agent Status

Show dialag on =l i i
B . v lUser Arranged Tree  Ctrl+ A it

Figure 74: Creating a new folder in the SNMP Agent Profiles window

To create a new folder

1. Select the folder under which you want to create a new
folder and select the New Folder pop-up command or click
the New Folder toolbar button (Figure 74).

2. A new folder with the default name appears below the

New Folder

selected folder in the SNMP Agent Profiles window (Figure 75). Repeat this
procedure to create additional folders in the SNMP Agent Profiles window.
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I il

& SNMP Agent Profiles ===
g & @ x| ¢S d

1 SMMP Agent Profiles
e folder

[ Show dialog on startup Contact

Figure 75: A new folder created in the SNMP Agent Profiles window

To create a new SNMP agent profile

1. Select the folder in which you want to create a new SNMP agent _
profile and choose the New SNMP Agent Profile pop-up | = @

command or click the New SNMP Agent Profile toolbar button. New SNMP Agent

2. A new agent profile icon with the default name appears Profile
below the selected folder in the SNMP Agent Profiles window (Figure 76).

’ & SNMP Agent Profiles = |[= =
Fet @ x| @ s d

4 | SMMP Agent Prafiles
4 [ Mew folder
5 Mew agent profile

=i

[7] Show diglog on startup Contact l ’ Cloze

Figure 76: A new SNMP agent profile added to the SNMP Agent Profiles window

Tip: For more information on configuring SNMP Agent Profiles, see the Creating New SNMP
Agent Profile section of this manual.
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To create SNMP agent profiles for discovered SNMP agents

MIB Browser lets you discover remote SNMP agents in a specified IP address range and
then create SNMP agent profiles for all discovered SNMP agents with a single command.

To create SNMP agent profiles for discovered SNMP agents:

1. First, run the discovery operation to get a list of discovered SNMP agents, as
described in the Discovering Remote SNMP Agents section of this manual.

2. Once the Remote SNMP Agent Discovery window displays a list of discovered SNMP
agents, select the agents for which you want to create SNMP agent profiles and use

the Add To Agent Profiles pop-up command (Figure 77).

P

& Remote SHMIMP Agent Discovery = [ =[]
192168281  ~ 192168.28.254 ~ @
System Mame System Address Comminity Pratacal Part Up Time Contact Per:
L SMART B — A TR d das - Marko Potc
_E{._ rhea L aru:. nre dndew dPvl 161 I days.. netadminiEr
& CiscoSwitch  Query Whele MIB Tree APyl 161 39days..  webmastend
5 HP4700DTH  Agent Snapshot dPvl 161 ddaps.. root@mg-so
_§:|_ BCFPS L dP«1 161 Odays ... supportEmg
_'E;'l_ HFLJ 2200 dPe1 161 Odays.. supportEmg
_£:'|_ HPID Add Te Agent Profiles dPv1 161 Odayz ...  webmasteri
_E{._ dexter T R dPvl 161 Fdavz .. vili@mg-zoft
_E{._ Zazors Eizsline s dPvl 161 Odavz ...  zazor@mg-s
IP Te History List Ctrl+Ins
53 Copy Ctrl+C
4 1 b
Ready. B SNMPW Mew: 9/ Total discovered: 9 Discowe

Figure 77: Creating SNMP agent profiles for discovered SNMP agents

3. MIB Browser creates SNMP agent profiles for all selected SNMP agents. The
properties of created agent profiles (address, SNMP version, community name or
SNMPv3 USM user profile, port) match the properties displayed in the Remote SNMP
Agent Discovery window. Icons representing discovered SNMP agents are placed
into the ‘Discovery’ folder, which is created automatically in the SNMP Agent Profiles
window (Figure 78).
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i =

& SNIMP Agent Profiles ===
ol & F | X | ¢S d

4 [ SMMP Agent Profiles

4 [ My office
(..LEL my agent

4 |7 Dizcovery
s SMART
@i thea
@2 CiscoSwitchl
@2 HP47000TM
@2 BCPPS
@2 HPLIZ200
@2 HRID1
@ia dexter
ia sasr2

[] Showe dialog on startup Contact Cloze

Figure 78: SNMP agent profiles created for discovered SNMP agents

To move a folder

1. Select the folder you want to move and use the drag&drop technique to move the
folder (and all items it contains) to a new position in the SNMP Agent Profiles
window.

2. If the folder contains any subordinated items, they are moved together with the folder.

To move a SNMP agent profile to another folder

1. Select the agent profile you want to move and use the drag&drop technique to move
it to another folder in the SNMP Agent Profiles window.

To rename a folder or an SNMP agent profile

1. Select the item you want to rename and choose the Rename pop-up command.

2. Type the new name for the item and press the Enter key to apply the change.

To delete a folder or an SNMP agent profile

1. Select the item you want to delete and choose the Delete pop-up command.
2. Click the OK button in the dialog box that appears to confirm the removal.

3. The selected item and all subordinated items (if any) are permanently deleted.
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7.4 Viewing Current Status of SNMP Agents

By default, the SNMP Agent Profiles window provides information about the current
status of SNMP agents (Up, Down, Error) for which the agent profiles exist. When the
SNMP Agent Profiles window is open, MIB Browser polls (in 10 minutes interval) each
SNMP agent represented by an agent profile icon (:%), and indicates its status by means
of the status symbols (e.g.,: #). This way, you can tell at a glance which SNMP agent is
currently responding to SNMP queries and which is not.

The following symbols are used in combination with the SNMP agent profile icons to
reflect the status of SNMP agents:

Symbol: Agent Status:
.= Up (agentis responding)
9.2 Down (agentis not responding)
@2 Error (agent is responding with SNMPv3 Report messages)*
2.2 Unknown (query is in progress)

* _ Indicates a probable error in SNMPv3 user security configuration.

To manually refresh the agent status indication:

1. Select the desired agent profile icon in the SNMP Agent Profiles window and choose
the Refresh Agent Status pop-up command or toolbar button.

2. MIB Browser queries the selected agent by using the address and SNMP access
parameters specified in the selected agent profile and updates its status symbol
according to the results of the query (current agent responsiveness).

7% SNMP Agent Profiles = |[E ][5
ol g e & % |¢| 5 d
4 [ SHMP Agent Profiles
4 | Mew folder
5 Mew agent profile .
4 [ Discovery i=: Contact
@2 SMART ¥ cut
@_f;'n_ thea N Comy
o5 HP47OODTN | = CoPY
@2 BCPPS
@2 HRID
:iLé'_ HELJZ2000 Rename
é_é'_ destar X Delete
9.2 BORISK-P4 (U Refresh Agent Status
g_f;'n_ FAF02
4 |7 Manually Added Profiles | v User Arranged Tree  Cirl+A
g_ﬂ;'n_ test SHMPw3 ag — )
Qin Win workstation =T Properties

[7] Show diglog on startup Contact ] ’ Cloze

Figure 79: Manually refreshing the SNMP agent status
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7.5 Exporting and Importing SNMP Agent Profiles

MIB Browser lets you export and import the entire SNMP agent profiles configuration
to/from a file. Such a file can be used for backup purposes or for transferring the SNMP

agent profiles configuration to other copies of MIB Browser.

To export the existing SNMP agent profiles to a file:

1. Select the View / SNMP Agent Profiles command or click the SNMP Agent
Profiles button to open the SNMP Agent Profiles window (Figure 73).

Click the Export Agent Profiles to File button.

Specify the file name and destination path in the standard
Save As dialog box that appears and click the Save button to
save the entire SNMP agent profiles configuration (including
folders) to an XML file with the .apfx filename extension.

To import SNMP agent profiles from a file:

4-a)

Export SNMP Agent
Profiles to File

1. Select the View / SNMP Agent Profiles command or click the SNMP Agent
Profiles button to open the SNMP Agent Profiles window (Figure 73).

2. Click the Import Agent Profiles from File button, select the
agent profiles file (.apfx or .apf) in the standard Open dialog
box that appears and click the Open button.

3. MIB Browser imports the SNMP agent profiles configuration
from the selected file and displays it under the newly created
“Imported” folder in the SNMP Agent Profiles window.

sl

s -8l

Import SNMP Agent
Profiles from File

& SNMP Agent Profiles

ol & F | %[ ¢ 5 d

4 [ SHMP Agent Profiles
- I Marnually configured profiles
4 [ Imported
1 Branch2
4 [ Headguarters
4 [ Firewallz
@2 Corparate Firewall
4 [ Application Servers
@2 Application Server
4 [ DB Servers
5 DB Serverl
@2 DB Server2
- I File Servers

- I Maill Servers
Y (ther Newviees

m

-

[ 5how dialog on startup Contact

Cloze

R

Figure 80: Imported SNMP agent profiles configuration
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LOAD MIB MODULES IN MIB BROWSER

8.1

The loading of MIB files into MG-SOFT MIB Browser is an important step that will provide
you with an overview of the MIB objects defined in the module, allow you to view the
description and properties of MIB objects and let you manage devices that implement the
given MIB module(s) in an effective and user-friendly manner (where OIDs are resolved
to names, retrieved values are formatted according to MIB definitions, etc.)

While the standard MIB files come pre-packed, MIB files supplied by vendors of SNMP
manageable devices first have to be compiled into the SMIDB binary format that can be
loaded and utilized by MG-SOFT applications.

There are two ways to compile MIB files and load them in MIB Browser:

o Using the Import MIB feature, which lets you select MIB files on disk and automatically
compile and load them into MIB Browser. This is the easiest way of loading third-party
MIB modules into MIB Browser and requires no or minimal user intervention.

O Using the bundled MG-SOFT MIB Compiler GUI application to compile the MIB
definition files and save them to SMIDB format and then load compiled MIB files in
MIB Browser application.

This section describes both options stated above.

Importing MIB Files Directly into MIB Browser

MG-SOFT MIB Browser offers a convenient Import MIB feature that lets you select
vendor-specific MIB definition files on disk and load them into MIB Browser. During the
import process MIB definition files are scanned for dependencies and compiled behind
the scenes using the command line version of MG-SOFT MIB Compiler. Compiled MIB
modules are automatically saved and loaded in MIB Browser.

To import one or more MIB files into MIB Browser, proceed as follows:

1. Selectthe MIB /Import MIB command to open the Import MIB(s) dialog box (Figure 81).

& Impaort MIB(s) X

" <« Local Disk (C:) » MIBs » MG-SOFT » v | O Search MG-S0OFT el
Crganize - Mew folder ==+ [N 0
DRIVERS ~ Mame N Size Type Date mod
ESD ad] MGSOFT-TM-MIB.my 2KB  MG-SOFT MIB Compiler
inetpub &d] MGSOFT-SMI-V1.my 1KB MG-SOFT MIB Compiler
Intel &d| MGSOFT-MGBEEP-MIB.my 6KE MG-SOFT MIE Compiler
Logs 4&d] MGSOFT-ERROR-MIB.my 6KE  MG-SOFT MIB Compiler
MiBs V2 File folder
MG-SOFT TC File folder
Tr LU 4 >

File name: |"MGSOFI'-ERROR-MIB.m}r" "MGSOFT-TM-MIB.rmy" V| MIB Source Files (*.mib, *.smi, * ~

Figure 81: Selecting MIB files for import
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2.

3.

In the Import MIB(s) dialog box, browse to the folder/path containing the MIB definition
files you wish to import. Select the desired MIB file(s) and click the Import button.

Tip 1: By default, the Import MIB(s) dialog box will display files with the common MIB file extensions
(.mib, .smi, .my, .mi2, .sm2). If your MIB definition files have a different extension (e.g., .txt, etc.), select
the All Files (*.*) file mask in the drop down list in the bottom-right section of the Import MIB(s) dialog
box to enable displaying files with any extension.

Tip 2: You can select more than one MIB definition file in the Import MIB(s) dialog box by holding
down the SHIFT key (for adjacent selections) or the CTRL key (for non-adjacent selections)
while clicking the MIB files on disk.

Tip 3: It is recommended to keep all MIB files that you wish to import in the same folder.

The Import MIB Module(s) window appears and displays the current activity being
performed and the progress bar of the import operation (Figure 82). Click the Show
details button in the Import MIB Module(s) window to view more details about the
import process in the Details panel (i.e., a list of MIB files, their current import status
and corresponding log). The import operation involves several phases. First, all
selected MIB files are pre-scanned for module definitions.

** |mport MIBE Module(s) = O x

Pre-scanning MIB file: [CAMIBS\MG-5OFTNMGSOFT-MGEEEP-MIB.my]

Show details Cancel

Figure 82: The Import MIB Module(s) window - pre-scanning MIB file(s)

Then, the first MIB file is scanned by using the command line version of MG-SOFT MIB
Compiler. The scan operation checks if all MIB modules that are imported by the given
MIB module are available (this is done recursively). If any required MIB module is
missing (i.e., is not registered), MIB Browser displays the Imported MIB Not Found
dialog box (Figure 83) with the following options:

o Scan - choose this option to scan a specific folder for the missing MIB definition
file(s). This operation will also register all found MIB definition files.

Select - choose this option to manually select the missing file(s) on disk.

Skip - choose this option to skip the missing file - the MIB module that imports
the missing MIB module will fail to compile.

o Log - choose this option to view the import log and cancel the entire import
operation.
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'S

Scanning MIB file: [CAMIBs\MG-SOFT\MGSOFT-TM-MIB.my]
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() CAMIBS\MG-SOFT\MGSO

(D CAMIBS\MG-SOFT\MGSOFT-TM-MIB.my
() CAMIBS\MG-SOFT\MGSOEL-

MibC.Exe -E188 -Rs

MG-SOFT MIE Compile
Copyright (C) 1997-

Scanning files.
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Module
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. Lo Eanning ... done. 7
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Scan folder for missing MIB file(s).
— Select v
Manually select missing MIE file. =
— Skip E
Skip missing MIE file. Cancel
— Log
Show MIB compiler log and cancel import.
Cancel

Figure 83: The Imported MIB Not Found dialog box lets you resolve missing imports issues

5. When all imports are satisfied, the MIB definition file is compiled. If compilation
finishes successfully, the compiled MIB module is automatically saved to SMIDB
format and registered for use with MG-SOFT applications. Both, MIB definition source
file and compiled file (SMIDB), are copied to the local import location.

The scan and compile operations are performed on all MIB modules to be imported.

You can observe the progress of individual MIB files being scanned and compiled in
the Details panel of the Import MIB Module(s) window (click the Show details button
to display the Details panel).

If an error occurs while compiling a MIB file (e.g., a syntax error is detected in the

MIB definition file), MIB Browser displays the Error Compiling MIB dialog box
(Figure 84) with the following options:

o Skip - choose this option to skip compiling the erroneous MIB module.

o Run MIB Compiler GUI - choose this option to start the bundled MG-SOFT MIB
Compiler GUI application in order to debug the problem in it. Note that this action
will cancel the entire import operation. You can perform the import operation
later, after solving the compilation issue (e.g., fix broken MIB definition) in MG-

SOFT MIB Compiler.

Tip: For instructions on examining errors and resolving compilation problems in MIB
Compiler, please refer to the bundled MIB Compiler User Manual in PDF format; section
"Resolve Compilation Problems". MIB Compiler User Manual is also accessible online:
http://www.mg-soft.si/files/MIB_Compiler.pdf
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a Show Log - displays the import log and cancels the entire import operation.

o Close - closes this dialog box and cancels the entire import operation.

Error compiling MIB

@ Error compiling MIB

Error compiling MIB source file:
Source file: CAMIBS\MG-30FTVMGSOFT-ERROR-MIB.my

Module identity: MGSOFT-ERROR-MIB.

' —> skip
Skip compiling this MIB.

—> Run MIB Compiler GUI
Run MIB Compiler GUI and cancel MIB import.

—» Show Log
Show MIB Compiler Log and cancel MIB import.

— Close

Close dialog and cancel MIB import.

Cancel

Figure 84: The Error Compiling MIB dialog box appears in case a compilation error occurs

8. When the import operation completes, the Import MIB Module(s) window displays the
Done. message and the import result: the number of successfully imported MIB
modules and the number of MIB modules that failed to import - if any. If the Details
panel is open, you can view the list of processed MIB files and their import status
(upper section) and the corresponding import log (lower section), as shown in Figure 85.

+* Import MIB Module(s)

Deone. [3 MIB(s) import succeeded, 1 MIB(s) import failed.]

Mame

(@ C\MIBS\MG-SOFT\MGSOFT-TM-MIB.my

(D CAMIBS\MG-SOFT\MGSOFT-SMI-V1.my

(@ CAMIBS\MG-S0FT\MGSOFT-MGBEEP-MIB.my
() CAMIBS\MG-SOFT\MGSOFT-ERROR-MIB.my

Module
MGSOFT-TM-MIB
MGSOFT-SMI-V1
MGSOFT-MGBEEP-MIB
MGSOFT-ERROR-MIB

Status
Done,
Done.
Done.
Error: Failed to compile MIB file,

MibC.Exe

Scanning files.
<

All MIBs Log Selected MIB Log

-E16@ -Rsn "C:\MIBs\MG-SOFT\MGSOFT-TM-MIE.my" -Lc &

MG-SOFT MIB Compiler 2818, Version 12.08 Build 1288 (64-bit)
Copyright (C) 1997-2018 MG-SOFT Corporation. All rights reserved.

() Hide details

Close

Figure 85: Viewing the final results of a MIB import operation
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9. Click the Close button to close the Import MIB Module(s) window and automatically
load the successfully imported MIB module(s) in MIB Browser.

10. In the MIB Tree panel of the main window, expand the MIB tree to view the structure
of imported MIB module(s) (Figure 86). You can view the properties of MIB tree
nodes and invoke SNMP operations on them, such as SNMP Get, GetNext, Walk,
Set, etc. Please refer to the corresponding sections of this document for instructions
on how to perform desired actions.

MIB tree Cuery results

~ |0 MIB Tree ~
] ceitt
v I iso
v [ org
w [ dod
~w [ internet

[ directory

1 mgmt

[ experimental

w ) private
w [ enterprises
v |1 mg-soft
w |1 mgSamples
w |7 speaker
@ speakerControl
@ speakerBeeps
@ speakerTest
@ speakerBeepsCounter
@ speakerUpTime
@b speakerTrapMode
@ speakerTrapDestiddress w
£ >

Figure 86: Viewing the structure and nodes of the imported MIB modules

8.2 Compiling MIB Files in MG-SOFT MIB Compiler

This section describes how to compile a MIB file in the enclosed MG-SOFT MIB Compiler
application. MIB Compiler is a program that converts MIB module definition files into
binary SMIDB format, which can then be loaded and utilized by MIB Browser.

Tip: To automatically compile MIB files and load them into MIB Browser, use the Import MIB
operation in MIB Browser, as described in the Importing MIB Files Directly into MIB Browser
section.

To launch MG-SOFT MIB Compiler from MIB Browser, click the

Run MG-SOFT MIB Compiler toolbar button in the main window o = ﬂ

or use the Action / Run MIB Compiler command. The MIB Run MG-SOFT MIB

Compiler desktop appears (Figure 87). Compiler

1. To compile a MIB definition (source) file, select the File / i :E
Compile command in the MIB Compiler main menu, or click Compile MIB file
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the Compile MIB file toolbar button. The standard Open dialog box appears.

2. Select the MIB file that you wish to compile and click the Open button. The Open

dialog box closes.

3. MIB Compiler compiles the selected file. The compiled MIB file (MIB module) is
displayed in the Compiled MIB Modules dialog box (Figure 87).

4. To save the compiled MIB module, select its name from the list of compiled MIB
modules and click the Save button.

5. The Save As dialog box appears. Specify the file name and saving destination and
save it to the SMIDB file format by clicking the Save button.

Tip: For detailed instructions on compiling MIB files, please refer to the MIB Compiler User Manual,
especially sections that describe how to efficiently compile a group of MIB files using the Batch

Compile command.
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Figure 87: Compiling MIB files with MG-SOFT MIB Compiler
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8.3 Manually Loading MIB Modules in MIB Browser

Once a MIB file is compiled, you can load it in MIB Browser. To load a MIB module:
1. In MIB Browser's main window, switch to the MIB tab.
2. Inthe lower window panel, switch to the MIB Modules tab. = @

3. Click the Refresh Contents of the MIB Module Lists button Refresh Contents

located in the middle section of the MIB tab. ‘Efstthse MIB Module

4. In the lower window panel (MIB Modules tab), select the
desired MIB module from the list by clicking its name (Figure 88). = ﬂ

Load Selected MIB
Module(s)

Tip: To select more than one MIB module, hold down the Ctrl key on
the keyboard and click the desired MIB file names.

5. To quickly find MIB modules by their names, use the Live = ﬂ

search tool, as described in the next section. Load All Available
MIB Modules

6. To load the selected MIB module, simply double-click it, or use
the Load Selected MIB Modules button located in the central
section of the MIB tab or the Load pop-up command (Figure 88).

7. MIB Browser loads the selected MIB module and displays it in the list of loaded MIB
modules in the upper panel.

“. MG-S0FT MIB Browser Professional Developer's Edition E@

File Edit View SNMP Action Tools Window Help

HNOX B i Il TBRd|] o
| Query | MIB | Ping

Loaded MIB modules

Module identity .. Root OID Modes Size .. Path

[ ADSL2-LIME-MIB 1361.21.10.238 363 326928 B CA\ProgramDatatMG-SOFTVSMI M
(i IF-MIB 1361212 102 136020 B CA\ProgramData'\MG-SOFTVSMI Mo
i SMMPw2-MIB 1361211 78 38966 B CA\ProgramData\MG-SOFTVSMI M

,QSEarch
| MIB Modules | MIB Groups

Module identity it

[ Adsl2-MIB
51 ADSL-DMT-LINE-MIB
5 ADSL-LINE-EXT-MIB |ﬂ‘ Load

o q Run MIE Compiler
51 ADSL-TC-MIB

) AGENTX-MIB B Properties

T AT NICT AT K ATD

4| m | [

Nede MIB Tree & SNMPv2e D0 1§

Figure 88: Loading MIB modules
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8.4 Searching for MIB Modules

The MIB tab of the main window contains the convenient Live search tool |)2 Search |
The Live search tool lets you perform incremental text search to quickly find and display
only those MIB modules that match the search criteria, i.e., contain the entered text in
any of the selected columns. Search can be performed within three categories of items:
loaded MIB modules, not loaded MIB modules and MIB groups.

To quickly find one or more MIB modules by the name:

1. In MIB Browser's main window, switch to the MIB tab.
2. In the Live search tool located in the middle-right section of the MIB tab, click the
search symbol (2).
3. The Search Options drop-down menu is displayed (Figure 89).
[ ALARM-MIE 136121.. &9 80689 B C:\ProgramData\MG-50FTY,
[ AlarmSeverity -MIB 136141.. 1584 37503 B CAECDsmidbhAlarmSeverity —
1| 1 3
MIE Modules | pIB gmupgl isearch Columns: Loaded MIB Modules
| Module identity
Module identity Root OID
Modes
) ACCOUNTING-COMNTROL-MIB Size
. L TC- Path
'Q_'IADSLE LINE-TC-MIB Search Columns: MIE Modules
5] Adsl2-MIB | Module identity
i) ADSL-LINE-EXT-MIB Search Columns: MIB Groups
Grou
%) ADSL-LINE-MIE Mombers
) ADSL-TC-MIB Lists Appearance
i Show All Ttems If Mo Search Columns Are Enabled
[ AGENTX-MIB Search Options
) APPC-MIB MaE Cahsel S on
] i\
&) APPLETALK-MIB Match Wihole Word Only
[ip) APPLICATION-MIE
%) APPN-DLUR-MIB | A | [ none
i) APPN-MIB =
Figure 89: Setting the Live search options in the MIB tab of the main window
4. In the Search Options drop-down menu, select the desired search options by

checking the checkboxes in front of them. First, select the columns you wish to
search in. For example, to search by MIB module name (identity) in the group of
loaded and not-loaded MIB modules, select the Module identity column in both
categories (Figure 89). Click the OK button at the bottom of the Search Options drop-
down menu to close it and apply the changes.

Select the Match case search option to make the search case sensitive. If this option is enabled,
the search will find only those strings in which the capitalization matches the one used in the
search query (e.g., ADSL will find ADSL, but not Adsl).
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Select the Match whole word only search option to find only those strings that are whole words
and not part of a larger word (e.g., adsl will find adsl and adsl-1ine, but not adsl2).

5. Click inside the Live search box and start typing the search query. The Live search
tool automatically performs incremental search as you type the characters into the
search box and progressively updates the list of narrowed results in the upper and
lower window panels (if search is enabled in both panels).

For example, to find all MIB modules that contain the word NOTIFICATION in their
names, start typing the word “notification” into the Live search tool and stop when you are
satisfied with the results (e.g., notif). The upper and lower window panels will display
all MIB modules that contain the entered text anywhere in the name (Figure 90).

6. The search results (total number of matches) is displayed in front of the Live search
tool. Place your mouse pointer over the search results to display a tooltip (Figure 90).
with more detailed search results (number of matches in each category).

Query | MIB Ping |

Loaded MIB modules
Medule identity Root OID .. Modes Size .. Path
) SMMP-NOTIFICATION-MIB 13616313 40  58132B  CA\ProgramData'\MG-50FTVSMI Med

3 Modules )?nu:utif e
m 5 h R hlt
earch Results

Module identity ) Loaded MIB Modules: 1
) DOCS-IETF-CABLE-DEVICE-NOTIFICATION-MIB MIB Modules: 2
% NOTIFICATION-LOG-MIB MIE Groups: Search is disabled

Figure 90: Viewing the search results in the MIB tab of the main window

7. To load the found MIB modules, select them in the lower window panel and click the
Load Selected MIB Modules button located in the central section of the MIB tab or
select the Load pop-up command (Figure 88).

8. To unload the found MIB modules, select them in the upper window panel and click
the Unload Selected MIB Modules button located in the central section of the MIB
tab or select the Unload pop-up command.

9. To cancel the search, click the Cancel Current Search symbol (i) in the Live search
box or delete the text from it.
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8.5 Saving MIB Modules to MIB Group

For more effective MIB module management, you can save two or more MIB modules to
a MIB group and later load all MIB modules from that group with a single click of a button.

1. In MIB Browser's main window, switch to the MIB tab.

2. In the lower panel (MIB Modules tab), select any number of MIB modules that you
wish to save to a MIB group. Load them into MIB Browser by using the Load pop-up
command.

3. When loading is completed, the list of loaded MIB modules appears in the Loaded
MIB Modules frame (upper panel).

4. Right-click inside the Loaded MIB Modules frame and select the Save MIB Group
pop-up command.

The Enter New Group Name dialog box appears (Figure 91).
Specify the name for the new group and click the OK button.

The new MIB group with a list of MIB modules appears in the MIB Groups view.

Enter Mew Group Mame

ADSL MIBs -

Figure 91: Enter New Group Name dialog box

8.5.1 Loading MIB Group

To load the saved group of MIB modules into MIB Browser:
1. In MIB Browser's main window, switch to the MIB tab.

2. In the MIB Groups tab view, right-click the MIB group that you wish to load and
select the Load pop-up command (Figure 92).

3. MIB Browser loads all MIB modules saved in the selected MIB group.

MIB Modules| MIB Groups |

Group Mermbers

I ADSL MIBs  ADSL) tietsn_snciaimie woep Ade|d-IB, ADSL-DMT-LINE-MIB, ADSL-LIN
DEcitele Ads]( & Load jd-MIE, Atmtyp-MIB, Bridgeadd-MIB, BridgeS
OMC_MIBS  FiberQ g Run MIE Compiler -MIE, MCIMC-MIB, RFC1643-MIB, RSCREEN-1
GPORMON RMON \|G-RMON-MIB

@SNMPvl RFC11 Renarne MIE Group

COSNMPV SNMP Delete MIB Group -TC, SNMPv2-CONF, SNMPv2-TM
GOSNMPVE SNMP Properties D-MIE, SNMP-MOTIFICATION-MIE, SNMP-PR

Figure 92: MIB Groups view pop-up menu

114



MG-SOFT MIB Browser — User Manual Load MIB Modules in MIB Browser

8.5.2 Renaming MIB Group

You can change the name of any group in the MIB Groups view.
1. Inthe main window, switch to the MIB tab.

2. Right-click the MIB group that you wish to rename and select the Rename MIB
Group pop-up command.

3. Enter the new name of the MIB group into the label.

8.5.3 Deleting MIB Group

1. Inthe main window, switch to the MIB tab.

2. Right-click the MIB group that you wish to delete and select the Delete MIB Group
pop-up command. Confirm the deletion by clicking the Yes button.

8.6 Checking MIB Module Properties

With MIB Browser you can check the properties of compiled MIB modules. MIB module
properties are displayed in the Module Database Properties window.

To see the properties of a MIB module:

1. Switch to the MIB tab in the main window.

2. Inthe upper or lower panel of the MIB tab, select a MIB module by right-clicking it.
3. Inthe displayed pop-up menu, click the Properties command (Figure 93).

P )

“ MG-50FT MIB Browser Professional Developer's Edition EI@

File Edit Wiew SMMP Action Tools Window Help
SO BHO i et BAd| o

Loaded MIE modules

Module identity Root OID ... Modes Size ... Path i
ligd IFCP-MGMT-MIB 1361.21. 75 60081 B C\ProgramData\MG-SOFTVSMI L
g IF-MIB 2 1360208 C:\P Data\MG-SOFTVWSMI |
'@J ................................... \* UﬂlDEd MIE MDE'LI'E |D "I" rl:lgram = al“" m

ligd IGMP-5TD- I & 46406 B  CA\ProgramData\MG-50FTVSMI L
ligd IMA-MIB Save MIB Group... 2 64201 B CAECDEmidb\IMA-MIB.smidb

g SNMP-NOTII - 0 58132B  CAProgramData\MG-SOFTVSMI L
21 CRILAD 2 B ATE % Properties R IWORA R CADranramDatal WG SOETLVCRATE
4 T b

Figure 93: MIB tab with loaded MIB modules and a displayed pop-up menu

4. The Module Database Properties window opens (Figure 94).
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%} Module database properties for IF-MIB = ==
[¥] Smart update Ering to front @
Module: IF-MIE

MName IF-MIB

Root QID 1361212

Module conforms to: SMI specification information not available

Loaded Yes

Description info In database

Global sequences.  Suppressed from database

Modes 102

Database version 3

Path ChProgramData\MG-SOFTVSMI Modules\MIB Modules\SMIDBAF-MIB.smidb
lSize 132 K 852 bytes (136020 bytes)

Figure 94: Module Database Properties window

5. The Module Database Properties window shows properties of the selected MIB
module (e.g., IF-MIB).

Note: The Module drop-down list is disabled showing the name of the currently selected MIB
module.

Tip: The Module Database Properties window can be used also for viewing properties of MIB
modules that are listed in the Scan Agent For Implemented MIB Modules window. See the Scan
SNMP Agent for Implemented MIB Modules section.
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9 QUERY OBJECT INSTANCES BY USING SNMP GET REQUESTS

With MIB Browser, you can send SNMP Get requests to remote SNMP agents and in this
way retrieve values of managed information from any SNMP manageable device on the
network. SNMP Get requests are used when OID values of the queried object instances

are already known.

In this section, you will learn how to use the SNMP Get operation to retrieve information
from arbitrary SNMP devices on the network.

9.1 SNMP Get Requests for Scalar Objects

In the main window, switch to the Query tab.

Into the Remote SNMP Agent drop-down list, specify the IP address of the remote
SNMP agent that you wish to manage.

3. If necessary, adjust SNMP access parameters in the SNMP Protocol Preferences

dialog box (see the Specify SNMP Protocol Parameters section).
4. Contact the remote SNMP agent by using the SNMP / Contact command.
In the MIB tree, select the scalar object (&) that you wish to query.

Tip: If the desired scalar object is not present in the MIB tree, load the MIB module that defines it
(e.g., to be able to select a scalar object from the MIB-II “system” subtree, load the SNMPv2-MIB

or the RFC1213-MIB module).

4 | internet
1 directory
4 [ mgmt
a [ mib-2
4[] system

@ sysDescr

@ sysMame

4 [ interfaces
@ ifumber
4 I3 ifTable

@ cy=ObjectlD

2 sysUpTime
@ sysContact) =

90

Contact

{1 Walk

@ syslocatiof Eln
@ sysServices 5%
@ sysORLast(
4 [EB sysORTable -
4 [ sysORE| 5%
&P oy 24
@ sysl]
&P sys( Bo
& 5

r-g
[

0

Prompt For OID...

Multiple Variable Bindings...

Multiple Cperaticns...

Expand

Collapse

Get
Get Mext
Get Bulk

Set.. [read-conly]

Figure 95: Selecting the SNMP Get command on a scalar object in the MIB tree
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6. Select the SNMP / Get command from the main menu or right-click the scalar object
and choose the Get command from the pop-up (context) menu (Figure 95).

MIB Browser sends an SNMP Get request with the selected object to the SNMP agent.

In response it receives the value of the queried object instance and displays it in the
Query Results panel (Figure 96).

Query results

Femote address; 10.0.0.27 port: 161 transport; [PAUDP
Local address: 10.0.3.168 port: 54996 transpart: IPAUDP
Protocol version: SHMPY

Operation: Get

Request binding:

1: spzUpTime. 0 [TimeTicks] null

Response binding:
1: spzUpTime. 0 [TimeTicks] 3 days 09k 30m: 322, B5th [29343265]

Figure 96: Viewing the SNMP Get operation request and response in the Query results panel

Note: If the selected object is not implemented in the queried SNMP agent, MIB Browser prints
an error code, which it receives from the queried SNMP agent.

9.2 SNMP Get Requests for Columnar Objects

If the selected node in the MIB tree is not a scalar but a columnar object, the procedure is
different. In this case you have to specify the instance of the selected columnar object
(e.g., 1fDescr object) that the program should query (e.g., 1fDescr.9).

1. To contact an SNMP agent, repeat steps 1-4 described in the SNMP Get Requests
for Scalar Objects section.

2. After you have contacted the agent, expand the MIB tree and select the columnar
object (%) that you wish to query (Figure 97).

Tip: If the desired columnar object is not present in the MIB tree, load the MIB module that
defines it (e.g., to be able to select a columnar object from the MIB-II “ifTable”, load the IF-MIB or
the RFC1213-MIB module).
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4 AT internet
[ﬁ directory
A[El mgmt
4.0 mib-2
b i system
AE] interfaces
@ ifMumber
4 B3 ifTable
4 I3 ifEntry
@ iflndex
}@ ifDescr|
- ifType
- ifMtu
- fSpeed
@ ifPhysdiddress
£ ifAdminStatus
- ifOperStatus

Figure 97: Selecting a columnar object in the MIB tree

3. Select the SNMP /Get command from the main menu or the Get command from the
pop-up menu. In both cases the sub menu of the Get command appears (Figure 98).

&L MG-SOFT MIB Browser Professional Simulator Edition

File Edit View SMMP Action Tocols Window Help
i i @ 3% |e? Contact N XNl R e
27 Walk Ctrl+W
Query  MIB i
im  Prompt For OID... Ctrl+Q i i
Remote SNMP ag ] . o Split Command line
10.0.0.215 E% Multiple Variable Bindings * | Zyenical  [get 13612111,
22 Multiple Operations...
MIEB tree i HHpTE perations Cuery results
~ £ ifE[5e Get Select Instance
; 1t
# 08 Get Next r Prompt For Instance... 2t
e y Protocol version: SEMPVT
:JI SRl 1 sysUpTime.0 (TimeTids) 3 days 02h:i
a0 Set... Ctrl+5
4 |4 Statistics...
;;.-,;:: o Abort E=c
&% ifOperStatus
@ ifLastChange
& ifinOctets
e cf1owa PP

Figure 98: SNMP Get command and its sub menu

4. When the selected MIB tree node is a columnar object, you have to specify its instance.
To specify the instance, in the sub menu of the Get command choose between:
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o Select Instance - If you select this command, MIB ]
Browser will search for all available instances of the i = =
selected object and display them in the Select Table | . <. cieq
Instance(s) window (Figure 99). You should pick one | | siances
instance from the list and double-click it, or click the Use
Selected Instances toolbar button.

E‘ Select Table Instance(s) -

i [10.0.0.215 v || /Bl B

Select Table Instance(s) to Cuery
10.0.0.215:ifTable.ifEntry. [ 2 Search

Mo Instance  Mame Syntax Yalue &
&1 1 iflnOctets.1 Counter 0

&2 2 iflnOctets.2 Counter 0

&3 3 iflnOctets.3 Counter 0

a4 4 iflnOctets.4 Counter 0
55 5 iflnOctets,5 Counter 25661777

&6 6 iflnOctets.6 Counter 0

&7 7 iflnOctets.7 Counter 0

&8 8 iflnOctets.8 Counter 0

o 9 iflnOctets.9 Counter 0

@11} 10 ifinCctets. 10 Counter 0 A
@ =5 SNMPY1 18 indexes found.

Figure 99: Selecting a columnar object instance in
the Select Table Instance(s) window

a Prompt For Instance - If you select this command, MIB Browser will open the
Instance To Query dialog box (Figure 100). You should specify the desired
instance and click the OK button.

Instance To Query - ifinCctets

Ok
; g

Cancel

Figure 100: Specifying a columnar object instance
in the Instance To Query dialog box

5. MIB Browser queries the specified instance of the selected columnar object with the
SNMP Get request and displays its value in the Query Results panel.
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Example:

How to use the SNMP Get operation to check the number of octets received on a
selected interface by a particular SNMP agent?

First, contact the SNMP agent by using the SNMP / Contact command. In the displayed
MIB tree, click the iTInOctets columnar node in the SNMP table called ifTable. Use
the SNMP / Get / Select Instance command. The Select Table Instance dialog box
appears (Figure 99) and displays a list of indexes of available instances. Choose the
index (e.g., number 3) specifying the interface that you wish to query and double-click it.
The Select Table Instance dialog box closes. MIB Browser queries the selected object
instance (1 TInOctets.3) with the SNMP Get request and displays its value (the total
number of octets received on the selected interface) in the Query Results panel (Figure 101).

&L MG-SOFT MIB Browser Professional Simulator Edition

File Edit View SMMP  Action Tools Window Help
HHOX BB I FNAEdatBsd o

Cuery  MIB Ping

Bemote SMMP agent Split Command line
10.0.0215 v| 8 Fe| MVertical |get1.36.1.21.1.1.0 vl
MIB tree Query results
i@ ifNumber M
- Remote address: 10.0.0.215 port: 181 transport: IP/UDP
v i@ |F|'a!::||e Local address: 10.0.0.215 port: 84218 transport: [F/UDE
~ I3 ifEntry Protocol version: SNIMPv
ﬁ iflndex Operation: Get
. Request binding:
& ifDescr 1: ifinCotets. 2 (Counter) null
& ifType
- Response binding:
& ifhMtu 1: ifinDctets. 3 [Counter) 33858418

ﬁ ifSpeed

9 ifPhysAddress

&9 ifAdminStatus

&9 ifOperStatus

ﬁ ifLastChange

3 ifinOctets

&9 iflnUcastPkts

ﬁ iflnMUcastPkts  w

< >
Query agent 10.0.0.215 finished. IP/UDP &5 SNMPv (g T2
Figure 101: Number of octets received on the selected device displayed in the Query Results

panel
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10 QUERY OBJECT INSTANCES BY USING SNMP GETNEXT
REQUESTS

By using the SNMP GetNext request you can query an object instance in an SNMP agent
that in lexicographical order follows the instance of the object that you have selected in
the MIB tree.

10.1SNMP GetNext Request for Scalar Objects

In the main window, switch to the Query tab.

Into the Remote SNMP Agent drop-down list, specify the IP address of the remote
SNMP agent that you wish to manage.

3. If necessary, adjust SNMP access parameters in the SNMP Protocol Preferences
dialog box (see the Specify SNMP Protocol Parameters section).

4. Contact the remote SNMP agent by using the SNMP / Contact command.

Expand the MIB tree and select one scalar object (e.g., sysUpTime, Figure 102).
Note that by using the SNMP GetNext operation, you will not receive in response the
value of the selected object instance (e.g., sysUpTime) but of the object instance
that in lexicographical order follows the selected one (e.g., sysContact).

w |1 mib-2
w [ systemn

& sysDescr

@ sysObjectlD

“ sysUpTime

& sy=Contact

@ sysName

@ sysLocation

& sysServices

& =y=0ORLastChange

Figure 102: Selecting a scalar object

6. Select the SNMP / Get Next command from the main menu or right-click the scalar
object and choose the GetNext command from the pop-up menu.

7. The value of the object instance that in lexicographical order follows the instance of
the selected object is displayed in the Query Results panel.

10.2SNMP GetNext Request for Columnar Objects

If the selected node in the MIB tree is a columnar object (e.g., ifInOctets), you have to
specify, which of its instances the program should query (e.g., ifInOctets.9). Note
that when you query an instance of a columnar object with the SNMP GetNext request,
the agent does not return the value of the selected instance (e.g., ifInOctets.9) but of
the next instance (e.g., 1TInOctets.10) that is implemented in the table.
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1. To contact an SNMP agent, repeat steps 1-4 described in the SNMP GetNext
Request for Scalar Objects section.

2. After you have contacted the agent, expand the MIB tree and click the columnar
object that you wish to query.

3. Use the SNMP / Get Next command from the main menu or right-click the columnar
object and choose the GetNext command from the pop-up menu. A sub menu of the
GetNext command appears (Figure 103).

#. MG-50FT MIB Browser Professional Simulater Edition

File Edit View SMNMP  Action Tools Window Help

i M (P 35 | Contact Cul+A (33 @ & B B & q|
27 Walk Ctrl+W
Cuery  MIB _{'
e Prompt For QID..,  Ctrl+0 . .
Bemote SMMP ag ™ Split Command line

10.0.0.215 % Multiple Variable Bindings ¥ [] Vertical get 1.3.6.1.2.1.1.
£3%  Multiple Operations...

MIB tree Query results
v B Do Get r oA
D Get Next Mo Instance o
Get Bulk P Selectlnl%nce
=0 Set.., Ctrl+5 Prompt For Instance..,
A4 Statistics...

Response binding:
. 1: iflnOctets. 1 [Counter) 0
Abort

G ifOperStatus

Figure 103: SNMP GetNext command and its sub menu

4. When the selected MIB tree node is a columnar object, you have to specify its instance.
To specify the instance, in the sub menu of the GetNext command choose between:

o No Instance - MIB Browser queries the first instance of the selected columnar object.

o Select Instance - MIB Browser displays a list of all available instances for the
selected columnar object in the Select Table Instance(s) window (Figure 99).
Select the desired instance by double-clicking it.

a Prompt for Instance - MIB Browser opens the Instance To Query dialog box
(Figure 100). Specify the desired instance and click the OK button.

5. MIB Browser sends an SNMP GetNext request with the specified object instance and
in response returns the value of the next instance. It displays the results in the Query
Results panel.

Query results

Remote address: 10.0.0.215 port: 181 transport: IP/UDP
Local address: 10.0.0.215 port: 53323 transport: IP/UDP
Protocol version: SHMPw1

Cperation: Get nesxt

Request binding:

1: ifOperStatus.3 (INTEGER) null

Response kinding:
1: ifOperStatus. 4 (INTEGER) 8

Figure 104: SNMP GetNext request and response
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Example:

What is the difference between SNMP Get and SNMP GetNext operations if you perform
them on the same node (e.g., on the sysName node to retrieve the administratively
assigned name of a managed device)?

The difference between SNMP Get and SNMP GetNext operation is in the response you
receive from the SNMP agent.

Through this example you will see that SNMP Get operation returns the value of the
instance of the object that has been selected in the MIB tree and whose OID has been
sent in request to the SNMP agent. Meanwhile, SNMP GetNext operation does not return
the instance value of the selected object, whose OID is sent in request, but of the object
that in lexicographical order follows the selected object.

&L MG-SOFT MIB Browser Professional Simulator Edition

File Edit View SMNMP  Action Tools Window Help
SO BHO i Bl idadtBEd| @ 0

Cuery  MIB Ping

Bemote SMMP agent Split Cormmand line
1000215 v| /8 P2 MVertical |get1.361.21.1.1.0 vl
MIB tree Query results

-

Remaote address: 10.0.0.215 port: 181 transport: IF/UDP
Local address: 10.0.0.215 port: 57797 transport: IP/UDP
Protocol version: SHMPv1

lod Operation: Get
. Request binding:
il internet 1: sysMame.0 [DisplayString) null
v I mgmt
- Response binding:
b [EI mib-2 1: sysMame.D (DisplayString) tadejm-HP
v system
ﬁ S}fSDESCF Remaote address: 10.0.0.215 port: 181 transport: IP/UDP
. Local address: 10.0.0.215 port: 57799 transport: IP/UDP
@ sysObjectiD Protocal version: SNIMPy1
ﬁ sysUpTime Operation: Get next
Request binding:
ﬁ S}rsCDntact 1: sysMame.D (DisplayString) null
Zp sysMame
@ S}TSLDCEtiDﬂ Response binding:

) 1: sysLocation. D (DisplayString) MG-30FT Labs, Maribor, Slovenia
@ sysServices
@ sysORLastChange

v If sysORTable w
< >

Query agent 10.0.0.215 finished. IP/UDP &5 SNMPVI (i T2
Figure 105: SNMP Get and SNMP GetNext operation on the sysName node

To retrieve the value of the sysName object with the SNMP Get operation, first contact
the SNMP agent by using the SNMP / Contact command. Then click the sysName node
in the MIB tree and use the SNMP / Get command. MIB Browser sends the SNMP Get
request for the selected object (sysName.0) to the SNMP agent. In response it gets the
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value of the instance of the selected object (sysName.0) and displays it in the Query
Results panel (Figure 105). In this case, the returned value is an administratively
assigned name of the managed device (e.g., CiscoSwitchl).

To see the difference between SNMP Get and SNMP GetNext operation, click the
sysName node again and this time use the SNMP / GetNext command. MIB Browser
sends the SNMP GetNext request for the selected object (sysName.0) to the SNMP
agent. The agent does not return the instance value of the selected object but of the next
object (sysLocation.0) in lexicographical order implemented in the device. The results
are displayed in the Query Results panel (e.g., MG-SOFT Labs, Maribor, Figure 105).
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11

QUERY OBJECT INSTANCES BY USING COMMAND LINE
INTERFACE

MIB Browser main window incorporates the convenient Command line interface for
performing SNMP querying operations. It lets you easily retrieve the desired information
from any SNMP device by entering the SNMP operation type and the requested OID
(e.g., "get sysUpTime.0" or "get 1.3.6.1.2.1.1.3.0") into the Command line input line. Any
type of querying operation (Get, GetNext, GetBulk, Walk) can be used on any OID
implemented in remote SNMP agents, without the need to have the MIB module(s) that
define the respective OIDs. Of course, having these MIB modules loaded in MIB Browser
is an advantage, as it enables resolving OIDs to human-readable names, and lets you
perform the commands on the currently selected node (OID) in the MIB tree.

Supported command line commands and parameters:

Long Short Parameters Description

contact c Contact remote SNMP agent
walk W Walk

get g [objectl].._[objectN] Get

getnext n, gn [objectl]...[objectN] GetNext

getbulk b, gb [objectl]...[objectN] GetBulk

clear cl Clear Query Results window
help h, ? Print this help

Parameters in angle brackets [ ] are optional. If omitted, the OID of the currently selected object in
the MIB tree is used as a parameter.

11.1 Using SNMP Get Command

One can use the SNMP get command by either explicitly or implicitly specifying the OID
to be retrieved. The first method involves typing/pasting the object instance to be
retrieved as a parameter into the command line, while the second method requires
selecting the desired object in the MIB tree and then entering only the get (or getnext or
getbulk) command to the command line. The advantage of the former method is that it
allows querying arbitrary OIDs, even if you do not have the MIB modules that define
these OIDs.

Using Get Command without Using the MIB Tree

In the main window, switch to the Query tab.

Into the Remote SNMP Agent drop-down list, specify the IP address of the remote
SNMP agent that you wish to manage.

3. If necessary, adjust SNMP access parameters in the SNMP Protocol Preferences
dialog box (see the Specify SNMP Protocol Parameters section).
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4. Into the Command line drop-down list, enter the get command and the OID of the
object instance you wish to query and press the Enter key, e.g.:

get 1.3.6.1.2.1.1.6.0
or, if the MIB module that defines the requested OID is loaded in MIB Browser:
get sysLocation.O

Note: To successfully retrieve the value of an object instance by using the SNMP Get operation,
you need to specify the exact instance of the object to be queried (e.g., append .0 instance to
the OID/name of the scalar object or whatever instance of the columnar object you want to
retrieve, e.g., -1, .2, ...).

Tip: You can also use the short version of the command, e.g.:

g 1.3.6.1.2.1.1.6.0
or (if the MIB module that defines the requested OID is loaded in MIB Browser):
g sysLocation.O

I

“ MG-SOFT MIB Browser Professional Simulator Edition E@

File Edit View SMMP  Action Tools Window Help

HNON e 1T EdadBsd)| @ f

Query | MIB Ping
Bemocte SMMP agent Split Command line
10.0.3100 - Vertical |/get1351.2.1.16.) -
IIB tree Query results
g MIE Tree *
7 150
Wl lis]

Figure 106: Entering a get command into the Command line drop-down list

5. MIB Browser queries the specified object instance by means of the SNMP Get
request and displays the results in the Query results window panel.

Suery results

Remote addrezs: 10.0.3.100 port: 167 trangport: IPAUDP
Local address: 10.0.3.113 port; 50036 trangport: IFAUDP
Protocol version: SMMPy2e

Operation: Get

Request hinding:

1: zpslocation. D [DizplarString] null

Response binding:
1: zpzlocation. O [DizplaySting] MG-SOFT Labs, Maribar, Slovenia,

Figure 107: Viewing results of a get command into the Query results window panel
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Using Get Command on Objects Selected in the MIB Tree

In the main window, switch to the Query tab.

2. Into the Remote SNMP Agent drop-down list, specify the IP address of the remote
SNMP agent that you wish to manage.

3. If necessary, adjust SNMP access parameters in the SNMP Protocol Preferences
dialog box (see the Specify SNMP Protocol Parameters section).

4. Inthe MIB tree, select the leaf object, that you wish to query (e.g., sysLocation).

Tip: If the desired object is not present in the MIB tree, load the MIB module that defines it (e.g.,
to be able to select a scalar object from the MIB-II “system” subtree, load the SNMPv2-MIB or
the RFC1213-MIB module).

Note: If you select a scalar object (i) in the MIB tree, MIB Browser automatically appends the
instance (-0) to the OID of the scalar object when the Get operation is performed. If you select

a columnar object (@) in the MIB tree, MIB Browser will prompt you with the Select Table
Instance dialog box to select the instance of the columnar object to be retrieved.

5. Into the Command line drop-down list, enter the get command and press the Enter key.

Tip: You can also use the short version of the command, e.g.:
9

6. MIB Browser queries the selected object instance by means of the SNMP Get
request and displays the results in the Query results window panel.

Query |MB | Ping |

Rermote SNMP agent Split Command line
10.0.2100 - ] Vertical g

MIE tree Query results
4 I MIB Tree -

4 =1 iso | |Remote addresz: 10.0.3.100 port: 161 ransport: IPAIDP
= ) Local address: 10.0.3.170 port: 57836 transport: IP/UDP
4 || org Protocal version: SHMPw2c

4 [ dod ~ || |Operation; G_et )
. 3 Request binding:
4 |00 internet 1: spzLocation. O [DizplayString] nul
4 | mgmt
S || /Response bhinding:
o m_lb 2 1: sysLocation.O [DizplayString) MG-S0FT Labs, Maribor, Slovenia,
4 [ system
@ sysDescr
@ sy=0bjectlD
@y sysUpTime
@ sysContact
@ sysMame

% sysLocation
@y sysServices

Figure 108: Using the get command while object is selected in the MIB tree
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11.2 Using SNMP GetNext Command

This section describes how to use the getnext command by specifying the OID to be
included into the SNMP GetNext message as a command line parameter. Alternatively,
one can perform the GetNext operation also by selecting an object (node) in the MIB tree
and then entering only the getnext command into the command line, as described for the
get command.

1.
2.

In the main window, switch to the Query tab.

Into the Remote SNMP Agent drop-down list, specify the IP address of the remote
SNMP agent that you wish to manage.

If necessary, adjust SNMP access parameters in the SNMP Protocol Preferences
dialog box (see the Specify SNMP Protocol Parameters section).

Into the Command line drop-down list, enter the getnext command and the OID to
be include into the GetNext message and press the Enter key, e.g.:

getnext 1.3.6.1.2.1.1.4

or, if the MIB module that defines the requested OID is loaded in MIB Browser:

getnext sysContact

Note: Note that the SNMP GetNext operation retrieves the first OID that in lexicographical order
follows the specified OID. For example, to retrieve the value of the sysLocation.O object
instance, enter the name or OID of the object (1.3.6.1.2.1.1_.4 or sysContact) without

the instance identifier (-0) into the Command line.

Note that one can specify any OID as a parameter of the GetNext command, for example,

getnext 1.3 and getnext org are both valid GetNext commands.

Tip: You can also use a shorter version of the command, e.g.:

gn 1.3.6.1.2.1.1.4

or
n sysContact

5. MIB Browser sends an SNMP GetNext request containing the specified OID to the

Remote address: 10.0.3.100 port: 161 transport: IP/UDP
Local address: 10.0.3.163 port: 59525 transport: IP/UDP
Protocol version: SNMPv2c

Operation: GetNext

Request binding:

1: sysContact (DisplayString) null

Response binding:
1: sysContact.0 (DisplayString) admin@mg-soft.com

remote SNMP agent and displays the results in the Query results window panel:

129



MG-SOFT MIB Browser — User Manual Query Object Instances by Using Command Line Interface

11.3 Using Walk Command

This section describes how to use the walk command in the command line interface.
1. Inthe main window, switch to the Query tab.

2. Into the Remote SNMP Agent drop-down list, specify the IP address of the remote
SNMP agent that you wish to manage.

3. If necessary, adjust SNMP access parameters in the SNMP Protocol Preferences
dialog box (see the Specify SNMP Protocol Parameters section).

4. In the MIB tree, select the object, which the Walk operation should start from (e.qg.,
internet)

Tip: If the desired object is not present in the MIB tree, load the MIB module that defines it (e.g.,
to be able to select the “internet” node, load the SNMPv2-MIB or the RFC1213-MIB module).

5. Into the Command line drop-down list, enter the walk command and press the Enter key.

Tip: You can also use the short version of the command, e.g.:
w

6. MIB Browser performs the Walk operation from the selected object and displays the
retrieved object instances and their values in the Query results window panel.

-
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MIE tree
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Command line

- @] [¥] Vertical walk -
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[ directory
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- apz0bjectiD.O [DBJECT IDEMTIFIER] netSnmpagent0IDe10

s apzUpTime. 0 [TimeTicks] 10 days 02h: 06m: 54= 5Bt [37161 45E]

- spzContact. 0 [DizplaySting] root@localbost

s systlame. 0 [DizplaySting] linus test

- apzlocation. 0 [DizplayString) MG-S0FT Labs, Marbar, Slovenia.

- apz0RLastChange.0 [TimeStamp] O days 00k 00m: 00 11th [11]

- apz0RID.T [OBJECT IDEMTIFIER] snmpFramewark kB Compliance
s apz0RID.2 [OBJECT IDEMTIFIER] shmptPDCompliance

10: sw=0RID 3 [OBJECT IDEMTIFIER] uzmbdIBCompliance

11: epz0RID.4 [OBJECT IDEMTIFIER] snimpbd|B
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Figure 109: Running the Walk command on the selected subtree
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11.4 Retrieving Multiple Object Instances with One Request

The command line interface lets you retrieve more than one object instance with a single
SNMP request, as described in this section.

11.4.1 Using Get Command with Multiple Variable Bindings

Example: How to query 3 object instances (sysUpTime.O ifinOctets.1 ifinOctets.2) with
one get command:

1. Enter the following command into the Command line drop-down list and press the
Enter key:

get 1.3.6.1.2.1.1.3.0 1.3.6.1.2.1.2.2.1.10.1 1.3.6.1.2.1.2.2.1.10.2

or, if the MIB modules that define the requested OIDs are loaded in MIB Browser:
get sysUpTime.0 ifInOctets.l ifInOctets.2

2. MIB Browser will send an SNMP Get request containing multiple (i.e., 3) variable
bindings in the variable bindings list and display the retrieved values in the Query
results window panel:

Remote address: 10.0.3.100 port: 161 transport: IP/UDP
Local address: 10.0.3.170 port: 57256 transport: IP/UDP
Protocol version: SNMPv2c

Operation: Get

Request bindings:

1: sysUpTime.0 (TimeTicks) null

2: 1fInOctets.1 (Counter) null

3: 1fInOctets.2 (Counter) null

Response bindings:

1: sysUpTime.O0 (TimeTicks) 8 days 22h:27m:43s.00th (77206300)
2: 1fInOctets.1 (Counter) 3581578

3: ifInOctets.2 (Counter) 695377014

11.4.2 Using GetNext Command with Multiple Variable Bindings

Example: How to query 3 object instances (sysUpTime.O ifinOctets.1 ifinOctets.2) with
one getnext command:

1. Enter the following command into the Command line drop-down list and press the
Enter key:

getnext 1.3.6.1.2.1.1.3 1.3.6.1.2.1.2.2.1.10 1.3.6.1.2.1.2.2.1.10.1

or, if the MIB modules that define the above OIDs are loaded in MIB Browser:
getnext sysUpTime ifInOctets iflnOctets.1
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2. MIB Browser will send an SNMP GetNext request containing multiple (i.e., 3) variable
bindings in the variable bindings list and display the retrieved values, i.e., that values
of object instances that in lexicographical order follow the requested objects or object
instances:

Remote address: 10.0.3.100 port: 161 transport: IP/UDP
Local address: 10.0.3.170 port: 57256 transport: IP/UDP
Protocol version: SNMPv2c

Operation: GetNext

Request bindings:

1: sysUpTime (TimeTicks) null

2: ifInOctets (Counter) null

3: ifInOctets.1 (Counter) null

Response bindings:

1: sysUpTime.O (TimeTicks) 8 days 22h:27m:43s.00th (77206300)
2: ifInOctets.1 (Counter) 3581578

3: ifInOctets.2 (Counter) 695377014

11.4.3 Using GetBulk Command with Multiple Variable Bindings

Example How to use the getbulk command to retrieve a scalar object instance
(sysUpTime.0) and 3 instances of two columnar objects (ifiInOctets.x, ifOutOctets.x):

1. Select the View / SNMP Protocol Preferences command to open the SNMP
Protocol Preferences dialog box and configure the following.

o Inthe SNMP protocol version frame, select the SNMPv2c radio button (note that
the GetBulk operation is not available in SNMPv1).

SMMP Protocol Preferences x

SMMP protocol version
() SNMPw 1 (®) SNMPv2C () sMMPv3 UsM () SNMPw3 TSM
General SNMPw3 USM security
Read community
||:|ublic B |
Set community
|private “ |
Timeout [s] Load user profile... | | Edituser...
Retransmits SNMPy 3 TSM security
Transport LDP ~
Port number 161 w
Get-Bulk settings
Use Get-Bulk
Edit...
=

Figure 110: Specifying the SNMP GetBulk parameters for a specific purpose
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In the Get-Bulk settings frame check the Use Get-Bulk checkbox (Figure 28).

In the Non repeaters input line, set the number of non-repeaters to 1, and into
the Max repetitions input line, enter number 3. For a detailed description of the
GetBulk non-repeaters and max-repetitions parameters, refer to this section.

a Click the OK button to close the SNMP Protocol Preferences dialog box and
apply the changes.

2. Enter the following command into the Command line drop-down list and press the
Enter key:

getbulk sysUpTime ifInOctets 1fOutOctets

or, if the MIB modules that define the above OIDs are loaded in MIB Browser:
getbulk 1.3.6.1.2.1.1.3 1.3.6.1.2.1.2.2.1.101.3.6.1.2.1.2.2.1.16

3. MIB Browser will send an SNMPv2c GetBulk request containing multiple (i.e., 3)
variable bindings in the variable bindings list and display the retrieved values, i.e.,
one instance of the first (scalar) object and 3 instances of the remaining two
(columnar) objects:

Remote address: 10.0.3.100 port: 161 transport: IP/UDP
Local address: 10.0.3.170 port: 57256 transport: IP/UDP
Protocol version: SNMPv2c

Operation: GetBulk

Request bindings:

1: sysUpTime (TimeTicks) null

2: 1fInOctets (Counter) null

3: ifOutOctets (Counter) null

Response bindings:

: sysUpTime.0 (TimeTicks) 9 days 01h:19m:52s.75th (78239275)
ifInOctets.1 (Counter) 3581578

ifOutOctets.1l (Counter) 34523454

ifInOctets.2 (Counter) 695377014

ifOutOctets.2 (Counter) 268775435

ifInOctets.3 (Counter) 198765433

ifOutOctets.3 (Counter) 98765438

NOoO O~ WNER
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12 STEP-BY-STEP SNMP WALK OPERATION

Step-by-Step SNMP Walk operation can be used to retrieve the OID and the current
value of any object instance implemented in a managed device. It can serve as an
alternative to the SNMP Walk operation. When using the SNMP Walk operation, the
program automatically queries the whole group of object instances by issuing SNMP
GetNext requests without stopping. On the other hand, the Step-by-Step SNMP Walk
operation allows you a more controlled query because it lets you traverse the MIB tree
manually by sending SNMP GetNext requests to object instances one by one. Each
SNMP GetNext request uses the OID returned in response to the previous GetNext
request.

12.1 Performing Step-by-Step SNMP Walk Operation

1. To perform the Step-by-Step SNMP Walk operation, click the SNMP / Prompt For
OID command in the main window.

The Prompt For OID dialog box opens (Figure 111).

In the Remote SNMP agent input line, specify the IP address of the remote SNMP
agent that you wish to query.

Note: If necessary, adjust the SNMP access parameters in the SNMP Protocol Preferences
dialog box, which opens by clicking the SNMP Protocol Preferences toolbar button. For more
information, see the Specify SNMP Protocol Parameters section.

= Prompt For OID - 10.0.0.213:ifIndex

Rermote SMMP agent E
|1D.D.D.215 v| | [ A= 5
o
oI i Get Next SNMP Protocol
|1,3,5,1,z,1,z,2,1,1 v| =] S Preferences
L I =

[]Log only responses e @
L-:uq response marker - St Gl e
Reuse result OID Close MIB Tree
[] Close after response is received -

0 &5 SNMPv
Figure 111: Prompt For OID dialog box

4. In the OID drop-down list, specify the OID value of the object instance from which you
wish to start the Step-by-Step SNMP Walk operation.

Tip: You can also select the OID from the MIB tree by clicking the Select OID from MIB Tree
toolbar button. The Select Object Identifier window appears (Figure 112). Expand the MIB tree
and select an OID by double-clicking the appropriate node.
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0 Select Object Identifier - ifindex - 1.3.6.1.2.1.2.2.1.1

v i) MIB Tree "
v [T izo
v I org
v [ dod
w [ internet
v [0 mgmt
v [ mib-2
] system
w [ interfaces
@ ifNumber
v |3 ifTable
w |3 ifEntry
@ iflndex
@ ifDescr I"x’
& ifType
@ ifhtu
&9 ifSpeed W
Fun index discovery for tables Cancel

Figure 112: Specifying the OID of an object by selecting it in the MIB tree

5. In the Prompt For OID dialog box, check the Reuse result OID checkbox. This
means that after every query with the SNMP GetNext request, the value in the OID
drop-down list is updated with the OID received in response.

6. Make sure that the Close after response is received checkbox is unchecked so that
you will be able to continue with the operation after the response is received.

7. Click the Get Next button in the Prompt For OID dialog box.

Note: If you use the SNMP Get Bulk request, the number of responses defined in the Max
repetitions input line (in SNMP Protocol Preferences dialog box / Get-Bulk Settings frame) is
returned. If the Reuse result OID checkbox is checked, the last OID returned in the GetBulk
packet is used for the next query.

8. MIB Browser sends an SNMP GetNext request to the agent and displays its response
in the Query Results panel. In the Prompt For OID dialog box, it updates the value in
the OID input line with the last OID received in response.

9. To continue with the procedure keep clicking the Get Next button and query as many
object instances, as you like.

Tip: If you want the program to display only the responses from the remote SNMP agent, check
the Log only responses checkbox.

Check the Log response marker checkbox if you want the program to display separators
between the steps.
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Example:

How to query (one by one) all object instances of the i fTable by using the Step-by-Step
SNMP Walk operation?

In the MIB tree, click the ifTable table node. Use the SNMP / Prompt For OID
command to open the Prompt For OID dialog box. If necessary, enter the IP address of
the agent and make sure that the Reuse result OID checkbox is checked and the Close
after response is received checkbox is not checked. Click the GetNext button. MIB
Browser sends the SNMP GetNext request to the SNMP agent. In response it receives
the OID, syntax and the corresponding value (e.g., ifIndex.l1l(integer)1l) of the first
instance implemented in the ifTable and displays it in the Query Results panel. To
continue with the query, repeatedly click the GetNext button. MIB Browser will each time
send an SNMP GetNext request to the agent and update the value of the OID drop-down
list with the OID received in response (Figure 113). In this way you will query all object
instances of the ifTable.
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Remote SNMP agent EUsE e : : Close
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S ifTable A | |1: ifindex.q INTEGER) 1
EI iFEnt 1: iflndex.2 (INTEGER) 2
: n_ y 1: ifDesor. 1 (DisplayString) Software Loopbads Interface 100>
@ iflndex 1: ifDesar.2 (DisplayString) WMware Virtual Ethermnet Adapter for Wi
@ ifDeccr 1: ifType.1 (INTEGER) softwareloopbad24)
. 1: ifType.2 (INTEGER) ethernet-csmacd{5)
@ ifType 1: ifMtu.1 INTEGER) 1500
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Figure 113: Step-by-Step SNMP Walk operation on the ifTable
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13 MODIFY VALUES OF OBJECT INSTANCES IN REMOTE SNMP
AGENTS

By using the SNMP Set operation, you can configure and control network devices by
modifying the object instance values in their SNMP agents. In this section, you will learn
how to change a value of an object instance in a remote SNMP agent.

13.1 Modifying Values of Object Instances by Using the SNMP Set
Operation

In the main window, switch to the Query tab.

Into the Remote SNMP Agent drop-down list, type or select the IP address of the
SNMP agent that you wish to manage.

3. If necessary, adjust the SNMP access parameters (especially the Set community
string) in the SNMP Protocol Preferences dialog box, which opens by selecting the
View / SNMP Protocol Preferences command. See also the Specify SNMP
Protocol Parameters section.

Note: Make sure to specify the correct Set community string in the SNMP Protocol Preferences
dialog box. Only if this parameter is correctly specified, the SNMP Set operation will succeed.

4. Contact the remote SNMP agent by using the SNMP / Contact command or the
Contact Remote SNMP Agent toolbar button.

5. In the displayed MIB tree in the MIB tree panel, click the object of which instance
value you wish to modify with the SNMP Set operation. Only instances of leaf objects
with read-write, read-create and write-only access type can be set by
means of the SNMP Set operation. You can quickly determine which leaf objects are
writable (read-write, write-only) or creatable (read-create) by looking at the colors of
their names in the MIB tree, as explained in the Colors Used for Representing
Different Access Types of MIB Nodes.

Note: For SNMP Set requests with more than one OID binding in PDU, you should use the
Multiple Variable Bindings window. See the instructions in the SNMP Set Requests with Multiple
Variable Bindings section.

6. Right-click a writable object and select the Set command from the context menu
(Figure 114). Alternatively, select the object and choose the Tools / Set Window
command. If the selected MIB tree node is a columnar object, the Select Table
Instance window (Figure 99) appears, where you need to specify the instance of the
object and double-click it.

Tip: To modify values of columnar object instances, you can use the Table View window and
edit values directly in the table view. See the Modifying Values of Table Object Instances
Directly in Table View section.
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ifLasti
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7. The Set dialog box appears (Figure 115).

-,

Set - sysContact. @
- () B o
Remote SMMP agent
127001 - ,EI ‘E:;
QID to Set
Walue to Set
admin@mg-snﬂ.mml - d’,‘
Spnta
) Inteqer3? ) Tirmeticks ) Counterg 4
7 Ulnteqer32 (O IP address ) Opague
() Counter3z () QID () Msapaddr
7 Gauge3? @ Octets ) Bits

200 BT SNMPL

Figure 115: Set dialog box

Figure 114: Selecting the Set command from the context menu (notice writable object names in blue)

=)-8

MIB Node
Properties

Click the MIB Node
Properties toolbar
button to open the
MIB Node
Properties window
and check the Max
access property. If
you want to perform
the SNMP Set
operation on the
selected object, the
object has to have
either the read-
write, write-
only or read-
create access.
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8. Into the Value to Set drop-down list, enter the value that you want to set.

If the MIB file specifies pre-defined values for the currently
selected object, you can select them in the Select Value @:
dialog box (Figure 116). In order to do this, click the Select Sl e Vel
from Value List toolbar button next to the Value to Set List

drop-down list. The Select Value dialog box appears. Select
one value and click the OK button.

Set - ifdrinStatus, 4 [

E3
o0 % ﬂ
Rernote SMMMP agent
1:7.0.01 - ,;l 'E:
OID to Set
13612122174 -~ =
YWalue to Set
- @ ¢
Syntax Select Walue For ifAdminstatus, 4 @
@
: ﬁ:;;féz % Yalues From: iFAdminSkatus
) Counter3?2 -Cann:el
! Fauged’ ["'p':” ']
upll
QOD = SNW_

kesking( 3

Figure 116: Selecting a pre-defined value (integer-enumeration) to be set

9. After you have defined the new value, select its syntax in the
Syntax frame.

10. When all parameters in the Set dialog box are specified, : ﬂ

click the Set Value in Remote SNMP Agent toolbar button. Set Value in
Remote SNMP

11. MIB Browser performs the SNMP Set operation and displays Agent
the results of the operation in the Query Results panel in the
main window.

13.1.1 Specifying Value to Be Set if the SNMP Syntax is BITS

Sometimes, the SNMP syntax of an object instance is BITS; which means that the value
of such an object instance is represented as a construct of bits.

To specify and set the value of an object instance with the syntax in BITS, you can use
the Select Bits Value dialog box and make a construct of bits from the pre-defined values.

1. In the Set dialog box (Figure 115) first specify the OID of the instance of the object
with syntax in BITS (if necessary, see the Modifying Values of Object Instances by
Using the SNMP Set Operation section).

2. To specify the value to be set, open the Select Bits Value dialog box by clicking the
Select From Value List toolbar button.
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3. The Select Bits Value dialog box opens and displays a list of pre-defined values for
the selected object instance (Figure 117).

Select Bits Value For probeCapabilities.0

Values from: probeCapabilities .
= [oc | -

etherStats(0) N Cancel Select from Value
[ historyControl{1) List

[ ] etherHistory(2)
alarm{3)

b hosts(4)

[ hostTaph(5)
matrix(s)

filter(7)
Epturﬂ'l W

Figure 117: Select Bits Value dialog box

Select the desired values by checking the corresponding checkboxes. Click the OK button.

5. MIB Browser maps the new construct of bits into the hexadecimal notation and
displays it in the Value to Set input line in the Set dialog box.

In the Syntax frame select the Bits syntax.

To set the new value, click the Set Value in Remote : ﬂ

SNMP Agent toolbar button. Set Value in Remote
SNMP Agent

Example:

How to use the SNMP Set request to change the administratively assigned name of the
managed device (sysName)?

To contact the SNMP agent, use the SNMP /Contact command. In the MIB tree, click
the sysName node and use the Tools / Set Window command to open the Set dialog
box. In the Value to Set drop-down list, enter the new name for the managed device
(e.g., mymachine, Figure 118) and click the Set Value in Remote SNMP Agent toolbar
button. The SNMP agent sets the new value to the sysName .0 object instance and MIB
Browser prints the newly assigned name in the Query Results panel.

=a| () | B 5
Remote SMMP agent

[100.0215 ~| = [
OID to Set

1.3.6.1.2.1.1.5.0 ~| =
Value to Set

|tadejr‘r1_mg—scuf't v| {!}’
Syntax

) Integer32 () Timeticks () Countergd

() Ulnteger32 () IP address () Opaque

() Counter32 o ONSEpEddr
) Gauge32 ® Octets ) Bits

D00 =T SNMPv

Figure 118: Specifying a new value to be set in the SNMP agent
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13.2 Modifying Values of Table Object Instances Directly in Table View

If you wish to modify values of columnar objects in SNMP tables, you can use the Table
View window. The Table View window allows direct editing of values of table object
instances as well as adding of new rows to displayed SNMP tables.

To modify values of table object instances in an SNMP table:

1.

In MIB Browser's main window first contact an SNMP agent and expand its MIB tree
(as described in the first steps of the Modifying Values of Object Instances by Using
the SNMP Set Operation section).

In the MIB tree, select a & table node (e.g., ifTable), or a &5 row node (e.g.,
iTEntry) of the SNMP table that you wish to edit.

Open the Table View window by selecting the Tools / Table View command.

The Table View window opens and MIB Browser displays the selected SNMP table
(e.g., ifTable) in a tabular form (Figure 119).

B 10.0.0.215:ifTable

@2 1000215 ~ | |[A| = | [ Poll El.ferj.f seconds m =) 5] == (€9
Instance ifindex(.. ifDescr(2) iType(3) ifMtu.. ifSpe.. ifPhysAddress(g) ifAdminStatu.. ifOpers ™
@1 1 Softwar... softwar.. 1300 1073...  (zero-length) up(1) upi(1)
@2 2 VMwar... etherne.. 1500 1000... 00:50:56:C0:00:... up(1) up(1]
@3 3 Micros.. 131 1280 1000, 00:00:00:00:00:...  wp(1) downi2
@4 4 Remot.. etherne.. 0 0 (zero-length) downi(Z2) f
@5 5 Intel(R)... etherne.. 1300 1000... D4:8%64:0RED..  up(l) up(1]
@6 ] Micros.. 131 1280 1000... 00:00:00:00:00:... wp(1) down(2
@? T Micros... etherne.. 0 0 (zero-length) downi(2) B W
£ >
(@ 40 18 55 SNMPv1  Last successful poll at 19.5.2016 11:35:21
Figure 119: An SNMP table (e.g., ifTable) displayed in a tabular form in the Table View window
5. To see which table object instances can be modified, and to
enable gdltlng of table instances, click the Edit button in the —
Table View window toolbar. —
6. Instance values of table objects that can be modified (e.g.,

iTAdminStatus) are colored (Figure 120).

Note: While editing is being used, all other features of the Table View window are disabled.
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BE 10.0.0.215:ifTable

= O
Dgor |5 [ a [

{51631 |10.0.0.215 [E| B2 || Poll every 680 | = seconds

Instance ifindex(.. ifDescr(2) ifType(d)  ifMtu.. ifSpe.. ifPhysAddress(6) ifAdminStatu.. ifOpers ™
@ 1 1 Softwar... softwar... 1300 1073...  (zero-length) up(1] up(1]
@E 2 Whiwar... etherne.. 1300 1000... 00:50:56C0:00:... up(1) up(1)

@ 3 3 Micros.. 131 1280 1000... 00:00:00:00:00:... wp(1) down(Z
@4 4 Remot.. etherne.. 0 0 (zero-length) down(2) b

@5 5 Intel(R)... etherne.. 1300 1000... D4:3%640F20... up(l) up(1)

@ B B Micros... 131 1280 1000... 00:00:00:00:00:... up(1) down(Z
@? 7 Micros.. etherne.. 0 0 (zero-length) down(2) o ]
£ >
(0 Edit 18 G SMMPw1  Last successful poll at 19.5.2016 11:35:21

Figure 120: Colored instance values of a writable table object (i.e., i FAdminStatus)

Tip: By default instance values that can be modified are colored blue. You can change color
settings in the MIB Browser Preferences dialog box (View / MIB Browser Preferences) in the
Edit Table View Window Preferences panel, which displays by selecting the Table View / Edit
preferences in the MIB Browser Preferences dialog box. In the Colors frame you can change
also other color settings related to table editing.

7. To edit any instance value of the colored column (or row, if the table is mirrored), click

the instance value and an input line will appear (Figure 121).

8. Into the input line, enter the value that you wish to set and
then click the Enter key on the keyboard.
If the input line has the Select From Value List toolbar
button attached, you can select the value from the list of pre-
defined values.

B2 10.0.0.215:ifTable

= d >
4l o e

€-3

Select from Value
List

G516 |10.0.0.215 [E| B2 || Poll every 60 |+ seconds

Instance ifindex(.. ifDescr(2) ifType(d)  ifMtu.. ifSpe.. ifPhysAddress(6) ifAdminStatu.. ifOpers ™
@ 1 1 Softwar... softwar.. 1300 1073..  (zero-length) up(1] up(1]
@E 2 VhAwar... etherne.. 1300 1000... 00:50:56:C0:00:... wp(1) up(1)

@ 3 3 Micros.. 131 1280 1000...  00:00:00:00:00:... up(1) down(2
@4 4 Remot.. etherne.. 0 0 (zero-length) downi 2} B

@5 5 Intel(R)... etherne.. 1500 1000... D4:8564:0F8D... v | & up(l)
&6 ] Micros.. 131 1280 1000..,  00:00:00:00:00:... |yp(1) down(2
@? T Micros...  etherne.. 0 0 (zero-length) B W
< >
(3 Edit 18 & SNMPw1  Last successful poll at 19.5.2016 11:35:21

Figure 121: Selecting the value to be set from the list of pre-defined values
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9. When you have specified new values, click the Commit

toolbar button to set them. - ﬂ

10. MIB Browser sets new values in the remote SNMP agent. Commit

Note: If MIB Browser fails to set any of the modified values, it highlights them with red (by
default) background.

11. You can cancel editing at any time, by clicking the Cancel _
editing toolbar button. When editing is canceled, other = @
functions of the Table View window (e.g., polling) are enabled
again.

Cancel editing
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13.3 SNMP Set Requests with Multiple Variable Bindings

In this section, you will learn how to use the Multiple Variable Bindings window to set
multiple object instances with a single SNMP Set request.

To perform the SNMP Set operation with multiple variable bindings, you first need to
make a list of variable bindings in the Multiple Variable Bindings window, as described in

the following sub-section.

13.3.1 Making Multiple Variable Bindings List

Inserting a Scalar Object
To insert a scalar object from the MIB tree into the Multiple Variable Bindings window:

1. Inthe main window (Query tab), expand the MIB tree.

2. In the MIB tree, click a scalar object (e.g. sysContact) that you wish to insert into
the Multiple Variable Bindings window.

Note: If you wish to insert a columnar object, see the Inserting a Columnar Object section.

3. Use the SNMP / Multiple Variable Bindings command in the main window. The
Multiple Variable Bindings window appears and the selected object is inserted in the

window panel (Figure 122).

+# Multiple Variable Bindings - 10.0.0.215%:sysContact *

e PP =a Get ||+||10.0.0.215 v|,£| P | [[Log || &P
Mame Syntax Value
@ sysContact DisplayString (zero-length)

o200 1 =] SMMPv1  Ready.

Figure 122: Multiple Variable Bindings window with the selected object

4. To specify the instance of the inserted object, right-click its name in the Multiple
Variable Bindings window and use the Edit pop-up menu command.

5. The Select dialog box appears (Figure 123).
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T — b = ﬂ

Remote SMMP agent _

T oK Tip: To view the
|1U.U.U.215 v| Al [E2 syntax, description,
QID Cancel or other properties of

the specified MIB
13612114 v| = %5 object (OID), click
Value the Show MIB Node
| v| e Info toolbar button.
Syt =
() Integer32 () Timeticks () Countera4 Tip: !I_the Mlififl_e g
specifies pre-define
(JUlnteger32 () IP address () Opague values for the
(OCounter32  (JoODD () Nsapaddr currently selected
() Gauge32 (®) Octets () Bits object, click the
Select from Value
i List toolbar button
Qoo =] SNMPv1 and select one
Figure 123: Select dialog box with object OID value.

6. If the selected object is a scalar object, add a .0 (dot-zero) suffix to the OID value in
the OID drop-down list (Figure 124).

OID

[13.6.1.2.1.1.400 ~| =1 =

Figure 124: Specifying the instance of a scalar object
in the OID input line

Note: The instance of the object must be specified; otherwise the SNMP Set operation will fail.

7. Enter (or select from the Value drop-down list) the value that should be set to the
specified object instance. Choose the appropriate syntax in the Syntax frame.

8. Click the OK button to close the Select dialog box.

MIB Browser inserts the newly specified object instance name (e.g., sysContact.0),
syntax and value into the Multiple Variable Bindings window (Figure 125).

% Multiple Variable Bindings - 10.0.0.215:sysContact.0 *

& i |3 || || 9| )| 2eGet ||+|[1000215 |3 Ea] | OLeg @
Mame Syntax Value
E sysContact.0 DisplayString (zero-length)

QPP |1 =] SNMPv1  Ready.

Figure 125: A scalar object (sysContact) with a specified instance (sysContact.0),
syntax and value

10. To add more bindings to the list, see the Adding More Objects section.

145



MG-SOFT MIB Browser — User Manual Modify Values of Object Instances in Remote SNMP Agents

Inserting a Columnar Object

If you want to insert a columnar node, you have to specify the instance of which value
you wish to modify.

1. Inthe MIB tree in the main window, click a columnar node (e.g., ifAdminStatus) or
entry node (e.g., ifEntry).

Use the SNMP /Multiple Variable Bindings / Select Instance command.

In the opened Select Table Instance window, select the desired instance by double-
clicking the appropriate index (e.g., 2, Figure 126).

E‘ Select Table Instance(s) -

i) (0| |FeB0:24f7:5350:F256:48 ~ || [A] | B

Select Table Instance(s) to Cuery
feB0:24F7:5350:F256 [ 9 Search

Mo Instance  Mame Syntax Value o
&1 1 ifAdminStatus.]  INTEGER up(1)
1o VI ifAdminStatus.2  INTEGER up(1)

&3 3 ifAdminStatus.3  INTEGER up(1) v
< >
(@ 55 SNMPv1 18 indexes found.

Figure 126: Selecting a columnar object instance

Note: The instance of the object must be specified; otherwise the SNMP Set operation will fail.

4. The selected object instance appears in the Multiple Variable Bindings window
(Figure 127). The instance of the object is indicated with a suffix added to the object
name (e.g., iFAdminStatus.2).

+# Multiple Variable Bindings - feB0:24f7:5359:£256:48a:if AdminStatus.2 *

& @3] ][] 2] C | 2a et |[+|[fesoaar5350625648 < |[[A|[Fa| | TLog |

Marne Syntax Yalue
£ ifAdminStatus.2 IMTEGER. 0

Qo0 1 =] SNMPv1  Ready.

Figure 127: A columnar object (i FAdminStatus) with a specified instance
(ifAdminStatus.2), syntax and value

5. To add more bindings to the list, see the Adding More Objects section.
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Tip: The simplest way of adding an object to the list of variable bindings:

Drag an object from the MIB tree in the main window and drop it in the Multiple Variable Bindings
window panel. Note that you have to specify the instance of the dropped object. You can do that in
the Select dialog box, which opens by clicking the Edit pop-up menu command (or simply by double-
click the object). In the opened Select dialog box (Figure 123), specify the instance of the object, the
value that you want to set and its syntax.

Adding More Objects

You can insert any number of objects into an opened Multiple Variable Bindings window:

1. Right-click in the Multiple Variable Bindings window panel and use the New pop-up
menu command. The Select dialog box appears (Figure 128).

Remote SMMP agent
|feB0::247: 5359:F256:48a v| 3 [fa
01D Cancel
oz = =
R
|'u' | | Select OID from
FHE : MIB Tree
| v] & (&
Syntax
() Integer32 () Timeticks () Counters4
(JUlnteger32 () IP address () Opague
() Counter32 ) OID () Mzapaddr
() Gauge32 () Octets () Bits
OO0 & SNMPVT

Figure 128: Select dialog box

2. In the OID input line, specify the OID of the object instance or select it from the MIB
tree in the Select Table Instance window, which opens by clicking the Select OID
from MIB Tree toolbar button.

Note: In case of a scalar object, make sure that the OID suffix is .0. In case of a columnar
object, select the instance in the Select Table Instance window or add the instance index to the
OID of the object.

3. In the Value drop-down list, specify the value that should be set and choose the
appropriate syntax in the Syntax frame.

4. Click the OK button. The dialog box closes and the selected object instance with its
new value is inserted into the variable bindings list.
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% Multiple Variable Bindings - feB0:24f7:5350:f256:48a: if Admin5tatus.2 *

{a =™ P Do Get  ||w| |feB0u24fT:5350:F256:48 v| &l Ba| |[[Log |9
Marne Syntax Yalue
£ ifAdminStatus.2 INTEGER 0
sLontact. Isplay strin netadmin(®mg-sott.si

@ sysC 0 DisplayString dmin@mg-soft.si

syshMame. Isplaystrin tadeim
@ sysName.d DisplayString dej
D200 3 =] SMMPv1  Ready.

Figure 129: A list of multiple variable bindings

As shown in Figure 129, the suffix added to the OID value or name of an object can be:
- .0 (Indicating a scalar object instance)

-.1, .2, .3, etc. (Indicating a columnar object instance).

5.

To add more variable bindings to the list, repeat the procedure from step 1, or use the
drag and drop technique described in this Tip.

Inserting a Group of Objects

To insert a group of objects from the main window MIB tree:

1.

If necessary, repeat steps 1 to 4 in the Modifying Values of Object Instances by
Using the SNMP Set Operation section.

In the MIB tree, click a sub tree root node (e.g., system or 1TEntry) of the objects
that you wish to insert into the variable bindings list.

Use the SNMP /Multiple Variable Bindings command. In case of a table, click the
Select Instance sub menu command and select the instance in the Insert Table
Instance window.

The Multiple Variable Bindings window opens. MIB Browser inserts the selected
group of objects into the Multiple Variable Bindings window panel.

Right-click the object instance name on which you wish to perform the SNMP Set
operation and select the Edit pop-up command (or double-click the object). The
Select dialog box appears (Figure 123).

If the selected object is a scalar object, add a .0 (dot-zero) suffix to the OID value in
the OID drop-down list.

In the Value drop-down list, specify the value that should be set and choose the
appropriate syntax in the Syntax frame.

Click the OK button. The Select dialog box closes and the selected object instance is
inserted into the multiple variable bindings list with the new value.

Repeat steps 5 to 8 for every object instance of which value you wish to set.
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13.3.2 Performing SNMP Set Operation with Multiple Variable Bindings

When you have created a list of variable bindings in the Multiple Variable Binding
window, you can perform the SNMP Set operation with one SNMP Set request.

To perform the SNMP Set operation, do the following:

1. Click the Down Arrow button next to the Get/Get Next/Get Bulk/Set/Trap/Inform
programmable toolbar button, select the Set operation type (Figure 130) and click the
Set toolbar button.

¥ Multiple Variable Bindings - feB0::24f7:5359:f256:48a:ifAdminStatus.2 *

o e dl="™ =3 Tm Get || [feB0:24f7:5350:256:48 v| Al Ba| |OLog |9

Mame aa Get Value
&% ifAdminStatus.2 DA Get Next 0
@sg.rsContact.ﬂ Get Bulk netadmin@mg-soft.si
@ sysNamed e T L\\) tadejm
oe+  Trap
Inform

QOD 3 =] SNMPv1  Ready.
Figure 130: Selecting the operation type

2. MIB Browser sends the packet with all variable bindings to the remote SNMP agent.
When it receives the response, it displays the updated values in the Multiple Variable
Bindings window panel.

Note: If any of the bindings are colored red, the SNMP Set operation has failed. Go through the
procedure described in the Making Multiple Variable Bindings List again. If this does not solve the
problem, check the Resolving Problems When Performing SNMP Set Operation section.

Example:

How to change the name and location of the managed SNMP agent with one SNMP Set
request?

This is possible by using the Multiple Variable Bindings window. In the MIB tree, click the
sysName node and use the SNMP / Multiple Variable Bindings command. The
Multiple Variable Bindings window opens with the inserted sysName object. Right-click
the object name and select the Edit pop-up command to open the Select dialog box
(Figure 123). Add a .0 suffix to the OID in the OID drop-down list. In the Value drop-
down list, enter the new name for the agent (e.g., tinak.mg-soft.si) and specify the
syntax. Click the OK button and the new value displays in the Multiple Variable Bindings
window.
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To set a new location of the agent, click the sysLocation node in the main window,
hold the mouse button and drag the selected object into the Multiple Variable Bindings
window. Now, right-click the object name and select the Edit pop-up command to open
the Select dialog box. Add the .0 suffix to the OID and enter the new location into the
Value drop-down list (e.g., MG-SOFT Corporation, Slovenia). Select the syntax
and click the OK button. The new value will be displayed in the Multiple Variable Bindings
window. Finally, you can send the SNMP Set request. Click the Down Arrow button next
to the Get/Get Next/Get Bulk/Set/Trap/Inform programmable button, select the Set
operation type and click the Set toolbar button. The SNMP Set operation is performed
and the newly specified agent name and location of the agent are displayed in the
Multiple Variable Bindings window panel (Figure 131).

# Multiple Variable Bindings - 10.0.0.215:sysMName.0 *

& @[S &[] —ase |[+|[1000215 v|[3|[fz] [Oos @
Mame Syntax Value

@ sysNamed DisplayString tadejm-hp.mg-soft.si

@ sysLocation.0 DisplayString MG-50FT Corporation, Slovenia

QPP |2 =] SNMPv1

Figure 131: Setting values of object instances with one SNMP set request
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13.4 Resolving Problems When Performing SNMP Set Operation

Sometimes MIB Browser cannot successfully perform the SNMP Set operation, the
operation is timed out or an error message is returned from the SNMP agent. To resolve
the problem, check if the following parameters are specified correctly and change them if
necessary:

1.

Check the community name in the SNMP Protocol Preferences dialog box (Figure 31).
You can modify values in an SNMP agent only if the name of the community is
correct.

In the MIB Node Properties window (View / MIB Node Properties command, Figure 29),
check if objects of which values you want to modify have the right access. The
access has to be WRITE, this means either read-write, write-only or read-
create. Note that objects with the read-only access cannot be modified.

Make sure that you are using the correct OID. The instance of an object has to be
specified with a .0 suffix for scalar objects and a relevant suffix for columnar objects.

Check if the value to be set and its syntax are defined correctly.

If you are using the Multiple Variable Bindings window for the SNMP Set operation,
make sure that all variable bindings in the list have WRITE access, correctly specified
instances, and correctly defined values that will be set (see the SNMP Set Requests
with Multiple Variable Bindings section). If the list of variable bindings contains at
least one variable binding that does not fulfill these requirements, the operation will
fail.

Tip: You can check the contents of SNMP messages exchanged between MIB Browser and the
SNMP agent during the SNMP Set operation in the Generic SNMP Trace window. For more
information see the Tracing Exchanged SNMP Messages section.
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14 DISCOVER REMOTE SNMP AGENTS

In this section, you will learn how to discover active SNMP agents on the network by
using the Remote SNMP Agent Discovery window.

14.1 Discovering Remote SNMP Agents

1. To discover active SNMP agents on the network, use the

Tools / Discovery Window command or the Discover 9 =ﬂ
Remote SNMP Agents toolbar button in the main window. Bracmer Bamae
2. The Remote SNMP Agent Discovery window opens (Figure SNMP Agents
132).
& Remote SMMP Agent Discovery EI@
| Fast discovery B Search

Mo  Systern Mame  Systern Address  Port Protocol  Community  Security User Mame  Up Time

] 1 I

Ready. B SNMPL Ready.

Figure 132: Remote SNMP Agent Discovery window

3. Specify the range of IP addresses within which you want to discover SNMP agents by
entering appropriate IP addresses into the First Address to Discover input line and
the Last Address to Discover input line.

4. Adjust SNMP access parameters by clicking the SNMP Protocol Preferences
toolbar button (). In the SNMP Protocol Preferences dialog box specify the SNMP
access parameters supported by the SNMP agents in your network. It is important to
select the correct SNMP protocol version, specify the correct Read community name
(if using SNMPv1 or SNMPv2c) or specify the matching USM user profile or TSM
security settings (if using SNMPvV3). If necessary, adjust the Timeout and
Retransmits parameters and specify the Port number on which remote agents listen
to SNMP requests. Note that MIB Browser will successfully discover only those
SNMP agents, whose SNMP access parameters match the ones specified it the
SNMP Protocol Preferences dialog box.

5. Check the Fast discovery checkbox below the toolbar to speed up the discovery
operation by overriding the Timeout and Retransmits parameters configured in the
SNMP Protocol Preferences dialog box and setting these to 10 seconds and zero
retransmits, respectively.
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6. To start the discovery, click the Start Remote SNMP :
Agents Discovery toolbar button. = EI

7. MIB Brower performs the discovery and displays a list of Start Remote SNMP
discovered SNMP agents with their system names, LRI SR
addresses and additional system information mainly
obtained by retrieving the agent’s MIB-II system group of objects (Figure 133).

& Rermote SNMP Agent Discovery EI@
10,001 ~ 10.0.3.254 - @
[¥] Fast discovery B Search

Mo System Mame Syste..  Port  Pretecel  Community 5. UpTime Contact Person  System Location  System Descri) *
_f;'l_l CiscoSwitchl 1000, 161 SMIMPYl public 2days.. webmaster@.. MG-50FT Lab... Cisce Interneh
22 smart?mg-softsi 1000, 161 SNMPvL public 2 days .. vili@mg-soft.si  test location Linux smart2.r
23 ProCurveSwitch.. 1000.. 161 SNMPVL public 87 day.. admin®@mg-.. MG-50FT Mar.. PreCurve J908,
_2!_4 MPIZEB3C1 10,0.0... 161 SMMPv1 public 0 days .. (zero-length} (zerc-length} HP ETHERMET
S25  km 1000, 161 SNMPVL public 0days.. roct@mg-sof.. Tajnistvo KOMNICA MINC
26  HP4700DTM 10.00... 161 SNMPvl  public 3days.. root@mg-sof.. MG-S0FT Lab.. HP ETHERNET
27  CKJ28001U3H_R.. 1000.. 161 SNMPvl  public Tdays.. root@mg-sof.. MG-SOFTLAB.. Xserve RAID V=
S8  CKF28001U3H_R.. 1000.. 161 SNMPvl public 7 days.. root@mg-sof.. MG-SOFT LAB.. Xserve RAID V]
_é;'._g WILIG 1000, 161 SMIMPYl  public 25day... (zerc-length} (zerc-length} Hardhware: x86
210 vili-macpro 10.040.. 161 SNMPVL public 21 day... wili@myg-soft... (zerc-length) Harcware: Inte
=211 tadejm-hp 1000, 161 SNMPYVL public Ldays.. Mo IMars Hardware: Inte
_2!_12 BORISE-RA0 10,0.0... 161 SNMPv1  public 1 days.. (zero-length} (zerc-length) Hardware: x86
213 Boris-mp 1000, 161 SNMPVL public 8 days ... me@mymail... here Hardware: Inte
214 linuxtest 10.03.. 161 SMMPvl  public 145 da... roct@localhost  tettetdd Linux dhep-10
_f;'l_lS WhI-WINXP-000 10,0.3.. 161 SNMPVL public 42 day..  (zero-length) (zero-length} Hardware: x8a

| 1p  WRAWTMIK N inna 1A1 SRIBADL A muihlic 138 da BAG_SAET MM Snail [t T
1 1 3
Ready. = SNMPL MNew: 16 / Total discovered: 16 Ready.

Figure 133: A list of discovered SNMP agents

8. To search for particular discovered SNMP agents, use the Live search tool
|)2 Search in the Remote SNMP Agent Discovery window, as follows:

a Click the search symbol () in the Live search tool to display the Search
Options drop-down menu and select the columns you want to search in.

Click the OK button to close the Search Options drop-down menu.

Click inside the Live search box and type in the query. The Live search tool
automatically performs the search as you type the characters into the search
box and displays only those SNMP agents that contain the entered text in any
of the enabled search columns.

o To cancel the search, click the Cancel Current Search symbol (i) in the Live
search box or delete the text from it.

9. To print the contents of the Remote SNMP Agent Discovery window, click the Print
toolbar button ) and select the desired printer and printing options in the standard
Print dialog box.
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10. To view the discovery log, click the Log toolbar button ). The Discovery Log
window appears, displaying the details of the discovery operation (Figure 135). You
can print the log by clicking the Print toolbar button or search and filter its content by
using the Live search tool.
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ered 10.0.3.100:161 [linux test] Discovery time: 4352 ms
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Protocol: SMMPl, Community: [pul

1, Community: [pul
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1
il
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Figure 134: Viewing the discovery log file

14.1.1 Repeating Discovery Operation on Different IP Range

In the currently displayed Remote SNMP Agent Discovery window,
enter a new IP discovery range and click the Refresh toolbar button. = El
The program clears the list of old and displays the list of newly | poresh

discovered SNMP agents with their properties.

If you click the Start Remote SNMP Agents Discovery toolbar button, MIB Browser adds
newly discovered agents to the existing list.

If you click the Refresh toolbar button, MIB Browser clears the list before starting a new
discovery operation.

14.1.2 Repeating Discovery Operation with Different SNMP Access Parameters

To repeat the discovery operation with different SNMP access parameters, do the following:

1.

2.

In the currently displayed Remote SNMP Agent Discovery window, click the SNMP
Protocol Preferences toolbar button.

The SNMP Protocol

parameters and click the OK button.

Preferences dialog box appears. Specify new access

In the Remote SNMP Agent Discovery window, click the Refresh toolbar button. The
program clears the list and then discovers and displays SNMP agents that respond to
newly specified SNMP access parameters. Alternatively, click the Start Remote SNMP
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Agents Discovery toolbar button and MIB Browser will add the newly discovered
SNMP agents to the existing ones in the Remote SNMP Agent Discovery window.

Ready. & SMMPvZc  New: 14 / Total discovered: 41 Ready:.
F F

Figure 135: Remote SNMP Agent Discovery window status bar

Note: The status bar of the Remote SNMP Agent Discovery window displays the number of new discovered
SNMP agents and the total number of SNMP agents displayed in the window (Figure 135).

14.2 Obtaining More Information About Discovered SNMP Agents

To get more information about the discovered SNMP agents listed in the Remote SNMP
Agent Discovery window:

1. Select one or more lines representing SNMP agents in the list and choose the
Standard Info Window or the Query Whole MIB Tree pop-up command.

2. MIB Browser opens one Info window for every selected SNMP agent (Figure 136)
and queries the agent(s) to retrieve and display more information about the agent(s).

s

1 Infol - 10.0.0.36 - 6 OID groups = Eoh==
10.0.0.36 - [l Poll every 60 =l seconds [FLog @
Mame Syntax Yalue

@ sysDescrd DisplayString HP ETHERMET MULTI-EMVIROMNMEMT,ROM none JETDIRECT J...
E sysOhbjectID.0 OBJECT IDENT... enterprises.11.23.9.1

@5}-‘5UpTimE.D TirneTicks 3 days 19h:01m:49s.14th (32770914}

E sysContact.0 DisplayString reot@mg-soft.si [J2.6F.6F.74.40,60.67.20.73.6F.66.74.2E.73.69 (h..
@5}-‘5Name.ﬂ DisplayString HP47QODTHM [48.50.34.37.30.20.44 54 4E (hex}]

ﬁs}stDcatiDn.ﬂ DisplayString MG-50FT Labs, Maribor [4D.47.20.53.4F46.54.204C51.62.73.2C.,
@ sysServices IMTEGER. a4

& ithumberd Integer32 2

& ifDescrd DisplayString HP ETHERMET MULTI-EMVIROMMEMT,RCOM none JETDIRECT ...
& ifDescr.2 DisplayString HP ETHERMET MULTI-ENVIROMMEMT,ROM none JETDIRECT ...
QifﬁtclminStatuz.l IMTEGER. up(l]

&9 ifAdminStatus.2  INTEGER up(l]

9 ifinOctets.1 Counter32 501686492

£ ifinOctets.2 Counter32 50166226

£ ifOutOctets.l Counter32 5829554

¥ ifOutOctets.2 Counter32 1381279728

1| mn 3
gk 58 10.0.0.36 & SHIMPL 161 3 Last successful pell at 6/5/201.

Figure 136: Info window displaying more information about a discovered SNMP agent

You can quickly create SNMP agent profiles for discovered SNMP agents, as described
in the To create SNMP agent profiles for discovered SNMP agents section.
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14.3

Example: How to Discover Only SNMP Agents Implementing a
Specific OID

How to discover only those SNMP agents on a particular IP range that implement the
HOST-RESOURCES-MIB module (i.e., hrSystemUptime.0 OID) and support the
SNMPvV1 protocol version?

First, configure MIB Browser to discover only those SNMP agents that implement (return
a value of) a specific object instance. To do this, select the View / MIB Browser
Preferences command to open the MIB Browser Preferences dialog box and switch to
the Discovery view in it. In the Discovery Window Preferences panel, check the Discover
only agents implementing selected OID checkbox and into the accompanying OID
input line enter the hrSystemUptime.0 object instance (1.3.6.1.2.1.25.1.1.0).
Alternatively, click the Select OID from MIB tree button ) next to the OID input line
and select the desired node (and its OID) from the MIB tree. In the Operation drop-down
list, select the Get Request. This way, MIB Browser will use the SNMP Get operation
to query the specified object instance while performing the discovery operation.

Open the Remote SNMP Agent Discovery window by using the Tools / Discovery
Window command. Specify the IP range, on which you wish to discover the SNMP
agents. To open the SNMP Protocol Preferences dialog box, click the SNMP Protocol
Preferences toolbar button. In the SNMP Protocol Version frame, select the SNMPv1
radio button and click the OK button. Click the Start Remote SNMP Agents Discovery
toolbar button in the Remote SNMP Agent Discovery window and MIB Browser will
display a list of SNMP agents that implement the specified OID and support the SNMPv1
protocol version (Figure 137).

& Rermote SMIMP Agent Discovery El@
= | [ 10001 » 1003254 - @ (& [3 =
| Fast discovery A2 Search

Mo  System Mame Syste.. Port Protocol Community  Up Time Contact Person = Systemn Descript
_13'_1 VILIG 10,00, 161 SMMPW public 3 days 03he..  (zeroc-length) Hardware; x86 F
22 Boris-mp 10.00... 161 5SNMPvl  public 10 days 01...  me@myrmail... Hardware: Intelt
23 linuxtest 1003, 161 SMNMPW public G days 04he...  roct@localhost  Linux dhep-100,
_!_-'1_4 VM-WINKP-000  100.3... 161 SMMPvl  public 69 days 05... (zero-length) Hardware; x86 F
_13'_5 VP-WINKP-021 10035, 161 SMMPvl public 0 days 10k, (zerc-length) Hardware; x86 F
46 VM-WINZK-DH 1003.. 161 SHNMPvl  public 165 days 04... MG-SOFT DO... Hardware: x86 F
_13'_?" VBA-WINKP-020 1003, 161 SMMPvl public 14 days04...  (zerc-length) Hardware; x86 F
L il 3
Ready. & SMMPL Mew: 7 [ Total discovered: 7 Ready.

Figure 137: A list of discovered SNMP agents that implement a specific OID
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15 MONITOR SNMP AGENTS IN INFO WINDOWS

In this section, you will learn how to use the Info windows to continuously monitor
arbitrary sets of object instance values in one or more SNMP agents and optionally save
the retrieved values to CSV files for post-processing in external applications.

15.1 Monitoring SNMP Agent in Info Window

In the main window, switch to the Query tab.
2. In the Remote SNMP Agent drop-down list, specify the IP address of the SNMP

agent that you wish to monitor.

3. If necessary, adjust the SNMP access parameters in the SNMP Protocol Preferences
dialog box (View / SNMP Protocol Preferences).

4. Expand the MIB tree and click a node or a group of nodes (e.g., system node) that
you wish to query in the Info window.

In the main menu, select the Tools /Info Window command.

MIB Browser opens the Info window. It displays a list of selected object instances, with
their names, syntaxes and current values (Figure 138), and repeatedly queries them.

1 Infol - 1000215 - 1 OID groups =R ==
10.0.0.215 - [¥] Poll every 60 = seconds [ |Log @
Mame Syntax Value

B sysDescr octet string Hardware: Inteldd Farnily & Model 30 Stepping 5 AT/AT COMPA
@ sysObjectID.0 ohject identifier  mg-soft

& ysUpTimeld timeticks 20 days 01h:36m:29s.47th (251138947)

B sysContact. octet string netadmin@mg-soft.si [6E.65.74.61.64.60.69.6E.40.60.67.20.73.6f
@ syshamed octet string galileo [67.61.6C.69.6C.65.6F (hex)]

‘ﬁsysLDcatil:un.U octet string MG-S0FT d.o.o., Strma ulica 8, SI-2000 Maribor, Slovenia [40.47
B sysservices. integer 76

1 ] b
o0 12 10.0.0.215 B SNMPvZe 161 3 Last successful poll at 5/31/2

Figure 138: Info window with a list of repeatedly queried object instances

Note: If you select the root node of the MIB tree (called MIB Tree) in the main window and open an
Info window, MIB Browser will display a list of all object instances implemented in the managed device.
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15.1.1 Editing the List of Object Instances Monitored in Info Window

You can edit the list of object instances that are monitored in Info window by removing or
adding OID values to the list. You can also change the type of the operation MIB Browser

uses when it queries the selected OID values.

To change the set of object instances that are monitored in the

Info window, click the Info Window Properties toolbar button. _ @

The Info Window Properties dialog box appears (Figure 139). It
contains a list of all OID values of object instances that are
currently monitored in the Info window together with the Query

Info Window
Properties

Operation Type information for each instance.

#. Info Window Properties * X

OID options
oD Cuery Operation Type Add...
[1system Cluery whole subtree from this object with get-next (get-bulk) Delete
@ ifNumber.0 Query ohject with get-request —
& ifDescr Cuery whole subtree from this object with get-next (get-bulk) Edit...
&¥ ifAdminStat.. Query whole subtree from this object with get-next (get-bulk)
&iﬂnﬂctets Cuery whole subtree from this object with get-next (get-bulk) hd *
(¥ ifOutOctets  Query whole subtree from this object with get-next (get-bulk) Load...
£ >
Save...
Set Az Default Factory Default

Leg file
ChProgram Files\MG-50FT\MIB Browser\LoghlMFO_01.C5V | Erowse...

QK Cancel

Figure 139: Info Window Properties dialog box

Adding Object Instances to Be Monitored

To add object instances that shall be monitored in the Info window:
1. Inthe Info Window Properties dialog box click the Add button.
2. The Select OID To Query dialog box appears (Figure 140).

3. In the Start OID drop-down list, specify the OID value of the
object instance or a group of object instances that you wish to
add. You can also click the Select OID from MIB Tree
toolbar button and select the OID in the MIB tree.

E=-=

MIB Tree

Select OID from

4. In the Query Operation Mode frame, choose one of the following query operation

types for the selected object instance:
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0 Query object with get-request - to query the specified object instance with the
SNMP Get request, which retrieves the value of the same object instance of
which OID was sent in request.

o Query whole tree from start object with get-next or get-bulk - to query all
object instances in the MIB tree with the SNMP GetNext or GetBulk request from
the object specified in the Start OID drop-down list.

o Query whole subtree from start object with get-next or get-bulk - to query
all object instances of the selected sub tree with the SNMP GetNext or GetBulk
request from the object specified in the Start OID drop-down list.

Select OID Te Query X

Start OID 13.6.1.2.1.2.2.1.10 ~| =l

Range OID | v| 0

Instances 1 A F Add...
Delete
Edit.

Query operation mode

() Query object with getrequest

() Query whole tree from start object with get-next or get-bulk

(") Query whole subtree from start object with get-next or get-bulk

(") Query range from start object to range object with get-next or get-bulk

() Query table with spedfic instances with get-next or get-bulk

(®) Query table with spedfic instances to range object with get-next or get-bull

Ok, Cancel

Figure 140: Select OID To Query dialog box

o Query range from start object to range object with get-next or get-bulk - to
query all object instances in the MIB tree from the object specified in the Start
OID drop-down list to the object specified in the Range OID drop-down list with
the GetNext or GetBulk request.

o Query table with specific instances with get-next or get-bulk - to query only
the specified instances of a table with the GetNext or GetBulk request.

0 Query table with specific instances to range object with get-next or get-
bulk - to query the specified instances of the table from the object specified in
the Start OID drop-down list to the object specified in the Range OID drop-down
list with the GetNext or GetBulk request.

5. Click the OK button. The Select OID To Query dialog box closes and the new OID values
with the query operation type information are added to the list of currently used ones.

Removing Object Instances to Be Monitored

1. From the list of currently used OID values displayed in the Info Window Properties
dialog box (Figure 139), select the OID or a group of OIDs that you wish to remove.

2. Click the Delete button. The items are removed.
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Editing Object Instances to Be Monitored

1.

In the Info Window Properties dialog box (Figure 139), click
the OID that you wish to edit. il= ﬁ
Click the Edit button. The Select OID To Query dialog box Remote SNMP
appears (Figure 140). Agent Info toolbar

. . . b h
Specify a new OID in the Start OID drop-down list or change m“ff)“)vrv‘iﬁg’fv”fvjitﬁ the
the query operation mode in the Query Operation Mode default set of OID
frame. parameters.
Click the OK button to close the Select OID To Query dialog
box.

Tip: Click the Set As Default button, to save the newly specified set of OIDs as the default OID
set. After that when you open an Info window by using the Remote SNMP Agent Info toolbar
button in the main window, the default set of OIDs will be used in this window.

Click the OK button to close the Info Window Properties dialog box.

The new set of OID values specifying the object instances is inserted into the Info
window panel (Figure 141).

|_|_ Info1 - 10.0.0.215 - 1 OID groups

&|@] [ 5] [0o0a1s Al [ @
Marme Syntax Value G
& ifindex.2 INTEGER 2

&9 ifDescr.2 DisplayString  VMware Virtual Ethernet Adapter for VMnet1 <00

P ifType2 IMTEGER ethernet-csmacd ()

& ithitu.2 INTEGER 1500

&P ifSpeed.2 Gauge 100000000

ﬁ ifPhysAddress.2 PhysAddress 00:50: 56: C0:00:01

& ifAdminStatus.2 INTEGER. up(1]

£ ifOperStatus.2 INTEGER up(1]

ﬁ ifLastChange.2 TirneTicks 0 days 00h:00rm:00s.00th ()

9 ifinOctets.2 Counter 0 W
oo 38 10.0.0.215 &7 SNMPv1 161 4 Last successful poll at 19.!

Figure 141: Info window with a new set of OIDs

If the Poll every X seconds checkbox is checked, the program continuously monitors the
object instances specified in the Info window. You can change the polling interval by
entering the new value into the Poll every X seconds input line.

v Poll every (B0 = iecaonds
v E y I = Poll every X seconds checkbox and input line
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15.1.2 Monitoring Another SNMP Agent

You can change the SNMP agent currently monitored in the Info window or simply open
another Info window to monitor a different SNMP agent in it, as described in section 15.2.

To change the SNMP agent in the current Info window:

1.

2.

In the Info window drop-down list with SNMP agent IP addresses, specify the IP
address of the new SNMP agent.

193.77.187.172 -
I J SNMP agent's IP address drop-down list

Click the Refresh toolbar button to start monitoring the new SNMP agent.

15.1.3 Logging the Queried Object Instance Values

In the Info window, you can log the results of the monitoring to a file in CSV (comma
separated values) format. You can then import the values into a database or a
spreadsheet application (like Excel), for further processing.

Specifying CSV File

1.

Right-click in the Info window panel and select the Properties pop-up command. The
Info Window Properties dialog box appears (Figure 139).

In the Log File frame, enter the full path of the CSV log file for the Info window or use
the Browse button to point at it.

Click the OK button to close the Info Window Properties dialog box and check the
Log checkbox in the Info window.

15.2 Monitoring More SNMP Agents

MIB Browser can open up to 60 Info windows, which means that you can simultaneously
monitor many SNMP agents.

To monitor more SNMP agents:

1.
2.

In the main window, switch to the Query tab.

Into the Remote SNMP Agent drop-down list, type or select the IP address of the
SNMP agent that you wish to monitor.

If necessary, adjust the SNMP access parameters in the SNMP Protocol Preferences
dialog box, which opens by selecting the View / SNMP Protocol Preferences
command.

In the MIB tree, click the OID or a group of OIDs that you wish to query in the Info
window.
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5. In the main window, select the Tools /Info Window command. MIB Browser opens
the Info window displaying a list of selected OIDs with their syntaxes and values.

6. Repeat the procedure to open as many Info windows as you like.

|_|_ Info 4 - 10.0.0.27 - 1 0ID groups

@ 05 0007 -] ) s Bponeen|10_J3 secons Ciog €0
Mame Syntax Value

aiflndex.'l IMNTEGER 1

aiflnde:(.z INTEGER 2

aiflnda.i IMNTEGER 3

& ifindex.d INTEGER 4

o9 |7 10.0.0.27 =] SNMPw1 161 7 Last successful poll at 19.
o9 |7 10.0.3.146 (5 SNMPv3 10161 24 Last successful poll at 19.
oo |5 10.0.0.70 a SNMPv3 161 30 Last successful poll at 19.
2@ |7 tadejm-hp &7 SNMPv1 161 4 Last successful poll at 19

Figure 142: All opened Info windows arranged in ascending order

Tip: You can arrange the opened Info windows in ascending or descending order (Figure 142) by
using the Window | Arrange 1 .. Max or Arrange Max .. 1 command in the main window.

162



MG-SOFT MIB Browser — User Manual Scan SNMP Agent for Implemented MIB Modules

16 SCAN SNMP AGENT FOR IMPLEMENTED MIB MODULES

In this section, you will learn how to use the Scan Agent For Implemented MIB Modules
window to check which MIB modules are implemented in a particular SNMP agent.

MIB Browser can scan an SNMP agent by performing the SNMP Walk operation on the
agent's MIB tree. It retrieves and checks all OIDs implemented in the scanned SNMP
agent and searches for MIB modules that resolve these OIDs. Note that MIB Browser
detects and displays only compiled and registered MIB modules.

16.1Searching for Implemented MIB Modules

To check which MIB modules are implemented in a particular SNMP agent:

1. Open the Scan Agent For Implemented MIB Modules window, by selecting the Tools
/ Scan Agent For MIBs command in the main window.

2. The Scan Agent For Implemented MIB Modules window opens (Figure 143).

F! Scan Agent For Implemented MIE Medules - 10.0.3.146

W (]| || 3R] [10.03.146 v| |3 e &

Module |dentity Reot QID Modes Size Path

DO0@ =] SNMPv2c Ready.

Figure 143: Scan Agent For Implemented MIB Modules window

3. Into the agent's IP address drop-down list, specify the IP

address of the SNMP agent that you wish to scan. W = @
4. Additionally, you may change the SNMP protocol Start Scanning
parameters in the SNMP Protocol Preferences dialog box Agent For

Implemented MIB

(click the SNMP Protocol Preferences toolbar button). Modules

5. To start the scanning operation, click the Start Scanning
Agent For Implemented MIB Modules toolbar button.

6. MIB Browser scans the selected SNMP agent, and in the window's panel, displays a
list of all compiled MIB modules (Figure 144) that are implemented in the scanned
SNMP agent.
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B Scan Agent For Implemented MIB Modules - 10.0.3.146

@) | 2| &R [1003:126 o] 1A= =
Module [dentity Root OID Modes Size Path 2
M GIRFC1213-MIB 1.3.6.1.2.1 206 45840 B Ch\ProgramDa
b1 (& SNMPvZ-MIB 1.36.1.2.1.1 73 38975 B ChProgramDiat
[§1P-FORWARD-MIB 1.3.6.1.2.1.4.24 76 274z B ChProgramDal
M (G IP-MIB 13.61.2.1.4 301 2505488 CMProgramDal
i G TCe-miB 13.61.2.1.6 57 40644 B ChProgramDal
i GuDP-MIB 1361217 37 20942 B ChProgramDa
b (G HOST-RESOURCES-MIB 1.3.6.1.2.1.25 110 69002 B ChProgramDal
b1 (&0 IF-miB 13.6.1.2.1.2 102 1385838  CAProgramDal
[ (& DISMAN-EVENT-MIB 13.61.21.1.3.0 131 1129968 CA\ProgramDal
(G NOTIFICATION-LOG-MIB 1.3.6.1.2.1.92 &1 65717 B ChProgramDiat
b1 (&2 SNMP-FRAMEWORK-MIB 1.3.6.1.6.3.10 21 24492 B ChProgramDal
[ (&1 SNMP-MPD-MIB 1.3.6.1.6.3.11 18 TIN7B Ch\ProgramDal v
Mo e s am s mmers sam a4 om s oaosomoam - mamme _ - .
£ >
OO@ =] SNMPv2c 15 Ready.

Figure 144: Scan Agent For Implemented MIB Modules window with a list of MIB modules

implemented in the scanned SNMP agent

Note: By default, MIB Browser scans for all MIB modules that resolve the OID values retrieved from
the scanned SNMP agent. If you want MIB Browser to display only the first MIB module that resolves
a particular OID, open the Scan Agent For Implemented MIB Modules Preferences dialog box (Figure
145, Preferences toolbar button) and uncheck the Scan for all MIB modules that resolve OID

checkbox.

Scan Agent For Implemented MIB Modules Preferences

Scan for all MIE modules that resolve OID = @

Preferences

Default Cancel

Figure 145: Scan Agent For Implemented MIB Modules
Preferences dialog box

To scan another SNMP agent:

1. First clear the window's panel by clicking the Clear : _
¢) = &

Scanning Results toolbar button.

2. Specify the IP address of the SNMP agent that you wish to
scan and click the Start Scanning Agent For Implemented

Clear Scanning
Results

MIB Modules toolbar button.
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3. MIB Browser displays a list of MIB modules implemented in the newly specified
SNMP agent.

Tip: If you wish to save the scanning results to a file, right-click in the window panel and copy the
results to the clipboard. After that, paste the scanning results in any . txt application (e.g., Notepad).

Example:

How to check which (registered) MIB modules are implemented in a particular SNMP
agent?

You can check which of the compiled MIB modules are implemented in a particular
SNMP agent by using the Scan Agent For Implemented MIB Modules window. To open
the Scan Agent For Implemented MIB Modules window, select the Tools / Scan Agent
For MIBs command. When the window opens, specify into the drop-down list the IP
address (e.g., 193.77.187.172) of the SNMP agent that you wish to scan. If
necessary, change the parameters in the SNMP Protocol Preferences dialog box, which
opens by clicking the 'Hammer' toolbar button. To scan the SNMP agent, click the Start
Scanning Agent For Implemented MIB Modules toolbar button in the Scan Agent For
MIB Modules window. MIB Browser scans the selected SNMP agent by performing the
SNMP Walk operation on its MIB tree. It searches all compiled and registered MIB
modules to determine which of them resolve the retrieved OIDs and displays such MIB
modules in the Scan Agent For Implemented MIB Modules window.
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16.2Loading MIB Modules Implemented in SNMP Agent

From the Scan Agent For Implemented MIB Modules window, you can load into MIB
Browser any of the discovered MIB modules.

1.

Scan an SNMP agent for its implemented MIB modules as described in the
Searching for Implemented MIB Modules section.

In the Scan Agent For Implemented MIB Modules window, check the checkboxes in
front of the names of MIB modules that you wish to load.

After you have specified which MIB modules you wish to load, right-click in the
window panel and use the Load Checked Modules pop-up command (Figure 146).

MIB Browser loads the selected MIB modules into MIB Browser.

You can see the list of all MIB modules that are currently loaded in MIB Browser in
the main window (MIB tab / Loaded MIB modules frame).

Note: By using the Save MIB Group pop-up command, you can save any number of MIB modules
implemented in an SNMP agent to a MIB group. You can check the list of all MIB groups in the main
widow (MIB tab / MIB Groups tab).

f®y. Scan Agent For Implemented MIB Modules - 10.0.3.146

| |27 | || 5P| |10.0.3.146 v | (3] P ]
Module |dentity Root OID Modes  Size Path 2
[ (G RFC1213-MIB 1.3.6.1.2.1 206 85849B  C:\ProgramData\MG-St
[ (G SNMPv2-MIB 1.3.6.1.2.1.1 78 389758 C:\ProgramData\MG-5(
[0 IP-FORWARD-MIB 1.3.6.1.2.1.4.24 76 871488 C:\ProgramData\MG-St
[ 5 IP-MiB 13.6.1.2.1.4 301 250548B  C:\ProgramData\MG-5(
b G TCP-MIB 1361216 57 40644B  C:\ProgramData\MG-St
[l UDP-MIB 1, S C:\ProgramData\ MG-5t
[ @1 HOST-RESOURCES... 1. C\ProgramData' MG-5¢
[411651 IF-MIB 14 [ Uncheck Al C:\ProgramData\MG-5t
[ DISMAN-EVENT-.. 1. <» Load Checked Modules... C:\ProgramData\MG-5t
[ NOTIFICATION-LO... 1. C\ProgramData' MG-5(
Save MIB Group...

[ ) SMMP-FRAMEWO... 1 C:\ProgramData\ MG-5t
G SNMP-MPD-MIE 1.3 Copy Ctrl+C C:\ProgramData\ MG-5t
@SNMP-TARGETMB 1. B Properties n::xpmgramnataxms-:w
DO@ =] SNMPv2c 15 Ready.

Figure 146: Loading MIB modules from the Scan Agent For Implemented MIB Modules window
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17

VIEW, POLL AND MODIFY SNMP TABLES

In this section, you will learn how to use the Table View window to view and poll an
SNMP table in a tabular form. You will also learn how to easily modify table instance
values directly in the table view as well as how to add new rows to the table.

17.1 Viewing and Polling SNMP Tables in Tabular Form

B 10.0.0.215:ifTable

Switch to the Query tab in the main window.

Into the Remote SNMP Agent drop-down list, type or select the IP address of the
SNMP agent that you wish to manage.

3. If necessary, adjust the SNMP access parameters in the SNMP Protocol Preferences
dialog box, which opens by selecting the View / SNMP Protocol Preferences

command.

Contact the remote SNMP agent by using the SNMP / Contact command.

Expand the MIB tree and click a table node (e.g., ifTable) or a table entry node

(e.g., ifEntry).

6. Select the Tools /Table View command or click the Table

View toolbar button.

7. MIB Browser opens the Table View window and displays the
selected table in a tabular form (Figure 147).

5 -o

Table View

™ |1'D.'I}.'D.E15 v| Al Bz |l Poll Everj,r = seconds | | [ Mirror || 35 (<]
Instance iflndex.. ifDesc.. ifType.. ifMtu.. ifSpeed.. ifPhysAddress.. ifAdminStatus.. ifOperSta ™
@1 1 Softw... softw.. 1300 107374...  (zero-length) up(1) up(1)

@E 2 Vhwa... ether.. 1300 100000... 00:50:56:C0:00... up(1) up(1]

@3 3 Micro.., 131 1280 100000 00:00:00:00:00...  wp(1) downiZ)
@4 4 Remo.. ether.. 0 0 (zero-length) down(Z) i)

@5 5 Intel(...  ether.. 1300 100000... D4:85%:64:0F8.. up(l) up(1]

@ B B Micro.., 131 1280 100000 00:00:00:00:00... wp(1) down(Z)
@? 7 Micro... ether.. 0 0 (zero-length) downi(Z) &

@B g Vhwa... ether.. 1300 100000...  00:50:56:C0:00... wp(1) up(1) b
£ >
D@ 28 18 BT SNMPv2c Last successful poll at 19.5.2016 1410:12

Figure 147: Table View window

8. If you check the Poll every X seconds checkbox in the window toolbar, you can
continuously poll the displayed SNMP table and get its recent values every X
seconds.
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Tip: You can configure MIB Browser to retrieve table values row-by-row when polling an SNMP table.
To enable this function, open the MIB Browser Preferences dialog box (View / MIB Browser
Preferences command) and in the Table View Window Preferences panel, check the Poll one row
at a time checkbox. Note that when using this query algorithm, you should not be using the SNMP
GetBulk operation (adjustable in the SNMP Protocol Preferences dialog box).

You can mirror the contents of the Table View window (Figure 148) by checking the

Mir

EE 10.0.0.215:ifTable

ror checkbox.

if0p

£

e =
&|@) [1000215 | 3] SR
4 5 B 7 g g9

Ohbject 1 2 3 10~
@iflndaﬂ, 10X 1 2 3 4 5 6 T g 9 0
@ ifDescr(2) Soft.. VMw.. Micr.. Rem.. Intel{.. Micr.. Micr.. VMw.. ZyD.. M
a ifType(3) soft..  ether.. 131 ether.. ether.. 131 ether.. ether.. 71 etl
@ ifhtu(d) 1500 1500 1280 0 1500 1280 1] 1500 0 0
@if.’ipeedl{ﬁ) 1073...  1000.. 100000 O 1000... 100000 O 1000... 0O 0

aifphymddressiﬁj (zero... O0x50.. O00:00.. (zero.. D&48.. 00:00.. (zero.. Ox50.. (zero.. (z
@ifﬁdminStatuslﬁ’] up(1] up(l) up(1) dow... up(l) upi(l) dow.. up(1] dow.. dc

erstatus(8]  up(l) up(1) dow.. B up(1) dow.. B up(1) b Vv
>

OO@ 59 18 E] SNMPv2c Last successful poll at 19.5.2016 14:12:12

Figure 148: Mirrored contents of the Table View window

@ Red Circle With Exclamation Mark

A MIB object icon with exclamation mark (!) in a red circle appears if at least one columnar object of
the displayed table is not implemented in the monitored SNMP agent. Such an icon designates that
MIB Browser cannot retrieve the value of the columnar object instance for this row. It also appears in
case a timeout occurs while retrieving this row.

17.1.1 Adjusting Tabular Column Widths

You can use the Table View window pop-up menu to adjust the tabular column widths:

a

a
a
a

To their default values (Adjust as Default).

According to the header width or the widest cell (Adjust Header and Cell Width).
According to the header width (Adjust Header Width).

According to the widest cell value (Adjust Cell Width).

Tip: If a table OID base syntax is OCTET STRING, the OID value in the Table View window is
displayed together with HEX dump in the brackets. If you find this disturbing, then open the MIB
Browser Preferences dialog box by using the View / MIB Browser Properties command, switch to
the Query Results Preferences panel and uncheck the Extend value information checkbox.
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17.1.2 Copying Displayed SNMP Table

To copy the contents of an SNMP table displayed in the Table View window to the
clipboard, do the following:

1. Right-click in the Table View window panel and use the Copy pop-up command.

2. MIB Browser copies the contents of the displayed SNMP table and saves it to the
clipboard.

3. Open some other application (e.g., Notepad, Word, etc.) and paste the saved SNMP
table.

17.2 Modifying Table Object Instance Values

MIB Browser allows you to easily modify and set values of writable table object instances
directly in the Table View window (Figure 149). To see the instructions on how to do that,
check the Modifying Values of Table Object Instances Directly in Table View section.

B 10.0.0.21%:ifTable

— O X
G565 |10.0.0.215 5| 'E=) || Poll every 60 |5 seconds % [a| | &P

Instance ifndex(.. ifDescr(2) fType(3) ifMtu.. ifSpe.. ifPhysAddress(8) ifAdminStatu.. ifOpers ™

Mol

@1 1 Softwar... softwar.. 1300 1073...  (zero-length) up(l) upi(1)
@E 2 Vhwar... etherne.. 1500 1000... O00:50:56:C0:00:... up(1) up(1]
@3 3 Micros.. 131 1280 1000... 00:00:00:00:00:... up(1) downi2
@4 4 Remot.. etherne.. 0 0 (zero-length) downi2) f

@ 5 5 Intel(R)... etherne.. 1300 1000... D4:85%:64:0F2D... e 1@ up(1]

@ 4] 4] Micros.. 131 1280 1000...  DO:00:00:00:00:..  |up(1) down(2
&7 T Micros.. etherne.. 0 0 (zero-length) & W
< >

() Edit 18 5 SNMPw1  Last successful poll at 19.5.2016 11:35:21

Figure 149: Editing values of table object instances directly in the table view

17.3 Adding Row to SNMP Table

The Table View window also allows you to add new rows to a displayed SNMP table. To
add a new row to an SNMP table:

1. Inthe main window MIB tree, click a table node, or entry node, of the SNMP table to
which you wish to add a row.

Note: Before adding a row to an SNMP table, make sure that the table supports the add row
functionality.
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2. Open the Table View window by selecting the Tools / Table View command. When
the Table View window opens, MIB Browser displays the selected SNMP table in a
tabular form (Figure 147).

3. To enable table editing, click the Edit button in the Table View
window toolbar. =

4. Instance values with read-write or read-create access Edit
are colored (blue by default).

Tip: You can specify the color of creatable and writable table object instances in the MIB
Browser Preferences dialog box (Edit Table View Window Preferences panel / Colors frame).

5. To add a new row, display the Table View window pop-up

menu and use the Add Row command. Y TN
6. The Add New Table Instance dialog box opens (Figure 150). S B

Specify the instance and index of the new row and click the

OK button.

Add new table instance

E o e

Index of ifEntry
Object Syntax Base Syntax
& ifindex INTEGER INTEGER

Figure 150: Add New Table Instance dialog box

The new row is added to the SNMP table displayed in the Table View window.

In the new row, you can edit any table object instance value that can be modified. For
instructions see the Modifying Values of Table Object Instances Directly in Table
View section

9. To create the added row in the contacted SNMP agent, click = ﬂ
the Commit toolbar button.

Commit
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18 GRAPHIC REPRESENTATION OF OBJECT INSTANCE VALUES

This section describes how to use the Performance Graph window to monitor the values
of numerical MIB object instances in form of a graph (line chart).

You can open the Performance Graph window and start graphing the desired SNMP
variables (values of MIB object instances) in several ways:

The easiest way to start graphing a SNMP variable is to select a scalar or columnar
object of a numeric type in the MIB tree and choose the Graph pop-up command on it, as
described in the following section.

You can also open a new Performance Graph window from the Tools menu and then
add variables to it by clicking the New Graph button and specifying the variable
properties in the dialog box that appears or by using the drag&drop technique to add
numerical objects (leaf nodes) from the MIB tree in the main window to the Performance
Graph window, as explained in the section 18.2.

Several Performance Graph windows can be open at the same time and each can monitor one or
more variables from one or more SNMP agents.

18.1 Start Graphing Operation Directly from MIB Tree

1. After successfully contacting the SNMP agent, expand the MIB tree in the MIB
Browser main window and select a numeric scalar object (e.g., tcpInErrs) or
columnar object (e.g., ifInOctets), whose instance(s) you wish to monitor in a
graph (line chart).

Note: Valid objects are those that have a numeric base syntax (e.g., Integer, Counter, Gauge,
Timeticks,..). You can view the syntax of any MIB object in the MIB Node Properties window.

2. If you have selected a scalar object (&), right-click it and choose the Graph
command from the pop-up menu. Proceed in step 6 below.

3. If you have selected a columnar object (%), right-click it and choose the Graph |
Select Instance command from the pop-up menu.

4. The Select Table Instance(s) window appears, displaying all existing instances of the
selected columnar object (including the syntax and current value of each object
instance).
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B Select Table Instance(s) - EI@
i| @] 10003 -
Select Table Instance(s) to Query
10.0.0.9:if Table.ifEntry. 2 Search
Mo Instance  Mame Syntax Value i
&1 1 iflnCctets.l Counter32 512998216
@ Z2 2 iflnDctets.2 Counter32 3372499721
&3 3 iflnQctets.3 Counterd2 &4 =
&4 4 iflnOctets.4 Counterd2 &4
s 5 iflnDctets5 Counter32 25761630
e 6 iflnCictets.o Counter32 11577546
&7 7 iflnOctets.7 Counterd2 &4
& 8 iflnQctets.8 Counter2 B4
(50 g iflnOctets.d Counter32 2033475570
@ 10 10 iflnDctets. 10 Counter32 254087249
&1 o1 iflnCctets.11 Counter32 i34
@ 12 12 iflnQctets.12 Counter32 a4
13 13 iflnDctets.13 Counter32 103472814
@ 14 14 ifInOctets14 Counter32 64 e
DO0@ & SNMP 28 indexes found.

Figure 151: Selecting the instances of a columnar object to be plotted in the same graph

5. Select one or more instance that you wish to graph (use SHIFT+Click to select
adjacent rows or CTRL+Click to select non-adjacent rows) and click the Use
Selected Instances button in the Select Table Instance(s) window.

6. The Graph Line Type dialog box appears, prompting you to select the value to be
plotted. Select one of the following:

o Value - Absolute value of the object instance as retrieved from the SNMP agent.

a Delta - Difference in the object instance value of the current and previous query.

o Delta/Sec - Difference in the object instance value of the current and previous
query divided by the length of the polling interval.

7. The selected object instance(s) are added as variables to the Legend (lower) panel
of the Performance Graph window. MIB Browser starts polling the specified SNMP
agent and plotting the retrieved values as graph lines in the Performance Graph
window (Figure 152).
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Figure 152: Monitoring values of 4 SNMP variables in the Performance Graph window

18.1.1 Changing the Polling Interval

You can change the polling interval in the Performance Graph window by modifying the X
parameter in the Poll every X seconds input line in the toolbar of the Performance Graph
window.

18.1.2 Pausing and Resuming the Graphing Operation

If you wish to pause the graphing operation, uncheck the Poll every X seconds checkbox

in the Performance Graph window. The program stops polling the specified SNMP agent(s)

and plotting the graph line(s). Check this checkbox again to resume the graphing operation.
[¥] Poll every 5 = seconds

Figure 153: Start/pause the graphing operation and specify the polling interval
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18.2 Start Graphing Operation in Conventional Way

This section explains how to open a Performance Graph window from the Tools menu
and add variables to it by clicking the New Graph button and specifying the variable
properties in the dialog box that appears and by using the drag&drop technique to add
numerical objects (leaf nodes) from the MIB tree in the main window to the Performance
Graph window.

1. In the main window, select the Tools / Performance Graph
command or click the Graph toolbar button. Wl = ¥
2. A new, empty Performance Graph window appears (Figure 154). Graph
|H_:ﬂ Performance Graph E'@
B N = IIEENIES |’F" 7| Poll everyl 10 = seconds v |
1I:":I 1 1 1 1
L R ECREIEEE R ECREIEEE E REGECEET RS E REGECEET RS
60.0 F---mmmmmmmmeee Rt Rt S CRECEEEE S CRECEEEE
L paseanasasaas paseanasasaas praseanenasaes praseanenasaes
L o o oosnnneasees oosnnneasees
0.0 i ; ; i
12:00:00 AM 12:03:20 AM 12:06:40 AM 12:10:00 AM 12:13:20 AM 12:16:40 AM
Last Average Min Max
Mo Graph 5 Mame Agent Port Protocol Syntax Status

Figure 154: Empty Performance Graph window
When the Performance Graph window is displayed, you can either load already defined

graph parameters from a previously saved MIB Browser Graph (XML) file or specify new
parameters in the Graph Properties dialog box.

18.2.1 Loading Graph Parameters From File

1. Click the Load Graph From File toolbar button in the
Performance Graph window. = EI
The Open dialog box appears. Load Graph From
File
Select an *.mbgx or *.mbg file that you want to load and

click the Open button. See also the
4. Appendix: MIB Browser File Formats.

The program starts plotting a graph in the Performance Graph window (Figure 156).
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18.2.2 Adding a Variable to Performance Graph Window

To add a new variable to the Performance Graph window, click
the New graph toolbar button or select the New Graph pop-up - E5|
command. This will open the Graph Properties dialog box (Figure 155).

New graph

Graph Properties @

Current settings ID

10.0.3. 129:ifEntry.iflnOctets. 11 > [— %
Agent 10.0.3.129 » [ [ color: [mm——-
Object  13.6.1.2.1.2.2.1.10 + =] shape:

Index 11 Width: | —
Type cntr32 Scale: |10 -

-

Show: | Value -

OK ]I Cancel ‘

Figure 155: Graph Properties dialog box

Specifying Variable Properties

To specify variable properties in the Graph Properties dialog box, you can select one of
the existing set of parameters from the Current settings ID drop-down list or you can
specify the parameters manually, following the guidelines below:

1.

To define or change a remote SNMP agent, enter the agent's IP address or select it
from the Agent drop-down list.

Tip: If you wish to adjust SNMP access parameters, click the SNMP Protocol References
toolbar button and define them in the SNMP Protocol Preferences dialog box.

Into the Object input line, enter the OID of the object that you wish to monitor. The
object must have a numerical base syntax (e.g., Integer, Counter, Gauge, etc.). You
need to specify the instance of the object by entering it into the Index input line
(Figure 155). For scalar objects the instance is zero (0). For columnar objects you
can specify the instance by selecting it from the Select Table Instance(s) window.

The desired object can also be selected from the MIB tree in
the Select Object Identifier window, which displays after =@
clicking the Select OID from MIB Tree toolbar button. If you SelecleIDirom
select a columnar object, the Select Table Instance(s) MIB Tree
window appears, where you can select the desired instance
by double-clicking it in the window.

On the right side of the Graph Properties dialog box, select the color, shape and
width of the graph line and adjust the scale, if necessary.
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4. From the Show drop-down list, select among:
o Value - The graph shows the actual value retrieved from the SNMP agent.

a Deltal/interval - The graph shows the difference between the currently and the
previously polled value.

o Delta/Sec - The graph shows the difference between the currently and the
previously polled value divided by the length of the polling interval.

5. Click the OK button to close the Graph Properties dialog box. The program starts
plotting a graph line (Figure 156).

[H_H Performance Graph * E'@ ﬁ
B pollevery(10_E] seconds =

1,26
1L1G  fommmmmeemmmmme-
1L1G  fo-----mmmme---
996.3M -
936.4M f----mmmmmmnnnn-
BTE.5M fo-nmmmmmmmmone- -
816.6M ------=nnmnnnn- r
756, 7M T ---mm e o= e oo
fr

P

BO95,7M T ------p#------
635.8M 1

578.9M y y
1:42:53 PM 1:46:15 PM 1:49:46 PM 1:52:56 PM

(RN I [0 I U I O I [ |

R e L e e e e

Last 1126083803 | Average1087913140 | Min 986847260 | Max 1126083603

Mo  Graph 5  Mame Agent Port Protocol Syntax  Status
1 —— @ 1003129:ifEntry.ifnOctets.11 1003129 161 B SNMPv1  cntr32  Normal
] 1 b

Figure 156: Retrieved values of an object instance presented in a graph chart

Note: In the Performance Graph window, the Legend panel below the Graph panel contains a list of
currently displayed graph lines with their properties. Above the graph list, you can see the last,
average, minimum and maximum value of the currently selected graph line.

Tip: The window toolbar, legend and status line can be either shown or hidden by using the View
Toolbar, View Legend and View Status Line toggle commands in the Performance Graph window
pop-up menu. In the pop-up menu, you can also select between the Fix Y Axis Lower Margin to 0O
or the Fix the Y Axis Lower Margin to the -10% range, which is normally used when the monitored
OID values are very low.
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18.3 Adding Additional Variables to Graph

In the Performance Graph window, you can simultaneously monitor different variables
from different SNMP agents.

To add more variables (object instances) to the Performance Graph window, you can either:

a Click the New Graph toolbar button ) in the Performance Graph window and
specify the variable parameters in the Graph Properties dialog box that appears (see
the Adding a section), or

o Drag&drop numerical objects (leaf nodes) from the MIB tree in the main window to
the Performance Graph window (Figure 157).

18.3.1 Adding Variables by Using Drag&Drop Technique

1. After successfully contacting the SNMP agent, expand the MIB tree and select a
numeric scalar object (e.g., tcpInErrs) or columnar object (e.g., iFInOctets),
whose instance(s) you wish to monitor in a graph (line chart).

Note: Valid objects are those that have a numeric base syntax (e.g., Integer, Counter, Gauge,
Timeticks,..)

2. Drag&drop the selected object (leaf node) from the MIB tree in the main window to
the Performance Graph window (Figure 157).

#4 MG-SOFT MIB Browser Professional Simulator Edition ol ==
File Edit View SNMP Action Teols Window Help

ANORHO i Pl e TBFd| @m\

Query |MIB_ [ Ping |

Remote SMNIMP agent Split Command line [ﬂ Performance Graph - 10.0.0.27:fEntry.iflnOctets. 1 *
- BB e :
MIB tree - 20g : . :
4 5 fTable - 186G
4 (3 ifEntry 166G
& iflndex i;g
o J ?fDescr — I:DG . - . L
G ifType £ 300.0M B 5 focoooee
& ifMtu 500.0M ; . oo omeeos
& ifSpeed — || || 200.0m L L 5 e
& ifPhysAddress Drag&Drop —_13909-9( : : :
I
G ifadminStatus 1112:45 AM 111421 AM  11:15:03AM  11:17:48 AM
& ifOperStatus
@ ifLastChange Last 1885822304 |A\reraue 1880858794 | Min 1858511697
: e
@ fﬂnOctets | Me  Graph S MName Agent
& ifInlcastPkts
& iflnNUcastPkis St —— @ 100025iEnty.finOctets10  10.0.0.:
Query results -
" < | i
S r D0 Polling.
0013612122110 & oumed Q09 B

Figure 157: Using Drag&Drop technique to add a new variable to the Performance Graph window
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o |If you have used the drag&drop technique to add a scalar object, its only
instance (.0) is automatically selected and the variable is added to the
Performance Graph window (which starts plotting its value).

o If you have used the drag&drop technique to add a columnar object, the Select
Table Instance(s) window appears, displaying all existing instances of the
selected columnar object (including the syntax and current value of each object
instance). Select one or more instance that you wish to graph and click the Use
Selected Instances button in the Select Table Instance(s) window (Figure 151).

3. The selected object instance(s) are added as new variables to the Legend (lower)
panel of the Performance Graph window. MIB Browser starts polling the specified
SNMP agent and plotting the retrieved values of new variables as graph lines in the
Performance Graph window - upper panel (Figure 158).
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Figure 158: Performance Graph window with three graph lines

4. You can resize the Graph and Legend panels relative to each other by dragging the
horizontal panel divider line up or down.

178



MG-SOFT MIB Browser — User Manual Graphic Representation of Object Instance Values

18.4 Editing Graph Settings

You can maodify the properties of variables plotted in the Performance Graph window.

1. In the list of graph lines bellow the graph panel, click the
variable that you wish to edit (Figure 158).

Tl _
2. Click the Edit Graph toolbar button or simply double-click the B
selected variable. Edit Graph

3. The Graph Properties dialog box opens. Modify the variable
properties, as described in the Specifying Variable Properties section.

Deleting Variables

You can delete individual graph lines from the Performance
Graph window. Select the graph line that you wish to delete from = EI
the graph list and click the Delete Graph toolbar button or pop-up

Delete Graph
command.

Clearing the Graph Panel

If you click the Reset All Graphs toolbar button, MIB Browser will

clear the Graph panel and start plotting graph lines with defined = ﬁ
parameters from the beginning of the Graph panel. Reset All Graphs

18.5 Saving Graph Settings to File

After you have added and configured all variables in the Performance Graph window, you
can save the settings to file for later use. Furthermore, you can also save the current
contents of the Graph panel to a bitmap file.

Saving the current set of graph parameters:

1. In the Performance Graph window, click the Save Graph To
File toolbar button. The Save As dialog box appears. @ = E
In the Save As dialog box enter the file name. E_alve Graph To
e
Click the Save button and the graph parameters will be saved

to a file with the * _mbgx extension. See also the

4. Appendix: MIB Browser File Formats.

Saving the contents of the Graph panel as image:

1. Click the Save Graph Image To File toolbar button. The
Save As dialog box appears. =

2. Make any changes necessary, including the file name or the ISaVe GTrap|:h-|
directory in which the graph shall be saved. hefe 1O [FkE

3. Select the desired file type and click the Save button.
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Example: How to continuously monitor and present in a graph the throughput of a network
interface (in octets per second in both directions)?

To open the Performance Graph window, click the Tools / Performance Graph
command. In the Performance Graph window, click the New Graph toolbar button to open
the Graph Properties dialog box. Into the Agent drop-down list in the Graph Properties
dialog box, specify the IP address of the SNMP agent that you wish to query. Click the
Select OID from MIB Tree toolbar button and in the expanded MIB tree double-click the
iTInOctets node. In the Select Table Instance window, double-click the index of the
instance that you wish to monitor. From the Show drop-down list in the Graph Properties
dialog box, select the Delta /Sec option and click the OK button. The Graph Properties
dialog box closes and MIB Browser starts plotting a graph line. The values of the graph line
present the number of octets per second received on the selected interface.

- %paf_ormizeﬁ_raph_ - E@ .
I \ﬁl lAI\E“E =) lﬁllﬁl lil ¥ Poll every 1 = seconds lEl
56.7k
510k

0.0
12:22:54FM 12:26:14 PM 12:12:54PM 12:16:14 PM 12:19:34PM 12:22:54 PM
Last 7447 Average §751 Min 0 Max 39307
Mo Graph 5  Mame Agent Port  Protocol Syntax  Status
i 10.0.3157:ifEntry.ifinOctets.11 1003157 161 & SNMPvl  cntr32  Normal
— @ 10.0.3157:fEntry.ifOutOctets.11 10.0.3157 161 & SNMPvI  cntr32  Normal

L L 3

Figure 159: Graphical presentation of the number of octets per second received in (blue line)
and transmitted out (red line) of the interface

To present the number of octets per second transmitted out of the interface, click the
New Graph toolbar button in the Performance Graph window and in the MIB tree double-
click the 1fOutOctets node. To monitor the same interface, select the same index as
before in the Select Table Instance(s) window. Choose the Delta /Sec option in the
Graph Properties dialog box and click the OK button. MIB Browser adds a new graph line
to the Graph panel and simultaneously monitors and plots the changing value of octets
per second transmitted out and received in the interface.
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19

RECEIVE SNMP TRAP AND SNMP INFORM NOTIFICATION
MESSAGES

MIB Browser can receive SNMP Trap and SNMP Inform notification messages sent from
arbitrary SNMP devices or applications on the network. In this section, you will learn how
to use the SNMP Trap Ringer Console window to view all received SNMP notification
messages, how to search and display only those SNMP notifications that match the
search criteria and how to configure MIB Browser's settings to adjust the SNMP trap
reception to your preferences.

19.1 Receiving SNMPv1l and SNMPv2c Notification Messages on

Standard Ports

To receive SNMPv1 Trap notifications or SNMPv2c Trap and Inform notifications on the
standard SNMP Trap ports UDP/IPv4 162 and UDP/IPv6 162, no special setup is
required. While running, MIB Browser automatically receives and displays all valid
SNMPv1 and SNMPv2c Trap and Inform notification messages sent to the standard Trap
ports (i.e., UDP/IPv4 162 and UDP/IPv6 162) of the host computer.

Note: SNMP over IPv6 (including receiving SNMP Trap messages over UDP/IPv6 transport protocol)
is available only in the DOCSIS/DH and better editions of MG-SOFT MIB Browser Pro.

19.1.1 Viewing Received SNMP Notification Messages

SNMP Trap and Inform notification messages received from
SNMP devices on the network are displayed in the SNMP Trap
Ringer Console window. To view the received messages: w = @

1. Open the SNMP Trap Ringer Console window by using the SNMP Trap Ringer
Tools / Trap Ringer Console command or the SNMP Trap SR
Ringer Console toolbar button in the main window.

2. The SNMP Trap Ringer Console window appears displaying the received SNMP Trap
and Inform notifications (Figure 160).

‘@ SMMP Trap Ringer Censcle EI@
()l 5 i ) ) | DT o &
2 Search A Mo data,
Mo Time Matification Version  Message Type Destination A..  Destinat.. Transport
A1 51358, Generic: coldStart SMMPvl Trapivl) 16925444198 162 IP/UDP
A2 520144, Generic: linkUp SMNMPvl  Trapivl) 169.254.44.198 162 IP/UDP
A3 5:20:50.. Generic: linkUp SMIMPv1  Trapivl) 169.254.44.198 182 IP/UDP

4 1 b

3 5MMP netifications received.

Figure 160: SNMP Trap Ringer Console window with received SNMP notification messages
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3. To specify which properties of received SNMP notifications
should be shown, open the Notification Console Properties
dialog box by clicking the Preferences button in the SNMP
Trap Ringer Console window toolbar and select the desired

properties.

EN

Preferences

4. To see details about the received SNMP notification message in a tree structure, with
all properties and variable bindings, click the corresponding line in the Trap List (left)
panel and the selected message will be displayed in a tree structure in the Trap
Details (right) panel (Figure 161).

'@ SNMP Trap Ringer Console

B w5 H a8 & |rause

[E=8 EoR X3
o

P Search 4 linkDown.0
Message reception date: 9.1.2015
No  Time Notification Version Message Type Source Address |« Message reception time: 15:42:19,354
A2 151710.. Generic: linkUp SNMPV1 Trap{vl) 1000178 L (5 Time stamp: 0 days 00h:58m:145.65th (349465)
A3 1517:20.. Generic: linkp SNMP1 Trap(vl) 1000178 A Message type: Inform
A4 151748.. coldStartd SMMPv2e  Motification feB0::247:5359:f256:48a %10 Protocol version: SNIMPv3
45 153743.. 12tpTunnelAuthFailured SNMPv2c  Inform 1003163 Transport: IPv6/UDP
A6 153748.. RtpTunnelAuthFailured SNMPv2c  Inform 10.0.3.163 5 Agent
A7 153753.. DtpTunnelAuthFailured SNMPv2c  Tnform 1003163 Address: fe80:24f7:5359:256:482%10
48 153758.. RipTunnelAuthFailured SNMPv2c  Inform 1003163 Port: 62864
A9 153803.. [2tpTunnelAuthFailured SNMPvZc  Inform 1003163 £ Manager
10 1540080 inkDown.0 SNVPYE Tnform Fe80-120f7:5350:956:483 561 0 Address: i1
A7 11 15:45:38.,  ads2linePedLOSSThreshAtuc  SMMPvZe  Motification 1003163 Port: 162
. B= Security parameters
A7 12 15:55:55.. rdbmsStateChange.0) SNMPv2e  Motification  10.0.0.215 - _— .
R - ¥ Security level: Authentication and Privacy
A 13 15:58:11.. Generic: authenticationFailure  SNMPy1 Trap(vl) 1000178 % Security name: SHA_AESL28 User
A 14 15:58:18.. Generic: authenticationFailure  SMMP1 Trap{vl) 1000178 ¥ Security engine ID: 0x80 0:00 0:05 0:23 001 004 0:00 000 0xE2
A715 16:04:40..,  dialCtiPeerCallSetup.0 SNMPv2e  Motification  fe80::136:7176:3190:dc55%11 » Context engine ID: 0x80 000 005 023 001 0x0A (500 0x00 0xB2
A 16 16:08:47... d=dlineStatusChanged SNMPv3 Notification  fe80:d5a8:a2af:a970:961 %1 % Authentication protocol: HMAC SHA
A 17 16:14:49.. authenticationFailure.0 SNMPv3 Notification ~ 10.0.3.163 % Privacy protocol: CFB AES 128
A 18 16:21:17.. mplsTunnelDownd SMMPv2c  Motification 100217 = Bindings (6)
A19 16:22:28.. coldStart.d SNMPv2e  MNetification 100217 @ Binding #1: sysUpTimelnstance ™™ (timeticks) 0 days 00h:58m:14565th
A 20 16:24:55...  linkUp.0 SNMPv2c  MNotification 100217 @ Binding #2: snmpTrapOID0 = (object identifier) linkDown.0
A 21 16:24:55...  linkUp0 SMMPv2e  Motification 100217 0 Binding #3: iflndex] ™ (integer) 1
A 22 16:24:56... linkUp.0 SNMPv2c  Notification 100217 @ Binding #& ifAdminStatus.1 ** (integer) up(l)
# 23 16:24:56... linkUp.0 SNMPv2c  Notification 100217 3 Binding #5: ifOperStatus1 *** (integer) down(2)
A 24 16:2543.. Generic: authenticationFailure  SNMPvI  Trap(vl) 1000178 @ Binding #6: snmpTrapEnterprise0 ™ (object identifier) mg-soft
4 L1} | * 4 | I | 3
4865 SNMP netifications received. M:50% L:95%

Figure 161: Selected SNMP notification message displayed in a tree structure (right panel)

Note: MIB Browser provides more information about the received SNMP Trap or Inform notification if
the MIB module, which defines that SNMP Trap or Inform notification, is loaded in MIB Browser. For
instructions on loading MIB modules, see the Manually Loading MIB Modules section.

5. If you want to see the decoded form of received SNMP
notification messages, open the Generic SNMP Trace For
Trap Ringer window by clicking the Generic SNMP Trace
button in the SNMP Trap Ringer Console window toolbar.

[&)- &

Generic SNMP
Trace

Note: The SNMP trace feature is available only in the Developer's and Simulator editions of
MG-SOFT MIB Browser Pro. For more information on how to use it, see the Decoding SNMP
Notification Messages section.

182



MG-SOFT MIB Browser — User Manual Receive SNMP Trap and SNMP Inform Notification Messages

6. Notification messages that are listed in the left panel can be colored (Figure 161)
based on the SNMP protocol version and message type (SNMPvl, SNMPvZ2c,
SNMPv3, Trap or Inform messages). Colors can be set in the MIB Browser
Preferences dialog box in the Trap Ringer Console Preferences panel (Tools /MIB
Browser Preferences command /Trap Ringer entry), Figure 162.

[ MIE Browser Preferences @ﬂ
Other -

Agent Profiles

MIB Trap ringer conscle
1zakle notifications Verfy trap recepticn on startup
Node Info [T Disable notificati ‘erify trap recepti P
Query Results Pop-up on SMMP notification [T Filter verification trap
Colors Beep on SMMP netification Map SMMPL traps through enterprise
Formatting Stop recording on low memory Stop recording al 95 5% of mem usage
Opaque
et Generic SMMP trace preferences (Trap ringer window)
Info Start recording at startup
Discovery = Colors
Takle View SMMPvI Traps E] Bad notification format E]
Edit SNMPv2c Tra Py :
Py ps SMMPvZe Informs
rgent Compare (-
] SMMPv3 Traps SHMPY3 Informs
Trace
Windows Uze color settings from Query Results Colors for Trap Ringer Details Panel
4 k; [ Rring
Trap Ringer
Forts -

Trap Ringer Console Preferences

oK ] [ _ancel

Figure 162: Trap Ringer Console Preferences panel in the MIB Browser Preferences dialog box

19.1.2 Identifying SNMPv1 Trap Notifications through Enterprise OID

MIB Browser can resolve Specific SNMPv1 Trap notifications through the SNMPv1 Trap
number value and through the Enterprise OID value.

To resolve SNMPv1 Trap notifications also through enterprise value:

1.

Select the View / MIB Browser Preferences command to open the MIB Browser
Preferences dialog box.

In the MIB Browser Preferences dialog box, switch to the Trap Ringer Console
Preferences panel (Trap Ringer preferences) and check the Map SNMPv1 traps
through enterprise checkbox (Figure 162). Click the OK button.

When you click an SNMPv1 Trap notification in the list of notifications, MIB Browser
resolves it through enterprise and in the Specific Trap MIB Lookup Results folder
contains the line displaying the name of the SNMPv1 Trap and the name of the MIB
module that defines it (Figure 163).
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' .t SNMP Trap Ringer Console EI@ |
Clpause =

2 Search 4 4 bgp:bgpEstablished(1])

Mo

4

A1 4:20.. Specficl SMMPvl  Trapivl) (5 Tirme stamp: 0 days 07h:06m:455.03th (2560503)

Message reception date: 5/7/2012
Time  Motification  Versien  Message Message reception time: 4:20:28.625 PM

A" Message type: Trap (v1)
Protocol version: SNMPvL
Transport: IP/UDP
4 3 Agent
Address: 10.33.212.1
Port: 4204
4 3 Manager
Address: 10.0.3.146
Port: 162
B= Community: public
Ly SNMPVL agent address: 10.33.212.1
Lia Enterprise: bgp
a |1 Specific Trap MIB Lockup Results
A" Mame: bgpEstablished, Module: RFC1268-MIB, Enterprise: bgp
4 | Bindings (3)
% Binding #1: bgpPeerRemoteAddr.3 *** (IpAddress) 10.33.2121
% Binding #2: bgpPeerLastError.3 ** (OCTET STRING) 0
Q Binding #3: bgpPeerState.3 *** (INTEGER) established(6)

UL F

1 SMNMP notifications recened.

Figure 163: SNMPv1 Trap message resolved through the SNMPv1 Trap number and the
Enterprise value

Example:

How to identify the received SNMPv1 Trap also through the Enterprise value?

When a Specific SNMPv1 Trap notification is received, MIB Browser by default identifies
it by two parameters: by the SNMPv1 Trap number value (e.g., 1) and by the Enterprise
value (e.g., bgp). If any of the loaded MIB modules defines an SNMPv1 Trap with the
given Trap number and Enterprise value, the received SNMPv1 Trap is considered
identified and its name is displayed in the top row of the Trap Details window panel
(Figure 163). Furthermore, the Specific Trap MIB Lookup Results folder contains only one
line displaying the name of the SNMPv1l Trap and the name of the MIB module that
defines it.

To disable trap resolving through enterprise, uncheck the Map SNMPv1 traps through
enterprise checkbox in the MIB Browser Preferences dialog box in the Trap Ringer
Console Preferences panel (Tools / MIB Browser Preferences command /Trap
Ringer entry). In this case, MIB Browser resolves an SNMPv1 Trap notification only
through the SNMPv1 Trap number value (e.g., 1) and in the Specific Trap MIB Lookup
Results folder lists all possible matches, i.e., all SNMPv1 Trap names with this specific
SNMPv1 Trap number, defined in loaded MIBs (Figure 164).
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741.53161924211038 ms

=N B =

(5[5 il [ ][5 Do |

=

< |

UL

B Search
Mo Time  Motification Version Message
A1 423.. Specficl SNMPvl  Trap(vl)

4 A4 Specificl

Message reception date: 5/7/2012
Message reception time: 4:20:28.625 PM
(5 Tirne stamp: 0 days 07h:06m:455.03th (2560503)
A Message type: Trap (v1)
Protocol version: SMMPvL
Transport: IP/UDP
4 _QL Agent
Address: 10.33.212.1
Port: 4204
4 2 Manager
Address: 10.0.3.146
Port: 162
B= Community: public
.=$ SNMPwv1 agent address: 10.33.212.1
lia Enterprise: bgp

4 |7y Specific Trap MIB Lookup Results
A Mame: bgpEstablished, Module: RFC1269-MIB, Enterprise: bgp
A7 MName: frDLCIStatusChange, Module: RFC1315-MIB, Enterprise: frame-rela
A Mame: x25Restart, Module: RFC1382-MIB, Enterprise: x25

a |7 Bindings (3)
& Binding #1: bgpPeerRemotelfddr.3 ** (IpAddress) 10.33.212.1
& Binding #2: bgpPeerLastError.3 ** (QCTET STRING) 0
@ Binding #3: bgpPeerState.3 ™ (INTEGER) established(@)

(L I

1 SMNMP notifications received.

Figure 164: SNMPv1 Trap message resolved only through the SNMPv1 Trap number value
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19.2 Receiving SNMPv3 Notification Messages

To enable receiving SNMPv3 Trap and Inform notifications, you need to select or
configure an SNMPv3 user profile in the MIB Browser Preferences dialog box, in the
Notification SNMPv3 Security Preferences panel (Figure 165). MIB Browser will receive
only those SNMPv3 notification messages that match the security parameters of the
specified SNMPv3 user profile.

1. To open the MIB Browser Preferences dialog box, select the View / MIB Browser
Preferences command.

2. Choose the Trap Ringer / SNMPv3 entry in the navigation tree to display the
Notification SNMPv3 Security Preferences panel.

3. To use an already configured SNMPv3 USM user profile, click the Load User
button and select the desired profile in the SNMPv3 USM User Profiles window that
appears. If no SNMPv3 USM user profile exists yet, you can create it in the
SNMPv3 USM user profile window as described in the Creating New SNMPv3 USM
User Profile section.

4. To edit the selected SNMPv3 user profile, click the Edit User button. Edit the
parameters of the selected user profile in the SNMPv3 Security Parameters (USM)
dialog box that appears.

5. Click the OK button. The selected SNMPvVv3 user profile name and security level is
displayed in the Notification SNMPv3 Security Preferences panel (Figure 165).

MIE Browser Preferences @
4 M “| Notification SNMPv3 Security Preferences
Mode Info
4 Query Results SMMPv3 security parameters
Colars Uzer profile name:  mdSdes
4 Formatting Security level: Authentication and Privacy
-_ it User...
Opaque Security EngineID:  80.00.05.23.01.04.00.03.92 (hex) _
Set Engine Boots: 54 Delete | st
Info
Discovery

4 Table View
Edit
Agent Compare

m

a Trace
Windows
4 Trap Ringer
Ports
SMIMPw3
IEEE -

0K ] ’ Cancel

Figure 165: Notification SNMPv3 Security Preferences panel
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19.3 Sound Notification on Received SNMP Notification Messages

When an SNMP notification is received, MIB Browser plays the
Windows system default beep sound if the Beep on SNMP
notification checkbox in the MIB Browser Preferences dialog
box (Trap Ringer Console Preferences panel) is checked. If you
do not hear a beep when you receive an SNMP notification,
make sure your speakers are properly connected to your
computer and turned on that the volume is adjusted to an
appropriate level. If you still do not hear the sound, the system
Default Beep sound might be disabled. In order to change that
(on Windows operating system):

1. Open the Control Panel window (Start /Settings / Control
Panel).

2. Select the Sounds and Audio Devices or the Sounds entry
(depending on your Windows version) to open the Sounds
window. In the Sounds tab, select the Default Beep
event and assign it a * _wav file.

3. Click the OK button.

Note: If you check
the Pop-up on
SNMP notifications
checkbox in the MIB
Browser
Preferences dialog
box (Trap Ringer
Preferences panel),
the SNMP Trap
Ringer Console
window will open
automatically (if not
already open) when
a new SNMP Trap
or Inform message
is received.

19.4 Acknowledging Received SNMP Notification Messages

1. In the SNMP Trap Ringer Console window, click the Acknowledge Notifications
toolbar button or use the Acknowledge Notifications pop-up command.

2. The program sets an ACK flag to all received SNMP Trap and Inform messages and
the alarm clock in the MIB Browser status bar (main window) stops “ringing”.
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19.5 Searching and Filtering SNMP Notification Messages

MIB Browser offers the convenient Live search tool |)? Search | in the SNMP Trap
Ringer Console window. The Live search tool lets you perform incremental text search to
quickly find and display only those SNMP notification messages that match the search
criteria, i.e., contain the entered text in one or more of the selected search categories.

SNMP notifications can be searched for by virtually any category (property), like the
notification name, reception date and time, source address, included variable bindings, etc.

Note that once you enter text into the Live search box, the search is automatically started and
it remains active until you cancel it. Active search behaves as a continuous display filter,
meaning that only those newly received SNMP notifications that match the search criteria are
displayed in the SNMP Trap Ringer Console window (until the search is canceled).

To search for and filter SNMP notification messages:

1. Open the SNMP Trap Ringer Console window by using the T = @
Tools /Trap Ringer Console command or the SNMP Trap SNMP Trap Ringer
Ringer Console toolbar button in the main window. Coisels

2. The SNMP Trap Ringer Console window appears displaying the received SNMP Trap
and Inform notifications (Figure 160).

¥ SNMP Trap Ringer Console EI@
(85 ]2 Dpouse =)
R search A linkDown.0
Message reception date: 4/26,/2012

Ne  Time MNotification Version Message Type * Message reception time: 3:21:04.821 PM

A1 3:21:04.. linkDown.0 SNMPv2c  Motification (D Time stamp: 40 days 10h:44m:15s.45th (349465545)

A2 3:21:22..  enterprises.544.2.4.01043 SNMPv2c  Motification A Message type: Notification (Trap)

A3 332, Specific:13 SNMPv1  Trap(vl) Protocol version: SNMPv2c

A4 321:53.. Generic: coldStart SNMPv1  Trapfvl) Transport: IP/UDP

A5 3:21:56..  Generic: authenticationFai.. SMNMPvl  Trap(vl) 2 Agent

A6  32201.. Generic authenticationFai.. SNMPv1  Trap(vl) Address: 10.0.0.178

#'7  32206.. Generic: linkUp SNMPvL  Trap(vl) Port: 4819

A8 3:2206.. Generic: linkUp SNMPv1  Trap(vl) & Manager

A9 3:2206.. Generic: linkUp SNMPV  Trap(vl) 'S:i’elz 1003146

A 10 3:22:06.. Generic: linkUp SNMPv1  Trap(vl) R X

A 11 3:2206.. Generic: linkUp SNMPV  Trap(vl) &= Community: public

— 1 Bindings (7)
A7 12 3:22:06.. Generic: linkUp SNMPv1  Trap(vl)

@ Binding #£1: sysUpTimelnstance = {timeticks) 40 days 10h:44m:15s

A 13 3:2206.. Generic: linkUp SNMPv1  Trap(vl) @ Binding #2: snmpTrapOID.0 ~** (OBJECT IDENTIFIER) linkDown.0
A 14 3:22:06... Generic: linkUp SNMPv1  Trap(vl) % Binding #3: ifindex1 *** (Interfacelndex) 1 [1]

#4715 3:2206.. Generic: linkUp SNMPv1  Trap(vl) @ Binding #4: ifDescr.1 *** (DisplayString) Intel(R) 82578DM Gigabit I
A 16 3:22:06.. Generic: linkUp SNMPv1  Trap(vl) @ Binding £5: ifAdminStatus.1 ** (INTEGER) up(1)

#7171 3:2206...  Generic: linkUp SNMPv1  Trap(vl) @ Binding #6: ifOperStatus.1 = (INTEGER) down(2)

A7 18 3:22:06.. Generic: linkUp SNMPv1  Trap(vl) @ Binding #7: snmpTrapEnterprise.) ** (OBJECT IDENTIFIER) mg-sofi
A7 19 3:22:06.. Generic: linkUp SNMPv1  Trap(vl)

A 20 3:22:06... Generic: linkUp SNMPv1  Trap(vl)

A 21 3:22:06.. Generic: linkUp SNMPv1  Trap(vl)

A7 22 3:22:30.. rdbmsStateChange0 SNMPv2c  Inform

A7 23 3:2231.. rdbmsStateChange0 SNMPv2c  Inform

A 24 322044, mcunitbupplyOffTrap SNMPv2c  Notification

A7 25 3:23:20..  mclinkDownTrap SNMPv2c  Inform

A7 26 3:23:41.. enterprises.544.2.4.01043 SNMPv2c  Motification
A 21 32411, Invalid notification format ~ SNMPv2c  Motification

A28 3:24:20..  meunitSupplyOnTrap SNMPv2c  Motification
“ T ¢ 4 T ¢
1338 SNMP notifications received. M:43% L:95%

Figure 166: SNMP Trap Ringer Console window displaying all received SNMP notification messages
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3. Inthe Live search tool located below the toolbar, click the search symbol (2).

4. The Search Options drop-down menu is displayed (Figure 89).

o

SMMP protocol version
Fil Motification

13

¥ SNMP Trap Ringer Console
B EEEEEEE
B Search
Ne Time Notification Sear:':h Columns
o
A1 321, linkDown.0 Date
A 1. P Time
= enter.pjrlsesf Source address
A3 2. Specific 13 Source port
A1 3:7.. Generic coll L Destination address
) Destination port
A5 3:21..  Generic: aut| [ Transport
A0 3122, Generic: aut
A7 322, Genernc link Message type
A8 3:22.. Generic: link| L] Community
. .. ||w1lTrap Parameters
A9 322, Generic: link Generic number
A7 10 3:22.. Generic: link| [ Spedfic number
) - Agent address
A 11 3:22..  Generic: link Time stamp
A7 12 3:22...  Genenc link| ] Enterprise OID
# 13 3:22.. Generic: link| /> Farameters
Context name
A 14 322, Generic: link| Yariable Bindings
A 15 3:22.. Generic: link| — Object Identifier
— Syntax
A 16 3:22..  Generc link| [ value
A 17 322.. Generic: link|3earch Options
— Match Case
A 18 3:22.. Generic: link| [ Match Whale Word Only
A 19 3:22..  Generic: link
A 20 3:22..  Genenc link
All Mone
A 21 322, Generic link ’ ] ] ’ o ]
A4 22 3:22.. rdbmsStateChangel  SMMPv2e

Inform

10.0.2.14

Figure 167: Setting the Live search options in the SNMP Trap Ringer Console

5. In the Search Options drop-down menu, select the desired search options by
checking the checkboxes in front of them. Select the columns or other notification
properties you wish to search in. For example, to search by the notification hames,
select the NotiFfication item in the Search Columns category (Figure 89). Click
the OK button at the bottom of the Search Options drop-down menu to close it an

apply the changes.

Select the Match case search option to make the search case sensitive. If this option is enabled,
the search will find only those strings in which the capitalization matches the one used in the

search query (e.g., ADSL will find ADSL, but not Adsl).

Select the Match whole word only search option to find only those strings that are whole words
and not part of a larger word (e.g., adsl will find adsl, but not adsl2).
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6. Click inside the Live search box and start typing the search query. The Live search
tool automatically performs incremental search as you type the characters into the
search box and progressively updates the list of narrowed results in the Trap List
window panel on the left hand-side.

For example, to find all SNMP notifications that contain the word down in their names,
start typing the word “down” into the Live search tool. The SNMP Trap Ringer Console
window (left panel) will display all SNMP notification messages that contain the entered
text anywhere in the name (Figure 90).

7. The search results (total number of matches) is displayed in front of the Live search
tool (Figure 90). The entered text functions as a continuous display filter, meaning
that newly received SNMP notifications that match the search criteria will be added to
the list of search results in the SNMP Trap Ringer Console window and the search
result count will increase.

@ SMMP Trap Ringer Console E'@
(85 i) 5] ) [ 2] ()| D pouse &
101 Notifications O down x Message reception date: 4/26/2012 -
Message reception tirne: 3:21:04 821 P
Mo Time Notification Version = (D) Time stamp: 40 days 10h:44m:155.45tF
A1 (1) 3:21:04.821 PM  linkDown.0 SMMPwic | A" Message type: Motification (Trap)
A 2 (25) 3:23:20997 PM mclinkDownTrap  SNMPv2c 3 Protocol version: SMMPw2c
A3 [46) 324:29220 PM linkDown SMMPv2c Transport: IP/UDP
A 4 (53) 3:24:29376 PM  Generic linkDown  SMMPvl _'5:'_ Agent
A 5(6)  3:24:29843PM  linkDown SNMPv2c Address: 10.0.0.178
A 6(81)  3:24:30113PM  linkDown SNMPv2c Port: 4519
A 7(116) 3:24:30.704 PM  Generic: linkDown  SNMPv1 £ Manager
4°8(119) 32430714 PM linkDown SNMPv2c Address: 10.0.3.146 L
A0 (1407 3:24:31 424 PM linkDown SMPMPv2c . Cnrz:nrﬁ:iij: public
A7 10 (152) 3:24:31.631 PM  linkDown SMMPv2c | Bindings (7)
A 11 (167) 3:24:31.961 PM  linkDown SMMPv2c @ Binding #1: sysUpTimelnstance ™
A7 12 (209) 3:24:32.844 PM  linkDown SMMPv2c @ Binding £2: snmpTrapOID.0 ** (O
A 13 (221) 3:24:33.097 PM Generic: linkDown  SMMPL & Binding #3: iflndex.1 *** (Interfacel
A 14 (257) 3:24:34 416 PM Genenc: linkDown  SMAMPw1 @ Binding #4 ifDescrl.l == (DisplaySt
A7 15 (200) 324:34.594 PM  linkDown SMMPv2c @ Binding £5: ifAdminStatus.1 = (IN
A7 16 (286) 3:24:35.017 PM  linkDown SNMPv2c @ Binding #6: ifOperStatus.1 * [INT
A7 17 (288) 3:24:35.038 PM  linkDown SMMPv2c i@ Binding #7: snmpTrapEnterprise.d
A4 19 (1AL 2IA.35 TS DRA  limbMaumn CRIRAD= D~ i
] m P | ] m P
1338 SMNMP notifications received. M4 396 L9559

Figure 168: Viewing the Live search results in the SNMP Trap Ringer Console

8. To cancel the search, click the Cancel Current Search symbol (x) in the Live search
box or delete the text from it. All received SNMP notifications are shown in the SNMP
Trap Ringer Console window when you cancel the search.
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19.6 SNMP Notification Messages on other UDP Ports

MIB Browser can be configured to listen for SNMP Trap and Inform notifications on other,

non-standard IPv4/UDP and IPv6/UDP ports, as described in this section.

19.6.1 Configuring a New L.istening Port

1. Select the View / MIB Browser Preferences command. The MIB Browser
Preferences dialog box appears.

2. Choose the Trap Ringer / Ports entry in the navigation tree to display the
Notification Port Preferences panel, listing the currently registered SNMP notification

ports and their statuses.
3. Click the Add button in the Notification Port Preferences panel.

P

MIB Browser Preferences

a MIB
Mode Info
4 Cuery Results
Colors
4 Formatting
Opagque
Set
Info
Discovery
4 Table View
Edit
Agent Compare
a4 Trace
Windows
4 Trap Ringer
Ports
SMMP3

m

Motification Port Preferences

-

=

Registered notification ports

Port Transport Status

162 (Default) IP/UDP Ready
162 (Default) IPvE/UDP Ready

Add...

Figure 169: Notification Port Preferences panel

4. The Select Port And Transport dialog box appears.

P

Port

“ Select Port And Tra nsport

Transpart

1161

EE—

—
IPv6/UDP [

Figure 170: Adding a new port for dialog box
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6.

Into the Port input line, type the number of the new port, select the desired transport
protocol and click the OK button.

A new port is added to the list of ports in the MIB Browser Preferences dialog box
and MIB Browser (actually MG-SOFT SNMP Trap Service) starts listening for
incoming SNMP notifications also on the newly added port.

19.7 Checking the SNMP Notification Reception Status

You can check the status of ports registered for receiving SNMP notifications in the MIB
Browser Preferences dialog box; in the Notification Port Preferences panel (Figure 169).

1.

Select the View / MIB Browser Preferences command. The MIB Browser
Preferences dialog box appears.

Choose the Trap Ringer / Ports entry in the navigation tree to display the
Notification Port Preferences panel, listing the currently registered SNMP notification
ports and their statuses, as follows:

o |If the Status column for a port (e.g., UDP 162) states Ready, MIB Browser
should successfully receive SNMP notifications on the given port.

o |If the Status column for a port (e.g., UDP 162) states Down the SNMP
notification reception on this port is not possible, probably because the port is
already occupied by some other running process. To solve the problem, you
need to terminate this process and restart MG-SOFT SNMP Trap service.

19.8 Copying and Saving SNMP Notification Messages

Information about received SNMP notification messages can be copied to the clipboard
(as text) and saved to an XML file, i.e., either Trap Ringer XML (.tr¥x) file format or
Multiple Variable Bindings XML (.mvbx) file format. A Trap Ringer XML file (.trfx) can
later be loaded into the Trap Ringer Console window (separate tab) for reviewing or into
the Multiple Operations window. A Multiple Variable Binding XML (.mvbx) file can be
loaded into the Multiple Variable Bindings window and Multiple Operations window, e.g.,
for sending SNMP notifications to the network.

To save all received SNMP notifications to a Trap Ringer XML file (.trfx):

1.

In the Trap Ringer Console window toolbar, click the Save to File button. The
standard Save As dialog box appears.

In the Save As dialog box navigate to the folder in which you want save the file.

From the Save as type drop-down list, select the Trap Ringer File XML (.trfx)
entry.

In the File name drop-down list, enter the name of the .trfx file.

Click the Save button to create the file and close the Save As dialog box. MIB Browser
might prompt you with a dialog asking if you want to save all notifications or only the
selected ones. Choose the first option to save all received notifications to a file.
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To save areceived SNMP notification to a Multiple Variable Bindings XML file (mvbx):

1.

In the Trap Ringer Console left window panel, select the SNMP natification you want
to save.

Click the Save to File toolbar button. The standard Save As dialog box appears.
In the Save As dialog box navigate to the folder in which you want save the file.

From the Save as type drop-down list, select the Multiple Variable Bindings
File XML (-mvbx) entry.

In the File name drop-down list, enter the name of the .mvbx file.

Click the Save button to create the file and close the Save As dialog box. MIB
Browser might display a dialog asking if you want to save all notifications or only the
selected ones. Choose the first option to save all received notifications to a file.

To copy details about a SNMP notification to the clipboard:

1.

In the Trap Ringer Console left window panel, select the SNMP notification whose
details you want to copy to the clipboard.

Right-click inside the right window panel and choose the Copy Full Tree pop-up
menu command.

MIB Browser copies the displayed information to the clipboard (as text).

Open any other application (e.g., Notepad); paste the contents from the clipboard and
save it to a desired location.
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19.9 Information About SNMP Notification Messages

To obtain more information about SNMP Trap and Inform notifications, view the
properties of objects that represent them, as described in this section.

19.9.1 Information About SNMPv2c and SNMPv3 Notifications

SNMPv2 notifications have OID values assigned and are represented in the MIB tree as
NOTIFICATION-TYPE nodes (#°). SNMPv2 notifications are conveyed by means of
SNMPv2c and SNMPv3 Trap and Inform messages.

1. Inthe MIB tree pane of the main window, right-click the NOTIFICATION-TYPE object
(#") that you wish to read more information about and select the Properties pop-up
command (Figure 171).

MIB tree

4] iso
4 |1 0org
4 | dod

4 [ internet
4 | mgmt
a [ mib-2

+ I interfaces
4 | transmission
4 [55 adsI2MIB
a |7 adsl2

4 [ adsl2Motifications

A4~ adsl2LinePerfFECSThreshAty-—
A adsl2LinePerfFECSThreshit i=i Contact
A adsl2LinePerfESThreshAtuc | 297 Walk
A adsl2LinePerfESThreshAtur # Prompt For OID...
A adsllLfnePerfSESThreshAtuc % Multiple Variable Bindings...
A adsl2LinePerfSESThreshAtun . i ]
A adsl2LinePerfLOSSThreshat| £ Multiple Operations...
A adsl2LinePerfLOS5ThreshAt oo Expand
A adsl2LinePerfUASThreshAtu
] Collapse
A adsl2LinePerfUASThreshAtu
A adsl2LinePerfCodingViclatic Get
A adsl2LinePerfCodingViclatic 28 GetNext
A adsllinePerfCorrectedThre] s
A4 adsl2LinePerfCorrectedThre dg GetBu
A adsl2LinePerfFailedFulllnitTH Set...
A adsl2LinePerfFailedShaortinit] -
) Table View
A adsl2LineStatusChangehtuc
A adsl2LineStatusChangeftur i Infa
4 [ adsl2Line )

4 B adsl2LineTable % Find

4 I3 adsl2LineEntry Copy OID

Q adsl2LineCnfgTempl
@ adsl2LineflarmCnfg]
@ adsi2LineCmndConf| B Properties..
@ adsl2LineCmndConfLast

Figure 171: Selecting the Properties pop-up command on a NOTIFICATION-TYPE MIB tree node

Toggle Bookmark
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2. The MIB Node Properties window appears and displays the properties of the selected

NOTIFICATION-TYPE node, including its description Figure 172).

-

%} MIB Mode Properties - adsl2LinePerfFECSThreshAtuc =R =
EJ [/] Smart update [/] Bring to front @
Module ADSL2-LIME-MIB
Mame adsl2LinePerfFECSThreshAtuc
Type NOTIFICATION-TYPE
QD 1.36121102381.01
Full path iso{1).0org(3) dod(6).internet(1). mgmt({2).mib-2(1) trar
Module ADSLZ2-LINE-MIB
Parent adslZMotifications
Mext sibling adsl2LinePerfFECSThreshAtur
Status current
Objects 1. adslZPMLCurr sMFecs
2. adsl2LinealarmConfProfileAtuc Thresh1aMinFecs
Description This notification indicates that the FEC seconds threshold
has been reached/exceeaded for the referred ATU-C.
Fl 10 I

Figure 172: Viewing the properties of a notification-type node

19.9.2 Information About SNMPv1 Trap Notifications

SNMPv1 Traps do not have OID values assigned and cannot be displayed in the regular
MIB tree that shows the OID hierarchy. Instead, SNMPv1 Traps are represented by
means of TRAP-TYPE nodes (4) that are displayed in a separate, SNMPv1l Traps tree
in the MIB Tree panel.

1. Open the MIB Browser Preferences dialog box (View / MIB Browser Preferences)
and choose the MIB preferences to display the MIB Tree And MIB Modules
Preferences panel.

2. Check the Show SNMPv1 traps checkbox in the MIB Tree frame and click the OK
button.

3. In the MIB tree panel the SNMPv1l Traps tree is displayed below the regular MIB
tree (Figure 173).

4. Expand the SNMPv1 Traps tree, navigate to the TRAP-TYPE node that represents

the SNMPv1l Trap you are interested in, right-click the node and select the
Properties pop-up command (Figure 173).
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MIB tree Query results
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Figure 173: Selecting the Properties pop-up command on a TRAP-TYPE node

5. The MIB Node Properties window appears and displays the properties and
description of the selected TRAP-TYPE node (Figure 174).

P

21 MIB Node Properties - authenticationFailure E@
[¥] Smart update Ering to front
Module: RFC1215-TRAP

Name authenticationFailure

Type TRAP-TYPE

Number 4

Module RFC1215-TRAP

Enterprise snmp

Description An authenticationFailure trap signifies that

the sending protocol entity is the addressee
of a protocol message thatis not properly
authenticated. While implementations of the
SMMP must be capable of generating this trap,
they must also be capable of suppressing the
emission of such traps via an
implementation-specific mechanisml

Figure 174: Viewing the description of an SNMPv1 Trap
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19.10 Decoding SNMP Notification Messages

The Generic SNMP Trace For Trap Ringer window enables you
to see decoded SNMP notification messages received into the

SNMP Trap Ringer Console window, as well as the SNMP
messages sent out as response to SNMP Inform notification Ij'-'a'
messages.

To trace SNMP notification messages:
Note: This feature is

1. Open the SNMP Trap Ringer Console window by using the available only in the
Tools /Trap Ringer Console command in the main menu. Developer's Edition
and Simulator
2. When the SNMP Trap Ringer Console window opens, click Edition of
the Generic SNMP Trace toolbar button. MIB Browser Pro.

3. The Generic SNMP Trace For Trap Ringer window opens.
To activate the recording of SNMP notification messages,
click the Record toolbar button. The recording of SNMP

notification messages will continue until you click the Pause & = @
toolbar button. Generic SNMP
Trace

4. When recording is activated, the Generic SNMP Trace For
Trap Ringer window records and displays all SNMP
notification messages received into the SNMP Trap Ringer = ﬂ
Console window (Figure 175), including SNMP messages Record
sent as responses to SNMP Inform notification messages.

5. For a more detailed explanation about how SNMP messages @ = M
are displayed and decoded, see the step 7 in the Tracing Pause
and Decoding SNMP Messages section.

Note 1: For receiving SNMP notification messages, MIB Browser uses the MG-SOFT WinSNMP
API layer, which by default receives SNMP notification messages through the Microsoft's SNMP
Trap service. But at the reception of an SNMP notification message, this service does not
provide information about the port number where the message has been received. Therefore,
the 'Destination Port' value for received SNMP notification messages is shown as zero "0-.

If you disable the Microsoft's SNMP Trap service, MIB Browser will receive SNMP notification
messages directly through MG-SOFT SNMP Trap Service (MgWTrap3.exe). Because
MG-SOFT SNMP Trap Service provides information about the port number on which SNMP
notification messages are received, the correct value of the destination port is shown.

Note 2: The recording function slightly decreases the performance of the software; so make sure
to switch it off when you do not need it.
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Figure 175: SNMP notification message received into SNMP Trap Ringer Console window
decoded and displayed in the Generic SNMP Trace For Trap Ringer window
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20 SEND SNMP TRAP AND INFORM NOTIFICATION MESSAGES

MIB Browser lets you send SNMP Trap and SNMP Inform

notifications to arbitrary SNMP entities (applications or devices) Tip: MIB Browser

ships with the

on the network. This section describes how to use the Multiple SENDTRAP utility,

Variable Bindings window to create the SNMPvl/v2c/iv3 which can be used

notification messages and send them to remote SNMP for sending SNMPv1

applications or devices. lile) o P A LS
and Inform

First, you will learn how to configure the necessary parameters notifications from the

Command Prompt

for SNMPv1 Generic and Specific Trap messages and send window

them to the network using the Multiple Variable Bindings
window. Then, the process of creating a typical variable binding
list for SNMPv2c/v3 Trap and Inform notification messages is explained. You will also
learn how to configure the SNMP protocol preferences for sending SNMPv1, SNMPv2c,
and SNMPv3 notification messages.

20.1 Sending SNMPv1 Generic and Specific Trap Notification Messages

The SNMPv1 Trap messages have several parameters written in special PDU fields,
which are not present in other SNMP messages. First, there are two parameters defining
the type of an SNMPv1l Trap notification. The SNMPv1 Traps are either generic or
enterprise specific. Additionally, SNMPv1 Trap messages use several other parameters,
i.e., the IP address of the agent associated with the trap, the identification of enterprise
associated with the trap, and the time stamp of the Trap message. All these SNMPv1
Trap message parameters can be set within the Multiple Variable Bindings window.

20.1.1 Setting Parameters for SNMPv1l Generic and Specific Trap
Notifications

1. Use the SNMP / Multiple Variable Bindings command, to open the Multiple
Variable Bindings window (Figure 176).

% Multiple Variable Bindings - 10.0.0.215*

LR Ar=E | Get |+|[1000215 ~||/A|fz| |OLog |9
Marne Syntax Yalue
#1818 =] SMMPv1  Ready.

Figure 176: Multiple Variable Bindings window
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2. Click the SNMPv1 Trap Preferences toolbar button to
display the SNMPv1 Trap Protocol Parameters dialog box
(Figure 177). = Q

SNMPv1 Trap
Preferences

SMNMPv1 Trap Protocol Parameters

Trap type Enterprise spedific (&) 2

Specific trap | 2

Agent address |1D,|],[J,?[J

Enterprise OID |1.s.3.1.4.1.1315

Time stamp | 101

0 days 00h:00m:01s.01th (101)

Figure 177: SNMPv1 Trap Protocol Parameters dialog box

3. Inthe Trap type drop-down list specify the type of the SNMPv1 Trap. To designate
the trap as enterprise specific, select the Enterprise specific (the last entry).
Otherwise, select one of the following generic trap types:

o Cold start ot I o
ote: IT you selec

Warm start one of the generic

Link down trap types, the
Specific trap input

0O 000D

Link up line and the Select
Authentication failure OID from MIB Tree

- toolbar button are
EGP neighbor loss disab|ed_u

4. If you have selected the Enterprise specific trap type
entry in step 3, enter its specific number into the Specific trap input line. This
parameter defines the SNMPv1 enterprise specific traps more precisely.

Tip: You can view the properties of the SNMPVL1 traps by clicking the toolbar button next to the
Specific trap input line, which opens the Select Object Identifier window. This window displays
all SNMPv1 traps that are defined by the currently loaded MIB modules. Note that enterprise
specific traps are typically defined in private enterprise MIB modules.

To view the properties of any of the displayed SNMPv1 Traps, right-click the desired trap and
select the Properties pop-up menu command. This will open the MIB Node Properties window.

5. Into the Agent Address input line enter the IP address of the SNMP entity
associated with the Trap notification (i.e., in this case this is
the IP address of computer running MIB Browser). If you =E|
want to use your local IP address as the agent’s address, .
click the Select Local Address toolbar button and select the
offered IP address from the list that appears.

Select Local
Address

Note: If more than one IP address is available on the computer running MIB Browser, you can
choose any of them from the Select Local Address list.

200



MG-SOFT MIB Browser — User Manual

Send SNMP Trap and Inform Notification Messages

6. Into the Enterprise OID input line enter the root OID of the enterprise that will be

associated with this Trap notification.

Tip: Alternatively, you can click the toolbar button next to the Enterprise OID input line to open
the Select Object Identifier window. In this window, you can browse the MIB tree or use the Find
Object in MIB Tree command to quickly find the desired enterprise root OID. Note that you must
load the MIB module, which defines this node in order for MIB Browser to display it in the MIB

tree.

7. If you want MIB Browser to enter the time stamp value automatically, uncheck the
Time stamp checkbox. To manipulate the time stamp value manually, check this
checkbox and enter the time stamp value in timeticks or click the Refresh Time
Stamp button to update this field with MIB Browser current sysUpT ime value.

Note: The time stamp value should correspond to the Trap sender sysUpTime value at the time

of sending the notification.

Close the SNMPv1 Trap Protocol Preferences dialog box by clicking the OK button.

You can create a multiple variable bindings list for an SNMPv1 Trap message in
several ways, as described in the Making Multiple Variable Bindings List section of

this manual.

Note: In general, it is not mandatory to include any variable bindings into an SNMPv1 Trap
message. However, the 1inkUp and IinkDown SNMPV1 generic traps typically require at least
one variable binding to be included into the Trap message. This variable binding contains an
instance of the columnar object I fIndex, which identifies the interface that caused the trap.
See the example of a variable binding for the 1inkUp generic trap in the picture below.

% Multiple Variable Bindings - 10.0.0.21%:iflndex.1 *

& DS - £l 9] [E | o Tep |+ [1000215 ][ Ea] |OLeg @
A Type (Generic): linkUp lid Enterprise: 1.6.3.1.4.1.1315

.a'ﬁ Agent address:  10.0.0.70 (5 Timestamp: 0

Marne Syntax Value

& ifindex.1 INTEGER. 1

QOO 1 =] SNMPv1  Ready.

Figure 178: Example of a variable binding for SNMPv1 1inkUp Trap
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20.1.2 Sending SNMPv1 Trap Messages

After setting the parameters for an SNMPv1 generic or specific Trap message and
creating a variable bindings list (if required), you can send the Trap notification to the
network in the following way:

1. Into the Multiple Variable Bindings window drop-down list containing IP addresses
(Figure 179), specify the IP address of the SNMP entity, to which you are sending
this Trap message.

10.0.0.215) w

10.0.3.123
810.0.0.200
Vuffff1.2.3.4

Figure 179: Specifying the trap receiver IP address

2. Click the SNMP Protocol Preferences toolbar button to
adjust the SNMP protocol parameters for accessing the = E
SNMP entity specified in the previous step. In the SNMP SNMP Protocol
Protocol Preferences dialog box specify the following: Preferences

SNMP Protocol Preferences x
SNMP protocol version

(®) SMMPY 1 () SNMPy2c (D smuMPy3 USM () SMMPY3 TSM
General SMNMPw3 IUSM security
Read community
|public i |
Set community
|private ~ |
Timeout [g] Load user profile... | | Edituser...
Retransmits SNMP3 TSM security
Transport UDP w
Port number 161 ~
Get-Bulk settings
Use Get-Bulk

Edit...
100

carce

Figure 180: SNMP Protocol Preferences dialog box

Select the SNMPv1 radio button in the SNMP protocol version frame.

Into the Read community drop-down list specify the community string for
accessing this SNMP entity. This community string will be included into the Trap
message.
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o Into the Port number drop-down list specify the port number on which the trap
receiver listens to for incoming traps (default: UDP/162).

o Close the SNMP Protocol Preferences dialog box by clicking the OK button.

3. Finally, select the Trap operation type from the programmable toolbar button and

click it (Figure 181).
o2 6a_|-|[ T8

o Get {]
=5 Get Next 1
Get Bulk

o:0 Set

o=+ Trap

Inform -

Figure 181: Selecting the Trap entry from the programmable button

4. MIB Browser sends the SNMPv1 Trap notification message (including the variable
bindings if present) to the specified remote SNMP entity, e.g., to an SNMP manager.

Note: The status bar of the Multiple Variable Bindings window displays, among others, the date and
time of sending the trap. Note that SNMP Trap messages do not trigger any response from the
receiver.

Check the Log checkbox in the Multiple Variable Bindings window if you want MIB
Browser to log its activities in the Query result panel of the main window.

20.2 Sending SNMPv2c/v3 Trap and Inform Notification Messages

The SNMPv2c and SNMPv3 Trap and Inform messages do not have any special PDU
fields for storing notification parameters like the SNMPv1l Trap messages. Instead,
SNMPv2c and SNMPv3 notification messages carry all information in the multiple
variable bindings list.

This section begins with an explanation of differences between the SNMP Trap and
Inform notifications. Then, the process of creating a typical variable bindings list for an

SNMPv2c or an SNMPv3 notification message is described together with the steps
necessary to send SNMPv2c and SNMPv3 notifications to a remote SNMP entity.

20.2.1 Difference between SNMP Trap and Inform Notifications

SNMP Trap messages represent unacknowledged notifications, meaning that they do not
initiate any response from the receiver. The SNMP Inform messages, on the other hand,
require that the receiver replies with a response message, confirming that the notification
has been received.
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Both types of SNMP notifications can be sent using the Multiple Variable Bindings
window.

20.2.2 Creating Variable Binding List for SNMPv2c/v3 Notification Messages

The figure below shows an example of a variable bindings list for the SNMPv2c or
SNMPv3 linkUp Trap message. To make a variable bindings list, use any of the
procedures described in the Making Multiple Variable Bindings List section, while
considering the guidelines specified below.

% Multiple Variable Bindings - 10.0.0.215:sysUpTime.0 *

I A= oes Trap ||w|[10.0.0.215 v|,£| Fa| |[OLeg | &P
Marme Syntax Value

@ sysUpTime TirmeTicks 0 days 13h:53rm:20s.00th (5000000)

& snmpTrap0ID.0 OBJECT IDENTIFIER  linkUp

& ifindex.1 INTEGER 1

@ snmpTrapEnterprise.0 OBJECT IDEMTIFIER  mg-soft

200 4 =] SNMPv2c Ready.

Figure 182: A typical variable binding list used with SNMPv2c/v3 LinkUp traps

The SNMP specification defines some rules about the variable bindings, which should be
included in SNMPv2c/v3 notification messages, as well as the rules about their order in
the variable bindings list. These rules are:

1. The first variable binding in an SNMPv2c/v3 notification message should consist of
the sysUpTime.0 object instance and a corresponding value (in timeticks). This
value should be equal to the sysUpTime value of the entity sending this message,
at the time of sending it.

2. The second variable binding in an SNMPv2c/v3 notification message should provide
the authoritative identification of the notification being sent. The name of the second
variable binding is snmpTrapOID.0 and the value is an OID, which identifies the
Trap or Inform message (e.g., 1-3.6.1.6.3.1.1.5.4 (1inkUp)).

3. In general, all other variable bindings are optional. However, in case of a 1inkUp or
l1inkDown generic SNMPv2c/v3 Trap or Inform message, one of the variable
bindings should contain an instance of the columnar object iflndex and the
corresponding value, identifying the network interface that caused the trap (similarly
as in the SNMPv1 linkUp generic trap, described in the previous section).

4. One of the variable bindings should also specify the authoritative identification of the
enterprise associated with the trap. If you are mapping an SNMPv1 Trap message to
an SNMPv2c/v3 Trap message, this variable binding should occur as the last in the
variable binding list. The name of this variable binding is snmpTrapEnterprise.O
with the OID syntax and the value that identifies the enterprise associated with the
Trap or Inform message.
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20.2.3 Sending SNMPv2c/v3 Notification Messages

Sending SNMPv2c and SNMPv3 notification messages require different settings in the
SNMP Protocol Preferences dialog box. See the instructions below.

Sending SNMPv2c Trap and Inform Messages

To send an SNMPv2c Trap or Inform message containing a prepared variable bindings
list (as described in the previous section), do the following:

1. In the IP Address drop-down list within the Multiple Variable Bindings window,
specify the IP address of the SNMP entity, to which you are sending the SNMPv2c
Trap or Inform message (Figure 179).

2. Click the SNMP Protocol Preferences toolbar button to
adjust the SNMP protocol parameters for sending =E

notifications to the SNMP entity specified in the previous SNMP Protocol
step. In the SNMP Protocol Preferences dialog box specify Preferences
the following:

o Select the SNMPv2c radio button in the SNMP protocol version frame.

o Specify the read community string in the Read community drop-down list. This
community string will be included into the naotification message.

o If you are sending an SNMP Inform message, enter the desired values into the
Timeout and Retransmits input lines as described in Using SNMPv2c Protocol
section. These parameters are ignored when sending SNMP Trap messages.

a In the Port number drop-down list, specify the port number on which the trap
receiver listens to for traps (default: UDP/162).

o Click the OK button to close the SNMP Protocol Preferences dialog box.

3. Finally, select the Trap or Inform operation type from the programmable toolbar
button and click it to send a Trap or Inform message (Figure 181).

4. MIB Browser sends the SNMPv2c Trap or Inform message to the remote SNMP
entity, for example, to a remote SNMP manager. To view the status of a sent
notification, check the Multiple Variable Bindings window status bar. If the Log
checkbox is checked in the Multiple Variable Bindings, this operation is logged in the
Query result window.

Note:

The Multiple Variable Bindings window status bar shows the number of variable bindings in a
message, SNMP protocol version, and the status of performed SNMP operations (this applies also to
sent notifications).

For a sent SNMP Trap notification, it displays the date and exact time of sending in the rightmost
status bar field. Note that SNMP Trap notifications are neither acknowledged nor retransmitted.
Therefore, in contrast to the SNMP Inform notifications, the Timeout and Retransmits input lines in
the SNMP Protocol Preferences dialog box do not apply to SNMP Trap notifications.

When sending SNMP Inform notification messages, the rightmost status bar field displays the date
and exact time of the confirmation response from the remote entity if it is received in the time frame,
defined by the Timeout and Retransmits parameters. Otherwise, a timeout message is displayed
and the red light in the status indicator (LED semaphore) is activated.

205



MG-SOFT MIB Browser — User Manual

Send SNMP Trap and Inform Notification Messages

Sending SNMPv3 Trap and Inform Messages

To send an SNMPv3 Trap or Inform message containing a prepared variable bindings list
(as described in the Creating Variable Binding List for SNMPv2c/v3 Notification
Messages section), do the following:

1.

In the IP Address drop-down list within the Multiple Variable Bindings window,
specify the IP address of the SNMP entity, to which you are sending the SNMPv3
Trap or Inform message (Figure 179).

Click the SNMP Protocol Preferences toolbar button to _E
adjust the SNMP protocol parameters for sending notification -
messages to the SNMP entity specified in the previous step. SNMP Protocol
Into the SNMP Protocol Preferences dialog box specify the
following:

a

a

Preferences

Select the SNMPv3 radio button in the SNMP protocol version frame.

Click the Load User Profile button and select an SNMPv3 USM user profile as
described in the Using SNMPv3 Protocol section. Selected profile defines the
USM user’'s SNMPv3 security settings that will be used for sending the Trap or
Inform message. To create a new SNMPv3 USM user profile, follow the
procedure described in the Creating New SNMPv3 USM User Profile section.

Note: The receiving entity must be configured with exactly the same SNMPv3 user security
parameters as specified in MIB Browser SNMPVv3 Security Parameters (USM) dialog box to be
able to receive and process the SNMPv3 notification messages.

a

a

When sending an SNMPv3 Inform notification, specify the desired values in the
Timeout and Retransmits input lines as described in Using SNMPv3 Protocol
section. These two parameters are ignored when sending SNMPv3 Trap
notifications.

In the Port number drop-down list specify the port number on which the trap
receiver listens for traps (default: UDP 162).

Click the OK button to close the SNMP Protocol Preferences dialog box.

Select the Trap or Inform operation type from the programmable toolbar button and
click it to send an SNMPv3 Trap or Inform notification message (Figure 181).

MIB Browser sends the SNMPv3 Trap or Inform message to the remote SNMPv3
entity. To view the status of the sent notification, check the Multiple Variable Bindings

window status bar. If you have checked the Log checkbox in the Multiple Variable

Bindings, you can also view the log of this operation in the Query result window.
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21

TAKE AND COMPARE SNMP AGENT SNAPSHOTS

With MIB Browser you can take and view a snapshot of an SNMP agent as well as
compare two snapshots side-by-side. An agent snapshot is a MIB tree-like presentation
of MIB objects and MIB object instances together with the syntax and values of object
instances as retrieved from an SNMP agent at the given time by means of the Walk
operation. An agent shapshot can include either all object instances implemented in the
SNMP agent, or any segment of object instances (e.g., object instances in a particular
OID range or a subtree).

MIB Browser lets you take and examine the agent snapshot either in the Agent Snapshot
window or in the Compare Agent Snapshots window. The procedures of taking an agent
snapshot are similar in both windows, as described in the following sections.

21.1Taking and Viewing SNMP Agent Snapshots

In the Agent Snapshot window, you can take and view an agent snapshot displaying a
tree-like representation of MIB object instances together with their values and syntaxes
as existed on the SNMP agent at the time of taking the snapshot (i.e., retrieving object
instances by performing the Walk operation).

To take an agent snapshot in the Agent Snapshot window:

1. Open the Agent Snapshot window by using the Tools / £ =@
Agent Snapshot command. Agent Snapshot

The Agent Snapshot window opens (Figure 184).

To take a snapshot of the SNMP agent, specify its address in the Remote SNMP
Agent drop-down list and adjust the SNMP protocol preferences for accessing the
agent if necessary, or select the proper agent profile from the SNMP Agent Profiles

window.
Agent Snapshot Preferences x

Start OID - interfaces
oD [13.6.1.2.1.2 | =

Stop OID - smmpProxyDrops.0

() Until No-Such or End-Of-MIB-View

() Sub-tree

Ols)is) 1.3.6.1.2.1.11,32.0 | =

Carel

Figure 183: Agent Snapshot Preferences dialog box

4. Click the Agent Snapshot Preferences button to open the Agent Snapshot
Preferences dialog box (Figure 183) and specify what object instances you want to
retrieve from the agent.
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o To take a snapshot of the entire MIB tree implemented in the SNMP agent and
retrieve all object instances and their values, simply uncheck the Start OID and
Stop OID checkboxes.

o To take a snapshot of a particular part of the MIB tree implemented in the SNMP
agent and retrieve all object instances and their values in the specified OID
range, proceed as follows:

o Check the Start OID checkbox and enter the start OID value for the Walk
operation into the OID input line.

Tip: You can also specify the OID value by selecting a _
corresponding node from the MIB tree. To do that, click the Select - ﬂ
OID from MIB Tree button next to the start OID input line. The Select OID from

Select Object Identifier window appears (Figure 112). Expand the MIB Tree
MIB tree and select the OID by double-clicking the desired node.

Note: If the Start OID checkbox is not checked, MIB Browser starts the Walk operation
from the OID value of 1 (iso).

o Check the Stop OID checkbox and select one of the following options:

a To retrieve all object instances that lexicographically follow the Start OID
value, select the Until No-Such or End-Of-MIB-View option.

O To retrieve all object instances within the subtree specified by the Start
OID value, select the Sub-tree option.

o To retrieve all object instances within the OID range specified by the start
and stop OID values, select the OID option and specify the OID value at
which the Walk operation should stop.

Tip: You can also specify the OID value by selecting a corresponding node from the
MIB tree. To do that, click the Select OID from MIB Tree button next to the stop OID
input line. The Select Object Identifier window appears (Figure 112). Expand the MIB
tree and select the OID by double-clicking the desired node.

Note: If the Stop OID checkbox is not checked, MIB Browser retrieves all object
instances that lexicographically follow the Start OID value.

o After setting the Start OID and/or Stop OID values, click the OK button to apply
the changes and close the Agent Snapshot Preferences dialog box.

Click the Refresh toolbar button to start the Walk operation.

When MIB Browser finishes the Walk operation, it displays = gl
the SNMP agent snapshot in the Agent Snapshot window Refresh
(Figure 184).
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7.

@ @) | | [1003.146 a2 EEE== I &
MIE Tree Syntax Value
EH 5o ~
5= org
EHC) dod
=l internet
=+ mgmt
=) mib-2
-4 system
=i sysDescr
by, sysDeser, 0 DisplayString Linux dhcp-146.mg-st
=i sysOhjectD
- wp 5ysObjectID.0 CQBIECT IDEMTIFIER. enterprises.8072.3.2
=i sysUpTime
by sysUpTime, 0 TimeTicks 0 days 00h:50m:38s,
=@ sysContact
“eny sysContact.0 Display5tring @mg-soft.si
=i sysName
[ G gysName.O Displaystring alec lis Ll aBS.
=@ sysLocation 1% Expand
by, syslocation, O DisplayString 9 Collapse
=i sysORLastChange
by, sysORLastChange.0  TimeStamp &4 Find Ctrl+F
=-iE5 sysORTable & Find Next =}
[=HET) sysORENtry
£1-83 sySORID 2B Find Prev  Ctrl+F3
Fomp SYSORID.1  OBJECT IDENT) »
2_* sysORID.2  OBIECT IDENT) =3 Copy ctri-C
-4 SYSORID.3  OBJECT IDENT Copy OID Esc
fvs o muORTN & ORIECT TNERT]
4 B Properties.., Ctrl+D

=11 Agent Snapshot - 10.0.2.146

@ 57 SNMPv2c 3880  sysNamed== 1.3.6.1.2.1.1.5.0

Figure 184: Agent Snapshot window

To view the properties of a MIB object or a MIB object instance select it in the Agent
Snapshot window and choose the Properties pop-up command.

21.1.1 Saving and Loading Agent Snapshots

To save an agent snapshot to a file:

1.

Click the Save toolbar button to save the agent snapshot @: ]
displayed in Agent Snapshot window. Sais

Specify the agent snapshot file name and save destination in
the standard Save As dialog box that appears and click the Save button to create a
shapshot file and close the dialog box. By default, agent snapshot files obtain the
.asfTx file name extension.
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To load an agent snapshot file:

1. Click the Open toolbar button in the in Agent Snapshot = =
window to open the standard Open dialog box. = EI Open

2. In the Open dialog box select the desired agent snapshot file
(-asfx or .asf) and click the Open button.

Tip: You can also load an agent snapshot file that has been saved in the Compare Agent
Snapshots window or in the main window (File / Save Agent Snapshot).

3. MIB Browser loads the selected agent snapshot file and displays its contents in the
Agent Snapshot window. The Agent Snapshot window title bar displays the full path to
the opened agent snapshot file.

21.2 Comparing SNMP Agent Snapshots

In the Compare Agent Snapshots window you can compare two SNMP agent snapshots
side-by-side. Agent snapshots can be taken either from two different SNMP agents or
from one SNMP agent at different times. The window shows matches and mismatches
between object instance values, 'orphaned' MIB tree nodes and differences in syntax.
This section describes how to use the Compare Agent Snapshots window to take and
compare agent snapshots.

21.2.1 Opening Compare Agent Snapshots Window

To open the Compare Agent Snapshots window:

-,
o

1. Usethe Tools /Compare Agent Snapshots command. ﬂ

L L L

2. The Compare Agent Snapshot window opens (Figure 185).
The window is divided into the left and right part, each part for
displaying one SNMP agent snapshot.

Compare Agent
Snapshots

MIB Browser can take a snapshot of an SNMP agent by retrieving object instances
implemented in that agent, or it can load an already existing agent snapshot from a file.
Furthermore, the Compare Agent Snapshots window lets you save and open the
compare agent snapshot sessions.

Before taking SNMP agent snapshots, you need to set the agent snapshot preferences to
specify what object instances you want to compare, as described in the next section.
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*% Compare smart.mg-soft.si to smart2,mg-soft.si

& Show All - | @ ) |30 F) | | 4 smartvs. smart2 ™ HHE= 4 9
Agent v |||/ (F) | [ |smart.mg—sof't.si v| Jo == Agent~ || ()| [ |smart?_.mg—snf't.si v| Jr ==
g Agent Syntax  Value 5  MIB Tree Syntax Value
25 File
OO@ Left:0 Right: 0 &0 SNMPvZe G SNMPvZc Ready.

Figure 185: Compare Agent Snapshot window with a displayed Agent/File toolbar switch

21.2.2 Setting Agent Snapshot Preferences

1. Click the Agent Snapshot Preferences button to open the Agent Snapshot
Preferences dialog box (Figure 183) and specify what object instances you want to
retrieve and compare.

2. To take a snapshot of the entire MIB tree implemented in SNMP agents and retrieve
all object instances and their values, simply uncheck the Start OID and Stop OID
checkboxes.

3. To take a snapshot of a particular part of the MIB tree implemented in the SNMP
agents and retrieve all object instances and their values in the specified OID range,
proceed as follows:

o Check the Start OID checkbox and enter the start OID value for the Walk
operation into the OID input line.

Tip: You can also specify the OID value by selecting a _
corresponding node from the MIB tree. To do that, click the Select - ﬂ

OID from_MIB Tre_e_ butt_on next to the Stgrt OID input line. The Select OID from
Select Object Identifier window appears (Figure 112). Expand the MIB Tree
MIB tree and select the OID by double-clicking the desired node.

Note: If the Start OID checkbox is not checked, MIB Browser starts the Walk operation
from the OID value of 1 (iso).

a Check the Stop OID checkbox and select one of the following options:

a To retrieve all existing object instances that lexicographically follow the
Start OID value, select the Until No-Such or End-Of-MIB-View option.

a To retrieve all existing object instances within the subtree specified by the
Start OID value, select the Sub-tree option.

O To retrieve all object instances within the OID range specified by the start
and stop OID values, select the OID option and specify the OID value at
which the Walk operation should stop.
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4.

Tip: You can also specify the OID value by selecting a corresponding node from the
MIB tree. To do that, click the Select OID from MIB Tree button next to the stop OID
input line. The Select Object Identifier window appears (Figure 112). Expand the MIB
tree and select the OID by double-clicking the desired node.

Note: If the Stop OID checkbox is not checked, MIB Browser retrieves all object
instances that lexicographically follow the Start OID value.

After setting the Start OID and/or Stop OID values, click the OK button to apply the
changes and close the Agent Snapshot Preferences dialog box.

21.2.3 Taking SNMP Agent Snapshots

The Compare Agent Snapshots window is vertically divided into two parts (left and right
part). Each part of the window can display one SNMP agent snapshot.

To take the snapshots of two SNMP agents you want to compare:

1.

Select the Agent command from the Agent/File toolbar switch in the left part of the
Compare Agent Snapshots window (Figure 185).

Specify the address of the first SNMP agent in the left Remote SNMP Agent drop-
down list and adjust the SNMP protocol preferences for accessing the agent if
necessary, or select the proper agent profile from the SNMP Agent Profiles window.

Repeat steps 1 and 2 for the second SNMP agent in the right part of the Compare

Agent Snapshots window.

Click the Refresh (both sides) toolbar button to start querying = gl
both SNMP agents. Refresh

Tip: that you can use the Refresh (left side) and Refresh (right side) toolbar buttons to take
the snapshots of SNMP agents independently of one another.

The rightmost field of the status bar displays the progress of the agent snapshot
operation, i.e., the OIDs currently being retrieved from both SNMP agents.

When MIB Browser finishes the agent snapshot (Walk) operation, it displays both
agent snapshots side-by-side in the Compare Agent Snapshots window.

The status bar displays various information about the agent snapshot operation, i.e.,
the number of object instances retrieved from each SNMP agent, the SNMP protocol
version used to query each agent and the status of the snapshot operation for each
agent (e.g., Ready, Timeout, etc.).

21.2.4 Saving and Loading SNMP Agent Snapshots

SNMP agent snapshots can be saved to files for later usage. The Compare Agent
Snapshots window lets you load a saved agent snapshot from a file and compare it to the
shapshot retrieved directly from an agent or to another agent snapshot file. Among
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others, this allows you to compare snapshots of the same SNMP agent taken at different
times.

To save an agent snapshot to a file:
1.

Select the File command from the Agent/File toolbar switch

in the left or right part of the Compare Agent Snapshots A pgent

windo.
Cllpk the Save toolbar button next to the Agent/Flle toolbar nent/Filelaolbar
switch to save the agent snapshot displayed in that part of the sl

window.

Specify the agent shapshot file name and save destination in the standard Save As
dialog box that appears and click the Save button to create a snapshot file and close
the dialog box. By default, agent snapshot files obtain the .asf file name extension.

Repeat the procedure in the other part of the window to save the agent snapshot
displayed in that part of the window.

Tip: To save the configuration for comparing two SNMP agents snapshots in the Compare
Agent Snapshots window, proceed as described in the Saving Compare Agent Snapshots
Window Configuration as a Session section.

To load an existing agent snapshot file into the Compare Agent Snhapshots window:

1.

Select the File command from the Agent/File toolbar switch in the left or right part of
the Compare Agent Snapshots window.

Click the Open toolbar button next to the Agent/File toolbar switch to open the
standard Open dialog box.

In the Open dialog box select the desired agent snapshot file (-astx or .asf) and
click the Open button.

Tip: You can also load an agent snapshot file that has been saved in the Agent Snapshot
window or in the main window (File /Save Agent Snapshot).

MIB Browser loads the selected agent snapshot file and displays its contents in the
left or right part (depending on your selection) of the Compare Agent Snapshots
window.

Repeat the procedure in the other part of the window to open another agent snapshot
file and compare both snapshots.

21.2.5 Comparing Agent Snapshots

When two SNMP agent snapshots are displayed side-by-side, you can filter the display to
specify which similarities or differences between the compared SNMP agent snapshots
you want to see. Moreover, you can use the Find Next Difference and Find Previous
Difference commands to quickly locate the next and previous differences in compared
agent snapshots.
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Setting the Display Filter

1. To filter the display of similarities and differences between the snapshots, click the
drop-down arrow next to the Display Filter button in the window toolbar (Figure 186).
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et sysORID.6& OBJECT IDEN... ip = (=3 sysORID.6& OBJECT IDENTIFIER.  ip
e sysORID. 7 OBJECT IDEN... udpMIB = o sysORID.7  OBJECT IDENTIFIER.  udpMIB
et sysORID.8 OBJECT IDEN... wvacmBasicGroup =] (=3 sysORID.8 OBJECT IDENTIFIER.  vacmBasicGroup
g SYSORID.S OBJECT IDEN... snmpMotifyFullCompl... & A
< >
sysUpTime.0 TimeTicks 2 days 0lh:S58m:80s.58th (17961058)
=y=UpTime.0 TimeTicks= 5 day= 06h:24m:34=_50th (45567450)
(D@ Left: 15474 Right: 10525 &] SNMPv2c [ SNMPvZc L: Ready. | R: Ready.
Figure 186: SNMP Agent Snapshot window and Display Filter menu
2. When the menu displays, choose among:
o Show All - Shows the whole MIB tree structure of both = Matched
SNMP agent snapshots. It shows all matched, nodes
mismatched as well as 'orphaned' MIB tree nodes and
differences in syntax values. #  Mismatched
nodes
a Only Matches - Shows only MIB tree nodes that are
present in both SNMP agent snapshots and have the ;b
same OID value as well as the object instance value. Nodes
mismatched
a Only Mismatches - Shows only MIB tree nodes that In syntax
are present in both SNMP agent snapshots and have .
the same OID value but different object instance value. hggeosrpha”ed
o Mismatches And Orphans - Shows mismatched MIB
tree nodes that have the same OID value but different B Right
object instance value, and 'orphaned' MIB tree objects orphaned
. nodes
that are present in only one of the compared SNMP
agent snapshots.
a No Orphans - Shows only MIB tree nodes that are present in both SNMP agent

shapshots.
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a

Only Orphans - Shows MIB tree nodes that are present in only one or the other
SNMP agent snapshot.

Only Left Orphans - Shows MIB tree nodes and their values that are present
only in the SNMP agent snapshot displayed in the left part of the window.

Only Right Orphans - Shows MIB tree nodes and their values that are present
only in the SNMP agent snapshot displayed in the right part of the window.

Only Syntax Mismatches - Shows only syntax mismatches between the
compared object instances in SNMP agent snapshots.

3. MIB Browser filters the display and shows only selected parts of the MIB tree
structure.

4. |If you click a particular MIB tree node in the displayed MIB tree, you can see a
detailed textual description and comparison in the bottom panel.

Finding Differences in Agent Snapshots

1. To quickly locate the first difference between compared agent snapshots, click the
Find Next Difference toolbar button or use the CTRL+N keyboard shortcut.

2. MIB Browser expands the MIB tree and selects the first mismatching object instance
(node) in the agent snapshot MIB trees.

3. Use the Find Next Difference and Find Previous Difference toolbar buttons (or the
CTRL+N and CTRL+P keyboard shortcuts) to find and view the next or previous
difference between compared agent snapshots.

Note: By default, the Find Next/Previous Difference commands do not find the orphaned
nodes. To configure MIB Browser to treat the orphan nodes as differences, open the MIB
Browser Preferences dialog box (View / MIB Browser Preferences), switch to the Agent
Compare panel and click the Orphans are differences when searching for differences
checkbox.

21.2.6 Comparison Report

MIB Browser can display a comparison report summarizing differences between the
compared SNMP agent snapshots.

To view the report:

1. Click the Comparison report toolbar button in the Compare

Agent Snapshots window. =

2. A Comparison Report window opens. It displays a report of Comparison report

compared SNMP agent snapshots (Figure 187).
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#. Comparison report

=

Compare Left side Right side

-!, Agent 10.0.0.56 smart2. mg-soft.si
Lj File C:\Snapshots\agent_snapshot. ..

L_[_)Start snapshot  9.2.2016 12:13:28 20,5.2016 10:36:39
L_[_)End snapshot  9.2.2016 12:13:28 20,5.2016 10;36:51
* Objects 7 10525

= Matches 1] ]

# Mismatches 7 7

?i]. Syntax mism... 0 0

+~ Orphans 0 10518

Figure 187: Comparison Report window

3. The SNMP agent snapshot comparison report includes the following information
(Figure 187):

a

0O 0O 0O 0 o0 O

a

IP addresses of compared SNMP agents

Paths to files where the snapshots are saved

Date and the time when the snapshots were taken

Number of object instances retrieved from each SNMP agent
Number of matched object instances

Number of mismatched object instances

Number of syntax mismatches

Number of 'orphaned' object instances in each SNMP agent

4. You can also print the report by clicking the Print toolbar button.

21.3 Saving and Loading SNMP Agent Snapshot Sessions

Once you configure all settings for comparing two SNMP agent snapshots in the
Compare Agent Snapshots window, you can save such configuration as a session. A
session includes information about the addresses of compared SNMP agents, the SNMP
access parameters for accessing those agents (or information about loaded agent
shapshot files), as well as the Agent Snapshot Preferences and display filter settings.
After saving a session, you can quickly take and compare snapshots of the same SNMP
agents by selecting the appropriate session from the Sessions drop-down list in the
Compare Agent Snapshots window.

Note: Saving a session does not save the currently displayed SNMP agent snapshots (MIB trees).
To save such snapshots, proceed as described in the Saving and Loading SNMP Agent Snapshots
section.
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Saving Compare Agent Snapshots Window Configuration as a Session

1. Click the Save Session As toolbar button to open the New Session Name dialog box.

EEX

New Agent Compare session name Save Session As

Mew Session Mame

router] vs, router?

QK Cancel

Figure 188: Creating a session in the Compare Agent Snapshot window

2. Specify the compare agent snapshots session name in the New Session Name
dialog box and click the OK button to save the session and close the dialog box.

3. The new session is added to the Sessions drop-down list in the Compare Agent
Snapshots window.

Tip: Once the session is saved, simply use the Save Session toolbar button @ =&
to save any subsequent configuration changes in the Compare Agent

: . Save Session
Snapshots Window under the same session name.

Loading an Existing Session in the Compare Agent Snapshots Window

1. Select the desired session name from the Sessions drop-down list in the Compare
Agent Snapshots window.

#f Compare smart.mg-soft.si to smart2.mg-soft.si

* Show All - | ) s |5 & @ |smartvs. smart2 ~ ||| 5al| % <)

Agent | (¥ (7 [ [smartmg-soft.si || Al P :2:::2:: ;C;:Z?file ‘ Agent = |8 (1) | [smart2.mg-soft.si || || P

localhost vs. sasor

Syntax Value SMIB—H cubtree Syntax Value
i f— p SysObjectID.0 OBJECT IDEM... enterprises.8072.3.... b, - SysObjectlD.0 OBJECT IDENTIFIER.  enterprises.8072.3.2.10 s
90 sysUpTime sasor2 vs. thea E‘“ sysUpTime
by sysUpTime.0 TimeTicks 2days 02h:14m:20s...  Asmart vs. rhea by sysUpTime. 0 TimeTicks 5 days 06h:55m: 34s.80th (4569
+{p sysContact smart vs. smart2 -4y sysContact
by sysContact.0 DisplayString root@mg-soft.si # by sysContact.0 DisplayString vili@mg-soft.si
-y syshame - sysMame
by, syshlame. 0 DisplayString smart.mg-soft.si = by, syshame.0 DisplayString smart2.mg-soft.si
E+48p sysLocation E+p sysLocation
iy syslocation.O DisplayString MG-50FT Labs, Mari... = by, syslocation. DisplayString test location
E+p sysServices EHp sysServices
- B Ly, SYSSErVices. INTEGER. i)
=+ sysORLastChange =+ sysORLastChange
ty sysORLastCh.., TimeStamp 0 days 00h:00m:00s... & Ly sysORLastChange.0  TimeStamp 0 days 00h:00m:00s.00th (1)
E+ES) sysORTable -5 sysORTable
[ sysOREntry [=-ES) sysOREntry
sysORID E}& sysORID
OBJECT IDEM... snmpMPDCompliance & P - SySORID.1  OBJECT IDENTIFIER  snmpFrameworkMIBCompliance
CBJECT IDEM... usmMIBCompliance = CBJECT IDENTIFIER.  snmpMPDCompliance
OBJECT IDEM... snmpFrameworkMIB... # OBJECT IDENTIFIER.  usmMIBCompliance W
£ >
sysUpTime . O TimeTicks 2 days 02kh:14m:20=.68th (18086068)
=y=UpTime.0 TimeTicks 5 days 06h:55m:34s.80th (45693480)

(G Left: 15455  Right: 10615 & SNMPvZc =] SNMPw2c L: Ready. | R: Ready.

Figure 189: Loading a session in the Compare Agent Snapshot window
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2. MIB Browser loads the selected session in the Compare Agent Snapshots window
and takes the fresh snapshots of compared SNMP agents or loads and displays
agent snapshot files side-by-side (depending on the session settings).

Tip: To configure MIB Browser to automatically load the last used session when you open the
Compare Agent Snapshots window, open the MIB Browser Preferences dialog box (View / MIB

Browser Preferences), display the 'Agent Compare’ panel and select the Browse last session at
show option.
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22

MANAGE SNMPV3 USM USERS ON REMOTE SNMP AGENTS

MIB Browser lets you manage SNMPv3 USM user configuration on remote SNMPv3
agents. The user management operations include ‘cloning’ SNMPv3 users, changing
secret authentication and privacy keys of SNMPv3 users, as well as enabling, disabling
and deleting SNMPv3 users.

All these operations are accomplished through SNMP by setting the appropriate
‘usmUserTable’ object instances on remote SNMP agents as specified in the
SNMPv3/USM specification (RFC 3414). Therefore, to be able to successfully perform
SNMPv3 user management operations on an SNMP agent, the agent must implement
the ‘usmUserTable’ (SNMP-USER-BASED-SM-MIB) and provide write access to it.

22.1Managing Existing SNMPv3 Users on Remote SNMP Agent

To view and manage the existing SNMPv3 USM users on a remote SNMP agent:
1. Selectthe Tools /Manage Agent SNMPv3 USM Users command.

2. The Manage Agent SNMPv3 Users dialog box appears (Figure 190), listing all existing
SNMPv3 USM users configured on the given remote SNMP agent (i.e., the SNMPv3
users that exist in the ‘usmUserTable’ implemented in the remote SNMP agent).

:# Manage Agent SNMPv3 Users = O X
& (@) [10.03.146 v| /3| e 54
Mo,  Usersecurity name  Authentication protocol Privacy protocol Storage Status
Q 1  admirm usmHMACMDSAuthProtocol  usmDESPrivProtocol  nonVolatile.,  active(1)

;E 2  MD5_DES User usmHMACMDSAuthProtocol  usmD Clone User...
Enable User
Disable User

Change Authentication Password...

Change Privacy Password...

¥ Delete User

OO@ 2 (2 SNMPv3  Last successful poll at 20.5.2016 11:03:31

Figure 190: Manage Agent SNMPv3 Users dialog box

3. To view or manage SNMPv3 user configuration on another SNMP agent, specify its
address in the Remote SNMP Agent drop-down list or select the agent profile from
the SNMP Agent Profiles window.

4. The Manage Agent SNMPv3 Users dialog box lets you perform the following
operations:

0 To disable an active SNMPv3 USM user, select the relevant row in the Manage
Agent SNMPv3 Users dialog box and use the Disable pop-up command. The
status of the given row should change from ‘active(1)’ to ‘notinService(2),
meaning that the SNMPv3 user is disabled.
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0 To enable a disabled SNMPv3 USM user, select the relevant row in the Manage

a

a

a

Agent SNMPv3 Users dialog box and use the Enable pop-up command. The
status of the given row should change to ‘active(1l)’, meaning that the SNMPv3
user is enabled.

To change the secret authentication key and thus the authentication password of
an existing SNMPv3 USM user, select the relevant row and choose the Change
Authentication Password pop-up command (Figure 190).

a The Old Password for Authentication Protocol dialog box appears (Figure 191).
Enter the existing authentication protocol password of the selected USM user
into both input lines and click the OK button.

(Old Password For Authentication Protocol h o4

Cancel

Password confirmation

Hide typing Enter paszword in ASCI tesxt

Figure 191: Entering SNMPv3 user’s old authentication protocol password

a The New Password for Authentication Protocol dialog box appears (Figure 192).

Enter the new authentication protocol password for the USM user into both
input lines and click the OK button to close the dialog box and change the
authentication password (key) on the remote SNMP agent.

Mew Password For Authentication Protocol pod
Password | oK |

Password confirmation

Hide typing Enter pazzword in ASCI best

Figure 192: Entering SNMPv3 user’s new authentication protocol password

To change the secret privacy key and thus the privacy password of an existing
SNMPv3 USM user, select the relevant row, choose the Change Privacy
Password pop-up command and enter the old and new privacy passwords twice
into both dialog boxes that appear.

To delete an SNMPv3 USM user, select the relevant row in the Manage Agent
SNMPv3 Users dialog box and use the Delete pop-up command. The given row
should disappear from the Manage Agent SNMPv3 Users dialog box.

For instructions on ‘cloning’ SNMPVv3 USM users, see the next section.
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22.2Creating New SNMPv3 USM User on Remote SNMP Agent

MIB Browser lets you ‘clone’ SNMPv3 USM users on remote SNMP agents, i.e., create
new SNMPv3 users from the existing ones.

To create a new SNMPv3 USM user on Remote SNMP Agent and change its secret keys:
1. Selectthe Tools /Manage Agent SNMPv3 USM Users command.

2. The Manage Agent SNMPv3 Users dialog box appears (Figure 190), listing all existing
SNMPv3 USM users configured on the given SNMP agent (i.e., the USM user
information that exists in the ‘usmUserTable’ implemented in the remote SNMP agent).

3. To view or manage SNMPv3 USM user configuration on another SNMP agent,
specify its address in the Remote SNMP Agent drop-down list or select the agent
profile from the SNMP Agent Profiles window.

4. To create a new SNMPv3 USM user by ‘cloning’ its properties from an existing user
(called the ‘template’ user), select the existing user and choose the Clone pop-up
command.

Note: At least one SNMPv3 user must be already configured on the remote SNMP agent (i.e., at
least one row must exist in the agent’s ‘usmUserTable’), otherwise no new SNMPv3 users can
be created via SNMP.

& @) [10.03.146 v]|=] e &
Mo, User security name  Authentication protocol Privacy protocel Storage Status
,E 1 admmirm usmHMACMDSAuthProtocol  usmDESPrivProtocol  nonVolatile(3)  active(l)

Clone new user from user "admirm”

|5.as.|:|r |

< QK Cancel >

OO@ 2 &5 SNMA

Figure 193: Cloning an SNMPv3 USM user on remote SNMP agent

5. The Clone User dialog box appears, prompting you to enter the user name for the
new user, which is to be created (Figure 193). Enter a desired user name and click
the OK button.

6. MIB Browser sends an SNMP Set request to the SNMP agent to instantiate a new row
in the ‘usmUserTable’ and thus create a new SNMPv3 USM user on the remote SNMP
agent. If the SNMP Set operation finishes successfully, a new row appears in the
Manage Agent SNMPv3 Users dialog box, representing the new user. The SNMPv3
authentication and privacy parameters (including the secret authentication and privacy
keys) of the new user match exactly the parameters of the ‘template’ user.
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:# Manage Agent SNMPv3 Users

& (@) [10.03.146 ]3| e ]
Mo, User security name  Authentication protocol Privacy protocol Storage Status
E 1 £as0r usmHMACMDSAuthProtoc...  usmDESPrvProtocol  nonVolatile(3)  active(1)
;E 2 admirm usmHMACMDSAuthProtoc,.,,  usmDESPrivProtocol  nenVelatile(3)  active(l)
fﬂ 3 MDO3_DES_User usmHMACMDSAuthProtoc...,  usmDESPrivProtocol  nonVolatile(3)  active(T)
£

oo 3 2] SMMPv2c Last successful poll at 20.5.2016 12:22:14

10.

11.

12.

13.

Figure 194: New SNMPv3 USM user created on remote SNMP agent

To change the secret authentication key and thus the authentication password of the
new user, select the row representing the new user and choose the Change
Authentication Password pop-up command (Figure 190).

The OIld Password for Authentication Protocol dialog box appears (Figure 191). Enter
the authentication protocol password of the ‘template’ user into both input lines and
click the OK button.

The New Password for Authentication Protocol dialog box appears (Figure 192). Enter
the new authentication protocol password for the selected user into both input lines
and click the OK button.

MIB Browser computes the new secret authentication key from the given old and new
passwords according to the algorithm specified in RFC 3414 and sends an SNMP
Set request to the SNMP agent to change the secret authentication key and thus the
authentication password of the user. If the operation finishes successfully (check the
status line), the secret key is changed and the new password is active.

To change the secret privacy key and thus the privacy password of the new user,
select the row representing the new user, choose the Change Privacy Password
pop-up command and and enter the old and new privacy passwords twice into both
dialog boxes that appear (similar to changing the authentication password).

If the new SNMPvV3 user is not enabled yet, i.e., if the status column displays the
‘notinService(2)’ status for the relevant row, select the row and use the Enable pop-
up command.

MIB Browser sends a SNMP Set request to the SNMP agent to change its status to
‘active(1)’ and thus enable the new user. If the operation finishes successfully, the
user is enabled, meaning that the SNMP agent will accept and respond to SNMPv3
requests sent to it on behalf of that user.

Note: On SNMP agents implementing the View-based Access Control Model (RFC 3415), you need
to configure the appropriate access rights for the new SNMPv3 USM user, before starting to query
and manage the agent on behalf of the new user.
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23 DEBUG PROBLEMS IN GENERIC SNMP TRACE WINDOW

During its operations, MIB Browser exchanges a number of
SNMP messages with remote SNMP agents in order to

retrieve or set certain information. ? ir.

Sometimes the exchange of information is not possible for
whatever reason (e.g., wrong SNMP access parameters may

be used and the SNMP agent does not respond, or there can Note: This feature is

be a bug in the SNMP agent that prevents the exchange of available only in the
SNMP messages or it behaves in an unexpected fashion). Developer's Edition

. . . and Simulator Edition
That is why MIB Browser introduced the Generic SNMP Trace of MIB Browser Pro.

window that can be used for checking the SNMP messages
exchanged on the network during any SNMP operation
performed in MIB Browser.

The Generic SNMP Trace window shows a list of SNMP request and response messages
that were sent to or received from SNMP agents. It also shows the contents of each
SNMP message; displayed in hexadecimal format as well as in decoded, human-
readable format. Therefore, the Generic SNMP Trace feature is particularly useful for
debugging and resolving problems when the SNMP agent does not properly respond to
MIB Browser queries.

Note: MIB Browser implements the Generic SNMP Trace window in two instances:

1) The general Generic SNMP Trace window, which traces SNMP messages that are
exchanged during operations performed in any MIB Browser window.

2) The Generic SNMP Trace For Trap Ringer window, which traces only SNMP notification
messages received into the SNMP Trap Ringer Console window (together with responses
to SNMP Inform notifications).

23.1Tracing Exchanged SNMP Messages

You can use the Generic SNMP Trace window to trace and record SNMP messages
exchanged between MIB Browser and SNMP agents while performing SNMP operations
in any MIB Browser window.

23.1.1 Select MIB Browser Windows to Be Recorded

By default, the Generic SNMP Trace window traces SNMP packets in two windows: in
MIB Browser main widow (Query results panel) and in the Set window. You can configure
MIB Browser to trace SNMP packets originating from any other window.

To select windows in which SNMP messages shall be recorded:

1. Open the MIB Browser Preferences dialog box by using the View / MIB Browser
Preferences command and click the Windows entry under the Trace entry in the
navigation tree (left-hand side of the dialog box).
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2. In the Traced windows frame (Figure 195), check the checkboxes in front of the
names of the windows that shall be traced.

3. When you have specified which MIB Browser windows shall be traced, click the OK
button. To learn how to trace the SNMP messages in selected windows, see the
Tracing and Decoding SNMP Messages section.

MIB Browser Preferences x

Query Results “|  Generic SNMP Trace Window Preferences

Colors
Formatting Traced windows

Opaque [v] Query results panel L] Prempt for OID windows

Dizplay Hint [] Set windows [ Index table discovery windows
Set [] Table windows Dhgent snapshot windows
Info [ Info windows [] Cempare agent snapshots windows
Discovery [«] Multiple variable bindings window [] Trap ringer window
MVE ] [ Discovery window [ Agent USM users windows
Tah::d?:m [] Perforrmance graph window [ Agent VACM windows
Agent Compare []5can agent for MIBs windows [] Agent profiles windows
Trace ] Multiple operations windows

Windows
Trap Ringer

Ports

SMMPv3
IEEE
[ANA W

Default Cancel

Figure 195: In Generic SNMP Trace Window Preferences panel specify MIB Browser
windows to be traced

23.1.2 Tracing and Decoding SNMP Messages

To trace SNMP messages exchanged during operations
performed in the selected windows: al= @

Generic SNMP Trace

[po)= be]

1. In the main window, use the Tools /Generic SNMP Trace
command or click the Generic SNMP Trace toolbar button
to open the Generic SNMP Trace window.

2. If necessary, click the Record toolbar button in the Generic Record
SNMP Trace window to start the recording. The recording of @ _ M
SNMP messages will continue until you click the Pause ——

u

toolbar button.

Note: By default, the recording starts at startup. You can change this, by unchecking the Start
recording at startup checkbox in the MIB Browser Preferences dialog box (Figure 195).

3. Open the window, whose SNMP messages you wish to record and perform one or
more SNMP operations in it. For example, if you have selected to trace the Multiple
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Variable Bindings windows, open a Multiple Variable Bindings window and perform a
SNMP Set operation in it.

Note: Make sure the window has been selected in the MIB Browser Preferences dialog box (see
the Select MIB Browser Windows to Be Recorded section).

4. MIB Browser records the SNMP message exchange of the

selected window and displays the recorded messages in the Note: The recording
Generic SNMP Trace window. function slightly
d th
5. To check the contents of the recorded SNMP messages, pgfffr?:ﬁceif the
switch to the Generic SNMP Trace window by using the software; so make
Window / Trace Windows / Query Windows command. sure to switch it off
when you do not
6. The Generic SNMP Trace window opens (Figure 196). In the need it.

first panel, it displays a list of all SNMP messages
exchanged on the network during the recorded SNMP session.

P

&3 Generic SNMP Trace [Query Windows] [ -@ |25
EEEMmPEE [Compact decoding level _+[ 23] =
2 Search
Mo Direction  Time Yersion Type Source Address Destin.. Community  BeguestID  Eror Status
bay > 40041928 AM SHNMPvl  GetMest 1003127 161 public 202 1] I:I
o < 40041 953 A SMMPwl  Hesponse 127001 EZ1EY  public 202 1]
TR 7 b 4:00:41.953AM  SHNMPwl  GetMest 1003127 161 public 203 0 -
€ 1 |

SHMP HMessage
S5ize = 0002D(000045)

1: 00000 (000000) 30 2B 02 01 00 04 06 70 75 62 6C 69 63 B2 1E 02 O+..... public...
2: 00010(000016) ©O2 00 CR 02 01 00 02 01 00 30 12 30 10 06 OB EE ......... G.D...H

3: oooz2o(000032)  [IEBLBERGEREENNE 43 04 04 29 35 AT _c..ys.

Decoded SHME Me=ssage
1: BHMPF OQOO00:00/00|FF ####&&aasax&x® Simple Network Management Protocol He&a&szss
2: SHNMP 0000:00/00|FF
3: SHMP 0001:01/00|FF Length 43 [2B (hex)] (octets)
4: SNMP 0004:01/00|FF Version 0 (SHMPvl)
S5: SHMP 0Q007:06/00|FF Community public
6: SMMP 0013:01/08|FF Object type 1.0.1.0.0.0.1.0 (Response)
7: SNMP 0017:02/00|FF Reguest ID 202
&: SMMP 0021:01/00|FF Error code 0 {(no error)
9: SHNMP 0024:01/00|FF Error index 9]
0: :08/00|FF Object ID 1.3.6.1.2.1.1.3.0 (sysUpTime.0) #1
11: SNMP 0039:01/08|FF Object type 0.1.0.0.0.0.1.1 (TimeTicks)
12: SHMP 0041:04/00|FF Value 69809575
' 1 r

P@ Recording [£]16 [M]16 [0 [E0 Do 0 DE8 DG 0 =0 0 o § e 0 o=r [ o= ) 0D ()

Figure 196: Decoded SNMP message in the Generic SNMP Trace window
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10.

11.

Click a line in the list of SNMP messages. MIB Browser displays information
contained in the selected SNMP message in other two panels, in the Hex Dump
panel in the middle and in the Decoder panel at the bottom (Figure 196).

In the Hex Dump panel, information in SNMP messages is displayed in the HEX dump
format (Figure 201). In the Decoder panel, the same SNMP message is displayed in
decoded, human-readable format that can be easily understood by the user.

Tip: In a drop-down list in the Generic SNMP Trace toolbar, you can select the decoding level of
SNMP messages shown in the Decoder panel at the bottom of the Generic SNMP Trace
window. You can choose between the Standard decoding level, Compact decoding level
and No decoding.

To check the contents of another SNMP message, select another line in the list of
SNMP messages.

To quickly find one or more SNMP messages that match the search criteria, use the
Live search tool | R Search | in the Generic SNMP Trace window.

You can switch to one of the traced windows and perform another SNMP operation.
Then you can return to the Generic SNMP Trace window and view the messages.

Show Encrypted SNMPv3 Messages in Decrypted Form

Note: When the SNMPv3 privacy is used, the SNMP messages exchanged on the network are
encrypted. MIB Browser will decrypt the encrypted PDUs if you click the Decrypt toolbar button. In
this way, you can view the contents of SNMPv3 messages in unencrypted form.

In the Generic SNMP Trace Preferences dialog box (Figure 197), which opens by clicking
the Preferences toolbar button in the Generic SNMP Trace window, you can specify
which parameters of the recorded SNMP messages will be displayed in the topmost
panel of the Generic SNMP Trace window.

Genenc SMMP Trace Preferences \EI
Options _ J
Show hex dump panel fﬁ - @
Show decoder panel Preferences
Display SMMPv3 parameters in decoder panel

Resalve OIDs in decoder panel

Columns that will appear on the Generic SMMP Trace

Mo, Community
Direction Request ID
Date Message ID
Time Error status
SMMP wersion Error index
SHMP packet type |:| MNan repeaters
Source address [ Max repetitions
|:| Source port |:| SMMPv 1 generic frap type
[] Destination address [7] sMMPw 1 spedific trap type
Destination port Packet size
Transport layer [ raw packet

(= ) e

Figure 197: Generic SNMP Trace Preferences dialog box
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23.1.3 Searching and Filtering SNMP Messages

The Live search tool |2 Search | in the Generic SNMP Trace widow lets you
perform incremental text search to quickly find and display only those SNMP messages
that match the search criteria, i.e., contain the entered text in one or more of the selected
search categories (Generic SNMP Trace widow columns).

Note that once you enter the query into the Live search box, the search is automatically
started and it remains active until you cancel it. Active search behaves as a continuous
display filter, meaning that it applies also to newly recorded SNMP messages, i.e., only
those newly recorded messages that match the search criteria will be displayed in the
Generic SNMP Trace window (until the search is canceled).

For example, to find all SNMP Set messages:
1.

2.

Click the search symbol (2) in the Live search tool.

In the Search Options drop-down menu that appears, deselect all options and select
only the Type entry to enable searching in the message type column and click the
OK button to close the Search Options drop-down menu.

& Generic SNMP Trace [Query Windows] (= || = || =]
(][] (3 )2e] (] [c] 7] (2] )2 ][99 [Compact decoding level - [5] =
B Search
Mo Direction  Time Yersion Type Source Address SEE'P:C"' Columns
o
D85 ¥ 4:00:41. 928 M SHMPYl  GetMest 1003127 Direction
Qs £ 4:00:41.953 4 SHNMPvl  Response  127.0.0.1 Date
parir A 400:41.9538M  SHMPvl  GetNewt 1003127 FQ;DH
mef < 400:41.9554M  SNMPvl  Response  127.0.0.1 7
bayol] > 4:00:41.965 40 SHMP1 GetMest 1003127 Source address
a1l < 400:41.9694M  SHMPyl  Response  127.0.01 Source port
o Destination address
5 11 ¥ 4:00:41.969 2 SHMPYl  GetMest 1003127 Destination part
4 I Transpart
Comrunity
SHMP Message Request ID
Message ID
Error Status
Size = 0002D{D00045) Error Index
Mon Repeaters
. - - = - Max Repetitions
1: 00000 (000000) 30 2B 02 01 00 04 06 70 75 62 6C Generic Trap Number
2: 00010 (000016} 02 00 C& 02 01 00 02 01 00 30 12 Specific Trap Mumber
3: 00020 (000032 06 01 02 01 01 O3 OO0 43 04 Size
20(000032) 2 02 23 [[SEeed
Search Options
Decoded SHMP Me=sage Match Case
Match Whole Waord Only
1: SHMMP 0QO000:00/00|FF #*##smrersssaasrs Simple MNetw
2: SHMPF 0000:00/00|FF
3: SNMP 0001:01/00|FF Length 43 [2B (hex) [ L] Al I [DN"'”E]
4: SHMP 0004:01/00|FF Version 0 (SHMPv1) =

Figure 198: Selecting the Live search options in the Generic SNMP Trace window

3. Click inside the Live search box and type in the set query. The Live search tool
automatically performs the search as you type the characters into the search box and
displays only SNMP Set messages in the Generic SNMP Trace window — upper
panel. Select the message in the upper panel to view its contents in the middle and
lower panels.
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’ 43 Generic SNIMP Trace [Query Windows] oG] |
(5308 () ) ) (¥ )99 [compsetscoung o] 2]
1 Message A set X
Mo Direction  Time Wersion  Type Sowce Addiess  Destin..  Community  Fequest ID
=a . > L4330 280 AM  SHMPYT Set 10.0.3127 161 private 205
1| 1 | F

1: 00000 ({000000) 30 81 83 02 01 00 04 07 70 72 €9 76 61 74 65 A3 O0... =
Z: OO0T0O000TA) ThH N2 02 00 N1 02 07 00 02 01 00 30 &9 30 1C 0/ w. ..

1 | 1] 3
Decoded SHMP Mes=age -
1: SHMP 0OO0O00:00/00|FF #=##&=s&saxsrs®® Sigpple Wetwork Management Protoc

2: SHNMP O00QQ0:00/00|FF

3: SNMPF 0Q001:02/00]|FF Length 121 [83 (hex)] (octets) -
4: SNMP 0QQ05:01/00]|FF Version 0 (SHMEw1) 1
S5: SHMP 00Q08:07/00|FF Community private

6: SHMF 0015:01/08|FF Object type 1.0.1.0.0.0.1.1 (5ET Eeqguest)

7: SHMP 0019:02/00|FF Request ID 209 3
g: SHMP 0023:01/00|FF Error code 0 (mo error)

9: SNMF 0026:01/00|FF Error index 4]
10: SNMP 0O033:08/00|FF Cbject ID 1.3.6.1.2.1.1.4.0 (=sy=sContact.0)
11: SHMF ©0041:01/08|FF Cbject type 0.0.0.0.0.1.0.0 (OCTIET STRIHNHG)
12: SHMP 0043:16/00|FF Value admin@mg-=oft.si -

1| 1] [ 3

P® Recording [£]19 [A]19 20 [E]0 Do 0 259 D50 =1 0w § ow ) o= o= 0 0

Figure 199: Viewing Live search results in the Generic SNMP Trace window

4. The search results (total number of matches) is displayed in front of the Live search
tool (Figure 90). Note that the entered query (set) functions as continuous display
filter, meaning that newly recorded SNMP messages will also be filtered and only
those that match the search criteria (i.e., SNMP Set messages) will be displayed in
the Generic SNMP Trace window.

5. To cancel the search, click the Cancel Current Search symbol () in the Live search
box or delete the text from it. After you cancel the search, the Generic SNMP Trace
window displays all recorded SNMP messages.
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23.2Troubleshooting in Generic SNMP Trace Window

The Generic SNMP Trace window allows you to see the contents of SNMP messages
and can therefore be used for troubleshooting. In the Hex Dump panel (Figure 201), the
contents of an SNMP message are displayed in hexadecimal format and in the Decoder
panel, in the human-readable format (Figure 202). When you are using the SNMPv3
protocol, the Decoder panel displays also the SNMPV3 message parameters (Figure 200).

SNMPv3 Message Parameters

Security model:
Security level:

Context name:

Context engine ID:

Security name:
Security engine ID:
Local engine boots:

Local engine time:

Remote engine boots:
Remote engine Time:

Authentication protocol:

Authentication key:

(hex)

USM

Authentication and privacy

public [70.75.62.6C.69.63 (hex)]

12_34_EF (hex)

SHA_DES_User [53.48.41.5F.44.45_.53.5F.55.73.65.72 (hex)]
80.00.05.23.01.D4.1E.49.46 (hex)

79 [4F (hex)]

2239334 [222B66 (hex)]

79 [4F (hex)]

2239334 [222B66 (hex)]

HMAC-SHA

56.69.D8.49.4C.10.49.48.77.D4_4F_F7.51.24 _2E_7E_E3_.AA_23_.BD

Localized authentication key:
C9.ED.87.CA.A4.6F.16.89.23.2B.51.3F.A8.F0.55.CB.AF.B2_EF.6F (hex)
Privacy protocol:

Privacy key:
(hex)

Localized privacy key:

(hex)

CBC-DES
D0.46.D0.9C.4A.44.75.D3.43.B6.5B.7A.DB.D0.6A.CO.71.F2.D5.FC

OE.DE.E9.13.74.D6.8D.A9.B3.CE.ED.4E.AD.6B.2D.86.87.58.98.83

Figure 200: SNMPv3 message parameters displayed in the Decoder panel

SNMP Packet (Decrypted)

Size = 00085(000133)

00000(000000) :
00010(000016) :
00020(000032)
00030(000048) :
00040(000064) -
00050(000080) :
00060(000096) -
00070(000112):
00080(000128) -

30
04
01
48
D7
00
62
12
58

81
01
D4

01 03 30 OE 02 01 05 02 03 00 FF FO O..... O ......
01 03 04 3B 30 39 04 09 80 00 05 23 ....... ;09. ... #
46 02 01 4F 02 03 22 2B 66 04 OC 53 ...IF..0.."+f..S
45 53 5F 55 73 65 72 04 OC EF ED DB HA_DES User.....
OC 47 B1 F8 EB 04 08 00 00 00 C8 00 ..... G-
30 30 2C 04 03 12 34 EF 04 06 70 75 ....00,...4...pu
A2 1D 02 01 04 02 01 00 02 01 00 30 blic........... 0
08 2B 06 01 02 01 01 03 00 43 04 OD .0...+....... C..

Figure 201: The contents of an SNMP message displayed in the Hex Dump panel

The contents of an SNMP message that is in the Hex Dump panel displayed in
hexadecimal format is decoded in the Decoder panel, e.g.:

In the Hex Dump panel (Figure 201):
00000(000000): 30 81 82 02 01 03 30 OE 02 01 05 02 03 00 FF FO 0.0
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In the Decoder panel (Figure 202):
SNMP  0000:01/21]20 Simple type . 1. o o o . (no)

Decoded SNMP Packet (Decrypted)

SNMP  0000:00/00|FF Simple Network Management Protocol
SNMP  0000:00/00]FF

SNMP  0000:01/08|FF Tag 0.0.1.1.0.0.0.0 (30 hex)

SNMP  0000:01/02]CO Class 0.0._._ - - - - (universal)
SNMP  0000:01/21]20 Simple type T D (110) }

SNMP  0000:01/08|DF Object type 0.0._.1.0.0.0.0 (sequence [of])
SNMP  0001:02/00]|FF Length 130 (octets)

SNMP  0003:00/00] 00

SNMP  0003:01/08|FF Tag 0.0.0.0.0.0.1.0 (02 hex)

SNMP  0003:01/02]CO Class 0.0._._ - . - - (universal)
SNMP  0003:01/21]20 Simple type . 0. . . . . (yes

SNMP  0003:01/08|DF Object type 0.0 0.0.0.1.0 (integer)

SNMP  0005:01/00|FF Version 3 (SNMPv3)

SNMP  0006:00/00] 00

SNMP  0006:01/08|FF Tag 0.0.1.1.0.0.0.0 (30 hex)

SNMP  0006:01/02]CO Class 0.0._._ - - - - (universal)
SNMP  0006:01/21]20 Simple type I D (110) |

SNMP  0006:01/08|DF Object type 0.0._.1.0.0.0.0 (sequence [of])
SNMP  0008:00/00] 00

SNMP  0008:01/08|FF Tag 0.0.0.0.0.0.1.0 (02 hex)

SNMP  0008:01/02]CO Class 0.0._._ - - - - (universal)

SNMP  0008:01/21]20 Simple type - 0. . . . . (yes)

SNMP  0008:01/08|DF Object type 0.0._.0.0.0.1.0 (integer)
SNMP  0010:01/00|FF Message 1D

SNMP  0011:00/00]00

SNMP  0011:01/08|FF Tag 0.0.0.0.0.0.1.0 (02 hex)
SNMP  0011:01/02]CO Class 0.0._._ . . . . (universal)
SNMP  0011:01/21]20 Simple type [ P (yes)

SNMP  0011:01/08|DF Object type 0.0. 0 0 0 1 0 (integer)
SNMP  0013:03/00|FF Max size 65520 (octets)

Figure 202: The contents of an SNMP message decoded and displayed in the Decoder panel

The descriptor (e.g., 0000:01/02]c0) placed before the description and the actual value
(e.g., Simple type I DR (no)) defines the location, length and mask of

bytes in an SNMP message that are used to produce this particular decoded line.

The 0000:01/21]20 descriptor has the following meaning:

<offset>:<bytelLength>/<bits> | <bitMask>

o '0000' designates the offset of the decoded information in the SNMP message.
'01' designates the length of the decoded information in the SNMP message.

'21' designates the bit offset and the number of bits in the decoded information in the
SNMP message. In this particular example, it means that only the third bit within the
byte is used to produce the decoded line (bit offset is 2, bit length is 1).

Qo '20'is a bit mask.

Tip: For better understanding of how an SNMP message is encoded, double-click a line in the
Decoder panel. Byte(s) encoding the double-clicked line will be highlighted in the Hex Dump panel.
Note that one byte can encode more than one line displayed in the Decoder panel.
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Example:

How to use the Generic SNMP Trace window to debug a problem when MIB Browser
cannot contact an SNMP agent when using the SNMPv3 protocol?

If MIB Browser cannot contact an SNMP agent, it receives an error message in response
(e.g., usmStatUnknownUserNames.0) and displays it in the Query results panel.

When you are using the SNMPv3 protocol, the problem might be, for example, wrongly
specified SNMPv3 security parameters. Therefore, you can use the Generic SNMP Trace
window to check the contents of SNMP messages exchanged between MIB Browser and
the SNMP agent, and debug the problem.

In order to do this, click the Generic SNMP Trace toolbar button in the main window.
When the Generic SNMP Trace window opens, click the Clear All toolbar button to
delete all recorded SNMP messages. Click the Record toolbar button. Switch to the main
window and try to contact the SNMP agent again by using the Contact pop-up command.
The Generic SNMP Trace window records all SNMP messages exchanged during this
operation.

If MIB Browser cannot contact the SNMP agent and the agent returns the
usmStatUnknownUserNames .0 message, the security name of the user is not correct.

To check the security name, return to the Generic SNMP Trace window by using the
Windows /Trace Windows /Main Window command. In the list of SNMP messages
displayed in the upper panel, click the last returned SNMPv3 Report message. MIB
Browser decodes its contents and displays it in the last (Decoder) panel (Figure 203).

SNMPv3 Message Parameters

Security model: USM

Security level: None

Context name: (zero-length)

Context engine ID: (zero-length)

Security name: SHA DES User[53.48.41.5F.44.45_.53.5F.55.73.65.72.20(hex)]
Security engine ID: 80.00.05.23.01.D4.1E.49.46 (hex)
Local engine boots: 0 [0 (hex)]

Local engine time: 0 [0 (hex)]

Remote engine boots: 0 [0 (hex)]

Remote engine Time: 0 [0 (hex)]

Figure 203: SNMPv3 message parameters displayed in the Decoder panel

In the Decoder panel, check the value of the Security name SNMPv3 parameter:
Security name: SHA DES User[53.48.41.5F.44.45.53.5F.55.73.65.72.20 (hex)]

In the hexadecimal format of the security name, you can see that the last value is .20,
which is a blank character. A blank is normally not visible, but because of it, the security
name of the user is not correct.

To correct the mistake, open the SNMP Protocol Preferences dialog box, click the Edit
User toolbar button and erase the blank space in the security user name. Click the OK
button and close the SNMP Protocol Preferences dialog box. If there are no other
problems, MIB Browser will now successfully contact the SNMP agent.
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24 PERFORM MULTIPLE OPERATIONS

The Multiple Operations window is used for performing arbitrary series of SNMP
operations on a selected SNMP agent. This can be useful, for example, when testing or
configuring SNMP agents, etc.

This section describes how to use the Multiple Operations window.

24.1 About Multiple Operations Window

To open the Multiple Operations window, select the SNMP / Ez%_@
Multiple Operations command or click the Multiple Operations = .
toolbar button. Multiple
Operations
& Multiple Operations - 10.0.0.9 = |[ =[]
)5 oo - O @
M ame ST Dperation M ame Syntax " alue
L] I I
M ame Syntax " alue
L] T 3 L] I I
(2 Ready. & SNMPv2e [ 0[]0 09 0@ 0 D0

Figure 204: Empty Multiple Operations window

The Multiple Operations window contains 3 panels (Figure 204):
1. Operations (left panel)

2. Send (upper-right panel)

3. Response (lower-right panel)

The Operations panel displays a configurable list of SNMP operations to be performed
against the selected SNMP agent. This list can be considered as a script containing a
sequence of SNMP operations (Get, GetNext, Set, Trap, etc.). When the operations
execution is started, MIB Browser performs the listed SNMP operations top-down one
after another. The list may also contain timers, i.e., elements that cause MIB Browser to
wait a configured amount of time (e.g., 100ms, 1s, 5s, etc.) before performing the
subsequently listed SNMP operations.
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The Send (upper-right) panel displays a variable bindings list that will be/was included
into the outgoing SNMP message that corresponds to the operation selected in the
Operations panel.

The Response (lower-right) panel displays the results of the operation selected in the
Operations panel, i.e., a variable bindings list included in the received SNMP Response
message that corresponds to the operation selected in the Operations panel.

24.2 Configuring SNMP Operations in Multiple Operations Window

24.2.1 Adding Operations to Multiple Operations Window

SNMP operations and associated variable bindings can be added to the Multiple
Operations window in several ways, as described in this section.

In context of the Multiple Operations window, a valid SNMP operation has a certain name
(label), is of a certain type (Get, GetNext, GetBulk, Set, Trap (v1), Trap (v2), Inform), and
has a variable bindings list with one or more variable bindings (except for the SNMPv1
Trap operation, which may have an empty variable bindings list).

To Manually Add Operations

1. Adding Operations

The contents of the Operations panel, i.e., the number and type of SNMP operations
(Get, GetNext, Set, etc.), their order and names, as well as timers and their properties,
can be configured.

1. Right-click the Operations panel on the left hand side and select the New Operation
pop-up command. This adds a hew operation to the Operations panel.

P

& Multiple Operations - 10.0.0.9

@ @@@ 10.0.0.9 - @E

M arme 5T Operation M arme

52 Copy

B e Opeation

Set Operation r

\_E_) Mew Timer

Figure 205: Adding a new operation to the Multiple Operations window

2. Click the Operation field and select the operation type (e.g., Get, GetNext, Set, Trap,
etc.) from the drop-down list that is displayed (Figure 206).
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& Multiple Operations - 10.0.0.9 *

@ 10.0.0.9 -
ST

Operation M ame

M arme

Do New operation @ Mo variable bindings. [Get v]
et I

Get Bulk,
Trap [v1]
Trap [v2]
Inform
Set

Figure 206: Selecting the operation type

To specify a meaningful name for the operation (e.g., ‘Get sysName’), right-click the
operation, select the Rename pop-up command and edit the name of the operation.

To add additional operations to the operations list, repeat the steps 1-3.

To change the order of operations, select individual operations and use the Move Up
or Move Down pop-up commands.

2. Adding Variable Bindings to Operations

The variable bindings list for a SNMP operation can be populated in several ways. One
can either:

a

a

a

Manually add variable bindings by using the New pop-up menu command.

Manually add variable bindings by dragging&dropping individual objects from the MIB
tree (main window) to the Send (upper-right) panel of the Multiple Operations window.

Automatically insert operations and variable bindings by selecting a node in the MIB
tree (main window) and choosing the Multiple Operations command.

Load operations and variable bindings from a Multiple Operations XML (. mofx) file or
Agent Snapshot XML (.asfx) file.

Use a combination of the methods above.

This section describes the first method listed above.

1.

In the Operations panel, select the operation you want to add variable bindings to.
The Send (upper-right) panel displays an empty variable bindings list of the selected
operation (Figure 207).
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B Multiple Operations - 10.0.0.9 * = [ B )
Aol oy - e @
Hame ST [ peration Hame Syntas W alue
“;lg Fead M ame i@ Mo vanable bindings.  Get
o0 Wik Hew syzMame @ Mo varable bindings.  Set 23 Copy
(V] () Mew timer Ts -
“;lg Retrieve system Group @ Mo vanable bindings.  Get Nest | m
Delete All
4[4 b

Figure 207: Adding a new binding to selected operation in the Multiple Operations window

2. Right-click within the upper-right panel and select the New pop-up command. The
Select dialog box appears (Figure 208).

Select - sysMarmel

5
Remaote SHMP agent
10.0.0.9 -

1.361.21.1.50 - ect%D from

Value MIB Tree

v

Syntax

() Integer32 (7 Timeticks () CounterB4
() Ulnteger32 (71 IP address ) Opaque
() Counter32 i ) Mzapaddr
(71 Gauged2 @ Octets (7 Bits

OO0 & sNMPv
Figure 208: Select dialog box

3. Inthe OID input line, specify the OID of the variable binding.

Tip: You can also specify the OID value by selecting a corresponding node from the MIB tree.
To do that, click the Select OID from MIB Tree button next to the stop OID input line. The
Select Object Identifier window appears (Figure 112). Expand the MIB tree and select the OID
by double-clicking the desired node.

4. Depending on the operation type, specify the value of variable binding in the Value
input line (for querying operations (Get, GetNext, GetBulk) you can leave this input
line empty).

5. Choose the appropriate syntax of variable binding in the Syntax frame. If you select
OID from the MIB tree, the correct syntax is selected automatically.
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6. Click the OK button. The dialog box closes and the specified variable binding is

inserted into the variable bindings list (Figure 209).

m Multiple Operations - 10.0.0.9:sysDescr.0 *

o)) (=] 10003

- [T Lag

=)

Mame ST Operation M ame Syntas Walue
(| Do Read sysMame Get ﬁ spzMame.l DizplaySting  [zero-length] [ [hex]]
=0 Write Mew sysMame Set
[ 5 wiait 1 secand 1z
::nE Fetrieve system Group Get Mext

Figure 209: A new variable binding in the Multiple Operations window (Send panel)

7. To add additional variable bindings to the same variable bindings list, repeat steps

1-6 or use alternative methods (drag&drop, load).

8. Add variable bindings to the remaining operations in the Multiple Operations window,

as described in steps 1-7.

To Automatically Insert Operations

1. Right-click the MIB Tree node in the MIB Browser main window, which has one or
more subordinated MIB object instances that you want to retrieve or modify and
select the Multiple Operations pop-up command (Figure 210). Alternatively, select
the desired MIB tree node and choose the SNMP /Multiple Operations main menu

command or click the Multiple Operations toolbar button.

Query | MIB |F'ing

“. MG-SOFT MIB Browser Professional Developer's Edition
File Edit Wiew SMMP Action Tools Window Help

F D % e 1 EMagwmEdan

Bemote SHMP agent

MIB tree

Split

10008 v 7] Vetical

4 [ mgmt
4 |7 mib-2
4 |77 sustem -
@ sysDesor | #5: Contact
@ sysObjectlD | 745 Walk

@ sysMName
@ sysLocation | =

ﬁ. sysServices -Ifg Expand
- 120 interfaces T3 Collapse

1 at

@ spsUpTime | % Prompt For OID...
@ sysContact i Multiple Variable Bindings...

i1 Multiple Operations...

Figure 210: Selecting the Multiple Operations command from the MIB tree pop-up menu
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2. This opens the Multiple Operations window and automatically populates it with
operations that let you retrieve object instances from the selected MIB subtree or MIB
object. For example:

a

a

If the 'sysUpTime' scalar node was selected in the MIB tree, a SNMP_Get operation
with one variable binding for retrieving the only instance of the 'sysUpTime' scalar
object (i.e., ‘sysUpTime.0) is automatically inserted into the Multiple Operations
window.

If the 'system' subtree node was selected in the MIB tree (Figure 210), a SNMP
Get _operation _with _multiple variable bindings for retrieving all scalar object
instances in the 'system' group is automatically inserted into the Multiple
Operations window (Figure 215).

M arne ST Operation M amne Syntay Walle

| 20 1 gpztem et o @sysDesu:r.El DizplaySting  [zero-length) [ [hex]]
7 @'sysﬂbiectl[).l] OBJECT ID...  rull

J @ sgllpTime. 0 TimeTicks 0 daws 00k 00m: 00z,
J @systnntau:t.[l DizplaySting  [zero-length) [ [hesx]]
J @s_l,lsName.El DizplaySting  [zero-length) [ [hex]]
o @ sysLocation. O DigplapSting  [zero-length] [ [hex]]
7 @ sysServices.0  INTEGER 0

Figure 211: Operation for retrieving the scalar object instances of the MIB-2 ‘system’ group

If the ‘ifTable’ table node was selected in the MIB tree, a SNMP_GetNext
operation with_multiple variable bindings for retrieving the first instance of all
columnar objects in the 'ifTable' is automatically inserted into the Multiple
Operations window.

If the 'interfaces' subtree node was selected in the MIB tree, two SNMP
operations are automatically inserted into the Multiple Operations window: one
SNMP_Get operation for retrieving the only scalar object instance in the
'interfaces' group (‘ifNumber.0’) and one SNMP_GetNext operation with multiple
variable bindings for retrieving the first instance of all columnar objects in the
'ifTable'.

If the ‘mib-2’ subtree node (which has many subordinated subtrees containing
scalar and table objects) was selected in the MIB tree, a number of SNMP_Get
and GetNext operations is automatically inserted into the Multiple Operations
window: SNMP_Get operations with one or more bindings are inserted for
retrieving all scalar object instances within the ‘mib-2’ subtree, while SNMP
GetNext operations with multiple variable bindings for retrieving the first instance
of columnar objects in tables within the ‘mib-2’ subtree, etc.
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M ame ST Dperation = || Hame Syntax Walue
| 27 zpzkem et i @ip.-‘-‘-.dEnbi‘-.ddr Iptddress 0000
o 0m 2 interfaces Get 7] 5 iptdE ntlflndes INTEGER 0

7] D8 3 HEnty GetMest | =|| (V] ipadEntt ethazk Ipdddress 0.0.0.0
V] 28 4 atEntry Get Next V| 5 iptdEntBoastidds INTEGER 0

S De R p Eet i @ipﬁ.dEntHeasmMaﬁSize INTEGER 1]

V] 28 6 iptddEntry Get Next

o “;IE 7 ipRouteEntmy et Mest

J] DF & ipMetToMediak . Gt Mest

| 28 3 icmp Eet

o Do 10 tep Get

7] D8 11: tepCannEntry Get Mest Marme Syrka Yalue
| e 12 udp et

v “;IE 13: udpEntry Get Mexst

¥ 2e 14 egp Get

o “;lg 15: egpMeighEntry et Mest

o “;IE 16: dot3StatsE nky et Mest

71 o0 7 A W ke, et bl

Figure 212: Operations for retrieving object instances form the MIB-2 subtree

3. Once you have the automatically inserted operations and variable bindings into the
Multiple Operations window, you can further manipulate them in various ways:

0 To add additional operations to the Operations panel, proceed as described in
the To Manually Add Operations section.

O To delete one or more operations from the Operations panel, select the
operations you want to delete (use the SHIFT key to select adjacent operations
and CTRL key to select non-adjacent operations) and choose the Delete pop-up
menu command.

a To edit operations (e.g., rename, enable/disable operations, change the order of
operations, change operation type, edit variable bindings list, etc.) select
operation(s) and choose the appropriate command from the pop-up menu
(please refer to “Multiple Operations Window” section of the MIB Browser Help
documentation for more information on this).

4. Once you have finished configuring operations and variable bindings in the Multiple
Operations window, you can save them to a file by clicking the Save Operations to
File toolbar button and specifying the location and name of the resulting .mofx file in
the standard Save As dialog box that appears. A saved multiple operations XML file
(.mofx) can later be loaded into the Multiple Operations window via the Load
Operations from File feature.

24.3 Running SNMP Operations in Multiple Operations window

After you have configured the operations in the Multiple Operations window (as described
in the preceding section), you can start executing them as follows:

1. In the Agent Address drop-down list specify the address of the SNMP agent the
operations should be performed against.
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2. Click the SNMP Protocol Preferences toolbar button to open = E

the SNMP Protocol Preferences dialog box and specify the SNMP Protocol
SNMP protocol settings for accessing the selected agent. Preferences
Tip: Instead of step 1 and 2, click the SNMP Agent Profiles button and = Tflgl
select the proper profile from the SNMP Agent Profiles window if the profile SNMP Agent
for the target agent already exists. Profiles

3. Click the Refresh toolbar button to start executing operations.
MIB Browser performs all operations listed in the Operations = gl
panel top-down one after another and displays the status of Refresh
executed operations (“Status” column) and the values retrieved
(lower-right panel).

B Multiple Operations - 10.0.0.9:sysName0 * = [ =[]
10.0.0.9 [ Log
M ame ST Operation M ame Syntax Walue
0 Read sy=M ame L] Get @ gpsMame. 0 DisplaySting  [zero-length] [ [hex]]
w2 rite Mew spsMame @ Set
\_[,) W'ait 1 second e 1z
“;lg Retrieve system Group Get Mest
1 | 1] 3
M amne Syntax Yalue

@ sz ame. DigplaySting  Winwkst121 [B7Y.B9.6

i | 1] N 1] b

SO0 e | &FsNwPvc F4[J0 200080 30

Figure 213: Performing operations in the Multiple Operations window

4. When all operations have been carried out, you can review the status and results of
individual operations. The “Status” column in Operations panel indicates the status of
performed operations using of the following symbols:

Symbol: Meaning:

Operation completed successfully
Operation ended in error (includes a short error description)

No variable bindings are associated with the operation (operation was skipped)

L=

Operation is incompatible with the SNMP protocol version (operation was skipped)
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The Multiple Operations window status bar also displays the number of enabled
operations, the number of disabled operations, the number of operations completed
successfully, and the number of failed operations.

5. Click the Next Error toolbar button to quickly locate and select the first operation that
ended in error (if any). Use the Next Error and Previous Error buttons to quickly
step forward and backward thought the remaining errors (if any).

6. If an operation ended in error, you can modify the operation (e.g., change the
operation type) or its variable bindings list (e.g., change the OID or instance of the
variable bindings, syntax or value), or the SNMP protocol Preferences and then re-
run the operations by clicking the Refresh toolbar button again.
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25 SIMULATE SNMP AGENT

MIB Browser lets you create a snapshot of an SNMP agent on _ _
the network and then simulate this agent on the computer Note: This feature is

available only in the
where MIB Browser runs. Simulator Edition of

Simulating means that MIB Browser runs a separate process, MIB Browser Pro.
which listens for SNMP queries on selected network interface(s)
and port(s) and responds to SNMP queries, returning exactly the same OIDs and values
as the "real" SNMP agent would (at the time of taking its snapshot). MIB Browser can
simulate an agent that 'speaks' SNMP over UDP and SNMP over TCP over IPv4 and IPv6
protocol. SNMPv3 over TLS over TCP and SNMPv3 over DTLS over UDP (both over IPv4
and IPv6 transport) are also supported.

This section describes how to use the SNMP Agent Simulator window to load an agent
snapshot XML file (.asfx), configure agent simulation preferences and start simulating an
SNMP agent.

Note: Before being able to simulate an SNMP agent, one needs to take a snapshot of it and save
the snapshot to MIB Browser agent snapshot XML file (*.asfx), as described in the preceding
sections.

1. In the main window, use the Tools /SNMP Agent Simulator command or click the

SNMP Agent Simulator toolbar button (@) to open the SNMP Agent Simulator
window (Figure 214).

2. Inthe SNMP Agent Simulator window, click the Load button
next to the Agent snapshot input line to display the Tip: To view or edit the
standard Open dialog box. In the Open dialog box, select the SRIEEIET S ETE L
agent snapshot XML file (*.asfx) of the SNMP agent you C“thhe%d't Snapshot
want to simulate and click the Open button. The full path of button @I)
the selected agent snapshot file appears in the Agent
snapshot file input line.

e SNMP Agent Simulator E@
p =|RE4 [192.168.163.1 -] 1161~ |[&l|| Refreshevery 10 = seconds o]
Agent snapshot file:  C\Simulator-snapshot\c-switch.asfx ,_3 l:jﬁ
MName Value Delta Average/s Peak Delta Peak Delta Time Peak Averagefs Peak Average/s Time
@OP & 1Pv4/UDP B IPve/UDP & IPv4/TCP & IPve/TCP @' SNMPv1

Figure 214: SNMP Agent Simulator window (simulation is not running)
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3. From the Binding Interface drop-down list select the network interface, i.e., its IPv4,
or IPv6 address on which the simulated agent will listen and respond to SNMP
gueries. Select the option "Any" for simulator to listen and respond on all available
interfaces, IPv4 and IPv6 addresses, and transports (UDP and TCP) (Figure 215).

Agent Snapshot:

DEE™IP o

e SMMP Agent Simulator

-]1151

- (@

C:AF127.0.0.1
10.0.3.128

1
fed::1
feB0:: 4deh:faae: 1ab0:9bad%8

Mame W alue

fedl:befer10.0.3.128%10

Delta 2001:0:d5c7: a2d6: 187 2. 3802 (56R e ¥f 5k Delta Time

-switch. asfy

Peal.

Figure 215: Selecting a binding interface in the SNMP Agent Simulator window

4. Into the accompanying Port drop-down list specify the port humber on which the
simulated agent will listen to SNMP queries (e.g., 1161). The specified port applies to
SNMP over UDP and SNMP over TCP, but not to SNMP over (D)TLS. The latter is
configured separately in the SNMP Agent Simulator Protocol Preferences dialog box.

5. Click the SNMP Agent Simulator Protocol Preferences toolbar button ) to open
the SNMP Agent Simulator Protocol Preferences dialog box (Figure 216), where you
can configure the SNMP protocol parameters for agent simulation, as follows:

o Check the SNMPv1 checkbox if you want the simulated agent to respond to
SNMPv1 queries regardless of the community name used. To configure the
simulated agent to respond only to SNMPv1 queries containing a specific
community name, check the Read community checkbox in the SNMPv1 frame
and enter the desired community name into the accompanying drop-down list.

o Check the SNMPv2c checkbox if you want the simulated agent to respond to
SNMPv2c queries regardless of the community name used. To configure the
simulated agent to respond only to SNMPv2c queries containing a specific
community name, check the Read community checkbox in the SNMPv2c frame
and enter the desired community name into the accompanying drop-down list.
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SNMP Agent Simulator Protocol Preferences @

/| Read community public -
| SNMPv2c
Read community Any community

J] SNMPV3 (USM)

71 USM user 1: SHA_DES_User ‘Luad user profile... ‘ ‘ Edit user... ‘

7] USM user 2: Sha512Aes128 ‘Lnad user profile... ‘ ‘ Edit user... ‘
USM user 3: Empty ‘Lnad user profile... ‘ ‘ Edit user... ‘

Engine Boots (next run) 95

Security Engine ID (IPv4) 80.00.05.23.01.0A.00.00.B1.04.89.01

Security Engine ID (IPva) 80.00.05.23.01.0A.00.00.81.04.89.03

7] SNMPV3 (TSM)

Port 11161 (Default = 11161)

Certificate snmpd.crt (Embedded) Edit...
Private Key snmpd.key (Embedded)

CA Certificate ca_mg-soft.crt (Embedded)

0K l ‘ Cancel

Figure 216: Setting the agent simulator protocol preferences

o Check the SNMPv3 (USM) checkbox if you want the simulated agent to respond
to SNMPv3 USM queries. At least one USM user must be selected and enabled in
the SNMPv3 (USM) frame to be able to successfully query the simulated agent via
the SNMPv3 USM protocol. To configure the simulated agent to respond only to
SNMPv3 queries sent on behalf of a given USM user, check the first USM user
checkbox and click the Load user profile button next to it. This opens the
SNMPv3 USM User Profiles window, where you can select an existing SNMPv3
user profile (Figure 217). You can view or customize the SNMP protocol settings
of a selected user by clicking the Edit user button. You can select or configure up
to 3 different USM users in this frame. The SNMPv3 (USM) frame also displays
the EngineBoots and EnginelD (IPv4 and IPv6) values of the simulated agent.
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£ SNMPv3 USM User Profiles

&8 X

=1 HoE T
;‘2 Search

User profile name

Security user name

mgSHAAES256Usr
Sha512Aes128
Q SHA_DES User Apollo SHA_DES User

Q doscis docsisManager
Q md5-aesl28-user test2

& MD5NoPriv MDSNoPriv
& mgSHAAES256Usr

& Sha512Aes128

Security level
Authentication and privacy
Authentication and privacy
Authentication
Authentication and privacy
Authentication and privacy
Authentication and privacy

Select l l Close

Figure 217: Selecting a SNMPv3 USM user profile for the agent simulator

o Check the SNMPv3 (TSM) checkbox if you want the simulated agent to respond
to SNMPv3 TSM queries (i.e., SNMPv3 over TLS/DTLS) and specify the following
parameters:

a

Into the Port input line in the SNMPv3 (TSM) frame, enter the port on which
the simulated agent will listen to for incoming SNMP over TLS and SNMP
over DTLS requests (e.g., 11161).

Click the Edit button in the SNMPv3 (TSM) frame to open the SNMPv3
Security Parameters (TSM) dialog box and specify the corresponding agent
(server) TSM parameters, as follows:

SNMPv3 Security Parameters (TSM)
Certificate

Certificate snmpd.crt (Embedded)

Private key
Private key  |snmpd.key (Embedded)

Certification Authority

Certificate mg-soft.si.crt (Embedded)

Private key password

=
= d & X

= d & X
= d® X

Fassword Password is not set.

SMMP agent fingerprint
Fingerprint

Algorithm

Set...

0K l l Cancel

Figure 218: Specifying SNMPv3 TSM details for the agent simulator
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a In the Certificate frame, click the Load button (\gﬂ‘) to open the standard

Open dialog box and select the file containing the X.509 digital certificate file
that contains the agent (server) public key.

o Inthe Private key frame, click the Load button (‘é‘) to open the standard

Open dialog box and select the file containing the agent private key in
PEM format (e.g., .key or .pem) from disk.

Tip: Click the Properties button (’B) next to the Certificate or Private key input

I.

line to view full details of the loaded digital certificate or private key, respectively.

o In the Certification Authority frame, click the Load button (\éb to open
the standard Open dialog box and select the X.509 digital certificate file (in
PEM format), containing the CA authority public key. This certificate will
be used for verifying the manager certificate. If the manager uses a self-
signed certificate, leave this input line empty.

o To enter the password for decrypting the agent private key (if encrypted),
click the Set button in the Private key password frame, and enter the
corresponding password twice into the dialog box that appears.

o The Fingerprint and Algorithm are two read-only text fields that get
automatically populated after establishing a TLS connection with the
manager and accepting its certificate (when no CA certificate is provided).
Fingerprint is a cryptographic hash of the certificate in hexadecimal (unique
identification of the certificate) and algorithm is the name of algorithm used for
producing the fingerprint (e.g., shal, md5, sha256, etc.).

o Click the OK button to apply the settings and close the SNMPv3 Security
Parameters (TSM) dialog box.

o After configuring the SNMP protocol preferences for the simulated agent, click
the OK button to apply the settings and close the SNMP Agent Simulator
Protocol Preferences dialog box.

6. Into the Refresh every X seconds input line in the SNMP Agent Simulator window,
enter the number (X) that controls how frequently (in seconds) the statistics and mini
graphs will be updated during a simulation.

7. After you have configured all the settings, you can start simulating the agent by
clicking the Start toolbar button ( b ).

o MIB Browser starts a separate SNMP agent simulation process. While running,
this process listens on the user-selected network interface(s) and port(s) (e.g.,
1161) for SNMP queries and responds to SNMP queries, returning those OIDs
and values that are specified in the loaded agent snapshot XML file.

0 The Statistics list in the central section of the window displays SNMP statistics of
the running agent simulation, i.e., the number of SNMP packets received and
sent by the simulated agent, the number of requested and returned OIDs, the
number of received and sent octets in SNMP PDUs, the number of received
SNMP Get, GetNext, GetBulk and Set requests and the number of sent SNMP
Response messages, etc. For each statistical variable, the columns display the
total value, delta (value difference of two consecutive polls), average (delta
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divided by the refresh interval in seconds), peak delta value and time, peak
average value and time (Figure 219).

o SNMP statistics of the running agent simulation is displayed also in four mini
graphs. Right-click on a mini graph to display a pop-up menu with the selection
of statistical variables that can be monitored (total values only) in a given mini
graph. A toggle tick mark in front of a variable name denotes that the variable is
being graphed. The color of the variable name in the pop-up menu is the color of
the graph line used for depicting that variable.

a SNMP Agent Simulator

@ U E ¥ |Any [1261] = =l ]
Ch\ProgramData\MG-SOFTVSNMP Agent Simulator\Snapshotshagent_snapshot_2.asfx @
EEESEENNT EEEEE N HIEEE
Name Value Delta Average/s Peak Delta ~ Peak Delta Time Peak Avera.. Peak Average/s Time
snmplnPduQctets 2736508 372087 372087 435580 12/14/2017 3:46:24 PM - 43558.0 12/14/2017 3:46:24 PM
snmpOutPduOctets 5983271 667301 66730.1 704574 1271472017 34634 PM - 704574 12/14/2017 3:46:34 PM
[ snmplnPackets 62338 8370 837.0 10029 12/14/2017 34624 PM 10029 12/14/2017 3:46:24 PM
[ snmpOutPackets 62338 a3 8370 10029 12/14/2017 34624 PM 10029 12/14/2017 3:46:24 PM
snmplnPdudiDs 62338 8370 837.0 10029 12/14/2017 34624 PM 10029 12/14/2017 3:46:24 PM
snmpOutPdudiDs 215588 21856 2185.6 23541 12/14/2017 34634 PM - 2334 12/14/2017 3:46:34 PM
‘7m snmplnGetRequests 0 0 0.0 0 0.0
T8 snmplnGetNexdRequests 60713 8227 8227 9912 12/14/2017 34624 PM - 991.2 12/14/2017 3:46:24 PM
2§ snmplnGetBulkRequests 1625 143 143 182 12/14/2017 34614 PM 169 12/14/2017 3:46:03 PM
=2 snmplnSetRequests 0 0 0.0 0 0.0
o snmpOutGetResponses 62338 8370 837.0 10029 12/14/2017 34624 PM 10029 12/14/2017 3:46:24 PM
o= snmpQutTraps 0 0 0.0 0 0.0
o2 snmpOutinforms 0 0 0.0 0 0.0
2« snmplnReports 0 0 0.0 0 0.0
a« snmpOutReports 0 0 0.0 0 0.0
2O0@ 1261 @ UDP-4 @ UDP-6 & TCP-4 & TCP-6 @ DTLS-4 & DTLS-6 & TLS-4 @ TIS-6 98  5f SNMPvI Last statistics update: 12/14/

Figure 219: SNMP Agent Simulator window - simulation is running

8. To verify if the simulated agent responds to SNMP queries, click the Contact toolbar
button ) in the SNMP Agent Simulator window. MIB Browser performs the

Contact operation using the SNMP protocol settings configured in this window and
displays the value of the retrieved object instance in the Query results panel of the
main window.

9. To view the agent simulator status information, click the Status Report toolbar button ).
This displays a report in the SNMP Agent Status Report window (Figure 220).
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&L SNMP Agent Simulator Status Report

= Lﬂ_ Search
MName Value Comment i
e Binary location Ch\Program Files\MG-50FT\MIB Browser\...  Process ID: 5388
@ Status Working
(5 Started at 12/14/2017 3:30:31 PM
(B Up time 0h:00m:075.272ms
Transport status:
@ IPvd/UDP Up Port: 1261
@ IPvE/UDP Up Port: 1261
@ |Pvd/TCP Up Port: 1261
@ |PvE/TCP Up Port: 1261
@ IPv4/UDP/DTLS Up Port: 11161
@ |PvE/UDP/DTLS Up Port: 11161
@ IP/TCR/TLS Up Port: 11161
@ IPvE/TCP/TLS Up Port: 11161

SMNMP protocol status:

@ SNMPvT Up
@ SNMPv2c Up
@ SNMPv3 [USM) Up
@ SNMPv3 (TSM) Up

Lﬁ‘ Minimurn security level Mo security (none]

SMMP3 (USM) protoc...

Engine Boots 12

Security Engine 1D - IPv4 30.00.,05.23.01.C0.A8.E0.01.04.ED.0

Security Engine ID - IPw6  80.00.05.23.01.C0.A8.E0.01.04.ED.03 R

Figure 220: SNMP Agent Simulator Status Report window

10. To stop simulating the agent, click the Stop toolbar button @), which terminates
the SNMP agent simulation process.
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APPENDIX: MIB BROWSER FILE FORMATS

Following is the list of file formats supported by MG-SOFT MIB Browser 2018, Version 16.x,
both 32-bit (x86) and 64-bit (x86_64) build.

Saving files to deprecated file formats should be avoided, as the future versions of MIB Browser
might stop supporting the deprecated formats.

Extension Description Type  Status x86 x86_64 Comment
Load SaveLoad Save

-astx Agent Snapshot File XML XML Current

-mbgx  Graph File XML XML Current

-mbmx  Monitor File XML XML Current

-mvbx  Multiple Variable Bindings File XML XML Current

-mofx  Multiple Operations File XML XML Current

-trfx Trap Ringer File XML XML Current

-apfx  Agent Profiles File XML XML (Current

-mgsX  Query Set File XML XML Current New in v13
.gcsx  Color Scheme File XML XML Current New in v13
.astT Agent Snapshot File BIN Deprecated 0 O

-mbg Graph File XML Deprecated

-mbm Monitor File BIN |Deprecated 0 O

-mvb Multiple Variable Bindings File BIN Deprecated X X |

-apf Agent Profiles File XML |Deprecated 0 O

-mgs Query Set File BIN Deprecated £ | Notel
-gcs Color Scheme File INI |Deprecated

Note 1: The Query Set File XML (.mgsx) format used for storing the Info window settings has been
introduced in MIB Browser Version 13.0 and the 64-bit (x86_64) build of MIB Browser v14 still supports
loading the old file format (.mgs) for conversion to .mqgsx. Support for .mqgs format will end in the next
version of MIB Browser x86_64.
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