MEDINTEK

A\
X

MT7681 loT Wi-Fi Firmwé’

Programming ,G\l@
S

Release date: >
© 2014 diam%
This cu@a information that is proprietary to MediaTek Inc.

Una Zed reproduction or disclosure of this information in whole or in part is strictly prohibited.

% ications are subject to change without notice.

Version:




Revision History

Date Revision Author Description
01.03.2014 First v0.01 | Jinchuan Initial draft for MT7681 IoT Firmware Programming Guide.
01.16.2014 v0.02 Jiayi Update Flash Layout and Flash API

Update Folder Structure \
01.24.2014 v0.03 Jinchuan Update Flash Layout and Flash API: spi_flash_write()

Add Section: AT Command Usage
03.22.2014 v0.04 Jinchuan Add FIRMWARE boot UP flow , %

Jerry Add Customer Hook Function

Add Flash settings Load/Storage
Add Timer APIs

Modify Interfae APIs
Modify Flash Partitions
04.15.2014 v0.05 Jinchuan Modify File Structure
Jerry Modify GPIO Interface D i PIO/Pin Mode Set

Modify Flash Paryons
Add New PWMAPI

Add Custo RT- | Function
Add Custo Function for Smart Connection
05.16.2014 v0.07 Jinchuan Add loT, rea

Add |oT®€ust_Set_GPIINT_MODE();
c _Get_GPIINT_MODE();
ust_GPIINT_Hdlr()

Add GetMsTimer()

d Security API
Update Firmware Boot Up Flow

Update Customer Hootk Functioin

Update File Structure

Update loT_led_pwm(): led_num range in soft pwm mode
Delete ATCmd about TCP/UDP

Jinchuan Add APIs for Rxfilter control

Add Set channel API

Add Rx Packet APIl: STARxDonelnterruptHandle

\ Add Tx Packet API: mt76xx_dev_send
Add APIs for MD5: RT_MD5() ...
v0.09 Jinchuan Add Wifi State Machine Flow chart

05.30.2014 .0

Update Rxfilter API’s Notes

Update loT_Cmd_Set_Channel API’'s channel range
Update ATCmd Channel Switch:  AT#Channel -b0 -c6

b Add AT cmd for Smart Connection entry:  AT#Smnt

Add spi_flash_write_func() description

Update spi_flash_write () description and Add design flow
Add HW Timerl Interrupt Function

8.8.2014 V1.0 Jinchuan Update Rx Filter Description

Correct API name as: RT_AES_Decrypt, RT_AES _Encrypt




Add Sample code descript for AES ECB/CBC Decrypt/Encrypt
Add loT_send_udp_directly() API to send udp packet

Add AsicSetChannel() API

Add SPI Cmd table in the section of “Flash Driver”

Contents
1 INEPOTUCTION. .ttt ettt st sne s e saeesnessnesaeesaee senneenneenee it earen ]
' 4
1.1 FIOW Chart SYMDOIS .......oiiieieeeee et e e e e et e e e ere e e sna e e e e sreeeenneeesnneze ezl eens
1.2 KEYWOIS .ttt ettt et e st e s bt e sab e e s b e e bt e e sbbesbe e e nbeeearai e reees
B V) ¥ Lot U = TS
21 FIOW Chart c..ceeeeeeeeeeee et s s
3 FIle STrUCTUIE oo e
4 FIRMWARE b0t UP flOW ..cceeriiiiiiiieiinienieiieeeeee e

5 Wifi Connection State Machine Flow

6 Customer Hook FUNCLION.........covvvvviieeeceeiirieeeee e,

7 Customer UART-TO-WIFI Function

8  Flash settings Load/Storage

9 AT Command.....ccceceevervueruernnd
9.1 Flow chart: .....

...................................................................................................................................... 13
..................................................................................................................... 14
10 DEAREOMITIGIIDD ........cueemtitetitinteeteeteeuteut et et e e st e s be s bt sbeebeeaeeu e e st eaeeabene e b e bt eeeeb e e bt eb e e st emeea s e b et e b e nb et neentenbeseeabenbeebeeneeneas 14
: OW LT <ttt b et at e e bt e b et e it e s b e e b e e bt e b e s heesh e e bt et e saeeshe e bt e eabeeneeebeenbeenrens 14
& WY q Vot oY o I BTy ol T 4[] o USRS 15
10.3  How to add @ NeW Data COMMEANG .....oouiiiiiiiiiiieiie ittt sttt ettt ettt ettt be et e b st e saaesbeesbeebesanesaees 15
L1 WIFTIMIAC APIS.. ettt ettt ettt h ettt s at e e bt e bt et e ea b e ehe e bt e s bt ea b e eh e e beembeeabesabesheebe e bt sabeshe £erbeenbeentesaeanbeenbenntens 16
11.1 RXFIREI CONTIOl ..t et et ettt e se e b e r e e s s e s bee b e e s sreeanesmneneee 16

0 A Y Y Ol 0o o | 1 o | SN 16



Y= Lol U 1 4V Y o IS PSPPI 18

S T T 41T o A o ST UUTU PP 20
8 Tt R VL T4 =T Y o LT PSPPSR 20
13.2  HW timerl interrupt fUNCHION . .....coo ettt e et e e e e st e e e e et e e e snaeeesnnseeesneeeesnnnns

L4 INTEITAE APIS .ttt ettt et h e be et e ea b e e bt e bt e st e ea b e eh e e bt e beea b e eateehe e bt e bt et e e ehe e bt e bt et e eatenbeebeeatens
14.1
14.2
14.3
LA.4  GPIO ettt b e e bbbttt aes
14.5 GPIO/Pin Mode Set

15 Flash Partitions .....cc.ceeeieeieneneeeeecee e

16 CoOMPIlEr SETUP ...eiiiitiiiteteeeete ettt

17 AT Command USAZE ...cccuveeerrrireiiieeeesieeeeeiieeesvreeesveeeens
17.1  Display version.......cccccoeeeeeiueeeesveeesnnnes
17.2  Reboot the system
17.3  SEEDEFAUIL oot r e r e r e s she e n e e re s sreene 31
17.4  Switch channel.............. ST ..ottt ettt b ettt e e ae e s bt e b e et e e atesat e be sebeebe e nas 31
17.5

Configure (1010 Lol SR 31

17.6  UpdatedmibmWaREIIOITN UArt ........coooiiiiiiiiee ettt et e e tte e e s vt e e e e tb e e eetaeeesabaeeeentseeeeassaeesnssaeeasseeesnsns 31

17.7,

S
S

N\

ANt CONNECTION SEATE .eiviiiiiiiiiiiiiiieeeceeeeeeeer e e e e e e e e e e e e e e e e e e e e e e e e aeeeaaeaeeaaaaeaaaaaeaeaeeens 31

(ol DL o [=T=T o3 4T Yo [T PP 32



1 INTRODUCTION

The 7681 loT Wi-Fi structure could be divided into two layers (HW layer, Firmware Layer);
This document aims to help the programmers understand the 7681 Wi-Fi Firmware architecture and how to do the

customization, such as AT command or Data command

A Module, STATE
A Function , '

1.1 Flow Chart Symbols

Call flow, EVENT

Function Start

Function End Q

Function Description @
tN

BBP: Base Band Processor

SEC: Security Engine Q
PBF: Packet Buffer <

Decision

¢ufo/ne

Event/ Action Receive a Event dnd

1.2 Keywords

PDMA: Programmable Direct Memory Access

FCE: Frame Control Engine
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2 SW STRUCTURE

2.1 Flow chart

System Initialize Wi-Fi Task FwW

Wi-Fi State Machine

UART Init Flash Init

Data Command
handler

GPIO Init Timer Init

FCE/MAC/BBP/RF Init

FCE

BBP/MAC/SEC/PBF

RF

HW init: initialize the HW registers to enable HW interfaces and
Wi-Fi State machine: a single loop to control Wi-Fi Tx, Rx, and pro ommand, AT command
Data Command handler: handle the Data command which receiye

AT Command handler: handle the AT command which receidg

3 FILE STRUCTURE
e

IaT_MT7651_PKG \cust\main_puh

HE'EE']'S: _ \cust\wifi_task , Wifi Task Function
cpip
-3 iet_at_emd.c \cust\rtmp_data_pU® , Rx Handler
i d_tepip,
S :EE_:E_EEd_ﬁECc \cust\ia#l customer.c , The Initial Hook and setting load/storage
[ iot_custom.c \cUSp\iotL_at_cmd.c , handle the AT command which received from UART
S :zti”a?zoemc—”artzwm'c at_cmd_utility.c ,the common api for AT command usage
- [ iot_parse_conn_mamt t\ipt_parse.c ,handle the Data command which received from Wi-Fi
S i°t_—“art§b": \i cpip\*.c , the source code and sample code for TCP UDP
main_pub.c
- [ rtmp_data C
E—Jlfl Ea wifi_task gub. \mak\MT7681\ , store the configuration for compiler or linker
\mak\MT7681\flags_sta.mk , store the macros for all station mode source code
ma ags_ap.mk , store the macros for a mode source code
\mak\MT7681\fl k h for all AP mod d
out , store the files which created by compiler
\out\ he fil hich db il
\out\build.log , the compiling log
out .bin , the target binary file
\out\MT7681.bi h bi fil
B3 incud \src\include , the header files
+- Inciude
~ [ flash_merge.sh libandessta.a , library for MT7681 Station Mode
S r;adj“s'" libandesap.a , library for MT7681 AP Mode
\Dandesap.a
- [1 libandesrecovery.a
- “ba::;s“a'a MT7681_all.bin , The Image for FW upgrade by Flash writer
Makefile
g MT76&1 all.bin (include Loader.bin, EEPROM.bin, RecoveryFW.bin,

StationFW.bin, APFW.bin)



4 FIRMWARE BOOT UP FLOW

Power On
: Recovery FW =
Calibration FW S AR
|
If get cd: AT#UodateF W from
StartRecoyeryMode UART beforetimsout | 7681

AT Cmd Listening: AT#UpdateFWy will keep on Recovery Mode,
Start¥-modem thendo:

1. Parsing headerinthefirst
packet fromLlant ifitmatch

AT Cmd Listening ATEATECAL+Snace the FW upgrade binary he

Enterinto Calibratign Mode then start do FW upgrade

Timeout 4 sec 2 Determine!ﬁh F‘-"t_l'r i
shallbe upgra info

Soft Rebpot

thefirst packet

ReadFlagEfromFlash
If Flag-B=E0/0xFF  LOAdSTAFWIG RAM

. +'Space” from
imeout | 76871

If Flag-B =F 0x01 Load AF FWio RA

Flag-B by AT cmd
nge STAJAF Mode

RN

Can setFlwbyﬂT
To chang F Ia

Flag-B offset: 0x13001
Details refers toflash mapping

The Boot up flow is: Loader=> Recovery Mode = Loader =2 /A

WIFI CONNECTION STATE MACHINL. FLOW

STA Mode v1.40:
* When Scan, Auth, Assoc, 4

* Smart Connection state is only

DHEP fail, not back to smart connection state
following methods:

1: There is no valid con
2: 7681 receive dNATH

Customer ma ang process, to make smnt state can be entered with other method

by ccvol A



WIFI SM

® Listen Target AP Baacontimeaout (208) « It DHCF succass
*FECEvE AT cammand Rebodh ﬁ?&%ﬁﬁ{nﬂz:‘
*PeerDeAssocio me o
'PEEFEEMH’"U ma = What about StaticlP??
Read valid sla wser cf o fromilash .ae.;emsg%ggﬁ Offing”, Reset STA cf g CONMED (6)
(ssid, passwhed, g_glhnmg »DHGP fall & retryimaout { 1min) (oxon

et L1

a1

If (ValidF lasnStaCly == True &8 ATSalSmint==Falsa)

ey

Mo

-

1ut ind target AP in 1
Match, Bu{gEleamnﬂPgElii-'iFlashﬂ:—ﬁ

anhiode + CapalniolPrivacyEnabled)
migde(Flash) I= ProbaRagle

Capl + +
Forrene

P N T
f 12 = 00
Oﬁ:l

i

Gotthe SMCONT

No Inforis 10 cycles ATSetSmnt = True

&5

PearAssocRsp with

succass+ BO21

gnable Pear AssocRepwih
ASSL N4, suCCass + Sﬁﬁq&

i diEanlE

4'Wad hand shake fail
Timegut = 105

i

s THETELLNE T Tris

b

FearDgsyth tome . A 5p Hmeout = 5 tmes
PearAuth rsplimeout > 5tmas rip with unsuccess
PearAuth rso frame check il clome |

6 CUSTOMER HOOK FUNCTION

lot_customer.c

- vorr loT_Cust_Ops o
i
it cfg; /*The callback in systern Boot state, do not print msg as Uart is not ready®/

ToMuskOp. ToTCustPrelni
. Init; /*The callback in systemn initial state®/

ToMustOp. ToTCust Init

F#*The callback for
It is not suggeste

achine,
process here, Itis QK if only set GPIQ status*/
= NULL;

= IoT Cust_ SM Smnt ;

= NULL:

n the wifi main task , it shall be called every cycle of the wifi main task*/
st the B TcornmandHandler here to receive Uart Data and process AT commmand */
IoTCustBubTaskl = IoT Cust Sub Task;

Cugl Ops() is used to register callback function, which could be called by Wifi main function

hen and where this callback function will be used, please see next picture for the details



Power On . Internal module

i Pre initial common i . Customization Function
' | config and user col 1
7 - = ! I:l Description
i| Loadcommonconfig | 1
i From flash ' -7 SubFunc
e ———— 1

GFIQ Initial _—7 Exec subsequently

APP Initial il Initial customertimer |

TimerInitial

E State Machine
' Initial

Load user corfig flash

TaskInitial State Machine

SMNT

State Machine
Connedion

Smart Connedion
FPacketHandle

DataParsingTask

loTCust™ 1oTCL. . 10T _Cust

b | Sub Task

Atcommand
Handler

CUSTOMER UART-TO-WIFI FUNCTION

7

lot_customer_uart2wifi.c

Internal ——= Execsubsequently

tion Function ———= (Call sub-function
Registertimeout callback

]
D Description

PowerOn

loT_Cust_Ops () ) __
wifi_detect gpio_in

uart?wifi_change i put_chamoge
mode_handler

CustTimerOTi
meoutAction

uart2wifi_timer

Initialize wart 2wifi timer -
fiand _action

e o e e e e e e e e e e e e e e e ] ]
i Initialize Uar rigger court | |

| & |

1 uart?wifi timer interval !

1 J’ ! Uart content>0
i 1

i 1

i 1

i

1 1

1 1

Yifi M in Task

Uart content = trigger count

rr

UartMode
Judge Uart mode =7
e
ATCMD_MODE




loT_Cust_uart2wifi_data_handler() :
It is the key function for uart-to-wifi transmission.
It is the bridge between uart module and TCP/IP module of WiFi.

In the sample code, uip_send() is called to send data from uart to wifi.

loT_Cust_uart2wifi_init() : \
You can use it to configure uart-to-wifi timer interval and uart trigger count. , %

In the sample code, every 300 ms, or when the uart rx content is larger than 10,

a uart-to-wifi transmission judgment will be triggered.

loT_Cust_uart2wifi_detect_gpio_input_change () : %Q

You can use it to define your own input status change.

e ure

In the sample code, when the input of gpio2 is high, uart rx is switch
otherwise, it is switched to AT cmd mode. K
Note:

Uart-to-wifi function collides with data parser uyart @n,

so you must set DATAPARSING_UARTRX_S ORT t®)0 first.

ode;

When and where these functions wijll be used, please see next picture for the details

8 FLASH SETTING™ '’ JA. «ST/ RAGE

lot_customer.c

The defau( ings r/Common config block of the flash, if there is no content or the content is invalid,
system Il us

§®

se default settings, the detail implementation is on the iot_customer.c



onode: S *Detault setting of User Contig Block™ s

00047: fdefine DEFAUVLT VENDOR NEME "Mediatek"
00042: fdefine DEFRULT PRODUCT TYPE "IoT 1"

0004%: fdefine DEFRULT PRODUCT NAME "MT7EE1"

00050:

00051:

oootz: f*Default setting of Cormmmon Config Block®/

O00EZ: gdefine DEFAULT BOOT FW IDX ] A*1: BootFromaAP, other: BootFromSTa*/
00054: fdefine DEFAULT BECOVEEY MODE STATUS O A ¥not used*/

00055: fdefine DEFAVLT_IO MODE 1] A¥not used*®s

O005E:

00057: fdefine DEFRULT UART BRAVDRATE UART_EAUD_115200

00052: fdefine DEFRULT UART DATR BITS len_&

ono5%: fdefine DEFRAULT VART PRABTTY pa_ norne

000s0: fdefine DEFAULT UART STOP BITS sh_1

00081 :

000&z: fdefine DEFRAVLT_TCP UDP _CS 1 A0 UDP, 1:TCP (Default 3*Client, 1*Seryer is (e
000&%: fdefine DEFRAVLT _IOT TCP SRY_PORT 7E51 /*The IoT Server TCP Port in the internei
000&4: fdefine DEFRULT LOCAL_TCP SEY PORT 7&sl A *The TCP Port if 7681 as a TCP server *
O0065: fdefine DEFAVLT IOT UDP_SEY PORT 7E51 /*The IoT Server UDP Port in the internet *
000&6: fdefine DEFAULT LOCAL_VDP_SEY PORT 7651 /*The UDP Port if 7681 as a UDP se /
00087 :

000&s: gdefine DEFAUVLT WSE_DHCP 1 A*00 Static IP, LiDwvnamic IP*/

0006%: fdefine DEFRULT STATIC IP {1%2,168,0,39}

00070: fdefine DEFRULT SUBNET MASE IP {255,255, 285,00}

00071: fdefine DEFRAULT DNS_IP {19z, 168,0,1}

00072: fdefine DEFAUVLT GATEWRY IP {1%z,162,0,1}

00072: fdefine DEFAUVLT IOT SERVER IP {18z,14%2,123 91}

00074 :

00075: fdefine DEFRAULT _IOT CMD PWD {0xFF,0xFF, 0xFF,0xFF}

There are two structures: |OT_COM_CFG, |OT_USR_CFG ,

IOT_COM_CFG: Please do not modify this structure, because the main t TCP IP will use this structure for

module initialization or operation

IOT_USR_CFG: Can be customized, because only iot_pa C, custom.c  will use this structure

Notice: Both of above two structures are map

size slim by macro “FLASH_STRUCT_MAPPING 1”

If the structure is not mapping with FlashiLayout, “FLASH_STRUCT_MAPPING” should be set as 0

S
>



00171: typedef struct GNU_PACEED _IDT_CUHHDH_CFE_{

0017E: UINTE BootFWTd::;

ao173: TTINTE RBecovModeStatus;

0n17v4: UINTE I0Mode ;

0017E:

0nlve: UINTZ2Z WART Baudrate;

00177 UINTE VART DataBits;

oolve: UINTE URART Parity:

oo1vs: UINTS URRT StopBits;

oolao:

oolsl: UINTS TCPUDP _C5;

onlaz: UINT1le ToT TCP Srv Port:

onlss: UINTle Local TCP Srv Port:;

onlad: UINT1le ToT UDP Srv Port:

oolss: UINTle Local UDP_ Srv Port;

onlad:

oole?: UINTE Use DHCP ,
oolas: UINTE STATIC TP ([MLC IP LEN];
onles: UINTE SubnetMack TP[MAC TP_LEN]:
0ols0: UINTE DNE _XIP[MAC IFP LEHN];

onl3l: UINTE GateWay IP[MAC TP LEN]:

O019z: UINTZ  IoT_SerwveIP [MAC IP LEN];

o0192: AAUINTSE IoT_ServeDormmain[MAC_DOMAIN_MAME_LEM]: &
anlsd:
anlsk: TINTS CmdPWD [FPAZETTOED MAX LEN] -

oolse: }? oend _I0T_CoMMOonN_CFE_ ¢ I0OT COM CFG:

ool97:

oo19s: |

0019%: typedef struct GHU_PACKED _IOT USER CFG |

oozoo: UCHAER VendorMName [FLASH TSR CFG WENDOER HAME L E?
Oo0z0Ll: UCHAL ProductType [FLAZH TSR CFG PRODIICT TYPE :
ooz0z: UCHAER ProductName [FLASH TSR CFG PRODUCT I L
oozoz: pIOT USR CFG:

O0zE04 -

ooz05:

oozos: typedef struct I0T ADAPTER|

ooE07: IOT_COM _CFi= Com fo 2

ooz0s: IOT_UsER CFi= UsrCfog:

Ooz05: TINTS flazh rw buf [RALN TZE]
oozlo:

oozil: (IOT ADAPTER:

Example A: Modify |OT Server IP to {172.133.12
Methodl: Change #@lefingDEFAULT_IOT_SERVER_IP {182.148.129.91}  to{172.133.125.12}
Method2: notm E LT _IOT_SERVER_IP, but use FLASH API to write the new value to related

position of the FLA u ile)MT7681 reboot or power on again, the new settings on flash will be load

Example l da ifi Length parameter to User Config Block
tep add new macro in flash_mapping.h to indicate Uart2Wifi position on the flash,
2: Add new member on IOT_USR_CFG structure
Step3: Add a default value macro, just like: #define DEFAULT_IOT_SERVER_IP {182.148.129.91}

Step4: Add load/reset implementation for Uart2Wifi on load_usr_cfg(), rest_usr_cfg()



9
9.

AT COMMAND

1 Flow chart:

ATcommandHan
dler

Derscr ATemd with formar: "ATE™ 2 “endconteat”™ & -opry 7
loT_detect ATcommand Then por the cmd content m cmd_buf .ond iefoin cnd_len

“emd connepr’ ::'|nd cond_lsn

loT_parse_ATcommand
1
T

sram s

9.2 Function Description

N\

INT32 loT_parse_ATcommand (PUCHAR cmd_buf,

Description:

functions to parse the commands.

Paramters:
[IN]: cmd_buf
[IN]: at_cmd_len

---- Pointer to AT comg

Frcm = vore )

loT_exec_Atcommand_uart( )

- JIf “emd” = “Netmode”

loT_exec_Atcommand_netmodef )

This function parses AT command from the Uart

O ¢
---- Length of tfife A co .
Return Values: Return negative if error occQs. turn zero, otherwise.
Remarks: The command header “AT#” is ed before entering this function.

INT32 loT_exec_ATcommand_

Description: This function

Paramters:
[IN]:

2,
Retu e :
R rk

UCHAR cmd_buf, INT32 at_cmd_len)
AT command.

-- Pointer to uart AT command buffer
---- Length of the uart AT command.

urn negative if error occurs. Return zero, otherwise.

Y exec_ATcommand_netmode (PUCHAR cmd_buf, INT32 at_cmd_len)

cription: This function parses netmode AT command.

Paramters:
[IN]: cmd_buf
[IN]: at_cmd_len

Return Value :

Remark: None.

---- Pointer to netmode AT command buffer
---- Length of the netmode AT command.

Return negative if error occurs. Return zero, otherwise.

>

INT32 at_cmd_|
tcla the commands and call respective



9.3 How to add a new AT command

1) Add a new else/if branch for the new AT command type in the function loT_parse_ATcommand.

wrzz loT_parse_ATcommand ruchir cmd buf, INT3Z at_cmd len)

{
INT3Z ret_code = 0;

cmd_buf[at_cmd lem] = '\0';

DEGPRINT (RT_DEEUG_INFO, ("AT command %5 ‘\n",cmd buf));

if [!memcmp [cmd buf, "Uart",strlen{"Uart")])

ret_code = IoT exec ATcommand uwart (cmd buf, at_cmd len):

}

else if [!memcmp {cmd buf, "Netmode" ,strlen("Netmode") )]

{

ret_code = IoT_exec ATcommand netmode (cmd buf, at_cmd len) ;

}

else if (*****)

il
}

ret_code = **rs* /*Add new type here * /4

return ret_code;
} ? end loT_parse_ATcomrmmand ?

2) Add a new parsing function for the new type.

10 DATA COMMAND

10.1 Flow chart:

loT_process_app_p
acket

ol o. ‘ap f
unc_j a

D_SET_REQUEST

GPIO_SET_RESPONSE

GPIO_GET_REQUEST

GPIO_GET_RESPONSE

_send_udp_packet &

Tywe=Futicy

Alreal¥y ;%

loT_exec_ATcommand_netmode ca

i e

o loT_p. = .pp_func_pkt

loT_proc_app_mgt pkt

UART_SET_REQUEST

UART_SET_RESPONSE

UART_GET_REQUEST

UART_GET_RESPONSE

need_resp = true

PWM_SET_REQUEST

PWM_SET_RESPONSE

PWM_GET_REQUEST

PWM _GET_RESPONSE

MAC hzoder
“ontrol Dora

loT_proc_app_

mgt_pkt

Switch(subtype)

>

QUERY_CAPAB_REQUEST

QUERY_CAPAB_RESPONSE

CONTROL_CLIENT_OFFLINE_R

EQUEST

CONTROL_CLIENT_OFFLINE R
ESPONSE

need_resp = true

v

loT_build_send_udp_packet



10.2 Function Description

® INT32 loT_proc_app_packet(UCHAR sock_num, PUCHAR packet , UINT16 rawpacketlength);
Description: This function parses control protocol packet in the application layer.
It removes protocol header and call respective functions to parse the data header and data content.
Parameters
[OUT]: sock_num ---- socket number of the current TCP/UDP transmission
[OUT]: packet ---- Pointer to protocol header
[OUT]: rawpacketlength ---- Length of the packet
Return Value: Return zero. ,
Remark: sock_num is used to distinguish different TCP/UDP transmission \
® INT32 loT_proc_app_func_pkt (DataHeader* DataHeader, UINT16 FuncType, &
loTPacketinfo *Packetinfo);
Description: This function parses control protocol packet of the function type.
Parameters @
[OUT]: DataHeader ---- Pointer to data header '
[OUT]: FuncType ---- the function command type
[OUT]: Packetinfo ---- packet information that is when ing the response.
Return Value: Return zero.
Remark: None. Q
® INT32loT_proc_app_mgt_pkt(DataHeader* @ INT16 MgtType,
loTPacketl ctipfo
Description: This function parses control protgcol pagket of the management type.
Parameters
[OUT]: Dataheader inter to data header
[OUT]: MgtType - the management command type
[OUT]: Pack ---- packet information that is used when sending the response.
Return Value: R ero.
Remark: No
10.3 Ho a new Data command
1. fup N re command
1) At pmmand in the structure t_FunctionCommand.
select/case branch in the function loT_proc_app_func_pkt
management related command
) Add new command in the structure t_ManagementCommand.
2) Add a new select/case branch in the function loT_proc_app_mgt_pkt
3. command of other class
1) Add new type in the structure t_CommandType.

2)

Add new parsing function for the new type. loT_proc_app_func_pkt can be a template.



3) Add a new type and its parsing function in the function loT_proc_app_pkt

11 WIFI MAC APIS

11.1 Rx Filter Control
® UINT16 loT_Get_RxFilter(VOID)

Description: Get Rx filter about frame receive

Parameters

None

Return value: Rx filter value, the definition of the setting as blow table

15 R DROP_BAR Drop BAR 0
14 R DROP_BA Drop B 1
15 R DROP_PSPOLL Drop PS-Pall 0
12 R DROP_RTS Drop RTS 1
11 R DROP_CTS Drop CTS 1
10 R DROP_ACK Drop ACK 1
g R DROP_CFEMD Drop CF-EMD 1
g R DROP_CRACK Drop CF-EMD + CF-ACK ]
7 R DROFP_DUPL Drop duplicated frame

A RS DROP_BC Drop broadcastframe

5 [=F DROP_MC Drop multicastframe

4 Rty DROP_MWER_ERRE Drop 80211 version g

3 Rty DROP_MOT_MYBSS |Drop framethat is ni

2 Ry DROP_UC_MNOME Drop not to me yni 1
1 R DROFP_PHY_ERR Drop physical er 1
0 R DROP_CRC_ERR Drop CRC err e 1

® UINT16 loT_Set_RxFilter(UINT16 Value)

Description: Set Rx filter about frame recei
Parameters
[IN]: Value ---- The RXQilterMalue , the settings refers to above table

Return value:
Notes:
Notes: Rx Filter sh
11.2 C
[ J

when bit ot

t
the value actually

set

rol

et_Channel (UINT8 Channel)

switch Current Channel

None

|
S on:
Pagameters
N]: Channel ---- The new channel shall be switched to,
Return value:

packet shall be dropped,

xFilter,

even if bit6=0.

® INT AsicSetChannel (UCHAR ch, UCHAR bw, UCHAR ext_ch)

ate: 1:enable, O: disable,

it should same as Input Parameter

x7f97 when Wifi State Change by function wifi_state_chg()

Channel Range [1~14]

Description: switch Current Channel, bandwidth and channel setting
Parameters
[IN]: ch , Channel number, - [1~14] if 'ow'is BW_40, 'ch'is Center channel

[IN]:  bw

, Bandwidth

[BW_20, BW40]




[IN]: ext_ch, 11nbandwidth setting ---- [EXTCHA_NONE, EXTCHA_ABOVE, EXTCHA_BELOW]

Return value: 0

Remark:

if 'ow'=BW_20, 'ext_ch'should be EXTCHA_NONE or EXTCHA_ABOVE, these two options have the same effect
for BW_20.

if 'ow'=BW_20, 'ext_ch'should not be EXTCHA_BELOW

Example:

AsicSetChannel (8, BW_40, EXTCHA_ABOVE) , %
It means: 7681 will change to Center channel 8, and bandwidth 40 with 40MHz above mode \

In this case, primary channel is 6

If your want to scan all primary channels [1~13] in 802.11n mode, it is possible to start sc th ow inputs
AsicSetChannel (n, BW_40, EXTCHA_ABOVE) -—--n=[3~11]

AsicSetChannel (m, BW_40, EXTCHA_BELOW)  ----m = [8-11] @

Parameter 3---ext ch for EIW’

Blocks

Primary 20 NHz

channel |B]gcks| 2nd ch.

enter

1 1-3 il Not Awailable
2 1-4 8 1 Not Awailable
K] 1-4 T ] -8 Not Awailable
4 2-8 8 & 2-10 Not Awailable
] -7 T 3-11 1 3 1-7
=] 4 - 1 B 4-12 2 4 1-8
T 1 =) 6-13 3 ] 1-89
B -1 12 10 6-13 4 ] 2-10
' 11 13 11 T-13 ] T G-11
B-12 Not Awvailable =] B 4-12
1 8-13 Not Awvailable T =) 5-13

@ 12 |10-13 Not Available 3 10 6-13
§ 13 | 11-13 Not Available 5 11 7-13

® INT rtmp_bbp_set_bw(UINT8 bw)
Description: switch Current Bandwidth
Parameters
[IN]:  bw ---- The new bandwidth shall be switched to, bandwidth Range [0:BW20, 1:BW40]
Return value: Always TRUE



® BOOLEAN STARxDonelnterruptHandle (pBD_t pBufDesc)
Description:  Wifi MAC Rx packet handler
Parameters
[IN]: pBufDesc ---- The received Rx descriptor, include Rx MAC content and Rx Info
Return value: FALSE if the Rx packet is invalid, = TRUE if the Rx packet is valid

® VOID mt76xx_dev_send(void)
Description: Send uip Tx packet
Parameters  None , @
Return value: None
Notes: This function will copy data from “uip_buf” to Tx Descriptor and send it to wireless 0
® INT32loT_send_udp_directly(uip_ipaddr_t *DstAddr,
PUCHAR DstMAC, Q
UINT16 SrcPort, @

UINT16 DstPort,

PUCHAR pPayload '
UINT16 PayloadLen)
Description: This function is used to send packet with UDP f ire
Parameters
[IN]: DstAddr ---- The pointer of destination IP a S
[IN]: DstMAC ---- The pointer of destination MAGadd
[IN]: SrcPort ---- The udp port of source
[IN]: DstPort ---- The udp port offdestin
[IN]: pPayload ---- The pointer of%hic shall be send to destination
[IN]: PayloadLen ---- The length of pay ich shall be send to destination
Return value: O=successful, iflput parameter is invalid 2=allocate free queue buffer fail

SECURITY APIS
® VOID RT_AES_Decryp CipherBlock[]. UINT CipherBlockSize, UINT8 Keyl[],

NT Keylen, UINT8 PlainBlock[], UINT *PlainBlockSize);
ion is used to decrypt data with AES algorithm

---- The block of cipher text, 16Bytes(128bit) each block
---- The length of block of cipher text in bytes

---- Cipher key , it maybe 16,24 or 32bytes

---- The length cipher key in bytes

[IN]: PlanBlockSize ---- The length of allocated plain block in bytes
[OUT]: PlanBlock]] ----  Plain block to store plain text
[OUT]: PlanBlockSize ---- The length of real used plain block in bytes

Return value: None

® VOID RT_ AES _Encrypt(UINTS8 PlainBlock[],  UINT *PlainBlockSize, UINTS Key[],



N

UINT
Description:
Parameters
[IN]: PlanBlock[]
[IN]: PlanBlockSize
[IN]: Keyl]
[IN]: KeylLen

[IN]: CipherBlockSize
[OUT]: CipherBlock[]
[OUT]: CipherBlockSize

Return value: None

RT_AES_Decrypt(), RT_ AES _Encrypt() are only 16 Bytes input 16 Bytes output for Plain

There are some sample codes in iot_aes_pub.c, the entry of AES ECB,CBC sample code

KeyLen,

cipter text

UINT8 CipherBlock(].
This function is used to Decrypt data with AES algorithm

UINT

The block of Plain text, 16bytes(128bit) each block
The length of block of plain text in bytes

Cipher key , it maybe 16,24 or 32bytes

The length cipher key in bytes

---- The length of allocated cipher block in bytes

---- The length of real used cipher block in bytes

CipherBlockSize);

&Block

A

INT32 RtmpPasswordHash(PSTRING password, = PUCHAR ssid, INT32 s @HAR output);

Description:
Parameters
[IN] :
[IN] :
[IN]: ssid_len
[OUT]: output

Return value: None

password

ssid

VOID __romtext RT_MD?5 ( const UINT8 M
MD5 algorithm

Description:
Parameters
[IN]: message
[IN]: messagelen
[OUT]:

digestMessage

Return Value:

yoIn (el T el=Y s
g coe
) o = me -

HD5 Init (amdS ctx);

b /% End of RT_MDS */

This function is used to calculate the PMK

ASCLL string up to 63 chara@

must be 40 octects in

sage(],

ssage context

igeést message

broMemory (4wdS cotx, sizeof (MDS_CTX _STRUC));

T:].L'Ilﬁ:n;ipendt&mdS_ctx, Meszage, MeszageLlen) :
T M5 End{indt_ctx, DigestMessage);

INT Messagelen,

octect string up to 32 octe

length of ssid in octects

gth

length of message in bytes

fdefine MD5 BLOCK SIZE
fdefine MD5 DIGEST SIZE
typedef struct {
TINT3Z HashWalue[4]:
TINT:E4 Messagelen;

0~32octects(256bits) is the key

UINT8 DigestMessage[])

g4 ST 512 bits = 64 bytes */
16 /% 128 bits = 16 bytes %/

UINTZ Block[MD: EBLOCE SIZE]:

TINT ElockLen;

} MD5 CTX STRUC, *PMD5 CTX STRUC;

VOID __romtext RT_MD5_Init (MD5_CTX_STRUC *pMD5_CTX)

Description:
Parameters
[IN]: pMD5_CTX

Initial Md5_CTX_STRUC

Pointer to Md5_CTX_STRUC



13

Return Value: None

VOID __romtext RT_MD5_Append (MD5_CTX_STRUC *pMD5_CTX,
const UINT8 Message[],
UINT Messagelen)

Description: The message is appended to block. If block size > 64 bytes, the MD5_Hash  will be called.

Parameters:

pMD5_CTX Pointer to MD5_CTX_STRUC
Message Message context

Messagelen The length of message in bytes

Return Value:  None

VOID __romtext RT_MD5_End (MD5_CTX_STRUC *pMD5_CTX, UINTS8 DigestMessage

Description:
1. Append bit 1 to end of the message
2. Append the length of message in rightmost 64 bits
3. Transform the Hash Value to digest message

Parameters

TIMER APIS

13.1 SW Timer APIs.

VOID cnmTimerlnitTimer( IN P_TIMER_T prTimée
IN RFN_MGMT_TIMEOUT_FUNC pfFunc,
INU Data

u4Data2)

Description:  This fungsio sedto initialize a timer

Parameters

[IN]: prTimer 3 nter to a timer structure

[IN]:}Func _s-- Pointer to the call back function

[IN]: "u a ---- parameter for call back function

[ ud ---- parameter for call back function
lue:” None

Parameters

[IN] pMD5_CTX Pointer to MD5_CTX_STRUC
[OUT] digestMessage  Digest message
Return Value: None l

%,

%D cnmTimerStartTimer (IN P_TIMER_T prTimer, IN UINT_32 u4TimeoutMs)
scription:  This function is used to start a timer

[IN]: prTimer ---- Pointer to a timer structure

[IN]: udTimeoutMs ---- Timeout to issue the timer and callback function

Return value: None

VOID cnmTimerStopTimer(IN P_TIMER_T prTimer)
Description: This function is used to stop a timer

(unit:ms)

4
O



Parameters

[IN]: prTimer ---- Pointer to a timer structure
Return value: None

There is a example on loT_customer.c
® UINT32 GetMsTimer(VOID)
Description: Get the time from system start  (Unit: 1ms)

Parameters

Return value: the counter value

13.2 HW timerl interrupt function
The Frequency for hardware timer 1 interrupt, Range [1~10]
#define TICK_HZ_HWTIMER1 10 /*T=1/TICK_HZ_HWTIEMR1*/ Q

Options  Wiew Window  Help

Y BB oo N8 W |l e 00800
00B21: #Af (HW_TIMERL SUPPORT==1)
ooszz: pozo loT_Cust_HW_Timer1_Hdlrvorr;

{

OO08Z3:

008z4: /*Sample code for HW timerl interrupt handle*/ '
O08EE: S *MNotice: Do notimplerment too riuch process here, as it is r ing f rupt
O022&:

oogz7: HHE O

oogza: TINTS input, Polarity;

oogzo:

oosz0: F*Make GPIO 4 blinking by Timerl HW EINT */

O0szl: IaT_gpio_readid4, &dinput, &Polarity);

O082z: IaoT_gpio_cutput (4, (input==0)71:0 ),

oog3a: Hendif

ong34: )

oog3k:

ongze: wmntaz l0T_Cust_Get_HW_Timer1 K ]

oogs7: {

O0838E: return TICE_Hz HWTIMER1:

oogse: )

ooa40:

0024l: Hendif

Above example: 1oT_Cust_HW_Tigerl_HdIr will be triggered every 100ms (That is T=1/10)

14 INTERFAE APIS

14.1 Flash Driver

® void spi_flash_erasg ¥ int32 address)

Description: nc Is used to erase the sector in which the address specifies.

Parafters

[l dr ---- the address in flash to be erased

R val one

i Y flash_erase_BE(uint32 address)
DégScription:  This function is used to erase the block in which the address specifies.
arameters
[IN]: addr ---- the address in flash to be erased
Return value: None
Note:
1. Due to the characteristic of flash, erase the sector/block where data is to be written is mandatory before write
anything to flash.

2. The size of sector/block of one flash is different. Please check the datasheet of using flash.



3. above two APIs will erase a sector or a block, please consider if there are some data should not be erased in one

sector/block before using those two APIs

® int32 spi_flash_read(uint32 addr, uint8 *data, uint16 len)

Description:  This function is used to read specified data from flash

Parameters
[IN]: addr ---- The offset which the reading data stored on the flash
[IN]: len ---- The data length need to read
[OUT]: data ---- The pointer indicate the reading data
Return value: 0 means successful, non-zero means fail ,

Description: This function is used to read specified data from flash with SPI command meth

The function has the same effect with spi_flash_read() Q
® int32 spi_flash_write_func(uint32 addr, uint8 *data, uint16 len) @

Description: This function is used to write specified data to flash

® int32 spi_flash_read_m2(uint32 addr, uint8 *data, uint16 len) C&\

Parameters '

[IN]: addr ---- The offset which the data will be write on the
[IN]: len ---- The data length need to write
[IN]: data ---- The pointer indicate the writing data

Return value: 0 means successful, non-zero means fail

Notes: ThisAPI will write data to flash offset “addr” dir
If the flash sector which the “addr” belongs to is ng first, This API will write data to flash unsuccessful
® int32 spi_flash_write(uint32 addr, uint8 *data, uint16 len)
Description:  This function is used to write sp€e8ifi ata to flash
Parameters
[IN]: addr ----The o
[IN]: len ----Th
[IN]: data -—-T t
Return value: 0Om
Notes: Asthe RAM li o) the len must <= FLASH_OFFESET_WRITE_BUF (4KB)
This API will@€ra

ThL,," you @

flash again, but just call spi_flash_write().

t Which the data will be write on the flash
th need to write
iNdicate the writing data

succ on-zero means fail

ector first then = store original data 2 merge the modified data = write back to sector

o write some data to flash, please do not call spi_flash_erase_SE() or spi_flash_erase_BE() to

is APl will erase sector, thus, need avoid calling this API with High Frequency



spi_flash_write()

>

Erase Sector2

read n Bytes

From Sector 1 to RAM

all data on Sectp

moved to secto Write n Bytes
From RAM to Sector2

Erase Sectw.

IF o vies
Fro=Secto;. ~ ™. AM
N
hn. "qe the . .odify Data

“a the RAM

all data on Sectd
movedto secto

' Write || Bytes

SPI Command description

Dffset Bits Tv~— D. vription Initial value

o [y
7 Mg |Write the astbye on S [gh0
o |wo |readibyeonse  [roo |

Read the last byte on SPI.

PUB_SPICMD_WR_BYTE Ooclh000

[l = 1 byre on SPL

PUB_SPICMD _WFR_LAST BYTE  |0x0004

PUB_SPICMD _RD_BYTE

PUB_SPICMD _RD_LAST B

14.2 UART
o INT32’T_ua NT_8 *msg, INT32 count);
Descriptj ction reads a given length of data from the uart port.

Pa ete
msg ---- Pointer to a uart rx buffer
count ---- Length of data to read
eflirn Value:  Return zero.

mark: None.

® INT32 loT_uart_output(UINT_8 *msg, INT32 count);

Description: This function writes a given length of data to the uart port.

Parameters
[OUT] : msg ---- Pointer to a uart tx buffer
[OUT] : count -—-- Length of data to write

Return Value: Return zero.



Remark: None.

14.3 LED / PWM

® INT32 loT_led_pwm (INT32 led_num, INT32 brightness);

Description: This function configures the brightness of a led.

Parameters
[OUT] : led_num ---- In hardware pwm mode, led_num is led controller number, range (1~ 3)..
[Ex: Led_num=1, usePin26 asLled/PWM
Led_num=2, usepin31l asLled/PWM
Led_num=3, usepin30 asLled/PWM ] ,
In software pwm mode, led_num is gpio number, range (0~ 4). \
[Ex: Led_num=0, usePin31 asled/PWM
Led_num=1, usepin30 asled/PWM
Led_num=2, usepin29 asled/PWM
Led_num=3, usepin28 asled/PWM
Led_num=4, usepin27 asLled/PW @
[OUT] : brightness  --- Brightness level of led. '
In hardware pwm mode, range (0~
In software pwm mode, range (0 &
Return Value:  Return -1 if led_num is invalid. Retlirn@,otheMvise.
Remark

1) Two pwm mode is supported.
If IOT_PWM_TYPE==1, hardware pwm {hode is
If IOT_PWM_TYPE==2(default type), so
2) LevelOisoff. Level5 isthe brightestinh
Level O is off. Level 20 |

3) Software pwm mode cons

ightest in software pwm mode.
PU resources.

However, it has high fj d more brightness levels.
4) In Hardware P
if you want to | PW ode for pin26, 31, 30 and set them as GPIO mode

need call i0 ¥ t(5,0), loT_gpio_output(0,0), loT_gpio_output(l, 0)
y pin lationship, please refer to section: “GPIO/Pin Mode Set”

re_pwm_addset (INT32 led_num, INT32 brightness)
his function configures a gpio pin to software pwm mode and set the brightness level.

It absolute same as loT_led_pwm() in soft PWM mode

aggameters
OUT] : led_num ---- Specify the gpio number which is to be configured to software pwm mode.
Should be ranged from 0 to 4
[OUT] : brightness  --- Brightness level of led.

Available only In software pwm mode, should be ranged from 0 to 20.
Return Value: Return -1 if led_num is invalid. Return 0, otherwise.
Remark
1) This APl is available. only if software pwm mode is used

2) Level 0 is off. Level 20 is the brightest in software pwm mode.



® INT32 loT_software_pwm_del (INT32 led_num)
Description: This function changes a gpio pin from software pwm mode back to gpio mode
Parameters
[OUT] : led_num ---- Specify the gpio number which is to be changed. Should be ranged from 0 to 4

Return Value: Return -1 if led_num is invalid. Return 0, otherwise.

Remark

1) This APl is available. only if software pwm mode is used %
14.4 GPIO \
® INT32 loT_gpio_read (INT32 gpio_num, UINT8 *pVal, UINT8 *pPolarity);
Description: This function set the GPIO as input mode, and read it’s input value Q

Parameters
[IN]: gpio_num ---- Specify the gpio number. Should be ranged from 0 to

[OUT]: pPolarity ---- read the gpio polarity, 0=Output Mode, 1=In
[OUT]: pVal ---- read the gpio status, O=low, 1=

Y4

Return Value: none
Remarks:
The GPIO/Pin Mode Set please refer to section: “GPI ode Set”

We can set one specific GPIO’s mode/value e with following APIs

® INT32 loT_gpio_input(INT32 gpio_num, U

Description: This function set the GPIO as i # read it’s input value
Parameters
[IN]: gpio_num  ---- Specify the gpio number. Should be ranged from 0 to 6
[OUT]: input -t status of the given gpio number. 0 is low. 1 is high.

Return Value: Return -1 if gpio §

Remarks:
o/ ode Set please refer to section: “GPIO/Pin Mode Set”
ut(INT32 gpio_num, [INT32 output);

function configures the output status of a gpio.

gpio_num  ---- Specify the gpio number. Should be ranged from 0 to 6
[OUT]: output ---- the output status of the given gpio number. 0 is low. 1 is high.
eturn Values: Return -1 if gpio_num is invalid. Return -2 if output is invalid. Return 0, otherwise.
Remarks:
The GPIO/Pin Mode Set please refer to section: “GPIO/Pin Mode Set”

We can set several GPIOs mode/value at one time with following APIs
® INT32 loT_gpio_batch_modify_mode(INT32 output_bitmap);
Description: This function configures a batch of gpio pins to output mode

Parameters



[OUT]: output_bitmap ---- Specify the gpio output mode bitmap.
Bit(i) stands for gpio(i). Should be ranged from 00000B to 11111B

Return Values: ReturnO

Remarks:
1. The GPIO/Pin Mode Set please refer to section: “GPIO/Pin Mode Set”
2. If output_bitmap is 10001B, gpio0 and gpio4 will be set to output mode
i = [ = Fin27 | Pin28 | Pin28 | Pin30 Fin31
Case ¢ = [ = GPIo4 | GPIo3 | GRIO2 | GPIO1 | GPRIOD Remark
Paramter bit 31 bit x bit 5 bit £ bit 2 bit 2 bit 1 bit 0
set GPIO0 to cutput mode,
1 output_bitmap Rezeved 1 0 0 0 1 set GP104 to oujgyt modd
set GPIO1,2,3
2 |output_bitmap Reseved 0 0 1 0 o [FEER
set GPIO

® INT32 loT_gpio_batch_modify_output_value(INT32 output_bitmap, INT32 value_bitma

Description: This function configures a batch of gpio pins to output high.

Parameters
[OUT]: output_bitmap ---- Specify the gpio output mode bitmag.
Bit(i) stands for gpio(i). Should begran om Bto11111B.
[OUT]: value_bitmap ---- Specify the gpio output stat igap.
Bit(i) stands for gpio(i). Should ed from 00000B to 11111B.

Return Values: ReturnO

Remarks:
1. The GPIO/Pin Mode Set please refer£0 séGuongaGPIO/Pin Mode Set”
2. This function does not chan op qlitput mode. It modifies the output value only
3. If output_bitmap is 10001B, §and valme_bitmap is 100008,
gpio0 will be set to low, and gp i be set to high
bitma = Pin27 Pin2s Pin2s Pin30 Pin31
Cass ¢ i GPRIO4 | GRIO3 | GPIOZ | GPIO1 GPRIOD Remark
Paramter bit & bit £ bit 3 bit 2 bit 1 bit ©
; output_bit gseved 1 0 0 0 1 et GPIOO o 0
Reseved 1 0 0 0 0 set GPIO4 to 1
Reszeved 0 0 1 0 0 ¢ GPIO2 I 1
Reseved 0 0 1 0 i o= °

_Set_GPIINT_MODE(IN UINT8 GPIO_Num, IN UINT8 Val)
: Set GPIO interrupt mode

: GPIO_Num ---- [0~6].
[IN]: Val - [0~4]
0: no trigger, 1: falling edge trigger
2: rising edge trigger 3:both falling adn rising edge trigger

Return Values:  0- Success, 1-invalid input

® UINTS8 loT_Cust_Get_GPIINT_MODE(OUT UINT16* pGPI_INT_MODE)
Description: Set GPIO interrupt mode



Parameters
[OUT] : GPI_STS

[1:0]:
[3:2]:
[5:4]:
[7:6]:
[9:8]:
[11:10]:
[13:12]:

GPIO1 Interrupt mode
GPIOO Interrupt mode
GPIO2 Interrupt mode
GPIO3 Interrupt mode
GPIO4 Interrupt mode

GPIO5 Interrupt mode
GPIO6 Interrupt mode

For each GPIO's interrupt mode

0: no trigger,

2:

Return Values:

rising edge trigger

None

1: falling edge trigger

3:both falling adn rising edge trigger

VOID loT_Cust_GPIINT_HdIr(IN UINT8 GPI_STS);
Description: This Handler shall be called as any GPIO Interrput be triggered

Parameters

[IN] : GPIO_Num ---- [0~6].

Return Values:

0- Success,

14.5 GPIO/Pin Mode Set

GPIO0~6 Interrupt status

1-invalid input

;{\

Current, We use IOT_PWM_TYPE=2, The GPIO list 0
I0T_PWM_TYPE
CHIP Pin 0 1 2
(HW PWM Mode) (SW PWM Mode)
Pin 31 PWM?2 GP100 / PWM1
Pin 30 PWM3 GPI0O1/ PWM2
Pin 29 GPIO 2 GP102 / PWM3
Pin 28 GPIO 3 GPIO3 / PWM4
Pin 27 04 GPIO 4 GP104 / PWMS5
Pin 26 Uart Tx PWM1 / Uart Tx Uart Tx
Uart Rx Uart Rx Uart Rx

PWM: 20Hz, Level(0~5) PWM: 50Hz, Level(0~20)

Level O =off Level 0 =off

Level 5= brightest Level 20= brightest




15 FLASH PARTITIONS

Loader

Ix5000  |resenved 1 O 1 0040 0480
w6000 |Recovery Mode FW O 1000 24575 7]
(16000 |resenved 2 O 1000 80112

(17000

EEPRCM

SN

(15000

Common config

019000

Station Mode Config

| || P
b4

(o1 4000

AP Mode Config

(18000

User Config

(o1 C000

resensed 3

o Foo

STA Mode PN

2 F M0

resensed 4

o JOOR

STA Mode-XIF PNV

O IF 00

STA Mode-OVL FW

(w2ED00

reserved &

| R

AP Mode P

b F O

reserved 6

O GO000

AP Mode-XIP F\W

=G O00

AP Mode-OWL PW

I 7EOD0

resenved 7

516056

(/OO0

Flash Write Buffer

520152 -

resenved &

b24288

5tore Loaderprogram

5tore Recovery Mo ° Jrogran.

S5tore Calibrar™ - Settin.

S5tore Station Mode Program

FlashWriteHT FIDataE »
~RAM BufSize



Common Config (0x11000)

Ox18000 |Commeon Info Stored Flag

-
Il.

Size
Byte)

—

DEC
Offset

0x18001 [Boot Fimmaars Index:

O0x18002 |Fimvaare Update Status

0123003 | 1VO Mode select

R A

fo |t | i [ | 2

0x123004 |Resensed 1 20
0x13018 (Uar Baudrate 4 A

Ix1801C |Uart Diata bits

lx18010 |Uart Parity bits

lx1801E | Uart Stop bits

RN R

[ A e ]

Ix1301F |Resensed 2

rJ
[==]

0x180323 [TCR/UDP, Sever/Chent Select (Bimap)

—

O0x18034 |TCP Server Port (2Bytes)

EF | EXn | Cad | Cad | P3| B3| P
—

Ix18036 |TCP Clent Port (2Bytes)

0x18038 |UDP Server Port (2Bytes)

(18034 |UOP Client Port (2Bytes)

[ I I I I O T U Y

0x1303C [IP Type select (0:Static / 1. Dynamic)

lx18030 |Static IP

Ox18041 |Subnet Mask (4 Bytes) b
Ix18045 [DMNS Server IP (£ Bytes) G
0x18045 |Gateway IP (2 Bytes) 4 T3
0x123040 (loT Senver IP (4 Bytes) 4 i
0x123051 |loT Sever Domain Mame (128 Bytes) 128 a1
(=x128001 |Reserved 3 20 200
Ox180EE (Cmd_Password (4 Byte) 4 225
Ix180E% |Resensed 4 * 233

Statinn Mc de Co: figi Setting

0x 19000 | Station Info Stored Flag |

Size
(Byte)

DEC
Oifset

019001 |BSSID (6 Byte)

019007 | S50

e B I

019027 1 23
[x12028 |AP Ea3 32 40
1 Byte) 1 72

1 73

x T

[

Sre

(Byte)

DEC
Offset

AP Info Stored Flag (1 Byte) 0

BSSID (6 Byte) g 1
Ox1AM0T |SSID (32 Byte) 32 7
Ox1A027 AP Channel (1 Byts) 1 35
0x1A028 |AP Password (32 Byte) 32 a0
Ox1A048 | AP Password Len (1 Byte) 1 72
(14048 |Auth Mode (1Byte) 1 73
w1444 [fglsHidden_ssidil Byts) 1 7L
Ix1AME |Reseved 1 X 75




Uszer ConhiglSetting

Size

(Byte)
0x1BOG0 | Product Info Stored Flag (1 Byte) 1 0
0x1B031  [Vendor Name (32 Byte) 32 1
Ix1B021 (Product Type (32 Byts) 22 33
0x1B041 |Product Name (32 Byte) 32 Gb
0x1B061 |Transport Frame Size 2 57
0x1B0E62 |Transport Frame Timeout 4 49
(=x1B67 |Resewved 1 * 103

Note: 1. As the limitation of RAM size, while do flash read/write at a time,
only 256B of data can be read from FLASH to RAM, (use loTpAd.flash_rw_buf[256] )

Then rewrite the data to corresponding place after being modified.

16 COMPILER SETUP

Please refer to description on the Andes web
http://forum.andestech.com/viewtopic.php?f=23&t=576&p=672
http://forum.andestech.com/viewtopic.php?f=23&t=587



http://forum.andestech.com/viewtopic.php?f=23&t=576&p=672
http://forum.andestech.com/viewtopic.php?f=23&t=587

17 AT COMMAND USAGE

17.1 Display version

Command: Ver
Argument Descriptions: None
Example: AT#Ver+enter

17.2 Reboot the system ,

Command: Reboot \%

Argument Descriptions: None
Example: AT#Reboot+enter

17.3 Set Default &
Command: Default
Argument Descriptions: -s <channel number> %

Example: AT#Default+enter ,
17.4 Switch channel \

Command: Channel

Argument Descriptions: -b <Bandwidth> (0 for BW_20, Iffor BW 4

-c <channel number> (17
Example: AT#Channel -b0 - enQ
Remarks: when set 1 to-b, the-c means €éntral ch or BW40

17.5 Configure UART interface

Command: Uart

Argument Descriptions:
e> (57600, 115200, 230400, ...)

at@bits> (5, 6, 7, 8)

ity> (O for no parity, 1 for odd, 2 for even)
stop bits> (1 for 1bit, 2 for 2bits, 3 for 1.5bits)
Example; AT#Uart -b 57600 -w 7 -p 1 -s 1 +enter

Remar =r systemclock/(16* baudrate), 0)

| baudrate = systemclock/(16* dIr)
You can find more supported baudrate for your system according the formula and experiment

-p

pdate Firmware from Uart

mand: UpdateFW
Argument Descriptions: -t <flash area type>
Example: AT# UpdateFW +enter

Remarks: should be enabled on Recovery mode, X-modem shall be start up after implement this command

17.7 Enter into Smart Connection State

Command: Smnt

Argument Descriptions:



Example: AT# Smnt+enter
Remarks: when this cmd be input to 7681, 7681 need change state machine to Smnt state, and start to listen

packet in the air to do smart connection

17.8 Enter into Deep sleep mode

Command: PowerSaving

Argument Descriptions:
-| <PowerSaving Level> (1~5)
-t <PowerSleep Time>  (0~OxFFFFFF (unit:: us))

-r <read PowerSaving Level> ,

Example: AT#PowerSaving -11 -tOXFFFFFF+enter &

AT#PowerSaving -r<Space> +enter
Remarks: 7681 will go to sleep when get cmd ”AT#PowerSaving -1 -tOXFFFFFF”, and awake af FFFFE(us)
(The Power Saving mode is also in improving , so turn this Cmd off by default temporary, j tom nt to test

power saving in present, they can turn this Cmd on in MT7681_sta.mk )

Q
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