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Mobile Revelator
Version 2.2.5

Mobile Revelator is a tool mainly developed by Bjoern Kerler. Its main aim
is to support forensic mobile researchers in conducting better forensic examinations
and in verification of existing commercial forensic solutions.
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Dump

S MR 64Bit V2.0.1 (c) B.Kerler - Licensed to: B. Kerler — O K

Dump Open Analysis Reperts Utilities Cryptanalysis  Settings 7
Android Dumper
Physical Dumper

iTunes Browser

Dump via Bootloader

Port Utils L4

Status: |dle.

The "Dump" Menu offers several tools to Dump Android, Physical and iTunes compatible devices.

71200



Android Dumper

MR 64Bit V2.0 (c) B.Kerler - Licensed to: ... - ] X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Android Dumper &

[ use TCP/IP : [192.168.0.101:5555 ‘ Connect to ADB

Physical Filesystem Packageinfo

Select
method :

Select partition :

dd (device,physical)

Mount as drive

[ Use realtime compression

Dump to file

0%
Status : Idle.
Save Log

Status: Idle.

The android dumper tool enables you to raw dump partitions and whole flash chips using adb connection if the
device has been rooted or if it is being used with a custom recovery such as TWRP or CWM. For some devices
lower android 4.4, it is also able to temproot the device.

Furthermore it enables you to do a logical backup using android backup functionality as well.



Physical

Android Dumper E]

[JUseTCPMP: |192.168.0.101:5555 | |connect to ADB

Physical Filesystem Packageinfo
Select method : dd (device,physical) A
Select partition : A
Mount as drive
MR X
Temproot

Device isn't rooted. Shall
we try to temproot ?

|:| Use realtime compression
Yes Ne
Dump to file

Detected android manufacturer : Sony "

Detected android fingerprint : Sony/E6653/E6653:7.0/32.3.A.
2,33/1751026 19 user frelesse-keys

Status: Getting shellid. ...

Save Log

Status: Idle.

The Android Dumper provides physical dumping capabilities for unrooted Android < 6.0 stock devices and unlocked
devices with custom recovery.

In order to physically dump, press "Connect to ADB" and make sure that USB Debugging is enabled on the device. If
everything works fine, you will see that it's going to print which android version and manufacturer has been detected.

If the device isn't already rooted, it's going to ask if you want to temproot the device. Temproot does currently only work for
devices with Android < 6.0.

If the device is rooted, you will then be presented the detected partition available for dumping :

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - ] x

Dump Open Analysis  Reports  Utilities Cryptanalysis = Settings 7

Android Dumper [£]

[JuseTcefP: [192.168.0. 10115555 | |connected to 08

Physical Filesystem Packageinfo

Select method : dd (device,physical) -
Select partition : Jdev blodkfmmcblk0 [11] - raw partition

Mount as drive

Blocks=30535680
Raw partition

|:| Use realtime compression

Dump to file

23.04.2017 18:16:20 (UTC) 3
Detected android version : 5.1.1

Detected android manufacturer : LGE

Detected android fingerprint : google fomni_hammerhead/hammerhead:

5. 1. 1LYZ28M/bjk0418 1733:userdebug/test-keys W

Status: Idle and we're having root.

Save Log

Status: |dle.

MR will automatically select the full flash if available (/dev/block/mmcblkO or /dev/block/sda).



MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — [m] X

Dump Open Analysis  Reperts  Utilities Cryptanalysis  Settings 7

Android Dumper [£)

[JuseTcP/P: [192.168.0.101:5555 | |connected to DB

Physical Filesystem Packageinfo

Select method @ dd (device physical)
Select partition : nanddump (device... spare) MTD only
. mkyaffsZimg {path,logical)
Mount as drive bmidump (XSR + spare)

bmidump {F5R)

Blocks=30535650
Raw partition

|:| Use realtime compression

Dump to file

23.04,2017 18:16:20 (UTC) -
Detected android version : 5. 1.1

Detected android manufacturer : LGE

Detected android fingerprint : google fomni_hammerhead jhammerhead:
5.1.1/L¥Z28N,bjk0418 1733:userdebug ftest-keys »

0%
Status: Idle and we're having root.

Save Log

Status: Idle.

You may then choose several options for dumping. For emmc and sdcards, dd is the most appropriate option
for saving. However if Nand Flash is being used, choose nanddump for MTD or bmldump for samsung devices with
xsr/stli/bml wearleveling or filesystem dump methods such as mkyaffs2img and tar.

"Use realtime compression” does make sense, if you encounter a large flash (128/256 GB) with large areas of empty
space.
Otherwise, selecting this option will slow down the dumping process.

Pressing "Dump to file" will save the flash as raw image. If available, "Mount as drive" will force the usb setting of the
device to enable partition access by usb driver.
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Filesystem

& MR 64Bit V2.0 (c) B.Kerler - Licensed to: ... — O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Android Dumper ©

[[] Use TCP/IP : [192.168.0.101:5555 | Connect to ADB

Physical Filesystem Packageinfo

Select method :

Patternlock bruteforce
Get password/pin files
Remove all passwords and codes

0%
Status : Idle.

Save Log

Status: Idle.

Once you connected to ADB, you may use these Filesystem options :

- Android 4.x/5.x Backup will enable you to dump via the Android internal backup functionality. After you press "Run", you
may choose what to backup :

T MR o =)

Flease select backup options @

[] Backup of any installed apk expansion

Backup of the .apks themselves

Backup of the device's shared storage / 5D card contents
[7] Don'tinclude system applications

Backup all installed applications

[ Backup sperific packages, separated by com.android.providers.media;com.whatsapp

| = )| s )

- Patternlock bruteforce will read the gesture.key file from /data/system, bruteforce the pattern using CPU and then
present the pattern.

- Get password/pin files will extract the most common files used for password/pin/gesture storage from the device

- Remove all passwords and codes will remove passwords and codes from both files and sqlite databases and should thus
be choosen only if it is really needed to be done.
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Packageinfo

MR B84Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — O e

Dump Open Analysis  Reports  Utilities Cryptanalysis  Settings 7

Android Dumper @

[JuseTCRfP: [182.168.0.101:5555 Connected to ADB

Physical Filesystem Packageinfo

Packages

1

Save APK

Backup data

= Copy selected packagenames to clipboard

com.alk.copilot.mapviewer
com.amazon.dee.app

Permissions

flag.HAS_CODE A
flag ALLOW_CLEAR_USER_DATA

flag. ALLOW_BACKUP v
< >

Detected android manufacturer : Sony ~

Detected android fingerprint : Sony/E6653/E6653:7.0/32.3.A.
2,33/175102619:user frelease-keys

0%

Status: Ide.
Save Log

Status: Idle.

Packageinfo will read all installed and removed packages from the Android Package Manager.
Clicking with the left mouse button on the entries will show specific application rights and properties.
Clicking with the right mouse on the package, it will allow you to save the application apk, backup the
application data and copy the packagename to the clipboard. If the entry is being highlighted in red,
then the package doesn't allow application data to be backed up.



Physical Dumper

Physical Dumper @
Select drive :
ASMT 2115 SCSI Disk Device (465 GB)
0%
Dump
Status: Idle

Status: Idle.

The Physical Dump Tool lets you save full physical devices connected to your PC, like harddrives
or SD-Cards in SD-Cardreaders. Press "Dump" and choose where to save the dump file.
The file will be saved in RAW-Format.



iTunes Browser

IR 84Bit V2.0.1 (c) B Kerler - Lizensiert an : B. Kerler - o x

Sichern  Offnen  Analyse Berichte Werkzeuge Kryptosnalyse Einstellungen 7

iTunes Browser

Image &ffnen Datei suchen | |Alle Dateien extrahieren

Browser

~| FSinfo  Plugins Log Lesezeichen Bildvorschau

v PhetoData
AlbumsMetadata
assetUUIDForPath. plist
Caches
changes
changes-shm
changes-wal
CPL
cpl_download_finished_marker
cpl_enabled_marker
FaceMetckita gs;éjflgssg.zn1ﬁ 12:36:34 UTC
Metadata Modified: 02.03.2017 07:51:23 UTC
MISC Size: 98 KB
OutgoingTemp
PhotoBulletins.plist
PhotoCloudSharingData
Photos.sqlite
Photos.sglite-shm
Photos.sqlite-wal

protection
v Thumbnails
i »
S50l Externe Anwendungen
3314ithmi Speichern
L d03lithmt Im 50Lite Tool 6ffnen
Dateien abwahlen| [] Hexc Lesezeichen hinzufugen

Convert ithmb to jpg

Ausgewahite Dateien : 1
0%

0%

Status : Bereit.

Using this tool, you may connect an iPhone/iPod/iPad. First install iTunes, connect to the device, trust on the device and
trust in iTunes, it will then access the AFC-System of the device and lets you save files but also open them in the internal
sqlite tool or any external viewer you wish. Furthermore, it lets you extract .ithmb databases (from PhotoData/Thumbnails)
to jpg files [see more in Analysis\Apple iThmb Extract chapter in this document].



Mobile Revelator 2.2.5

Dump via Bootloader

© MR B4Bit V2.0.1 (c) B.Kerler - Licensed to: B. Kerler - O X
Durnp Open Anslysis Reports  Utilities  Cryptanalysis  Settings 7
Dump via Bootloader [£]
QC Firehose MTK LG
Select flashtype: |emme hd
Stop current action

Firehose : Read fs

Firehose : Read flash

Device detected: USBWID_0SACEPID_12A8\8SDEFBO39B29C TADES4353EBA486 19ADTDE7AFD L
Vendor; Unknown

Status : Idle.
0%

Status: Idle.

The "Dump via Bootloader"-Tool allows to dump several devices via bootloader, but does
also show new detected or attached devices.
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QC Firehose

IR 64Bit V2.0.1 () B.Kerler - Licensed to: B. Kerler - [m] X

Dump Open Analysis Reports Utiities Cryptanalysis  Settings 7

Dump via Boatloader [£)

QCFirehose | MTK LG

S,
| e
Firchdfs ] Stop current action

Firehose : Read flash

Device detected: USB\VID_0SACEPID_12A8\3SDEFE989B29C 7ADEG4353EBA486 14ADTDBTAFD 1
Vendor: Unknown

Status : Idle.

Status: Idle.
MR 64Bit V2.0.3 (c) B.Kerler - Licensed to: B. Kerler - a X

Dump Open Analysis Reports Utilities Cryptanalysis Settings 7

Dump via Bootioader £

QCFirchose MK LG

Select flashtype: |ufs | Select partition: (0 -
~

Firehose : Read fs Stop current action

Firehose : Read flash

IR

Status : Ide.
0%

Status: Idle.

Some devices like "Oneplus One, X, 3, 3T" and several other devices with Qualcomm CPU
newer than MSM8974 can be dumped or content written using the "QDLoader 9008" Port.

First press "Firehose: Read fs" or "Firehose: Read flash" button, and then connect a device with 9008 Mode via usb to the
host pc.

The 9008 Mode, also called "Sahara" Mode, can be enabled by either using adb and sending "adb reboot ed!"

or fastboot by sending "fastboot reboot ed!" or by pressing volume up and volume down while connecting the usb cable

to a powered off device. Also this mode can be enabled by shorting CLK Signal of the emmc on the pcb with Ground while
connecting

a powered off device and pressing power for a few seconds or by shortening d+ and gnd on usb while connecting the
mobile and then

releasing the short.

For firehose, you should the right flashtype, either emmc or ufs before connecting. Be aware that a ufs flash can have
multiple
partitions, so you should choose the partition number first. If unsure, let flashtype on ufs and partition number on O.

"Firehose: Read fs" will allow you to browse and also write partitions, "Firehose: Read flash" will only dump the full flash.
As a reminder, all devices coming with Android 6 out of the box are encrypted, so one option might be to flash a custom
recovery like twrp or cm to the device via firehose in order to dump the unencrypted data.

You may interrupt any action pressing the "Stop current action” button.



MTK

IR 84Bit V2.0.1 (c) B.Kerler - Licensed to: B. Kerler - o x

Dump Open Analysis Reports Utilities Cryptanalysis  Settings 7

Dump via Bootioader [EJ

QCFirshose MK LG

Stop current action
MTK Read Flash

Device detected: USBWID_05ACEPID_12A8\35DEFB989B29C 7ADES4353EBA485 19AD7DETAFD 1
Vendor: Unknown

Status : Idle.

Status: Idle.

For devices using MTK chipset, power off the device, install the MTK Preloader Com port driver, press "MTK Read
Flash button" and then just connect the mobile.

You may interrupt any action pressing the "Stop current action” button.



LG

MR 64Bit V2.0.1 (c) B.Kerler - Licensed to: B. Kerler - [m] X

Dump Open Anclysis Reports Utilities Cryptanalysis  Settings 7

Dump vis Bootloader [

QCFirehose ~ MTK LG

LGMNexus 5 : Read fs
Stop current action

LG/Nexus 5 : Read flash

Device detected: USBYVID_DSACAPID_12A8'35DEFB989B29C 7ADES4353EBA486 14AD7DETAFD 1
Vendor: Unknown

Status : Idle.

Status: |dle.

For LG android devices > Android 4.x and < 5.1, you may switch to the download mode by powering the mobile off,
then press and hold volume up button while connecting the usb cable to the mobile. Once you see the download
mode, you may press "LG G2/Nexus 5: Read fs" button to show installed partitions or press "LG G2/Nexus 5: Read

flash" button to get a physical dump of the flash chip.

You may interrupt any action pressing the "Stop current action" button.
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Port Utils

& MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - m} =
Dump Open Analysis  Reports  Utilities  Cryptanalysis  Settings 7
Android Dumper
Physical Dumper

iTunes Browser

Port Utils D AT Command Terminal
QC / Bootloader Tool
USE Tool
M-Obex Tool
TCP/IP Taol
Status: ldle.

The port utilities offer functionality to access mobiles via ports such as usb, tcp/ip and com ports.
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AT Command Terminal

% MR 64Bit V2.0 (c) B.Kerler - Licensed to: B, Kerler - m] *x

Dump Open Analysis  Reports  Utilities  Cryptanalysis  Settings  ?

AT Command Terminal [£]

Port: | COMS - SAMSUNG Mobile USE Modem v | (®) |Connect/Disconnect:

Commands Port Config Toals

Samsung Device Info hd

- Send

AT+DEVCONINFO?

+DEVCONINFO: MN(SM-G920F);BASE(SM-N900); VER(G920FXX5 3DPFs/
G920FVFG3DPDU/GE20FXXU3DPDC [GI20FXXS3DPFE); HIDVER (GI20FXX5 3DPF6/
6920FVFG3DPDU/GE20FXXU3DPDC/GI20FXXS3DPFE);MNC(02);MCC(262);PRD(SM-
GI20FZWEVD2);;0MCCODE();SNRFBGA1LMB 7F); IMEL (359 580065521393);UN(03157
DF36AF0552F);PN();CON(AT, MTP);LOCK(NONE)LIMIT(FALSE);SDP (RUNTIME);HVID(
Data: 195609, Cache: 262145,System: 32768 1);USER (OWNER)

#OK#

OK.

0%
Status : Redeved 0x19C bytes,

Status: Idle.

The AT Command Terminal is able to send ascii commands to a serial port device such as a modem.

20/ 200



Commands

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - m] *x

Dump Open Analysis  Reports  Utilities  Cryptanalysis  Settings  ?

AT Command Terminal [£]

Port: | COMS - SAMSUNG Mobile USE Modem v | (®) |Connect/Disconnect:

Commands Port Config Toals

Samsung Device Info hd

- Send

AT+DEVCONINFO?

+DEVCONINFO: MN(SM-G920F);BASE(SM-N900); VER(G920FXX5 3DPFs/
G920FVFG3DPDU/GE20FXXU3DPDC [GI20FXXS3DPFE); HIDVER (GI20FXX5 3DPF6/
6920FVFG3DPDU/GE20FXXU3DPDC/GI20FXXS3DPFE);MNC(02);MCC(262);PRD(SM-
GI20FZWEVD2);;0MCCODE();SNRFBGA1LMB 7F); IMEL (359 580065521393);UN(03157
DF36AF0552F);PN();CON(AT, MTP);LOCK(NONE)LIMIT(FALSE);SDP (RUNTIME);HVID(
Data: 195609, Cache: 262145,System: 32768 1);USER (OWNER)

#OK#

OK.

0%
Status : Redeved 0x19C bytes,

Status: Idle.

In order to send any AT commands to modem or serial ports, just select the Port and press "Connect/Disconnect” button.
If the connection has been successfully made, the circle left the the "Connect/Disconnect” button should fill.

After that you may either select a common command from the command list just above the "Send" button or enter any
commands like "ATI" left to the "Send" button and then press "Send". The result will be shown in the text view below.
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Port Config

= MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - O *

Dump Open Analysis Reperts Utilities Cryptanalysis  Settings 7

AT Command Terminal @

Port: | COMS - SAMSUNG Mobile USE Modem ~ | ® Connect/Disconnect

Commands Port Config Tools

BaudRate: |115200 ¥

DataBits: |8 <
QueryMode: RTS/CTS =  Timeout:
Parity: MNONE
StopBits: |1 -
AT+DEVCONINFO?

+DEVCONINFO: MN(SM-G320F);BASE(SM-N300); VER (G320FXXS 3DPF6/
G920FVFGIDPDU/GY20FXXU3DPDC/GY20FXXS 3DPFE);HIDVER(GI20FXXS 3DPFE/
G920FVFG3DPDU/GY 20FXXU3DPDC/GY20FXXS 3DPFE);MNC(02);MCC(262);PRD(SM-
GY20FZWEVD2);;0MCCODE ();SN(RF8G4 1LM87F); IME](359580065521393);UN(03157
DF 36AF0552F);PN(); CON(AT, MTP);LOCK{NONE); LIMIT (FALSE); SDP(RUNTIME);HVID(
Data: 196603, Cache: 262145, System: 32768 1);USER (OWNER)

#0K#

QK

0%
Status : Recieved 0x19C bytes.

Status: Idle.

The port config tab allows you to set specific settings, such as baudrate, databits, parity, stopBits and Flow Control.
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Tools

= MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - O *

Dump Open Analysis Reperts Utilities Cryptanalysis  Settings 7

AT Command Terminal @

Port: | COMS - SAMSUNG Mobile USE Modem ~ | ® Connect/Disconnect

Commands Part Config Tools
Samsung Galaxy 5/52 : Password Bypass
Samsung Android 4.3 : Enable ADB
LG Optimus L3 : Enable ADB

LG G3 : Bypass Lock

AT +DEVCONINFO?
+DEVCONINFO: MN(SM-G320F);BASE(SM-N300); VER (G320FXXS 3DPF6/
G920FVFGIDPDU/GY20FXXU3DPDC/GY20FXXS 3DPFE);HIDVER(GI20FXXS 3DPFE/
G920FVFG3DPDU/GY 20FXXU3DPDC/GY20FXXS 3DPFE);MNC(02);MCC(262);PRD(5M-
GY20FZWEVD2);;0MCCODE();SN(RF8G4 1LM87F); IME](359580065521393);UN(03157
DF 36AF0552F) ;PN (); CON(AT, MTP);LOCK{NONE);LIMIT (FALSE); SDP(RUNTIME);HVID(
Data: 196603, Cache: 262145, System: 32768 1);USER (OWNER,)

#0K#

QK

0%

Status : Recieved 0x19C bytes.

Status: Idle.

After a successful connection has been made, some functions may be available on specific devices in order
to enable ADB or to bypass passwords via com port.
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QC / Bootloader Tool

% MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler

Utilities ~ Cryptanalysis  Settings 7

Dump  Open  Analysis  Reports

QC / Bootloader Tool [E)

v | () |Connect/Disconnect

Port: | COM3 - RIM Virtual Serial Port v2
[ use TCP/P

Stop current action

QC Commands Port Config Port Switch Codes Toals

00 - Version Info

Version Info

~ Send

Status : Idle,
0%

Status: Idle.

Using the Qualcomm Modem and Bootloader Tool you may send qualcomm specific commands as hex bytes to
ports using qualcomm sahara and diag protocol but also has several tools for bootloaders such as LG and MTK

enabled devices in order to read the flash.

24 1 200



Mobile Revelator 2.2.5

Port Config

S MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler

Dump Open Analysis Reperts  Utilities Cryptanalysis  Settings 7

QC / Bootloader Tool [£]

w | () |Connect/Disconnect

[ use TCP/IP

Port: | COM3 - RIM Virtual Serial Port v2

Stop current action

QC Commands Fort Config Port Switch Codes Toals

. Ad . 1
BaudRate: | 115200 Timeout: TCRJTP Host : |152.158.16.2
DataBits: 8 ¥ | QueryMode: |[RTS/CTS
TCP/IP Port: | 11008

StopBits: 1 ¥ | Parity: MONE

Status : Idle.

Status: Idle.

The "Port Config" tab shows possible settings for both com ports and tcp/ip connections.
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Port Switch

5 MR 84Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — [m] X

Dump Open Analysis Reports  Utilities Cryptanalysis  Settings 7

QC / Bootloader Tool [£]

Fort: | COM3 - RIM Virtual Serial Port w2 ~ | (O |Connect/Disconnect:

[ Use TCPIP
Stop current action

QC Commands Port Config Fort Switch Codes Tools

¥ | Send port switch command

Status : Idle.
0%

Status: |dle.

For some modem devices, you first need to switch the modem to a qualcomm interface port. Just select
the type and then press "Send port switch command" button in order to switch the port.
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QC / Bootloader Tool (£

Port: ‘ COM3 - RIM Virtual Serial Port v2 V| () Connect/Disconnect

[ Use TcpjIP
Stop current action

QC Commands Port Config Port Switch Codes Tools

QC generic * | Send Security Password (5F)
Send Security Code (SPC)
Status : Idle.
0%
Status: Idle.

For some qualcomm devices, reading efs and nvitems is only possible after sending the right security password (SP)
or Security Code (SPC).
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Tools

QC / Bootioader Toal @

+| O |comnect/pisconnect,
[] use TCR/IP

Port: | COM3 - RIM Virtual Serial Port v2

Stop current action

QC Commands Port Config Port Switch Codes Tools

Qualcomm specific

Read Raw EFS

Read NVItems

Status : Idle.
0%

Status: Idle.

The "Tools" tab has the following functionality :

Once connected to a device with qualcomm chipset, you may read the raw efs or read the nvitems.

You may interrupt any action pressing the "Stop current action" button.
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USB Tool

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: Bjoern Kerler - a X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

USB Tool &
Select USB Device : Broadcom Dell Wireless 1820A Bluetooth 4.1 LE (vid_OaSc&pid_6412)
Select endpoint : |02 : Application Specific (FE)
Send Commands  Send SCSI Command  Tools

[ ||Send command [] Send as ascii

Status: Idle.

Status: Idle.

The USB tool enables you to send raw data to connected USB devices.
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Send Commands

& MR 64Bit V2.0 (¢) B.Kerler - Licensed to: B. Kerler

[n} X
Dump Open Analysis Reports Utiities Cryptanalysis Settings 7
UsB Tool B
Select U8 Device | | SAMSUNG Hlectrorics Co., Ltd, SAMSUNG Mobie USE Composite Device (vid_04e85pid_5850) -
Selectendpoint : 012 Vendor Spedifc (FF) v
Send Commands ~ Send SCSI Command  Tools
Lun hex) = oo ]
0B (hex) : 120000002400 |
Directon : ENDPOINT_IN -
Send SCSI Command
Status: Ide
Status: Idle.

This tool is able to send raw hex bytes or ascii packets to usb devices.
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Send SCSI Command

Mobile Revelator 2.2.5

MR 64Bit V2.0 (¢) B.Kerler - Licensed to: Bjoern Kerler o X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
USB Tool &
Select USB Device : Broadcom Dell Wireless 1820A Bluetooth 4.1 LE (vid OaScBipid_6412)
Select endpoint : (02 : Application Specific (FE)
Send Commands ~ Send SCSI Command  Tools
Lun (hex) : 00 ]
CDB (hex) : ]
Direction ENDPOINT IN <]
Send SCSI Command
Status: Idle.
Status: Idle.

This tool is able to send SCSI commands to USB devices.
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MR 64Bit V2.0 (c) B.Kerler - Licensed to: Bjoern Kerler

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

USB Tool &
Select USB Device : Broadcom Dell Wireless 1820A Bluetooth 4.1 LE (vid_Oa5c&pid_6412)

Select endpoint : 02 : Application Specific (FE)

Send Commands  Send SCSI Command ~ Tools
HTC Enable ADB HTC Read FS. HTC Read Flash

Status: Idle.

Status: Idle.

For enabling ADB for some HTC devices such as "Wildfire", select the HTC device as USB device and Mass Storage
(08) as endpoint and then press "HTC enable ADB" to enable ADB. For older HTC android devices, you may as well boot
the device into bootloader mode, select the HTC devices as USB device and then click "HTC Read FS" to open up the

Partition Tool in order to show/read/save partition contents.
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M-Obex Tool
(% MR 64Bit V1,50 (c) B.Kerler - Licensed to: Bjom Keller_ [ s

Dump Etract Analyse Report Utilities Cryptanalysis  Settings

Mobex Terminal Tool £
Port:  COM74 - SAMSUNG Mobile USB Modem bl @ | Init Mobex

M-Obesx Tool
Command : | m-obex/fsfie_sting -]
Variable : fodofoif [data

Send Command

NVM11,384,110000000,2015:03:30 03:04:34
NVM21,384, 110000000, 2015:03:30 09:04:35
NVM23,0,110000000,2015:03:30 09:04:34
NVM24,0,110000000,2015:03:30 09:04:34
NVIM25,0,110000000,2015:03:30 09:04:34

.psm.info, 1,110000000,2015:04: 10 10:27:44
hidden_volume txt,8, 111000000, 2012:01:01 01:43: 16

| | 0%
Status : Redeved 0x344 bytes,

| | 0%
Status: Idle.

The M-Obex tool offers functionality to access the Samsung Modem Obex interface. Just select the Samsung
Mobile Port and press "Init Mobex". Once it's successfully connected, the circle left of the "Init Mobex™" button
will be filled. You may then send any file command by entering into the text field such as "../../../../../data"

and pressing the "Send command" button.

Dump Edract Anclyse Report Utilities Cryptanalysis Settings

Mabex Termingl Tool
Port:  COM74 - SAMSUNG Mobile USE Modem - © | InitMobex

M-Obex Tool
Command : .
ex/fs/f g
Variable : m-obex/fs/folder_listing
m-abex/fs/folder_create
m-obex/fs/fle_delete
m-obex/fs/fle_read
AT+DEVCONINFO?
+DEVCONINFO: MN{GT-18 900X AAMG 4T

I HIDVER (I 18 1900XAAMG]T Y MNC{07);MCC(262);PRD(GT-
I8150RWADBT);SN(R21D584QFCA); IMEL{ 3569370507 12408);PN(); CON(AT,MTP);L OCK(NONE);LIMIT (FALSE); SDP (RUNTI
ME);HVID(Data: 196609, Cache: 262145, System: 327681)

20Kz

ok

| | 0%
Successfully inited MOBEX,

| | 0%
Status: Ide.

Once Mobex has been successfully connected, you may bruteforce the pattern lock or get password files for Samsung
android mobiles if the firmware version is higher 4.0 and lower than 4.2.2.

", MR 64Bit V1.50 (<) B.Kerler - Licensed to: Bjorn Kerl!r_ [E=E
Dump Edract Analyse Report Utilities Cryptanalysis Settings
Mobesx Terminal Tool 3

Port:  COM74 - SAMSUNG Mabile USB Modem v @
M-Cbex | Todl

NVM 11,384, 110000000, 2015:03:30 09:04:34
NVM21,384, 110000000, 2015:03:30 09:04:35
NVM23,0,110000000,2015:03:30 09:04:34
NVM24,0,110000000,2015:03:30 09:04:34
NVMZ25,0,110000000,2015:03:30 09:04:34

.psm.info, 1,110000000, 2015:04: 10 10:27:44
hidden_volume. txt,8,111000000,2012:01:01 01:43: 16

| | 0%
Status ; Recieved 0x344 bytes,

| | 0%
Status: Ide.
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TCP/IP Tool
S MR 84Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler O K
Dump Open Analysis Reports  Utilities Cryptanalysis  Settings 7
TCP/IP Tool [
o =
Command Tools
| ~ Send
Mode
@ Raw
O Ascil
Status : Idle.
Status: Idle.

The tcp/ip tools tab offers functions for sending Hex or Ascii messages via tcp/ip such as motorola android mobiles.
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Command

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - ] x
Dump Open Analysis Reports  Utilities  Cryptanalysis  Settings 7
TCP/IP Tool [E)
p—
Command  Tools
~ send

Mode
@ Raw
O Asdi

Status : Idle.

Status: Idle.

Select the right host and then press connect. Once successfully connected, the left circle at the "Connect" button will be
filled. Then you are able to send either raw bytes as hex values or ascii chars being entered at the left side of the "Send"

button by pressing the "Send" button.



Mobile Revelator 2.2.5
Tools

& MR B4Bit V2.0 (c) B.Kerler - Licensed to: B, Kerler

- O X
Dump Open Analysis  Reports  Utilities  Cryptanalysis  Settings 7
TCRJIP Tool [
o= ¥ O Connect
Port: (11000
Command Tools

Motorola Android : Enable ADB

Motorola Android : Get Info

Status @ Idle.

Status: Idle.

The tcplip tools tab offers functions for motorola android mobiles. Select the right host and then press connect.
Once successfully connected, the left circle at the "Connect" button will be filled.
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Open

“ MR 64Bit V2.1 (c) B.Kerler - Licensed to: Bjoern Kerler — O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Open raw image
Open multi image
Open directory
Partitions 4
Filesystems >
Backup Files ’

Reconstruct 4

[ ] Enable HexView

Status: Idle.

The Open menu offers options to work with partition systems, filesystems, backup files,
flash wearleveling (reconstruct) and options to extract and carve files, including Apple thumbnail databases.

"Open raw image" allows to open full raw dumps of flashchips or jtag images such as emmc dumps.

"Open multi image" combines several dumps or folders into one single filesystem view.
"Open directory” uses a local directory as a filesystem view.
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Open raw flash

EMMC Partition (MBR/GPT/BCT/WMPART) ©

Open File Extract all partitions

apnhlos (FAT : MSDOS5.0 ) Partitionnr: 0x00000019

e (4 MS00550) St R OO0
sbl1 (Spl) Ending Address:  0x00000003AB3FBE0O
dbi

ddr

aboot

pm

tz

fsg

pad

param

efs (Ext : /efs)

modemst1

modemst2

boot (Android : Boot/Recovery)
recovery (Android : Boot/Recovery)
fota

backup

fsc

ssd

persist (Ext: )

persdata (Ext : /persdata/absolute )
system (Ext : /system )

cache (Ext : /cache)

hidden (Ext : /preload )

userdata (Ext : /data )

[] Enable Hex Window [ ] Show last 16K in Hex Window

Status: Idle.
0%

Status: Idle.

Using "Open File" you may open any raw flash binary file. If a known Partitiontype is detected, which may be MBR,
GPT, BCT and WM?7 it will show all including partitions.

Clicking with the left mouse button on a partition entry will reveal its attributes.

Doubleclicking with the left mouse button will open the partition.

Clicking with the right mouse button on a partition will offer to extract or to open the partition.
The menu button "Extract all partitions" will extract all partitions by their name into separate files.

If no known Partitiontypes have been found, MR will offer an option to carve for FAT and/or EXT partitions.



Mobile Revelator 2.2.5

Partitions

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — [m} X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Open raw flash r

Partitions

C EMMC Partition (MBR/GPT/BCT/WMPART)
Filesystems ~ » QC Partition

»

»

Backup Files
Reconstruct

Status: Idle.

The partitions menu helps you extracting and viewing several flash dumps from modern devices using EMMC
flash chips.
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EMMC Partition (MBR/GPT/BCT/WMPART)

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

EMMC Partition (MBR/GPT/BCT/WMPART) &

Open File Extract all partitions

apnhlos (FAT : MSDOS5.0 ) Partitionnr: 0x00000019

; Starting Address:  0x0000000087700000
modem (FAT : MSDOS5.0) Length: 0x00000002F3CFBE00
sbl1 (Spl) Ending Address:  0x00000003AB3FBE0O
dbi

ddr

aboot

rpm

tz

fsg

pad

param

efs (Ext: /efs)

modemst1

modemst2

boot (Android : Boot/Recovery)
recovery (Android : Boot/Recovery)
fota

backup

fsc

ssd

persist (Ext: )

persdata (Ext : /persdata/absolute )
system (Ext : /system )

cache (Ext : /cache )

hidden (Ext : /preload )
userdata (Ext : /data )

[] Enable Hex Window [_] Show last 16K in Hex Window
Volume detected:GPT
0%

Status: Idle.

Using "Open File" you may open any raw flash binary file. If a known Partitiontype is detected, which may be MBR,
GPT, BCT and WM?7 it will show all including partitions.

Clicking with the left mouse button on a partition entry will reveal its attributes.

Doubleclicking with the left mouse button will open the partition.

Clicking with the right mouse button on a partition will offer to extract or to open the partition.
The menu button "Extract all partitions” will extract all partitions by their name into separate files.

If no known Partitiontypes have been found, MR will offer an option to carve for FAT and/or EXT partitions.
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QC Partition

" MR 64Bit V1.50 (c) B.Kerler - Licensed to: Beta - ] X

Dump Extract Analyse Report Utilities Cryptanalysis  Settings

QC Partition Tool @

Open File Extract all partitions

O:MIBIB | | starting Block: 0%0000000A
0:FSBL Block count 0x00000006
D:0SBL Partition Info: 0x00000000
0:05BL2

D:HTC

0:AMSS
0:NV_MFG
0:EFS2

D:RF_NV
0:NV_USERDATA
0:RF_DELTA_NV
0:EFS_MAP
0:RESERVED
0:D5P1
D:APPSBL

e

Status: Idle.

Status: Idle.

Using "Open File" you may open any raw flash binary file or qualcomm mbn file.

Clicking with the left mouse button on a partition entry will reveal its attributes.
The menu button "Extract all partitions" will try to extract all partitions by their name into separate files.
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Filesystems

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - O X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Open raw flash

Partitions b
Filesystems  * EXT2/3/4 %
Backup Files * Locosto FFS

Reconstruct  * FAT12/FAT16/FAT32/RFS/TxFat/xFat/NTFS
F2FS
Yaffs2
CRAMFS
Infineon FS (GB102/A100/...)
QC EFS / SuperEFS
HFS+/HFSX
TargetFFS / TFS4 (Samsung E1080i / Philips Dual Band)
TFFS (AVM FritzBox)

Status: Idle.

The filesystems menu offers several interpreters for many partition types.
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MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — [m} X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Ext Tool - userdata [ File: E:/Projekte/MobileRevelator/Test/2. Extract/Partitions/EMMC/GalaxyS5.bin] & 4
Open Image Search File | Extract all files
Extract unallocated blocks  Get Journal History for Inode/Offset
Browser
- ~ | FSInfo Plugins Log Bookmarks 4]
v/ Accessed: 09.02.2014 21:35:57 UTC
e Created: 26.01.2016 09:34:10 UTC
cid.info Modified: 26.01.2016 09:34:10 UTC
layout_version Deleted: 01.01.1970 00:00:00 UTC
Fragment address: 00000000
‘mip_stream File flags: 00080080
.npswifi_stream User ID/Group ID: 03E8:0000
.socket_stream 3!291 g;gzgo
e . ize: ytes
.wifiver.info Mode: 8186
anr Inode: 000D
app Inode address:  0x00000000B7722C00
Rights: u(rw)g(rw)o(rw)
app-asec Links count: 0001
app-lib Security: u:object_r:system_data_file:s0
app-private v
Unselect files Enable HexView
Selected files : 1
0%
0%
Hex Viewer & x
& BE701F )0 00 00 0 ) 00 .

) ) 00 ) 0 Disassembler: ARM - Arm ¥
0x00000000BF701FCO:  andeq ~
r0, r0, r0
0x00000000BF701FC4:  andeq
r0, r0, r0
0x00000000BF701FC8:  andeq
10, r0, r0
0x00000000BF701FCC:  andeq
0, r0, r0
0x00000000BF701FD0:  andeq
r0, r0, r0
0x00000000BF701FD4:  andeq
r0, r0, r0
0x00000000BF701FD8:  andeq

BF F ) ) 00 ) 0 r0, r0, r0
BF702 ) ) 0 ) 0 0x00000000BF701FDC:  andeq v
< > v ann

Status: Idle.

All filesystem modules have three different tabs :

1. FS Info : Shows the current filesystem information

2. Plugins : Allows to run custom python scripts

3. Log : Logs all user actions within the filesystem tab

4. Bookmark : Press Citrl-B with selected files to bookmark or select any entry in the bookmark list and press del key to
remove the entry.

5. Image Preview: On enabling Image Preview when clicking any file, pictures will be displayed and can be rotated (alt-r, alt-
), scaled (ctrl-,ctri+), etc. using the right-click button on the picture.

You can enable the Hex Viewer by clicking "Enable HexView" and separate/combine the Hex Viewer from main window
by double-clicking the Hex Viewer Titlebar.

Doubleclicking on a file-entry will try to open up the file using associated programs.

Plugins : you may select the main plugin to run all plugins and single plugins as well
to just run one plugin.

Log : you may save the log at any time by pressing the "Save Log" button.



Mobile Revelator 2.2.5

Specific

This topic takes care about all specific filesystem modules MR has.
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Using "Open Image" you may open any ext2/3/4 partition file/raw file.

Clicking with the left mouse button on a file will reveal its attributes.
Clicking with the right mouse button on a file will show a menu, which features different options :

- External Tools :

This menu option lets you open you the selected file in a Hex Editor, Text Editor, Image Viewer, Media Player or any
associated

program in the OS. On first run, you must set the application paths in the "Settings"-Main Menu to point to
executables.

- Save :

This menu option will save all selected files. In order to select multiple files, just keep Ctrl-Key on your keyboard
pressed while

selecting files using the left mouse button.

- Save historical version :
This menu option will seek for journal entries for the selected files, and lets you choose to extract a different version

by timestamp.

- Open in sqlite tool :
This menu will open the selected file into the MR internal Sqlite Editor.

The menu button "Extract all files" will extract all files to a given directory, and will also write a log file to its parent directory.
The menu button "Extract unallocated blocks" will extract all blocks that aren't in use of the filesystem.

The menu button "Get Journal History for given Inode/Offset" will show any journal history entry for any inode or physical
data offset.

The menu button "Search" lets you search for any filename and will present a table with all entries found. Clicking using the
left mouse button on the entry will point directly to the entry in the filesystem.

Clicking on "Enable HexView" will show the first data sector of the selected file or directory entry/inode.
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Using "Open Image" you may open any Tl locosto chipset based FFS flash image.

Clicking with the left mouse button on a file will reveal its attributes.
Clicking with the right mouse button on a file will show a menu, which features different options :

- External Tools :

This menu option lets you open you the selected file in a Hex Editor, Text Editor, Image Viewer, Media Player or any
associated

program in the OS. On first run, you must set the application paths in the "Settings"-Main Menu to point to executables

- Save :

This menu option will save all selected files. In order to select multiple files, just keep Ctrl-Key on your keyboard
pressed while

selecting files using the left mouse button.

- Open in sqlite tool :
This menu will open the selected file into the MR internal Sqlite Editor.

The menu button "Extract all files" will extract all files to a given directory, and will also write a log file to its parent directory.
The menu button "Search" lets you search for any filename and will present a table with all entries found. Clicking using the
left mouse button on the entry will point directly to the entry in the filesystem.

Clicking on "Enable HexView" will show the first data sector of the selected file or directory entry/inode.
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Using "Open Image" you may open any Fatl2/Fat16/Fat32/NTFS/RFS/ExFat/Transactioned ExFat partition file/raw file.

Clicking with the left mouse button on a file will reveal its attributes.
Clicking with the right mouse button on a file will show a menu, which features different options :

- External Tools :

This menu option lets you open you the selected file in a Hex Editor, Text Editor, Image Viewer, Media Player or any
associated

program in the OS. On first run, you must set the application paths in the "Settings"-Main Menu to point to executables

- Save :

This menu option will save all selected files. In order to select multiple files, just keep Ctrl-Key on your keyboard
pressed while

selecting files using the left mouse button.

- Open in sqlite tool :
This menu will open the selected file into the MR internal Sqlite Editor.

- Open in edb tool :
This menu will open the selected file into the MR internal WP7 EDB Database Viewer.

The menu button "Extract all files" will extract all files to a given directory, and will also write a log file to its parent directory.
The menu button "Extract unallocated blocks" will extract all blocks that aren't in use of the filesystem.

The menu button "Search" lets you search for any filename and will present a table with all entries found. Clicking using the
left mouse button on the entry will point directly to the entry in the filesystem.

Clicking on "Enable HexView" will show the first data sector of the selected file or directory entry/inode.
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Using "Open Image" you may open any f2fs partition file/raw file.

Clicking with the left mouse button on a file will reveal its attributes.
Clicking with the right mouse button on a file will show a menu, which features different options :

- External Tools :

This menu option lets you open you the selected file in a Hex Editor, Text Editor, Image Viewer, Media Player or any
associated

program in the OS. On first run, you must set the application paths in the "Settings"-Main Menu to point to
executables.

- Save :

This menu option will save all selected files. In order to select multiple files, just keep Ctrl-Key on your keyboard
pressed while

selecting files using the left mouse button.

- Open in sqlite tool :
This menu will open the selected file into the MR internal Sqlite Editor.

The menu button "Extract all files" will extract all files to a given directory, and will also write a log file to its parent directory.
The menu button "Extract unallocated blocks" will extract all blocks that aren't in use of the filesystem.

The menu button "Search" lets you search for any filename and will present a table with all entries found. Clicking using the
left mouse button on the entry will point directly to the entry in the filesystem.

Clicking on "Enable HexView" will show the first data sector of the selected file or directory entry/inode.



Yaffs2

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Selected files : 1

Show in sglite tool
Add bookmark

Yaffs2 @
Open Image | Set Pagesize : 0x800 Search File  Extract all files
Set Option :  Nanddump
Browser
- FS Info Plugins Log Bookmarks »
v/

backup
dalvik-cache Accessed: 30.01.1980 00:20:55 UTC
data Created: 30.01.1980 00:20:55 UTC
deleted Modified: 30.01.1980 00:20:56 UTC

elete Fragment address: 000CCB40
local Type: File
local.prop User ID/Group ID:  272F:272F

. Size: 0x0
misc Size: 0 Bytes
property Mode: 000081A4
system
tomb
TS External Tools > Show in hex editor %

Save Show in text editor |
Save all File Chunks Show in image viewer
Unselect files

Show in media player

Open using associated program |

0%
0%

Status: Idle.

Using "Open Image" you may open any Yaffs2 partition file/raw file. In order to extract Yaffs2 partitions, you will need the
according spare bytes from the Flash arranged by page/spare/page/spare/... Select the appropriate spare order by
choosing "Generic/Mk2yaffs" or "Nanddump" and its pagesize, which may be 0x200, 0x400, 0x800 (default) and 0x1000.

Clicking with the left mouse button on a file will reveal its attributes.
Clicking with the right mouse button on a file will show a menu, which features different options :

- External Tools :
This menu option lets you open you the selected file in a Hex Editor, Text Editor, Image Viewer, Media Player or
any associated program in the OS. On first run, you must set the application paths in the "Settings"-Main Menu to
point to executables

- Save :
This menu option will save all selected files. In order to select multiple files, just keep Ctrl-Key on your keyboard
pressed while selecting files using the left mouse button.

- Open in sqlite tool :
This menu will open the selected file into the MR internal Sqlite Editor.

The menu button "Extract all files™ will extract all files to a given directory, and will also write a log file to its parent directory.
The menu button "Extract unallocated blocks" will extract all blocks that aren't in use of the filesystem.

The menu button "Get Journal History for given Inode/Offset" will show any journal history entry for any inode or physical
data offset.

The menu button "Search" lets you search for any filename and will present a table with all entries found. Clicking using the
left mouse button on the entry will

point directly to the entry in the filesystem.

Clicking on "Enable HexView" will show the first data sector of the selected file or directory entry/inode.
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Using "Open Image" you may open any Compressed ROM flash image, indicated by "Compressed ROMFS" at the start of
the image.

Clicking with the left mouse button on a file will reveal its attributes.
Clicking with the right mouse button on a file will show a menu, which features different options :

- External Tools :
This menu option lets you open you the selected file in a Hex Editor, Text Editor, Image Viewer, Media Player or
any associated program in the OS. On first run, you must set the application paths in the "Settings"-Main Menu to
point to executables

- Save :
This menu option will save all selected files. In order to select multiple files, just keep Ctrl-Key on your keyboard
pressed while selecting files using the left mouse button.

- Open in sqlite tool :
This menu will open the selected file into the MR internal Sqlite Editor.

The menu button "Extract all files" will extract all files to a given directory, and will also write a log file to its parent directory.
The menu button "Search" lets you search for any filename and will present a table with all entries found. Clicking using the
left mouse button on the entry will point directly to the entry in the filesystem.

Clicking on "Enable HexView" will show the first data sector of the selected file or directory entry/inode.
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Using "Open Image" you may open any Infineon chipset based flash image.

Clicking with the left mouse button on a file will reveal its attributes.
Clicking with the right mouse button on a file will show a menu, which features different options :

- External Tools :
This menu option lets you open you the selected file in a Hex Editor, Text Editor, Image Viewer, Media Player or any

associated
program in the OS. On first run, you must set the application paths in the "Settings"-Main Menu to point to executables

- Save :
This menu option will save all selected files. In order to select multiple files, just keep Ctrl-Key on your keyboard

pressed while selecting files using the left mouse button.

- Open in sqlite tool :
This menu will open the selected file into the MR internal Sqlite Editor.

The menu button "Extract all files" will extract all files to a given directory, and will also write a log file to its parent directory.
The menu button "Search" lets you search for any filename and will present a table with all entries found. Clicking using the
left mouse button on the entry will point directly to the entry in the filesystem.

Clicking on "Enable HexView" will show the first data sector of the selected file or directory entry/inode.
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Using "Open Image" you may open any Qualcomm chipset based Embedded File System (EFS) image.
If the image contains older versions due to journaling, you may select the version just below the "Extract all files" button

Clicking with the left mouse button on a file will reveal its attributes.
Clicking with the right mouse button on a file will show a menu, which features different options :

- External Tools :

This menu option lets you open you the selected file in a Hex Editor, Text Editor, Image Viewer, Media Player or any
associated

program in the OS. On first run, you must set the application paths in the "Settings"-Main Menu to point to executables

- Save :
This menu option will save all selected files. In order to select multiple files, just keep Ctrl-Key on your keyboard
pressed while selecting files using the left mouse button.

The menu button "Extract all files" will extract all files to a given directory, and will also write a log file to its parent directory.
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Using "Open Image" you may open any HFS/HFS+/HFSX image.

Clicking with the left mouse button on a file will reveal its attributes.
Clicking with the right mouse button on a file will show a menu, which features different options :

- External Tools :
This menu option lets you open you the selected file in a Hex Editor, Text Editor, Image Viewer, Media Player or
any associated program in the OS. On first run, you must set the application paths in the "Settings"-Main Menu to
point to executables

- Save :

This menu option will save all selected files. In order to select multiple files, just keep Ctrl-Key on your keyboard
pressed while

selecting files using the left mouse button.

- Open in sqlite tool :
This menu will open the selected file into the MR internal Sqlite Editor.

The menu button "Extract all files" will extract all files to a given directory, and will also write a log file to its parent directory.
The menu button "Search" lets you search for any filename and will present a table with all entries found. Clicking using the
left mouse button on the entry will point directly to the entry in the filesystem.

Clicking on "Enable HexView" will show the first data sector of the selected file or directory entry/inode.
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Using "Open Image" you may open any TargetFFS/TFS4 image.

Clicking with the left mouse button on a file will reveal its attributes.
Clicking with the right mouse button on a file will show a menu, which features different options :

- External Tools :
This menu option lets you open you the selected file in a Hex Editor, Text Editor, Image Viewer, Media Player or any
associated program in the OS. On first run, you must set the application paths in the "Settings"-Main Menu to point
to executables

- Save :
This menu option will save all selected files. In order to select multiple files, just keep Ctrl-Key on your keyboard
pressed while selecting files using the left mouse button.

- Open in sqllite tool :
This menu will open the selected file into the MR internal Sqlite Editor.

The menu button "Extract all files" will extract all files to a given directory, and will also write a log file to its parent directory.
The menu button "Search" lets you search for any filename and will present a table with all entries found. Clicking using the
left mouse button on the entry will point directly to the entry in the filesystem.

Clicking on "Enable HexView" will show the first data sector of the selected file or directory entry/inode.
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Using "Open Image" you may open any TFFS AVM Fritzbox image. You cannot use RAW flash image, you need to extract
the flash partitions from the RAW flash image first, starting with bytes "01 00 04 00 FF FF FE".

Clicking with the left mouse button on a file will reveal its attributes.
Clicking with the right mouse button on a file will show a menu, which features different options :

- External Tools :
This menu option lets you open you the selected file in a Hex Editor, Text Editor, Image Viewer, Media Player or any
associated program in the OS. On first run, you must set the application paths in the "Settings"-Main Menu to point
to executables

- Save :
This menu option will save all selected files. In order to select multiple files, just keep Ctrl-Key on your keyboard
pressed while selecting files using the left mouse button.

- Open in sqlite tool :
This menu will open the selected file into the MR internal Sqlite Editor.

The menu button "Extract all files™ will extract all files to a given directory, and will also write a log file to its parent directory.
The menu button "Search" lets you search for any filename and will present a table with all entries found. Clicking using the
left mouse button on the entry will point directly to the entry in the filesystem.

Clicking on "Enable HexView" will show the first data sector of the selected file or directory entry/inode.

Backup Files
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The backup files menu offers functionality for viewing and extracting apple and android backup files.
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Using "Open Image" you may open any Apple iTunes backup file whether it may be encrypted or not. If the backup is
encrypted,
it will ask for the password for decryption. On "Open Image", choose the appropriate "Manifest.mbdb" file.

Clicking with the left mouse button on a file will reveal its attributes.
Clicking with the right mouse button on a file will show a menu, which features different options :

- External Tools :
This menu option lets you open you the selected file in a Hex Editor, Text Editor, Image Viewer, Media Player or any
associated program in the OS. On first run, you must set the application paths in the "Settings"-Main Menu to point
to executables.

- Save :
This menu option will save all selected files. In order to select multiple files, just keep Ctrl-Key on your keyboard
pressed while selecting files using the left mouse button.

- Open in sqlite tool :
This menu will open the selected file into the MR internal Sqlite Editor.

- Open in plist tool :
This menu will open the selected file into the MR internal Apple PList Editor.

The menu button "Extract all files" will extract all files to a given directory, and will also write a log file to its parent directory.
The menu button "Search" lets you search for any filename and will present a table with all entries found. Clicking using the
left mouse button on the entry will point directly to the entry in the filesystem.

Clicking on "Enable HexView" will show the first data sector of the selected file or directory entry/inode.
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Using "Open Image" you may open any Android Backup "*.ab", Gzipped Tar or Tar file, whether it may be encrypted or not.
If the backup is encrypted, it will ask for the password for decryption.

Clicking with the left mouse button on a file will reveal its attributes.
Clicking with the right mouse button on a file will show a menu, which features different options :

- External Tools :
This menu option lets you open you the selected file in a Hex Editor, Text Editor, Image Viewer, Media Player or any
associated program in the OS. On first run, you must set the application paths in the "Settings"-Main Menu to point
to executables.

- Save :
This menu option will save all selected files. In order to select multiple files, just keep Ctrl-Key on your keyboard
pressed while selecting files using the left mouse button.

- Open in sqlite tool :
This menu will open the selected file into the MR internal Sqlite Editor.

The menu button "Extract all files" will extract all files to a given directory, and will also write a log file to its parent directory.
The menu button "Search" lets you search for any filename and will present a table with all entries found. Clicking using the
left mouse button on the entry will point directly to the entry in the filesystem.

Clicking on "Enable HexView" will show the first data sector of the selected file or directory entry/inode.

Huawei Backup

The Huawei Backup Tool offers a method to convert the sqlite database files and contents to a filesystem.
In order to do a full backup, in the smartphone go to Tools, Huawei Backup and store all data to an external sdcard or
sdcard connected via otg cable.



Mobile Revelator 2.2.5

Reconstruct
B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - [m} X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Open raw flash
Partitions e
Filesystems  »
Backup Files *
Reconstruct  » Spare Repair
Nokia 4
Samsung 4
Infineon/LG  *»
MTK »
Apple 4
Sony Ericsson *
Alcatel 4
Status: Idle.

The Reconstruct menu offers functionality for reconstructing filesystems due to usage of wearleveling or
flash transaction layers.
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Spare Repair
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Spare Repair ©

Select : |Yaffs2 Riffbox Jtag-Image (HTC/Sony, 0x200/0x10) ° Run
-] HTC/Sol

Yaffs2 Riffbox Jtag-Image (HTC/Sony, 0x800/0x40)
Yaffs2 Riffbox Jtag-Image (HTC/Sony, 0x1000/0x80)
Generic Riffbox Jtag-Image (0x200/0x10)

Generic Riffbox Jtag-Image (0x800/0x40)

Generic Riffbox Jtag-Image (0x1000/0x80)

Medusa to Riffbox Jtag-Image

Status : Idle.
0%

Status: Idle.

The Spare Repair Tool will reorder spare areas from other Tools like RiffBox or MedusaBox to make the flash images

being
used by the MR Tool correctly. It will sort the Spares from the end of the flash to the end of each page, where they should

be.
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Nokia
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Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Open raw flash

Partitions

»
Filesystems  »
Backup Files »

»

M Spare Repair
Nokia
Samsung
Infineon/LG
MTK

Apple

Nokia Rap3G NOR Image to FAT
Nokia Asha 200/201 NOR Image to FAT
Nokia 108 NAND Image to FAT

Sony Ericsson
Alcatel

Status: Idle.

The Nokia tools offer specific functions for reconstruction wear-leveling for Nokia devices.
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Nokia Rap3G NOR Image to FAT
This tool will extract the FAT partition from any Nokia Rap3G flash image.

62 /200



Mobile Revelator 2.2.5

Nokia Asha 200/201 NOR Image to FAT
This tool will extract the FAT partition from any Nokia Asha 200/201 flash image.
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Nokia 108 NAND Image to FAT
This tool will extract the FAT partition from any Nokia 108 flash image.
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Samsung
B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — O X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Open raw flash
Partitions »
Filesystems ~ »
Backup Files *
Reconstruct Spare Repair
Nokia »
Samsung '% FSR Partition >
Infineon/LG  * XSR Partition
MTK »
Apple »
Sony Ericsson *
Alcatel »
Status: Idle.

The Samsung reconstruction tools will extract RAW Partitions, called BML and filesystems, called STL
from Wear-Leveling as well will reconstruct any partitions from XSR1/2/3.
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FSR Partition
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Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Open raw flash

Partitions b
Filesystems  *»
Backup Files *
Reconstruct  * Spare Repair
Nokia ¢
Samsung > FSR Partition * STL to Raw
Infineon/LG  » XSR Partition BML to STL
MTK e
Apple Lé
Sony Ericsson *
Alcatel 4

Status: Idle.

The FSR partition is the RAW partition with Flash Transaction Layer by Samsung. BML is the main raw flash image
with flash transaction layers consisting of several STL Partitions.
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STL to Raw
This tool will extract any partition from wearleveling STL data flash image.
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BML to STL
This tool will extract any STL partition from wearleveling BML data flash image.



XSR Partition

This tool will extract any partition from wearleveling XSR1/2/3 data flash image. It will automatically detect

block and pagesize needed for extraction. In order to extract XSR partition data, spare data has to be at the end
of each page.
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Infineon/LG
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Open raw flash

Partitions 4

Filesystems ~ »

Backup Files *

Reconstruct  * Spare Repair
Nokia °
Samsung L
Infineon/LG  » LG GS290N NOR
MTK L
Apple 4
Sony Ericsson »
Alcatel »

Status: Idle.

The Infineon tools offer specific functions for reconstruction wear-leveling for infineon devices.
LG GS290N NOR
This tool will extract any partition from wearleveling LG GS290N NOR data flash image.
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MTK
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Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Open raw flash

Partitions >

Filesystems  »

Backup Files

Reconstruct »  spare Repair
Nokia >
Samsung  *
Infineon/LG  *
MTK > MTK NOR Image to FAT%J
Apple >
Sony Ericsson >
Alcatel >

Status: Idle.

The MTK tools offer specific functions for reconstruction wear-leveling for MTK devices.
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MTK NOR Image to FAT

This tool will extract any partition from wearleveling MTK NOR flash image.
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Apple
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Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Open raw flash |

Partitions »
Filesystems *
Backup Files *

Reconstruct Spare Repair

Nokia >

Samsung 4

Infineon/LG  *»

MTK »

Apple 4

»

Sony Ericsson
Alcatel »

iPhone 3G Nand D&

Status: Idle.

The Apple tools offer specific functions for reconstruction wear-leveling for Apple devices.
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iPhone 3G Nand

This tool will extract any partition from wearleveling iPhone 3G nand data flash image. Spare data is needed for

reconstruction
and should be at the end of each page.
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Sony Ericsson
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Open raw flash
Partitions »
Filesystems  »
Backup Files »
Reconstruct  * Spare Repair
Nokia
Samsung
Infineon/LG
MTK
Apple

Sony Ericsson A1/DB2020 Reconstruct
Alcatel D

»
»
»
»
»
»

Status: Idle.

The Sony Ericsson tools offer specific functions for reconstruction wear-leveling for Sony Ericsson devices.
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A1/DB2020 Reconstruct

This tool will extract any partition from wearleveling A1/DB2020 nand data flash image. Spare data is needed for
reconstruction

and should be at the end of each page.
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Alcatel
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Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Open raw flash
Partitions e
Filesystems  »
Backup Files »
Reconstruct  » Spare Repair
Nokia 4
Samsung »
Infineon/LG  *»
MTK »
Apple 4
Sony Ericsson *
Alcatel " Spreadtrum (SFR118/0T2060) %

Status: Idle.

The Alcatel tools offer specific functions for reconstruction wear-leveling for Alcatel devices.

7917200



Spreadtrum (SFR118/0T2060)

This tool will extract any partition from wearleveling Alcatel device with Spreadtrum chipset data flash image.
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Analysis
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Database Utils 4
Apple Binary PList
Android Binary XML
HTTP/S data carver
Samsung RIL carver
Android Password carver
File Ripper

Apple iThmb Extract

Status: Idle.

The Analyse menu contains several tools for interpretation of various data formats, such as databases, xml files
but also has great tools for carving information from raw images or files.
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Database Utils

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — ] X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Database Utils > SQLite Database Tool

Apple Binary PList Bada DB2 Database Tool

Android Binary XML WP7 EDB Database Tool

HTTP/S data carver IPD/BBB Database Tool

Samsung RIL carver
Android Password carver
File Ripper

Apple iThmb Extract

Status: Idle.

The SQLite Database Tools is able to open generic SQLite3 databases and enables
to reconstruct wal (Write Ahead Logs), Journals and deleted SQLite entries from free pages.
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SQLite Database Tool
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Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

SQLite Tool - Z:/Test/3. Analyse/Database/SQLite/mmssms.db B

Open SQLite Database

View Export Combiner
\ |/ Run SQL Cmd
Tablename " rowid (int) type (QString) name (QString) tbl_name (QString) ron
v sqlite_master 11 table android_metadata android_metadata
wpm
words_segments 2 2 table pdu pdu
words_segdir
words_content 3 3 table sqlite_sequence sqlite_sequence
words )
threads . 4 4 index pdulndex1 pdu
Free Pages / WAL ~All5 5 table addr addr
WAL: 0x0033AD48 ["... 6 6 index addrindex1 addr 8
WAL: 0x0033BD60 ["...
WAL: OxO033EDAS ["... 77 table part part 9 "
WAL: 0x0033FDCO ["... v || ¢ >
Sh hon debuggi !
Select tool : Template: SMS (Raw) (Andro ~ Use Edit D ow Python debugging console

Open template/plugin directol i -
P patelplia il [] Enable timezone |Europe/Berlit ~

0%
Status: Idle, 85 entry/entries found.

I:‘ Enable HexView

Status: Idle.

The sqlite database tool lets you open sqlite database, recover deleted entries from free pages, journal and write-ahead-
logs (WAL) and lets you convert timestamps in a user-friendly way. Moreover, you have the option to export the modified
or current table to a xlsx, csv or xml-file.
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View
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Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

SQLite Tool - Z:/Test/3. Analyse/Database/SQLite/mmssms.db

Open SQLite Database

View Export Combiner

\ | Run SQL Cmd

Tablename & rowid (int) _id (int) thread_id (int) dress (QStrin erson (in date (int) B
spam_addr 1 285 285 128 +17940830... 15.09.2012 17:34:14
sms
raw 2 381 381 161 Info 28.09.2012 20:23:46
rate
pending_msgs 3 382 382 162 o02-info 28.09.2012 23:06:05

du
i 4 395 395 170 +49176278... 30.09.2012 17:24:44
part v
Free Pages / WAL A5 399 399 174 +49152244... 30.09.2012 20:57:06

WAL: 0x0033AD48 ["... 6 402 402 170 +49176278... 20.10.2012 01:47:47
WAL: 0x0033BD60 ["...
WAL: 0x0033EDA8 ["... 7 414 414 180 +49172856... 21.10.2012 13:37:34
WAL: 0x0033FDCO ["... v || ¢ >

§ T [ Show Python debugging console
Select tool : Template: SMS (Raw) (Andro ~ Use Edit Open template/plugin directory . =
[] Enable timezone |Europe/Berlit ~

0%
Status: Idle, 67 entry/entries found.
[] Enable HexView

Status: Idle.

On the upper left side, you see the current tables from the database.
The lower left side, you see any deleted or active transactions according to free pages, journals or write-ahead log.
Selecting an entry from either the upper or lower left side, its content is being displayed on the right side.

Using Ctrl-F you can search for any string, clicking on an entry in the result tab will show the selected entry in the table.
Using Ctrl-T if an entry is selected will automatically try to convert the integer value to a readable date / timestamp value
for the

whole column. Converted timestamps via Ctrl-T conversion can also be converted to a local time by choosing the location
and by enabling the

"Enable timezone" checkbox.
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Right-Click-Menu

Mobile Revelator 2.2.5

8 MR 648it V2.0.1 (¢ BKerler - Licensed to: B. Kerler =
Dump Open Anslysis Reports Utilities Cryptanalysis  Settings 7
sQlite Tool-L, . Analyse/Database SQLitef » @
Open 5QLite Database
View | Export  Combiner
~| |Run 5QL Cmd
Tablename N ~ L —— aal
Python-Plugins »
spam_addr 1 28 285 128 i .
sms Add missing rows / verify data
raw MIERE Ll 161 Recover missing rows from free pages / WAL
Free Pages / WAL ~lls . 16 Recover missing rows from free pages / WAL « add to DB
WAL: 0x0033AD4E ["threads"] (0xDTEC... Timestamps 4
. . 4 395 395 170
WAL: 0:00338D60 [“threads"] (DTEC... Blob »
WAL: 0:0033EDAB [*spam_sms"|sms' 5 [ 30 . N )
WAL 0<0033FDCO ["words segdir”|"ra...
WAL: 100340DD2 ["words_content’] (... 5 a0 17 =t s
WAL: 0:00341DFD ["threads"] (xD1EC. Combine >
WAL: 0:00343E20 ["words_segdir'|"rz... 7 414 a4 180 N ——
WAL: D00344E38 ["words_content"] .
WAL DO0SE0 [*sparm sms"|"sms"] 3 42 429 188 ~491794... 11102012 18:38:35 11.10‘10121
WAL ["threads] (OxD1EC.. ¥ || < >

Select tool : | Template: SMS (addr) (android)

[] Enable Hexview

Status:

Idle, 67 entry/entries found.

Status: |dle.

Edit

Open template fplugin directory | [_] Show Python debugging console
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Python-Plugins
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Dump Open Analysis Reports Utities Cryptanalysis Settings 7
SQLite Tool -L: 2 Test/3. lyse [Datab: QLite, db
Open SQLite Database
View  Export  Combiner
| |run sQLcmd
Tablename - ~ rowid (i) _id (i) thread_id (int) R = J
spam_addr 285 285 128 Pythor Pugis N
o Add missing rows / verify data
raw vl|z = 3 161 Recover missing rows from free pages./ WAL
Free Pages/ WAL s = w - Recover missing rows from free pages/ WAL + add to DB
WAL: 0x0033AD48 ["threads"] (OxD1EC... Timestamps L
WAL: 0x0033BD60 ["threads”] (SxDIEC... 385 . . Elob »
WAL: Bx0DI3EDAS [*spam_sms”|"sms"... .- - P e b
WAL: 0x0033FDCO ["wards segdir”|"ra.. ot ,
WAL: 0x00340DD8 [*words_content] (.. 102 02 70
WAL: 0x00341DFO ["threads"] (OxD1EC. Combine ,
WAL: 0x00343E20 ["words_segdir N N 180 Search for current table data
WAL: BOD34E38 ["words_content']
WAL G0034E50 ["sparm,sme"|"srs”] 229 229 188 +491794, 11102012 18:38:35 mozmz?‘
WAL: 0x00346E68 ["threads"] (GxD1EC... ™ >

Select tool : | Template: SMS (addr) (Android)

[ Enable Hexview

Status: Ide, 67 entry/entries found.

Status: Idle.

Edit

Open template/plugin directory  [_] Show Python debugging console

This menu lets you run custom python plugins.
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Dump Open Analysis Reports Utilities Cryptanalysis  Seftings 7

5Qite Tool - L. Test/3. Analyse/Database/SQLits & @

Open 5Qlite Database

View | Export  Combiner

~ | |RunsoL cmd

Tablename v A rowid (int) | _id (int) 1" = — date_sei A
dir Python-Plugins »
spam_a
e 1= i Add missing rows / verify data 092012
raw v||2 38 381 16 Recover missing rows from free pages / WAL ,00.2012
Free Pages / WAL Al 1 15; Recover missing rows from free pages / WAL + add to DB P
WAL 0:0033AD42 ["threads"] (OxD1EC.. =g ' Search for current table data
7
WAL 000338060 [‘threads'] @6D1EC.. |4 3% ®mT ek * Automatic convert row values to date string (Cirk-T)
WAL DODISEDAS ["spam.sms'l'sms"... || 5 399 199 1% Decoder G Translate row values o date from seconds
'WAL: Ox0033FDCO ["words_segdir’ T N
WAL 0400340008 [*words_content’] (. ||5 402 - o Translate row values to date from seconds (1.1.2001, apple)
WAL: G:00341DFD ["threads"] (GD1EC... Combine D Translate row values to date from seconds (1.1.2000, temtom marker)
WAL: 0x00343E20 ["words_segdir" 744 414 et Search for current table data Translate row values to date from seconds (31.12.1989, Garmin)
WAL 0x00342E38 ["words_conten ol oo to ot )
WAL GO0MSESD ["spam,sms"'sme'].. | |8 429 120 188 +491704,.. 11102012 183835 ranslate row values to date from microseconds
'WAL: Ox00346E68 [“threads"] (D1EC... V|| <€ Translate row values to date from nanoseconds
Selecttool : | Template: S (addr) (Ancroid) ~ Use Edit Open template/piugi drectory| [] show Python deby ~ Trenslate row values to date from picoseconds
[ Enebie Hextien Translate row values to date from nanoseconds (111601, chrome)
Translate row values to date from Symbian belle (ns)

0%

Status: Ide, 67 entry/entries found.

Status: Idle.

There are two ways to convert current column integer values to a time stamp :

First one, try the automatic algorithm : select any column to be converted and press CTRL-T. If the conversion fails or
seems to be wrong, choose the second one, by right clicking into the field, in the menu select "Timestamps" and the the
appropriate timestamp. If the conversion doesn't seem to be fine, just reselect the table on the left side and the table will be
reset, allowing you to reselect another timestamp method.



Blob
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SQlite Tool - L @ @

Open 5Qlite Database.

View  Export  Combiner

Mobile Revelator 2.2.5

| [RunsaL cmd

Tablename " rowid int) id (i) thread id fin) Iress (OStri  oerson (infl dste fint) dste_ser A
spam_addr o lams - Python-Plugins > low
sms Add missing rows / verify data
il vj|z 3 381 - Recover missing rows from free pages / WAL 0z
Free Pages / WAL [ ERES ) 182 Recover missing rows from free pages / WAL = add toDB 1012
WAL: Ox0033AD48 threads'] . Timestamps b
WAL: 0<00338D80 [* 4|3 ¥ — N
WAL: 0x0033EDAS [“spam_sms" s 3 . 174 o T3
WAL: 0x0033FDCO ["words seg, Decoder D Save selected item blob to file
WAL: x00340DD2 ["words_content”] (.. 6 402 402 170 Text 4 Save all blob from selected column to files
WAL: 0c00341DF0 [“threads"] (OXDTEC. A b
WAL: Ox00343E20 [*words_segdir’|"ra., 7 au 4 180 Saveiall biob fovensectedow o e
hopepapscpintcsbopaepsiomh Search for currenttable dta
WAL: OxD0345ES0 ['spam_sms'['sms'].. || & 420 429 128 *WW—TWZWS_TTW{‘ : 2012 v
WAL 000346E68 [“threads™] (BDTEC... ¥ <€ >

Select tool : | Template: SVS {addr) (Ancroid) > Use Edt

[ Enable Hexview

Status: Ide, 67 entry entries found.

Status: Idle.

Open template plugin drectory | [] Show Pythen debugging console

Openiin hex editor
Openin text editor
Openin image viewer

Openin media player

Open using associated program

The blob menu lets you either use your favorite tool for viewing the data or save either the current data field or selected

column or row data field to a file.
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Decoder
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Dump Open Analysis Reports Utilities Cryptanalysis  Settings 7

SQuite Tool -L )

(Open SQLite Database.

View | Export  Combiner

[ ] [runsoLcmd

Tablename N ~ rowid (nt) i (im) Bython-Plugine ) | dateser®
spam_addr 1 285 285 1 Add missing rows / verify data 5.00.2012/
sms. i
e mia™ . 1 Recover missing rows from free pages / WAL P
Recover missing rows from free pages / WAL + add to DB
Free Pages / WAL Alls am 32 1t 5.09.2012
Timestamps »
WAL (x0033AD48 ["threads] (0DTEC.
WAL (x00338DE0 [“threads’] (ODTEC.. |4 39 3 ! koo S p0.052012)
VIAL O0033EDAB spam sme' s’ || 3 g Decoder »  Decypt MozillsPassword
WAL O0G33FDCO 'wordssegéi = s 3
WAL (x00340DD8 ["words_content'] (. 6 402 402 1 — 5
WAL 0x00341DFO ["threads"] (OxDTEC. ombine Decrypt Dolphin Password
\WAL: 0x00343E20 [*words_segdiir'|'ra. T 414 414 At Search fer current table data Translate row values from semicircles tlat/lon (garmin)
WAL 0x00344E38 ['words_content”] (..
WAL 0x0034550 ["spam sms"|"sms"] 8 42 429 128 91754, 11102012 183835 11.102012
IAL: 0x00346E6S ['threads’] (DTEC... V|| € >
Select ool : |Template: SMS (adcr) (Android) - Use Edt | |Open template/plugn drectory| [ Show Python debugging console

[ Enable Hexview

Status: Ide, 67 entry/entries found.

Status: Idle.

The decoder menu has functionality to convert garmin integer values to latitude/longitude, but will also allow to decrypt
saved encrypted key4.db mozilla passwords.
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SQLite Tool - L. Qite w@
Open SQLite Database
View  Export  Combiner
[ | |run sou cmd
Tablename v - rowid (int)  _id(int)  thread idGint) lres(QStri  person (int) date (int) date_ser A
spam_adr 128 285 128 ~179408.., 15.09.2012 17:3414 15092012
sms
raw v|[2 3@ 381 161 Info 28.00.2012 20:23:46 28.09.2012
Free Pages / WAL ~lf3 38 3 162 o2-info 28.00.2012 23:06:05 28.09.2012
'WAL: OxD033AD48 [“threads"] (OxD1EC.
WAL 000338060 [“threads"] (WD1EC 4 35 395 17 +491762. 30002012 17:24:44 30.09.2012
WAL OD033EDA ["spam_sms'|'sms". 5 (s 09 P L poszom2
WAL: 0xD033FDCO ["words_segdir'|"ra... Python-Plugins
'WAL: BxD0340DD8 [*words_content] (... 6 402 402 170 Add missing rows / verify data 10.2012
WAL 0:00341DF0 [*threads'] (ODEC Recover missing rows from free pages / WAL
WAL 000343620 ["words_segdir’|'ra. 7 a4 414 180 102012
WAL OX00IHESE ["words_conte Recover missing rows from free pages /WAL + add to DB
WAL: 0x00345E50 ["sparm_sms’["sms'] 8 42 429 188 Timestamps » 1102012
WHAL: Ox0O346E6R ['threads"] (D1EC... ¥ |[< Elob > 24
Select tool : | Template: SMS (addr) (Android) v Use Decoder »  ging console
[ Enable Hexvien Text [% C Save all texts from selected column to files
Combine 4 Save all texts from selected column to one file
Search for current table data I %

Status: Idee, 67 entry/entries found,

Status: ldle.

The text menu functions will extract all text within current selected column either as a file for each line or as multiple lines in
one file.

91/ 200



Mobile Revelator 2.2.5

Combine
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SQLite Tool -L, Test/3. Analyse Database/SQLite, b 5

Open S5QLite Database

View  Export  Combiner

~] [RunsQL cmd

Tablename N ~ rowid (nt)  idGnt)  threadid (int)  Iress (QSti  person (int) date (int) date_ser ~
spam_addr 125 25 128 +179408... 1502012 17:3414 15.09.2012
ams
raw MIFRE: 381 161 Info 28.00.2012 20:23:45 28.09.2012
Free Pages / WAL ~ll3 2 e " bosos 22.002012
WAL DIEADHE [reacs] (DA EC. Add missing rows / verfy data
WAL 0:00338D60 ['threads"] (WD1EC.. | |4 3% Recover missing rows from free pages / WAL 124:44|30.09.2012
WAL OD033EDAB ["spam_sms['sms".. || 5 399 3% Recaver missing rows from free pages /WAL + add to DB [:57:06 30.08.2012
'WAL: 0x0033FDCO ["words_segdil N
WAL: 0x00340DD8 [*words_content’] (.. 5 402 a0 MRS 47:47 20.10.2012
WAL 0x00341DF0 ["threads"] (OxDTEC... Biob ’
WAL 0x00343620 ["words._segdir'ra.. || 7 414 41 — , B3734 21102012
'WAL: 0xD0344E38 ["words_content"] (... Text »
WAL 0:00345650 ["spam, sms'|-sms’] 8 429 29 : 138:35 11102012 v
WAL: 0x00346E68 ["threads"] (GD1EC.. “| | < Combine 4 Setfield as master index
Selecttool | Template: SMS (addr) (Anchoid) - ikt Add field 25 chid index

[ Enable Hexview

Status: Idle, 67 entry/entries found.

Status: Idle.

The combine menu lets you combine database entries. Just click into the column to be combined and then select the
master index first, followed by child indices (columns) you want to combine from different tables.
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SQLite Tool - E:/Projekte/MobileRevelator/Test/3. Analyse/Database/SQLite/mmssms.db &

Open SQLite Database
View  Export  Combiner
Export current table to xls  Export current table to xls (as text only) Export whole db to xls
Export current table to xml  Export whole db to xml
Export current table to csv.

Export current table to html

0%

Status: Idle.

Status: Idle.

You may export the current table view either as a xlsx, xml or csv file or even the complete database (without changes
being added). If any data columns may exist, the "Export current table to xIs (as text only)" function will just export unicode

text but will filter any data bytes.



Combine

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - a X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
SQLite Tool - E:/Proje Test/3. Analyse/Database/SQL db @
Open SQLite Database
View  Export  Combiner
Current Master index : [table._id]
words_segments blockid
Current Child indices :
C sql command :
[select rowid, * from "table", words_segments where (table._id=words_segments.blockid);
Run combine
0%
Status: Idle, 55 entry/entries found.
Status: Idle.

Once columns have been selected in the table view as main and child indexes, they will be displayed in the combine tab.
You may delete single indices by selecting and pressing the del-key on the keyboard. Pressing the "Run combine" button

will execute the sql query being displayed in the "Combination sgl command" field.
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Bada DB2 Database Tool

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — O X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Bada DB2 Database Tool &
Viewer Export
Open DB
[ Include deleted entries
‘ fieldid (int) tableid (int) position (int) fieldnar *
v 0 1 0 tableid
Vv System
sysdummy 1 1 1 tablenan
sysfields ‘
sysindexes 2 1 2 numfielc
sysindexfields
sysirs_basedic 3 1 3 recordler
sys{rs;xtdlc 4 1 4 h_record
sysirs_indexes
sysirs_map 5 1 5 numrecc
sysprocs
syssequences 6 1 6 nextid
sysstatus
systables 7 1 7 maxreco
sysu.sers 8 1 8 column_
sysviews
User 9 1 9 flag v
< >
0%
Status: Idle.
Status: Idle.

The bada DB2 database tool is able to open and read Samsung DB2 and EMware databases (mainly to be found on
Samsung Bada based devices at /DB2/phonedb.00).
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View
B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — O X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Bada DB2 Database Tool &
Viewer Export
Open DB
[ Include deleted entries
‘ fieldid (int) tableid (int) position (int) fieldnar *
v 0 1 0 tableid
Vv System
sysdummy 1 1 1 tablenan
sysfields ‘
sysindexes 2 1 2 numfielc
sysindexfields
sysirs_basedic 3 1 3 recordler
sys!rs_éxtdlc 4 1 4 h_record
sysirs_indexes
sysirs_map 5 1 5 numrecc
sysprocs
syssequences 6 1 6 nextid
sysstatus
systables 7 1 7 maxreco
sysu.sers 8 1 8 column_
sysviews
User 9 1 9 flag v
< >
0%
Status: Idle.
Status: Idle.

You may select "Include deleted entries” to show deleted entries while clicking at the Index at the left side.
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Right-Click-Menu

Mobile Revelator 2.2.5

" MR 64Bit ¥1.50 (c) B.Kerler - Licensed to: Bete - o X
Dump Extract Analyse Report Utilities Cryptanalysis Settings
Bada DB2 Database Tool m
Viewer | Export
[] Indlude deleted entries
- R clogdbindex (int)  sertindex (int)  oarenthandle (int) wrttime (ulonglon 1dtime (ulonglon: ifitime (ulonglone mtime (ulenglon callcost (int) istoolbaron (int) msglogtype (int)  msgle *
M 1 0 1 3342162899 3548162899 0 0 <MNULL> 0 0
> System
Vv User 2 1 2 3548169390 3548169390 0 0 <MNULL> 0 0
axchapi
axchapiactionmap 3 2 3 3548177071 3548177071 0 0 <MNULL> 0 0
axchapiregistry 3 3 N Timestamps  * Translate row values to date from seconds (Bada, 01.01.1980) 0
axcom
axm\dI:t Text G Translate row values to date from seconds (Unix, 01.01,1970)
5 4 1 3548168TEZE I5AETETEZY 0
axmidletpush
axpayment [ 5 5 3348186003 3548126093 0 0 <MNULL> 0 0
certificatetable
clogblacktable 7 6 6 3548188222 3548188222 o o <NULL> 0 0
cloglogtable
clogsntablemissed 3 7 1 3543195816 3548193816 [} 0 <NULL> [} 0
clogentableorg ] 8 7 3348235388 3548235399 [ 0 <NULL> [ 0
clogsntablercy
clogsntablercvmsg 10 9 7 3548236676 3543236676 0 0 <NULL> [ 0
clogsntablesentmsg
contact " 0 4 3348311684 3548311684 0 0 <MNULL> 0 0
drm2ascet
drm2certchaininfo 12 1 8 3548326192 3548326102 0 0 <NULL> 0 0 v
Arendcarting o Z
0%
Status: Idle.
0%
Status: Idle.
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" MR 64Bit V150 (c) B.Kerler - Licensed to: Beta - o x
Dump Bdract Analyse Report Utilities Cryptanalysis  Settings
Bada DB2 Database Tool [
Viewer | Export
Open DB
[ indude deleted entries
” clogdbindex (inf)  sertindex (int)  parenthandle (int) irttime (ulonglor 1dtime (ulenglon; ifitime (ulonglong mtime (ulenglon  callcost (int)  istoolbaron (int) msglogtype (int]  msgle *
M 1 0 1 3548162809 35481626809 0 0 <NULL> 0 [
System
v User 2 1 2 3548169200 3542169390 0 0 <NULL> 0 0
axchapi
axchapiactionmap 3 2 3 3948177071 3548177071 0 0 <NULL> 0 0
o 4 3 s Timestamps  * Translate row values te date from seconds (Bada, 01.01.1980) o
i Text ’ Translate row values to date from seconds (Uni, 01.01.1970)
s 5 4 1 334818788 SAETITEE e 0
axmidletpush
axpayment 6 5 5 3548186003 3548186003 0 0 <NULL> 0 0
certificatetable
clogblacktable 7 6 6 3548188222 3548188222 0 0 <NULL> 0 0
cloglogtable
e e 8 7 1 3548195816 3548195616 0 0 <NULL> 0 0
clogsntableorg 9 3 7 3548235399 3548235399 0 0 <NULL> 0 0
clogsntablercy
clogsntablercvmsg 10 g 7 3548236676 3548236676 0 0 <NULL» 0 0
clogsntablesentmsg
contact 1 10 4 3548311684 3548311684 0 0 <NULL> 0 0
drm2asset
drm2certchaininfo 12 1 g 3548326192 3548326192 0 0 <NULL> 0 0 v
A I rartint, < bd
0%
Status: Idle.
0%
Status: Ide.

The timestamp submenu allows you to convert integer fields to timestamps.
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Text

Mobile Revelator 2.2.5

" MR 64Bit V150 (c) B.Kerler - Licensed to: Beta - 0o X
Dump Extract Analyse Report Utilities Cryptanalysis  Seftings
Bada DB2 Database Tool [£)
Viewer Export
Open DB
[] Include deleted entries
B ~ || clogdbindex(int)  sortindex (int) parenthandle (int) irttime (ulonglor dtime (ulonglon; ifitime (ulonglong mtime (ulonglon  callcost (int)  istoolbaron (int) msglogtype (int)  msglo ~
M 1 0 1 3548162899 3548162899 0 0 <NULL> 0 0
System
¥ User 2 1 2 3548169390 2548169290 0 0 <NULL> 0 0
axchapi
axchapiactionmap 3 2 3 3548177071 3548177071 0 0 <NULL> 0 0
::::::;ragw;try P i B Timestamps  * | o AL 0 0
idlet Text L Save all texts from selected column to file
S 5 4 1 3548181824 542191228 v v moLL 0 0
axmidletpush
axpayment 6 5 5 3548186093 3548126003 0 0 <NULL> 0 0
certificatetable
clogblacktable 7 6 6 3548188222 3548188222 0 0 <NULL> 0 0
cloglogtable
clogsntablemissed 3 7 1 3548195816 3548125816 0 0 <NULL> 0 0
clogsntableorg 9 3 7 3548735399 3548235309 0 0 <NULL> 0 0
clogsntablercy
clogsntablercvmsg 10 ] 7 3548236676 3548236676 0 0 <NULL> 0 0
clogsntablesentmsg
contact n 10 4 3548211684 3548311684 0 0 <NULL> 0 0
drm2asset
drm3certchaininfo 12 11 3 3548326192 3548326192 0 0 <NULL> 0 0 ¥
i 2 rartinf < i 2
0%
Status: Idle.
0%
Status: Idle.

The text submenu allows you to save all texts from selected column in the current table to a file.
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Export

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - ] X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Bada DB2 Database Tool ©
Viewer Export

Export current table to XLS

0%
Status: Idle.

Status: Idle.

The export tab will allow you to save the current table to a xIsx file.
WP7 EDB Database Tool

@ MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - (] X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

WP?7 EDB Database Tool &

Viewer Export

Open DB
[ Include deleted entries
~ PR_ACKNOWLEDGEMENT_MODE (AInt32) PR_ALTERNATE_RECIPIENT_ALLOWED (| *
CategoryMap 10 5
Comment
Contact 2 1 5
Conversation
Feed 3 2 6
FindContact
FolderConversation 43 6
FolderMetadata 5 4 5
Folders
GroupMember 6 5 5
ItemMetadata
Message 7 6 5
NamedProps
Note 8 7 5
PartnerFolder v
Dartnarltam v i
Select template : [WP7] Message ¥ Use template Open template directory

______________________________________________JJ

Status: Idle.

Status: Idle.

The WP7 EDB Database Tool lets you open WP7 and WM6 EDB databases like "store.vol".
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View
MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - [m] X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
WP7 EDB Database Tool @

Viewer Export

Open DB
[ Include deleted entries
~ PR_ACKNOWLEDGEMENT_MODE (AInt32) PR_ALTERNATE_RECIPIENT_ALLOWED (| *
CategoryMap 10 5
Comment
Contact 2 1 5
Conversation
Feed 3 2 6
FindContact
FolderConversation 43 6
FolderMetadata 5 4 5
Folders
GroupMember 6 5 5
ItemMetadata
Message 7 6 5
NamedProps
Note 8 7 5
PartnerFolder v
vil< >
Dartnarltam
Select template : [WP7] Message N Use template Open template directory
I 0%
Status: Idle.
Status: Idle.

Press "Open DB" to open a database and select "Include deleted entries" to show deleted entries when clicking at the left
index.
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Export

@ MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — [} X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

WP7 EDB Database Tool @
Viewer Export

Export current table to XLS Export current table to CSV | Export current table to SQLite database

Status: Idle.

Status: Idle.

The export tab will allow you to extract the current table to either xIs, csv or sglite database file.
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IPD/BBB Database Tool

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - m] X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

IPD/BBB Database Tool &

Viewer Export

Open DB
~ 0x00000006  0x00000008 0x00000020 0x
Address|Book 1 3137363000 >Voicemail ~ Off
Address Book - All
Address Book - Last Used Hints 2 39303100 >Voicemail 90"
Address Book Options
Alarm Options 3 3434343400 >Top Up
Alarms
Application Permissions 4 2A2331302... >Show Bal
Attachment Data 5 3434343500 >02 cu
Attachment Data - Calendar
Attachment Options 6 3232303200 >Info Ho
AutoText Data Version v
BBGroups v 2
0%
Status: Idle.
Status: Idle.

The Blackberry IPD Database Tool lets you examine .bbb or .ipd database files.
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View

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — O X

-~

Dump Open Analysis Reports Utilities Cryptanalysis Settings

1PD/BBB Database Tool &
Viewer Export

Open DB

~ 0x00000006 0x00000008 0x00000020 Ox
Address Book
Address Book - All
Address Book - Last Used Hints 2 39303100 >Voicemail 90"
Address Book Options
Alarm Options 3 3434343400 >Top Up
Alarms
Application Permissions
Attachment Data
Attachment Data - Calendar
Attachment Options 6 3232303200 >Info Ho
AutoText Data Version
BBGroups v i

1 3137363000 >Voicemail  Off

4 2A2331302.. >Show Bal

5 3434343500 >02 Cu

0%
Status: Idle.

Status: Idle.

Click "Open DB" to open any Blackberry Messenger .bbb or .ipd Backup File. Values not being interpreted are being shown
as Hex Values.
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Export

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — O X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

1IPD/BBB Database Tool &
Viewer Export

Export current table to XLS  Export current table to CSV

0%
Status: Idle.

Status: Idle.

The export function lets you export the current field to a xIs or csv file.
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Apple Binary PList

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — m] X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Apple Binary PList B

Name Value
v
Version 8.0
SystemDomainsVersion 3.0
v Lockdown
UniqueDevicelD 9aec3e022c...
ProductVersion 421
ProductType iPhone1,2
DeviceName iPhone von ...

com.apple.TerminalFla...
com.apple.MobileDevi...
com.apple.mobile.iTun...
com.apple.mobile.data...
com.apple.Accessibility
BuildVersion 8C148
IsEncrypted true

Extract to XML

Status: Idle.

This tool will present all data from both Apple Binary and Raw XML Format and lets you either copy the data to the
clipboard if selected using Ctrl-C or lets you extract all data to a XML-formatted file using the "Extract to XML" button.
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Android Binary XML

@ MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - O X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Android Binary XML &

Name - Value 2

v manifest
uses-sdk android:minSdkVersion="7"

android:targetSdkVersion="19"
uses-permission android:name="com.whatsapp.permission.VOIP_CALL"
uses-permission android:name="com.whatsapp.permission.C2D_MESSAGE"
uses-permission android:name="com.google.android.c2dm.permission.RECEIVE"
uses-permission android:name="android.permission.WAKE_LOCK"
uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"
uses-permission android:name="android.permission.STORAGE"
uses-permission android:name="android.permission.READ_PHONE_STATE"
uses-permission android:name="android.permission.READ_CONTACTS"
uses-permission android:name="android.permission.GET_ACCOUNTS"
uses-permission android:name="android.permission.WRITE_CONTACTS"
uses-permission android:name="android.permission.INTERNET"
uses-permission android:name="android.permission.RECEIVE_SMS"
Lises-narmission android:name="andrnid nermissian SEND_SMS" M
Extract to XML
Status: Idle.

This tool will present all data from Android Binary XML Format and lets you either copy the data to the clipboard if selected
using Ctrl-C or lets you extract all data to a XML-formatted file using the "Extract to XML" button.
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HTTP/S data carver

@ MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — O

HTTP/S data carver @

Open File

2 MR ? X

Select search mode :

Single file

Directory including subdirectories

Status : Idle.

Export to: html v
0%

Status: Idle.

This tool will search for any HTTP header that might have been cached in the raw flash images or single cache files. Either
choose

"Single file" to search within a single file or "Directory including subdirectories" to search within any folder and its
subfolders being selected.

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

HTTP/S data carver &

Open File

Filename Offset HTTP Header Timestamp Expiration

E:/Projekte/Mo... 00000000... HTTP/1.1 302 Moved T... Sat, 25 May 2013 1... Sat, 25 May 2013

< >

Status: Idle.
Export to: html
0% pe

Status: Idle.

In order to sort any data, just click on the header. You may export the data to text-formatted CSV-Format, Office XLSX-
Format and SQLite database.
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Samsung RIL carver

B MR 64Bit V2.0 (c) BKerler - Li d to: B. K - O

Samsung RIL carver @

Open File

2 MR ? X

Select search mode :

Single file

Directory including subdirectories

Status : Idle.
Export to: html
0%

Status: Idle.

This tool will extract all Cell-Information, SIM-PIN, SIM-Provider-Information and much more from Samsung
Radio Information Layer (RIL) like on the Samsung Galaxy S3 Mini. Either choose "Single file" to search within a single file
or "Directory including subdirectories" to search within any folder and its subfolders being selected.

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - ] X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Samsung RIL carver 8

Open File
FiIenvame Offset Timestamp Type Valuet Value2 ~
E:/Projekte/Mo... 00000000... 10-01 16:29:56.253  PIN 6664
E:/Projekte/Mo... 00000000... 10-01 16:00:45.455  MCC/C... 262/02 0
E:/Projekte/Mo... 00000000... 10-01 16:00:46.215  MCC/C... 262/02 0
E:/Projekte/Mo... 00000000... 10-01 16:00:46.270 ~ MCC/C... 262/02 0
E:/Projekte/Mo... 00000000... 10-01 16:00:46.295 ~MCC/C... 262/02 0
E:/Projekte/Mo... 00000000... 10-01 16:00:46.305 ~MCC/C... 262/02 0
E:/Projekte/Mo... 00000000... 10-01 16:00:46.315  MCC/C... 262/02 0 N
Status: Idle.
0% Export to: html -
Status: Idle.

In order to sort any data, just click on the header. You may export the data to text-formatted CSV-Format, Office XLSX-
Format and SQLite database.
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Android Password carver

". MR 64Bit V1.50 () B.Kerler - Licensed to: Beta - [m] X

Dump Extract Analyse Report Utilities Cryptanalysis  Settings

Password Carver Tool @

Open File
Filename Offset Type Username/551D Password/P5K/Token R
1 H:/Projekte/MobileRevelator/Test/2. Ectractf'Partitmns_fEMMC_a’acertabIet‘DmE 282069351  WLAN %s 1537595963026089
2 H:/Projekte/MobileRevelator/Test/2. Extract/Partitions/EMMC/acertablet.007 1622348187 WLAN Kperia 5_93cb bundeswehrdd
3 H:/Projekte/MobileRevelator/Test/2. Extract/Partitions/EMMC/acertablet.001 1622348313 WLAN WLAN-23FF04 0747051651475170
4 H:/Projekte/MobileRevelator/Test/2. Extract/Partitions/EMMC/acertablet.007 1622348441 WLAN WLAN-026E53 8787827973523733
5 H:/Projekte/MobileRevelator/Test/2. Extract/Partitions/EMMC/acertablet.001 1622348560 WLAN FOMN_AP 38008837443554438030
Export to CSV

Status: 11 rows found.
Export to XL3X

0% Export to SQLite

0%

Status: Idle.

This tool will extract any WLAN or HTTP Plaintext password. In order to sort any data, just click on the header.
You may export the data to text-formatted CSV-Format, Office XLSX-Format and SQLite database.
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File Ripper

MR 64Bit V2.1 (c) B.Kerler - Licensed to: Bjoern Kerler

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

File Ripper @

Output-Directory : ‘E:/Projel«e/Facebook/ResuIE{ ‘ Set output directory

Input Selection IPG-Thumbnail-Preview
@ Single file Rip AAC

O Dirctory (recurshe) | or selectd fils

Status: Idle
0%
0%

Files to search for Files to rip

Select all Select all
CER A~ |CER ~
PG JPG
GIF GIF
3GP v 3GP v

Status: Idle.

The File Ripper utility lets you search and rip known filetypes. Before running any option, you should select a directory
where the reports and files should be written to using "1. Set Outputdirectory”. Then choose if you want to search in one

single file or in a directory using the "Input selection” field.
You may then choose the following functions :

- "Run search" will rip (search full file content) / search (look at file start) any selected file. You may select multiple file

types
using Ctrl-Key as well.

- "Rip AAC" will rip any AAC MP4-Fragments it may find.

- "JPG-Thumbnail-Preview" extracts and carves jpgs and thumbnails, pressing "Save to html report" will save the found

files
and thumbails to the output-directory. You may doubleclick on the pictures to see the fullimage size, if available :



Dump  Extract Analyse Report  Utilities  Cryptanaly

File Rip Toc

Qutput-Dir

IPG-Thum
-

Status: Idh

Files to s

Status: Idle.

" ThumbnailViewerDlg

Mobile Revelator 2.2.5

Settings

el

ID:1 ID: 2 : 3
Filename: Wallpaper/Theme2/img11.jpg Filename: Wallpaper/Theme2/img10.jpg Filename: Wallpaper/Themel/img3.jpg
Offset: 0x0 Offset: 0x0 Offset: 0l

MD5: ECBDBEFO725DFOCOBC2F3C26D909D60T MD5: FAGOB28D035CEFB68221087DC2ATT3AS MDS: 480475D2A0205FE48TBSFEC168DCH150
Size: Ox12FCE Size: (k14436 Size: (n43281

ID: 4 ID: 5 ID: &

Filename: Wallpaper/Themel/img2.jpg Filename: Screenfimg102,jpg Filename: Wallpaper/Themel/img1.jpg
Offset: Dl set: Ol Offset: O
MD3: 685615BCT10373E2E32CBA4B22ASTASE MD5: 53DBTFA8519B3576E81A482FA2BABD 1A MD3: BC10D2ZATIT0A4589D61BFEDE11AIBOTA
Size: Ox7F7ED Size: 0x52B99 Size: (92805
7 ID: 8 ID:9
Filename: Screen/img100.jpg Filename: Screen/img105.jpg Filename: Screen/img104.jpg
Offset: 0l Offset: 00 Offset: 0n0
MD3: 23C4B0C3CI9F3E34DBF175E7ABOCDE3Y  MDS: 113A7ABAFGBDDSAFI35BE2F29FFE3279  MDS: 60538CCCABARTSD2F31D212E864B6210
ModifyDate: 21.11.2014 12:14:55 ModifyDate: 21.11.2014 12:16:38 ModifyDate: 21.11.2014 12:21:03
Size: 0x97C00 Size: 0x57B70 Size: (xBO4ED

Software: Adobe Photoshop CC 2014 (Windows) Software: Adobe Photoshop CC 2014 (Windows) Software: Adobe Photoshep CC 2014 (Windows)

B

16 Items processed,

100%

Save to html report
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Apple iThmb Extract

This tool lets you extract JPG Pictures from .ithmb thumbnail databases being found in Apple devices under

PhotoData/Thumbnails directory. The Filename contains the index which is being used in the /PhotoData/Photos.sqlite
database as well.

For getting information about deleted images, run

"SELECT * FROM ZGENERICASSET as asset, ZADDITIONALASSETATTRIBUTES as attrib WHERE attrib.ZASSET
== asset.Z_PK AND asset.ZTHUMBNAILINDEX == 1234;" as sqlite command

whereas the thumbnail index to be retrieved would be 1234 in this example.
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Report

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Timeline report
Location/GPS data report
Carve 7-Bit SMS

Android 4
Nokia 4
Motorola »

Status: Idle.

The report menu offers several tools for generating reports.
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Timeline report

The Android timeline module will search for time relevant information within raw files and/or extracted database files.
Choosing a huawei backup or android backup

as raw file is also possible. You may add custom databases at any time by creating a new xml file in the "C:
\Users\xxx\Documents\Mobile Revelator\Template\[OS]" path. Please see Templates Documentation on how to create and
use Python and Timeline modues. If the additional cell database has been installed, detected cell information from
herrevad databases will be converted to place names automatically.

MR 64Bit V2.1 (c) B.Kerler - Licensed to: Bjoern Kerler — O X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Android Timeline @
Open File
Content Bookmark | P |  Table of Contents Content
Accounts Type Package Category Entries Ste ©
Browser
Calendar 1 Android Calendar com.android.pro... Calendar 137 OK
Calls ) .
2 Android Contacts com.android.pro... Contacts 29 OK
Contacts
Documents 3 Android Contacts - Whatsapp com.android.pro... Contacts 0 OK
Downloads
EMails 4 Android Downloads com.android.pro... Downloads 70 OK
Locations
Media 5 Android Media DB com.android.pro... Media 0 OK
Messenger . . o i .
6 Android Media DB [Last modified] com.android.pro... Media 10170 oK
Searches v
Usage < >
Show all Save Table of Contents as :| html 2
Report ] Python debug console
. o Open plugin/template directory
Status: 89963 rows found. B ) (it
Split reports by Category [] Enable timezone Europe/Berlin o
Filter from: 02.10.2012 18:57:23 M
Include extraction of relevant files [ ‘ ‘
0% to: (02.10.2017 18:57:23 -
[] Enable HexView
Status: Idle.




[] Enable HexView

Status: Idle.

Status: 89963 rows found.

Split reports by Category

Include extraction of relevant files

0%

] Enable timezone |Europe/Berlin
‘02.10.2012 18:57:23
‘02.10.2017 18:57:23

[ Filter from:

to:

MR 64Bit V2.1 (c) B.Kerler - Licensed to: Bjoern Kerler - O X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Android Timeline
Open File
Content Bookmark { P |  Table of Contents Content
Accounts D Filename Category Type Package Timestamp (UTC) "
Browser [
Calendar 1 1 /data/com.andr... Browser Chrome Bookmarks  Title: "default_g... 27.04.2016 09:55:55
Call R
= 2 2 /data/com.andr... Browser Chrome Bookmarks Title: "default_g... 29.10.2015 12:51:56
Contacts
Documents 3 3 /data/com.andr... Browser Chrome Bookmarks  Title: "_stevo's t... 17.08.2014 13:03:54
Downloads
EMails 4 4 /data/com.andr... Browser Chrome Bookmarks Title: "- Original... 08.02.2017 14:13:34
Locations
Media 5 5 /data/com.andr... Browser Chrome Bookmarks Title: "- Original... 02.08.2017 04:41:34
Messenger ) i
S 6 6 /data/com.andr... Browser Chrome Bookmarks  Title: " Fir...  27.08.2012 11:58:26
earches
Usage 7 7 /data/com.andr... Browser Chrome Bookmarks  Title: " %27 27.08.2012 11:58:26 v
Show all < >
Report ] Python debug console
Export to: html - Open plugin/template directory

Using Ctrl-F you can search for any string, clicking on an entry in the result tab will show the selected entry in the table.
Double-left-clicking a category with the mouse on the tree will only show the current selected entry. Using CTRL-Key on
the keyboard and left-click with the mouse you can select multiple categories, pressing right-click on the mouse will offer

you a menu to only show selected items or to hide selected items from the current table display.

Using Ctrl-B you can bookmark selected lines. on the bookmarks tab, you can select entries to show which also allows you

to bookmark any results and generate reports based on bookmarked items.

Clicking on the table header, you may sort items as required. Enabling timezones will display the selected timezone in both
view and report.

You can also filter between two dates, which will then show only the entries with timestamps in between.

Reports




Android Timeline 8

Open File
Content Bookmarks Log Table of Contents Content
Locations i Type Package  Timestamp (UTC) Contact Contact alias Message Ima¢ *
Media ' ‘ ' - -
~ Messenger 15323 Quizkampe... 8102015 10:42:11 AASINTREAQ Ich hab iibrigens gewonnen.
Facebook - Katana (3... MR 2 X
Quizkampen (32) 15324 Quizkampe... e Pff
Skype Messages (71) ) Please select report type: . . o . .
SMS (451) 15325 Quizkampe... Displayed table Das ist gemein weil ich jetzt dicht bin. ..
Telegram Messages (... i Oc - i i
Threema message (1... 15326 Quizkampe... s urrent selection e Hmm, also so wird das nix )
g All data
Tinder (1459) 15327 Quizkampe... Wie meinst du das? Du mogelst doch!
WhatsApp (6558) Abort
Other hd 15328 Quizkampe... Komisches Wort oder?
Quizkampe Description/Case: (Komisches Wort oder? ) v
Show all & >
Report
[] Python debug console
Status: 22233 rows found. Export to: html

Split reports by Category

Edit config file
Include extraction of relevant files

0%
[] Enable HexView

Status: Idle.

You may select any report type by clicking on the list right hand of the "Export to:" button. Pressing the "Export to: " button,
you may choose whether the currently displayed table, the current selection (in the tree and/or in the content tab) or all
data will

be extracted to reports.

For PDF and HTML reports, you may sort items and report will be sorted as well. Just click on the header of the table to
sort items.

Right clicking on a content filename, you can select "Jump to filename" in order to open up a filesystem view, pointing to
the selected file in the report.

Using "Split reports by Category", you can automatically generate separate report files for each category.
If "Include extraction of relevant files" has been selected, all files including necessary files will be extracted to the "files"

subdirectory in the report folder
and contents will be clickable in both pdf and html reports.



Location/GPS data report

Location/GPS data report &

Open File

MR

Select search type :
QO ExIF

O NMEA

® KML

O a&px

QO IEF TSV

Get location info using database
[] search directory recursively

Run

Status : Idle.

Status: Idle.

Export to:
0%

html

This tool will carve any gps data from either EXIF-information being using in JPG-Files, from GPS-Ascii-Standard NMEA,
from Google KML-based data structures, from any Garming GPX dataset and from Internet Evidence Finder report files

as well.

If you choose to "Get location info using database”, MR will retrieve its town and country information without online

connection.

Selecting "Select directory recursively” will seek within any file that has been selected, recursively for each subdirectory.
Pressing "run" you will either be able to select the directory or file to search for.

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - O X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Location/GPS data report &
Open File
Filenvame Offset Name Description Timestamp AltitudeMode "
orte.kml 0 19.03.201... <p>19.03.2014 06:3... 2014-03-19T06:36:... clampedToGround 1
orte.kml 1 19.03.201... <p>19.03.2014 06:3... 2014-03-19T06:35:... clampedToGround 1
orte.kml 2 19.03.201... <p>19.03.2014 06:3... 2014-03-19T06:33:... clampedToGround 1
orte.kml 3 19.03.201... <p>19.03.2014 06:3... 2014-03-19T06:33:... clampedToGround 1
orte.kml 4 19.03.201... <p>19.03.2014 06:3... 2014-03-19T06:33:... clampedToGround 1
orte.kml 5 18.03.201... <p>18.03.2014 15:3... 2014-03-18T15:36:... clampedToGround 1
orte.kml 6 18.03.201... <p>18.03.2014 15:3... 2014-03-18T15:34.... clampedToGround 1
v
< >
Status: Idle.
- Export to: html -~
Status: Idle.

In order to sort any data, just click on the header. The data fields "Country Code", "Postal Code", "Town" and "Distance to
town" are generated by MR to get a quicker overview about the coordinates. You may export the data to text-formatted

CSV-Format, Office XLSX-Format and SQLite database.
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Carve 7-Bit SMS

' MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — O X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Carve 7-Bit SMS &
Select SMSC country : Abkhazia | Search in File
Try generic search instead of having to choose SMSC country
Of?set Type SMSC_Len SMSC SMSC Type Number_Len ~
1 0000000000000001 SMS-Deliver / SMS-Deliver-Report 7 +491722270333 91 12 01769
2 00000000000000B1 SMS-Deliver / SMS-Deliver-Report 7 +491722270333 91 3 121
3 0000000000000161 SMS-Deliver / SMS-Deliver-Report 7 +491722270333 91 12 01767
4 0000000000000211 SMS-Deliver / SMS-Deliver-Report 7 +491722270333 91 12 01767
v
l< >
N % | Eiort o e
Status: Idle.

This tool will extract any 7-Bit formatted sms that matches the 3GPP standard. Either use the generic method by selecting
"Try generic search instead of having to choose SMS country" or, if more precision and less wrongly carved sms data is
needed, uncheck the option and select the appropriate SMSC Country. Export of the data to the Office XLSX-Format

is possible using the button "Export to xIs". In order to sort any data, just click on the header.
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Android

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Timeline report
Location/GPS data report
Carve 7-Bit SMS

Android o Cache.cell/.wifi to GPX
Nokia 4
Motorola 4

Status: Idle.

This menu will convert cache.cell and cache.wifi files to Google .gpx Files.
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Cache.cell/.wifi to GPX
This function allows to convert cache.cell and cache.wifi files to google gpx files.
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Nokia

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Timeline report |
Location/GPS data report
Carve 7-Bit SMS
Android

>
Nokia > Nokia PM
Motorola >

Status: Idle.

The Nokia PM report tool is able to extract call logs, sms and much more
from Nokia .pm files.
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B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - m} X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Nokia PM ©
Examiner : ]
Department : |
Case No. : ]
Exhibit No. : |
Exhibit Description : ]
Notes : |
IMEL : ]
[ raw File
Select device :
Series 30 inverse
Series 40
Series 40 inverse
Series 40+
Series 40+ inverse
Series 50
Status: Idle.

The Nokia PM report tool allows you to extract numbers, calllogs, SMS, etc. from PM files. In order to ensure proper

decryption of userlock codes, make sure you enter the right IMEI before. The resulting report will be written as an HTML
file.
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Motorola

B MR 64Bit V2.0 (c) BKerler - Licensed to: B. Kerler — [m] X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Timeline report

Location/GPS data report

Carve 7-Bit SMS

Android D

Nokia >

% ODM Inbox SMS
ODM Outbox SMS

Status: Idle.

The Motorola ODM Tool converts raw inbox and outbox sms files to a readable format.
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ODM Inbox SMS

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - m] X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

ODM Inbox SMS @

Ingex Name Number SMSC Date ~
1 ‘O ’NADINE 491609... +491710760000 06.12.11 20:47:03 Huhu bin jetzt fertig mit plantschen
2 ‘1 VFIo 491515... +491710760000 07.01.09 20:11:46 De sms muBt du mir aber bitte noch
3 10 Flo 491515... +491710760000 08.01.09 17:15:37 Ich wart auf den buss und denk an d
4 1 Flo 491515... +491710760000 08.01.09 17:50:02 Mir egal soll Ich zu dir kommen mei
5 12 Flo 491515... +491710760000 09.01.09 06:56:34 Ja wegen mir mein engel wan ich lie
6 13 Flo 491515... +491710760000 08.01.09 21:57:09 Ok gite nacht bis morgen ich lieb di
7 14 Flo 491515... +491710760000 08.01.09 21:14:37 Ich bekomm se doch mein engel bor v
< >

I 0 | Gor 0 X

Status: Idle.

The Motorola ODM SMS Inbox tool lets you decode the "smsIBMsg" file. Pressing on "Export to xIs", the
decoded data in the table will be written into a XLSX file.
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ODM Outbox SMS

The Motorola ODM SMS Inbox tool lets you decode the "smsOBInfo" file. Pressing on "Export to xIs", the
decoded data in the table will be written into a XLSX file.
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Utilities

B MR 64Bit V2.0 () B.Kerler - Licensed to: B. Kerler - O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Firmware Utils >
Number Decoder &
Time Stamp Converter

Compression Util
Hex Editor

Status: Idle.

The utilities menu contains several tools which are hardware based or offer additional information.
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Firmware Utils

" MR 84Bit V1.50 (c] B.Kerler - Licensed to: Bjarn Kerler — O X
Dump  Extract Analyse Report = Utilities Cryptanalysis  Settings

Port Utils 3 I

Firmware Utils L4 Samsung

MNumber Decoder 4 HTC 3

Time Stamp Converter LG 2

Compression Util Android >

Hex Editor

0%
Status: Idle.

The firmware utils offer many tools for conversion between proprietary firmware formats and regular file formats.
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Samsung

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler [m] X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

BimwarelUils i’ Samsung * Convert .img to .tar.md5
Number Decoder b HTC > T

Time Stamp Converter LG »
Compression Util Android
Hex Editor

Status: Idle.

This util offers functionality to convert Samsung firmware.
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Convert .img to .tar.md5

This tool is able to convert Samsung raw image files to .tar.md5 files for usage in Samsung's Odin tool.



HTC

Mobile

Revelator 2.2.5

& MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler

Number Decoder
Time Stamp Converter
Compression Util
Hex Editor

Status: Idle.

Firmware Utils »

»

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

- m}
Samsung *
HTC > Decrypt HTC RUU
LG >

Android *

This util offers functionality to convert HTC firmware.
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Decrypt HTC RUU
This tool is able to decrypt encrypted HTC RUU .ZIP firmware containers.
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LG

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — [m] X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Firmware Utils 4 Samsung *

Number Decoder b HTC »

Time Stamp Converter LG 4 Decrypt KDZ
Compression Util Android * Unpack DZ

Status: Idle.

This util offers functionality to convert LG firmware.
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Decrypt KDZ

This tool is able to convert encrypted LG KDZ containers to LG .DZ containers.



Unpack DZ

This tool is able to convert encrypted LG DZ containers to .cab files.
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Android

& MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Firmware Utils 4

Samsung *
Number Decoder 4 HTC »
Time Stamp Converter LG »
Compr.ession S Android Android 4.x : Convert .img to raw .bin
itz il Android 5.x : Convert .new.dat to raw .bin

Status: Idle.

This util offers functionality to convert Android generic firmware.
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Android 4.x : Convert .img to raw .bin

This tool is able to convert android 4.x firmware in ".img" format to raw .bin files.
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Android 5.x : Convert .new.dat to raw .bin
This tool is able to convert android 5.x firmware in ".new.dat" format to raw .bin files.
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Number Decoder

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - [m] X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Firmware Utils »

Number Decoder D Number To Country

Time Stamp Converter IMSI| Decode

Compression Util ICCID Decode

Hex Editor MAC Lookup

SDCard CID Decoder

Status: Idle.

The number decoder tools offer tools for identification and generating more information about unique serial
numbers and standardized items.
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Number To Country

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Number To Country &

Enter number : ‘+49 Get country

Germany

Status: Idle.

The number decoder will convert international telephony codes into country names.
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IMSI Decode

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

IMSI Decode @

Enter imsi : 262019876543210 Check IMST

MCC: 262 MNC: 01 MSIN: 9876543210
Country: Germany
Provider: Telekom Deutschland GmbH

Status: Idle.

The IMSI decoder is able to decode IMSI data to provider information.
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ICCID Decode

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

ICCID Decode @

Enter iccid : ‘89492010211427420488 ‘ Check ICCID

ICCID Info: A~
Major industry number: 89

Country code: 49

Issuer Identifier number: 20

Account ID: 102114274204

LUHN checksum: 8

Provider:

Germany

Vodafone D2 GmbH
Am Seestern 1
D-40543 DUSSELDORF

Contact Info: v

Status: Idle.

This tool converts SIM card ICCID numbers to provider Information according to the ITU E.118 standard.
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MAC Lookup

Mobile Revelator 2.2.5

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

MAC Lookup &

Enter MAC address : ‘00-07-E9-12-34-56

Intel Corporation

Get Info

MS: JF3-420
2111 NE 25th Ave.
Hillsboro OR 97124
UNITED STATES

Status: Idle.

The mac lookup is able to show vendor information for mac addresses.
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SDCard CID Decoder

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

SDCard CID Decoder &

Enter SD-Card CID (hex bytes): [02544D534430324741A45BF48E00921BDA24

Decode
Manufacturer ID : 2
OEMID :

MT

Part Name : G20DS

Part Revision : 4.1

Part Serial Number : 2757489806

Part Manufacturing Date : Year (2009) - Month (2)
: Oxd

Status: Idle.

The SDCard CID decoder tool is able to convert hex values into the appropriate JEDEC description.
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Time Stamp Decoder

Mobile Revelator 2.2.5

Unix Epoch (01.01.1970 00:00:00) sec
Unix Epoch (01.01.1970 00:00:00) msec
Unix Epoch (01.01.1970 00:00:00) nsec
Apple (01.01.2001 00:00:00) sec
Garmin (31.12.1989 00:00:00) sec
‘WebKit/Chrome (01.01.1601 00:00:00) nsec
Blackberry (01.01.1900 00:00:00) min
GPS (06.01.1980 00:00:00) sec

HFS (01.01.1904 00:00:00) sec

FileTime (01.01.1601 00:00:00) 10-nsec
'WP7 (01.01.1900 00:00:00)

Nokia DCT4 sec

Nokia Belle nsec

Status: Idle.

000000005321ABDA 1394715610
00000144BB874B90 1394715610000
0004F47C887F2A80 1394715610000000
0000000018D1E35A 416408410
000000002D845FDA 763650010
0004F47F3EBFBB8B0 13039189210000000
000000000162B1CC 23245260
00000000404C6E5A 1078750810
00000000CF475C5A 3477560410
00318CEOOBO83A00 13947167744473600
0000A2ED02CA4390 179138837758864

B MR 64Bit V2.0 (c) BKerler - Licensed to: B. Kerler - O X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Time Stamp Decoder ©

13.03.2014 13:00:10 Convert

Custom Timestamp Input Type

Offset date O Minutes O Millseconds O 10 Nanoseconds O Use HEX Value

O Use DEC Value
01.01.1970 00:00:00 | @ Seconds O Nanoseconds © Use Dite
Algorithm Value Hex LE Value Dec LE Value Hex BE Value Dec BE

DAAB215300000000 15756724361651814400
904B87BB44010000 10397553403084472320
B802A7F887CF40400 9235334210065269760
SAE3D11800000000 6549308184136253440
DAS5F842D00000000 15735440951864197120
B80BBBF3E7FF40400 9276165356097111040
CCB1620100000000 14749678011049574400
5A6E4C4000000000 0

5A5C47CF00000000 6511158115654696960
003A080BE08C3100 16334395754164480
9043CA02EDA20000 10395374478826799104

FFFFFFFFBCA735DA 18446744072579659226 DA35A7BCFFFFFFFF 15723658104224612351

00E1D22F991CE080 63562971634000000

BOE01C992FD2E100 9286453875895886080

The timestamp converter is able to both convert from dates to values as well from values to dates.
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Compression Util

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Decompression Tool B
Offsetinfo

Startoffset 0

D Use Startoffset, don't scan whole file

Type

@® GZ (Inflate)
O 74 Decompress

O Seekable GZIP
0%
Status: Idle

Status: Idle.

The decompression tool is able to uncompress any gzipped or |z4 zipped data, which is likely common in kernels and
router firmwares.If you leave the settings as they are, the tool will try to find and automatically extract each segment as a
different file. If the autodetection fails you may as well check the "Use startoffset" checkbox, which will allow you to enter a
specific offset as a hex value as the startoffset for decompression.
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Hex Editor

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - m] X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Hex Editor
File
7 00000000 [0l 00 12 00 0B 32 36 32 3A 33 3a 30 33 34 31 i 262:3:0:41 L
)10 30 FF F 3 00 00 00 00 00 00 00 00 00 00 00 OYYYY Disassembler:  ARM - Arm N
) ) 0¢ ) 00 )0 00 00 0 ) 01 3A 19 BS B3 3.3
)3 32 32 33 3A 30 3A 33 31 35 FF FF .. .262:3:0:3159y 0x0000000000000000: ~ andne 10, 0, #0
) )0 00 00 0000 00 00 00 00 00 ¥ 0x0000000000000004:  Idrtlo r0, [r2], -
) )0 00 01 3A 19 B8 B3 0B 00 OB g 10, lsl #22
0 2 2 FF FF 00 262:3: 2999 y
) R e B 5o o6 ooy o2e3: 02529999 0x0000000000000008:  blo #0xcce8d8
0 0 01 3A 19 B8 B3 0C 00 11 32 36 32 13262 0x000000000000000C:  teglo r4, 10, lsr sl
)9 2 31 34 39 3A 33 34 34 38 39 00 00 :3:32149:34489
A 0 00 4B 40 48 19 9E 59 1B FB 08 40 27 .6...KEH..Y.0.@'
)BO 11 CF 10 73 EB 8A 00 00 01 3A 23 D6 B4 3D 00 11 ise 1#0°=
)CO 32 36 32 3A 33 3A 33 32 31 34 39 3A 35 35 36 36 262:3:32149:5566
0DO0 30 00 00 07 4B 00 00 00 4B 40 48 16 E4 F9 13 7C 0...K...K@H.&u. |
)E0 B5 40 27 OF 8C F5 46 68 9A 00 00 01 3A 45 CF F1 p@'..oFh :Eth
0F0 71 00 11 32 36 32 3A 33 3A 33 32 31 34 39 3A 35 q..262:3:32149:5
)0 35 36 34 30 00 07 OF 00 ) 4B 40 48 18 C5 5640 KeH.A
110 68 54 7D 30 40 27 02 1F 73 62 CE 2B 00 00 01 3A hT}0@'..sbi+
45 CF F1 71 00 11 32 36 32 3A 33 3A 33 32 31 33 Efnq..262:3:
39 3A 34 30 35 38 39 00 00 05 C3 00 )0 4B 40 9:40589...A...Ke
48 1A 7E 38 14 43 84 40 27 11 61 62 1A A7 4B 00 H.~8.C.@'.ab.SK
00 01 3A 54 3F F3 29 00 11 32 36 32 3A 33 3A 33 26 E
0%
Status: Idle.

The hex editor is able to show binary files with different types of interpretation. You may choose a disassembler at the right
for disassembling code patterns in the current hex editor data. On the left side, you may see that ascii bytes are colored
green, 00's and FF's are colored black, and lower bytes in between are colored blue as well as higher bytes in between are
colored yellow. On the left most side, you can see a statistical interpretation of each triple-bytes including entropy, which
may help you identify different file types without having a file header.

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — a X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Hex Editor &
File
%Open (AILO) AltEO 32 32 |} 262:3:0:41 ,
Save (Ctrl-S) Ctrl+S 0 00 00 0yyyy Disassembler:  ARM - Arm °
00 00 i
Close 3 38 30 262:3:0:3159y 0x0000000000000000:  andne 10, r0, #0
00 00 99 ; -
Go to Offset (Ctrl-G) Ctrl+G 01 3 P E;oﬂ??ggooooooum' ldrtlo 0, [r2),
5 91310 e 3
Search (Ctr-) e A 32 35 3 262:3:0:252999Y 0x0000000000000008:  blo #0xcce8d8
o oc BS B3 C o .. 5. 262 0x000000000000000C:  teglo 4, r0, Isr sl
)0000090 3A 33 3A 33 32 31 34 39 3A 33 34 34 38 39 00 00 :3:32149:34489
10000020 06 F3 00 00 00 4B 40 48 19 9E 59 1B FB 08 40 27 .6...K@H..Y.0.@"
)0000080 11 CF 10 73 EB 8A 00 00 01 3A 23 D6 B4 3D 00 11 .1.s& 40°=
)00000C0 32 36 32 3A 33 3A 33 32 31 34 39 3A 35 35 36 36 262:3:32149:5566
)00000D0 30 00 00 07 4B 00 00 00 4B 40 48 16 E4 F9 13 7C  0...K...K@H.&. |
J00000E0 BS 40 27 OF 8C F5 46 68 9A 00 00 Ol 3A 45 CF FL p@'..5Fh. .. :EIA
)00000F0 71 00 11 32 36 32 3A 33 3A 33 32 31 34 39 3A 35 q..262:3:32149:5
10000100 35 36 34 30 00 00 07 OF 00 00 00 4B 40 48 18 C5 5640 KeH.A
)0000110 68 54 7D 30 40 27 02 1F 73 62 CE 2B 00 00 01 3A hT}0@'..sbi+...:
)0000120 45 CF FL 71 00 11 32 36 32 3A 33 3A 33 32 31 33 Eifq..262:3:3213
10000130 39 3A 34 30 35 38 39 00 00 05 C3 00 00 00 4B 40 9:40589...A...Ke
)0000140 48 1A 7E 38 14 43 84 40 27 11 61 62 1A A7 4B 00 H.~8.C.@'.ab.§K
)0150 00 01 3A 54 3F F3 29 00 11 32 36 32 3A 33 3a 33 :T26)..262:3:3 v
0%
Status: Idle.
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Cryptanalysis

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - m] X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Crypto Tools
Bruteforce 4
Decrypt 4
Binary Search Tool

Status: Idle.

The cryptanalysis menu offers several tools for decrypting information from different apps or vendors
and contains "Crypto Tools" for experimentations with several crypto standards and techniques.
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Crypto Tools

MR 648it V2.0 (c) B.Kerler - Licensed to: B, Kerler

Dump Open Analysis Reports Utilities  Cryptanalysis  Settings 7
Crypto Tools B3

RSA DES AES Twofish ARC4RCH Blowfish TEA SEED XOR Baset4 Padding

Password (hex) : 7061737300776F 7264
Salt (hex) : 7361006C74
Iterations (hex) : 1
Hash-Length (hex) : 20
Padding Mode ]
(O strypt (sHA256) () PBKDF1 (SHA1) (O BC Asdii UTF 16
(O PRCS12 (SHAL) @) PBKDF2 (SHA1) PKCSS O BCIavaUTF8 [ enter password as asdi not hex
() PBE_MDS (O PBKDF2 (SHA256) O utrs
() PBE_SHA1 (O PBKDF2 (SHAS512) @ No UTF-8
Generate
Output: 7FB49CCCIB30CH03D 1D 15CE6ACSACFS TE49606FFA9DDA4F TE4E21978 176528687
Status: Idle.
0%
Status: Idle.

The crypto tools allows you to play with several cryptographical functions.
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RSA

& MR 64Bit V2.0 (c) BKerler - Licensed to: B. Kerler - [m] X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Crypto Tools &

RSA DES AES Twofish ARC4/RC4 Blowfish TEA SEED XOR Baseb4 Padding
Modulus (hex) : C4306877032F42F928154A34328980A7547ABODGD43CD7A6C3ADE17F243C24A7U108A30856F72CADFDC8‘
Exponent (hex) : \03 \
Input (hex) : ‘67AF929CO0D30D0709BDF9909ABSA70631A296ADBB47A01C6090095F14ZAEU555C18865505ADDF99235531§

Generate

Output
0001FFFF

FFFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFF

FFFFFFFFFFFFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFFFFFF

FFF FF FFFFFFFF
FFFFFFFFFFFFFF 1300906052B0E03021A0500041452C114D21B217139827567D424105ED8

BDDOFFB6
v
Status: Idle.
0%
Status: Idle.
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DES

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Crypto Tools ©
RSA DES  AES  Twofish  ARCA/RC4  Blowfish ~ TEA  SEED  XOR  Bases4  Padding

DES Key : [0123456789ABCDEF |
DES Input : [4E6F772069732074 |

DES T, Iterati
® P DES Mode DES Method S
DES
o Rl LA P S —
O ccOorB O Encrypt
O 3-DES
Decrypt / Encrypt
Decrypt / Encrypt file
Output :
A416143D9243704C
As string:
i
Status: Idle.
0%
Status: Idle.
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AES

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Crypto Tools &
RSA DES AES Twofish ARC4/RC4 Blowfish TEA SEED XOR Base64 Padding

AES Key : (00010203050607080A0B0CODOF101112
AES Input : [00010203050607080A0BOCODOF101112 ]

AES Mode AES Keysize ~ AES Method

@® EcB OCR @ 128Bit @ Decrypt

O cBc Qors O 1928t O Encrypt

O cecers O xts O 256 Bit

Oem O wrap

O crB

Decrypt / Encrypt

Decrypt / Encrypt file

Output :
78F142D592759F495F69C5A640811812

As string:
"xBuli@ "

Status: Idle.
0%

Status: Idle.

153/ 200



Mobile Revelator 2.2.5

Twofish

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - [m] X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Crypto Tools &
RSA DES AES Twofish ARC4/RC4 Blowfish TEA SEED XOR Base64 Padding
Twofish Key :00010203050607080A0BOCODOF101112 ‘

Twofish Input : 00010203050607080A0BOCODOF101112 J
Twofish Mode

Twofish Keysize

@® ECB ® 1881t Twofish Method
i
cBC Decrypt
8 o O 192 Bit 8 Ee“yp
O en O 256 Bit nerypt

Decrypt / Encrypt

Decrypt / Encrypt file

Output :
9F4669DF28B72C9552B1E80B53BB1470

As string:
"Fi R Sp"

Status: Idle.
0%

Status: Idle.
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ARC4/RC4

B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler = m} X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Crypto Tools B

RSA DES  AES  Twofish  ARC4RC4  Blowfish ~TEA  SEED XOR  Base64  Padding
ARC4 Key : [1122334455667788 |
ARC4 Input : [1234567812345678 |

Decrypt / Encrypt

Decrypt / Encrypt file
Output :
70A8038BBED64DFE

As string:
wooME

Status: Idle.
0%

Status: Idle.
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Blowfish

@ MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Crypto Tools @
RSA DES  AES  Twofish ARC4/RC4 Blowfish ~ TEA  SEED XOR Base64 Padding
Blowfish Key : 0123456789ABCDEF0123456789ABCDEF

Blowfish Input : 4E6F772069732074
Blowfish Mode Blowfish Method

@ ecB O OFB @ Decrypt
OcccOcrB O Encrypt
O eax O cr

Decrypt / Encrypt
Decrypt / Encrypt file
Output :
5EB91449588179B6

As string:
"ROIXy "

Status: Idle.
0%

Status: Idle.
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TEA

@ MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - m} X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Crypto Tools @

RSA DES AES Twofish ARC4/RC4 Blowfish TEA SEED XOR Base64 Padding
TEA Key : |31323334353637383132333435363738 ‘
TEA Input : 656E637279707469 ‘

TEA Mode  TEA Method
@ ECB @ Decrypt
O CBC O Encrypt

Decrypt / Encrypt

Decrypt / Encrypt file

Output :
078E946DE06995F7

As string:
[

Status: Idle.
0%

Status: Idle.
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SEED

& MR 64Bit V2.0 () B.Kerler - Licensed to: B. Kerler - m] X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Crypto Tools &
RSA  DES AES  Twofsh  ARC4/RC4  Blowfish ~ TEA ~ SEED  XOR  Bases4  Padding

SEED Key :00000000000000000000000000000000

SEED Input : 000 0DOEOF
SEED Mode ~ SEED Method
@ EcB @ Decrypt
O CBC O Encrypt

Decrypt / Encrypt

Decrypt / Encrypt file

Output
1563DDID54BEBD2EAEF671C111766002

As string:
"eT qv

Status: Idle.
0%

Status: Idle.
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XOR
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B MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Crypto Tools &

RSA DES AES Twofish ARC4/RC4 Blowfish TEA SEED XOR

Base64

Padding

XOR Input :
XOR Key : |31323334353637383132333435363738

Decrypt / Encrypt

Decrypt / Encrypt file

Output :
31323334353637383132333435363738

As string:
"1234567812345678"

Status: Idle.

Status: Idle.

0%
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Base64

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — [m] X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Crypto Tools &
RSA DES AES  Twofish ~ ARC4/RC4  Blowfish ~TEA  SEED  XOR  Base64  Padding
Input : [SGVsbGBgV29ybGQ=

Mode Type

O Encode
(® Decode

URL encoded

Decrypt / Encrypt

Decrypt / Encrypt File

Output :
48656C6C6F20576F726C64

As string:
"Hello World"

Status: Idle.
0%

Status: Idle.
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Mobile Revelator 2.2.5

© MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler

Output: 7FB49CCC3B30C609D1D1BCB6ACSACF87E49606FFA4DDA4F7B4E21978176B2B87

Status: Idle.

= m} X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Crypto Tools @

RSA DES AES  Twofish ~ ARC4/RC4  Blowfish ~ TEA  SEED  XOR  Base64  Padding
Password (hex) : ‘7061737300775F7264
Salt (hex) : [7361006C74
Iterations (hex) : ‘1
Hash-Length (hex) : ‘20

Padding Mode UTF8

O sCrypt (sHA256) O PBKDF1 (SHAL) O BC Ascii UTF16

O PKCS12 (SHA1) @ PBKDF2 (SHAL) PKCS5 (O BC Java UTF8 ] Enter password as ascii not hex
O PBE_MD5 (O PBKDF2 (SHA256) QO utrs

(O PBE_SHAL (O PBKDF2 (SHA512) @® No UTF-8

Generate

Status: Idle.

0%
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Bruteforce

MR 64Bit V2.0 () BKerler - Licensed to: B. Kerler - u] X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Crypto Tools ‘

Bruteforce > Android Encryption GPU Bruteforcer
Decrypt > Android Password / PIN GPU Bruteforcer
Binary Search Tool WP7.x/WP8.x PIN GPU Bruteforcer

SQLCipher GPU Bruteforcer

Blackberry Keystore Password GPU Bruteforcer
Android Patternlock CPU Bruteforcer
Bleichenbacher RSA Attack (Exponent 3)

Status: Idle.

The bruteforce menu offers several functionality in order to bruteforce passwords and pin codes either via
GPU or CPU. If no GPU has been installed, it is recommended to install the Intel OpenCL SDK, otherwise
the program may crash when trying to use GPU functions. Also we strongly recommend AMD graphic cards,
as NVIDIA cards are comparable slower and error prone.



Mobile Revelator 2.2.5

Android Encryption GPU Bruteforcer

Android Encryption GPU Bruteforcer [£)

Select device : Intel(R) OpenCL i
Charset
Select charset : 0123456789 hd
Enter charset : bjoe?l?l2d?d?d: g Success x

Min chars : Max chars

o Found password: bjoern1

(®) Use Charset () Use Markov stats Run

Version 1.0 oK I "
Footer size : 0x00000058

FSsize  :0x01B14FDE

Flags + 0x00000000

Key size : 128 bits

Crypto-Type : aes-chc-essivisha2sa

Encrypted Key: 183D 3AE6B204AECSBE53AF0963A2D444

Salt : B9B66 3543606 1BEB4723 2BE0DBGETA 2S5

Status: Idle.

Status: Idle.

The android GPU encryption bruteforcer is able to bruteforce the PIN/passwords for android devices without hardware
encryption using keymaster. Choosing "Markov stats" might speed up password guesses but may not find all
passwords and is slower than the "Charset" attack. If you select "Wordlist", you may use a wordlist for bruteforcing
instead.

The charset may be any of the known hashcat charsets, which are :

?a =allchars

?d = digit

?u = uppercase letters

?| = lowercase letters

?1 = digits, lower and uppercase letters and some special chars
?2=0-9 and A-Z

?3=a-zand A-Z

For bruteforcing password/PINs, you will need the footer which is either at the end of the userdata partition (last 16K, hex
bytes starting with "C5B1B5"

and at least 0xA00 bytes long) or within the metadata partition. The header contains the first 0x1000 bytes from the
encrypted userdata partition.
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Android Password / PIN GPU Bruteforcer

MR 648Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler - ] X

Dump Open Analysis Reports Utiities Cryptanalysis  Settings 7

Android Password f PIN GPU Bruteforcer [

Select device : NVIDIA CUDA T
Charset

Select charset : 0123456783 i

Enter charset : [rdzdzdadrdzdedrd
Min chars ; Max chars :

(@ Use Charset () Use Markov stats () Use Wordist instead Stop.

Current Password : 821352 Time: 363121 passwords per second, groupsize = 832

Status: |dle.

The android password/PIN GPU bruteforcer is able to bruteforce the PIN/passwords for android devices without hardware
encryption using keymaster. Choosing "Markov stats" might speed up password guesses but may not find all

passwords and is slower than the "Charset" attack. If you select "Wordlist", you may use a wordlist for bruteforcing
instead.

The charset may be any of the known hashcat charsets, which are :

?a =allchars

?d = digit

?u = uppercase letters

?1 = lowercase letters

?1 = digits, lower and uppercase letters and some special chars
?2=0-9and A-Z

?3=a-zand A-Z

For bruteforcing password/PINs, you will need the password.key or sparepassword.key file from /data/system as well
as either /data/com.android.provider.settings/databases/settings.db for android < 4 or /data/system/locksettings.db
including its

-wal and -shm files.



WP7.x/WP8.x PIN GPU Bruteforcer

WPZ.%/WP8.x PIN GPU Bruteforcer

Select device : NVIDIA CUDA i
Charset

Select charset : 0123456789 i

Enter charset : ?d?d?d?d?d?d?d>d

Min chars : Max chars Success h's
Found d: 1981
(®) Use Charset (O Use Markov stats o ound passworn —_

0%
Status: Idle,

Status: |dle.

The WP7.x/WP8.x PIN GPU bruteforcer is able to bruteforce the PIN for Windows Phone 7 and 8 devices. The charset
may be any of the known
hashcat charsets, which are :

?a =allchars

?d = digit

?u = uppercase letters

?1 = lowercase letters

?1 = digits, lower and uppercase letters and some special chars
?2=0-9 and A-Z

?3=a-zandA-Z

For bruteforcing WP PINs, you will need the Registry Files, such as "system.hv" or "SOFTWARE" from MainOS/UserFS
partition.

Choosing "Markov stats" might speed up password guesses but may not find all passwords and is slower than the
"Charset" attack.
If you select "Wordlist", you may use a wordlist for bruteforcing instead.



SQLCipher Bruteforcer

SQLCipher Bruteforcer E]
Select device Intel(R) OpenCL =
Charset

Select charset : 0123456739 T

Enter charset : Admin?d?d?d Success P
Min chars : l:l Max cha
o Found passwerd: Admin123!

(® Use Charset () Use Markov stal Run

OK I

| 1%

Status: Idle.

Status: Idle.

The Sqlcipher GPU bruteforcer is able to bruteforce passwords for encrypted sglite databases using
sqlcipher v2 and v3. The charset may be any of the known hashcat charsets, which are :

?a =allchars

?d = digit

?u = uppercase letters

?1 = lowercase letters

?1 = digits, lower and uppercase letters and some special chars
?2=0-9 and A-Z

?3=a-zandA-Z

Choosing "Markov stats" might speed up password guesses but may not find all passwords and is slower than the
"Charset" attack.

If you select "Wordlist", you may use a wordlist for bruteforcing instead.



BB Keystore Bruteforcer

BB Keystore Bruteforcer &
Select device : Intel(R) OpenCL
Charset
Select charset : 0123456789
Enter charset : pass?[?1?/?12d?d?d?d?d?d?d?d
Min chars : 4 Max chars : |16

@ Use Charset O Use Markov stats O Run
1 & MR ? X b

Please select key to bruteforce
0:ba5343ae5b4f2899

=

0%
Status: Idle.

Status: Idle.

The Blackberry Keystore Password GPU bruteforcer is able to bruteforce keystore passwords for either raw images or
.ipd/.bbb backup files. The charset may be any of the known hashcat charsets, which are :

?a =all chars

?d = digit

?u = uppercase letters

?1 = lowercase letters

?1 = digits, lower and uppercase letters and some special chars
?2=0-9 and A-Z

?3=a-zandA-Z

Choosing "Markov stats" might speed up password guesses but may not find all passwords and is slower than the
"Charset" attack.

If you select "Wordlist", you may use a wordiist for bruteforcing instead.



Mobile Revelator 2.2.5

Android Patternlock CPU Bruteforcer

B MR 64Bit V2.0 (c) BKerler - Licensed to: B. Kerler - O X

Found pattern : 9->8->7->4->5->2->1

Animate

|
1\

Status: Idle.

Opening the "gesture.key" file from /data/system directory, this tool will bruteforce and show you the
pattern lock. Just press "Animate" to show an emulation of the pattern.
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Bleichenbacher RSA Attack (Exponent 3)

& MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Bleichenbacher RSA Attack (Exponent 3) &

Options

00c88adfc863913d4e7a63680297db526bd5dfec3d62cba01b358691d5bf3c2599a7c036 A
f70e3044bd04c8a0b4aabdéaldab829a787c060fd58f0ecdbddadca7b08ble8a3eldc28e
73c8b7d6f66e€39d260e0b7b4773d200c14a9167a5f5697008ea44cae2ecbalcc3ccf767
Modulus : | 8011ec871b0228db3ca64f4abc70ch954f5fe1816e4b1b7929b6625ba070d2d2e7df5fc30
b6e412c9ee77a14fac94ef71d234ad30c29558830b690ca89601e5ad11eee1b087203a9

€66d1a9bd5cc2bc060583f362cf8547bf780abc6ed08fd393da72c7f07948c438421293da Run attack
5ab261c976da5bfd1a86470eb4b8e4dc09f692124c64090bea03d628a5650d90e88cd6f
A9071CA3314316F72E9AFFB33146A6EC606EDE42459E4CIBEBSFBOE1971C3385 Sign image

Value (Hash) :

Result:

000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000032cbfd4a7adc79055841757807601d4fd5099a22ed4af 3b346629403a078bface1ff
0749b498c9c7f696a166e13ad08a979d824d64084e91b1d3f8eb9781579297d3f2e5d56fa46cdc917911a49f23834ea48420c0

Status: Idle.

The Bleichenbacher Attack is able to create a fake and valid signature if a rsa certificate with exponent 3 is being used.

Using "Sign image" you are able to sign android images. "Run attack" lets you try fake signatures, just set the correct
modulus (public key) and the hash value to sign for.
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Decrypt

% MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler — [m] x
Dump Open Analysis Reports  Utilities = Cryptanalysis  Settings 7
Crypte Tools [
3

Bruteforce

Decrypt b 4 Android 4

Binary Search Tool Blackberry *
MTE 4

Status: Idle.

The decrypt menu offers several tools to decrypt vendor specific and app specific encryption.
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Android

= MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler

Dump Open Analysis Reports  Utilities = Cryptanalysis = Settings
Crypto Tools
Bruteforce
Decrypt
Binary Search Tool
Status: Idle.

3

2

Mobile Revelator 2.2.5

Android
Blackberry
MTK

Decrypt Android Application (.asec)

Decrypt Android Partition / SDCard Files

Decrypt Whatsapp Databases (.crypt/.crypt3-crypt12)
Decrypt Threema database

Decrypt SQLCipher (AES-236) Database

Decrypt McAfee Suite WSAndroidAppCoenfigxml
Decrypt KeepSafe files

Convert Android 4.x/53x Backup File to TAR
Decrypt Cleanmaster Security Patternlock
Decrypt SnapChat Recieved Story Files

Decrypt Telekom Mail Database

Decrypt Wickr Database

s
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Decrypt Android Application (.asec)

Paid Android Applications may use encrypted Containers with the extension .asec to store the application itself and
application data. Those asec files are normally stored into the directory /data/app-asec. For decryption you will need the
AppsOnSD.sks file from /data/misc/systemkeys.



Decrypt Android Partition / SDCard Files

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B, Kerler — O X

Dump Open Analysis Reports  Utilities Cryptanalysis  Settings 7

Decrypt Android Partition [ SDCard Files [£]

Enter Password : |tesﬂ
Select device : 5633 =
Decrypt Partition {dmcrypt) Decrypt SDCard Directory (eCryptFs)
0%
Status: Idle.

Status: Idle.

This menu lets you decrypt any Android partition via "Decrypt Partition (dmcrypt)" or sdcard raw image via "Decrypt
SDCard Directory (eCryptFs)" button. Enter the password before pressing any decrypt button. For SDCard decryption you
will need the edk_p_sd file and for partition decryption, you will need the correct footer, starting with hex bytes "C5B1B5"
with a size of at least 0x1000 bytes.



Decrypt Whatsapp Databases (.crypt/.crypt5-12)

This function will decrypt all encrypted whatsapp databases (.crypt/.crypt5/.crypt6/.crypt7/.crypt8/.crypt9/.crypt10/.cryptll/
.crypt12) in one directory using the "key" file from "/data/data/com.whatsapp/files".



Mobile Revelator 2.2.5

Decrypt Threema database

This function will decrypt any Threema application databases.
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Decrypt SQLCipher (AES-256) Database

This function will decrypt any sglcipher version 2 or 3 encrypted application databases.
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Decrypt McAfee Suite WSAndroidAppConfig.xml
This function will decrypt McAfee Suite W SAndroidAppConfig.xml file.
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Decrypt KeepSafe files

This function will decrypt any keepsafe files without the need of the PIN.
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Convert Android 4.x/5.x Backup File to TAR

This function will decrypt android .ab backup files with the given password to a .tar file.
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Decrypt Cleanmaster Security Patternlock

This function will deobfuscate the Patternlock stored in the cleanmaster security config xml
"com.cleanmaster.mguard_preferences.xml".



Decrypt SnapChat Received Story Files

This function will try to decrypt all snapchat received story files with known or available aes keys.



Mobile Revelator 2.2.5

Decrypt Telekom Mail Database
This tool is able to decrypt the Telekom Mail App database.
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Decrypt Wickr Database

This tool is able to decrypt wickr databases for both PC (using given password and user SID) and Android (using given
password and android_id).

In order to get the user SID for Windows based wickr databases, just run the following command under windows console :
"whoami /user". For android databases, the android_id is stored in the database
"com.android.providers.settings/databases/settings.db" in the table secure.



Blackberry

MR 64Bit V2.0 () B.Kerler - Licensed to: B. Kerler — O *

Dump Open Analysis Reperts Utilities Cryptanalysis  Settings 7

Crypto Tools

Bruteforce 4

Decrypt L Android 3

Epansaehyioal Blackberry * Decrypt REMF Files (SQLite Database)

MTK 4
Extract Keystore private keys

Extract Keystore Password Hash

Carve and patch Blackberry PGP messages

Status: Idle.

The blackberry menu offers tools to bruteforce/extract passwords, but also extract pgp keys from blackberry backups
(*.bbb / *.ipd) or raw images.



Decrypt Blackberry REMF SQLite Database

This function decrypts any Blackberry SQLite Database encrypted by "REMF" Container using a given Backup .ipd or .bbb
file.



Retrieve Blackberry PGP Private Key

This function will extract any PGP Private key given a password from either Backberry Backup file .ipd/.bbb or any raw
flash image after wear leveling has been reconstructed.



MTK

Mobile Revelator 2.2.5

Dump Open Analysis  Reports  Utilities

MR 64Bit V2.0 (c) B.Kerler - Licensed to: B, Kerler

Cryptanalysis =~ Settings 7

Crypto Tools
Bruteforce L4

Android
Binary Search Tool

Blackberry ¥

»

Status: Idle.
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MTK Decrypt Files

MR 7 X

Enter custom key: |custom _key

®) Old method
() New method

Abort

Status: Idle.

You can decrypt MTK files using this menu. Normally, for correct decryption, segment size has to be modified fitting to the
content. If a non-generic MTK key has been used, enter the customkey as ascii, otherwise leave this field empty.
Depending on the age of the device, you may need to select new or old method for proper decryption.



Binary Search Tool

Binary Search Tool
Open File

MR T *

Select search mode

Single file

Directory incduding subdirectories

Status : Idle,
Export to: html ~ | |Edit config file

0%

Status: Idle.

The Binary Search Tool searches for most common file type headers and crypto variables. Using the "Edit config file
button, you may edit the config file that will be used for searching within files.

The structure within the binarysearch.xml file is :

<crypto signature="EB?7?904D5357494E" name="FAT MSWIN "/>

- "signature” specifies the signature in hex bytes to search for. "??" is a wildcard for one byte being unknown.
- "name" specifies the displayed name in the report table.

Pressing "Open File", you may specify to search in one single file or in a directory including the subdirectories.

MR 64Bit V2.0 () B.Kerler - Licensed to: B, Kerler — [m] x
Dump Open  Analysis  Reports  Utilities Cryptanalysis  Settings 7
Binary Search Tool [
Open File
Offset Mame
i 0000D000000D00D0 | ZIP
E:/8960.zip 000ODDODODODFT21 ZIp
Status: Idle.
Export to: html ~* | Edit config file
0%
Status: Idle.

Once it's finished, it's going to show you the corresponding filenames, offsets and the identified name.



Settings

@ MR 64Bit V2.0 (c) B.Kerler - Licensed to: B. Kerler

Status: Idle.

- ] X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

Configure external tools

Mobile Revelator 2.2.5

The setting menu uses predefined options for the whole MR program.
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Mobile Revelator 2.2.5

Configure

& MR 64Bit V2.1 (c) B.Kerler - Licensed to: Bjoern Kerler ~ — O X

Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

External Tool Settings &

Report Settings Application Paths GPU Settings

Examiner : Delete entry

Organisation : ‘Test Org ‘

Logo : ‘e:\Logo.jpg Set

Default settings

Reporttype : html o
[ split reports by Category
[] Include extraction of relevant files

Cancel Apply

[] Enable HexView

Status: Idle.

On the Report Settings screen, you can set default settings for reports, including
Examiner and Organisation name and Logo to be displayed on the report.

B MR 64Bit V2.1 (c) B.Kerler - Licensed to: Bjoern Kerler ~ — O X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
External Tool Settings B
Report Settings Application Paths GPU Settings
Set media player : ‘C:/Program Files (x86)/VideoLAN/VLC/vlc.exe ‘ Set
Set image viewer : ‘C:/Program Files/IrfanView/i_viewb4.exe ‘ Set
Set hexeditor : |C:/Program Files/010 Editor/010Editor.exe | Set
Set text editor : ‘C:/Program Files (x86)/Notepad++/notepad++.exe ‘ Set
Cancel Apply
[] Enable HexView
Status: Idle.

On the Application Paths screen you can set the application paths for the filesystem tools.
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MR 64Bit V2.1 (c) B.Kerler - Licensed to: Bjoern Kerler ~ — O X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?

External Tool Settings &

Report Settings Application Paths GPU Settings

Set hcstat : ‘C:/ Program Files/MobileRevelator/config/hashcat.hcstat | Set

GPU Acceleration : - [l 8]

Cancel Apply

[] Enable HexView

Status: Idle.

On the GPU Settings tab, you can modify GPU Acceleration and own hcstat files
used for GPU Bruteforcing. Higher GPU Accleration can increase speed, but can also
crash your graphic card driver or slow down your pc to be unusable.

Press "Set" in order to choose the application executable that should be used. Once you're
finished setting up the options, just press "Apply" and the settings will be stored.



Templates Documentation

SQLite Template and Timeline xml Files :

Templates help you to automatically interpret known fields using self-written xmi-templates. Pressing "Open template/plugin
directory” will open up the directory containing the template directory. Alternatively, you may open up the path "c:
\Users\[Username]\Documents\MobileRevelator\‘templates\" on windows. Templates are being written as package name
unter its Operating System Directory name such as "Android" or "iOS".



Timeline XML Documentation

<?xml version="1.0" encoding="utf-8' standalone="yes' ?>
<ltems>
<Template table="messages" name="Tinder tinder.db" path="tinder.db">
<column id="user_id (QString)" type="sqglcmd">
<r cmd="SELECT matches.user_name FROM matches WHERE matches.user_id=="%1]";"/>
</column>
<column id="match_id (QString)" type="sglcmd">
<r cmd="SELECT matches.user_name FROM matches WHERE matches.id=="%1]’;"/>
</column>
</Template>
<Timeline path="com.tinder/databases/tinder.db" type="database">
<sqgl cmd="select messages.rowid, messages.created, matches.user_name, messages.text from messages
INNER JOIN matches ON matches.id = messages.match_id;">
<type text="Tinder" category="Messenger"/>
<package/>
<timestamp field="{%1}" format="yyyy-MM-ddThh:mm:ss.zzzZ"/>
<foregroundtime/>
<desc/>
<contact/>
<contact_alias>
<field addfields="{%2}"/>
</contact_alias>
<message>
<field addfields="{%3}"/>
</message>
</sql>
</Timeline>
</ltems>

The timeline module has a fixed amount of table columns and are specified as :

type : Title of the extracted content

package : Package information, such as namespace or application
timestamp @  Timestamp

foregroundtime Total commulated foreground time or total call time
desc :  Additional data or description

contact X Raw contact id as used by the application
contact_alias :  Alias given for a raw contact id

message: Message or Email content only

image : Images as ByteArray to display

All timeline applications can be defined in separate xml files under the os directory name such as "Android" or "Windows".
Timeline entries always have to start with "<Timeline" entry. Be aware that you may need to replace special chars as
defined at the beginning of the xml file, otherwise the xml file cannot be interpreted correctly.

1. Timeline items

<Timeline path="com.android.providers.media/databases/external.db" type="database">

<Timeline path="databases/analytics_db2" type="database">

<Timeline path="kuaiya.play/databases*emmsg.db" type="database">

Every timeline item is unique for each database being extracted. You can define the path, which points directly to the
application database. You may use * as a wildcard, if filename changes or path is unknown. The type defines whether it is

an sqjite database as "database" or a raw file with type "raw". For raw files, you need to provide python scripts for
decoding.

2. Analysis of Timeline items
<attach database="com.sgiggle.mangof/files/profilecache.db" alias="profile"/>

Each item can have different databases being attached using an alias, which can then be used by any sglite command for



requests. One sqlite request for example with an attached database would be : "select * from profile.table;"

<python run="Zapya (Android)">
<sqgl cmd="SELECT rowid, name, direction, createtime, url, path, category, totalbytes from transfer;">

You can either run sgl commands or run python plugins. Python plugins use the defined plugin name in the python itself. Sql
Commands can be any valid sglite command.

<python run="Zapya (Android)" arguments="user=False">

Using the arguments field, you can send custom small python scripts to the given python script as initial argument being
run before running the script. Given arguments can then be used within the script.

t ri
For each result of the sql or python result table, you can define where the table cell entry should be used for.
Type:
<type text="Tango Messages" category="Messenger">

The Type field has the description text of the module, called "text" and a describing category which will be listed when the
report is done, called "category".

Timestamps and Foregroundtime:

<timestamp field="{%3}" int="/1000"/>
<timestamp field="{%6}" format="yyyy-MM-dd hh:mm:ss"/>
<foregroundtime field="{%5}" int="*1000"/>

In the examples, {%3} and {%6] define the 4th and 7th result entry. The timestamp field additionally contains the function
"int", which can be used for calculations of the returned value and the function "format" in case the result value is a
formatted time string.

Description, Contact, Contact_Alias, Message, Image:

<desc>
<field addfields="Media_Id: {%4};"/>
<field addfields="Del_Status: {%612}" replace="0=False;1=True"/>
<field addfields="Status: &quot;{%5}&quot;" unbase64="0"/>
<field addfields="Memo:&quot;{%3}&quot;;" unhtml="1"/>
<field latitude="{%1}" longitude="{%62}"/>

</desc>

The field addfields function can be used to combine Text together with result entries. Each field addfields line only is able to
hold one result entry. Additionally, you can replace result entries using the "replace" function, whereas each value to be
replaced is separated by semicolon. Furthermore result entries with Base64 content can be regulary decoded using the
function "unbase64" and the value 0, and url decoded using the value 1. The function "unhtml* with the value 1 can be used
to unescape html based text. If a field contains latitude and longitude instead of addfields, it will return a location string
based on the given latitude and longitude.



Template XML Documentation

<?xml version="1.0" encoding="'utf-8' standalone="yes' ?>
<ltems>
<Template table="messages" name="Tinder tinder.db" path="tinder.db">
<column id="user_id (QString)" type="sqlcmd" >
<r cmd="SELECT matches.user_name FROM matches WHERE matches.user_id=="%1]";"/>
</column>
<column id="match_id (QString)" type="sqglcmd">
<r cmd="SELECT matches.user_name FROM matches WHERE matches.id=="[%1]";"/>
</column>
</Template>
<Timeline path="com.tinder/databases/tinder.db" type="database">
<sgl cmd="select messages.rowid, messages.created, matches.user_name, messages.text from messages INNER
JOIN matches ON matches.id = messages.match_id;">
<type text="Tinder" category="Messenger"/>
<package/>
<timestamp field="{%1}" format="yyyy-MM-ddThh:mm:ss.zzzZ"/>
<foregroundtime/>
<desc/>
<contact/>
<contact_alias>
<field addfields="{%2}"/>
</contact_alias>
<message>
<field addfields="{%3}"/>
</message>
</sql>
</Timeline>
</ltems>

The name-Field is the name being displayed in the Template List. Path should be the name of the database in order to
autodetect the database when opening up.

Each template for each table starts with either the "table", in this case "btopp" or a sql database query which starts with
"database". If you only want to see

the columns being listed in the template, add the option "deletemissingfields="true". Then, for each column, you may start
the following actions :

1. Replace an integer range with text : r from="xxx" to="xxx" with=text"

2. Replace an integer or text with text : r replace="xxx" with="xxx"

3. Run any sglcmd with the current value in the column [%1] with : r cmd="sqlquery"



Python API Documentation

1. Generic information :

For SQLite or Timeline plugins :

Each python plugin has to have a first line which indicates the name of the plugin, example :
#Pluginname="Telegram Messages (Android)"

For FS plugins :

Each python plugin has to have two first lines which indicate the name and the category of the plugin, example :
#FSPluginname="Telegram Messages (Android)"

#Category="Reports"

Errors on runs can be shown by using the python console display.

The plugin class is ctx.

2. Python functions :

Main functions which interact with MR GUI:

void gui_setMainMessage (int type, QString text, QString title) Display a messagebox with title and text, type
0 is Information, type 1 is Warning.

void gui_setMainProgressBar (int pos) Set the main progressbar to a position between 0 and
100

void gui_setMainLabel (QString text) Set the main label

QString gui_getpythonpath() Return the path to the installed python executable

QString gui_getpythonscriptpath() Returns the path where the python scripts reside

QString gui_askSaveDir (QString label) Asks for a directory to save to and returns the

directory name, otherwise ™ if user aborted.
QString gui_askSaveFile (QString label, QString filename="", QString filter="") Asks for a file name to save and
returns the file name. otherwise "™ if user aborted.

QString gui_askFile (QString label, QString filename="", QString filter="") Asks for a file name to read and returns
the file name. otherwise "™ if user aborted.

QString gui_askDir (QString label) Asks for a directory and returns the directory name,
otherwise " if user aborted.

bool gui_askYesNo (QString label) Will display label, asking the user to press yes or no. Result
is true for yes and false for no.

void gui_log_addText (QString text, bool clear=false) Add a text to the log window. Set clear if log window
shall be cleared first

QString gui_getscriptpath() Returns the current script path.

QString gui_getDate (unsigned int query) Convert unix timestamp to time string.

QString gui_add_report_relevant_file (QString filename) Add report relevant file paths for timeline module
to extract.

QVariantList gui_data_size() Return the row and column count from the current table
view as List.

QVariant gui_get _data (int row, int col) Get data from current table view

bool gui_set_data (int row, int col, QVariant entry) Set any data in current table view

bool gui_set data_bytearray (int row, int col, QVariant entry) Set any data as bytearray in current table view
void gui_update() Refresh gui in order to show table results

void gui_update (int connection) Refresh gui in order to show table results for
a given sqlite connection index.

bool gui_remove_rows (int row, int col, int count) Remove rows from the current table view.

bool gui_remove_columns (int row, int col, int count) Remove columns from the current table view.

bool gui_add_column (QString text) Add Columns to the current table view.

bool gui_set data_color (int row, int col, intr, int g, int b, int a=0) Set the background color of a specific cell of
the current table view.

QsStringList gui_get_headers() Get the headers from the current table view.

bool gui_set_headers (QStringList headers) Set the headers from the current table view.

void gui_clear_data() Clear all table data.

QsStringList gui_get _currentcell() Returns current active selected cell (row,column) as an



array.
QstringList pluginfilenames() Returns filenames to be parsed by the timeline module.

FS Browser specific functions:

int fs_file_extract (QString filetoextract, QString outpath) Extract file from file tree, return -1 if it fails.
Example:
fs_file_extract("/data/local/tmp/file.db","C:/extracttohere™)
void fs_hide (QString filename) Hide a file from file tree
int fs_isDir (QString filename) Returns 1 if given filename is a directory
int fs_isFile (QString filename) Returns 1 if given filename is a file
int fs_dir_extract (QString dirtoextract, QString outdir) Extract directory from file tree, return -1 if it fails.
Example:
fstree_dir_extract("/data/localitmp","C:/extracttohere")
QstringList fs_filelist() Returns a list of all files and directories from the file tree
QstringList fs_getselected() Returns a list of all currently selected files
QstringList fs_getDir (QString filename) Returns a list of all files from a given file tree directory

bool fs_sqlcipher_decrypt (QString inputfile, QString outputfile, QString passwd) Decrypt a sqlciphered database using a
given password.

QsStringList fs_gettime (QString filename) Returns created, lastRead and modified timestamp for a
given file as a string list

SQLite functions for accessing databases:

int sglite_open (QString filename, bool external) Open a file as sqlite database, set external to true
for external files, false for files from file tree.
Returns -1 if it fails, otherwise db connection index.
If the filename specific is "gui", the current open database in the program
context is being used.

QsString sqlite_last_error (int doconnection) Return the last Sqlite error using a given connection
index.

bool sqlite_close (int dbconnection) Close the given db connection index.

int sqlite_run_cmd (int dbconnection, QString query) Runs a given query string using a given db

connection index, returns -1 if it fails, otherwise connection index.
Example: "sqlite_run_cmd(dbindex,"SELECT * from table;")",

bool sqlite_cmd_close (int connection) Close the given connection index.
int sqlite_get_deletedrecords (int dbconnection, QString tablename) Returns all reconstructable deleted records
and stores them into the sqlite table using given database
connection index.
Returns -1 if it fails, otherwise connection index.

QstringList sqlite_get _headers (int connection) Returns a list with all field names from given
connection index.

bool sqlite_set_headers (int connection, QStringList headers) Sets all field names from given connection
index and field names as string list.

QVariantList sqlite_get_data_size (int connection) Returns a list with current rows and column count.

QVariant sqlite_get_data (int connection, int row, int col) Return sqlite table entry using given row, column
and connection index.

bool sqlite_set_data (int connection, int row, int col, QVariant entry) Set sqlite table entry using given connection
index.

Example: "sqlite_set_data(cmdindex,0,0,"Hello World")".
bool sqlite_set_data_bytearray (int connection, int row, int col, QVariant entry)  Set sqlite table entry as bytearray using
given connection index.
Example: "sqlite_set_data(cmdindex,0,0,"Hello World")".

bool sglite_remove_rows (int connection, int row, int count) Remove rows at row index with row count using
given connection index.

bool sqlite_remove_columns (int connection, int col, int count) Remove columns at column index with
column count using given connection index.

bool sqlite_add_column (int connection, QString text) Add column to the sqlite table data with given field

name to given connection index.

bool sqlite_set_data_color (int connection, int row, int col, intr, int g, intb, inta) Set sqlite table entry color using given
row and column, connection index, and color (rgb) as well as

alpha(transparency) value.

void sqlite_clear_data (int connection) Clear the current sqlite table with given connection
index.

bool sqlite_save_as_xIsx (int connection, QString fileName, QString name) Save the current sqlite table as xlsx-file with
given connection index, filename to save to and name.



Qstring sqlite_get _filename (int connection) Return the current sglite database filename from a
given connection index.
QsString sqlite_get filename() Return the current sqlite database filename.

Generic functions:

QByteArray base64todata (QString text, int type) Convert Base64 Data to QByteArray.

QString htmltotext (QString htmi) Convert HTML to plaintext.

Qstring getlocationcell (QString mcc, QString mnc, QString lac, QString cid) Convert cell data to location string.
QString getlocation (double lat, double lon) Convert latitude and longitude to string.
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