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About this course
Welcome to the Gaining Expertise with Azure AD B2C course for developers.

This selfpaced course is designed to take you from initial awareness of Azure AD B2C to being

able to create complex user journeys for your customers and leveraging the insights of their
behavi
those customers.

or with those journeys to determine

Each module within the course builds on the previous , and at the end you will have a
working .Net web applicatio n that:

T
1

T
1

Enables customers to log in with local, social, and enterprise accounts.

Enables customers to edit their profiles and reset their own passwords with an MFA
experience.

Has a fully customized UI.

Requests users to accept terms and conditions.

At the end of the course, you will be able to:

4

9 Create an Azure AD B2C tenant.

1 Use built-in (Ul-based) policies to

A

A

A

A

Create sign up, sign in, profile edit, multi-factor authentication, and self-service
password reset journeys.

Add many popular identity providers.

Enable sign in with social accounts.

Customize the User interface.

1 Use custom policies built in XML to

(0]

Create customized sign up, sign in, profile edit, multi-factor authentication, and
self-service password reset journeys.

Enable sign in with social accourts

Enable sign in with any OIDC or OAuth compliant identity provider.
Enable REST API calls to eternal systems to validate user input.
Migrate users from other Identity Providers to Azure AD B2C.

CRUD users using Microsoft Graph.

© 2018 Microsoft Corporation Feedback?https://aka.ms/aad -b2c-course-feedback
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Course Elements
In most course modules you will see the following elements:

T

Seeitinaction. Bef ore you complete most modules, youbd
Computers site to see the customer experience

Step-by-step directions. A click-through guide for completing each procedure. We
have included screen shots of virtually every step to guide you.

Important Concepts. An explanation of some of the concepts important to the
procedures in the module, and what happens behind the scenes.

Sample application, policies, and files. A downloadable version of the Awesome
Computers application that you will use throughout course, and other files you will need.
Please go to https://aka.ms/B2CCourse SampleApp to download all necessary assets.

Course Prerequisites
To be successful in this course, you should be familiar with the following concepts:

5

T

=A = =4 =4

What is Azure Active Directory?
What are authentication and authorization ?
What is federation?
What is Single sign on?
What are open authentication standards?
0 OpenlD Connect
o OAuth2.0

Understanding web site .CSS

© 2018 Microsoft Corporation Feedback?https://aka.ms/aad -b2c-course-feedback
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https://docs.microsoft.com/en-us/azure/active-directory/active-directory-whatis
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-authentication-scenarios
https://en.wikipedia.org/wiki/Federated_identity
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-appssoaccess-whatis
https://openid.net/connect/
https://oauth.net/2/

Module 0: AAD B2C Environment Setup

Introduction
At the end of this module, you will be able to:

T

T
T
1
1
1

Set up an Azure Tenant that supports Azure ADB2C
Add a co-admin and a test user to the Azure tenant
Enable the co-admin to manage the B2C tenant

Set up an Azure AD B2C Tenant

Create a test user in the B2C Tenant

8 Link the B2C Tenant to the Azure subscription

And you will have a deeper understanding of the following concepts:

1
T
T

What Azure AD B2C is
What tenants and subscriptions are

When to use Azure AD B2C

This module should take you 30 minutes to complete.

6
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Accounts, tenants, and subscriptions

In this module you will create an Azure account, which results in an Azure tenant. To create an
Azure Active Directory B2C tenant, your Azure tenant must have a subscription. Azure
subscriptions require a billing method and are pay-as-you go.

Nothing you do in this course should result in any billing to yo ur Azure subscription . The
first 50,000 users in a B2C tenant are free. Be sure, at the end of the course, to follow the
directions for removing any test tenants and accounts from your subscription.

Create an Azure Tenant

If you already have an Azure account with a subscription, you may use that account to create
your B2C tenant for this course, in which case you can skip to you can skip toCreate an Azure
co-admin and test user. If you have a free Azure tenant, you can choose to add a subscription to
it, and use that one.

Perform the following steps to create an Azure account, tenant, and subscription

1) Accesshitps://azure.microsoft.com, and select the green Start Free button.

2) On the resulting page, select the Or buy now link, and on the next page select Buy now.

Or buy now >»

3) Sign in with a Microsoft account, and select No at the Stay signed in? prompt.
you will be using an admin account you create in the next procedure.

4) On the Azure PayAs You-Go signup page, enter your contact information and select Next .
5) Verify your identity via phone, enter your payment information, then select Next.

6) SelectNo technical support , and then selectNext .

7) Readthe Agreement documents, and then selectl a g r anes@lect Sign up.

8) Select answers to the questions if desired, and selectSubmit , then on the resultant page,
select Go to the portal .

7 © 2018 Microsoft Corporation Feedback?https://aka.ms/aad-b2c-course-feedback
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Create an Azure coadmin and test user
In this procedure, you create an admin account to use throughout the course, and a test user to
use in later modules. It is always a good idea to have more than one administrator.

Perform the following steps to create your Azure users:

1) Log into your Azure tenant at https://portal.azure.com

2) Inthe left navigation, select Azure Active Directory , selectUsers, then select+ New user.

Create a resource U | usi

All services s “
s Name
:

Dashboard Deleted users NAME
522 All resources Password reset

Resource groups £ Usersettings

App Services ACTIVITY

Function Apps :) Sign-ins

50L databases B Auditiogs

Azure Cosmos DB TROUBLESHOGTING + SUPPORT

Virtual machines K Troubleshoot

Load balancers New support request

Storage accounts

9 Virtual networks

. Azure Active Directory

3) Inthe Name field, enter B2cadmin, and in the User name field, enter
b2cadmin@ yourtenantname .onmicrosoft.com.
NOTE: if you have a custom domain name, your tenant will not have the.onmicrosoft
element in the name.

4) SelectDirectory role , select a role of Global Administrator and select OK.
NOTE: when you create a regular user, you will not need ¢ select OK.

5) SelectShow password , copy down the temporary password, and select Create.

8 © 2018 Microsoft Corporation Feedback?https://aka.ms/aad -b2c-course-feedback
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X Directory role

* Name @ Directory role @
I B2Cadmin \, \ oo
i®) Global administrator
* User name @ RN R =
I b2cadmin@b2ctutorials.onmicrosoft.com -x‘ . _
Global administrators have full control over a

directory resources,

Profile @ S Leam more about directory roles
Not configured

Properties @ >

Default

Groups @ >

0 groups selected

Directory role S

Global administrator

Password

Ganu7427 m

v| Show Password

6) Repeat steps 25 with the following values to create your test user.
a) Name: Testuser
b) User Name: Testuser@yourtenant.onmicrosoft.com
c) Directory role: User

Your administrator account and test user account now appear in your users list.

9 © 2018 Microsoft Corporation Feedback?https://aka.ms/aad -b2c-course-feedback
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Create a B2C tenant
Perform the following steps to create a new B2C Tenant.

1) In the left navigation of the Azure portal, select Azure Active Directory , then select+ Create
a resource at the top of the navigation.

2) In the search box, type B2C, and from the results choose Azure Active Directory B2C .
3) Inthe window that opens, select Create, then select Create a new Azure AD B2C Tenant.
4) In the Organization name , type Awesome Computers .

5) In the Initial domain name, type Awesome YourLastName , for example AwesomeJones, and
then select Create.
I f AwesomeYour LastName isnot availabl e, choose ¢

Azure AD B2C Create Tenant O X

* Organization name @

| Awesome Computers

* Initial domain name &
| AwesomevourLastMame

sl < comicrosoftoom

Country or region @
United States o

Directory creation will take about
oine minute.

The new directory will now be available in the drop down under your sign in name.

10 © 2018 Microsoft Corporation Feedback?https://aka.ms/aad-b2c-course-feedback
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Sign out U]

Change password &
My permissions -
Submit an idea v
View my bill

DIRECTORY

: (Default Dire
.onmicros...

Awesome Computers

AwesomeYourLastName.onmicr...

Link the B2C Tenant to the Azure Subscription
In this process,you connect your Azure AD B2C tenant to your Azure subscription.

Perform the following steps to make the connection.

1) In the left navigation of the Azure portal, selectAzure Active Directory , then select+ Create
a resource at the top of the navigation.

2) In the search box, type B2C, and from the results choose Azure Active Directory B2C .

3) Inthe window that opens, select Create, then selectLink an existing Azure AD B2C Tenant
to my subscriptio n.

4) Inthe Azure AD B2C Tenant drop down, select your AwesomeYourLastname tenant.

5) Choose an existing resource group or create a new one and select the resource group
location, select the Pin to dashboard check box, and then selectCreate.

Azure AD B2C Resource

* Azure AD B2C Tenant @

AwesomeYourlastName.onmicrosoftcom

* o
Subscription

Pay-As-You-Go o

"
Resource group

®) Createnew () Use existing

B2C

ReLource group location

Wiest US 2 ~
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Enable the B2CAdn account to manage the B2C Tenant
In this process, you will enable the B2CAdmin account to manage the B2C Tenant.

1) Ensure you are in your Azure Tenant.

2) From the dashboard, select your B2C TenantAwesome YourLastName .
3) In the tenant navigation, select Users.

4) In the resultant window, Select + New guest user.

5) Type the B2CAdmin emailB2CAdmIin@YourTenantName.onmicrosoft.com , and selectlnvite .

On the All Users screen, the b2cadminaccount will now show with a user type of Guest.

6) Select the link for the user name, and on the b2cadmin properties screen, selectDirectory
Role, choose a role of Global adminstrator , and selectSave.

Home

NAME

b2cadmin - Directory role

. User
i « x Discard
Overview

Directory role @
pu
MANAGE () yser
7a .
] 1®) Global administrator
Prafile () Limited administrator

+ Directory role | Global administrators have full control over all directory
resources.

Groups Learn more about directory roles

7) Sign out and sign in with the B2C admin account.

8) Sekct All Services, Search forB2C, and mark Azure AD B2C as a favorite by selecting the v
For the rest of this course, use the B2CAdmin account

12 © 2018 Microsoft Corporation Feedback?https://aka.ms/aad-b2c-course-feedback
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Make things easy to find
1) Inyour Azure portal, select All Services, search forB2C, then select the star next to it to add
it to your favorites. It will then appear in your left navigation.

2) Drag Azure AD and Azure AD B2C to the top of your favorites.

W FAVORITES

’ Azure Active Directory

& Azure AD B2C

Create a B2C Test user
1) In the left navigation select Azure AD B2C, selectUsers, the select + New user .

2) Inthe Name field enter B2C Test User.

3) Inthe User name field, enter b2ctestuser@Awesome Yourlastname .onmicrosoft.com
and then select the Show Password link, note the password, and selectCreate.

* Name @
B2C Test User /]

*
User name @

b2ctestuser@Awesomeycurlastname.onmic v ‘

Profile @ 5
Not configured

Properties @
Default ?

Groups @ >

0 groups selected

Directory role
>
User

Password

Duxa1394 E

v Show Password

13 © 2018 Microsoft Corporation Feedback?https://aka.ms/aad-b2c-course-feedback
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Important Concepts

What is Azure AD2B

Azure AD B2C is a customer identity management system that enables you to abstract the
authentication and authorization functions from your application. Azure AD B2C uses policies to
construct user journeys (or user flows) including sign up, sign in, and profile management.

Azure AD B2C interacts with identity providers, customers, other systems (such as CRM systems)
and a local directory to complete identity tasks.

The underlying platform that establishes multi -party trust and completes these steps is cdled

the Identity Experience Framework (IEF). This framework and a policy (also called a user journey
or a Trust Framework policy) explicitly defines the actors, the actions, the protocols, and the
sequence of steps to complete. You can find out more about Azure AD B2Chere.

When to use Azure AD B2C

Azure AD B2C is best used when you want to sign up and sign in users for web apps, iOS apps,
android apps, single page apps, or desktop apps. It can enable the user journeys discussed
above and can interact with REST APIs to validate information with other systems, such as
validating an address with the postal service, or validating a governmental identity with a
government system.

If you are looking for identity services for enterprise accounts, you should investigate Azure
Active Directory. If you are looking for identity services for partners or suppliers to give them
access to enterprise resources, you should investigateAzure AD B2B collaboration In B2B, you
invite users into your corporate directory. With Azure AD B2C, users remain external.

Accounts, Tenants, and Subscriptions

An Azure account is created when you sign up for Azure. Creating your Azure account creates
an Azure Tenant , which is accessed by logging in to https:/portal.azure.com with the credentials
that you used to create your Azure account. This is theAzure Portal . Inside the portal, you
create and manage different types of user accounts and other resources.

An Azure subscription is a billing agreement you create in conjunction with your Azure
account. Azure subscriptions are usually payas-you-go, and you only incur charges for the
services that you use. To cre&e an Azure AD B2C Tenant, your Azure account must have a
subscription.

An Azure AD B2C Tenant is a resource that you create within your Azure tenant.

14 © 2018 Microsoft Corporation Feedback?https://aka.ms/aad-b2c-course-feedback
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Module 1 d Using Built in Policies

Introduction

This module introduces you to policies in Azure AD B2C that can be used with Identity Providers,
or IdPs, as part of the user journeys listed below. Policies save you time and effort within your
application so that you do not have to completely write code or create new pages for each user
journey. However, it is still possible to use the extensibility of Azure AD B2C to create custom
pages for each journey if at all desired.

At the end of this module, you will be able to:

9 Create built-in policies for
0 The sign up or sign-in journey.
0 The password reset journey.
0 The profile edit journey.
And you will have a deeper understanding of the following concepts:
What policies are, and how applications use them.
Claims and attributes and how they are used.
How to view the contents of tokens.

The pros and cons of using multi-factor authentication.

=A =4 =4 =4 =4

Using policies to facilitate single-sign on among applications.

This module should take you 15 minutes to complete.

See it in action
Before you begin the module, you can experience the end user journeys that you are about to
build.

1 Go to the Demo site and sign up.
1 Enter your profile information

0 Note: you must use both an email and a phone number to which you have
access.

f Edit your p+lafitloe ytoawwraddadasad name.

1 Reset your password and experience the multifactor authentication (MFA) experience.

15 © 2018 Microsoft Corporation Feedback?https://aka.ms/aad-b2c-course-feedback
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Create a Sigap or Sigrn Policy

A sign-up or sign-up policy provides a sign-in and a sign-up user experience with a single policy
configuration. Policies define the user experience and the attributes which are received when a
user signs into an application. The attributes are added as claims to the user token.

Perform the following steps to configure a Sign-up or Sign-in policy in the Azure AD B2C tenant.

1) Sign in to the Azure portal as the B2CAdmin account in your Azure tenant.
2) SelectAzure AD B2C in the left navigation

3) Inthe Azure AD B2C blade, under the Policies section, selectSign-up or sign -in-policies,
then select+ Add.

4) Name the policy SignUpOrSigninPolicy.

5) Selectldentity Providers , then select the checkbox for Email signup.
This is for local accounts that are created within the Azure AD B2C tenant.

Select identity providers

IDENTITY PROVIDER

__________________________________________________________________________________________________________

Local Account

__________________________________________________________________________________________________________

6) SelectOK.

7) SelectSign-up attributes and then select the following attributes. The attributes are
collected as part of a sign-up process.

City
Country/Region
Display Name
Email Address
Given Name

Postal Code

= =/ =4 =4 =4 4 -4

Surname

16 © 2018 Microsoft Corporation Feedback?https://aka.ms/aad-b2c-course-feedback
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Select sign-up attributes

H| NAME DATA TYPE DESCRIPTION ATTRIBUTE TYPE
p—
| | City String City Built-in
+' | | Country/Region String Country/Region Built-in
+| | Display Name String Display Mame Built-in
+ | | Email Address String Email Address Built-in
+/| | Given Name String Given Name Built-in
—
Job Title String Job Title Built-in
+| )| Postal Code String Postal Code Built-in
State/Province String State/Province Built-in
Street Address String Street Address Built-in

Surmame String Surmame Built-in

8) SelectOK.

9) SelectApplication claims and then select the following application claims.
1 City

Country/Region

Display Name

Email Addresses

Given Name

Identity Provider

Postal Code

Surname

User is new

=A =4 =4 4 =4 4 -4 -4 -4

User's Object ID

10) SelectOK to save the application claims.

11) SelectCreate to provision the Sign-up or Sign-In Policy.

17 © 2018 Microsoft Corporation Feedback?https://aka.ms/aad-b2c-course-feedback
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d policy

n-up or sign-in policy

¥ Name @
| S'gn',:uO'SignInP:Iicﬂ \/|
* |dentity providers @ >
1 Selected
Sign-up attributes @ >
7 Selected
Application claims @ S
9 Selected
Multifactor authentication @ >
Off
Page Ul customization @
y >

Default

When the Policy has been created, the name will be prefixed with B2C 1 .

== Add

0

* Upload Policy

B2C_1_SignUpQOrSigninPolicy

18
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Create a Password ResePolicy
You will now create a password reset policy, so that the application can handle password resets
for the local Azure AD B2C tenant user accounts.

Perform the following steps to create the password reset policy.

1) Inthe Azure AD B2C blade, under the Policies section, selectPassword reset policies , then
select+Add .

Overview +Add $ Upload Polc

MAMAGE /f)‘

M Applications
No policizs found
Identity providers

User attributes

Users

POLICIES
'm' Sign-up or sign-in policies

4§ Profile editing policies

I ¥ Password reset policies I

'E' Sign-up pelicies
#F Sign-in policies

8 Al policies -

2) Name the policy PasswordResetPolicy.

3) Select Identity Providers , then select Reset password using email address .

X Select identity providers

T Name @

+'| NAME IDENTITY PROVIDER
PasswordResetPolicy v
+'| | Reset password using email address Local Account
* |dentity providers @
0 Selected ?
4) SelectOK.
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5) SelectApplication claims and then select the following claims. These will be returned to the
application after a successful password reset.

1 Email Addresses

1 Userds Object 1D

Select application claims

m| MNAME CLAIM TYPE DATA TYPE DESCRIPTION ATTRIBUTE TYPE
City city String The city in which the user is located. Built-in
Country/Region country String The country/region in which the user is located. Built-in
Display Name displayMame String Display Mame of the User Built-in

Given Name givenName String The user's given name (also known as first name). Built-in
Job Title jobTitle String The user's job title. Built-in
Postal Code postalCode String The postal code of the user's address, Built-in
State/Province state String The state or province in user's address, Built-in
Street Address streetAddress String The street address where the user is located Built-in
Surname surname String The user's surname (also known as family name or last name). Built-in
||| User's Object ID objectld String Object identifier (ID) of the user object in Azure AD. Built-in

6) SelectOK.

7) SelectCreate to provision the password reset policy.

When the Policy has been created, thename will be prefixed with B2C_1_.

+f-\dd *.::5::: Q)

0

B2C_1_PasswordResetPolicy
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Update the Password Reset Policy to include Multifactor Authentication
Multifactor Authentication (MFA) can be enabled to secure Azure AD B2C identities.

Perform the following steps to enable MFA on a password reset policy.

1) Inthe Azure AD B2C blade, under the Policies section, selectPassword reset policies and
then select the B2C_1 PasswordResetPolicypolicy.

sl «| drAdd AR Uplosd Polic

N [°

Overview

B2C_1_PasswordResetPolicy
MANAGE i

B Applications
Identity providers
User attributes

Users

POLICIES
48 Sign-up or sign-in policies
'm Profile editing policies

| 48 Password reset policies I

2) SelectEdit.

_PasswordResetPolicy

RESET POLICY

Edit policy
B2C_1_PasswordResatPolicy
Li]

* |dentity providers @ >
1 Selected
Application claims @ 5
2 Selected
Token config @
Default >
Multifactor authentication @
Off 2
Page Ul customization @ >
Default
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4) Toggle the State from Off to On and then select OK.

5) SelectSave to save the change to the policy. Ensure that the Multifactor authentication

option displays On.

* |dentity providers @

1 Selected

Application claims @
2 Selected

Token config @
Default

Multifactor authentication @

Page Ul customization @

Default

Password complexity (Preview)

S5trong (Default)

Language customization (Previ..

Mot enabled

Multifactor authentication has been enabled on the password reset policy.

6) Close the Edit Policy blade, by selecting the X.

22

Edit policy

B2C 1_P ResetPolicy
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7) Close the B2C_1 PasswordResetPolicy blade, by selecting thé

Create a Profile Editing Policy
Profile editing policies allow users to make changes to their profile.

Perform the following steps to enable a profile editing policy.

1) Inthe Azure AD B2C blade, under the Policies section, selectProfile editing policies , then
select+ Add .

jel « *.::'—::: oy

2]

Overview

Mo policies found
MANAGE

I Applications
Identity prowviders
User attributes

Users

POLICIES

B Sign-up or sign-in pelicies

£ Profile editing policies

B Password reset policies

2) Name the policy ProfileEditPolicy .

3) Selectldentity providers, select Local Account Signin and then select OK.

Add policy X Select identity providers

Mew profile editing policy

™ Name @

ProfileEditPolicy v

IDENTITY PROVIDER

unt Signin ount Signin

* |dentity providers @

0 Selected

Profile attributes @
0 Selected

4) SelectProfile attributes , select the attributes shown in the following image, and then select
OK.
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Select profile attributes

H| NAME DATA TYPE DESCRIPTION ATTRIBUTE TYPE
| JCity String City Built-in
+'| | Country/Region String Country/Region Built-in
+| | Display Mame String Display Name Built-in
V| | Given Name String Given Name Built-in
Job Title String Job Title Built-in
+ | Postal Code String Postal Code Built-in
—
State/Province String State/Province Built-in
Street Address String Street Address Built-in

5) SelectApplication claims , selectEmail Addresses and User's Object ID , and then select
OK.

6) SelectCreate in the Add Policy blade.

Registerthe Reply URL
You can examine the claims present in the identity tokens by using the https://jwt.ms  website.
Jwt.ms provides the ability to decode id_tokens and show the claims presentwithin the token.

To utilize jwt.ms, you can either paste in an id_token, or set the reply URL of the application to
https://jwt.ms

Perform the following steps to update the application reply URL to https://jwt.ms.

1) Inthe Azure AD B2C blade, under the Manage section select Applications .
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@]

Overview

MANAGE

I M Applications

dentity providers
User attributes

Users

2) Select+Add .

3) Inthe New application blade, set the Name to Awesome Computers and set Include web
app / web API to Yes.
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New application

* Name @

4) Setthe Reply URL to https://jwt.ms then select Create.

o X

| Awesome Computers

Web App / Web AP

Include web app / web APl @
Yes No

Allow implicit flow @&

&} Redirect URIs must all belong to the same domain

Reply URL @

httpsy//jwtms

App 1D URI (optional) @
https:/ iyl c nmicrosoft.com/

Native client

Include native client @

e I

New application

* Mame @

| Awesome Computers

Web App / Web AP

Include web app / web APl @
Yes

Allow implicit flow @

&} Redirect URIs must all belong to the same domain

Reply URL @

https://jwt.ms

App 1D URI (optional) @
https:/ iyyiemlignli: o nmicrosoft.com/

Native client

Include native client @

© 2018 Microsoft Corporation
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5) Close the application blade .
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Review the Identity Token Usihtps://jwt.ms

You can inspect identity tokens by using the page at https://jwt.ms. This site enables you to
review the token, and the decoded token and claims associated with the token that have been
issued by an IdP.

Perform the following steps to update the application reply URL to jwt.ms.

1)

In the Azure AD B2C blade, under the Policies section, selectProfile editing policies

Owerview

MANAGE

M Applications

dentity providers

User attributes

Users

POLICIES

Q Sign-up or sign-in policies

ﬂ Profile editing policies

% e

28

2)

3)

4)

5)

6)

ssword reset policies

Select the B2C_1_ProfileEditPolicy which was created earlier.

In the profile editing policy  blade select Run now . This will launch a browser with the
Run now endpoint URL.

Enter the credentials for the b2cTestUser@AwesomeYourLastname.onmicrosoft.com
that you created in the pre-module, and then select Sign in.

If this is the first time you have logged into the tenant with the test user account, you will
be asked to update your password. Enter thecurrent password , new password and
confirm the new password, then selectSign in.

After successfully authenticating, you will need to complete the user profile fields as the
Sign-in and Sign-up policy enforces the capturing of profile information. Enter the details
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as desired for the user profile then select Continue .

Postal Code
Postal Code

State/Province

State/Province

Postal Code
Postal Code

State/Province

State/Province

City City
City City
Job Title Job Title
Job Title Job Title
Surname Surname
Surname Surname

Given Name

Given Name

Given Name Given Name
Company Company
Company Company

Cancel

7) After successfully authenticating, you will be re-directed to https:/jwt.ms which is the
reply URL for the application. This is theURL where all tokens are returned, by the Azure
AD B2C OAuth 2.0 endpoint.

8) Inspect the decoded token and claims in https:/jwtms .

Token

Enter token below (it never leaves your browser):

ey]eeXAi0iIKVIQiLCIhbGei0iISUzIINIIsImtpZCI6I1g1ZVhrNHhSb2pORNVEMWESM11@d FhkbESQNCIINTAKTZZRRIRWQNdh TmsiFQ. eyJ1eHAIOFEIMFIOMIcOMjcsIm
51ZiTeMTUyMIQyMzgyNywidmvyIjoiMSAwIiwiaXNzIjoiaHR@CHMELY3sb2dpbiStalllyb3NvZnRybmxpbmUuY29tLzE@Y2NmY2VILTI3MT ctNGRhZS@4MIBiL TARODMz0GT
3NFOxMS92MidwlyIs TnNIYL I TFNmY TVMZTQ5LIWUxMzYENDky Yy @4MDg S L THIMWM2NDFkMZzI 17 CTs ImF1ZCI6ImVhZDOAMWVILTEINZEtNGU2My@4NGT 1L TMWMGZ iMDIKZ Tc@
NyIsImSvbmh1IjoiZGVmYXVsdESvbmN1TiwiaWF@IjoxNTIyNDIzODI3LCIhdXRoX3RpbWUIOFEIMFIOMIMAMI csImIpZCI6T FHmMYTVMZ TQS5LWUxMzYtNDkyYy@4MDg5LTNIM
WM2NDFkMzJ17CIsInRmcCI6TkIyQ18xX1Byb27pbGVFZG10UGYsaWN5IngG . hBwYY3LEmK1k1FDGFD7SdbT_9xse7oR7Z1belgd6GjvsICIF8C65L02REBAW_Ma_CWnAC_Qidoi
IFOMfehMubRbLSaS2vi2SQnmltZx2@zstEl_bMpkOr2bHRCvBTtkNHgPRxmRN2BOconMB7M_yNOTKHwcQob8juQSp2gNEQuonRXSIFSzZ I 2wXN-_vHGDAnKK@3e_@fR_cOmis
MgITKOUXkdZBLfkMGZ8wpaedBzbulCqSzyZfeglPELxUluCozvcAbbdON3y1LIGSGDQFrxT2UYLDuc_xNCgCq_zualNSvpSPS5knqEW7QG_oqedNrQd1XD1z0CjcKVyKjLris_
sw

This is an Azure AD B2C token.
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Decoded Token

Decoded Token Claims

{

I

"https://login.microsoftonline.com/14ccfcee-2717-4dae-820b-048338b76411/v2.@/",

“typt: “IWTT,

“alg": "RS256",

"kid": "X5eXkdxyojNFumlk12¥tv8d1NP4-c57d06QGTVBwallk™
“exp”: 15224274327,

“nbf": 1522423827,

ver”: "1.8",

"iss":

"sub": "3fa5fed9-2136-492c-8889-3elchdldi2ed”,
"aud": "eadd8lee-157a-4263-84be-308fb@2de747",
"nonce": "defaulthonce”,

iat": 1522423827,

"auth_time": 1522423827,
"oid": "3fa5fed9-2136-492c-8089-3elchdldiZed”,

tfpT:

"B2C_1_ProfileEditPolicy”

}.[Signature]

Claims

Decoded Token

Claim type

2xp
nbf

wver

nonce

auth_time

oid

tfp

30

Value

Fri Mar 30 2018 17:30:27 GMT+0100
{GMT Daylight Time)

Fri Mar 30 2018 16:30227 GMT=0100
{GMT Daylight Time)

1.0

https://login.microsoftonline. co
mfldccfoee-2717-ddae-B28b-B42338
b7ed11/ve. e/

ifasfedd-elie-492c-BEES- Ielcedld
32ed

eaddBlee-157a-4e63-Bdbe- 388Fba2d
ef4r

defaultMonce

Fri Mar 30 2018 16:30:27 GMT=0100
{GMT Daylight Time)

Fri Mar 30 2018 16:30:27 GMT+0100
{GMT Daylight Time)

ifatfedd-elie-492c-BeE9-Ielcedld
J2ed

BaC_1_ProfiletditPolicy

© 2018 Microsoft Corporation

MNotes

The "exp” {expiration time) claim identifies the expiration time on or after which the AT MUST NOT be
accepted for processing. (RFC 7519

The "nbf” (not befare) claim identifies the time before which the IWT MUST NOT be accepted for processing.
(REC 7519)

The version of the ID token, as defined by Azure AD B2C.

Thiz claim identifies the security token service (STS) that constructs and returns the token. It alzo identifies the
Azure AD directory in which the user was authenticated. Your app should validate the izsuer claim to ensure that
the token came from the v2.0 endpoint. It also should use the GUID portion of the claim to restrict the set of
tenants that can sign in to the app.

This is a principal about which the token asserts information, such as the user of an app. This value is immutable
and cannot be reassigned or reused. It can be used to perform authorization checks safely, such az when the
token is used to access a resource. By default, the subject claim is populated with the object ID of the user in the
directory. Refer to this article to leamn more.

An audience claim identifies the intended recipient of the token. For Azure AD B2C the audience is your app's
Application |0, a5 assigned to your app in the app registration portal. Your app should validate this value and
reject the token if it does not match.

The nonce is a strategy for mitigating token replay attacks. Your app can specify & nonce in an suthorization
request by using the nonce guery parameter. The value you provide in the request is emitted in the |D token's
nonce claim, unmodified. Your app can verify the value against the value it specified on the request, which
associates the app's session with a specific 1D token. Your app should perform this validation during the |D token
validation process.

The time st which the token was iszued, representad in epoch time.

The time at which the user authorized. (RFC 7519)

lns (EE]

The immmutzble identifier for the uzer account in the tenant. it can be used to perform autharization checks
zafely and az 3 key in database tsbles. This 1D uniguely identifies the user across applications - two different
applications signing in the same user will receive the same value in the oid claim. This means that it can be used
when making queries to Microsoft online services, such as the Microsoft Graph. The Microsoft Graph will returmn
thiz D az the id property for a given user account.

Thiz is the name of the policy that was used to acquire the ID token.
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Important Concepts

Unique IDg$or Applications

Each application registered in an Azure AD or Azure AD B2C tenant has a unique application ID
which is utilized as part of the trust mechanisms built into the Azure AD authentication libraries.
Applications contain unique IDs and secrets,which are used in applications to ensure that they
are authorized to request tokens from Azure AD tenants.

What are built in policies

Built in policies provide the user experience and are associated with IdPs and applications for
various user journeys. hese include Sign up, Sign In, Password Resets and Profile Editing
policies. Policies can be applied to multiple IdPs and applications that are registered in Azure AD
B2C which makes the development effort faster, reducing the time you need to spend on coding
the user journeys.

Policies are important to ensure that the right user attributes are captured as part of the sign up
or sign in process and are flexible enough so that you can add custom attributes too. Policies
also allow you to control the look and feel of the user journeys and also enforce Multi Factor
Authentication.

How do policies work

Policies you define are associated with one or more IdPs. When your application leverages Azure
AD B2C, the policies will determine the behavior when a user authenticates to the IdP. When

the token from the IdP is validated by Azure AD B2C, ensuring the signature is trusted, Azure AD
B2C then uses a policy specified in the Azure AD B2C tenant for the specific IdP and application.

How applications use policies

Applications receive user id_tokens to make authorization decisions. Users attributes, which may

be collected during a sign up or sign in policy, are used as claims that are present in the

id_token. Applications can then utilize the claims in the id_token, to understand the user in more

detail e.g. a claim can be used to expose different Ul elements based on a role associated with a
useros c¢cl ai ms, which are taken from attributes.

What are attributes and claims

Attributes are pieces of information which are tied to a user profile. You may want to collect
specific attributes as part of a sign up or sign in policy to ensure that you have collected the
necessary information for the application you are developing. Users will be presented with a
form, for each user journey, to ensure that the attributes are collected as part of the initial sign
up or sign in process.

Attributes of a user can be added to the wuserds
id_token through the policies, when they are authenticated by Azure AD B2C which be utilized
across different applications.
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Using policies for SSO across applications

Multiple applications within a tenant may use the same policies, which can result in Single Sign
on (SSO) to all the applications to which the user has access. By default, the configuration is set
at the tenant level, which means that multiple applications can share the same user session. This
means that once the user is authenticated to an application, the user can access multiple
applications registered in the same Azure AD B2C tenant, without having to follow a user
journey or be re-directed for authentication credentials.

For further information, see Azure Active Directory B2C: Token, session and single sigion configuration .

Pros and cons of using MFA

Multi -factor authentication (MFA) increases security, and also increases the fricgbn a user
experiences in their journey by adding more steps. You should use it in situations where you feel
increased security is paramount. There is also a cost to using MFA. While minimal, if you plan to
scale to tens or hundreds of thousands of users,you should consider the impact of MFA
scenarios.
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Module 2- Using Identity Providers with Azure AD B2C Built in Policies

Introduction

This module introduces you to IdPs and provide you with the steps to federate with Facebook
using Azure AD B2C. You will learn how to add Facebook as an identity provider and set up
Facebook federation with an Azure AD B2C tenant.

At the end of this module, you will be able to:
1 Register aFacebook developer account.
1 Create a Facebook application.
9 Create an Azure AD B2C ldentity Provider.
And, you will have a deeper understanding of the following concepts:
1 Identity Providers and federation
9 Authentication protocols supported by Azure AD B2C

This module should take approximately 15 minutes to complete.

See it in action
Before you begin the module, you can experience the end user journeys that you are about to
build at https://aka.ms/b2ccourse-2.
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Setup Social Sign In
Prerequisites
You must have an account in the Facebook for developers website, prior to implementing this

task. The following steps show how to setup an application in the Facebook for developers
website.

Setup the Facebodkpplication

34

1)

2)

3)

4)

5)
6)

7)

8)

Open a browser and navigate to_https:/developers.facebook.com/ , enter your account
details, and selectLogin .

If you do not have a current Facebook for developers account, selectCreate New
Account then enter the details as requested.

Navigate to https://developers.facebook.com/ , selectMy Apps , and then selectAdd a
New App.

Enter the application Display Name and a Contact Email address.

Create a New App ID

Display Name

Azure AD B2C

Contact Email

Facebook Platform Policies Cancel | EeEETERIR

SelectCreate App ID .

If you receive a Security Check message, enter the code on the screen in the box
provided and then select submit .

When you are shown the Add a Product page, note down the App ID as this will be
required for the configuration steps in the next set of tasks. Ensure that you handle this
information securely.

Click Settings in the left navigation pane and then click Basic.
¥ Settings -
Basic

Advanced
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9) Select+ Add Platform and then select Website.

35

Select Platfarm

[l &) &« @

Facebook Web Games Website ios Android

= 1 e P

Windows App Page Tab Xbox Play Station

Cancel

10) In the Site URL field, enter https:/login.microsoftonline.com/

11) In the Privacy Policy URL, enter https://privacy.microsoft.com , then select Save
Changes.

12) In the App Secret sedion of the page, Click Show to reveal the App Secret. You may
have to re-enter your password to complete this step.

13) Copy the App Secret when it is display on the page. Ensure that you handle this
information securely.

14) Click “"9PUSTS & in the left-hand navigation pane, and then select Set Up, under the
Facebook Login section.

Facebook Login

The world's number one social login product.

Read Docs SetUp
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15) Under Facebook Login , in the left-hand navigation pane, selectSettings .

16) In the Valid OAuth Redirect URIs field, enter

https://login.microsoftonline.com/te/AwesomeYourLasthame .onmicrosoft.com/oauth2/au
thresp , and then select Save Changes.

17) SelectApp Review in the left-hand navigation pane, and then toggle the Make the App

Public option from No to Yes.

Facebook Social Sign in Configuration Steps

Follow the steps below to configure Social Sign In, by adding an Identity Provider (IdP) within
your Azure AD B2Ctenant.

1)

2)

3)
4)

5)

6)
7

8)

9)

Log in to the Azure portal as B2CAdmin in your Azure tenant, and then switch to the
AwesomeYourLastname.onmicrosoft.com B2C tenant, where
AwesomeYourLastname is the name of your B2C tenant, and then selectSave
Changes.

Go to your Azure tenant. Sdect All services, in the Filter box enter B2C, and then select
Azure AD B2C.

In the Azure AD B2C blade, under the Manage section, selectldentity Providers .
Select+Add .

In the Add identity provider blade, in the Name field, enter Facebook, and then select
Identity provider type

In the Select social identity provider blade, selectFacebook, and then select OK.
In the Add identity provider blade, selectSet up this identity provider

In the Set up this social identity provider  blade, enter the Client ID (the Facebook App
ID) and Secret that was configured in the Facebook for developers website, and then
select OK.

In the Add Identity Provider blade, selectCreate.

10) You will be re-directed back to the Azure AD B2C o Identity Providers blade. This blade

should now show the Facebook Saocial Identity Provider which you have just created.

11) Ensure thatLocal Accounts is set to Email.

36
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References
The following references are provided for detailed steps to integrate additional IdPs with Azure
AD B2C.

[dP Reference

Microsoft Azure Active Directory B2C: Provide sigrup and sign-in to consumers with
Accounts Microsoft accounts

Facebook Azure Active Directory B2C: Provide sigrup and sign-in to consumers with
Accounts Facebook accounts

Google+ Azure Active Directory B2C: Provide sigrup and sign-in to consumers with
Accounts Google+ accounts

Amazon Accounts | Azure Active Directory B2C: Provide sigaup and sign-in to consumers with
Amazon accounts

LinkedIn Azure Active Directory B2C: Provide sigrup and sign-in to consumers with

Accounts LinkedIn accounts

Twitter Azure Active Directory B2C: Provide sigrup and sign-in to consumers with
Twitter accounts

GitHub Azure Active Directory B2C: Provide sigrup and sign-in to consumers with
GitHub accounts

Weibo Azure Active Directory B2C: Provide sigrup and sign-in to consumers with

Weibo accounts

QQ Azure Active Directory B2C: Provide sigrup and sign-in to consumers with
QQ accounts

WeChat Azure Active Directory B2C: Provide sigrup and sign-in to consumers with
WeChat accounts

Modify the SUSI Policy loclude Facebook

Azure AD B2C has an extensive policy framework which provides the consumer identity
experience and profile editing options. Azure AD B2C includes sigrrup and sign-in policies that
can be used across registered applications. It is recommened that you use a sign-up or sign-in

policy.
Follow the steps below to add the Facebook IdPs to the policies.

1) Inthe Azure AD B2C blade, under the Policies section, selectSign-up or sign -in-
policies , and then select+Add .
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2) Inthe Add policy blade, type ADandFacebookSignUporSigninPolicy in the Name field,
select Identity providers , selectFacebook, and then select OK.

3) Inthe Add policy blade, selectSign-up attributes .

4) In the Sign-up attributes blade, selectDisplay Name, Email Address, Given Name ,
and Surname, and then select OK.

5) Inthe Add policy blade, selectApplication claims .

6) Inthe Select application claims blade, selectDisplay Name, Email Address, Given
Name, Identity Provider, Surname ,andUs er 8 s Qhnd thentselect DK.

7) Inthe Add policy blade, leave Multi -Factor Authentication set to Off, and then select
Create.

Test the Facebook SUSI Policy
1) Inthe Azure AD B2C blade, under the Policies section, selectSign-up or sign -in
policies .

2) Selectthe B2C_1_ADandFacebookSignUporSigninPolicy .

3) SelectRun now . The Facebook signin page should appear.

Log in to Facebook

Password

Forgotten account? - Sign up for Facebook

Not now

4) Log in using your Facebook account. The jwt.ms page should appear, displaying the
identity token and claims returned Facebook.
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5) Click Claims, and verify that the Display Name (name), Email Address (emails), Given
Name (given_name), ldentity Provider (idp), Surname (family_name) ,andUs er 0 s
Object ID (oid) are all listed.

Important Concepts

What are IdPs?

An Il dentity Provider s pr i mdoryserprsystpnomireipaisshat o st or
has its own mechanisms to provide authentication to a known subject. A subject can be referred

to as a user identity. A typical example of an identity provider is Azure AD; it encompasses user

identities, groups and various pieces of information for each object it stores. For example,Azure

AD provides authentication services to Office 365 and each Office 365 application relies on

Azure AD to provide a user identity token, using common authentication protocols.

Authentication occurs at the 1dP and authorization occurs within an application.

What protocols does Azure AD B2C support?
A token that is signed by a trusted IdP is provided to Azure AD B2C,utilizing one of the
following authentication protocols which are supported by Azure AD B2C.

1 OAuth 2.0
1 Open ID Connect (OIDC)
1 SAML 2.0

A user ID token or application token, also referred to as am App token, is provided by Azure AD
B2C to an application, which provides an authentication context for the user or application
respectively. Applications can utilize claims, based on the identity, present within the token e.g.
to make decisions on what the users role is within the application.
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Module 3: Application Integration for a .Net Web App

Introduction

In this module, you will download the sample web application and configure it to utilize your
Azure AD B2C tenant and policies created in Module 1. You will then publish the application and
examine the claims associated with an id_token. The web application itself is very simple; all it
does is configure the OWIN middleware that implements the OAuth 2.0 authentication protocol
to integrate with your Azure AD B2C policies, ard then display the resulting identity token when
the user has connected.

At the end of this module, you will have registered an application, edited the application to
incorporate policies, and edited the authorization token path.

And, you will have a deeper understanding of the following concepts:
1. How to register a relying party application
2. How to configure an application to utilize Azure AD B2C policies
3. Installing OWIN Middleware
4. Examine claims using jwt.ms

5. This module should take approximately 45 minutes to complete.
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Register a Relying Party Application

A relying party application is required within the Azure AD B2C tenant so that it is authorized to
retrieve tokens from the Azure AD B2C tenant. Therelying party application has several
important pieces of information that describe the application so that it can be integrated with
the Azure AD B2C tenant. The information that is required to register the relying party
application has been listed below.

I Name & the name of the application

9 Application Type 6 Web app / API or a Native application

1 Sign-on URLS A URL where users will sign into the application
Follow the steps below to configure a relying party application in the Azure AD B2C tenant.
1) Log into the Azure portal as B2CAdmin .

2) Switch to the AwesomeYourLastname.onmicrosoft.com  directory to access your B2C
tenant.

3) SelectAzure AD B2C from your favorites.
4) In the Azure AD B2C blade, in the Manage section, select Applications.

Crverview

MANAGE

I M Applications I

dentity providers
User attributes

Users

5) Select the Awesome Comp uters application.

6) Make a note of the Application ID. You will need this when you configure the sample web
application later.
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H Save ¥ Discard I Delete

*
Name @

Awesome Computers

Application ID @
a8656df5-dda8-4852-90d7-f345e78f06b3

Web App / Web API
Include web app / web APl @

Allow implicit flow @

) Redirect URIs must all belong to the same domain

Reply URL @

https://jwt.ms

7) Change the Reply URL to https://AwesomeYourLastname.azurewebsites.net . This is the
URL that you will to deploy the sample web application. Note that if you deploy the web
application to a different location, you must remember to update this URL for the
application.

8) You need to create an application secret to enable B2C to integrate with your web app.
SelectKeys, and then select Generate Key .

Awesome Computers - Keys

+ Generate key

je & E Save 9 Discard

GENERAL App key @

Save the app to view the key.
- Properties

API ACCESS (PREVIEW)
APl access (Preview)

‘= Published scopes (Preview)

9) SelectSave and note down the App key value. You will reference this key later in the
web.config file for the sample application.
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You must continue to manage the application in the Azure Portal, not with PowerShell. For
example, if you edit the application registered in an Azure B2C tenant using the Azure Portal,
subsequently managing the application with PowerShell is unsupported. For further
information, see Azure Active Directory B2C: Register your application faulted apps section.

Download the Sample Application and Open it in Visual Studio
Follow the steps below to download the sample application to the local C:\B2Course
SampleApp folder. This sample application will be used throughout the course.

1)

2)

3)
4)

5)

6)

7)

43

Navigate to the following URL to download t he sample application.
https://github.com/Azure -Samples/active directory-b2c-training -course.
Note, download all the assets at this site as you will need them throughout the course.

If your browser shows a popup message to provide permissions to download the file, select
OK. If you opened the above URL in PDF, selecOpen.

Select the downloaded zip file in the browser to open the zip file contents.
Right-click the folder in the zip file and select Copy.

Navigate to the [C:\B2Course SampleApp] folder, right-click in the explorer window and
then select Paste. The contents of the solution from the zip file will be copied into the folder.

Start Visual Studio and open the B2C-WebAPI -DotNet.sIn solution in the CAB2Course-
SampleApp \ MsftBuild2018.AwesomeComputers_Before folder

SelectOK to the security warning. A sample of the security warning is shown below.

Security Warning for TaskWebApp ? X

You should only open projects from a trustworthy source.

The project file TaskWebApp may have come from a location that is not fully trusted. It could present a security risk
by executing custom build steps when opened in Microsoft Visual Studic that could cause damage to your
computer or compromise your private information.

Would you like to open this project?

Ask me for every project in this solution

I
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Edit the Application to Include SISU, Profile Edit andPassword Reset Policies
1. In Solution Explorer, in the AwesomeComputers project, select the Web.config file.

2. Inthe <appSettings> section of the file, replace the placeholders for the
SigninSignUpPolicyld , EditProfilePolicyld , and ResetPasswordPolicyld settings with
the names of the policies you created in module 1, as follows:

<configuration>
<appSettings>
<add key="ida:SignUpSigninPolicyld" value="B2C_1_SignUpOrSigninPolicy" />
<add key="ida:EditProfilePolicyld" value="B2C_1_ProfileEditPolicy " />
<add key="ida:ResetPasswordPolicyld" value=B2C_1 PasswordResetPolicy' />
</appSettings>
</configuration>

3. Replace the value of theRedirectUri setting with the URL that you specified when you
registered the application in the Azure portal,
https://AwesomeYourLastname.azurewebsites.net

<configuration>
<appSettings>

<add key="ida: RedirectUri" value=" https://AwesomeYourLastname.az urewebsites.net " />

</appSettings>
</configuration>

4. Save the file.

Edit the Application to Add the Tenant ID
In the web.config file, update the app setting for the Tenant to reference the tenant ID for
your Azure AD B2C tenant. ReplaceAwesomeComputers with the name of your B2C tenant:

<configuration>
<appSettings>
<add key="ida:Tenant" value=" AwesomeY ourLastname.onmicrosoft.com " />

</appSettings>
</configuration>
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Edit the Application to Include the Client ID and Client Secret
In the web.config file, update the app setting for the Clientld and specify the app id and app
secret that you generated earlier using the Azure portal.

<configuration>
<appSettings>

<add key="ida:Clientld" value=" Applicationld " />
<add key="ida:ClientSecret" value="ApplicationSecret "/>

</appSettings>
</configuration>

Note: The generated client secret may require escape characters to be correctly parsed in the
web.config (XML). Use an XML escape tool such abttps://www.freeformatter.com/xml -
escape.html#ad-outp ut to escape any special characters. In a production scenario, escape these
characters manually or generate your own secret using powershell.

Configure the Edit Profile and Reset Password Links

The web application includes links that enable the user to edit their profile and reset their
password. However, to keep the code straightforward, these links are hardcoded into the user
interface, and by default reference a version of the application running in the AADB2CTraining
domain. You should modify these links to reference your own web application.

1) In Solution Explorer, in the AwesomeComputers project, expand the Shared folder, expand
the Home folder, and then select the _LoginPartial.cshtml file.

2) Inthe _LoginPartial.cshtml file, modify the two <a> elements as follows. Replace
AwesomeYourLastname with the name of your Azure AD B2C tenant, and specify the value
that you added to the web.config file for the ClientID :

<ul class="nav navbar-nav navbarright">
<li>

<a
href="https://login.microsoftonline.com/ AwesomeYourLasthame .onmicrosoft.com/oauth2/
v2.0/authorize?p=B2C_1_ProfileEditPolicy &client_id= ClientID &nonce=defaultNonce&redi
rect_uri=https%3A%2F%2RAwesomeYourLastname .azurewebsites.net&scope=openid&res
ponse_type=id_token">

Edit Profile

</a>
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3)

</li>

<li>

<a
href="https://login.microsoftonline.com/ AwesomeYourLasthame .onmicrosoft.com/oauth2/
v2.0/authorize?p=B2C_1 PasswordResetPolicy&client_id= ClientID &nonce=defaultNonce
&redirect_uri=https%3A%2F%2FAwesomeYourLastname .azurewebsites.net&scope=openid
&response_type=id_token">

Reset Password
</a>
</li>
</ul>

Save the file.

Examine the OWIN Middleware Configuration

4)

5)

46

In Solution Explorer, in the AwesomeComputers project, expand the App_Start folder, and
then select the Startup_Auth.cs file. This file contains the code that configures the OWIN
middleware when the web application starts running.

Examine the ConfigAuth method. This is the code that initializes the OWIN middleware:

public void ConfigureAuth(IAppBuilder app)
{

app.SetDefaultSigninAsAuthenticationType(CookieAuthenticationDefaults.AuthenticationTyp
e);

app.UseCookieAuthentication(new CookieAuthenticationOptions());

app.UseOpenldConnectAuthentication(

new OpenldConnectAuthenticationOptions

{

/I Generate the metadata address using the tenant and policy information
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MetadataAddress = String.Format(Aadinstance, Tenant, DefaultPolicy),

/I These are standard OpenID Connect parameters, with values pulled from
web.config

Clientld = Clientld,
RedirectUri = RedirectUri,

PostLogoutRedirectUri = RedirectUri,

/I Specify the callbacks for each type of notifications

Notifications = new OpenldConnectAuthenticationNotifications

{
RedirectToldentityProvider = OnRedirectToldentityProvider,
AuthorizationCodeReceived = OnAuthorizationCodeReceived,

AuthenticationFailed = OnAuthenticationFailed,

/I Specify the claim type that specifies the Name property.

TokenValidationParameters = new TokenValidatiomParameters

{

NameClaimType = "name"

/I Specify the scope by appending all of the scopes requested into one string
(separated by a blank space)

Scope = $"openid profile offline_access"
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6) The remaining methods in the file, OnRedirectToldentityProvider
OnAuthenticationFailed , and OnAuthorizationCodeReceived are handlers that respond to
authentication and authorization events raised by the OWIN middleware. Note that the
OnAuthenticationFailed method also handles password resets.

Publish the Sample Application
Follow the steps below to publish the application to the Azure Web App.

7) In Solution Explorer, right-click the AwesomeComputers project, then select Publish.

Solution Explorer v I x

= O R 7
< o8- o-5¢ @] #

Search Solution Explorer (Ctrl+;) P~

%] Solution 'B2C-WebAPI-DotNet' (3 projects) -

4 .nuget
1 ¥ NuGet.Config
] NuGet.exe
() NuGet targets
A @1 AwesomeComputers
Build

Rebuild

e

Clean

View >
Analyze 3
Convert d

I@'f Publish...

Open Cosmos DB Explorer...

Publish Stored Procedures
Overview
Scope to This
& New Solution Explorer View nResult
¥ Show on Code Map

Build Dependencies >

Add >

B Manage NuGet Packages...

8) SelectCreate new profile .

9) In the Pick a publish target dialog box, select App Service, selectCreate New, and then
select Publish .
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Pick a publish target

Eﬁ’j App Service
Azure Virtual Machines

3 1S, FTP, etc

B Folder

Import Profile...

Azure App Service

Fully managed, and highly scalable cloud environment

(® Create New

O Select Existing

Publish - Cancel

10) In the Create App Service dialog box, connect to your Azure tenant as the B2CAdmin
account, and specify the name of your app (AwesomeYourLasthame ).

Create App Service

Default Di _
Host your web and mobile applications, REST APIs, and more in Azure b2cadmin

X

App Name

Explore additional Azure services

| AwesomeSurname

| ﬁ Create a SQL Database

Subscription

| Free Trial

Resource Group

|App\ nsightsResourceGroup (eastus)

'I New... I

Hosting Plan
|StoreMembershipApi201 80430023949Plan (Central US, ST - [ New... I Clicking the Create button will create the following Azure
resources
App Service - AwesomeSurname
Export...

Create Cancel

11) SelectNew to create new resource group and name it AwesomeComputersApp .

12) SelectNew, next to the App Service Plan field.
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13) In the Configure Hosting Plan dialog box,
a. enter AwesomeComputersAppServicePlan for the App Service Plan Name.
b. Select your location.

c. SelectB1 (1 core, 1.75 GB RAM) for the size, and then select OK.

X

Configure Hosting Plan

A hosting plan is the container for your app. The hosting plan settings will
determine the location, features, cost and compute resources...

pp Service Plan
AwesomeComputersAppServicePlan |

Location

|Central us hd |

Size

B1 (1 core, 1.75 GB RAM) -

OK Cancel

14) In the Create App Service dialog box, select Create.

15) Publish the Application by selecting "Publish":

Publish

Azure successfully configured:

Y AwesomeComputers - Web Deploy Publish

16) Wait while application is deployed.

17) Ensure the build has succeeded and the Web App was published successfully. You should
see messages similar to the following in the Output window of Visual Studio.
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Build: 1 s c
Publish: 1 succeeded

Shell Interactive Window Package Manager Console  Web Publish Activity Find Symbol Results

18) When the application has deployed, it will launch in the browser and display the sign-in
page. Do not sign in yet , just close the browser window.

Test the Deployed Application
1) In aweb browser, navigate to your app web address,
https://AwesomeYourLastname.azurewebsites.net

2) In the sign-in page, log in as TestUser@AwesomeYourLastname.onmicrosoft.com

3) Verify that you are signed in successfully. You should see the following page.

@ Awesome Com puters Edit Profile Reset Password

Welcome to Awesome Computers!

‘Back To B2C Training

© 2018 - Awesome Computers, Inc.

5. SelectView Token Contents . You will be presented with a page generated by using the web
site at https://jwt.ms which you used in Module 1 to display the identity token for the signed -
in user.

Note: If you select Back To B2C Training , you will be taken to the aadb2ctraining web site.

6. SelectClaims, and view the claims passed to the web app by the SUSI policy.

Important Concepts

Authentication Flows for Web Apps
There are several common authentication flows for web apps and APIs. They are:
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1) A user authenticating to a web application.

2) A user authenticating to a web API.

3) An application authenticating to a web API on behalf of a user using a confidential client.
4) A service authenticating to another service (service to service).

5) A mobile or native application authenticating to a web API.

For whichever scenario you need to develop, pleasesee Azure Active Directory B2C: Types of
applications for further information.
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Claims and Tokens Overview

The user id_token , which is issued by Azure AD B2C, contains claims that provide web apps and
APIs important information that can be used to make authorization decisions in applications
and/or surface different user interface elements or text specific to a user. The id_token is
essentially a security token that is signhed by the Azure AD B2C tenant as part of the
authentication flow. Azure AD issues an id_token, the application utilizes the token with Open ID
Connect.

Bearer tokens are also security tokens that provide the bearer access to resources such as an
API. These are presented to a resource and the resource determines if the bearer token is
trusted and valid for use as part of a request. You must ensure that dl tokens are transmitted
securely.

Access tokens and refresh tokens are also provided by Azure AD B2C, andhave claims present
to authorize access to APIs. When an API receives an access token it must validate the access

token before authorizing the use of the access token. Refresh tokens are used to request a new
access token as the access token lifetime isiinited and configurable within Azure AD B2C.

For further information, see Azure AD B2C: Token reference

Incorporating Azure AD B2C intasting applications
To incorporate Azure AD B2C into existing applications you need to perform the following steps:

1) Ensure the application is registered in the Azure AD B2C tenant so that the application
can receive tokens, and ensure the reply url is setto the application authorization path.

2) Integrate Azure AD authentication, MSAL Libraries, and Open ID Connect middleware
into the application project.

3) Change the configuration files to include the following information:
a) Azure AD B2C tenant ID.

b) Application ID and secret
c) Azure AD B2C policy names which you intend to use in the application
d) Handle the Azure AD B2C notifications

e) Ensure that the application has the correct permissions to any resources i.e. Azure AD
B2C permissions to read directoly data
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Azure AD V1 vs V2 Endpoints

Azure AD provides a v1 and v2 endpoint which utilizes OAuth 2.0 to issue JSON Web Tokens. It
is important to understand the differences between both endpoints and the limitations. The v1
endpoints are commonly access using the Active Directory Authentication Library for work or
school accounts. The v2 endpoint is utilized using the Microsoft Authentication Library and
provides integration with Azure AD B2C and thus provides access to any IdP supported by Azure
AD B2C, which includes all the 1dPs referencedn Module 1.

For further information, see\What's different about the v2.0 endpoint?
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Module 4. UX Customizatiosing Builin Functionality
At the end of this module, you will be able to:

9 Customize the HTML pages displayed by B2C policies.
1 Modify the style of email messages sent by B2C policies to match the corporate design.
1 Localize the HTML content generated by B2C policies.
And, you will have a deeper understanding of the following concepts;
1 Customized Azure AD domains.

9 Built-in localization strings used by B2C policies.

This module should take approximately 40 minutes to complete.
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Introduction

In this module, you will customize the user experience of the policies implemented by your
Azure AD B2C application to match the corporate look and feel of the Awesome Computers
organization. You will also add localization to the policies to support Spanish-speaking users,
and you will increase the password complexity requirements for users to make the application
more robust to attack.

See the end user experience you are about to build

In the demonstration site, you will perform the following tasks:
9 Login on the customized screen.
At the end of this module, you will be able to:
i Customize the HTML pages displayed by B2C policies. To achieve this, you will:
a. Create a storage account for holding customized content.
b. Create HTML content for the Profile Edit policy and the SUSI policy.
c. Upload the HTML content to blob storage
d. Update the SUSI and Profile Edit policies.
1 Customize email messages sent by the B2C app.
1 Add localization to support Spanish-speaking users.

1 Modify the password complexity of policies.

Customize the HTML Pages Displayed by B2C Policies

You can customize the Azure AD B2C user interface to match the look and feel of your existing
applications and provide a seamless experience to users. Specifically, you can customize the
pages that appear in response to the SUSI, sigaup, sign-in, profile editing, and password reset
policies.

To customize the interface, you provide the HTML5 content in the form of HTML fragments and
CSS styling. The content includes placeholders where Azure AD B2Gpecific content is
generated and inserted when the policies run. You save your HTML5 content to a convenient
and accessible location, and provide the URL of this content to your policies; different policies
can reference different HTML fragments. At run-time, the policy retrieves your content and
merges it with content that it generates for the placeholders. Note that the site that hosts your
content should expose an HTTPS endpoint with CrossOrigin Resource Sharing (CORS) enabled.
The GET and OPTIONS request methods must both allow CORS.
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Follow these steps to aeate a custom HTML page, upload it to the cloud, and associate it with a
policy in the Azure AD B2C tenant.

Create a Storage Account for Holding Customized Content:
Note : This series of steps uses Azure Blob Storage to hold the HTML content, but you can
host this material anywhere that is accessible to Azure AD B2C. This includes publicly
accessible web servers, CDNs, AWS S3, and file servers. The prime requirements are that the
content is accessible through HTTPS and CORS has been enabled.

1) Log into the Azure portal as the B2CAdmin account in your Azure tenant. Do not log
into the domain for the B2C tenant

2) SelectCreate a resource, type Blob Storage in the search field, and then select Storage
account & blob, file, table, queue

3) Inthe Storage account & blob, file, table, queue blade, selectCreate.

4) In the Create storage account blade, specify the following settings and then select
Create.

1 Name: A unique name for the storage account. For example,
AwesomeYourlastnameUX

9 Account kind : Blob storage

1 Accept the default values for the remaining settings (create a new resource group
for the storage account if required)

5) When the storage account has been created, selectAll resources , and then select the
new storage account.

6) Inthe Services section of the blade, selectBlobs.
7) Inthe Blob service blade, select+Container .

8) Add a container with a convenient name, such asb2c, set the Public access level to
Blob, and then select OK.

+ Container {) Refresh M Delete

New container

* Name
b2c

Public access level @

Blob (anonymous read access for blobs only) A4

Cancel
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9) Return to the blade for the storage account, and then select Access keys. Make a note of
the value of key1.

Create HTML Content for the Profile Edit Policy and the SUSI Policy
1) On your computer, create a new folder named PolicyUX under the B2Course-
SampleApp folder. Copy the subfolders named css,images, and fonts and their content
from the ui-customizations folder under the sample app to the PolicyUX folder.

2) Using Visual Studio, create a custom HTML5 page for the Profile Edit policy, as follows.

a. Replace the URLs highlighted in bold with the address of the blob storage
container you created eatrlier.

b. Name the file updateprofile.html , and save it in the PolicyU X folder you created
in the previous step.

<IDOCTYPE html>
<html>
<head>

<title>Update Profile</title>
<meta charset="utf -8" />
<meta http -equiv="X-UA-Compatible" content="IE=edge">
<meta nhame="viewport" content="width=device -width, initial-scale=1">
<!-- TODO: favicon-->

<link href="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.5/css/bootstrap.min.css"
rel="stylesheet" type="text/css" />

<link
href="https://awesomeyoursurnameb2cux.blob.core.windows.net/b2c /css/global.css"
rel="stylesheet" type="text/css" />

</head>
<body>
<div class="container self_asserted_container">
<div class="row">

<div class="col-md-6 col-md-offset-3 col-sm-8 col-sm-offset-2">
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<div class="panel panel-default">
<div class="panel-body">
<div class="image-center">

<img alt="Awesome Computers" class="login -logo"
src="https://AwesomeYourLastnameUX.blob.core.windows.net/b2c fimages/logo
.png" />

</div>
<h3 class="text -center">Update your current profile</h3>
<div id="api" data -name="SelfAsserted">
</div>
</div>
</div>
</div>
</div>
</div>
</body>
</html>

The page references a style sheet andmage files that provide a corporate look and feel that
matches the styling used by other applications published by Awesome Computers. You will
upload the CSS and image files to blob storage. Note that the URLSs for these items reference
the container you created in the previous step.

The <div> highlighted in bold is the placeholder that will be replaced with content generated

by the policy at runtime. It is important to set the id attribute of this section to api. The content
generated by the policy uses aset of specific HTML class and id attributes. These attributes are
documented online at https://docs.microsoft.com/azure/active -directory-b2c/active-directory-b2c-
reference-ui-customization. The css file contains styles that modify the way in which elements in
this content are displayed.

3) Create another HTML page for customizing the SUSI user experience. Again, specify the
URLSs for your bbb storage account where highlighted. Save this page in the same folder,
and name it unified.html . Again, notice that this page includes a<div> named api.
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<IDOCTYPE html>
<htm|>
<head>

<title>Sign in</title>
<meta charset="utf-8" />
<meta http -equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device -width, initial -scale=1">
<!-- TODO: favicon-->

<link href="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.5/css/bootstrap.min.css"
rel="stylesheet" type="text/css" />

<link href=" https://AwesomeYourLastnameUX.blob.core.windows.net/b2c/ css/global.css”
rel="stylesheet" type="text/css" />

</head>
<body>
<div class="container unified_container">
<div class="row">
<div class="col-md-6 col-md-offset-3 col-sm-8 col-sm-offset-2">
<div class="panel panel-default">
<div class="panel-body">
<div class="image-center">

<img alt="Awesome Computers" class="login -logo"
src="https://AwesomeYourLastnameUX.blob.core.windows.net/b2c /images/logo.png" />

</div>
<h3 class="text-center">Sign in with your existing account</h3>
<div id="api" data -name="Unified">
</div>
</div>

</div>
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</div>
</div>
</div>
</body>
</html>

Upload the HTML Content to Blob Storage
1) On your desktop computer, download the Azure Blob Storage helper tool from
https://github.com/azureadquickstarts/b2c -azureblobstorage-
client/raw/master/B2CAzureStorageClient.zip Extract this archive into a convenient folder.

2) Run the B2CAzureStorageClient.exe utility extracted from the archive. You use this
utility to upload the HTML files and content that implement the customized user
interface. At the prompt, enter the following details:

a. The name of the storage account. For example, awesomecomputersb2cux
b. The value ofkeyl, the access key for the storage account, recorded earlier.
c. The name of the storage container you created earlier. For example b2c.

d. The folder on your computer that contains the customized HTML pages,
including the subfolders holding the css and image files. For exampleB2Course-
SampleApp \ PolicyUX.

3) Verify that the pages were uploaded correctly, and that a message appears indicating
that the CORS policy has been set.
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BX Command Prompt - C\Temp\B2CAzureStorageClient\B2CAzureStorageClient.exe — O X

It will also enable CORS access from all origins on each of the files.

Enter your Azure Storage Account name:
awesomeyoursurnamebzcux
Enter your Azure Blob Storage Primary Access Key:
4y70e531Pgkhe7vdfrdj1KfvtVRMc1nX5MjDCVKy2/5UAqGz1gtycRO16wzDpNP1aJA7 IngXrhNF7zGeelERNQ==
Enter your Azure Blob Storage Container name:
b2c
Enter the path to the directory whose contents you wish to upload:
C: \Temp\B2Course-SampleApp\PolicyUx
uploaded file unified.html to Azure Blob Storage
uploaded file updateprofile.html to Azure Blob Storage
uploaded file css\global.css to Azure Blob Storage
uploaded file fonts\glyphicons-halflings-regular.eot to Azure Blob Storage
uploaded file fonts\glyphicons-halflings-regular.svg to Azure Blob Storage
uploaded file fonts\glyphicons-halflings-regular.ttf to Azure Blob Storage
uploaded file fonts\glyphicons-halflings-regular.woff tc Azure Blob Storage
uploaded file fonts\Ubuntu-Bold.ttf to Azure Blob Storage
uploaded file fonts\Ubuntu-Regular.ttf to Azure Blob Storage
uploaded file images\activedirectory.png to Azure Blob Storage
uploaded file images\background.jpg to Azure Blob Storage
uploaded file images\facebook.png to Azure Blob Storage
uploaded file images\googleplus.png to Azure Blob Storage
uploaded file images\logo.png to Azure Blob Storage
uploaded file images\microsoft.png to Azure Blob Storage
uploaded file images\salesforce.png to Azure Blob Storage
Successfully set CORS policy, allowing GET on all origins. See https://msdn.microsoft.com/en-us/library/azure/dn535601.
aspx for more.
Press Enter to close...

4) You can test the page by using a Web browser; navigate to the URLhttps:// <storage
account name >.blob.core.windows.net/< container >/<page>.html , where <storage
account name> is the name of your storage account (awesomecomputersb2cuy
<container> is the name of the blob container (b2c), and page is the name of either of
the HTML files you uploaded (updateprofile.html or unified.html)

B @ [ update profie 5 o x ® & O sgnn + - © x

@ Awesome Computel

Update the SUSI and Profile Edit Policies
Once you have created and uploaded the HTML pages that define the user intaface for a set of
policies, you can modify each policy to reference the appropriate page.

1) Inthe Azure portal, switch to the AwesomeY ourLastname.onmicrosoft.com B2C tenant.
2) Select Azure AD BC from your favorites.
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3) In the Policies section of the Azure AD BZC blade, select Signup or sign-in policies, and then
select B2C_1 SignUporSigninPolicy.In the SIGNP OR SIGNIN POLICY blade, select Edit,
and then in the EDIT POLICY blade, select Page Ul customization.

4) |n the Page Ul customization blade, selectUnified sign-up or sign -in page . SetUse
custom page to Yes, and then enter the URI of the unified.html page you uploaded to blob
storage; https:// <storage account
name >.blob.core.windows.net/< container >/unified.html

Page Ul cu izati Unified sign-up or sign-in page

B2C_1_SignUpOrs

Page Ul customization

Unified sign-up or sign-in page S
Default Use custom page

Yes
Local account sign-up page 5 n o
Default Custorn page UR

| https://awesomeyoursurnameb2cux.blob.core.windows.net/b2c/unified.html
Social account sign-up page . i
Default > Identity providers
NAME LABEL IDENTITY PROVIDER

Error page 5
Default Mo results

5) In the Unified sign -up or sign -in page blade, selectOK.
6) In the Page Ul customization blade, selectOK.

7) Inthe Edit policy blade, selectSave.

8) In the Policies section of the Azure AD B2C blade, selecProfile editing policies , and then
selectB2C_1 ProfileEditPolicy .

9) Inthe PROFILEEDITING POLICY blade, select Edit, and then in the EDIT POLICY blade, select
Page Ul customization.

10) In the Page Ul customization blade, selectProfile Edit page . In the Profile Edit page blade,
set Use custom page to Yes, and then enter the URI of the prof ileedit.html page you
uploaded to blob storage: https://<storage account
name>.blob.core.windows.net/<container>/updateprofile.html
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Profile Edit page

Page Ul customization

Profile Edit page S
Default Use custom page
e
Error page
Default > ™ Custom page URl @
| https://awesomeyoursurnameb2cux.blob.core.windows.net/b2c/updateprofile.html v

Profile Attributes

11) In the Profile Edit page blade, selectOK.
12) In the Page Ul customization blade, selectOK.
13) In the Edit policy blade, select Save.

14) Return to the B2C_1_SignUpOrSigninPolicy, and in the B2C_1_SignUpOrSigninPolicy blade,
select Run now .

15) Verify that the sign-in page for the application appears. It should display the styling and

images specified by the unified.html page:

‘[E & A Editpolicy - Microsoft Azun | T Sign in X |+ . o

O 6 Joginmicroso

Sign in with your existing account

Email Address

16) Sign in as TestUser@AwesomeYourLastname.onmicrosoft.com.
17) When the Awesome Computers page appears, select Edit Profile at the top of the page.

18) Verify that the customized version of the update profile page for the application appears:
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B < /A Editpolicy - Microsoft Azure | 5 Update Profile X |+ v —

O
— > O 0 8 login.microsoftonline.com t if{ 3= 7. &2 -

Update your current profile

Surname

User

Postal Code

AA999

Given Name

Test

Display Name

TestUser

Country/Region

Australia

city

Alice Spring

Cancel

19) Close the update profile page and return to the Azure portal.

Customize Email Messages sent by the B2C App

When a user signs up or needs to reset their password, Azure AD B2C responds by sending
emails containing confirmation codes to the user's registered email address. These emas have a
default style, but you can use the Azure AD company branding feature to modify features such
as the logo displayed at the bottom of the email, the signature, and the background color of the
banner displayed at the top. The following steps show how to perform these tasks.

1) Inthe Azure portal, select Azure Active Directory
2) SelectCompany branding , and then select Configure .

3) Inthe background image box, specify the name of the image file provided with the
sample application, B2CCourse-SampleApp \ ui-
customizations \images\background_web.jpg

4) In the Banner logo box, specify the name of the logo file provided with the sample
application, B2CCourse-Sample App\ui-customizations \images\logo_small.jpg .
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5) Set the background color to #A9CBFF, selectSave, and then close the Edit company
branding blade.

Edit company branding

Sign-in page background image
e 920x1080px

Bannertas Awesome Computers

Image size: 280x60px

File size: 10KB N

File type: Transparent PNG or JPG ‘ E

User name hint @

Sign-in page text @

Advanced settings

Sign-in page background color @ #A9CBFF

6) Inthe Azure Active Directory blade, selectProperties . In the Properties blade, in the
Name box enter Awesome Computers , and then select Save.

7) SelectAzure AD BC from your favorites.

8) In the Policies section of the Azure AD B2C blade, selectPassword reset policies , and
then select B2C_1 PasswordResetPolicy:.

9) Inthe PASSWORD RESET POLIChlade, selectRun Now .

10) In the verification page, enter the email address associated with your account, and then
select Send verification code.

11) When you receive the verification email, note that it has been branded with the color,
logo, and domain name.
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Verify your email address
Thanks for verifying your: raccount!
Your code is: 442120

Sincerely,
Awesome Computers

il adess Plas ‘ = Awesome Computers

Add Localization to Supp@paniskHSpeaking Users

Localization enables Azure AD B2C to present the HTML pages displayed by your application
policies in the language most appropriate to the user and their location. The language to use is
passed as a parameter in the HTTP requests s# to Azure AD B2C.

Azure AD B2C provides automatic translation of the HTML content that it generates, depending
on the user's login locale, or the locale specified by the browser. You can also customize the way
in which translations are performed and provide your own translation strings.

Perform the following steps to enable translation of content generated for the SUSI page by
Azure AD B2C to Spanish. You should repeat this process for any other policies used by your
application.

1) Inthe Azure portal, select Azure AD B2C from your favorites.

2) Inthe Policies section of the Azure AD B2C blade, selectSign-up or sign -in policies ,
and then select B2C_1_SignUporSigninPolicy .

3) Inthe SIGN-UP OR SIGNIN POLICY blade, selectEdit, and then in the EDIT POLICY
blade, selectLanguage customization .

4) In the Language customization blade, selectEnable language customization . In the
confirmation message box, selectYes.
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Language customization (Preview)

+ Add custom language @ Enable language customization

Enable language customization

Are you sure you want to enable this feature? Language customization will change some behaviors in
your policy. It is not recommended to test this feature on production policies. Once enabled, your policy
will react when the locale is passed as a parameter.

cestina cs
dansk da
Deutsch de
EAAnvikG el
English en
espafio es

suomi mn

5) Inthe Language customization blade, selectespafiol.

6) In the es espaiiolblade, set Enabled to Yes, selectSave, and then close the blade.

e5

espaiiol

Enabled
-

7) Close the Language customization blade.
8) Inthe SIGN-UP OR SIGN-IN POLICY blade, selectRun now .
9) Verify that the English language version of the sign-in page appears.

10) Modify the URL in the browser, and append the string &ui_locales=es to the end of the
address:

https://login.microsoftonline.com/AwesomeYourLastname.onmicrosoft.com/oauth2/v2.0
/[ & login&ui_locales=es

The ui_locales parameter indicates the locale that should be used to display a page. Azure B2C
determines the locale by examining the user's own configuration in the domain and includes the
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appropriate ui_locales parameter as a query string parameter. Some browsers (not Microsoft
Edge) also enable you to change the locale as a browser configuration setting.

11) Verify that the sign in page is presented in Spanish.

Modify the Password Complexity of Policies

Azure AD B2C is able to detect bruteforce password attacks and dictionary password attacks,
and differentiate users attempting to recall or mistyping a password from hackers and botnets.

In the event of a suspected attack, Azure AD B2C will lock the affected account. Additionally, to
help prevent successful attacks, users should create passwords that are sufficiently complex. You
can use the following steps to configure password complexity, and enforce custom complexity
rules when users sign up or reset their passwords. Note that password strength applies to SUSI,
password reset, and sigrrin policies, and that you must configure each of these policies
separately.

1) Inthe Azure portal, select Azure AD BC from your favoites.

2) In the Policies section of the Azure AD B2C blade, selectSign-up or sign -in policies ,
and then select B2C_1_SignUporSigninPolicy .

3) Inthe SIGN-UP OR SIGNIN POLICY blade, selectEdit, and then in the EDIT POLICY
blade, selectPassword com plexity .

4) In the Password complexity blade, selectCustom. SetMinimum length to 12. Set
Character classes required to Must contain all of the following: uppercase,
lowercase, numbers, symbols , and then select OK.

Password complexity (Preview)

Define password rules for user sign-up or password reset.

Character set

All Numbers only

Minimum length
[ 12 v

Maximum length
64 v

Character classes required

Must contain all of the following: uppercase, lowercase, numbers, symbols ~

5) Inthe SIGN-UP OR SIGNIN POLICY blade, selectRun now .

6) In the sign-in page, selectSign up now .
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Sign in with your existing account

Email Address

Password Forgot your password?

7) On the sign-up page, enter your email address and selectSend verification code

8) Wait for the verification email, and then enter the verification code and select Verify
code.

9) Enter a short password that does not meet the password complexity requirements in the
New Password and Confirm New Password boxes. Note that a message appears
indicating that the password is not complex enough.

Mew Password

8-16 characters, containing 3 out of 4 of the following: Lowercase
characters, uppercase characters, digits (0-9), and one or more of
the following symbols: @ # $% &~ & " - _+ = [1{}\:". 7/ ~"(
)i

Confirm New Password

8-16 characters, containing 3 out of 4 of the following: Lowercase
characters, uppercase characters, digits (0-9), and one or more of
the following symbols: @ #$9% * & *-_+ = [1{}\:". 7/ ~"(
).

10) Enter a password that matches the complexity requirements and verify that it is
accepted.
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Important Concepts

Azure AD and Customized Domains

An Azure AD domain represents your organization on the Internet; it is the entry point through
which customers access your applications and services. An Azure AD domain handles many
aspects surrounding your applications, including the security, visibility, and look and feel of the
applications and services that your organization publishes.

You can customize many elements in an Azure AD domain. For example, you can:

1 Add and delete users and groups, and assign permissions over your applications and

services to these users and groups. Identity and user management is a kg aspect of
Azure AD that is utilized by B2C. Se&Quickstart: Add new users to Azure Active Directoryfor
details. You can also manage user profileinformation, such as adding a profile picture,
phone numbers, contact details, and other authentication information.

You can implement self-service enroliment for users. This feature allows users to sigaup
to your services without requiring any administrative action (or cost) on your part. You
can enable selfservice password reset (SSPR) for users who forget their sigfin
credentials. You can configure the methods available to perform this task, for example,
send a code to a specified email account, or veify the user's identity by asking questions
to which only the user should know the answer. The article Azure AD selfservice password
reset for the IT professional describes how to perform these tasks.

Associate an Azure domain with your own corporate DNS name. By default, each Azure
AD domain has a name in the form domainname.onmicrosoft.com. You can't remove or
change this name, but you can add your own custom DNS name, such as Contoso.com,
to the domain, and use this domain name to gain access to the domain. You can find
more information at Quickstart: Add a custom domain name to Azure Active Directory.

Change the appearance of the sign-in page that Azure AD displays to match your
company's branding. You can change items such as the banner logo that appears on the
sign-in page, the text displayed, the background image and color, and other aspects.
These danges also apply to items such as emails sent by the domain by processes such
as password reset and confirmation. SeeQuickstart: Add company branding to your sign-in
page in Azure AD for additional information.

These features work in conjunction with the UX customization available through B2C
policies.

Builtin Localization Strings for B2C Policies, and Customization

The language customization feature of Azure ADB2C performs the automatic translation of text
generated as part of the HTML content for the various policies that you define. As noted on the
page Language customization in Azure Active Directory B2C
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"Microsoft is committed to providing the most upto-date translations for your use. Microsoft
continuously improves translations and keeps them in compliance for you. Microsoftill identify
bugs and changes in global terminology and make updates that will work seamlessly in your user
journey.”

The translations are based on a predefined set of built-in strings displayed by the policies. You
can override the translations performed, and provide your own localized text, if the default
translations do not meet your requirements, or if you need to display different or additional
information.

Each phrase on each page displayed by the policies is associated with an identifier. You can
download the list of identifiers and the corresponding phrases from the Language
customization page of a policy to a local file. You can then edit this file to provide your own
translations for any phrases and upload this file to the policy. The following steps describe how
to override the Spanish language translation of phrases for the SUSI policy of the sample
application:

1) Inthe Policies section of the Azure AD B2C blade, selectSign-up or sign -in policies ,
and then select B2C_1 ADandFacebookSignUporSignl nPolicy .

2) Inthe SIGN-UP OR SIGN-IN POLICY blade, selectEdit, and then in the EDIT POLICY
blade, selectLanguage customization .

3) Inthe Language customization blade, selectespafiol.

4) Inthe es espafiol blade, under Page-level resources, expand Unified sign-up or sign -
in page, and then select Download defaults (es) .

ES X

espanol

Enabled

Default

Page-level resource files

I “ Unified sign-up or sign-in pagel

5) Save the downloaded file in a convenient place, and open it using a text editor. The
contents will look similar to this (a large part of the file has been omitted, to save space):
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{
"LocalizedStrings": [

{
"ElementType": "UxElement",
"Elementld": null,
"Stringld": "email_pattern",
"Override"; false,

"Value": "Na-zA-Z0-9 . | # $ %& 6 * +|+@[A-2A-Z0-D-]+(?\ [a-ZA-Z0-9-]+)*$"

"ElementType": "UxElement",
"Elementld": null,

"Stringld": "logonldentifier_email",
"Override": false,

"Value": "Direcciéon de correo electronico"

"ElementType": "UxElement",
"Elementld": null,
"Stringld": "requiredField_email",
"Override"; false,
"Value": "Escriba su correo electrénico"”
3
{

"ElementType": "UxElement",
"Elementld": null,

"Stringld": "logonldentifier_username",
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"Override"; false,
"Value": "Nombre de usuario”
2
{
"ElementType": "UxElement",
"Elementld"; null,
"Stringld": "password",
"Override": false,

"Value": "Contrasefia"

"ElementType": "ErrorMessage”,
"Elementld": null,

"Stringld": "AADRequestsThrottled",
"Override": false,

"Value": "Hay demasiadas solicitudes en este momento. Espere un momento y vuelva a
intentarlo."

}

6) To override the default translation of a phrase, set Override to true, and provide your
own custom translation string as the Value.

7) Save the file and return to the es espafiol blade in the Azure portal.

8) SelectUpload new overrides , and specify the file that you have just edited.
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es

espafiol

H Save M Discard
Enabled
Default

Yes No

Page-level resource files

~ Unified sign-up or sign-in page

Download defaults (es)

Upload new overrides

Select a file E

v Local account sign-up page

v Social account sign-up page

v Multifactor authentication page

9) When the policy is executed, any overrides that you have specified will be used rather
than the default translations.
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Module 5: Introduction to Custom Policies
At the end of this module, you will be able to:

1 Create a custompolicy.
9 Test and debug a custom policy.
1 Modify an existing custom B2C policy.
And, you will have a deeper understanding of the following concepts;
1 When to use custom policies rather than built-in policies

1  The Identity Experience Framework (IEF)

See itin action
See the end-user experience you are about to build.

In the demonstration site, access the Module 5 area and perform the following tasks:

1 Sign up with your email and a password.

i Edityourprofile to include a 016 at the

1 Change your password and experience the Multi-factor Authentication process.

This module should take approximately 60 minutes to complete.

end
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Introduction

Built-in policies provide a set of standard behaviors that are useful in the most common
situations in Azure AD B2C and are not customizable. If you need to implement some form of
non-standard or extended behavior, you can implement custom policies.

You describe the features implemented by a custom policy by using a set of XML files. These
files can define the claims schema, claims transformations, content definitions, claims
providers/technical profiles, and user journey orchestration steps, among other elements. You
can define a hierarchy of XML files to ease maintenance and provide consistency across policies.
The Microsoft recommended approach is to use three types of policy files:

1) A BASE file. This file contains the definitions that are shared all poliges in your tenant.
tenants. Any changes to this file can affect all the policies that depend on it. We
recommend not changing this file unless absolutely necessary.

2) An EXTENSIONS file. This file specifies elements that override the base configuration for
a single tenant.

3) A Relying Party (RP) file. This is a single taskocused file that is invoked directly by the
application or service. There could be many RP files depending on RP requirement.

When an application calls the RP Policy file, the IEF in B2C Wassemble the policy file by
adding all the elements from BASE, then from EXTENSIONS, and lastly from the RP policy file.

Your Azure AD B2C tenant >
)

B2C_1A base
custom policy

B2C_1A base_extensions
custom policy

(B2C_1A.)<policy>RP
custom policy

As needed

App1 Application

(Relying Party)

Create a Custom Policy
To create a custom policy, you require the following items:
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9 Signing and encryption keys
1 AAD applications that enable users to sign up and sign in.

To create the custom policy, you can download the custom policy starter pack from GitHub and
use the items it contains as a starting point. The following steps perform these tasks.

Add Signing and Encryption Keys to the B&@nt for use by Custom Policies
1) Create a Facebook application following the process described inModule 2 Using
Identity Providers with Azure AD B2C Built in PoliciesMake a note of the Facebook app
id and Facebook secret.

2) Log into the Azure portal as B2ZCAdmin in your Azure tenant.

3) Switch to the AwesomeYourLastname.onmicrosoft.com B2C tenant.
4) SelectAzure AD BC from your favorites.

5) Selectldentity Experience Framework

6) SelectPolicy Keys to view the keys available in your tenant (there should be none).

Identity Experience Framework - Policy Keys

aadb2ctraining.onmicrosoft.com - PREVIEW

pel & + Add
'm' Custom Policies NAME
No keys found in tenant
MANAGE
B Applications

Policy Keys

Users

7) Create a new key:
a) Select+Add.
b) ForOptions , selectGenerate.
c) Forthe Name, enter TokenSigningKeyContainer .
d) Forthe Key type, selectRSA
e) ForDates, keep the defaults.
f) ForKey usage, selectSignature .

g) SelectCreate to add the new key.
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Create a key

aadb2ctraining.onmicrosoft.com

Options @ | Generate

* Name @ | TokenSigningKeyContainer

Key type @ RSA

Set activation date @

Set expiration date L]

Key usage @ SGLENVICE Encryption

8) Create the TokenEncryptionKeyContainer

a) Select+Add .

b) SelectGenerate.

c) Forthe Name, enter TokenEncryptionKeyContainer

d) Forthe Key type, selectRSA

e) ForDates, keep the defaults.

f) ForKey usage, selectEncryption .

g) SelectCreate.

Create a key

aadb2ctraining.onmicrosoft.com

Options @ | Generate

* Name @ | TokenEncryptionKeyContainer

Key type @ RSA

Set activation date @

Set expiration date @

Key usage @ Encryption

9) Create a Facebook secret key:

a) Select+Add .

b) ForOptions, selectManual .

c) Forthe Name, specify FacebookSecret.

d) For the Secret, specify your Facebook secret.

e) ForKey usage, selectSignature .
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f) SelectCreate to create the key.

Options @ I Manual ~ |
* Name @ i FacebookSecret ‘fl
* secret @ I 0 \/l

Set activation date @
Set expiration date @

Key usage @ EI-LEVIIEN Encryption

Register Identity Experience Framework applications
1) Create the IdentityExperienceFramework application (Web app)

a. Open the Azure Active Directory blade.
b. SelectApp registrations.

c. Select+ New application regis tration .

Home > awesome computers - App registrations

awesome computers - App registrations

Azure Active Directory

0 « + New application registration EE Endpoints % Troubleshoot

O Overview To view and manage your registrations for converged applications, please visit th

| ‘ My apps v

2 Quick start
DISPLAY NAME

MANAGE
Users
Groups

8  Enterprise applications

B App registrations

¥ Application proxy

Azure AD Connect

d. Name the application ldentityExperienceFramework.

e. For the Application type , selectWeb App/API.
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f. In Sign-on URL, enter
https://login.microsoftonline.com/AwesomeY ourLastname.onmicrosoft.c
om, where AwesomeYourLastname is the name of your B2C tenant.

Create 8 X

* Name @

IdentityExperienceFramework

Application type @
Web app / API v

* Sign-on URL @

https://login.microsoftonline.com/aadb2c...

g. SelectCreate.
h. Record the application ID . You will need this later.
2) Create the ProxyldentityExperienceFramework application (Native app).
a. Create a new application in Azure Active directory blade.
b. Name the application ProxyldentityExperienceFramework.
c. Set application type to Native.

d. In Redirect Ur |, enter
https://login.microsoftonline.com/AwesomeY ourLastname.onmicrosoft.c

om.
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* Name @

ProxyldentityExperienceFramework v

Application type @

Native v

* Redirect URI @
https://login.microsoftonline.com/aadb2c...

e. SelectCreate.
f. Record the application ID.
g. On the Application Details page select Settings.

h. SelectRequired permissions.

Home > awesome computers - App registrations > ProxyldentityExperienceFramework > Settings > Required permissions

ProxyldentityExperienceFramework # X Settings

Registered app

# Manifest [ Delete §el

Display name Application ID

ProxyldentityExperienceFramework Oed73afb-8fd9-4eca-9350-743ac16159db GENERAL
Application type Object ID

Native 308fa045-de1b-4fd4-820d-35fafalelel2 Y Properties
Home page Managed application in local directory

ProxyldentityExperienceFramework Redirect URIs

M Owners

API ACCESS

Required permissions

TROUBLESHOOTING + SUPPORT
K Troubleshoot

New support request

i. SelectAdd.
j- SelectSelect an API.
k. Search forldentityExperienceFramework and select it.

I.  SelectSelect permissions , and check Access IdentityExperienceFramework.

© 2018 Microsoft Corporation Feedback?https://aka.ms/aad-b2c-course-feedback



https://aka.ms/aad-b2c-course-feedback

Add API access X Enable Access |

1 Select an API

; . +/ DELEGATED PERMISSIONS REQUIRES ADMIN
IdentityExperienceFramework

| ¥] Access IdentityExperienceFramework © No

2 Select permissions >

Qrole, 1 scope

m. SelectSelect located at the bottom of the panel.
n. SelectDone.

0. SelectGrant Permissions , and then select Yesin the resulting dialog to
confirm the process.

Required permissions

%> Grant Permissions

APl APPLICATION PERMI... DELEGATED PERMIS...

IdentityExperienceFramework 0 1

Windows Azure Active Directory 0 1

Create the Custom Policies

Custom policies do not overwrite built in policies. To avoid possible confusion by having two
sets of policies defined for your B2C tenant, you will remove the built in policies you have added
in earlier modules as the functionality that they contain will be implemented (and extended) by
the custom policies.

1)
2)
3)
4)

5)

6)

7)

83

In the Azure portal, move to the Azure AD B2C blade.

In the Policies section of the blade, select All policies .

Select the B2C_1_PasswordResetPolicypolicy.

In the B2C_1_PasswordResetPolicyblade, selectDelete, and then select Yes.

Repeat this process for theB2C_1_ProfileEditPolicy , B2C_1_SignUpOrSigninPolicy and
B2C_1_ADandFacebookSignUporSigninPolicy policies.

Using a web browser, download the custom policy starter packs from active-directory-b2c-
custom-policy-starterpack.

Each pack contains a list of XML policy files that include a Base file, an Extension File and
Replying Party files. You will use theSocialAndLocalAccounts pack for this tutorial.

Unzip the downloaded file to a convenient folder on your computer.

© 2018 Microsoft Corporation Feedback?https://aka.ms/aad-b2c-course-feedback



https://aka.ms/aad-b2c-course-feedback
https://github.com/Azure-Samples/active-directory-b2c-custom-policy-starterpack/archive/master.zip
https://github.com/Azure-Samples/active-directory-b2c-custom-policy-starterpack/archive/master.zip

84

8) Move to the SocialAndLocalAccounts folder in the unzipped package.
9) Open the file TrustFrameworkBase.xml file using Visual Studio.

10) Modify the XML element TrustFrameworkPolicy at the top of the file, and rep lace
yourtenant with your B2C tenant name, AwesomeYourLastname. The resulting XML
element should look like this:

<TrustFrameworkPolicy
xmins:xsE"http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins="http://schemas.microsoft.com/online/cpim/schemas/2013/06 "
PolicySchemaVersios"0.3.0.0
Tenantld="AwesomeYourLastname .onmicrosoft.com"
Policyld="B2C_1A_TrustFrameworkBa&e
PublicPolicyUrE"http:// AwesomeYo urLastname .onmicrosoft.com/
B2C_1A_ TrustFrameworkBase

11) Save the file.
12) Open the file TrustFrameworkExtensions.xml in Visual Studio.

13) Find and replaceyourtenant with the tenant name AwesomeYourLastname. There
should be three occurrences.

14) Find the element <TechnicalProfile [d="login-NonlInteractive"> and replace both
instances of IdentityExperienceFrameworkAppld  with the application id of the
IdentityExperienceFrameworkapp that you created earlier.

15) Replace both instances of ProxyldentityExperienceFrameworkAppld  with the
application id you created earlier for ProxyldentityExperienceFramework app. The
result should look similar to this (but with your own app ids):

<ClaimsProvider
<DisplayName>Local Account Signin</ DisplayName>
<TechnicalProfiles»
<TechnicalProfileld="login-NonInteractive">
<Metadata>
<Item Key="client_id">e4c7ced459291-49f0-a824-0decbb98601b</ Item>
<Item Key="ldTokenAudience">3643843e-0931-43de-8ab7-
fc37d8f00d0Ob</ Item>
</ Metadata>
<InputClaims>
<InputClaim ClaimTypeReferencela"client_id" DefaultValue="e4c7ce459291-
49f0-a824-0decbb98601b" />
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<InputClaim ClaimTypeReferencele&"resource_id' PartnerClaimType="resource"
DefaultValue="3643843e-0931-43de-8ab7-fc37d8f00d0b" />
</ InputClaims>
</ TechnicalProfile>
</ TechnicalProfiles>
</ ClaimsProvider

16) Save the file.

17) Edit the SignUpOrSignin.xml file and replace yourtenant with
AwesomeYourLastname (three occurrences).

18) After the closing </ BasePolicy tag but before the opening <RelyingParty> tag, add
the following <BuildingBlocks> XML element. Replaceawesome yoursurname b2cux
with the name of the Azure storage account you created in Module 4 to hold the
custom unified.html fragment for the SUSI page. Replaceb2c with the name of the
blob storage container you created.

<BuildingBlocks>
<ContentDefinitions >
<ContentDefinition Id="api.signuporsignin">

<LoadUri>https:// AwesomeYourLastnameb2cux .blob.core.windows.net/b2c/unified.
html </ LoadUri>

</ ContentDefinition >

<ContentDefinition Id="api.localaccountsignup">

<LoadUri>https:// AwesomeYourLasthameb2cux .blob.core.windows.net/b2c/unified.
html</ LoadUri>
</ ContentDefinition >
</ ContentDefinitions >
</ BuildingBlocks>

19) Save the file.

20) Edit ProfileEdit.xml and replace yourtenant with AwesomeYourLastname (three
occurrences).

21) After the closing </ BasePolicy tag but before the opening <RelyingParty> tag, add
the following <BuildingBlocks> XML element.

<BuildingBlocks>

<ContentDefinitions >
<ContentDefinition ld="api.selfasserted.profileupdate'>
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<LoadUri>https:// AwesomeYourLastnameb2cux .blob.core.windows.net/b2c/update
profile.html </ LoadUri>
</ ContentDefinition >
</ ContentDefinitions >
</ BuildingBlocks>

22) Save the file.

23) Edit PasswordReset.xml and replace yourtenant with AwesomeYourLastname
(three occurrences).

24) After the closing </ BasePolicy tag but before the opening <RelyingParty> tag, add
the following <BuildingBlocks> XML element.

<BuildingBlocks>
<ContentDefinitions >
<ContentDefinition Id="api.localaccountpasswordreset>

<LoadUri>https:// AwesomeYourLastnameb2cux .blob.core.windows.net/b2c/unified.
html</ LoadUri>
</ ContentDefinition >
</ ContentDefinitions >
</ BuildingBlocks>

25) Save the file.

26) Return to the Azure Portal. Open the Azure AD B2C blade and select Identity
Experience Framework.

27) SelectUpload policy , and upload the policy files in the following order:
a. TrustFrameworkBase.xml
b. TrustFrameworkExtensions.xml
c. SignUpOrSignin.xml
d. ProfileEdit. xml

e. PasswordReset.xml
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I * Upload Policy I

0 Custom policies are designed for complex scenarios, configured by identity pr

GET STARTED ~
Determine if custom policies are right for you

hat are custom policies? Get started with custom policies

LEARN MORE
Docs, scenarios, community

Documentation ﬁl Scenarios v =——

CUSTOM POLICIES

0

No policies found

The list of uploaded files should look like this:

CUSTOM POLICIES

0

B2C_1A_PasswordReset
B2C_1A_ProfileEdit
B2C_1A_signup_signin

B2C 1A TrustFrameworkBase

B2C 1A TrustFrameworkExtensions

Add Facebook as an Identity Provider in the Custom Policy
1) Using Visual Studio, edit the TrustFrameworkExtensions.xml policy file, find the
element <Iltem Key="client_id">facebook_clientid</ tem>. Replace
facebook_clientid with your Facebook app id.

2) Save the file, and then in the Azure portal, upload the policy file. SelectOverwrite the
policy if it exists
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Upload Policy

Owerwrite the policy if it exists

* Upload Policy @ "TrustFrameworkExtensions.xml® E

Update the Web Application to Reference the New Policies
1) Using Visual Studio, return to the B2C-WebAPI-DotNet.sIn solution for the web
application you configured and published in Module 3.

2) In Solution Explorer, In the AwesomeComputers project, select the Web.config file.

3) Inthe <appSettings> section near the start of the file, change the values for the
policy references to specify the new custom policy files, as follows:

<appSettings>
<add key="ida:SignUpSigninPolicyld value="B2C_1A_signup_signin" />
<add key="ida:EditProfilePolicyld' value="B2C_1A_ProfileEdit" />

<add key="ida:ResetPasswordPolicyldvalue="B2C_1A PasswordReset />
</ appSettings>

4) Save the file.

5) In Solution Explorer, in the AwesomeComputers project, expand the Shared folder,
expand the Home folder, and then select the _LoginPartial.cshtml file.

6) Inthe _LoginPartial.cshtml file, modify the two <a> elements as follows. Replace the
policy names as highlighted in bold:

<ul class="nav navbar-nav navbar-right">
<li>

<a
href="https://login.microsoftonline.com/AwesomeY ourLastname.onmicrosoft.com/oauth2/v
2.0/authorize?p=B2C_1A_ProfileEdit&client_id= ClientiD&nonce=defaultNonce&redirect_ur
i=https%3A%2F%2FAwesomeYourLastname.azurewebsites.net&scope=openid&response_ty
pe=id_token">

Edit Profile

</a>
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</li>

<li>

<a
href="https://login.microsoftonline.com/AwesomeY ourLastname.onmicrosoft.com/oauth2/v
2.0/authorize?p=B2C_1A_ PasswordRese&client_id= ClientiID&nonce=defaultNonce&redire
ct_uri=https%3A%2F%2FAwesomeYourLstname.azurewebsites.net&scope=openid&respon

se_type=id_token">
Reset Password
</a>
</li>

</ul>
7) Save the file.
8) In Solution Explorer, right-click the AwesomeComputers project, then select Publish .
9) On the Publish page, selectPublish, and wait for the web application to be deployed.

When the sign-in page appears in the web browser, close the page (do not sign in).

Overview

Publish

Connected Services

Publish your app to Azure or another host. Learn more

rn)
L.J

il - Web Deploy Y

[—

Create new profile

Summary

10) Return to the Azure AD B2C blade in the Azure portal.

11) Under the Policies section, selectAll policies , and then select the
B2C_1A_signup_signin policy.

12) SelectRun now . When the sign-in page appears, it should be correctly styled, and
include the option to sign in using Facebook.
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Sign in with your existing account

Email Address
[

Password Forgot your password?

Don't have an account? Sign up now

13) Sign in as TestUser@AwesomeYourLastname .onmicrosoft.com . When the Awesome
Computers page appears after signing in, selectEdit Profile . The edit profile should
also be correctly styled.

Update your current profile

Given Name

Test

Surname

User
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14) SelectContinue . When the Awesome Computers page reappears, selecReset
Password. This page should have the same styling.

Sign in with your existing account

Email Address

Send verification code

Cancel

15) Close the web app.

est and Debug a Custom Policy by Using Application Insights

You can use the detailed log information provided by Application Insights to investigate any
issues that might occur with a custom policy. Use the following steps to configure IEF to send
events directly to Application Insights.

Create Application Insights Resource
1) Inthe Azure portal, switch to the Azure tenant (not the current B2C tenant).

2) Select+ Create a resource .
3) Inthe search box, enter Application Insights , and then select Application Insights
4) SelectCreate.
5) Specify the following settings, and then select Create.
1 Name: DemolnsightsForCustomPolicies
91 Application Type: ASP.NET web application

1 Resource Group:Create new, ApplnsightsResourceGroup
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Name @

‘ DemolnsightsForCustomPolicies \/|

* Application Type @
ASP.NET web application v

* Subscription

Visual Studio Enterprise with MSDN v

* Resource Group @

@) Create new O Use existing

ApplnsightsResourceGroup v

* Location

West Europe v

6) When the Application Insights resource has been created, selectAll resources, and
then select DemolnsightsForCustomPolicies

7) SelectOverview and then expand Essentials. Make a note of the Instrumentation
Key.

57 DemolnsightsForCustomPalicies

Application Insights - Last 24 hours (30 minute granularity) - ASPNET web application

Q2 « Q_ search  fij Metrics Explorer = Analytics (D Timerange ) Refresh oo More
? Overview

Resource group {change) Type
ﬁ Activity log ApplnsightsResourceGroup ASP.NET

Location Instrumentation Key

East US eb27d944-d355-4f25-8dbd-7ffb0c8f2b32

Subscription name (change)

s Access control (IAM)

& Togs Free Trial

Subs(liEtion ID

3( Diagnose and solve problems

Update Relying Party (RP) Policies to Collect Logs
1) Using Visual Studio, open the SignUpOrSignin.xml file.

2) Add the following attribute to the <TrustFrameworkPolicy>element.

DeploymentMode ="Development"
UserJourneyRecorderEndpoint"urn:journeyrecorder:applicationinsights”

3) Under the <RelyingParty> element, add the following <UserJourneyBehaviours node
immediately after <DefaultUserJourneyReferenceld="SignUpOrSignlin' /> element.
Replace the bold text with your application Insight Key.

<UserJourneyBehaviors
<Journeylnsights
TelemetryEngine="Applicationinsights”
InstrumentationKey="Your Application Insight Instrumentation Key
DeveloperMode="true"
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ClientEnabled="false"

ServerEnabled"true"

TelemetryVersion="1.0.0' />
</ UserJourneyBehaviors

Note the following points:

1 DeveloperMode=true is good for development but constrained at high volumes
because it tells Application Insights to expedite the telemetry through the processing
pipeline.

9 ClientEnabled="true" will send client-side scripts to Application Insights, for
tracking page view and client-side errors

1 ServerEnabled="true" will send the existing UserJourneyRecorder JSON as a custom
event to Application Insights

4) Save the file.

5) Return to the Azure Portal and switch to your B2C tenant. Open the Azure AD B2C
Blade and selectldentity Experience Framework.

6) SelectUpload policy , and upload the SignUpOrSignin.xml policy file. Selectoverwrite
the policy if it exists

Check the logs iApplication Insights
1) SelecttheB2C_1A_signup_signin policy.

2) SelectRun now.
3) Attemptto signinas ;
a. aninvalid user (type a random email address). T

b. TestUser@AwesomeYourLasthame.onmicrosoft.com but with the wrong
password.

c. TestUser@AwesomeYourLastname.onmicrosoft.com using the correct
password.

4) In the Azure portal, switch back to your Azure tenant, and open the
DemolnsightsForCustomPolicies Application Insights resource.

5) In the Details/Overview menu, selectAnalytics.
6) Open a new tab inside the Application Insights web application.

7) Use any of the following example queries to view log information.
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9 traces:See all of the logs generated by Azure AD B2C

9 traces | where timestamp > ago(1d): See all of the logs generated by Azure AD
B2C forthe last day

9 traces | count : See how many events have been generated
9 traces | render pie chart : Summarize the data as a pie chart

Note that you might have to wait for a few minutes before logs start appearing in Application
Insights.

If necessary, you candownload the query results and export them to CSV files if you need to
perform a detailed analysis.

You can learn more about performing analytics with Application Insights here

Modify the Starter Pack SUSI Policy

You can use a custom policy to include additional sign-up/sign-in functionality. In this
procedure, you will see how to incorporate a journey step into the SUSI process that prompts
the user to accept the organization's terms and conditions, add a claim to the sign-up page, and
validate input using an external REST API.

1) Using Visual Studio, open the TrustFrameworkBase.xml file.
2) Inside the <ClaimsSchema node, insert the following claim type.

<ClaimTypeld="TnCs'>
<DisplayName>Terms of Service Consent/ DisplayName>
<DataType>string</ DataType>
<UserHelpText| agree to the Awesome Computers terms of
service</ UserHelpText
<UserlnputType>CheckboxMultiSelect/ UserinputType>
<Restriction>
<Enumeration Text="l agree to the Awesome Computers terms of service"
Value="4/19/2018" SelectByDefault"false" />
</ Restriction>
</ ClaimType>

3) Find the element <TechnicalProfileld="LocalAccountSignUpWithLogonEmail'>, and
in the <OutputClaims> node, add the following element.

<OQutputClaim ClaimTypeReferenceld"TnCs Required="true" />
4) Save the file.

5) Return to the Azure Portal and switch to your B2C tenant. Open the Azure AD B2C
Blade and select Identity Experience Framework.
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6) SelectUpload policy and upload the TrustFrameworkBase.xml policy file. Select
overwrite the policy if it exists

7) To add a claim to the sign up page, open the SignUpOrSignin.xml file using Visual
Studio.

8) Find the element <TechnicalProfileld="PolicyProfile">, and in the <OutputClaims>
node, add <OutputClaim ClaimTypeReferencel&"TnCs/>.

9) Save the file.

10) In the Azure portal, upload the SignUpOrSignin.xml policy file and overwrite the
existing policy.

11) Select the B2C 1A signup_signin policy.
12) SelectRun now .

13) In the sign-in page, selectSign-up now .

N

NN L AR
@ Awesome Computers

Sign in with your existing account

Email Address
I

Password Forgot your password?

14) In the sign-up page, notice that the Terms of Service Consented checkbox appears.
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‘ ‘ R
@ Awesome Computers

Sign in with your existing account

Email Address

Send verification code

New Password
Confirm New Password
Display Name

Given Name

Surname

Terms of Service Consent

| agree to the Awesome Computers terms of service.

Cancel

15) Attempt to create an account without checking Terms of Service Consent . This
should fail with the message This information is required . You should only be able
to proceed once you have checked the box.

Terms of Service Consent

@ This information is required

]

| agree to the Awesome Computers terms of service.

)
caneet

16) Verify that you can create an account if you select the Terms of Service Consent
box.

Important Concepts

When to Use Butih Versus Custom Policies

Built in policies implement the behavior most commonly required by tasks such as sigrin, sign-
up, password reset, and profile editing. . They also support scenarios such as authentication
through trusted parties, including Facebook, Google, and LinkedIn. If you have no special
identity requirements, using the built -in policies will get you up and running with the minimum
of fuss.
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Custom policies are useful if you have special requirements, such as the use of norstandard
Identity providers. You can use custom policies to:

1 Interact with providers that implement the OIDC, OAUTH, and SAML protocols.

1 Include additional steps in the identity process, such as asking the user to confirm
acceptance of terms and conditions when they sign up to a service.

1 Perform custom operations, such as transposing requests when RPs (relying parties) and
AtPs (attribute providers) do not support the same protocol.

Custom policies provide you with full control over identity behavior and experience. Azure AD
B2C custom policies enable you to author your own trust framework: For example, they control
how the identity information is exchanged between relying parties, IdPs (identity providers) and
AtPs. They include all the operational details including claim providers, metadaa and technical
profiles, claims schema definitions, claims transformation functions, and user journeys necessary
to facilitate operational orchestration and automation.

You can define the behavior of custom policies through XML configuration files, and then apply
them to your B2C container by using the IEF.

What is IEF?

The Identity Experience Framework (IEF) is a fully configurable, policy driven, cloud based Azure
service that coordinates trust between various entities such as claim providers. It implenents
standard protocol formats such as OAuth, SAML, WsFed, and OpenldConnect as well as nen
standard formats, such as claims based on proprietary REST APIs. The IEF provides a user
friendly step-by-step interface that simplifies many of the tasks involved when implementing
identity policies.

Using the IEF, you provide the following essential information.

1 The legal, security, privacy and data protection policies to which participants must
conform.

The contacts and process required to become an accredited ser.

The trusted identity/claims providers to use.

The trusted relying parties and their requirements.

1 The run time rules to enforce for exchanging identity information.

=A =4 =4

For built-in policies, you simply use the various wizards provided by the IEFblade in the Azure
portal. For more complex, custom requirements, you specify the details by using custom policy
files that you upload to IEF.

Using the IEF also minimizes the complexity of configuring identity federation. Federated
identity provides the e nd-user identity assurance. By delegating Identity to third parties, a single
user identity can be used with multiple relying parties. ldentity assurance requires that the IdPs
and AtPs must adhere to specific security, privacy, and operational policies aml practices. RPs
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must build the trust relationships between IdPs and AtPs they choose to work with. The IEF
assists in this task, essentially reducing the process to two steps; establishing a trust relationship,
and performing a single metadata exchange.
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Sample Custom Policy Files

TrustFrameworkExtensions.xml
<TrustFrameworkPolicyxmIns:xsiE "http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins="http://schemas.microsoft.com/online/cpim/schemas/2013/06 "
PolicySchemaVersior"0.3.0.0' Tenantld="aadb2ctraining.onmicrosoft.com"
Policyld="B2C_1A TrustFrameworkExtensiofis
PublicPolicyUrEe"http://aadb2ctraining.onmicrosoft.com/B2C_1A_ TrustFrameworkExtensins
TenantObjectld="4ba38890-d941-471a-b8cd-e5df2769070c">
<BasePolicy
<Tenantld>aadb2ctraining.onmicrosoft.com</ Tenantld>
<Policyld>B2C_1A_TrustFrameworkBasé Policyld>
</ BasePolicy
<BuildingBlocks>
<l--
Custom claims for Azure Application Insights go here
-—->
<ClaimsSchema

<ClaimTypeld="extension_TermsOfServiceConsentet>
<DisplayName>Terms of Service Consented/ DisplayName>
<DataType>string</ DataType>
<UserHelpText| am agreeing to the Awesome Computers terms of
service</ UserHelpText
<UserlnputType>CheckboxMultiSeleck/ UserlnputType>
<Restriction>
<Enumeration Text="1 am agreeing to the Awesome Computers terms of service:'
Value="4/19/2018" SelectByDefault"false" />
</ Restriction>
</ ClaimType>
</ ClaimsSchem&

</ BuildingBlocks>

<l--

All Claim provider definitions go here. In this example, only FB and local account goviders are

configured
->
<ClaimsProviders
<ClaimsProvider
<DisplayName>Facebook</ DisplayName>
<TechnicalProfiles»
<TechnicalProfileld="Facebook OAUTH'>
<Metadata>
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<Item Key="client_id">1567223293375050/ Item>
<!-- FB app client Id-->
<Item Key="scope">email public_profile</ ltem>
<!-- What access required->
<Item
Key="ClaimsEndpoint'>https://graph.facebook.com/me?fields=id,first_name,last_name,name,e
mail</ ltem>
<!-- what user profile information will be needed by FB API endpoint-->
</ Metadata>
</ TechnicalProfile>
</ TechnicalProfiles»
</ ClaimsProvder>
<ClaimsProvider
<DisplayName>Local Account Signlr</ DisplayName>
<TechnicalProfiles»
<TechnicalProfileld="login-NonlInteractive">
<Metadata>
<!-- Apps we created in Azure Active Directory for B2C to work->
<ltem Key="client_id">c5f2f442-6750-448f-9855-92d8e1d496f1</ Item>
<lItem Key="ldTokenAudience">d210459f-f186-4b9a-ac63-a4b20645b0d3</ Item>
</ Metadata>
<InputClaims>
<InputClaim ClaimTypeReferencela"client_id" DefaultValue="c5f2f442-6750-448f-
9855-92d8e1d496f1" />
<InputClaim ClaimTypeReferencelda "resource_id' PartnerClaimType="resource"
DefaultValue="d210459f-f186-4b9a-ac63-a4b20645b0d3" />
</ InputClaims>
</ TechnicalProfile>
</ TechnicalProfiles>
</ ClaimsProvider

</ ClaimsProviders>
<UserJourneys

<!-- Signup Signin user journey where we define all Orchestra Steps needed to send back
claims to Azure Application Insights using the Technical profile references we defined earlier-->

<UserJourneyld="SignUpOrSignIn'>

<OrchestrationSteps>
<OrchestrationStep Order="1" Type="CombinedSignInAndSignUp"
ContentDefinitionReferenceld="api.signuporsignin">
<ClaimsProviderSelections
<ClaimsProviderSelectionTargetClaimsExchangele"FacebookExchangé />
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<ClaimsProviderSelection
ValidationClaimsExchangela"LocalAccountSigninEmailExchange />
</ ClaimsProviderSelections
<ClaimsExchanges
<ClaimsExchangeld="LocalAccountSigninEmailExchangé
TechnicalProfileReferencela"SdfAsserted-LocalAccountSignin-Email' />
</ ClaimsExchanges
</ OrchestrationStep>
<!I-- Check if the user has selected to sign in using one of the social providers-->
<OrchestrationStep Order="2" Type="ClaimsExchangé>
<Preconditions>
<Precondition Type="ClaimsExist ExecuteActionsl&"true">
<Value>objectld</ Value>
<Action>SkipThisOrchestrationStep</ Action>
</ Precondition>
</ Preconditions>
<ClaimsExchanges
<ClaimsExchangeld="FacebookExchangé TechnicalProfileReferencele"Facebook
OAUTH' />
<ClaimsExchangeld="SignUpWithLogonEmailExchangé
TechnicalProfileReferencela"LocalAccountSignUpWithLogonEmail' />
</ ClaimsExchanges
</ OrchestrationStep>
<I-- For social IDP authentication, attempt to find the user account in the directory. -->
<OrchestrationStep Order="3" Type="ClaimsExchangé>
<Preconditions>
<Precondition Type="ClaimEqual$ ExecuteActionslt"true">
<Value>authenticationSource</ Value>
<Value>localAccountAuthentication </ Value>
<Action>SkipThisOrchestrationStep</ Action>
</ Precondition>
</ Preconditions>
<ClaimsExchanges
<ClaimsExchangeld="AADUserReadUsingAlternativeSecuritylt
TechnicalProfileReferenceld"AAD-UserReadUsingAlternativeSecurityldNoError" />
</ ClaimsExchanges
</ OrchestrationStep>
<!I-- Show selfasserted page only if the directory does not have the user account already
(i.e. we do not have an objectld). This can only happen when authentication happened using a
social IDP. If a local account was created or authentication was done using BETS in step 2, then a
user account must exist in the directory by this time. -->
<OrchestrationStep Order="4" Type="ClaimsExchangé>
<Preconditions>
<Precondition Type="ClaimsExist ExecuteActionslE"true">
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<Value>objectld</ Value>
<Action>SkipThisOrchestrationStep</ Action>
</ Precondition>
</ Preconditions>
<ClaimsExchanges
<ClaimsExchangeld="SelfAsserted Social' TechnicalProfileReferencel&"SelfAsserted
Social' />
</ ClaimsExchanges
</ OrchestrationStep>
<!-- This step reads any user attributes that we may not have received when
authenticating using ESTS so they can be sent in the t&en. -->
<OrchestrationStep Order="5" Type="ClaimsExchangé>
<Preconditions>
<Precondition Type="ClaimEqual$ ExecuteActionsl&"true">
<Value>authenticationSource</ Value>
<Value>socialldpAuthentication</ Value>
<Action>SkipThisOrchestrationStep</ Action>
</ Precondition>
</ Preconditions>
<ClaimsExchanges
<ClaimsExchangeld="AADUserReadWithObjectld" TechnicalProfileReferenceld"AAD-
UserReadUsingObjectld />
</ ClaimsExchanges
</ OrchestrationStep>
<I-- The previous step (SelfAssertedSocial) could have been skipped if there were no
attributes to collect from the user. So, in that case, create the user in the directory if one does
not already exist (verified using objectld, which would be set from the last step if account was
created in the directory. -->
<OrchestrationStep Order="6" Type="ClaimsExchangé>
<Preconditions>
<Precondition Type="ClaimsExist ExecuteActionslE"true">
<Value>objectld</ Value>
<Action>SkipThisQchestrationStep</ Action>
</ Precondition>
</ Preconditions>
<ClaimsExchanges
<ClaimsExchangeld="AADUserWrite' TechnicalProfileReferencel&"AAD-
UserWriteUsingAlternativeSecurityld' />
</ ClaimsExchanges
</ OrchestrationStep>
<OrchestrationStep Order="7" Type="SendClaims
CpimlissuerTechnicalProfileReferenceld"Jwtlssuef />
</ OrchestrationSteps>
<ClientDefinition Referenceld="DefaultWeb" />
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</ UserJourney
</ UserJourneys
</ TrustFrameworkPolicy

SignUpOrSignin.xml
<TrustFrameworkPolicy
xmins:xsiE"http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://lwww.w3.0rg/2001/XMLSchema"
xmins="http://schemas.microsoft.com/online/cpim/schemas/2013/06 "
PolicySchemaVersior"0.3.0.0' Tenantld="aadb2ctraining.onmicrosoft.com"
TenantObjectld="4ba38890-d941-471a b8cd-e5df2769070c"
Policyld="B2C_1A_Module5SignupSignif
PublicPolicyUrE"http://aadb2ctraining.onmicrosoft.com/ "
DeploymentMode ="Development"
UserJourneyRecorderEndpoint"urn:journeyrecorder:applicationinsights">
<BasePolicy
<Tenantld>aadb2ctraining.onmicrosoft.com</ Tenantld>
<Policyld>B2C_1A_TrustFrameworkExtensiorg Policyld>
</ BasePolicy

<RelyingParty>
<DefaultUserJourneyReferenceld="SignUpOrSignlin' />
<UserJourneyBehaviors
<SingleSignOnScope="Application" />
<SessionExpiryType Rolling</ SessionExpiryType
<SessionExpiryInSeconds86400</ SessionExpirylnSeconds
<Journeylnsights
TelemetryEngine="Applicationinsights"
InstrumentationKey="XXXXXXXXXXXXXXXXX
DeveloperMode="true"
ClientEnabled="false"
ServerEnabled"true" TelemetryVersion="1.0.0' />
</ UserJourneyBehaviors
<TechnicalProfileld="PolicyProfile">
<DisplayName>PolicyProfile</ DisplayName>
<Protocol Name="0OpenldConnect" />
<OutputClaims>
<OQutputClaim ClaimTypeReferencele"displayName" />
<OQutputClaim ClaimTypeReferenceld&"givenName" />
<OQutputClaim ClaimTypeReferenceld&"surname" />
<OutputClaim ClaimTypeReferenceld"email" />
<OutputClaim ClaimTypeReferencelda"objectld" PartnerClaimType="sub" />
<OQutputClaim ClaimTypeReferencele"identityProvider" />
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<OQutputClaim ClaimTypeReferencel&"TnCs' />
</ QutputClaims>
<SubjectNamingInfo ClaimType="sub" />
</ TechnicalProfile>
</ RelyingParty>
</ TrustFrameworkPolicy
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Module 6¢ Custom PoliciesQREST APIs

Introduction

At the end of this module, you will be able to integrate your own REST APIs into custom policies,
to perform tasks such as validating input claims and sending back output claims. You will be
able to:

1. Create a custom policy for REST API integréon

2. Modify the profile edit policy to consume data from an external API.

See it in action
See the end-user experience you are about to build.

In the demonstration site, access the Module 6 are and perform the following tasks:
1. Sign in with a previously created account.
2. When the Store membership Number field appears, enter a multiple of 5.
a. Only multiple of five will successfully validate against the API.

This module will take 60 minutes to complete.

The Azure AD B2C ldentity Experience Framework (IEF) provides complete control for
configuring policies. It enables you to integrate identity providers with external REST full APIs
through user journeys. IEF sends and receives data in form of claims. You can confige a policy
to exchange claims and perform complex validation of identity information through a REST API
by adding orchestration steps inside the user journey.

By the end of this module, you will be able to create a user journey that interacts with a RESTul
service.

Prerequisites
Note that this module assumes that you have completed Module 5 and created the XML
files that define the custom policies used by the sample web application.

105 © 2018 Microsoft Corporation Feedback?https://aka.ms/aad-b2c-course-feedback



https://aka.ms/aad-b2c-course-feedback
https://aka.ms/b2ccourse-5

Step-by-Step Instructions
Create a custom policy for REST APihtegration

You will create a RESTful service that validates user input and sends an error message if the

input data is not valid. The data that the service validates is part of the identity information

provided when a user signs up to your application.

Create an API Application
1) Start Visual studio.

2) On the File menu, selectNew and then select Project .

3) Inthe New Project dialog box, expand Visual C#, selectWeb, and then select ASP.NET

Core Web Application.
4) Name the project StoreMembershipApi , and then select OK.
New Project ? X
b Recent - Sort by: . Search (Ctrl+E) P
# Installed ASP.NET Core Web Application RS Type: Visual C#
4 Visual C# - Project templates for creating ASP.NET
Visual C# Core applications for Windows, Linux and

Windows Universal @ ASP.NET Web Application (NET Framework)

Windows Classic Desktop
4 Web
Previous Versions
b Office/SharePoint
NET Core
NET Standard
Cloud
Test
'WCF
Workflow
b Visual Basic
b Visual C++
b Visual F#
SQL Server
R -

Not finding what you are looking for?

Open Visual Studio Installer

Name: StoreMembershipApi

Location: |C:\Users\User\source\repos\ '|

Solution name: StoreMembershipApi

macOS using .NET Core or .NET
Framework. Create Razor Pages, MVC,
Web API, and Single Page (SPA)
Applications.

Browse...

Create directory for solution
D Add to Source Control

Cancel

5) Inthe New ASP.NET Core Web Application dialog box, select Web Application

(Model View Controller) , selectNo Authentication

and then select OK.

Feedback?https://aka.ms/aad-b2c-course-feedback
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New ASP.NET Core Web Application - StoreMembershipApi ? X

.NET Core ~ | ASP.NET Core 2.0 ¥ | Learn more
A project template for creating an ASP.NET Core

N | E @I | e application with example ASP.NET Core MVC Views and
= Controllers. This template can also be used for RESTful
Empty API Web Web Angular HTTP services.

Application Application

(Model-View- lEmmEE
Controller)
&

React js React.js and

Redlux Change Authentication

Authentication No Authentication

[[] Enable Docker Support

0S: | Windows

Requires Docker for Windows

Docker support can also be enabled later Learn more

Add Data Models and the Controller to the API project

The user will provide a Store Membership Number at the time of registration of his account. The
RESTTful service will validate this number, and if it is verified registration will be allowed to
proceed. If the number is invalid, the service will send back avalidation failed error.

In this example, the validation is simple; the provided Store Membership Number must be an
integer that is divisible by 5.

1) In Solution Explorer, right-click Models , selectAdd, and the selectClass.
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Solution Explorer v b x
QE-|o-5d® | #=
Search Solution Explorer (Ctrl+;) P~
=1 Solution ‘StoreMembershipApi’ (1 project)

4 ] StoreMembershipApi
&p Connected Services

P & Dependencies
[ Properties
P & wwwroot
3 Controllers
&1 View in Browser (Google Chrome) Ctrl+Shift+W 3 Views
Browse With... b LT appsettingsjson
Add 4 Controller...
Scope to This 1 New ltem.. Ctrl+Shift+A
B New Solution Explorer View %9 Bxsting ltem... Shift +Alt+A
Exclude From Project New Scaffolded Item...
X cut Ctrl+X %5 New Folder
! Copy Ctrl+C & From Cookiecutter...
X Delete Del E& Docker Support
] Rename *@  Application Insights Telemetry...
@ Open Folder in File Explorer % Class...
A Properties Alt+Enter

2) Inthe Add New Item dialog box, select Class Specify the name
ValidationResponseContent , and then selectAdd.

Add New Item - StoreMembershipApi ? P4
4 Installed Sort by: [Default -] Search (Ctrl+) p-
s .
PowerShell g T cass e E Type: Visual C#
4 Visual C#t An empty class declaration
4 ASP.NET Core o0 interface Visual C#
Code
cw
Dat: i i
ata h Cade File Visual C#
General
b Web Code File
b Online
Name: ValidationResponseContent
Cored

3) Replace the code in the ValidationResponseContent.cs file with the following class:
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namespace StoreMembershipApi.Models

{

public classValidationResponseContent: StoreResponseContent

{

public string StoreMembershipNumber { get; set; }

4) Using the same procedure, add another class to theModels folder, named
StoreResponseContent . Replace the code for the class withthese statements:

using System.Net;

using System.Reflection;

namespace StoreMembershipApi.Models

{

public classStoreResponseContent

{
public string Version {get; set; }
public int Status {get; set; }

public string UserMessage {get; set; }

public StoreResponseContent()

{}

public StoreResponseContentétring message, HttpStatusCode status)

{

this.UserMessage = message;

this.Status = (nt)status;
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this.Version = Assembly.GetExecutingAssembly().GetName().Version.ToString();

5) Add a further class to the Models folder, named MembershipRequest . Replace the
code generated for this class with the following statements:

namespace StoreMembershipApi.Models

{
public classMembershipRequest
{
public int StoreMembershipNumber { get; set; }
}
}
6) In Solution Explorer, right-click the Controllers folder, select Add, and then select
Controller .
7) Inthe Add Scaffold dialog box, select API Controller -Empty, and then select Add.
Add Scaffod X

4 Installed

b Common ‘[: MVC Controller - Empty API Controller - Empty
Controller by Microsoft
v1.00.0
‘[: MVC Controller with read/write actions
An empty API controller,

a MVC Controller with views, using Entity Framework

C@ API Controller - Empty

#1% API Controller with read/write actions

1d: ApiControllerEmptyScaffolder

‘[: API Controller with actions, using Entity Framework
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8) Inthe Add Controller dialog box, name the controller MembershipController , and then
select Add.

Add Empty API Controller X

Controller name: MembershipController

Add Cancel

9) Replace the code generated for the controller with the following.
using System;
using System.Net;
using Microsoft.AspNetCore.Authorization;
using Microsoft.AspNetCore.Mvc;

using StoreMembershipApi.Models;

namespace StoreMembershipApi.Controllers

{
Il <summary>
/Il This controller is responsible for responding to requests from our custom policies
/Il to validate store membership numbers and retrieve customer membership dates.

Il </[summary>

[Route("api/[controller]" )]
public classMembershipController : Controller
{
Il <summary>

/Il This method receives a storeMembershipnumber from the policy validation
step and returns a 409 Conflict

/Il response if the store membership number is not valid (not a multiple of 5),
and a 200 Ok response on

/Il successful validation of the store membership number.
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/Il </[summary>

/Il <param name="request">Passed from the policy validation step, containsa
storeMembershipNumber. </param>

/Il <returns>HTTP 200 Ok on success. HTTP 409 Conflict if provided an invalid
store membership number.</returns>

[HttpPost("validate™)]

public 1ActionResult ValidateMembershipNumber([FromBody]
MembershipRequest reques)

{

if (lsStoreMembershipNumberValid(request.StoreMembershipNumber))

{

return GenerateErrorMessageWithMessagée(Store membership
number is not valid, it must be a multiple of 5!");

}

/l Return the output claim(s)
return Ok(new ValidationResponseContent

{

StoreMembershipNumber =
request.StoreMembershipNumber.ToString()

D

Il <summary>

/Il Constructs an HTTP 409 Conflict IActionResulto return back to the validation
or orchestration step.

/Il This is used to communicate with the policy steps to communicate an error
state.
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/Il </[summary>

/Il <param name="message'>The message to be passed back to the user to
explain why the request failed.</param>

/Il <returns> An |ActionResult representing an HTTP 409 Conflict with a custom
payload.</returns>

private IActionResult GenerateErrorMessageWithMessagedtring message)

{
return StatusCode({nt)HttpStatusCode.Conflict, new
StoreResponseContent
{
Version ="1.0.0",
Status = (int) HitpStatusCode.Conflict,
UserMessage = message
b;
}

/Il <summary>

/Il Validates a provided store membership number by using the modulus
operator (see more <see href="https://docs.microsoft.com/en -us/dotnet/csharp/language -
reference/operators/remainder -operator"> here</see>)

/Il to determine if the provided store membership number is a multiple of 5. If it
is, we return true, if not, we return false.

/Il </[summary>

/Il <param name="storeMembershipNumber "> The store membership number
to be validated.</param>

/Il <returns> True on successful validation, false if validation fails</returns>

private bool IsStoreMembershipNumberValid(int storeMembershipNumber)

{
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if (storeMembershipNumber % 5 != 0)
{

return false;

return true;

10) On the Build menu, selectRebuild Solution , and verify that the solution builds without
any errors.

Publish the Project as an Azure Website
1) In Solution Explorer, right-click the StoreMembershipApi project node, and then select
Publish.
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fie

5 @

v

0 X &

Build
Rebuild
Clean
View
Pack
Publish...

Open Cosmos DB Explorer...

Publish Stored Procedures
Overview

Scope to This

New Solution Explorer View
Show on Code Map

File Nesting

Edit StoreMembershipApi.csproj

Add

Manage NuGet Packages...
Manage User Secrets

Set as StartUp Project
Debug

Source Control

Cut

Remove

Rename

Unload Project

Open Folder in File Explorer

Properties

Ctrl+X
Del

Solution Explorer
WE-|o-5a®||
Search Solution Explorer (Ctrl+;)

] Solution ‘StoreMembershipApi* (1 proj
471 StoreMembershipApi

nected Services
endencies
perties
root
trollers
els
rrorViewModel.cs
embershipRequest.cs
toreResponseContent.cs
alidationResponseContent.
S
settings.json
dleconfig.json
ram.cs

tup.cs

Alt+Enter ﬁi Solution Explorer I

2) Inthe Pick a publish target dialog box, select App Service, selectCreate New, and then

select Publish.

Pick a publish target

& App Service

Azure Virtual Machines

[ 1S, FTP, etc

W Folder

Import Profile...

Azure App Service

Fully managed, and highly scalable cloud environment

@® Create New
O Select Existing

Cancel

115

© 2018 Microsoft Corporation

Feedback?https://aka.ms/aad-b2c-course-feedback



https://aka.ms/aad-b2c-course-feedback

3) Inthe Create App Service dialog box, login to Azure as B2CAdmin in your Azure
domain, specify a unique App Name, select a resource group, and then selectCreate.

x
Create App Service Default Directory
Host your web and mobile applications, REST APIs, and more in Azure b2 cadminGag
App Name Explore additional Azure services
| StoreMembershipApi20180502035225 | E Create a SQL Database
Subscription
| Free Trial '|

Resource Group

|BZCGroup (ukowest) v| New...
Hosting Plan
|AwesomeComputersAppServicePlan (Central US, B1) v| New.. Clicking the Create button will create the following Azure
resources
App Service - StoreMembershipApi20180502035225
Export... Create Cancel

4) Wait while the service is published. The site will launch in the browser when publishing is
complete.

5) Record the URL of your service in the browser address bar.

| Home Page - StoreMem! x

0180502035225.

p Visual Studio ‘ 3

There are powerful new features in Visual Studio for building

modern web apps.

[oX Yole]

Application
uses

+ Sample pages using
ASP.NET Core MVC
« Theming using Bootstrap

© 2018 - StoreMembershipApi -

Update Custom Policies

116 © 2018 Microsoft Corporation Feedback?https://aka.ms/aad-b2c-course-feedback


https://aka.ms/aad-b2c-course-feedback

1) In Visual Studio and open the TrustFrameworkExtensions.xml policy file that you
created in Module 5.

2) Inthe <BuildingBlocks> node add the following <ClaimsSchema element.

<ClaimsSchema
<ClaimTypeld="extension_storeMembershipNumber">
<DisplayName> Store Membership Number</ DisplayName>
<DataType>string</ DataType>
<UserHelpText Your store membership number</ UserHelpText>
<UserlnputType>TextBox/ UserinputType>
</ ClaimType>
</ ClaimsSchema

3) Inthe <ClaimsProviders node, add the following <ClaimsProvider element. Replace
the address highlighted in bold with the URL of your REST web service.

<ClaimsProvider
<DisplayName>REST APk DisplayName>
<TechnicalProfiles>
<TechnicalProfileld="ValidateStoreMembershipNumber">
<DisplayName>Validate Store Membership Number</ DisplayName>
<Protocol Name="Proprietary" Handler="Web.TPEngine.Providers.RestfulProvider,
Web.TPENgine, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null>
<Metadata>
<ltem
Key="ServiceUr!I'>https:// yourwebservice.azurewebsites.net /api/membership/validate </ Item
>
<Item Key="AuthenticationType">None</ Item>
<ltem Key="SendClaimsIn'>Body</ Iltem>
</ Metadata>
<InputClaims>
<InputClaim ClaimTypeReferenceld "extension_storeMembershipNumber"
PartnerClaimType="storeMembershipNumber" />
</ InputClaims>
<UseTechnicalProfileForSessionManagemenReferenceld="SM-Noop" />
</ TechnicalProfile>
<TechnicalProfileld="LocalAccountSignUpWithLogonEmail'>
<OQutputClaims>
<OutputClaim ClaimTypeReferenceld"extension_storeMembershipNumber"
PartnerClaimType="storeMembershipNumber" />
</ OutputClaims>
<ValidationTechnicalProfiles>
<ValidationTechnicalProfile Referenceld="ValidateStoreMembershipNumber" />
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</ ValidationTechnicalProfiles>
</ TechnicalProfile>

</ TechnicalProfiles>
</ ClaimsProvider
4) Save the file.

5) Using the Identity Experience Framework in the Azure portal, upload the
TrustFrameworkExtensions.xml file, and overwrite the existing policy.

6) In Visual Studio, open the SignUpOrSignin.xml file in your working directory.

7) Find the element <TechnicalProfileld="PolicyProfile">, and in the <OutputClaims> node
add the following XML markup:

<OutputClaim ClaimTypeReferencele"extension_storeMembershipNumber" />
8) Save the file.

9) Using the Identity Experience Framework in the Azure portal, upload the
SignUpOrSignin.xml file, and overwrite the existing policy.

Test the Custom Policy
1) Inthe Azure portal, select Azure Active Directory , and then selectUsers.
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Home ne computers - Overview

—+ Create a resource awesome computers - Over

All services

FAVORITES
Dashboard

£2f Al resources
Resource groups
App Services
Function Apps

@ sQL databases
Azure Cosmos DB

S8 Virtual machines
Load balancers
Storage accounts

*> Virtual networks

’ Azure Active Directory

e Monitor
@ Advisor

. Security Center

0 Cost Management + Billing

a4 Help + support

# Azure AD B2C

Azure Active Directory

(2]

O Overview

5" Quick start

MANAGE

Users

Groups

i Enterprise applications

B App registrations

¥l Application proxy

Azure AD Connect
&=/ Custom domain names
2 Mobility (MDM and MAM)
Password reset
1 Company branding
# User settings
17 Properties

B Notifications settings

SECURITY
Conditional access
6 MFA Server
Users flagged for risk

A Risky sign-ins

2) Select the user you created in module 5, and then selectDelete user . SelectYesto
confirm the deletion.

Note: The purpose of these two steps was to enable you to reuse the same user account in the

following test.

3) Inthe Azure portal, return to the Azure AD B2C blade, and then select All policies .
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Home > Azure AD B2C

Azure AD B2C

awesomejohns.onmicrosoft.com

Overview

MANAGE

B Applications
Identity providers
User attributes

Users

POLICIES

'E} Sign-up or sign-in policies
£ Profile editing policies

ﬁ Password reset policies
Q Sign-up policies

'El' Sign-in policies

Q Resource Owner policies (Previe...

'El' All policies

4) SelecttheB2C_1A_ signup_signin policy to open its detail view.

rd B Delete ¥ Download

RUN POLICY SETTINGS.

hetgs Y andb 2 cawesomBcampUlers. Al rewe biibes. net LT

w  ACCESS TOKENS

0
hEtpaiagin migresafionlive comdansitlctia il eamigrosaftoamioauthd Ve DFauthonze m

-
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5) SelectRun now.
6) On the sign in page, selectSign up now .

7) On the sign up page, verify that the prompt Store Membership Number appears.

Sign in with your existing account

Store Membership Number

Email Address

Send verification code

New Password
Confirm New Password
Display Name

Given Name

Surname

Terms of Service Consent

[]

| agree to the Awesome Computers terms of service.

Cancel

Sign in with your existing account
Store membership number is not valid, it must be a multiple of 5!

Store Membership Number

13

9) Verify that if you specify a multiple of 5 for the store membership number then sign up is
successful. You can check this aollows:

a. When the Awesome Computers page appears, selectView Token Contents .
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@ Awesome Computers EditProfie  Reset Password

Welcome to Awesome Computers!

View Token Contents
Back To B2C Training

©2018 - Awesome Computers, Inc.

b. Inthe jwt.ms page, select the Claims tab.

Enter token below (it never leaves your browser):

eyJeeXAi0iJKV1QiLCIhbGciOilSUZIINIISImtpZCI6IINMNEt4c@SEUIRVTUILS@1CTXNIOWhtODIMMZBOWFBGCVNLTi1DRXKkZOVKifQ. e
yI1eHAI0FE1IMjUYNzc3NZQsImSiZiI6MTUYNTI3NDE3NCwidmVyIjoiMS4wIiwiaXNzIjoiaHROCHMELY9sb2dpbiStakNyb3NvZnRvbmxpb
mUuY29tLzYXYTYWYT1KLWM2NGYtNDZINS1iINTMZLTRhNZY3Nz1iYjNhMy92MidwLyIsInN1YiI6IFAIMmMQYMZNmLWFmYZctNDIKNCOAMTABL
WQ2MzQWNzg1INzcxMyIsImF1ZCI6IME4NFU2ZGY1LWRKYTgtNDg1Mi@5MGQ3LWYZNDVINZhmMDZiMyIsImFjciI6ImIyY18xYV9zaWdudXBfc
21nbmluliwibmOuY2Ui0iJkZWZhdWx@TmOuY2UiLCIpYXQi0jE1IMjUyNZQXNzQsImF1dGhfdGltZSI6MTUYNTI3NDE3NCwiZXh@ZWSzaWouX
3Neb3J1TWVtYmVyc2hpcES1bWI1ciI6IjUlTiwiZWlhaWwiOilgb2huc@Bjb250ZW5@bWFzdGVyLmNVbSIsImShbWUiOiIKb2huIFNoYXIwWI
iwiZ212ZWSfbmFtZSI6IkpvaG4ilCImYW1pbH1fbmFtZSI6I1NoYXIwIiwiVG5DcyI6IjQuMTkvMIAXOCI9. XoY_Doxvh35PcynVBUpSWEDO
X8pHZfT6eaZ5wwD34wZdNU7p0ZA7z8ynilWcLLr21kK4ATIytuMIVWRnhgtt7zk TPyLjAydrFZm36XiAJQIWWW1GHYxvHUGikqZOBY3pZyfX
sSgmO@K__oIhT2MscdiSUFeTBtjCCU7RILCSsyPtXQLFEMXArYBjbUqwsf_VatWpGuxD_Cnai_D1gVvomCW30Mex7dVNSeSD3cVUcjacPpBMn_
yNRyLMnX81WekXSybsmurdZGIBHLSpfHs IRhOm-fspQHbw-zTntmbzeoBg41XWU6vIdvCpIX63TrrR8qXHCAgO-9UgTzc7RWRskFgQ

This token was issued using an Identity Experience Framework policy.

Decoded Token Claims
{

"typ": "IWT",
“alg": "RS256",
"kid": "Sf4KxsNDSToMOmKMBMseShm82f3@tXPFqSKN-CEy39Y"
1A

“exp": 1525277774,
“nbf": 1525274174,

ver 1075
iss": "https://login.microsoftonline.com/61a6@a9d-c64f-46b5-b533-4a76779bb3a3/v2.8/",
"sub": "@52d233f-afc7-42d4-8104-d63407857713",

"aud": "a8656df5-dda8-4852-90d7-f345e78f@6b3",
"acr": "b2c_la_signup_signin",

"nonce": "defaultNonce",

"iat": 1525274174,

“auth time": 1525274174,

c. Scroll through the list of claims, you should see a claim with type
extension_storeMembershipNumber  that has the value that you specified.

the JWI. (REC /51Y)

auth_time Wed May 02 2018 16:16:14 GMT+0100 (GMT The time at which the user authorized.
Daylight Time) (REC 7519)

extension_storeMembershipNumber 55

email c o

name o

Modify the Profile Edit Policy to Return the User Store Membership Date

In this task, you will add an additional step to the RESTful service. This step will read the input
user claims and return the Store Membership Date.

Modify the API Project
1) Return to the StoreMembershipApi project in Visual Studio.
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2) In Solution Explorer, right-click Models , selectAdd, and then select Class.

3) Inthe Add New Item dialog box, select Visual C#, and then select Class Specify the
name MembershipDateResponseContent and then select Add.

4) Replace thecode in the MembershipDateResponseContent.cs file with the following
code:

namespace StoreMembershipApi.Models

{

public classMembershipDateResponseContent: StoreResponseContent

{
public string StoreMembershipDate { get; set; }

5) In Solution Explorer, expand the Controllers folder, and select the
MembershipController.cs file.

6) Add the following methods to the MembershipController class.
Il <summary>

/Il This method receives a storeMembershipnumber from the policy orchestration step and
returns a 409 Conflict

/Il response if the store membership number is not valid (not a multiple of 5), and a 200 Ok
response containing

/Il the member's membership date if the store membership number is valid.
Il </[summary>

/Il <param name="request">Passed from the policy orchestration step, contains a
storeMembershipNumber.</param>

/Il <returns>HTTP 200 Ok on success with an obtained membeship date. HTTP 409 Conflict if
provided an invalid store membership number. </returns>

[HttpPost("membershipdate”)]

public 1ActionResult GetMembershipDate([FromBody] MembershipRequest request)
{
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if (llsStoreMembershipNumberValid(request.StoreMembershigNumber))
{

return GenerateErrorMessageWithMessagé(Store membership number is not valid, it must
be a multiple of 5!");

}

var membershipDate = ObtainStoreMembershipDate();
return Ok(new MembershipDateResponseContent
{

Version ="1.0.0",

Status = (int)HttpStatusCode.OK,

UserMessage ="Membership date located successfully.",

StoreMembershipDate = membershipDate.ToString('d")
D

Il <summary>

/Il Generates a date within the last 90 days to return as the store membership number for a
member.

/Il In a production application you'd likely contact a database here to get a real membership
date for a member.

Il </[summary>
/Il <returns> A DateTime representing the store membership date for a member.</returns>
private static DateTime ObtainStoreMembershipDate()
{
var random = new Random();
var daysOffOfToday = random.Next(0, 90);

var randomDate = DateTime.Now.AddDays¢daysOffOfToday);
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return randomDate;

7) Save the file

8) On the Build menu, selectRebuild Solution . Verify that the solution compiles without
any errors.

9) In Solution Explorer, right-click the StoremembershipApi project, and then select
Publish .

10) In the Publish window, select Publish. Wait for the updated service to be deployed.

Update Custom Policies
1) Using Visual Studio, open the TrustFrameworkExtensions.xml policy file.

2) Inthe <BuildingBlocks> node, insert the following <ClaimType> to the collection in the
<ClaimsSchema node.

<ClaimTypeld="extension_storeMembershipDate'>
<DisplayName> Store Membership Date</ DisplayName>
<DataType>string</ DataType>
<UserHelpText Your store membership date</ UserHelpText
<UserlnputType> TextBax</ UserlnputType>

</ ClaimType>

3) Inthe <ClaimsProviders node, find the <ClaimsProvider node that contains the
<DisplayName>REST APk DisplayName> element. Add the following
<TechnicalProfile> node to this ClaimsProvider. Replace the addresshighlighted in bold
with the URL of your REST web service.

<!-- Obtain claim technical profile -->
<TechnicalProfileld="ObtainStoreMembershipDate">
<DisplayName>Obtain Store Membership Date</ DisplayName>
<Protocol Name="Proprietary" Handler="Web.TPEngine.Providers.RestfulProvider,
Web.TPENgine, Version=1.0.0.0, Culture=neutral, PublicKeyToken=nul/>
<Metadata>
<Item Key="ServiceUrl'>
https://yourwebservice.azurewebsites.net  /api/membership/membershipdate </Iltem>
<Item Key="AuthenticationType">None</ Item>
<Item Key="SendClaimsIin'>Body</ Item>
</ Metadata>
<InputClaims>
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<InputClaim ClaimTypeReferencele"extension_storeMembershipNumber"
PartnerClaimType="storeMembershipNumber" />
</ InputClaims>
<OutputClaims>
<OQutputClaim ClaimTypeReferencela"extension_storeMembershipDate'
PartnerClaimType="storeMembershipDate" />
</ OutputClaims>
<UseTechnicalProfileForSessionManagemenReferenceld="SM-Noop" />
</ TechnicalProfile>

4) Uncomment the <UserJourney$ node at the end of the file, and add the following
<UserJourney> element to this node.

<UserJourneyld="ProfileEditObtainApiClaim">
<OrchestrationSteps>
<OrchestrationStep Order="1" Type="ClaimsProviderSelectior
ContentDefinitionReferenceld="api.idpselections">
<ClaimsProviderSelections
<ClaimsProviderSelectionTargetClaimsExchangel&"LocalAccountSigninEmailExchangé />
</ ClaimsProviderSelections
</ OrchestrationStep>
<OrchestrationStep Order="2" Type="ClaimsExchangé>
<ClaimsExchanges
<ClaimsExchangeld="LocalAccountSigninEmailExchangg
TechnicalProfileReferencela"SelfAsserted LocalAccountSignin-Email' />
</ ClaimsExchanges
</ OrchestrationStep>
<OrchestrationStep Order="3" Type="ClaimsExchangé&>
<Preconditions>
<Precondition Type="ClaimEqual$ ExecuteActionslE"true">
<Value>authenticationSource</ Value>
<Value>socialldpAuthentication</ Value>
<Action>SkipThisOrchestrationStep</ Action>
</ Precondition>
</ Preconditions>
<ClaimsExchanges
<ClaimsExchanged="AADUserReadWithObjectld' TechnicalProfileReferenceld&"AAD-
UserReadUsingObjectld />
</ ClaimsExchanges
</ OrchestrationStep>
<OrchestrationStep Order="4" Type="ClaimsExchangé>
<ClaimsExchanges
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<ClaimsExchangeld="B2CUserProfileUpdateExchangé
TechnicalProfileReferencela"SelfAsserted ProfileUpdate" />
</ ClaimsExchanges
</ OrchestrationStep>
<OrchestrationStep Order="5" Type="ClaimsExchangé&>
<ClaimsExchanges
<ClaimsExchangeld="GetStoreMembershipDateData’
TechnicalProfileReferenceld "ObtainStoreMembershipDate" />
</ ClaimsExchanges
</ OrchestrationStep>
<OrchestrationStep Order="6" Type="SendClaims
CpimlssuerTechnicalProfileReferenceld"Jwtlssuet' />
</ OrchestrationSteps>
<ClientDefinition Referenceld="DefaultWeb" />
</ UserJourney

5) Save the XML file.

6) Using the Identity Experience Framework in the Azure portal, upload the
TrustFrameworkExtensions.xml file, and overwrite the existing policy.

7) Using Visual Studio, open the ProfileEdit.xml file.

8) Under the <RelyingParty>, node replace the <DefaultUserJourney> node with the
following XML element.

<DefaultUserJourneyReferenceld="ProfileEditObtainApiClaim" />

9) Under the <TechnicalProfileld="PolicyProfile'>node, add the following XML markup
below the <OutputClaims> node.

<OutputClaim ClaimTypeReferencele"extension_storeMembershipDate' />

10) Save the XML file.

11) Using the Identity Experience Framework in the Azure portal, upload the B2C_1A
ProfileEdit.xml file, and overwrite the existing policy.

Test the Custom Policy
1) Inthe Azure portal, use the Azure Active Directory blade to delete the user you created
in the previous test.

2) Return to the Azure AD B2C blade, and then select All policies .
3) Selectthe B2C_1A signup_signin policy, and then select Run now .

4) On the sign in page, selectSign up now .
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5) On the sign up page, sigh up again, using the same account as before.

6) When sign up is complete, edit your profile by selecting Edit Profile in the demo web
app.

@ Awesome Com puters Edit Profile Reset Password

Welcome to Awesome Computers!

Back To B2C Training

© 2018 - Awesome Computers, Inc.

7) After updating your profile, select View Token Conte nts.

Edit Profile Reset Password

@ Awesome Computers

Welcome to Awesome Computers!

Back To B2C Training

© 2018 - Awesome Computers, Inc.

8) SelectClaims. You should see thestoreMembershipDate claim in the claims list sent
back from Azure AD B2C.
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Claims

Claims Present in the Claims Identity:

Claim Type

exp

nbf

ver

iss
http://schemas.xmisoap.org/ws/2005/05/identity/claims/nameidentifier
aud
http://schemas.microsoft.com/claims/authnclassreference
nonce

iat

auth_time

Claim Value

1525067276

1525063676

1.0
https:/login.microsoftonline.com/ae12582a-e08b-45b5-9955-0d706299fbd5/v2.0/
1262763f-ae28-4814-86b1-2ac6dfc28802
6af928c4-17d2-49ba-87f0-c7b183ece55¢

b2c_1a_profileedit
636606604732683220.YTFjMDBhMjYtMjJjNy0OYmNILWFmZ]MINGYyMWMwODA4MG. ..
1525063676

1525063676

extension_storeMembershipDate

2/11/2018
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Module 7/ External IDPs, OIDC and SAML

Introduction
At the end of this module, you will be able to:

1 Add OIDC IDP (Google) in Azure ADB2C using Custom Policies
1 Integrate a SAML IDP and map claims (Salesforce) using Custom Policies
This module should take approximately 75 minutes to complete.

User management and configuring authentication can be a time-consuming process. It can also
be error prone if the authentication and identity requirements are complex, leading to possible
issues with security. To reduce costs, it is sometimes worthwhile to consider using third party
identity providers to manage and authenticate users, although integration multiple IdPs into a
solution can also be a challenge. Using Azure AD B2C simplifies many of these tasks. This
module shows two examples for configuring popular third -party external I1dPs.

Note that this module assumes that you have completed Module 6 and created the XML
files that define the custom policies used by the sample web application.
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Integrate an OIDC IDP and Map Claims
As an example of using an OIDC IDP, the following procedure describes how to integrate
Google as an IDP in Azure dlentity Framework Experience.

Create a Google+ Application
Note: This procedure is only necessary if you don't already have a Google app available. It
assumes that you have a Google+ account. If you need to create a Google+ account, clickhere.

1) Sign in to your Google+ account
2) Open the Google Developer Console

3) SelectSelect project .

Dashboard I3 ENABLE APIS AND SERVICES
A project is needed to view enabled APIs and services Select Project

Popular APIs and services VIEW ALL (187)

Google Drive API Gmail API Google Maps Android API

Google Google Google

The Google Drive API allows Flexible, RESTful access to the Maps for your native Android app.

clients to access resources from user's inbox

Google Drive

4) SelectCreate.

APIls & Services
Dashboard

To view this page, select a project.

5) Enter a project name of DemoB2CGooglePlus, and then click Create.

6) When the project has been created, select theDemoB2CGooglePlus project from
project menu.
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https://console.developers.google.com/
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7) In the left-hand menu, selectCredentials .
8) SelectOAuth Consent Screen .
9) Provide your email address, enter a product name, and then selectSave.

Credentials

Credentials OAuth consent screen Domain verification

Email address

Product name shown to users —

Product name

Homepage URL (Opt
The consent screen will be shown to
https:// or http://
users whenever you request access
to their private data using your client
Product logo URL (Optional) ID. It will be shown for all
hitp-//www.example.com/logo.png appllcatlons registered in this
project.

This is how your logo will look to end users

Max size: 120x120 px You must provide an email address

and product name for OAuth to
work.

Privacy policy URL
Optional until you deploy your app
https:// or http://

Terms of service URL (Optior

https:// or http://

10) After the project has been saved, selectCreate Credentials , and then select OAuth
Client ID .
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11) In the list of options, select Web Application.

12) Set the name to Azure Demo B2C Client , set the Authorised JavaScript Origins to
https://login.microsoftonline.com , enter
https://login.microsoftonline.com/te/AwesomeY ourLastname.onmicrosoft.com/oa
uth2/authresp in the Authorized Redirect URIs field (where AwesomeYourLastname
is the name of your B2C tenant), and then selectCreate.
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