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What are we going to cover today?

» Refresher on the Plaso Components

* Methods to filter in Plaso

* Front End
* image_export
* |log2timeline
* Back End

* psort

e Other complementary tools
* Timeline Explorer — Eric Zimmerman
* KAPE — Triage collection tool — Eric Zimmerman
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Filtering — Why is it so important?

Data reduction by targeted collections allows: O

GitHub

* Focus on specific areas of interest mmmmm—) Evidence of categories:

e User Communication

* Speed of processing « File Download
: e Program Execution
’ Speed Of analySIS * File Opening/ Creation
* Manageable Output Size for Other * File Knowledge
TOOlS e Physical Location

e USB Key Usage
e Account Usage
e Browser Usage
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Plaso Components & Process Flow

* Can be an iterative process. C0||ection~Culling
. . . . . eimage_export
* The lines are blurring between Collection & Culling " Dk «Cylr / KAPE
. . . o Tri *FTK Imager
* image_export — extracts files from images (+VSS) Triage

* Or, other tools like KAPE — Also processes VSS
log2timeline — creates the Plaso storage file (sqlite)

* pinfo — provide information on log2timeline psort log2timeline
1 *Event Filter. *File Filters
processing e s “parser fter

eTagging *YARA

psort — processes /updates Plaso storage files

(sort, filter, analysis) \ /
info
psteal — wrapper that runs log2timeline and then i

eProcessing

p SO rt Status
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 Extracts files by using a filter file

 Allows targeted extraction of specific files

* The filter file is the same format as used by log2timeline

* Significantly faster processing than processing the entire image
« Command line so it is scriptable /repeatable

* VSS Support
* image_export will can grab matching files from the VSS
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Image_export: common options

AN DFIR
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optional arguments:

-h, —-help
-V, —-version

Show this help message and exit.
Show the version information.

Do not process VSS

Only process VSS.

—-vss_stores |VSS_STORES

e.g. "3..5" or "1,3,5" or "1,3..5" or "all".

——date-filter TYPE_START_END, —-date_filter

"TIME_VALUE,START_DATE_TIME,END_DATE_TIME" where
TIME_VALUE defines which file entry timestamp the
filter applies to e.g. atime, ctime, crtime, bkup,

etc

-f FILE_FILTER,

FILE_FILTER

-x EXTENSIONS

--names NAMES

[1st ofr t1les to include for targeted collection
Filter on file name extensions. Multiple multiple
comma separated values e.g. "csv,docx,pst".

Filter on file names. e.g. "NTUSER. DAT,UsrClass.dat".

--signatures IDENTIFIERS

-w PATH

Filter on file format signature identifiers. e.g.
“esedb, Ink,evtx,olecf". Use "list" for

supported file format signatures.
PATH
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image export: VSS Capability

image export -f windows filter.txt --vss_stores all -w
nromanoff_image export demo.E@1

<« v N > WINSIFT > Cases (G:) > nromanoff_image_export > ®* —-NO VSS
> exercises ~ Name ’b e _-VSS ON Iy
v nromanoff_image_export _Recycle.Bin -
> _Recycle.Bin Users __VSS—StO res
v Users _LogFile
Default L
= hromanctf vss1__LogFile
& AppData vss1__MFT
X i vss2__LogFile
vss2__MFT
5 Roaming vss3__LogFile
Public vss3__MFT
v rsydow vss4__LogFile
v AppData vss4__MFT
’ Local B Techno Security &
D F I R > Roamina @ Digital Forensics
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Image export: Export by File Extension

-x "doc,docx,xls,xIsx,ppt,pptx"

image export -x "doc,docx,xls,xlsx,ppt,pptx"
--vss_stores all -w nromanoff_image export office_docs
nromanoff-c-drive.e0l
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Image export: date

"crtime, 2013-10-22 00:00:00, 2013-10-22 23:59:59"

image export.py --vss stores all -x
"doc,docx,xls,xlsx,ppt, pptx”

--date-filter "atime, 2013-10-22 00:00:00, 2013-10-22 23:59:59"

--date-filter "crtime,2013-10-22 00:00:00, 2013-10-22 23:59:59"
-w blake image export office _docs
../blake-c-drive/blake-c-drive.e0l
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log2timeline

* Processes source files into the Plaso database

e Supports many image formats - Raw, VHD, EO1 images,
mount points & other Plaso DB files.

* Filtering Options available
* File Filters
* Filter by Parser
* Filter by YARA rules. (artifacts in Release 20180630)

Most basic command format:
log2timeline.py OUTPUT INPUT

DFIR log2timeline.py demo.E@1 demo.plaso @ Dighel Forensice
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log2timeline usage: common options

usage: log2timeline.exe [-h] [-V]
[--parsers PARSER_LIST]
[-f FILE_FILTER]
--no_vss] [--vss_only] [--vss_stores VSS_STORES]
--no_dependencies_check]
[STORAGE_FILE] [SOURCE]

log2timeline.exe —z “UTC” --file_filter filter_windows.txt

--NO_VSS --parsers prefetch,amcache,userassist,srum
demo.plaso demo.EO1
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log2timeline: Collection Filters Files

* Filter Files are a list of files to collect

* Triage Approach: Collect / Process only what you want

 Saves time during collection and analysis

* Relevant to image_export and log2timeline
e Use the same file / file format

* Some items in Filter File may only be relevant for image_export
* No plugins to process some files that still; should be collected

* Example: pagefile.sys, hiberfile.sys, etc.

N RUETIREEUNSE September 17-19, 2018 | San Antonio, TX USA

Techno Security &
Digital Forensics
Conference




log2timeline: Filter File Format

* One entry per line
 Each line defines a single location to collect/process
* Formatis: FIELD 1 | SEPARATOR | FIELD 2 | SEPARATOR | FIELD 3 | ...

 Separator = slash “/”

* A field can be one of the following three options:
* A string representing the exact directory name, case insensitive.
* A regular expression denoting the name of the directory or file.

* A name of an attribute collected during the preprocessing stage, denoted by a curly
bracket {attribute_name}.

» Attribute Name Example: {sysregistry}/.+evt

Source: https://github.com/log2timeline/plaso/wiki/Collection-Filters
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Filter File Example

HHHHT

# Users Registry hives & associated logs

#HHHH

/(Users|Documents And Settings)/.+/NTUSER[.]DAT GitHub

/(Users|Documents And Settings)/.+/ntuser[.]DAT[.]LOG[1-9]

/Users/.+/AppData/Local/Microsoft/Windows/Usrclass[.]dat Complete File

/Users/.+/AppData/Local/Microsoft/Windows/Usrclass[.]DAT[.]LOG[1-9] Available on my
GitHub Page

HHAHHH

# Recent file activity.

HAHHH

/Users/.+/AppData/Roaming/Microsoft/Windows/Recent/.+[.]LNK

/Users/.+/AppData/Roaming/Microsoft/0ffice/Recent/.+[.]LNK

/Users/.+/Desktop/.+[.]LNK

/Documents And Settings/.+/Recent/.+[.]LNK

/Users/.+/AppData/Roaming/Microsoft/Windows/Recent/Automaticdestinations/.+[.

JautomaticDestinations-ms

/Users/.+/AppData/Roaming/Microsoft/Windows/Recent/Customdestinations/.+[.]cu

stomPectirations-ms

Digital Forensics
Conference
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Filter Files — Performance Test - Events

Number of Events

Filter & Parsers 161469

Just Parsers 384316

Just File Filter 301594

o

200000 400000 600000 800000 1000000 1200000 1400000

1600000

DFIR
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Filter Files — Performance Test - Time

Processing
Time

Filter & Parsers 147.00

Just File Filter 190.00

000 2000.00 400000 600000 8000.00 10000.00 12000.00
Run time in seconds

DFIR

DIGITAL FORENSICS

INCIDENT RESPONSE

Techno Security &
Digital Forensics
Conference




Parsers

 Available on front & back end
* Limit processing to specific types of artifacts — missing "not” operator

* Parser Catagories
* Parsers: Processes individual artifacts
* (amcache, Ink, mft, plist, prefetch ...)
* Parser Plugins: Processes artifact categories
* (apple_id, bag_mru, cron, google_drive ...)
» Parser Presets: Sets of Parser Presets, Parsers Plugins & Parsers

* (winreg, win7, macosx ...)
* Easy to create your own. Covered later in presentation.

* Help and list of all parsers
* log2timeline.exe --info
* log2timeline.exe --parsers list

Techno Security &
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Registry (winreg) Parsers

appcompatcache shellbags ccleaner default interface Ifu
mountpoints mrulistex mrulist msie zones officemru outlook
: task terminal
run sam_users services shutdown
scheduler server
typedurls usb usbstor userassist winrar winver

Digital Forensics
Conference
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Windows Parsers (win_gen, winxp, win7)

Chrome Esedb EVT / EVTX Filestat Firefox Google drive
IE 6-9 IE 10-11 1S Job Files Jumplists LNK
McAfee Logs Olecf Openxml Peer to Peer Prefetch Recycle Bin

Registry Skype Skydrive Logs Symantec Log Winfirewall

© 2017 Rob Lee | All Rights Reserved Techno Security &
D F I R Digital Forensics
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Web History (webhist) Parsers

Chrome cache

Chrome cookies

Chrome extension
activity

Chrome history

Firefox cache

Firefox cookies

Firefox downloads

Firefox history

Java idx

MS Index.dat

MS webcache.dat

Opera global

Opera typed

Safari history

history

© 2017 Rob Lee | All Rights Reserved
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Linux/Andriod/Mac (android, linux, macQS)

Android app
usage

Cups ipp

Mackeeper
cache

Plist
appleaccount

Plist spotlight
volume

utmp

DFIR
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Android calls

filestat

keychain

Plist bluetooth

Plist
timemachine

utmpx

Android sms

Google drive

securityd

Plist default

Pls recall

webhist

appusage Asl log
Ipod device Ls quarantine
macwifi olecf
Plist install .
. Plist macuser
history
Popularity selinux
contest
xchatlog

© 2017 Rob Lee | All Rights Reserved

bencode Bsm log
Firewall log Doc versions
openxml Plist airport
Plist
softwareupdat  Plist spotlight
e
skype syslog

xchatscrollbac

zeitgeist

Techno Security &
Digital Forensics
Conference




DIGITAL FORENSICS

Parsers — Do | Really Want the Defaults?

* Plaso Storage Information *
Filename : nromanoff_kitchen.plaso
Format version : 20180101

* Maybe, if you really know what — SESrtes=m—e
that means.

1d5d6229-4198-44Ff-8415-dd51518¢c1983 : 2018-09-09T722:08:40.212000+00:00

* No parser parameters == win7/

° Win7 _— Sessior}: 1d5d6229-4198-441ff-8415-dd51518c1983
Start time : 2915‘-09-09T22:08:40.212906+06:0@
. Completion time : 2018-09-10T23:00:58.039000+00:00
* recyCIG_b|n Product name : plaso
Product version : 20180818
1 amcaChe Command line arguments :|log2timeline --vss_stores all
. . --no_dependencies_check nromanoff_kitchen.plaso
e custom dest|nat|0ns ~dmage\nromanoff-c-drive.EQl
- Parser filter expression : win/
° Winevtx Enabled parser and plugins | amcache, bencode, bencode/bencode_transmission,
bencode/bencode_utorrent, binary_cookies,
° 1 1 chrome_cache, chrome_preferences,
esedb/flle—hIStory custom_destinations, esedb, esedb/file_history,

esedb/msie_webcache, esedb/srum, filestat,

* olecf/olecf automatic_destinations Firefox cache. adrive synclog, jave.idx. ink,
* win_gen

DFIR

mcafee_protection, msiecf, olecf,
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Parsers — Create your own Presets

* Presets are grouping of parsers, plugins and other parsers
invoked by a single name.

* In the Linux version of Plaso you can edit the presets.py file
to add your own presets.

/usr/lib/python2.7/dist-packages/plaso/parsers/presets.py

Techno Security &
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Remove Event Log from win7 Parser

CATEGORIES =

'win_gen'
'bencode', 'esedb', 'filestat', 'sqlite/google_drive', 'gdrive_synclog'
'java_idx', 'lnk', 'mcafee_protection', 'olecf', 'openxml', 'pe
'prefetch', 'sccm', 'skydrive_log', 'skydrive_log_old', 'sqlite/skype’
'symantec_scanlog', ‘'usnjrnl', 'webhist', 'winfirewall', 'winjob’
'winreg'

'winxp' 'recycle_bin_info2', 'rplog', 'win_gen', ‘'winevt'

'winxp_slow’ ‘hachoir', 'mft', 'winxp'

'win7'
‘recycle_bin', 'custom_destinations', 'esedb/file_history’
'olecf/olecf_automatic_destinations', 'win_gen', |'winevtx', 'amcache'

'win7_slow' 'hachoir', 'mft', 'win7'

/usr/lib/python2.7/dist-packages/plaso/parsers/presets.py

Techno Security &
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Remove Chrome Artifacts from win7

win_gen'
'‘bencede', "esedb', 'filestat', 'sqlite/google_drive' 'gdrive_synclog'
'java_idx%, 'lnk', ™‘mcafee_protection', 'olecf', 'openxml', 'pe’
'‘prefetch', ™sccm', 'skyadrive log', 'skydrive_log_old', 'sqlite/skype’
'symantec_scanlogs, 'usnjrnl', |'webhist'/ 'winfirewall', 'winjob'
'winreg'

'winxp' 'recycle_bin_infoz\~rplog', 'win_gen', ‘'winevt'

'winxp_slow' 'hachoir', Amft]' ~lwinxp'

'win7'
‘recycle_bin' “custom_destinations® 'esedb/file_history'
'olecf/olesis _automatic_destinations' 'win_gen' 'winevtx', 'amcache'

'win7 slow' 'hachoir' 'mfy', 'win7'

webhist'
*binary_cookies', |'chrome_cache', 'sqlite/chrome_cookies'
'sglite/chrome_extension_activity', 'sqlite/chrome_8_history"
'sglite/chrome_27_history" “chrome_prerterences" *Tiretox_cache'
'sglite/firefox_cookies', 'sqlite/firefox_downloads'
'sglite/firefox_history', 'java_idx', 'esedb/msie_webcache', 'msiecf'
‘opera_global', 'opera_typed_history', 'plist/safari_history’
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I e LR CEAIEEEIEIL Plaso Storage Information **®®*¥xxxxxx B RS
Filename : nromanoff_file_filter_parser.plaso
Format version : 20180101
erialization format : json

Provides info on the Plaso e
d ata b a S e Session: F. 687d8c-21e@-4ab6b-aab4-abfe4dibbod2

Start time : 2018-05-18T23: (2} 90606+00:060
Completion time : 2018-85-18T23:49:57.364000+00:00
Product name : plaso

.
CO m m a n d I I n e u Sed fo r Product version : 20180127
Command line arguments : log2timeline.exe -z UTC --no_vss --file_filter

. . filter_windows.txt --parsers winreg

| O 2t| m e | I n e nromanoff_file_filter_parser.plaso
nromanoff-c-drive.E01
Parser filter expression : winreg
Enabled parser and plugins : winreg, winreg/appcompatcache, winreg/b

Event counts, Parser Counts e
winreg/microsoft_office_mru,

winreg/microsoft_outlook_mru,
winreg/mrulist_shell _item_list,

Tagging & other Analysis

winreg/mrulistex_shell_item_list,
winreg/mrulistex_string,

p | u gi n S r u n S wim‘el tring_and_shell_item,

winre; string_and_shell_item_ list

Can be helpful to tune you s AR
log2timeline command |
options.

ion th e
attribute

\nromanoff-c-dr

no Security &
tal Forensics
ference
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psort

* Backend Work horse
* Dedupping
* Filtering — This is key to using the tool effectively

* Analysis — Can be used to update the database and then filter on the
updates

Most basic command format:
psort.py —w OUTPUT INPUT

psort.py —w nromanoff.csv nromanoff.plaso

Techno Security &
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psort — Options of Interest

* usage: psort.exe [-h] [-V]

. [--analy5|s PLUGIN_LIST] - A list of analysis plugin names to be loaded or "--analysis list" to see a
ist of available plugins

* [--slice DATE] - Create a time slice around a certain date.

* [--slice_size SLICE_SIZE] - Defines the slice size.

* [--slicer] - Create a time slice around every filter match.

* [-z TIMEZONE] - Explicitly define the timezone.

* [-o FORMAT] - The output format. Use "-o list" to see a list

* [-w OUTPUT _FILE] - Output filename.

» [--fields FIELDS] - Which fields should be included in the output

» [--additional_fields ADDITIONAL_FIELDS] - extra output, in addition to the default fields
* [STORAGE_FILE] — Plaso database created by log2timeline.

* [FILTER] — A filter applied to the database before it written to the output file(s)

Techno Security &
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Common use of psort and filters

Output file format: Several
other formats besides “l12tcsv”

a N N
psort.py -z "UTC" |-o 12tcsv -w |jhromanoff_l2tcsv
nromanoff.plaso
"date > '2012-04-03 00:00:00' AND
date < '2012-04-07 00:00:00'"
\_ < /
\ Filter statement

Techno Security &
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psort: Output File Formats

HAKAKAR A AR AR K AR AR K AR AR K AR AR KRR R K Output MOAdULES **xkkk kA Ak AR A AR AR KA A AR KRR A AR KKK KKK

Name

Description

[ 12tcsv

CSV format used by legacy log2timeline, with 17 fixed fields.]

x1lsx

12ttln
4n6time_sqlite
kml

Excel Spreadsheet (XLSX) output
Extended TLN 7 field | delimited output.

Saves the data in a SQLite database, used by the tool 4né6time.

Saves events with geography data into a KML format.

[dynami C

Dynamic selection of fields for a separated value output
format.

|

rawpy
json

"raw" (or native) Python output.
Saves the events into a JSON format.

[ null

Output module that does not output anything.

tln
json_line

TLN 5 field | delimited output.
Saves the events into a JSON line format.

e F___

DFIR
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L2TCSV Format — What to Fields to Focus on

Initially

Date: Date of the event, in the format of MM/DD/YYYY

Time: Time of day, expressed in a 24h format, HH:MM:SS

Timezone: Time zone that was used to call the tool with.

MACB: MACB meaning of the fields, mostly for compatibility with the mactime format.

source: Short name for the source. All web browser history is, for instance, WEBHIST, registry entries are REG, simplelogfile
sourcetype: More comprehensive description of the source, “Internet Explorer” instead of WEBHIST, etc.

type: Type of the timestamp itself, such as “Last Accessed,” “Last Written,” or “Last modified,” and so on.
user: Username

host: Hostname

short: Short description of the entry, usually contains less text than the full description field.

desc:

Description field, thisis where most of theinformation is stored, the actual parsed description of the entry.

version: Version number of the timestamp object.

filename: Filename with the full path of the filename that contained the entry.
Inode: Inode number of thefile being parsed.

notes: Someinput modulesinsert additional information in the form of a note.
format: Name of theinput module that was used to parse thefile.

extra: Additional information parsed is joined together and put here.

Techno Security &
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psort: L2TCSV Output Format - Sample

If you have not tried this tool — you really should

) Timein

File Tools Help

supertimeline. csv

X

Find Ente P @roofo First srollable column | Select  co P v

Power fiter er Palhd
Timestamp 47 Source... ® Source Name macb Inode Long Description File Name

¥ = = e o ac o o -
2012-04-03 22:08:40 Windows ... LNK m... 60615 [Empty description] File size: 3524 File attribute flags: 0x00002020 Drive type: 3 Drive serial number: @xac©36525 Local path: C:\Users\vibran... TSK:/Users/vibranium/AppData/Roaming/Mi...
2012-04-03 22:08:40 Windows . LNK .a.. 60615 [Empty description] File size: 3524 File attribute flags: 0x00002020 Drive type: 3 Drive serial number: @xac836525 Local path: C:\Users\vibran... TSK:/Users/vibranium/AppData/Roaming/Mi. ..
2012-04-03 22:12:42 WlnPr‘efetch LOG «8.. 60336 Prefetch [DLLHOT.EXE] was executed - run count 4 path: \DLLHOT.EXE hash: @x9BB7786D volume: 1 [serial number: @xAC036525 device path: \DEVICE... :/Windows/Prefetch/DLLHOT . EXE-9BB778. . .
2012-04-03 22:17:59 WinPrefetch LOG oo 60669 Prefetch [DLLHOST.EXE] was executed - run count 1 path: \WINDOWS\SYSTEM32\DLLHOST.EXE hash: ©x7D2183B8 volume: 1 [serial number: OxAC036525 d... : /Windows/Prefetch/DLLHOST.EXE-7D218. ..
2012-04-03 22:22:15 WinPrefetch LOG .a.. 60742 Prefetch [HELPER.EXE] was executed - run count 1 path: \PROGRAM FILES\MOZILLA FIREFOX\UNINSTALL\HELPER.EXE hash: 0x36267E56 volume: 1 [serial ... :/Windows/Prefetch/HELPER.EXE-36267E. . .

2012-04-03 22:37:55 UNKNOWN ... REG

47834 [HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\TypedURLs] urll: http://199.73.28.114:53/ url2: http://go.microsoft.com/fwlink/?LinkId... TSK:/Users/vibranium/NTUSER.DAT

2012-04-03 22:39:19 WinPrefetch LOG .a.. 60676 Prefetch [FIREFOX.EXE] was executed - run count 3 path: \PROGRAM FILES\MOZILLA FIREFOX\FIREFOX.EXE hash: @xE6@COAA7 volume: 1 [serial number: ... :/Windows/Prefetch/FIREFOX.EXE-E60CO. . .
2012-04-03 22:40:40 Windows ... LNK m... 60615 [Empty description] File size: 4096 File attribute flags: 0x00000011 Drive type: 3 Drive serial number: @xac@36525 Local path: C:\Users\vibran... TSK:/Users/vibranium/AppData/Roaming/Mi...
2012-04-03 22:40:40 Windows ... LNK 60615 [Empty description] File size: 4096 File attribute flags: ©x00000011 Drive type: 3 Drive serial number: @xac836525 Local path: C:\Users\vibran... TSK:/Users/vibranium/AppData/Roaming/Mi. ..
2012-04-03 22:40:40 Windows ... LNK . 60923 [Empty description] File size: 4096 File attribute flags: @x00000011 Drive type: 3 Drive serial number: @xac@36525 Local path: C:\Users\vibran. TSK:/Users/vibranium/AppData/Roaming/Mi. . .
2012-04-03 22:40:40 Windows ... LNK .a.. 60923 [Empty description] File size: 4096 File attribute flags: 0x00000011 Drive type: 3 Drive serial number: @xac836525 Local path: C:\Users\vibran... TSK:/Users/vibranium/AppData/Roaming/Mi...
2012-04-03 23:10:02 WinPrefetch LOG e 60322 Prefetch [NETSTAT.EXE] was executed - run count 3 path' \WINDOWS\SYSTEM32\NETSTAT.EXE hash: 0x6D34D712 volume: 1 [Sel‘ial number: OxAC036525 d... K: /Windows/Prefetch/NETSTAT.EXE-6D34D. ..
2012-04-04 00:05:05 WinPrefetch LOG .a.. 60955 K:/Windows/Prefetch/SVCHOST . EXE-BD36E. . .
cat P S =
[imeline Expl Eric Zi
h iczimmerm ithub.io/#lindex.md
.
ttps://ericzi erman.github.io/#!inaex.
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Dynamic Output Fields

Field Name
Datetime

These are the default fields for psort

Description
Timestamp in ISO 8601 format

Mapsto L2TCSV
no singlefield

Type of thetimestamp itself, such as “Last Accessed,” “Last Written,” or “Last

timestamp_desc modified,” and so on. type
Short name for the source. All web browser history is, for instance, WEBHIST,
Source registry entries are REG, simplelog files are LOG, and so on. source
More comprehensive description of the source, “Internet Explorer” instead of
source_long WEBHIST, etc. sourcetype
Description field, thisis where most of theinformation is stored, the actual
Message parsed description of the entry. desc
Parser Name of theinput module that was used to parse thefile. format
display_name Filename with the full path of the filename that contained the entry. filename
tag Tag name populated by the psort analysis module(s) N/A

DIGITAL FORENSICS & INCIDENT RESPONSE
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psort: Dynamic Output Format - Sample

Default Format

A B € D E F G H I14]
1 [EG o v n de M source R source_long B4 parse M message i displa ame M tag v
31 3{ 2012-04-03720:38:05.986062+00:00 Last Time Executed LOG WinPrefetch prefetch Prefetch [MMC.EXE] was executed - run count 1 path: \WINDO TSK:/Windows/Prefetch/MMC.EXE-2E15 -
332.{ 2012-04-03T21:03:30.362670+00:00 Last Time Executed LOG WinPrefetch prefetch Prefetch [TOPLZAGU.EXE] was executed - run count 1 path: \W TSK:/Windows/Prefetch/TOPLZAGU.EXE -
9832; 2012-04-03T21:18:21.303231+00:00 Last Time Executed LOG WinPrefetch prefetch Prefetch [0SCMPGPK.EXE] was executed - run count 1 path: \W TSK:/Windows/Prefetch/OSCMPGPK.EX| -
983{ 2012-04-03721:18:21.389174+00:00 Last Time Executed LOG WinPrefetch prefetch Prefetch [RUNDLL32.EXE] was executed - run count 2 path: \WITSK:/Windows/Prefetch/RUNDLL32.EXE--
9856 |2012-04-03T21:19:53.989003+00:00 Creation Time LNK Windows Shortcut Ink [Empty description] File size: 4096 File attribute flags: 0x00000 TSK:/Users/vibranium/AppData/Roamin -
9857 |2012-04-03721:19:53.989003+00:00 Creation Time LNK Windows Shortcut olecf/olecf_automatic_dest [Empty description] File size: 4096 File attribute flags: 0x00000 TSK:/Users/vibranium/AppData/Roamin -
1062i 2012-04-03T21:19:54.837716+00:00 Content Modification Time  REG UNKNOWN : Run Key winreg/windows_run [HKEY_CURRENT_USER\Software\Microsoft\Windows\Current TSK:/Users/vibranium/NTUSER.DAT -
10781 2012-04-03721:36:56.396750+00:00 Last Time Executed LOG WinPrefetch prefetch Prefetch [DLLHOST.EXE] was executed - run count 2 path: \DLLI TSK:/Windows/Prefetch/DLLHOST.EXE-C -
10827_ 2012-04-03T21:50:44.650497+00:00 Last Time Executed LOG WinPrefetch prefetch Prefetch [WMIC.EXE] was executed - run count 2 path: \WINDC TSK:/Windows/Prefetch/WMIC.EXE-B77 -
11402 2012-04-03T22:08:39.569737+00:00 Creation Time LNK Windows Shortcut olecf/olecf_automatic_dest [Empty description] File size: 3567 File attribute flags: 0x00002 TSK:/Users/vibranium/AppData/Roamin -
11409|2012-04-03722:08:39.821442+00:00 Last Access Time LNK Windows Shortcut olecf/olecf_automatic_dest [Empty description] File size: 3567 File attribute flags: 0x00002 TSK:/Users/vibranium/AppData/Roamin-
11410/2012-04-03T22:08:39.862417+00:00 Content Modification Time ~ LNK Windows Shortcut olecf/olecf_automatic_dest [Empty description] File size: 3567 File attribute flags: 0x00002 TSK:/Users/vibranium/AppData/Roamin -
11411/2012-04-03T22:08:39.983391+00:00 Creation Time LNK Windows Shortcut olecf/olecf_automatic_dest [Empty description] File size: 3559 File attribute flags: 0x00002 TSK:/Users/vibranium/AppData/Roamin -
11414|2012-04-03T22:08:40.096561+00:00 Content Modification Time  LNK Windows Shortcut olecf/olecf_automatic_dest [Empty description] File size: 3559 File attribute flags: 0x00002 TSK:/Users/vibranium/AppData/Roamin -
11415/2012-04-03722:08:40.096561+00:00  Last Access Time LNK Windows Shortcut olecf/olecf_automatic_dest [Empty description] File size: 3559 File attribute flags: 0x00002 TSK:/Users/vibranium/AppData/Roamin -
11416/2012-04-03722:08:40.229242+00:00  Creation Time 'LNK ‘Windows Shortcut ‘olecf/olecf_automatic_dest [Empty description] File size: 3538 File attribute flags: 0x00002 TSK:/Users/vibranium/AppData/Roamin -
11417|2012-04-03722:08:40.252657+00:00 Last Access Time LNK Windows Shortcut olecf/olecf_automatic_dest [Empty description] File size: 3538 File attribute flags: 0x00002 TSK:/Users/vibranium/AppData/Roamin -
11418/2012-04-03722:08:40.256559+00:00 Content Modification Time  LNK Windows Shortcut olecf/olecf_automatic_dest [Empty description] File size: 3538 File attribute flags: 0x00002 TSK:/Users/vibranium/AppData/Roamin -
11419/2012-04-03T22:08:40.268266+00:00 Creation Time LNK Windows Shortcut olecf/olecf_automatic_dest [Empty description] File size: 3524 File attribute flags: 0x00002 TSK:/Users/vibranium/AppData/Roamin -
114202012, 2T77-NQ-AN 7QANQAR+NN-NN rantant A i AMindn hart nlacf/nlact nmatic_da mnt da intinn ila ciza: A Fila attrih a as: NvNN0N . o ihranium/AnnD Rnamin v
Jmﬂ nromanoff file_filter_dynamic @ [«] »|
| Ready 194 of 27590 records found  #3 B - 1 + 100%
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Additional Output Fields

* --additional_fields option Default Output Fields
» Adds additional fields to the default output list
* Option works with “dynamic” output type —

e Can be context sensitive

datetime
timestamp_desc
source
source_long
message

parser
display_name
tag

1.
2.
3.
4.
5.
6.
7.
8.

e Unfortunately, not compatible with “I12tcsv” output
format
* But, additional fields can be used in filters
* Look at the JSON output for additional fields

Techno Security &
D F I R . Digital Forensics
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data type: Additional Filterable Fields

* Can provide more granularity that any other single field

* In some cases, sourcetype, parser and data_type can provide the
same results

Windows Registry FS Activity :

windows:registry:amcache fs:mactime:line
windows:registry:amcache:program
5 fs:stat

windows:registry:appcompatcache fs:stat:ntfs

windows:registry:installation windows:Ink:link
windows:registry:key value windows:shell_item:file_entry
windows:registry:list windows:volume:creation

pvind sregistry:n _ Techno Security &
D F I R Digital Forensics

DIGITAL FORENSICS & INCIDENT RESPONSE windows:registry:office_mru Conference
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Data Types: 130+ |dentified to Date

DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Windows Registry _| FS Activity

windows:registry:amcache
windows:registry:amcache:program
s

windows:registry:appcompatcache

windows:registry:installation

windows:registry:key_value

windows:registry:list
windows:registry:network

windows:registry:office_mru

windows:registry:sam_users
windows:registry:service
windows:registry:shutdown

windows:registry:userassist

fs:mactime:line
fs:stat

fs:stat:ntfs

windows:Ink:link

windows:shell_item:file_entry

windows:volume:creation

mac:appfirewall:line

mac:asl:event

mac:document_versions:fil

e

mac:keychain:application

mac:keychain:internet

mac:securityd:line
mac:utmpx:event
mac:wifilog:line
imessage:event:chat
mackeeper:cache
macos:fseventsd:record
macosx:application_usage

macosx:lsquarantine

firefox:cache:record
firefox:cookie:entry

firefox:downloads:download

firefox:places:bookmark
firefox:places:bookmark_annotatio
n

firefox:places:bookmark_folder
firefox:places:page_visited
chrome:cache:entry
chrome:cookie:entry
chrome:extension_activity:activity
_log

chrome:history:file_downloaded

chrome:history:page_visited

chrome:preferences:clear_history @

GitHub

Complete List
Available on my
GitHub Page
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data_type Field as Filter — dynamic output

More Granularit

= D 3 J
source Ed source_long Ea parser
WEBHIST Flrefox Hlstory sqllte/firefox hlstory firefox:places:page_visited
NEBH Ox H Oy . = ox B O ‘irefox:places:page visited

refox:places:page_visited
firefox:places:page visited

Firefox History

Firefox Histo

WEBH refox History sqglite/fTirefox_history Jtfirefox:places:page_visited
WEBHIST Firefox History sqllte/ﬂrefox _history R flrefox places:page_° vlslted
WEBHIST Firefox History sqlite/firefox_history firefox:places:bookmark_folder
WEBHIST Firefox History sqlite/firefox_history ‘lrefox:places:bookmark_folder
WEBHIST Firefox History sqlite/firefox_history Irefox places: bookmark
k WEBHIST Firefox History sqlite/firefox_history firefox:places:bookmark
WEBHIST Firefox History sqlite/firefox_history Afirefox:places:bookmark_folder
WEBHIST Firefox History sqlite/firefox_history X firefox:places:bookmark
k WEBHIST Firefox History sqlite/firefox_history firefox:places:bookmark_folder
WEBHIST Firefox History sqlite/firefox_history rirefox:places:bookmark_folder
k WEBHIST Firefox History sqlite/firefox_history firefox:places:bookmark-———————==—=-
WEBHIST Firefox History 5q|"-e/f"'9f°x h'5‘°"V »|firefox:places:bookmark_annotation
Firefox Histo ire "
Firefox History — firefox:places:bookmark_annotation
WEBHIST Firefox History sqlite/firefox_history 5 firefox:places:bookmark annotation

WEBHIST Firefox History sqlite/firefox_history f'refox places bookmark
k WEBHIST Firefox History sqlite/firefox_history firefox:places:bookmark_annotation
WEBHIST Firefox History sqlite/firefox_history firefox:places:bookmark_annotation
k WEBHIST Firefox History sqllte/flrefox history firefox:places:bookmark

WEBHIST
WEBHIST

Firefox Cookies sqllte/flrefox_cookles

firefox:cookie:entry
Firefox Cookies sqlite/firefox_cookies

“irefox:cookie:entry

WEBHIST
WEBHIST

Firefox History sqlite/firefox_history

|firefox:places:page_visited
Firefox Cookies sqlite/firefox_cookies

firefox:cookie:entry
—-nokle=—atr

L~

Red: Example of
more detail

Green: Example
other fields with
same information
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data type Field as Filter — [2tcsv output

More Granularit

F
sourcetype
efox History.

(URL not typed directly)"

Firefox History

rs,
http://ww|TSK:/Users/t sqllte/flrefox

extra: [u'(URL not typed directly)’

Firefox History
Firefox History
Firefox History
Firefox History
Firefox History

Last Visited Time
Last Visited Time
Last Visited Time

Last Visited Time

Last Visited Time

P |
http://ww|TSK:/Users/t sqme/fnrefox_
-/Users/t sqlite/fi

P |
_http://ww|TSK:/Users/1 sqlite/firefox_t

extra: [u'(URL not typed directly)’
extra: [u'(URL not typed directly)’

extra: [u'(URL not typed directly)’ u'Transition:

_extra: [U'(URL not typed directly)'

u'Transition: LINK']; parser_chain: sqlite/firefc

extra: [u'(URL not typed directly)’ u'Transition: LINK']; parser_chain: sqlite/firefc

9 | 3/15/2012
10| 3/15/2012
11| 3/15/2012
3/15/2012

Firefox History
Firefox History.
Firefox History
Firefox History

Creation Time
Creation Time
Creation Time
Creatios

Firefox History

Firefox History
Firefox History
Firefox History

Content Modification Time

) SK:/U: /
N/A [TSK:/Users/<sqlite/firefox_
Users/t sqlite/fi

Bookmark|TSK:/Users/< sqllle/flrefux
TSK:, /Users/‘ sqlite/firefox_history

parser_chai
parser_cha
parser_chal
parser_cha

: sqlite/firefox

qglite/firefox

_history; schema_match: False; sha256_hash: b3abee
qlite/firefox_t
_history; schema_match: False; sha256_hash: b3abee
sqlite/firefox_t

history; schema_match: False; sha256_hash: b3abee

history; schema_match: False; sha256_hash: b3abee

: sqlite/firefox

_history; schema_match: False; sha256_hash: b3abee

qglite/firefox

qlite/firefox_
_history; schema_match: False; sha256_hash: b3abee
qlite/firefox_t

history; schema_match: False; sha256_hash: b3abee

history; schema_match: False; sha256_hash: b3abee

Firefox History

T _Firefox History

Firefox History
Firefox History

Creation Time
Content

Time
Creation Time
Creation Time

Latest HedTsK:/Users/< sqlite/firefox_t
| TSK:/Users/¢ sqlite/fii history

host: moc.allizom.www.; parser_chail

qglite/firefox

sqlite/firefox_history; schema_match: Fz
history; schema_match:

_history; schema_match: False; sha256_hash: b3abee
www.; parser_chain: sqlite/firefox_history; schema_match: Fz

Firefox History

Content Modification Time

Latest Hed TSK:/Users/< sqlite/firefox_history

qlite/firefox

_history; schema_match: False; sha256_hash: b3abee

25| 3/15/2012
26| 3/15/2012

Firefox History
Firefox History
Firefox History
Firefox History
Firefox History

Creation Time
Content Modification Time
Creation Time
Content Modification Time
Creation Time

Mozilla Fi[TSK:/Users/s sqlite/firefox_

Bookmark{TSK:/Users/< sqlite/firefox_|
'Users/t sqli

Bookmark|TSK:/Users/¢ sqllle/flrefox

: sqlite/firefox

_history; schema_match: False; sha256_hash: b3abee

sqlite/firefox_history; schema_match: Fz
sqlite/firefox_history; schema_match:

27| 3/15/2012

efox History

Content Modification Time

Bookmark sers/< sqlite/firefox_t

L,
1 GRS ﬂ desc ﬂ lilenameﬂ format
2 |8/15/2011 http://go. TSK:/Users/ sqlite/firefox_history extra: [u'(URL not typed directly)' u'Transition: LINK']; parser_chain: sqlite/firefox_histo|
3 |8/15/2011 14:12:32 WEBHIST Firefox History Last Visited Time http://ww TSK:/Users/1 sqlite/firefox_history extra: [u'(URL not typed directly)' u'Transition: LINK']; parser_chain: sqlite/firefox_histo|
4 |8/15/2011 14:13:32 WEBHIST Firefox History Last Visited Time http://ww TSK:/Users/i sqlite/firefox_history extra: [u'(URL not typed directly)' u'Transition: LINK']; parser_chain: sqlite/firefox_histo|
5 |8/15/2011 14:13:32 WEBHIST Firefox Last Visited Time http://ww TSK:/Users/t sqlite/firefox_history extra: [u'(URL not typed directly)' u'Transition: LINK']; parser_chain: sqlite/firefox_histo|
6 |8/15/2011 14:13:38 WEBHIST Firefox History http://ww TSK:/Users/i sqlite/firefox_history extra: [u'(URL not typed directly)' u' i LINK']; parser_chain: sqlite/firefox_histo|
7 |8/15/2011 14:15:24 WEBHIST Firefox History http://ww TSK:/Users/1 sqlite/firefox_history extra: [u'(URL not typed directly)' u'Transition: LINK']; parser_chain: sqlite/firefox_histo|
8 |8/15/2011 14:15:58 WEBHIST Firefox History http://mo TSK:/Users/t sqlite/firefox_history extra: [u'(URL not typed directly)' u' ition: LINK']; parser_chain: sglite/firefox_histo|
9 |3/15/2012 21:36:53 WEBHIST Firefox Hi: http://ww TSK:/Users/t sqlite/firefox_history extra: [u'(URL not typed directly)' u'Transition: LINK']; parser_chain: sglite/firefox_histo|
10|3/15/2012 21:36:56 WEBHIST Firefox History http://ww TSK:/Users/i sqlite/firefox_history extra: [u'visited from: http://www.mozilla.com/en-US/firefox/5.0.1/firstrun/ (www.mol|
11 3/15/2012 Firefox History Last Visited Time ./ [WwTSK: /Users/l sqllte/flrefox history extra: [u'(URL not typed directly)' u'Transition: LINK']; parser_chain: sqlite/firefox_histo|
12 |3/15/2012 Firefox Last Visited Time aifirg ory extra: [u'(URL not typed directly)' u'Transition: LINK']; parser_chain: sqlite/firefox_histo|
13 3/15/2012  21:38:23 WEBHIST Firefox History Last Visited Time ory extra: [u'visited from: http://download.cnet.com/Free-File-Wiper/3000-2248_4-754473§
143/15/2012 21:38:23 WEBHIST Firefox History Last Visited Time 3 & ory extra: [u'visited from: http://dw.com.com/redir?edid=3&siteld=4&01d=3000-2248_4-754
153/15/2012 21:38:24 WEBHIST Firefox History http://do\TSK:, /Users/l sqlite/firefox_history extra: [u'visited from: http://download.cnet.com/3001-2248_4-75447382.html?spi=31ed:
16 |3/15/2012 21:40:25 WEBHIST Firefox History http://do TSK:/Users/t sqlite/firefox_history extra: [u'visited from: http:// cnet. [Free-File-Wiper/' 2248 _4-7544738
17| 4/3/2012 22:21:36 WEBHIST Firefox History http://ww TSK:/Users/\ sqlite/firefox_history extra: [u'(URL not typed directly)' u'Transition: LINK']; parser_chain: sglite/firefox_histo|
18| 4/3/2012 22:21:38 WEBHIST Firefox History http://ww TSK:/Users/ sqlite/firefox_history extra: [u'visited from: http://www.mozilla.com/en-US/firefox/5.0.1/firstrun/ (www.mol|
19| 4/3/2012 22:22:42 WEBHIST Firefox http://ww TSK:/Users/\ sqlite/firefox_history extra: [u'(URL not typed directly)' u'Transition: LINK']; parser_chain: sglite/firefox_histo|
20| 4/3/2012 22:23:00 WEBHIST Firefox History Last Visited Time http://en. TSK:/Users/\ sqlite/firefox_history extra: [u'(URL not typed directly)' u'Transition: LINK']; parser_chain: sqlite/firefox_histo|
21| 4/3/2012 22:24:01 WEBHIST Firefox History Last Visited Time http://19S TSK:/Users/\sqlite/firefox_history extra: [u'(URL not typed directly)' u'Transition: TYPED']; parser_chain: sqlite/firefox_his
22| 4/3/2012 22:28:36 WEBHIST Firefox History Last Visited Time http://19¢ TSK:/Users/\ sqlite/firefox_history extra: [u'(URL not typed directly)' u' i TYPED']; parser_chain: sqlite/firefox_hist|
23| 4/3/2012 22:40:08 WEBHIST Firefox History Last Visited Time http://207 TSK:/Users/\ sqlite/firefox_history extra: [u'(URL not typed directly)' u'Transition: TYPED']; parser chain: sqlite/firefox_his{

INCIDENT RESPONSE

"sourcetype is
'Firefox History""

"DATA_TYPE is
'firefox:places:page_visited""
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Context Sensitive Fields: LNK Files

Example: LNK File events can be filtered on all these fields

eld De ntio

birth_droid_file_identifier distributed link tracking birth droidA file identifier.
birth_droid_volume_identifier distributed link tracking birth droidA A volume identifier.
command_line_arguments command line arguments.

description description of the linked item.

drive_serial_number drive serial number where the linked itemA resides.
drive_type drive type where the linked item resided.
droid_file_identifier distributed link tracking droid fileA identifier.
droid_volume_identifier distributed link tracking droid volume identifier.
env_var_location evironment variables loction.

file_attribute_flags file attribute flags of the linked item.

file_size size of the linked item.

icon_location icon location.

link_target shell item list of the link target.

local_path local path of the linked item.

network_path local path of the linked item.

relative_path relative path.

volume_label volume label where the linked item resided.
working_directory working directory.

Techno Security &

D F I R Digital Forensics
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Data Type = windows:Ink:link

Output type == dynamic

drive_serial_

Ei timestamp_desc B2 source B source_long parser [ ~ | display_name [ ~ | data_type B number B drive_typel
2016-06-18704:00:00+00:00 Last Access Time LNK Windows Shortcut [olecf/olecf_automatic_destinations/Ink Recent\AutomaticDestinations\f01b4d95¢f55d32a.. icDest windows:Ink:link 3031252929 2
2016-06-18T04:00:00+00:00 Last Access Time LNK Windows Shortcut |olecf/olecf_automatic_destinations/Ink Recent\AutomaticDestinations\5f7b5f1e01b83767.automaticDes! windows:Ink:link 3031252929 2
2016-06-18704:00:00+00:00 Last Access Time LNK Windows Shortcut |olecf/olecf_automatic_destinations/Ink Recent\AutomaticDestinations\b8ab77100df80ab2.automaticDes windows:Ink:link 3031252929 2
2016-06-18704:00:00+00:00 Last Access Time LNK Windows Shortcut |Ink Recent\Nondeflagellated Cultures.xlsx.Ink windows:Ink:link 3031252929 2
2016-06-18722:48:26+00:00 Content Modification Time LNK Windows Shortcut |olecf/olecf_automatic_destinations/Ink Recent\AutomaticDestinations\f01b4d95cf55d32a.automaticDest windows:Ink:link 3031252929 2
2016-06-18722:56:55.940000+00:00 Creation Time LNK Windows Shortcut |olecf/olecf_automatic_destinations/Ink Recent\AutomaticDestinations\f01b4d95cf55d32a.automaticDest windows:Ink:link 3031252929 2
2016-06-18722:56:58.380000+00:00 Creation Time LNK Windows Shortcut [olecf/olecf_automatic_destinations/Ink Recent\AutomaticDestinations\5f7b5f1e01b83767. Des' windows:Ink:link 3031252929 2
2016-06-18722:56:58.380000+00:00 Creation Time LNK Windows Shortcut |olecf/olecf_automatic_destinations/Ink Recent\AutomaticDestinations\b8ab77100df80ab2.automaticDes windows:Ink:link 3031252929 2
2016-06-18722:56:58.380000+00:00 Creation Time LNK Windows Shortcut (Ink Recent\Nondeflagellated Cultures.xlsx.Ink windows:ink:link 3031252929 2
2016-06-29T19:14:10+00:00 Content Modification Time LNK Windows Shortcut [Ink Recent\L8-Bio-jpgs.jpg-Ink windows:Ink:link 1448121759 2
2016-06-29719:14:10+00:00 Content Modification Time LNK Windows Shortcut |olecf/olecf_automatic_destinations/Ink Recent\AutomaticDestinations\5f7b5f1e01b83767.automaticDes windows:Ink:link 1448121759 2
2016-06-29719:22:58+00:00 Content Modification Time LNK Windows Shortcut [Ink Recent\L8-Bio-gifd.gif.Ink windows:Ink:link 1448121759 2
2016-06-29719:22:58400:00 Content Modification Time LNK Windows Shortcut |olecf/olecf_automatic_destinations/Ink Recent\AutomaticDestinations\5f7b5f1e01b83767. icDes' wind link 1448121759 2
2016-06-29719:22:58+00:00 Content Modification Time INK Windows Shortcut |olecf/olecf_automatic_destinations/Ink Recent\AutomaticDestinations\a52b0784bd667468.automaticDes windows:Ink:link 1448121759 2
psort.exe -z "UTC"|-o dynamic f-additional fields

"data_type,drive_serial number,drive type,droid file identifier"

-w _add fields drive type.csv file_filter.plaso "data_type is 'windows:1lnk:link"' and

drive_type == 2

DFIR
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Data Type = windows:In

Output type

k:link

== |2tcsv

1/1/1970 12:00:00 AM ... Not a time [Erexy description] File size
1/1/1970 12:00:00 AM ... Not a time [Empty description] File size:
| 1/1/1970 12:00:00 AM ... Nota time [Empty description] File size:
1/1/1970 12:00:00 AM ... Not a time [Empty description] File size:
1/1/1970 12:00:00 AM ... Not a time [Empty description) File size:
1/1/1980 4:00:00 AM MA.B Content Modification Time; Creatior [Empty description)] File size:
1/1/1980 4:00:00 AM MA.B L Content Modification Time; Creatior [Empty description] File size:
1/1/1980 4:00:00 AM MA.B | Content Modification Time; Creatior [Empty description] File size:
1/1/1980 4:00:00 AM MA.B Content Modification Time; Creatior [Empty description] File size:
1/1/1980 4:00:00 AM MA.B L Content Modification Time; Creatior [Empty description] File size:
1/1/1980 4:00:00 AM MA.B Content Modification Time; Creatior [Empty description] File size:
1/1/1980 4:00:00 AM MA.B Content Modification Time; Creatior [Empty description] File size:
10/16/2012 7:31:00 PM M... Content Modification Time [Empty description] File size:
10/16/2012 7:31:00 PM M... Content Modification Time [Empty description] File size:
10/16/2012 7:31:00 PM M... Content Modification Time [Empty description] File size:
10/16/2012 7:31:00 PM M... Content Modification Time [Empty description] File size:
10/16/2012 7:31:00 PM M... Content Modification Time [Empty description] File size:
10/16/2012 7:31:00 PM M... Content Modification Time [Empty description) File size:
8/22/2013 3:36:31PM ..B Creation Time [Empty description] File size:
5/17/2014 4:20:08 PM M... Content Modification Time [Empty description] File size:
7/13/2014 11:35:52PM .A.. Last Access Time [Empty description) File size:
12/24/2014 3:23:26 PM M... Content Modification Time [Empty description] File size:
9:07:50PM .A.. Last Access Time

: O File attribute fI\| Key 7 nk

: O File attribute fl \AutomaticDestinations\5f7b5f1e01b83767.automaticDestinati olecf/olecf_automatic_destinations/Ink
: 0 File attribute f|\AutomaticDestinations\f01b4d95cf55d32a.automaticDestinatiolecf/olecf_automatic_destinations/Ink

: 0 File attribute fl Ink
: 0 File attribute fl \AutomaticDestinations\5f7b5f1e01b83767.automaticDestinati olecf/olecf_automatic_destinations/Ink

: 0 File attribute f1\St .Ink Ink
OFile attribute fl ). Ink
0 Flle attribute I\ Ink
: 0 File attribute fl Ink
OFile attribute f| Ink
: O File attribute fl Ink
0 Flle attribute fl Ink
: O File attribute fi Ink
: O File fl\2 \f01b cf! 2a. olecf/olecf_automatic_destinations/Ink
Ink
:0Flle 1\ \f01b4d95cf55d32a.automaticDestinati olecf/olecf_automatic_destinations/Ink
Ink

: OFile fI\ i \f01b4d95cf: 2a. cD olecf/olecf_automatic_destinations/Ink
: O File f1\ \f01b £55d32a. olecf/olecf_automatic_destinations/Ink
: 0 File attribute f1), \f01b d32a. olecf/olecf_automatic_destinations/Ink

\fo1h £

: 0 File attribute f1)
: 0 File attribute f1\, Desti \fo1b cf:
: 0 File attribute fl

olecf/olecf_automatic_destinations/Ink
olecf/olecf_automatic_destinations/Ink
Ink

psort.exe -z "UTC"|-o0 12tcsv 1w filter_on

~

_add_fields.csv file filter.plaso "data_ type

is 'windows:1lnk:1ink™ and drive_type F= 2

DFIR
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Context Sensitive Fields: SAM Registry

Example: SAM Users events can be filtered on all these fields

DATA_TYPE = 'windows:registry:sam_users'

Field Description

account_rid (int)  account relative identifier (RID).
comments (str) comments

fullname (str) full name

key path (str) Windows Registry key path
login_count (int) login count

username (str) username (str)

Techno Security &
D F I R Digital Forensics
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Context Sensitive Fields: Prefetch Files

Example: Prefetch events can be filtered on all these fields

DATA_TYPE = 'windows:prefetch:execution '

Field Description

executable (str) executable filename
format_version (int) format version
mapped_files (list[str]) mapped filenames
number_of_volumes (int) number of volumes
path (str) path to the executable
prefetch_hash (int) prefetch hash
mapped_files (list[str]) mapped filenames
volume_device_paths (list[str])  volume device paths
volume_serial_numbers (list[int]) volume serial numbers

Techno Security &
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Filter Example: Evidence of Execution

DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

psort -z "UTC" -o 12tcsv -w execution_test.csv file_filter.plaso

"message contains 'Prefetch {' or
message contains 'AppCompatCache’ or
message contains 'typed the following cmd' or
message contains 'CMD typed' or
message contains 'Last run' or

message contains 'RunMRU' or
message contains 'MUICache' or
message contains 'UserAssist key' or
message contains 'Time of Launch' or
message contains 'Prefetch’ or

message contains 'SHIMCACHE' or
message contains 'Scheduled' or
message contains '.pf' or

message contains 'was run' or

message contains 'UEME_' or message contains '[PROCESS]

e Sample of Evidence of
Execution logic used by
Timeline Explorer. Developed
by Eric Zimmerman.

e This logic can be

implemented as a psort filter.
e Logic is not compatible with

psort tagging. @
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Filter Results: Evidence of Execution

{7} Timeline Explorer v0.8.1.0

File Tools Help

execution_test.csv X

Find er value P@r First scrollable column e (=2

Power fiter  |Enter fiter criteria 2 -|[2

Line Tag  Timestamp a macb  Source Name Source Description Type Long Description File Name Format

v = w | = e ol 10e 10e e e e
531 2012-84-07 ©7:00:21 m.c. FILE NTFS Content Modifi... Content Modification Time... REICUISULENEVIINS AL Vi @Ta b b (VM0 E VM SR S CEM TSK : /Windows/Prefetch/MCSCRIPT_INUSE. EXE-BD8@6BSD. pf filestat
532 2012-04-07 07:00:21 m.c. FILE NTFS Content Modifi... Content Modification Time... RIS EUIGULENEVIZS N VeIl oy NS EEPREIT0 BL S AT TEER S 8 1 Windows/Prefetch/CONHOST.EXE-3218E401.pf filestat
533 2012-04-07 €9:38:17 .a..  LOG winPrefetch Last Time Executed TSK: /Windows/Prefetch/WMIPRVSE . EXE-43972D0F . pf prefetch
534 2012-04-07 €9:38:19 .a..  LOG WinPrefetch Last Time Executed Prefetch [TRUSTEDINSTALLER.EXE] was executed - run count TSK: /Windows/Prefetch/TRUSTEDINSTALLER. EXE-03186478. pf prefetch
535 2012-04-07 ©9:38:28 m.c. FILE NTFS Content Modifi... Content Modification Time... QRIS EUIGULENEVEINS S VTS IS SR EEYPIv: 0L S VLR 5 8 1) TSK: /Windows/Prefetch/WMIPRVSE . EXE-43972D0F . pf filestat
536 2012-04-07 09:38:31 m.c.  FILE NTES Content Modifi... Content Modification Time... RN CYREtn A T S R e T BRIl 75K: /Windows/Prefetch/TRUSTEDINSTALLER. EXE-031B6478. pf filestat
537 2012-04-07 12:10:05 .a..  LOG winPrefetch Last Time Executed TSK: /Windows/Prefetch/SEARCHPROTOCOLHOST . EXE-AFAD3EFQ. pf prefetch
538 2012-04-07 12:10:05 .a.. LOG WinPrefetch Last Time Executed LS O S TS AR Gy S () IV BRI L BT LTI L B TSK : /Windows/Prefetch/SEARCHFILTERHOST . EXE-AA7ALFDD. pf prefetch
539 2012-04-07 12:10:15 m.c.  FILE NTFS Content Modifi... Content Modification Time... RN CTR N T T T T e e I BRI 75K : /indows/Prefetch/SEARCHPROTOCOLHOST . EXE-AFAD3EF9 . pf filestat
540 2012-04-07 12:10:16 m.c.  FILE NTFS Content Modifi... Content Modification Time... TSK: /Windows/Prefetch/SEARCHFILTERHOST . EXE-AA7ALFDD. pf filestat
541 2012-04-07 16:22:10 .a..  LOG WinPrefetch Last Time Executed TSK: /Windows/Prefetch/A. EXE-FO1CBAGE . pf prefetch
542 2012-04-07 16:41:01 m.c. FILE NTFS Content Modifi... Content Modification Time... QIS CUIGULENEVI S VIS aVTap (IS (NS k(e l ) S - EEER 5 8 1 Windows/Prefetch/ENTVUTIL.EXE-F1D@1C2F.pf filestat
543 2012-04-07 17:13:55 m.c.  FILE NTFS Content Modifi... Content Modification Time... TSK: /Windows/Prefetch/TASKHOST . EXE-437C05A8 . pf filestat
544 2012-04-07 21:05:49 m.c.  FILE NTFS Content Modifi... Content Modification Time... EICIEt T R R TSK: /Windows/Prefetch/A. EXE-FO1CBAE . pf filestat

4

nark\Dropbox\plaso-filtering\file.filters\nromanoffitag\execution_test.csv

Extra

a0c —
file_size: 712
file_size: 99¢
number_of_volu
number_of_volu
file_size: 281
file_size: 35¢
number_of_volu
number_of_volu
file_size: 115
file_size: 14¢
number_of_volu
file_size: 701
file_size: 508
file_size: 867

»

]| contains '[PROCESS]™

psort -z "UTC" -0 12tcsv -w execution_test.csv file_filter.plaso "message contains 'Prefetch {' or
message contains 'AppCompatCache' or message contains 'typed the following cmd' or message
contains 'CMD typed' or message contains 'Last run' or message contains 'RunMRU' or message
contains 'MUICache' or message contains 'UserAssist key' or message contains 'Time of Launch' or
message contains 'Prefetch' or message contains 'SHIMCACHE' or message contains 'Scheduled' or
message contains '.pf' or message contains 'was run' or message contains 'UEME_' or message

DIGITAL FORENSICS & INCIDENT RESPONSE
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log2timeline parsers versus psort filters

[‘: ["‘" "-", —"‘; +'-"—;,-.; ~.-'r'u"u'-w:-'n+—+—

A psort - "UTL“ -0 12tcsv -w w“omanoff USB filter parsers.csv nromanoff file filter.plaso “pa
rser is ulncows_usbs;ov_cexlces or parser is ‘windows usb devices'" 2018-066-
85 22:33:11,549 [WARNING| (MainProcess) PID:17868 <psort tool> Appending to an already existin
g storage file C:\Plaso\plaso\e
ngine\process lJ{O py:41: Futurelarning: memory info ex() is deprecated and will be removed; u
se memory info() instead

Processing completed.

-------------------------------------------------------------------

Events filtered : 301594
Events trom time slice . ¢
Events processed : @

Techno Security &
Digital Forensics
Conference
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DIGITAL FORENSICS & INCIDENT RESPONSE

log2timeline parsers versus psort filters

-W “'DN1MD++ SB i i i B age.CcsvV nromano
'WDUHZPDIHZSJ' ' i C ai volume mounted’
1 "Enum/ HJEJTL

PID:19128 <pso

A e-5_' Fo.py:41: tureWarning: memory_info_
u111 bc remo .; use memor F
F-"n.'""clm ( nmp

nts removed
time slice

INCIDENT RESPONS
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Time Filtering — Data Range

4 N

psort.py -z "UTC" -o 1l2tcsv -w nromanoff_l2tcsv nromanoff.plaso
"date > '2012-04-03 00:00:00"' AND date < '2012-04-07 00:00:00""

\_ )

Techno Security &
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Time Filtering — Slice

* Provides context around an date/time

e Create a time slice around a certain date

* Display all events that happened X minutes before and after
the defined date

* —slice_size defines the size of the slice

e Defaults to 5 minutes.

e )
psort.py -z "UTC" -o 1l2tcsv --slice '2012-04-05 22:12:00'

-w nromanoff 12tcsv nromanoff.plaso "data_ type

is 'windows:1lnk:1link’ and drive type == 2"
~ /

Techno Security &
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Time Filtering — Slicer

Creates a Time Slice Around every Filter match

Will save all X events before and after a filter match
X is set with the --slice option

Defaults to 5 events.

4 psort.py -z "UTC" -o 1l2tcsv -slicer -slice size 10
-w nromanoff 12tcsv nromanoff.plaso "data type is
'windows:1lnk:1link”’

\_ and drive type == )

Techno Security &
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T e Conference

DIGITAL FORENSICS & INCIDENT RESPONSE




Tagging

93 lines (71 sloc) 5.87 KB Rav

0o ation exe on
@ ‘windows:prefetch:executition’

data_type WINdOWS: (NK: k' and filename contains 'Recent' and (local_path contains '.e
data_type is 'windows:registry:key_value' AND (plugin contains 'userassist' or plugin conta
data_type is 'windows:evtx:record' andjstrings contains ‘'user mode service' and strings con
data_type is 'fs:stat' and filename co
data_type is 'windows:tasks:job' D
data_type is 'windows:evt:record' and source_name is 'Security' and jevent_identifier is 592,
data_type is 'windows:evtx:record' and source_name is 'Microsoft-Wi ows-Security-Auditing'mS.
data_type is 'windows:registry:appcompatcache’

« eX§
g

Will run but will not pro¢”

LA a i e s
data_type is 'windows:evt:record' and source_name is 'Security' andfevent_identifier is 592
data_type is 'windows:evtx:record' and source_name is ‘'Microsoft-Wifdows-Security-Auditing' and event_identifier is 4688

data_type is 'windows:registry:appcompatcache’ Will run but will not produce any results

Techno Security &
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Testing — How did you find these other fields?

* Looking at other formats (json, etc).
* Looking at code
* Looking at tagging files

Techno Security &
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Plaso Filtering Cheat Sheet

image_export

Files can be extracted by fiter file, extension, date

vidence of” Example

o Parsers and fle filters with log2timeline are a

. J fiker, signature. The Filter File i3 the same format & psort £ = Shows all availatle formats good practice most of the time.
Example of fitering for evidence of program execution egistry:key_value the fle used for log2timeling L v ease
This filter identifies more events than using parsers. Long WanGouma DHCRE A SR _SEAORERg yoRaRY D F I R Bade e filter w o, tit Commonly used cutput formats
command lines can exceed the Windows command line Y axmorh dor nams Ricsy - 17 fiedd legacy log2timeline fued format sensitive
limit and # 50, will have to be run in Linux - . NCIDEN . - \ate, tine, ¢ o NACS, e o No parsers == default to "win7"
; ! . L type, . ,desc,version, file o data_types are all lower case
e o ” Timestame types: atime, ctime, criime, bhup ame, inode, notes, at, extra +  All commands are shown with the py as run

Cmeresne Sorteins ¥ s T v m § inage export.; . from Ubuntu, Windows version has a exe

) . ' . . “ h ] - X - o3 ) ot, . dynamic - default output 9 fiedds. Fields can be added or extension

! e o . - Plaso Filtering —~date filter “crtime. 2013510~ removed (rom the format. datet ine, +  Image_export - easy way to get files out of

13-10-23% -w c-drive ox Vs§'s

*  Plaso runs very well in Windows. No VM,
simple to install and you have easy access to
your ather Windaws tooks

additional fields
log2timeline R I s “date” used in filters is the date field in the
i itional field R default (dymanic) output

Cheat Sheet 1.03

e Timelines are crucial to DFIR analyst's
o efforts to paint a picture of what

" ' window . . type,at ,event_type® -w *  Multiple psort output files (esv) can be
h i Leg2uimeling Filtering Opticns: 1. File fiers and 2. Parsers. J i
- 3t ; ; L . .:F F: ?: ona dev!i‘ofag:r:ed These options can significantly decrease the number of L 3 concatenated i you have filters that can’t be
N : window work connectivit Incident. Flaso Is 2 widely P! events retumed and time to execute. Eg. 2.5 hours e expressed in a single statement
o . v v B network - ' tool for creating timelines. If down t0 2.5 minutes . - . iata
ta - windows: tasks: ) constraints are not focus results Plaso Examaple fiter files can be found at: 4 -, rach, da e, drive_seria Event Tagging
S e can generate overwhelming amounts hittps://github.com/mark-halkman/ plaso_fiters e_typa® -w winlak.
) . la Data_types can provide 3 much fines leved of granularity than Get help and lst all the parsers with: *windovs: 1nk:11ink"® Tagging populates the “tag” field in the Plaso DB
"Darse er 1 r parse i parsers. Theve are many other data_types. Take 2 look here. 37t { ma . based upon rukes define in the tag file. That tag value
efetch’ er is ‘amcache’ or hezge /it com/mark-hallman/bluso. fters How To Use This Sh Filter on fiekds that are not in output format can then be used to filter, Tags are assigned to

windows_run’ " Use fikee file and process no VSS's: t.py -2 *UTC® -0 12tcsv -w events based upon rules defined in the tagging file

. winink. -drive.plaso *data_type An event can be thas tag ruk
Data_Type Filter Examples This document is aimed to be a reference on N . . 1 K i k* 4 “ tipe of to ,:,\,;:;n ’:‘::t:::(myn::ﬂpo“nﬂ(’\‘.: :':‘;'D'
the filtering options available with each of the o gz ive . -drive

than one expression will have a tag value similar to
Plaso tools. Although there is some overlap in Stact with date as a filter. Best for larger ranges. . "

P filtering options across the various tools, there . (tagl,tag2, tag5). The tag field can included in your

itive Fie *windows: registry g'e are akso filtering options that are unique to a of pansers output when using the Dynamic output farmat (o
t.exe =2 - 2t ‘ specific tool. There are also filtering options . : ) 12018 2 dynamic)
LNK files = drive_serial_numbaer, driv_type, volume_libel file t ir ive : that are not widely documented and are shown filter w , 1590= The message, also referred to as long_desc, can’t be
Prefetch - executable, mpased_drives, mapped_files, "d . *window k k' and here. There are some lists of items, such as sanoache,prafetch, use o used in atagging file expression
vohime_serial_serial_mambers i . " data_types, that are not shown in their -- tore ~drive.f - Time Slice - Best for smaller, targeted, ranges.
EVTX - event_identifier, source_name, message_string t.eme -z "UTC® -0 12t - entirety. Complete Lists can be found at: ok t.py -2 "UTC® --slice '2018-10-

https://github.com/mark-haliman/plaso_filters

These are just a few examples, there are many more

** “drive_type” is an example of a “coment “sensitive el

These context sensitive fiekds where found by reviewing the mnouning R I only svellsble for cevtain types of everts. In this case, t/window t Slicer = Event context: Nbr of events surrounding each
Plaso formatters on the Plaso GitHub page N Sle events. Orive, tyewe == 2 i for removeble drives. More fitered event
examples at - o
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Plaso Filter Presentation GitHub Link

* Repository is work in progress — will update as new info is
discovered

* Link is https://github.com/mark-hallman/plaso_filters
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A Peek at KAPE
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Questions

Thanks for attending — Safe Travels home

https://github.com/mark-hallman/plaso_filters
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