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| INTRODUCTION

Purpose

This document introduces the OfficeServ 7200 Data Server, an application of OfficeServ 7200,
and describes procedures on installing and using the software.

Document Content and Organization

This document contains 3 chapters 3 annexes and an abbreviation as follows:

Chapter 1. OfficeServ 7200 Data Server Overview
This chapter briefly introduces the OfficeServ 7200 Data Server.

Chapter 2. OfficeServ 7200 Data Server Installation
This chapter describes the installation procedure and login procedure.

Chapter 3. Using the OfficeServ 7200 Data Server
This chapter describes how to use the menus of the OfficeServ 7200 Data Server.

Annex A. VPN Setting in Windows XP/2000
This chapter describes how to set VPN on Windows XP/2000.

Annex B. OfficeServ 7200 Data Server Quick Setup Guide

This Quick Setup Guide is designed to provide you with basic setup procedures of configuring
your OfficeServ 7200 Data Server WAN1 port connecting to a DLS, Cable Modem or T1 for
office wide Internet access sharing.

Annex C. OfficeServ 7200 Data Server Software Upgrade Quick Setup Guide
This Quick Setup Guide is designed to provide you with basic setup procedures of upgrading
your OfficeServ 7200 Data Server software.

ABBREVIATION
Acronyms frequently used in this document are described.

© SAMSUNG Telecommunications America, L.P. 3
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Conventions

The following special paragraphs are used in this document to point out information that must
be read. This information may be set-off from the surrounding text, but is always preceded by
a bold title in capital letters.

WARNING | WARNING
A Provides information or instructions that the reader should follow in order to avoid
personal injury or fatality.

CAUTION | CAUTION
A Provides information or instructions that the reader should follow in order to avoid a
service failure or damage to the system.

CHECK | CHECKPOINT
Y Provides the operator with checkpoints for stable system operation.

- NOTE | NOTE
> Indicates additional information as a reference.

Console Screen Output

+ The lined box with *Courier New’ font will be used to distinguish between the main
content and console output screen text.

+ '‘Bold Courier New’ font will indicate the value entered by the operator on the
console screen.

© SAMSUNG Telecommunications America, L.P. 4
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References

OfficeServ 7200 General Description Guide
The OfficeServ 7200 General Description Guide introduces the OfficeServ 7200 and provides
system information including the hardware configuration, specification, and function.

OfficeServ 7200 Installation Guide
The OfficeServ 7200 Installation Guide describes the condition required for installation, the
procedure of installation, and procedures on inspecting and starting the system.

OfficeServ 7200 Programming Manual
The OfficeServ 7200 Call Server Programming Manual describes the method of using the Man
Machine Communication (MMC) program that changes system settings by using phones.

Revision History

Edition No. Date of Issue Remarks

01 09.2005 First Version
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| SAFETY CONCERNS

For product safety and correct operation, the following information must be given to the operator/user and shall be
read before the installation and operation.

Symbols

Caution

Indication of a general caution

Restriction

Indication for prohibiting an action for a product

Instruction
Indication for commanding a specifically required action

© SAMSUNG Telecommunications America, L.P. 6
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/\ CAUTION

Security Warning
A Note that all external users are allowed to access the firewall when the Remote IP is
set to ‘0.0.0.0’ and Port is set to ‘0:’.

Setting IP Range

A The number of IPs for the ‘Local IP range’ and that for the ‘Remote IP range’
should be identical.
For example, if the number of IPs for ‘Local IP range’ is 10 and that for ‘Remote IP
range’ is 20, only 10 calls will be set.

PPTP Setting in Windows XP/2000
A In Windows XP/2000, the user can use DHCP client. If VPN PPTP client is

connected while the DHCP client is operating, errors will be found. To prevent this
problem, close the DHCP client operation on the [Start] > [Program] >
[Administrative Tools] = [Services] menu of the Windows PPTP client installed.

Caution Against Changing Network Interfaces

A If a network interface(e.g., IP, gateway, and subnet mask) is changed during router
operation, all the IP sessions that are being used in the router are disconnected for
a while.

DB Change
A The DBs of the WIM module and LIM module are integrated in the OfficeServ 7200
Data Server. When the DB is changed, the system restarts.

If a dynamic IP is used, information(e.g., ‘Port Forward’ and ‘Static NAPT’) on public
IPs will not be automatically changed. ‘Fixed IP’ should be used for VolP services
that require settings of the ‘Port Forward’ and ‘Static NAPT’ menus and for
VPN services that require WAN IP address setting.

: Dynamic IP of DHCP, PPPoE, and xDSL

© SAMSUNG Telecommunications America, L.P. 7
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Using Web Browser
a Use Microsoft Internet Explorer 6.0 or higher as a Web browser to maintain

OfficeServ 7200 Data Server.

Delete Temporary Internet Files
Delete Temporary Internet Files after upgrading Data Server package. After
selecting the [Internet Explorer] - [Tools] - [Internet Options] menu, click the [Delete

Cookies] and the [Delete Files] button in the [Temporary Internet files]. If Temporary Internet
Files are not deleted, Data Server Web Management will not display properly.

© SAMSUNG Telecommunications America, L.P. 8



|i Home Page || Table of Contents

| TABLE OF CONTENTS

LN I 15 1L 1 3
PUIPOSE ... 3
Document Content and Organization..............ccoecuirieiieeeiiiiiieie e e ssirere e e e e e senereeeeae s 3
(Oo T 0171 o 1 o]0 RO 4
CONSO0IE SCrEEN OULPUL ...vviiiriee ittt e s ettt e e e st e e e e e s s e e e e e s s e tbab e e e e e e s eannntbeees 4
RETEIENCES ... 5
REVISION HISTOMY ..ttt e e s e e e e e s e e e e e e e e e saraaeaeaaeas 5
SAFETY CONCERNS ...ttt ettt e e e e ettt et e e e 42 sk sk bttt e e e e e e aa ks b be et e e e e e e aanbnbeeeeeaeeesannnneeaeeas 6
SYMDBIOIS ... 6
WV e 7
TABLE OF CONTENTS L.t ititiittitttttetttttttteeeesessetaeesssseseses s s sk n s s s e 9
CHAPTER 1. OfficeServ 7200 Data Server OVEIVIEW ..........cccueeiiueeaiieeaieeesneesaseeesneessseeesnesssneesnes 12
OfficeServ 7200 INTrOAUCTION........ccoiiiiiiiiie ettt 12
OfficeServ 7200 Data Server INtrodUCTION ..........cccviiiiiiieiiiiie e 13
CHAPTER 2. OfficeServ 7200 Data Server INStallation .............ccoocveeiiiiiieiiiiiie e 16
INStAllAtioN PrOCEAUIE ........ciiiiiiiieie et e 16
CoNfIQUIING The PCS ..ttt e e et e e e e e e e nneeeeeas 17
Starting up the OfficeServ 7200 Data SEIVEN ........c.cocciiiiiii et 19
CHAPTER 3. Using the OfficeServ 7200 Data SEIVer.............cccccoveiiiiiiiiiiiicice e 21
FIrewall/NetWOrK MENU.........coiiiiiiiiieii et 22
SEALUS ... e e e e e e e e e e e e e e s nnnneeas 24
MaANAGEIMENT ... 27
FILEING SEIVICE ... ittt e e e e ettt e e e e e s e nnbreeeaea e an 50
Y NV @0 ] 1o [P EP PR SSOPRRP 52
SWITCH MEBNUS ...t e e e e et e e s e e e e s 53
POt ., 54
VL AN L 57
IMAC ..t bbb bbbttt ettt nre s 62

© SAMSUNG Telecommunications America, L.P. 9



|i Home Page || Table of Contents

Y I TSP PP PO TOTRPPTPPPTOTRTRPOR 64
(€Y1 = o] 11 {1 PSPPSR 66
(00153 6o ] | 1o [F T PR PUPUPRTRPN 67
MISC CONTIG 1rtiiieeiiiii et e et e e e e e e et e e e e e e e s st b e e e e e e e e s sestbnreeaaeeaan 68
SAVE CONTIG ettt e e e e et e e e e e e e nneaeeeas 69
ROULEI MENUS......oiiiiiiiii e 70
LCT=T o =T | PRSP PR PP PPPRRON 70
(©0] ] 1o [P ST PPPRTPP 72
[ T S TR 1Y, = 0 111 77
(€T (01U o TP 78
0] o3 PSRRI 83
SEATUS ..eeie it 84
MANAGEIMENT ... 84
STALUS MENUS ..ottt 85
1Y/ [o] aT1 (o] 1o T R PT ORI 86
SEALISTICS. ...ttt 88
SEIAI SALE ..ot e e 89
SIVICES ...ttt ettt 90
VPN MENU.....oe e e e e e e e e e e e e e e e e e e e s 92
IPSEC .o 93
P P T P 100
IDS MEBNU ...ttt e 103
[ To Y g F= 11 LT RO ERPT RO 104
(@014 o [ 1= 110 ] o [P PPPPSPRPRS 109
MaNAGEIMENT ...ttt 111
RUIE UPALE......iiiiiiiiiiiiee ettt e e e st e e e e e e et b e e e e e e e e s nsbaaees 112
2] (oTod Q0] o To SO ERPT PR 113
1Y F= TR @oT oo TR PO ERPR PR 115
DSMI MU ... e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 116
DSMI CONFIQUIALION ....viiiiiiiees e e s a e e e s e st re e e e e e e e s eneraeees 118
DHECP SEIVET ...t 122
VOIP N A P T 128

© SAMSUNG Telecommunications America, L.P. 10



|i Home Page || Table of Contents

SIP ALG MENU ... 129
(©0] ] 1o [P PPPR P UPPPPPP 129
MaANAGEIMENT . ... 131

SYSIEIM MENU ... 132
(D=3 o] | o [P ERTR SR 133
[T B PP PP PPPPPPPPPP 136
TIME CONFIG ettt e e ettt e e e e e ettt e e e e e e e e nnbaereeaeeeaanees 138
(6] To | 7= o [ RO ERPR PP 141
F Y o] o] IST=T A= RS PPPRRR 143
REDOOL ... 147

HOME, MY INFO & LOQOUL .....oiiiiiiiiiii ettt e e e e e e e e enneeeeeas 148

ANNEX A. VPN Setting in WIiNndOWS XP/2000 ...........ccutiiiiiiiieeeiiiieeeanieeeeaaiiee e sbeeeesanneeesasnseeesesnnes 149
IPSEC SEEING ..eieeeiiee ettt e e e e e e e e e s 149
(o o I Y=Y 1] T RO ERPP SR 161

ANNEX B. OfficeServ 7200 Data Server Quick Setup Guide

ANNEX C. OfficeServ 7200 Data Server Software Upgrade Quick Setup Guide

ABBREVIATION

© SAMSUNG Telecommunications America, L.P. 11



|i Home Page || Table of Contents

CHAPTER 1. OfficeServ 7200 Data Server
Overview

This chapter provides an overview of OfficeServ 7200 system and OfficeServ 7200 Data Server.

OfficeServ 7200 Introduction

The OfficeServ 7200 is a single platform that delivers the convergence of voice, data, wired,
and wireless communications for small and medium offices. The ‘office in a box’ solution
offers TDM voice processing, voice over IP integration, wireless communications, voice mail,
computer telephony integration, data router and switching functions, all in one powerful
platform.

With the LIM and WIM modules, the OfficeServ 7200 provides network functions such as a
switch, router, and network security over the data server. This document describes the full
suite of IP based data and routing capabilities of OfficeServ 7200 Data Server.

ROIE | OfficeServ 7200 Configuration
5 For information on the configuration, features, or specifications of the OfficeServ 7200, refer to
‘OfficeServ 7200 General Description Guide’.

© SAMSUNG Telecommunications America, L.P. 12
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OfficeServ 7200 Data Server Introduction

The OfficeServ 7200 provides the functions below on the IP-based data server:

Unmanaged Switch

e  The switch performs the function of a layer 2 Internet switch as well as the Learning
Bridge function based on the MAC address filtering and forwarding algorithm.

e  The LIM module provides 16 LAN ports per module. Each port is 10/100 Base T, auto
sending, full duplex. OS 7200 can support up to 8 unmanaged LIM.

Managed Switch

When the LIM is installed in slot 2 with a WIM in slot 1, it can function as a managed switch
by using an access interface LAN on the WIM. OfficeServ 7200 supports 1 managed LIM.

As a managed switch, the following features are supported:

e  802.1D Spanning Tree — The switch configures and processes the forwarding tree based
on the spanning tree algorithm to prevent a packet forwarding loop in the switch.

e Layer 2 802.1p Packet Priority QoS — The switch extracts the priority field from the
Ethernet frame configured according to the 802.1p specification standard, and
discriminatively processes the frame according to the priority of the specified operation.
The switch then maps packets to a designated queue. Up to 2 output queues, Low and
High, are supported per egress port with queuing type of Weighted Round Robin or All
High before Low. For devices that do not support 802.1p, OS 7200 LIM can be
configured to create an enforceable priority.

e  Supports Virtual LAN (VLAN) — The Virtual Local Area Network (VLAN) groups the
related equipment by the work group according to the LAN operational policy regardless
of the location of the user equipment. VLAN removes the effects of unnecessary
broadcasting packets and configures a stable switching subnet only for the corresponding
group by separating and processing the group in the virtual LAN. The VLAN can be
configured based on the switch port, MAC address, and 802.1Q tag.

e IGMP Snooping — IGMP Snooping provides a method for intelligent forwarding of
multicast packets within a layer 2 broadcast domains. By snooping IGMP registration
information, a distribution list of work stations is formed that determines which end-
stations will receive packets with a specific multicast address.

e  802.3x Layer 2 Flow Control — Flow control is performed according to the value set for
incoming rate and/or outgoing rate. Limiting the rate at which a port can receive or send
traffic is used to ease congestion on bottlenecks in the network and provide simple
prioritization when the network is busy.

© SAMSUNG Telecommunications America, L.P. 13
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Router

e Multiple Network Interfaces:

o 2 WAN Ethernet ports: auto-sensing 10/100Base-T and 10Base-T, supporting
Point-to-Point, Point-to-Point over Ethernet (PPPoE) and DHCP client protocols.

o 1 LAN Ethernet port: Enables a connection with a switch for LAN configuration.

o 1 Serial WAN port: Enables dedicated data line service by being connected with
DSU or CSU, which is a data line device. V.35 serial interface supports Dynamic
Host Configuration Protocol (DHCP), PPP, or Frame Relay Encapsulation.

o | DMZ Ethernet port: Enable DMZ connection to protect an internal network
from external hazards. DMZ is a separate LAN port for configuring the device
which requires a free access from outside such as a mail server and web server,
while separating the device from internal devices.

e  Subnet Routing — The network interfaces of the WAN1, WAN2, LAN and DMZ are
configured with different sub-network interfaces, which enable them to perform the
routing process with each other.

e  Static Routing — The OfficeServ 7200 configures a fixed routing table between each
network interface to process the static routing. In this case, the routing table cannot be
dynamically changed by the routing protocol, and specific routing services will be
provided according to the pre-set routing policy.

e Dynamic Routing — The OfficeServ 7200 supports routing information exchange
protocols to react to the changing network environment more effectively:

o RIPvl, RIPv2: These protocols are widely used for managing the routing
information in a mid-sized independent network such as a group of LANs

o OSPFv2: This protocol is used in a large-sized independent network. A router
detects and reports any change in the routing table or the network to other routers,
thus all routers share the same routing information.

Performs inter-VLAN routing — Communication between the VLAN groups.

Data Network Security
e Outbound and Inbound NAT/PT
o Controls an access to internal resources through conversion between the Global 1P
and Private IP. Network Address Translation and Port Address Translation
services protect devices on the private internal LAN from being exposed on the
Public Network. This service also allows a single public IP address to be shared
among multiple hosts on the internal LAN.

e Firewall

o Access Filtering: Access lists and policies can be implemented to control access to
the Data Server resources.

o DMZ Function: Hosts connected to the DMZ port can bypass the network firewall
making it easier for external clients to access their services. Applications such as
web servers and mail servers are typically connected to the DMZ ports.

o Port Forwarding: This feature allows external hosts on the public network to
access hosts and services on the internal private LAN by forwarding the public
WAN address to a private LAN address based on a specific port

© SAMSUNG Telecommunications America, L.P. 14
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¢ Intrusion Detection System(IDS)
o Detects and notifies an access to unauthorized areas by the access list.
o Recognizes and notifies unauthorized packets by applying the basic intrusion rule
for packets.
o Detects and blocks DoS attacks such as SYN flood.

e Virtual Private Network(VPN)
o The VPN capability creates encrypted ‘tunnels’ through the Internet, allowing
branch offices or remote users to securely connect into the network from off-site.
o Functions as a VPN gateway based on PPTP and IPSec.
o Performs privacy and integrity through VPN tunneling and data encryption.

Data Network Application

Functions as data network applications such as NAT/PT, Firewall, VPN, DHCP, and
Application Level Gateway(ALG)

e SIP Aware Application Level Gateway (ALQG)
o This feature takes SIP packets coming to the WAN interface and redirects them to
any SIP user agents connected to the private LAN.

e DHCP Server
o This service dynamically assigns IP addresses to all hosts connected to the private
LAN.

QoS
e Processes priority for layer 2 frames based on the 802.1p standard(Switch function)

e Processes priority queuing for layer 3 packets and for selected IPs. The ToS (Type of
Service) field of the IP header is checked and process according to the priority of the
corresponding routing in the data server.

e  Processes priority queuing for layer 4 packets and for RTP packets (UDP/TCP port).

Prioritize RTP voice packets over normal data packets for improved voice quality in VoIP
applications.

DSMI

e This service automatically configures the router to allow for VoIP applications such as
remote IP phones and IP networking, IP Trunking, etc. If the OfficeServ 7200 VoIP
services provided by MCP and MGI use private IP, and they are connected behind the
WIM router’s public IP, DSMI will automatically perform NAPT for signaling and media
data packets for VoIP services.

Management
e  Supports a specialist level debugging function through Telnet connection
e  Supports configuring and verifying the functional block operations of the data server
through a web-based browser
e  Exchanges IDS data and alarm data with the system manager
e  Program upgrade
o Upgrades program through TFTP
o Upgrades program through HTTP

© SAMSUNG Telecommunications America, L.P. 15
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CHAPTER 2. OfficeServ 7200 Data Server
Installation

This chapter describes the installation and login procedures for the OfficeServ 7200 Data Server.

Installation Procedure

OfficeServ 7200 Data Server software is installed on WIM board. The software package is
composed of items described below:

Package File Description

Bootrom Package | bootldrimg-vx.xx Boot ROM program
bootldr.img-vx.xx.sum

Main Package ds-pkg-vx.xx.tar.gz Upgrade package for HTTP on the
WEB Management

app.img-vx.xx ‘app’ partition upgrade package for
app.img-vx.xx.sum TFTP
config.img-vx.xx ‘config’ partition upgrade package for
config.img-vx.xx.sum TFTP
kernel.img-vx.xx ‘kernel’ partition upgrade package for
kernel.img-vx.xx.sum TFTP
log.img-vx.xx ‘log’ partition upgrade package for
log.img-vx.xx.sum TFTP
ramdisk.img-vx.xx ‘ramdisk’ partition upgrade package for
ramdisk.img-vx.xx.sum TFTP
flash1.img-vx.xx The first flash fusing file

flash1.img-vx.xx.sum

flash2.img-vx.xx The second flash fusing file
flash2.img-vx.xx.sum

: ROIE | Software Package Configuration
5 Each package has a separate file for checking checksum, and x.xx represents the version.

Setup the environment as follows to access the Data Server.

1. Mount the WIM board on slot 1 and the LIM board on slot 2.
e In order to connect the WIM board to the LIM board through the back panel, first
place the shunt pin of JP1, 2, 3, and 4 toward the back of the WIM board, then
mount the WIM board to the back panel direction.

© SAMSUNG Telecommunications America, L.P. 16
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e If the shunt pin of JP1, 2, 3, 4 is directed to the front of the WIM board, connect the
LAN port of the WIM board to one of the Ethernet port of the LIM board through a

LAN cable.

2. Connect a PC to a Ethernet port of the LIM board.

Configuring the PCs

This section describes how to configure your PC to communicate with the OS 7200 Data

Server Management Web Browser.

The instructions below apply only to Windows 2000 or XP computers. Make sure that an
Ethernet card or adapter has been successfully installed in your PC.

1. Click the [Start]button. Click [Settings] and then [Control Panel]. From there, double-

click the [Network] icon.

2. On the [Configuration] tab, select the Internet Protocol (TCP/IP) line for the

applicable Ethernet adapter. Click the [Properties] button.

Local Area Connection 3 Properties

General | Sharing |

Connect uging:

I B2 Intel[R) PROM000 MT Mabile Connection

Components checked are uzed by thiz connection:

LConfigure |

E'= Deterministic: Metwark Enhancer
File and Printer Sharing for Microsoft Networks
EInternet Protocal (TCRAR]

[

-
1| |
Ingtall.. Uringtall | Properties I

— Description
Transmigzion Control Protocaol/nternet Protocal. The default
wide area netwaork. pratocal that provides communication
across diverse interconnected networks.,

™ Show icon in taskbar when connected

ak. Cancel

© SAMSUNG Telecommunications America, L.P.
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|i Home Page

|| Table of Contents

an IP address. Enter the following IP

IP Address: Enter a unique IP address that is not used by any other computer on the

network connected to the OS 7200 data server. You can use an IP address in the

[ ]

ranges of 10.0.0.2 to 10.0.0.254.
e Subnet Mask: 255.255.255.0
[ )

Default Gateway: 10.0.0.1 (OS 7200 Data Server’s default [P address)

Click the [OK] button in the Internet Protocol Properties window. Click the [OK] button

in the Local Area Connection Properties window.

Internet Protocol (TCP,/IP) Properties

General |

ou can get [P zettings assigned automatically if pour network, supports
thiz capability. Othenwize, you need to azk pour network, administratar for
the appropriate |F settings.

" Obtain an [P address automatically

—% sz the following IP address:

IP address: | 0.0 .0 100

Subnet mask: I 286255 286 0

Default gatevaar: I m. o .0 .1

€ [Obtain DN5 server address automatically

—{%" Use the following DMS server addresses:

Preferred DS server: I

Alternate DMS server

Advanced... |

[ o |

Cancel |

4. Execute the Internet Explorer from the PC and connect to the [P of LAN. The default IP
address of the WIM board managing the LIM board is set to 10.0.0.1°.

:cwnon | Using Web Browser

Data Server.

Use Microsoft Internet Explorer 6.0 or higher as a Web browser to maintain OfficeServ 7200

© SAMSUNG Telecommunications America, L.P.
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Starting up the OfficeServ 7200 Data Server

The procedure for starting up the OfficeServ 7200 Data Server is as follows:

1. Start the Internet Explorer and enter the IP address of the Data Server into the address
bar. The login window shown below will appear:

& Login

pwerd [
¥ Save Your 3 [0 o

¥ forget Yo 10) & usswond?

Capyright £ 200 Sameeng Decronia Cn., b s

2. Login using the administrator ID and password. The default Login ID and Password are
Admin and Admin respectively. Click the [OK] button to proceed. The following
window will appear:

BN EFIEELEE

OfficeServ7200 @ rome @ wy Info @ Logout

©8 Administrator

OfficeServ 7200 provides the optimized solution for small and medium sized offices,
which nesd more compact and powerful communication infrastruc ture.

The convergence of voice and data in OfficeSery 7200 pravides cost effisiencies in investment and
maintenance of communication infrastructure

> IP Comvergence Key system (Wired + Wireless, Voice + Data communication)
> Voice aver WLAN

> Router, Firswall, IDS (Intrusion Detection System), VPN, Home working supported
> 10Base-T/100Base-Tx Ethernet, Long Distance Ethernet service

> 10 Universal Slat within 2 cabinets, up to 126 users

> Enhanced IP/TOM networking

¥ou can manage the Data Server of a
OfficeSery 7200 System,

LT e Firevsall Configuration
’f (5 f Data Network Configuration
i Network Status

System Management

© SAMSUNG Telecommunications America, L.P. 19
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3. Click [Data] to use the menus for Data Server shown in the following window:

When a ‘Data’ menu is selected, the submenus of the Data Server menu appear on the
left section of the window. Descriptions on each submenu are provided in ‘Chapter 3.

Using t

he OfficeServ 7200 Data Server’.

E-0 R AEBB

OfficeServ

El status
P waN1
DMz

Lan
WaNZ
SERIAL

Config
Part ACL

Static NAPT
Hetwork DB

URL Filtering
1P Filtering
LAN config

®& Administrator

Firewall/Network

Hetwork Status

El Management

Part Forward

El Filtering Service

@ Home

7200

Firewrall/Network | Switch | Router | QoS | Status | WPN | IDS | DSMI | SIP ALG | System

WAN1 Primary line configuration

The description about this section

In this section, you configure the interface and the communication policies between firewall
and WaN(Internet).

Primary Network Interface

e w

Address 216.62.66.204
List

Metmask 255.255.255.128

Gateway 216.62.66.129

Primary Multi-IP configuration

I R

O 216.62.86 205 255.255.256.108
r 216.62.86.206 255.255.255.128

WAN1 ICMP Packet Reply

my Info €@ Logout

2 CAUTION

Delete Temporary Internet Files
Delete Temporary Internet Files after upgrading Data Server package.

Select the [Internet Explorer] - [Tools] - [Internet Options] menu, click the [Delete Cookies]

and the [Delete Files] button in the [Temporary Internet files].

If the Temporary Internet Files are not cleared, Data Server Web Management displayed info will

not be correct.

© SAMSUNG Telecommunicati

ons America, L.P.
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This chapter describes how to use the menus of the OfficeServ 7200 Data Server.

The menus of the OfficeServ 7200 Data Server are as follows:

E Status
FWANL
oMz
LAaN
WANZ
SERIAL
MNetwork Status

m

Management
Config

Port ACL

Part Forward
Static MARPT

URL Filtering
IF Filtering

LAN config

E IPSec
b Config
Managerment
Certification
Status

E PPTP
Config

Management

Network DB List

E Filtering Service

E Port

b Config
Statistics

B ¥LAN

Config
Port VID

E MAC
Static Address
Dynamic Address
Filter Address

E sTP
Config
Port Config

IGMP Config
Qos Config
MISC Config

Save Config

Log Analysis
Configuration
Management
Rule Update
Block Config

Mail Config

E General
F Show Route
Management

= config
Static Route
RIP config
OEPF config

= DSMI Configuration
¥ SM Interface
Module Interface
Managernent

E DHCP Server
Configuration
Managernent
WaolP Status
Leases Status

E ¥oIP NAPT
Status

E Group
¥ Port Group
IP Group
Filter Group
Class Group
Policy

G status
WANL
DMz
LAN
WANZ
SERIAL

Management

Config

Management

= Monitoring
F Sessions

Traffic Rate
Histary

E statistics
Devices
Protocols
Serial State

Services

E DB Config
¥ Change
Save/Delsts
Import/Export
E Log
Config
Repart
Cownload
E Time Config
Config
Managernent
El Upgrade
S/ uparade
DB upgrade
Appl Server

System Reboot
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Firewall/Network Menu

Firewall/Network Menu provides a Configuration Wizard to setup the WAN1, WAN2, LAN,
DMZ, and Serial network interfaces, as well as firewall and the communication policies
between the firewall and each interface. Under this menus, you can also setup the Data Server
Access Control List, Port Forward, and Filtering Services.

Select [Firewall/Network] to display the submenus of Firewall/Network on the upper left
section of the window.

[l status
F W ANL
LM
LAM
WA
SERIAL
MNetwork Status
EH Management
Config
Paort ACL
Port Forward
Static MAPT
MNetwork DB List

[l Filtering Service

IURL Filtering
IP Filtering
LAM config
Menu Submenu Description
Status WAN1 Displays user settings of the WAN1 port, which is an external port used for

Internet connection.

DMZ Displays user settings of the DMZ port, which is an internal port. The DMZ
(Demilitarized Zone) allows internal LAN devices to be accessible to
Internet traffic, such as Web servers, FTP servers.

LAN Displays user settings of the LAN port, which is an internal port.
WAN2 Displays user settings of the WAN2 port, which is an external port.
SERIAL Displays user settings of the SERIAL port, which is an external port.

Network status Displays a summary of status of all ports.
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Menu Submenu Description
Management Config Sets firewall and network interface configuration.

Port ACL Allows external users to access OS 7200 firewall.

Port Forward Sets port forward to pass thru OS 7200 firewall. The incoming traffic is
directed to specific local PCs based on one specified destination port
number.

Static NAPT Sets port forward to pass thru OS 7200 firewall. The incoming traffic is

directed to specific local PCs based on a range of service port numbers.

Network DB List | Deletes DB where settings are saved.

Filtering URL Filtering Blocks the internal network web access to the URL name setting.
Service IP Filtering Blocks the internal network web access to the IP setting.
LAN config - Sets the transfer rate and transmission system of Ethernet port.
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I Status

The [Status] menu displays the setting of the WAN1, DMZ, LAN, WAN2, or SERIAL.

e | Port Setup Procedure
The WAN1, LAN, DMZ, WAN2, and SERIAL ports are set at the [Firewall/Network] -
[Management] > [Config] menu. Refer to the description on the menu for the setup procedures.

WAN1
The [Status] = [WAN1] menu shows the setting of WAN1, which is an external port using a
public IP.

WAN1 Primary line configuration

The description about this section

In this section, you configure the interface and the communication policies between firewall
and WwaN(Internet).

Primary Network Interface

I

Address 165.213.89.236
Netmask 255.255.255.0
Gateway 165,213.89.1

Primary Multi-IP configuration

] e | vemer

WAN1 ICMP Packet Reply

scho
timestamp

WAN1 DDoS Prevention List

METBUS

Trinoo

Back Orifice

WAN1 DNS configuration

T T

(e | Port Settings
Refer to descriptions on the [Firewall/Network] - [Management] - [Config] menu for details on
the items of the setting.
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DMZ

The [Status] = [DMZ] menu shows the setting of DMZ, which is an internal port using a
private IP or public IP.

LAN
The [Status] = [LAN] menu shows the setting of LAN, which is an internal port using a
private IP.
WAN2
The [Status] 2 [WAN2] menu shows the setting of WAN2, which is an external port using a
public IP.
SERIAL
The [Status] = [SERIAL] menu shows the setting of SERTAL, which is an external port using
a public IP.
NOTE | DMZ, LAN, WAN2, and SERIAL ports’ settings
[3 Settings of ports that have no lines connected (When the port is set to ‘Not Used’at the
[Management] - [Config] menu) are displayed as ‘No line’s connected to this port'.
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The [Status] = [Network Status] menu displays the current IP Address of WAN1, DMZ, LAN,

WAN?2, and SERIAL.
Network Status
O WAN1 PRIMARY PUBLIC 165.213.110.40 0.0.0.0 165.213.110.1
e DMZ NONE NONE
O LAN INTERNAL INTPRV 10.0.0.1 255.255.255.0
e} WAN2Z MONE NONE
e SERIAL NONE NONE
Item Description
Category WAN1, DMZ, LAN, WAN2, and SERIAL ports
Usage - NONE: Unused line
- PRIMARY: Primary public interface
- SECONDARY: Secondary public interface
- INTERNAL: Line used for internal interface
Type - NONE: Not used port
- PUBLIC: Port using public IP
- INTPRYV: Internal port using private IP
- INTDMZ: Internal DMZ port

© SAMSUNG Telecommunications America, L.P.
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I Management

The [Management] menu sets ports related to firewall and network.

Config

The [Config] menu starts the configuration wizard which will guide through the settings of the
WANTI, LAN, DMZ, WAN2, and SERIAL ports. Select [Management] = [Config] and set the
items of each window. Click the [Next] button and set the firewall and network according to
the following procedure:

- Initial setup

Configure line type for each port

a

Configure WAN1

Configure DMZ

Configure LAN

Confiaure WAN2

Configure SERIAL

4 €@ @ ¢« ¢ «

Save settings
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Initial Setup

1. Select [Management] = [Config] and display the window shown below. The ‘NAT’
and ‘Packet Filtering’ items are originally disabled. Check the checkboxes to set the
status to ‘On’ and click the [Run] button.

If these items are checked, Click the [Next] button.

Firewall On/Off Setup
MAT [# NAT on
Packet Filtering |7 Filtering on

NOTE | Network Address Translation (NAT)

[3 NAT is an Internet standard that enables a local-area network (LAN) to use one set of IP
addresses for internal traffic and a second set of addresses for external traffic. NAT adds a
level of security by protecting the address of a PC connected to the private LAN from
transmitted on the Internet. If only a single Internet IP address is provided by the ISP
(such as a DSL or cable modems internet account), NAT must be selected to allow all PCs

on the LAN to share this single Internet IP address.

NOTE | Packet Filtering
[3 Packet Filtering controls access to the local-area network by analyzing the incoming and
outgoing packets and letting them pass or halting them based on the IP address of the
source and destination.

2. Click the [Start] button to start the Firewall/Network configuration wizard, which will
step through configuration for each interface.

Firewall/Network Configuration

Configuration

Firewall/Wetwork configuration wizard.
Caonfigure the interfaces - WANL, WANZ, LAN, DMZ, SERIAL,
To start, click [Start] button,
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3. New settings can be set or previously set setup files can be changed or executed from
the following window. The IP of the LAN port is initially set to ‘10.0.0.1°. Check the
‘default’ item and click the [Next] button.

Select the Configuration DB
T e bescrption
* default basic set
[C:IPrev. ] [ Next D ” QK ][ Cancel ]

Set Line Type for Each Port
External ports (e.g., WAN1, WAN2, SERIAL) use public IPs while internal ports (e.g., DMZ,
LAN) use public or private IPs. Select the line type for each port as listed below:

e External port (WAN1,WAN2, SERIAL)

Primary WAN line: Primary internet connection interface
Secondary WAN line: Secondary internet connection interface
Third WAN line: Third internet connection interface

Not Used: No WAN line is connected

0O O O O

e Internal port (DMZ, LAN)

o Internal line: Internal line is used
o Not Used: Internal line is not used

In the figure shown below, WANI port is set to Primary WAN line as the primary line, LAN
port is to Internal line as the internal line, and WAN2, SERIAL, and DMZ ports are set to Not
Used as lines not connected:

Select the line type for each port.

Port Line Type

WAN1 [Primary W lins v]
DMZ [Hot Used v
LN [Internal line v|

WANZ | Hot Used v

SERIAL [Hot Used v]

[CIPrev. ][ Mext o ” Cancel ]

CAUTION | Dynamic IP Address (e.g. Cable Modem, ADSL PPPoE, and SDSL internet account)
A If a dynamically assigned IP address is used for WAN internet connection, information
(e.g., ‘Port Forward’ and ‘Static NAPT’) on public IPs will not be automatically changed.
‘Fixed IP’ should be used for VoIP services that require settings of the ‘Port Forward’ and
‘Static NAPT’ menus and for VPN services that require WAN IP address setting.
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WAN1 Setup

1. The starting window for setting WANT as “Primary WAN line’ is shown below. Click
the [Next] button to start setting the WANI port.

WAN1 Primary line configuration

The description about this section

In this section, you configure the interface and the communication policies between firewall
and WAN(Internet).

lC:lPrav. ] l Mext oo ][ Cancel

2. Select the line type for Primary WAN line. Select one of the four applications shown
below for the external network:

Primary line selection

Fized IP -

Primary PPPoE Client
Primary DHCP Client
Primary WD3SL Line

[(::IPr'ev. ] [ Mext > ” Cancel ]

Fixed IP: Select Fixed IP if your Internet service account uses Fixed IP (Static) IP
assignment.

J Primary PPPoE Client: Select Primary PPPoE Client if your Internet service
account uses PPP over Ethernet login protocol, such as in ADSL account.

o Primary DHCP Client: Select Primary DHCP Client if your Internet service
account uses Dynamic [P assignment, such as in Cable Modem account.

. Primary VDSL Line: Select Primary VDSL Line if your Internet service account
uses VDSL service.

The four applications of Primary WAN line are described below:

a. Fixed IP: Enter values in the Address, Netmask, and Gateway fields to perform
settings in the WANI port on an external network where a static IP is used, and
click the [Next] button. To add another IP, apart from the IP of the external line
currently being used, click the [Add] button and add the item. OfficeServ 7200
WAN interface supports up to eight multiple public IP addresses.
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Primary User ID

] L ]

Primary User password

Password 7]

[{:IPrev. ” Mext o> H Cancel i

QCAUT'ON | Caution Against Changing Network Interfaces

If a network interface configuration (e.g., IP, gateway, and subnet mask) is changed during router
regular operation, all the active IP sessions that are connected in the router will be disconnected.

b. Primary PPPoE Client: Enter the ID and password to connect an external network
where a dynamic IP will be assigned through PPPoE, and click the [Next] button.

Primary Network Interface

e | ®
Address l—
Metmask l—
Gateway l—

Primary Multi-IP configuration

e emex

[(::IPrev. I[ Mext ” Zancel i

c. Primary DHCP Client: Connect to internet network using a cable modem or a
DHCEP server, the port is automatically set. Click the [Next] button and proceed to
the next window.

Primary Cable/DHCP line

I Gable modem

The cahle line was automatically configured.

[C:IPrav. H Mext o> “ Cancel I
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NOTE | PPPoE/DHCP/SDSL Settings
[3 The performance of data uploading or downloading speed depending on Internet Service

Provider services.

d. Primary VDSL line: External network using a VDSL modem.
Enter ‘default’ into the ‘Mac address’ field to disable MAC authentication, and
click the [Next] button. Enter a MAC address into the ‘Mac address’ field to use
the MAC copy function.

Primary VDSL Line

Input 'default' or 'MAC Address' value
MAC Address

[{:lPrev" ] [ Mext o ][ Cancel

ROIE | MAC Copy Function
When performing authentication through PC MAC of LIM board, MAC of outgoing packets are
copied to PC MAC instead of using MAC of outgoing packets as MAC of WAN1.

3. Select the items below and clock the [Next] button:

e  WAN ICMP Packet Reply: The Internet Control Message Protocol (ICMP) is one
of the core protocols of the Internet protocol suit. ICMP Echo and Timestamp
messages are used for network diagnostics, often to test the availability of a target,
such as the popular ‘ping’ program. Many malicious attacks begin with a ping scan.
Disabling ICMP Packet Reply prevents your system’s discovery with a ping.
OfficeServ 7200 firewall does not respond to ICMP echo and ICMP timestamp by
default. However, if the ‘echo’ and ‘timestamp’ items are checked, response to
external Ping commands will be displayed. If these items are not checked, a
Request timed out will occur to external Ping commands.

WAN1 ICMP Packet Reply

echo v
timestamp [

e  WANI1 DDos prevention: Check the items shown below to prevent DDoS (Denial
of Service) attacks by blocking attacks using the corresponding hacking programs.

WAN1 DDoS Prevention List

[ Atmckst | Enable
NETBUS I3

Trinoo I3

Back Orifice F
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e WANI1 DNS configuration: Enter the IP address of the DNS server. If
PPPoE/DHCP is used, there is no need to manually enter these fields, ISP will
automatically authenticate the DNS servers.

WAN1 DNS configuration
I T R
DNS server 1 [20z.241.132.34
DNS server 2 [tor70az3a |
DNS server 3 "
DMZ Setup

1. The starting window for setting WANT as “Primary WAN line’ is shown below. Click
the [Next] button to start setting the WANI1 port.

WAN1 Primary line configuration

The description about this section

In this section, you configure the interface and the communication policies between firewall
and WAN(Internst).

[<::|Prev. I [ MNext o ” Cancel

2. The starting window for setting DMZ ‘Internal Line’ configuration is shown below.
Click the [Next] button and proceed to start setting the DMZ port.

-+ 0Baaued 5 -+
OfficeServ7200 @ Home @ My Info © Logaut
©8 Administrator Firewall/Metwork | Switch | Router | QoS | Status | VPN | IDS | DSMI | SIP ALG | System

Firewall/Network

SlStates DMZ Internal line configuration
WANT

DMz The description about this section

LAN
s In this section, you configure the interface and the communication policies internal network,

SERIAL
Metwork Status
5 Management
¥ Config
Port ACL
Port Forward

Static NAPT
Metwark DB List
E Filtering Service
URL Filtering
1F Filtering
LAN config
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3. Select the line type for the DMZ line. Select one of the three applications shown below
for the DMZ port.

I

Internal line selection

Line Type

IIntemaI public network =1
1

[Internal private networlk
HInternal public network
DMZ configuration

[C:IPrev. ][ Mext T ” Cancel ]

DMZ port supports the following three line type:

a.

Internal private network: Use DMZ port as a second private LAN network behind
the router’s firewall.

Internal public network: Place DMZ port behind the router in the private network,

but assign it with a public IP address to allow DMZ port accessible from the
public network.

DMZ configuration: Configure DMZ port with a private IP address and use the
OfficeServ 7200 NAT router to allow DMZ port accessible from the public
network.

The configurations of each DMZ line type are described below:

Internal private network: Assign DMZ port with the private [P address in the
Address, and Netmask, fields. If additional private IP addresses with different
subnet are currently being deployed, click the [Add] button to add the items.
OfficeServ 7200 allows up to 4 subnets in the ‘Internal line Multi-IP configuration’.

In the example shown below, two DMZ IP of 192.168.0.1/24 and 192.168.1.1/24
are set.

Internal line Network Interface
[ epee- | w
Address 192.1658.0.1
Metrmask 255.255.255.0

Internal line Multi-IP configuration

L 1w Netmask
- 152 .168.1.1 [z55 255 2550

Under the DMZ shared IP device list, configure the devices from the LAN

interface that can send packets to pass through the DMZ interface and access the
DMZ servers.
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In the example shown below, allow the LAN interface as entered in the ‘Remote
IP’ to access the DMZ servers as entered in the ‘Shared IP’. The Destination Port
of ‘0:” indicates all ports are allowed for access.

DMZ shared IP device list

Des
. e SharEd & -

| i ETCIE [zs5.255.255.0  [18z.168.0.1 [zs5.255.255.0 o [an =]

| [ |z55.255.255.0  [182.160.0.2 |z55.255.255.0 o ]

NOTE | Port Range Setting
- When using ports from 0 to 100, enter ‘0:100’.

- ‘0" indicates all ports.

o Internal public network: Assign DMZ port public IP address under the Internal
Line Network Interface and Internal Line Multi-IP Configuration.

In this scenario, the DMZ port with a public IP address is hiding on a private
network behind a router, and still have appearance of being on the public network
‘in front of © the router.

If the checkbox of ‘Internal line Transparent mode configuration’ is selected, the
servers on the DMZ network use the external public IP as the default gateway. If
‘Internal line Transparent mode configuration’ is deactivated, the servers on the
DMZ network use the DMZ port as the default gateway.

Internal line Network Interface

. roperties | w»
Address I
MNetmask I

Internal line Multi-IP configuration
e [ Newmaw

Internal line Transparent mode configuration

On/Off |
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Configure Internal line Public area from WAN for hosts that use DMZ as an
internal public network, and click the [Next] button.

Internal line Public area from WAN

I A S
O 1 1

Configure Internal line Public IPs accessible from WAN to allow external
networks to access a specific server on the DMZ network inside the firewall that

has a public IP.
Internal line Public IPs accessible from WAN
e emmer [ eme | imwen [ 2 e
Src IP Netmask Dest IP Netmask Protocol
Port
(| [ [ [ [o: [ter =1
=
[<aprev. | [ Mextcs ][ cancel |

Under the DMZ shared IP device list, configure the devices from the LAN
interface that can send packet to pass through the DMZ firewall and access the
DMZ servers.

DMZ shared IP device list

Dest
. S SaE—— -

port
= | I I I [o:

|tcn ;l

[<aprev. | [ Mext=> |[ cancal |

o DMZ Configuration: Enter Private IP address values in the Address, and Netmask,
fields. If additional private IP address is currently being deployed, click the [Add]
button to add the items.

In the example shown below, DMZ IP of 192.168.0.1/24 is set.

Internal line Network Interface

T N
Address |192.168‘D‘1
Metmask [255.255 2550

Internal line Multi-IP configuration

O T

[<aprev. | [(nexte ][ cancel ]
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Under the Internal line DMZ configuration, configure the servers on the DMZ
network.

Enable port forwarding of a specific packet received through WAN public network
to a host located in DMZ.

e  Src IP: Enter the source IP of a packet from public network to be forwarded
to a port.

e Netmask: Enter the netmask of a packet to be forwarded to a port.

e  Public IP: Enter the IP address of WAN.

e  Private IP: Enter the IP address of a host located in DMZ.

e  Service Port: Enter the number of a port to which a packet is forwarded.
e  Protocol: Select the type of a protocol to be forwarded.

In the example show below, the following two servers are connected on the DMZ
network:

e  Web server with private IP address of 192.168.0.10 and service port of 80
e  FTP server with private IP address of 192.168.0.20 and service port of 21

The Source IP address and Netmask are set to 0.0.0.0 to allow all the devices in
the public network to access these two DMZ servers.

Click the [Next] button to move to the next step.

Internal line DMZ configuration

0 0 Service
Src IP Netmask Public 1P Private 1P = Protocol
po

I~ [oo.on [o.0.0.0 [17z16.10000 192 .168.0.10 [a0 [ter =1

I Joooo [on.on [172.16 10,200 [1o2165.0.11 [21] [ter =1

Under the DMZ shared IP device list, configure the devices from the LAN
interface that can send packets to pass through the DMZ and access the DMZ
servers.

In the example shown below, allow the LAN interface as entered in the ‘Remote
IP’ to access the DMZ servers as entered in the ‘Shared IP’. The Destination Port
of ‘0:” indicates all ports are allowed for access.

DMZ shared IP device list

. e SharEd = -

| ER [z55.255.255.0  [192.168.01 [ess.zs5.2550 [ [an =]

| i FTIE [es5.255.255.0  [19z1es.02 [ess.zs5.2550 [ e -
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LAN Setup

1. The below window shows the LAN was set to ‘Internal line’ at the <Select the line type
for each port> window. Click the [Next] button to start LAN port setup.

LAN Internal line configuration

The description about this section

In this section, you configure the interface and the communication policies internal netwaork.

[C:IPr’ev. ] [ Mext 0o ” Cancel

2. Select the internal line type.

Internal line selection

Line Type

pul
DMZ configuration

[{::IPrsv. i [ Mext “ cancel

Types of internal lines are described below:

o Internal private network: Select this option to configure an internal network using a
private IP.

Enter the IP address, Netmask, and Gateway to use LAN as an internal private
network, and click the [Next] button. To add another IP, apart from the IP of the
internal line currently being used, click the [Add] button and add the item.

Internal line Network Interface

 eopeies | ]
Address |1D.D‘D.1
MNetmask |255.255.255.D

Internal line Multi-IP configuration

S e [ e |

[<mprev. | [(mnexte [ cancel ]
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Under the LAN shared IP device list, configure the devices from the DMZ

interface that can send packets to pass through the LAN firewall and access the
LAN servers.

Enter the DMZ interface as entered in the ‘Remote IP’ and enter the LAN servers to
be shared in the ‘Shared IP’. The Destination Port of ‘0:” indicates all ports are
allowed for shared IP Device

LAN shared IP device list

Dest
Remote IP Netmask Metmask Protocol
port
= I I I Jo:

[tee =1
[<aprev. | [ Mext= |[ cancel |

e Internal public network: Select this option to configure an internal network using a
public IP. Click [Add] to add an IP in addition to the IPs of the internal line being
used.

If the checkbox of ‘Internal line Transparent mode configuration’ is selected, the
servers on the LAN network use the external public IP as the default gateway. If
‘Internal line Transparent mode configuration’ is deactivated, the servers on the
LAN network use the LAN port as the default gateway.

Internal line Network Interface

e | @

Address |211‘217.127.56
Hetmask E55.255.255‘24D

Internal line Multi-IP configuration

T e e

Internal line Transparent mode configuration

onfoff r

[<::|Prev. I [ Mext o ” Cancel

Configure Internal line Public area from WAN for hosts that use LAN as an
internal public network, and click the [Next] button.

© SAMSUNG Telecommunications America, L.P. 39



I Home Page I I Table of Contents

Internal line Public area from WAN

1 r [ Newak
= | I | I

[C:IPrev. ] [ Mext ” izancel ]

Configure Internal line Public IPs accessible from WAN to allow external

networks to access a specific server on the LAN network inside the firewall that has
a public IP.

Internal line Public IPs accessible from WAN
I e

port
(mQl [ [ [ Jo:

|tcn ;l

[caprev. ] [ Nexten [ cancel |

Under the LAN shared IP device list, configure the devices from the DMZ

interface that can send packets to pass through the LAN firewall and access the
LAN servers.

Enter the DMZ interface as entered in the ‘Remote IP’ and enter the LAN servers to
be shared in the ‘Shared IP’. The Destination Port of ‘0:’ indicates all ports are
allowed for shared IP Device

LAN shared IP device list

Dest
. seme—— SRR
=
=il | | | [

[ter =1

[<aprev. | [(mexecs ][ cancel ]

e DMZ configuration: Enter Private IP address values in the Address and Netmask

fields. If additional private IP address is currently being deployed, click the [Add]
button to add the items.
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In the example shown below, LAN IP of 10.0.0.1/24 is set.

Internal line Network Interface
T
Address [foooz
Hetmask IZSS 255.255.0

Internal line Multi-IP configuration
L | e | Netmasx |

[==rrev. | [(nexte> ) [ Cancel ]

Under the Internal line DMZ configuration, configure the servers on the LAN
network. Enable port forwarding of a specific packet received through WAN to a
host located in LAN.

e Src IP: Enter the source IP of a packet to be forwarded to a port.

e Netmask: Enter the netmask of a packet to be forwarded to a port.

e Public IP: Enter the IP address of WAN.

e Private IP: Enter the IP address of a host located in DMZ.

e Service Port: Enter the number of a port to which a packet is forwarded.
e Protocol: Select the type of a protocol to be forwarded.

The following window illustrates an example of forwarding all packets (Src IP:
0.0.0.0, Network: 0.0.0.0, Service Port: 0, Protocol: all) that enters the WAN
Interface IP (211.217.172.200) to a host (192.168.1.100) located in DMZ:

Internal line DMZ configuration

. Service
Src IP Netmask Private IP = Protocol|
po

0 [noo0 | [00.00 | [211.217072.200 (1922681000 | [0 | [a ¥

Under the LAN shared IP device list, configure the devices from the DMZ interface
that can send packets to pass through the LAN and access the servers inside the
LAN port. Click the [Next] button.

LAN shared IP device list

Dest

. e S
poi

=il [ [ [ [0

[tee =1
[(<=rrev. | [(Nexte> |[_cancel |
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WAN2 Setup

1. 1f WAN2 was set to Primary WAN line, secondary WAN line, or Third WAN line, click
[Next] button to proceed with the WAN2 Setup procedures.

WAN2 Secondary line configuration

The description about this section

In this section, you configure the secondary interface firewall and war

[(<aprev. ] [(Mexte> ][ cancel

2. Follow the same setup procedures as described in WAN1 setup procedures.

3. Configure WAN2 Outbound traffic configuration to specify packets that could be
sent from LAN or DMZ interfaces via WAN2 interface.

WAN2 Outbound traffic configuration

[ srexn | notnosk | bestip | Netmask | best port

[{:lF'rev. ” MNext o> ” Cancel ]

4. Configure WAN2 Exceptional outbound traffic configuration to specify packets that
are sent from LAN or DMZ interface to be restricted from WAN?2 interface.

WAN2 Exceptional outbound traffic configuration

[<=2Prev. ] [ Nextes ][ cancel ]
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SERIAL Setup

The below window shows that SERIAL was set to ‘No line’ at the <Select the line type for
each port> window (Refer to ‘Set Line Type for Each Port”).

Click the [Next] button and proceed to the next window.

SERIAL line is not in use.

The description about this section

Mo line's connected to this port.

[(::IPrev. ] [ Mext o ” Cancel ]

Follow the procedure below to use SERIAL as the Primary WAN line:

1. Set the SERIAL to ‘Primary WAN line’ at the <Select the line type for each port>
window (Refer to ‘Set Line Type for Each Port”), and click the [Next] button.

Select the line type for each port.

Port Line Type

WANT [Het used v
DMz [ Mot Used ~|
LAN [Internal line ~|

WaNZ [ et used v

SERIAL [Primary wan line v

[C:IPrev. ” Mext = ” iZancel i

2. Click the [Next] button to start the SERIAL port setup.

SERIAL Primary line configuration

The description about this section

In this section, you configure the interface and the communication policies between firewall
and WaN(Internet),

[C:IPrev. I [ Mext T ” Cance|

3. Select the type of the Primary line.

Primary line selection

Primary CISCO A

Prirnary PPP
Primary FrameRela

[C:IPrsv. i [ MNext = ” iZancel i
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e Primary CISCO: Select ‘Primary CISCO’ from the <Primary line selection> window
and click the [Next] button to display the window shown below. Enter the items and
click the [Next] button. The CISCO method refers to the HDLC supported by Cisco.

Primary SERIAL Network Interface(CISCO HDLC)

T
Address
Netmask 255.255.255.255
Point-to-Point

[C:IPrev. I [ Mext o ” Cancel

e Primary PPP: Select ‘Primary PPP’ from the <Primary line selection> window and
click the [Next] button to display the window shown below. Enter the address,
netmask, and point-to-point items.

Select the authentication protocols: None, PAP, or CHAP. Then set the user name
and password for the remote router connecting to the router. Click the [Next] button.

Primary SERIAL Network Interface(PPP)

T
Address
Metmask 255.255.255.255
Point-to-Point

Primary PPP-Authentication

[ Cstegoy | wod |
NONE Q
PAR ®
CHAR Q

Primary ppp-auth user ID

0

Primary ppp-auth password

Password

[C:IPrsv. i [ Mext ” Zancel i

If the Primary PPP-Authentication item is set to ‘NONE’, do not enter the ID and
password.
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e Primary Frame Relay: Select ‘Primary Frame Relay’ from the <Primary line
selection> window and click the [Next] button to display the window shown below.
Enter the items in the Primary SERIAL Network Interface (Frame Relay) and
Primary Additional Configuration menus.  These values must match the
corresponding values set in the frame relay service provider’s switch.

Click the [Next] button.

Primary SERIAL Network Interface(FrameRelay)

T
scdress
Metmask 255.255.255.255

Point-to-Paint 172.168.0.1

Primary Additional Configuration

LMI TYPE[ansifceitt/none]
create[ 16~05a]
T291[5~30,10 sec]
N391[1--255,6] e ]
N392[1~10,3]
N393[1~10,4] o]

[C:IPrev. ] [ Mext o> ][ Cancel

Item Description
LMITYPE [ansi, Local Management Interface, a signaling standard between the router
ccitt, none] and the frame relay switch it is connected to. OfficeServ 7200 supports

two LMI standards:
- ansi: ANSI T1.617 Annex D
- ccitt: CCITT

create[16~999] Range 16~999
Signaling channel No.
OfficeServ 7200 supports one Permanent Virtual Circuit (PVC).

T391[5~30,10 sec] Range 5~30, default is 10 sec.
Link Integrity Verification Timer (in seconds). Time interval for DTE to
send KeepAlive message.

N391[1~255,6] Range 1~255, default is 6.

Full Status Polling Verification Timer counter, which means the cycle of
requesting information on full status based on the number of times that
KeepAlive is sent.

N392[1~10,3] Range 1~10, default is 3.
Error threshold counter, the limit of number of repeated errors before the
link is marked inactive.
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Item Description
N393[1~10,4] Range 1~10, default is 4.
Monitored Events Counter. When a network becomes active, the
number of successful exchanges of KeepAlive messages before the link
is considered active.
Saving Settings

1. The below window shows the firewall and network setup is complete. Click the [Next]
button and proceed to the next window.

Before you finish the configuration

The description about this section

To modify the current configuration, click [Prev.] button

[C:IPrev‘ I [ Mext T ” Cancel

2. Enter values in the Name and Description fields and click the [Next] button to save the

settings in the database. Only uppercase and lowercase alphabet and numbers can be

entered in the ‘Name’ field. Special characters cannot be entered, and ‘default’ is not
available.

Set your configuration DB name.

s | oo
Dassription

[C:IPrev‘ I [ Mext o ” Cancel

3. Click the [Save] button to save the setting as a file having the file name set above. Click

the [OK] button to run the settings upon saving, or click the [Cancel] button the cancel
the setting.

Before you apply or save the configuration

To apply the configuration DB now, just click [OK] button, Click [Save] button if vou just save
the file for later use. If you gave IP(different from the internal netwaork IP) to the internal
network interface, reconfigure IPs in your internal network.

[{::IPrev.” [s]'4 ” Save ” Cancel
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Port ACL

If ‘Packet Filtering’ in ‘Firewall On/Off Setup’ is set to ‘Filtering on’ under [Management] -
[Config], external users can not access the OfficeServ 7200 firewall. The [Port ACL] menu is
used to allow a specific external IP to access the firewall.

Select [Management] = [Port ACL] and set the IP address, port, and protocol, as shown below,
and click the [OK] button:

Permit Data Server access list
0
O

If the user sets the options as shown above, the server whose IP address is ‘211.217.127.33°
can connect to the system firewall via the web. The external servers can also connect to the
firewall by using connection programs such as Telnet and SSH.

CCA”T'ON | Security Warning
Note that all external users are allowed to access the firewall when the Remote IP is set to
‘0.0.0.0’ and Port is set to ‘0:’.
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Port Forward

The [Port Forward] menu is used to forward packets so that services of the internal server
connected to the firewall can be used externally.

NAT/NAPT Port Forward

r [211.217.427.70 | [z3 | [10.0.0.100 | EE | [top ne]

For instance, assume that an internal server uses the public IP of the firewall as
211.217.127.70° and the private IP as ‘10.0.0.100°. If the user uses the telnet server inside the
firewall from a server on a network outside the firewall, the user can use telnet services using
the Port Forward setting.

Click the [Add] button, and enter values as shown in the above figure. Then, access the telnet
server from a network outside the firewall by setting the public IP address to ‘211.217.127.70°
to use telnet services inside the firewall (10.0.0.100).

e Public IP: Public IP of the firewall
e Internal IP: Private IP of the internal server connected to the firewall
e Port: Port No. of the service (e.g., Port of the telnet server)

e Protocol: Select a protocol from all/tcp/udp.

ROJE | Specifying a Range of Port
Use the Static NAPT menu if a range of port needs to be specified.
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Static NAPT list

Mo entry VoIP

Public IP Port Private 1P port | Protocol | used |
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The ‘Static NAPT list” window displays the settings of the [Static NAPT] menu.

Also, this window displays the ‘VoIP NAPT’ setting in the DSMI menu as well as the user

setting of the ‘Static NAPT’ menu.

Click the [Edit] button to switch to a window where the user can enter the settings of Static

NAPT.

Static NAT CONFIG

|| _publictp | Port |EndPort] PrivateP ]| Port |EndPort] Portocol]
r C 1] C 1]

[a =

Network DB List

The [DB List] menu is used to delete the settings file saved in the [Management] = [Config]

menu.

DB List

Cl default basic set

O sys001 Test Script 001

| weme | peopon |
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I Filtering Service

The [Filtering Service] menu is used to block the internal local area network users from
accessing to a specific URL or IP locations on the Internet.

URL Filtering

Blocked URL list

[ | s ] Netmask ] um

| I I

The [URL Filtering] menu is used to block access to a specific URL from an internal host or
network.

e SrcIP: An internal host or network where filtering will be performed. Enter the IP address
to filter URLs from each host and the network address to filter URLs from each network.

o Netmask: Set Netmask to ‘255.255.255.255” in order to filter URLs from each host. Enter
the subnet of the network to filter URLs from each network.

e URL: Name of a site (Domain) to be blocked

The figure below illustrates an example of blocking access to ‘yahoo’ by all internal users.
Enter values as shown in the figure below and click the [OK] button to complete the settings.

Blocked URL list

[ | s | Wetmask | we

O Jo.0.0.0 [0.0.0.0 [vahoo
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IP Filtering

Blocked service list

The [IP Filtering] menu is used to block access to a specific service of an external IP by
internal users. Enter the IP address and netmask in the ‘Src IP’ and ‘Netmask’ fields, and
information on a specific service of the external network to which access will be blocked in
the ‘Dest IP’, ‘Netmask’, ‘Dest Port’, and ‘Protocol’ fields.

If the user enters the network IP and subnet in the Src IP and Netmask fields, the user can
enable filtering of an entire network.

Blocked service list

[ Jo.o.00 [0.0.0.0 [211.17.127.70 | Pss.255.255.255 |22 [ =]

O Jo.0.0.0 [0.0.0.0 [211.17.127.70 | Pss.255.255.255 [e0 [ =]

Click the [Add] button, and enter values as shown in the above figure. Click the [OK] button.

Then, any terminals cannot access Ports 80 and 22 whose destination address is
211.17.127.70°.
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LAN Config

The [LAN Config] menu sets the negotiation, speed, and transfer system for each port.
Select the checkbox of the port to set and click [OK].

Click [Default] to reset to the default value.

LAN Config

Cseioct | Lan | Livk | egotistion | speod | Duplex | moc address |
r WAN1  DOWN IautD 'I 100 'I full = 00:00:f0:2a:26:b2

O DMz up Jauto =] J1oo =] [full =] 00:00:f0:3a:26:03

O LAM up [auto =] [1too=]  [fur = 00:00:f0:38:26:h4

r AN 2 |10 full = 00:00:f0:33:26:b5
Item Description

Negotiation - auto: Controls speed through negotiation.

- force: Controls speed through enforcement.
Set this item to ‘force’ when setting the Duplex item to ‘full’.

Speed (Mbps) Transfer rate of port

Duplex - full: Bi-directional service (full-duplex system)
- half: Unidirectional service (half-duplex system)
Setting for the WAN2 10 M interface depends on the counterpart
modem.
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Select [Switch] to display the submenus of Switch on the upper left section of the window.

E Port
¥ Config

Statistics

= ¥LAN
Canfig
Port WID

= MAC
Static Address
Dynamic Address
Filker Address

B STP
Config
Port Config
IGMP Config
QoS Config
MISC Config
Save Config
Menu Submenu Description
Port Config Sets the switch port environment.
Statistics Displays the link status, speed, transmission system, and statistics of the
switch port.
VLAN Config Configures Virtual LAN(VLAN).
Port VID Sets processing method for untagged packets when VLAN mode is set to
‘Tag-based VLAN'.
MAC Static Address Saves MAC address to the static address table of the switch.
Dynamic Address | Retrieves the dynamic address table or deletes a MAC address.
Filter Address Enters the MAC address to block the frame data with the MAC address
information identical with the entered value from the switch.
STP Config Prevents broadcast storming due to the switch loop-back using the STP
function.
Port Config Retrieve the STP status of each port. Enters the new Path Cost and Port
Priority values for each port.
IGMP Config | - Efficiently processes multicast packets through IGMP snooping.
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(Continued)
Menu Submenu Description
QoS Config Processes Quality of Service by sequentially assigning priority to packets
entering the switch or by enforcing priority on a specific port.
MISC Config Sets mirroring and other switching functions.
Save Config Saves setting to flash disk or initializes all setting values.

I Port

The [Port] menu is used for setting port related functions and retrieving information on a port.

Config

Select [Port] = [Config] to set the environment of a switch port.

Port Configuration
o Rate{ %) 0 o
P e e e
an | S | I Y A |
Portl ¥ [auts =l 100 = [Full =] Ird [ off v
partz W [ad ol & o o Jof =
Fotzs W [aute Moo dfard & o o | o Jor =
Pots P [Aue Moo= # kB o | ¢ off v
pats W [auts =1 [ton =] [Fon =1 F o o Jor A
parts W [ade ol & o o Jof =
porty W [ame | e I I 2 R O off =
ports W [auto Hodffrd F o 8 | & Jor =
porta  F [aue o & o v Jof =
portin W [auts =] [to0 =] [Ful =] F o o & Off =
Portil W [adto ol & o o & Jor =
portiz W [auto Hodffrd F o 8 | & Jor =
portiz M [aue o F o o ¢ off =
Portid W [adto ol # o o & o =
portis W [adto ol & o o & o =
portie W [auts =l 100 = [Fun =] Ird | Co O off v
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Item Description
Port Manage 16 10/100MB Ethernet switch ports
Select All to process all ports simultaneously.
Active Use to activate and de-active the port.
Negotiation - Auto: Controls speed through negotiation.

- Force: Controls speed through enforcement. Set this item to ‘force’ when Full Duplex is
selected for Speed.
- Nway Force

Speed/Dpx - Speed: By default the speed is set according to the value set in ‘Path Cost’ of the [Switch] >
[STP] = [Port Config] menu. 10 Mb/s when ‘Path Cost’ is set to “100’, and 100 Mb/s when set
to “19'.

If the port has been set to auto-negotiation mode, the local ports will automatically negotiate
the port speed.

- Dpx(Duplex):

Full: Set the port to full duplex to send and receive data packets at the same time for bi-
directional service.

Half: Set the port to half-duplex to either send or receive only for the unidirectional service.
If the port has been set to auto-negotiation mode, the local ports will automatically negotiate
the duplex mode.

Flow Ctl Enable or disable the flow control function. Flow control is performed according to the value
set for Rate (%) In/Out (incoming rate/outgoing rate). Limiting the rate at which a port can
receive or send traffic is used to ease congestion on bottlenecks in the network and provide
simple prioritization when the network is busy.

Rate (%) Flow can be controlled by setting the incoming and outgoing rate in percentage for each port.

In/Out The unit is the ratio against port speed, and should be set to ‘0’ when flow control item is not
checked.

Security Enable or disable the MAC address security check function. This Security check function

allows the system to prevent any unauthorized terminal to be connected to the port based on

the MAC address.

- Disable: System default value, system will not perform MAC address check function.

- Enable: If the switch port where ‘Security’ is checked, only the terminal with the MAC address
registered under [Switch] -> [MAC] -> [Static Address] could be connected. Thus, the
unauthorized terminal whose MAC address not entered in the Static MAC address
connecting to the switch will be block.

Priority Set the priority of each port to ‘Off’, ‘High’ or ‘Low’. Traffic prioritization allows high priority data,

such as time-sensitive and system-critical data to be transferred without being delayed by

lower priority data. This field is only valid if the QoS Mode setting under [Switch] = [QoS

Config] = [QoS Configuration] menu is set to <All High before Low> or <Weighted Round

Robin>.

- Off: no priority is set

- ‘Low’ or ‘High’: The priority is set to ‘Low’ or ‘High’, regardless of the QoS bit settings of the
packet received by the port.
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The [Port] > [Statistics] menu provides a summary of the current switch’s status, including link
status, speed, transmission system, and statistics. The numbers show the accumulated values for
the period from the system boot up to date. The window is automatically updated every five
seconds. Click the [Reset] button to initialize all values to ‘0’.

Port Statistics

PORT1  Off 100/Full n] ) a ) n] a
PORTZ  Off 100/Full u] o a o u] a
PORTZ  On 100/Full 40050 u] 13116 u] a [u]
PORT4 Off  100/Full a u] [u] u] a [u]
PORTS  Off  100/Full a u] [u] u] a [u]
PORTE  Off  100/Full a u] [u] u] a [u]
PORT?  Off 100/Full a ) a ) a a
PORTE  Off 100/Full n] ) a ) n] a
PORTS  On 100/Full 24227 o 15998 o u] a
PORT10 Off  100/Full a u] [u] u] a [u]
PORT11 Off  100/Full a u] [u] u] a [u]
PORT12 Off  100/Full a u] [u] u] a [u]
PORT12 Off  100/Full a u] [u] u] a [u]
PORT14 Off  100/Full a u] [u] u] a [u]
PORT1S  Off 100/Full a ) a ) a a
PORT16 Off 100/Full n] ) a ) n] a
Uplink  On 100/Full 24227 o a o u] a

e TxGdPkt: The number of packets which are successfully sent to the port

e TxBdPkt: The number of packets which are switched, but not successfully transmitted to
the port.

e RxGdPkt: The number of packets which are successfully received by the port.

o RxBdPkt: The number of packets which are successfully received by the port, but not
successfully switched.

e Collision: The number of collision occurred between packets received from the port and
the switched packets

e  DropPkt: The number of packets which are not switched to the port, but are dumped in the buffer.
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VLAN

The [VLAN] menu is used for configuring Virtual LAN(VLAN).

A Virtual LAN (VLAN) is a logical network grouping that provide separation of broadcast
domains and functional work area to improve performance. Basically, creating a VLAN from a
switch is logically equivalent of reconnecting a group of network device to another Layer 2
switch. However, all the network devices are still plug into the same switch physically.

OfficeServ 7200 managed switch supports the following VLAN configurations:

¢ MAC Based
e 802.1Q Tag Based
e Port Based

In the default configuration, VLAN support is disabled.

Config
Select [VLAN] = [Config] to display the VLAN configuration window.

VLAN Configuration

802.10(Tag Based)

Port Based
Off

add I

Add Delete | Edit[F

Select a VLAN mode from the ‘VLAN Operation Mode’ and click the [OK] button. Then,
enter a VLAN name and ID and click the [Add] button to add the VLAN.
Check a VLAN and click the [Delete] button to delete the VLAN.

VLAN configuration is determined according to the three VLAN modes below:
e Port Based VLAN

e Tag Based VLAN(802.1 Q)

e MAC Based VLAN

Port Based VLAN

This option is used to configure VLAN on port basis. Packets can only be broadcast among
members of the same VLAN group. A single port can be assigned to multiple VLANs. All
unselected ports are treated as belonging to another single VLAN. If the port-based VLAN
enabled, the VLAN-tagging is ignored.
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Select ‘Port Based’ as the VLAN Operation Mode from the <VLAN Configuration> window.

VLAN Configuration

VLAN Name VLAN ID Inter YLAN
[ aa 2

Disahle
[l bh 3 Disable

add |

Add Delete | Edit[@

Select a VLAN and click the [Edit] button to display the window shown below. Select the
target port at VLAN Members and click the [Save] button.

VLAN Members

YLAN Members

VLA Mame aa

WLAN 1D 2
M1 M2 Mz M4 09 1o 11 D12
Os Oe O7 Os Oz O+ O1s Oie

VLAN Members

Inter-/LaN Enable

Inter-VLAN Communication

To perform communication between VLANSs, enable the Inter-VLAN service. If the devices
placed in a VLAN need to communicate with devices in a different VLAN, a shared port with
connections to both VLANSs needs to be present. OfficeServ 7200 WIM router will provide the
the inter VLAN communication as it has an IP interface on each VLAN.

Thus if the WIM and LIM are connected through the backbone, the inter-VLAN
communication will use that physical port as the shared port.

On the other hand, if the jumper pin of the WIM board is set toward the front side of the board,
the port on the LIM that is used to connect with the LAN port of the WIM board, should be set
as a VLAN member.

Tag Based VLAN (802.1 Q)

Tag-based VLAN is an IEEE 802.1Q specification standard. IEEE 802.1Q VLAN uses a
technique to insert a ‘tag’ into the Ethernet Frames. Tag contains a VLAN Identifier (VID) that
indicates the VLAN numbers. Enable 802.1Q VLAN, all ports on the switch belong to default
VID of 1. OfficeServ 7200 supports up to 256 tag-based VLAN groups.
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Packets not including tags are delivered to a single VLAN and its VLAN ID is defined in the
menu [VLAN] -> [Port VID].

Tag Based VLAN is composed of tagged members and untagged members. This determines
whether or not the system will remove (untag) tags before sending traffic out of each port.

Select ‘Tag Based’ as the VLAN Operation Mode from the <VLAN Configuration> window

1. Type a name for the new VLAN.

2. Type a VID (between

3. Click the [Edit] button to display the window shown below.

4. Select the protocol type. OS 7200 support 802.1v with the implementation of Port-and-
Protocol- based VLAN classification. User can combine the field ‘Protocol VLAN’ and
the field of the port member to form a new VLAN group.

5. Select the ports to set the outgoing frames for VLAN-Tagged frame or no.

o VLAN Untagged Members: outgoing frame without VLAN-Tagged
o VLAN Tagged Members: outgoing frames with VLAN-Tagged.
6. Click the [Save].

VLAN Members

VLAN Mame aa
WLAN ID 2
WLAN Protocol none hd

1Mz M3 M4 O Ow O11 Oi12
5 Os Ov Os 13 4 O1s Ois
1 0z0z2 04 e FMio Fi11 M1z
s Os O7 Os Oz Oi14 O1ws Ois
Inter-WLAakN Enahle

WLAN Untagged Members

WLAN Tagged Members

e VLAN Untagged Members: If one of ports(1~16) is determined for switching and
transmission, select a port for delivering the Ethernet frame from which the tag
information is deleted.

e VLAN Tagged Members: If one of ports(1~16) is determined for switching and
transmission, select a port for storing and sending the tag information. Connect the IEEE
802.1Q-supported terminal to the selected port.
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MAC Based VLAN

Membership in MAC Based VLAN is based on assigning the MAC address of a device to a
VLAN. VLAN is configured without information on port and the number of a VLAN member
may change. The advantage of MAC based VLAN is that even if users relocate, they remain
on the same VLAN as long as they stay connected to the same switch. Up to 1024 MAC
members can be saved either in a single VLAN or in multiple VLANS.

Since a MAC Based VLAN does not basically contain port information, the port serves as a
VLAN member by receiving Address Resolution Protocol(ARP). Thus, the ARP packet must
be transmitted to the switch to enable members of a VLAN to exchange packets.

Select ‘MAC Based VLAN’ as the VLAN Operation Mode from the <VLAN Configuration>
window and click the target VLAN, and click the [Edit] button to display the window shown
below. Enter the MAC address of a member into the ‘Add’ field and click the [Add] button to
add the member or click the [Delete] button to delete the member.

VLAN Members
VLAN Name aa
VLAN 1D 2
# 000000000001 |
VLAN Members 000000000002 |
Add
add
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Port VID

If the VLAN mode is ‘Tag-based VLAN’, the Port VID is set at the [VLAN] - [Port VID]
menu to determine the processing system for untagged packets. This feature is useful for
accommodating devices that you want to participate in the VLAN but they don’t support
tagging. OS 7200 switch allows user to set one PVID for each port, the range is 1 to 255 with
default PVID of 1. The PVID must be the same as the VLAN ID that port belongs to in the
VLAN group, or the untagged traffic will be dropped.

Port VID Configuration

All [ r r
pott L F r
Port2 E— = r
Pork3 FO— =3 r
Portd r‘._— 1= r
Ports I:_ = r
Porks E— = r
PO E = i
Porks F— = r
Portg I._ 2 r
portio 1 = r
portla 1 = r
Porclz h = [l
Portl3d . = [
Portls L =2 L]
Port1s . = L!
Portis Y =3 Ll
Portl? O [ r

([Save | [(msfaui]
Item Description
Port VID VLAN ID for untagged packets, value between 1 and 255.

Default Port VID is 1.
If the Untagged packet is received by the port, the packet is
switched to VLAN identical to Port VID.

Forward Only this Vlan Selected: forward only the packet with VID matching this
port’s configured VID.

Not selected: the packet is retransmitted according to the
received Tag information.

Drop Untagged Frame Selected: drop the untagged packet.
Not selected: retransmit untagged packets only to VLAN
corresponding to the designated Port VID.

NOTE | VID Setting
@ In a mode where the 802.1Q VLAN is set, enter the ‘VLAN ID’ value when entering settings in
- the ‘Static Address’, ‘Filter Address’ menu. If the value is not entered, ‘0’ is set.
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MAC

The [MAC] menu is used for retrieving the address table of the switch or for setting Filtering
MAC.

Static Address
Select [MAC] = [Static Address] to save a MAC address to the address table of a switch
regardless of whether the device and switch is physically connected to the switch. This saves
the switch from having to re-learn a device’s MAC address when the disconnected or
powered-off device is active on the network again.

Static MAC Address

ul Check to select or deselect all
Add I PORTL -I

Enter the MAC address and port No., and click the [Add] button.

Select a MAC address and click the [Delete] button to delete the address.

If Security of the port is set in the [Port] = [Config] menu, the learning for the source MAC
address is not performed. In this case, since the Static MAC address set in the port is allowed
to access the port, it is possible to set the security function using it.

[3"0“ | Number of Static MAC Address Input

Regardless of port, you can enter 50 Static MAC Addresses in total.
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Select [MAC] = [Dynamic Address] to retrieve the current MAC adress that the switch has

learned.

Dynamic MAC Address

*check | wachddess | ponm |
r Check to select or deselect all
r 00001 04 091 PORT4
r 00001 D O34 PORT4
|l (00001 04 Cabd PORT4
r 0090278d3d9c PORT4
|l (00d0b709449f PORTY
- 000476e7f 365 PORT4
r 00d0b?71 SB0f PORT4
r 000447650003 PORT4
O 000476dcd3b PORT4
O 000476dc5e34 PORTE
| 00303e0051 B3 PORT4
| 000950552929 PORT
| 0002b3bbThdb PORT4
m 000476eEb315 PORT4
O 000476701 D4c: PORT4

Select a MAC address and click the [Delete] button to delete the address.

Filter Address

MAC address filtering allows the switch to drop unwanted traffic. Traffic is filtered based on
the destination addresses. Select the [Filter Address] menu and enter a MAC address to block
the corresponding packet from the switch. The MAC address is the destination address of a

packet entering the switch port.

Filter Destination MAC Address

r Check to select or deselect all
Add

Enter the MAC address and port No. and click the [Add] button.
Select a MAC address and click the [Delete] button to delete the address.
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The [STP] menu is used to set the Spanning Tree Protocol (STP) function or to retrieve STP

status.

The Spanning Tree Protocol is a standardized method (IEEE 802.1D) to provide path
redundancy while preventing endless loops of traffic in switched network. Loops occur when
there are alternate routes between hosts.

e To establish path redundancy, STP creates a tree that spans all of the switches in a network,
forcing redundant paths into a standby state.
e STP allows only one active path at a time between any two network devices but
establishes the redundant links as a backup if the initial link should fails.
e If STP costs change, or if one network segment in the STP becomes unreachable, STP
reconfigures the spanning tree topology and re-establishes the link by activating the

standby path.

Config

Select [STP] = [Config] to set STP and to prevent switch loop-back.

STP Configuration

STP mode qu'f -
Priority(1-65535) |32765
Forward Delay(4-20) 15 Sec
Hello Time(1-10) |2_ Sec
Max Age Time(6-40) 20 Sec
ok (Befeuit]
Item Description
STP Mode Disable or enable STP. STP is disabled by default.
Priority Set priority for deactivating ports in case switch loop-back occurs. The

priority is used to identify the root bridge. Bridge with the lowest value
has the highest priority and is selected as the root. Enter a number 1
through 65535.

Forward Delay

Forward delay time, set number of seconds a port waits before
changing from its STP configuration messages. Enter a number 4
through 30.

Hello Time Set the transmission interval for STP set messages. Enter a number 1
through 10.
Max Age Time Set the number of second bridge waits without receiving STP

configuration before attempting a reconfiguration. Enter a number 6
through 40.
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Select [STP] = [Port Config] to set or retrieve STP status.

STP Information

PORT1
PORTZ
PORTZ
PORT4
PORTS
PORTA
PORT?
PORTS
PORTY
PORTLO
PORT11
PORT1Z2
PORT1Z
PORT14
PORT1S
PORT16
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Item

Description

Port

16 switch ports are equipped in all.
Select All to process all ports simultaneously.

Path Cost

Set the path cost of the port that switch uses to determine which port are
the forwarding ports. The port with the lowest number will be selected as
the forwarding port.

Set to ‘100’ for 10 Mb/s, and to ‘19’ for 100 Mb/s.

The ‘Speed’ value of the ‘Speed/Dpx’ item at the [Switch] = [Port] >
[Config] menu is automatically set according to the setting of this item.

Port Priority

Set priority for deactivating ports in case switch loop-back occurs. The
default setting is 128. Note: The lowest number has the highest priority.

State

Indicates the status of each port.

- blocking: If a loop occurs on the switch, the corresponding port is
blocked and data is no longer sent to the port.

- listening: The port is learning the path to the Root Bridge, and can
transmit/receive BPDU (Bridge Protocol Data Units, frames which carry
the spanning tree protocol information). However, the port cannot send
data nor update the MAC address table. This status continues for the
time length set in the ‘Forward Delay’ item of the <STP Configuration>
window.

- learning: Similar to ‘listening’, but can exchange BPDU and update the
MAC address table. However, data cannot be sent. This status
continues for the time length set in the ‘Forward Delay’ item of the
<STP Configuration> window.

- forwarding: Normal communication is enabled.
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IGMP Config

The [IGMP Config] menu is used to efficiently process multicast packets through Internet
Group Management Protocol(IGMP) snooping. IGMP is the standard for IP multicasting in the
Internet. It is used to establish host membership in particular multicast groups on a single
network. IGMP allows a host to inform its local router, using Host Membership Reports,
which it wants to receive messages addressed to a specific multicast group.

Without IGMP snooping, multicast traffic is treated in the same manner as broadcast traffic,
forwarded to all ports. With IGMP snooping, multicast traffic of a group is only forwarded to
ports that have members of that group. IGMP Snooping generates no additional network traffic,
allowing a significantly reduced multicast traffic passing through the switch.

IGMP Configuration

IGMP Mode off =
Cross WLAN on v
Immediate Leave on x
Item Description
IGMP Mode Set whether to perform multicasting through IGMP snooping. If the

IGMP snooping is not used, the received multicasting packet is
broadcasted. By default, IGMP is disabled.

Cross VLAN If this item is set, it is possible to transmit a packet between
different VLANs when the multicasting packet reaches the switch.

Immediate Leave Set this item to delete a member from the multicast table upon
receiving the IGMPv2 Leave message. This also enables
information to be quickly applied to the multicast table when the
hosts are directly connected to the switch ports.
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QoS Config

The [QoS Config] menu is used for processing QoS by sequentially assigning priority to
packets entering the switch or by enforcing priority on a specific port. OfficeServ 7200
managed switch provides Layer 2 QoS functionality to better prioritize and manage packets.

QoS Configuration

QoS Mode First Come First
Weight (High / Low) ]
Delay Bound / Max Delay Time(1-255) Off =

T Levelo [T Levell [T Level2 [T Level3

High Priority Levels
¥ Levelda ¥ Level5 ¥ Levels M Level7

Item Description
QoS Mode Select the QoS mode.

- First Come First Service: The sequence of packets sent is depending on arrive orders.
(QoS is not used.)

- All High before Low: Packets with higher priority are sent ahead of those with lower
priority. Packets with a low priority are not transmitted until packets with a high priority
are transmitted.

- Weighted Round Robin: Packets with a high priority and packets with a low priority are
transmitted according to the fixed weight. For example, setting High weight to ‘5’ and
Low weight to ‘2’ will send five higher priority packets before sending two lower priority

packets.
Weight If the user wants to use a ‘Weighted Round Robin’ method, set the ratio of high weight to
low weight.
Delay Bound/ Limit the low priority packets queuing time in switch when the QoS mode is ‘All High
Max Delay Time before Low’ or ‘Weighted Round Robin’. The unit of ‘Max Delay Time’ is ms (1/1000 sec)

and the initial value is 255 ms. If the low priority packet stays in switch exceed Max
Delay Time, the packet will be sent. The valid range is 1 to 255ms.

High Priority Levels Assign the CoS values for the High Priority Levels queue.

OfficeServ 7200 LIM switch supports 2 output queues, High and Low. Each queue can
be assigned using 802.1p CoS values. 802.1p CoS operates at Layer 2 of the OSI
model, and values range from 0 to 7 with 0 being lowest priority. CoS values of level 4 -7
are assigned to High Priority Queue by default.

© SAMSUNG Telecommunications America, L.P. 67



|i Home Page || Table of Contents

MISC Config

The [MISC Config] menu is used for setting the mirroring function and other switching
functions.

Port Mirror

The Port Mirror is a method for monitoring traffic in switched networks. Traffic through ports
can be monitored by one specific port. That is all traffic goes in or out of the monitored port
will be duplicated into mirror port.

Broadcast Storm Filter

To configure broadcast storm control, enable the broadcast storm filter and set the upper
threshold for the individual ports. The threshold is the percentage of the port’s total bandwidth
used by broadcast traffic. When the broadcast traffic for a port rises above the threshold,
broadcast storm control becomes active. The valid threshold value is 5%, 10%, 15%, 20%,
25%, and off.

Miscellaneous Configuration

Mode off 2]
Monitoring Port PORT1 =
O1 02 O= O4a Oo Ote Dir 012
s ey Lis

Monitored Port
13 Cig T15 T1s [ uplink

¥ MAC Age-Out Time{300-765) 300 sec
Max Bridge Transmit Delay Bound off =
Broadcast Storm Filter Mode 5 % 'i
Item Description
Mode Set whether to use mirroring.

- Off: Do not use mirroring

- Tx: Use mirroring for Tx packets

- Rx: Use mirroring for Rx packets

- Both: Use mirroring for Tx and Rx packets

Monitoring Port Set the port performing monitoring. Generally, it means
the connection port of a PC for monitoring.

Monitored Port Set the target port of monitoring. All monitor traffic will be
copied to mirror port. A maximum of 16 monitor ports can
be selected. User can choose which port that they want

to monitor in only one mirror mode.
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Item Description
MAC Age-Out Set the time during which an updated MAC
Delay Bound address(Learning) may remain in the address table.

Default value is 300 sec.

In case of the unmanaged LIM that is not controlled by
WIM, if the LAN port is disconnected, the updated MAC
address is automatically deleted in 300 seconds.
Therefore, the new MAC address is not updated
immediately when the LAN port is connected again.

In case of the managed LIM(installed into Slot 2)
controlled by WIM, if the LAN port is disconnected, the
updated MAC address is deleted automatically and
immediately. The new MAC address and MAC address
table are updated at a fast speed when the LAN port is
connected again.

Max Bridge Transmit
Delay Bound

Set maximum packet waiting time to Off, 1 sec, 2 sec, or
4 sec.

Broadcast Storm
Filter Mode

Set among 5, 10, 15, 20, 25 % of the total buffer size.
Broadcast packets exceeding this value are lost.

Save Config

The [Save Config] menu is used to save settings to the flash disk. Since settings are basically
saved in RAM, the settings will be lost when system is turned off. The settings are saved in the
flash disk to prevent the data from being erased during rebooting.

Save Configuration

* Save Current Configuration
ol Save Default Configuration
Item Description

Save Current Configuration

Saves current setting to flash disk.
If the system is rebooted without saving the setting, the
setting will be lost and will not be applied to the system.

Save Default Configuration

Changes settings in the flash disk to default values.
Default values are applied after system rebooting.

to import the DB.

NOTE | Saving or Importing the Switch DB
. Click [System] = [DB Config] = [Save/Delete] to save the Switch DB.

Click [System] - [DB Config] - [Import/Export] to import the saved DB. Reset the WIM system
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Router Menus

Select the [Router] menu to display the submenus of Router on the upper left section of the
window.

= General

F Show Route

Managerment
= config
Static Route
RIP config
OSPF config
Menu Submenu Description
General Show Route Displays the routing table of the Data Server.
Management Starts or stops RIP and OSPF services, and can set
whether to execute the services upon system
rebooting.
Config Static Route Sets static route.
RIP config Sets RIP.
OSPF config Sets OSPF.
General

The [General] menu is used for starting or stopping RIP and OSPF services and for retrieving
the routing table of the Data Server.

Management
Select [General] - [Management] to start or stop the RIP and OSPF services. Check the
‘Auto Start’ item to start the service automatically when the system is rebooted.

Router General Setup

PROTOCOL on/foff Auto start

RIP v v
OSPF [ I3
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Select [General] = [Show Route] to retrieve the routing table of the Data Server.
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Show Route

Conneted (e} 10.0.0.0/24 is directly connected, eth2
Conneted (o} 127.0.0.0/8 is directly connected, lo
Canneted [a] 165.213.87.0/24 is directly connected, etho
Item Description
Type - Connected: Network is directly connected to the network
interface of the Data Server
- RIP: Route data received from other routers through RIP
- OSPF: Route data received from other routers through OSPF
Selected Indicates whether routing is activated
Network/Netmask Network information on the route
Description Description on the route

© SAMSUNG Telecommunications America, L.P.

71



I Config

I Home Page

|| Table of Contents

The [Config] menu is used for setting static route, RIP, and OSPF.

Static Route

Select [Config] = [Static Route] to set static route. Set the following items and click the
[Save] button:

e  Current Configuration Status

Current Configuration Status (Static Route)

Static Route

C>* 10.0.0.0/24 is directly connected, eth2

C>* 127.0.0.0/8 is directly connected, lo
C>* 165.213.110.0/24 is directly connected, ethl

This window shows the routing table of the Data Server, which is same as that displayed
on the window of the [Router] = [General] 2 [Show Route] menu. However, the above
window displays the route type as follows:

Item

Description

C>*

Network route connected to the network interface of the Data Server

0]

Route data received from other routers through OSPF

Route data received from other routers through RIP

Static route set by administrator

¢ Input Configuration Command
Select the argument corresponding to the ‘ip route’ command.
Clicking the ‘Argument’ item displays all arguments corresponding to the command.
Select an argument from the list.

Command Help (Static Route)

Gommand Argument

Ip route

S

LC.DABCD(AB.C. D\INTERFACE) (re]ectlblacl(hole) I

N 1ireie ackhole

BB DIINTERFACE) (r’ejectlblackhole) <1-255>
£.B.C.0|INTERFACE | nulll)
A.B.C.0|INTERFACE|nulll) <1-255>
reject|blackhole)

reject|blackhole) <1-255=

\D|INTERFACE) (reject|blackhale)
D|INTERFACE) (reject|blackhole) <1-255=
.D|INTERFACE|nulld}

4 B.C.D|INTERFACE|nullD) <1 255

reject|blackhale) A

brbrbpbrbbElD

FFFEF I E D D
oo0O0nno0nn

B,
B
B
B
B
(A
(A,
(A,
(
(

}‘}‘}‘}‘}‘bhhhb
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e Input Configuration Command
Select a command as shown above, or directly enter the static route setup command as
shown below:

Input Configuration Command

Jip route 20.0.0.0/24 20.0.0.1 | [ ok |

The command execution result is directly applied to the <Current Configuration Status>
window of the [Router] = [Config] = [RIP Config] menu. For example, the result of
entering the static route command as above is displayed on the <Current Configuration
Status> as shown below:

Current Configuration Status (Static Route)

Static Route

C>* 10.0.0.0/24 is directly connected, eth2

S 20.0.0.0/24 [1/0] via 20.0.0.1 inactive
| ca* 20,0.0.0/24 is directly connected, ethl

C>* 127.0.0.0/8 is directly connected, lo
| O>* 172.16.0.0/24 [110/58] via 172.16.0.1, Serial0, 03:37:53

0 172.16.0.1/32 [110/10] is directly connected, Seriald, 1d02h16m
| €>* 172.16.0.1/32 is directly connected, Serialo

C>* 192.168.0.0/24 is directly connected, ethD

(e | Deleting Static Route
To delete the set Static Route information, attach ‘no’ before ip route. In other words, if you enter
‘no ip route 20.0.0.0/24 20.0.0.1’, the set Static Route information is deleted.

RIP Config
Select [Config] = [RIP Config] to set RIP. Set the following items and click the [Save] button:

e Current Configuration Status
This item displays the current RIP status.
The status is updated when the RIP command entered into the <Input Configuration
Command> window of the [Router] = [Config] = [Static Route] menu is executed.

Current Configuration Status (RIP)

Router RIP

versian 2
redistribute connected
network 172.16.0.0/24
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e Command Help
Select a RIP command from the ‘Command’ item and select an argument for the command
from the ‘Argument’ item.

Command Help {RIP)

Idefau frrnation INO SELECTION, -
i -

default-metric =
distance
distribute-list
neighbor
network
offset-list
passive-interface
redistribute
route
route-map

&

For example, the arguments for the ‘distribute-list’ command are as follows:

Command Help (RIP)

Idistnbute-\iit § WORD (in]out) @

WORD (in|out) WORD
prefix WORD (infout)
prefix WORD (in|out) WORD

e Basic Command
After entering the items, click the [OK] button to display the applied value on the
<Current Configuration Status> window.

Basic Command

version 01 2 & NOMNE
redistribute ™ connected
Address/Netmask{or Word)
network r [ gl

Add Delete Ok

¢ Input Configuration Command
Select a command, as if selecting one from the <Command Help(RIP)> window, or
directly enter a RIP command and click the [OK] button.

Input Configuration Command

T R R
|network 172.16.0.0/24 ok |
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OSPF Config

Select [Config] = [OSPF Config] to set OSPF. Set the following items and click the [Save]
button.

e Current Configuration Status
This item displays the current OSPF status. The status is updated when the OSPF
command entered into the <Input Configuration Command> window of the [Router] =
[Config] = [Static Route] menu is executed.

Current Configuration Status (OSPF)

Router OSPF

redistribute connected

network 172,16,0,0/24 area 0.0.0.0

If set as ‘area 0.0.0.0’ as shown above, the information on the route directly connected to
the network interface of the Data Server is delivered through ‘network 172.16.0.0°.

e Command Help

Select an OSPF command from the ‘Command’ item and select an argument for the
command from the ‘Argument’ item.

Command Help {OSPF)

MO SELECTION, -

)
sutn-cost reference-handwidth
default-infarmation ariginate
default-metric
distance
distribute-list

For example, the arguments for the ‘distance’ command are as follows:

Command Help (OSPF)

distance hd

Argument
I<NUM> -

ospf external <MUM=

ospf external =HMUM= inter-ares <MNUM=

ospf external <MUM= inter-area <MUM= intra-area <MUM=
ospf external =HMUM= intra-area <MNUM=

ospf external <MUM= intra-area <MUM= inter-area <NUM=
ospfinter-area <MUM =

ospfinter-area <MUM = external <MUM=

ospfinter-area <MUM = external <MUM= intra-area <NUM=>
ospf inter-area <MUM> intra-area <MUM=

ospf inter-area <MUM> intra-ares <MUM= external <MUM=
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e Basic Command
After entering the items, click the [OK] button to display the applied value on the
<Current Configuration Status> window.

Basic Command
redistribute [ connected
Address /Netmask
network | il area [ | )
[ add ][ pelete J[ ok |

e Input Configuration Command
Select a command, as if selecting one from the <Command Help(RIP)> window, or
directly enter an OSPF command and click the [OK] button.

Input Configuration Command

[network 172 16.0.0/24 oK
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Select the [QoS] menu to display the submenus of QoS on the upper left section of the window.

E Group
b Port Group
IP Group
Filter Group

Class Group

Policy
[l Status
e AL
DMZ
L&
wANZ
SERIAL
Management
Menu Submenu Description
Group Port Group Retrieves, sets, edits, or deletes a port group
IP Group Retrieves, sets, edits, or deletes an IP group
Filter Group Retrieves, sets, edits, or deletes a filter group
Class Group Retrieves, sets, edits, or deletes a class group
Policy - Sets a class for a port
Status - Displays QoS class and filter data of a port in a tree
structure
Management | - Starts or stops the execution of a QoS and can set

whether to automatically execute the QoS when the
system is rebooted
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The [Group] menu is used to retrieve, set, edit, or delete a port group, an IP group, a filter

group, or a class group.

Port Group

Select [Port Group] to retrieve, set, edit, or delete a port group.

Port Group

Port Group
Groun 10 [vare
Group description "/oIP Port ﬂ
cert N add_][oelet= ]

Click the [Add] button in the above window to display a window from which a port group can
be set. Enter the group ID, group description, and port number, click the [Add] button, and

click the [Save] button.

Item

Description

Group ID

Name of the port group

- Should include both letters and numbers

- Group ID shall start only with letters, not numbers
- No blanks should be left in between characters

Group description

Description on the port group

Port

Range of ports
Enter ‘0’ to set all ports

78
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IP Group
Select [IP Group] to retrieve, set, edit, or delete an IP group.
IP Group
B e e e e
) Develope_Team 192.168.0.0/24 Develope team
[add [ edicE® ][ oeiete ]

Click the [Add] button in the above window to display a window from which an IP group can
be set. Enter the group ID, group description, and port number, click the [Add] button, and

click the [Save] button.

IP Group
D [Develope_Team
Description Develope Team ﬂ
IP Address [tez.1e2.0.0 E|
Item Description
ID Name of the IP group
- Should include both letters and numbers.
- Group ID shall start only with letters, not numbers.
- No blanks should be left in between characters.
Group description Description on the IP group
IP Address IP address
/: Used for entering subnet
-: Used for entering the range of IPs
Enter ‘0.0.0.0/0’ to set all ports.
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Filter Group

Select [Filter Group] to retrieve, set, edit, or delete a filter group.

Filter Group

Protocol Source Destination
Name
hettonsl 7 [ Pt | pon |

(O dev_woip 1 IP tcp Develope_Team  All_Part All_IP WolP

[ ade [ editFP [ Delete |

If ‘dev_voip’ is registered as the filter group as shown above, the filtering rule is as follows:
‘Source’ and ‘Destination’ are set in the [Port Group] menu and [IP Group] menu. All TCP
packet traffics of which the internal IP is Develop Team(192.168.0.0/24) and the connection
port is VoIP(10000~20000) are filtered with a priority of ‘1°. The filter is then associated with
the class group set at the [QoS] = [Group] = [Class Group] menu.

Click the [Add] button in the above window to display a window from which a filter group can
be set. Set the items and click the [Save] button. Clicking the [Add] button displays a list of
port groups and IP groups. Select the IP and port from the list.

Filter Group

D Priority
Metwork Protocol P Transport Protocol
TOS Precedence

Sri IP |Deve\upe_Team | [ Add ] Sre Port |AII_PDrt | [ Add ]
Dest IP [AlL_IP | [_#dd | pestpart [vore | [Lade ]

Setting a filter means setting a rule for filtering the values in the packet header. Values set at
the [QoS] = [Group] = [Port Group] menu and the [IP Group] menu is used, and protocols
and TOS fields can also be filtered. In addition, priorities can be set for the filters to apply the
filtering rules according to the priority.

The ‘Src IP’, ‘Src Port’ and ‘Dest IP’, ‘Dest Port’ are mandatory items and must be entered. If
these items are not entered, an error message will appear.
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Select [Class Group] to retrieve, set, edit, or delete a class group. A class includes information
on the defined filtering rule and the bandwidth that should be assigned to the filtered traffic.

Class Group

reilable_voip_class 1

dev_voip
Sat 09H ~ 17H

100
kit

i e | coi | Burst | caurst
o

[ add ][ editE |[ Delete |

Click the [Add] button in the <Class Group> window to display a window from which a class

group can be set. Set the items and click the [Save] button.

Class Group

jin] Parent 1D | add
priority [1 =] MTU [tsa0 Byt
Rate | [bes =] purst | [evte =]
Ceil | |st =l Churst | IByts =l

Remove >3
Remove all =
Add <<
Add all <<

Innne b3

Aftach on Leaf class!

Qdisc Type

Leaf Qdisc Parameter

Scheduling Parameter 1

Msun MmMon M Tue [ owed T Thu T Fi T osat
Start Time 0 =l Hour End Time 0 =l Hour

. Rate l— m Ceil l_ m
Burst l— m Churst l— m

scedumgromeers |
Csun T Mon CTue [ wed Cthy O Fi O osat
Start Time 0 =l Hour End Time 0 =l Hour

T et T = ce — ==
Burst l_ Im Churst l_ lm
Csun T Mon CTue [ wed Cthu O Fi O osat
Start Time 0 =l Hour End Time 0 =l Hour

T et ] e H  ce |
Burst [ Jeye =]  chorst [ [eye= =
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Item

Description

Parent ID

Due to the hierarchical characteristic of QoS, classes are classified
into the root class(highest level class) and the leaf class(lowest level
class) and into the parent class and the child class.

If the target class is a child class of another class, set the parent class
in the Parent ID item. Do not set the Parent ID if the target class is the
root class(highest level class physically connected to the device) or the
default class(class including the bandwidth for traffics that do not
belong to a filter).

Priority

If several classes compete to occupy leftover bandwidths or if all
classes attempt to occupy excess bandwidth, set the priority so that
the class with the highest priority occupies the bandwidth first.

MTU

The Maximum Transmit Unit(MTU) represents the maximum amount of
packets that can be transmitted at a time. It is recommended that this
setting does not exceed the maximum packet size(1504 Byte) of
Ethernet. If this item is not entered, the default value, ‘1500 Byte’, will
be applied.

Rate

This is the basic bandwidth needed for setting class for an assigned
bandwidth.

Ceil

Maximum value of assigned bandwidth.

Burst

Size of data that can be sent by the class.

Cburst

Maximum data size that can be sent at a time.

Filter List

Sets filtering rules for the class.

Leaf Qdisc
Parameter

Set a desired Qdisc for the Leaf Qdisc parameter when setting the
lowest level class.

Scheduling
Parameter
1/2/3

Changes the bandwidth of the class based on day and hour.
Up to three scheduling parameter can be set.
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Policy

The [Policy] menu is used for setting a class for a port. Enter the following items and click the
[Save] button to select a class for a port.

Policy

Device WANL (e

R2Q DMz

Root Class W\\'NZ
Default Class SERIAL

Description ‘ |

WWANT
DMZ

Lam
WAMZ
SERIAL
Item Description
Port Select a port(select WAN1, DMZ, LAN, WAN2, or SERIAL)
R2Q R2Q is used as a variable for calculating the amount of Deficit Round
Robin(DRR).(Bps/r2q)

Root Class Class connected to the port. Click the [Add] button and select the class

group from the class group list.

Default Class This class defines the bandwidth for incoming traffics that are not
applicable to all filtering rules. Click the [Add] button and select the
class group from the class group list.

Description Input the information on each device.
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I Status

The [Status] menu is used for displaying the class and filters assigned to each port in a tree
structure.

B

@l root_class
=15l unreliable class
=18 dev hitp class
o develope hitp
=148 smip class
& smip
E%3 e class
= e
B@l voip class

I Management

The [Management] menu is used to start or stop the execution of a QoS. Execution of the
‘Scheduling Parameter’ set at the [QoS] = [Group] = [Class Group] menu can also be started
or stopped. Clicking the ‘Auto start’ item will automatically start the QoS service when the

Management

Activity Time Schedule Running /Stopped

Stopped | Run

M Auto-start when system boots

system is rebooted.
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Status Menus

Select [Status] to display the submenus of Status on the upper left section of the window.

E Monitoring
F Sessions
Traffic Rate
History
Bl statistics
Devices
Protocols
Serial State
Services
Menu Submenu Description
Monitoring Sessions Displays IPs and ports connected to the Data Server.
Traffic Rate Displays the Data Server network real time statistics in a table format
History Displays the Data Server network statistics accumulated yearly, monthly,
weekly, and hourly in a graphic format
Statistics Devices Displays the network statistics of the Data Server for each device and for Tx
and Rx.
Protocols Displays the network statistics of the Data Server for each protocol.
Serial State - Displays the current status of the serial line.
Services - Various functions of the Data Server are categorized into Security, Router, and
Management, and the statuses of services are displayed in a table format.
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The [Monitoring] menu displays the connection status of the Data Server, and the network statistics

of the Data Server in real time or in values accumulated during a certain period.

Sessions

The [Sessions] menu displays information on IPs and ports connected to the Data Server.

Session list

LUDP 165.213.110.41 1503 UMNREPLIED 165.213.87.65 5025

UDp 127.00.1 1108 AS55URED 127.0.0.1 shmp

UDp 165.213.110.41 1303 UNREPLIED 192.168.0.15 5025

LUop 165.213.110.41 1503 ASSURED 203.241.132.3¢ domain

LUDP 165.213.87.161 3424 UMNREPLIED 255.255.255.255 snmp

TCP 127.00.1 1040 ASSURED 127.0.0.1 SMLR

TCP 127.00.1 1041 ASSURED 127.0.0.1 SMLK

TCP 127.00.1 1042 ASSURED 127.0.0.1 SMLK

TCP 165.213.79.232 2104 ASEURED 165.213.110.41 http

TCP 165.213.79.232 3105 ASSURED 165.213.110.41 http

TCP 165.213.79.232 3106 ASSURED 165.213.110.41 hitp

TCP 165.213.79.232 3107 ASSURED 165.213.110.41 http

Item Description
Protocol Type of protocol used for session connection(UDP, TCP)
Src IP Source IP
Src Port Source port
Status - UNREPLIED: No response packets found on received packets
that requires response
- ASSURED: Response packet has occurred('UNREPLIED’
changes to ‘ASSURED’)

Dst IP Destination IP
Dst Port Destination port
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Traffic Rate

Select [Monitoring] - [Traffic Rate] to display the network statistics of the Data Server in
real time. Data is updated every 5 seconds.

Rate(Bytes/Sec)
™ bevices | Racoived | Transmittad | Trans/Recy
WAN1 290 561 851
DMZ o o o
LAaMN a 1] o
Wwan2 o o o
SERIAL 3 3 6
.
History

Select [Monitoring] = [History] to display the Data Server network statistics in values
accumulated yearly, monthly, weekly, and hourly. The History is useful for analyzing the
traffic patterns and trends on the network, and establishing the normal operating parameters.

Accumulated monitoring graph
@
O
O
@) WANZ
e Serial
O CPU Utilization
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I Statistics

The [Statistics] menu displays the network statistics of the Data Server for each device and for
each protocol.

Devices

Select [Statistics] = [Devices] to display traffic and error statistics showing bytes, packets,
errors, drops, FIFO, Frame, Compressed, and multicast on the network. These statistics
information is useful for detecting changes in traffic and error patterns of the network.

Received

WANL 2060983155 17673606 O
DMz o u]

[ 2371410 21482
WANZ 0 u]
SERLAL o u]

Transmitted

WAN1 2886852301 17100420 0O

oMz 1] u] u] 1] u] 1] u] u]
Le 2945981 22083 0 0 O O 0 o
WANZ 1] u] u] 1] u] 1] u] u]
SERLAL 0 0 I I 0 0
Item Description
Devices Port type
Bytes Total bytes received or transmitted
Packets Total packets received or transmitted
Errs Number of failed packets
Drop Number of dropped packets
FIFO FIFO queue is full (FIFO overrun)
Frame Ethernet header type is invalid (Frame Alignment Error)
Compressed Number of compressed packets
Multicast Number of multicast packets
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Protocols
Select [Statistics] = [Protocols] to display the network statistics of the Data Server for the IP
protocols, IP, ICMP, TCP, and UDP (Unit: Byte).

Network statisics by protocols

18461967 15866041 34328008

ICMP 14820017 14821615 20641632

TCP 35550 35255 70805
LDP 16002 15151 31153

I Serial State

This function is used to display multiple data traffic and status of the serial line.

Serial State
0 (4] (4] 1]
(active/total) drops (active/total) drops
0/128 0 0/128 0
mm-m-——
Down Down Down Down
Item Description

Input Rate Indicates the input packet rate.

Input Indicates the number of input packets per second.

packets/sec

Output rate Indicates the output packet rate.

Output Indicates the number of output packets per second.

packets/sec

Input queue Indicates the number of packets waiting in the input queue / maximum
size of the input queue.

Input queue Indicates the number of packets dropped in the input queue or

drops dropped in the serial network device

Output queue Indicates the number of packets waiting in the output queue /
maximum size of the output queue.

Output queue Indicates the number of packets dropped in the output queue.

drops

DCD Data Carrier Detect. Indicates the detection results of carrier sent by
DCE.

DSR Data See Ready. Indicates the Tx/Rx setting status of DCE.

DTR Data Terminal Ready. Indicates the Tx/Rx status of the DTE channel.

© SAMSUNG Telecommunications America, L.P. 89



I Home Page

|| Table of Contents

Item Description
RTS Request To Send. Indicates the status of the DTE Receive Mode.
CTS Clear To Send. Indicates the status of Tx/Rx setting.
I Services

The [Services] menu is used to display the statuses of security, router, and management

services, provided by the Data Server.

If the ‘Auto Start’ item is checked ‘On’, the service will be started automatically when the
system is rebooted. The ‘Activity’ item is set to ‘Running’ when the service is being provided,
and is set to ‘Stopped’ when the service is not being provided.

Security
This section displays the current status of security services: NAT, Packet Filtering, IPSec,
PPTP, and IDS.
Security
MNAT on Running
Packet Filtering on Running
IPSec Off Stopped
PPTP on Running
105 Off Stopped

Router

This section displays the current status of router services: RIP, OSPF, QoS, SIP ALG, NTP,

DHCP, SSH, and TELNET/FTP.

Router
RIF on Running
QSPF on Running
QoS Off Stopped
SIP ALG Off Stopped
MNTP an Stopped
DHCP Off Stopped
SSH off Stopped
TELMET/FTP Off RUnning
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Management
This section displays the current status of management services: SM Module and Call, Feature
Module.
Management
SM Module off Stopped
Call, Feature Module Off Stopped
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VPN Menu

The VPN capability creates encrypted ‘tunnels’ through the Internet, allowing branch offices
or remote users to securely connect into the network from off-site. VPN in OfficeServ 7200
Data Server supports both IPSec and PPTP solutions. The IPSec solution is supported for site-
to-site (OS 7200 to OS 7200) connections and for individual remote access, allowing up to
100 secure tunnels. The PPTP solution is designed for remote client connection to OS 7200
only, a total of 25 PPTP connections are supported by OS 7200.

Please note that OS 7200 uses security processor (Hifn 7951) to implement the VPN functions
such as tunneling through the data encryption, decryption, and authentication to enhance the

system performance.

Select [VPN] to display the submenus of VPN on the upper left section of the window.

= IPSec
¥ Config
Management
Certification
Status
= PPTP
Config
Management
Menu Submenu Description
IPSec Config Sets IPSec.
Management Allows/Disallows execution of IPSec. Sets whether to execute IPSec when the
system reboots.
Certification Creates and deletes the certification.
Status Checks if IPSec tunnel is properly connected.
PPTP Config Sets PPTP.
Management Allows/Disallows execution of PPTP. Sets whether to execute PPTP when the
system reboots.

@NOTE | Setting VPN Client in Windows XP/2000

OfficeServ 7200 Data Server supports Microsoft Windows PPTP and IPSec VPN clients. Please
refer to ‘“APPENDIX A’ for detailed information on configuring MS Windows IPSec VPN client.
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IPSec

IPSec (IP Security) is the Internet standard protocol for tunneling, encryption, and
authentication.

IP Security Protocol (IPSec) provides security services in the IP layer through implementing
Internet Key Exchange (IKE). IKE is an automatic keying mechanism, requiring two phases in
establishment of a VPN tunnel. Phase one establishes the Internet Security Association Key
Management Protocol (ISAKMP) tunnel that manages Phase two IPSec data tunnel.
OfficeServ 7200 IPSec supports the following parameters:

e Encryption cipher: DES or 3DES

e Modes: Main

e Keys: Pre-shared or Certificates

e Hash algorithm: MD5 or SHA1

e Transforms: Automatic Header (AH) or Encapsulation Security Payload (ESP)
e Diffie-Hellman Group: Group 2

e Perfect Forward Security (PFS): On or Off

OfficeServ 7200 supports the following three authentication methods:

e RSA key — for OS 7200 to OS 7200 connections only. A RSA key is literally a long
string of alphanumeric characters, which is the encoding of a public key. OS 7200 can
create new RSA key by selecting Create New Host Key under IPSec Management
menu.

e Pre-shared key — pre-shared key is simply non-encrypted passphrases stored in plain-
text. This is used to set up the connection with easy authentication.

o X.509 certificate — the X.509 certificate has the same encryption scheme as RSA keys
with certificates. The certificate contains useful auxiliary information and it allows a
trust-inheritance scheme.

OfficeServ 7200 supports Gateway to Gateway and Client to Gateway tunnels, allowing up to
a total of 100 tunnels. In the case of Gateway to Gateway tunnel configuration, in order to
establish a secure communication over the Internet with the remote site, both local gateway
and remote gateway should have the matching VPN parameters. The local VPN parameters on
one end must match the remote VPN parameters on the other end, and vice versa.

NOTE | IPSec Tunnel Mode
. OfficeServ 7200 Data Server supports the IPSec tunnel mode only, it does not support the
Transport mode. If the WAN interface is used for serial, IPSec is not supported. Since the serial
line is used as leased line, you need not use IPSec for security.
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Users are allowed to add, delete, and search an IPSec tunnel on the [IPSec] = [Config] menu,
and to set detailed items.

IPSec Connections

Connection ID Local IP Remote IP

test 165.213.110.41 165.213.87.40

[ Add I Delete I Edit [FF I Advanced ]

The menu buttons are defined as shown below:

Button Description
Add Creates IPSec tunnel
Delete Deletes IPSec tunnel
Edit Modifies IPSec tunnel data
Advanced Sets detailed items of IPSec tunnel
Add

Click the [Add] button from the <IPSec Connections> window to display the window below:

Enter each item value and click the [Add] button to add an IPSec tunnel.

Connection 1D
IP address
Router
Subnet IP
Subnetmask
O RSA key
® Ppre-shared key

General settings

Category Local settings Remote settings

s ) e Lo 1o
T T —
R TS

[ s8] [ |(usked]

O %509 Cert
Password |
(eaE ) (reset ]
Category Description

Connection ID

ID composed of certain letters(Required)

IP Address External IP address(Required)
Router Router IP address

Subnet IP Internal IP address
Subnetmask Internal subnetmask
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Category Description
RSA Key/ Selects host authentication method
Pre-shared Key | - RSA Key: Public key is RSA key of Local settings. Click the [Download] button to store
/X.509 Cert RSA key to your PC, and send it to other PC through a path. After RSA key of Remote
settings receives file in the target PC through a path, click the [Upload] button to enter a
key value.

- Pre-shared Key: Authentication method entering password.

- X.509 Cert : Authenticate using your own certification and the CA certification. In the
Local settings side, enter the file name of your own certification directly, or click the [List]
button and select from the current authentication list.(If you select the Certification, the
Advanced Left ID is automatically entered). In the Remote settings side, click the
[Upload] button to upload the CA Certification of the other party. You can check the host
certification registered in Local and integrity.

If the ‘Router’ item value is not entered, the ‘IP address’ item of the Local settings and Remote
settings will be used as the ‘Router’ item.

If the ‘Subnet IP’ item value and the ‘Subnetmask’ item value are not entered in the Remote
settings, the security tunnel between local subnet and remote host will be added. Then, remote
IPSec client can operate as a part of local subnet.

oz | Setting Router Value
. If the IP address(in other words, the result of netmasking the IP Address)of ‘Local settings’ is the
same as the ‘IP Address’ of ‘Remote settings’, enter the ‘IP Address’ of ‘Remote settings’ in the
‘Router’ of ‘Local settings’, and enter the ‘IP Address’ of ‘Local settings’ in the ‘IP Address’ of
‘Remote settings’.

o | Setting Connection ID
5 Connection ID should be English alphabets or the combination of English alphabets and
numbers, and the first letter should start with English alphabet.(ID should not be configured
using numbers only.)

© SAMSUNG Telecommunications America, L.P. 95



Advanced

|i Home Page

|| Table of Contents

Click the [Advanced] button from the <IPSec Connections> window to display the window
below: Detailed items of IPSec can be set.

The ‘Advanced’ menu is set only if the authentication is performed using X.509 Cert.

Advanced
ESP [v]
VES v
Key lifetime 28800 | sec
IKE lifetime 3600 | sec
Re-Key VES v
Keyingtries i]
Left ID
Right 1D
Item Description
Auth Select packet authentication protocol.
- Authentication Header (AH): Allows data sender authentication.
- Encapsulating Security Payload (ESP): Allows sender authentication
and data encryption.
PFS Perfect Forward Secrecy; select whether to use the security for
session key delivery
-YES, by default it is set to ‘yes’.
- NO. Set to NO if the system is connected to a third party client
software that does not support PFS.
Key lifetime Cycle of newly added key used in packet encryption through repeated
IKE 2 level.
IKE lifetime IKE duration time
If duration time passes, host authentication (IKE 1 level) is performed
again.
Re-Key Set whether to add a new key(whether to add a new key and negotiate
again in the IKE 2 level).
Keyingtries Retry count of key exchange when encryption key exchange fails in
the IKE 2 level.
Left ID Set ID if ID as well as IP address is required. Typically, IP address is
used for authenticating other host in the IKE 1 level.
Right ID Set ID if ID as well as IP address is required. Typically, IP address is
used for authenticating other host in the IKE 1 level.
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You may change the values of PFS or Key lifetime for compatibility with other systems. If

‘Left ID’ and ‘Right ID’ are not set, the IP address replaces the value.
In X.509, enter the subject of a certification in ‘Left ID’ and ‘Right ID’ of ‘advanced’.

Management
The user allows/disallows executing IPSec services on the [IPSec] > [Management] menu.

Check the ‘Auto-start when system boots’ item, and click the [OK] button to execute the [PSec

services automatically while the system reboots.

Management

Stop Run

M Auto-start when system boots
Create new host key

Click the [OK] button of the ‘Create new host key’ item to add a new RSA (public key
password method) key. Use this menu to add a new RSA key if the host authentication method

of RSA key used.
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Certification
This function is used to issue/delete/download the CA certification and host certification, and
to view a list of current certification.

CA certification

Country kr

o ROOT State seoul
Organization samsung
Qrganization unit software

Host certification

Subject Cert file
o 1 Com.mon name samsung
Ernail samsung@samsung.com

The table below explains the menu buttons:

Item Description
(CA) Add Creates the CA certification
(CA) Delete Deletes the CA certification
(Host) Add Creates the host certification
(Host) Delete Deletes the host certification

CA certification

Distinguish name

Country name (2 letter code)
State or Province name
Locality name (eqg. city)

Qrganization name {eg. company)

Organization unit name (eg. section)

Caommon name

Email address

Password L
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Item Description

Country name Country name(2 characters ex. kr, cn)

State or Province name | State or province name

Locality name Locality name

Organization name Company name

Organization unit name | Organization(department) name

Common name User Name
Email address email address
Password Certification password

Host certification

Distinguish name

Common name

Email address

Key
Password
Item Description
Common name User Name
Email address email address
Password Certification password

Status

Users are allowed to check if the target IPSec tunnel is connected properly on the [IPSec] =
[Status] menu.

Status
Connection Local Remote
Local IP Remote IP ISAKMP,
subnet subnet
test 10.0.0.0 165.212.110.41 165.213.87 .40 10.0.1.0
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Point to Point Tunneling Protocol, PPTP, is a proposed standard sponsored by Microsoft as an
extension of the Internet’s Point-to-Point Protocol. Any user of a PC with Windows 98 or
above is able to use an Internet service provider to connect securely to OfficeServ 7200 data
network. Since PPTP setting is convenient compared with [PSec and the client S/W is
provided by Windows OS, the user can use VPN functions easily. OS 7200 supports a total of

25 PPTP connections.

Config

Users are allowed to add, edit, delete, and search VPN tunnel data on the [PPTP] = [Config]

menu, and to set detailed items.

PPTP user list

(9] Wt
® dhlee

Dynamic allocation

Dynamic allocation

Add Delete | Edit[F

The menu buttons are defined as shown below:

Button Description
Add Create PPTP users
Delete Delete PPTP users
Edit Modify PPTP user data
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Add

Click the [Add] button from the <PPTP user list> window. Enter each item value and click the
[OK] button to add a PPTP user. IP assignment to remote client could use either dynamic IP or

static IP.
PPTP user addition
User ID Itestl
Enter password |”‘***
canfirm password I”‘***
* Dynamic 1P
C static 1P I
Item Description
User ID ID composed of certain letters
Password Shared password
Dynamic IP Enter dynamic IP to remote client
Static IP Enter static IP to remote client(Enter IP address)
Edit

Click the [Edit] button from the <PPTP user list> window. Then, the window below appears.
Enter each item value and click the [OK] button to edit VPN tunnel data.

PPTP user edition

User ID M
Enter password I-—
Confirm password Io—

& Dynarmic IP

© tatic I | I Y Y |
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Management
The user allows/dis-allows executing PPTP services on the [PPTP] - [Management] menu.
Check the ‘Auto-start when system boots’ item and click the [OK] button to execute the PPTP
services automatically while the system reboots.

PPTP management

Activity Running/Stopped
Running

& Auto-start when system boots

Local IP range J168 |D ‘|151 | |1E.8 o J1en
Remaote IP range Jies |0 Jia1 | Jies  fo J1sdl

Users are allowed to set the IP range of the remote client that uses dynamic IP in the ‘Local IP
range’ item, and set the IP range of PPP daemon responsible for remote client in the ‘Remote
IP range’ item.

2“”“0" | Setting IP Range
The number of IPs for the ‘Local IP range’ and that for the ‘Remote IP range’ should be identical.
For example, if the number of IPs for ‘Local IP range’ is 10 and that for ‘Remote IP range’ is 20,
only 10 calls will be set.
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IDS Menu

OfficeServ 7200 Intrusion Detection System is based on the open source, network intrusion
detection software Snort. IDS service is capable of performing real-time traffic analysis and
packet logging on IP networks. It provides defense by analyzing network traffic, blocking, or
alerting when suspicious activity is detected. IDS rules can be downloaded and updated from
the Snort website .IDS service can be activated on all WAN interfaces. In order to start the IDS
service, Packet Filtering under the [Firewall/Network] must be activated first.

Select [IDS] to display the submenus of IDS on the upper left section of the window.

Log Analysis

Configure

Management

Rule Update

Block Config

Mail Config

Menu Description
Log Analysis Analyzes logs detected by IDS rule.
Configure Sets whether to apply Config file and Rule file before executing IDS.
Management Allows/Disallows IDS implementation. Set IDS to be executed when
the system reboots.

Rule Update Updates new rules downloaded from the Web.
Block Config Sets Source IP detected by IDS to be blocked by a firewall.
Mail Config Sets to send IDS message when IDS detects.
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Analyze the logs detected by Intrusion Detection System (IDS) rule on the [Log Analysis]
menu. Select the target Category to be analyzed, and click the [OK] button to display the
corresponding log analysis for the category.

L
)

o) )%

Log Analysis

Intrusion type
Source IP
Destination 1P
Destination Port
Port Scan

Alert surmmary by Intrusion type

Alert summary by Remote host

Alert surnmary by Local host

Alert summary by Local port

Alert summary by PortScan

MO-Ids Log Cld  Log
-OK
Tue Feb 15 19:06:03 2005 -Tue Feb 15 19:06:12 2005 & New Log

Category - Object Select

SreIp
Lewel
Dst Port [all_[v]
Category Item Description
Category Intrusion type Analyzes logs detected for IDS rule types.
Source IP Analyzes logs for Source IP detected by IDS.
Destination IP Analyzes logs, detected by IDS, of the OfficeServ 7200
external IP(WAN1, WAN2, SERIAL).
Destination Port | Analyzes logs when the destination IP of a log detected
by IDS is the port of an external IP(WAN1, WAN2,
SERIAL).
Port Scan Analyzes the logs if the logs detected by IDS have port
scan type.
Date - Time to record a log.
Log Select | Old Log Analyzes old logs.
New Log Analyzes the IDS log based on the latest log.
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Select ‘Old Log’ and click [OK] to analyze old logs. Then, data on the old logs will be

displayed in ‘Object Select’.

Select ‘New Log’ and click [OK] to analyze the latest logs. Then, data on the latest logs will

be displayed in ‘Object Select’.

The default is ‘New Log’. If an IDS log does not exist, the ‘NO-Ids Log’ message will be

displayed.

Select ‘Old Log’ or ‘New Log’ from the <Log Analysis> window and then, select an option
from ‘Object Select’. Then, click [OK] to analyze the log and display the results. The window
below shows the results of analyzing the log for Src IP (165.213.87.231).

Summary by IDS Log
2004/12/11 15:03 ~ 2004/12/11 16:16

165.213.87 231 165.213.87.227 med 3 705
SHMP Agentxitcp request
165.213.87 231 165.213.87.227 med 3 snmp
SHMP request tcp
165.213.87 231 165.213.87.227 med 3 1la2
SMMP trap tcp
Item Description
SrcIP Displays the source IP of the detected log, which is the attacker IP
address.
Dst IP Displays the destination IP of the detected log, which is the attacked IP
address.
Priority Risk level depending on the rules level of IDS

- Med: Rule level is 2 or 3 days(mid level)
- Low: Rule level is 4 days(low level)

- High: Rule level is one day(the highest risk level)

Num Displays the count of attacks whose types are displayed in
‘Description’.

Dst Port Displays the destination IP.

Description Displays attack types.
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Intrusion type

Check ‘Intrusion type’ from the Category item of the <Log Analysis> window, and click the
[OK] button to display the log analysis window below: Date indicates the time from the first
detection to the last detection.

Summary by Intrusion type
2005/2/15 19:6 ~ 2005/2/15 19:10

N T T " S

42,9 med SMNMP request tcp
42,9 3 med SHMP trap tocp
14.3 1 med WEB-MISC login.htm access
Item Description
Rate(%) Monitors logs detected by IDS according to type and displays logs as
rate(%).
Num Number of logs detected by IDS according to type
Prio Risk level depending on the rules level of IDS

- High: Rule level is one day(the highest risk level)
- Med: Rule level is 2 or 3 days(mid level)
- Low: Rule level is 4 days(low level)

Description Type of logs detected by IDS

Source IP
Check ‘Source IP’ from the Category item of the <Log Analysis> window, and click the [OK]
button to display the log analysis window below: Date indicates the time from the first

detection to the last detection.

Summary by Remote host
2005/2/15 19:6 ~ 2005/2/15 19:10

165.213.87.220 med SMMP request tocp
3 165.213.87.230 med SHMP trap tcp
1 165.213.87.230 med WER-MISC login.htm access
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Item

Description

Num

Number of logs detected by IDS for Source IP attacking the logs

Remote host

Host IP attacking logs detected by IDS

Prio Risk level depending on the rules level of IDS
- High: Rule level is one day(the highest risk level)
- Med: Rule level is 2 or 3 days(mid level)
- Low: Rule level is 4 days(low level)

Description Type of logs detected by IDS

Destination IP

Check ‘Destination IP’ from the Category item of the <Log Analysis> window, and click the
[OK] button to display the log analysis window below: Date indicates the time from the first
detection to the last detection.

Summary by Local host
2005/2/15 19:6 ~ 2005/2/15 19:10
3 165.212.89.238 med SHMP request tcp
El 155.213.89.238 med SMNMP trap tcp
1 165.2132.89.238 med WEB-MISC login.htm access
Item Description
Num Number of logs detected by IDS according to attacked Destination IP
Local host Attacked host IP of logs detected by IDS
Prio Risk level depending on the rules level of IDS
- High: Rule level is one day(the highest risk level)
- Med: Rule level is 2 or 3 days(mid level)
- Low: Rule level is 4 days(low level)
Description Type of logs detected by IDS
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Destination Port
Check ‘Destination Port’ from the Category item of the <Log Analysis> window, and click the
[OK] button to display the log analysis window below: Date indicates the time from the first

detection to the last detection.

Summary by Local port
2005/2/15 19:6 ~ 2005/2/15 19: 10

Chom | o [ pio | owpion
3

snmp med SHMP reguest top
3 162 med SHMP trap tcp
1 http med WEB-MISC login.htm access

Item Description
Num Numbers of detected by IDS according to port when attacked
Destination IP is a network(e.g., LAN or DMZ)
Port Attacked host IP of logs detected by IDS
Prio Risk level depending on the rules level of IDS

- High: Rule level is one day(the highest risk level)
- Med: Rule level is 2 or 3 days(mid level)
- Low: Rule level is 4 days(low level)

Description Type of logs detected by IDS

Port Scan
Check ‘Port Scan’ from the Category item of the <Log Analysis> window and click the [OK]
button to display the Log Analysis window below: Date indicates the time from the first

detection to the last detection.

Summary by portscan
2003/5/6 23:56 ~ 2003/5/7 14:33

L ports | Hosts ] Remotshost |

4 1 61,159,62.132
Item Description
ports Number of TCP and UDP ports, which scanned ports in logs detected
by IDS.
Hosts Number of host scanned a port in logs detected by IDS.
Remote host IP tried port scan.

© SAMSUNG Telecommunications America, L.P. 108



I Home Page I I Table of Contents

I Configuration

Set whether to apply Config file and Rule file before IDS implementation on the
[Configuration] menu. After checking the risk level on the IDS Level Setup, click the [Save]
button and go to IDS Rules Configuration to select rules. Last click the [OK] button to apply
the rules to IDS Configuration file and to start IDS daemon.

IDS configuration

IDS Level Setup

Log Setup Level 1# Level 2 ¥ Level 317 Level 4T
1DS Level Type Setup
Level 1 Block ™ mail =
Level 2 Block I Mail I~
Level 3, 4 Black Mail ™

1DS Rules Configuration

had-traffic.rules exploit.rules scan.rules

finger.rules ftp.rules telnet.rules
roc.rules rservices.rules dos.rules
ddos.rules dns.rules tftp.rules

web-cgi.rules weh-coldfusion.rules weh-is.rules

web-frontpage.rules wab-misc.rules web-client.rules

web-php.rules sgl.rules w1l.rules
icmp.rules nethios.rules misc.rules
attack-responses.rules oracle.rules mysgl.rules
shmp.rules smtp.rules imap.rules
popz.rules pop3.rules nntp.rules

other-ids.rules web-attacks.rules backdoor.rules

‘I_|_|_|?IT|?IT|?IT|?ITI?IT|?I.

TI—I—I_lTITITITITITITITITITITITI.
TI‘I_|-I_.|?IT|?ITI?IT|?.IT|?IT|?I.

shellcode rules paolicy rules porn.rules

info.rules icmp-info.rules wirus.rules

chat.rules multimedia.rules p2p.rules
experimental.rules local.rules
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e IDS Level Setup: Categorized into the following four levels depending on risk level:

Level setup Risk Description

Priority 1 The highest risk(high) | Only Priority 1 is detected by IDS Rules.

Priority 2 Mid risk(med) Priority 1 and 2 are detected by IDS Rules.
Priority 3 Mid risk(med) Priority 1, 2 and 3 are detected by IDS Rules.
Priority 4 Low risk(low) Priority 1, 2, 3 and 4 are detected by IDS Rules.

e IDS Level Type Setup: Select a function in each level and click [OK].

e Level 1: By default, performs the log and alarm functions. Selects whether to disconnect the
detected source IP and/or to send a mail to the manager.

e Level 2: By default, performs the log function. Selects whether to disconnect the detected
source IP and/or to send a mail to the manager.

e Level 3, 4: By default, performs only the log function. Selects whether to block the access to
the detected source IP and/or to send a mail to the administrator.

e DS Rules Configuration: Sets rules that will be detected in IDS. Select the check box of the
corresponding rule, and click the [Save] button to set the target site or rule to be detected. If
the ‘All’ item is checked, all rules will be selected.
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I Management

The user allows/disallows executing IDS on the [Management] menu. Check the ‘Auto-start
when system boots’ item and click the [OK] button. Then the IDS service automatically
executed when the system reboots.

IDS server Management

Stopped I wan1
Item Description
Activity - Running: IDS is operating.

- Stopped: IDS is not operating.

Device Select equipment for applying IDS.

Equipment is limited to WAN used for setting firewall, and number
of equipment is displayed as much as that of external network,
which is set when a firewall is installed.

Running/Stopped Click the [Run] button. Then, IDS is executed.

Click the [Stop] button. Then, IDS is not executed.
Auto-start when If this item is checked and the [OK] button is clicked, IDS is
system boots executed automatically while the system reboots. However,

firewall is not executed while the system reboots, the IDS does
not operated.
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I Rule Update

Users are allowed to update new IDS rules on the [Rule Update] menu. Enter the target
address in the ‘Path’ item, and click the [OK] button to download new rules.

— . —

Log Analysis

Configuration Current Rule Information

Management version 1.124.2.1
Rule Update Release Sep 23 2004 18 05: 21
Block Config

Mail Config Rule Update Path

Path |www.snor‘t‘or’g/pub-b\n/oinkmaster‘cgi

e  Current rule information: Displays the version of a rule and the time distributed.

e Rule update path: Enter the target address to download new IDS rules. When entering the
target URL address, omit ‘http://* as shown above.

e Default address is set to ‘www.snort.org/pub-bin/oinkmaster.org (IDS <snort> official
website)’.

e Updating a version is executed when the update is required after the current version is
compared with the version to be updated.

CLECK | When Rules are not Updated
If Domain Name Server(DNS) address is not entered when a firewall is installed, update is not
executed. Thus, check if the DNS address is entered when the rule is not updated.
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I Block Config

Set to block the source IP which is detected by IDS on the [Block Config] menu, using system
firewall. This function can be performed when the IDS are operating.

IDS block Management

Activity Block time Running/Stopped
Stopped 10800 =1

M Auto-start with IDS

Trusted/Blocked IPs
Trusted IPs
Blocked IPs Shaw

Item Description

Activity - Running: IDS Block server is operating.
- Stopped: IDS Block server is not operating.

Block time(sec) Set the time to block source IP detected by IDS.

After this item is set and DS Block server is executed, source |P
is blocked for a certain period of time set in this item, and deleted
from Blocked IP List after timeout.

Defaults value of block time is <10800°.

Running/ Click the [Run] button. Then, IDS Block server operates.
Stopped Click the [Stop] button. Then, IDS Block server does not operate.
Auto-start If this item is checked and the [OK] button is clicked, IDS is

when system boots executed automatically while the system reboots.
However, firewall is not executed while the system reboots, the
IDS is not executed.
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Trusted IPs

Click the [Show] button from the ‘Trusted IPs’ item of the <IDS block Management> window to
display the window below: If the source IP detected by IDS is trusted, enter the target IP(or
Network) and click the [Add] button to register the IP(or Network).

Trusted IPs

Trusted IP List m

/ O

[ add [ pelete | ox |

Since internal network is registered with Trusted IPs, the internal network or WAN IP does not
need to be registered. However, trusted IP(or Network) from external IPs should be registered.
If IDS detected improper usage and block the external user from accessing the network, the
corresponding IP(or Network) of the external user should be registered.

Blocked IPs

Select ‘Blocked IPs’ of the <IDS block Management> window to display the window below:
The IP blocked by the IDS block server or detected by IDS is displayed.

Blocked IP List

Blocked IP

10.0.0.1
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I Mail Config

Set to send alarm messages (IDS logs) to the administrator when IDS is detected on the [Mail
Config] menu.

SMTP Server IP for Intrusion Detection mailing

- 2=

E-mail address Add/Delete

rou | _vey L veok _vaiinasotin L]
|Evary_| [Every =] |Every_| ) Ma\lmg enable
Item Description
Server IP IP address of mail server
Install mail server into internal network (e.g., LAN or DMZ) and enter
internal IP.
Port Simple Mail Transfer Protocol(SMTP) service port of mail server

Typically port 25 is used.

E-mail address | Administrator’s email address, which will be received alarm
messages(e.g., aaa@samsung.com)

Click the [Add] button to register the email address.

Click the [Delete] button to delete the registered email address.

Mailing Check this item and click the [OK] button to send alarm messages(IDS
enable/disable | log) to the target registered email address. Set the time period on an
hourly, daily, or weekly basis. Then, according to the setting period, an
alarm message(IDS log) can be sent periodically.
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DSMI Menu

DSMI menu provides the following services:

e Configuring Data Server Manager Interface (DSMI) communicating with the VoIP
services provided by OfficeServ 7200. In OS 7200, MCP processes VoIP signaling and
MGTI processes the VoIP media. If MCP and MGI are configured with private IP addresses,
and they are installed behind the WIM NAT router with fixed public IP address for the
WAN interface, DSMI could be activated to perform NAPT for signaling and media data
packets for VoIP service.

e Displaying the VoIP status

e Displaying VoIP NAPT setting

e Configuring DHCP for PCs and IP Telephones operating in DHCP Client mode.

Select [DSMI] to display the submenus of DSMI on the upper left section of the window.

E DSMI Configuration
F 5M Interface
Module Interface
Management

E DHCP Server

Configuration

Management

VolIP Status

Leases Status
El ¥oIP NAPT

Status

Menu Submenu Description

DSMI SM Interface Sets the item related with message data transmission to
Configuration communicate with System Manager(SM).

Module Interface Sets the environment for the communication between the Call Server
and the Feature Server.

Management Sets to execute the program to communicate among SM Interface,
Call Server, and Feature Server, to stop the program, or to execute
the program when the system restarts.
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(Continued)

Menu Submenu Description

DHCP Server Configuration Sets the internal network to operate the DHCP Server, and IP pool for a
DHCP terminal. IP pool can be set for the Call Server, Feature Server,
MGI, IP Phone, SIP Phone, and normal data terminal.

Management Allows/Disallows executing DHCP Server. Set DHCP Server to be
executed when the system reboots.

VolIP Status When a program is executed for the communication with the Call
Server or Feature Server, this indicates the IP terminal information of
the OfficeServ 7200 system received from the Call Server or Feature

Server.
Leases Status Displays a list of the IPs leased by the DHCP Server to each client.
VoIP NAPT Status Displays the static NAPT information for the OfficeServ 7200 VolP

service. When a program is executed for the communication with the
Call Server and with Feature Server, this information is automatically
set. After the setting is completed, the information is displayed.
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DSMI Configuration

Set Data Server Module Interface (DSMI) environment on the [DSMI Configuration] menu.

SM Interface

System Manager is a network management tool which will be available in the future release.
This menu is reserved for the future usage once the System Manager application is available.
The item related with message data transmission for the communication with System
Manager(SM) can be set in the [SM Interface] menu. Since the network traffic and system are
overloads when much message data is transferred, the user should control whether to transfer
message data and transmission interval.

DataServer Module Interface Configuration
e S i conuraion
alarm data send to UDP socket @ Enable O Disable
Event data send to UDP socket O Enable ® Disable
Log data send to UDP socket O Enahle @ Disable
Traffic data send to UDP socket O Enable ® Disable
Module Information data send to UDP socket O Enable ® Disable
Device Information data send to UDP socket O Enable ® Disable
MAT/MAPT data send to UDP socket in setting time D * 10 minute
TCP Part Number port
UDP Port Number [s025 | port
T T —
System Manager PassCode [enee |
System Manager SiteName
Systemn Manager IP

If message data is sent based on UDP, select whether to send the data as shown above. If
message data is sent based on TCP, the user is not required to select whether to send the data
because messages data is sent when the system manager requires.

Since the TCP port is set to ‘5020’ and the UDP port is set to ‘5025°, the value should not be
changed.

Information on the SM Manager can be entered. This window displays the information received
from the Call Server.
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Category Item Description

SM Module | Alarm data When ‘Enable’ is set, alarm message, which occurs when the system is
abnormal or a hacker attacked the system, is sent to the system manager
through UDP port immediately.

Event data When ‘Enable’ is set, system event message being generated is sent to the
system manager through UDP port immediately.

Log data When ‘Enable’ is set, message data is sent to the system manager through
UDP port immediately when the user access the system through system
connection path.

Traffic data When ‘Enable’ is set, network traffic data generated from system network
equipment is sent to the system manager through UDP port on a regular
basis (30 minutes).

Module When ‘Enable’ is set, system module data is sent to the system manager
Information data through UDP port.

Device When ‘Enable’ is set, system network equipment data is sent to the system
Information data manager through UDP port.
NAT/NAPT data Sets the time interval for sending IP data and connection data, which use

NAT/NAPT from clients being connected to the system manager. For
example, ‘5’ is entered, the data is sent every 50 minutes.

TCP Port Number Sets the TCP connection port with the system manager. The default is 5020.

UDP Port Number Sets the UCP connection port with the system manager. The default is

5025.
SM System Manager Displays the passcode of the system manager received from the Call
Information | Passcode Server. The passcode may be forced to be set.
System Manager Displays the site name of the system manager received from the Call
Sitename Server. The name may be forced to be set.
System Manager Displays the IP of the system manager received from the Call Server. The IP
IP may be forced to be set.
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The program environment for the communication with the Call Server or with Feature Server
can be set in the [Module Interface]. When the system reboots, default value is set as shown

below:

DataServer Module Interface Configuration

Data send to UDP port number IEDZE port
Retry timeout !3 sec
Max retry timeout count !5
Hello Interval initial !3 sec
Hello Interval online ILU sec
Item Description

Data send to
UDP port number

UDP port information for the communication with the Call Server
or Feature Server. Default is ‘5025’.

Retry timeout
(Sec)

DSMI_CEF, Call Server, Feature Server, and Data Server
communicate based on UDP. Since UDP may lose packet, it
requests retry when it does not receive the requested data. Set
time interval for retry. For example, the item is set to ‘3’. After a
packet is lost, retry is requested, but the requested data is not
received. Then, UDP requests retry 3 seconds later. If the
requested packet is not received for 3 seconds, timeout occurs.

Max retry
timeout count

Sets retry count when packet is lost continuously while DSMI_CF
exchanges data with Call Server and Feature Server.

For example, Retry timeout is set to ‘3’ and ‘5, retry is requested
five times for three seconds. If requested packet is not received,
stop retry request.

Hello Interval initial

Hello massage is the message that DSMI_CF, Call Server and
Feature Server exchanges periodically. Set time interval for
sending Hello message.

Hello Interval online

The programs for the Call Server and Feature Server send the
Hello message at intervals of the setting value set in the ‘Hello
Interval initial’ item to check the link information of the other party
and to notify the status of the program during restart. When Hello
message is received from Call Server and Feature Server while
Hello message is sent, Hello message should be sent every
certain time period set in this item. This value should be set to be
more than the value of ‘Hello Interval initial’ item.
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Management

Program for the communication with SM or the communication with the Call Server or
Feature Server can be executed or be stopped through the [Management] menu. Check the
‘Auto Start’ item. Then, the corresponding program starts automatically when the system
reboots.

DataServer Module Interface Management

Activity Module Name Running/Stopped

Stopped SM Module RunI
Running Call, Feature Module Stop

Check the ‘SM module auto-start when firewall system boots’ or ‘Call, Feature module auto-
start when firewall system boots’ item and click the [OK] button. Then, the SM interface
program or the Call, Feature interface program is automatically executed.
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DHCP Server

OfficeServ 7200 provides DHCP service to network clients. This service dynamically assigns
IP addresses to network data terminals or Samsung IP telephones, so you do not need to
manually assign an [P address to each one.

Set equipment to operate the DHCP Server on the [DHCP Server] menu and allow or disallow
the DHCP Server operation.

Configuration

Select equipment for operating DHCP Server from internal network equipment set on the
[Firewall/Network] menu on the [Configuration] menu.

Select the [DHCP Server] = [Configuration] menu to display the internal network set to
‘Internal Private Network’ or ‘Internal Public Network’ on the [Firewall/Network] —>
[Management] = [Configuration] menu.

DHCP Server Interface Selection

LAN INTPRY 2

Check the check box to be set and click the [Next] button to display the <DHCP Server
Configuration> window to set the environment.

The <DHCP Server Configuration> window displays default value of the equipment selected
from the <DHCP Server Interface Selection> window. Allocate the OfficeServ 7200 system IP
such as Call Server whose subnet is the same level with that of the selected equipment, Feature
Server, IP phone, SIP phone, and data terminal to DHCP.

Set the following items and click the [Save] button.

DHCP Server
Displays normal data to be allocated to DHCP client.

DHCP Server Configuration

LAN 192.168.0.0 192.168.0.255 192.168.0.1
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Item

Description

Sub Network

Sub network data
Value set on the [Firewall/Network] - [Management] > [Config]
menu. This value can be changed on the menu.

Broadcast Address Broadcast address
Value set on the [Firewall/Network] - [Management] > [Config]
menu. This value can be changed on the menu.

Router Address Router address

Value set on the [Firewall/Network] - [Management] = [Config]
menu. This value can be changed on the menu.

Default Lease

If DHCP client does not request expiration time, the value will be

Time(sec) allocated to this item.
MAX Lease If DHCP client requests expiration time, the value is the
Time(sec) maximum time to be allocated.

CALL Server

Sets the Call Server MCP IP setting, which should be identical to MMC 830 MCP Ethernet
Parameter. If the Call Server operates in DHCP mode, select the ‘Host” option (which will be

automatically set to ‘SME MCP?’) to allocate an IP address to the Call Server.

CALL 192.165.0.2 19z2.163.01 255.255.255.0 HOST & || SME_MCP
Item Description
IP Call Server IP address
Gateway Gateway data
Netmask Netmask data

MAC/Host ID Client authentication type

- NONE: Executes DHCP IP request without authentication.
- MAC: Authentication as MAC
- HOST: Authentication as HOST ID (Default value: SME_MCP)
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Feature Server is reserved for the future IP UMS application release. Set the IP of the Feature
Server. When the Feature Server operates in DHCP mode, select the ‘Host” option (which will
be automatically set to ‘SME_FEATURE”) to allocate an IP address to the Feature Server.

|FEATURE 192.168.0.3

13218801

|[zs5.255 2850 | [HosT w][smE_FeaTure | ‘

MGI Cards

Set the location and IP address of the MGI card mounted on the system.
e MGI Cards Slots Select: check the cabinet-slot location of MGI card installed on the

system. OfficeServ 7200 can support up to 10 MGI cards.
o [P/Gateway/Netmask: Set the IP address of the MGI card. The IP setting should be

identical to MMC 831 - MGI Parameter.

e Start Port: Start Port is used by each MGI when the card is configured as private with
public IP of the WAN. Each MGI must have different start ports. If these values are not
manually configured, system will automatically set the default values starting from 10000
and increase by 5000 according to the cabinet or slot order. Once DSMI is activated,
network address port translation will automatically forward the MGI’s default 32 public
ports (30000 -30031) to the corresponding ports as programmed here.

M  Slots Select
1-1 ¥
1-2 ¥
13 W
1-4 ¥
i-5 7
2.1 ¥
22 ¥
23 ¥
2-4 ¥
5.1

e
——

10000
15000

—
-
o000
000
—
om0 |
o000
[0
5
—

|10.0.0.1

|255.255.255.0

|10.0.0.1

|255.255.255.0

[to.0.01

[255.255.255.0

[to.0.01

[255.255.255.0

|10.0.0.1

|255.255.255.0

[10.0.0.1

[255.255.255.0

[to.0.01

[255.255.255.0

[to.0.041

[255.255.255.0
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Allocate the IP range for the IP phone using DHCP mode. The DHCP IP pool allocated in this

menu is set to authorize an IP phone of the ITP-5000 series to receive an IP address.

] [1ez.168.0.20

|~ 19216804 |[ess.esszssa |[HosT v|[ st @

Item Description
IP Range IP range of IP phone(Maximum number of IP phone is 120)
If one IP is entered, enter like “192.168.0.20~20".
Gateway Gateway data entered in the CALL Server item
Netmask Netmask data entered in the CALL Server item
MAC/Host-ID Client authentication type

- NONE: Executes DHCP IP request without authentication.

- MAC: Click the [List] button to enter MAC address of IP phone for
authentication.

- HOST: Uses HOST ID internally specified. Authorizes a phone of
the ITP-5000 series.
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SIP Phone
Allocate the IP range of standard SIP phone on the DHCP mode.

POOL 192.168.040 o |50 192.168.01 255.255,255.0]

Item Description
IP Range IP range of SIP phone(Maximum number of IP phone is 120)
If one IP is entered, enter like “192.168.0.40~40".
Gateway Gateway data entered in the CALL Server item
Netmask Netmask data entered in the CALL Server item
MAC/Host-ID Client authentication type
- NONE: Executes DHCP IP request without authentication
- MAC: Click the [List] button to enter MAC address of IP phone for
authentication.
- HOST: Since HOST ID internally specified is not used, click the
[List] button to enter HOST ID.
Terminal

Allocate the IP range for the data terminals using DHCP.

O [szass0en |~ [fo | [15zies.01 255.255.255.0 | [HONE |v
Item Description

IP Range IP range of data terminal(Maximum number of IP phone is 120)
If one IP is entered, enter like “192.168.0.60~60".

Gateway Gateway data entered in the CALL Server item.

Netmask Netmask data entered in the CALL Server item.

MAC/Host-ID Client authentication type
- NONE: Executes DHCP IP request without authentication.
- HOST: Click the [List] button to enter HOST ID.
- MAC: Click the [List] button to enter MAC address.
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Management
Select the [DHCP Server] = [Management] menu to allow/disallow operating the DHCP
Server. Check the ‘Auto Start’ item. Then, the service is provided automatically while the
system reboots.

DHCP Server Management

Internal Network Current States Running/Stopped
LaN Running

H dhcp server auto-start when System boot

VolIP Status
Displays the OfficeServ 7200 systems VoIP status.

SME System Information
STOPPED
[Sever | Statws | | mACAdwen
CALL
FEATURE
(uarsion | sows | B | waChdwenm
L Connected 10.0.0.7 00:00:0F:02:03:04
2 Connected 10.0.0.8 00:00:0F:02:03:04
3 Connected 10.0.0.9 00:00:0F:02:03:04
4 Connected 10.0.0.10 00:00:0F:02:03:04
5
6
7 Connected 10.0.0.12 00:00:0F:02:03:04
8 Connected 10.0.0.13 00:00:0F:02:03:04
9 Connected 10.0.0.14 00:00:0F:02:03:04
Connected 10.0.0.15 00:00:0F:02:03:04
IP Phone
G e e e
Connected 10.0.0.17 3201 00:00:0F:01:02:02
2 Connected 10.0.0.18 3202 00:00:0F:01:02:04
3 Connected 10.0.0.19 3203 00:00:0F:01:02:05
4 Connected 10.0.0.20 3204 00:00:0F:01:02:06
5 Disconnected 10.0.0.20 3204  00:00:0F:01:02:06
B e e
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Leases Status
Select [DHCP Server] = [Leases Status] menus. Then, the IP address allocated by the DHCP
Server to the data terminal will be displayed.

DHCP Lease Status

Internal Network TYPE

LAN INTRRY r

| VoIP NAPT

OfficeServ 7200 Data Server NAPT service allows many private [P addresses to be
multiplexed as a single public IP address and port. If the OfficeServ 7200 VoIP services
provided by MCP and MGI use private IP, and they are connected behind the WIM router’s
public IP, DSMI will perform NAPT for signaling and media data packets for VoIP service.
[VoIP NAPT] menu displays NAPT status for these VoIP communications.

Status
Display the NAPT status for the VoIP related services configured on the DSMI. The [Status]
menu displays the service data of the external IP and port combination, and its corresponding
internal IP and port combination.

VoIP For NAPT Status

| rowep | starvort | Endport | savertp | starwort | endport

¢ [ieeiea.0.116 | [i7s [irz0 [oooz 719 [tz
o [tsziea0a1e | [5080 [Foeo  Rooos [Foso 5060
c  [iszasa011e | 5000 003 [ooos oo’ 3003
©  [sziea0116 5003 5006 fooo7r 3000 4003
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SIP ALG Menu

SIP ALG allows SIP (Session Initiation Protocol) software or hardware clients to setup, tear
down, and pass voice and call control messages seamlessly through the OfficeServ 7200 NAT-
enabled firewall.

Select [SIP ALG] to display the submenus of SIP ALG on the upper left section of the window.

Config
Management
Menu Description
Config Sets SIP environment
Management Allows/Disallows SIP ALG implementation. Set SIP ALG to be executed when the system
reboots.

Config

Users are allowed to set the SIP environment on the [Config] menu. Set the following items
and click the [Save] button.

SIP Configuration
Displays firewall installation data.

SIP Configuration

Public IP 200.0.0.2
Private IP 192.1658.3.1

Private
Enter the internal private IP area protected by the Data Server.

IP Address Metmask
= | 255.255.255.0

Click the [Add] button to additionally add private IP area inside of the firewall. The SIP device
in the added private IP area provides ALG(SIP ALG) function. Set the target routing data
directly or operate the target routing protocol to route to the added private IP area. Refer to
Internal IP(LAN, DMZ) Setting on the [Firewall/Network] - [Management] = [Config] of
this document for detailed information.
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Map List
Enter SIP devices data inside of the firewall.

Map List

Murmber(IC) 1P
r [defaute 10.0.0.10

If an IP or phone number does not exit in the SIP message sent from the outside of a firewall,
the SIP message is converted and sent to the IP terminal set in the ‘default’ item. Thus, enter
the target value into this item. Since setting is convenient if all traffic is regarded as the calls of
a digital phone through the Call Server, the IP of the Call Server should be entered in the
‘default’ item.

For example, in the window above, all station numbers except 3321 and 3322 is processed by
the Call Server(10.0.0.100).
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Select the [Management] menu to allow/inhibit operating SIP ALG. Check the ‘Auto Start’
item. Then, the service is provided automatically when the system reboots.

Management

Stopped Run

B Auto-start when system boots

Click the [Run] button to operate the SIP ALG and the following window is displayed:

SME - Enterprise |P Solutions ::

= Microgzoft Internet Explores

SIP LOG

Esip_algd status excuted : Wed Moy 26 02:35:48 KST 2003

;sip_algd skatus excuted | Wed Now 26 D2:39:25 KST 2003

|sip_algd status excuted : Wed Nov 26 02:42:27 KST 2003

iSIp_aIud start excuted : Wed Noy 26 02:42:27 KST 2003

|public ip i= not math fetc/sip_alg.conf:192.168.0.1 and :192.168.0.70
|operation canceled

sip_algd status excuted : Wed Moy 26 02:42:50 KST 2003

|sip_algd status excuted : Wed Mov 26 02:45:57 KST 2003

isip_algd start excutad : Wed Nov 26 02:45:57 KST 2003

|Starting sip_alg :

lgigE I

/@ SIES

4

The window above displays when SIP ALG is executed normally. However, errors are found,

the ‘operation canceled’ message is displayed.
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Select [System] to display the submenus of System on the upper left section of the window.

<& Administrator

= pB Config
F Change
savesDelete
Impotrt/Export

= Log
Zonfig
Report
Crowvenload

=l Time Config
Caonfig
Managernent

E Upgrade
=S upgrade
DB upgrade
Appl Server

System Reboot

Menu Submenu Description
DB Config Change Changes the operating DB to other saved or
default DB.
Save/Delete Saves or deletes DB.
Import/Export Imports the DB to Admin terminal for backup or
exports the DB from terminal for restore.
Log Config Sets type of logs to be recorded.
Report Searches logs according to type and time.
Download Downloads all log files to a local computer.
Time Config Config Sets Date and Time by SNTP or Manual.
Management Activates the connection to the configured SNTP

server if SNTP is selected for the Time
Configuration. Allows/disallows the SNTP service
to auto start when systems boots.
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Menu Submenu Description
Upgrade S/W upgrade Upgrades DB package, Kernel, Ramdisk, and
Application.
DB upgrade Upgrades DB to the latest package version.
Appl Server - Executes Telnet, FTP, and SSH services to
connect to OfficeServ 7200 Data Server remotely.
Reboot - Reboots the system

DB Config

(Continued)

Users are allowed to save or delete DB, or to change the operating DB to other DB on the [DB

Config] menu.

Change

Users are allowed to change the operating Database to other saved DB or default DB on the
[Change] menu. The operating DB below is displayed with bold letters. Select the DB to be
changed and click the [Change] button. Please note that changing the database will cause the

system to restart.

Configuration DB Change

Tue Aug 26 18:33:52
KST 2003
FriJan 9 05:50:11
KST 2004

ol initcf ¥0.35
& pkg_034_db v0.34

Default DB

1970

Default Configuration DB

pkg+0.34 dh

Thu 1 100:00:01 KST
L dEn Change the current db to default db.

CAUTION | DB Change
A The DBs of the WM module and LIM module are integrated in the OfficeServ 7200 Data Server.
When the DB is changed, the system restarts.
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Select ‘Default DB’ and click the [Change] button. Then, initial DB is initialized and changed
as shown below: initcf is the initial DB. When the Default DB is selected, the system is
initialized. Thus, connect to the web manager through the LAN port(10.0.0.1) of the internal

network.

Configuration DB Change

Wed Moy 26 18:18:27

€ 20031203 w0.32 2003.12.03 Test DB

KST 2003
Tue Aug 26 18:33:52
(o .
0 initcf v0.32 R Default Configuration DB
¢ Default DB e llEllgtl?:SU:Dl ol Change the current db to default db.

Save/Delete

Users are allowed to save the current operating DB, or delete the DB saved on the

[Save/Delete] menu.

Enter the DB name and description and click the [Save] button to save the DB. Then, the
saved DB is registered on the <Configuration DB Delete> window.

Configuration DB Save

|20031203 |2003.12.03 Test DB

i Save |

Select the DB to be deleted and click the [Delete] button. The running operating DB is

displayed with bold letters and can not be deleted.

Configuration DB Delete

1 Name Jvorsion| ——pate | Doscrption |

‘Wed Nov 26 18:18:27
KST 2003

Tue Aug 26 18:33:52
KST 2003

20031203 v0.32 2003.12.03 Test DB

o initcf vD.32

Default Configuration DB
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Users are allowed to import the DB to be backed up to the operating terminal on the
[Import/Export] menu, or export the backup DB from a terminal.

Import

DB file should be saved in a terminal to import the DB. Enter the DB file location, or click the
[Browse] button to select the target file, and click the [Import] button. Then, the DB is

registered on the <Configuration DB Export> window.

Configuration DB Import

‘ DB File Import

[c\Documents and settings\Admin\HFE 5F21\20031205 tar

2oLl I

Import

- File name is changed in the existing DB
- The first letter is left blank.

E]C“ECK | If Errors are Found When [Import] is Executed, Check the Following Cases:

- Corresponding file does not exit after file location is entered
- Click the [Import] button without entering anything in the corresponding field.
- DBs whose names are identical

Export

The current DB set is displayed with bold letters. Select the target DB and click the [Export]

button to save DB to the selected area of a terminal.

Configuration DB Export

Wed Nov 26 18:18:27
KST 2003
Wed Nov 26 18:36:55
KST 2003
Tue Aug 26 18:33.52 KST
2003

& 20031203 v0.32
€ 20031205 v0.32

C initcf w032

= Nome Jvorsion ——Date | poscrption |

2003.12.03 Test DB

copy Backup DB

Default Configuration DB

If the DB is sent to a terminal, click the [Save] button and download the DB.
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I Log

Users are allowed to search or download logs while logs are set to be recorded on the [Log]
menu.

Config
Set logs to be recorded on the [Log Config] menu. Set the logs to be recorded to ‘On’, and
otherwise, set to ‘Off”.

Recording Policy

Category on/off

System ON @ OFF O
PRTR oNE OFFO
IPSen oNE oFF O

(ot (et ]

Log types are as follows:

e System log: System related log

e PPTP log: Log related with PPTP protocol of VPN
e [PSec log: Log related with IPSec protocol of VPN

Report

Search logs according to type and time on the [Log Report] menu.

Report Policy

Advanced Service

Log Type ALL® SYSTEM O PRTP O 1Psec O 10s O

Detail Search

YEAR MOMTH Dy HOUR MINUTE

from (oo [z (59  [me] [0
o [y e (58] (@8 (@

(o Jmeer ]

o Log Type: Select the specific log type and search logs according to the type.
o ALL: Search all logs
o SYSTEM: Search all logs except PPTP, IPSec, and IDS logs
o PPTP: Search logs of PPTP protocol of VPN
o IPSec: Search logs of IPSec protocol of VPN
o IDS: Search IDS protocol logs

e Detail Search: Enter the specific time and search logs according to the time.

© SAMSUNG Telecommunications America, L.P. 136



I Home Page I I Table of Contents

Select the type and time of logs, and click the [OK] button to display the window below:

Log Report

2003/11/26
00:00:07
2003/11/26
00:00:08
2003/11/26
0o:00:08
2003/11/26
00:00:08
2003/11/26
oo:o1:22
2003711726
oo:0l:48
2003/11/26
00:01:49
2003711726
00149
BITEYATED MNET-SMNMP version 5.0.8
00:01:49
2003/11/26
00:01:59
2002/11/26 accepted smux peer: oid is0.2.6.1.2.1.14, password ospfd,

00:01:59 descr quagga-0.96.2
2003/11/26
00:01:59

restart

syslogd startup succeeded

klogd 1.4.1, log source = fproc/kmsg started,

Cannot find map file.

- admin[313]: ROOT LOGIN ON ttyS/1

Received TERM or STOP signal... shutting down...

snmpd shutdown succeeded

snmpd startup succeeded

[smux_accept] accepted fd 12 from 127.0.0.1: 1027

[smux_accept] accepted fd 14 from 127.0.0.1: 1022

00:01:59 quagga-0.96.2

2003/11/26 accepted smur peer: oid is0.32.6.1.2.1.23, password ripd, descr

syslogd

syslog

kernel

kernel

shmpd

snmpd

shmpd

snmpd

snmpd

shmpd

snmpd

shmpd

First | <&=prevoin [ <aPrev. 1o Mexted | Next+10=> |

Last
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Download

Users are allowed to download all log files saved to a local computer on the [Log Download]
menu.

Log file management

Download Log file

To download log files
Click the [Download] button,

(uwroad

I Time Config

The OfficeServ 7200 Data Server uses the time configuration to time stamp log events, and
perform other activities for other internal purposes. Users are allowed to set the date and hour
of the system on the [Time Config] menu.

Config

Click [Time Config] = [Config] to set the local time using the SNTP (Simple Network Time
Protocol) automatically or set the local time manually.

Time Configuration

Thu Aug 25 16:24:52 GMT+6 2005

Set time by

SR & manual
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Select the SNTP server option. Then, the window below will appear. Register a server from
which information on date and time will be imported and set the Synchronization Interval for the
interval of time between each request the OS 7200 sends out to the time server. Then, click

[OK].

& SNTP

Set time by

 Manual

Server URL Ius.pool.ntp.org

SMNTP Server Information

' naone

& 1 hour o

min

Synchronization Interval

| (GMT-D6:00) Chicago, Dallas

=]

Time zone

Manual

Select the Manual option. Then, the window below will appear. Enter date and time manually

and click [OK].

Date/Time Configuration

apr =]/ |06 =]/ [zo0a =] [1i0l=]:[17 =

may be different.

ez | System Time Information
Since Internal Real-Time Clock(RTC) does not exist in the Data Server system, the set time
information is only saved every hour. Thus, when the system restarts, the time set in the past

Time zone

Set the time zone of the target area(city name). After the setting, click the [OK] button.

Time zone

J{GMT+09:00) Seoul, Tokyo =
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Management
Select the [Time Config] = [Management] menu and set the time. If the system time is set by
SNTP, select Time Setting to register and receive the date and hour from the configured SNTP

SCrver.

If the ‘Auto Start’ item is checked, the service is provided automatically when the system
reboots.

System Date/Time Configuration

[Feb =l/[os =]/ [z00a =] [12=]: [32 =]
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I Upgrade

Users are allowed to upgrade Kernel, Ramdisk, Application, and DB package on the [Upgrade]
menu.

ez | ‘ds-pkg-vx.xx.tar.gz’ File
This file is for the system upgrade used in [System] - [Upgrade] - [Package]. System DB
maintains after this file is upgraded.

S/W Upgrade

Set the package version and upgrade method on the [Upgrade] = [S/W upgrade] menu. The
upgrade methods are categorized into TFTP type and HTTP type.

ST Configure the upgraded package version
Save/Delete
Irport/Export |1-11 111 Jul 22 2005 Mow 26 20032
= Log
Config Select upgrade method
Report
H Time Config ~ TFTP l—
Config & HTTP
Management
E upgrade
F SfW upgrade
DB upgrade
aAppl Server
System Reboot

Upgrade through TFTP
Users are allowed to upgrade the OfficeServ 7200 system using upgrade file on the TFTP
server.

After entering the package version to be updated in the ‘Package Version’ field and select
‘TFTP’ server address, click the [OK] button. If the upgrade is successfully finished, reboot
the OfficeServ 7200 system. Alarm message occurs when the upgrade server is not found or
when errors are found during upgrade.
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Users are allowed to upgrade the OfficeServ 7200 system by uploading the upgrade file from a

terminal where package file to be upgraded exists.

Enter the package version to be updated in the ‘Package Version’ field and click the ‘HTTP’

and click the [OK] button to display the window below:

File upload

[— Brows= I

Select the file to be uploaded of a terminal and click the [OK] button to upgrade. After the
upgrade ends successfully, the OfficeServ 7200 system reboots.

DB Upgrade

Upgrade the DB to the latest on the [Upgrade] = [DB File] menu.

Select the DB to be upgraded and click the [OK] button to upgrade to the latest version. If the
upgrade ends successfully, the Version item is changed into the latest version. However, if the
upgrade does not end successfully, an alarm message is displayed.

Configuration DB Upgrade

] Nome veson —bate | escrption

Tue Aug 26 18:33:52
KST 2003
FriJan 9 05:50:11 KST
2004

el initcf ¥0,35 Default Configuration DB

pkg+0.34 db

* pkg_034_db v0.34
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I Appl Server

If the SSH, Telnet, and FTP services are selected on the [Appl Server] menu, the user can
access the WIM board from a remote area. In addition, If the ‘Auto Start’ item is checked, the
service is provided automatically when the system reboots.

Application Server Management

S5HD i v
TELMET v
2 I
FTP v

EE | Assigned Active Channel to ‘Response Status’
[3 - SSH can be accessed regardless of external network or internal network.

- If a firewall is strengthened, accessing the system from an external network through Telnet/FTP
is not available. For connection, release the target access firewall of the corresponding service
port by selecting [Firewall/Network] - [Port ACL].

- Default administrator ID is set to ‘admin’, and password is set to ‘admin’.

The connection methods through WAN and LAN IP by using Telnet, FTP, and SSH
applications are as follows:
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Connecting via Telnet

WIM(165.213.87.227) - SecureCRT .
File Edit View Options Transfer Script Tools Mindo Help

=30

S¥aR QRleE & 7S ?
A
Lirwx 2,4,19-HIM {localhost.localdomain? (23:32 on Tuesday. 15 February 20053 W
Passworas
DATASERVERY (Felr )
VYalid commands )
show interface
show arp
macset
macyiew
test hifn
test serial
test smarthit
dhb—default
ch-network
db-show
dh—change db_name
exit
Metwork Intertaces:
343 ethd: <BROADCAST -MULTICAST.UP» mtu 1500 gdisc pFlFD fast glen 100
link/dether 00:00:F013a176:76 brd £ iFFifFffifff
inet 165,213 .87 .227/24 brd 165,213,587 265 =cope global ethi
Mz
35: ethl: <BROADCAST .MULTICAST> mtu 1500 gqdisc noop glen 100
lirk//ether 00:00:F0:3a:76:177 brd PRI IFFFFafffs
LAN
361 eth2: <BROADCAST (MULTICAST.UP> mtu 1500 gdisc pfifo_fast glen 100
lirk//ether 00:00:F0:3a:76:78 brd FPIFFIFFFFfffs
inet 10,0,0,1/24 brd 10,0,0,255 scope global ethz
WANZ
371 eth3: <BROADCAST .MULTICAST> mtu 1500 gqdisc noop glen 100
Link/ether 00:00:F0:32:76:79 brd FEIFFIFFFE e ofe
SERIAL
381 Serial0: <POINTOPOIMT . MOARP:> mtu 1500 gdisc noop glen 100
link/rawhdle
v

DATASERVER>> 1
Ready Telnet 42, 14 | 42 Rows, 94 Cols |VT100
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Connecting via FTP

& DataServer|2&A - SecureCRT

File Edit

HEUR QUis™ &

Tools

g ?

Miew Options Transfer Script MWindow Help

[root@Skylark f’]=| ftp 165,213,587 ,227 l

Connected to 165,205707 joar ~ioo.cia.0r . 2270,

Mame (165,213,087 227 troot 3 : -admin

331 Password required for aLF

Password:

230 Uszer admin logged in,

RFemote system tuype is UNIK,

Uzing binary mode to transfer files,

ftpr ls -al

227 Entering Passive Mode (165.213.87.227.199. 105}

150 Opening ASCII mode data connection for Abindls.
druxr-xr-x 15 root root 1024 Feb 16 2005 ,

druxr-xr—« 15 root root. 1024 Feb 16 2005 .,
dirxr—xr—mx 5 root root 0 Jan 1 15970 00app
chrwsr—wr—x 5 root root. 0 Jan 1 1970 O0conf
e == 4 root root 0 Jan 1 1970 00log
chrwsr—wr—x 2 root root. 1024 Fekb 16 2005 bin
chrwsr—wr—x 1 root root. 0 Jan 1 1970 dev
drwxr—er—x 9 root root. 2048 Feb 15 23127 etc
chruxr—sr—x & root root 1024 Jan 31 08:25 libk
—————— 2 root root. 12288 Feb 16 2005 lost+found

dr—xr—wr-x 48 root root 0 Jan 1 1970 proc
chrwsr—wr—x 2 root root. 1024 Feb 16 2005 shin
dirwxrwxrut. 1 root root 0 Jan 1 1970 tmp
drwxr—er—x 5 root root. 1024 Mov 2 13138 usr
dirxr—xr—mx 5 root root 1024 Aug 18 2003 var

226 Transfer complete,

ftpr bys

221-You have transferred O bytes in 0 files,

221-Total traffic for thisz session wasz 1316 bytes in 1 transfers,
221-Thank you for using the FTP =ervice on localhost,localdomain,
221 Goodbye,

[root@Skulark 14 1

Ready Telnet 28, 19 | 38 Rows, 94 Cols |WT100

220 localhost,localdomain FTP server (Version wu-2,6,1(1) Sat Oct 26 13349335 MEST 2002} ready
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Connecting via SSH

OfficeServ 7200 supports SSH, Secure Shell, allowing secure access to the Command Line
Interface via an encrypted path between the system and the management station. SSH uses a
client/server architecture. A public or commercially available SSH client is required to be
installed on the Admin terminal. The example shown below uses SSH connection client Putty.
The procedure for installing the Putty program and executing the SSH connection program is
as follows:

L

2.

Visit the web site below and download the  Putty  package:
‘http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html’

Execute the ‘putty.exe’ file. The window below is displayed. Enter the firewall address in
the Host Name field and select [Open].

R PuTTY Configuration x|
Category:
= Session Basic options for pour PuTTY session
Logging Specify your connection by host name or [P address
= Terminal Host Name [or IP address) Port
Keyboord [15216801 |2

Bell
Features
=1 Window

Protocal S0 5
 Raw (" Iehet ( Riogn 55

Appesrance Load, save or delete a stored session
Beha‘“”_“’ Saved Sessions
Translation
Selection T
efault Settings oad
c Colours 1921680147 i Lo
- Connection 192.168.0.225 Save
Proxy
Telnet Delete
Rlogin

=-S5H
Auth
Tunnels
Bugs

Clase window on exit:
 Aways  Never (% Onlyon clean exit

About Cancel

Then, the window below is displayed. Enter the login ID and password.

ange db name
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Users are allowed to reboot the system on the [Reboot] menu.

System restart

Netwark will be disconnected!

If the [OK] button is clicked, all services ends and the system reboots.
Then, since the Data Server web screen does not operate until the network and services start to
be executed, close the web screen and reconnect the system.

© SAMSUNG Telecommunications America, L.P.

147



|i Home Page || Table of Contents

Home, My Info & Logout

Menus are found in the upper right corner of the web-based management window after
logging into the Data Server management.

- PR A AERB

OfficeServ7200 B Horne @ iy Tnfo @ Lagot

28 Administrator

officeSery 7200 provides the optimized solution for small and medium sized offices,

which need more compact and powerful communication infrastructure.

The convergence of voice and data in OfficeServ 7200 provides cost efficiencies in investment and
maintenance of communication infrastructure.

= IP Convergence Key system (Wired + Wireless, Yoice + Data communication)

> Woice over WLAN

> Router, Firewall, IDS (Intrusion Detection System), ¥PMN, Home working supported
> 10Base-T/100Base-Tx Ethernet, Long Distance Ethernet service

= 10 Universal Slot within 2 cabinets, up to 128 users

> Enhanced IP/TDM networking

uData

You can manage the Data Server of 3
OfficeServ 7200 System.

Lr! = = Firewall Configuration
r # l,‘\-,ll_l ” = Network Configuration
- o = Network Status

= System Management

The navigation menu contains the following three menus:
e Home — Home menu brings the user back to the OfficeServ 7200 Data introduction page.
e My Info — My Information page provides the Administrator’s log in ID and IP. The administrator

login password can also be changed under this menu.

& Description Administrator

© MNode ID 208

© Use Port S000

€ Login ID admin

€ Login IP i0.0.0.228

© TEL No

© E-Mail ID

© SIP URL

© Status 1

© Password I:l
© Password Confirm l:l

Save Cancel

&) Done & Internst

e Logout — Logout menu logs the administrator out.
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| ANNEX A. VPN Setting in Windows XP/2000

If IPSec and PPTP should be set on the [VPN] menu of the OfficeServ 7200 Data Server, VPN
client should be also set on the MS Windows. This section describes how to set VPN on the
Windows XP. The Windows 2000 case is similar with the Windows XP case.

Under the following network environment, the setting procedures of IPSec and PPTP are as
follows:

External IP address of the OfficeServ: 211.217.127.40

Internal IP address of the OfficeServ: 192.168.0.1

Internal network IP address: 192.168.0.0

Internal network Netmask: 255.255.255.0

IP address of a Windows XP/2000-installed client PC: 211.217.127.73

IPSec Setting

IPSec and various encryption/authentication algorithms can be used through the installation
CD and Windows update in Windows XP/2000. Additionally, LAN to VPN client can be
configured through the IPSec.

NOTE | IPSec Setting in Windows XP/2000
) - Windows XP: Executes ‘IPSeccmd.exe’in the Support/Tools setup folder of the Windows XP
installation CD.

- Windows 2000: Download and install ‘Windows 2000 Service pack 2'in the Windows update
site. Or, execute ‘IPSecpol.exe’in the Support/Tools setup in the Windows 2000 installation CD.

© SAMSUNG Telecommunications America, L.P. 149



|i Home Page || Table of Contents

1. select the [Start] > [Run] in the task bar and execute ‘mmc’ to display the window

below: In the console window, select the [File] > [Add/Remove Snap-in...].

"fii Consolel - [Console Root]

J % Console  Window  Help

J 2 Mew

= ZpEn. ..
Tree Save
=1 Sawve As...

Chrl+-M

ChrlHO |

Chrl+5

AddfR
Cptions.

ZErH-

1 O WINNT syskemIZservices. msc
2 D:AVWINMTY system32 comprgrnt . msc
3 DAYWIMMTY system32devmgmk. msc

Exit

2. In the <Add/Remove Snap-in...>, click [Add] to display the following window: Select
“IP security policy management’ in the Add/Remove Snap-in... menu and click [Add].

Add standalone Snap-in I |

Available Standalone Snap-ing:

| W endor |:|

Shap-in
@T:Pax Service Management
[OFolder
[CAFontPage Server E stensions
ﬁ Group Policy
BB Indexing Service

SGEE
] Link taweb
m Local Users and Groups

ﬁ Performance Logs and Alerts

— Description

tdicrozoft Corporation
Microzoft Corporation
tdicrozoft Corporation, |
Microzoft Corporation

tdicrozoft Corporation
Microzoft Corporation LI

Internet Protocol Security [IPSec] Administration. b anage IPSec
policies for secure communication with other computers.

Add Ciose |

3. Select ‘Local computer(T)’in the window below and click [Finish].

2

Select which computer this Snap-in will manage ®
when this consale is saved the lacation will alsa be saved
—

% Local computer

The computer this console is running on
© Manage domain policy for this computer's domain
€ Manage domain policy for anather domain:

o

" Another computer:

Brovise:

< Back I Finish I Cancel
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4. Move to the <Console> window. Then, ‘IP Security Policies on Local Machine’ of the
‘Console Root’ is created. Select the item and right click the [Create IP Security Policy]
menu.

"Tii Console1 - [Console Root' IP Security Policies on Local Machine] (=[]

DS E| D |l

[ Palicy assigned |

Manage IP filter ists and filter actions

Al Tasks 3

i
[
[
Re
2
Hel

5. Click [Next] on the <IP Security Policy Wizard> window to display the window below:
Enter the Name and Description and click [Next].

1P Security Policy Wizard 2|
IP Security Policy Name u
Name this security policy and aptionally give it a brief description
-

MName:
IPSec
Description
IPSec =]

|

< Back I Mext > I Cancel

6. If ‘Activate the default response rule(R)’ is checked, release the check and click [Add] to
display the window below: Check “Edit Properties(P)’ and click [Finish].

IP Security Policy Wizard 2x|

- Completing the I Security Policy \Wizard
“You have successfully completed specifying the properties
for your new IP security policy.
-
To edit your IP security policy now, select the Edit properties

check box, and then click Finish.

¥ Edit properties

Ta close this wizard, click Finish,

< Back I Finish I Cancel
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7. When the <XP_OPSec Registration Information> window is displayed, the created items
are displayed. If the corresponding item is checked, release the check and click [Add].

IPSec Properties i |
Rules I General I
Securily nules for communicating with other computers
IP Security Rules:
IF Filker List [ Filter Action [ Authentication... [ Tu
O <Dwnamic Default Response Kerberos MNe
1| | i
Add Edi Aemove | 2 Use Add Wizard

0K I Cancel |

8. Click [Add] on the <Security Rule Wizard> window to display the window below: Select
‘The funnel endpoint is specified by this IP address’ and enter the fire wall external IP
address(211.217.127.40). Click [Next].

Security Rule Wizard 21x

Tunnel Endpoint I
The tunnel endpoint is the tunneling computer closest to the 1P iaffic destination. %
as sperified by the security rule's IP filter fist —

An IPSes tunnel allows packets to hiaverse a public or privats inteetwork with the
sscurity level of & direct, private connection betwessn tia compulers

Specily the tunnel endpoint for the IP security ule:
" This ule does not specify a turnel

+ The tunnel endpoint is specified by this 1P address:

211 . 217 . 127 . 4D

< Back I Newt > I Cancel

9. Select the Local Area Network(LAN) on the <Network Type> window and click [Add]
to display the window below: Select ‘Use this string to protect the key exchange
[preshared key]’ and enter the password registered with the firewall. Click [Next].

IP Security Policy Wizard 2l

Authentication Method i
To add multiple suthentication methods, edit the security rule after completing the @
-

1P security rule wizard

Set the initial authentication method for this security ule:

£ \wfindowss 2000 default (Kerberos ¥5 pratocol)
" Use a certificate from this Certificate Authority [CA)

Erowse...
" |se this string to protect the key exchangs [preshared key)

innopia =]

H

<Back Mews | Cancel |
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10. ciick [Add] on the <Security Rule Wizard> window to display the window below: Enter
‘outbound” in the Name field and click [Add].

21

1 1P Filter List

= An P fiter list is composed of multiple filters. In this way multiple subnets, [P
= addresses and protocols can be combined inta ane P filker.

Description:
Edit |

El
;l Femave |
Filters: ¥ Use AddWizard
Mirrored |_Description | Protacal | Source Part | Destination
| i
cove_|
A

11. ciick [Add] on the <IP Filer Wizard> window to display the window below: Select ‘My
IP address’ in the Source address field and click [Add].

Filter Wizard 2|

IP Traffic Source T
Specify the source address of the IP raffic K
-

Source addiess:

< Back I Nest > I Cancel

12, select ‘Specific IP Subnet’ in the target address and enter the internal network
address(192.168.0.0) and subnet mask(255.255.255.0). Click [Next].

2]
IP Traffic Destination %
Speciy the destination address of the IP taffic.
—
Destination addhess
[ specific IP Subnet =]
IPaddess | 192 . 160 . 0 . O
Sunetmask [ 255 . 255 . 255 . 0 By
< Back MNext > Cancel
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IP Pratocol Type "
Select the |P Protocol type. If this tpe supports (P ports, you will alza specify the
IP port p—

Select a protocal type:

Ay -

< Back Nest > Cancel

Security Rule Wizard 21|

1P Filter List o
Select the IP filter list For the type of IP tific to which this secury e applies %
-

IF no IP filter in the following list matches your needs, click Add to create a new one.

1P filter lists:
Narne [ Description | Add
© AICMP Traffic Matches all ICMP packsts bet

O AllIP Trsffic Maiches ol P packets hom .. | Edh- |
outbound
Remove

< Back I Next > I Cancel

through 13 also apply to this procedure.

[Next].

IP Filter List .
Select the 1P filter list far the type of IP traffic to which this security rule applies. %
—

If no IF filter in the following list matches your needs. click Add to create a new one.

IP filter lits:
Narne [ Diesciiption | hdd
O AINCMP Traffic Matches all ICMP packsts bet

O AllIP Traffic Matches all IP packets from t Edt..
Q inbound

R
Le] ouibound emove

< Back I Nest > I Cancel

13. select ‘All’ from the protocol type selection and click [Add]. Check “Edit Properties(P)’
on the <IP Filter Wizard> window and click [Finish].

14. click [OK]. Then, the outbound item is created. Click [Add] to create the inbound item.

15. Enter the “inbound” in the Name field and click [Add] like step 10. The above steps 11

16. ciick [Add] to display the window below: Then, select the ‘outbound’ item and click

© SAMSUNG Telecommunications America, L.P.
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Select the filter action for this security s %
-

IF no filter actions in the following list matches your needs, click Add to cieate a new
one. Select Use Add Wizard to create a filter action

Filter Actions: ¥ Use Addwizard

Nare [ Description |

Add..
O Pemit Permit unsecured IP packels 1.
© L1 Edit

curity (Optional]

‘Acoepts unsecured commun

Accepts unsecured communi
Remove

O Requits Security

< Back I Mt > I Cancel
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17. Select the ‘Request Security [Optional]” item and click [Edit].

18. select ‘Negotiate security’ and select ‘AH Integrity(None), ESP Confidential(3DES),

ESP Integrity(MD5)’ in the Security Method preference order. Click [Move up] to move
to the first row of the corresponding item. Check ‘Session key Perfect Forward

Secrecy(PFS)’ and click [OK].

Reguest Security {Optional} Properties ﬂll

Security Methods | ngg[all

= Permit
= Block
% Negotiate security:

Secuiity Method preference order:

Type | &HIntegity | ESP Corfidential.. | ES Add.. |

Custom  <Maonex 3DES SH ;
Custom  <Mone> DES SH Edit... |
Custorn SHA1 <Mone: <M

Custom  MDE <Nonex <M Remove |

fdimye up |
4] | | Maove down |

[ Accept unsecured communication, but akways respond using IPSec

[~ allow ungecured communication with non IPSec-aware computer

¥ Session key Perfect Forward Secrecy

Ok I Cancel Apply

© SAMSUNG Telecommunications America, L.P.

155



|i Home Page || Table of Contents

19. check ‘Edit Properties’ and click [Finish] to display the window creating the outbound
item. Click [Add] to create the inbound item.

[psec properies T |

Rules I General I

Secuity rules for communicating with other computers

IP Security Rules: %
IP Filter List | Filter Action | Authentication... | Tu
outbound Fequest Security [0...  Preshared Key 21
O &I IEMP Traffic Request Security (0. Preshared Key 21
O <Dynarnic Default Response Ferberos Me
< | i
Add... Edt. |  Remove | & lseaddwizad

Cloze I Cancel | Apply |

20. click [Next] on the <Security Rule Wizard> window to display the window below:
Check “The tunnel endpoint is specified by this IP address’ and enter the IP address of a

client PC. Click [Next].

Security Rule Wizard 2x

Tunnel Endpoint d
The tunnel endpoint is the tunneling computer clasest ta the IP kisffic destination, %
as specified by the security rule's IP fier st -

An [PSec tunnel allows packets to iaverse a public or private intemetwork with the
security level of a direct, private connection between bwa computers.

Speciy the tunnel endpoint for the [P secury rle
€ This tule doss net specify a tunnely
5 The tumel endgcint i speciied by this [P address:

211 . 217 . 127 . 73

< Back Next > Cancel

21. Select Local Area Network(LAN) on the <Network type> window and click [Next].
Select ‘Use this string to protect the key exchange [preshared key]’ and enter the
password registered with the firewall. Click [Next].(Refer to step 9.)
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22, Select the ‘inbound” item in the step 16 window and click [Next]. Follow the step 17 and
18.

23. Check ‘Edit Properties’ and click [Finish] to display the window below: Select the
[General] tab and click [Advanced].

2

Fules General I

IP secuiity policy general properties

Marme:
||P5ec

Description:

IPSec =]

Check for policy changes eveny:

I1 80 minute[z]

Key Exchang&lsing these settings:

Advanced |

Close I Cancel Apply

24. Check *Master key Perfect Forward Secrecy(PFS)’ and click [Methods...] in the
window below:

Key Exchange Settings ﬂﬁl

v Master key Perfect Fonward S ecrecy
Authenticate and generate a news key after eveny:

480 rhifubes

Authenticate and aenerate a new key after eveny:

|1 zession(s]

Protect identities #ith these security methods:
Methods... |

Internet Key Exchange [IKE] for Windows 2000
Jaointly developed by Microzoft and Cisco Spstems, Inc

ul.9 I Cancel
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25. Select ‘Encryption(3DES), Integrity(MD5), Diffie-Hellman(Med)’ in the window below
and click [Move up] to move the first row of the corresponding item. Click [OK].

sy

Pratect identities during authentication with these security

methods.

Key Exchange Security Methods

X

gl 3

Security Method preference order:

[ Type [ Encryption I Integrity [T
IKE JDES 5 H
IKE 3DES SHal b
IKE DES SHA1 L
IKE DES D5 L

L | i

Ok

dd
E dit

Remove

fawe up

Move down

Bl e

Cancel

26. Select IP Security Policies on Local Machine’ on the <Console> window. Select the item

newly created on the right corner of the window and right-click the [Assign] menu. Then,
policy assignment is changed into “Yes’.

“fi Console1 - [Console RaothIP Security Policies on Local Machine]

|y console window  Help

-1ojx|

|0 M| @ =l8lx]

“ Action Miew  Favorkes ‘

EEE R
I 7

EESEW

Tree | Favorites |

| bescription

[ Palicy Assigned

[ Console Root

8, 1P Security Policies on Local Machine

&4 client (Respord only)

cure Server (Requir,., For all IP traffic, always req...
Server (Request Secu... For all P traffic, ahuays req.

Commuricate normally (urs... Mo

No All Tasks

Delete
Rename

Properties

Help

»

ssiqr this plicy, attempt to make It active
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bar and double click the ‘IPSec Services’ item.

Services ;lglﬂ
Jﬁttmn Wiew H(—-’lml ‘@“ bR Il om ‘
Tres | hame [Description [ Status [ StartupType | LogOnas | 4|

W 8 Computer Browser Maintains a... Started  Automatic LocalSystem

%DHCP Client Manages n... Started Automatic LocalSystem

%Distributed Link Tra... Sends notif,., Started Automatic LocalSystem

%Dlstnhuted Transac... Coordinate... Manual LocalSystem

%DNS Client Resolves ..,  Started Automatic LocalSystem

%Event Log Logs event.., Started Aukomatic Localsystem

%Fax Service Helps you ... Manual LocalSystem

%FTP Publishing Service Provides F...  Started Autamatic Localsystem

gateman Started Automatic LocalSystem

%IIS Adriin Service Allows adr...  Started Autamatic Localsystem

%Indexing Service Indexes co... Manual Localystem

%Internet Connectio,,.  Provides n, Manual

ed
%Log\cal Disk Manager  Logical Disk. Started
%Lng\cal Disk Manage... Administrat...
Messenger Sends and ... Started
%Net Logaon Suppotks p...
%NetMeetmg Remote... Allows aut...
%Netwmrk Connections  Manages ... Started
%Netwurk DDE Provides n..,
S Network DOE DSDM Manages s. .

Automatic
Manual
Aukomatic
Manual
Manual
Manual
Manual
Manual

LocalSystem
m "
Localsystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
Localsystem

2=
General | Log Dnl Recovery | Dependencies I

Service name: Paolicydgent
Diizplay name:
D escription: Manages [P security policy and starts the 1SAKMP/0ak
Path to executable:
D:AwANMT S pstem32hlsass. exe
Startup type: Automatic j
Service status:  Started

Start | Stop | Fauze Fiesume |
“Y'ou can specify the start parameters that apply when you start the service
fram here.
Start parameters: I

’TI Cancel Apply

28. cClick [Stop] and click [Start] to restart the service in the window below:

27. Select [Start] = [Program] - [Administrative Tools] = [Services] in the Window task
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29. Verify the connection status of the firewall internal IP address through the ping
command at a command prompt. If responses like the window below are displayed, the
IP address is properly connected.

C:\>ping 192.168.0.1
Pinging 192.168.0.1 with 32 bytes of data:

Negotiating IP Security.

Reply from 192.168.0.1: bytes=32 time=5 ms TTL=255
Reply from 192.168.0.1: bytes=32 time=6 ms TTL=255
Reply from 192.168.0.1: bytes=32 time=4 ms TTL=255

Ping statistics for 192.168.0.1:

Packets: Sent = 4, Received = 3, Lost = 1 <25% loss>.
Approximate round trip times in milli-seconds:

Minimum = 4 ms, Maximum = 6 ms, Average = 5 ms
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PPTP Setting

Users are allowed to configure VPN with PPTP by using the installation CD and through
Windows update in Windows XP/2000.

CCAUTION | PPTP Setting in Windows XP/2000

In Windows XP/2000, the user can use DHCP client. If VPN PPTP client is connected while the
DHCP client is operating, errors will be found. To prevent this problem, close the DHCP client
operation on the [Start] - [Program] - [Administrative Tools] > [Services] menu of the
Windows PPTP client installed.

1. Double click the [My Network Environment] icon and select the [Property] item from
the Windows desktop. Double click [Create New Connection] on the upper right corner
of the screen to display the window below: Click [Next].

Network Connection

Welcome to the Network
Connection Wizard

Using this wizard you can create a connection to other
computers and networks, enabling applications such as
e-mail, Web browsing, file sharing, and printing

To continue, click Nest

< Back Next > Canicel

2. Select ‘Connect to the network at my workplace” and click [Next] button to select
“Virtual Private Connection’. Click [Next] to display the window below: Enter the Host
name or IP address and click [Next]. Enter the firewall external IP address and click
[Finish] button.

Network Connection Wizard

Destination Address
‘wihat is the name or address of the destination’

Type the host name o [P address of the computer or network to which you are
conhecting.

Hozst name or IP address (such as microsoft com or 123 45.6.78];
211.217.127.72

< Back I Nest > I Cancel
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3. Select [Start] > [Set] > [Network Connections] in the Windows task bar and select the
host name entered in the window above to display the login window below: Enter the
User name and Password to check if the VPN in a client is properly connected. Or, use
the ping command like the step 29 of ‘IPSec Setting’ to check the connection status.

Connect Yirtual Private Connection 2]

User name: IAdministratol

Password: Im

[~ Save Password

Connect I Cancel | Properties | Help |

After checking the VPN connection status, check if the shared directory of the internal
computer connected to VPN can be accessed.
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OfficeServ 7200 Data Server Quick Setup
Guide: Network, Firewall & DHCP

This Quick Setup Guide is designed to provide you with basic setup procedures of configuring your OfficeServ
7200 Data Server WAN1 port connecting to a DLS, Cable Modem or T1 for office wide Internet access sharing.

This Guide will also cover the basic setup for the followings:

e  NAT (Network Address translation): NAT translates IP address of your local area network to your public
IP address for the Internet.

e Firewall and Packet Filtering: OS 7200 stateful packet inspection firewall features include DoS
protection, blocking unwanted traffic from the Internet to your LAN, and blocking access from your
LAN to Internet locations or services that you specify as off-limits.

e Port Forwarding with NAT: Although NAT prevents Internet users from directly accessing the PCs on the
LAN, the firewall allows you to direct incoming traffic to specific PCs based on the service port number
of the incoming request.

e Data Server Access Control List: A list of hosts and/or networks permitted to access the ports and
services on the OS 7200.

e DHCP (Dynamic Host Configuration Protocol): OS 7200 dynamically assigns network configuration
information to attached PCs or network devices on the LAN using DHCP.

Before Setting Up Data Server

1. Poweroffall the hardware, including OS 7200, PCs, and cable or DSL modem.

2. Install the WIM board in OfficeServ 7200 Slot 1 and the LIM board in Slot 2.JP1,2,3,4 of WIM
should be installed toward the system back-board to ensure that WIM and LIM can be
connected through the back panal. If JP1, 2, 3, 4 are installed in reverse direction, use an
external Ethernet cable to connect between LAN port on the WIM module and one of the
ethernet port on the LIM module.

3. Connect the LAN port of your PC to any of the 16 Ethernet port on the front of the LIM
module by Ethernet cable. Repeat this step to connect more PCs or other network devices
to the LIM module.

4.  Connect your cable or DSL modem'’s Ethernet cable to WAN1 port of the WIM module.
5. Power on the cable or DSL modem, OfficeServ 7200, your PC and other network device(s).

6. Configure your PC IP address to 10.0.0.100, with subnet mask of 255.255.255.0 and gateway
address of 10.0.0.1. Execute Internet Explore in your PC and enter the default management
IP address 10.0.0.1 in the IP address window to connect to the system through Web. It is
advisable to use Internet Explorer Version 6.0 or higher.
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7.

Once the following window appears, enter
Password are ‘admin’admin’

the Login ID and Password. Default ID and

OfficeSery 7200 s enterprise IP solutions
‘made by samsung Electronics.
It provides integrated solutions for you

SO0

[ [admin |

[ Password | | ]

+ Bave Your 107

¥ Forget Tour 1D & Password?

I Overview

Configure the WANT1 interface using a static public IP or a dynamic public IP and set the LAN

port as an internal private network:

« Set WAN1 port to an external public IP (e.g., ADSL static IP Service or T1 with static IP

connecting via external CSU/DSU).
« Set the LAN port to private network of 1

« Set the PCIP to the private network IP (e.g., 10.0.0.100).

0.0.0.0/24.

IP

ISP Network

ADSL Modem/

External Network l

! Local Data Server
\ Management PC:
+10.0.0.100

_ Cable Modem/
T1 CSU/DSU

WAN 1: Public static IP
or dynamic IP

S~ IP Telephony & Data Se?ver

Intenal Network

WLAN Telephony & Data L

Access Point L7

© Samsung Telecommunications America, L.P.
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I Setting Data Server

1. selectthe [Firewall/Network] - [Management] = [Config] menu.

2. Check the 'NAT’and ‘Packet Filtering'items to enable these functionalities, and click the [Run]
button to start the configuration.

Click the [Next] button to move to the next step.

deess ] bae 170.0.0.1 e e =] P s ™

OfficeServ 7200

@ rome (@ My trfo € Logon

OF Administrator Firew alfNetwork | Switch | Router | Q0% | Status | VPN | 105 | DEM] | SIP ALG | System

Firewall On/Off Setup

7 Status

I T on/ort
NaT F maron
Packet Filtaring F Fimening on
)]

Copright & 2003 Sameng Electronics Co., Lid wE LD

| |4 ket

3. Clickthe [Start] button to perform the Firewall/Network function.

OfficeServ7200 ® Home @ My Info @ Logout

©8 administrator MNetwork&Fw | Switch | Router | QoS | Status | VPN | IDS | DSMI | SIP ALG | System

Firewall /Network

Slstatus Firewall/Network Configuration
WANL
DMZ Firewall/Network configuration wizard
LAN Firewall/Network canfigure wizard.
WANZ Security your LAM, WAN, DMZ,
SERIAL Tio start, click [Start].

Hetwork status
El Management

» Config

Remote Accept
Part Forward
Static MAPT

DB Delste List

El Filtering Service

URL Filtsring
TF Filtering
LAN config
SME
Copyright . 2003 Samsung Electronics Co., Ltd o
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4. Inthis Quick Setup Guide, we will only use WAN1 for internet connection and LAN port to
manage your private local network. So set the WAN1 port to ‘Primary WAN Line’and the LAN

port to‘Internal Line’ Click the [Next] button to move to the next step.

@ Home My Info @ Logout

OﬁiéeSew 7200

¢8 Administrator Metwork&Fw | Switch | Router | QoS | Status | WPN | IDS | DSMI | SIP ALG | System

Firewall/Network

H status Select the line for each LAN port.
W ANL
LA AN [Frimay wan line v
WANZ
SERIAL DMZ [mot used v
fetvioiclstats LN [nternal line v
SLALL L WANE [1ot Used v
» Config
SERIAL [hot Used v

Remote Accept
Fort Forward
Static NAPT
DB Delete List

prev. | [ Hext Cancel
B Filtering Service
URL Filtering
IF Filtering
LAN config
SME
Copyright . 2003 Samsung Elsctronics Co., Ltd o

5. setthe Primary Line Type

5.1. Static IP connection

If a static IP is used through Internet Service Provider, set to ‘Fixed Line’ Click the

[Next] button to move to the next step.

@ Home My Info @ Logout

OﬂiéeSew 7200

<8 Administrator Metwork&Fw | Switch | Router | QoS | Status | WPN | IDS | DSMI | SIP ALG | System

Firewall /Network

SIEETD Primary line selection
WANL

DMZ

LAN

WANZ

SERIAL
Wetwark status

» Config

Select Type

Remote Accept
Fort Forward
Static HAPT
DB Delete List

B Filtering Service

URL Filtering
IF Filtering
LAN config
SME
Copyright . 2003 Samsung Electronics Co., Ltd o

5.1.1.  Set IP,Netmask, Gateway information on the WAN1 port. Check with your ISP

for this information. Click the [Next] button to move to the next step.
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5.1.2.  If your Internet connection has multiple public IP addresses, under Primary
Multi-IP configuration, click [Add] to add more public IP address.

-2 QR 3P D

OfficeServ7200 ® Home @ my Info @ Logout

©8 Administrator Firewall/Netwark | Switch | Router | Qos | Status | VPN | IDS | DSMI | SIP ALG | System

Firewall/Network

£ status Primary Network Interface

wan

LAN

Address 172,161,100

wanz

SERIAL Netmask 255.255.255.0

MNetwork Stat

= = Gateway 172.161.1
a

» Config

Part ACL

Fort Forward
Static NAPT

mewektewt [ L @ [ mEmak ]

H Filtering Service

Primary Multi-IP configuration

(] 172.16.1.101 255 255 255.0
URL Filtering
1P Filtering O 172.16.1.102 255 255,255 ]
LAN config

Copyright . 2003 Samsung Electronics Co., Ltd SME 1.0

5.2. PPPoE (Point-to-Point Protocol over Ethernet)

If you use a DSL line and your DSL-based ISPs use PPPoE to establish Internet
connections, set the WANT1 Primary Line Type to ‘Primary PPPoE Client”. Click the [Next]
button to move to the next step.

@2 -QRdAED D

OfficeServ7200 @ Home @ My Info @ Logout

©& Administrator FirewallfNetwork | Switch | Router | QoS | Status | VPN | 1DS | DSMI | SIP ALG | System

Firewall/Netveork

E Status

Primary line selection

T
LAN
s
SERIAL
Network Status
& Hamagement
» Config
Port ACL
Port Forward

Static NAPT
Network DB List

B Filtering Service
URL Filtering
1P Filtering
LAN config

Copyright . 2003 Samsung Electronics Ca., Ltd SME 1.0
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5.2.1.  Enter your User ID and Password and click the [Next] button.

BRI

OfficeServ7200 ® rome @y Info @ Logout

#& Administrator Firewall/Network | Switch | Router | QoS | Status | PN | IDS | DSMI | SIP ALG | System

E Stats 3 H 1
atus Primary line selection
wanL
DMz
— Primars "y PPPoE Client -
wanz
SERTAL
Metwork Status
CLELT LG Hextey

» Config
Port ACL
Port Forward
Static NAPT
Hetwork DB List
B Filtering Service
URL Filtering
IF Filtering

LaN config

Copyright . 2003 Samsung Electronics Co., Ltd SME 1.0

5.3.  Obtain an IP Automatically

If your ISP automatically assigns an IP address, set the WAN1 Primary Line Type to
‘Primary DHCP Client’ Click the [Next] button to move to the next step.

5.3.1. The line will be automatically configured. Click the [Next] button to move to
the next step.

6. WAN1 ICMP Packet Reply settings determine if OS 7200 would respond to Ping command
from external network. By default these settings are disabled.

7. WAN1 DDOS Prevention List settings enable the system to automatic detect and thwart
Denial of Service attacks using the listed hacking programs.

8.  WAN1DNS configuration sets the DNS address of the WAN1 port. Please check with your ISP
for DNS server settings. Click the [Next] button to move to the next step.
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9. Set the LAN port line type set as ‘Internal Line’ to ‘Internal private network’ Click the [Next]
button to move to the next step.

e-s 0B d

EEEE

OfficeServ 7200

©2 Administrator

Fireweall /Network
 Status
WANL
oMz
Lan
Wz
SERIAL
Hetwark Status
5 Management
» config
Part ACL
Port Forward
Static NAPT
Hetwark DB List
E Filtering Service
URL Filtering
IP Filtering

LAN config

Firswall/Netwark | Switch | Routsr | QoS | Status | VPN | 105 | DSMI | SIP ALG | Systam

Internal line selection

Internal private netwark

Copyright . 2003 Samsung Electronics Co., Lid

@ Home @ My Info @ Logout

SME 1.0

]0. Set the LAN interface network. Enter 10.0.0.1 as IP. Click the [Next] button to move to the

next step

T > 0Ba

T

OfficeServ 7200

8 Administrator

Firewall/Network
B status

WANL

oMz

Lan

WANZ

SERIAL

Network Status
E Management

» Config

Port ACL

Port Forward

Static NAPT

Network DB List
Bl Filtering Service
URL Filtering
1P Filtering

LAN config

Firewall/Network | Switch | Router | QoS | Status | VPN | 1DS | DSMI | SIP ALG | System

Internal line Network Interface
I A
Address 10.0.0.1
Netmask 255.255.255.0

Internal line Multi-IP configuration

e eme

Copyright . 2003 Samsung Electronics Co., Ltd

@ Home @ My Info @ Logout

SME 1.0

© Samsung Telecommunic

ations America, L.P.




|| Home Page | || Table of Contents

711. savethe settings(Steps 1-10) in database. Click the [Next] button to move to the next step.

Ce 1LY L

OfficeServ7200 ® Home @ty Tnfo @ Logout

& Administrator Firewall/Netwaork | Switch | Router | QoS | Status | VPN | IDS | DSMI | SIP ALG | System

Firewall/Network

SiStatus Set your configuration DB name.

LAN

Name PubliclP
WANZ
SERIAL Description basic set

Hetwork Status
El Management

» Config

Part ACL
Part Forward
Statie MAPT
Metwork DB List

Bl Filtering Service
URL Filtering
IP Filtering

LAN config

Copyright . 2003 Samsuna Electronics Co., Ltd SME 1.0

12. 1o apply the settings to the system, click the [Save] button, and click the [OK] button. If the
[OK] button is not pressed, the settings are not applied to the system.

-2 QB d | AxFP

OfficeServ7200 ®tome @ Hy Info @ Logout

©8& Administrator Firewall/Netwark | Switch | Rauter | QoS | Status | VPN | IDS | DSMI | SIP ALG | System

Firewall/Network

B status Before you apply or save the configuration
WANL
LA To apply the configuration DB now, just dick [OK] butten, Click [Save] butten if you just save
Az the file for ater use. If yau gave 1P(different from the internal network IP) to the internal
SERIAL

network interface, reconfigure 1Ps in your internal network.
Network Status

= Management
» Config
Part ACL
Fort Forward

Static NAPT
Hetwork DB List
B Filtering Service
URL Filtering
IP Filtering
LAN config

Copyright . 2003 Samsung Electronies Co., Lid SME 1.0
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13. Configuring Port Forwarding

Go to [Firewall/Network] -> [Management] -> [Port Forward] to configure Port Forwarding.
Although OfficeServ 7200 NAT router prevents Internet users from directly accessing the PCs
on the LAN, the firewall allows you to direct incoming traffic to specific PCs based on the

service port number of the incoming request. If a range of port is required to be specified,
use the ‘Static NAPT  menu.

-2 -0A QAT

OfficeServ 7200 ® Home @ My Info @ Logout
©& Administrator Firewall/Network | Switch | Router | QoS | Status | VPN | IDS | DSMI | SIP ALG | System
SiStatue NAT/NAPT Port Forward

want

omz

an

e r  [Fzweaa | e | [oosem | e [EEE

seriaL

Delete

et Stz
E Management

Config

oK

e o]

» Port Forward

Static NAPT

Metwork DB List
E Filtering Service

URL Filtering
1P Filtering
LAN config

Capyright . 2003 Samsung Electronics Co., Ltd SME 1.0

14. Configuring Port Access Control List

Go to [Firewall/Network] -> [Management] -> [Port ACL] to configure Port Access Control
List. As the ‘Packet Filtering’ service is enabled, all external networks are restricted from
accessing the Data Server. The Data Server Access Control List allows specific external
servers or hosts to access the firewall based on port and protocol. If the port is set to ‘0:, the
access to all ports is allowed. Click the [OK] button to move to the next step.

B EFIEEEE

OfficeServ7200 @ rHome @ iy 1nfo © Logout
©8 Administrator FirewallfNetwork | Switch | Router | Qo3 | Status | VPN | IDS | DSMI | SIP ALG | System
B status Data Server Access Control List

WAL

oz

Lan

O [Fzies0 or Al

a2

SERTAL O [irzteaz00 | Er— e

Metwork Status
& Management Delet

Config

) Port ACL

Port Formsrd

Static NAPT
Network DB List
B Filtering Service
URL Filtering
1P Filtering
LAN config

Copyright . 2003 Samsung Electronics Co., Ltd SME 1.0
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15. Configuring Packet Filtering

OS 7200 uses packet filtering to restrict the LAN network users from accessing the internet
based on IP address and port and/or domain name and port. This can be configured under
[Firewall/Network] - [Filtering Service] = [URL Filtering] and [IP filtering] menus.

-5 QR deEEI

OfficeServ7200 @ Home @ vy 1o @ Logout

28 Administrator Firewallfetwork | Switch | Router | QoS | Status | WPN | IDS | DSMI | SIP ALG | System

Blocked URL list

O 10.0.0.0 255.255.255.0 jwivw.mp3download.com
LAN config
Copyright . 2003 Samsuna Elsctronics Co, Ltd SME 1.0

r  [woosm ~ [po | oot [ess.255.2550  [nostie] [_tist

Add Delete
r Foessn |~ fow] [ooos [sssszss0 | [nome =]
Copyright & 2003 Samsung Electronics Co., Ltd SME 1.0

16. Configuring DHCP Server

OS 7200 dynamically assigns network configuration information to attached PCs or network
devices on the LAN using DHCP. By default, OS 7200 DHCP function is disabled. Go to
[DSMI]-> [DHCP server] -> [Configuration] menu, select LAN ‘Internal Network’ and click the
[Next] button to configure the DHCP server.

-2 - A QBT B

OfficeServ7200 © Home @ My Info @ Logout

© Administrator Firewall/Network | Switch | Router | QoS | Status | VPN | IDS | DSMI | SIP ALG | System

B b5t tanfiguration| DHCP Server Interface Selection

SM Interface
Module Interface

LAN INTPRY. 2
B phs
Nexte>
e
Man
VoIP Status
Leases Status Copyright © 2003 Samsung Electronics Co., Ltd SME 1.0

B voIP NAPT

Status
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17. create an IP Pool to be assigned from the DHCP service. The figure below shows that an IP
Pool for a data terminal(PC) is created.

If you want to create an IP Pool to be assigned to ITP, set the range of an IP to be assigned to
‘IP Phone IP Range’If authentication method is set to ‘HOST; the authentication is performed
as the preset’'HOST ID’,

- QA EG S

OfficeServ 7200 ® Home © My Infa @ Logout

8 Administrator Firewall/Netwark | Switch | Router | QoS | Status | VPN | 1DS | DSMI | SIP ALG | System

DHCP Server Configuration

& DSMI Configuration

SM Interface Sub Network Broadcast Address | Router Address

Module Interface

LaM 10.0.0.0 10.0.0.255 10.0.0.1

CALL 10.0.0.2 10.0.0.1 255.255.255.0 HOST = |[SME_MCP

FEATURE | [ [ [wone =1 [

Management

=l DHCP Server

¥ Configuration

Management
WolP Status

Leases Status

Status ¥ Slots Select

110 — N [
12 0 — N [
13 0 — N [
14 | [
15 [ [
21 I |
220 . | |
23 @ [rooos [4s000  [romo1 [255.255.255.0
240 (. | |
2.5 F [tono4 [ssooa [togod [es5255.2550

POOL ~ none =] [ List B

:

A Coalas, 2

r 10.0.0.50 o |90 10.0.0.1 255.255.255.0 HOST x Llst

Add Delete
O [10.0.0.220 ~ [zzo [toooa [z55 2552550 [wone = st B |

Add Delete

Copyright @ 2003 Samsung Electronics Co., Ltd SME 1.0
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18. Go to [DSMI] -> [DHCP Server] -> [Management], press the [Run] button to execute the
DHCP service. If the DHCP Server is required to automatically start when system reboots,
check'DHCP Server auto-start when system boot’and press the [OK] button.

-+ -0 AAme B

OfficeServ 7200 @ Home @ My Info @ Logout

©8 Administrator Firewall/Metwark | Switch | Router | Qo8 | Status | VPN | IDS | DSMI | SIP ALG | System

DHCP Server Management

E DSMI Configuration

ELJIGEATD Internal Network Gurrent States Running/Stopped

Module Interface

LaN RUARING Stop
E DHCP Server
Configuration H DHGP server auto-start when system boot

» Management
VoIP Status

Leases Status
EaitAr Copyright & 2003 Samsung Electronics Co., Ltd SME 1.0

Status

719. You can check the DHCP client lease status by selecting [Lease Status] Menu.

- A DG

OfficeServ 7200 ® Home @ Hy Infe @ Logout

@8 Administrator Firesvall/Netwark | Switch | Router | QoS | Status | VPN | IDS | DSMI | SIP ALG | System

DHCP Active Lease Status

El DSMI Configuration

SIS 1P Address Lease Start MAC Address

Maodule Interface

Managernent 10.0.0.226 25/05/2005 06:51:49 25/05/2005 07:51:49  00:0d:60:7e:17:c0
10.0.0.228 25/05/2005 06:51.07 25/05/2005 07:51:07 00:02:a5:13:70:d2
B DHCP Server
10.0.0.230 25/05/2005 06:40:43 25/05/2005 07:40:43 00:03:23:00:19:24
Configuration
Management
eI ERT Copyright & 2003 Samsung Electronics Co., Ltd SME 1.0

¥ Leases Status
Bl ¥oIP NAPT
Status
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OfficeServ 7200 Data Server
Software Upgrade Quick Setup Guide

This Quick Setup Guide is designed to provide you with basic setup procedures of upgrading your
OfficeServ 7200 Data Server software.

STEP 1: Install the WIM and LIM

1. Before you begin, power down the OfficeServ 7200 system. Insert WIM to Slot 1 and LIM to Slot
2 of the system (Basic or Expansion). In order to connect the WIM and LIM via the back panel of
the system, the Jumpers on WIM module JP1 through JP4 should be set toward the back of the
module as shown in the Figure 1-2 below.

Figure 1-1

Connect the WIM module’s LAN port to
LIM on slot 2 using the Ethernet port of
the front panel.

Figure 1-2
Connect with the LIM on slot 2
through the back panel.

Figure 1. Jumpers JP1 though JP4 on the WIM Module

2. Power on OS 7200. Connect one end of an Ethernet network cable to one of the LAN ports on
the LIM module, and the other end to an Ethernet port on a PC.

STEP 2: Configure the PC

The LAN port on the WIM has the default IP address of 10.0.0.1/24. In order to connect to OS 7200
Data Web Management, configure your PC IP address to the same network. The following instructions
apply only to Windows 2000 or XP.

1. Click the start button, select Settings and click the Control Panel icon. Double-click the
Network and Dial-up Connection icon.

2. Select the Local Area Connection for the applicable Ethernet adapter. Double-click the Local
Area Connection and select the Properties button.

3. Highlight Internet Protocol (TCP/IP), and select the Properties button.

© Samsung Telecommunications America, L.P. 1
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4. Select Use the following IP address. Set the IP address to the following:
IP Address: select from the range of 10.0.0.2 - 10.0.0.254

Subnet Mask: 255.255.255.0
Default Gateway: 10.0.0.1

5.  Click the OK button to complete the PC configuration.

STEP 3: WIM Software Upgrade

1 Open Microsoft Internet Explorer (version 6.0 or above) and enter the IP address of the LAN port
on the WIM module in its Address field (The defaultis 10.0.0.1). Press the Enter key.

2. A password request screen will appear. Enter the default ID and Password, (the default ID and
Password are admin, admin in the lowercase letters). Then click the OK button and following
screen will appear:

) OfficeSery 7200 Web Manager - YoIP - Microsoft Internet Explorer == 5”

Elle Edit View Favorites Tools  Help ‘

dmback + = v @) at | Qisearch  (GFavortes EiMeda o4 ‘ B Soi-= &

Address | hetp://10.0.0.1/data_main_ds hm | @ ‘L\nks B

OfficeServ7200 @ Home @ My Info @ Logout

& Administrator

OfficeSery 7200 provides the optimized solution for small and medium sized offices,

which need maore compact and powerful communication infrastructure,

The convergence of voice and data in OfficeSery 7200 provides cost efficiencies in investment and
maintenance of communication infrastructure,

= IP Convergence Key system (Wired + Wireless, Voice + Data communication)

= Yoice over WLAN

= Router, Firewall, IDS (Intrusion Detection System), YPM, Home working supported
> 10Base-T/100Base-Tx Ethernet, Long Distance Ethernet service

= 10 Universal Slot within 2 cabinets, up to 128 users

> Enhanced IR/TDM networking

mData

You can manage the Data Server of a
OfficeSery 7200 System.

J' - = Firewall Configuration
E \}ill I) = Network Configuration
; 1y .

= Network Status

= System Management

&] T [ ntermet

3. Clickon Data, and select System on the top menu bar. Under System, the sub-menu will appear
on the left hand side of the panel. Select Upgrade -> Package, as shown in the figure on the
following page.

© Samsung Telecommunications America, L.P. 2
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fle Edt Wew Favortes Took Help

=18] x|

=Back ~ = - (D &} | @search [GFavortes Eiveda 8 | By Sh = - 5] e

Address [ http:/10.0.0.1/data_main.htm

= @co |Liks >

OfficeServ 7200

#8 administrator

= DB Config
Change
Save/Dslete
Import/Export
H Log
Loa Config
Loa Report

Firewpll/Network | Switch | Router | QoS | Status | VPN | IDS | DSMI | STP ALG | System

® Home My Info @ Logout

Select package upgraded

Package version Upgraded Date

1.10 Mar 29 2005

Select upgrade method

Log Download upgrade Method Upgrade Server 1D

El NTP Server & TFTR
Config © HTTR
Management
Remote Access

=
» Package
Systerm DB List
Reboot

|1 Pere [@ Teermet

4. Under the Select package upgraded, enter the new WIM S/W package version X.XX in the
Package Version field. Under the Select upgrade method, select the HTTP and click OK. If you
are using Windows XP, please turn off the pop-ups blocker for the OS 7200 Data Web
Management site (under Internet Explore Tools menu, select ‘Always Allow Pop-ups from This

Site...).

5. TheFile upload pop-up window appears. Click the Browser to search the upgrade file in the
format of ‘ds-pak-v{version_number}.tar.gz’. Click OK to start the upgrade process as shown
in the Upgrade result window below.

) :: OfficeServ 7200 - Enterprise IP Solutions : upgrade - Micrusuﬂ:'f == =]
Upgrade
[ bgraderesar
upgrading....
DataServer(ds-pkg-v1.10.tar.gz) Package Downloading ...
DataServer Package Downloading ... Succeed
Stopping The Services ...
Urount File System ...
KERMEL IMAGE Freezing ...
KERMEL IMAGE Freezing ............. Success
RAMDISE IMAGE Freezing ...
RAMDISE IMAAGE Freezing ........... Success
APPLICATION IMAGE Freezing ...
@ Done ,_,_|_|° Inkernet v
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6. Oncethe upgrade process is completed and successful, click OK to reboot the system.

F R
<A http:#10.0.0.1 - :: Office Serv. SME - Enterprise IP Solutions :: -... |._|

Upgrade result

Upgrade result

Success Are vou rebooting now?

[ ik ” Cance| I

@ # Internet

7. After the system is back in service, before log back into the Web Browser Data Server
Management, please remember to clear the temporary cache in your Internet Explorer. Under
Internet Explore, go to Tools -> Internet Options, and select Delete Files and Delete Cookies.

© Samsung Telecommunications America, L.P. 4
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ALG
AH
ARP

CTI

DHCP
DNAT
DNS
DRR

ESP

HDLC

Application Level Gateway
Authentication Header
Address Resolution Protocol

Computer Telephony Integration

Dynamic Host Configuration Protocol
Destination Network Address Translation
Domain Name Server

Deficit Round Robin

Encapsulating Security Payload

High-level Data Link Control



IDS
IGMP
IKE
IPSec

LAN

NAT
NMS

PPP
PPPOE
PPTP
PVC
PVID

STP
SMTP
SNAT
SNMP

VLAN

Intrusion Detection System

Internet Group Management Protocol
Internet Key Exchange

IP Security Protocol

Local Area Network

Network Address Translation
Network Management System

Point-to-Point Protocol
Point-to-Point Protocol over Ethernet
Point to Point Tunneling Protocol
Permanent Virtual Circuit

Port VLAN Identification

Spanning Tree Protocol

Simple Mail Transfer Protocol

Source Network Address Translation
Simple Network Management Protocol

Virtual Local Area Network
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