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Introduction

Welcome to the RLCatalyst Command Center user-guide. This user-guide is designed to provide

documentation for users who will be installing, administering and using the Command Center
product.

What is RLCatalyst Command Center

RLCatalyst Command Center is a cloud-based software product that can be used to monitor
services and their underlying infrastructure. The product provides early detection and warning of
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problems in the targeted services or infrastructure. The product also provides capabilities to
integrate problem tickets and capture incident details which can help to narrow down root cause.

Getting Started

You will be provided the following pieces of information in your starter kit:

Keep this information handy as you go through this guide and configure your system.

Planning your deployment
RLCatalyst Command Center is capable of multi-tenancy. Using the same instance of the

software, you can create several tenants. Each tenant can configure his own machines for
monitoring. Each tenant can also configure his own cloud accounts and get an independent view
of his cloud assets.

The landlord can create new tenants in the system.

Creating your first tenant
To plan the creation of a new tenant, use the planning sheet in Appendix A to collect all the

information required upfront. Keep the sheet handy as you go through the following steps.

Open a browser (we recommend Chrome or Firefox). Enter the Application URL provided. The
login page should open.
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Register with us and monitor

Image 1 - Login Page

To register a tenant, click on the Register link which is available on the login page & application
will display Register screen to the user.
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Image 2 - Register Account Page

Use details from Appendix A for Company Name, User Name, Email & set the Password as per
Password policy. Click on Create Account button. You will see a Thank You screen confirming
that a verification email has been sent to the email address registered.

Thank You!

verfication link mail is on it's way to
radha.yalavarthi@relevancelab.com
Click to login

Image 3 - Verification email sent

Page 4
www.relevancelab.com



“n._@®
relevance lab

Check the verification email delivered to the registered email address & click on the verification
link to activate the account. On successful validation, tenant will be allowed to login into the

Command Center.

N no-reply@verificationemail.com
radha.yalavarthi@relevancelab.com verification link

To radha.yalavarthi@relevancelab.com

Dear cognizant,

Welcome to RLcatalyst Command-Center

To activate your account Please click link
https://cc.rlcatalyst.com/verify?user=cognizant/cognizant&code=386120

Image
4 - Verification email (sample)
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Logging in as a tenant

Open a browser (we recommend Chrome or Firefox). Enter the application URL provided. The
login page should open. On the login page, fill the Company, User and Password fields as
captured in Appendix A. Then click the Login button. You will see the landing page.

e Business Service Status View — by default this will not show any data. You will need to
configure business services following the instructions in this guide.

e Service Health — providing a quick way of viewing at a glance, if any of the linked services

(across BSM'’s) are in alarm state (Yellow & Red). By clicking on critical/warning service
card, the system shall navigate to the Services page and should show the Service and
Nodes tabs related to selected service.

e ServiceNow Ticket Snapshot — by default this will not show any data. You will need to
configure a Service Now account following the instructions in this guide.

e BOT’s Summary (Total)- We need to configure a Catalyst Account to view the count of Bot’s

summary.
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Image 5 - Dashboard View of Business Services
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Historical BSM Health Indicator:

Historical BSM Health Indicator gives you the ability to see the trend of the BSM over last 30
days as a consolidated view. Using this view, the user can then navigate to specific outage view
of interest.

The view can be available with a “Trend Icon” on Top-Left of BSM View and clicking that can
show the Consolidated status of all BSM over last 30 days with appropriate status.

2o n

Service Now (Today)

Image 6 - Trend Icon
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Historical Status Dashboard Thu Aug 08 2018 18:16:48 GMT+0530 (India Standard Time)
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Image 7 - Historical Status Dashboard

Clicking the link of Outage (Red) or Partial Outage available in the Historical Status Dashboard will take
you to the appropriate Outage Drill-down page

[ HISTORICAL STATUS DASHBOARD ccaa
HEALTH OUTAGE COMMUNICATION
i=History |~ Trend 23-06-2018 g|
Service name: CCQA
Detected Time Resolved Time Downtime Incident Id Availability Action
Jun 23, 2018, 4:46:06 PM Jun 23, 2018, 4:48:00 PM 2m - 99.072% ® |l = A
Jun 23, 2018, 5:23:38 PM Jun 23, 2018, 5:45:00 PM 21m INC0039741 98.90% ® |lu 2= A
Jun 23, 2018, 6:06:21 PM Jun 23, 2018, 6:09:00 PM 3m INC0039749 98.456% ® | = A
Jun 23, 2018, 6:14:51 PM Jun 23, 2018, 6:21:00 PM 6m INC0039751 98.368% ® [ 2= A
Jun 23, 2018, 11:15:220 PM Jun 23, 2018, 11:18:00 PM 3m INC0039757 98.106% ® = A

[ e

Powered by RL Catalyst Relevance Lab Pvi. Ltd All rights reserved. 1.6.0-2 / Help

Image 8 - Outage Drill-down page
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Configuring Cloud Credentials
RLCatalyst Command Centre gives you the ability to view all your cloud assets (spanning across
providers and accounts) in one place. These assets include:

e Virtual Machines

e ELBs

e Security Groups

e Networks

Configure your Cloud Account Details in the Command Centre Settings to view all your cloud
assets in one place. Command Centre collects the information from the configured cloud
account periodically. You can configure the interval in which this information refreshes.

BUSINESS SERVICES PROVIDER SETTINGS
#]|
Account Name Provider Authentication Time Zone Schedule Created On Action
BOTs RLCatalyst Password IST Every 2-Minutes Once 23/07/2018, 18:05:09 V|
Sensu Sensu Password IST Every 1-Minutes Once 23/07/2018, 18:05:30 P |
AWS AWS IAM EST Every 2-Minutes Once 23/07/2018, 18:21:20 VN |
snow ServiceNow Password IST Every 1-Minutes Once 23/07/2018, 18:36:17 P |
Image
9 - Settings

In Provider Settings, we have categorized the providers based on their services. Depending on
Category selection Provider List will load the available vendors.
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& SETTINGS

Account Name

AWS
SENSU
SNOW

GCP

Provider

AWS
Sensu
ServiceNow

Google Cloud

Add Provider

Account Name *

Account Name should be unique

Provider Categories *

I Choose Category.

| {mmao-n

System Monitoring

Cloud
ITSM

Automation

I Choose Time Zone
Authentication Type *
I Choose Authentication Type

Schedule * Repeat *

I 1 I Minutes

Close

Powered by RL Catalyst Relevance Lab Pvi. Ltd All rights reserved. 1.7.1-2/ Help

Image 10 - Provider Categories

Command Center will support for following Cloud Account providers.

¢ Microsoft Azure
« AWS
* Google Cloud

To configure a cloud account:

1. Click on the Settings icon in the top bar.

2. Click on the Provider Settings tab

3. Click + button and add your cloud account credentials in Settings with the details
captured in Appendix A. Example provided below is for a Microsoft Azure account.

Field
Account Name
Vendor

Time Zone
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Enter a Friendly name
Choose Azure
Choose IST

1/07/2018, 17:15:20

{1/07/2018, 17:18:55

110712018, 17:22:29

3/08/2018, 19:45:17

P e =

Action
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Authentication Type Choose OAuth

Client ID Enter the Client ID of your
Azure application E.qg.:
9812d575-dja-4b48-8434-hdgh

Client Secret Enter the Secret key of your
Azure Application

Grant Type Enter the text ‘client credentials’

Resource https://management.azure.com/

Subscription 1D Enter the Azure subscription ID

Tenant ID Enter the Azure Tenant ID

Schedule Enter the Time Interval for

collecting data from Cloud
Repeat Choose the Interval Type —

Minutes/Hourly

Note: To get the Client ID and Client Secret key, create an application in Azure and set the Role
as Reader. To set the Role, Go to Subscription->Resource Group->Access Control
(IAM)>Add>Permissions->Add Reader Permission
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Add Provider

Account Name *

I Azurs

Provider * ‘

I Microsoft v
Time Zone *

I AsiaKolkata(IST) \ £

Authentication Type ©

oAuth v :
ClientID *

Grant Type *

I client_credentials ‘
Resource *

I hitps://management.azure.com/

Subscription 1D *

I d8513124-1782-42d8-08c7-bGoad54b3a51

TenantiD "

I 9212d575-dja-4b48-8434-hdgh| |

Schedule * Repeat *

I 1 I Minutes y

(9]
(2]
n
w

Image 11 - Add cloud account details

Viewing Cloud Assets

From the menu at the top left of the top bar, choose CMDB. Cloud assets will be listed once the
Cloud Credentials are added in Settings. From the dropdown choose the cloud account and
get the summary view and list view as shown in screenshot. The CMDB lists the following: e
Virtual machines

e Disks

e Security Groups

e Network Cluster

e Compute Databases
e Load Balancers
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If the assets are tagged, the same information will be fetched into CMDB also.

You can filter the CMDB assets view by clicking on buttons “All, Running, Monitoring “which is
available in the right corner just above the table. By default, ALL filter should be selected. ALL:

displays all the nodes (Active & Inactive)

& cuoe
Cloud CMDB
32 29
o il
Aws v [sem a | v [ | |
Name AssetiD Public-IP/Private 1P Tags Status Action Last Updated Zone
o co-apppr..  -Of2a%20c371430 172.47.2.104 Name - phosnis © @ 99,2018, 5:04:1 S p—
phoenix-natinstance O2cefb211dE53844 125870740 172.472.17 Sl Catalyst @ @ 13,5041
phoenix-cmp -04c28ca0a1052d484 17247277 Sl Cataiyst ® © 49,2018, 5:04:1 . 2
chaf-cont -082280:3d98001207 1723121.188 ops @ © g 9. 2018, 5:04:1 :
phoenix-devops -03342601360350c50  13.188.62.78/ 172.17.2.10 Name : phoenix-d @ @ Aug9.2018, 5041 us-eas t-2/us-east- 2
-0234d60165324201e  16.216.103.104/ 172.17.2.68 Name : Neo-QA @ (@] 9.2018, 5:04:1
172.47.270 s @ ©  age.2018 5081
phoenix-bastion -0bbBdCS0445646330  18:210.211.200/ 172.17.2.18 8i @ (@] Aug ©, 2018, 5:04:1
1-00204878720708a¢ 172.17.2.05 Bl cataiyst @ @ Augo.2018.5081.  usesstouseastze
nnnnnnnn cqs  Oedassstasisisese 12172108 - @ @ awgo.20185061.  usesst2usessize
.
Powarad by RL Cataiyst Relevance Lab Pyt Lid Allights rasenved. 17.1:2/ Help

Image 12 - CMDB view of cloud assets (ALL)

Running: displays all the running nodes
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& CcMDB

Cloud CMDB

ES

Aws v| [searen a =3

Name AssetD Public-IP/Private-IP Tags Action Last Updated Zone

phoenix-ri-cc-app-prod -07323f820c3714280 17217.2.104 Name - phoenix-ri-c (@) Aug0.2018,5:16:18PM  us-east-2us-east-2c
phoenix-nat-instance -0f2cefb21fd8538d4 12.58.70.74/ 172.17.2.17 Bill : Catalyst @ Aug 8, 2018, 5:18:18 PM us-east-2/us-east-2c

phoenix-devops -03342601360350¢5¢ 18.188.62.78/ 172.17.2.10 Name : phoenix-dev. (@)) Aug©,2018,5:16:18PM  us-east-2/us-eas
Neo-QA i-0234460155324201e 18.216.103.104/ 172.17.2.58 Name : Neo-QA (@))] Aug©.2018,5:16:18PM  us-east-2/us-east-2¢
phoenix-bastion -DbbBdcS0445640330 18.219.211.200/ 172.17.2.18 Bill : Catalyst (o)} Aug©.2018, 5:18:13PM  us-east-2us-east-2c
phoenix-cc-util 1-0dc0487970706abf 172.17.2.95 Sill : catalyst @ Aug0,2018,5:18:18PM  us-east-2/us-east-2c
ph 4a58413648: 172.17.2.103 Name : phoenix-cc-ga (@) Aug 8, 2018, 5:16:18 PM us-east-2/us-east-2¢
Nginx-RLC i-016d08200852006ed 54.67.35.103/ 10.0.0.225 Name : Nginx-RLC @ Aug ©.2018,5:16:18PM  us-west-1/us-west-1b
RL-Twiki i-0111285400d4c36d 184.160.233.241/ 172.31.26.226 Name : RL-Twiki (@))] Aug©,.2018,5:16:18PM  us-west-/us-west-1c
Nat_New -7bd58ece 52.8.66.52/ 10.0.0.244 Owner : Relevancelab @ Aug©,2018,5:18:18PM  us-west-1/us-west-1b

«

Powered by RL Catalyst Relevance Lab Pvi. Ltd All rights reserved. 1.7.1-2/ Help —

Image 13 - CMDB view of cloud assets (Running)

Monitoring: displays the monitoring nodes health services, Node, ELK Log Icons.
Clicking on Services, Node & ELK Log Icons shall take the user to respective pages.
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& CMDB

Cloud CMDB

Name AssetID Public-IP/Private-1P Tags Health Last Updated Zone
Catalyst i-02a0a32097509af15 18.221.56.159/ 10.0.0.212 Name : Catalyst o O i Aug 9, 2018, 5:18:19 PM us-east-2/us-east-2a
NginX i-0193801840f6d77a6 18.223.8.3/10.0.0.197 aws:cloudformation:| o L Aug 9, 2018, 5:18:19 PM us-east-2/us-east-2a
Powered by RL Catalyst Relevance Lab Pvi Ltd All rights reserved. 1.7.1-2/ Help m

Image 14 - CMDB view of cloud assets (Monitoring)

Configuring Business Services

Add Business Services to be monitored in the dashboard view. Each service added will be
monitored in the predefined interval. The Business Services will appear as cards in the
dashboard each showing the latest status of the service. Clicking on a card will show you a drill
down view of the service with the alerts related to the service and the outage trends. Use the
Business Services information captured in Appendix A as you follow the steps below.

To configure a business service
1. Click the + icon in the dashboard view to bring up the Add Service dialog.
2. Add the Business Service URL (should be accessible from the Command Centre)

3. Enter an alias or a name of the service. This will be the name displayed on the card in the
dashboard.

4. Provide an email ID to which alerts will be send during Outages. You can provide more than
one email ID separated by commas.

5. A verification e-mail will be sent to each email ID provided above. Clicking on the link in the
email will confirm the email ID for receiving emails.

6. Check the box to get email notifications for linked services
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Add Service

Service URL

Service Name

Email IDs
Enable email notification for dependant services
Scheduler
I 1 I Minutes v

Close

Image 15 - Add Business Service

Configuring the Catalyst Account

Configuring a Catalyst account allows you to access the summary of BOT runs on your

dashboard page. It also enables the Remediation and Auto-Remediation features.

To configure a catalyst account:
1. Click on the Settings icon in the top bar.
2. Click on the Provider Settings tab
3. Click + button and add your catalyst account credentials in Settings with the details

Page 16
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Field

Instructions

Account Name

Enter a Friendly name

Vendor Choose RLCatalyst
Time Zone Choose IST
Authentication Type Password

URL to your RLCatalyst Instance
E.g.: https://neo.rlcatalyst.com/

Host

User Name Enter User Name
Password Enter Password
Page 17
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Schedule
Enter the Time Interval for collecting
data from Catalyst
Repeat
Choose the Interval Type —
Minutes/Hourly
# SETTINGS Add Provider

Account Name *
I BOTs
Pru\;ider a

Account Name Provider I RLCatalyst .

5 5 Time Zone *
I Asia/Kolkata(IST) v
Authentication Type *

AZRenggsandbox Microsoft I Basoword .
Host *

s S I https://neo.ricatalyst.com/
User Name *

SNOW ServiceNow I superadmin
Password *

AWS1 AWS I ..............

Discover *

Powered by RL Catalyst Relevance Lab Pvt. Ltd All rights reserved. 1.6.0-2 / Help

fted On

03/2018, 18:36:41
04/2018, 14:18:23
06/2018, 18:23:41
06/2018, 11:54:54

0672018, 18:32:15

Action

-

2o 2

Image 16 - Add RL Catalyst Account

When you add a Catalyst account, BOTs Summary panel will appear on the dashboard.

Installing the Monitoring agents
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RLCatalyst Command Centre uses monitoring agents that run on the individual machines being
monitored. Monitoring Agents can be installed manually or via an automated way through
RLCatalyst.

Install Agents through RLCatalyst

RLCatalyst installs monitoring agents in the target nodes on which the Business Services are
running. This is done via a bootstrapping process which will install system monitoring, app
monitoring and services monitoring agents into the instances. Once installed, the real-time
monitoring alerts will be available under RLCatalyst Command Centre > Services and
RLCatalyst Command Centre->Monitoring Tools

Login to <customer name>neo.rlcatalyst.com with the given credentials e Go to Work zone.
e Click on the tree on the left to choose the Organization, Business Group, Project and

Environment. By default, there will be

o Organization with the customer name

o Business Group ‘DevOps’
o Project ‘Demo Project’
o Environments - <customer name>_EVL,

<customer name>_DEV,
<customer name>_QA, <customer name>_PROD, <customer nhame>_ DEVOPS

e Choose one of the environments

e Click on ‘Import’ button. Enter the IP address of the instance, credentials and Import. The
agents will be installed automatically when imported.

Note: The checks added for monitoring your services in Consul should be tagged/grouped
properly with the business service name that has to be listed in the Dashboard View. RL
Team will provide necessary help to get the service checks added

Installing monitoring agents on a Linux machine using a downloaded script
Note: Perform the following steps on each machine listed under each Business Service in
Appendix A.

Prerequisites

1. To configure a machine or VM for monitoring with Command Center the following ports need
to be opened in the firewall: 8301 ,8302 ,8500,8600, 3030
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2. You need sudo privileges to install the clients
3. The machine should have a public IP address to communicate with the monitoring servers.

Procedure
1. Download the agent_ installation.tar.gz file from the following URL:

https://s3.us-east-2.amazonaws.com/cookbookslist/v2.6/linux-agent-installation.zip

nstallation. zip

2. Extract the agent_installation.zip file by the following command

unzip linux-agent-installation.zip

Image 14 - Extracting the Monitoring agent installers

3. On successful extraction, execute the following command to give the privileges to run the
script

chmod 755 linux-agent-installation.sh

I_Jhl.“'ltl_lllfl'i[:I—J-.?E—Eil—ElE—J-.'EH--E chmod 755 Tinux-agent-installation.sh

Image 15 - Preparing the Monitoring agent installers

4. Execute the script with the following command will install monitoring clients

sudo ./linux-agent-installation.sh

ubuntu@ip-1 od 755 11 agent-installation.sh

ubuntu@ip-1 AR nt-installation.sh

Image 16 - Running the Monitoring agent installers

5. To create the Consul checks, pass the parameters using following command
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sudo ./linux-agent-installation.sh parameterl parameter2 parameter3 parameter4 parameter5

Example:

sudo ./linux-agent-installation.sh petclinic petclinic relevance

http://18.219.197.233:8080/petclinic/ 20s

Parameterl .

Service name
Parameter2 inati

tag application name
Parameter3 tag tenant id
Parameter4 URL
Parameter5 checks interval e.g. 60s

Tinux-agent-installation.sh petclinic petclinic relevance http://18.219.197.233:8080/petclinic/ 20s

You should now have the monitoring agents running on your machine.

Install monitoring agents on a Windows machine through a downloaded script
Note: Perform the following steps on each machine listed under each Business Service in
Appendix A.

Prerequisites

1. To configure a machine or VM for monitoring with Command Center the following ports need
to be opened in the firewall: 8301 ,8302 ,8500,8600, 3030

2. You need to run PowerShell as Administrator (right-click and choose “Run As Administrator”)
3. The machine should have a public IP address to communicate with the monitoring servers.

Procedure
1. Download the agent_ installation.tar.gz file from the following URL:
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https://s3.us-east-2.amazonaws.com/cookbookslist/v2.6/windows-agent-installation.zip

PS C:\RLAgent>

PS C:\RLAgent> Invoke-WebRequest https://s3.us-east-2.amazonaws.com/cookbookslist/windows-agent-installation.zip
windows-agent-installation.zip

PS C:\RLAgent> dir

Directory: C:\RLAgent

LastWriteTime Length

6/18/2018 10:20 AM 1092 windows-agent-installation.zip

1. Extract the script from the archive.

PS C:\RLAgent> Expand-Archive ./windows-agent-installation.zip
PS C:\RLAgent> dir

Directory: C:\RLAgent
LastWriteTime Length Name

6/18/2018 10:20 AM windows-agent-installation
6/18/2018 10:20 AM 1892 windows-agent-installation.zip

2. Set the directory to the extracted folder and run the script using the following command

PowerShell -ExecutionPolicy bypass ./windows—-agent-installation.psl

PS C:\RLAgent> cd .\windows-agent-installation\

PS C:\RLAgent\windows-agent-installation> powershell V| s .\windows-agent-installation.psl
Chef: 14.2.0

Chef already exists

windows-installation cookbook is already exists

Runing windows-installation cookbook to consul-clients and sensu-clients

[2018-86-18T10:23:57+085:308] WARN: No config file found or specified on command line, using command line options.
Starting Chef Client, version 14.2.0

[2018-06-18T10:24:04+05:30] WARN: Run List override has been provided.

[2018-086-18T108:24:04+85:30] WARN: Original Run List: []

3. The script should install the Monitoring agents. Verify that the agents are running by typing
the following command
ps | findstr sensu

It should show the monitoring agent running

Similarly verify

ps | findstr consul
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25 C:\> .\windows-installation-agent.psl
cthef-client already exists

Downloading the latest version of the installer
Installing agents

Done. Monitoring agents installed successfully

25 C:\chef\cookbooks> ps | findstr consul

267 16 32980 23976 19.23 5392 0 consul
35 C:\chef\cookbooks> ps | findstr sensu-client

235 13 17020 116 0.22 4380 0 sensu-client
25 C:\chef\cookbooks>

Install monitoring agents on a Windows machine manually

Prerequisites

1. To configure a machine or VM for monitoring with Command Center the following ports need
to be opened in the firewall: 8301 ,8302 ,8500,8600, 3030

2. You need Administrator privileges to install the clients
3. The machine should have a public IP address to communicate with the monitoring servers.

Procedures

1. Choose the Chef Windows package based on the Operating System (Ex: Windows 2012)
& Architecture (Ex: X86_64) from the below link in the required/available windows machine

https://downloads.chef.io/chef#windows
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& (&, l @ Secure | https://downloads.chefio/chef#windows

2= Windows
Windows 2016

License Information

Architecture: x86_64

SHA?256: 8744c716386b82f792f41ba286431e88afeb3efd68ee46cd46516b1d6930722¢
URL: https:/fpackages.chef.ioffiles/stable/chef/14.2.0/windows/2016/chef-client-14.2.0-1-
x64.msi

Download

Architecture: i386
SHA256: 881933ef41d879946efb080459b87b1f1f6becB86eae895e7{229d4778f398b7d

URL: https:/fpackages.chef.ioffiles/stable/chef/14.2.0/windows/2016/chef-client-14.2.0-1-

x86.msi

Windows 2012

License Information

Architecture: x86_64
SHA256: 8744c716386b82f792f41ba286431e88afeb3efd68ee46cd46516b1d6930722¢

URL: https:/fpackages.chef.ioffiles/stable/chef/14.2.0/windows/2012/chef-client-14.2.0-1-

x64.msi

Image 17 - Downloading Chef

2. Install the downloaded windows package in the Windows machine on this location and it
will create a chef directory. E.g.: C://
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—d x a

& (& ‘ @ Secure | https://downloads.chefio/chef#windows

am Windows
Windows 2016

License Information

Architecture: x86_64 Do you want to run this file?
SHA256: 8744¢716386b82f792f41ba2864
URL: https:/fpackages.chef.ioffiles/stable/ch
x64.msi

Name: ..Administrator\Downloads\chef-client-14.2.0-1-x64.msi
Publisher: Chef Software, Inc
Type: Windows Installer Package
From: C:\Users\Administrator\Downloads\chef-client-14.2.0-...

Architecture: i386

SHA256: 881933ef41d879946efb080459
URL: https:/jpackages.chef.ioffiles/stable/ch
x86.msi

Run | I Cancel

[V] Always ask before opening this file

harm your computer. Only run software from publishers you trust.

@ While files from the Internet can be useful, this file type can potentially
What's the risk?

Windows 2012

License information

Architecture: x86_64
SHA256: 8744c716386b82f792f41ba286431e88afeb3efd68ee46cd46516b1d6930722¢

URL: https:/fpackages.chef.ioffiles/stable/chef/14.2. 0/windows/2012/chef-client-14.2.0-1-

Image 18 - Installing Chef

» ThisPC » Local Disk (C:)

Name Date modified Type Size
I . chef 6/12/2018 8:13 AM  File folder
. opscode 6/12/2018 813 AM  File folder
| PerfLogs 872272013 3:52PM  Filefolder
| Program Files 6/12/2018 203 AM  File folder
| Program Files (x36) 6/12/2018 8:03 AM  File folder
ProgramData 8/13/20154:12PM  File folder
. Users 6/11/2018 1214 PM  File folder
1) Windows 6/12/2018 8:03 AM  File folder

Image 19 - Verifying the Chef Installation

3.  Create a directory with name “cookbooks” in “c:/chef” (optional).
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This PC » Local Disk (C:) » chef

-~

Name Date modified Type Size

|, cookbooks 6/12/2018 817 AM  Filefolder

Image 20 - Chef cookbook location

4. Download the following files for sensu and consul clients from the s3 bucket.

https://s3.us-east-2.amazonaws.com/cookbookslist/v2.6/consul-client.zip https://s3.us-east-
2.amazonaws.com/cookbookslist/v2.6/sensu-client.zip

5. Please unzip the following files of s3 files and examples files should be like E.g.:
C:/Ichef/cookbooks/ consul-client

C:/Ichef/cookbooks/ sensu-client
ThisPC » Local Disk (C:) » chef » cookbooks

PS

Name Date modified Type Size

| 1) windows-consul 6/12/2018 818 AM  Compressed (zipp... 5KB

|4 windows-sensu

Select a Destination and Extract Files

Files will be extracted to this folder:
| C:\chef\cookbooks)|

[#] Show extracted files when complete

Extract || Cancel

Image 21 - Extracting the Monitoring Agent Installers
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| . » ThisPC » Local Disk (C:) » chef » cookbooks

v (‘,| [ Search cockbooks

Name

) windows-consul
s ) windows-sensu

ces 4 windows-consul

-~

Date modified
6/12/2018 8:22 AM
6/12/2018 8:23 AM

6/12/2018 8:18 AM

Type

File folder
File folder

Compressed (zipp...

Size

5KB

[ L 3 windows-sensu

6/12/2018 8:18 AM

Compressed (zipp...

60 KB

Image 22 - Verifying the extracted installers

6. Open the command prompt and navigate to the following location

C:\chef\cookbooks\

7.  Run the following commands to install the consul and sensu clients

chef-client -z -o "recipe[sensu-client]"

-z -0 "recipe[consul-client]"
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ThisPC » Local Disk (C:) » chef » cookbooks

75
Name

windows-consul

windows-sensu

windows-consul

&

windows-sensu

G| Administrator: C\Windows\System32\cmd.exe

icrosoft Windows [Uersion 6.3.960081]
(c> 2013 Microsoft Corporation. All rights reserved.

:\chef\cookhooks>chef-client -z -0 ‘“recipelwindows—sensul"

Image 23 - Running the monitoring agent installers
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This PC » Local Disk (C:) » chef » cookbooks »

P

Name Date modified Type Size
windows-consul 6/12/2018 8 File folder
windows-sensu 6/12 File folder

1) windows-consul

1) windows-sensu 6/1

m

o Administrator: C\Windows\System32\cmd.exe M

+"standalone': true
+
+2>
+
+>
+

+3

»* yindows_servicelsensu—client] action enableC:/opscode/chef /embedded/lib/ruby
gems/2.5.8/gems/win32-service-0.8.10/1ib/win32/service.rb:10881:in ‘hlock in sep
ices’ : C:/opscode/chef/embedded/lib/ruby/gems/2.5.08/gems/win32-service-0.8.10/

lib/win32/service.rh:1881: warning: constant ::Fixnum is deprecated
(StructuredWarnings::BuiltlnWarning>

* yindows_servicelsensu—client] action start

[2018-8A6-12THA8:27:31+80:881 WARN: Skipping final node save hecause override_runl

ist was given

unning handlers:
unning handlers complete
hef Client finished, 19/19 resources updated in 42 seconds

:\chef\cookbooks>

Image 24 - Monitoring agent installation in progress

8.  After the installation of clients, we can verify the services with names “consul and
sensuclient” or the other way testing the above-mentioned ports by “netstat” command.
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sensu-client Name 5 Description Status Startup Type Log On As
£, Print Spooler This service ... Running  Automatic Local Syste...

Stop the service 7, Printer Extensions and Notif... This service ... Manual Local Syste...

Bestart the service % Problem Reports and Soluti... This service ... Manual Local Syste...
i, Remote Access Auto Conne... Creates a co... Manual Local Syste...
‘.:g; Remote Access Connectien... Manages di... Manual Local Syste...
% Remote Desktop Configurat... Remote Des.. Running Manual Local Syste...
Cg, Remote Desktop Services Allows user.. Running Manual Network S...
i Remote Desktop Services U... Allowsther.. Running Manual Local Syste...
£ Remote Procedure Call (RPC) The RPCSS .., Running  Automatic Network 5...
ig, Remote Procedure Call (RP... In Windows... Manual Network S...
. Remote Registry Enables rem... Automatic (T... Local Service
', Resultant Set of Policy Provi.. Providesa n... Manual Local Syste...
. Routing and Remote Access  Offers routi... Disabled Local Syste...
£ RPC Endpoint Mapper Resolves RP... Running  Autematic Network S...
& Secondary Logon Enables star... Manual Local Syste...
{1 Secure Socket Tunneling Pr... Provides su... Manual Local Service
% Security Accounts Manager  Thestartup .. Running  Automatic Local Syste...
$3sensu-client Running  Automatic Local Syste...
£ Server Suppertsfil.. Running  Automatic Local Syste...

7Image 25 - Verifying running agents

consul Name = Description Status Startup Type Log On As
3{1 ActiveX Installer (AxInstSV) Provides Us... Manual Local Syste...

Stop the service . Amazon SSM Agent Amazon SS.. Running  Automatic Local Syste...

%rtt::es::nfcee S}, App f{eafiiness . Gets apps re... : Manual . Local Syste...
‘7 Application Experience Processesa.. Running Manual (Trig... Local Syste...
Sk Application Identity Determines ... Manual (Trig... Local Service
’.g, Application Information Facilitates t... Manual (Trig... Local Syste...
S}‘, Application Layer Gateway ... Provides su... Manual Local Service
%Application Management Processesin.. Running Manual Local Syste...
i, AppX Deployment Service (... Provides inf... Manual Local Syste...
7 AWS Lite Guest Agent AWS Lite G...  Running  Automatic Local Syste...
£ Background Intelligent Tran... Transfers fil... Manual Local Syste...
1 Background Tasks Infrastru... Windowsin.. Running Automatic Local Syste...
£ Base Filtering Engine The Base Fil... Running  Automatic Local Service
% Certificate Propagation Copies user... Running  Manual Local Syste...
C;} CloudFormation cfn-hup CloudForm... Manual Local Syste...
. CNG Key Isolation The CNG ke... Manual (Trig... Local Syste...
2, COM+ Event System Supports Sy.. Running  Automatic Local Service
. COM+ System Application ~ Manages th... Manual Local Syste...
o)) Computer Browser Maintains a... Disabled Local Syste...

Running Automatic Local Syste...

Re AT 8 W rea = e ' ' Ve

Image 26 - Verifying running agents
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Aggregated Alerts

Once the services are added and agents are installed, the alerts will be aggregated from multiple
monitoring sources by the respective collectors. Alerts are currently aggregated from

+ Ping BOTs — Checks Availability of Services
- Consul — Monitors Services
+ Sensu — System Monitoring

When the service goes down or if an Outage happens, the corresponding card on the
dashboard view will turn Red.

When any of the dependent services has a problem related to BSM will be Yellow. Clicking
on the card will give details on linked services and the associated nodes.

= 2o 2

&2 DASHBOARD

Business Service

[ AiGroups - +]=]12] 2]

Catalyst SystemMonitoring

76.33 % 11.81« 100 % 99.80 «

2 minutes ago Availabiity Availability Availability 2 minutes ago Availability

TataCom_CC InsightTataCOmm CommandCenter CMP

99.97 « 99 95« 99.19« 19.44 «

2 minutes ago Availability 2 minutes ago Avaitability 2 minutes ago Availability 2 minutes ago Availabiity

100 «

Availability

Image 27 - Outages as Red cards on Dashboard
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@DASHBOARD )  CFTRO0318

HEALTH OUTAGE COMMUNICATION
Service Availability Created on Last Run Status. Alerts.
cRr090818 10.85% Aug 0, 2018, 11:47:00 AM Aug 9. 2018, 5:26:00 PM @ A
Linked Services
Service Name Node Address Node Name
+ nginx-health 10.0.0.197 ip-10-0-0-197

i
|
E

+ nodejs-health 10.0.0212 ip-10-0-0-212
Nodes
Node ID Node Address Last Updated Action

= 1000212 1000212 Aug3, 2018, 5:25:30 PM £ 4
Name Output Last Updated Status
disk_usage_check CheckDisk OK: All disk usage under 80% and inode usage under 85% Aug©, 2018, 5:28:07 PM o)
check_load CheckLoad OK: Load average: 0.0, 0.01, 0.05 Aug ©,2013, 5:28:10 PM )
cpu_usages_chack CheckCPU TOTAL OK: total=0.0 user=0.0 nice=0.0 system=0.0 ifle=100.0 iowat .. Aug @, 2018, 5:28:11 PM @
memory_usage_check MEM OK - system memory usage: 20% Aug 9, 2013, 5:25:03 P ®

10.0.0.157 10.0.0.137 Aug9, 2018, 5:25:36 PM

Powered by RL Catalys Relevance La Put. Lié Allights reserved. 17.1:2 / Help.

Image 28 - Drill down view from card

Click on the Alerts button to see the detailed Alerts from multiple sources (Pingbot, Consul &
Sensu). Alerts aggregated by Node or Service in the Alerts Monitor screen.

Service alerts are shown on the Services tab of the Alert Monitor.
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& DASHBOARD CCQA A ALERT MONITOR
SERVICE ALERT NODE ALERT
Timestamp Service Name Check Name Source Message Severity
Aug 7, 2018, 6:42:03 AM CCQA Scheduler Consul Check Passed @
Aug 7, 2018, 6:42:03 AM CCQA CommandCenter Consul Check Passed @
Aug 7, 2018, 6:42:03 AM CCQA Consul Consul Check Passed @
Aug 6, 2018, 6:54:00 PM CCQA CCQA Ping BOT CCQA(8cb1b0eb) is Back To .. @
Aug 6, 2018, 6:52:03 PM CCQA Consul Consul Check Passed @
Aug 6, 2018, 6:52:03 PM CCQA CommandCenter Consul Check Passed @
Aug 6, 2018, 6:52:03 PM CCQA Scheduler Consul Check Passed @
Aug 6, 2018, 6:51:00 PM CCQA CCQA Ping BOT CCQA(8cb1b0eb) is in Error s @

Powered by RL Catalyst Relevance Lab Pvi. Lid All rights reserved. 1.7.1-2 / Help
Image 29 - Service Alerts

System alerts are shown in the Nodes tab of the Alert Monitor.
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& DASHBOARD ccaa A ALERT MONITOR
SERVICE ALERT NODE ALERT
Timestamp Node Service Name Check Name Source Message Severity
Aug 7, 2018, 3:48:10 PM 172.17.2.103 CCQA cpu_usages_check Sensu cpu_usages_check is back to normal @
Aug 7, 2018, 3:46:12 PM 172.17.2.103 CCQA cpu_usages_check Sensu CheckCPU TOTAL CRITICAL: total=10 ®
Aug 7, 2018, 3:40:09 PM 172.17.2.103 CCQA cpu_usages_check Sensu cpu_usages_check is back to normal @
Aug 7, 2018, 3:36:08 PM 172.17.2.103 CCQA cpu_usages_check Sensu CheckCPU TOTAL CRITICAL: total=10... @
Aug 7, 2018, 3:22:10 PM 172.17.2.103 CCQA cpu_usages_check Sensu cpu_usages_check is back to normal @
Aug7,2018, 3:18:12 PM 172.17.2.103 CCQA cpu_usages_check Sensu CheckCPU TOTAL CRITICAL: total=99 @
Aug 7, 2018, 3:14:09 PM 172.17.2.103 CCQA cpu_usages_check Sensu cpu_usages_check is back to normal @
Aug 7, 2018, 3:12:112 PM 172.17.2.103 CCQA cpu_usages_check Sensu CheckCPU TOTAL CRITICAL: total=10... @

by RL Catalyst R Lab Pyt Ltd All rights reserved. 1.7.1-2/ Help W

Image 30 - Node Alerts

The dependent services of the Business Service and their health can be viewed under the Linked services
section of the same page.

The dependent nodes of the Business Service and their health can be viewed under the Nodes section of
the same page.

Click on the Outages tab to get a detailed list of all the outages detected by the system.
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= Ta\ricany c o P 3

HEALTH OUTAGE COMMUNICATIOR

i=History »Trend

Service name: JJ_SandBox (IR RETTET)

Detected Time Resolved Time Downtime Incident Id Availability  Incident C: Alerts
May 28,2018, 8:00:12...  May 25, 2015 8:04:08 4m INC0037854 20.050% L] = A
May 25,2018, 9:30:16...  May 25, 2015, 9:36:09 &m 80.056% L] = A
May 23,2018, 6:22:00... May 23, 2018, 6:24:18 2m INCO037804 20.057% L = A
May 23, 2018, 3:40:13, May 23. 2018, 3:43:25 3m INC0037723 20.071% -, = A
May 22,2018, 2:02:11 ... May 23, 2018, 2:04:10 2m INC0037790 90.074% [ = A

&»-231‘ E!O 25 50
Image 31 - Outage Details
Click on the Incident Id to open the associated ServiceNow ticket on the ServiceNow portal. Click

on the Incident Communication icon to send out communication about the incident with Root Cause
Analysis & Category.

= Ta)ricaay Lo o

& DASHBOARD CFTR090818

HEALTH OUTAGE COMMUNICATION
Service: CFTR090818 Back
Detected Time Resolved Time Downtime Incident Id Alerts
Aug 9, 2018, 3:56:00 PM Aug 9, 2018, 3:58:01 PM 2m INC0010636 A
Incident Id
I INC0010636
Incident Name
I Auto Incident
Incident Comments Section l:|
Title Known Fault ©
I Root Cause Analysis v I Select v
Comments
Command Center has detected that service (cftr090818) has become available again
4
Remove

Powered by RL Catalyst Relevance Lab Pvi. Ltd All rights reserved. 1.7.1-2/ Help W
Image 32 - Incident Communication
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& DASHBOARD

HEALTH OUTAGE COMMUNICATION
Business Service: JJ_SANDBOX e
Detected Time Resolved Time Downtime Incident Id Alerts.
May 28, 2018, 8:00:12 AM May 28, 2018, 8:04:08 AM am INC0037884 A
Incident Name *
I Network router hardware failure on Sunday
Incident Comments Section se.sm
Title *
I Resolved v
‘Comments *
A hardware failure of the network router on the 1st floor caused the service to be unavailable|
Vi
Remove

.y -

Image 33 - Incident Communication(Add Section)

Auto-create Incident Communications for Detection and Resolution: System automatically creates Incident
Communication for application outage detection and resolution.

&) RLCataly P e o

HEALTH OUTAGE COMMUNICATION
Business Service: CMP Back
Detected Time Resolved Time Downtime Incident Id Alerts
Jul 9, 2018, 6:15:00 PM Jul 10, 2018, 11:21:00 AM 17h6m INC0040656 A
Incident Id
INC0040656

Incident Name

I Auto Incident

Incident Comments Section m

Resolved - Command Center has detected that service (CMP) has become available again
(2 Jul 10, 2018, 11:21:00 AM

Update - Command Center has detected that service (CMP) has become unavailable

=3 Jul 9, 2018, 6:15:00 PM
Powered by RL Catalyst Relevance Lab Put. Ltd All rights reserved. 1.7.0-1/ Help m

Image 34 - Auto Create Incident Communication
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Click on the Communications tab to see a timeline of incidents.

COMMUNICATION

é May 20, 2018
0] May 19, 2018

|

(o] May 18, 2018

|

(o] May 17, 2018

(] May 16, 2018

] )

« |42 E 4|5

Image 35 - Communication timeline

Command Center provides a feature called “Fault Table” to capture known problems related to a
service and then uses the information to help the user to categorize the root-cause of any
outage that occurs.

User can add fault to “Fault Table” by clicking on + icon which is available in the “Known Faults”
table (Menu->Known Faults link-> + icon)
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S A e o
& KNOWN FAULTS
Known Faults Add Known Fault a0
Name }ges linked Action
Name
Mongo Connection Error \ Name (1] Vs
Severity
I Choose Severity v .
NodeJS Out of Memory v (4] /
Description
Network ;
letworl I P (0] V4
oo | BN | @ 5
Out of disk space When the log files are not cleared out, the resulting decrease in Medium o Va
JVM Hang Under certain scenarios, the JVM can hang and cause the Java Critical o v
Powered by RL Catalyst Relevance Lab Pvi. Ltd All rights reserved. 1.7.1-2/ Help (" e se ™|

Image 36 - Add Known Fault

When a Root-cause identified incident communication is entered, the user can link the RCA
Incident Communication to an item in the Fault Table associated to the BSM through Add
Incident Communication screen.
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= Ya e »
@ DASHBOARD cmp
HEALTH OUTAGE COMMUNICATION
Service: CMP Back
Detected Time Resolved Time Downtime Incident Id Alerts
Aug 7, 2018, 2:18:00 PM Aug 7, 2018, 2:24:00 PM 6m A
Incident Id

Incident Name

I Auto Incident

Incident Comments Section :|

Title Known Fault @
I Root Cause Analysis v I Select
Comments

V

Remove

Powered by RL Catalyst Relevance Lab Pvi. Ltd All rights reserved. 1.7.1-2 / Help W

Image 37 - Known Fault Selection

User shall be able to navigate to the Fault Table from any outage which is linked to a fault by
clicking on “Fault” link in the Outages screen.
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@ DASHBOARD CuP )

HEALTH OUTAGE MUNICATION
i=History |«~Trend All (Select Faull ¥ || 19.06.2018-07.082018 x £3
Service name: CMP
Detected Time Resolved Time Downtime Incident Id Availability Fault Action

Jul 6, 2018, 6:02:00 PM Jul 9, 2018, 5:03:00 PM 3d INCD040581 70.305% NodelS Out of Memory ® A
Jul 6, 2018, 5:38:00 PM Jul 8, 2018, 5:57:00 PM 18m INC0040570 70.442% =S, 4l A
Jui6, 2018, 4:36:00PM  Jui B, 2018, 5:30:00 PM 54m INCO040541 70.017% ® |u A
Jul 5, 2018, 11:42:00 AM Jul 5, 2018, 2:42:00 PM 2nh54m INC0040455 B85.845% Nginx . | A
Jul 3, 2018, 6:12:00 PM Jul 4, 2018, 11:45:00 AM 17h33m INCD040428 71.302% e, il A
Jul 3, 2018, 12:33:00 PM Jul 3, 2018, 4:15:00 PM 3h42m INCO040404 75.067% =, il A
Jul 2, 2018, 10:30:00 PM Jul 3, 2018, 12:27:00 PM 12h5Tm INC0040309 20.881% -, [ated A
Jun 27,2018, 7:21:00 PM  Jun 28, 2018, 10:39:00 AM 15nh18m INC0040119 20.053% ® A
Jun 27, 2018, 5:03:00 PM Jun 27, 2018, 5:09:00 PM 8m INC0040080 19.903% °, il A
Jun 28, 2018, 7:51:00 PM  Jun 27, 2018, 10:42:00 AM 14h51m INC0038021 19.717% =S, Jdil A
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Image

User can view the count of outages linked to a fault by clicking on the “Outages Linked” link in
the Fault table
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P KNOWN FAULTS

Known Faults HE

Name Description Severity Outages linked Action
Mongo Connection Error When MongoDB is restarted while the application is up, the appl.. Critical o Va
NodeJS Out of Memory When Sensu AP returns too much data, the NodeJS application High o v
Network If the network queue builds up, the application may crash Critical o Va
Nginx Nginx 2 Critical (1] Vs
Qut of disk space When the log files are not cleared out, the resulting decrease in Medium o Y &
JVM Hang Under certain scenarios, the JVM can hang and cause the Java Critical o Va

Powered by RL Catalyst Relevance Lab Pvi Ltd All rights reserved. 1.7.1-2 / Help m
Image 39 - Outages Linked

Aggregated Alerts for all services are available from the left pane menu ‘Services’.
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=  Ta)ricaayst s 0 @ 3
P
SERVICES NODES
Services Redis-tcc

Tag Name
Bt Appiication/Redis, Serviositatacom_ce, tenantiDirelevance,

Data Center
CommandCenter-tcc
Jenkins Nodes
Elastic Tatacom-CC 172.17.275

Service 'Redis-tec’ check ragis nesitn-tcc passing

localhost-check

MongoDB

Consul

Kibana

Image 40 - Aggregated Services Alerts View

Aggregated Alerts for all servers/instances are available from the left pane menu ‘Monitoring Tools’.

= Ta)rictys c o @ 3

Monitoring Tools

Lo
Sensu Cloudwatch CloudWatch NewRelic Q SumoLogic
VIEW DETAILS t’@ VIEW DETAILS VIEW DETAILS VIEW DETAILS

Image 41 - Aggregated System Alerts View

History for all servers/instances are available from the Monitoring Tools->Clients->History
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MONITORING TOOLS SENSU MONITORING CLIENT

Q

Critical Clients

CRITICAL WARNING
o 1

Name P Last Updated © Status History
CCQA 172.17.2.103 Jun 26, 2018, 3:49:55 PM

PHOENIX-DEVOPS-TATACOM-NEO 17217.2.108 Jun 26, 2018, 3:49:14 PM

PHOENIX-DEVOPS-CC 17217275 Jun 26, 2018, 3:49:47 PM
PHOENIX-DEVOPS.RLCATALYST.COM 18.188.62.78 Jun 26, 2018, 3:50:02 PM

3

BEEE .

©
Q@
CC-UTiL_CC 17217295 Jun 26, 2018, 3:49:51 PM @
@
Q@
@

(CRICRCRIC RGN C)

PHOENIX-CMP 17217277 Jun 26, 2018, 3:50:00 PM

42 - History of Servers/Instances

Click on History Icon, to view the detailed history information regarding each client.

MONITORING TOOLS SENSU MONITORING CLIENT HISTORICAL DATA

Source Info Check Output Last Updated © Status
CCQA 0 cpu_usages_check CheckCPU TOTAL CRITICAL: total=100.0 u... Jun 26, 2018, 3:00:06 PM o
CCQA o cpu_usages_check CheckCPU TOTAL CRITICAL: total=100.0 u... Jun 26, 2018, 2:44:56 PM o
CCQA 0 disk_usage_check CheckDisk WARNING: /run/docker/netnsfing... Jun 26, 2018, 2:00:02 PM
CCaA 0 disk_usage_check CheckDisk WARNING: /runidocker/netnsfing... Jun 26, 2018, 1:55:02 PM
CCQA o disk_usage_check CheckDisk WARNING: /run/docker/netnsfing... Jun 26, 2018, 1:40:12 PM
CCQA 0 cpu_usages_check CheckCPU TOTAL CRITICAL: total=100.0 u... Jun 26, 2018, 1:35:05 PM O

Image 43 - Historical Data related to Instances

Logging in as a landlord

Open a browser (we recommend Chrome or Firefox). Enter the application URL provided. The login page
should open. On the login page, fill the Company, User and Password fields as captured in Appendix A. Then
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click the Login button. You will see the landing page of the tenant created first and by choosing the tenant be
able to view the data of that tenant.

2o

relevance/relevance |
@ DASHBOARD

relevanc e
Business Service I iny/jnj

galqa
TataCom_CC mttest/mttest

> Em

Catalyst Github SystemMonitoring

76.26 % 10.81 % 99.80 «

3 minutes ago Availability 3 minutes ago Availability 5 minutes ago Availability

A A

4 minutes ago

WebApps InsightTataCOmm Googleq CcmP

100 « 99.95 % 100 « 19.46 %

3 minutes ago Availability 3 minutes ago Availability 3 minutes ago Availability 4 minutes ago Availability

CommandCenter

99.19 4%

4 minutes ago Availability

Image 44 - Landlord View

Remediation feature

Command Center allows you to restart the service if a problem is encountered either at an underlying Node
level or at a dependent service level. This feature is to give LO/L1 level support personnel a quick means of
attempting to correct a problem.

When a dependent node/service has a critical alert, you have an option to remediate the problem by
clicking on the icon to restart the service which is available in the BSM drilldown view screen. The
BOT would then restart the node.
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Service Availability Created on LastRun Status

Linked Services

Service Name. Node Address

Image 45 - Remediation Icon

Auto-Remediation feature

Command Center allows you to choose to configure certain Business Services (Managed Nodes) for auto healing.

Whenever an outage is detected for a BSM configured with auto-healing, the system shall then kick-off the

auto-remediation process. Auto-healing shall be initiated for nodes provided are in warning or critical
status.

Manual remediation shall not be available for Nodes under a BSM that is enabled for Auto-healing.

You can opt for Auto-healing option by checking the Checkbox “Enable Auto-Remediation” which is available
in the “Add Service” screen.
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@ DASHBOARD

Qe u

Add Service
Service URL
Business Service EEEE
Service Name
CCQA
39.19 4«
Email IDs
a minute ago Availability
A K
Enable email notification for dependant services
Enable Auto-Remediation
R Scheduler
Service Health EE
I 1 I Minutes
nginx-health
ip-10-0-0-137 ciose |
10.0.0.137
cftr070818
Service Now Loy [ weeay [ oy ] vew [ 2]
by RL Catalyst Lab Pvi. Ltd All rights reserved. 1.7.1-2/ Help m

Image 46 - Auto Remediation

Planned versus Unplanned outages

The idea of this feature is to provide a capability to plan a down-time so that the availability of the Business
Service shall not be affected. CommandCenter has provided a screen to enter a planned outage. This screen
shall take a date-time range, the nodes that are affected and the BSMs that are affected.

When an outage occurs, check if the outage falls within a planned outage window. If yes, do not consider that

outage in the availability calculations.

By clicking on link “Plan Outage” which is available under the menu, application will open “Planned Outage
Details “screen. By clicking on + icon you can add Plan outage for the required service.
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S PLAN OUTAGE

Plan Outage
Service
Planned Outage Details
Choose Service
Name ] From
cftr090818 =

Image 47 - Planned Outage Details

Appendix A

Registration Information
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Name of the tenant

User Name

Password

Email Address

Provider Settings

Will an Amazon Web Services account be
configured for this tenant?

- AWS Access Key
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<This will be used to fill the Customer Name
field in the registration form. This field will
have to be unique for each tenant configured
in the system>

<This will be the username with which the
tenant will login>

<This will be the initial password allocated to
the tenant>

<This will be the email ID which will be
verified by the system during registration.
Ensure you have access to this e-mail ID
during registration=
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- AWS Secret Key

- AWS Region for this account

- AWS Account Number

Will a Microsoft Azure account be configured
for this tenant?

- Azure Client ID

- Azure Client Secret

Subscription ID

- Tenant ID
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Will a ServiceNow account be configured for
this tenant?

- Host

- User-name

- Password

Will a Sensu account be configured for this
tenant?

- Host

- User-name
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- Password <Password to your ServiceNow account>

Business Services

<Business Service 1>

- Name
<Name of the service as it appears on the
dashboard>

- URL < URL for the business service >

- Linked Services (if any)

< Servicel — IP Address of node it runs on,
Service2 — I[P Address of node it runs on,
Service3 — |IP Address of node it runs on >
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- Nodes (VMs or Machines)

<FQDN of Nodel,
FQDN of Node 2, FQDN of Node3>

<Business Service 2>

- Name
<Name of the service as it appears on the
dashboard>

- URL < URL for the business service >

Linked Services (if any)

< Servicel — IP Address of node it runs on,
Service2 — IP Address of node it runs on,
Service3 — IP Address of node it runs on >

Nodes (VMs or Machines)

<FQDN of Nodel,
FQDN of Node 2, FQDN of Node3>
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<Business Service 3>

- Name
<Name of the service as it appears on the
dashboard>

- URL < URL for the business service >

Linked Services (if any)

< Servicel — IP Address of node it runs on,
Service2 — IP Address of node it runs on,
Service3 — IP Address of node it runs on >

Nodes (VMs or Machines)

<FQDN of Nodel,
FQDN of Node 2, FQDN of Node3>
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