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Introduction

This document is intended to be used by Datacenter architects and developers designing
solutions to extend the functionality of the Intel TXT. This document focuses on methodology and
approaches with the step by step instructions to build the TXT test bed from linear perspective.

System Hardware Requirements

Processor Starting X5600 Processor codename: Westmere-EP
Chipset Starting Intel® 5520 Chipset (codename: Tylersburg)
TPM Chip v1.1

RAM Minimum 12 Gig

HDD Minimum 60 Gig

System Software Requirements

BIOS f/w TXT Supported BIOS. Refer appendix for more detail on OEM bios

SINIT ACM http://software.intel.com/en-us/articles/intel-trusted-execution-technology/
Tboot file http://sourceforge.net/projects/tboot/

kvm http://www.linux-kvm.org/page/Main_Page

TCG Software Stack http://sourceforge.net/projects/ trousers

SECTION -I

1.1 TXT/TPM Provisioning in BIOS setup

INTEL EPSD 1625UR

Press F2 key to enter in to BIOS console

DELL Power Edge R710

Press F2 key to enter in to BIOS console

HP DL380G7

Press F9 key to enter in to BIOS console

Setup BIOS password.
Setup BIOS password Set the BIOS password
)
Enable TPM
Press F10 key twice to reboot the server Press ESC key twice and select “save changes and
exit”
On Boot, press F2 and enter the BIOS password On Boot, press F2 and enter the BIOS password Enable TXT

Ensure VT/VT-d is enabled

Enable TPM

Press ESC key twice and Press F10 to “save changes
and exit” to reboot the server

Ensure \/T-d is enabled

Press ESC key twice and select “save changes and
exit”

Enable TPM

On Boot, press F2 and enter the BIOS password

Enable TXT

Enable TXT

Press F10 key twice to save and reboot the server

Press ESC key twice and select “save changes and
exit” to reboot the server
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1.2

In this docume

OS installation -

Ubuntu 11.10

nt we have covered the installation of Ubuntu 11.10 Codename: oneiric

and Kernel ver: 3.0.0-12-server. Below steps will walkthrough OS installation/configuration
with screenshot.

Step 1:

Language

Amharic
firahic
Asturianu
Benapyckas
Brarapckn
Bengall
Bosanski
Catala
Cestina
Dansk
Deutsch
Dzohgkha
EAARUILES

Gaeilge
Galego
Gujaratl
iy
Hindi
Hrvatski
Haguar
Bahasa Indonesia
Islenska
Italiano
&
Jobogeo
Kasar
Khmer
Ea A
Er=0
Kurdi
Lao
Lietuvidkai
Latviskl
MakeaoHokn
F3 Keumap

Esperanto
Espafiol
Eesti
Euskara
EEr
Suomi
Francais
Fz L

F1 Help

Choose the lang
also be the defau.

to be used for th talla
langusge for the installed

Language:
C
Albanian
Arabic

A
B

Go Back>

Thai
Tagalog
Turkce

Malayalam

Harathi

Nepali

Hederlands

Norsk hokmél
Norsk nynorsk
Funjabi (Gurmukhi)
Polski

Portugués do Brasil
Portugués

ROMANE

PycCKAR
SAmegillii
BT

YKPALHCEKE
Tigng Vigt
HSTAH 1)
TS

ubuntu®

sloveniina
Slovensting
Shaip
Cpncku
Svenska
Tamil

F1 Help bility

ti . The [117 Select your location

The selected location will be used to set your time zone and also for example to help
select the system locale. Normally this should be the country where uou live.

This is a shortlist of locations based on the language wou selected. Choose “other'' if
your location is not listed.

Shaip

Country, territory or area:

Antigua and Barbuda
fustralla

Botswana

Canada

Horg Kong

India

Ireland

New Zealand

Nigeria
Philippines
gingapore
south Africa
United Kingdom

P
2
[C]
P (W

Hrvatsk

Zanmbia
2inbabue
ather

<60 Back>

I ['1 configure the keyboard |

have your keyboard layout detected hy pressing a series of keys. If you do
this, you will he able to select your keyboard layout from a list.

You can try to
not want to do

Detect keyboard layout?

<G Backs Yesy <o)
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1 [!] Configure the kevboard ——"—"—"—""—"""7

The layout of keyooards varies per country, with some countries having multiple common
layouts. Please select the country of origin for the keyboard of this camputer.

Country of origin for the keyboard:

fAizerbaijani +
Bamhara
Belarusian
Belgian
Bengali
Bosnian
Braille
Bulgarian 1
Burmese
Catalan
Chinese
Croatian
Czech
Danish
Chivehi
Dutch
Dzongkha
English (Cameraon)
English (
English (Nigeria)
(
(

English (South Africa)

English (UK)
Eﬂi!EﬁIIMﬂ'llllllllllllllllllll. B

<Go Back>

———————— [1] Configure the keyboard ————————
Please select the layout matching the keyboard for this machine
Keyboard layout:

- Cherokee

English (US) - English (Colemak)
English (US) - English (Dvorak alternative international no dead keys)
English (US) - English (Dvorak international with dead keys)
English (US) - English (Duorak)
English (US) - English (Macintosh)
English (US) - English (US, alternative international)
English (US) - English (US, international with dead keus)
English (US) - English (US, with euro on 5)
English (US) - English (classic Dvorak
English (US) - English (international ALtGr dead keys
English (US) - English (layout toggle on multipluysdivide key)
English (US) - English (left handed Dworak
English (US) - English (programmer Dvorak
English (US) - English (right handed Dvorak
English (US) - Russian (US, phonetic
English (US) - Serbo-Croatian (US)

<Go Back>

—— [!1] Configure the retuork ————
WWmMMmWWMMMhmMMMMﬁmWWMW
interface durdng the Installation. If possile, the first connected netuork interface

found hes been selected,

Prinary netuork interface:

ethis Tntel Corporation 82576 Gggbit M

tunrk Comeztion

i Back)

1 [!!] configure the network |
From here you can choose ta retry DHCP network autoconfiguration (which may succeed if

DHCP servers require a DHCP hostname to be sent by the client,
retry DHCF network autoconfiguration with a hostname that yau provide.

Network configuration methad:

Retry network autoconfiguration
Retry network autocont

tion with @ DHCP hostname

Do not configure the network at this time

<Go Backy

your DHOP server takes a long time to respond) or to configure the network menually. Some
s0 you can also choose to

Note: Will be prompted to enter the network configuration

—1 [!] configure the clock F—

select your time zone:

Eastern
Central
Hountain

flaska

Hawaii

Arizona

East Indiana

Samoa

Select from worldwide list

<Go Back:

{ [1!] Partition disks |

The installer can guide you through partitioning a disk (using different standard
schemes) or,
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk

should be used.
Partitioning method:

Guldad

resize SCSI7 (2,0,0)

partition #1 (sda) and use freed space

Guldad use entire disk and set up LWM
Guided - use entire disk and set up encrypted LvM
Manual

<Go Back>
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{ [!!] Partition disks |

Note that all data on the disk you select will be erased, but not before you have
canfirmed that you really want to make the changes.

Select disk to partition:

<Go Back>

{ [11] Partition disks |

If you continue, the changes listed below will be written to the disks. Otherwise, you
will be ahle to make further chanzes manually.

WARNING: This will destroy all data on any partitions you have removed as well as on the
partitions that are going to be formatted.

The partition tables of the following devices are changed:
SC5I7 (2,0,01 (sda)

The following partitions are going to be formatted:
partition #1 of SCSI? (2,0,0) (sda) as extd
partition #5 of SCSI7 (2,0,0) (sda) as swap

KWrite the changes to disks?

<No>»

1 [!!] Set up users and passwords ————————————————

A user account will be created for you to use instead of the root account for
non-administrative activities.

Please enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program which displays or uses
the user's real name. Your full name is a reasonable choice.

Full name for the new user:

<Go Back> <Cont inue>

{ [11] Set up users and passuords |

A good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.

choose a password for the new user:

<G0 Back> <cont inuer

————————— 4 [!] set up users and passwords b———————————————

You may configure your home directory for encryption, such that any files stored there
remain private even if your computer is stolen.

The system will seamlessly mount your encrypted home directory each time you login and
automatically unmount when you log out of all active sessions.

Encrypt your home directory?

<G Backs wes>  [EE

{ [!] Configure the package manager |

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
“"http:s7[[user] [:pass] @ host [:port] /"

HTTP proxy information (blank for none):

<Go Back> <Caontinuer

{ [!] Configuring tasksel }

Applying updates on a freguent basis is an important part of keeping your system secure.

By default, updates need to be applied manually using package management tools.
Alternatively, uyou can choose to have this system automatically download and install
security updates, or you can choose to manage this system over the weh as part of a group
of systems using Canonical's Landscape service.

How do you want to manage upgrades on this system?

Install security updates automatically
Manage system with Landscape

Note: Enter the proxy setting if needed.

1 [!] sSoftuare selection f
At the moment, only the core of the system ls installed. To tune the system to your
rneeds, you can choose to install one or more of the following predefined collections of
softuare.

Choose software to install:

hard drive.

<Go Back:

{ [!] Install the GRUB boot loader on a hard disk |
It seems that this new installation is the only operating system on this computer. If so,
it should be safe to install the GRUB boot loader to the master hoot record of your first

HWarning: If the installer failed to detect another operating system that is present on
your computer, modifying the master boot record will make that operating system
temporarily unbootable, though GRUB can be manually configured later to boot it.

Install the GRUBE hoot loader to the master boot record?

<Moo
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| ['!] Finish the installation |

Installation complete
Installation is complete, so it is time to hoot into your new system. HMake sure to remove
the installation media (CD-ROM, floppies), so that you boot into the new system rather
than restarting the installation.

<Go Back: <Cont inues

Once the installation of the OS is complete, accept the prompt to reboot the computer.

1.3 OS configuration:

1. Login as user
ninistrator@ubuntudl:"5 sudo su -
[sudo]l password for administrator:

rootPubuntudl:”h

2. Remove the “!” from the file “/etc/shadow”

Remove the “!” from the
file “/etc/shadow”

guu—data rw:1!

3. Enable Root user and set the Root password:

S sudo passwd root

rootBubuntudl:"# passwd root
Enter new UNIX password:

Retype new UNIX passuword:
passwd: password updated successfully
root@ubuntu®l: "4

1.4 VMM Installation:

1. Install the Xen hypervisor

S apt-get install xen-hypervisor-4.1-amd64

S apt-get install xenwatch

S apt-get install xen-utils-common

S apt-get install xenstore-utils

S apt-get install xen-utils-4.1

S apt-get install gcc-multilib xz-utils

S apt-get install bcc

S apt-get install virtinst virt-viewer virt-manager
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2. Verify that Xen is running correctly
S xl list

Time (s)

3. Configure the installation of XEN by edit the xend-config.sxp. Backup your xend-
config.sxp before make changes to the xend-config.sxp

Edit the /etc/xen/xend-config.sxp file with below info:

S vi Jetc/xen/xend-config.sxp

i) Remove the comment
(logfile fwvar/ !

i)

i)

{network-script network-bridge netdev=ethl)

(network-script /bin/true)
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Edit your .bashrc file and add the line below. Save the file and then reboot

After rebooted the server, confirm if you can connect to your Xen server using
virsh command

SECTION -II
1.1  Grub configuration/installation

By default Ubuntu 11.10 installs the “grub2” boot loader. “GRUB2” will boot directly to the login
prompt or Desktop. No menu will be displayed and there is no /boot/grub/menu.lst file. In order to
edit the grub file, the user will need to downgrade from the default “grub2” to the older “grub” boot
loader.

Perform the following steps to uninstall “grub2” and install “grub.”

1. Login as root user, and copy the existing grub folder to a backup.

S cp /etc/default/grub /etc/default/grub.old
Scp -R /etc/grub.d /etc/grub.d.old
S cp -R /boot/grub /boot/grub.old

2. Remove the “grub2” boot loader

S apt-get purge grub2 grub-pc
= Tab to “yes” when prompted

3. Install the downgraded “grub” boot loader

S apt-get install grub

4. Determine the mount point of the boot loader

S mount
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5. Write the “grub” boot loader to the appropriate mount point

$ grub-install /dev/sda

Choose the correct device as marked in above snapshot.
Ensure it creates the stagel & stage2 files in /boot/grub and
writes to the MBR.

6. Run the “update-grub” command to generate the “menu.lst” file

S update-grub
= Tab to “yes” when prompted

7. Reboot the server

S reboot

1.2 GRUB File Modification

1) Edit the new grub file “/boot/grub/menu.lst” as shown in the below screenshots

S vim /boot/grub/menu. (st

By default, the menu.lst file will look like this:

2) Change the timeout to > 5
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3) Save and Reboot the server to verify that the changes are being reflected.

S reboot

SECTION -11I

1.1 Tboot installation

1. Login as root user and install tboot.

S apt-get install tboot

rootEubuntudl: " # apt-get install tboot
Reading package lists... Dome
[Building dependency tree
[Reading state information... Done
The following extra packages will be installed:
libtspil
The following NEW packages will be installed:
libtspil tboot
0 upgraded, Z newly installed, 0 to remove and 50 not upgraded.
eed to get 479 kB of archives.
After this operation, 1,241 kB of additional disk space will be used.
Do you want to continue [Ym17 y
.com/ubuntw/ oneirics/main libtspil amdé4 0.3.5-4 [178 kBl
.comsubuntus oneiricsuniverse tboot amd64 1.6-Oubuntul [301 kB1

. 49723 files and directories currently installed.)
from .../libtspil 0.3.5-4_amdb4.deb) ...

taking place
sboot# 11

root root 4096 2012-01-19 H b

root root 4096 2012-01-19 H /

root root 730753 2011-10-07 H abi-3.0.0-12-server

root root 134862 2011-10-07 5 config-3.0.0-12-server
root root 12Z88 2012-01-19 H ’

root root 13643049 2012-01-19 5 initrd. img-3.0.0-12-server
root root 176764 2011-05-02 19:07 mentest86+.bin

root root 178944 2011-05-02 H mentestB86+ _nultiboot. bin
root root 2719829 2011-10-07 5 System.map-3.0.0-12-server
root root 73099 2011-08-26

root root 8799 2011-08-26 5 tboot-syns

root root 1366 Z011-10-07 H umcoreinfo-3.0.0-1Z-server
root root 4718160 2011-10-07 :58 umlinuz-3.0.0-12-server

: /bootit

Note: Tboot.gz will be loaded in /boot

2. Copy the SINIT ACM from below link.
http://software.intel.com/en-us/articles/intel-trusted-execution-technology/

0, 5500,

. Intel® Xeon® Processor 5600 Series " o . \ = =
(codename: X and 3500 Series (codenames 8 Ch.lpsets T»‘T.DI_D VID.DevicelD: " S600-3500-SINIT_v1.1.8IN Xeon-5600-3500-
Thurle: lersburg) Westmere EF an = (codename: 0x3406h SINIT_v1.1.zip

o - ! Tylersburg)

3. Extract the .bin file from the .zip archive
; 37,120 BINFile
4. Copy the .bin file into the /boot directory
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Note: For Romley Based servers the SINIT ACM is part of BIOS itself. So above steps 2 and 3
is not required for Intel E5xxx based processors.

Modify the menu.lst file to add an additional boot option as per below snapshot

S vim /boot/grub/menu.lst

e3-4dcc-alb7-bleffd7ef2d ro gui

1b7-"bleffd7ef2d

Reboot the server and login as root user.

S reboot

Upon rebooting, a boot menu will be displayed allowing the user to select which
environment to boot to. Select the first option to boot with TXT/tboot.
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xen 4.1-amd64 ~» Ubuntu 11.10, kernel 3.0.0-12-server Thoot./TXT

Ubuntu 11.10, kernel 3.0.0-12-server
Ubuntu 11.10, kernel 3.0.0-1Z-server (recovery mode)
Ubuntu 11.10, memtestB6+

Use the T and | keys to select which entry is highlighted.
Press enter to boot the selected 0S8, 'e’ to edit the

3

commands before booting, or 'c’ for a command-line.

The highlighted entry will be booted automatically in 6 seconds.

8. PCR 17-19 should now appear populated when queried using the below command:

S cat /sys/class/misc/tpm0/device/pcrs
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TCG software Stack installation

1. Login as root user and install trousers
S apt-get install trousers

S apt-get install trousers-dbg

2. Run the TCSD daemon in the background.

S tesd

SECTION -IV

1.2 Trust Agent Prerequisites
1. Install the remaining software prerequisites

S apt-get install curl

S apt-get install libcurl3-openssl-dev
S apt-get install chkconfig

$ apt-get -f install

S apt-get install make
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