del VPN Configuration Guide

1. Go to estore.cisco.com and log in with your Cisco credentials.
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2. Then Search for “Convert Token Type” and hit order.
Convert Token Type

If your requirements change, you can switch from your current token type o either SofToken, MobilePass or a DES Card (Data Encryption
Standard). Fer example, if you require VPN connectivity on multiple devices, then MobilePass or a DES Card would be the prefered option.

Available options for remote token include: SofToken, MebilePass and DES Card.

» Specification

Guide Cost $13 per month service charge for all token options. Additional
$35 one-time hardware cost for DES Card

0S8 Details Mac OSX, Windows

Manufacturer SafeNet / Secure Computing

More Information Home And Remote Access Jive Group I

. Order For Others .

Note: If you are already using the VPN with MobilePASS then you will not require to convert
the token type, search for “Reactivate MobilePASS” and click on order.

3. If below window is popped up, then its mandatory step in configuration of VPN. Kindly
proceed with it.

: x
estore.cisco.com says.

For security verification it is mandatory to set-up security questions before
performing any related action, the answers will be used to verify your
identity when requesting token support over the phone. Click OK to be
redirected to the appropriate destination.

Convert Token Type

" Click to Chat with
a \— Employee Services

tq
m Encryption Standard). For example, if you require VPN -
- connectivity on multiple devices, then MobilePass or a DES Card

would be the prefered option.

Available options for remote token include: SofToken, MobilePass
and DES Card

Note: If you see error like “you do not have an operation account” then you will need to
raise new VPN request or if you have already requested then wait for the approval.

Share

Security Question Answer Management

Users subscribed to Cisco VPN Access service must set-up 5 security questions for verification, in case of emergency access support
requests from GTRC

O8 Details Mac OSX, Windows
More Information Home And Remote Access Jive Group

Order For Others



http://estore.cisco.com
http://wwwin-tools.cisco.com/extranet/ExAMV2/Login

4. Once you have set-up security questions reopen “convert token type” and Here Select
convert to as “MobilePass” and Copy the Token Policy string.

Convert Token Type

If your requirements change, you can switch from your current
token type to either SofToken, MobilePass or a DES Card (Data
Encryption Standard). For example, if you require VPN
connectivity on multiple devices, then MobilePass or a DES Card
would be the prefered option.

o

Available options for remote token include: SofToken, MobilePass
and DES Card.

-
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Type

% Convert To

SofToken

(O DES Card

® MobilePass

To generate an Activation Code, please follow these steps.

+ Open the SafeNet MobilePass app (available on your Windows
computer's desktop, App Store or Play Store).

- Nofe: When creating a new token on the same device, click the
+ symbol to create a new foken. If there is no new foken option,

reinstall the MobilePass app.
+ If prompted, enter a token name and press Activate.

I Enter paEyrgpigas the Token Policy String and press I

- Copy the Activation Code into the field below and press
Continue.
- Create an 8 digit Token PIN and press Confirm to re-enter.
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Note: If you have requested for New VPN Access through EXAM tool then you might be having
the mobile pass activation code generated. and if you have saved it, Paste it here and submit
the request else follow below setps to get MobilePASS activation code.

5. Run MobilePASS on your system and follow below Instructions.

MobilePASS

P Welcome to MobilePASS

and activate a new token.
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MobilePASS

Press 'Continue’ to create, enroll,

s

Hit Continue




MobilePASS X

MobilePASS

Create New Token

foken name

Cisco

Activate

Activate Later

Cancel

THE

DATA
PROTECTION
COPMFRRY

Give any name

MobilePASS X

Manual Enrollment

Token Policy String
| 319797725

=

If you do nat have a Taken Paolicy String, zimply
prezs "Continue'.
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PasteToken string t

we copied earlier

MobilePASS X

Token Enrollment

Select a method for enrolling this
token.

| Manual Enrollment |

Cancel ]
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Select Manul Enrollr

MobilePASS

Ilze the Activation Code to activate the token on
your device. Prezs 'Caontinue' anly after successful
activation.
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Copy this activation




6. Paste the Activation code in highlighted area and hit submit.

Convert Token Type

* Current Token SofToken
Type

* Convert To O DES Card

® MobilePass

To generate an Activation Code, please follow these steps.

- Open the SafeNet MobilePass app (available on your Windows
computer's desktop, App Store or Play Store).

- Notfe: When creating a new token on the same device, click the
+ symbol to create a new foken. If there is no new token option,
reinstall the MobilePass app.

- | prompted, enter a token name and press Activate.

- Press Manual Enroliment.

- Enter 319797725 as the Token Policy String and press
Continue.

- Copy the Activation Code into the field below and press
Continue.

- Create an 8 digit Token PIN and press Confirm to re-enter.
Note: Remember this PIN for future use.

- MobilePass will generate a Passcode (you won't need a
Passcode until later).

= Click Submit.

% Activation Code
‘ STUXC-QIOQ3-AGNQT-TCAHQ|

(E.g.0 12345-12345-12345-12345)

>
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Voila you’re done.

MobilePASS X MobilePASS

Cisco

P Token Authentication

Token PIN Your Passcode

90278866

——

[ Copy Passcode ]
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Note:- Please Enter 8 Digit Numeric PIN

Steps for connecting VPN is on next page....



Run Cisco AnyConnect Secure Moblity Client and do following Steps

1. Copy this bgl13-gem-ubvpn-gwla.cisco.com URL and paste in below highlighted
area and click connect.

(_3' Cisco AnyConnect | bgl13-gem-ubvpn-gwla.cisco... X

% Flease enter your username and password. (i*, Cisco AnvConnect Secure Mobility Client

Username: | aarwalka |

=

- Password: | ““““ |
Please enter your username and password.

bgl13-gem-ubvpn-gw 1a.dsco.c Connect

Roaming Securiby:
Disabled while you are on a trusted netwark.

Your Passcode

90278866

2. Or if you having Full VPN access then select any of the location from drop down
list and hit connect.

I VPH:
Please respond to banner.

— I Bangalore - S5L I Connect

0 Roaming Security:
Disabled while you are on a trusted network.

Cisco AnyConnect

bgl17-vpn<cluster-4.cisco .com ~
IMPORTANT: CLIENT UPDATE IS NOW AUTOMATIC

NOTE: DO NOT dial emergency response numbers (e.g. 911,112) from
software telephony clients.

Your exact location and the appropriate emengency response agency
may not be easily identified.

The following countries restrict use of VolP software via VPN overthe

Intemet:
UAE, Saudi Arabia, Pakistan, Lebanon, Jordan, Egypt, Oman, Qatar, ©

Accept Disconnect

Copy Passcode

@ Check out my work Youtube.com/c/anuragcreation?
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