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 OVERVIEW 

This document provides Job Corps Data Center's (JCDC's) procedures for addressing 

vulnerabilities within its IT environment.  

 IDENTIFYING VULNERABILITIES 

JCDC uses the Tenable Nessus tool to scan the entire JCDC network (via administrative 

credentials) for vulnerabilities such as missing security updates ("patches"), noncompliance with 

security standards, and exploitable information system entry and exit points. The Nessus tool 

allows JCDC to group devices for scans (e.g., JCDC Servers, Windows Servers, JCDC/MTAC 

Staff) and to schedule weekly or biweekly scans for those groups. The scans comprehend the 

network configuration, the website, and every device on the network.  

In addition, JCDC uses IBM Tivoli Endpoint Manager (aka "BigFix"), an agent-based software 

solution, to deploy and install patches for vulnerabilities in the Microsoft, Linux, and UNIX 

operating systems; for third-party software installed on JCDC devices; and for compliance with 

security standards. BigFix is included in the baseline configuration of all JCDC workstations, 

laptops, and servers and is thus able to scan all authorized devices on the network. JCDC 

subscribes to patch sources ("sites") provided through BigFix, and it also uses BigFix to install 

custom patches created with tools such as ForeScout and those provided for Google Chrome. In 

addition, JCDC uses BigFix to conduct continuous patch monitoring and reporting in real time. 

JCDC follows the Common Vulnerability Scoring System (CVSS) for classifying vulnerabilities 

by severity. This system is also followed by Nessus and BigFix. 

 



U.S. Dept. of Labor Office of Job Corps Vulnerability Remediation/Patch 

Deployment and Installation Guide 

 

Version 1.0 - 5 - NOVEMBER 2018 

RESTRICTED ACCESS – SENSITIVE INFORMATION 

 

The following screenshot shows a list of sites/sources, and the constraints for Windows patches.  

 

The following screenshot shows continuous vulnerability reporting in Bigfix. 
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JCDC also installs security updates based on DOL security bulletins requiring action. An 

example of a bulletin follows: 
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 PATCH INSTALLATION 

When vulnerabilities are identified, they are patched as expeditiously as possible. The 

Department of Labor's Office of the Chief Information Officer (DOL-OCIO) has issued the 

following parameters for security update installation and vulnerability remediation: 

Security update (patch) criticality Installation schedule 

Critical within 72 hours of release 

High within 1 business week of release 

Moderate within 30 business days of release 

Low within 60 business days of release 

 

Vulnerability criticality Remediation schedule 

Critical within 5 business days of discovery 

High within 10 business days of discovery 

Moderate within 30 business days of discovery 

Low within 60 business days of discovery 

Patch installation and vulnerability remediation constitute changes that must undergo standard 

JCDC Change Management procedures. These are as follows. 

 CREATE A WORK ITEM FOR THE SECURITY UPDATE. 

Action Role or Group 

1. Create a Work Item for the update, providing 
details from start to completion, in Team 
Foundation Server (TFS) and send to 
Configuration Management (CM) manager 

Network System Admin and/or JCDC Security 
Personnel 
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JCDC's implementation of TFS includes both web and Microsoft Visual Studio access. 

Web: 

 

Visual Studio: 
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The following screenshot provides an example of Change Control board action in response to a 

DOL Security Bulletin: 
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 TEST THE SECURITY UPDATE. 

Action Role or Group 

2. CM promotes Work Item CM manager 

3. Integrate the Patch in test environment Network System Admin 

4. Test the Patch Network System Admin 

The test environment has test servers representing all mission-critical applications. Ideally, every 

type of platform in the enterprise is represented in the test environment. When it is not possible 

to maintain a test environment that mirrors the production environment, updates are installed on 

the least critical, most easily recoverable servers first. These are servers without a lot of data or 

applications that will need to be restored, such as print servers.  

The level of testing depends on risk to the information system and the priority of the update as 

determined by the Patch Vulnerability Group. Security updates are tested for effectiveness and 

potential side effects on Job Corps information systems prior to installation in production 

environments, and then installed on all machines as appropriate except where instances preclude 

system functionality. 

In addition, each group of system administrators performs testing according to group practices.  

The CitrixAdmins group is responsible for the following devices, and tests as follows: 

CITRIX DESKTOP 

1. Updates are applied to the QA-QC Desktop; QA is notified and looks for any issues.  

2. Upon success, updates are applied to 10–20 servers in Production. 

 

WEB SERVERS 

1. JCDev and QA servers are configured to get updates automatically; script notifies 

Dev and QA when systems are rebooted with what patches 

2. Upon success, regression occurs on the QC image the week and a half prior to the 

scheduled promote date.  

 

WORKSTATIONS 

1. Updates are pushed to vlan6 to network security workstations; systems are rebooted 

and monitored. 

2. Updates are pushed to all JCDC workstations; systems are rebooted and monitored. 

The UnixAdmins group is responsible for the following devices, and tests as follows: 

1. Updates are applied to 2 test systems with AIX 6.1 (oldntp, rmaster2) and 1 system 

with AIX 7.1 (richsys3).  

2. Upon success, updates are applied to non-database systems (vmaster, jcdcrs15, 

jcdcntp). 

3. Upon success, patches are applied to DEV/QA systems with Sybase databases active 

(jcdcrs3, jcdcrs4, jcdcrs6, jcdcrs10, jcdcrs11) to make sure that they don’t break the 

Sybase environment. 
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4. Upon success, patches are applied to production systems with Sybase (jcdcrs5, 

jcdcrs7, richsys1, richsys2, richsys8). 

The SecurityAdmins group is responsible for the following devices, and tests as follows: 

1. Security updates are installed on Linux security servers within 24 hours of release.  

2. Upon success, updates are installed on other Windows servers. 

The JCDCDBAAdmins group is responsible for the following devices, and tests as follows: 

1. Windows patches are installed on Dev/QA and proof-of-concept SQL servers and 

Sybase IQ servers. 

2. Upon success, updates are scheduled for the remaining machines (i.e., production). 

SQL servers are patched during Sybase/UNIX downtime to minimize impact on 

users. 

Testing periods before updates are installed in production are as follows: 

Security update (patch) importance (Maximum) testing duration 
prior to production install 

Critical 48 hours 

High 48 hours 

Moderate 48 hours 

Low 1 month 
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A Work Item reflecting steps 2-4 (promotion, integration in test environment, and testing) is 

shown here: 

 

 CONDUCT A SECURITY IMPACT ANALYSIS. 

Action Role or Group 

5. Conduct a Security Impact Analysis (SIA), 
which is attached to the TFS Work Item 

Compliance Administrator 
Security Compliance Manager 

This process must be documented; upon completion, the documentation is archived. 
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A Security Impact Analysis worksheet is shown here: 
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 OBTAIN MANAGEMENT APPROVAL FOR THE SECURITY UPDATE. 

Action Role or Group 

6. CM distributes the Work Item to 
managers for approval 

CM manager 

7. Managers approve CCB board members  

8. Final approval IT Director 

Approvals are obtained via email, which are archived by the CM manager. 

Action Role or Group 

9. Deploy the Patch Network System Admin or JCDC Security 
Personnel 

10. Verify the Patch/Vulnerability 
Remediation Deployment and 
Installation  

Network System Admin or JCDC Security 
Personnel 

11. Verify Deployment Using Vulnerability 
Scanning 

Network System Admin or JCDC Security 
Personnel 

12. Update Documentation CM manager and all managers whose groups 
will be affected, to potentially include: 

• Technical Assistance Center (TAC) 
Manager 

• Security Compliance Manager 

• Software Quality Assurance Manager 

• Operations & DB Manager 

• Network Manager 

• Software Development Manager 

• Training Manager 
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BigFix is used to deploy and install security updates. In the screenshot below, Microsoft patches 

will be installed on all affected systems: 

 

The Patch Vulnerability Group updates Nessus and BigFix to reflect new configurations and 

testing for old configurations. Verification methods meet the following criteria: 

• The files or configuration changes the remediation was intended to correct are verified as 

stated in the vendor’s documentation. 

• The host is scanned with a vulnerability scanner capable of detecting known 

vulnerabilities. 

• Logs are reviewed to verify the recommended security updates were installed properly. 

• Verification does not utilize exploit procedures (including, but not limited to, a 

penetration test); and the code does not exploit any vulnerabilities without authorization 

and approval from the information system’s authorizing official. 
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BigFix verifies updates as they are pushed out in real time: 
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BigFix Compliance Analytics also reports on vulnerabilities in real time: 
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 DOCUMENTATION 

When the previous steps are complete, the Patch Vulnerability Group updates the inventory and 

notifies stakeholders when the security update installation is complete. 

The following screenshot shows a snip of the Software Version Matrix maintained by the 

Configuration Manager: 

 

The full document is inserted here:  
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SW_Version_Matrix.

docx
 

 

The Configuration Manager notifies stakeholders by email, as shown below: 

 

 


