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1 Introduction

Westpac is utilising technology developed by our Qvalent subsidiary in conjunction with
existing market leading transactional banking products to provide comprehensive
receivables management solutions.

This document provides a user guide to the Quickstream product features available to
your business.

Section 2 contains some basic information relevant to all users, in terms of how to login,
how to change your password and basic navigation.

Section 3 contains a quick reference section that provides a cross-reference between the
Quickstream menu icons and the sections in this document that provide further details.

The remaining sections are solution-based, i.e. functions that you would typically use
together are grouped in the one section. This may include functions from multiple menu
icons.

1.1 Security

Qvalent treats security as a prime concern. As Qvalent is a 100% wholly owned
subsidiary of the Westpac Banking Corporation, it must conform to all Westpac security
policies. This is to ensure that the Customer’s and Westpac’s data is secure, the
Quickstream administration uses 128-bit SSL encryption for all communications. To
further enhance security, particular features may be turned on or off for individual users.

Qvalent meets the standards for tier 1 PCIDSS (Payment Card Industry Data Security
Standard) compliance.
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2 Basics

2.1 How to login to Quickstream

All you need to access the Quickstream system is an Internet connection and a
compatible browser such as Microsoft Internet Explorer or Firefox. The accepted versions

are listed in Appendix C.

To login to the Quickstream system, go to https://quickstream.westpac.com.au.
This will display the following login screen:

‘& Westpac Quickstream Login - Windows Internet Explorer g@
=) - . : i [+ : .
@ e |§, https: fipnpret, gvalent, comyfLogin M ﬂ | #|| X | |Live Search g
File Edit Wiew Favorites Tools  Help Contribute Edit in Conkribute Post ko Blog % -
— - e >
'“_!.':? ol [&Westpac Guickstream Login ] l @ - B - - r_;}Page v 0F Tools -
Sign In
Quickstream sign in B Technical Assistance
« Support Infarmation
Login Mame |:| o Technical Adviso

Password | | W Quickstream is the new name for

Present and Pay!

b sign in Contact details for support services will
remain the same, however you will naotice the
name change on your billing statement.

If you have forgotten your password,
plesse clidk hers

Qualent is a wholly-owned subsidiary
QVA[ FNT - ofthe Westpac Banking Corporation

I(_] I [EX
| [ €D Internet H100% v

Enter the Login Name and Password that you have been previously provided with and
click on sign in. The system will then log you in and display the functions available to
you. If you are logging in for the first time, you may be asked to change your password
before you can do anything else (refer to Section 2.3)

If you cannot remember your password, refer to Section 2.2.
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If you enter your Login Name and/or Password incorrectly, an error will be displayed
saying “Login Failed. If an incorrect password is entered 5 times then your account will
be locked out. You can use the ‘Forgot Your Password’ link to receive a reminder email”.
If this occurs, please retry your User Name and Password, ensuring that you type it
correctly. In particular, ensure that your Caps Lock key is not set as the password is
case-sensitive. If your account is locked out please use the forgot password function to
get a new password sent to you.

2.2 Forgotten your password

If you cannot remember your password, click on the Forgot Your Password link on the
login page. This will display a Forgot Password screen where you may enter your email
address and security question/answer combination. An email will be sent to your email
account containing the user name and password for the user registered with this email
address.

If you still cannot login, please send a fax request to Support on your company
letterhead (see section 9 for contact details).
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2.3 Changing your password

If you are logging in for the first time, you will be asked to change your password. This
will ensure that the password is something that may not be easily guessed by someone
else and may be more easily remembered.

You may also change your password at any time if you feel it may have been
compromised or would like to change it to something more secure. Click on the
Administration icon in the top navigation bar and then click on My Password. Enter your
New Password, retype to confirm it and click on Save to complete the change. The new
password will be effective the next time you login.

Passwords are required to be a minimum of 8 characters and contain at least one
numeric digit and at least one letter e.g. west7pac. This will ensure that the password is
more difficult for others to guess. Also note that the password is case-sensitive (i.e.
lower case ‘a’ and upper case ‘A’ are different).

€ My Password - Windows Internet Explorer g@
@,\_ A~ |@, https:,l',l'pnpnet.support.qvalent.com,l'MyPassword\-‘iewServleM ﬂ | *4|| X |Live Search 2
File Edit Wiew Favorites Tools  Help Contribuke Edit in Contribute Post ta Blog % -
—_— [ . »
W [@.My Password ] l ﬁ - B i~ |2k Page = (0F Tools ~
5
Change your password

“ou must change your password before accessing the system.
To change your password, simply enter the new one, retype to confirm it and press Save.

Full Name: Mew User

Login Mame newuserl

MNew Password

Retype New Password

Cwalentis a wholly-owned subsidiary
QVA[EN I of the Westpac Banking Corporation
(]
Ii] Im | 2]
||D0ne (& €D Inkernet 100% -
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2.4 Security Questions

When you first login you will be asked to select 2 security questions and provide the
answers. You will be required to answer these questions correctly to reset your password
using the forgot password functionality. These security questions also allow support staff

to prove your identity when required.

'_@ Security Questions - Windows Internet Explorer

B}

@‘jﬁ - ‘@, https:,l’;‘pnpnet.support.qvalent.comJ‘SecurityQuest\on\u’iewSerVIetM QJ *| || [Live Search

2

File Edt ‘“iew Favorites Tools Help Contribute B Edit in Contribuke PosttoBIog

& -

w [g,s.ecurity Questions l_l 5 v B #= v [=kPage » () Tools v

Wildestpac

Security Questions

IMPORTANT - PLEASE READ.

&

In order for ug to maintain a high level of security, we ask that vou select two questions and enter appropriate angwers below. The
gquestions and answers will be recorded and may be used when we receive a request for infermation regarding your account. For
example, a reguest for a pazsword reset.

Do | have to select and answer the questions? Yes. As this iz a sscurity feature applied to all customers, it is important that all
customers provide this information. ou wil not be able to access Present and Pay until this step is completed.

Why is this necessary? This security featurs haz been implemented to help protect your account and allow for improved
identification of unauthorized requests.

When will the security questions be used? Your security question/answers wil only be used if you have forgotten your
paseword or call our help desk. We will never send an email to you requesting you to supply these detaile. If you ever receive such
an email, please report this to our help desk immediatehy.

What about my password? The answering of these security questions wil not affect your password. Once you have selected

and answered the questions, the next time you attempt to login you wil need to enter the Login Name and Password that you
normally use and you will be logged on as per usual. The Security Questions screen will not be displayed.

Please =elect two security questions, enter two appropriate answers and then click on Save to login.

If you click en Cancel, you will not be logged in. ¥ou wil be asked again to enter theze questions when you attempt to login next

time.
Security Question 1: | Name of your first school M
Answer 1: Primary School
Security Question 2: | Pet's name M
Answer 2: Fido
& SAVE CANCEL
A Qvalent is 8 wholy-owned subsidiary b |
QVALI!N I ofthe Westpac Banking Corporation M
1< i R
[# € mternet F100% -
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2.5 Navigating Quickstream

After logging on, you will be presented with a top navigation bar that will vary based on
the features made available to your account. All users have access to the Administration
feature in order to change their own password. The following is an example of the top
navigation bar that may be available.

Some users will have a default function that will be automatically displayed after login;
otherwise the Introduction page of the leftmost menu icon is displayed.

w & BT

CUSTOMER QUERIES Al R .
cus UERIES AND | apainesTrATION | (D)) Melp Center

SER REFORTS

To access a function, click on the appropriate menu icon in the top navigation bar (e.g.
Administration). This will display a selection of functions available under this menu. To
enter a particular function, you may either:

> Click on the tab to the right of the Introduction tab (e.g. My Password tab); or

» Click on the link shown further down on the page (e.g. My Password underlined
link), preceding the description of the function.

‘€ Supptier Administration - Windows Internet Explorer g@
@n - ‘g hitps:/ fpripnet. qalent com]s. | ["] £ | 2% el

. »
w o I&Euppller Administration i~ B - & - [hPage v & Tooks +

én’sng:y our password.
Click on
either to

& Tapof Page access the

function
runcton

QVALENT®

https: /jpripnet qualent, com/Businesshav?Targek=Queries_And_Reports & Intermet E100% <

Click on the Logoff button to log off from Quickstream and exit the system.
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3 Quick Reference

This section provides a cross-reference between the actual Quickstream menu structure
and the section of this document that refers to the function.

3.1 Customer Service Menu
Function Cross-reference
Credit Card Payment Section 4.1

Credit Card Refund Section 4.2

Net/Phone Refund Section 5.1

3.2 Queries and Reports Menu
Function Cross-reference
Credit Card API query Section 4.5

Net/Phone Transaction Section 5.2

Search

Net/Phone DE Search Section 5.3

Periodic Debits Search Section 6.1

3.3 Administration Menu
Function Cross-reference

My Password Section 2.3

Users and Privileges Section 7
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4 QuickTerminal/QuickGateway
Administration

The QuickTerminal solution consists of a set of administration features that:
> Allow ad-hoc credit card payments to be made
> Allow refunds to be made against previously successful captures
» Provide searches and export of credit card transactions

These online features may be used as a stand-alone solution or in conjunction with
QuickGateway. Integration with the QuickGateway API (Application Programming
Interface) allows your web site to accept credit card transactions online. A separate
document is available for your web site developers to describe how to integrate with the
API. Please speak with your Westpac relationship manager for further details.

4.1 Credit Card Payment (QuickTerminal)

The Credit Card Payment function allows a credit card payment to be made by entering
the required details on a screen. For those customers familiar with the QuickWeb
solution, this differs from QuickWeb in that payments can only be initiated by authorised
users with a valid login name/password rather than any internet users.

The instructions on how to use this screen are as follows:

1. Enter the Credit Card Number, Expiry Date and Amount. The Card Verification
Number is optional, but will be used if supplied to verify the card. Card Holder
Name and Comment fields are optional but will be stored with the transaction for
informational purposes. Most users will only have the Capture option enabled on
this screen, so this will be selected by default. Click on the Make Payment button.
See Figure 1 for an example of this screen.

2. If some required details are yet to be entered, a popup will be displayed
indicating the missing items. Otherwise, the Confirmation page will be displayed.
Please check these details carefully and click on the Previous button to go back to
the previous screen if corrections need to be made. Click on Make Payment to
process the transaction.

3. Receipt details will be shown with status of the transaction attempt. Please refer
to Appendix A for a full list of response codes. Click on “Another credit card
payment?” link to return to the payment screen or use the “Credit card payment”
tab on the top of the page.
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& Customer Service - Credit Card Payment Detail - Windows Internet Explorer g@

@.\:_/ - |g, https: fipnpnet. gvalent comfadhoc CCPaymentDetailServiet [V] g | *2|| % | | Google L

— = — »
" P Ig‘ Customer Service - Credit Card Payment Detail I I -8 deh v [k Page - G Tools +

w

&, Home
I, Logaff
@ Help Center

Introduction Credit Card Payment Credit Card Refund Net Phone Refund

Credit Card Payment Detail

e Adhoc Credit Card Payment Details

Credit Card Payment Details

Community: Qvalent

Merchant: QWTEST
QOrder Type:
Customer Number: |INV4424
Card Holder Name: | Jane Person
Credit Card Number: |4242424242424242
Expiry Date: [1010 (MMYY )
Card Verification Number: |123

Amount: |10.00 |AUD [v]

Comment | Paymentfor service XYZ|

]

Daone €D Internet 00 v

Figure 1, Credit Card Payment screen
The following additional points refer to this screen:

> Limits. In order to restrict the amount of transactions, minimum and maximum
limits may be configured on request for your merchant. If a transaction request
falls outside of these limits, an error will be returned. For example, a $10,000
maximum transaction limit may be configured for your merchant to reduce the
risk associated with erroneous transactions conducted through the gateway.

> Duplicate transaction warning. If a user attempts to process a transaction for
the same card and amount on the same day, a warning will be shown on the
Confirmation page in red. The user may choose to continue processing the
transaction if it is valid.
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& Customer Service - Credit Card Payment - Windows Internet Explorer

=Ja

6:—/:: - |g, https: ffprpnet. qvalent. comfAdhocCreditCardPaymentActionServiet

M & *1 % | |Google

ﬂf & Ig‘ Zustomer Service - Credit Card Payment

-8

=

I

= ~ ibPage - {0 Tools +

s = & togo
QUERIES AND NNSTRATION
Py ADMINSTRATION | (F) Help Center

=), it e

Introduction

Credit Card Payment

Credit Card Refund

SR Credit Card Refund > Credit Card Pavment Detail = Credit Card Payment Receipt

e 9redi1 Card Payment

s page allows you to vie e

Credit Card Payment Details
Community:

Merchant

Order Type:

Custormer Number:

Card Holder Name
Credit Card Mumber:
Expiry Date:

Card Verification Mumber:
Amount:

Comment:

Payment Date:
Transaction Date/Time:
Status:

Receipt No:

Another credit card pavment 7
Print Receipt

Send receipt email to:

Qvalent

QVTEST

Capture

INV4424

Jane Person
AZATOOOOOKAZAZ
10710

.

$10.00 (AUD}

Payment for service XYZ
11 Apr 2007

11 Apr 2007 18:22
Successful - Approved or completed successfully (QS)

24226980

¥

https:i/pnpnet, support. gralent.comjAdhocCreditCardPaymentActionServiet#

e Internet

F100% <

Figure 2, Credit Card Payment receipt
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4.2 Printing Payment Receipts

Click on Print Receipt to display a printable receipt that may be printed and faxed to the
customer if required.

= Payment Receipt Print - Windows Internet Explorer

|@, https: | fpnpnet. support.qvalent. comfadhocCreditCardPaymentReceiptPrint Servlet?id_community=51301&no_reference=24807436

File Edit ‘“iew Favorites Tools  Help Contribue B Edit in Contribute Post ko Blog

W Festpac

Aust-alia's First Bank

Westpac Present & Pay
Payment Record

Merchant Information
QVTEST
Lewel 1, Stockland Wallsend, Wallzend, 2287
Ph: 1300 728 370
Fax: 02 4951 0055
Email: prezentandpay@qgvalent.com

Payment Information

Receipt No: 24807438

Reference # Qvalentl1

Account: 41111111
Amount: $101.25

Date & Time: 07-MAY-2008 16:19:48
Comment: Qvalent payment

*** APPROVED ==

Cloze
Instructions

To print, select "File' from the menu, then "Print'.
To zave, select File' from the menu, then "Save As".

[v]

Done L& €D Internet H100% ”

Figure 3, Print Credit Card Payment Receipt

4.3 Emailing Payment Receipts

Enter the customer’s email address in the send receipt email to field and click on the

send button. You will see a pop-up window notifying you that the email has been sent
successfully.
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‘€ Credit Card Payment - Windows Internet Expl... M@m
|g, https:,l',l'pnpnet.suppu:urt.qvalent.cu:um,l'.ﬁ.dhDcCreditCardPaymentRE&l 5 |

>

Fil=  Edi

Cankribute Edit in Conkribute Post ko Elog % -

e Adhoc Credit Card Payment

A receipt email has been successfully sent to swalliz@gvalent.com

Ly €D mnternet ®100% v

Figure 4, Receipt email confirmation

Dear Sir / Madam

Westpac Present & Pay

Payment Record

Merchant Information
QVTEST

Level 1,

Stockland Wallsend,
Wallsend,

2287

Ph: 1300 726 370
Fax: 02 4951 0055

Email: presentandpay@gvalent.com

Payment Information
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Receipt No: 24807436

Amount: $101.25

Date & Time: 07-MAY-2008 16:19:48
Comment: Qvalent payment

*** APPROVED ***

Figure 5, Sample receipt email

4.4 Credit Card Refund

The Credit Card Refund function allows a refund to be made against a previous capture.
The refund may only be credited to the original card and only up to the amount of the
original capture. Multiple refunds can be made against the one transaction provided the
total of these refunds is less than the original capture amount.

The instructions on how to use this screen are as follows:

1. Search for the original transaction using as much search criteria as available (i.e.
amount, card number, date). Any successful, capture transactions that meet the
search criteria will be shown. See figure 6 for an example of this.

2. Click on the “Refund” link next to the appropriate transaction.

3. A further screen will be shown (see figure 7) with the original transaction details
and the refund amount defaulted to the original capture amount. Change this
value if required to the appropriate refund amount and click on Submit.

4. The system will attempt to perform the refund. Checks are performed to ensure
that the refund does not exceed the original capture amount. A receipt page is
shown. Click on “Another credit card refund?” link to return to the payment
screen. Click on Print Receipt to display a printable receipt that may be printed
and faxed to the customer if required

The following additional points refer to this screen:

> Refund exceeding original capture. If a refund transaction attempt would
cause the total amount of refunds to exceed the original capture amount, the
transaction will be rejected with a "Refund amount exceeds capture amount”
error.
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€ Adhoc Credit Card Refund - Windows Internet Explorer [._“E]m
@::J: - |g, https:fipnpnet. gvalent.comfadhocCreditCardRefundFilkerServiet M QJ 2| X Google P
—_— — s ¥
i:f ﬁ'ﬁ [g. Adhoc Credit Card Refund l I @ w2 Q o= - @Eage - _‘g} Tools -
' &, Home
£
s = e ton
C‘; _f: TOMER 0;‘2'5;;‘5’"0 ADMINSTRATION | (), Help Genter
I . i e
Fi ",/ Credit Card Payment ',/ Credit Card Refund °,
LR VIS Credit Card Refund
Enter your search criteria and click Search
Source Merchant AIC Order/Receipt No. Card No. Amount Payment Date
Any |v Any v | | | Today  [v]
Scheme Currency | '|
Any v AD[v] o [ [Ed
Q SEARCH
1 Capture Total: 10.00 AUD
Sortby Tarsacton ose[v]
Source Merchant AC  Order/Receipt No. Card No. Amount Payment Date  Transaction Date/Time
Admin SIMULATOR 24228980 424747 247 10.00 AUD 1 Apr 2007 11 Apr15:22 Refund
... previous 1 next ..
A Topof Page
QVALENT™
oy right' & Evalant Py, Lid. 5003 AN fight's résan 8d
& Internet F100% v
Figure 6, Credit Card Refund Transaction Search
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/€ Adhoc Credit Card Refund - Windows Internet Explorer g@

@.\— I |§, https:jfpnpnet. support. gvalent .com/AdhocCreditCardRefundFilker Serviet [VI QJ *2|| % | |Google Fe g

R 3 o 3
i‘:? *‘1“3? [ﬁ.ﬁ\dhoc Credit Card Refund l I ﬁ © D o - lﬁ;Eage v iQF Tools =

w BT

L ADVINSTRATION

) Home
[ Logaff
(D Help centes

=0} R au Al
5 R T

=) e i e

f \fcredlt Card Payment\f Credit Card Refund \

Credit Card Refund > Credit Card Refund Confirmation

Source: ADHOC_CC
Community: QVALENT
Capture Order Mumber. 24226580
Merchant Account: SIMULATOR
Card Mo: 424242 242
Capture Amount: 10.00 AUD
FPayment Date: 11 Apr 2007
Transaction Date/Time: 11 Apr 2007 1522
Return Code: Q5

Refund Amount: |10.00 AUD

& Topof Page

QVALENT"

a7V aIERT Py LTd. 2003 A rights ressi Bd

€D Ireernet F100% v

Figure 7, Credit Card Refund screen

4.5 C/C API Search

The Credit Card API (C/C API) query interface is provided to search for credit card
transactions and export to an application such as Excel. Although this is called the “C/C
API” search, it is used to find both P&P Cards API and Admin (i.e. using the web-based
screens in the previous sections) transactions.

To conduct a search:

» Enter or select appropriate values in the search criteria fields. Note: in order for
queries to be run as quickly as possible, it is important that the range of Payment
Dates to search within is set to as small a period as possible. That is, if the day of
the transaction is known or thereabouts, then enter the date range so that the
query will return the result more quickly.

» Click on Search to execute the search.
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» After results are displayed, click on the Export button to save a CSV (Comma
Separated Value) file containing the displayed transactions or to open the file
directly into an application such as Microsoft Excel.

An example of this search is shown in the following screenshot.

{€ Credit Card AP Search - Windows Internet Explorer E]@
@.\-— ¥~ |g https://prnpnet.support. gvalent, com)CreditCardAPTSearchServiet [Vl E | 44| X R -
— - »
W Ig,oedit Card APT Search l l v B - &= v [Ehpage - G ook -
~
&, Home
s T o
ACMINSTRATION | (@), Melp Center
=2, s e
J L CICAPI Y

Credit Card API Search

Enter your search criteria and click Search
Source Merchant AIC Order/Receipt No. Card No.  Amount Payment Date  Return Code Allocation Fields
Any \'I Any v | | Today vl | |
Type Scheme  Currency Summary
|CapturefRefund [V”Any [V] ‘AUD [V] 1ol =

2 Batch Entries. Total: 5.00 AUD
Sort by | Transaction Date _

Source MerchantA/C OrderReceiptNo. Type CardNo. Amount PaymentDate 2ns2<tOM poinCode Details

Date/Time
Admin  SIMULATOR 24225980 Capture 424242..242 10.00 AUD 11 Apr2007 11 Apr 1522 s View
Admin  SIMULATOR 24229002 Refund 424242242 -500AUD 11 Apr2007  11.Apr15:30 s View

... previous 1 next ..

€ mternet #100%

Figure 8, C/C API Search

4.5.1 Search Criteria

An explanation of the fields is included in the following table.
Field Description

Source

performed via the API.

This will either have “Admin” for captures/refunds
performed via the screens or “"API” for transactions

Merchant A/C

account, this will default to your only value.

This will provide a dropdown of merchant accounts to
search within. For customers with a single merchant
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Order/Receipt No.

This is either:
» Order number provided via the API call; or

> Quickstream generated order number for Admin
transactions.

Clicking on the Order No. in the results will view the
transaction details, the same as clicking the View link.

Type

Capture or Refund

Card No.

To search for a transaction against a particular card, enter
up to the last 3 digits of the card to find any such
transactions. Clicking on the card number in the results will
display the first six and last three digits of the card as well
as the supplied expiry date and cardholder name if
applicable. If supplied, the Card Verification Number will
only show the number of digits (as asterisks) but not the
actual value.

The full card number is not shown on the screen or exports
for privacy and security purposes.

Scheme

The card scheme search may be useful when reconciling
transactions for a particular card scheme.

Amount

Enter the amount of the transaction if known.

Payment Date

The Payment Date, also known as Settlement Date,
corresponds with the settlement date returned from the
financial institution after processing the transaction. Refer
to Section 8.2.5 for more details.

When searching, you may either select one of the quick
date searches (e.g. Today, Yesterday, etc) or enter a
specific date range. If anything is entered into the date
range fields, they will be used in preference to the
dropdown value.

Transaction Date/Time

The Transaction Date/Time is the actual timestamp of the
transaction attempt. This may show a different date to the
Payment Date (see Section 8.2.5 for more details). This
date is not available to search on but is shown on the
results and in the export.

Return Code

The Return Code is the response from the credit card
gateway. A full list of these is provided in Appendix A -
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Credit Card Response Codes. Click on the Return Code in
the results for a description.

Also, the Summary drop-down allows a search on any
transactions where the Return Code was within one of the
Summary Response groups. These groups are also listed in
Appendix A, however they are:

» 0-App Transaction Approved

» 1 - Dec = Transaction Declined

» 2 - Err = Transaction Erred
» 3 - Rej = Transaction Rejected
For example, select "0 — App” in the dropdown to only find

transactions that have worked successfully. This is
particularly useful when performing bank reconciliation.

Allocation Fields

The Allocation Fields search is provided for future
expansion planned to the API and Admin screens.
Currently, if a comment is entered on the Admin screen, it
will be searchable via this field, displayed on the
transaction detail screen as an Allocation Field and included
in the Export.

4.5.2 Typical searches

The user may enter various s

earch criteria to find required transactions. These criteria

may be combined to easily achieve answers to complex queries. For example, to find all
approved AMEX transactions from yesterday, select:

» Scheme “"AMEX"”

» Summary “0-App”

» Payment Date “Yesterday”

and click on Search.

Another example is that a customer calls to query a particular transaction. You should be
able to obtain an approximate date, card number and amount from the customer. To

find the transaction, enter:

» Last 3 digits of card number

» Amount of transaction
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» Approximate date range into Payment Date fields
and click on Search. If the transaction still cannot be found, try extending the date range

by a day or two either side. The system will store the last 220 days of transactions only
to ensure that the system maintains its current performance levels.
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5 QuickWeb/QuickVoice Administration

Customers using the QuickWeb and QuickVoice solutions can use the Quickstream
administration screens to report on payments and refund payments when necessary.

5.1 Net/Phone Refund

The Net/Phone Refund function allows a refund to be made via a screen against a
previous capture. The refund may only be credited to the original card and only up to the
amount of the original capture.

The instructions on how to use this screen are as follows:

1. Search for the original transaction using all of the search criteria available (i.e.
amount, card number, date). Any successful, capture transactions that meet the
search criteria will be shown. See Figure 9 for an example of this.

2. Click on the “"Refund” link next to the appropriate transaction.

3. A further screen will be shown (see Figure 10) with the original transaction details
and the refund amount defaulting to the original capture amount. Change this
value if required to the appropriate refund amount and click on Submit.

4. The system will attempt to perform the refund. Checks are performed to ensure
that the refund does not exceed the original capture amount. A receipt page is
shown. Click on “Another credit card refund?” link to return to the payment
screen. Click on Print Receipt to display a printable receipt that may be printed
and faxed to the customer if required
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‘& Net/Phone CCRefund Search - Windows Internet Explorer

l=Jo/ed

@:}: - |g, https: fipnpnet. support. gvalent. comfNetPhone CCRefundSearchSerylet M Qj 4[| 2| |Live Search

ol

File Edit  Wiew Fawvorites Tools  Help Contribure B Edit in Conkribute Post to Blog % -
Wk [g,Net,l'Phone CCRefund Search ] l G- 8 feh v sk Page - () Tooks -

w S ) (b

CUSTOMER QUERIES AND J— W
ADAMINSTRATION
SERVICE REPORTS Wi 0N | (T} Help Center

5

= s e

/ Introduction ",/ Credit Card Payment '/ Credit Card Refund "/ Net Phone Refund

Lo Nt Net Phone Refund

Enter your gearch criteria and click Search

Merchant Customer — Receipt o o0 othod AccountiCard Amount Payment Date

Bank
Number Humber Reference

sim[v| | | Any (v | | v| |Today v| |
or Source I—'I

Any  [v] o =

1 Batch Entry Total: 50.00 AUD

Sort by| Transaction Date ||

Customer Receipt Payment Transaction Bank
Source: “mber Number Methog AcCOUNtCard Amount  PaymentDate ‘o mime  Reference Norund
NET 123456 24807485 VIS4 424743 242 50.00 AUD 08 May 2008 08 May 10:42 SUP24807455 Refund
... previous 1 next ..
A Topof Page
QOVALENT
COD.‘IIQH’. J Crwalert Pry. Ltd. 200! .l.llngn'.sreser.-ed —
)
[ &P Internet H100% v
Figure 9, Net/Phone Refund Transaction Search
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€ Net/Phone CCRefund Search - Windows Internet Explorer g@
@\—/ - |g, https: j{pnpnet. support. qwalent. comyfNetPhoneCCRefundSearch3erviet Iil Qj *4(| 2| |Live search 2 |-
File ~Edit Miew Favorites  Tools  Help Contribute  [E Edit in Contribute Post to Blog Qg -

— — - ¥
S 4 [@.Netﬁphone CCRefund Search ] l @ - B fm v |k Page + (CF Tools -

ﬁ 5, Logoff
QUERIES AND A T
ADMINSTRATION
REPORTS CAIN S ON @ Help Center

/ Introduction *,/ Credit Card Payment ',/ Credit Card Refund * / Net Phone Refund ',

9T Net Phone Refund > Net Phone Confirmation

Customer Mumber: 123458
Receipt Mumber: 24807485
Payment Method: VISA

AccountiCard: 424343 343

Payment Date: 08 May 2008
Bank Reference: SUP24807485
Capture Amount: 50.00 AUD

Refundable Amount: | 25.00 AlD

susmiT

A Topaof Page
OVALENT™
oy Tight & thalant Py, Ui S00E Al vights resendag i
[& €D Internet F100% v

Figure 10, Net/Phone Refund screen
The following additional points refer to this screen:
> Refund exceeding original capture. If a refund transaction attempt would
cause the total amount of refunds to exceed the original capture amount, the

transaction will be rejected with a “Refund amount exceeds capture amount”
error.
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5.2 Net/Phone Search

The QuickWeb/QuickVoice query interface is provided to search for credit card
transactions and export to an application such as Excel.

To conduct a search:

» Enter or select appropriate values in the search criteria fields. Note: in order for
queries to be run as quickly as possible, it is important that the range of Payment
Dates to search within is set to as small a period as possible. That is, if the day of
the transaction is known or thereabouts, then enter the date range so that the
query will return the result more quickly.

» Click on Search to execute the search.

> After results are displayed, click on the Export button to save a file containing the
displayed transactions or to open the file directly into an application such as
Microsoft Excel.

An example of this search is shown in the following screenshot.

@ (]
/€ Net/Phone Transaction Search - Windows Internet Explorer g@
@\ ) = | httpssfprpret.support.avalent. comitietPhone TransactionSeardhser et ] & | [#s)[x Ll
File Edt View Favorites Tools  Hep Contribute B Editin Cortribute [ Post to Blog & -

— - . »
T:? e Ig‘NeUPhnne Transaction Search ] I E}} - B o= g}'Paqe ~ {0 Todls ~
e ~
&) Hame
\\ T} IE U Logolf
ADMINSTRATION | (T) Help Center

= ) i e

CiC API Net/Phone

Net/Phone Transaction Search

Enter your search criteria and click Search

Customer Receipt Return
Merchant Number Number Payment Method Card No. Amount Payment Date
SIM [w| | [ Any || | [ ~| | This Month [+ |

or Source or Type ' Summary
ary [¥] o Ay ]
1 Batch Entry Total:100.00 AUD
Sortby|Trssconoue ]

Source e [zl Card No. Amount Payment Date TITETE T Return Code Summary Details

Number Number g Date/Time

NET ABCD1234 24805068 424242 242 100.00 AUD 01 May 2008 01 May 15:52 42 1 View

previous 1 next

Dovinload as 2P []

& TopafPage
OVATENT® v

[3 € mtermet E 100% -

Figure 11, Net/Phone Search
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5.2.1 Search Criteria

An explanation of the fields is included in the following table.

Field Description

Merchant This will provide a dropdown of merchant accounts to
search within. For customers with a single merchant
account, this will default to your only value.

Source Net (QuickWeb) or phone (QuickVoice)

Customer Number This is the customer reference number of your
QuickVoice/QuickWeb payments.

Receipt Number Quickstream generated reference number for
QuickVoice/QuickWeb transactions.

Payment Method Card Scheme of the credit card used for payment e.g. Visa,
MasterCard, American Express

Card No. To search for a transaction against a particular card, enter
up to the last 3 digits of the card to find any such
transactions. Clicking on the card number in the results will
display the first six and last three digits of the card as well
as the supplied expiry date and cardholder name if
applicable. If supplied, the Card Verification Number will
only show the number of digits (as asterisks) but not the
actual value.

The full card nhumber is not shown on the screen or exports
for privacy and security purposes.

Amount Enter the amount of the transaction if known.
Currency Currency of the transaction (AUD or NZD)

Type Capture (payment) or refund.

Payment Date The Payment Date, also known as Settlement Date,

corresponds with the settlement date returned from the
financial institution after processing the transaction. Refer
to Section 8.2.5 for more details.

When searching, you may either select one of the quick
date searches (e.g. Today, Yesterday, etc) or enter a
specific date range. If anything is entered into the date
range fields, they will be used in preference to the

Page 30

Copyright © 2008, Westpac Banking Corporation, ABN 33 007 457 141. All rights reserved.




WJestpac

dropdown value.

Return Code The Return Code is the response from the credit card
gateway. A full list of these is provided in Appendix A -
Credit Card Response Codes. Click on the Return Code in
the results for a description.

Also, the Summary drop-down allows a search on any
transactions where the Return Code was within one of the
Summary Response groups. These groups are also listed in
Appendix A, however they are:

> 0 - App = Transaction Approved

» 1 - Dec = Transaction Declined
» 2 - Err = Transaction Erred
» 3 - Rej = Transaction Rejected
For example, select "0 - App” in the dropdown to only find

transactions that have worked successfully. This is
particularly useful when performing bank reconciliation.

5.2.2 Typical searches
The user may enter various search criteria to find required transactions. These criteria

may be combined to easily achieve answers to complex queries. For example, to find all
approved AMEX transactions from yesterday, select:

» Scheme “AMEX"

» Summary “0-App”

» Payment Date “Yesterday”

and click on Search.

Another example is that a customer calls to query a particular transaction. You should be
able to obtain an approximate date, card humber and amount from the customer. To
find the transaction, enter:

» Last 3 digits of card nhumber
> Amount of transaction

» Approximate date range into Payment Date fields
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and click on Search. If the transaction still cannot be found, try extending the date range
by a day or two either side. The system will store the last 220 days of transactions only
to ensure that the system maintains its current performance levels.

5.3

Net/Phone DE Search

The Net/Phone Search allows you to search for direct debit transactions made via

QuickVoice or QuickWeb.

To conduct a search:

» Enter or select appropriate values in the search criteria fields. Note: in order for
queries to be run as quickly as possible, it is important that the range of Payment
Dates to search within is set to as small a period as possible. That is, if the day of

the transaction is known or thereabouts, then enter the date range so that the
query will return the result more quickly.

» Click on Search to execute the search.

/€ Net/Phone Direct Entry Search - Windows Internet Explorer E]@
@.\:_) | &] httos:Jtprpnet avalent.comiNetPhoneDE Transactionsearchserviet || 24 || 43| % Ll
Fle Edt View Favortes Todls Help Contribute B Edit in Contribute ] Post ko Blog & -
— . " »
w o [@Netﬂphone Direck Entry Search l I & B &= - [LhPage ~ () Tooks -
~
2 | ¢y @
w & T [ciem
D MANAGE
CuSTOMERS ADVINSTRATION | (3) Help Center
I ), i
Introduction ',/ NetPhone ',/ Net/Phone DE
Net/Fhone Direct Entry Search
Enter your search criteria and click Search
‘Customer Number Receipt Number Amount Payment Date Return Code
[ | AUD | Last Month |+ [
= Summary
[ Pending Payments (not zent to the bank) to Jiz=hd Any _
2 Batch Entries Total: 581.00 AUD
Sort by| Transaction Date
Customer Number Receipt Number Amount Payment Date T;?esﬁrﬁ::“ Return Code  Summary Details
000134 PNPNET240582 276.00 AUD 08 Apr 2008 08 Apr 15:00 [ 0 View
2360362360 PNPNET241527 315.00 AUD 11 Apr 2008 11 Apr 18:00 ] 0 View
previous 1 next
A TopofPage
QVALENT"
g 5 Al P LA 00, A ights reser g v
(& € mtemet H100% v

Figure 12, Net/Phone DE Search
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Field Description

Customer Number This is the customer reference number of your
QuickVoice/QuickWeb payments.

Receipt Number Quickstream generated reference number for
QuickVoice/QuickWeb transactions.

Payment Method Card Scheme of the credit card used for payment e.g. Visa,
MasterCard, American Express

Amount Enter the amount of the transaction if known.
Currency Currency of the transaction (AUD or NZD)

Type Capture (payment) or refund.

Payment Date The Payment Date, also known as Settlement Date,

corresponds with the settlement date returned from the
financial institution after processing the transaction. Refer
to Section 8.2.5 for more details.

When searching, you may either select one of the quick
date searches (e.g. Today, Yesterday, etc) or enter a
specific date range. If anything is entered into the date
range fields, they will be used in preference to the
dropdown value.

Return Code The Return Code is the response from the credit card
gateway. A full list of these is provided in Appendix A -
Credit Card Response Codes. Click on the Return Code in
the results for a description.

6 QuickBatch Administration
6.1 Periodic Debits Search

The Periodic Debits query interface is provided to search for credit card and direct debit
transactions.

To conduct a search:
» Enter or select appropriate values in the search criteria fields. Note: in order for

queries to be run as quickly as possible, it is important that the range of Payment
Dates to search within is set to as small a period as possible. That is, if the day of
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the transaction is known or thereabouts, then enter the date range so that the
query will return the result more quickly.

> Click on Search to execute the search.

An example of this search is shown in the following screenshot.

‘€ Periodic Debits Search - Windows Internet Explorer g@
= - : iodicebi q [« - -
@ wy |@, https:ffpnpnet. support,gyalent, com/PeriodicDebitsSearchServiek M QJ (| X | |Live Search yel
File Edit ‘View Favorites Tools  Help Cantribute Edit in Contribute Post to Blog @ -
w o [@. Periodic Debits Search l l @ - B [;QA v |i:h Page + (3} Toaols =

5

w2 TR

QUERIES AND o _—
A TRATION
P, OIS 0N | (3} Melp Center

= ) e i e
/ Introduction '/ Periodic Debits\

2N :LI Periodic Debits Search

Enter your =earch criteria and click Search

Batch Batch Entry Payment Return Customer Bank
Numb Numb Method  Code GO Account  y mber ~ Payment Date

Any "I | | AUD V" Today VI |
Summary  Supplier Account lm_lv
Any [v] Ay v to[31 Dec 2007 |

1104 Batch Entries Total
Sorthy|AccountAlas v 43,507.71 AUD
Number  Mumber. Method Codo  Amout  Account QTR paymentDate o ol
308523 307083 cc 08 49.50 AUD 424247 247 144 06 Dec 2007 24523277
208523 207089 cc 08 4650 AUD 424742 247 144 06 Dec 2007 24523278
208823 207159 cc 08 45.50 AUD 424247 347 7408 06 Dec 2007 24523348
208523 207160 TE 08 34.50 AUD 424247 247 7408 06 Dec 2007 24523349
208523 207127 cc 08 45.50 AUD 424747 247 8283 06 Dec 2007 24523316
208523 207128 TE 08 4650 AUD 424747 247 8283 06 Dec 2007 24523317
308523 307289 cc 05 45,50 AUD 424242..242 6765 06 Dec 2007 24523458
306523 307270 cc 08 49,50 AUD 424747 247 6765 06 Dec 2007 24523459
208523 207098 cc 08 45.50 AUD 424247 347 2055 06 Dec 2007 24523285
208523 208680 TE 08 4650 AUD 424747 247 4852 06 Dec 2007 24522869
.. previous 12 3 4567 8 9 10 next .. ) |
v
[ € Internet FA00% v

Figure 13, Periodic Debits Search
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6.1.1 Search Criteria

An explanation of the fields is included in the following table.

Field Description

Batch Number The unique identifier of the batch containing the
transaction

Batch Entry Number The reference number of the transaction
Payment Method CC (credit card) or DD (Direct debit)
Return Code The Return Code is the response from the credit card

gateway. A full list of these is provided in Appendix A -
Credit Card Response Codes. Click on the Return Code in
the results for a description.

Also, the Summary drop-down allows a search on any
transactions where the Return Code was within one of the
Summary Response groups. These groups are also listed in
Appendix A, however they are:

» 0 - App = Transaction Approved

» 1 - Dec = Transaction Declined

» 2 - Err = Transaction Erred
» 3 - Rej = Transaction Rejected
For example, select "0 — App” in the dropdown to only find

transactions that have worked successfully. This is
particularly useful when performing bank reconciliation.

Amount Enter the amount of the transaction if known.

Account To search for a transaction against a particular card, enter
up to the last 3 digits of the card to find any such
transactions. Clicking on the card number in the results will
display the first six and last three digits of the card as well
as the supplied expiry date and cardholder name if
applicable. If supplied, the Card Verification Number will
only show the number of digits (as asterisks) but not the
actual value.
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The full card number is not shown on the screen or exports
for privacy and security purposes.

For direct debit customers the account alias can be
entered. The account alias can be found in the buyer
administration pages for customers that have this
functionality.

Customer number The customer identifier for the transaction.

Payment Date The Payment Date, also known as Settlement Date,
corresponds with the settlement date returned from the
financial institution after processing the transaction. Refer
to Section 0 for more details.

When searching, you may either select one of the quick
date searches (e.g. Today, Yesterday, etc) or enter a
specific date range. If anything is entered into the date
range fields, they will be used in preference to the
dropdown value.

Bank Reference The identifier for a direct debit transaction once it hits
Westpac. For credit card transactions the Quickstream
assigned reference is displayed.
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7 Quickstream Transaction search

7.1 Transaction Search

The Transaction Search screen has three panels which allow you to search for
transactions based on the information that you have available:

> Date: The Settlement Date is the actual date on which the transaction was
banked with Westpac.

> Customer and Receipt Number: Identifies a single transaction based on a
unique customer number or the receipt humber.

> Card Details: Return transactions specific to the actual card entered.

About the Search Buttons

Please note that the search buttons on each panel are independent of each other. This
means that when you click on a button that only the criteria entered in that panel will
be used for that search.

In effect, this means that there are three separate search panels on the one screen.

Search On Settlement Date and Merchant

Seftlement Date: 31 Mar2010  [F
(Format def mon wyy, €.9."17 Jan 2008")
Merchant: ! Any L‘

Transaction Source Any . Search

Figure 14, Search on Settlement Date or Merchant
Select one or more of the above criteria to locate:
» All transactions received on a specific date,
» All transactions related to merchant account on a specific date,

» All transactions from a particular source (i.e. Payment Channel) on a specific
date.

Then click the Search button in that panel.
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Any combination of the above may be entered; however there must be a date if you use
this panel. Additionally, if you enter conflicting criteria (e.g. Merchant = BPAY,
Transaction Source = QuickCapture) into a panel and then click the search button (for
that panel), the search will return NO RESULTS.

Search On Receipt Number

Customer Mumber: I

Receipt Number: Search

Figure 15, Search on Customer or Receipt Number
Enter either or both of the above criteria to locate:
> All transactions in relation to a specific customer
> A specific transaction (i.e. receipt number supplied).

Then click the Search button in that panel.

Search On Card Number and Amount

Card Number: I

Amourt (inc surcharge): Search

Figure 16, Search on Credit Card Number and/or Amount
Enter either or both of the above criteria to locate:
> All transactions in relation to a specific credit card,

> A specific credit card transaction matching the specified amount.
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Source

QuickMatch
Quickeb
QuickWeb

BPAY
BPAY
QuickCapture
QuickCapture
QuickCapture

QuickMatch

List of transactions
Business
® TEST
O TEST
(2] TEST
O TEST
O TEST
O TEST
O TEST
9 TEST
O TEST
O TEST

BPAY

Quickstream e User Guide

Count = 10 Page 10f 1
S bl et e
27007865 TEST 817181563 AUD 89152650 08 Apr 201016:20  Approved
26974837 TEST 819432261 AUD 100,00000 08 Apr 20101206  Approved
26974831 TEST 800199887 AUD 100,00000 08 Apr 201011:46  Approved
27006561 TEST 817504301 AUD 10000000 08 Apr 20101331 Approved
27006566 TEST 824189278 AUD 86,04412 08 Apr20101331  Approved
27007831 TEST 812851269 AUD 7560000 08 Apr20101618  Approved
27007814 TEST 612411031 AUD 50,04322 08 Apr201016:18  Approved
27007822 TEST 812628428 AUD 5000000 08 Apr201016:18  Approved
27007861 TEST 815142633 AUD 800000 08 Apr201016:20  Approved
27006568 TEST 624668487 AUD 610000 08 Apr20101331  Approved

[ View Details J LExponJ

[ Modify Search J[ New Search J

Sort By: Amount

- NONE -
- NONE -

v | | Descending % Sort
¥ | Descending ¥

v | Descending ¥

Figure 17, Transactions List (example)

Field Description

Business The supplier business that the transaction was made
against.

Source The payment method\source via which the transaction was
received into Quickstream.
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Field

Description

Receipt Number

The Receipt Number is generated according to transaction
source, and will differ slightly for each:

> For Credit Card transactions, the value of the
Westpac /Qvalent Transaction ID and the Receipt
Number is the same.

» For Cheque payments, the receipt number is the
actual cheque number.

» For EFT payments, the receipt number that the
customer will receive is provided by each customer’s
internet banking system. This value is not passed
through to Westpac. Westpac instead, will provide a
Lodgement Reference for EFT payments.

> For BPAY, Westpac will receive a payment reference
number, but this will not necessarily be the receipt
number that the customer receives from their
internet banking/BPAY service.

ALSO NOTE: Other than credit card transactions, the
uniquely generated Westpac /Qvalent Transaction ID is
separate to the Receipt Number.

Division Code

If your business has been setup in Quickstream to use
multiple divisions, you can filter the transactions by entering
the appropriate division code.

Customer Code

Unique customer identifier

Amount

The amount of the transaction

Transaction Date/Time

System Timestamp for transaction.

Status

The current status of the transaction.

Transactions List Transport Buttons
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When the search results are displayed, there are four transport buttons which function

as follows:

[ Yiew Details ] Show transaction details for the selected transaction.

Download the transaction details in spreadsheet format*
Note that where there are multiple QuickMatch transactions found,
the report will include details for ALL matches returned by the
search (not just the transaction currently selected on screen, or
the transactions currently displayed).

[ Modify Search ] Return to the search screen in the state that you left it.

[ New Search ] Return to search screen with all previous selections cleared.

* NOTE: In the case of large volumes of matches, Quickstream will display a maximum
of 1,000 results, and the system will return a maximum of 100,000. If the number of
results > 1,000 they will be printed in total if you Export the data to a file.

7.1.1 Transaction Search Criteria

The definitions for each field on the transaction panels are as follows:

Field Description

Settlement Date This is the date on which payment was banked by Westpac.

NOTE: This will only be a business banking day i.e. a
customer can make a payment on a Saturday, but the
settlement date will be the next banking day.

In the case of cheque dishonours, the Settlement Date will
be the date on which Westpac received the cheque
dishonour.
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Field

Description

Merchant (A/C)

This field contains a drop down list of all accounts into
which payments are credited upon receipt/processing.

These are the actual Merchant ID’s used by Quickstream for
transaction processing.

Transaction Source

This indicates the channel through which the transaction
was received into Quickstream. This will be either one of
the Quickstream applications or the BPAY channel.

Customer Number

Unique customer identifier.

Receipt Number

The Receipt Number is generated according to transaction
source, and will differ slightly for each:

> For Credit Card transactions, the value of the
Westpac /Qvalent Payment ID and the Receipt
Number is the same.

> For Cheque payments, the receipt number is the
actual cheque number.

» For EFT payments, the receipt number that the
customer will receive is provided by each customer’s
internet banking system. This value is not passed
through to Westpac. Westpac instead, will provide a
Lodgement Reference.

> For BPAY, Westpac will receive a payment reference
number, but this will not necessarily be the receipt
number that the customer receives from their
internet banking/BPAY service.

ALSO NOTE: Other than credit card payments, the
uniquely generated Westpac /Qvalent Payment ID is
separate to the Receipt Number.

Card Number

The number of the credit card (where applicable).

Amount (Inc surcharge)

The gross payment amount receipted for the transaction.

Page 42

Copyright © 2008, Westpac Banking Corporation, ABN 33 007 457 141. All rights reserved.




WJestpac

As was previously mentioned, if you enter conflicting criteria (e.g. Merchant = BPAY,
Transaction Source = QuickCapture) into any single panel on the screen and then click
search, the search will return NO RESULTS.

7.2 Advanced Transaction Search

The Advanced Transaction Search screen has eight panels which allow you to perform
a more extensive search for transactions based on more specific information as
available.

Unlike the Transaction Search dialog, all parameters selected will affect the results
displayed (i.e. the details selected on all panels are included in the search).

There are a number of panels (in addition to the main panel) which allow you to refine
the search in various ways. Note that by default, all options on these panels are
selected, so in order to filter out unwanted criteria, they must be manually deselected.

7.2.1.1 Main Panel

Advanced Transaction Search

Settiement Date: Today v From| |E
To:| =

S—

(Format ddf mon vy, e.9. 17 Jan 2009

Transaction Date: Any Time V From|

To: |
(Format def mon ywyy bicrom, eg. "7 Jan 2009 12:34"

Customer Name:

Customer Number: | |

Reference Number:

Division Code: ‘ \

Receipt Number:

Transaction Amount: betase] lana

Transaction Status Code: | S Ermman S Cidas

Figure 18, Advanced Search Main Panel
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Field

Description

Settlement Date

This is the date on which payment was banked by Westpac.

NOTE: This will only be a business banking day i.e. a
customer can make a payment on a Saturday, but the
settlement date will be the next working day.

In the case of cheque dishonours, the Settlement Date will
be the date on which Westpac received the cheque
dishonour.

Transaction Date

This is the date on which transaction was made by the
customer.

Note: This can be any date of the year, regardless of
weekends or public holidays.

Customer Name

This is the name associated with the customer (e.g.
Telecom, Coles Myer, etc).

NOTE: The search engine will only search from left to right,
so if for example, you wish to search for the name BHP,
then that is what you should enter. If however you wish to
search for ‘Newcastle - BHP’ you need to enter ‘NEW..." etc,
etc. The point is; that to enter BHP only in this instance the
search will not locate "Newcastle - BHP”.

The same applies to full name searches for customer
accounts with personal naming conventions. If you wish to
search for ‘Susan Jones’ you cannot enter ‘Jones’ only.

Reference Number

Depending on the transaction type, this field is:
» The Cheque Number for QuickCapture transactions
» The EFT Narrative entered for OSBSB transactions
» The Payment Reference for BPAY

> Qvalent generated reference for QuickWeb and
QuickVoice
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Field Description

Customer Number Unique customer identifier.

Division Code The division within the supplier business (if used)

Receipt Number The Receipt Number is generated according to transaction

source, and will differ slightly for each:

> For Credit Card transactions, the value of the
Westpac /Qvalent Payment ID and the Receipt
Number is the same.

> For Cheque payments, the receipt number is the
actual cheque number.

> For EFT payments, the receipt number that the
customer will receive is provided by each customer’s
internet banking system. This value is not passed
through to Westpac. Westpac instead, will provide a
Lodgement Reference.

> For BPAY, Westpac will receive a payment reference
number, but this will not necessarily be the receipt
number that the customer receives from their
internet banking/BPAY service.

ALSO NOTE: Other than credit card payments, the uniquely
generated Westpac / Qvalent Payment ID is separate to the
Receipt Number.

Transaction Amount* The total amount for the transaction (not including credit
card surcharge).

* Between / And Fields To search for an exact amount, enter the amount in both
fields.

(Optional)
To search for an amount between a specific range, enter the
low and high amounts (e.g. between $500 and $1500).

Page 45

Copyright © 2008, Westpac Banking Corporation, ABN 33 007 457 141. All rights reserved.




Wi Festpac

Quickstream e User Guide

Field

Description

Transaction Status Code

These are the actual response codes which are sent to
Quickstream from the banks (e.g. if it's a credit card
transaction Quickstream receives a two-digit response
code).

Most of these codes relate to declined payment reasons. See
appendix A and B for a full list of codes and descriptions.

7.2.1.2 Additional Search Option Panels

In additional to the main panel, there are a number of options which allow you to refine
the search to a very specific set of criteria. Using various combinations of options you
can perform virtually any query you can think of.

These options are described in the following sub-sections.

Merchant/Bank Accounts:

Transaction Source:

Payment Instrument:

Payment Method:

Transaction Type:

Transaction Status:

Sort By: ‘iTransaction Date Time ; fijescendingTV?
- NONE -
NOMNE - *{ i;Descending *t

Show | cejected: ALL
Show | cejected: ALL

Show | celected: ALL

2] 93]
=] =]
3 E3

Show | sejected: ALL

Selected: ALL

Selected: ALL

Figure 19, Advanced Search screen options

The initial state of the remaining panels is ‘collapsed’. To expand any of these click on
the Show button for the group of options required.

By default, all entries on each panel are selected, so the purpose of each panel therefore
becomes to reduce the number of options to be included in the search if necessary.

Each panel has a standard set of transport buttons which provide simple display/select

functionality.
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Collapse the panel. All selections will apply to the search upon
execute.

Select All Select all listed accounts, transaction source, payment methods,

etc.

By default all entries are selected.

[ Deselect All ] Deselect all listed accounts, transaction source, payment methods,
etc.
7.2.1.3 Selected Options Indicators

When you are conducting an Advanced Search, the additional options tabs (in their
unexpanded state) will indicate which option on each tab has been selected. As
mentioned, all options are selected by default and the purpose of these tabs is to allow
you to filter out unwanted transaction parameters from search results.

Merchant/Bank Accounts: Show Selected: ALL

Transaction Source: Show | sejected: QuickCapture GuickMatch
Payment Instrument: Show | celected ALL

Payment Method: Show | seected: ALL

Transaction Type: Show | sejected: Refund Authorisation

Transaction Status: Show | selected: approved Pending

Figure 20, Selected Options (example)

The example shown indicates that all Merchant Accounts are selected, that QuickCapture
and QuickMatch transactions ONLY will be included in the search, and so on.

7.2.1.4 Merchant Bank Accounts Panel

This panel provides a list of all merchant bank accounts on the system. You can
select/deselect any combination of these to be included/excluded from the search.

This panel would be useful when searching for a particular transaction(s) that the user
knows went through a particular merchant.

For example, we can show all transactions for a specific date for the merchant in order to
try to resolve a reconciliation issue between a CAF and a bank statement.
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Merchant/Bank Accounts: [Hide] [ Select All ] [ Deselect All J

AUD CHEQUE

AUD DIRECT CREDIT
BPAY

VOICE A (25555555)
[V]WEB A (25555555)

WOICE B (25555553)

WEB B (25555555)

Figure 21, Merchant Bank Accounts panel (example)

7.2.1.5 Transaction Source Panel

This panel provides a list of all transaction applications on the system from which the
various transaction types originate. You can select/deselect any combination of these to
be included/excluded from the search.

Transaction Source: [Hide] [ Select All ] [ Deselect All ]

QuickCapture
QuickVoice
Quickieb
Quickhatch
BPAY

Figure 22, Transaction Source panel

Transaction Source Description

QuickCapture All cheque transactions (and remittance advices) come
through this stream.

QuickBatch All credit card and direct debit transactions that were
processed in a batch file.

QuickVoice All credit card transactions made by phone come through
this stream.
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QuickWeb All credit card transactions made online come through this
stream.
QuickMatch All EFT and BPAY transactions.
BPAY All BPAY transactions come through this stream.
7.2.1.6 Payment Instrument Panel

This panel allows searching by any payment instruments that are enabled for your
company. The payment instrument refers to the channel Qvalent uses to process the
payment with Westpac.

Payment Instrument: [Hidel [ Select All ] [ Deselect All

BPAY
ALUD CHEQUE

AUD DIRECT CREDIT
UINKNOWMN

[V WESTPAC TANDEM

Figure 23, Payment Instrument panel

7.2.1.7 Payment Method Panel

This panel provides a list of all payment methods on the system from which transactions
originate. You can select/deselect any combination of these to specify which payments
are to be included/excluded from the search.

An example use of this panel would be to view all AMEX transactions for a particular day.

Payment Method: [Hide] [ Select All ] [ Deselect All ]
[C]PRINTALOCKED BOX (Includes BPAY)
| |ERPIDIR RED Includes OSBSH

CREDIT CARD Card Number:

[Dwvisa
Card Scheme: [ IMaSTERCARD
AMEX

Figure 24, Payment Method panel
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Transaction Source

Description

Print/Locked Box

BPAY and QuickCapture transactions.

NOTE: If you wish to filter the search on EITHER BPAY or
Cheque transactions, use the Transaction Source panel.

ERP/Direct Credit

EFT transactions.

Credit Card

Select this and use in conjunction with the Card Scheme
options as required.

Card Number

Enter a card number to refine the search.

Card Scheme

Select /Deselect options to filter the search as required.

7.2.1.8 Transaction Type Panel

This panel allows searching based on the type of transaction that was attempted.

Transaction Type

Description

Capture Taking funds from the customer’s credit card or bank
account
Refund Returning funds to the customer’s credit card or bank

account

Authorisation

Reserving funds on a customer’s credit card to claim at a
later date.

Transaction Type:

[Hide ] [ Select All | [ Deselect Al

Capture
Refund

Authorisation

Figure 25, Transaction Type panel
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7.2.1.9 Transaction Status Panel

This panel provides the ability to filter the transaction search by Status. You can
select/deselect any combination of these to be included/excluded from the search.

Transaction Status: [Hide] [ Select All ] [ Deselect All ]
Approved
” (* Note: Direct Debit Transactions which may ke declined by your customer's bank for three
Approved banking days after they were processed.)
Declined
Pending
[“] voided
Figure 26, Transaction Status panel
Field Description
Approved The transaction has been fully processed.
Approved* In the case of Direct Debit transactions, there is a possibility

(Direct Debit only)

that the bank can decline for up to three working days
subsequent to original approval.

Declined

The transaction was declined.
This will be either:
» cheque dishonour

» declined credit card payment (e.g. card reported lost
or stolen)

Pending

Transactions that are yet to be sent to the banking system.

Voided

The transaction was voided before it was sent into the
banking system.

7.2.1.10 The “Sort By” Panel

The last panel on the Advanced Search dialog is the Sort By panel which allows you to
further structure the search with a standard query sorting tool.
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Sort By 1Transaction Date Time VI lDescending VI
]Division Code V§ \[Ascending v|
|Cust0mer Number V} }Descending V|

Figure 27, Sort By panel

Choose either category and specify whether to display results in ascending or descending
order.

Transaction Date Time

Business

Receipt Number
Division Code
Customer Number
Amount

Status

Figure 28, Further sorting options

7.2.1.11 To Perform an Advanced Search

When all search parameters have been entered, click the Search button at the bottom
of the dialog and all matching entries will be displayed.

NOTE: The List of Transactions screen is common for the Transaction and Advanced
Transaction search functions.
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List of transactions

Business Source
® TEST QuickMatch
O TEST QuickWeh
O TEST Quickveb
@) TEST BPAY
@) TEST BPAY
@) TEST QuickCapture
O TEST QuickCapture
) TEST QuickCapture
O TEST QuickMatch
O TEST BPAY

Receipt
Number

27007865

26974837

26974831
27006561
27006566

27007831

27007814
27007822

27007861

27006568

Quickstream e User Guide

Count =10 Page 10f 1

oy Cusomer o Trrsaeon i
TEST 817181563 AUD 89152650 08 Apr 201016:20  Approved
TEST 819432261 AUD 100,00000 08 Apr 20101206  Approved
TEST 800199887 AUD 100,00000 08 Apr 201011:46  Approved
TEST 817504301 AUD 10000000 08 Apr 20101331 Approved
TEST 624189278 AUD 86,04412 08 Apr20101331  Approved
TEST 812851269 AUD 7560000 08 Apr20101618  Approved
TEST 812411031 AUD 50,04322 08 Apr201016:18  Approved
TEST 812628428 AUD 5000000 08 Apr201016:18  Approved
TEST 815142633 AUD 800000 08 Apr201016:20  Approved
TEST 624668487 AUD 610000 08 Apr20101331  Approved

[ View Details J LExponJ

[ Modify Search J[ New Search J

Sort By Amount v | | Descending ¥ Sort
- NONE - ¥ | Descending ¥
- NONE - v | Descending ¥
Figure 29, Transaction Search reults (example)
7.2.1.12 Sorting Transaction Results

To sort the list, select the sorting options as required and then hit the Sort button (See
section 7.2.1.10 for sorting options)
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7.2.2 Viewing Transaction Details

Initially, a Transaction Search in Quickstream - either standard or advanced - will return
a list of matching transactions, as shown in the example.

List of transactions Count = 10 Page 10f 1
Business Source ';R:Cm‘:::: D::v:’ign Cugt‘);:er Amount TB?::;?::;" Status

® TEST QuickMatch 27007865 TEST 817181563 AUD 89152650 08 Apr201016:20  Approved
O TEST Quickiweb 26974837 TEST 819432261 AUD 100,000.00 08 Apr 20101206  Approved
O TEST QuickWeb 26974831 TEST 800193887 AUD 100,000.00 08 Apr201011:46  Approved
O TEST BPAY 27006561 TEST 817504301 AUD 100,000.00 08 Apr201013:31  Approved
TEST BPAY 27006566 TEST 824189278 AUD 86,04412 08 Apr201013:31  Approved

O TEST QuickCapture 27007831 TEST 812851269 AUD 7560000 08 Apr201016:18  Approved
O TEST QuickCapture 27007814 TEST 812411031 AUD 5004322 08 Apr201016:18  Approved
O TEST QuickCapture 27007822 TEST 812628428 AUD 5000000 08 Apr201016:118  Approved
O TEST QuickMatch 27007861 TEST 815142633 AUD 8,000.00 08 Apr201016:20  Approved
TEST BPAY 27006568 TEST 824668487 AUD 6,100.00 08 Apr201013:31  Approved

[ View Details ] [Expon ] [ Modify Search J [ New Search J

Sort By: Amount v | | Descending ¥ Sort
- NONE - v | Descending ¥
- NONE - v | Descending ¥

Figure 30, Transaction Details list (example)
From this list the user can select the transaction whose details they wish to view.

7.2.2.1 Viewing Transaction Detail Options

To view the details for a specific transaction:
» Click on the radio button to the left of the transaction to select it

» Click View Details.

Alternatively, click on the Receipt Number for that transaction.

» Either method will display the details for the transaction selected
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» You can return to the list at anytime using the Back to Search button.

Transaction Details
Division Code:
Customer Name:

Crder Number:

Envelope:

Transaction Source:
Transaction Amourt:

Transaction Date/Time

User:

Your Bank Account:
Settlement Date:
Status:

Receipt No

Send receipt email to:

TEST
Customer Pty Ltd

51904
1860650

QuickCapture
ALD B8B72.28
09 Apr 201012:50

MATTHEWC

TEST-5

08 Apr 2010

Approved - Completed successfully (SUCCESS)
27013024

[ Back to Search ] [

New Search ]

? Common Status Codes

Figure 31, Transaction Detail (example)

Field

Description

Division Code

Division within the supplier business (if used)

Customer Name

The name of the customer who initiated the transaction

Order Number

Cheque Number.

NOTE: Does not apply to credit card or BPAY.

> In the case of cheque transactions, this is the

> In the case of EFT transactions, this is the ‘Comment’
text that the user has the option to enter when they
make transaction.

Envelope

This is the envelope ID. Click on this to go to the Envelope
Details if applicable to your solution.
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Field

Description

Transaction Source

This indicates the channel through which the transaction
was received into Quickstream. This will be either one of
the Quickstream applications or the BPAY channel.

Transaction Amount

The total amount for the transaction. Where a payment has
been split over multiple invoices, this will be the Total
Amount paid.

NOTE: The credit card surcharge is NOT included in the
amount.

Transaction Date/Time

This timestamp for the original transaction. This is the
original date/time that the transaction was received, and
does not change.

User

System User ID

You Bank Account

Credit card transactions only.

This is the merchant account that was used.

Settlement Date

This is the date on which payment was banked by Westpac.

Note: This will only be a business banking day i.e. a
customer can make a payment on a Saturday, but the
settlement date will be the next working day.

Status

For a list of Transaction Status and definitions, see Appendix
Aand B
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Field Description

Receipt Number The Receipt Number is generated according to transaction
source, and will differ slightly for each:

> For Credit Card transactions, the value of the
Westpac /Qvalent Payment ID and the Receipt
Number is the same.

» For Cheque payments, the receipt number is the
actual cheque number.

» For EFT payments, the receipt number that the
customer will receive is provided by each customer’s
internet banking system. This value is not passed
through to Westpac. Westpac instead, will provide a
Lodgement Reference for EFT payments.

> For BPAY, Westpac will receive a payment reference
number, but this will not necessarily be the receipt
number that the customer receives from their
internet banking/BPAY service.

ALSO NOTE: Other than credit card transactions, the
uniquely generated Westpac /Qvalent Payment ID is
separate to the Receipt Number.

7.2.2.2 Email Receipt to Customer

To email a copy of the transaction details/receipt to a customer enter the Email
Address and click Send.

Send receipt email to: jjohn_citizen@netspace.net.au| ‘ | Send i! '

Figure 32, Email Receipt to Customer fields

7.2.2.3 Print Receipt
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Quickstream allows you to print a hard copy of the transaction details/receipt as
required.

The on screen prompts will provide a print preview and guide you to select the printer as
required. Just click Print Receipt.

[ Back to Search ][ New Search ]

Figure 32, Print Receipt
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7.3 Transaction Refund

For some customers it is useful to be able to perform refunds against previous
transactions through the administrator interface. This role is often given to a smaller
group of users within the business, often finance users with the authority to perform
refunds.

Select Roles

Select roles to be made available to the user:

Role Hame

Advanced Tranzaction Search
Pregistersd Cards Query

Preregiztered Cards Add Customer

Tran=zaction Refund

Tran=zaction Search

E EHE|E E O

User Administrator

After performing a transaction search, or an Advanced transaction search, for users with
the ‘Transaction Refund’ role, there will be a button available to Refund the transaction.

List of transactions Count=3 Page 1 of 1

Receipt  Customer Reference Reference Division Transaction

Business  Source  \mber Number Humber Code  AMOUNt ptermime WS
O Test  CQuickTerminal 21221008 31244800 SUP31221008 AUD 55.00- 22(01;1323010 Approved
® Test QuickBatch 31244500 31244600 AUD s5.08 20 ??52501" Approved
©  Test  quickeaten 21244508 21244558 aup 2508 20082010 ygidey
View Details ] [ Refund l [ Export ] [ Modify Search ] [ MNew Search ]
Sort By: |Transactinn Date Time Vl |Descending V| Sort
| - NOME - V| | Descending V|
|— MNOMNE - Vl |Descending V|
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Enter in the detailz to refund the tranzaction below.

Thiz refund may take between 1 and 7 days to appear on the cardholders statement.
The time taken depends on the bank that izzued the credit card you have refunded.

Allinformation with an asterizk * iz mandatory.

Original Transaction Details
Reference Mumber: 31244500
Qrder Number: 1274582331
Cardholder Name: TestUser
Card Number: MC 527082...374
Expiry Date: oror
Tran=saction Source: QuickBatch
Tran=saction Amount: AUD 55.08

Tran=zaction DatelTime:

Merchant id:

Refund Details

*  Refund Amount:

Refund Comment:

20 Oct 2010 15:58

TestUser

|Refur1dir1g partial amount| |

[ Back to Transaction Details l

You can refund the full amount of the previous transaction, or a partial amount.

/Introduction ",/ Transaction Search '/ Advanced Transaction Search

Pleaze confirm that you want to process this refund. The refund will be processed immediatehy.

Confirm Refund Details

Reference Number: 31244500

Order Number: 127462331

Cardholder Name: TestUser

Card Mumber: MC 527082...374

Expiry Date: oTioT

Transaction Source: QuickBatch

Transaction Amount: AUD 0.08-

Merchant: TestUser

Comment: Refunding partial amount

Caonfirm Refund
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The statuz of your tranzaction is:

Refund Receipt
Customer Reference Number:

Reference Number:

Cardholder Name:
Card Number:
Expiry Date:

Transaction Source:
Tranzaction Amount:

Tranzaction Date/Time:

Merchant id:
Settlement Date:
Status:

Receipt No:

Comment:

Send receipt email to:

Quickstream e User Guide

31244500
SUP31701310

TestUser
MC 527082...374
o7

QuickTerminal
AUD 0.08-
19 Nov 2010 13:22

TestUser

19 Nov 2010

Approved - Honour with identification (03}
31701310

Refunding partial amount

[ Back to Search

]’ MNew Search l[ Print Receipt

The refund receipt can be printed or emailed.
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8 Pre-registered Accounts

8.1 Adding pre-registered customer
To add a customer to the system you will need to enter the following details
@ Home

L Logoff
@ Help Center

/Introduction ',/ Add Customer ' Manage Customers ',

@’}f f°m}3 Preregistered Business Edit

Edit the fields below and then click save.
General Business Information
Business Details
Supplier Business Name: v
Business Name:

Business Code:

Enabled:
Accounts
Default Account
Comments:
R
QVALENT®
R P P T e e e
Figure 33, Add pre-registered customer screen
Field Description
Business name Name of the customer’s company
Business code A unique identifier for the business
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Field Description

Comment Optional comment to be seen when viewing the customer
details.

8.1.1 Add customer account

To register an account against a customer you will need to enter the following details

Add Account x

Status Cardholder Name Credit Card Number Expiry Date
Enabled 01 v / 2010 «
Comment:
Cancel Ok

Figure 34, Add customer account

Field Description

Cardholder name The name on the credit card

Credit card number The customer’s full credit card number

Comment Optional comment to be seen when viewing the account
details.

8.2 Searching pre-registered customers

The manage customers screen allows to search for users by business name, business
code/number, pre-registration number (if the pre-registered code option is being used)
or registered credit card number. You can find all customers by leaving all fields blank
and clicking search.
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iy oo
‘I’ (X Logoff
MAMAGE t
CUSTOMERS 100 | (@ HelpCenter

_® ot e

/ Introduction ' /" Add Customer "/ Manage Customers ',

oSt n0 Preregistered Business Search

Enter filtering criteria
Customers

Supplier Business Name: v
Business Name:

Business Number:

Pre-registration Number:

Pre-registered Credit Card Number:

A TopofPage

QVALENT"

03, Allnights reserved

Figure 35, Manage customers screen

8.3 Updating pre-registered customers

Click on the Edit Business link next to the details of the customer that you wish to
update to view and change their details.
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f_%,' Home

2 Logoff

& | T
R L e y (@ Help Center

Introduction Add Customer Manage Customers

Prereqistered Business Search Results > Preregistered Business Edit

Edit the fields below and then click save
General Business Information

Business Details
Supplier Business Name: TEST -
Business Name: 010002

Business Code: 010002

Enabled:
Accounts
Default Account
Status Account Alias Cardholder Name Credit Card Number Expiry Date Token
Enabled 41111111 test 41111111 06/2010 1000000002308524
Comment.
» Additional Accounts
Comments
A TopofPage
QVALENI

Figure 36, Edit pre-registered customer

Field

Description

Supplier business

The supplier business that this customer
will transact against

Business name

Name of the customer’s company

Business code

A unique identifier for the business
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8.3.1 Updating customer accounts

To add a new bank account or credit card click on the “Add new default account” button
in the Accounts section.

8.3.2 Disabling customer accounts

To disable a customer’s credit card or bank account click on the disable button next to
the account you wish to disable.

8.4 Expired Cards Report

To get a CSV report of cards that are expiring in a particular month go to the pre-
registered accounts tab under queries and reports. Select last month, this month or next
month and click the generate report button.

@ Home
© Logoff
@ Help Center

/Introduction ' Preregistered Accounts ' Transaction Search ',/ Advanced Transaction Search

Preregistered Business Search

Expired Card Report

Report period: @ This Month ~

o
oot

A TopofPage

........................... .......QVAlENI'
_ “ Figure 37, expired cards report
9 User Administration
9.1 Adding Users
To add a user to the system you will need to enter the following details
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/€ Users Administration - Wind Internet Explorer g@
@:_:,; - |@, https:,l’,l’pnpnet.support.qvalent.com,l’AdminUsersViewServIet?id_system_M QJ *9|| % | |Live Search -
File  Edit View Favorites Tools  Help Contribute B Edit in Contribute Post to Blog @ -
w o [@. Users Administration l_l @ - B géa - |2k Page - L‘E} Tooks ~

- ~
= . Logoff
QUERIES AND o -
ADMIMSTRATION
RERORTS OMING S ON | (T} Help Center

/ Introduction ',/ Users & Privileges \f My Password\

Lol el Administer Users = Add User

User Details
Enter Detailz for the user:
Userin Business: QVTEST
Full Mame:
Login Mame:
Email Address:
Fhone Mumber:

Fax Mumber:

Mobile Mumber:

Temporary Password: arqungsd
Enabled:
Change Password: Tick to force this user to change their password next login

Security Question 1:
Security Question 2:

Default Right

Enter Your Current Password For Security:

Email login and password to this uzer on zave (¥ SAVE CANCEL

Proceed to Edit
Rights after Saving

A TopofPage -
QVALENT™ | |
apyright & tvalEnt P LT 300, A1 ights resen gd M
[ € Internet F100% <
Figure 38, Add User screen
Field Name Description Required

User in business If you have more than one Yes
business configured you can
select which business this
user will be in. This can
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affect which transactions
they can see in searches
and which merchants they
can make transactions

against.

Full name Users given name and Yes
surname

Login name Unique name used to Yes

access Quickstream

Email Address An email address that only Yes
belongs to the useri.e. no
group addresses.

Phone number User’s work phone number No

Fax number User’s work fax number No

Mobile number User’s mobile phone No
number

Enabled If this box is checked then

the user can log in to
Quickstream, if a users
leaves the company or no
longer requires access to
the system you will need to
uncheck this box to block
their access

Change password If this box is checked the
user will be presented with
the change password page
when they next login

Default Right If your company has any No
default rights configured
you will be able to select
them here.

Once you have entered all of the data correctly and saved the user details you will be
presented with a page of roles that have been configured for your business. Select the
combination of roles that corresponds to the level of access that you wish to give this
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user. Roles can apply to the business that the user is in or the entire company. See
section 7.4 for details.

9.2 Updating User Details

The administer users screen allows to search for users by full name, login name or email
address. You can find all users by leaving all fields blank and clicking search.

Users can have the following statuses:

> Enabled - Can log in to the system

> Locked - This user has either entered their password wrong 5 or more times or has
been set to locked because they have not logged into the system for 3 months. Users
can be unlocked by resetting their password. These users can also unlock their
account using the forgot password functionality.

> Disabled - This user has been disabled by an administrator. These users can not use
the forgot password functionality to activate their user again.

=]
/€ Users Administration - Windows Internet Explorer E]@
) - . <. >
@'\,.f ‘g‘ hittps:pripriet . sUpport  qvalent, comf AdrinUserssearchserviet [V] 3 | 2| [ el
File Edit Wiew Favorites Tools Help Contribute  EEdit in Contribute  [FF)Post ko Blog & -
— - »
W hea Users Administration I I v B o= v 2 page - i Took -

Introduction Users & Privileges My Password

Administer Users.

Administer Users

List users that meet the following criteria;

FullName: QVTEST
Login Name:

Email Address

Include Disabled Users: []
Modified Today: []

Users: 2

Full Name: Login Name Business Email Status

QVTEST QVTEST QUTEST presentandpay@avalent com Enabled  EditUser  EditRiohts
QVTEST_TONY' QUTEST_TONY QUTEST presentandpay@qvalent.com Enabled  EditUser  EditRiohts
. previous 1 next .
A TopafPage '
QVALENT®
g IR P L 200, Kl mights resen gy [
(& €D mntermet F00% v

Figure 39, User search

Click on the edit user link next to the details of the user that you wish to update to view
and change their details.
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@ Users Administration - Windows Internet Explorer

BEX¥]

@; - |g, https:,l',l'pnpnet.support.qvalent.com,l'.ﬁ.dminUsers'v'iewServIet?id_systerrM % | 4| % | |Live Search

o[-

& -

Q;q - @Page - ;_;} Tools -

File Edit Wiew Favorites Tools  Help Contribuke Edit in Contribute Post ta Blog
52? afi [g‘ Users Administration ] l @ M
€ © tone
‘I’ ‘-/) = L Logaff
cu TEl QUERIES AND P ———
5 posiiitat ADMIMSTRATION | (D) Help Center

B

=), it e

/ Introduction '/ Users & Privileges \f My Pas sword\

(e LE e Administer Users = Edit User

User Details

Enter Detailz for the user:

Userin Business: QWTEST
Full Name: |QWTEST
Login Mame: |QWTEST

Email Address:  presentandpay@qvalent.c

Fhone Mumber: 1300 726 370
Fax Mumber:

Mobile Number:

Password:
Confirm Password:
Enabled:

Change Password:

Security Question 1
Security Question 2:

+J RESET PASSWORD

Uncheck this box to completely dizable this account

D Tick to force this user to change their pazzword next login
Mother's maiden name: Iriz

Last four characters of drivers licence: 7443

Default Right: |Adhoc Credit Card Payment M

Enter Your Current Password For Security:; *eessssss

Email login and password to this user on save [ | Ll == CANCEL

QVALENT™

& Topof Page

[ne]
[3 € internet H 100 <
Figure 40, Edit User Screen
Field Name Description Required
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User in business If you have more than one Yes
business configured you can
select which business this
user will be in. This can
affect which transactions
they can see in searches
and which merchants they
can make transactions

against.
Full name Users given name and Yes
surname
Login name Username Yes
Email Address An email address that only Yes

belongs to the useri.e. no
group addresses.

Phone number User’s work phone number No

Fax number User’s work fax number No

Mobile number User’'s mobile phone No
number

Password Set the password for this Yes

user. Note that only
passwords that have been
reset using the reset
password button can be
emailed from the system

Confirm Password Confirm the password typed | Yes
into the password field
above. This is to check that
a typing mistake hasn't
been made into the masked
field.

Reset Password (button) This triggers the system to No
generate a new password
for a user. This password
can then be sent to the user
from the system.

Enabled If this box is checked then
the user can log in to
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Quickstream, if a user
leaves the company or no
longer requires access to
the system you will need to
uncheck this box to block
their access. Disabled users
do not have access to the
forgot password
functionality.

Change password If this box is checked the
user will be presented with
the change password page
when they next login

Default Right If your company has any No
default rights configured
you will be able to select
them here.
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9.3 Disabling Users

You should disable any users that no longer require access to the Quickstream
administration screens for security reasons. To disable a user, find them on the user
search screen, click the edit user link. On the user details page uncheck the enable
checkbox and save.

@l_lsels Administration - Windows Internet Explorer |
@; - |g, https:,l',l'pnpnet.support.qvalent.com,l'.ﬁ.dminUsers\-'iewServIet?id_system_user:kl ﬁ | *4|| % | [Live Search R
File Edit ‘iew Favorites  Tools  Help cContribute B Edit in Contribute [ Post to Blog & -
w [& Users Administration ]_} - B i - ik Page  (CF Tooks - .

. [l
= B Logeff
QUERIES AND o _
ACMINSTRATION
REPORTS oINS o | () Melp Center

/Introduction "/ Users & Privileges ',/ My Password ',

A Administer Users = Edit User

User Details
Enter Detailz for the user:

User in Business: QWTEST

Full Name: |QVTEST_TONY

Login Name: |QVTEST_TONY Windows Internet Explorer

Email Address: |presentandpay@aqvalent.c \?/ ‘fou are disabling access to this user account.
-

Fhane Mumber: Are you sure you wish ko continue?

Fax Mumber: [ [o]4 ] [ Cancel

Mobile Mumber:

Fassword: ssssssss 3 RESET PASSWORD

Confirm Password: esesssss

Enabled: [] Uncheck this box to completely disable this account

Change Password: Tick to force thiz user to change their password next login
Security Question 1: :
Security Question 2: :

Default Right:

[¥]

Enter Your Current Password For Security:

Frmail lnain and nassuwan A tn thiz mar An sas = m LB M
[# € Inkernet F 0% v
Figure 41, Disable User
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9.4 Managing User Rights

To view and edit user’s rights, find them using the user search screen and click on the
edit rights link. You will be presented with a list of rights configured for your company.
Tick the checkbox that corresponds to a right to add it or un-tick the checkbox to take
the right away from the user.

”
—
€& Rights Administration - Windows Internet Explorer Q@
@.\-_/r; - |§, https:,l',l'pnpnet.support.qvalent.com,l'ndminRights\f‘iewServIet?id_system_usenm ﬂ | 9 [| X | |Live Search 2|
File Edit ‘View Favorites Tools  Help Contribute B Edit in Contribute Post to Blog % -
I — - »
W [@,Rights Administration l l £ - B - &= - |[2hPage - & Tooks -

’ sl
€ @ e
Ww | & = & oot
CUSTOMER QUERIES AND A R
ACMIN STRATION
Semree SERORTS oM S ON | (3 Melp Center

/ Introduction ',/ Users & Privileges ',/ My Password ',

ESIETA Administer Users = User Rights

Edit Rights for User
Userin Business: QVTEST

Full Mame: QVTEST
Login Mame: QWTEST

Select Roles

Select roles to be made available to the user:

Role Name Community
Payments Qvalent Test
F] Payments - all businesses Qvalent Test
O Refunds Qvalent Test
Reporting Qvalent Test
Reporting - All businesses Ovalent Test
Enter Your Current Password For Security: G SAVE
A Topof Page -
QVALENT®
e v
[& €D internet FA00% -
Figure 42, Edit user rights
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10 Reconciliation

The following section provides details on reconciling transactions via various payment
channels with your bank statement.

10.1 Reconciliation Email

Different card schemes (Amex, Diners, Visa, etc) make separate credits to your bank
account. In order to allow you to reconcile, Quickstream may provide a reconciliation
report. This email may be sent daily after the expected cut-off of the acquiring banks to
your nominated email address. The email contains the value of approved and declined
transactions (captures minus refunds) by card scheme. The number of captures and
refunds performed will also be shown. If a customer processes using multiple merchant
accounts, then a summary will be provided for each merchant within the one email.

Sample Reconciliation Email

From: presentandpayl@gvalent.com

To: customer@nominated.com.au
Subject: Present and Pay: Reconciliation Report for 20-Jan-2003
Customer: <Community Name>

Value Date: <Value Date>

<Supplier Business> MERCHANT <Merchant Working Name 1>

CARD SCHEME AUD TRANSACTIONS AUD DECLINED AUD APPROVED
VC/MC/BC 1,732,301.12 ( 16,234.23) 1,716,066.89
Amex 200,000.00 ( 2,342.65) 197,657.35
Diners 122,904.00 ( 2,023.43) 120,889.57
TOTAL: 2,055,205.12 ( 20,600.31) 2,034,613.81

NUMBER TRANSACTIONS NUMBER DECLINED NUMBER APPROVED

CARD SCHEME Capture / Refund Capture / Refund Capture / Refund
VC/MC/BC 226,044 / 0 21,234 / 0 204,810 / 0
Amex 23,123 / 12 XXX, XXX / YYY,YVY XXX, XXX /| YYY,YVY
Diners 13,234 / 3 XXX, XXX /| YVY,YVY XXX, XXX /| YVY,YVY
TOTAL: 262,401 / 15 XXX, XXX /| YVY,YVY XXX, XXX /| YVY,YVY

Should you have any enquiries regarding the use of this site, please contact us via
email at presentandpay@gvalent.com or phone us on 1300 301 444 (available Monday to
Friday, 7 a.m. to 6 p.m. AEST), and a representative will be happy to assist you.

Yours sincerely

Qvalent Customer Care
http://www.qgvalent.com

10.2 Reconciliation Process

Quickstream offers a number of tools to aid reconciliation between what has been
processed through the various payment channels and what has been deposited in the
bank account. The following is provided as a suggested process for performing
reconciliation.
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The reconciliation process will depend on the payment channels that your business is
using. If you are using:

> QuickGateway (and potentially QuickTerminal), refer to Section 10.2.1
» QuickTerminal only, refer to Section 10.2.2

» QuickWeb and QuickVoice, refer to Section 8.2.3

» QuickBatch, refer to Section 8.2.4

IMPORTANT: All customers should be aware of the settlement cut-off implications
described in Section 8.2.5.

10.2.1 Reconciling QuickGateway Transactions

The first step in the reconciliation is to reconcile approved QuickGateway transactions
with your bank statement. If these reconcile, no further reconciliation effort is required.

The reconciliation process for a merchant on a given date may be performed as follows:

1. Add up the order.amount field (note: deduct refunds from captures) for all
transactions where the response.summaryCode = 0 (Approved) for the given
date and merchant, grouped by response.creditGroup and card.currency.

2. Match the values calculated above with credits (or debits if refunds exceed
captures) to your bank statement, with the following items to be aware of based
on past experience:

» Amex and Diners credits may not be value-dated (i.e. credited) on the
settlement date and therefore the credit may appear up to 5 days later. For
example, although the settlement date is Wednesday, the credit may be dated
for the Thursday or later. The credit may be less the merchant service fee
deducted by Amex/Diners (the gross amount is often shown in the narrative).
This is part of your merchant relationship with Amex/Diners and is not a
deficiency of Quickstream.

> Westpac credits will be posted on the settlement date, except where the
settlement date is a weekend or non-banking day (i.e. public or bank holiday).
In this case, the credit will be dated with the next business day.

» If you are performing other transactions using the same merchant ID, there
may be other transactions affecting the value of the credit and therefore
further reconciliation effort will be required. For example, if you are
performing web-based transactions, please refer to Section 10.2.2.

If you are unable to reconcile QuickGateway transactions with your bank statement, you
should try to reconcile API transaction attempts with the Approved amounts on the
provided reconciliation email.
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If the amounts still cannot be reconciled, we suggest that you use the credit card
transaction search screen to identify the transaction(s) that account for the difference
and try to determine the cause of the difference. If more assistance is required, please
contact Support preferably via email with full details on the difference.

If your business is using the QuickGateway and QuickTerminal facilities detailed in
Section 4 to perform credit card payments and refunds, and these are using the same
merchant ID, then there will be reconciliation differences between your QuickGateway
transactions and what is on the bank statement. These differences should be equal to
the value of transactions performed via the web-based interface and may be obtained
from the Admin section of the reconciliation email.

For example, QuickGateway transactions may total $900 but the bank statement may
show $1000. The difference may be explained by a $100 transaction performed via the
Credit Card Payment (QuickTerminal) function.

10.2.2 Reconciling QuickTerminal transactions

To reconcile transactions performed via the Admin interface with your bank statement,
you should compare your statement with the amounts on the provided reconciliation
email.

If the amounts still cannot be reconciled, we suggest that you use the credit card
transaction search or the screen daily cash applied file if you receive one to identify the
transaction(s) that account for the difference and try to determine the cause of the
difference. If more assistance is required, please contact Support preferably via email
with full details on the difference.

10.2.3 Reconciling QuickVoice/QuickWeb transactions

To reconcile credit card transactions performed via QuickVoice/QuickWeb with your bank
statement, you should compare your statement with the amounts on the provided
reconciliation email.

If the amounts still cannot be reconciled, we suggest that you use the credit card
transaction search screen or the daily cash applied file if you receive one to identify the
transaction(s) that account for the difference and try to determine the cause of the
difference. If more assistance is required, please contact Support preferably via email
with full details on the difference.

Direct debit transactions can be declined up to 3 to 5 days after the day the transaction
was processed by Westpac. On the day of the direct debit payment being processed by
Westpac you will receive a report of the transactions that Westpac has either processed
themselves or forwarded on to other banks. Over the next 3 to 5 banking days the other
banks will process these transactions and send any failure notifications back to Westpac.
These failures will come back in a separate file each morning. Transactions in this file
may have been initiated on different dates.
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10.2.4 Reconciling QuickBatch Transactions

To reconcile credit card transactions performed via QuickBatch with your bank
statement, you should compare your statement with the amounts on the provided
reconciliation email.

If the amounts still cannot be reconciled, we suggest that you use the periodic debits
search screen or the payment batch response file if you receive one to identify the
transaction(s) that account for the difference and try to determine the cause of the
difference. If more assistance is required, please contact Support preferably via email
with full details on the difference.

Direct debit transactions can be declined up to 3 to 5 days after the day the transaction
was processed by Westpac. On the day of the direct debit payment being processed by
Westpac you will receive a report of the transactions that Westpac has either processed
themselves or forwarded on to other banks. Over the next 3 to 5 days the other banks
will process these transactions and send any failure notifications back to Westpac. These
failures will come back in a separate file each morning. Transactions in this file may have
been initiated on different dates.

10.2.5 Credit Card Settlement Date vs. Transaction Date

The Settlement Date, also referred to as the Payment Date, is the date as passed from
the back-end system of the acquiring bank and therefore may reflect a date different to
the date that the actual API call is being made (Transaction Date).

Consider a merchant that accepts payments for Visa/MasterCard/Bankcard (where
Westpac is the acquiring bank), Amex and Diners (where the latter two each act as
separate acquirers). When the API call is made, the acquiring bank will return a
settlement date as part of a successful transaction response. Each acquiring bank has
their own cut-off times for a given day and will return a future date for API calls received
after the cut-off.

For example, if Westpac’s cut-off is 6pm, an API call for a Visa card received on Monday,
6" Jan at 6:15pm would be expected to return a settlement date of Tuesday, 7" Jan.
However, if Amex has a 6:30pm cut-off, then an API call at the same time for an Amex
transaction would return a settlement date of Monday, 6™ Jan.

Furthermore, the settlement date does not necessarily mean that the funds will be
credited on the settlement date returned. Again, this is up to the relevant acquiring
bank. However, for reconciliation purposes, it is reasonable to expect that all successful
transactions through a given acquirer that return the same settlement date will be
credited together on the same day.
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11 Support

During the implementation and testing phase, all support will be provided by the person
nominated to assist during this phase. However, after migrating to Production, support

will be provided via a more formal process. Prior to contacting support, we recommend

that some basic steps be performed:

» Use online transaction query facilities to try to determine the cause of the issue.

» Get as much information about the problem as possible (e.g. date/time of issue,
actual errors on screen/email, card/bank account in use if applicable) as this may
provide further clues and will be required by the support team.

If the troubleshooting does not resolve a production issue, contact support as follows:

» For urgent issues where the system is unavailable or a serious malfunction is
occurring, contact Quickstream Support on 1300 726 370 (24 hrs/7 days).
They will ensure you are able to get in contact with the appropriate person to
resolve the issue as soon as possible.

» For less urgent issues that may be handled during normal business hours
(Monday to Friday, 7 a.m. to 6 p.m. AEST), contact Quickstream Support either
via phone (1300 726 370) or email (presentandpay@gvalent.com).

Please note: Support is only available to direct customers of Westpac and not to end
customers. If your customers are affected by issues, they must direct all support
requests via your own customer care processes. Your personnel may then contact
Present & Pay Customer Care for assistance as described above.
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Appendix A - Credit Card Response Codes

The following response codes are relevant to users of the QuickGateway, QuickTerminal,
QuickWeb and Quick Batch card processing.

These response codes have been included for your reference and are derived from the
message format defined in Australian Standard 2805.2 (1997).

It is highly unlikely that you will receive many of these response codes; as a general rule
you should use the summary response code, which is supplied to determine whether a
transaction is approved or declined.

Valid response codes are of a two digit alphanumeric format.

If an unknown response code is returned please contact Westpac with the appropriate
transaction details.

Please note that there are no response codes specific to card verification number
mismatches. This is because no financial institutions in Australia currently return any
such information if declining a transaction.

Summary | Description
Response
0 Transaction Approved
1 Transaction Declined
2 Transaction Erred
3 Transaction Rejected
Code Description Summary
Code
00 Approved or completed successfully 0
01 Refer to card issuer 1
02 Refer to card issuers special conditions 1
03 Invalid merchant 1
04 Pick-up card 1
05 Do not honour 1
06 Error 1
07 Pick-up card, special condition 1
08 Honour with identification 0
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Code Description Summary
Code
09 Request in progress 1
10 Approved for partial amount 0
11 Approved VIP 0
12 Invalid transaction 1
13 Invalid amount 1
14 Invalid card number (no such number) 1
15 No such issuer 1
16 Approved, update Track 3 0
17 Customer cancellation 1
18 Customer dispute 1
19 Re-enter transaction 1
20 Invalid response 1
21 No action taken 1
22 Suspected malfunction 1
23 Unacceptable transaction fee 1
24 File update not supported by receiver 1
25 Unable to locate record on file 1
26 Duplicate file update record, old record replaced 1
27 File update field edit error 1
28 File update file locked out 1
29 File update not successful, contact acquirer 1
30 Format error 1
31 Bank not supported by switch 1
32 Completed partially 1
33 Expired card 1
34 Suspected fraud 1
35 Card acceptor contact acquirer 1
36 Restricted card 1
37 Card acceptor call acquirer security 1
38 Allowable PIN tries exceeded 1
39 No credit account 1
40 Request function not supported 1
41 Lost card 1
42 No universal account 1
43 Stolen card, pick up 1
44 No investment account 1
45-50 Reserved for ISO use 1
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Code Description Summary
Code
51 Not sufficient funds 1
52 No cheque account 1
53 No savings account 1
54 Expired card 1
55 Incorrect PIN 1
56 No card record 1
57 Transaction not permitted to cardholder 1
58 Transaction not permitted to terminal 1
59 Suspected fraud 1
60 Card acceptor contact acquirer 1
61 Exceeds withdrawal amount limits 1
62 Restricted card 1
63 Security violation 1
64 Original amount incorrect 1
65 Exceeds withdrawal frequency limit 1
66 Card acceptor call acquirers security department 1
67 Hard capture (requires that card be picked up at ATM) 1
68 Response received too late 1
69-74 Reserved for ISO use 1
75 Allowable number of PIN tries exceeded 1
76-89 Reserved for private use 1
90 Cutoff is in process (Switch ending a days business and starting the next. The 1
transaction can be sent again in a few minutes).
91 Issuer or switch is inoperative 1
92 Financial institution or intermediate network facility cannot be found for routing 1
93 Transaction cannot be completed. Violation of law 1
94 Duplicate transmission 1
95 Reconcile error 1
96 System malfunction 1
97 Advises that reconciliation totals have been reset 1
98 MAC error 1
99 Reserved for national use 1
EA response text varies depending on reason for error 2
EG response text varies depending on reason for error 2
EM Error at the Merchant Server level 2
N1 Unknown Error (NZ Only) 1
N2 Bank Declined Transaction (NZ Only) 1
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Code Description Summary
Code
N3 No Reply from Bank (NZ Only) 1
N4 Expired Card (NZ Only) 1
N5 Insufficient Funds (NZ Only) 1
N6 Error Communicating with Bank (NZ Only) 1
N7 Payment Server System Error (NZ Only) 1
N8 Transaction Type Not Supported (NZ Only) 1
N9 Bank declined transaction (NZ Only) 1
NA Transaction aborted (NZ Only) 1
NC Transaction cancelled (NZ Only) 1
ND Deferred Transaction (NZ Only) 1
NF 3D Secure Authentication Failed (NZ Only) 1
NI Card Security Code Failed (NZ Only) 1
NL Transaction Locked (NZ Only) 1
NN Cardholder is not enrolled in 3D Secure (NZ Only) 1
NP Transaction is Pending (NZ Only) 2
NR Retry Limits Exceeded, Transaction Not Processed (NZ Only) 1
NT Address Verification Failed (NZ Only) 1
NU Card Security Code Failed (NZ Only) 1
NV Address Verification and Card Security Code Failed (NZ Only) 1
Q1 Unknown Buyer 1
Q2 Transaction Pending 2
Q3 Payment Gateway Connection Error 3
Q4 No Accounts Found 1
QA Invalid parameters or Initialisation failed 3
QB Order type not currently supported 3
QC Invalid Order Type 3
QD Invalid Payment Amount - Payment amount less than minimum/exceeds maximum | 1
allowed limit
QE Internal Error 3
QF Transaction Failed 3
QG Unknown Customer Order Number 3
QH Unknown Customer Username 3
Ql Transaction incomplete - contact Westpac to confirm reconciliation 2
QJ Incorrect Customer Password 3
QK Unknown Customer Merchant 3
QL Business Group not configured for customer 3
QM Payment Instrument not configured for customer 3
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Code Description Summary
Code
QN Configuration Error 1
QO Missing Payment Instrument 3
QP Missing Supplier Account 3
QQ Invalid Credit Card \ Invalid Credit Card Verification Number 1
QR Transaction Retry 2
QS Transaction Successful 0
QT Invalid currency 3
QU Unknown Customer IP Address 3
Qv Invalid Capture Order Number specified for Refund, 3

Refund amount exceeds capture amount, or
Previous capture was not approved

Qw Invalid Reference Number 1
QX Network Error has occurred 2
QY Card Type Not Accepted 1
Qz Zero value transaction 0
RA response text varies depending on reason for rejection 3
RG response text varies depending on reason for rejection 3
RM Rejected at the Merchant Server level 3
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Appendix B — Direct Debit Response Codes

Code Description

1 Invalid BSB Number

2 Form PDC Cancelled

3 Account Closed

4 Customer Deceased

5 No Account/Incorrect Account#

6 Refer to customer

7 No form PDC held

8 Invalid User number

9 Other

R WBC Exception Processing Error - see description
G WBC Exception Processing released successfully
C WBC Exception Processing - Cancelled

D WBC Exception Processing - Recalled

Duplicate | Duplicate transaction

Zero Zero
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Appendix C - Accepted Browser Versions

The following describes the browser and Operating system combinations supported.
General policy will be to support the 2 most adopted major versions of Internet Explorer
and Netscape on common platforms.

‘Fully Tested and Supported’ indicates that we carry out full system tests for that
combination for software releases.

‘Supported’ indicates that Quickstream supports this combination - any problems
reported are resolved according to Service Level Agreements. While we do not carry out
full system testing against this combination for every software release, Quickstream will
work for this combination.

Browser (0K Support

MS Internet Explorer v6.0+ | MS Windows NT, 2000 Prof, XP Fully Tested and Supported
Netscape 7.x MS Windows NT, 2000 Prof, XP, Mac OS 9.x/X Fully Tested and Supported
Firefox 1.0 MS Windows NT, 2000 Prof, XP, Mac OS 9.x/X Fully Tested and Supported
Safari 1.x+ Mac OS 9.x/X Supported
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