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b % 4 GitHub £ fork %2/ B TH & /E » %@ docker_user/blockchain_guide * &AJ& clone
Bl RM FREAPEL -

$ git clone git@github.com:docker_user/blockchain_guide.git
$ cd blockchain_guide

$ git config user.name "yourname"

$ git config user.email "your email"

EHAZBRI > A EI A TR

$ #do some change on the content
$ git commit -am "Fix issue #1: change helo to hello"

$ git push

®J& » 4 GitHub M3k L4 % pull request B T ©

A BUENEA A CEATEHATCENS o

$ git remote add upstream https://github.com/yeasy/blockchain_guide
$ git fetch upstream

$ git checkout master

$ git rebase upstream/master

$ git push -f origin master


https://github.com/yeasy/blockchain_guide/graphs/contributors
https://github.com/yeasy/blockchain_guide
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A blockchain —originally, block chain —is a distributed database that maintains a
continuously-growing list of data records hardened against tampering and revision. It
consists of data structure blocks—which hold exclusively data in initial blockchain
implementations, and both data and programs in some of the more recent
implementations—with each block holding batches of individual transactions and the
results of any blockchain executables. Each block contains a timestamp and
information linking it to a previous block.
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%% Go It

curl -0 https://storage.googleapis.com/golang/gol.5.1.1linux-amd64.tar.gz
tar -C /usr/local -xzf gol.5.1.linux-amd64.tar.gz

mkdir -p ~/go; echo "export GOPATH= /go" >> ~/.bashrc

echo "export PATH= : /go/bin:/usr/local/go/bin" >> ~/.bashrc
source ~/.bashrc

2% ethereum

sudo apt-get install software-properties-common

sudo add-apt-repository -y ppa:ethereum/ethereum
sudo add-apt-repository -y ppa:ethereum/ethereum-dev
sudo apt-get update

sudo apt-get install ethereum

sudo add-apt-repository ppa:ethereum/ethereum-qt
sudo add-apt-repository ppa:ethereum/ethereum
sudo apt-get update

sudo apt-get install cpp-ethereum

Z ¥ G T VAE R geth #4412 ethereum M 7

geth account new

Solidity &= X #

browser-solidity #& 8t 7 /£ 44 Solidity &5 M -

\W

P AN X 2T # 8] 645 Solidity 4TI L K & -


https://ethereum.github.io/browser-solidity/#version=0.1.1
https://github.com/ethereum/webthree-umbrella/releases
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e ethereumjs-lib : javascript & & % 3
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e ethereumH : Haskell &5 %L 3

® go-ethereum : go & & £ ;
e Parity : Rust 153 %3 ;

e pyethapp : python & & £ ;
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e ruby-ethereum : Ruby #& % £ 3L 3
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https://github.com/ethereumjs/ethereumjs-lib
https://github.com/ethereum/ethereumj
https://github.com/blockapps/ethereumH
https://github.com/ethereum/go-ethereum
https://github.com/ethcore/parity
https://github.com/ethereum/pyethapp
https://github.com/janx/ruby-ethereum
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#5570 <145 — : Hello World!

smartContract_example01.sol

& Ygreeter — M LG FRESL » RTUE M BEANSH X EMEAZTR > BHEE L RAER
BN A —H o i 4 “Hello World!” 8 B & » & 2544 @ & “Hello World!” °

B &9

%A Y 28 @@ F— R HEAksolidityfrethereum @ 24 B 1L K REEDS T MbefTh B — A
PO RE NS, THRERRAL -

FREINLT 6

o REMRT KL BT

e «kill : selfdestruct & ethereum % 4644 B 4 89 8 A2 )7 kill*f sb oy R# AT T3 E R A
S MA AT TR R %7 %
* greet :EEEY greeter 4 greeting &It 14 ;

F—F A mE S YRR

A1 S de b KRG smartContract example01.sol /&4 4 —4T - # & — /1 ssh session, 173 %
gethfﬂ)ﬁiﬁi% su - geth ,ﬂ§ﬁ§$ﬁ)\ . cat smartContract_example®l.sol | tr '\n' ' ' 7k
ARG EHE » wb ARBREH —NEE:

var greeterSource = 'contract mortal { address owner; function mortal() { owner = msg.
sender; } function kill() { if (msg.sender == owner) selfdestruct(owner); } } contract
greeter is mortal { string greeting; function greeter(string _greeting) public { gree
ting = _greeting; } function greet() constant returns (string) { return greeting; } }'

=Y RiFE ARG
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var greeterCompiled = web3.eth.compile.solidity(greeterSource

greeterCompiled.Token.code 7 VAF 3| %84T 69 = 4] XA
greeterCompiled.Token.info.abibDefinition ¥ YA %|& %) 69ABI

F 2 R EAZRE TP

r _greeting = "Hello World!"

BT RENERBIFTFHOSHFEZI ML EL -

B &N A ABIR A — NavascriptI i g P 49 &4t £

var greeterContract = web3.eth.contract(greeterCompiled.greeter.info.abiDefinition);

RMNBR LY FRAFEZF L

var greeter = greeterContract.new(_greeting, {from:web3.eth.accounts[0 data: greetercC

ompiled.greeter.code, gas: 300000 function(e, contract
if('e
if(!contract.address

console.log("Contract transaction send: TransactionHash: " + contract.transact
ionHash + " waiting to be mined..."

else

console.log("Contract mined! Address: " + contract.address

console.log(contract

* greeterContract.new 7 i 69 % — N5 2% B T XA 64 69438 K3 k6L ey i

o greeterContract.new7 %69 % =5 % B T X AH7 6 4 8961 2 4 sbikfrom, LA &4
b9 R data, o Bl TR 23 & 469 % Fgas - gast—METHA » AZIWATE Z6jgas % it

UL o AR E T ARG R T H)gasSiB B S8 24 -
o greeterContract.new” &6 H Z A5 K KE T — AR BE R > TUEHFENFFRLS
9 -

contract.new# ATt 2R T AR LR - BATRIE » B9 YTokenih AT 2 M %

ET7 - WHARF/Y LREANGEDITEREGINARG RMEL » BFEFRTART -

% B A



EAREEE s T TATEFHERIH » AL RNEFZATKBINFFE - a4TR
Ey

miner.start(1

Bt H AR 0 ARG T R AERIET LM IR R HEIERLHIAF LD -
LERIEARITFZE » TR WHEhie bR emb P AR LM :

I0714 22:00:19.694219 ethash.go:291] Generating DAG: 97%

I0714 22:00:22.987934 ethash.go:291] Generating DAG: 98%

I0714 22:00:26.543035 ethash.go:291] Generating DAG: 99%

I0714 22:00:29.912655 ethash.go:291] Generating DAG: 100%

I0714 22:00:29.915580 ethash.go:276] Done generating DAG for epoch 2, it took 5m34.983
289765s

5P 4%JL%%£)>(?IJ‘$)

%4 MDAGH R B F AR E S —AF g, KN F EAFLIEF (F R RLT AT LA &
— B

~

miner.stop

FEY HREFALAT R E
A RCERARET —MFREY, S ETAT R

// 8 Tz 4 REEblockchain, BT VA TR & A 4T 6 %
greeter.greet

'"Hello World!'
FT BB —ANF S D45 "HelloWorld!" 2 7R T 22 BWERA—AMF A

ﬂz" /\ *"I'S %‘/{}— 7N /N .l:

A TG LT ABITROGF RS REZAME L :

1. % #4543 akAddress
2. %44 % ABI (Application Binary Interface) * ABIE £t A —ANA 5898 P F /4 > fik



TR 7 ik 4 F At TR R EA1 o &ATT VAL R 4o T ARAS 3R 1T L ABIA= % f8 A4 Ho bk

greeterCompiled.greeter.info.abiDefinition
greeter.address

KRG AR L ZBfb—ANJavaScriptsd £ » B £ T AR R EEZTHEMILE LA %64 0 3k
& ABIF»Address &= L it X A% 22 Bl 44 o

var greeter = eth.contract(ABI).at(Address

T LB A TR REBETRT) » o O ERFEITRIHATRE LR EQ

greeter.kill.sendTransaction({from:eth.accounts[0

5 LR

THE GREETER YOUR DIGITAL PAL WHO'S FUN TO BE WITH

VAR5 RIALH e RIREH 1


https://www.ethereum.org/greeter#compiling-your-contract
http://ethfans.org/posts/ethereum-private-network-bootstrap




Hyperledger - #2 %% Ik A5 A

Uneasy lies the head that wears a crown.

Hyperledger i B 2 8 /> @ &) 4k 89 FF 2L R 3k R0 FBIR & o £ Linux 2240 LT >
K51 T &4 IBM ~ Intel ~ ERFENG RS AFEf&RE KN LY o

AF I A48 Hyperledger R B 8957 % » FH 04205 8 fabric R B A ] » 3 A def thik 2 K30 %
Fo o Bl R34 AR o



ViR

R34ECERA S TREAXEGFREK > AANLCHMBLBITLHREK - ARk 3
Ak R ARAEUE MBI TN » L2 % —NHE o

2015 % 12 A » FRAFEMM—~Vinux L& &k > KE 30 FdLa i (L4
IBM ~ Accenture ~ Intel ~ J.P.Morgan ~ R3 ~ DAH ~ DTCC ~ FUJITSU ~ HITACHI ~ SWIFT ~
Cisco %) » £F &4 7 Hyperledger 1 B 89 o % B RBITE—ANFH ~ A~ £ F
SALEG A KK AT B > EA RIRER KRG RA A lr A EZ SR AREEHHE L
ERBEHAZE - B FHIEEMEE hyperledger.org

120

100
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40
Jan Mar May -

a July Sep Nov Jan Mar
2016 2017

(=)

B 1.11.1.1 - Hyperledger >R B &3 &

AR Z2AABE 120 ReRm G Loty (RESHYALAFTLYGRAEEH) SHlA
Hyperledger LB » £ 6,45 30 Kk B F B A LA > 6048 X MCH Bkl T 89 X fef g Atk
/A8 (2016.05.19) ~Onchain (2016.06.22) ~ k4r 25 (Belink) 13 &3 KA R 3]
(2016.06.22) -~ BitSE (2016.06.22) ~ At (2016.07.27) ~ =—F L (2016.08.30) -~
772 @k (2016.09.08) ~ %4 (2016.10.24) 3 °

fo RFEA LA T AR R T RIREHARN 1.0 AAXFAREKG SRR BB KN 2.0
AR2ZFIT 7 & RAEH] o 2 2R [2 69 Hyperledger *7l B & L4219 K & & 3.0 B X 89 3

121


http://www.linuxfoundation.org
https://www.hyperledger.org/news/announcement/2016/02/hyperledger-project-announces-30-founding-members
https://www.hyperledger.org
https://www.hyperledger.org
https://www.hyperledger.org/
https://www.hyperledger.org/news/announcement/2016/05/hyperledger-project-announces-addition-eight-new-members
https://www.hyperledger.org/news/announcement/2016/06/hyperledger-projects-maintains-strong-momentum-new-members
https://www.hyperledger.org/news/announcement/2016/07/hyperledger-project-has-welcomed-more-60-members-february
https://www.hyperledger.org/news/announcement/2016/08/hyperledger-project-grows-170-percent-six-months
https://www.hyperledger.org/announcements/2016/09/08/hyperledger-welcomes-wanda-as-premier-member
https://www.hyperledger.org/announcements/2016/10/24/hyperledger-reaches-95-members-ahead-of-money2020

IBM TT#k T % 7 17 &4 5 Open Blockchain X » Digital Asset B UK T 4> Wb Fa /- & 48 X
TR > R3 AR T #9285 R4 > Intel WA TR T 3R A Xk A X 9 KA o

Hyperledger # X s1 4 K %& i & (Technical Steering Committee * TSC) 4% > A £ /K &
% B IBM R4 A CTO 49 Chris Ferris 424% » % 3 41 2 J# I & %k B Digital Asset Holdings
9 CEO Blythe Masters 421% o 5 9 » B 2016 5 5 A A2 » Apache % & £ €[4 A Brian
Behlendorf 42442 2 ik A0 B 69 BAZIATEF 2 2016 F 12 A > 7 A A TAF 2 EX R
RAALMR AL FH ARG FIAE o BAMSELRBET T Fmby B4 1015 5 o

ZRAGEL s TR LEARRBEARACETH IO REZR RO AT cTE
i XA A Ao L T HINT ;5 Fl A > Hyperledger & kK48 e 2 38L89 T & AR B 3L ~ 4137
B —BUME AT AE ~ T RIER » T R sl XA Fe = 69 K RARIE = A RiT 8y

A

FERH

KA e % £ Gerrit #= Github ( B s M gerrit LF ) L o

hyperledger / hyperledger ©Watch~ 3%  JUnstar 888 ¥ Fork 104

<> Code Issues g Pull requests 0 Wiki Pulse Graphs

Hyperledger Project is a new Collaborative Project at The Linux Foundation. The technical community is just getting started and will be
adding code to the repository in the coming weeks. Check hyperledger.org for more information about joining the mailing lists and
participating in the conversations. http://www.hyperledger.org

£p 11 commits ¥ 1 branch > 0 releases 5 contributors
Branch: master ~ [0 L T Newfile Uploadfiles Findfile ~HTTPS~ https://github.con/hype 2 [  Download ZIP
[ tbenzles Merge pull request #11 from christodferrisiwp '« Latest commit d02be2b Apr 5, 2016
[E) README.md Update README.md Mar 10, 2016

Hyperledger Project

B 1.11.1.2 - Hyperledger

AR IROEZAKRAFERAFLETLERA o
KAFERA :
e Fabric : .4 Fabric ~ Fabric CA ~ Fabric SDK ( &4 Node.Js ~ Python ## Java %1%
%) #= fabric-api ~ fabric-sdk-node ~ fabric-sdk-py % » B4z & R B4k 69 RatbnuF & o
X ¥ pbft F#74 consensus ML#l > XFFRREE > kT & IBM F= DAH KA ;
e SawToothLake : &% arcade ~ core ~ dev-tools ~ validator ~ mktplace % ° & Intel £ %
BAeFe TR R st F & » XA A TSR 9 £ 404 Proof of Elapsed

Time (PoET) -
e |roha: WARFEME » KT C++ £ » # 4 7V @i Web #= Mobile #9451 » £ &

Soramitsu & ALFe T #K o


https://github.com/openblockchain
https://wiki.hyperledger.org/groups/tsc/technical-working-group-china
https://www.hyperledger.org/about/leadership
https://gerrit.hyperledger.org
https://github.com/hyperledger/
https://github.com/hyperledger/fabric
https://github.com/hyperledger/fabric
https://github.com/hyperledger/fabric-ca
https://github.com/hyperledger/fabric-api
https://github.com/hyperledger/fabric-sdk-node
https://github.com/hyperledger/fabric=sdk-py
https://github.com/hyperledger/sawtooth-core
https://github.com/hyperledger/sawtooth-core
https://github.com/hyperledger/sawtooth-validator
https://github.com/hyperledger/Iroha

LeHmA

e Blockchain Explorer : 24 Web #4557+ @ » sz F @tk &4 00T R ik KA
(RBAK~RHmL) 128F

e Cello : ##:"Blockchain as a Service" 74 » 1% Cello » £ ® i T AN R F H 5
AR RAFAFTUARE XS fMBEf 4P R st o

B AT > FrA 7 B 334 Tt (Incubation) KA ©

B 7
AW ARETFH LA A

o TMMBALET » IR H LR~ —BMB - S~ BREFHEASZ
o ATk » IRIEH I e Ao IR AR T AR B 5 iAo i B
o FILRAZ »MAEFERYGEANFE LY ART » A foZILIHGRE o

4o R AR 2t Hyperledger #7845 5 I & % 4% » =T WA 5% Hyperledger /244 247 2. Fabric e


https://github.com/hyperledger/blockchain-explorer
https://github.com/hyperledger/cello
https://github.com/hyperledger/hyperledger
https://github.com/yeasy/hyperledger_code_fabric

FE R 4047

AT = ARG FRAED > HEFF—MEREROAER o

Hyperledger
|
|
Governing
TSC Board LF Staffs
Working Groups Members

B 1.11.2.1 - Hyperledger 4 X 443 2 #

HRAMEIRZZELEG GO LM

e Technical Steering Committee (A& R &) : fi T A48 X9 T4F > TS AT
41 BARF & AR B 69 R

e GoverningBoard (FEEF4) : i wARALGEIRKRR » & Hyperledger & 5 T4
%R E

e Linux Foundation (Linux &4 %) : 8 Hyperledger # R £ Linux 2246 XH T X
B o

T EBEAR A

I & A1 RARAY o AR LA F E B E R ARG 89 Bk e 28RS R B L R A —ME
BRHAESARGERN > LR EAFRFLBE - TR -

Linux %4 &4= Hyperledger R+ ZAF B £ K P LR G2 A Ffe 50E » HAEZRY TP
BHEAAR TR RAARRE 51 o £ILH T T » Hyperledger #.47% F Brian Behlendorf T
2016 12 A 1 B 421l s P EAL A TAE2 » B TWG-China » #4527 TSC 89— &L &
IAEEY T 200 B4

o FHAE] G RPRRMGIEARIXEF > I TR ~ :}arijsufﬁ ~EREF o
o I ARA KR ~ &0 8 6y 54FF £ 3R 5 69 75
o it R Z] & ~ rocketchat ~ 35 % 7 R4 R ﬁﬁéiﬂixnﬁ, ;


https://lists.hyperledger.org/pipermail/hyperledger-tsc/2016-December/000504.html
https://wiki.hyperledger.org/groups/tsc/technical-working-group-china
https://docs.google.com/document/d/1sXVltDZxnlB5Srd1A-EW0jtTz7P2cDLG8JmgaAYvMzU

o WMEIEMIREF o 63 meetup ~ ZEA ~ hackfest ~ H K4 F ~ 305 o

Al > TAEAdk A IBM~ 7k ~ %4 % Hyperledger & i &b 89 R+ RA S » 51438 T
kARG XS ERE Lo
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B An 1 ZARAG

Z IS
e % £ Linux (4= Ubuntu 14.04+) X MacOS 3% F A X KA » HAREWTLL -

o git : A RIRIARA o
e golang 1.6+ : ¥ A& & £ 8 E $GOPATH ¥R -
e Docker 1.12+ : Flk X #H & &3 ¥ > i2& MacOS T£ A Docker for Mac °

R ERAD
# JiE M Linux foundation ID » #F & [k https://gerrit.hyperledger.org/ » #/m A~ A ssh pub
key °

SAMEA I & > KB 22 A > VA fabric A4 » R clone with commit-msg hook &7 &k
REL o

WAEY s P ATHe T4 K IAXAD » 53] $GOPATH/src/github.com/hyperledger/ %&A2TF » H
LF_Ip 4% A 1849 Linux foundation id °

$ mkdir /src/github.com/hyperledger/

$ cd /src/github.com/hyperledger/

$ git clone ssh://LF_ID@gerrit.hyperledger.org:29418/fabric && scp -p -P 29418 LF_ID@g
errit.hyperledger.org:hooks/commit-msg fabric/.git/hooks/

%o F R A A dm A ssh pubkey B T A i https 7 X clone » & Z A P & Fo B AZ 8 o

git clone http://LF_ID@gerrit.hyperledger.org/r/fabric && (cd fabric && curl -kLo git
/hooks/commit-msg http://LF_ID@gerrit.hyperledger.org/r/tools/hoo
ks/commit-msg; chmod +x git /hooks/commit-msg

Y 1% Fa ] 1R,
KA H-thid Ao 3 AT UF] A Makefile AT > B354 T F LR o

%% go tools
e

$ make gotools


https://docs.docker.com/docker-for-mac
https://gerrit.hyperledger.org/

1B FEE RS
AT

$ make linter
mi¥ peer
AT

$ make peer

2 B % %iF £ & Docker $21% o £ s A peer T AT UAF o

EECANELAARRZE OB ETMARE > FE2WAT mnake clean * KRG BHRIAT ©
4+ %, Docker 4%.1%
AT

$ make images

AT BT A b 4 B Fn 4R,

WAT

$ make checks

AT £ LMK

HAT

$ make unit-test

Yo R BB AT E AR R MR 0 W T A R e TR o

$ go test -v -run=TestGetFoo

#A47 BDD MK



F o4 A M Docker 44% o
AT

$ make behave

AR

13 #24% Rl Linux foundation ID % % jira.hyperledger.org * && #H & A A5 BROES » ot
XEAMES B > TR B T assignee » 43t FAB-XXX £ % ©

A H A F7 69 9 X FAB-XXX o

$ git checkout -b FAB-XXX
EIAE G RAG > RS > PATIE A KAk S MRF > ARITA & e M XAR AL
TN B K o

$ git commit -a -s

LI FA—ANEOFEEEE commit 128 » BX—KEEKN :

Simple words to describe main change
This fixes #FAB-XXX.

A more detailed description can be here, with several
paragraphs and sentences...

X JEAL M git review 4 A% B TR & o

$ git review

RE MG » T kit FF gerrit.hyperledger.org/r/ » &4 B TR #12 X 8 patchset 13 & » e
JULE reviewer © X G #h A& F AT X F B A8 review &R 0w RAFEA L - W AR A 8
maintainer 11 merge 3| 2.4 % o & Mk § 242 KRR B -k —FHHEE o

15 0B i AZIRAT ARG A2 KL 0 " — R Rl AR LAY B AR AR

$ git commit -a --amend

R RIEADR L\ Z G —RIET o


http://jira.hyperledger.org
https://gerrit.hyperledger.org/r/

git clone ssh://LFID@gert. hyperiedger org:294 18/PROJECT

3 && scp -p -P 29418 LFID@gerrit.

/o g PROJECT/.git/
3 Run “git review -s’ to ‘ H
| setup gitreview | n\yneedm do onee. |
Run git add . && git
Modify the code to commit --amend’, Update the patchset
create the patchset then update the accordingly
commit ms

l

Run “git add . && git Run “git review’, send
commit -s', then add the link to people and
the commit msg add reviewers in gerrit

All revi support Y =

This patchset fixes xx problem

More details are described in paragraphs.

A 1.11.4.1 - KA R ZAAL



Hyperledger & Linux & & & X &FH 95 A Xk AF & » ZAARFRXABE— £ LS H X
KAFEHNELZK -

EpLeGR B E 846 LK F 6 ~ R3CEV #£:k89 Corda 1l B ~ #4389 bletchley “l B 4 o


https://www.ethereum.org
https://r3cev.com/blog/2016/4/4/introducing-r3-corda-a-distributed-ledger-designed-for-financial-services
https://github.com/Azure/azure-blockchain-projects/blob/master/bletchley/bletchley-whitepaper.md

Fabric 3 % 5 & 3%






1% A 1.0 B A&

Hyperledger Fabric 1.0 hR AEEAR T 370411 T 504 » 3769 A L3 FAF 69 bk fo 2 4
P o

T #& Compose 1 L

$ git clone https://github.com/yeasy/docker-compose-files

# N hyperledger/1.0 B &k » &F Q&L THRRIH » HfigdeT o


https://github.com/hyperledger/fabric/blob/master/proposals/r1/Next-Consensus-Architecture-Proposal.md

A
orderer-base.yaml
peer-base.yaml

docker-compose-base.yaml

docker-compose-
1peer.yaml

docker-compose-2orgs-
4peers.yam|

docker-compose-2orgs-
4peers-couchdb.yaml

docker-compose-2orgs-
4peers-event.yaml

e2e_cli/channel-artifacts

e2e_cli/crypto-config
e2e_cli/fexample
scripts/setup_Docker.sh
scripts/download_images.sh
scripts/start_fabric.sh
scripts/initialize.sh
scripts/test_4peers.sh
scripts/cleanup_env.sh
scripts/test_1peer.sh

kafka/

2k
orderer ¥ & 69 A5 R 5 AE AR
peer ¥ & 69 AR Ak R A AR
£,4 orderer #= peers %8434 4 #) F Ak R S AE AR

1 B X8 channel B #H— i MULEIIRIE » G35 1
A peer ¥ & ~1 ~orderer ¥ & ~1 A~CAT & ~1 4
cli ¥ =

18 B & LE) channel B #—ANIRIE 0 6L4E 4 /> peer
FTE~1Morderer VA1 ACAT & ~1Acli 7.4

B #H—A~# A couchdb A& % &9 M 4 3135

B #h— A event FHIR 5 69 M 45 I13%,

ﬁ;ﬁi@]% orderer, channel, anchor peer #&1F &t & &2 & L
# 7 orderer #= peer #8 % 1E 4

&k MK 89 chaincode

%% B & dokcer A= docker-compose

T RAR IS

ik B 35— Mfabric M %

B AL MK AR > B K448 channel # chaincode
B s LM X A > A kAT chaincode #:AF

BB A% 8 B E R A

X1 Mpeer %489 8 1Lk A

& Tkafka 9 ordering Mk %

2% Docker 7= docker-compose

docker % docker-compose T A B AT Fah L% ©
setup_Docker.sh B AR BA #HhZE o

AT VAR ¥ hyperledger/1.0/scripts 424469

$ bash scripts/setup_Docker.sh

#* B Docker 4%.1%

Docker 4%4% 7T VA B 47 AR AL 4mi% ( make docker ) * Ik DockerHub & /& T # o



PAT Wy AR B
B ¥ 4T hyperledger/1.0/scripts #2489 download images.sh My ARIX o

$ bash scripts/download_images.sh

INE T BRI
M AR DockerHub & & T # o

# pull fabric images
ARCH=x86_64
BASEIMAGE_RELEASE=0.3.1
BASE_VERSION=1.0.0
PROJECT_VERSION=1.0.0
IMG_TAG=1.0.0

echo "Downloading fabric images from DockerHub...with tag = ... need a while"

# TODO: we may need some checking on pulling result?
docker pull hyperledger/fabric-peer: -

docker pull hyperledger/fabric-orderer: -

docker pull hyperledger/fabric-ca: -

docker pull hyperledger/fabric-tools: -

docker pull hyperledger/fabric-ccenv: -

docker pull hyperledger/fabric-baseimage: -
docker pull hyperledger/fabric-baseos: -

# Only useful for debugging
# docker pull yeasy/hyperledger-fabric

echo "===Re-tagging images to *latest* tag"
docker tag hyperledger/fabric-peer: - hyperledger/fabric-peer
docker tag hyperledger/fabric-orderer: - hyperledger/fabric-orderer
docker tag hyperledger/fabric-ca: - hyperledger/fabric-ca
docker tag hyperledger/fabric-tools: - hyperledger/fabric-tools
« _ i
s o— > 3
M5 =75 & R B

BREZARBETEE (KT golang:1.8 Aau4t i HlikE) Be & =75tk » HAERMRAANEA—
By o

R4 T Al Xauig 0 I E AR S -



$ ARCH=x86_64
$ BASEIMAGE_RELEASE=0.3.1
$ BASE_VERSION=1.0.0

$ PROJECT_VERSION=1.0.0
$ IMG_TAG=1.0.0
$ docker pull yeasy/hyperledger-fabric-base:

&&
&&
&&
&&
&&
&&

docker
docker
docker
docker
docker
docker

pull
pull
pull
pull
pull
pull

yeasy/hyperledger-fabric-peer:

yeasy/hyperledger-fabric-orderer:

yeasy/hyperledger-fabric-ca:
hyperledger/fabric-couchdb:
hyperledger/fabric-kafka: -
hyperledger/fabric-zookeeper:

$ docker tag yeasy/hyperledger-fabric-peer:
&& docker tag

er \
&&
&&
&&

&&

&&

&&

db \
&&

docker
docker
docker

docker
docker

docker

docker

keeper \

&&

docker

tag
tag
tag
tag
tag
tag

tag

tag

yeasy/hyperledger-fabric-orderer:

yeasy/hyperledger-fabric-ca:
yeasy/hyperledger-fabric-peer:
yeasy/hyperledger-fabric-base:
\
yeasy/hyperledger-fabric-base:
\
yeasy/hyperledger-fabric-base:
\

hyperledger/fabric-couchdb: -

hyperledger/fabric-zookeeper:

hyperledger/fabric-kafka: -

2 7 fabric 1.0 M %

i it o T A A Beik B #h o

$ bash scripts/start_fabric.sh

A

$ docker-compose -f docker-compose-2orgs-4peers.yaml up

e S s P

Y e

it s ARFEFETAEE -

hyperledger/fabric-peer \
hyperledger/fabric-order

hyperledger/fabric-ca \
hyperledger/fabric-tools \
hyperledger/fabric-ccenv:
hyperledger/fabric-baseos:
hyperledger/fabric-baseimag
hyperledger/fabric-couch

hyperledger/fabric-zoo

hyperledger/fabric-kafka



$ docker ps -a

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS
NAMES
8683435422ca hyperledger/fabric-peer "bash -c 'while true;" 19 seconds a
go Up 18 seconds 7050-7059/tcp
fabric-cli
f284c4dd26a0 hyperledger/fabric-peer "peer node start --pe" 22 seconds a
go Up 19 seconds 7050/tcp, 0.0.0.0:7051->7051/tcp, 7052/tcp, 7054-7059/tcp,
0.0.0.0:7053->7053/tcp peer@.orgl.example.com
95fa3614f82c hyperledger/fabric-ca "fabric-ca-server sta" 22 seconds a
go Up 19 seconds 0.0.0.0:7054->7054/tcp
fabric-ca
833ca0d8cf41 hyperledger/fabric-orderer "orderer" 22 seconds a
go Up 19 seconds 0.0.0.0:7050->7050/tcp
orderer.example.com
cd21cfff8298 hyperledger/fabric-peer "peer node start --pe" 22 seconds a
go Up 20 seconds 7050/tcp, 7052/tcp, 7054-7059/tcp, 0.0.0.0:9051->7051/tcp,
0.0.0.0:9053->7053/tcp peer0.org2.example.com
372b583b3059 hyperledger/fabric-peer "peer node start --pe" 22 seconds a
go Up 20 seconds 7050/tcp, 7052/tcp, 7054-7059/tcp, 0.0.0.0:10051->7051/tcp
, 0.0.0.0:10053->7053/tcp peerl.org2.example.com
47ce30077276 hyperledger/fabric-peer "peer node start --pe" 22 seconds a
go Up 20 seconds 7050/tcp, 7052/tcp, 7054-7059/tcp, 0.0.0.0:8051->7051/tcp,
0.0.0.0:8053->7053/tcp peerl.orgl.example.com

MK K 25
R # fabric M % J& » T vA# 4T chaincode #&1F » BRIt M %4 £ TR #HEF o
HANE cli &FLE > AT initialize.sh #7 test_dpeers.sh WA o

The T4 #HANE R cli FIHATN M A o

B

$ docker exec -it fabric-cli bash
$ bash ./scripts/initialize.sh

ETMEBELERET  RABADEREZA ¢



UTC [main] main -> INFO 00c Exiting.....
—==================== Chaincode Instantiation on PEER2 on channel

ZERMALE cli FHZMAT test_dpeers.sh BA

$ bash ./scripts/test_4peers.sh

b B AR RRT > RABGLEREZA ¢

Query Result: 80
UTC [main] main -> INFO 008 Exiting.....

===================== Query on PEER3 on channel 'businesschannel' is successful

Eb o BARE B FHHBIERD ©

"businesschannel'

is
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Fabric v0.6 ¥ 3¢ %

By

4o R & 1 R %Ak Hyperledger Fabric L B » i % K Ml 4= T 895 9% » AT Docker-Compose 9
—4EHRE o

BAXEALLLETZEREZN TR BIRTUAERE doc BETAHE o
HFA 0 BE S T E—% Docker 48 % Foif o

2 ¥ Docker

Docker % # Linux % W& X 478 » 4= Redhat/Centos/Ubuntu % o

$ curl -fsSL https://get.docker.com/ | sh

vA Ubuntu 14.04 A1) » =¥ M5 » 52 Docker R % B E ( /etc/default/docker X
#) o

DOCKER_OPTS=" -H tcp://0.0.0.0:2375 -H unix:///var/run/docker.sock --api-c
ors-header="*""

¥ 5 Docker % o

$ sudo service docker restart

Ubuntu 16.04 ¥ ZKiARA T systemd & 2 & 5 R % > Docker fe & /£

/etc/systemd/system/docker.service.d/override.conf °

%G » FRiBidbe T4 ER Docker R % o

$ sudo systemctl daemon-reload
$ sudo systemctl restart docker.service

%% docker-compose
B % 0 R X python-pip k& -

$ sudo aptitude install python-pip

2% docker-compose (#E# A 1.7.0 ZVALRRA) o


https://github.com/yeasy/docker_practice

$ sudo pip install docker-compose>=1.7.0

e A
AAT 1.0 RAGERAEXLA » B V0.6 5 LRAATHER o

T#HAnx4iE o HHITERE o

$ docker pull yeasy/hyperledger-fabric:0.6-dp \
&& docker pull yeasy/hyperledger-fabric-peer:0.6-dp \
&& docker pull yeasy/hyperledger-fabric-base:0.6-dp \
&& docker pull yeasy/blockchain-explorer:latest \
&& docker tag yeasy/hyperledger-fabric-peer:0.6-dp hyperledger/fabric-peer \
&& docker tag yeasy/hyperledger-fabric-base:0.6-dp hyperledger/fabric-baseimage \
&& docker tag yeasy/hyperledger-fabric:0.6-dp hyperledger/fabric-membersrvc

W VR B 7 ok P bR o

$ docker pull hyperledger/fabric-peer:x86_64-0.6.1-preview \

&& docker pull hyperledger/fabric-membersrvc:x86_64-0.6.1-preview \

&& docker pull yeasy/blockchain-explorer:latest \

&& docker tag hyperledger/fabric-peer:x86_64-0.6.1-preview hyperledger/fabric-peer \

&& docker tag hyperledger/fabric-peer:x86_64-0.6.1-preview hyperledger/fabric-baseim
age \

&& docker tag hyperledger/fabric-membersrvc:x86_64-0.6.1-preview hyperledger/fabric-
membersrvc

Z )G AP T A AF R R 8 —BEALH o .45 noops ~ pbft A X o

1% Al noops £ =,
noops ik & A K consensus HLFl » 1 AT BB o T AR R # AT R MK o

$ docker run --name=vpO \
--restart=unless-stopped \
-it \
-p 7050:7050 \
-p 7051:7051 \
-v /var/run/docker.sock:/var/run/docker.sock \
-e CORE_PEER_ID=vpoO \
-e CORE_PEER_ADDRESSAUTODETECT=true \
-e CORE_NOOPS_BLOCK_WAIT=10 \
hyperledger/fabric-peer:latest peer node start

1 A PBFT #& X,


https://hub.docker.com/u/hyperledger/

PBFT & #8994 N—B M F % » 4% hyperledger B aT xR EH O H % BHEEXE SV EE 4
AN Ao

&% T # Compose BAR TH o

$ git clone https://github.com/yeasy/docker-compose-files

# N hyperledger/0.6/pbft B &k » &F O4&5 THRRIHE » HfedeT o

® 4-peers.yml : &% 4 /> PBFT peer ¥ & °

® 4-peers-with-membersrvc.yml : & % 4 A~ PBFTpeer ¥ &% +1 2~ CA ¥ & # 5B HA CA%
fE ©

® 4-peers-with-explorer.yml : & 31 4 A~ PBFT peer ¥ & + 1 4~ Blockchain-explorer » =T
it Web o idz B RE

® 4-peers-with-membersrvc-explorer.yml : & 31 4 A~ PBFTpeer ¥ & +1 N~ CA ¥ & +1 /1
Blockchain-explorer » 3t & Al CA 1t ©

Bl > ik B sh— /> 4 A PBFT ¥ & 8 B8 o

$ docker-compose -f 4-peers.yml up

S BARE

THRFEHRAYG ZRENIFT A LR E L M Peer ¥ 5 c WREY RIS YET L > FER
BE=FE8EF > 42 Swarm F -

o

SR AP LTAFHNEZANADET A LARIFHRHERGTERFAE TAAN » HA

I B AE A — A peer ¥ & o

Hh A4 F AT PBFT X AH > BLE 4 GEAREAGMIEMN » 5B Lt TR E
Docker * T #4.1% -

& WAL B 4% H vp0 ~ vp3 °

vpO

vpO 1E 4 A4 69 4R M ¥ & o



$ docker run --name=vpoO \
--net="host" \
--restart=unless-stopped \
-it --rm \
-v /var/run/docker.sock:/var/run/docker.sock \
-e CORE_PEER_ID=vp0O \
-e CORE_PBFT_GENERAL_N=4 \
-e CORE_LOGGING_LEVEL=debug \
-e CORE_PEER_ADDRESSAUTODETECT=true \
-e CORE_PEER_NETWORKID=dev \
-e CORE_PEER_VALIDATOR_CONSENSUS_PLUGIN=pbft \
-e CORE_PBFT_GENERAL_MODE=batch \
-e CORE_PBFT_GENERAL_TIMEOUT_REQUEST=10s \
hyperledger/fabric-peer:latest peer node start

vp1 ~vp3

VA vpl A1) > fE4= vpO 89363k 10.0.0.1 °

$ NAME=vp1l
$ ROOT_NODE=10.0.0.1
$ docker run --name= \

--net="host" \
--restart=unless-stopped \

-it --rm \
-v /var/run/docker.sock:/var/run/docker.sock \
-e CORE_PEER_ID= \

-e CORE_PBFT_GENERAL_N=4 \

-e CORE_LOGGING_LEVEL=debug \

-e CORE_PEER_ADDRESSAUTODETECT=true \

-e CORE_PEER_NETWORKID=dev \

-e CORE_PEER_VALIDATOR_CONSENSUS_PLUGIN=pbft \

-e CORE_PBFT_GENERAL_MODE=batch \

-e CORE_PBFT_GENERAL_TIMEOUT_REQUEST=10s \

-e CORE_PEER_DISCOVERY_ROOTNODE= 17051 \
hyperledger/fabric-peer:latest peer node start

R %5 3% @
Hyperledger Kk ¥ 77 69 IR % 5% 2 61,45 :

e 7050: REST R %% 2 » #ft5 NVP ¥ &7F4K » 0.6 L ATARA T 4 5000 ;
e 7051 : peer gRPC MR % M7 v » 0.6 L AThR A F 4 30303 ;

e 7052 : peer CLI s% 2 » 0.6 Z AT AT % 30304 ;

e 7053 : peer FHM %% » 0.6 ZATHRAT % 313155

e 7054 : eCAP

e 7055 : eCAA

e 7056 : tCAP



e 7057 : tCAA
e 7058 : tIsCAP
e 7059 : tIsCAA



i¢ Fl chaincode

T @ % 7 example02 chaincode * TR A% (4= afr b) XA #ATH G454 o

%% chaincode
EBRHE » BA— VP ¥ & o A pbft XA » ¥ ALAA pbft_vpo 1 ©

$ docker exec -it pbft_vp0_1 bash

3k & chaincode example02 °

$ peer chaincode deploy -p github.com/hyperledger/fabric/examples/chaincode/go/chainco
de_example62 -c '{"Function":"init", "Args": ["a","100", "b", "200"]}'

03:08:44.740 [chaincodeCmd]| chaincodeDeploy -> INFO 001 Deploy result: type:GOLANG cha
incodeID:<path:"github.com/hyperledger/fabric/examples/chaincode/go/chaincode_example®
2" name:"ee5b24al1f17c356dd5f6e37307922e39ddbal2e5d2e203ed93401d7d05eb0dd194fb9070549¢c5
dc31eb63f4e654dbd5a1d86chb30c48e3ab1812590cdof78539" > ctorMsg:<args:"init" args:"a" a
rgs:"100" args:"b" args:"200" >

Deploy chaincode: ee5b24a1f17c356dd5f6e37307922e39ddbal2e5d2e203ed93401d7d05eb0dd194fb
9070549c5dc31eb63f4e654dbd5a1d86chb30c48e3ab1812590cdOf78539

03:08:44.740 [main] main -> INFO 002 Exiting

iR ] chaincode id #
ee5h24a1f17c356dd5f6e37307922e39ddbal12e5d2e203ed93401d7d05eb0dd194fb9070549c5dc31eb63f4e65

4dbd5a1d86cbb30c48e3ab1812590cdof78539 * E®IF A XA id kAR BE KRR H o AT HE > &
12 %3 EE CCID ¥ o

$ CC_ID="ee5h24a1f17c356dd5f6e37307922e39ddbal2e5d2e203ed93401d7d05eb0dd194fb9070549c5
dc31eb63f4e654dbd5a1d86chbb30c48e3ab1812590cd0Of78539"

HREMRAE » A% P4 834 RJIUA chaincode & % » ] 4e



CONTAINER ID IMAGE

COMMAND
CREATED STATUS PORTS
NAMES
e86c26bad76f dev-vpl-ee5b24al1f17c356dd5f6e37307922e39ddbal2e5d2e203ed93401d7d05
eb0dd194fb9070549c5dc31eb63f4e654dbd5a1d86cbb30c48e3ab1812590cd0f78539 "/opt/gopath/
bin/ee5b" 2 minutes ago Up 2 minutes

dev-vpl-ee5b24a1f17c356dd5f6e37307922e39ddbal2e5d2e203ed93401d7d05eb0dd194fb9070
549c5dc31eb63f4e654dbd5a1d86chb30c48e3ab1812590cd0f78539

597ebaf929a0 dev-vp2-ee5b24a1f17¢356dd5f6e37307922e39ddbal2e5d2e203ed93401d7d05
eb0dd194fb9070549c5dc31eb63f4e654dbd5a1d86chb30c48e3ab1812590cdof78539 "/opt/gopath/
bin/ee5b" 2 minutes ago Up 2 minutes

dev-vp2-ee5b24a1f17c356dd5f6e37307922e39ddbal2e5d2e203ed93401d7d05eb0dd194fb9070
549c5dc31eb63f4e654dbd5a1d86chbb30c48e3ab1812590cd0f78539

8748a3b47312 dev-vp3-ee5b24a1f17¢356dd5f6e37307922e39ddbal2e5d2e203ed93401d7d05
eb0dd194fb9070549c5dc31eb63f4e654dbd5a1d86chb30c48e3ab1812590cd0f78539 "/opt/gopath/
bin/ee5b" 2 minutes ago Up 2 minutes

dev-vp3-ee5b24a1f17c356dd5f6e37307922e39ddbal2e5d2e203ed93401d7d05eb0dd194fb9070
549c5dc31eb63f4e654dbd5a1d86cbb30c48e3ab1812590cd0f78539

cfée762f6a2e dev-vp0O-ee5b24a1f17¢356dd5f6e37307922e39ddbal2e5d2e203ed93401d7d05
eb0dd194fb9070549c5dc31eb63f4e654dbd5a1d86chbb30c48e3ab1812590cdof78539 "/opt/gopath/
bin/ee5b" 2 minutes ago Up 2 minutes

dev-vpO-ee5b24a1f17c356dd5Tf6e37307922e39ddbal2e5d2e203ed93401d7d05eb0dd194Fb9070
549c5dc31eb63f4e654dbd5a1d86cbb30c48e3ab1812590cd0f78539

%14 chaincode

&8 a TR M4 o A ¥ 1E 100 o

$ peer chaincode query -n -¢c '"{"Function": "query", "Args": ["a"]}'
03:22:31.420 [chaincodeCmd]| chaincodeInvokeOrQuery -> INFO 001 Successfully queried tr
ansaction: chaincodeSpec:<type:GOLANG chaincodeID:<name:"ee5b24al1f17¢c356dd5f6e37307922
e39ddbal2e5d2e203ed93401d7d05eb0dd194fb9070549c5dc31eb63f4e654dbd5a1d86chbbh30c48e3ab181
2590cdof78539" > ctorMsg:<args:'"query" args:"a" > >

Query Result: 100

03:22:31.420 [main] main -> INFO 002 Exiting

78 | chaincode
atbisk 10 7 o

$ peer chaincode invoke -n -¢ '"{"Function": "invoke", "Args": ["a", "b", "10"
13

03:22:57.345 [chaincodeCmd]| chaincodeInvokeOrQuery -> INFO 001 Successfully invoked tr
ansaction: chaincodeSpec:<type:GOLANG chaincodeID:<name:"ee5b24al1f17¢356dd5f6e37307922
e39ddbal2e5d2e203ed93401d7d05eb0dd194fb9070549c5dc31eb63f4e654dbd5a1d86chbb30c48e3ab181
2590cd0f78539" > ctorMsg:<args:'"invoke" args:"a'" args:"b" args:"10" > > (fc298ffb-c763
-4ed0-9da2-072de2ab20b1l

03:22:57.345 [main]| main -> INFO 002 Exiting



B9 a FRMAE > A FTEI4E 90 ©

““sh $ peer chaincode query -n ${CC_ID} -¢ '{"Function": "query", "Args": ["a"]}'
03:23:33.045 [chaincodeCmd] chaincodelnvokeOrQuery -> INFO 001 Successfully queried
transaction: chaincodeSpec: ctorMsg: > Query Result: 90 03:23:33.045 [main] main -> INFO
002 Exiting..... -



AR 32

AR E AL £ hyperledger fabric 1 B 89— K4 & » T@d B ARRELG - A £
{?l] o

& 7 &7
F AT HA LA -

$ docker pull yeasy/hyperledger:latest

$ docker tag yeasy/hyperledger:latest hyperledger/fabric-baseimage:latest
$ docker pull yeasy/hyperledger-peer:latest

$ docker pull yeasy/hyperledger-membersrvc:latest

# X hyperledger 1 B » B & & R & 3285 PBFT &% -

$ git clone https://github.com/yeasy/docker-compose-files
$ cd docker-compose-files/hyperledger/0.6/pbft
$ docker-compose -f 4-peers-with-membersrvc.yml up

P& I

LRATRREEE &

R

ke

REREE > Bl REKF jim kP B E o
é\

o

B & vp0 o HIATE T4

$ docker exec -it pbft_vp6_1 bash

# peer network login jim

06:57:13.603 [networkCmd] networkLogin -> INFO 001 CLI client login

06:57:13.603 [networkCmd] networkLogin -> INFO 002 Local data store for client loginTo
ken: /var/hyperledger/production/client/

Enter password for user 'jim': 6avZQLwcUe9b

06:57:25.022 [networkCmd] networkLogin -> INFO 003 Logging in user 'jim' on CLI interf
ace. ..

06:57:25.576 |[networkCmd| networkLogin -> INFO 004 Storing login token for user 'jim'.
06:57:25.576 [networkCmd| networkLogin -> INFO 005 Login successful for user 'jim'.
06:57:25.576 [main]| main -> INFO 006 Exiting

A AR REST 7 & :

POST HOST:7050/registrar

Request :



"enrollId": "jim",
"enrollSecret": "6avzZQLwcUe9b"

}
Response :
{
"OK": "User jim is already logged in."
}

chaincode ¢ %

A %X & > chaincode 893 % ~ AA SRS MEM > AL FELAT ukARBETAP
2

£ vp0 EATH4

# peer chaincode deploy -u jim -p github.com/hyperledger/fabric/examples/chaincode/go/
chaincode_example®2 -c '{"Function":"init", "Args": ["a",6 "100", "b", "200"]}'
06:58:20.099 [chaincodeCmd]| getChaincodeSpecification -> INFO 001 Local user 'jim' is
already logged in. Retrieving login token.

06:58:22.178 [chaincodeCmd]| chaincodeDeploy -> INFO 002 Deploy result: type:GOLANG cha
incodelID:<path:"github.com/hyperledger/fabric/examples/chaincode/go/chaincode_example®
2" name:"ee5b24al1f17c356dd5f6e37307922e39ddbal2e5d2e203ed93401d7d05eb0dd194fb9070549¢c5
dc31eb63f4e654dbd5a1d86chbb30c48e3ab1812590cd0f78539" > ctorMsg:<args:"init" args:"a" a
rgs:"100" args:"b" args:"200" >

Deploy chaincode: ee5b24al1f17c356dd5f6e37307922e39ddbal2e5d2e203ed93401d7d05eb0dd194fb
9070549c5dc31eb63f4e654dbd5a1d86chb30c48e3ab1812590cd0f78539

06:58:22.178 [main] main -> INFO 003 Exiting.....

1. % TR =4 chaincode ID °

# CC_ID=ee5b24a1f17c356dd5f6e37307922e39ddbal2e5d2e203ed93401d7d05eb0dd194fb9070549c5d
c31eh63f4e654dbd5a1d86chb30c48e3ab1812590cd0f78539

SLES 0 AR P AN S A A



# peer chaincode query -u jim -n ${CC_ID} -c '{"Function": "query", "Args": ["a"]}'
07:28:39.925 [chaincodeCmd]| getChaincodeSpecification -> INFO 001 Local user 'jim' is
already logged in. Retrieving login token.

07:28:40.281 [chaincodeCmd]| chaincodeInvokeOrQuery -> INFO 002 Successfully queried tr
ansaction: chaincodeSpec:<type:GOLANG chaincodeID:<name:"ee5b24al1f17c356dd5f6e37307922
e39ddbal2e5d2e203ed93401d7d05eb0dd194fb9070549c5dc31eb63f4e654dbd5a1d86chbb30c48e3abh181
2590cdof78539" > ctorMsg:<args:'query'" args:"a" > secureContext:"jim" >

Query Result: 100

07:28:40.281 [main] main -> INFO 003 Exiting.....

WA T REST 7 X 4T ¢

POST HOST:7050/chaincode

Request :
{
"jsonrpc": "2.0",
"method": "deploy",
"params": {
"type": 1,

"chaincodeID": {
"path":"github.com/hyperledger/fabric/examples/chaincode/go/chaincode_example®

2II
3
"ctorMsg": {
"function":"init",
Ilargsll: ["a", “1000”, llbll, ”2000“]
3
"secureContext": "jim"
3
"id": 1
3
Response :
{

"jsonrpc": "2.0",
"result": {
"status": "OK",
"message": "ee5b24a1f17c¢356dd5f6e37307922e39ddbal2e5d2e203ed93401d7d05eb0dd194
fb9070549c5dc31eb63f4e654dbd5a1d86cbb30c48e3ah1812590cdOf78539"

}I
"id": 1

chaincode A



WP a~b XA #4740 10 T A HEAE o

# peer chaincode invoke -u jim -n ${CC_ID} -c '{"Function": "invoke", "Args": ["a", "b
T LAY

07:29:25.245 [chaincodeCmd]| getChaincodeSpecification -> INFO 001 Local user 'jim' is

already logged in. Retrieving login token.

07:29:25.585 [chaincodeCmd]| chaincodeInvokeOrQuery -> INFO 002 Successfully invoked tr
ansaction: chaincodeSpec:<type:GOLANG chaincodeID:<name:"ee5b24al1f17c356dd576e37307922
e39ddbal2e5d2e203ed93401d7d05eb0dd194fb9070549c5dc31eb63f4e654dbd5a1d86chbb30c48e3ab181
2590cdof78539" > ctorMsg:<args:'"invoke" args:"a" args:"b" args:"10" > secureContext:"j
im" > (f8347e3b-7230-4561-9017-3946756a0bf4)

07:29:25.585 [main]| main -> INFO 003 Exiting.....

AT VA i REST 7 R A7

POST HOST:7050/chaincode

Request :
{
"jsonrpc": "2.0",
"method": "invoke",
"params": {
"type": 1,

"chaincodeID": {
"name" :"980d4bb7f69578592e5775a6da86d81a221887817d7164d3e9d4d4df1c981440abf9
a6l1417eaf8ad6f7fc79893da36de2cf4709131e9af39bcabebc2e5aicdod”

3
"ctorMsg": {
"function":"invoke",
"args":["a", "b", "100"]
3
"secureContext": "jim"
3
"id": 3
3
Response :
{
"jsonrpc": "2.0",
"result": {
"status": "OK",
"message": "66308740-a2c5-4a60-81f1-778dbed49cc3"
3

"id": 3



chaincode %14

L a kP AR

# peer chaincode query -u jim -n ${CC_ID} -c '{"Function": "query", "Args": ["a"]}'
07:29:55.844 [chaincodeCmd]| getChaincodeSpecification -> INFO 001 Local user 'jim' is
already logged in. Retrieving login token.

07:29:56.198 [chaincodeCmd]| chaincodeInvokeOrQuery -> INFO 002 Successfully queried tr
ansaction: chaincodeSpec:<type:GOLANG chaincodeID:<name:"ee5b24al1f17c356dd5f6e37307922
e39ddbal2e5d2e203ed93401d7d05eb0dd194fb9070549c5dc31eb63f4e654dbd5a1d86chbb30c48e3ab181
2590cdof78539" > ctorMsg:<args:'"query" args:"a" > secureContext:"jim" >

Query Result: 90

07:29:56.198 [main]| main -> INFO 003 Exiting.....

AT VA i REST 7 R A7

POST HOST:7050/chaincode

Request :
{
"jsonrpc": "2.0",
"method": "query",
"params": {
"type": 1,

"chaincodeID": {
"name" :"980d4bb7f69578592e5775a6da86d81a221887817d7164d3e9d4d4df1c981440abf9
a6l417eaf8ad6f7fc79893da36de2cf4709131e9af39bcabebc2e5alcdod"”
3
"ctorMsg": {
"function":"query",
"args":["a"]

}I
"secureContext": "jim"
}I
"id": 5
3
Response :
{
"jsonrpc": "2.0",
"result": {
"status": "OK",
"message": "900"
}I
ilcle- WS



R 31z & &1
URL :

GET HOST:7050/chain/blocks/2

Response :



AR IR

"transactions": [
{

"type": 2,

"chaincodeID": "EOABMjhiYjJiMjMxNjE3MWE3MDZiYjI4MTBlYzM1ZDASNWYOMzA4NzdiZ]j
QOM2YXMDYXZWYWZJYwYmJIINzUzZWQONDA3MDBhNTMXMMMXNjM5MGQzY jMWMTK5ZmUSNDY1YZzNiNzVKNTKkONDM1
OGNhYWUwWMWNhODF1ZjI4MTI4YTFizZmI=",

"payload": "CpOBCAESgWESQAEYOGJiMmIyMzE2MTcxYTcwNmJiMjgxMGVjMzVkMDk1ZjQzMD
g3N2JmNDQzZjEwNjF1ZjBmNjBiYmU3NTN1ZDQOMDCWMGELIMZEYYZE2MzkwZDNiMzAXOT1mZTkON]VjM2I3NWQ1
0TQOMzU4Y2FhZTAXY2EAMWVmMMj gxMjhhMWImYhoTCgZpbnZva2USAWESAWISAZEWMA==",

"uuid": "2b3b6cf3-9887-4dd5-8f2e-3634ec9c719a",

"timestamp": {

"seconds": 1466577447,
"nanos": 399637431

}

"nonce": "5AeA6S10dhPIDiGjFTFG8ttcihOoNNsh",

"cert": "MIICPzCCAeSgAWIBAgIRAMNdnS+Me0G6gs4J9/fb8HcwCgYIK0ZIz]jOEAWMWMTELM
AKGA1UEBhMCVVMxFDASBgNVBAOTCOh5cGVYbGVkZ2VyMQwwCgYDVQQDEWNOY2EwHhcNMTYwN]j IyMDYzMzE4Whc
NMTYwOTIWMDYzMzE4W]jAXMQswCQYDVQQGEwWJIVUZEUMBIGALIUEChMLSH1wZXJSZWRNZXIXDDAKBgNVBAMTA2ppb
TBZMBMGBY(GSM49AgEGCCqGSM49AWEHAOIABDLA2W8PxZzgB4A85Re2x44BAph0GqPO5tnkygbXSctLigi5HVFw
RAACS6znVA9+toni59Yy+XAH3w20f fdjFW3mjgdwwgdkwDgYDVROPAQH/BAQDAgeAMAWGAL1UdEWEB/WQCMAAWD
QYDVROOBAYEBAECAwWQwWDwWYDVROjBAgwBOAEAQIDBDBNBgYqAWQFBgCBATf8EQATASTEGbZOPSmrEzTa5r 1IUyKFv
+dKezBiGUOV312iWzk9ev1GMvaC2pwhEKTKDAKxs7YSMYe/7cLqg/oF++GBVowSgYGKgMEBQYIBEBEO3TKXuUORL
5Geuco8Gnn5TkoI14+bh96aPGDGVKbmDjMXROVEBUUXTNsbDL53j7kC8/XQs1kZboC1l0jLeUSNO3MAOGCCqGSM4
9BAMDAOKAMEYCIQCZqyANMFculWiMe2S0o0pC7eRU9SFO+qUXLAKZSPWYV/YQIhALmNaglP7CoMOe2gxehucmffD
1u®BRLSYDHYV9xcxmkH",

"signature": "MEYCIQDob3NqdrfwlSGhi+zz+Ypl7S9QQO7RIFr8nV92e8KDNgIhANIljz4t
RS8vwQkO@1hTemNQFJX2zMI6DhSUFZivbbtoR"

}
1
"stateHash": "7YUoVvYNMLHbLf47uTixLtkjF6xM9DuvgSWC92MbOUzk@9xhcRBBLZge5FvJIElgZemEL
BOCUIFNUbLOLiGHOYw==",
"previousBlockHash": "On4BlpqCYNpugUKluqvOchvkr3TAQxmlISLdd6gqrONtIgmQ4iUDewWxAA91UC
ceZfF8tke8AOWYy7m9tksNpKodw=="",
"consensusMetadata": "CAI=",
"nonHashData": {
"locallLedgerCommitTimestamp": {
"seconds": 1466577447,
"nanos": 653618964

iy
"transactionResults": [
{
"uuid": "2b3b6cf3-9887-4dd5-8f2e-3634ec9c719a"
}
1
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~

Python % 7 i

A R R 0 AR A B HTTP API k3R hyperledger # 4T X L » #AF LM o

BT A B hyperledger-py & P 56 k # 4T £ 7 1R #) 8 AF -

wK

$ pip install hyperledger --upgrade

R AR K

$ git clone https://github.com/yeasy/hyperledger-py.git
$ cd hyperledger-py

$ pip install -r requirements.txt

$ python setup.py install

¢ &

>>> from hyperledger.client import Client

>>> ¢ = Client(base_url="http://127.0.0.1:7050")

>>> c.peer_list()

{u'peers': [{u'type': 1, u'ID': {u'name': u'vpl'}, u'address': u'172.17.0.2:30303'}, {u
"type': 1, u'ID': {u'name': u'vp2'}, u'address': u'172.17.0.3:30303'}]}

{ -

BLERF R TUAEE AP LH o

EECE P
B » HyperLedger Fabric &4 M5 7 SDK TAF40 o
B Al £ I8 & P 9% SDK 845

e Python SDK
e Nodejs SDK


https://github.com/yeasy/hyperledger-py
https://github.com/yeasy/hyperledger-py/blob/master/docs/api.md
https://wiki.hyperledger.org/groups/fabric-sdk/fabric-sdk-wg
https://github.com/hyperledger/fabric-sdk-py
https://github.com/hyperledger/fabric-sdk-node
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R AP — ¢ AZ &AIE

chaincode _example01.go &£ R 4T &G4k :

o st VAT X AT 8
o AV AAS B AEE o

RAGF > F AT helloworld B94E » FFARIEFH R F 69 5k p| @5 K Eimat b key i

BAE > AR ESILT — A 6 7T 15 B SR E 4B R o

FEHIK

® read : iEHkey args[o] #9 value :
o write : BIERISH key args[o] #) value :
® init : W44 key hello world #9 value ;

o invoke : WRIBHZAREMNBAMAITHHEZY init F7 write R

o query : M read HEEW args[e] & value °

KA BAT AT

main SREAE A AT > A shim .89 start H & >
R

\}j o —ﬁa%;}ﬁ ) ﬁll @ o
func main
err := shim.Start(new(SimpleChaincode
if err !'= nil

fmt.Printf("Error starting Simple chaincode:

YA SR E L RrbE L > TR restapi #TR L o

EANEZORESLT init ° invoke * query ° EZAHREF o T

stub.Getstate 7117 17 ledger £ #4442t o

i REST APl 15 % 4654

# chaincode 5| $#2 5

err

BARVA jim & 15 %8 & pbft £#% » 15 K38 &% chaincode #9 json 5 K& XA :

PN

stub.PutState &



"jsonrpc": "2.0",
"method": "deploy",
"params": {

"type": 1,

"chaincodeID": {
"path": "https://github.com/ibm-blockchain/learn-chaincode/finished"

3
"ctorMsg": {
"function": "init",
"args": [
"hi there"
1
3
"secureContext": "jim"
3
"id": 1

H A path 12 4% github £ &9 B % > ctorMsg T 4 &%k init 894 % -

B A invoke & 489 json #& XA :

{
"jsonrpc": "2.0",
"method": "invoke",
"params": {
"type": 1,

"chaincodeID": {

"name": "4251b5512bad70bcd0947809b163bbc8398924b29d4a37554f2dc2b033617¢c19c

c0611365eb4322cf309h9a5a78a5dba8a5a09baallfed2d8aeeel186c6e94431"

3
"ctorMsg": {
"function": "init",
"args": [
"swh"
]
3
"secureContext": "jim"
}I
"id": 2

¥ name FH& A deploy B3R TEH message FHAFTHFHE o

query 893 0 L& KALEG o



~

AL Tl = L G R

chaincode _example02.go &£ 4T &G4k :

o WAL A~B AAMNKE o FAAAIKP R T AE
o EA-BANKPZRBITHEZRX G 3

o 5l &M A-BANMNKS LR AL H R 3

o MFRIKP o

o init @ WEILA-BAMNKF ;

e invoke : EIA~B K R EGEEIK ;
o query : ZHA-BKP LOFRE ;
® delete : MRIKF o

R AT &

import
"errors"
llfmtll
"strconv"

"github.com/hyperledger/fabric/core/chaincode/shim"

strconv I int &5 string XA X A 4945k o

fzinvoke R 0 B ik

X, err = strconv.Atoi(args|[2
Aval = Aval - X
Bval = Bval + X

L args[2]<o B > ATKP REE I > TN B K RAMYT ©

TH B3 i

EHI PR EEHIEKP B o FRETARE A T o9k FERRAT A
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ﬁ:\:
¥
=
=
R
=\

TH % ®

IR M- A ER] s PRFRTRITEH K aRIF—H 5 A=
e PRBIT ALBRIT ko PP RBITTURIT—ZHEOR S > X AT
VABATAR L0950k o T E LM T4

o MBILT RBITALLITHR FHE

o HIWHLRIT RN RATHGEAT—ERZHRD
o Pk

o HARITEHALEL—FRZTHHFHD

o >k JA] #ATAR B AY 55Tk

o Hifii ~ BT XHEE

FEHI

o init : ML F RBIT FRIAT—FRK NN D

® invoke : A& AR KE

o query : Aiqta X945 8

® createBank : FIEH LRIT > R RITOERIT— TR EHE T ;

® createCompany : #FIELAL

® issueCoin @ RAITHREAT—ZTHZNHRF (1TRH)

® issueCoinToBank : RATHH LRITH TR EHHEFH D (12TRH)

® issueCoinToCp : M ALBRITE LI — T HEGHKFR ('}3{‘)& TA)

o transfer @ U HAATAHELEK (BTIHITH)

® getCompanys :@ SRIATH 9N 3G1Z 8 » wRELAMEKKT10 0 L35 FAT104 3

® getBanks : RIFTA G LRITIZE > W R B LFTAAEKRT10 K7 FEAT 10 A
® getTransactions : KRBT AM X HieFk wRX HAME%KT10 £iFFHA 10 4

® getCompanyById : RIREXZE N1 L ;

® getBankByIld : HRIERLITIZE S

® getTransactionBy : RBEERX H1e% ;

® uriteCenterBank : & RATIZ & 3
o writeBank : 5T L4RITIEE

® writecompany : f&E4dk4E 8

]

® uriteTransaction : BAX H13 & o

F e MRt



centerBank ¥ 4R 4T
o Name : % #F
o TotalNumber : Z 474 & L4
o RestNumber : & P 4& %
o ID:IDEIZEA 0
bank 7 1L 4R&AT
o Name : % #F
o TotalNumber : ¥ %] 4% 7 & ##0
o RestNumber : & P & 4

o ID: 44T ID
e company 4k
o Name : %k
o Number : Tk 7 & %
o ID: 41 ID

transaction X % R &
o FromType : X% 7 A & //centerBank:0,Bank:1,Company:2
o FromID : X7 ID
o ToType : # MK 7 A & //Bank:1,Company:2
o TolD : #4¥% 7 ID

o Time : X %8t q

o Number : X % %%
o ID: X% ID

o gt
init
request % 4&:

args[0] 447484k
args[1] #w#iLE A &%

response % 4&:

"Name" :"XXX", "TotalNumber":"0", "RestNumber" :"@", "ID" : "XX"

createBank

request % 4&:



args[0] RATL &

response % 4&:

"Name" :"XXX", "TotalNumber":"0", "RestNumber" :"@", "ID" : "XX"

createCompany
request % %k

args[0] 48l

response % 4&:

"Name":"XXX" nNumbern:uou HIDH:HXXH

issueCoin
request % 4«

args[0] AXRKZATH T %

response % 4&:

“FrOmType“:"O” "FrOmID":”O” "TOType":”O" HTOIDH:HOH HTimeu:nxxu HNumberH:uxxn "ID":”X
X"

issueCoinToBank
request % 4&:

args[0] #i4R4TID
args[1] % MkFH

response % 4&:

“FrOmType“:"O” "FrOmID":”O” "TOType":"l" "TOID":”XX” "Time”:”XX” “Number":”XX” "ID“:H
XX"

issueCoinToCp



request % #&:

args[0] #L4R4TID
args[1] 44ID
args[2] # K4

response % 4&:

"FromType":"l" "FromID":"XX" "TOType":"Z" HTOIDH:HXXH "Time":"XX" "Number":"XX” "ID":
Hxxu

transfer
request £ 4

args[0] # MM P ID
args[1] #% KA P ID
args[2] 4#KAH

response % 4&:

nFromTypeu.uzu uFromIDn.Hxxn HToTypen.H2H HTOIDH.HXXH nTimeu.Hxxu nNumbern.uxxU HIDH.
HXXH

getBanks
response % &

nNameu:nxxxn nNumberH:Hxxn HIDH:HxxH "Name":"XXX" HNumberH:uxxn "IDH:Hxxu

getCompanys
response % &

"Name" : "XXX", "TotalNumber":"XX", "RestNumber":"XX",6 "ID" : "XX" "Name" : "XXX", "TotalNum
ber":"XX", "RestNumber":"XX",6 "ID" : "XX"

getTransactions

response % &



HFromTypeu:nxxn "FromID":”XX” "TOType":”XX” "TOID":”XX” uTimen:Hxxu nNumbern:Hxxn HI

D":"XX" "FromType" :"XX", "FromID":"XX", "ToType": "XX", "ToID":"XX", "Time" : "XX", "Number" :
HXXH IIIDII : IIXXH
J E—
getCenterBank

response % 4k

"Name" :"XX", "TotalNumber":"XX", "RestNumber" : "XX", "ID" : "XX"

getBankById
request % %

args[0] #AL4R4TID

response % &

"Name" :"XX", "TotalNumber":"XX", "RestNumber" : "XX", "ID":"XX"

getCompanyById
request % %

args[0] 4>4LID
response % &

nNameu:nxxxn nNumberH:Hxxn HIDH:Hxxﬂ

getTransactionById
request % 4

args[0] X %ID

response % &



“FrOmType“ . "XX” "FrOmID" : llxxn HTOTypell : Hxxu IITOIDII . llxxll llTimell : ”XX” "Number" : ”XX” IIIDll

:"XX”

J

1]

writeCenterBank
request % %k

CenterBank

response % 4k

err nil AR

writeBank
request % %

Bank

response % &

err nil AR

writeCompany
request % %

Company

response % &

err nil AR

writeTransaction
request % 4

Transaction



response % 4k

“errnil AR -

B AT RAER R g — R B S A AU I RIREE IR R EALE — N ERAF R 3 o



GRS FAT —AREOEEERGES o AT EHIEAS > BT YA > £%
YN TR BN RRLER T AP T o

GRS T ERACT T

o T B2k UE B AL KA B

”—?é?fisl‘uﬁ'ﬁ%‘/%#ﬁl %{glé‘ﬁ B.ik%iﬁ %4i4\/\éi%r?}f’] ’ ;fE] %ﬁmﬁ'ﬁﬂ‘ué‘i@%/ké’]?}ﬁ{g
B M TRABNLESL » ARTEAYAEAK AT HE REMAAENLS 5 A%
ﬁ&?ﬂk%?iﬁ?&ﬁ?]\ﬂj@]ﬂgﬁ? ) ?*quXﬁ%fii#Eﬁéﬁqi)ﬁ/f’g@ .

m&ﬁﬁbéﬂﬁig‘b%ﬁﬁ$}@éljg}‘gﬁ,%;d:_)ii ’ j_‘f\/{yl]q-?j{] T f’é—],f;ii ) {i}ﬂﬁijﬁkﬁbéﬂﬁp/&éﬂ R

B e 4 Mgt

o FR
o &k
o PTEALE
o KT M
o JK5 A4
o kP A4
o FREFA
o A
o %
o JKk-5 it
o XEZH
o FHTE
o FHizE&%RT
o BLIEFA
o ikl
o FTARFIEF
o KA /01 BE
o AL E (AF&AET—MiFHLT)
o %5
o FAMK P Hhb (—AXARIE MK P AL I A A4 AL 0 R T AR AT )



o FREL

o AMNAMK P Huhb

o NMANHAMA (MATEZN4 M)
o 1§ Ht ]

o WEARMNOEFREL: BZ 2AF

xF 2 AR 12 BT ) BRAFAR )2 AT K o

function 2 & B 52 2,69 ) ¢

o init WL
® invoke WA /a\é’ﬁ V‘] ’;L[S é!J % 3
® updatediploma WEREIFHFZAZHIZE » H54% (KRIeEfZH)
® cenrollstudent FRBA (RWFRAZE)
® createSchool Nim—2Z#HEKR
® createStudent Nhw— L FHFAE
® getStudentByAddress iBil =4 695 a5 ]2 A 215 8
® getRecordById A idldiKRIE %
® getRecords RIAIHILF (WwRiEFHKXT 10 B 10 4)
® getSchoolByAddress A ZR K5 Mok R AR 6913 &
® getBackgroundById iAit =M |d KEAT 4 6% 8 2 45 B
® writeRecord H ALK
® uriteSchool B AHHA|HEEFR
® writestudent B AFQ|EHFA
o gt
createSchool
requests

args[0] #F&LAk
args[1] F&RTARLE

response % 4k

FRAZ BT HRA > SOE—FTHERN > RERFERP HILT| RN E

createStudent



request$ 3t :

args[0] #4842

response# %X :
FAGRNFIRART  RCOEIEZHEEINENE
updateDiploma
request$ %

args[0] FAik P kit

args[l] #K %%

args[2] HfFag Ak p

args[3] //XGEANFERFITEMGEKR 0 EFEL 1:iEF

response % #x
BEME AL FOFYRAERT
enrollStudent
request% £

args[0] ZFHKp it
args[l] #K%%
args[2] #4AKpP Hit

response % #x

B EE BT TV RABET

getStudentByAddress

requests %

args[0] address

response % £



getRecordById

request# %%

args[0] f#5#&i2% 41D

response % £k
BkieFHF Y RAERT
getRecords
response £ &
BRI A (b RARKAT10 0 EEHH104)
getSchoolByAddress
request$ %k

args[0] address

response £ &

ELNEIN TSR & B

getBackgroundById

request$ %

args[0] ID

response % 4k



PR AR E
o fe 4 3t

KA ABY FM R A » A — /R L Eh T o

“ERGEREN—Y > AP KA L KIARRA Y 3 AHENF —A AP FRETAY X
M RERFEGET o MEHIRALHHURARREME > LFREEZARLGHT
AEERFR S o MEARZXNRERFEFTHBENG  RRBREAKRKLREHEERAL

e F Ak M AR LO3 414 A Lawrence Orsini it :

“BAMNEARXFHAELER T —ATHRACT T RARAN T YR F F o8&
TR o o RARERZGHT AR > BHEFLARSHAL > RLIFRB X0 A
MAE o 12 & 4o RARSAL B2t @ ARFRAE 2 209 F) A B TR

LER—BRREBANELE-ANRBRBLR > — P FTRETRA LT HLTRAE A - 7T
WA KGRI » RIAREERG R R L EHTAE RG R GE > AT M B2H1F
ZUGRETAGH RS RBYG UG REM K ) o

WP AR e R R E PR AR AL T AR AR A A o B4 R
AR A QUIdH 1"+ AR A QUi+ o 5 4 7 R AL A4

Ve AT

EGHEREHTERGRE—MAC s AF—FP FREAP ©

o Tk Hphk

o RIREE /S KERA KMALWER » 1540

o WK ARH (WFKH)

o T

o RAE/N: ATMX » 1: TUM K

o kP /A4A

o Tk P A4 4A

o XH(—EXRHLAMRANEA LT Fo XK FONAEL » FHAINZEL Y - MAEL AR

BN s NMAHFRIER HIDT o EARFER Y s REXZXARBHE T > XKAHES
st G RATEL)

o WX 73k

o 4§ 7 ik

o WEHEE

o WERHEH



function 2 & B 52 3,69 ) ¢

init WS ALERAE

* invoke HAMAEY ﬂ\]—g[g b9 & %

o query ZifAA X691z 8

* createuser GIEFHA P > Fhw AR AERMM F invoke
® buyByAddress WX —1Lf P X — £ 6 %7 invoke
® getTransactionById i didRILK 5 A% query

® getTransactions RIRX % (R X HEKT10 REAT104) query

® getHomes R P (wRA P #HKT10> REAT104) query
® getHomeByAddress AT 3ALRILF P query
® changestatus &—ALJ] PASE A & 89K A invoke

o writeuser WEFHHA P BE AR 4E{A 2t P

. q >2 2L 55 H
® writeTransaction 10K X 7

Ho gt
createUser

request$

args[0] RS
/%

At
args[1] #l&&

&

response % 4k
MEFEN P 9jsonk T
buyByAddress
requests

args[0] &Rk kit
args[1] Xx% 4%

args[2] ERMKP ik
args[3] BEEW X8y wZHia

response % 4k



WX R ER E L transaction® json# °
W %k K MEEerror

getTransactionById

request% %

args[0] X% 5

response % 4k

L4 Rtransaction X H AT

getTransactions

request %

none

response % 4«
RBITANE HIE (R HRT10 > NEEHAT104)
getHomeByAddress
request$ &

args[0] address

response % £k
A P15 &M jsonk T
getHomes
response % £k
BRBAAGA L 5 & (AP A%KKTL10 » MNREFT104)

changeStatus

request$



args[0] M7 3k
args[1] &P &%
args[2] A THKP HITHRE 0 REARTHRE 1: RERIATHR

response % #&:

& 8U6 89 A P45 Bjsonk w

UREN






Fabric &4 5%t






R it
BN RRM = THETT o

APls, SDKs, CLI

MEMB ERSHIP B LOCKCHAIN TRANSACTIONS CHAINCODE
Membership Blockchain Services Chaincode
Services Services
; ; Consensus Distributed
Registration
' Manager Ledger SGCL{IE
Container
Identity .
Management
- p2p Ledger Secure
Auditability Protocol Storage Registry

Event Stream

Services

B KM R34:R % (Blockchain) ~ 465 R % (Chaincode) ~ m& R AR % 32
(Membership) -

s RE

o Auditability (FitH) @ EA— T RRAFFTT » Tladst LR HRATF AL -

e Block (RE3k) : REA—FH NG H15 LR > FEERE R I A B R IREEF o

e Blockchain (R#4k) : i $ MR ERRGEEEN BT ENMRR » BEARRAEFE
A4 R 3k A 589 hash 14 o

o Certificate Authority (CA) : i &t & Ak & & » X » Member Service 2k |dentity
Service °

e Chaincode (4% EAXADR4EAL) @ Rtk oG AR » I RAFRESAE » XL
golang ~ nodejs % » BT EREFGERIFTF -

e Committer (#2X ¥ &) :1.0 ¥ F —4F peer ¥ £ A & » i 5 2t orderer Ht/5 /589K %
HATRE » BBESFO I HMATHEABE -

e Confidentiality (%) : RAXHMEAFTTURER R H AR » LECARZERN L XA
3 o

e Endorser (K #¥.5) 1.0 RMWF—Fpeer T RAE > ATLRENAIHEEEE
REBEAZH B~ BL °



Enroliment Certificate Authority (ECA » Z# CA) : R TR R & irda X1E £ 28
CA-

Ledger (MkA) : GiERpEEH (FHAMAGTRIELHE L& ERAERLERA L
H R EHRN) Fo S aT e R0 (world state) ° Ledger 424 /£ T Peer ¥ & ©

MSP (Member Service Provider » & Bl JR 42462 ) @ A AR $ 8940 0% Fl4E o - 23
xR ) AR MR % 69 7T 346 X4 o

Non-validating Peer (FF31E% &) : TAGSKALEY » RUEA X HREARE P 5% 8
REST# K » A X H#AAT—RARGHRMESE » LBHRLIHIET & o

Orderer (k5 ¥ 5) (10 RZMPHERREAE  ATHFAINGZ S » RIEELBH
KB o

Permissioned Ledger (#AReGIkA) @ MG FHA T A LMAZRIHTH > FFTHE
8P BN L iE AR % o

Privacy (RARY ) : KHRTARBX 58 H > L ERTELFHRRRGFILT >
Rt H AT » M ERWGNIZE o

Transaction (X %) : #ATKRA LS ENSZZRAA o A4k X3 £ chaincode F £ o
Transactor (X% %) : KA HRAMGEP & o

Transaction Certificate Authority (TCA > X % CA) : Rl 2k X F4a X 1E &34y
CA-

Validating Peer (J1E¥ &) : £ KRAGHECT &> 25 —RMEY - F L H Rt
PAT

World State (#5+34.) : &—AMEMEEIEE » chaincode A €k Ak L 48 9K A& o

R 3k EE R %

RRERFRB DDA XIKRAF S o — M3 SAXHHATERRRT » 5 PRI R —
FRAE o RIRFENRRZRARENRZ LR L69)h L34 o

2

%

R 5 kA B A A4 AT HRAE o

ZHTRAKRTHEHRRE -
XYy POEOANTEIEAH

X 4 &A B AT .45 Deploy ~ Invoke ~ Query ~ Terminate @4t ;
uuid : REAX 5 8% —% 5 ;

%25 % 5 chaincodelD : X % 41 2 694525 5

7 & A %289 hash 14 : Deploy 3k Invoke B 1% 7T vA45 & it 8 A 2
R % ¥ 4% % % % ConfidentialityLevel

R % #8 % &) metadata 13 & ;

& B 2 AR4E nonce : SR A MLEIAE X



o T HEWIEHIZ A cert s
o % %13 & signature ;

e metadata 13 & ;

o B A timestamp °

X5 0$3E %Y (Protobuf #X,) & XA

message Transaction
enum Type
UNDEFINED = 0
// deploy a chaincode to the network and call “Init" function
CHAINCODE_DEPLOY = 1
// call a chaincode "Invoke" function as a transaction
CHAINCODE_INVOKE = 2
// call a chaincode “query  function
CHAINCODE_QUERY = 3
// terminate a chaincode; not implemented yet
CHAINCODE_TERMINATE = 4

Type type = 1

//store ChaincodeID as bytes so its encrypted value can be stored
bytes chaincodeID = 2

bytes payload = 3

bytes metadata = 4

string uuid = 5

google.protobuf.Timestamp timestamp = 6

ConfidentialityLevel confidentialitylLevel = 7
string confidentialityProtocolVersion = 8
bytes nonce = 9

bytes tovalidators = 10

bytes cert = 11
bytes signature = 12

£ 1.0 4 F » —/ transaction 3542 TF12 & :

[ledger] [channel], proposal:[chaincode, ] endorsement:[proposal hash, simulation result,
signature]

e endorsements: proposal hash, simulation result, signature
¢ function-spec: function name, arguments
e proposal: [channel,] chaincode,

X 3
B3RAT 05 o HIRZ B HBRKA -

— AR EEORNEIER



o FRAF version : LB AR AT &

o B Ak timestamp : & R BB WUHF XL

o X HRBEMYKLFMIGIR hash 18 1 & RIRAT LI X H AR

o BRI FE RA AR hash 1B 1 IR K A B EANHIE RS EM R

o A —/NR ) hash 14 : 9 REE AT LA 3

o AR XAy UEIE ¢ T RAA

o 3k hash #iE : 745 hash 42 » &4 peer L&A T AT » e RHIZ LB ~ X
Sy QLR EIE5F

EEAROZIHE LA RERERRT -

R 3693 3B 44 (Protobuf % X,) & XA

message Block
uint32 version = 1
google.protobuf.Timestamp timestamp = 2
repeated Transaction transactions = 3
bytes stateHash = 4
bytes previousBlockHash = 5
bytes consensusMetadata = 6
NonHashData nonHashData = 7

—MNEERBEARZTH



R

"nonHashData": {
"localLedgerCommitTimestamp": {
"nanos": 975295157,
"seconds": 1466057539
3

"transactionResults": |

{

"uuid": "7bel529ee16969baf9f3156247a0ee8e7eee99a6afa8l6776acff65e6elde
f71249f4cblcad5e0f0b60b25dd2a6975efb282741cOelecc53fa8cl0al9aaa3l1137"

}

1

3
"previousBlockHash": "RrndKwuojRMjOz/rdD7rJD/NUupiuBuCtQwnzZG7Vdi/XXcTd2MDyAMSF
AZ1ntZL2/IIcSUeatIZAKS6ss7fEvg==",
"stateHash": "TiIwR0g48Z4xXFFIPEunNpavMxnvmZKg+yFxKK3VBY0zqiK3LOQQ5ILIV85iy7U+
EiVhwEbkBb1Kb7wlddqu5g=="",
"transactions": |
{

"chaincodeID": "CkdnaXRodWIuY29tL2h5cGVybGVkZ2VyL2ZhYnJpYy9leGFtcGxlcy9jaG
FpbmNvZGUvZ28vY2hhaW5jb2R1X2VA4YW1wbGUWMhKAATAiZTEIMj11ZTE20TY5YMFMOWYZzMTU2MjQ3YTB1ZThl
N2V1ZTk5YTZhMGE4MTY3NzZhY2ZmNjVINmUXZGVmMNZEYNDImMNGNiMWNhZDVIMGYwYjYwY]JI1ZGQyYTY5NzV1Zm
IyODI3NDFjMGUXZWNFNTNmYThjMTBhOWFhYTMXMTM3",

"payload": "Cu®BCAESzAEKR2dpdGh1lYi5jb20vaHlwZXJsZWRnNZXIvZmFicmljL2V4YW1lwbG
VzL2NoYW1uY29kZS9nby9jaGFpbmNvZGVfZXhhbXBsZTAYEOABN2J1IMTUYOWVIMTY5N1iYWY5ZjMXNTYyNDdh
MGV10GU3ZWV1OT1hNmEWYTgXNJjCc3NmFjZmY2NWU2ZTFkZWY3MTIOOWYOY2IXY2FKkNWUwZjBiNjBiMjVkZDJIhNj
k3NWVmY jI4MjcOMWMWZTF1Y2M1M2ZhOGMXMGES5YWFhMzEXMzcaGgoEaw5pdBIBYRIFMTAWMDASAWISBT IWMDAW"

"timestamp": {

"nanos": 298275779,
"seconds": 1466057529

3

"type": 1,

"uuid": "7bel529ee16969baf9f3156247a0ee8e7eee99a6afa8l6776acff65e6eldef712
49f4cblcad5e0f0b60b25dd2a6975efbh282741cOelecc53fa8cl0a9aaald1137"

}

k
4l S—

yESHEY)

R T HRERPATIRF S REGRETE > R—MEBEIIEE - BUGTEN

[chaincodeID, ckey]: value EH e

ATHEHTETEEN hash 14 —ACRA KL RAMBAE LM #ATHMG - MG Hd A5

( numBuckets #7 maxGroupingAtEachLevel ) R#fT#71458LE » t ¥ hashFunction BELE R T
GRS FH A TN o DR EAT ALARBZAEORE > FELEFHE—RATEN
T3 o

® numBuckets : T ¥ &AL g-‘/l\"+%"f~'_/‘§\%"‘/l\ﬁ (bucket) ’ ﬁﬁjﬂ‘ﬁﬁéﬁfﬁfﬁ
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hashFunction #XZ|%-#K 5| & AR » R EH G THE 3
® maxGroupingAtEachLevel : REHANT &w % FAFF &89 hash M &R > REH 69K
B oo

Hd o ey A Bl IR A P44 4% B chaincodelD %4 » BB HF 57 N4 o

—fg Mo o B AR P 6045 A chaincodelD » T s Bk E a4 AMEEa 0 WES
G RETUATEA :

G 8 A 0

EREH + REAFHBHE > HIEKREH -

HEAD R

HEAD QLS TR AL R At sMR B O o SPERIE IR R AEAD 3 O Sk B R R o

0 fn Ak
#4850 F % 9230, Chaincode 4 » A4 VP ¥ 2 1AF -

type Chaincode interface Init(stub *ChaincodeStub, function string, args string
byte, error) Invoke(stub *ChaincodeStub, function string, args string byte, err
or) Query(stub *ChaincodeStub, function string, args string byte, error

{ —

HAL B AT XX HRA 63 3% (Deploy) ~ #A (Invoke) #4114 (Query) -

o HF VPV AAAMMLREYE  WERFHE  XHE protobuf WLy shim B — kB L
.4 ChaincodelD 1z &4 REGISTER /4 &4 VP ¥ & » #A7EM » EMTRE » VP
%1813 gRPC %1% 4 25t B M 454D Init & 2 TR 461K

o WA : VP ¥ & %% TRANSACTION /4 B 454540 7% &89 shim & » shim 2 A i k69 %

FOR R 4545 89 Invoke R &K T AR A
o &4 : VP ¥ & &% QUERY ¥ & 44570 1) &89 shim B » shim 2 B 1% 1 5k 89 5 £08 4%
") Query HE& TR A o

T~ Rl 4% AL Z_ 8] 7T f8, Z AR A Fn &1 ©

A o

HEFERE @R EREITEREGEE T » BEKARAT Docker A KINE S ©



T & B 03R4 X F =47 % : build ~ start ~ stop * A2 EGED A VM ©

type VM interface
build(ctxt context.Context, id string, args string, env string, attachstdin bool

attachstdout bool, reader io.Reader) error
start(ctxt context.Context, id string, args string, env string, attachstdin bool

attachstdout bool) error
stop(ctxt context.Context, id string, timeout uint, dontkill bool, dontremove bool

error

(| E—

LA E RN G 0 HRIEEFEIIEC N VP T A8 gRPC i » X325 4 Invoke X,

Query 154

VP ¥ AR &2 Al iE gRPC M AR X E o h B EARLH A

message ChaincodeMessage

enum Type UNDEFINED = O; REGISTER = 1; REGISTERED = 2; INIT = 3; READY = 4; TRANSAC
TION = 5; COMPLETED = 6; ERROR = 7; GET_STATE = 8, PUT_STATE = 9; DEL_STATE = 10; INVO
KE_CHAINCODE = 11; INVOKE_QUERY = 12; RESPONSE = 13; QUERY = 14; QUERY_COMPLETED = 15
QUERY_ERROR = 16; RANGE_QUERY_STATE = 17

Type type = 1, google.protobuf.Timestamp timestamp = 2; bytes payload = 3; string uui

d =14

LRAEBINEN > RRRBH)E K% REGISTER HEF VP ¥ & o wE R » VP ¥ 2R E
REGISTERED H & » ﬁ-b’ifi INIT HERESE ﬁlfﬂ’%@“l’é@ Init 7 % °

%??ii%@iﬁ]}ﬂ B » VP ¥ & &% TRANSACTION A EZI A H » AL Invoke 7 % o 4o R &

s BB AIKE RESPONSE H & o

Ky > B XA EWE o VP ¥ A KE query HEFER 0 BRI L Query 7k o Rk

s BB AIKE RESPONSE H & o

AR AR B I
W AT PKI R R ARIREIE » FETUMEAG T SFaK P 3t a7 B ATRA] o
1t $ A =4 » Enrollment » Transaction » VA R &8tk 43845 69 TLS £ H o

o EMIESH ECert : MALRMT EMITIEN A P RV & > —MKMA R
o X GiED TCert: MAL M P » HERENL G OMIR » — st st _ AL - BIAH
o MAZIEH TLSCert : 4242 M 4895 17 » H BB L 597 -



# 69 Z AL

Bar» VP ¥ AAT T AT A 69484F » B3R 5 » #ITRX HHBIE » #AT— R R » #4TH
KL F o RBhRMIBEGFEHT BB RERITYT R o

0 BRI AR KRR ATHAL BN TR AN E— s BRHHITT R c AR AN OEH
T—skadag e

Fabric 1.0 #91% 7R A T & 4 89 A48 » RABE DN ¥ 2 A MBI > L FFR T AL ELRA XA
B TAE G4 o

1.a: Verify Signature 4.a: Verify CC Endorsement Policy
1.b: Check to Satisfy the Channel ACL 4.b: Check rset Not Changed
1.c: Simulate the TX 4.c: TXs in block are tagged as valid/invalid
CA
0. Enroll/login

4, Deliver Batch

App/SDK

2.a: Verify Signature No read any TX content, just order

2.b: Compare Responses from Endorsers
2.c: Check to Satisfy the Endorsement Policy

TX Proposal: [PROPOSE] client_id + channel_id + tx_payload + timestamp + client_signature
Proposal Response: rfw sets + endorsement statement + endorser signature
TX: r/w sets + endorser signatures + channel id

A 1.14.2.1 - =0 T/EE A2

o B P Bp ki SDK kIR Fabric iT X # » MBS HN X HRERS
endorser ; K% 2| 24 % endorser X 4FE Tl &5 69 X ik K » X4 orderer XK
E1 e N

e Endorser peer : fi 5t 3tk B & P 5% 89 X 5 # AT kA ACL IRAE (BMKH) @
AMELFREALERBLREP 4 o

e Committer peer : fi TP WA » FER—BRFHORERHERAITREISLS » AR
B PATE XYL S > FFBEAMRAK s Bl — A=Y & T LR i 42 4E endorser #»
committer &9 A& &, o

e Orderer: X fi wHEF » AR HN— AN ROGBR » — P FERKAFZHAEITR
i o

o CA: fiFTATAE B4 » B PKI



Transaction flow

1 Simulate/Execute tx

Compute
verDep
stateUpdate

Collect

TRANSACTION-VALID sigs
into endorsement 1
to satisfy
endorsementPolicy
(chaincodelD)

client (C)

=

| Simulate/Execute tx
Verify
= verdep
stateUpdate
-/ Sign TRANSACTION-VALID

9JIAIBS SNSUdSUO0D

Verify

verDep, endorsement
If OK

apply stateUpdates

I

peer (SP) peer (EP1) peer (EP2)  peer (EP3)

consenters

A 1.1

(committing)
peer (CP1)

422- 7B HEA



H OB L
FEAZRAIHERBAITREL s TAE MG TEOEIELEH LN -

message Message
enum Type
UNDEFINED = O

DISC_HELLO = 1
DISC_DISCONNECT = 2
DISC_GET_PEERS = 3
DISC_PEERS = 4
DISC_NEWMSG = 5

CHAIN_STATUS = 6
CHAIN_TRANSACTION = 7
CHAIN_GET_TRANSACTIONS = 8
CHAIN_QUERY = 9

SYNC_GET_BLOCKS = 11
SYNC_BLOCKS = 12
SYNC_BLOCK_ADDED = 13
SYNC_STATE_GET_SNAPSHOT = 14
SYNC_STATE_SNAPSHOT = 15
SYNC_STATE_GET_DELTAS = 16
SYNC_STATE_DELTAS = 17

RESPONSE = 20
CONSENSUS = 21

Type type = 1

bytes payload = 2
google.protobuf.Timestamp timestamp = 3

i B9 % w K% : Discovery (M) - Transaction (X% ) - Synchronization (Rl %) ~
Consensus (—# /%) o

TRH &£ > st B payload F 4B R E - A x 6T R B o

Discovery

€,4% DISC_HELLO -~ DISC_GET_PEERS -~ DISC_PEERS ©

DISC HELLO /4 &4 #4=TF o



message HelloMessage PeerEndpoint peerEndpoint = 1; uint64 blockNumber = 2;}message
PeerEndpoint PeerID ID = 1; string address = 2; enum Type UNDEFINED = 0; VALIDATOR
= 1; NON_VALIDATOR = 2 Type type = 3; bytes pkiID = 4

message PeerID string name = 1

(| E—

F A A %A 5 &%) CORE_PEER DISCOVERY ROOTNODE & % DISC HELLO H B » ICARAF
26945 8 (id ~ 33k ~ block 0 ~ R %) > FBEM LA o

MG X block F % B 27 » M 2ARKFF 4L o

Z )G » TR % DpIsc_GET_PEERS H & 0 BRI AT 5425 8 o LB pIisc_GeET PEERs H &
8 B4 i@t prsc_peers H BB T H TAiE T B0 & o

Transaction
¢L4& Deploy ~ Invoke ~ Query © ¥ & &4 T :

message Transaction enum Type UNDEFINED = ©; CHAINCODE_DEPLOY = 1; CHAINCODE_INVOK
E = 2; CHAINCODE_QUERY = 3; CHAINCODE_TERMINATE = 4 Type type = 1; string uuid = 5
bytes chaincodeID = 2; bytes payloadHash = 3

ConfidentialitylLevel confidentialitylLevel = 7, bytes nonce = 8; bytes cert = 9; bytes
signature = 10

bytes metadata = 4; google.protobuf.Timestamp timestamp = 6
message TransactionPayload bytes payload = 1

enum ConfidentialityLevel PUBLIC = 0; CONFIDENTIAL = 1

{ —

Synchronization

LW AKX AT block %6 M %&F &I KkAE > MTld it X4 TH & (& consensus &%
KT ) RRIAT AR E o

e SYNC_GET BLOCKS (2t/& SYNC_BLOCKS) : #RI%4E WHE N4 block ZLiE

e SYNC_STATE_GET_SNAPSHOT (& SYNC_STATE_SNAPSHOT) : KRB #7691
TR

e SYNC_STATE GET DELTAS (& SYNC_STATE DELTAS) : B EAL R GHEA
89 block *t 2 89 REF & -

Consensus



consensus 2L IX®] cHAIN_TRANSACTION X4 B 5 » G L4534 conensus & » KRG & AT
HOVP ¥ &1 4% -

JXF] consensus H B89 W A A EBIEH consensus Fik#ATAIE o






R 3kEE R % F & &7t

AR B A Z R o

BREF LT X THF > R HEFGTF - TUHFHKRAERE AT F R T AT RA 6912
o APRFELTREFNMT » B FH LR BPTRGTROTHT TR > FHKREE
hE LA B A R K e

Ryesk FEEA A XA %k RREFFPEPIRTEL 7 @OEE > IHRERLAFTL
FHRWEAE T DEGPREE, o A T AR XL FA » R34 PPIR % (Blockchain as a Service,
BaaS) F4é mizmA - BaaS T AR Al &Ik % A ek %6093 40 B AR % » AT K H R4
EER s FERABERRETFEGRBEIRS o BAl » LA — %R B EE KRR
REEFARALATRBEBREFE -

REIE N4 BaaS A » XG5 HA2 1L 4R 4 IBM Bluemix #= # 3k Azure = _EFAT

R RIREER T o G » ENBTRERAYG R4 FTIELFE — Cello A > AR S fT
BRECHRBRBE—ETAMCH RIRER S FE o



R 34£BPBR % (Blockchain as a Service * BaaS) ° ¥ E & =t E Ash %42 b 29842
BHREMEGEGRNEEREITHREEESTHEY—FEL L -

ME—E;H XGRS T RIS F > BEBRAFERRBLRGEN » WEELEFTILGFR
Ari2 8 3L (DevOps) ° BaaSEA —& T B » 7T uAH By K A& Brid & ol 269 R SR4AE IR
¥ MBI ARG LEERA ©

BRTRBETFERY ) —ERENBIEFEEFREL TR ZEHEAN ~ F R EH SRS
FEEEEDRE c LI > 1t BaaS FETUAAA L EREF R KGR S L iF -

2016 A2 s L ROA —REBHAAMRL AT BaaS F4 » BT HLF L4 IBM
Bluemix #= % Azure =2 9t » BB MK AKFRABLLAT Cello R EH » URFE—E LR
kT EETEE R RAESR

R

THAEHETRBEFRSAROLAEZRY AL T HSEEY - m EE@e AT RE
FoFEERARERRNRERY s MOE A TAREERREYE S AAKIE - FE A
RREEETEZHGR  TETUARL A RAGIRH A RIZ A RGP FEE S AR

T o

T % % EIR

(mren ) (cvanm) |(Bres)(ares)
(msnn)(umeEE) | (Raks) (s

____________________________________________________________________

____________________________________________________________________
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B 1.15.1.1- R34 552 EH

#AM > BaaS T & ARG L FREH AT 045



o MPHFEFHRREME » AR EGTHE ~ Gk MBEE TR

o APt iER M RIEEAITEGANEE, AEIHF L - BHYRBMRE ;
o AR T 5 (L P B hF P AT Y B 6 R SRk & SF AT

o RUELBEMG R TAKIEGREFD » ¥ RRBEAHKETFE RESHE
o RUEMEHMOFRSYTRE MK » 7 &A P 2t A KA #ATEIE

o AFERREN P F LI FIRE LR

o AEWRREANARLAMEERIGE MdE

o RUEstFE N KK KA Z 6B IE 9 Fevh 5L EET] o

e

T BaaS MR » BEIH—EFTE - Mgt T BaaS FEHLEHE SR o T
VA4e T IUAS A B #4785 %0t o

o MALRIE . BIERpEF A 0eh iR E 0 WA F RS

TYRM : ABEXAESFTHERELGRS > TRRRBFTY R

RRMEE : T OO T RFEREDTUFKYG T UATFELTE » S BALT
MR

o GhM i EEFEALRERRENANESFE AL AT LT

o TR L BB R IEITH o T U R A AE R B AR A ATR L AP B K
o RERREREN : RER S XN SMHBROGTHARN  ZHFADERR o

I 2t T a AR A BaaS % Gl RREAIIT L SR EMAL IR NHF > LA

PAAK ARG RREREDREHHEHBAEFIE o EETAABBKG IHFL =7 K
G s B E LI 6 2 R G R IR o



## IBM Bluemix = X 344 %

Bluemix & IBM #8734 PaaS =F 6 » @5 REFEFKRMRE » FEFBFALRESE
R—3b XM AALGHEETTE -

2016 “F » Bluemix @&+ X Z 4 H T A TARLKK Fabric 9 R k4R % > ARG R bk &
W54 R o F P AT A8 45 19 hitps://console.ng.bluemix.net/catalog/services/blockchain 4%
R G IR % o

& %4~ 43

Bluemix # I P IRET A LR EEEB LA Fabric R3p4EM &4 » LR EEHET
PG R UEERREMNL > A TE SRR ERME TR o BB > Bluemix =F & A&
FoRET 24~ BAR T @gRE - Fatdl X FR#AT T HEMLI -

Bluemix B aT#RE T I AR R A REMBHREFTZ » Q2T ORBERIK T Y
WA EF AR ZEHNALREFHORRER £EHFTFT~ EAFTR - BBEZ N LAA TR
%IJ o

st FA8 KA Fabric I%4XA % > ThBELBHEBER > BF—AEL 5L Peer ¥ A4
Ao CA ) A R SR A M % > P =T VA A AT % R30 F R A0 7 90 B ALK AR 5 09 4L

1% R IR %

Bluemix = F & ##£8M& & (Dashboard) ##ET+Fo ARG EZEF X > AP TA T
Web S % 3% B An i 9] R 3 4% TR o

THEAT - AP EIEM%E » TTvhi# A Dashboard & 2| & T B T 6 R 34k W % » B it L
9 R A 0 ARG FrikiEda X R % EIE

2| 1BM Blockchain

B 1.15.2.1 - Bluemix R 3R#EMR & &

T ELRFFR R REML » A P T il d Dashboard 3t L3¢ & 58 A 4440 » H L&A
LR o Blde s TEPRERTTHE A #8 example02 4545 o


https://console.ng.bluemix.net/catalog/services/blockchain

o2 IBM Blockchain

A 1.15.2.2 - i& i¥ Dashboard #AF 4% 5

24D BGARVE A R A 5 0 A RF R 3 o i@ it Dashboard R G R 3keER A ~ Rk
HNEARFIZ 8 o Plde » TEHPRIR4A KT 4 MR HAWATT 1 R EF 2 RAH -

692 IBM Blockchain

B 1.15.2.3 - i it Dashboard H.5K R 34k

FERAMAKELE T AW BEEE > R ZMENETRE - AP AT
Dashboard ¥ £t &5 c e TET T » 27 T IR SH0 W %89 iEF B 470 8] 5 o

% IBM Blockchain

B 1.15.2.4 - i it Dashboard #* Bk % &



Fe ok RREMBE LT gRPC R HTTP 4 0 Xuhk A% 4 7 »

Fl &t » Bluemix = - 2
R P il SDK $# AT A28 » SN E SRR kst ~ A Fo g A0 X609 F T A o



#ix Azure = R 4k R %

Azure MK HE YO T HETFE » @A P REF 5 laaS #» PaaS R %

Azure e LR RT3 T 340 T 2% T4 R kA X 69 % > 251 @ &) 5 # R F 69 R 3R 44K
BFE o L a5 K35 H %W A Fabric o

T A& T3 (https://azuremarketplace.microsoft.com/en-us/marketplace/apps) + 4% %
“blockchain” X F & A X LR E > w TEHF °

Product results (14)
@ @ L @
Azure Blockchain Emercoin Blockchain STRATO Blockchain LTS Ethereum Studio -
Service Engine Blockchain Environment

By ether.camp

By Microsoft By Emercoin Private

B 1.15.3.1 - Azure L0 R 34k MR 5%

T ERA-2 £ ¥ 9 Azure Blockchain Service °

1% R IR %

1 Azure R%E > P TULEILSHZAAEEPHE—NRBUNS o =-F 45 o —ient
MEREAREZAFHIL AP EFELELERAFTE o

Azure R B4E IR % B AT X330 F A KI5 ALK K Fabric M %

T AARY A6 2 Azure #ALE & P » #4547 Ethereum Consortium Blockchain /& »
BAN—ER B LR > W TAFEREZGEMME » e TR T o


https://azuremarketplace.microsoft.com/en-us/marketplace/apps）中搜索

fllE Ethereum Consortiu... O X Network Size and Perfor... O X

Number of consortium members @

2 v

H]
—
ol fifit
2Ry

<

Mining Modes

: - Number of mining nodes per member @
Network size and performan... >

N

) Define the number and size ... 1 v
Mining node storage performance @
- Standard | Premium
0)
£ -
! Mining node storage replication @
= Locally-redundant storage (LRS) v
sat
e 4 Ethe * Min ng node virtual machine size 5
2 x it D1 v2
L
r -
) Transaction Nodes
4’ MNumber of load balanced transaction nodes
L]
= v
Transaction node storage performance @
Premium
Transaction node storage replication @
c Locally-redundant storage (LRS) v
- * Transaction node virtual machin... 5
1 x ftE DT v2

B 1.15.3.2 - Azure R 34k fe &

HRELRFERZILSAEE c TG THAARRAEAENREZLER > W TRATT » RAFET
— VAR M o

B 1.15.3.3 - Azure R 3r4t3RE 4

% & microsoft-azure-blockchain 7k 944 » TAE A M%&) — X440 » 5 R
3t~ RPC # 0 #iak % o

B 4% 3 Mk ADMIN-SITE 89454 » ARl N B3TH > TUH#ARBREFTERE - F@FTEH
FERME&ETFT BT 8 s LT AHE AP » F M admin P &L L% 1000 MAKT o 4
4o T BT & o



Ethereum Node Status

Node Hostname Consortium Participant ID Peer Count Latest Block Number
ccc45tnny-tx0 N/A 2 183
ccc45tnny-mn0 0 2 183
ccc45tnny-mn1 1 2 183

As of 11:56:11 AM UTC, Jun 25th 2017 (Refresh interval: ~10 seconds)

Bootstrap New Address with 1000 Ether

Use this function to send 1000 Ether from the predefined account in the genesis block to a new address

Address of Recipient

Ex: Ox17Bf5e7b3CE6779DBaeDEBI07010601A8c 13118

B 1.15.3.4 - Azure R 34t &3 @

Azure = FERETAAN M ELMRERD > £ 5 EAH LA PR RPC 4 O Hohk 35 9] BT3¢
ERpEETH o AP TLALITAT RPCHEHE OIS UAKRGEIM LKL E » 3 E N RE 485
2y 5 phdb RAEFF o



#Hi 17 A ABLE WA Cello BER AR %

Mm@%ﬁ@?Tuﬁﬁ,Bﬁﬁﬁk%é C a5 A A mik at R IREEF KOG A 0 BRI AL Ae
FREHAITFAHEZE TG R o (2L X F R LHALALR » HAHLREAEZEA o

B 1.15.4.1 - Cello 27z M 3 %

i%%$%CﬂoﬁE%$%ﬁ%[%&%%&ﬁ¥Aﬁ%7%ﬁ%%kﬁ%’Wﬂiﬂﬁz
RAGYERREFZIARREM LA GRREE -

14 Cello 9.8 TR T > CHhBE AT RIBE > ARREA E3Z > TUA B Ehesh Ay
RE o

AARRM ot
Cello *ft B &1 £4 41 549 IBM iiﬂi. T 2017 51 A TREI BB KRAHR » E2EATF
Python #7 Javascript B2 %45 c BB T AR RBEETFE » IFHE -~ BT I

oM EDR > TUAELHA—E X BaaS AL ERBE - AAARAENLTREITT o



Operational
Dashboard

( RESTful APIs ) API

[ User Dashboard ] [ ] Dashboard

[Orchestration] [Logging&] [Monitoring&
‘ Core

Engine Events Analytics

—

kubernetes

B 1.15.4.2 - Cello % A%

R IR R IR PR A F 09 Bl BT > Cello wWARHE T R af R 34k F & #ATEAT A & LAY 4
Mo AR E LT o

o BHRIEEGAAGREI  GIE0E S BE A~ fEEAE S MIRF o

o IHLAPARMBMIENKE TR » BIERN -~ B~ 2E = (Docker ~ Swarm ~
Kubernetes) % -

o IKLMHREHMFEAATLARE (B AL XFLRIKAK Fabric H £) ©

o IFUIAeATEE 0 IR B bk W B AR REA L 8 BATIRIUOAT o

o REETIHWMERZ T > OFERRETFSE ~ FREZE - Bz s BHREFHRREEHITIA

K —

B =7 EH, e

T @ BEARA-28 4efT L Docker ZALA TR » F Cello g B E—NMRBEERETFE

IEEE

Cello XA 7 #A 8 £ (Master-Worker) %4 o Bl P T A AT A& — /A Master 3E 7 & fn
% T4~ Worker 7 & o

HF > Master ¥ & R T & H (Flde > 41 Z2FM k) Worker ¥ & F 89 X st £8 » LA
8080 s & 2 #MR 4L M T Dashboard » il i 80 s# & 2t 942 4+ RESTful APl - Worker ¥ & ft 5t
PR ek EBE M3 KR > 4o AT Docker Z MUK Swarm 8975 X B # % N EE - HEH R
BELE R P T 09 % AN R Bk B 28303, o

THAYFETT—A#A 4 Master-Worker 3% %3631 o 4% &2 ZKiAA Linux (4= Ubuntu
16.04) MR % 35 3 JE BAAL ©



Dashboard: 8080
RestServer: 80 Master
Engine
N

1 1
: 1 I 1
Docker: 2375 Swarm: 2375 Workers

B 1.15.4.3 - Cello 3 % 3% 3 T 1)

AT XAFREEEM% > Worker 7= Master 7 2 & LB &R BB RR o Plde » W R H LA
— /A~ Worker ¥ & LB B HEV 10 MR FEFH > NENT ZEEEZ VA 8CPU -~ 16G A
& ~100G AR E o

T #% Cello 775

Cello XA 69 F 7 & £ 4L R 89 gernt E o e E P2 Github €& F » RETUNE—CE
P IRIAKAG o 5] 4ol T de T4 INE 7 & T 2 Cello RA o

$ git clone http://gerrit.hyperledger.org/r/cello && cd cello

fic & Worker 7 %

%k 2Bt & Docker R %
4 %% ¥ Docker 42 A 1.12 XEF B A9 RRA o T8 i 4o T 44 ik 22 £ Docker °

$ curl -fsSL https://get.docker.com/ | sh

2R R )& » 152 Docker IR 4% & - =t T Ubuntu 16.04 » & #
/lib/systemd/system/docker.service X 4T o

Service

DOCKER_OPTS=" -H tcp://0.0.0.0:2375 -H unix:///var/run/docker.sock --api-c
ors-header='*"' --default-ulimit=nofile=8192:16384 --default-ulimit=nproc=8192:16384"
EnvironmentFile=-/etc/default/docker

ExecStart=

ExecStart=/usr/bin/dockerd -H fd://



g » FHilite T4 EE Docker IR% o

$ sudo systemctl daemon-reload
$ sudo systemctl restart docker.service

T #& Docker %1%
2t T A% WA Fabric v1.0 £2 T E 094018 > T Ao Tad#iTAFH TR o

$ cd scripts/worker_node_setup && bash download_images.sh

My K 3& B &
AT #4% Worker L BB TUEF G » Bl THA5HEINAL IPHEL -

$ sysctl -w net.ipv4.ip_forward=1
Fl B 4 & 489 iptables % & » APk 895% k4T (4= 2375 ~ 7050~10000 %) -
e & Master 7 &

T # Docker %1%
4o F 40 4 F #3& 4T 4 A7 o % 89 Docker 4414 °

H & > python:3.5 4t1% £ & 1T Cello #s A4 69 KAk 4214 - mongo:3.2 3245 T B ER % 3
yeasy/nginx:latest 424 T Nginx 4 X 1 4% ;: mongo-express:0.30 1% 24 T RXE&IEE » 7T
AL FHZE o

$ docker pull python:3.5 \
&& docker pull mongo:3.2 \
&& docker pull yeasy/nginx:latest \
&& docker pull mongo-express:0.30

2% Cello &%

¢ Master ¥ 2 # 47k B E » €352 % Docker IR3% ~ Q1
R L5F o

2

HRBEATE > VLR i de T A4 x
AWEIEERD F -~ =X

$ make setup



ﬁﬂ%f’r%‘il‘iﬁb’tﬁﬁ HILERR o M GLRA S AT A R T EAT A o R BIFM > Tl

%12 Cello /R %

T VLA BT T4k Beik B 3 Cello #8 %65 4848 % ( .45 dashboard - restserver
watchdog ~ mongo ~ nginx %) -

$ make start

KAAH > Z4T make stop 3 make restart ] VAMFIERTE AR S o

EHEEHRELENFTIRS (4o dashboard) » TEIThe T4 o

$ make redeploy service=dashboard

B THATUENEE RS A E

$ make logs
EREERENRRS R E » TE T TosL#iTTE » R &4 watchdog 4449 B
£ o

$ make log service=watchdog

1% ]l Cello & 3 X 3k 4k
Cello R % 2 #/5 » & F 5 T A it Cello # Dashboard T & % 32 R 3k 4 o

KHE LT » T 1d Master ¥ & 49 8080 5% @7 9] Dashboard © KA 5 F A P LA K A

admin:pass °



Cello Dashboard
Overvi
System Overview
System Status
o

In Processing: 0

B 1.15.4.4 - Cello Dashboard

4o > Dashboard A 4 AT @ » &R @) H g4 T o

il
Overview
System Status
Hosts
Active Chains
Inused Chains

Released History

Hosts 7 @

f Hosts M@ » B R T AEEA FREF CLHELENGIM » RifmITIM o AT 2ER
AR S RE S EAZBHORRERTE - RBRusks ERF -
schedulable (T2 B s 9 BREA P ) EIMNSARER TR > w TEAF o

Br RAERRE

B — i

BT EAL (Worker 7 &)
B 3T R R 6 T 4

I EEAMA P bR 6 s

S F R £

BT A % % 4 non-



1 AL IMKA Cello R paER %

Overview
Hosts: 12
yst
Show| 10 v entries Search:
Acti Name 1t Type | Status | Chal ins. cap Log Config
Inus: ins Compute10 SINGLE active 7 10 INFO/local m
Release History
mputeti | SINGLE 10 m
Abor
Compute12 SINGLE active 6 10 INFOlocal m
Compute13 SINGLE active 7 10 INFOlocal m
Compute14 SINGLE active 8 10 INFO/local m
Compute15 SINGLE active 10 10 INFOrlocal m
mpute1s | SINGLE 10 m
Compute5 SINGLE active 4 10 INFO/local m
computes SINGLE active 5 5 INFOlocal m
Compute? SINGLE active 0 10 INFOlocal m
Showing 110 10 of 12 entries
DDDDDDDD 2] [vea

B 1.15.4.5 - Hosts T @

AoE—AZALE Action TR FE o A 4o T &0 T B4R Z AL -

Fillup : & ZALBATH R LR E LR o

Clean : AR ALY PTA RMA P & F 64k o

Config : # A EMEE » 4o 2 fifobe 50 F LR o

Reset: TEZEIM » RA S ZEMNZA MNP & 6GaE 0 T o
Delete : A 7 /R 4 F M P& 1% £ AL o

& & Hosts T @48 Add Host %42 » T VA& TR e T4 o & % 1% I L AR
Daemon URL #uit (442 » Worker ¥ & docker daemon %77 duhtfest o) ~ 44 L
R~ AERE - -ATGEHIRREEHFTLER - ZLETHRAPAFHSER » e THI T o

Add a host

“Name

*Daemon URL

Capacity

Logging Level [DEBUG v

Logging Type [LOCAL v

luster request () Keep filled with cluster

B 1.15.4.6 - #xhm £

Active Chains 1 @

Active Chains R @4 £ RHT A £/ EAT004E » BLAE4EM L ~ 2R - RS ~BERT N
BB IMNFRZE  EAKAP ERNELSARER TR L TEHATF ©

211



i# A8 % A Cello #£72 X 34t R %

O W . .
o Chains active: 66

System Status

Hosts show 10 v entries search
Active Chains Name i Type Status Health size Host
Inused Chains Compue10.0  pbmbatch  running oK 4 566237411113a900 1091ceGe o
Release History » start
Compute10_1  pbftbatch  running 4 5862374f1113a9001d9fcese i
Apout meer
Compute10_2  noops  runnin ] oK 5 58623741111329001d9fcebe | CRestan
i Delete
Compute10_3 | pobatch | runnin g oK 6 586237411113a900103cebe | Sreease
Compute10_4  noops running oK 4 5862374ff113a9001d9fce6e m
Compute10_5  pbftbalch  running 9 oK 4 5862374ff113a9001d9fcebe m
Compute10_7 ~ noops runnin 9 oK 6 58623741f113a9001d9fce6e m
Computet1_1  noops. running oK 4 5813feabf113a900092b4b52 m
Compute11_2  pbftbatch  running oK 4 5813feabf113a900092b4b52 m
Compute11_3  pbfvbatch  running oK 6 5813feabf113a900092b4b52 m
Showing 110 10 0f 66 entries
Proous SO 7 e

B 1.15.4.7 - Active Chains T &

b — &6 Actions T4k £ » A 4o T T34 %4k -

o Start : 4o RL K4 TAFILRE > MBF o

e Stop : 1##iLIELT P #94E o

e Restart : T# 5 shiX &4k o

e Delete : M| 41X K4k o

e Release : & & F 69aEFF 20 0 FJE M 4 o

% % Active Chains T @) Add Chain #%42 > TAE RBE TR E 545 (wRTH ALK& H
BEM) s W TFTEFF o

Create a cluster

“Name | Chain Name

Select a Host | Compute1d v |

Chain Size [4 v

Consensus Plugin [NOOPS v

B 1.15.4.8 - in ok

AT Cello #4758y &
Cello 8RR\ T REYRIET I 4 » ARBET BB @ AP| ©

A P 9T YAl it %) Cello # Master 7 & (ZKik4 80 3% ) % ix RESTful APl sk ¥ i5 ~ B4R
bk > REF Rkt X128 wh s ARG EET > THA P #ITRAELE - RESTful API
3L T /£ Cello 8 XA &1 o

212



T REEIR SRS » TAA| R E API AR P 2I AT R bk 5340470 £
Cello 9 Aahz t @A EZIE %4

g o



RE DG

AENBTRBEFFREGBA » MR T RS THEHERRS A R 3 E 405 AT H R0
1B - BHTEARETRREBR S TFENLAZREY AN RPRREEETRAZLLET FE6X
GRVER T

AEMBE TN T LA 5 IBM Bluemix 2 #432 Azure = L1 4E6) R 3k MR % UG R
T 4o T4 A8 S0 A Cello 7 B Bk # 2 — & AL 89 K ShBE IR 5 F & ©

R ARGLERETAAS A G LT LRI s RN AWK IEEE T REN
DevOps %4 - REYARRBLTHEZFRGNA  NAATZGARER » BF o lTH
BEARATE2PRF TG BKES ZH3K -



1 8 5 37

TR 0 AR 5] R B AR ©
—RABRRATURTER » ARPARER T2 R4 —RPROTE 3 —RMEAEGEAR o

AT REOH R KA AT — PN o BTAH L RGER TR IEL N A > {2 TIRIEF
Mg kL THE  FUNERZGALEGRY A ZMN o



RREEGFSHERBRR S AEMA XA > HHEZTRRT » RIELHHFHRFIALR
ARG TR TRE—-EFEREAELFHRALLELARRER -

FAXE > M E RN AR E L LTS o
iR ERir R RBESE > i TIRMNIRE AT ERF » TARIEL R — B o

AP B R Sk 3R 4 b AT T A B ] o



Hyperledger Fabric v0.6 £ 7& 7F |

Iyr B &
3l BUEAA M A% IR A CPU(GHz) M # (GB)
4 3 A Ubuntu 14.04.1 3.16.0-71-generic 4x2.0 8

BAEBR G E4E 10s AL s FHRARE o

MR P 5h ~ LIRS SHEFHEFI o

0 44 47

— AR A LM AEAE AR 5 AL € (throughput) #23E3R (latency) ° T Rk4E-F & A%
kL EIRR kﬁ@%gf BARER (BAEZZEHRM) » A EARLEEBER
(R F consensus HiEk X AR K REBZ M IEALXALEKR) o

/

ARMRRSERRERA FEHT HELE (tps) o

P
< B
query Xz
noops
clients VP Nodes iteration tps
1 1 2000 195.50
1 4 2000 187.09
pbft:classic
clients VP Nodes iteration tps
1 4 2000 193.05

pbft:batch



clients VP Nodes batch size iteration tps

1 4 2 2000 193.99
1 4 4 2000 192.49
1 4 8 2000 192.68
pbft:sieve
clients VP Nodes iteration tps
1 4 2000 192.86

invoke X %

noops
clients VP Nodes iteration tps
1 1 2000 298.51
1 4 2000 205.76
pbft:classic
clients VP Nodes iteration tps
1 4 2000 141.34
pbft:batch
clients VP Nodes batch size iteration tps
1 4 2 2000 214.36
1 4 4 2000 227.53
1 4 8 2000 237.81
pbft:sieve
clients VP Nodes iteration tps
1 4 2000 253.49*

Z :sieve RxBMENARH ZARGIRKIT A N FRABRARLGER  BIAKREL
PA“vp0_1 | 07:49:26.388 [consensus/obcpbft] main -> WARN 23348 Sieve replica 0 custody
expired, complaining:



3kwyMkdCSL4rbajn65v+iYWyJ5aqagXvRRIQUSEqezpAZXY4y6uy2MB31SGaAiaSyPMM77
TYADdBmAaZveM38zA=="% %143 & -

AN
q

<
o>

&

BPmERELT o tps A E 190 ~ 300 CE A ©
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K&
il Fl R

e Blockchain (R3k4k) @ AT %M FTRABENNGE LEMALEGEMFHK -
e Byzantine Failure (¥ &%) AL FTHLEK T H LR HF TE &K T AN
5% 0 BIETH B S F AT BH AT ES » BaeA 3t A G R T

P

e CDN : Content Delivery Network > M & 4% M % o #| Al £ % 33245 8 1 e lie B 69 % 74
R%&E  AHNIERANEAR G B BATE R AL » AFLTRGIREY K -

e Consensus (#£1R) : A XAAFENLETHEM LER - ZRFALTAX
B F 09I 53 R — B o

e Decentralization (£ Fwft) : RFE—ABRIF=ZF O P HE > ARHELS S P
NN 1 o)

e Distributed (A X) : FEIRF Ry LG EA s BEH ZAMRBL LA ALN XKL
f—A o I RIS — IR ET X o

* Distributed Ledger (47 Xk A ) @ &% XEESEF X F oL (RF P i) Bk A
wERFE e

e DLT : Distributed Ledger Technology » 1 Xk AR o 45 R kbt ~ MIREEF £ K
b 25 A XA B AR o

e DTCC : Depository Trust and Clearing Corporation * #164n & B o 8] o A 3Rk K 894 @k
X G 6 Mm% o

e Fintech : Financial Technology * k& @48 %69 (12.8) &K -

o Gossip : —#F P2P M& ¥ % A% & Z 18 #4748 B F 69l » do B MLiL 3841 B #AT4
% o

e LDAP : Lightweight Directory Access Protocol » 2 €% B &7 FlW il » Z—4r A &1
MELE TR0 XEEE B 0 — A BEARF R (LB HaEERE o

o Market Depth (T3HRE) : BHETHRIRARHBILEGBTET » Bl k5 5
THEMKRFR BN EIK@EH -

e MTBF : Mean Time Between Failures » -F3 & % 8] (&8 7] » Bp & 4077 WA BB REATH) T
HAEt ] o

e MTTR : Mean Time to Repair » ¥4 B 0] » PR AHEE » AATAKRE B EF 2
AT TR B A

e MVCC : Multi-Version Concurrency Control * % hR At & 35 4] o 238 EAA A H AR > A
REAARRAREIH L B HiE R RALIE » 5 P L0 FE R ARE L IR A

— BT MAE L B A o KA AT R WA BB B R AR de— o

e Non-validating Peer (JERIEY &) : TAGKAEY » RUEH X HRE AR E P sk69E

Ko AT HHAT R ERGHANLE » L EH AP 5o



(§I]

P2P : & Z| &85 % » M FHTA ¥ 2455 s FAEAEF e o
SLA/SLI/SLO : Service Level Agreement/Indicator/Objective * %~ 5| 4 3 IR % =T 1 f Ji]
P agRIE » hhedednAe B ARAE o

SWIFT : Society for Worldwide Interbank Financial Telecommunication » ¥R 3R 472 2%
WA A BEHFERULME » IRFRITE BRI o

Turing-complete (B 2 %% ) 48— ME RE B 4RA KEPE 2 (AR R+ F A
B4 ) 9 B R REIEETHAMELFN o

Validating Peer (JiE¥ &) @ EPRARGB T & 55 —HRGEP ~ XX 5695 s
PAT o 3 —F T AX| 4% Endorser ~ Committer % % 7% 4 &, o

A IS

ASN.1 : Abstract Syntax Notation One » & L T #il 2B 69 R 7 ~ %A ~ 154 ~ fRAG 69
—EAr A ST 2R A ETTEMN S B Ao A4 IR o

CA : Certificate Authority * i T $ 89812 ~ MK > £ PKIK A FRAZ S AE -
CRL : Certification Revocation List » 1 4 T 44 71| & » &4 BT H#L4s 6998 4 ) & o

CSR : Certificate Signing Request » 1E 1 &% W% » @& AL ~ LR ~ AL~ £ RA
ML FERRD ~CARENRFI T FEE > MRAS CARF VIR ELIES

DER : Distinguished Encoding Rules * ASN.1 ¥ & 3L 69 —#F =2 ] a5 & X, > T AR %k
RABIEHXEAAS

Genesis Block : &l #R 3 » R3pfke) F—MR3k » —AZ A Tkt » THRAXHIZE o
Hash : "o B ik » AR &K 69 = Sl AR AT 4 4042 09 Bl & K 0 — B89 ik o

IES : Integrated Encryption Scheme * % mJm % ALkl » —#RE A B ALH] > T KA 24 %
BRALKEF (TAFAEFAL R EL) BATHEH - @36 DLIES (AT &%=t
%) # ECIES (A THE W) AipEi -

Nonce : B % Kig » A7 —MIebt 6944 »  HALFAF B o

OCSP : Online Certificate Status Protocol » £ 2% 1E 4K & ¥ > 1833 219 IR § % £ B
NIEH KRS (e A THAE) - RFC 2560 + =& 5L °

PKCS : Public-Key Cryptography Standards » A 4A %254z » &1 RSA £ # £ E » &
LTAF RSA FLikfrtn R EMFHE AR ZNZ A AIINE > B AT 4 15 AT Bl AR
B o T AR AL 1991 SF42 4 > B ATRFTARA A 2012 424465 2.2 ek o

PEM : Privacy Enhanced Mail » A kR 51k 4 42 % 40 69 —#p 4 a0 46 X, » RFC 1421-1424
RS o

PKI : Public Key Infrastructure » & T 241K & 69 2 2 ek RAY o

SM: BR™H A B IE > 2010 S5 k4 b B RE M F LB Z A 6948 XAz E AL
IO SM2 (ATHE & &% NAESE Lz E) ~ SM3 (Hash Fikdr ) ~
SM4 (ATomhmEeg A EmiLikizg) ~SMI (AT HMmasfFiEHikAi) o

PedE P~ ARG AR X KRB



e Bitcoin (JAFM) : RFdPARREFZAHETRIESAGRTHHFHK -

e DAO : Decentralized Autonomous Organization * 5% X B 44842 » AT R34k ez R
AL L B A ALK A9 B VB ARAR o

e Lightning Network (Il e, %) : 8334 S G M A ATIR BRI KX H Sk ZA9H K ©

e Mining (7 ) @R ENZRARKE —NFHE - EFEw E—AK H15 854 Hash
AT AN (Fleal B adEs TA0) » KEGATAS R RRMEEIN - HRT A
GEBHGEFI P o

e Miner (" L) : 2545 J AR AL -

e Mining Machine (F L) : 1A KFW FEF mxTHY R & » A THRH - GPU -
FPGA~ A H F 552 o

e Mining Pool (# i) : RABAKWAEH Xk T HEA#ATIEY > 537 Hag TN D AT

DB o

e PoS : Proof of Stake * B # AWM » WA R T REAAEZ R P » FEB 5 098 R
X o

e PoW : Proof of Work » 42 1Ef » &£ —F AEREAT$2 T KA — 4 SHA256 # Hash 17
o

e Smart Contract (% 46&-%) : EBATAE R3esk LARATH LR ;
o Sybil Attack (&&= &) : FRF LAIWERENFHHERKRET &> w5 h
N ARG AR LBATHIR o

A3 2% Tk AAR X K15

e Anchor (4% ) : —fABIE A RIB A EOMBREATIEECEMHBALE o &
RlAe N—ANRE T L FEAIEMIET AR RBRABANGHEIL (HEF A
B BEASE) o

o Auditability (FitH) @ EA—TRRAFTT » Tladst LR HRATF AL -

e Block (RE3k) : REA—AFH NG H15 LR > FEEMIE R I A B R IREEF o

e Blockchain (R3t4k) : 1S ANREEHEMMREEREN » IRT W Rk » B4R 3 K3
#R ELAE AT 4R R 3k A K 49 Hash 44 o

e Chaincode (#4#%) : R3kst LG AR > & & B “F 64" & » X Golang ~
Nodejs 2% » 4 A A Z %

e Channel (i) : Fabric M % LogfA fa & Auhl o Bl F 6940 fe X 5 A A w128 E
BT AT e Bl—AF AT AN S ANidE s FAFNEEA LR —NKK o

e Committer (X ¥ &) : —# Peer ¥ & A & > i 5t 2f Orderer ¥E/5 /5 09 X 5 #1744
L REEGENIHPATHE AL -

e Commitment () @ V"IV AZRNBFEXHHURIE KX HNEFE Rk HE
KRB GTA -

e Confidentiality (R%) : RAXHGHAXFTTUREINLHNE » EECARERN L EA
£

e Endorser (XA FERXRT BT E) : —F Peer T EAE  ATKRBENIHZT S

Lol
¥



Endorsement : # #3342 o J RALED AL F IR 69 H 5 R > 48 X Peer 3 X SR L # AT
WAt s RRERGAHAZH D - wRIHREF/TRABSHHH > NTAHBEXX
H#ATH —F e Han o

Invoke (BJA) : —f X HEA » stggag gy kastr A » — R EFZOEARN T
A B R g o

Ledger (lkA) : GiERRE@4EH (FAMANIHEE) FEard#RE (world
state) °

Member (s R ) : REENBRGZIR GG > ERLEFIA O THRIER o ¥ 2F A
AL BT ENRR TG o Bl— AR TRER —ANAEF A %A Peer ¥ 5 0 LF—
ANy Leader ¥ & » RARRGIF T EARITREL s A5 RBFEORRLETR—RR
BEET & -

MSP (Member Service Provider » s R R 5424t ) W EOFIARAMRE (F %
T EREEE) Al > IR XA 69K R RS89 T HKIE L -

Orderer (#kF T 5)  XBRRFAE > A FHFFAERNGIY » RELFHHAINGITTF o
Permissioned Ledger (#FAREGIKAR) M FHIA T ELRALZIHTH » FFTH
By B K m A M & o

Privacy (RAHRY) : XHRTARBIZ HHHH > LER R & RHRRIRGHFILT »
R R H#ATHRIE » MEE RGO L -

System Chain (A %4k) @ bt WM& P E #4T T E A E RIRA R > — AT A R4k
A1 YRR P % PR R ATV Ak B BR L2 S e

Transaction (X %) @ HATKA L6 EAJER M HAHRE - L340 o R 8 LIKFK
Kt phrd LI, o

Transactor (X %4 ) @ KR HERMGE P 3% o

World State (#FR&) : FRRFHGLEHKARES o Fabric AEkGEm X HR LS
FANRHFHORE » TIAREE R TAE B E LI -



w0 R A

i@ A ) A
B R3hbE AR 0 A4 A

0 RBREEAR XA SRR T ARG FORAL-F AR (LE) ARITRE (ERAAHAL
) AEA AF B M %8450 XHFEAR o BARAE » RIREER R Z B E AT H M %& » A —
AR BT A LTS A XCIRRT GREFHR » A EF i BesFia -

Ml RppEferbddEm RHZA XA Y

AR RATRREE RGO —MHEFIN4L (cash) 2R 3 R ERKR-FE TS5
NAGLPFR 2 AATeiE » R T AF T AL%E 2000 F L& G » AXRAABHEALTITALESR
B4k o

0 R SRgk A A A IE R AKAR?

B RBERALALETE o A RERIBEAMRSTRAATY EhF T RIELHEFAL ; Rk
HMNRES T (RAF ST HNAEHEE) ZRARE—ETEHRIKAEHBATILH -

Fl o R SRAEA AR EAR K P

Z o RERFYFAFEE > TAy AN A4 (Public Chain) ~ B #4% (Consortium
Chain) #e#s# 4% (Private Chain) s MR LA » TG AR XHFHF K T A LK F5% T
R34t (LebbdFm M%) ~ AHFREGAHGAARRE (AKX ME) @B EHLE
A% IBHRREEZG A XKATFE (BEKEK) o

oo (AL ) R SRbE R de T RIE R A AL L8 ?

A RREFEAXAREE-AABTEL > BEALSERRNERK G LRTY K -
GEAMEL A ZRELE NI RE > EIR EARMMA L FRATES - k> &
EEARE —F (ZRREFRF—H) B> 2BHEFETXLEFRIOAN - ARHZX—2HEL
KM FTAAT a9 R (Blde B Tr) ARG R B 47 o

[t R AR 8% A2 8 T 2R 2

A s fe 24 £ Bp 7T v K IK monolithic 87 X (— 444
Haf—NEARBLER > HETEME L) » AT KR microservice 897 &, (BPEAMNEY
PE— > FANSAH—ARMNERA) o BFMAEIARREBET L EE LS R4 45 o K
FEEAR S fEEEEARBRTWS 0 XFRETAIAFREGY  RERFFRESHY
TR

&t

Rk BREHEMELEE

3y

i
i B
)

] : defT A& A PEM # XE P A& ?



Z o TVl g e T AR dRE B A B AT openssl x509 -noout -text -in <ca_file
'{5'1 7}‘ ’ ﬁﬂ-yx@ﬁ’ﬁ“Té’\é\%'ﬁ?\‘@}\}\iﬁ%I'ﬁ'q?%%ﬂxﬁﬁliaﬂ é/]/L\\/fH ﬂ‘]:'g* : openssl x509 -

noout -pubkey -in <ca_file> °
] Sk Aadl o de AT A RAA D

ZidTHRGEmBREE > TUATE TH4SERAA openssl ec -pubout -outform PEM

-in <private_key> °
Bt e A g A A R G AARE 5 4 7

AL AR B U A IR E U LT 0 TTAME e T A B AT openssl

verify -CAfile <root_cafile ca_to_verify> ©°
¥ @ 44T Hash 2R KRG L ARSI T KOGFEZ > RISZAEFR?

% 1% SHA-1 A6 Hash & 27T vASAE & K 69 SUARBR 4t B 4 1 R4 09 € KA % o NIEis b
B M—AMEREG RSB 4 B — AN ELS LA S HIF R o Hash R Z AT AR Y B3+
RORALETERMAOFIERETARK » ELFARZAGHFIEHFEL TR » LK
FARE LIS (KEE) 69 FRRELZ—AFtiR D ES - R IANESAFT
REILIT BB RER > ERINFTROMEZRAMALL TR ESTHA L5 % o

teAF T s A KI5 A R

o o A R SREE AT RARTEA B 10 24 A Rk — ANk — IR A ?

R
=

B BAEZZRNATFEOAE » SE—AHRBTERRE > FEAEARGLETRNEAL
Ao MG LA KA LR B I R0 fdm ity s TN AR BT R @S o IR
AT > TREZRTAGER o HRZHARY TAVAL L R —Aedg sk b o AR R4
4o ERKTXLGFRENRHORL AR LK > BATA > 10 4 £ &L —Mast &
EAHF o HI o HANGHARN G AE » EMA TRRKGHOGEAT LT AL G55 P %
Heip o

o] c P RIRAEFANR R K DAL AMB 0 R— %R A ?

KB ALAHRFHER - RIBFAGFHHE R BLAER T 10 547 0 K—2 > TRELE
R G Eek ET AN o > 12 F AR THEGRALIRS (Hash LE L% 100 MB/s) » Fl ot
BAE AR A A Sk EF o R KA 1 MB > &hA&HHTRIEE 1
MB/(10%60)=1.7 KB #1 X % %45 » i — A0 X H % BE R E 02~ 1KB o

FERE XA A ARLE R T ERERRKRDGRE » (22 KRB R LR -

M AR MR TR S AT E A ?



B ARG M KRR RpskEh » RTaFd ML o ATRAZITREL AR RE
THESZHEET QREIFEAENFREY S LIFHRT PoW 289 & % sl (HAS

>

o) F o

#8 2% Tk A0 H
] LA B SELNH R RE ?

B CBERATENOEOKRAEDFOARAE > AZFHPHFT > 25RANSTHE T

é’Maffc AR AT A EFHEARAE TORREE ~ FHhM s HMBENRLETEFH
cRBBIRALAZRTHLMEGYILE 2FRE » BB TRFGRM AR T > £ EMEL

irﬂ%?¢@@kﬁﬁ%%%%m%%ﬁﬁao

Fl @ REERTFRNAHY X AMRERARAERSHFTTHINLSHZ?

B RSRAEH AR BIAE P AL a AU T A IR F B AR ey o {2 — B
SAHLE BT > N G R ARG BENR A LB o RREFRTARE L FAMLE LT 8
BAERIE o AFEF LT » AT AL G EE » TAZIEEGRRA » 2R /MR F
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syntax = "proto3"
package hello

message HelloRequest
string greeting = 1

message HelloResponse
string reply = 1
repeated int32 number=4

service HelloService
rpc SayHello(HelloRequest) returns (HelloResponse

YiF R KAL) KRBT BB S X A4 0 B4 > python A --python_out=0UT DIR °
— L EA B H XENIEE 0 T2 & protoc & A &) plugin k& X4 o Hl4e 0 T Go &

A

l'\'

_u:*

nu\:

$ go get -u github.com/golang/protobuf/{protoc-gen-go,proto} // ## & plugin: B#%Z go
B9 1R R

Z G » EF1ER protoc --go_out=./ hello.proto 3k A& hello.pb.go* & A # A protoc-
gen-go @M ©
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VA proto XA > & E#ATE B ke gRPC #9 plugin :

$ protoc --go_out=plugins=grpc:. hello.proto
gRPC # % RIET A% F 7 L% © http://www.grpc.io/docs e

4 R 5 5% KA
AR %5548 =KD 4 T » 222 LT HelloServiceServer #v2 » Al P T VAA T4 B LIARAD o

type HelloServiceServer interface
SayHello(context.Context, *HelloRequest *HelloResponse, error

func RegisterHelloServiceServer(s *grpc.Server, srv HelloServiceServer
s.RegisterService(&_HelloService_serviceDesc, srv

AP EZAITENREEIED » KA T o
LR E R4 > 4112 B H— A gRPC R 89342 ¢

o 4l ?iﬁ"ﬁfﬁ—"@f—?‘ lis, err := net.Listen("tcp", port)
o QIEIR%3% © grpc.NewServer()

o ZMIR% . pb.RegisterHelloServiceServer() 3

o BFHRFIH I s.serve(lis) ©

type server struct

/) REZIRSmIa P F ik o
func (s *server) SayHello(ctx context.Context, in *pb.HelloRequest *pb.HelloReply, e
rror

return &pb.HelloReply{Message: "Hello " + in.Name nil

// RIEHFRBH—A gRPC MR FHTA : IR TEHET - QIRMF# - MRS - BHMRF R o
func main
1lis, err := net.Listen("tcp", port
if err != nil
log.Fatalf("failed to listen: %v", err

S := grpc.NewServer

pb.RegisterHelloServiceServer(s, &server
s.Serve(lis

ik R IR G o
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R P AR

AR go XM P E P A X RBGLT » 28/ EAT HelloServiceClient # @ = i 2 T ukil
i gRPC kB RAZIANE -

type HelloServiceClient interface {
SayHello(ctx context.Context, in *HelloRequest, opts ...grpc.CallOption) (*Hel
loResponse, error)

}

type helloServiceClient struct {
cc *grpc.ClientConn

func NewHelloServiceClient(cc *grpc.ClientConn) HelloServiceClient {
return &helloServiceClient{cc}

3
func (c *helloServiceClient) SayHello(ctx context.Context, in *HelloRequest, opts ...g
rpc.CallOoption) (*HelloResponse, error) {
out := new(HelloResponse)
err := grpc.Invoke(ctx, "/hello.HelloService/SayHello", in, out, c.cc, opts...)
if err !'= nil {
return nil, err
3
return out, nil
3

A S—

AP BdARET 7 ®: QlRERE S lFEP# - ARED -

func main() {
// Set up a connection to the server.

conn, err := grpc.Dial(address, grpc.WithInsecure())
if err '= nil {
log.Fatalf("did not connect: %v", err)
3
defer conn.Close()
C := pb.NewHelloServiceClient(conn)

// Contact the server and print out its response.
name := defaultName
if len(os.Args) > 1 {

name = 0s.Args|[1]

3
r, err := c.SayHello(context.Background(), &pb.HelloRequest{Name: name})
if err '= nil {
log.Fatalf("could not greet: %v", err)
3

log.Printf("Greeting: %s'", r.Message)
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