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1.1

ssh(Secure Shell)

SFRTHE) ssh L0, (] w BB RIS B4 AR ssh 2117,
{8 ptree iy 4 RAIRZIH LI PID, BLRAEA kill 6 A S HILE T

=z
&2k im0 (Change Default Port)

B HUER IS 1 TCYERH IR b By, BB PR ssh BRI 11, 6 nmap TH.
—FERT PAIR 1] i >E OpenSSH [k 55 {HZ & BRI it 11 R B B3 1 )5 A — s 44 5k
A2 A ARG A ) B4 B R 228 o) (B ).

R EME (Login Without Password)

SSH iR 5 WRAE AW |, SEE RS 2B, Fruless 08, FHIa.
PrRIPIRSS a8 e sz ity , PTDARER] SSH %41, ZEH DAk, WRARRMEIX— A%,
S5 WM I SRAL A RS . IA W] DA BT TP 44 B, TR IR 554 sshom 11 GEAS_Bi%
AR, VIR T 2 )5 7T DA nmap FAATHEE]) . EH snort, ossec SFHFIRII AR
R & R il 55 A5 o B SRR EIE R E, ssh SUFIET YY) authorize_key ({4
AR 3 22 600, [ .ssh SO AL PR F5 22 700, 1J#%&/etc/ssh/sshd_config B &
PELE

1 |RSAAuthentication yes
> | PubkeyAuthentication yes
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:tAuthorizedKeysFile .ssh/authorized_keys

WA R 554 -

ssh -p 22 pi@192.168.31.25 ’mkdir -p .ssh && cat >> .

ssh/authorized _keys’ < ~/.ssh/id_rsa.pub

ssh-keygen -t rsa -C "a@gmail.com"

I

PERE ORI BR -

' | chmod 700 ~/.ssh
> | chmod 600 ~/.ssh/authorized_keys

TE Mac OS X H1, FHi H sl blivs B i A%, i 8 Ty vk 2 n] PATE
B Serria J0fEE Y :

|[usekeychain yes }

A BHE Ubuntu [ i ssh 55 355 A %5419 (Enter passphrase for key id_rsa), I,
st T PAfEE ] keychain:

»|sudo apt install keychain
:| /usr/bin/keychain ~/.ssh/id_rsa

keychain 22—~ ssh-agent, )5 &AM o 15 & A5 AT B d F [F]—> ssh-
agent. &5g Shell i} J5 3} keychain:

»|eval ‘keychain --eval id_rsa‘

ssh &E#E8 (Connect Slow)

TEQE A SSH W), RRUIER @A HO M2, 22 20 FhDA_E A RISk B2
PRSI TAERCR . TEMRSS i /etc/ssh/sshd_config SCEEHT, IEMELE:, K GSSAPI-
Authentication BRI\ BEE A A RIR], Bl E B MG TR EEH B3l sshd SFbRe
BCE A fefs A 34



1.1 ssh(Secure Shell) 5

i | GSSAPIAuthentication no

;| sudo service sshd restart

GSSAPI ( Generic Security Services Application Programming Interface) f&—2&
) Kerberos 5 [l F W 45 22 4 R G4 . % 4% @B FOR TR B 2 P s iR 25 2%
NG E R, PAHBRZ SR ORAR, BIRgmEErEE . Bz 0fe B Ardlds
TeI A AT A B8, (T strace ZEF G A B, ssh FERIESE key 2 J5, #H47
authentication gssapi-with-mic, JH}SEZ154 DNS R428, 1EX 27 G utfr HAd
YE. HHEE WA AKX A DNS [l fit, 7 linux o, BRI E T SSH By 2 In]
DNS fEHT, iIXASJEFEREEIE], PIFERZE ] (1.

i | UseDNS=no

ssh & B Zh B FF
ssh B3 EU2 A BT, ARMCSS I AN BRIC B, B JCIRIC L, T ARCE:
# ssh, (R AOE I T S TRER ORI, B b e B

> | ServerAliveInterval 60

: | ServerAliveCountMax 60

A Hb, ssh 4 [ 30s [r] server d sshd & 1% keep-alive £, UM &% 60 ¥k, server
Joll W Rz . W] AT Wireshark $UED, 5 250 30s Ak pEE 62, WnE 1.1 5
7 (PS: Gy E L, FILAESE “View»Time Display Format” {58 Hif ] /R A% 20).

Permission denied (publickey)

1E ssh BFEMLESH}, #2758 Permission denied (publickey). 7] PAZZIRI T, E
AN v 220, WESTELN R R

|{ssh -p 2222 -vvv hldev@10.0.0.22 ’

BB SIS I AR -

sudo chmod 600 .ssh/authorized_keys

N

sudo chmod 700 .ssh




1.1.5

Chapter 1. Widgets

(M ]ip.dst == and tcp.port == 15151
Time Protocol Length Info
2018-03-30 00:38:04.153862910 TCP 118 55930 — 15151 , ACK] Seq=573 Ack=309 Win=329 Len=52 TSval=13527514 TSecr=87799903¢
2018-03-30 00:38:04.212314577 TCP 66 55930 - 15151 Seq=625 Ack=337 Win=329 Len=0 TSval=13527529 TSecr=878029124
2018-83-30 0B:38:34.241813547 TCP 118 55930 — 15151 ACK] Seq=625 Ack=337 Win=329 Len=52 TSval=13535836 TSecr=878029124
2018-03-30 00:38:34.305663071 TCP 66 55930 — 15151 Seq=677 Ack=365 Win=329 Len=0 TSval=13535052 TSecr=878059216
2018-03-30 00:39:04.333447942 TCP 118 55930 - 15151 ACK] Seq=677 Ack=365 Win=329 Len=52 TSval=13542559 TSecr=878059216
2018-83-30 PB:39:04.400676268 TCP 66 55930 — 15151 Seq=729 Ack=393 Win=329 Len=0 TSval=13542576 TSecr=878089313
2018-03-30 00:39:34.419862614 TCP 118 55930 - 15151 ACK] Seq=729 Ack=393 Win=329 Len=52 TSval=13550@81 TSecr-87B089313
2018-03-30 00:39:34.488785852 TCP 66 55930 - 15151 Seq=781 Ack=421 Win=329 Len=0 TSval=13550098 TSecr=878119392

ACK] Seq=781 Ack=421 Win=329 Len=52 TSval=13557605 TSecr=878119392

2018-03-30 00:40:04.519171313 TCP 118 55938 - 15151

2018-03-30 .583162943 TCP

201! [l
2018-83-30

-670451371

2018-03-30 00:41:04.699942370 TCP 118
2018-03-30 00:41:04.761545804 TCP 66
2018-03-30 00:41:16.253172837 TCP 182
2018-03-30 00:41:16.435569636 TCP 102
2018-03-30 00:41:16.438107636 TCP 66
2018-03-30 00:41:16.513698740 TCP 66
2018-03-30 00:41:16.612294004 TCP 102
2018-03-30 00:41:16.682587114 TCP 66
2018-03-30 00:41:16.714394828 TCP 182
2018-03-30 00:41:16.815750€11 TCP 66
2018-03-30 00:41:16.843831996 TCP 102
2018-03-30 00:41:16.938472846 TCP 66
2018-03-30 00:41:16.976457929 TCP 102
2018-03-30 00:41:17.053785609 TCP 66
2018-03-30 00:41:47.083909181 TCP 118
2018-03-30 00:41:47.362243207 TCP 66
2018-03-30 00:42:17.392507580 TCP 118 5593@ - 15151

Seq=833 Ack=449 Win=

ACK] Seq=885 Ack=477 Win=329 Len=52 TSval=13572651 TSecr=878179581
Seq=937 Ack=505 Win=329 Len=0 TSval=13572666 TSecr=878209669

ACK] Seq=937 Ack=585 Win=320 Len=36 TSval=13575530 TSecr=878209669
ACK] Seq=973 Ack=b0@5 Win=329 Len=36 TSval=13575584 TSecr=878209669
Seq=1009 Ack=613 Win=329 Len=0 TSval=13575585 TSecr=878221336
Seq=1009 Ack=721 Win=329 Len=0 TSval=135756084 TSecr=878221424

ACK] Seq=1009 Ack=721 Win=329 Len=36 TSval=13575629 TSecr=878221424
Seq=1045 Ack=829 Win=329 Len=0 TSval=13575646 TSecr=878221593

ACK] Seq=1845 Ack=829 Win=329 Len=36 TSval=13575654 TSecr=878221593
Seq=1081 Ack=937 Win=329 Len=0 TSval=13575680 TSecr=878221687

ACK] Seq=1881 Ack=937 Win=329 Len=36 TSval=13575687 TSecr=878221687
Seq=1117 Ack=1845 Win=329 Len=6 TSval=13575710 TSecr=878221849

ACK] Seq=1117 Ack=1845 Win=329 Len=36 TSval=13575720 TSecr=878221849
Seq=1153 Ack=1153 Win=329 Len=0 TSval=13575739 TSecr=878221952

ACK] Seq=1153 Ack=1153 Win=329 Len=52 TSval=13583247 TSecr=878221952
Seq=1205 Ack=1181 Win=329 Len=0 TSval-13583316 TSecr=878252062

. ACK] Seq=1205 Ack=1181 Win=329 Len=52 TSval=13590824 TSecr=878252062

Figure 1.1: ssh.[>#kf0

i 55 A LA B H g i -

|tail -f /var/log/auth.log

TN RIS A K TRl T L

B AGINUEE il o J5 RIS AL S, AR
Frastinoh 1 e R, KU TR SR, (HRHEE R TV A
H O A5 DRIk 554 o FrUAMRSS 4% H3%4 s 1 Permission denied (publickey),
RO INERTRAE IR S5 f 3 I T SR G X 5K, fE/etc/ssh/sshd_config H i RE il & -

> | PubkeyAuthentication yes

Session H+tig]

TEREH] ssh e, BE 2
fig.

ClientAlivelnterval

& Pt /etc/ssh/sshd_config Fit B {4 ClientAlivelnterval 300 (B2RiA4 0),

TR S B, RS K P
reload 1FHAB )G AR, W & i
60,

A 1)t

B — & LB BRI B BT T, ARAEETT

SR

i A —MHE, AT RS, ] service sshd
, ATPAREE 300 # & /N—A, BN



1.1 ssh(Secure Shell) 7

ClientAliveCountMax
H AN, 2F ClientAliveCountMax, {ii ] BRIA(E 3 HI 7] .ClientAliveCountMax 78
R 5525 A 1 2R 5 72 7 i 52 A8 T I I VR G 31— 2 {EL Wk B ST

ControlPersist 4h
1& /ssh/config R IN—47:

I {ControlPersist 4h 1

When used in conjunction with ControlMaster, specifies that the master connection
should remain open in the background (waiting for future client connections) after the
initial client connection has been closed. If set to no, then the master connection will
not be placed into the background, and will close as soon as the initial client connection
is closed. If set to yes or 0, then the master connection will remain in the background
indefinitely (until killed or closed via a mechanism such as the “ssh -O exit” ). If set
to a time in seconds, or a time in any of the formats documented in sshd_config, then the
backgrounded master connection will automatically terminate after it has remained idle
(with no client connections) for the specified time!. PFEAREF T SSH 5 R %558
SRR G, IR ARIEERRER 4 /N, RIMETEARIR IR S5 Lﬁﬁﬁﬁ
SRATDAEE ], PR, TEARN—I (4 /NIFZ ) BRIk aemt, e K IIEHEDATN
F AR ) 8 B S e I, XN IE T T I sep #5 DL 2N SO UL, AR

AERT BN SR M A IAIE T

RERE
FiHbFE A& Local Forward
FEAHUAL (AL 1 A s 1 5 )G i 1 AL 0 i i 1. AR R B
R, AR LA o HL T —> socket fiT port i I, — HXA o 1 _FA T 188, %
A A HE T & A, RIRHEAE EAUFN host 1) hostport S 1 . &%, 7]
PATE L& SO b g g i 11 5% . RO root A REAE AFEA S 11 o B FH S8 B AT PAZ
EH??,

> | /usr/bin/ssh -g -L 2222:10.10.30.1:22222 127.0.0.1

ssh -g -L 7805:192.168.250.100:7805 10.10.1.32

-

'http://man.openbsd.org/ssh_config.5


http://man.openbsd.org/ssh_config.5
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B EFEAHEE K ox B B —2E @, AN Connection Refused., 1 962 i A< Hb
BLOBATA ssh kg5, (EHTANTS fir4 8 3] sshd:

| sudo /usr/bin/sshd

sudo /etc/init.d/ssh

-

JE 3l SSHD [y EHiE & 4t 2715 :Could not load host key: /etc/ssh/ssh_ed25519_key .
FIY) opensshd HHAS N T Ed25519 it 44 Bk, 112 Bl R 40 LS R AR 15,
JIT A EAAR 7 BT AR IR B AT

' | sudo ssh-keygen -t rsa -f /etc/ssh/ssh_host_rsa_key
»| sudo ssh-keygen -t dsa -f /etc/ssh/ssh_host_dsa_key
| sudo ssh-keygen -t ecdsa -f /etc/ssh/
ssh_host_ecdsa_key

.| ssh-keygen -t ed25519 -f /etc/ssh/
ssh_host_ED25519 key

1.1.7 ssh&EEZEBE
MR FETAFE ssh HiE, wfE/etc/ssh/sshd_config fit B H &k -

1 {SysLogFacility LOCAL7

Facility: i, J2 rsyslog I ARIMES, MINRESCE ALY X H a7 2K, IF
iR WO MR (5 ibre Tob 2 ERO N VA= DR Y S W e~ S

auth(#4%) , authpriv , cron(iE BiHF:5%) , daemon(5 P #H#E) , kern(H 1), 1pr, mail (i
{440 5% ),mark ,news,security (Z24%),syslog,user,uucp,local0,local 7 .

Z 4, 21 (udp/tep/ssl/tls/relp) ; mysql,pgsql,oracle 28 fh 3¢ R EHEH, 58
KL gEss, WL RS G B PSRy B & Ui, &gk
B HEIC R K. ssh BLE SCHFECEJS, FE/etc/rsyslog.conf SCAEHVEAN R B & :

i | LOCALT . * /var/log/sshd.log




1.2 VisualVM 9
1.2 VisualVM

{71 nmap $1if 1099 51, & jstatd 2 ERL

1.3 Tool Set
1.3.1 ECS(Elastic Compute Service)

e E N ECS i BRI R, 76 25 R 55 BCS—> WIS HI 4> 24 tl—> i
hew WISy IE7se ceAiv WL

1.3.2 shadowsocks

Jasl ss RIS 4%

( N

- | ssserver -c /home/ec2-user/shadowsocks. json

ssserver —-c /home/ec2-user/shadowsocks.json -d start

I

Shadowsocks % i #E/E:

| sudo apt-get install python-pip
> |sudo apt-get install python-setuptools m2crypto

| pip install shadowsocks

s | sslocal -c /etc/shadowsocks/shadowsocks.json

0| sslocal -c /etc/shadowsocks/shadowsocks.json -d start

1.3.3 youtube-di

YouTube 35— 2 AN EE T 209, (22 E N 151A YouTube LTS, 28 R,
BT AT DA A youtube-dl T. 2. 2% YouTube #4i:
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> | youtube-dl https://www.youtube.com/watch?v=
SnHxKQiXrFU

youtube-dl -F https://www.youtube.com/watch?v=
SnHxKQiXrFU

IS

7| youtube-dl -f 137 https://www.youtube.com/watch?v=
SnHxKQiXrFU

#F YouTube Fr ks XAl th BCR 4N i s

[youtube] eq3KiAH4TIBI: Downloading webpage

[youtube] eq3KiAH4IBI: Downloading video info webpage
[youtube] eq3KiAH4IBI: Extracting video information
[info] Available formats for eq3KiAH4IBI:

format code extension resolution note

249 webm audio only DASH audio 55k , opus @ b0k, 21.82MiB

171 webm audio only DASH audio 80k , vorbis@128k, 31.52MiB

250 webm audio only DASH audio 90k , opus @ 70k, 30.13MiB

140 méa audio only DASH audio 99k , m4a_dash container, mp4a.40.20128k, 40.92MiB
251 webm audio only DASH audio 126k , opus @160k, 44.80MiB

278 webm 256x144 144p 64k , webm container, wp9, 13fps, video only, 16.01MiB
242 webm 426x240 240p 114k , vp9, 25fps, video only, 18.26MiB

160 mp4 256x144 144p 126k , avcl.42c00c, 13fps, video only, 47.61MiB

243 webm 640x360 360p 218k , vp9, 25fps, video only, 36.78MiB

134 mp4 640x360 360p 248k , avcl.4d40le, 256fps, video omly, 49.41MiB

Figure 1.2: #7F i A 4 LA

1.3.4 Jenkins

J5 3} Jenkins #2755 Job for jenkins.service failed because the control process exited

with error code. See "systemctl status jenkins.service" and "journalctl -xe" for details, £

PR T Java KRR BCE LR ARTTE Java iz, TIFICH:

vim /etc/rc.d/init.d/jenkins

IS

service jenkins start

-

FiE SO 48 5 Tava JAZ AR TR o
B ECERIA G i 5
: N
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11

4% search usable Java as /usr/bin/java might
1# see http://www.nabble.com/guinea-pigs-wan
19@andidates="

jrd./etc/alternatives/java
jm/usr/lib/jvm/java—l.8.D/bin/java
Eq/usr/lib/jvm/jre—l.8.0/bin/java
Erl/usr/lib/jvm/java—l.?.D/bin/java
EI-/usr/lib/jvm/jre-l.7’.O/bin/ja\w\\

yysr/bin/iava

E1/opt/dolphin/jdk1.8.0 161/bin/java|

Jfor candidate in Scandidates
Figure 1.3: 357 Jenkins [1¥] Java 4%

i |vim /etc/sysconfig/jenkins

service jenkins restart

NN AT SR

1
>|vim /var/1ib/jenkins/secrets/initialAdminPassword

vim {$home}/.jenkins/secrets/initialAdminPassword

SICERED

50 Jenkins BSREEAY , W] PASEEE FESRNIIE, #EA Jenkins B0 S 5, (4 H

PR E SR, FTITRCE S

|vim /var/1ib/jenkins/jenkins.config

I -5 5 SR EAH O Y i

<useSecurity>true</useSecurity>

<authorizationStrategy class="hudson.security.

>
<denyAnonymousReadAccess>true</
denyAnonymousReadAccess>

</authorizationStrategy>

v

<securityRealm class="hudson.security.
HudsonPrivateSecurityRealm">

6 <disableSignup>true</disableSignup>

7 <enableCaptcha>false</enableCaptcha>

FullControlOnceloggedInAuthorizationStrategy"
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8 {</securityRea1m>

1. ® 3 Jenkins flz%5;

EAET > “REEH” > “Configure Global Security”;
R R AT

LA “Jenkins LA PBARIET, IR RIS
CERATE I > CRGEHT  KIMHEHEI EFEP P
CREEHEARR CH PSR

R A A SO RS TUR, B SUS BT ER

N O B W

Jenkins th Gradle 2

Jenkins H i ] gradlew I}, Gradle HUASIG A2 —~, {H2 build.gradle HFl
Jenkins "4 5E B AN 75— HUA

7

2| ./gradlew -v

gradle wrapper
-

IS

Jenkins g Gradle fit&

Jenkins ' Gradle S5 5514 574 &= GRADLE_USER_HOME, ¥f Jenkins-> %
BiE > R > 4R B T, FI4 R Bt GRADLE_USER HOME )%
TLORIIE Jenkins B PG B A RIALSR, 401E 1L4FT7R.

eREM
Tool Locations
Y FIETE
REXTIR i GRADLE_USER_HOME
& Hvarllibfjenkins/.gradle
®

. . p oS
ARR:Jenkins AP M ILREEFEANIR -

18I0

Figure 1.4: 45 5F Jenkins ] Gradle ] F1i%1%
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Jenkins iz{THIA&
Jenkins 5 & a47HIAE}, S5 4 B setsid Fli% B BUILD_ID=dontKillMe2. 1 F
A TN

count=‘ps -ef | grep dolphin-web-${VERSION} | grep -v
"grep" | wc -1°¢

»|if [ $count -1t 1 ]; then

6 setsid ${JAVA_HOME}/bin/java -Xmx512M -Xms256M \

-jar —-Xdebug -Xrunjdwp:transport=dt_socket,
suspend=n, server=y,address=5005 \

s ${APP_PATH}/dolphin-web-${VERSION}. jar \

9 --spring.config.location=${APP_PATH}/application.

properties>/dev/null &

0| else

1 echo '"process aready exists!"

o fi

W] PATE Jenkins RELIAEAR B E BUILD_ID 28 &, WA 1.5HR.

ESC] 1
Tool Locations
4 T
G B2

“_BUILD_ID
b allow_to_run_as_daemaon start_my_semnice

#EBBUID_ID# % B{F) ekNins P LLB H R ETEA #HE
M

* GRADLE_USER_HOME

5 jarnibsenkins/ gradie

Figure 1.5: Jeknins 4 J&)7% &

Jenkins RGN T IIAS R B fige, A — Ly 22 75 2 sudo ALSRFIRIMA T,
AJ PAFE root AR T il— T Jenkins RPK?EKJ*XFEO ﬁlﬁlT i 2 T 7R

’https://wiki.jenkins.io/display/JENKINS/ProcessTreeKiller



https://wiki.jenkins.io/display/JENKINS/ProcessTreeKiller
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»|vim /etc/sudoers

TE/etc/sudoers SCAFFRESANUNTR P2

;| jenkins ALL=NOPASSWD:/usr/bin/ps,/usr/bin/kill

1.3.5 OpenVPN

OpenVPN M 2001 -7 &, fEHAE CigE . MALEH F OpenVPN fiiA
2241, WRMH Mac Fi) brew T HZ¢% . ] OpenVPN H 5#FE: /ust/local/Cel-
lar/openvpn/2.4.1, OpenVPN B & SC4-AE : /ust/local/etc/openvpn, H Hj OpenVPN
HEALE Solaris, Linux, OpenBSD. FreeBSD. NetBSD. Mac OS X 5 Microsoft Win-
dows DA} Android #1i0S Fizfy, HAE TIHZZaMERThEE. AL RS 4
H 2 CentOS 7.3, & it 7 Fedora 24, Ubuntu 14.04, Ubuntu 16.04. Window
7. Windows 10, ¥£ OpenVPN [ 2% Wiy & 471 1) £ 4L -

|{nmap -A -T4 10.0.0.%

24 (Install)
YA IR AL :

1| sudo yum -y install openssl openssl-devel 1lzo openvpn

easy-rsa -—allowerasing

s |wget —c https://swupdate.openvpn.org/community/
releases/openvpn-2.4.1.tar.gz
+|tar -zxvf openvpn-2.4.1.tar.gz

./configure

« |make && make install
_

LZO Eﬁ[jj?ﬁﬁp i — A B FE 4R 5B, LZO J2 Lempel-Ziv-Oberhumer
MHE. XTMEERIIREE, SHLIBFRLBELEn. LHEN—1THH
A THE lzop. W12 M ANSIC 455 . F HaEAM GNU i@ H 2 97 Ik &
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. PFE LZO A T Perl, Python DA N Java [-FhiRAS . AU Y Brf 35 /2
Markus F. X. J. Oberhumer. 57545 %3¢ easyrsa T..H., {f F 40y &4

»|wget -c https://github.com/0OpenVPN/easy-rsa/archive/

master.zip

4| cp var.example vars
-

HEERE
B EACUE A5 A By T B S
1| set_var EASYRSA_REQ_COUNTRY "CN"
| set_var EASYRSA_REQ_PROVINCE "Chongqing"
;| set_var EASYRSA REQ CITY "Chongqing"
+| set_var EASYRSA_REQ_ORG "Three people"
s | set_var EASYRSA REQ_EMAIL "jiangtingqiang@gmail
.com"
¢ | set_var EASYRSA_REQ_0OU "My Organizational"
s | set_var EASYRSA KEY SIZE 2048
- )
& ARIES
"1 OpenVPN [RIHRAIE3:

./easyrsa clean-all

./easyrsa build-ca

S

HE R AR 35 284 45
A IR 55 At e A A R

./easyrsa build-server-full server
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£ R E PR
A o i AP RN R -

1 {./easyrsa build-client-full jiangxiaoqiang ’

PKI: Public Key Infrastructure A4 Rl i, A2 a5 K -

1 {./easyrsa gen-req dolphinfedora ’

i A PEM I5lFi%. PEM - Privacy Enhanced Mail, ] & CA#E =, PA"—
BEGIN..." J13k, "—END..." 45 &, N& +2 BASE64 45, Apache 1 ANIX IR 55 #5810
[i] T X P A X, 2524

( N

./easyrsa import-req ~/client/easyrsa/easy-rsa-master
/easyrsa3/pki/reqs/dolphinfedora.req
dolphinfedora

./easyrsa sign client dolphinfedora
-

PKI: Public Key Infrastructure NEH B A% . #i A PEM 55145, PEM - Pri-
vacy Enhanced Mail, T & CA# K, PA"—BEGIN..." Jf3k, "—END..." Z5 &, N
K& BASE64 2t & PEM #% =ik 15 5. :openssl x509 -in certificate.pem -text
-noout., Apache Fl1 *NIX filg 55 # i [m] T~ (0 H X A A A% 2. JIR 55 Sy 26 J ) SO -

S PR PiHl] (Purpose) (YA=w
ca.crt HEFS (Root CA certificate) Server+All Clients
F
reqs/server.req
reqs/dolphin.req
private/ca.key | fRUEF5FLEH (Root CA key) | key signing machine only
private/server.key
issued/server.crt | ik % g5k 45 Server Certifi- server only
cate
issued/dolphin.crt
dh.pem Diffie Hellman parameters server only

B o A B SR
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75 Z4hi

private/dolphinclient.key

reqs/sdolphinclient.req

7 DL P Sk A5 S0

7

cp easyrsa/easy-rsa-master/easyrsa3/pki/ca.crt ~/
dolphinfedora/

> | cp easyrsa/easy-rsa-master/easyrsa3/pki/issued/
dolphinfedora.crt ~/dolphinfedora/
i|cp ~/client/easyrsa/easy-rsa-master/easyrsa3/pki/

private/dolphinfedora.key ~/dolphinfedora/

-

J& 3 OpenVPN::

sudo openvpn server.conf

| sudo /usr/local/Cellar/openvpn/2.4.1/sbin/openvpn /

usr/local/etc/openvpn/client.conf

s | screen sudo openvpn client.conf
-

BB

@

client

> |dev tun

;| proto udp

s |remote 192.168.1.106 1194

s |resolv-retry infinite
o |nobind

0 | persist-key

11| persist-tun

»|ca ca.crt

3| cert clientl.crt

4| key clientl.key
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15| ns—cert-type server

s | tls—auth ta.key 1

v | comp-1zo

verb 3
_

fid & ns-cert-type(Netscape Cert Type) f§7E N server 3= 3By 1k wf [A] AN M id;
(Man-in-the-Middle Attack). 7F Rk 45 s T i & :

IS

|£nsCertType server J

4 % Diffle Hellman £#§
4= ji%, Diffle Hellman S50y SR

|{./easyrsa gen-dh 1

SR E
WA IC B ST

»| cp /usr/share/doc/openvpn-2.4.4/sample/sample-config-

files/server.conf /etc/openvpn

#2111 server.crt/ca.cert 45 O3Bl & H 3¢

H m ta.key
AN iy AR A takey:

|{openvpn --genkey --secret ta.key ’

JE B R 55 i

|{openvpn --config /etc/openvpn/server.conf J
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ENZE iR
S 25 2 TR 2 P S DL P
( )

1.3.6 fastDFS

JE 3l tracker server:

i [/usr/bin/fdfs_trackerd /etc/fdfs/tracker.conf 1

JE 8l storaged server:

i [/usr/bin/fdfs_storaged /etc/fdfs/storage.conf 1

1.4 Nginx

AL E T nginx JR5548 5 ERA H 5% 2 /ust/share/nginx/html ., nginx FH— B4k
M=% handler, filter i upstream. Mac | Nginx fit B SR E84E K /ust/lo-

cal/etc/nginx/nginx.conf,

1.4.1 X-Forwarded-For

X-Forwarded-For /& HTTP §"J&:3L . HTTP/1.1 (REC 2616) s 54 %t
BWE X, BERdFiGEl Squid XAZAAARIRRME A, FIkF7R HTTP 53K i B
SLIP, A B A B EE EIbRIE, Bk HTTP (B, R B M 4E i ik 55 )
A, 7455 A RFC 7239 (Forwarded HTTP Extension) ki # . ZEBR MBI T,
Nginx }- A 2%} X-Forwarded-For KR4 EE, BRIEH P proxy_set_header
ZRRE

I | proxy_set_header X-Forwarded-For

$proxy_add_x_forwarded_for;

X-Forwarded-For i 3K S 4% 2

{X—Forwarded—For: IPO, IP1, IP2 ’

XFF N H T93025 + 25k ] BRITRMZ 4l mITiRr 2 sikss
UL ) B A TP, AR e — AR A 11 TP,
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1.4.2  Nginx 3RERE3E IP
Nginx {3 HTTP fC L % sy, 5 st fIR 4% T e i k7 ) 26 P TP M
Hlk. BEARELE P 1P, FEELM http_realip_module %1% A Nginx 1. 7% Nginx
AT IR, fEF AR Ay

|{nginx -V J

TEA I 458, A PAF ] Neinx (A, Nginx 4815240, 1 Nginx
Tt AW, AL R R T 49415 1 http_realip_module f5itk. el 554 I
AT H i i Y tengine, Zid Ar 7 & A 4 http_realip_module £, A tengine
B ETN S, BT o 2T g

;| sudo apt-get install libpcre3 libpcre3-dev

s|sudo ./configure --prefix=/opt/tengine

7| sudo ./configure --prefix=/opt/tengine --with-

http_realip_module

o | sudo make

i1 | sudo make install

>| ./configure --prefix=/usr/local/tengine-2.1.2 --with-

openssl=/Users/dolphin/source/openssl

A5 E prefix, WA AT SO BRI LR fust/local/bin , J3E SCAFERIA AR /ust/local/lib
TE B S BRI ICTE /ust/localfete . B A W U5 SC{A4CEE fust /local/share . R 285X
MR, BATEIFE RN make H 5 F K make uninstall (Hi#2/& make U &
it uninstall) , B2 % bk H g BT X0 SO AT L. $57E prefix, H
el — A sCetg 1, X W E prefix — AN BT ERIHTT . TR, &
e B E pere IUARAS, K25 Ubuntu 16.04 LTS BUG 2285 pere 3, T 758 Y HEL A
A E R pere 3, 11 H. pere 3 IYRRS AL 7 He ] . B DAGwiIFEA 40T

»|sudo ./configure --prefix=/opt/tengine --with-
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2]

http_realip_module --with-pcre=/root/software
/pcre-8.40 --with-openssl=/root/software/
openssl-OpenSSL_1 1 Oe —--without-
http_gzip_module

./configure --prefix=/opt/tengine --with-
http_realip module --with-pcre=/root/software
/pcre-8.40 --without-http_gzip_module

./configure --prefix=/opt/tengine --with-
http_realip module --with-pcre=/home/hldev/
Downloads/pcre-8.40 --with-openssl=/home/
hldev/Downloads/openssl-OpenSSL_1 0_le --
without-http_gzip_module

-prefix=/opt/tengine --with-http_realip module --with
-pcre=/home/hldev/Downloads/pcre-8.40 --with-
openssl=/home/hldev/software/openssl-

OpenSSL_1_0_2g --without-http_gzip_module

; | make

, |make install

./configure --prefix=/opt/tengine

./configure: error: SSL modules require the OpenSSL

library.

»|You can either do not enable the modules, or install

the OpenSSL library

»» |into the system, or build the OpenSSL library
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statically from the source

» |with nginx by using --with-openssl=<path> option.

H rp—with-pcre 7~ pere(Perl Compatible Regular Expressions) 7505 H 5%
TEGPERT, BT EE R openssl BIHUAS, AHb AL XA 2 1.0.2g, JR55 i A UAS 2
1.0.1e. AR5 #3im4m 1k Nginx 1— 4N

@

~

./configure --prefix=/opt/tengine --with-openssl=/usr
/local/src/openssl-OpenSSL_1 0 _2g/ --without-
http_gzip _module --with-pcre=/usr/local/src/
pcre-8.40/

S

X PG I — NN R EE R, REERHEM A8 3] fust/local/sre H
ST o —H A HIENIIWR VXAV, IR RS A bl A —
ANHZE. PAERIFER GG S Zib, A A7 http_realip_module Fik,
SRH P A ST T

./configure --prefix=/opt/tengine --with-openssl=/usr
/local/src/openssl-OpenSSL_1 0 _2g/ --with-
pcre=/usr/local/src/pcre-8.40/ --with-zlib=/
usr/local/src/zlib-1.2.11 --with-
http_realip_module

WIFETTHEZ G, WMANT S

./nginx -V

R & 2 http_realip_module & 44153 Nginx #" . Nginx [ http realip mod-
ule %5~ Apache 1Y) mod_rpaf, H]TH25Z il & &M IP head {55, MIREUEIE LAY
H P IP, SRR EUESE TP A g i35 3E A Nginx 5, TR ZAEXT W A http., server,
location HHHIIA AN Z44:

;| set_real _ip_from 10.10.1.11;
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o|real_ip_header X-Real-IP;

Hr set_real_ip_from W] AFEE AN M B, XM g FENARIEIP, B
P DRGSR -0 TP 55 % . 0.8.22 J5 ] PAFE & Unix sockets, real_ip_header 1% B 75
B WA Sk R i e ey TP kbl T30 H Al A Nginx 7E R s A, B
PABCE AR

i |location /inapi {

> | proxy_pass http://localhost:28080;

;| proxy_set_header X-Real-IP $remote_addr;
+|proxy_redirect off;

S|}

e — 6 K B U IR Ss i, 7E )5 SR FAs i) Header SRECE B9 IP ikt 401
K1.6F7~:

Figure 1.6: Nginx FEUH F B A25 A 1P

EARZRICE i) TP 32 P Y ESE TP, AN S I (BRI 55 14 1P

Nginx 3 & (Nginx Concurrent)

BIRT 5 BB KR A A~ TP b [a] B () D5 TN B0 — B SRR BT, il
T X% = ) ddos B e, Hirp CC i (Challenge Collapsar) +& DDOS (4
MAIELE R ST ) B—Fh, BB WA sk Bedi vk, Bk i ad AR 55 4 Bk
PG ) 1) 52 7 EAUMEHL R RS, 3 SOy IS AR SR IRAEY, —H B
B -

ce Bl 2 (0 HIG BRI ip 06t iR 95 #4888 s ot ke ik B e ) B Y
Nginx 1] PAj#i it HttpLimitRegModule £ HttpLimitZoneModule i &> F ] ip £ [F]
— I M) B B 7 R BOR BT e Bt o

HttpLimitReqModule F > SR il 122 B B[] Py 7 32 B A | f A limit_req_zone
Al limit_req $§ 2 FL A6 RSB BR T . — BIF RSB R e 8, wiesikinl 503
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Bii%. limit_req_zone JfJ 34 KR il B ALINFR] A AT SR, BITEEAR FRAER], SR ATt 5k
“leaky bucket”,

http {
limit_conn_log_level error;

limit conn_status 503;

limit_conn_zone $binary_remote_addr zone=one:10m;

8 limit_conn_zone $server_name zone=perserver:10m;

10 limit _req zone $binary remote_addr zone=allips

:100m rate=1000r/s;

limit _req zone $binary remote_addr zone=allips
:100m rate=600r/m;

server {

14 limit_conn one 100;

limit_conn perserver 3000;

16 limit_req zone=allips burst=5 nodelay;

s | F

HttpLimitConnModule F 3 2 il BEA™ ip B H- & 74245, i ] limit_zone Fi1 limit_conn
FE2, XML DX ET— AR — BB ] R R R ), J5 2 b R — B
Z P AR ] o

1.4.4 URI EBRH

16 Hetp L1 ¥isl A $2 HH £1%) URL iy AT RR &1, RFC #p 3 B 2 iX
FEREIRE), HTTP $pSGF A% URT K BEMUTAT ) BRI, ik 55 # di 26 A0 BE A% Ab P
EATENTI R 55 2 REH: 21 URL, I HEEREAL B TCRR A FERY URT, WER AR 55 4%
ABEAL PR ) URL, R4 M %R 0] 414 ARG 2B B 2 1 Ik 554 2R A2
Nginx 1 Tomcat, %} url B EERR S, EATH0 2 @ 42 6] hetp 355K 3k p9 4 Bk
TR, nginx WYELE S48 K large_client_header_buffers, tomcat [t >K Br & 24X
& maxHttpHeaderSize .
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»| client_header buffer size 2048k;

Tji H 2K i} Spring Boot, i F i) Tomcat £ PN Y Tomcat ., 7F application.properties

W, AT R

> | server .max-http-header-size=1024

AR, FEAYLICERY 1024KB W[ AR, #REBIARST 4% b, SEnAiA
RABEBAM, B IMEERER LKA R . BEREEIR 7. TEARR#ERERS L

FALIA—FEG? DL A

1.45 FFEF Gzip E45
Nginx JF5 Gzip E4ilc & AT -

S

gzip on;

> |gzip_min_length 1k;
s | gzip_buffers 4 16k;

gzip_comp_level 2;

5| gzip_types application/javascript application/json

text/plain application/x-javascript text/css
application/xml text/javascript application/x

-httpd-php image/jpeg image/gif image/png;

;| gzip_vary off;
7| gzip_disable "MSIE [1-6]";

A curl GRS T4

-1 %75 5 -header £ MAY, R JITHIH HTTP LS. B E G,

curl -I -H "Accept-Encoding: gzip, deflate" "http://

creditsystem.test/main"

>|curl -I -H "Accept-Encoding: gzip, deflate" "http

://10.10.1.11/main"

m] PAFEF|—M]): Content-Encoding: gzip.
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1.4.6 Nginx 5J[eds (Nginx Anti-Spider)
Nginx BR |58 — IP A58 7 R AL

a

limit_req_zone $binary remote_addr zone=one:3m rate=1

r/s;
>|limit_req _zone $binary remote_addr $uri zone=two:3m
rate=1r/s;

+11imit_req_zone $binary _remote_addr $request_uri zone=

thre:3m rate=1r/s;
- _J

AT LAMRIEE 3l user-agents 15 B BOR FHLLE35 7 HIC HURERE AT 19 2.

1.4.7 Nginx it &
(EE DI

| |user www-data;
> |worker_processes 4;

s |pid /run/nginx.pid;

s | events {

6 worker connections 768;

| http {
10 server{

1 listen 80;
13 root /opt/dolphin/frontend/dist;
location /api {

16 proxy_pass http://localhost:8011;

19 location / {
2 root /opt/dolphin/frontend/dist;

21 index index.html;
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23
24 }

Nginx #% React 11 H B9 &) B EC B AN E 17w

File Edit View Search Terminal Help
server {
listen 80;
root /var/lib/jenkins/workspace/dolphin-frontend/build;

location / {
try files Suri @fallback;

}

location @fallback {
rewrite .* /index.html break:

1,

Figure 1.7: Nginx React {&j Bf0 &

12 0.7 UG HIBAHIIA T —A> try_files 454, Fi & fin44 location, n] AR
A ) rewrite BLE 7. HAE R HUT R A SO R S AEAE, IR EER—A>
FENW SRR e (B R IR FIR S de) QSR B i SO B S e %
AF, KT AN EE M BRGNS 8 HAAECE AR Surl ANfEAE, WA
B E E ) 2| @fallback,

i1z (Load Balance)

Nginx () G BL T, 7eEH1 (10.10.1.12) BRI, Nginx 2 [ 21518
#HL(10.10.1.13), YEHURE RS IS, Neinx 2 [ S5 41

( 7

upstream backend{
server 10.10.1.12:28080;
server 10.10.1.13:28080 backup;

o ¥

S

11 S T AR PSSO AE T R 5, IR e ] proxy_pass SEBE. Sz ] X
P IE [ fCHHAR 2 1] proxy_pass R SR, AT R B AKX 5, A E#ARE
R R 2 oK. S AR i A 55 - 37 2R 2 5 21 AL R 45, R ] AR M A
FLIEE R A SR A 19 46 XU
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149 BEER
U A ASEAT TOOW-+ Bl SR like DU, like DERLERE A,
PRSI, A A TRACRI IR IEH T, SECOR R R . T

G RERE, R A LR . T AT B BT

location /dolphin/api {

if ( $args ~ id= ) {
5 return 403;

6 +
proxy_pass http://localhost:8011;

8 proxy_redirect off;

1.4.10 #BHEE

M NERER G UL S5l P B8 s K] (load 15 4545 ) Wi b A2 18 S BUER
AR, Nginx SN K56 & 2 53 4P Jg AL L. The proxy_next_upstream

directive is a configuration directive to control re-request from a group of upstream servers

by a proxy_pass if request to one of them fails.

server {

location / {
proxy_pass http://backends;

4 proxy_next_upstream error timeout http_404;

6|}

-

proxy_next_upstream 7 nginx H2EIAFTIFH . ZEUH timeout, X NS FE
TR ARE;, ) H A Y A

1411 EEFSRS
FIS SO B B — R 55

|| server {

server_name creditstatic;
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listen 8088;

root /opt/app/static;

6 index index.html index.htm;

g location / {

9 try_files $uri $uri/ =404;

1412 {8FH®
7 Nginx H e BOAE

server {

location / {
root /opt/app/frontend-vl.3/dist;

index /main/index.html;

1.4.13 &wRo)E
open() "/opt/tengine/conf/nginx.conf" failed (2: No such file or directory)
DAL A B A2 e S 12 N Nginx FOE SCPFRUBRAR,  A0RAE S 3l A T8 5 il B3
A H G SR BR AR, R4 Neinx BRI AT I 2RI 0 SO B8 AR, (ER TR HLE
ZRF G SRS B 2 I3 S ST BT T, i AR S s 4 7 e B SO A -

> | /opt/app/local/tengine/sbin/nginx -c /opt/app/local/
tengine/conf/nginx.conf -p /opt/app/local/

tengine

/home/app/local/tengine/sbin/nginx -c /home/app/

local/tengine/conf/nginx.conf -p /home/app/

local/tengine
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MR AT E prefix S H 5%, XFEH S EHGEIARY Nginx FHRKT

> | /opt/app/local/tengine/sbin/nginx -s reload -p /opt/
app/local/tengine

s | /opt/app/local/tengine/sbin/nginx -c /opt/app/local/
tengine/conf/nginx.conf -p /opt/app/local/
tengine

/opt/home/local/tengine/sbin/nginx -c /home/app/

I

local/tengine/conf/nginx.conf -p /home/app/

local/tengine
-

ot opt H 52 g I T € B H 5%, fopt/app/local 2R HR, H p ZHdHE
B SEIl . [FIEE, AERH A E Y I R B N 4 E Nginx (1932 H oK

( N

> | /home/app/local/tengine/sbin/nginx -p /home/app/
local/tengine -s reload

./nginx -p /home/app/local/tengine -V

S

4C:CC:6A:7C:C3:CF D8:CB:8A:8A:CD:15

error while loading shared libraries: libpcre.so.3: cannot open shared object file

A F] libpere.so.3 U, TEAVIR T2 )5, KISCHHAEH T

1| /1ib/i386-1inux-gnu/libpcre.so.3
»| /1ib/x86_64-1linux-gnu/libpcre.so.3

error while loading shared libraries: libssl.so.1.0.0: cannot open shared object file

A e T openssl FERYA EARTFE), T PAZ A BHARBERE AR -

1n -s /usr/local/lib64/libssl.so.1.1 /usr/1ib64/
libssl.so.1.1

>|1n -s /usr/local/lib64/libcrypto.so.1.1 /usr/1ib64/

libcrypto.so.1.1

-

.so AFLELEE, 2 shared object, Fl T3l i#EH:0Y, Al dll 22482 . openssl: £ i
P ar 47T LH , Y685 I A 1S58, liberypto: 23N B (FEEL T &
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2 yk) , libssl: ssl MY AISEEE . 7E Ubuntu "R B] DAE 40 iy S48 libssl.so.1.0.0:

1| sudo apt-get install 1libssll1.0.0:amd64
> |sudo apt-get install 1libssl1.0.0 libssl-dev

s | openssl version

¢|find / -name libssl.sOx*

i |yum list \*openssl\x

At ARt Ay A2 %E, Rl RS ittt . XA https://
pkgs.org/download/1libssl1.0.0, #rF&E Y4H[#AE RS L H51) openssl:

{yum --showduplicates list openssl ’

FHALE libssl.so.1.0.0 28584 :

{yum provides */1ibssl.so0.1.0.0 1

1& http://rpm.pbone.net/_I* 2% openssl1-1.0.0, 2| openssl1-1.0.0-4.fc24.x86_64.rpm,


https://pkgs.org/download/libssl1.0.0
https://pkgs.org/download/libssl1.0.0
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—f%AE Mac | Gradle 12225 #4521 fust/local/Cellar/gradle/3.2.1/libexec, FE
Mac ¥ Intellij Idea $57& Gradle 420}, B EgARE .

' | ${PROGRAM_DEVELOP_PATH_BACKEND}/gradlew -p ${
PROGRAM _DEVELOP_PATH BACKEND}/cc-web-boot -x
test build --info

info 2402 i th R4 log {5, 1) 8UE L.

it

Gradle i filf] Groovy 157, Groovy ifiF FATHINFRILAME , A L4015
HOEiE

|def a = "EFEHA’

»ldef b = "WEH EHK, ${v}"
s|def ¢ = "V =ARE|ERA
| XFFEAT

S A X FE A

oldef d = """ZAKE| EHA
| XFEAT

| XFFE LA, ${vdmn
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o|def e = /RAHLF A

0| XFFZAT

o XFFE LA, ${v}/

2|def £ = $/F T RAHALT R
5| XFFEAT

o | XFFEAAF, ${v}/$

_/

SV A1 X PRRE R, BE[S H i A AR R Java HY String, A
XF $ AP AT S o XE 1S INA MFIATE S AL BEA fR, IR TA A $
SH, WES $ RIXAGERME. =557 xxx™ RR AR SRR AT .

2.1.1 Wrapper
WERITH SCAFIE A gradlew SO, W DA G fip & A2 i :

|£gradle wrapper J

HoA T 28 ] build.gradle H /) wrapper  task:

task wrapper(type: Wrapper) {
description = ’Generates gradlew[.bat] scripts’

gradleVersion = ’3.2.1°

2.1.2 SIHAFERIHF

A NI AR T e e A TRAEM 28 B — A A dk 2 AR 2 — AR
(1 jar f, H2—NAHISCHETE . Gradle H5 | A HISCAFS QTR :

def ccDatalibs = fileTree(dir: "$rootDir/cc-data/lib"

, include: ’*.jar’)

: | dependencies {

4 compile ccDataLibs

s}

-

dir F/RICPEPEH 5%, include R (SR SCIT
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Gradle Properties %

Gradle 37 5 = F} Properties, iX =F} Properties [1J1F F A1 #7150 [ BRERAS—FF:

System Properties: 7] i) gradle.properties X4, FEEAr gl myd47-D 40
WHE, WAE setting.gradle B build.gradle F B0, 7F setting.gradle H 18 kT
buildscript block A Il,; Fra TAEAT UL, ANZEIAE build.gradle F1&8. £ 1 LAETI
H, T 1A gradle.properties e Zn& i, HA root T F£H) gradle.properties A
o

Project Properties: 7] i gradle.properties {4, FEEAF By 2 1T1-P S5
W, Pticdhss: vIAE build.gradle H315E%, H5| HATFEALER] project properties
o7 R4S, shASB Wt project properties £ buildscript block FrAT] I,

Project ext properties: 7] {EYji H 1) build.gradle Fp AN, A8 TFREM T L
FERT L, “NAEFE setting.gradle H1ij [, QnARAG ZA0BEE, MEKF AR (5 : gradle
2.0 X FERY, 1.10 112 4 bug) |, J5THI 4 78 35 i THI ) T

e from gradle.properties located in project build dir.

from gradle.properties located in gradle user home.

from system properties, e.g. when -Dsome.property is used in the command line.

setting.gradle
build.gradle

RITHE

There is a one-to-one relationship between a Project and a "build.gradle" file. Dur-
ing build initialisation, Gradle assembles a Project object for each project which is to
participate in the build, as follows:

Create a Settings instance for the build. Evaluate the "settings.gradle" script, if
present, against the Settings object to configure it. Use the configured Settings object
to create the hierarchy of Project instances. Finally, evaluate each Project by executing its
"build.gradle" file, if present, against the project. The projects are evaluated in breadth-
wise order, such that a project is evaluated before its child projects. This order can be
overridden by calling evaluationDependsOnChildren() or by adding an explicit evaluation

dependency using evaluationDependsOn(String).

=ik JVM

1r Intellij Idea K 5 A Gradle Wi H i}, WL/~ AKX E Gradle JVM, It
IR I H #4156 45 11 T %4 Configure > Project Defaults > Project Structure, FEIji H
Structure H1 % & JVM B,
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Repositories

Gradle BRI\ BRI 9w 8 Rl (Refresh) #4> Resolve Dependencies, &FIE<:
FZHEFT 23K . T DAIE ) Wireshark $IUEL R BHIE J& 75 A 9 2847 3K DA B i oKk iy B
fRHuhl, M EH A PAFE H Gradle Resolve BT KAk, ANSR %A PHHE i K Hodik
Gradle 2 ifi ] 2RI\ i Maven (3 £ bk 5% JCenter #uhil:, AT EH, [EiJjH Maven
GFEIEE S, 53 Gralde —HE 7 Resolve Dependencies BBy, EARUNE2. 117K

[ http

Frame

2040..
2052...
2060...
2067...

1396.5092843.. 192.168.31.201 124.203.224.145 HTTP 490 GET /moviets
1399.5583254.. 192.168.31.2081 124.203.224.145 HTTP 490 GET /moviets
1402.0761734.. 192.168.31.201 124.203.224.145 HTTP 490 GET /moviets
1403.8083968.. 192.168.31.201 124.203.224.145 HTTP 490 GET /moviets

13: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits) on interface @
Ethernet II, Src: HonHaiPr_f7:b8:66 (70:18:8b:T7:58:66), Dst: XiaomiCo_53:92:b4 (64:09:8¢
Internet Protocol Version 4, Src: 192.168.31.201, Dst: 114.215.66.82
Transmission Control Protocol, Src Port: 55530, Dst Port: 8078, Seq: 1, Ack: 1, Len: 340
Hypertext Transfer Protocol
HEAD /sorg/springframework/boot/spring-boot-gradle-plugin/l.5.6.RELEASE/spring-boot-gra
Cache-Control: max-age=@\r\n
Connection: Keep-Aliveir\n
User-Agent: Gradle/3.2.1 (Linux;4.8.14-200.fc24.x86_64;amd64) (Oracle Corporation;1.8.
Accept-Encoding: gzip,deflate’r’n
\r\n
[Full request URI: http://repox.gtan.com:8878/org/springframework/boot/spring-boot-gra
[HTTP request 1/43]
[Response in frame: 17]
TNext reanest in frame: 191

Figure 2.1: Wireshark 25 % Gradle Resolve 3K

WG] JCenter fR12, H@iX NP RUEA EME T ILa8h. fRR TR
Project Preferences 1) Gradle #fH j5 ] Offline work., Y2 XL S5 4 VRES N T 8
[] dependencies, B @A EHINTEN, W@ iiiel. FEHAATHE HFiz17
gradlew F-3[a], a2 ImIFFE Preferences HF HL 2% f] Offline work., 7] DATA & [E
[P, 7E home H 3. .gradle SC{-Je it init.gradle SO, FHAE SO A QI N
2%, FeE BROAR B YR Ak sEE AR T B

r

allprojects{

repositories {

def ALIYUN REPOSITORY URL = ’http://maven.
aliyun.com/nexus/content/groups/public’
def ALIYUN JCENTER_URL = ’http://maven.aliyun
.com/nexus/content/repositories/jcenter’
all { ArtifactRepository repo —>

if (repo instanceof
MavenArtifactRepository) {

def url = repo.url.toString()
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if (url.startsWith(’https://repol.maven.

org/maven2’)) {

project.logger.lifecycle "Repository

${repo.url} replaced by $
ALTYUN _REPOSITORY_URL."

remove repo

}
if (url.startsWith(’https://jcenter.
bintray.com/’)) {

project.logger.lifecycle "Repository
${repo.url} replaced by $ALIYUN_JCENTER_URL."

remove repo

}
}
}
maven {

url ALIYUN_REPOSITORY_URL
url ALTIYUN_JCENTER_URL
}

F£ Gradle F 3454 build.gradle B, 223 &7F 24T 4 :

repositories {

maven {
url ’http://www.eveoh.nl/files/maven2’
}
maven {
url ’http://repox.gtan.com:8078’
+
mavenCentral ()
jcenter ()
maven {

url ’http://repo.spring.io/plugins-release’
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:t}

SRR, HA WA PRIER) Android library 4R 45 4% : JCenter £il Maven Cen-
tral, F 4], Android Studio 3% Maven Central 1E-NERIAEE. WIS AR H % i
A H) Android Studio A1 #—/~# Ui H , mavenCentral() £ H 3] & X AF build.gradle
Hr. {HJ& Maven Central )8 K [F@UE X H A& NG Kb, A% library 575 A
A% BRI R E A AL B RO . TR IR A i G0 4 4 T A A A
Android Studio [ BA 7€ fE BRI PER i JCenter. IERNRFE 2N, — BT
iR A1) Android Studio g7t — 3 H , JCenter() Hzh#kE X, Ifi A& maven-
Central(), mavenCentral() 275K # & M Central Maven 2 {3 JE P FRELT, FERHE
Hk/Zhttps://repol.maven.org/maven2, JCenter F/~{KHfi 2 M Bintary’ s JCenter
Maven 3 FEREUY) , )l 2https://jcenter.bintray. com, Bintray /&—
FARAL BRI AT AT E IR A F .

H DL o) R
could not find method compile()

gradle 3 H B & P51 A java fift.

Could not find or load main class org.gradle.wrapper.GradleWrapperMain

14T gradlew I}, H B4 1% : Could not find or load main class org.gradle.wrapper.GradleWrapper

‘%% eradle J5izi{ gradle wrapper M55 .

Gradle %4 F Tasks

A A Gradle fiy 4 Gige i A BIAH Y 24T 55 (Tasks).  HEHNTE 2 AT
project/script/deploy H3gT, 47Eik HR TsAT A, SHR/-7E0H H 5% deploy
THAFMES . T

I ${PROGRAM_DEVELOP_PATH_BACKEND}/gradlew copyTask -x
test

BRI TG EE E T H AR, KR

1 ${PROGRAM_DEVELOP_PATH_BACKEND}/gradlew -pP ${
PRDGRAM_DEVELDP_PATH_BACKEND} copyTask -x
test

p ZEa E W H S . TEA R H S FHEAT gradle tasks fiy4-, A PAE F| AN [H]
AR5, 247 /project/script/deploy H 5% F4#f7T gradle tasks iy 20}, =& AF| copy-


https://repo1.maven.org/maven2
https://jcenter.bintray.com
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Task &1y, (ES2AETH IR H >~ T2 T AFE 2| copyTasks {155, NEI2.25T
Ne

Verification tasks

check - Runs all checks.
test - Runs the unit tests.

Other tasks

copyTask
wrapper - Generates gradlew[.bat] scripts

Figure 2.2: Gradle %5 7% Tasks

2.2 Gradle ¥&

2.2.1 [Et& (Properties)
Extra Properties
extra JEME—% B T L5, All extra properties' must be defined through the
"ext" namespace. Once an extra property has been defined, it is available directly on the
owning object (in the below case the Project, Task, and sub-projects respectively) and can

be read and updated. Only the initial declaration that needs to be done via the namespace.

buildscript {

ext {
springBootVersion = ’1.4.5.RELEASE’
jacksonVersion = ’2.8.7’
springfoxVersion = ’2.6.1’

6 poiVersion = "3.14"

aspectjVersion = ’1.7.4°

o| }

S

Reading extra properties is done through the "ext" or through the owning object.
ext.isSnapshot = version.endsWith("-SNAPSHOT") if (isSnapshot) // do snapshot
stuff

'https://docs.gradle.org/current/javadoc/org/gradle/api/Project.html#

extraproperties


https://docs.gradle.org/current/javadoc/org/gradle/api/Project.html#extraproperties
https://docs.gradle.org/current/javadoc/org/gradle/api/Project.html#extraproperties

40 Chapter 2. Gradle

EXBERjar 88
A B AER e e CH R jar WA FR

r ~
i [project (" :web"){
description = "web"
jar{
4 baseName = "dolphin-web"
5 b
6|}
L J

ST AL S5 1Y jar 494 FRE] % dolphin-web jar,

2.2.2 Task

X1 build.gradle it & S, 241547 Gradle <Task> B}, Gradle & /3468 —
A~ Project [R5, kW build.gradle Hrif %, Hrlig, X A& TAEA] Task
JuBEP) ALY, Gradle 2@ #-—A> Script RIYXT S, RFATXLAAS; X T Task 1
& X, Gradle 26 Task X4, HRFEAMEN project BB IEAATE (SEkr bt
getTaskName 52 il ).

B

FEIH v ZARGEAN R 0 @ 2L AN R SO, Lot api 52 dd 8, 15
TR, (Ho2 api FIF-SAUEHENSE — 20U, HREmEARZET . HH
% Gradle fEM 2 J5 HUEAS R @ A2 AN Rl EL 44 B, BEH copy THRESRSEEL.
e S H B

buildscript {

ext {

projectVersion = ’1.1.11°

|3

S

SRJETE task H UL B PMERITT

' | task copyfile(){

println(projectVersion)




2.2 Gradle 3t& 41

— MR ARPE DAL S5, FEAERGE R SR, H I SCPFS D4 D8 e Al
A, TOS YR RAERE, HEEa 4 .

def ccCommonBuildScript = file("$rootDir/gradle/
common.gradle")

> | apply from: ccCommonBuildScript

7| task copyTask(type: Copy) {

8 from ’build/libs/credit-system-web-boot-’ +
version + ’.jar’

9 into ’build/libs/api’

10 rename ’credit-system-web-boot-’ + version + ’.
jar’,’credit-system-web-api-’ + version + ’.

jar’

s | task copyTask(type: Copy) {

19 from "$projectDir/build/libs/credit-system-web-

boot-${version}. jar"

20 into "$projectDir/build/libs/api"

rename "credit-system-web-boot-${version}.jar","
credit-system-web-api-${version}. jar"

» |}

-

e B version AR H 2K H 55 4 gradle {4, version ZF & 7F common.gradle

HiE X, 7E build.gradle SCAEHFEA .
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3.1 mHARE

¥E CentOS | J2 3 MariaDB:

| systemctl start mariadb.service

310 BARH
il

RN JoE SR HR

1 |mysqldump -h localhost -uroot -pl123456 database >

JFi8)) MariaDB Fp B2 1517 1 —skip-networking 2%, 5 0] & Hh LA 4 8

T AR A TR TS O .

dump.sql

RITFEEER
B 5EPA root | FE i MariaDB filz 4545 :

S}

-~ ¥ P 4 4 ‘dolphin B9 P MAE B ip I & A 4 12345677
[%] B 1 2 4 JE

grant all PRIVILEGES on *.* to dolphin@’%’ identified
by ’123456°;




46 Chapter 3. MariaDB

| EHAEK

+|flush privileges;

e D4y i B D
IR P S A T

> |mysql -uroot -p

; |use mysql;

.| UPDATE user SET password=password(’newpassword’)
WHERE user=’root’;

5| flush privileges;

0| exit;

- _/

32 HREE
3.2.1 mariadb 1045 (28000): Access denied for user 'root’@localhost’ (using
password: YES)

FEAE il 65 SN, BRI T A R T A B ]

> | systemctl stop mariadb.service

i |mysqld_safe --user=mysql --skip-grant-tables --skip-
networking &

s |mysql -u root mysql

7 | UPDATE user SET Password=PASSWORD(’123123°’) where
USER="root’;

s | FLUSH PRIVILEGES;

9| quit

1| systemctl start mariadb.service
-

B, SEiaE:

[ 0
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1 |mysql -u root -p123123







Bibliography
Books
Articles






4.1

xR

TFHLFE A R G I, UNE R UL A, G 21 5 S . Y e

I, B PR A R T TS,

Table 4.1: ¥ WLACHE 2 1% B i
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