eDellRoot Certificate Removal Instructions

Version: 1.0

November 23, 2015
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. Overview
This document contains instructions for removing eDellRoot certificate from Dell systems.

II.  Automatic Removal
Please download the patch from the following location: Click Here

lll.  Manual Steps
1. Open Task Manager by right clicking on the taskbar and select Task
Manager.
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2. Select the "Services" tab in the Task Manager window.
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https://dellupdater.dell.com/Downloads/APP009/eDellRootCertFix.exe

File Options View
Processes performance | App history | Startup | Users |
. 5% 27% 5% 0%
Name Status CPU Memory Disk Network
Background processes (80) ~

# 1 Andrea filters APO access servic... 0% 03MB 0MB/s 0Mbps II

0 Bluetooth Stack COM Server 0% 6.6 MB 0 MB/s 0 Mbps

@< Bluetooth Support Server 0% 12 M8 0 MB/s 0 Mbps

Bluetooth Tray Application 0% 18MB 0 MB/s 0 Mbps

#7 Bonjour Service 0% 1.1 M8 0MB/s 0 Mbps

&1 COM Surrogate 0% 0.7M8 0 MB/s 0 Mbps

&7 DCCService (32 bit) 0% 68MB 0 MB/s 0 Mbps

© Dell Backup And Recovery Sync 0% 50MB 0MB/s 0 Mbps

@ Dell Backup And Recovery Toas.. 0% 156 MB 0 MB/s 0 Mbps

© Dell Backup And Recovery Upd... 0% 43MB 0MB/s 0 Mbps

] Dell Data Vault Service 0% 52MB 0 MB/s 0 Mbps

B Dell Data Vault Wizard 0% 32M8B 0MB/s 0 Mbps

Jb Dell Update (32 bit) 0% 87MB 0 MB/s 0 Mbps

L Dall Lindate Windoswse Cansen (2. R o4 MD NAAD fe D Minne >
@ Fewer details End task

3. Click on "Open Services" at the bottom of the "Services" tab.

Eile QOptions View

Processes | Performance | App history | Startup | Users | Details| Sevices

Name ’ PID  Description Status Group ~
<4 btwdins 1840 Bluetooth Service Running

&, CentPropSvc 672  Certificate Propagation Running netsvcs
4, COMSysApp COM+ System Application Stopped

Sicphs Intel(R) Content Protection HECI Service Stopped

&4, CryptSve 1284 Cryptographic Services Running Networl
< Dcomlaunch 924  DCOM Server Process Launcher Running Dcomls
<, defragsvc Optimize drives Stopped defrags'
<, Dell Customer Connect 7016  Dell Customer Connect Running

<, Dell Foundation Services 2356  Dell Foundation Services Running

4 DellDataVault 3216  Dell Data Vault Running

<4 DellDataVaultWiz 2320 Dell Data Vault Wizard Running

<, DellProdRegManager Dell Product Registration Manager Stopped

<4 Dellupdate 1792  Dell Update Service Running

<4 DeviceAssociationService 1096  Device Association Service Running LocalSy:
<4, Devicelnstall Device Install Service Stopped DeomLs
£, Dhep 424 DHCP Client Running LocalSe
%y, DiagTrack 1864 Diagnostics Tracking Service Running utesve
%, Dnscache 1284 DNS Client Running Networl
%y dot3sve Wired AutoConfig Stopped LocalSy:
<, 0Ps 1592 Diagnostic Policy Service Running LocalSe
%, DptfParticipantProcessorSe... 1904  Intel(R) Dynamic Platform and Thermal Framewor.. Running

;w' DotfPolicvCriticalService 1924 Intel(R) Dvnamic Platform and Thermal Framewor... Runnina . Y
@ Fewer details

4. Look for "Dell Foundation Services" and select it.
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5.

6.

Fde Action View Help

s EDc= Bm renn

2., Services (Local) _
Dell Foundation Services Name : Description Status
4 Bluetocth Hendsfree Service  Enables wireless Bluetooth hesdsets .
e e 4 Bluetooth Service Handies installation and remcval of . Running
4 Bluetooth Support Service The Bluetooth service supports desc...  Running
pese 4 Bonjour Service Enables hardware devices and softw...  Running
Tiphion: . "4 Centificate Propagation Copies user certificates and root cert.. Running
B e e <€ e 4,CNG Key oation The CNG key isolation senvice s hos... Runing
Common Settings, and cross 4 COM« Event System Supports System Event Notification ..  Running
4 COM- System App Manages the config and trac...
) Computer Browser Maintains an updated st of comput... Running
4 Credential Manager Provides secure storage and retrieval... Running
"4 Cryptographic Services Provides three management senvice..  Running
24 DCOM Server Process Laun... The DCOMUAUNCH service launche... Running
4 Dell Customer Connect Presents Feedback to Dell Running
4 Dell Data Vault System health, performance, and en_.. Running
4, Del Data Vault Wizard Running

. Performs prevleged operations onb...

4 Dell Update Service
% Device Association Service
4 Device Install Service

" Device Setup Manager

Dell Agent actively m...
Downlosds and installs updates for ...
Enables paing between the system ..
Enables a computer to recognize an...
Enables the detection. download an...

ifi

fde  Action View Help

e Da= Bm »eun

4 Services (Local)

"4 Dell Data Vault Wizard

Defl Foundation Services Name Description Status

4 Bluetocth Handsfree Service  Enables wireless Bluetooth headsets ...

<m 4 Bluetooth Service Handles installation and removal of .. Running

"} Bluetocth Support Service  The Bluetooth service supports dsc..  Running

Dese 4 Bonjour Service Enables hardware devices and softw... Running

ription: . "4 Certificate Propagation Copies user certificates and root cert... Running

B o e <" .CNG Key lsolation The CNG key isoltion senvice s hos... Runing

Common Settings, and cross 4 COM« Event System Supports System Event Notification ..  Running
24 COMe Syst Manages andtrac...

4 Computer Browser Maintains sn updated list of comput... Running

24 Credential Manager Provides secure storage and retrieval... Running

4 Cryptographic Services Provides three mansgement senvice..  Running

4 DCOM Server Process Laun... The DCOMLAUNCH service launche... Running

4 Dell Customner Connect Presents Feedback to Dell Running

4 Dell Data Vault System health, performance, and en...  Running

System health and performance aler... Running

.. Peforms privileged opesations on b...

4 Dell Update Service
4 Device Association Service
"4 Device Install Service

"4 Device Setup Manager

Oell Agent actively m...
Downloads and installs updates for ..
Enables pawing between the system ...
Enables a computer to recognize an...
Enables the detection. download an...

ifi

The "Services" window should look like the image below after the service

has stopped.
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Ede Action View Help

e mDc=z Bm »enn

3 Services (Local) _
Dell Foundation Services Name : Description Satus  SatupType  LogOnAs A
4 Bluetooth Handsfree Service  Enables wireless Bluetooth headsets .. Manusl (Trig...  Local Service
ag the semce % Bluetooth Service Handles installation and removal of . Running  Automatic  Local Syste.
% Bluetooth Support Service  The Bluetooth service supports dsc..  Running  Manual (Trig... Local Service
Description: % Bonjour Service Enables hardware devices and softw... Running  Automatic Local Syste..
Dell Foundation Hosting Senvice for ), Cenificate Propagation Copies user certificates and root cert... Running  Manusl Local Syste...
Oul Notlication Cenker, Dl % CNG Key lsolation The CNG key isolation sevice ishos... Running  Manual (Trig... Local Syste...
Common Settings, and cross
application foundationsl features. 4 COM- Event System Supports System Event Notification .. Running  Automatic Local Service
% COM= Syst Manages the 9 andtnc.. Manual Local Syste..
4 Computer Browser Maintains sn updated list of comput.. Running Msnusl (Trig..
4 Credential Manager Provides secure storage and retrieval.. Running  Manual
4 Cryptographic Services Provides three mansgement senvice..  Running  Automatic
4 DCOM Server Process Laun... The DCOMLAUNCH service launche... Running  Automatic
4 Dell Customer Connect Presents Feedback to Dell Running  Automatic (D.
% Dell Data Vaukt System health, performance, and en... Running  Automatic (0.
4 Dell Data Vault Wizard System health and performance aler... Running  Automatic (D.
4 Dell Foundation Services Dell Foundation Hosting Service for ... Automatic (D,
4 Dell Product Regestration M... Performs privileged operations on b... Manusl
%0ell S Agent el Agentactivelym.. Running  Automatic (D.
4 Dell Update Service Downlosds and installs updates for . Running  Automatic (D
4 Device Association Service  Enables paiing between the system .. Running  Automatic (T,
4 Device Install Service Enables 8 computer to recognize & Manusl (Trig...  Local Syste...
i Device Setup Manager Enables the detection. download an... Manual (Tria... _Local Suste... v

\ Extended / Standard /

Foundation Services" and delete the
"Dell.Foundation.Agent.Plugins.eDell.dIl" file.

Open "File Explorer" and navigate to "c:\Program Files\Dell\Dell

Home Share

®© '
. Common Files
). Dell
). Dell Foundation Services
). Llicense
). Resources
DellDataVault
DW WLAN Card

View

My Dell Learning Center
QuickSet
SupportAssist

Dell Support Center

DIFX

Git

s

IS Express

Intel

Intarnat Evalarar

1item selected 97.6 KB

31items

« Program Files » Dell » Dell Foundation Services

& O

Name

v o

=

4 DCFResourcesdll
4 DCFUXLiball

Nalli

% Dellf

Search Dell Fo

undation

% DellFoundationeDell.Commondil
4 DellFoundation.eDell.Configuration.dll
4 DellFoundationSinkEngine.Commondil

4 Dellf

4l

4 Dell.Tribbles.Agent.Plugins.AppTelemetry.dil
% Dell.Tribbles.Agent.Plugins.SelfUpdate.dll
% Dell.Tribbles.Agent.Plugins.Systeminfo.dil
# | DFS.Common.Agent.exe

v e
Servic.. P

Date m¢ *

10/20/2

10/20/2

8.
the file
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You may be prompted with the warning below. Click "Continue" to delete



You'll need to provide administrator permission to delete this file
Dell.Foundation.Agent.Plugins.eDell.dll
File description: eDell

#  Company: Dell

% File version: 1.1.0.1
Date created: 10/20/2015 5:09 PM

Size: 97.548
@ Skip Cancel

Vv More details

&
9. Hit the Windows key () on the keyboard and type "certmgr.msc"
followed by the "Enter" key.

a. Windows 7

Programs (1

@ cetmgr

b. Windows 8.1
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Search

Essential Apps

c. Windows 10
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Best match

‘ certmgr.msc
Microsoft Common Console Document
o Rad
£ certmgr.msc local machine
£ certmgr.msc machine store
el certmgr.msc machine
L certmgr.msc command
el certmgr.msc download
£ certmgr.msc personal

£ certmgr.msc command line options

O ERUEN £ Web

10.You may be prompted to allow the program to make changes to the
computer. Click "Yes".

!; User Account Control x

Do you want to allow this app to make changes to

your PC?

Program name:  Microsoft Management Console
ﬁ Verified publisher: Microsoft Windows

Show details Yes No

Change when these notifications appear

11.When the certificate manager window opens, double click on "Trusted Root
Certification Authorities" on the left panel. Then double click the
"Certificates" folder.
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Eile Action View Help
e 2@ 0| Hem

<

Y Certificates - Local Computer A

] Trusted Devices

rusted Root Certification Authoritie3

Certifi

J Trusted Publishers
] Untrusted Certificates

1 Third-Party Root Certification Authorr
| Trusted People

1 Client Authentication Issuers

| Homegroup Machine Certificates

1 McAfee Trust

1 PC-Docter, Inc.

Remote Desktop

Smart Card Trusted Roots

N Windawe | e IN Taban leeiiar

>

Issued To

[3) AddTrust External CA Root
[4lBattimore CyberTrust Root
[ Certum CA

[4J Class 3 Public Primary Certificat...
) Copyright (c) 1997 Microsoft C...

[4)DigiCert Assured ID Root CA
L4l DigiCert Global Root CA

L4IDigiCert High Assurance EV Ro...

%5l eDellRoot

) Entrust.net Certification Author...
g Equifax Secure Certificate Auth...

[3) GeoTrust Global CA
L) GlobalSign Root CA

(53 Go Daddy Class 2 Certification ...

W) GTE CyberTrust Global Root

Issued By
AddTrust External CA Root
Baltimore CyberTrust Root
Certum CA

Class 3 Public Primary Certificatio...
Copyright (<) 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert Global Root CA

DigiCert High Assurance EV Root ...
eDellRoot

Entrust.net Certification Authority...
Equifax Secure Certificate Authority
GeoTrust Global CA

GlobalSign Root CA

Go Daddy Class 2 Certification Au...
GTE CyberTrust Global Root

Expiration Date
5/30/2020
5/12/2025
6/11/2027
8/1/2028
12/30/1999
11/9/2031
11/9/2031
11/9/2031
12/31/2039
7/24/2029
8/22/2018
5/20/2022
1/28/2028
6/29/2034
81372018

Trusted Root Certification Authorities store contains 27 certificates.

12.Select the eDellRoot certificate from the right panel.

<

| Third-Party Root Certification Authorr
| Trusted People

1 Client Authentication Issuers <

| Homegroup Machine Certificates
| McAfee Trust

1 PC-Doctor, Inc.

Remote Desktop

Smart Card Trusted Roots

| Trusted Devices

| Windaue | e IN Taban leeiiar

|5

>

LC4IDigiCert Global Root CA
B

43 eDellRoot

C3) GeoTrust Global CA
L4) GlobalSign Root CA

(53 Go Daddy Class 2 Certification ...

3 GTE CyberTrust Global Root

<

Assurance EV Ro...

L) Equifax Secure Centificate Auth...

DigiCert High Assurance EV Root ...

eDelliRoot
on Authorits

Equifax Secure Certificate Author

GeoTrust Global CA

GlobalSign Root CA

Go Daddy Class 2 Certification Au...

GTE CyberTrust Global Root

Eile Action View Help
=] —
o nM FEIXDH

@ Centificates - Local Computer A || lssued To Issued By Expiration Date It A

J :“”:;'R o ot (3 AddTrust External CA Reot AddTrust External CA Root 5/30/2020 s

‘e '.‘”c' m“.’: etification Authorities " || ) gatimore CyberTrust Root Baltimore CyberTrust Root 5/12/2025 s

)t "S(KTl:ﬁ [)Certum CA Certum CA 61172027 s

_ e Cortif N [23) Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio... 8/1/2028 S

Trusted Publishers :.JCovyngM (€) 1997 Microsoft C... Copyright (c) 1997 Microsoft Corp.  12/30/1999 T

2 Untrusted Cestificates CIDigiCert Assured IDRoot CA  DigiCert Assured ID Root CA 11/9/2031 s

DigiCert Global Root CA 11/9/2031 s

8/22/2018
5/20/2022
1/28/2028
6/29/2034
81372018

DTV ARV R

v

Trusted Root Certification Authorities store contains 27 certificates.

13.Delete the certificate by clicking the "X” icon in the toolbar.

WARNING! Make sure ONLY the "eDellRoot" certificate is selected like the example below
before clicking the delete button. Deleting any other certificate may cause your system to

function improperly.
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Eile  Action View

| alE & & )| @

& Centificates - Local Comp A || Issued To Issued By Expiration Date It »
i Personal (3] AddTrust External CA Root AddTrust External CA Root 5/30/2020 s

4 [ Trusted Root Certification Authorities ||| =15, 1 oce CyberTrust Root Baltimore CyberTrust Root 5/12/2025 s

. E;Q;':‘:{"::ﬁ CalCertum CA Certum CA 61172027 s
— Cortif CaJClass 3 Public Primary Certificat... Class 3 Public Primary Certificatio... 8/1/2028 S
i Trusted Publishers ) Copyright () 1997 Microsoft C...  Copyright () 1997 Microsoft Corp.  12/30/1999 T
| Untrusted Certificates [4)DigiCert Assured ID Root CA DigiCert Assured ID Root CA 11/9/2031 S
" Third-Party Root Certification Authori || La) DigiCert Global Root CA DigiCert Global Root CA 11/9/2031 s
| Trusted People L4)DigiCert High Assurance EV Ro... DigiCert High Assurance EV Root ...  11/9/2031 S|
) Client Authentication Issuers A eDeliRoot eDellRoot 12/31/2039
| Homegroup Machine Certificates ) Entrust.net Certification Author... Entrust.net Certification Authority... 7/24/2029 S
" McAfee Trust o) Equifax Secure Centificate Auth... Equifax Secure Certificate Authority  8/22/2018 S
1 PC-Doctor, Inc. 4] GeoTrust Global CA GeoTrust Global CA 5/20/2022 S
_| Remote Desktop L4l GlobalSign Root CA GlobalSign Root CA 1/28/2028 S
J Smart Card Trusted Roots () Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au... 6/29/2034 S
7 Trusted Devices [ GTE CyberTrust Global Root GTE CyberTrust Global Root 8/13/2018 S
" Windaswe | e 1IN Taban leeiiar V| = e e e P N P i

< > < >

Trusted Root Certification Authorities store contains 27 certificates.

14.You will be asked to confirm deletion of the "eDellRoot" certificate. Click
llYesll

[EEEEE
A

Deleting system root certificates might prevent some Windows
components from working properly. The list of system critical root
certificates can be reviewed at
http://support.microsoft.com/2id=293781. If Update Root Certificates is
installed, any deleted third-party root certificates will be restored
automatically, but the system root certificates will not. Do you want to
delete the selected certificate(s)?

15.After deletion, the "eDellRoot" certificate should be removed from the
certificate manager's window as shown in the image below.

FEile Amonyim Help
e 2@ = Hem

() Certificates - Local Computer ~
7| Personal
4 ] Trusted Root Certification Authorities
1 Certificates
" Enterprise Trust
. [«

J Trusted Publishers

] Untrusted Certificates

| Third-Party Root Certification Authort
| Trusted People

] Client Authentication Issuers

| Homegroup Machine Certificates
] McAfee Trust

1 PC-Doctor, Inc.

~] Remote Desktop

" Smart Card Trusted Roots

| Trusted Devices

| Windawe |inia IN Taban leeiiar

< >

<

Issued To

o) AddTrust External CA Root
[CaJBattimore CyberTrust Root
JCertum CA

L4JDigiCert Assured ID Root CA
LJDi

qui
[3) GeoTrust Global CA
L4JGlobalSign Root CA

4] Go Daddy Class 2 Certification ...
3 GTE CyberTrust Global Root
=

() Class 3 Public Primary Certificat...
3) Copyright (c) 1997 Microsoft C...

DigiCert High Assurance EV Ro...
Entrust.net Certification Author...

Ro...

Issued By

AddTrust External CA Root
Baltimore CyberTrust Root

Certum CA

Class 3 Public Primary Certificatio...
Copyright (c) 1997 Microsoft Corp.
DigiCert Assured ID Root CA

DigiCert High Assurance EV Root ...
Entrust.net Certification Authority...

GeoTrust Global CA

GlobalSign Root CA
Go Daddy Class 2 Certification Au...
GTE CyberTrust Global Root

M A de

Root...

<

Expiration Date
5/30/2020
5/12/2025
6/11/2027
8/1/2028
12/30/1999
11/9/2031

11/9/2031
7/24/2029

5/20/2022
1/28/2028
6/29/2034
8/1372018
12/31/1999

VY- nn

Vv v nl

~

Trusted Root Certification Authorities store contains 27 certificates.
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16.Go back to the "Services" window and select "Dell Foundation Services" and
click "Start the service".

fde  Action View Help
e mDa=zHEm >»enw

= senvces Locat | —

Dell Foundation Services Name Description Satus  StartupType  LogOnAs A
. Bluetocth Handsfree Service  Enables wireless Buetooth headsets ... Manusl (Trig...  Local Service
<® 4 Bluetooth Service Handles installation and removal of . Running  Automatic Local Syste..
i Bluetocth Support Service  The Bluetooth service supports disc..  Running  Manual (Trig... Local Service
Description: % Bonjour Service Enables hardware devices and softw... Running  Automatic Local Syste...
Dell Foundation Hosting Senvice for ) Centificate Propagation Copies user certificates and root cert... Running  Manusl Local Syste...
'(’:’,'“’,‘:::"s::";i’:“:( o % CNG Key Isolation The CNG key isolation senvice ishos... Running  Manual (Trig... Local Syte...
application foundationsl features. 4 COM= Event System Supports System Event Notification .. Running  Automatic Local Service
% COM- System Manages the config andtrac... Manual Local Syste..
4 Computer Browser Maintains an updated list of comput.. Running Msnusl (Trig.. Local Syste...
% Credential Manager Provides secure storage and retrieval... Running  Manual Local Syste...
4 Cryptographic Services Provides three management senvice..  Running  Automatic Network ...
% DCOM Server Process Laun... The DCOMLAUNCH service launche... Running  Automatic Local Syste..
4 Dell Customer Connect Presents Feedback to Dell Running  Automatic (D... Local Syste...
% Dell Data Vault System health, performance, and en... Running  Automatic (D... Local Syste...
4 Dell Data Vault Wizard System health and performance aler... Running  Automatic (D... Local Syste.
£#1 Dell Foundation Senvices Dell Foundation Hosting Service for
4 Dell Product Registration M... Performs privileged operations on b...
% Dell Agent Dell Agent actvely m..  Running
4 Dell Update Service Downlosds and installs updates for .. Running
% Device Association Service  Enables pairing between the system ... Running
4 Device Install Service Enables a computer to recognize an... Manusl (Trig...  Local Syste...
4 Device Setup Manager Enables the detection. download an.. Manual (Tria... _Local Suste.. v

\ Extended [ Standard /

17.Close all windows that were opened.

18.eDellroot Certificate is now removed from the computer.
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