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Setup VM on VirtualBox

The below steps guides through to create Virtual Machine in VirtualBox.
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* In VirtualBox home screen go to Machine Menu and click on New (Machine -~ New), which

would open VM creation form window.
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* In VM creation Window set VM name, location to store machine config and logs. and OS type
desired(In our case it will be Linux) and version (Ubuntu 18.04).
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Create Virtual Machine

Mame and operating system

MName: |kp—|::i |

Machine Folder: |D:‘wmd v|

. ml
Type: | Linux - ,

Version: | Ubuntu (64-bit) -

Memory size

4 MB 24576 MB

Hard disk

(O Do not add a virtual hard disk

® Create a virtual hard disk now

(0 Use an existing virtual hard disk file

kp-dev.vdi (Normal, 32.00 GB) ™

Guided Mode Cancel

* Click on expert mode and set desired RAM(min 4GB)

» Select Option Create new Virtual Harddisk now and click create.
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Create Virtual Machine

Mame and operating system

MName: |kp—|::i | i

Machine Folder: |D:‘wmd v| l.

. ml
Type: | Linux - ,

Version: | Ubuntu (64-bit) -

Memory size

4 MB 24576 MB |

Hard disk

(O Do not add a virtual hard disk

® Create a virtual hard disk now

(0 Use an existing virtual hard disk file

kp-dev.vdi (Normal, 32.00 GB) ™

Guided Mode Cancel

* Provide directory location to store VM image, set Hard disk space required(min 20GB) and set
Fixed Size Mode so that we get better performance. Let the image type be default VDI. Then
click Create Button(It would take couple of minutes to create Allocate Image)



Create Virtual Hard Disk

File location

kp-ci | &

File size !
[] 60.00 GB | |

4.00 MB 2.00TE

Hard disk file type Storage on physical hard disk |

(®) VDI (VirtualBox Disk Image) (O Dynamically allocated

) VHD (Virtual Hard Disk) @® Fixed size

() VMDK (Virtual Machine Disk) Split into files of less than 2GB

() HDD (Parallels Hard Disk)
() QoW (QEMU Copy-On-Write)
O QED (QEMU enhanced disk)

Guided Mode Cancel

* Now, Double click on the VM Name in VBox home page. which start the VM.

* A option will popup to provide OS Image. Browse to OS image location and provide OS image
(ubuntu-18.04.1.0-live-server-amd64.iso). Then click on button start.



Select start-up disk

Flease select a virtual optical disk file or a physical optical drive
containing a disk to start your news virtual machine from.

The disk should be suitable for starting a computer from and

should contain the operating system you wish to install on the
virtual machine if you want to do that now. The disk will be
ejected from the wvirtual drive automatically next time you switch
the virtual machine off, but you can also do this yourself if needed
using the Devices menu.

Empty T

Cancel
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» After image is loaded, you will be asked to choose the language, set the desired language.
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Use UP, DOWM and ENTER keys to select your la

B ool =i @ M Right curl

* Next you will be prompted to select keyboard layout, let the default configuration be as it is.
Navigate to Done using tab and click enter.



Keyboard configuration

CT your keybo

[ Identify keyboard ]

Use UF, DOWW and EMTER k

B ool =i @ M Right curl

* Next you will be prompted to select Network interface, let the default configuration be as it is
will change it later on. Navigate to Done using tab and click enter.



Metwork connections

Confi gt e intert i C b . to other machines,
and u h e

[ Create bond » ]

B ool =i @ M Right curl

* Next setup hard drive by selecting option entire disk with LVM. CAUTION: When choosing LVM
make sure you’'ve selected added entire disk to VG by default in 18.04 4GB is selected. You can
add the Disk at later point as well.
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* Navigate through Configure Ubuntu Archive Mirror with default values.
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Configure Ubuntu archive mirror

If you use an alternative mirror for Ubuntu, enter its details here.

Mirror addr http://archive.ubuntu. com/ubuntu i

Ao i : : mirror that will be used ing

B ool =i @ M Right curl

* A summary window will shown describing the Disk Partitions, Navigate to Done option and
press Enter.
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* Next Profile setup window comes up, fill all the details.
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USED DEWICES
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Profile setup

Enter the username and p rd (or ssh identity) Jou will use to log in to the
system.

Your name:

S name:
The name it uses when it ta to other computers.

Confirm your p:

Import SSH identity: N O ¥ ]
Y ) s from Github or Launchpad.

Install in pr - ir C ing image from

Bak@o =@ § @ ® right cirl

* Once you navigate from profile setup window, it would take sometime to setup OS. Once Setup
completes, would prompt to install grub, select yes to install grub, finally after installation click
on Reboot
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Installation complete!

Finished install!
ount: mount-o

View full log ]
[ Beboot Mow ]
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Thank you for using Ubu
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Setup VM Network

We will add 3 Networks to VM, with first network being host only, second network being NAT and
final network being Bridged

¢ Shutdown the VM.

» Select the VM, Navigate to Machine — Settings and select tab Network.
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* Select Adapter 1 tab and set attached-to Host-Only Adapter and fill the details as show below.
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* Select Adapter 2 tab and set attached-to NAT and fill the details as show below.
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'E} kp-ci - Settings

[® =]

WRERSR AR O NLINI ]

General
System
Display
Storage
Audio
Metwork

Serial Ports
UsB

Shared Folders

User Interface

Network

Adapter 1 Adapter 2 Adapter3  Adapter 4

Enable Metwork Adapter
Attached to: Host-only Adapter -
Mame: |VirtualBox Host-Only Ethernet Adapter
% Advanced
Adapter Type: Paravirtualized Network (virtio-net)

Promiscuous Mode: | Allow All

MAC Address: |UBEI[]2?568FD2

| &

Cable Connected

Port Forwarding

oK

Cancel




E} kp-ci - Settings

[® =]

(=]

]

Storage

GDJ Audio

Bl Network
£ Serial Ports
£ use

[ | Shared Folders
]

User Interface

Network

Adapter 1 Adapter 2 Adapter3  Adapter 4
Enable Metwork Adapter
Attached to: |NAT -
Name:

% Advanced

Adapter Type: Paravirtualized Network (virtio-net)

Promiscuous Mode: | Deny

MAC Address: |EIBEI[]2?EEIB4E1

| &

Cable Connected

Port Forwarding

oK

Cancel

* Select Adapter 3 tab and set attached-to Bridged and fill the details as show below.
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& kp-ci - Settings @

E General Network
Iil System Adapter 1  Adapter 2  Adapter 3 Adapter 4
|E| Display Enable Network Adapter
Storage Attached to: | Bridged Adapter -
{D] Audio Mame: |Intel(R) Wireless-AC 9462 #2 ~
4

Iﬁ Network Advanced

Adapter Type: Paravirtualized Network (virtio-net) -
@ Serial Ports

Promiscuous Mode: | Allows All -

;{9 USB

MAC Address: |080027C32EBC | @
Ij Shared Folders rable Connected
Ifl User Interface Port Forwarding

OK Cancel

« Start the VM, login to the VM, execute below command and note down list of interface names.

$ ifconfig -a

* Open netplan yaml file at /etc/netplan/50-cloud-init.yaml and set static IP for host-only
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adapter and dhcp IP auto discovery for NAT and Bridged, For Host-only network before setting
up note down the subnet for Host only adapter from VirtualBox Network. You can also setup a
static IP from Bridge Network. A sample configuration is as shown below.



e

e & & =i (3 @ @ Right Ctrl

¢ Reboot the VM.

Install and setup GitLab on Ubuntu 18.04 server.

Install Gitlab

* Update packages

$ sudo apt-get update

* Install additional packages

$ sudo apt-get install -y curl openssh-server ca-certificates

* Add the GitLab package repository and install the package

Add the GitLab package repository.
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$ curl https://packages.gitlab.com/install/repositories/gitlab/gitlab-ce/script.deb.sh

\

| sudo bash

* Next, install the GitLab package. Change https://gitlab.example.com to the URL at which you
want to access your GitLab instance. Installation will automatically configure and start GitLab
at that URL. For https:// URLs GitLab will automatically request a certificate with Let’s Encrypt,
which requires inbound HTTP access and a valid hostname. You can also use your own
certificate or just use http://.

$ sudo EXTERNAL_URL="https://gitlab.example.com" apt-get install gitlab-ce

* Browse to the hostname and login.

On your first visit, you’ll be redirected to a password reset screen. Provide the password for the
initial administrator account and you will be redirected back to the login screen. Use the default
account’s username root to login.

Setup Email Address using Gmail.

* Enable 2-way Authentication by following the steps here

* Generate App code.

o

)

o

o

Go to your Google Account.
On the left navigation panel, click Security.

On the "Signing in to Google" panel, click App passwords. If prompted, enter your password.
o If you can’t get to the page, 2-Step Verification is:

= Not set up for your account

= Set up for security keys only
At the bottom, click Select app and choose the app you’re using.
Click Select device and choose the device you’re using.
Click Generate.

Follow the instructions to enter the App password (the 16 character code in the yellow bar)
on your device.

Copy the app password and click Done.

» Setup SMTP server on Gitlab

o

20

Open /etc/gitlab/gitlab.rb

$ sudo vim /etc/gitlab/gitlab.rb


https://gitlab.example.com
https://myaccount.google.com/signinoptions/two-step-verification/enroll-welcome

o Copy the below content and update email and password generated in previous step

gitlab_rails['smtp_enable'] = true
gitlab_rails['smtp_address'] = "smtp.gmail.com"
gitlab_rails['smtp_port'] = 587
gitlab_rails['smtp_user_name'] = "my.email@gmail.com"
gitlab_rails['smtp_password'] = "my-gmail-password"
gitlab_rails['smtp_domain'] = "smtp.gmail.com"
gitlab_rails['smtp_authentication'] = "login"
gitlab_rails['smtp_enable_starttls_auto'] = true
gitlab_rails['smtp_tls'] = false
gitlab_rails['smtp_openssl_verify_mode'] = 'peer'

gitlab_rails['gitlab_email_from'] = 'gitlab@example.com'
gitlab_rails['gitlab_email_reply_to'] = "noreply@example.com'

* Reload the configuration be executing below command
$ sudo gitlab-ctl reconfiqure

 Testing gitlab’s ability to send email

> Open Ruby console
$ sudo gitlab-rails console
- Execute below command after updating destination email address

> Notify.test_email('destination_email@address.com', 'Message Subject',
"<html><body>Message Body</body></html>").deliver_now

o Install JDK-8 as Jenkins LTS does not support JDK-11

Install OpenJDK 8/11 in Ubuntu 18.04

Below are the steps to install openjdk 8/11 in ubuntu 18.04. The default jdk shipped in ubuntu 18.04
is JDK-10.

* Add Java PPA Repository.
$ sudo add-apt-repository ppa:webupd8team/java

» Update apt cache.
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$ sudo apt update

* Now you can install openjdk-8 or openjdk-11 using below command.
$ sudo apt install openjdk-8-jdk

* Update Java alternatives.

$ sudo update-alternatives --install /usr/bin/java java usr/1lib/jvm/java-8-openjdk-amd64/bin/java 1000

Install Jenkins Server on Ubuntu
18.04

Prerequiste

« JDK-8

Installtion

» Update Jenkins key cache.
$ wget -q -0 - https://pkg.jenkins.io/debian/jenkins.io.key | sudo apt-key add -
* Add Repository.

$ sudo sh -c 'echo deb https://pkg.jenkins.io/debian-stable binary/ >
/etc/apt/sources.list.d/jenkins.list’

» Update package
$ sudo apt-get update
* Install Jenkins server

$ sudo apt-get install jenkins

This package installation will:
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Setup Jenkins as a daemon launched on start. See /etc/init.d/jenkins for more details.

Create a jenkins user to run this service.

Direct console log output to the file /var/log/jenkins/jenkins.log. Check this file if you are
troubleshooting Jenkins.

Populate /etc/default/jenkins with configuration parameters for the launch, e.g JENKINS_HOME

Set Jenkins to listen on port 8080. Access this port with your browser to start configuration.

If your /etc/init.d/jenkins file fails to start Jenkins, edit the /etc/default/jenkins
(r) to replace the line ----HTTP_PORT=8080---- with ----HTTP_PORT=8081---- Here,
et "8081" was chosen but you can put another port available.

While configuring on UI select Install recommended plugins.

Configure Email Notification using Gmail.

* Go to Manager Jenkins -~ Configure System.

* Goto Extending Email Notification section. Fill details as shown in below screenshot with your
email address. SMTP Server is smtp.gmail.com, select adavanced option and set username and
password(password should be your app code) set USE SSL with Port 465

Extended E-mail Notification
SMTP server smtp.gmail.com ®

Default user E-mail suffix

@gmail.com ®
¥ Use SMTP Authentication @
User Name your-email@gmail.com
Password
Advanced Email Properties

4

Use SSL ] ®
SMTP port 465 ®
Charset UTE-8
Additional accounts Add
Default Content Type HTML (texthtml) )

Use List-ID E-mail Header @]

Add ‘Precedence: bulk’ E-mail Header ®
Default Recipients ®
Reply To List your-email@gmail.com @
Emergency reroute ®
Allowed Domains ®
Excluded Recipients ®
Default Subject $PROJECT NAME - Build # $BUILD NUMBER - $BUILD STATUS! ®

* Goto E-mail Notification section. Fill details as shown in below screenshot with your email
address. SMTP Server is smtp.gmail.com, select adavanced option and set username and
password(password should be your app code) set USE SSL with Port 465
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E-mail Notification

SMTP server smitp.gmail.com

Default user e-mail suffix @gmail.com

¥ Use SMTP Authentication

User Name your-email@gmail.com

Password

Use SSL @

SMTP Port 465

Reply-To Address ypur-email@gmail.com

Charset UTF-8

¥ Test configuration by sending test e-mail

Test e-mail recipient destination@gmail.com|

Test configuration

o Use jenkins user while adding user to docker group.

Installation and configuration of
docker in Ubuntu 18.04

Install docker package

Below are the steps to install docker in ubuntu 18.04

* First update existing packages.

$ sudo apt update ; sudo apt upgrade

Install utility packages

$ sudo apt install apt-transport-https ca-certificates curl software-properties-
common

Add GPG key

$ curl -fsSL https://download.docker.com/1linux/ubuntu/gpg | sudo apt-key add -

Add docker repository to apt sources.

$ sudo add-apt-repository "deb [arch=amd64]
https://download.docker.com/1linux/ubuntu bionic stable"

» Update apt sources and install docker
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$ sudo apt update ; sudo apt install docker-ce
» Verify docker service is started.

$ sudo systemctl status docker

Enable docker command execution without sudo.

* We need to add user to docker group to enable docker command execution without sudo user.

- To add current user
$ sudo usermod -aG docker ${USER}
o Alternatively to add any other user
$ sudo usermod -aG docker <username>
» Verify if user is added to docker group by listing the groups the user is added to.
$ id -nG ${USER}
* Login to new session, now you can execute docker commands without need sudo access.

$ su - ${USER}

Install and setup NEXUS 3 on Ubuntu 18.04

* Download the NEXUS package

$ wget https://sonatype-
download.global.ssl.fastly.net/repository/repositoryManager/3/nexus-3.15.2-01-
unix.tar.gz

O Checkout for the latest version instead of 3.15

« Extract the file

$ tar -xzvf nexus-3.15.2-071-unix.tar.gz
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Move the file to /opt directory.

$ sudo mv nexus-3.15.2-01 /opt/nexus-server/nexus-3.15.2-01.

Create user nexus

$ sudo addUser nexus

Give sudo permission to user nexus

$ sudo usermod -aG sudo nexus

Change the ownersource,ship of the directory.

$ sudo chown nexus:nexus /opt/nexus-server

* In bin/nexus.rc assign the user between the quotes in the line below.

run_as_user="nexus"

* Create a file called nexus.service. Add the following contents, then save the file in the
/etc/systemd/system/ directory:

[Unit]
Description=nexus service
After=network.target

[Service]

Type=forking

LimitNOFILE=65536
ExecStart=/opt/nexus-server/nexus-3.15.2-01/bin/nexus start
ExecStop=/opt/nexus-server/nexus-3.15.2-01/bin/nexus stop
User=nexus

Restart=on-abort

[Install]
WantedBy=multi-user.target

* Activate the service with the following commands:
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sudo systemctl daemon-reload
sudo systemctl enable nexus.service
sudo systemctl start nexus.service

* Default username and password is admin and admin123 respectively with port beign 8081

Setup Maven Repository

We will not create maven repository additionally, NEXUS comes with a default configuration for
Maven with repositories.

Following are the repositories created for maven.

* maven-releases, for hosting your release artifacts locally.
* maven-snapsource,shots, for hosting your snapsource,shot artifacts locally.
* maven-central, a repository of type proxy that connects to central maven repository.

* maven-public, a repository of type 'group” which holds the above repository, we connect to this
repository from dev machine, the order of searching for artifacts as defined above.

Setup docker private registry

By default, the Docker client communicates with the repo using HTTPS. Since I didn’t have the
certificate, will use HTTP instead of HTTPS.

The Docker repo requires 2 different ports. We are going to use 8184 for pull from
o the proxy repo and 8185 for pull and pusource,sh to the private repo of release
and 8186 for pull and pusource,sh of snapsource,shots.

* Create a blob store.(optional)

Goto settings — repository — Blob stores — (Create blob store, provide name of the location,
path also can be customized. image::docker_blob_store_1.png|]

 Create a private repository for releases

Goto settings — repository — repositories — Create repository, a repository recipe page pops
up, select docker (hosted)

o Set name for the repository docker-release

o Choose HTTP type and set port to 8185

o Set anonymous docker pull (optional)

o Enable docker V1 API.

o Select previously created blob store from the dropdown.

> Deployment policy Disable redeploy

o Cleanup policy none.
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Mame: A unique ideniidier for this repasiony
k-docker-releasea

Cnlime: W If checked, the repositary accepts incoming requests

Repository Connectors

Connectors allow Docker cients to connect directly to hosted registries, but are not
aiways required. Consult our documentation for which conneclor is appropriate for your
use case. For information on scaling the repositaries see our scaling documentation.

HTTE:

Create an HTTP carnecior at specified port Momally used Hthe server Is behind a secure praxy.

w1 BIBS

HTTPS:

Creade an HTTPS connectar at specified port. Mormaly used i the server s caordigured for hiips.

Allow anonymous docker pull:

W' Allow anorymous dacker pull | Docker Bearer Token Realm required )

Docker Registry APl Support

Enable Docker V1 API:

w7 Allow clients 1o use the W1 AP o interact with this Repasitony

Storage

Blob store:
Blab store used 1o siore asset contends

k-docker-store
Strict Content Type Validation:

] Walidabe that all cantert upicaded to this repasiony s of a MIME byoe aparopriate for the regositary format

Hosted

Deployment policy:
Controls if deployments of and wpdaies to artidacts are allowed

Disable redeploy

Cleanup Policy

Awvailable cleanup policies:

Eolect a cleanup policy

Mone

Cancel

* Create a cleanup policy

Goto settings — repository — cleanup policies — create cleanup policy. set name, format to

'docker” and criteria as Last Downloaded before.
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@ Cleanup Policies / & create Cleanup Policy

v || Repository

2 Blob Stores Cleanup Policy
= Repositories Name:

A unigue name for the cleanup palicy
(D Content Selectors k-docker-snapshot-cleanup

= Cleanup Policies Format:

The format that this cleanup pelicy can be applisd to

¥ <& 1Q Server

docker -
B Server Notes:
Remove older snapshots
¥ & Security
™ Privileges Criteria
& Roles Published Before:
Restrict cleanup to components that were published to NXRM more than the given number of days ago. (Blob updated date)
2 Users
& Anonymous Last Downloaded Before:
Restrict cleanup to components that were last downloaded more than the given number of days ago. (Last downloaded date)
LDAP -
o « [30 :
¥} Realms

|=] SSL Certificates Preview results i Create Cleanup Policy

Create a private repository for snapsource,shots

Goto settings — repository — repositories — Create repository, a repository recipe page pops
up, select docker (hosted)

- Set name for the repository docker-snapsource, shots

> Choose HTTP type and set port to 8186

> Set anonymous docker pull (optional)

o Enable docker V1 APIL

> Select previously created blob store from the dropdown.

> Deployment policy Allow redeploy

o Cleanup policy to previously created policy.
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Name: A unique identdier faor this repasiony
k-docker-snapshots

Cnlime: w# H chacked, the repositary accepts incoming requests

Repository Connectors

Connectors allow Docker clients to connect directly to hosted registries, but are not
atways required. Consult ouwr documentation for which connecior is appropriate for your
use case. For information on scaling the repositaries see our scaling documentation.

HTTP:

Create an HTTP carmecior at specified port. Momally used i the server is behind a secure praxy.

» B126 -

HTTPS:

Create an HTTPS connectar at specified port. Mormaly used if the server is cardigured for hbips.

Allow anonymous docker pull:

w* Allow anorymous dacker pull | Docker Bearer Tolen Realm required §

Docker Registry APl Support

Enable Docker V1 API:

| Allow clients 1o use the W1API 1o interact with this Repasiony

Storage

Blob store:
Blab store used 1o store asset contanis

k-docker-store
Strict Content Type Validation:

] Walidate that all cantert uploaded to this repaskory is af a MIME type aparopriate for the regositarg foomet

Hosted

Deployment policy:
Controis if deployments of and wpdales to artidacs are allowed

Allow redeploy

Cleanup Policy

Available cleanup policies:
Solect a cleanup policy

k-docker-snapshot-cleanup

Cancel

* Create a proxy repository for docker hub

A repository that proxies everything you download from the official registry, Docker Hub. Next
time you download the same dependency, it will be cached in your Nexus.
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Goto settings — repository — repositories — Create repository, a repository recipe page pops
up, select docker (proxy)

Set primarily these parameters, name, remote storage(https://registry-1.docker.i0), docker
index to docker hub
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https://registry-1.docker.io

I Eﬂ Repositories / © select Recipe ! Create Repositony: docker {proxy)

Mama: & uniu deniifier ko dhin re pod oy
kcotiar-huts
I Oniline: " Fcheckes, ihe ipoakory cegis Nooming requesis
Repaository Connectars

Coramciovs abowe Dockoer chents fo connec! dvectly i bosfing negiiine, Sud ane nod
e sl Conad ow clog rrtimtient So v w for your
N o sealTg e A DLT SRV dosuTh TRl

HTTR:

Craie anHTTP connecicr st specified port Harmaly tsd i ihe serves i befinda wscrs gy

HTTPS:
Crauts anHTTPS connaciar ot spacibed porl. Kormally usad I the saresr i conligared for hiza

Allow anorpmous docker pull:
Allow sraryTeou dacker pull | Dockar Bearer Taken Raskm raguined )

Docker Registry AP Suppart
Enabie Dockar V1 AP

= v chanin in e the YAR io inbeeact mih Hin Repasiony

Praxy

Bamcts stomge:
Lozaiicn of fas mmone regoniary being preded
b v - Lk chowrin

WUsm i Kaoous trusbriore
U corificates wared b the Mass susisicn io conmect o scemsl rpses | i W cartibcints
Duocker Indas:
Lk prcocy regalry fepacilled atow|
= b Docker Huts

Cuslom indus

Unm The Heous rustiore

Use corificniss v in the Mens susivicrs io cormect o ecemal rpvems . ‘wrw carlib it

Blocked:
Dizck on e g y
Fufc blecking mmabied:
' Susic-block an e repal if e pear h deiecied m unieschabis'unrss ponsive

Pacimus companent sga:
Fom lang pn minuse) o cache ariflsca bedon- tha 4 i Felpme sould wae -1
Hal

Mazmur= mabsdaba age
Hos karg fr minses) 2 cache berta the ip v
Han

Storage

Hizh wione
Biob viore ueed to vicis sasst conienia

k-dnckaralom

Strict Content Type Validation:
o Valida e shai sl conber upinaded W this mpoakory kol a NIME fype sppropsisse for e epcakony fomat

Megative Cache

Mot iound ceche snabled
' Cactm respomas for conteni nol press in the proced recosiarny

Mot found ceche TTL:
Fom lang o cache the Mol that s fe v not found in e eposiony Jin minuies)]
Hal

Cleanup Policy

Snemilnkle ceanug policie
Selaci a cleanup policy
ket r-in s hot-clisarup

HTTP

HTTP requast setings

* Create Group Repository.
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This will group all the above repos and provide you a single URL to configure your clients to
download from to.

Goto settings — repository — repositories — Create repository, a repository recipe page pops
up, select docker(group)

- Set name for the repository docker-public

> Choose HTTP type and set port to 8184

o Set anonymous docker pull (optional)

o Enable docker V1 APIL.

o Select previously created blob store from the dropdown.

o Finally add docker-release, docker-snapsource,shots and 'docker-hub™ in order as
source,shown below.
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t‘_‘J Repositories ! [ Select Recipe /£ Create Repository: docker (group)

Mame: A unique idenifier for this reposiony
k-docker-public

Online: W If checked, ihe repastiory accapts ncoming requests

Repository Connectors

Connectors aliow Docker clients fo connect directly to hosted registries, but are not
always required. Conswll our documentation for which connector is appropriate for youwr
usa case. For information o scaling the repositones see ow scaling documentation.

HTTE:
Creaia an HTTP conmectar ot specified pot. Homally used i the server i behind o secure prosy

W Bi84 "

HTTPS:
Creaia an HTTPS connacior o spedfied pan. Mormnally used IF tha servar s cordgured far Fitps.

Allow anonymous docker pull:

w Al ancmymous dockar pul | Dockar Bearar Tokan Raalm reguined |

Docker Registry APl Support

Enable Docker WV AP

o Alra cliorits to uss tha V18P £0 imoract vith this Repasiany

Storage

Bleb store:
Blal st0ne Lsed 10 stane smsel conterts

k-docker-stare

Strict Content Type Validation:

o \mildata that all contant wplcadad b this reposkory is of & MIME type appropeiae for the repostiony famat

Group
Member repositorles:
Eglect and andar tha repesitaries that are part of this growp
fwallable Members
Filter [ k-dacker-release

k-docker-snapshots

k-docker-hub

IEE]

Cancel

* To enable anonymous pull goto settings — security — realms, add docker Bearer token Realm.
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Adminlstration
_ Realms Manage the active security realms and their order

¥ | Repository

(&l Blob Stores Active realms:
- Avallable Active
I Repasitories
Fitter Local Authenticating Realm
D Content Selectors
Local Autharizing Realm
LDAR Realm i

& Cleanup Palicies npm Bearar Token Realm E] Docker Bearer Token Realm

w &) |1Q Server MuGet API-Key Realm

Rut Auth RBealm

4 Server

LBE

v & Security
™ Privileges
2 Rales

2 Users |

& Ananymous

{0 Loap

= |58l Cartifirates

Setup dev machine to use HTTP protocol.

To interact with your repo, the first thing is to configure the Docker daemon in your machine to
accept working with HTTP instead of HTTPS.

« If its ubuntu machine open/create /etc/docker/daemon. json add following details:

{
"insecure-registries": [
"kp-ci:8184",
"kp-ci:8185",
"kp-ci:8186"
1,
"disable-legacy-registry": true
}

e Restart docker daemon service.

$ sudo systemctl restart docker

Create user with deployment privileges.

 First we need to create custom role before creating a user, goto settings — security — Roles -
Create Role = New Role. Add role Id and role name. and also and below list of privileges.

o nx-blobstores-all

> nx-component-upload(most probably this source,should alone with view source,should
suffice, though I did not test)

o nx-repository-admin---*
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o NX-repository-view---*

* Next goto settings — security — users — create user, a new popup comes prompting for user
details fill all the details and set status to Active and also add the role created at previous step
by moving the role from left hand side box to right hand side box.

Install Helm Repository.

Build from source code.

* Clone the project.

git clone https://github.com/sonatype-nexus-community/nexus-repository-helm.git
* change directory

cd nexus-repository-helm
* Build the source.

$ mvn clean package -DskipTests

(;) If you want stable release checkout by last released version tag.
w
Enable Helm repository

» Copy the bundle from target to Copy the bundle into
<nexus_dir>/system/org/sonatype/nexus/plugins/nexus-repository-helm/0.0.7/nexus-repository-
helm-0.0.7.jar

sudo mkdir -p /opt/nexus-server/nexus-3.15.2-

01/system/org/sonatype/nexus/plugins/nexus-repository-helm/0.0.7/

sudo target/nexus-repository-helm-0.0.7.jar \
/opt/nexus-server/nexus-3.15.2-01/system/org/sonatype/nexus/plugins/nexus-

repository-helm/0.0.7/

sudo chown nexus:nexus -R /opt/nexus-server/nexus-3.15.2-

01/system/org/sonatype/nexus/plugins/nexus-repository-helm/0.0.7/

* Update 0SGi1 feature by updating features.xml at
<nexus_home>/system/org/sonatype/nexus/assemblies/nexus-core-feature/3.15.2-01/nexus-core-
feature-3.15.2-01-features.xml

o Add entire highlighted line under nexus-core-feature section.
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<feature name="nexus-core-feature"
description="org.sonatype.nexus.assemblies:nexus-core-feature"
version="3.15.2.01">

<details>org.sonatype.nexus.assemblies:nexus-core-feature</details>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-audit-plugin</feature>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-blobstore-tasks</feature>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-ssl-plugin</feature>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-coreui-plugin</feature>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-repository-httpbridge</feature>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-repository-maven</feature>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-repository-npm</feature>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-repository-pypi</feature>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-repository-raw</feature>

<strong><feature version="0.0.7" prerequisite="false" dependency=
"false">nexus-repository-helm</feature></strong>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-restore-maven</feature>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-blobstore-s3</feature>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-restore-npm</feature>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-restore-pypi</feature>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-restore-raw</feature>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-script-plugin</feature>

<feature version="3.15.2.01" prerequisite="false" dependency="false"
>nexus-task-log-cleanup</feature>

<feature prerequisite="true" dependency="false">wrap</feature>
</feature>

o Add below xml section either below nexus-core-feature or just above </features

<feature name="nexus-repository-helm"
description="org.sonatype.nexus.plugins:nexus-repository-helm" version="0.0.7">
<details>org.sonatype.nexus.plugins:nexus-repository-helm</details>
<bundle>mvn:org.sonatype.nexus.plugins/nexus-repository-helm/0.0.7</bundle>
</feature>
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* Once features.xml file is updated restart the nexus service.

$ sudo systemctl restart nexus.service

 Verify nexus service start is successful.

$ sudo systemctl status nexus.service

Create a hosted Helm repository

Current implementation supports hosted and proxy repositories, and does not support group, We
will be creating only hosted helm repository, creating proxy should be straight forward.
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Create blob to store helm packages.

Go to settings — repository — Blob stores — Create blob, fill the blob name, if required change
the path keep the blob store directory/path as is.

.:) Sonatype Nexus Repository Manager
055 3.15.2.01

v &

Administration 52 Blob Stores / & create blob store

v £ Repository

Type:
File

& Biob Stores

| Repositories

Name:
© Content Selectors Kehelmestore
¢ Cleanup Policies Enable Soft Quota

v @ IQ Server path:

[ server
v 0 secuny
& Privileges
2 Roles
& users
& Anonymous
i Loar
Realms
= SSL Certificates
v i3 Support
v [§ Logging
L} Log Viewer
@ Metrics
[ Status
[§ Support ZIP
@ system Information

v & System

@ ap

Create helm local repository.

Go to settings — repository — Repositories — Create Repository, and select helm(hosted) from
list of repositories. Set the desired name and the also set the blob name that was created in
previous step.



0 Sonatype Nexus Repository Manager
0S5 3.15.2-01

Administration = Repositories ! Select Recipe / Create Repository: helm (hosted)

v [ Repository

& Blob Stores Name: Aunique identfier for th
helm-local

& Repositories Online: At checked. the repo: ing requests

© Content Selectors

Storage
& Cleanup Policies

v ) IQ server

[ server
Strict Content Type Valldation:
o O sy 1 Validate that all content uploaded to this repasitory is of a MIME type appropriate for the repository format
) Privileges
Hosted
2 Roles
o Deployment policy:
& Users Controts if deployments of and updates to o
4 Anonymous Disable redeploy -
$ oap
Create repositor Cancel
Reaims
=| SSL Certificates
w i3 support
v [& Logging

L} Log Viewer
@ Metrics
[ Status
[l support ZIP
@ System Information
w {8 System

@ APl

Steps to Integrate Gitlab with Jenkins

Jenkins Server configuration

Install Plugins

* Goto Manage Jenkins — Manage Plguins — Available Tab and install following plugins.
o Violation Comments to GitLab
o GitLab
> Blue Ocean
> Common API for Blue Ocean
o Config API for Blue Ocean
> Dashboard for Blue Ocean
o Events API for Blue Ocean
o Git Pipeline for Blue Ocean
o JWT for Blue Ocean
o Personalization for Blue Ocean
o Pipeline implementation for Blue Ocean
o REST API for Blue Ocean
o REST Implementation for Blue Ocean
> Web for Blue Ocean

o Blue Ocean Pipeline Editor
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o Blue Ocean Executor Info
o Pipeline SCM API for Blue Ocean

o docker

o

HTML Publisher

o Pipeline Utility Steps

Create User for Gitlab

We need to create a user in Jenkins, such that when a JOBs executed by this user, when JOB is
triggered by Webhooks from Gitlab.

» Goto Manager Jenkins — Manage Users — (Create User and add user details.

Jenkins-to-GitLab authentication

This auth configuration is only used for accessing the GitLab API for sending build
status to GitLab. It is not used for cloning git repos. The credentials for cloning

o (usually SSH credentials) should be configured separately, in the git plugin. This
plugin can be configured to send build status messages to GitLab, which show up
in the GitLab Merge Request Ul To enable this functionality:

* Create a new user in GitLab

* Give this user 'Developer’ permissions on each repo you want Jenkins to send build status to
* Log in or Tmpersonate’ that user in GitLab, click the user’s icon/avatar and choose Settings

* Click on 'Access Tokens'

* Create a token named e.g. 'jenkins' with 'api' scope; expiration is optional

* Copy the token immediately, it cannot be accessed after you leave this page

* On the Global Configuration page in Jenkins, in the GitLab configuration section, supply the
GitLab host URL, e.g. http://your.gitlab.server

e Click the 'Add' button to add a credential, choose 'GitLab API token' as the kind of credential,
and paste your GitLab user’s API key into the 'API token' field

e Click the 'Test Connection' button; it should succeed.

Jenkins-to-Gitlab Clone AUthentication

We need to Add SSH key to enable Jenkins to clone repositories.

* Generate SSH public/private key using below command
$ ssh-keygen -t rsa

* Goto Manage Jenkins — Configure Credentials — Credentials — ~ System  — Global Credentials
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http://your.gitlab.server

— Add Credentials
» Select Kind as ssh username with private key
 Set the username generate in previous section.
* SetID
» Select option private key enter directly and add key from cat ~/.ssh/id_rsa
* Provide pass phrase if you've added
* And click ok
* Now login to Gitlab with user created in previous section.
* On Top right corner click on User Avatar — Settings and then on 'SSH Keys'.

* Add the public key from output of cat ~/.ssh/id_rsa/pub

Create Project and configure project settings in Gitlab.

* Now create a sample Project with Jenkinsfile in Gitlab.

pipeline {
agent any

stages {
stage('Hello') {

steps {
echo "Hello from Jenkins pipeline'

}

Add Build User to the project with role Developer
* Goto Jenkins Server and create new multibranch project say k-sample-ci-project

* In Branch Sources section select Git

Provide the git clone URL of the Gitlab project. git@localhost:k-projects/sample-ci-project.git

Select Credentials as Git SSH User added in previous section.

e Click Save

Adding Webhook.

* Log in as that user (this is required even if you are a Jenkins admin user), then click on the
user’s name in the top right corner of the page

* Click Configure — API Token — Add new Token then 'generate’, and note/copy the User ID and API
Token
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* Now goto Gitlab Project &#8594; <code>settings</code> &#8594; <code>Integration</code> add
the webhook <code><a  href="http://localhost:8182/project/&lt;jenkins_project_name&gt"
class="bare">http://localhost:8182/project/&lt;jenkins_project_name&gt</a>;</code>, and api
token from previous step. click the 'Test' button, and it should succeed and trigger a JOB.

To prevent this type of exploitation from happening, starting with GitLab 10.6, all
Webhook requests to the current GitLab instance server address and/or in a
private network will be forbidden by default. That means that all requests made to
A 127.0.0.1, ::1 and 0.0.0.0, as well as IPv4 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16 and
IPv6 site-local (ffc0::/10) addresses won’t be allowed.
This behavior can be overridden by enabling the option “Allow requests to the
local network from hooks and services” in the “Outbound requests” section inside
the Admin area under Settings (/admin/application_settings/network)

Steps to Integrate Jenkins with Gitlab

The below steps details, how to build maven project( specifically a spring boot project) and create a
image out of it and publish the image to NEXUS.

A sample spring boot project with Jenkins declarative pipeline and Dockerfile can be accessed from
here

Import the above project to gitlab server directly and configure the project detailed through in
previous section to integrate gitlab and Jenkins.

(r) Make sure while setting up webhook to select the trigger when merge request is
- created.
Add NEXUS deployer credentials.

Goto manage jenkins — configure credentials — credentials — system — global credentials — Add
credentials. choose kind username and password and add all details.

set the id to Deployer as it is hardcoded to Jenkinsfile.(The hardcode is required

o since we will be using multiple docker registry for release and snapshots. If a
single registry is used we can directly configure the docker registry url and
credentials in configure system — docker section.)

Add Environment variables related to docker registry.

Goto manage jenkins — configure system, environment section. add below environment variables.

Field Value
DOCKER_RELEASE_REGISTRY kp-ci:8185
DOCKER_RELEASE_REGISTRY_URL http://kp-ci:8185/
DOCKER_SNAPSHOTS_REGISTRY kp-ci:8186
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https://github.com/kprasad99/documents.git
http://kp-ci:8185/

DOCKER_SNAPSHOTS_REGISTRY_URL http://kp-ci:8185/

0 We are configuring here release and snapshot registry urls.

Testing.

* Clone the project from the gitlab.

* Make any dummy change.

* Push the changes to gitlab.

* AJenkins job should get triggered as soon as you pushed the changes to Gitlab.
* Create a merge request.

* Merge the change.

Another Jenkins job should get triggered as soon as merged to master.

At the end of the job a docker image must be pushed to NEXUS.

* Now use below command to pull the image and run the container.

$ docker pull kp-ci:8184/apps/k-ci-sample

r . . .
O Here we are using public port to access the image not release/snapshot port.
w

Job might fail while running stage build images with error message related to
o version security issue. Goto manage jenkins — In-proccess script approval,
approve any pending approvals.


http://kp-ci:8185/
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