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Nuterpayma GNU/Linux IPA ¢ Microsoft Active
Directory

Otaeny IT B komnaHum "PuK" 6blna nocrtaBieHa 3ajava LLEeHTPaAn30BaHHOMO YNpaBaeHNs yYeTHbIMU JaHHbBIMU
BCeX paboumnx cTaHuuin 1 cepBepoB, paboTatowmx kak GNU/Linux, Tak n Ha Microsoft Windows. B komnaHuu B
JaHHbIA MOMeHT paboTaeT Active Directory somMeH 1 Bce cepBepa 1 paboune ctaHumm ¢ Microsoft Windows
6blan fobaBneHbl B Hero. Heob6xoaMMo HacTpoWTb LEeHTPannM30BaHHYO ayTeHTUdMKALMIO KakK KAWEHTOB, TakK U
cepBepoB. [lna pelueHnsa gaHHoW 3agaun co ctopoHbl GNU/Linux 6611 BeibpaH FreelPA cepep. Takxe
npegnonaraeTca HaCTPOUTb LLEHTPaM30BaHHOE yrpaB/ieHre NpaBamMun JoCTyna, 1 npasuaamm sudo ans

KJVEHTOB 1 CEepBEpPOB.
Mo OKOHUYaHWIO AaHHOW N1abopaToOpPHOM PaboTbl Bbl CMOXETE:

® YcraHoBWUTb N HacTpouTb FreelPA cepsep

¢ Co3pgaBaTb No/b30BaTeNel, rpynnbl, HACTPOWUTb NAPOJIbHbIE MOJAUTUKM.

* HactpouTb aByxdakTOpHYHO ayTeHTUbMKaL MO Npu BXOAe.

® YcraHoBuTb kaneHTa FreelPA n nogkntounts komnbroTep y FreelPA gomeny.

® YnpaBaaTb NO/b30BATENAMM W FPynnaMm XOCTOB.

* VHTerpupoBaTb FreelPA c Active Directory.

* Hactpoutb poaun 1 npaBa agMmuHucTpatopos FreelPA gomeHa.

¢ Co3patb BbICOKOAOCTYMHYHO KOHbUrypaumio FreelPA gomeHa, cOCTOALLYHO U3 ABYX CEPBEPOB C
HaCTPOEHHOV penankaLmen.

* Hactpoutb Web, Smb, Nfs cepBucbl Ha paboTty coBmecTHO ¢ FreelPA someHoM.

OrnasneHune

® UHTerpaums GNU/Linux IPA ¢ Microsoft Active Directory
® OrnaenieHune
© YnpaxHeHue 1: YcTaHOBKa 1 HacTpoiika FreelPA cepsepa n foMeHa
® 3agava 1: MNpegBapuTenbHas NOAroTOBKa paspeLleHns MeH 1 YCTaHOBKa NakeToB
® 3apava 2. Hactpowka FreelPA cepsepa
= 3apauva 3. [poBepka yCcTaHOBKM Ha OLWMOKN. PelleHre TMNoBbIx Npobaem
© YnpaxHeHue 2: Co3zaHne Nosb3oBaTeNel, HacTpoka NaposibHbIX NoANTUK. JByxdakTopHas
ayTeHTndbMnKaumns
= 3azaua 1: YnpaBneHve noab3oBaTenamm
® 3ajauva 2: HacTtpowka naposibHbIX MOAUTLK
® 3azaua 3: Hactpoiika FreeOTP Ha FreelPA cepsepe
= HacTpoika aByxdakTopHoi ayteHTUduKaumnm FreeOTP Ha IPA cepeepe

= Peructpaums OTP TokeHa 6e30MacHOCTM B MPUIOXKEHMM
® [poBepka BxoAa C MOMOLLbI OAHOPA30BOro Napons

© YnpaxHeHue 3: lMogkntoueHne cepBepoB 1 paboumx ctaHumii K FreelPA someHy

= 3azava 1: MogkntoueHre K JOMeHyY. YCTaHOBKA M HACTPOlKa NakeToB
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= 3ajauva 2. YcTaHoBka HacTporka Samba, NFS n HTTP Apache cepBr1cOB, MHTErpUpOBaHHbIX
c IPA
" YcTaHOBKa nakeToB, co3aaHune SPN-3anucel, reHepauusa keytab-pannos
= Hactpowika NFS cepBepa ¢ nogaep>kor ayteHTudmnkaumm Kerberos n autofs
("Kerberized NFS Server")

= Hactpowika OpenSSH cepBepa ¢ noaaepxkor ayteHTudunkaumm Kerberos
® Hactpoiika Samba cepsepa c sssd 1 ayTeHTUbMKaLmen |PA
= Hactpoiika Beb cepepa Apache c HTTPS u Kerberos ayteHTudunkaumnei

© YnpaxHeHue 4: YnpaBaeHue rpynnamMu noib3oBaTenein n xoctos

0 YnpaxHeHue 5: VIHTerpaumsa IPA gomeHa c Active Directory

OnwucaHwue TecToBON Cpeabl

dc1.domain.com |:1 72.25.0.100 172.25.0.1 O:I ipa.example.com

172.25.0.1‘1]_

srv.example.com

172.25.0.1101

g I:172.‘16.0.0I24
ARRRER. O

— AR

cl.example.com

172.25.0.20}

wincl.domain.com

MpeanonoxutenbHoe Bpems: 1 yac 30 MUHYT BupTyanbHble MaluvHbI: ipa.example.com, cl.example.com,

srv.example.com, dc.domain.com, wincl.domain.com

Jornn Maponb
root redhat
vagrant vagrant

DOMAIN\vagrant  vagrant

YnpaxHeHue 1: YctaHoBKa u HacTpoika FreelPA cepsepa n gomeHa

B AaHHbIA MOMeHT B kKoMnaHum "PuK" He yctaHoBneH FreelPA cepsep u gomeH. HeobxoarMMO Npoun3BecTy ero

YCTaHOBKY W NpeABapuUTe/IbHYO HAaCTPOWMKY.

1. MpepBaputenbHas NOArOTOBKA pa3peLLleHNs MMEH 1 YCTaHOBKa NakeToB
2. Hactpoiika FreelPA cepsepa
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3. NpoBepka yCTaHOBKM Ha OWKOKN. PeleHre TMNOBbIX Npobaem.

3ap,aL|a 1 I'Ipep,BapMTeanaﬂ noaroToBkKa paspeweHna MMeH N yCTaHOBKaA MNakeToB

BbinoaHWTe BXOA B CUCTEMY Ha BUPTYanbHOM MalLVHe , ICMONb3YA YYETHYHO 3anunchb
¥ naposb

Y6eputech, uto B paiine /etc/hosts HaxoAaTCs CTPOKM

127.0.0.1 localhost.localdomain localhost
172.25.0.10 ipa.example.com ipa

Ecnav B paiine yxe cylyectBoBaAv CTPOKM C TEKCTOM 1pa, TO 3aMeHUTe UX. ECam Takmx CTpok TaMm HeT, To

AobaBbTe UX.

[vagrant@ipa ~]$ sudo sed -i /.*ipa.*/d /etc/hosts
[vagrant@ipa ~]$ sudo '172.25.0.10 ipa.example.com ipa' >> /etc/hosts

Hactpoum pa3spelueHune nmeH cepBepa Ha localhost.

[vagrant@ipa ~]$ sudo nmcli conn modify System\ eth® ipv4.ignore-auto-dns
[vagrant@ipa ~]$% sudo nmcli conn up System\ ethe

YcraHoBwWTe nakeTbl, Heobxoaumble ans FreelPA cepeepa

[vagrant@ipa ~]$% sudo yum -y install bind bind-utils bind-dyndb-ldap ipa-server
ipa-server-dns

3apayva 2. Hactpouika FreelPA cepsepa

1. 3anycTuTe HaCTPOIiKY 13 13 NOZA Cynepnosib3oBaTes

[vagrant@ipa ~]$ sudo ipa-server-install --setup-dns --ssh-trust-dns --mkhomedir -
-allow-zone-overlap

OTBeTbTe Ha BOMPOCHI NOMOLWHWKa TakK, Kak MoOKasaHO B npuMmepe

Server host name [idm-server.example.com]: <Enter>
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Please confirm the domain name [example.com]: <Enter>
Please provide a realm name [EXAMPLE.COM]: <Enter>
. Directory Manager password: < "password" >

Password (confirm): < "password" >

IPA admin password: < "password" >
Password (confirm): < "password" >

Do‘you want to configure DNS forwarders? [yes]: Yes

éééer IP address for a DNS forwarder: <Enter>

6é.you want to configure the reverse zone? [yes]: Yes
ééétinue to configure the system with these values? [no]: Yes

Domain name: example.com

B KOHLLe MacTepa LOKHbI MOAYUUTb MPUMEPHO TakKoe COObLLEeHNe

The IPA Master Server will be configured with:

Hostname: ipa.example.com
IP address(es): 172.25.0.10
Domain name: example.com
Realm name: EXAMPLE .COM

BIND DNS server will be configured to serve IPA domain with:
Forwarders: No forwarders

Forward policy: only

Reverse zone(s): ©.25.172.in-addr.arpa.

Continue to configure the system with these values? [no]: Yes

The ipa-client-install command was successful

Setup complete

Next steps:
1. You must make sure these network ports are open:

TCP Ports:
* 80, 443: HTTP/HTTPS
* 389, 636: LDAP/LDAPS
* 88, 464: kerberos
* 53: bind

UDP Ports:
* 88, 464: kerberos
* 53: bind
* 123: ntp
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2. You can now obtain a kerberos ticket using the command: 'kinit admin'’
This ticket will allow you to use the IPA tools (e.g., ipa user-add)
and the web user interface.

Be sure to back up the CA certificates stored in /root/cacert.pl2
These files are required to create replicas. The password for these
files is the Directory Manager password

[vagrant@ipa ~]$

[vagrant@ipa ~]$% sudo nmcli conn modify System\ ethl ipv4.dns 127.0.0.1
[vagrant@ipa ~]$ sudo nmcli conn up System\ ethl

Bmecte ¢ FreelPA cepBepoM yCTaHOBMANCH HEKOTOPbIE AOMONHUTENBbHbIE CYXKObI, Takne Kak

, . . , M 1.4. NpoBepuM yTnamMTomn , uTo
Nx cy>6bl 3anyLLeHbl 1 paboTatoT. C NOMOLLBHO YTUAUTBI Bbl MOXeTe yNpaBAATb BCeMU Cly>bamm
cepBepa, YTo MMeHOT OTHoLeHMe K paboTe FreelPA.

[vagrant@ipa ~]$ sudo ipactl status
Directory Service: RUNNING

krb5kdc Service: RUNNING

kadmin Service: RUNNING

named Service: RUNNING

httpd Service: RUNNING

ipa-custodia Service: RUNNING

ntpd Service: RUNNING

pki-tomcatd Service: RUNNING
ipa-otpd Service: RUNNING
ipa-dnskeysyncd Service: RUNNING
ipa: INFO: The ipactl command was successful

Mposepum, uto DNS PTR 3anuvcu B o6paTHOM 30He dns 6yayT co3paBatbCs/
OBHOBAATLCA NPU NPUCOANHEHNN KOMMbIOTEPOB.

[vagrant@ipa ~]$% kinit admin
[vagrant@ipa ~]$ ipa dnszone-mod example.com --allow-sync-ptr=true
Zone name: example.com.
Active zone: TRUE
Authoritative nameserver: ipa.example.com.
Administrator e-mail address: hostmaster.example.com.
SOA serial: 1536572066
SOA refresh: 3600
SOA retry: 900
SOA expire: 1209600
SOA minimum: 3600
Allow query: any;
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Allow transfer: none;
Allow PTR sync: TRUE

Konwus Bcex coobueHunii nuwetca B Gaiin xypHana /var/log/ipaserver-install.log.

OTkpoem Heobxoanmble nopThl ana FreelPA cepsepa B firewalld

[vagrant@ipa ~]$ sudo firewall-cmd --add-service=http --permanent

[vagrant@ipa ~]$% sudo firewall-cmd --add-service=https --permanent

[vagrant@ipa ~]$ sudo firewall-cmd --add-service=freeipa-1ldap --permanent
[vagrant@ipa ~]$ sudo firewall-cmd --add-service=freeipa-ldaps --permanent
[vagrant@ipa ~]$% sudo firewall-cmd --add-service=freeipa-replication --permanent
[vagrant@ipa ~]$ sudo firewall-cmd --add-service=freeipa-trust --permanent
[vagrant@ipa ~]$ sudo firewall-cmd --add-service=kerberos --permanent
[vagrant@ipa ~]$ sudo firewall-cmd --add-service=dns --permanent

[vagrant@ipa ~]$ sudo firewall-cmd --add-service=ntp --permanent

[vagrant@ipa ~]$ sudo firewall-cmd --reload

3apaua 3. NpoBepka ycTaHOBKM Ha ownbku. PelneHne TMNOBbIX Npo6aem

MpoaenainTe pericteua Ha: cl.example.com

* 3ananTte NHTEpaKkTMBHO B cpesy paboyero ctona "Gnome Enviroment"c nornHom M naponem

® OrtBeTbTe MO YMO/NUYaHMIO Ha BOMPOChl MacTepa HayanbHOW HacTporkn "Gnome Enviroment".
* HacTtpoiTe pa3pelueHune nMeH dns yepes ipa cepeep

3anyctute "Gnome Terminal” n gaiiTe KomaHabl

[vagrant@cl ~]$% sudo nmcli conn modify System\ eth@ ipv4.ignore-auto-dns true
[vagrant@cl ~]$ sudo nmcli conn up System\ ethe

[vagrant@cl ~]$% sudo nmcli conn modify System\ ethl ipv4.dns 172.25.0.10
[vagrant@cl ~]$ sudo nmcli conn up System\ ethl

Y6eauntech, uto dann /etc/resolv.conf Tenepb coaep>KMT Takme CTPOKM.

[vagrant@ipa ~]$ cat /etc/resolv.conf

# Generated by NetworkManager
search example.com
nameserver 172.25.0.10
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MpoBepuM, UTO NMSs cepBepa Tenepb pPa3peLLaeTcs CO CTOPOHbI KJIMEHTA.

[vagrant@cl ~]$ nslookup ipa.example.com
Server: 172.25.0.10
Address: 172.25.0.10#54

Name: ipa.example.com

Address: 172.25.0.10

* [IpoBeprM BO3MOXHOCTb MOAKAUNTLCA K Be6-nHTepdeincy HacTpoliku FreelPA cepeepa ¢ MOMOLLbIO

Beb-6pay3epa.

3anycTute n otkponTe https://ipa.example.com. B okHe "Your Connection is not
secure" HaxxmuTe Advanced --> Add Exception... --> Confirm Security Exception. B dopme goctyna BeeguTe
paHee yKasaHHbI/ B MacTepe HaCTPOMKWN NorvH agmuHuctpatopa FreelPA gomeHa “ ero naposb

. ,ﬂ,OJ’I)KHO NMoABUTbCA TaKOe OKHO.

Identity Management - Mozilla Firefox - o X

i Identity Management X |+

&« c (@ # https://ipa.example.com/ipa/ui/i/e /user/search = @ 1y N D

.ﬁ freelPA & Administrator ~

Identity Policy Authentication Network Services IPA Server

Users Hosts Services Groups ID Views Automember ~

: = Active users

Stage Users | Q 2 Refresh || [ Delete || +Add | =Disable || + Enable || Actions v
Preserved users [0 userlogin First name Last name Status uiD Email address Telephone Number Job Title
O | admin Administrator + Enabled 1896200000

Showing 1 to 1 of 1 entries,

Beb6-nHTepdelic FreelPA cepeepa MynbTuA3blveH. Pycckinin a3bik B Beb6-UHTEpdeca MOXHO oTobpasnTb, ecam
B HacTpouikax 6bpaysepa B crivcke NpeanoYmTaeMblxX A3bIKOB A8 3anpalluBaeMblX CTpaHuWL, 406aBWUTb NepBbIM

"Pycckmnin s3bik"
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Preferences - Mozilla Firefox
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¥ Identity Management X | 3% Preferences X

+

N
&~ = G o ‘ &) Firefox | about:preferences
h S

Languages

Web pages are sometimes offered in more than one language.

Choose languages for displaying these web pages, in order o

preference

English/United States [en-us]

English [en]

Select a language to add...

Move Down

Moka Mbl TONbKO NPOBEPUIM BO3MOXHOCTb OTKPbITb BED-MHTEpdelc. Hnyero genatb BHyTPU NoKa HeT

HeobxoaMMOCTW.
MpogenanTte ageicTBna Ha : ipa.example.com

* Tlonyunte 6unet Kerberos

[vagrant@ipa ~]$ kinit admin

Password for admin@EXAMPLE.COM:
[vagrant@ipa ~]$ klist

Ticket cache: KEYRING:persistent:1000:1000
Default principal: admin@EXAMPLE.COM

Valid starting Expires

81/59
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* [lpoBepbTe co3aaHHble pecypcHble 3anncu Ha DNS cepsepe

[vagrant@ipa ~]$ ipa dnszone-find
Zone name: ©.25.172.in-addr.arpa.
Active zone: TRUE
Authoritative nameserver: ipa.example.com.
Administrator e-mail address: hostmaster.example.com.
SOA serial: 1536149776
SOA refresh: 3600
SOA retry: 900
SOA expire: 1209600
SOA minimum: 3600
Allow query: any;
Allow transfer: none;

Zone name: example.com.

Active zone: TRUE

Authoritative nameserver: ipa.example.com.
Administrator e-mail address: hostmaster.example.com.
SOA serial: 1536149809

SOA refresh: 3600

SOA retry: 900

SOA expire: 1209600

SOA minimum: 3600

Allow query: any;

Allow transfer: none;

[vagrant@ipa ~]$ ipa dnsrecord-find example.com --name=ipa --all
dn: idnsname=ipa,idnsname=example.com.,cn=dns,dc=example,dc=com
Record name: ipa
Time to live: 1200
A record: 172.25.0.10
SSHFP record: 1 1 B4A11E2F2AFB8S8EF4F3ACF513C199BO51EASAB7A4, 1 2
C80E2D1676FDF8D544370566D2EE20BD6D41F7434314D6C668019A0D 65AAD7AS,
31
20522BE298E2ED3OEA8C3330AD8B3C5714889F3D, 3 2
58E31BACE©®277621DE153B24A82E3FB5C5A715DFBCOES5F1D94F4D90
73BD2B4E, 4 1 7A0D4855C74COBE213E8968DOCESADEE6EDS5CO63, 4 2
F34432C411D5DDEBO325AFC2C1C7032D36D87330982B96484EF0313B 7DC58B29
objectclass: top, idnsrecord

* [lpoBepbTe HACTPOWKMN MO YMONUAHUIO

[vagrant@ipa ~]$% ipa config-show
Maximum username length: 32
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Home directory base: /home

Default shell: /bin/sh

Default users group: ipausers

Default e-mail domain: example.com

Search time limit: 2

Search size limit: 100

User search fields: uid,givenname,sn,telephonenumber,ou,title

Group search fields: cn,description

Enable migration mode: FALSE

Certificate Subject base: O=EXAMPLE.COM

Password Expiration Notification (days): 4

Password plugin features: AllowNThash, KDC:Disable Last Success

SELinux user map order: guest u:s@$xguest u:s@$user u:s@$staff u:so-
s0:c0.cle23%unconfined u:s@-s0:c0.c1023

Default SELinux user: unconfined_u:s@-s0:c0.c1023

Default PAC types: MS-PAC, nfs:NONE

IPA masters: ipa.example.com

IPA CA servers: ipa.example.com

IPA NTP servers: ipa.example.com

IPA CA renewal master: ipa.example.com

IPA master capable of PKINIT: ipa.example.com

V3MeHVM KOMaHAHYH 060/104KY MO YMOJYAHUIO C Ha npwuBblYHYyro B GNU/Linux

[vagrant@ipa ~]$ ipa config-mod --defaultshell=/bin/bash

Default shell: /bin/bash

® B cnyyae npobaem, NpoBepbTe COAEPXKMMOe GalioB XYpPHaN0B Ha OLINOKHN

/var/log/pki-ca/debug

/var/log/pki-ca-install.log #XypHan ycTaHoBku LeHTpa CepTudukauum DogTag CA
/var/log/dirsrv/ #KaTanor xypHanoB, KyZa MnonafawT CcoOOOWeHus Cayxbbl KaTanora
/var/log/messages

® Tunosble OWMOKN BO BpEMA YCTaHOBKM:
© HenpaBuibHble HAaCTPOWNKKN pa3peLleHeHns MMeH DNS.
o ®dainbl KOHGUTypauumn 1 cepTMduKaToB, OCTaBLUMECA C MPeAblAyLLMX YCTaHOBOK FreelPA.
© [MpobiemMbl CUHXPOHM3aLUW BPEMEHN

YnpaxkHeHue 2: Co3gaHne Noab3oBaTenen, HaCTPonka napoibHbIX
nonutuk. [lByxdpakropHasa ayteHTudurkayma

FreelPA sgomeH co3gaH. Tenepb HY>XHO 3aBeCTU B HEM NMO/b30OBaTeNEN U 334aTb UM NMOJUTUKN Naponei.
HactpouTb ABYyXpaKTOPHYO ayTeHTUdUKALUIO.
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1. ¥npaBneHve nonb3oBatenamMm
2. Co3gaHne NapoabHbIX MOANTMK
3. Hactpoiika [lpyxdakTopHOW ayTeHTUduKaLmm

3agava 1: YnpasneHve nonb3oBaTenaMmm

Co3gagum nonb3oBateneit BHyTpu FreelPA goMeHa ¢ MOMOLLbH MHCTPYMEHTOB KOMaHZAHOMN CTPOKMU.

[vagrant@ipa ~]$ ipa user-add
First name: Ivan

Last name: Petrov

User login [ipetrov]:

User login: ipetrov

First name: Ivan

Last name: Petrov

Full name: Ivan Petrov

Display name: Ivan Petrov

Initials: IP

Home directory: /home/ipetrov
GECOS: Ivan Petrov

Login shell: /bin/bash

Principal name: ipetrov@EXAMPLE.COM
Principal alias: ipetrov@EXAMPLE.COM
Email address: ipetrov@example.com
UID: 1896200004

GID: 1896200004

Password: False

Member of groups: ipausers

Kerberos keys available: False

[vagrant@ipa ~]$ ipa user-add --first=Pavel --last=Popov ppv

User login: ppv

First name: Pavel

Last name: Popov

Full name: Pavel Popov

Display name: Pavel Popov
Initials: PP

Home directory: /home/ppv
GECOS: Pavel Popov

Login shell: /bin/bash
Principal name: ppv@EXAMPLE.COM
Principal alias: ppv@EXAMPLE.COM
Email address: ppv@example.com
UID: 1896200007
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GID: 1896200007

Password: False

Member of groups: ipausers
Kerberos keys available: False

[vagrant@ipa ~]$ ipa user-add --first=Larisa \
--last=Vasileva \
--manager=ppv \
--email=1vas@example.com \
--homedir=/home/lvas lvas

User login: lvas

First name: Larisa

Last name: Vasileva

Full name: Larisa Vasileva
Display name: Larisa Vasileva
Initials: LV

Home directory: /home/lvas
GECOS: Larisa Vasileva

Login shell: /bin/bash

Principal name: lvas@EXAMPLE.COM
Principal alias: lvas@EXAMPLE.COM
Email address: lvas@example.com
UID: 1896200006

GID: 1896200006

Manager: ppopov

Password: False

Member of groups: ipausers
Kerberos keys available: False

N3meHnm napameTpbl nonb3oBaTenen yepes KOMaHAHYH CTPOKY.

[vagrant@ipa ~]$ ipa user-show ppv
User login: ppv
First name: Pavel
Last name: Popov
Home directory: /home/ppv
Login shell: /bin/bash
Principal name: ppv@EXAMPLE.COM
Principal alias: ppv@EXAMPLE.COM
Email address: ppv@example.com
UID: 1896200007
GID: 1896200007
Account disabled: False
Password: False
Member of groups: ipausers
Kerberos keys available: False
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[vagrant@ipa ~]$% ipa user-mod ppv --addattr=1="Moscow"

User login: ppv

First name: Pavel

Last name: Popov

Home directory: /home/ppv

Login shell: /bin/bash
Principal name: ppv@EXAMPLE.COM
Principal alias: ppv@EXAMPLE.COM
Email address: ppv@example.com
UID: 1896200007

GID: 1896200007

City: Moscow

Account disabled: False
Password: False

Member of groups: ipausers
Kerberos keys available: False

[vagrant@ipa ~]$% ipa user-mod ppv --addattr=title="Manager"

User login: ppv

First name: Pavel

Last name: Popov

Home directory: /home/ppv

Login shell: /bin/bash
Principal name: ppv@EXAMPLE.COM
Principal alias: ppv@EXAMPLE.COM
Email address: ppv@example.com
UID: 1896200007

GID: 1896200007

Job Title: Manager

Account disabled: False
Password: False

Member of groups: ipausers
Kerberos keys available: False

YcTaHOBMM NOAb30BaTeNAM napoJib gnda nepBoHa4va/sbHOIo BXoA4a.

[vagrant@ipa ~]$ ipa user-mod ppv --password
Password: <BBeguTe " initialpass >
Enter Password again to verify: <BBegute “initialpass >

Modified user "ppv"
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User login: ppv

First name: Pavel

Last name: Popov

Home directory: /home/ppv

Login shell: /bin/bash

Principal name: ppv@EXAMPLE.COM

Principal alias: ppv@EXAMPLE.COM

Email address: ppv@example.com

UID: 1896200007

GID: 1896200007

Job Title: Manager

Account disabled: False

Password: True

Member of groups: ipausers

Kerberos keys available: True
[vagrant@ipa ~]$

[vagrant@ipa ~]$% ipa user-mod lvas --password

[vagrant@ipa ~]$ ipa user-mod ipetrov --password

y6e,£l,VIMCF|, UTO AOMEHHDbIE MNOJIb30BaTeENN Obln CO34aHbl.

[vagrant@ipa ~]$ id ppv

uid=1896200007 (ppv) gid=1896200007 (ppv) groups=1896200007 (ppV)
[vagrant@ipa ~]$ id 1lvas

uid=1896200006(1lvas) gid=1896200006(1lvas) groups=1896200006(1lvas)
[vagrant@ipa ~]$ id ipetrov

uid=1896200004 (ipetrov) gid=1896200004(ipetrov) groups=1896200004(ipetrov)
[vagrant@ipa ~]$ getent passwd ppv
ppv:*:1896200007:1896200007 :Pavel Popov:/home/ppv:/bin/bash
[vagrant@ipa ~]$% getent passwd lvas
lvas:*:1896200006:1896200006:Larisa Vasileva:/home/lvas:/bin/bash
[vagrant@ipa ~]$ getent passwd ipetrov
ipetrov:*:1896200004:1896200004:Ivan Petrov:/home/ipetrov:/bin/bash

YacTHble nosb3oBaTebCckhe rpynnel Tak>xe Oblnu CO34aHbl.

[vagrant@ipa ~]$ getent group ipetrov
ipetrov:*:1896200004:

[vagrant@ipa ~]$ getent group ppv
ppv:*:1896200007:

[vagrant@ipa ~]$% getent group lvas
lvas:*:1896200006:

[vagrant@ipa ~]$%$ getent group ipetrov
ipetrov:*:1896200004: **
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MpoBepuM cBONCTBa No/b3oBaTeseln yepes Be6-KOHCONb agMUHUCTpaTopA.

Identity Management - Mozilla Firefox - o x

W Identity Management x |+

&« G o (@ # https://ipa.example.com/ipa/ui/#t/e/user/search v @ iy I

= freelPA & Administrator

Identity

Services Groups ID Views Automember

Active users

Active users

Stage users Q & Refresh | | @WDelete || ++Add || = Disable || v Enable | | Actions ~
Preserved users [J  Userlogin Firstname  Last name Status uip Email address Telephone Number  Job Title
O | admin Administrator |~ « Enabled | 1896200000
O | ipetrov Ivan Petrov v Enabled = 1896200004 ipetrov@example.com
O | Ivas Larisa Vasileva v Enabled | 1896200006 @ Ivas@example.com
——
O | ppv Pavel Popov v Enabled = 1896200007  ppv@example.com Manager
A——

Showing 1 to 4 of 4 entries.

PeAaKTI/IpOBaTb napamMeTpbl NOJib30BaTeNd MO>XXHO, eC/IN KIMKHYTb KYPCOPOM MbIlWW NO MMEHW NMONAb30BaTeNA.
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Identity Management - Mozilla Firefox - o x

W Identity Management x |+

&« G o @ # https:/fipa.example.com/ipa/ui/#t/e/user/details/ppv v @ W In @ =

= freelPA & Administrator «

Identity Policy Authentication

Users Hosts Services Groups ID Views Automember ~

Active users » ppv

v User: ppv

ppv is @ member of:

Settings User Groups Netgroups Roles HBAC Rules Sudo Rules

< Refresh || D Revert || X Save || Actions ~

Identity Settings Account Settings
Job Title Manager User login ppv
First name * Pavel Password
Last name * Popov Password
expiration
Full name * Pavel Popov
uiD 1896200007
Display name Pavel Popov
GID 1896200007
Initials PP
Principal alias PRV@EXAMPLE.COM | Delete
GECOS Pavel Popov
Add
Class
Kerberos hh |1 mn | UTC

principal
expiration

3agava 2: HacTpowka naponbHbIX NOANTUK

[na Hayana NOCMOTPUM CNPaBKy O NapOJIbHbIX MOANTUKAX, 3aNyCTUB KOMaHAy

[vagrant@ipa ~]$ ipa help pwpolicy
Password policy

A password policy sets limitations on IPA passwords, including maximum
lifetime, minimum lifetime, the number of passwords to save in

history, the number of character classes required (for stronger passwords)
and the minimum password length.

By default there is a single, global policy for all users. You can also
create a password policy to apply to a group. Each user is only subject

to one password policy, either the group policy or the global policy. A
group policy stands alone; it is not a super-set of the global policy plus
custom settings.

Each group password policy requires a unique priority setting. If a user

is in multiple groups that have password policies, this priority determines
which password policy is applied. A lower value indicates a higher priority
policy.

Group password policies are automatically removed when the groups they
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are associated with are removed.
EXAMPLES:

Modify the global policy:
ipa pwpolicy-mod --minlength=10

Add a new group password policy:
ipa pwpolicy-add --maxlife=90 --minlife=1 --history=10@ --minclasses=3 --
minlength=8 --priority=10 localadmins

Display the global password policy:
ipa pwpolicy-show

Display a group password policy:
ipa pwpolicy-show localadmins

Display the policy that would be applied to a given user:
ipa pwpolicy-show --user=tuserl

Modify a group password policy:
ipa pwpolicy-mod --minclasses=2 localadmins

Topic commands:
pwpolicy-add Add a new group password policy.
pwpolicy-del Delete a group password policy.
pwpolicy-find Search for group password policies.
pwpolicy-mod Modify a group password policy.
pwpolicy-show Display information about password policy.

To get command help, use:
ipa <command> --help

[vagrant@ipa ~]$

HOCMOTpl/IM Tekywune HaCTpOIZKM NOJINTNUK NO YMONYaHUIO

[vagrant@ipa ~]$ ipa pwpolicy-show
Group: global_policy
Max lifetime (days): 90
Min lifetime (hours): 1
History size: @
Character classes: ©
Min length: 8
Max failures: 6
Failure reset interval: 60
Lockout duration: 600

Vi3MeHVM HacTponku rnobanbHON NOANTUKM, AEACTBYIOLLEN MO YMOAYaHMIO Ha BCeX MOb3oBaTesen.
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[vagrant@ipa ~]$% ipa pwpolicy-mod --maxlife=30 --minlength=4 --maxfail=3
Group: global policy
Max lifetime (days): 30
Min lifetime (hours): 1
History size: @
Character classes: ©
Min length: 4
Max failures: 3
Failure reset interval: 60
Lockout duration: 600

CnpaBKy No CMHTaKCMCy NOAKOMaHAbI MOXHO MOoNy4nTb, €CTb BCTaBUTb MexXay

7 nan o6aBUTbL NapameTp . Bot Tak

[vagrant@ipa ~]$%$ ipa help pwpolicy-mod

[vagrant@ipa ~]$ ipa pwpolicy-mod --help

STOT NPUHLMM NONYYEHUS BCTPOEHHOW CnpaBkn paboTaeT 1 ¢ ApyrumMu nogKkoMaHAamm BHYTpU

Monpobyem 3aliTn B CMCTEMY M0Z 3aBeAEeHHbIM NOJIb30BaTENEM C MOMOLLbH NOAKAOYEHNS K
cepBepy. Cuctema yTBEPXKAAET, UYTO Y NoNb30BaTeNsA YCTapen Napo/b ¥ Cpasy Npu BXOAE NPOCUT ero

M3MeHUTb. --lMoyemy 370 Tak? Kakor KOMaHAOM MOXHO 3TO y3HaTb?--

[vagrant@ipa ~]$ ssh ppv@localhost

Password: <BBegute "password >

Password expired. Change your password now.

Current Password: <BBeauTte " password >

New password: <BBeguTe ~passwordl >

Retype new password: <BBeauTte ~passwordl™ >

Creating home directory for ppv.

[ppv@ipa ~]$ id

uid=1896200007 (ppv) gid=1896200007 (ppv) groups=1896200007 (ppV)
context=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023

[ppv@ipa ~]$
I'Ionpo6yeM cpa3y CMEHWTb NapoOJib NONb30BaTeENA Ha ,a,pyr0|7|.

[ppv@ipa ~]$ ipa passwd

Current Password: <BBeauTe ~passwordl” >

New Password: <BBeguTe ~password2™ >

Enter New Password again to verify: <BBeguTe ~password2™ >
ipa: ERROR: Constraint violation: Too soon to change password
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HOHEMy Y NOJib30BaTeIA HE NMONYyUnA0Cb Cpaly CMEHUTb NapOab Ha ,u,pyr0|7|? Ha nonb3oBaTens l£I|e[/JICTByET

napo/ibHas NOAUTUKA MO YMONYaHWUIO. B Hel yKazaH MUHUManbHbIA CPOK >XMU3HM 3a,@aHHOTO Mapons.

Monb3oBaTeNb CMOXET NOBTOPUTL CMEHY Mapoasa TOAbKO cnycTta 1 yac nocne paHHe Npov3BeAeHHOM

yCﬂeLIJHOI71 nonbITKKA.

[vagrant@ipa ~]$% ipa pwpolicy-show --all

Min lifetime (hours): 1

Tenepb M3MEHWM MNapOJIbHYHO NONNTUKY, 3a4aB eé n3 noj aagMuHa.

[vagrant@ipa ~]$ ipa pwpolicy-mod --minlife=0

Min lifetime (hours): ©

MonpobyeM eLLé pa3 CMEHUTb Naposb, 3aiAs NOJA MOJb30BaTeeEM

[vagrant@ipa ~]$ ssh ppv@localhost
Password: <BBepgute " passwordl’ >
[ppv@ipa ~]$ ipa passwd

Current Password:

New Password:

Enter New Password again to verify:

Kak Bbl BNAUTE, Tenepb Nnosib3oBaTe/in MOTYyT MEHATbL CBOU Napoan 6e3 orpan-leHwZ Nno BPEMEHMN. Tenepb M

HE HY>XHO >XJaTb 1 yac nocne CMeHbl napoan, UTOObI €ro U3MEHUTb OMATh.

M3meHATb cBOMCTBA rN06anbHOW Napo/ibHOM MOANTUKN MOXHO Takxke yYepes Beb-uHTepdeic
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B ldentity Management x |+

< C o ® & https://ipa.example.com/ipa/ui/#/e/pwpolicy/details/global _policy

Policy Authentication

Host-Based Access Control ~ Sudo ~ SELinux User Maps Password Policies Kerberos Ticket Policy

Paszword Policies » global_policy

Password Policy: global_policy

Settings

= Refresh | | D Rewert || XL Save

Password Policy

Group global_policy
Max lifetime (days) 30
Min lifetime (hours) 0
History size (number 0

of passwords)

Character classes 0

Min length 4

Max failures 3

Failure reset interval &0
(seconds)
Lockout duration E00

(seconds)
Priority

3apava 3: Hactpoiika FreeOTP Ha FreelPA cepBepe

B koMnaHum TpebyeTtca HacTpouTb ABYXPAKTOPHYHO ayTEHTUOMKALMIO ANIF YUETHbIX 3anncein CUCTEMHbIX
aAMWHWCTPATOPOB U MeHeaKepoB. [lByxpakTopHas ayTeHTUdUKauma npescraBaseT Cobom TEXHONOTUIO,
obecneyrBatoLLyO MAEHTUPUKALMIO NONb30BaTE/Ne C MOMOLLbHO KOMOUHALMM ABYX Pa3iNYHbIX
KOMMOHEHTOB. ¥ No/ib30BaTeNs B XO4€ NPOBEPKM MOXHO CMPOCUTL HE TONbKO ero MOCTOSHHBbIN
NoAb30BaTe/IbCKUI Napob, HO M €ro 0OAHOPa30BbIN Napob. Of4HOPA30BbIN NapPOab MOXET ObiTb BbICAAH UK
CreHepupoBaH C MOMOLLbIO MPUIOXEHNS, YCTAaHOBAEHHOTO Ha MOBUNbHbIN TenepOoH.

B xoae 3Ton npakTMkm Mbl Bysem ncnonb3oBaTb cBoH6oAHOE 1 becnnaTHoe MobuabHoe npunoxeHue FreeOTP,
B XOZ€e MpPakKTMKM Bam noTpebyeTcs ycTaHoBUTb NpunoxeHue FreeOTP Authentificator s Apple AppStore,

nnbo FreeOTP Authentificator n3 Google Play Ha cmapTdOH 13 Ballero pogHOro MarasvHa npuaoXKeHWN.
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FreeOTP ncnonb3yet cBob60AHbIE TEXHOAOTUN W OTKPbITbie NpoTokoabl HMAC-Based One-Time Password
Algorithm n Time-Based One-Time Password Algorithm 370 3HauuT, UTO Bbl MOXETE NCMO/Ib30BaTh U Apyrue
nporpaMmmMax MHOrodakTopHOM ayTeHTUdUKaLmMK, rae peann3oBaHbl 3TV NPOTOKObI. Hanpumep Takne Kak

Google Authentificator n Microsoft Authentificator u gpyrue.

CBOAHYO TabiMLy O BO3MOXHOCTAX NMPWUIOXEHWI ANS ayTeHTUPUKALMM MOXHO HalTK Mo agpecy
https://en.wikipedia.org/wiki/Comparison_of_authentication_solutions

BbinonHeHMe 3ToOM NPaKTNKnN He obs3atenbHo. Ecan Bbl He 6yp,eTe AenaTtb 3Ty NPaKTUKy, 3TO HUKAK He

MOBANAET Ha YCMELWHOCTb AaNbHENLLNX MPaKTKK.

Hacrpoiika aByxdakropHou ayteHTudpukaumnm FreeOTP Ha IPA cepBepe

CHavana Mbl paspeLlmmM ogHodaKTOPHYH (MapobHYyto) 1 AByXbakTopHYto (MapoabHyto + OTP) Tunbl
ayTeHTMdMKaLMM NO YMOAYAHWIO ANA BCEX MOAb30BaTeNen C MOMOLLLIO Beb-nHTepdelica. lonycTvMble TUMbI

ayTeHTmcbleau,mm MO>XHO Tak>XXe 3a4aTb Npn pesakTnpoBaHnn CBOWCTB Nosb30BaTeNA, U Ha YPOBHE rpynn

nosb3oBaTtenen.
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W Identity Management x |+

&« A o @ & https://ipa.example.com/ipa/ui/#/e/config/details 90% e @ 1 m e =

™ freelPA & Administrator ~

Identity Policy Authentication 5 IPA Server

—
Role-Based Access Control «~ ID Ranges Realm Domains Topology APl Browser
———
Configuration
< Refresh | D Re‘.-ert
Search Options User Options
Search size limit * 100 User search fields * uid,givenname,sn,telephonenumber,outitle
Search time limit * 2 Default e-mail example.com
domain
Domain

resolution order

Li]
Default users * ipausers e
group
Home directory * /home

base

Default shell * /bin/bash

Maximum * 32
username length

Password * 4

Expiration
Maotification

[ AllowNThash
[ KDC:Disable Last Success
[[J KDC:Disable Lockout

Default user ] Disable per-user override

authentication Y& Password
—
types @ () RADIUS

[+ Two factor authentication (password + OTP)
—

Enable migration ]
mode
Default user * top Delete

objectclasses

Pernctpaumsa OTP TokeHa 6e30MacHOCTM B NPU/IOXKEHUN

Tenepb HY>XHO CreHepMpoBaTb W NpuBA3aTb €ro K MOHBUABHOMY MPUIOXKEHWUIO NOJIb30BATENS C
nomoLbio QR koga. Hy>kHO BbINTM 13 BEO-MHTepdelica afMMHUCTPaTOPa U CHOBa 3aiiTU, HO y>Ke Nog,
0ObIYHbIM MONb30BaTENEM.
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Y Identity Management x |+

(—' - G @ ® & https://ipa.example.com/ipa/ui/#/e/otptoken/search 90% wes o m o =

Add OTP Token

3
Type ® Time-based (TOTP) O Counter-based (HOTP)
—

Description This is a test OTP key

* Required field

4

AddandAddAnother Add and Edit || Cancel

3anyctum npunoxeHue FreeOTP Ha cmapTdoHe 1 ¢ nomoLbro doTokamepbl cmapThoHa choTorpadpupyem QR
Ko NpAMO ¢ MOHMUTOpa. He 3abyabTe HaxkaTb KHOMKY 0K B OKHe Beb-nHTepdelica, 4Tobbl 406aBUTb TOKEH B
cnctemy.

Y Identity Management x |+

(—' - G @ ® & https://ipa.example.com/ipa/ui/#/e/otptoken/search 90% wes o m o =

Configure your token

Configure your token by scanning the QR code below. Click on the QR code if
you see this on the device you want to configure.

Show configuration uri

BHumaHue! He Hago doTorpadumpoBaTb NpuBeseHHbIn ana npumepa QR kog co cHMMKa akpaHa. JobasasinTte
TOJ/IbKO TOT, UTO Bbl TOJIbKO UYTO CreHEPUPOBaan B BeG-nHTepdeiice.

OKHO MOBUALHOTO npuioXxeHmnA 6yp,eT BbIrNA4€Tb NPUMEPHO BOT Tak.
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522944

Company VPN

jdoe@company.com

Evernote
john.doe

003128

Facebook
John Doe

GitHub

jdoe

252552

Google

iohn.doe1987@amail.com

Terlepb noNb30BaTeENHO A4 BXO4a HY>KHO 6yp,eT YKa3aTb B0 TONbKO napob, mbo napoab n OAHOPBBOBbIVI
KO4 M3 NpUaoXeHnA.

MpoBepka Bxoaa ¢ NOMOLLbIO OAHOPa30BOro Napons

24759



ipa-lab-instructions.md 10/4/2018

Monpobyem 3antn nog IPA nonb3oBaTtesieM C MOMOLLbHO cepsepa

[vagrant@ipa ~]$ ssh ppv@localhost

First Factor: <BBeguTe naposnb>

Second Factor (optional): <BBeauTe OTP maponb co cmapTdoHa>
Last login: Thu Sep 6 18:46:01 2018 from ::1

[ppv@ipa ~]$ id

uid=1896200007 (ppv) gid=1896200007 (ppv) groups=1896200007 (ppV)
context=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023

[ppv@ipa ~]%

C nomouwbto OTP NnH Koga MOXHO Tak>Ke 3alTu Ha Beb-nHTepdelic agmuHuctpatopa IPA cepsepa.

) Identity Management x |+

« c @ (@ #, https:/fipa.example.com/ipa/ui/ 90% o @ ¥ INn 0 =

Username

Password

nwith certificate, please make sure you have

sonal certificate.

B Hawem npumMepe paspelleHbl NPOBEPKU NP BXO4e C MOMOLBbHO TONBKO Mapoad, a Takxke C MoOMOLbHO

+ ". Hanpwuwmep, ecan naponb paseH , @ OTP nuH koA B A@aHHbI MOMEHT paBeH

, TO BOUTU MOXHO, yKa3aB B Nnosae naponasa Kak , Tak 1

BOI'IpOCZ Fp,e N KaKUMWU MHCTPYMEHTaaM MOXHO M3MEHUTb JOMYCTUMbIE TUTMbI ayTeHTVICI)I/IKaLl,VII/I anAa

rnosb3oBaTtens’?

Back to top

YnpaxHeHue 3: NogkntoueHne cepepoB 1 paboumx ctaHumm K FreelPA
AOMEHY

MoaknroumMm K JOMeEHY cepBep n pabouyro CcTaHuuIo . Ha cepBepe
HacTpoum Samba n NFS cepsepa co BxogoM no . 3anaém Ha pabouyto ctaHumo nog IPA

NONb30BAaTEKEM U NPOBEPUM AOCTYnM.

1. NMoakntoueHne K ZOMEHY. YCTaHOBKa W HacTpoOMKa NakeToB
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2. YctaHoBka Samba, NFS v Beb cepsepoB

3. lNposepka focTyna co CTOPOHbI KANEeHTa

3agava 1: MNoaknroyeHme K JOMeHY. YCTaHOBKa 1 HacTpolika NakeToB

BbinosHWTe BXOZ B CUCTEMY Ha BUPTYaNbHOW MallnHe , UICMOJIb3yA YUETHYIO 3anuncb
1 Napoib
MawuHa Mpotokon, goctyn u nma noab3oBatena [lapoab IP agpec

vagrant  172.25.0.11

vagrant 172.25.0.10

Mepeg nogxkntoueHnem mMawmH K FreelPA goMmeHy npoBepuM, NpaBuAbHO AN pa3pellatotcs nmeHa DNS
AOMeHa

Mpoaenante AencTBMA Ha: srv.example.com

* 3alanTe UHTEPaKTMBHO B cpesy pabouero ctona "Gnome Enviroment"c nornHom 1 napoaem

® OrtBeTbTe MO YMO/NUYaHMWIO Ha BOMPOChHl MacTepa HayanbHOW HacTpolkn "Gnome Enviroment".
* HactpownTe paspelueHme nmeH dns yepes ipa cepeep

3anyctute "Gnome Terminal” n galitTe komaHAbl

[vagrant@srv ~]$% sudo nmcli conn modify System\ eth® ipv4.ignore-auto-dns
[vagrant@srv ~]$ sudo nmcli conn up System\ etho
[vagrant@srv ~]$% sudo nmcli conn modify System\ ethl ipv4.dns 172.25.0.10
[vagrant@srv ~]$ sudo ifdown ethl; sudo ifup ethl

Y6eputecsb, uto dainn /etc/resolv.conf Tenepb coaepxnT Takme CTPOKW.

[vagrant@srv ~]$ cat /etc/resolv.conf

# Generated by NetworkManager
search example.com
nameserver 172.25.0.10

MpoBepuM, UTO NMs cepBepa Ternepb Pa3peLLaeTcs CO CTOPOHbI KJIMEHTA.

[vagrant@srv ~]$ getent hosts ipa.example.com
172.25.0.10 ipa.example.com
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MoctaBnM HeobXxoAMMbIE NaKeTbl, A8 NogkAtoueHus B FreelPA gomeHy.

[vagrant@srv ~]$% sudo yum install -y ipa-client realmd

Ytnnuton M3 nakerta

noaknro4veHunA.

nposepuM , uTo FreelPA cepsep JOCTyreH ana

[vagrant@srv ~]$ realm discover -v example.com
* Resolving: _ldap._tcp.example.com
* Performing LDAP DSE lookup on: 172.25.0.10
* Successfully discovered: example.com

example.com
type: kerberos

realm-name: EXAMPLE.COM
domain-name: example.com

configured: no
server-software:
client-software:

required-package:
required-package:
required-package:
required-package:

ipa
sssd

ipa-client
oddjob
oddjob-mkhomedir
sssd

MpucoeanHum komnbroTep K FreelPA sgomeHy

[vagrant@srv ~]$ sudo ipa-client-install

Client hostname: srv.example.com

Realm: EXAMPLE.COM

DNS Domain: example.com
IPA Server: ipa.example.com
BaseDN: dc=example,dc=com

Synchronizing time with KDC...

Attempting to sync time using ntpd.

Successfully retrieved CA cert
Subject: CN=Certificate Authority,O=EXAMPLE.COM
Issuer: CN=Certificate Authority,O=EXAMPLE.COM
Valid From: 2018-09-05 12:10:24
Valid Until: 2038-09-05 12:10:24

27159

--mkhomedir \
--enable-dns-updates \
--ssh-trust-dns \
--server=ipa.example.com \
--domain=example.com \

-p admin -w password \
--fixed-primary -U \
--force-ntpd

Will timeout after 15 seconds
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Enrolled in IPA realm EXAMPLE.COM

Created /etc/ipa/default.conf

New SSSD config will be created

Configured sudoers in /etc/nsswitch.conf

Configured /etc/sssd/sssd.conf

Configured /etc/krb5.conf for IPA realm EXAMPLE.COM

trying https://ipa.example.com/ipa/json

[try 1]: Forwarding 'schema' to json server 'https://ipa.example.com/ipa/json
trying https://ipa.example.com/ipa/session/json

[try 1]: Forwarding 'ping' to json server
"https://ipa.example.com/ipa/session/json’

[try 1]: Forwarding 'ca_is_enabled' to json server
"https://ipa.example.com/ipa/session/json'

Systemwide CA database updated.

Adding SSH public key from /etc/ssh/ssh_host rsa_key.pub
Adding SSH public key from /etc/ssh/ssh_host_ecdsa_key.pub
Adding SSH public key from /etc/ssh/ssh_host_ed25519 key.pub
[try 1]: Forwarding 'host_mod' to json server
"https://ipa.example.com/ipa/session/json’

SSSD enabled

Configured /etc/openldap/ldap.conf

NTP enabled

Configured /etc/ssh/ssh_config

Configured /etc/ssh/sshd_config

Configuring example.com as NIS domain.

Client configuration complete.

The ipa-client-install command was successful

[vagrant@srv ~]$

Cnpasky no napameTpam MOXHO MONYYUTb C MOMOLLHO

3asava 2. YctaHoBKa HacTporika Samba, NFS n HTTP Apache cepBrcOB, MHTErpuUpOBaHHbIX C
IPA

YctraHoBKa naketoB, co3gaHue SPN-3anuceid, reHepauunsa keytab-¢gaiinos

MocTtaBnM nakeThbl.

[vagrant@srv ~]$% sudo yum install nfs-utils nfs-secure \

samba samba-client sssd-libwbclient ipa-
server-trust-ad \

httpd mod_nss mod_wsgi mod_ssl mod_auth_kerb
ipa-admintools

Cozgaamm cepsucoB ana NFS, SMB, HTTP cepsepos. [Monyumnm npaBa agMmuHuctpatopa IPA

AOMeEHa C MOMOLbHO 6buneTta nosb3oBaTens
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[vagrant@srv ~]$ sudo -s

[root@srv ~]# kinit admin

Password for admin@EXAMPLE.COM: < "password" >
[root@srv #]$ klist

Ticket cache: KEYRING:persistent:1000:1000
Default principal: admin@EXAMPLE.COM

Valid starting Expires Service principal

09/10/2018 20:17:51 ©9/11/2018 20:14:40 HTTP/ipa.example.com@EXAMPLE.COM
09/10/2018 20:14:54 ©9/11/2018 20:14:40 1ldap/ipa.example.com@EXAMPLE.COM
09/10/2018 20:14:42 ©9/11/2018 20:14:40 krbtgt/EXAMPLE.COM@EXAMPLE .COM

Co3aagmm SPN-3anucu cepsucos gaa NFS, SMB, HTTP.

[root@srv ~]# ipa service-add nfs/srv.example.com

Principal name: nfs/srv.example.com@EXAMPLE.COM
Principal alias: nfs/srv.example.com@EXAMPLE.COM
Managed by: srv.example.com

[root@srv ~]# ipa service-add cifs/srv.example.com

Principal name: cifs/srv.example.com@EXAMPLE.COM
Principal alias: cifs/srv.example.com@EXAMPLE.COM
Managed by: srv.example.com

3anpocum -dalinbl Ans CepBUCOB , n N COXpaHUM
nHdopmaumto B . MposepwnM, uto SPN-3anucm coxpaHuancb 1 nNpaea JocTyna

YCTaHOBJI€HbI B

[root@srv vagrant]# ipa-getkeytab -p nfs/srv.example.com -k /etc/krb5.keytab -s
ipa.example.com
Keytab successfully retrieved and stored in: /etc/krb5.keytab

[root@srv vagrant]# ipa-getkeytab -p cifs/srv.example.com -k
/etc/samba/samba.keytab -s ipa.example.com
Keytab successfully retrieved and stored in: /etc/samba/samba.keytab

[root@srv vagrant]# ipa-getkeytab -p http/srv.example.com -k /etc/krb5.keytab -s
ipa.example.com
Keytab successfully retrieved and stored in: /etc/krb5.keytab

[root@srv vagrant]# klist -kte /etc/krb5.keytab
Keytab name: FILE:/etc/krb5.keytab
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KVNO

Timestamp

10/4/2018

Principal

96)
1

96)
2

96)

09/10/2018
09/10/2018
09/10/2018
09/10/2018
09/10/2018

09/10/2018

09/10/2018

21:

21:

23:

25:

22

55

2 09/10/2018 21:25:55

96)

nfs/srv.example.com@EXAMPLE.COM (aes256-cts-hmac-shal-96)
nfs/srv.example.com@EXAMPLE.COM (aes128-cts-hmac-shal-96)
nfs/srv.example.com@EXAMPLE.COM (aes256-cts-hmac-shal-96)
nfs/srv.example.com@EXAMPLE.COM (aesl128-cts-hmac-shal-96)
http/srv.example.com@EXAMPLE.COM (aes256-cts-hmac-shal-

http/srv.example.com@EXAMPLE.COM (aesl128-cts-hmac-shal-
host/srv.example.com@EXAMPLE.COM (aes256-cts-hmac-shal-

host/srv.example.com@EXAMPLE.COM (aes128-cts-hmac-shal-

[root@srv vagrant]# 1ls -al /etc/krb5.keytab

. 1 root root 828 Sep 10 21:25 /etc/krb5.keytab

Hacrpoiika NFS cepBepa c noaaepkkoii ayreHTudpukaumm Kerberos un autofs (“Kerberized NFS Server")

Bktoumm nogaepxky

Ha NFS cepBepe, akCnopTvpyem KaTanor

and nfs K1MeHTOoB.

[root@srv ~]# ipa-client-automount -U
Searching for IPA server...
IPA server: DNS discovery

Location:

default

Configured /etc/sysconfig/nfs
Configured /etc/idmapd.conf

Started rpcidmapd
Started rpcgssd
Restarting sssd, waiting for it to become available.
Started autofs
[root@srv vagrant]# cat /etc/sysconfig/nfs |grep SECURE
SECURE_NFS=yes

[root@srv vagrant]# cat /etc/idmapd.conf |grep "Domain =

Domain = example.com

example.com"

[root@srv
[root@srv
[root@srv
[root@srv
[root@srv
[root@srv

vagrant]# mkdir /export

vagrant# cd

~]# cp /root/anaconda-ks.cfg /export

~]# echo '/export *(rw,sec=krb5:krb5i:krb5p)' >> /etc/exports
~]# mkdir /home/ipahomes

~]# echo '/home/ipahomes *(rw,sec=sys:krb5:krb5i:krb5p)"' >>

/etc/exports

[root@srv

~]# cat /etc/exports

/export *(rw,sec=krb5:krb5i:krb5p)

/home/ipahomes

[root@srv
[root@srv
[root@srv
[root@srv

*(rw,sec=sys:krb5:krb5i:krb5p)

~]# systemctl enable nfs.service

~]# systemctl restart nfs.service

~]# systemctl restart nfs-server.service
~]# systemctl enable nfs-secure.service
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[root@srv ~]# systemctl restart nfs-secure.service
[root@srv ~]# systemctl restart nfs-secure-server.service

OTKpoeM HeobxoanMble AN cepBepa NOpThl B

[root@srv ~]# firewall-cmd --add-service=nfs --permanent
success

[root@srv ~]# firewall-cmd --reload

success

|_|pOI'II/ILIJeM B IPA AOMeHe HaCTpOIZKM A4NA aBTOMaTn4eCckoro MOHTUMpPoOBaHA JOMallHEero Kataaora
¢ NFS cepBepa c noMoLbto geMoHa

[root@srv ~]# ipa automountmap-add default auto.ipahomes
[root@srv ~]# ipa automountkey-add default --key "/home/ipahomes" --info
auto.ipahomes auto.master
[root@srv ~]# ipa automountkey-add default --key "*" \
--info "-
fstype=nfs4,rw,sec=krb5,soft,rsize=8192,wsize=8192 \
srv.example.com:/home/ipahomes/&"
auto.ipahomes
[root@srv ~]# ipa automountlocation-tofiles
Location: default
/etc/auto.master:
/- /etc/auto.direct

/home/ipahomes /etc/auto.ipahomes

/etc/auto.ipahomes:
& -fstype=nfs4,rw,sec=krb5,soft,rsize=8192,wsize=8192
srv.example.com:/home/ipahomes/&

maps not connected to /etc/auto.master:

HaCTpOI/IM noJsib3oBaTtenro AOM&]LIJHI/IVI KaTanor BHYTpu

[root@srv ~]# ipa user-mod ipetrov --homedir='/home/ipahomes

User login: ipetrov

First name: Ivan

Last name: Petrov

Home directory: /home/ipahomes
Login shell: /bin/bash

Principal name: ipetrov@EXAMPLE.COM
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Principal alias: ipetrov@EXAMPLE.COM
Email address: ipetrov@example.com
UID: 1896200004

GID: 1896200004

Account disabled: False

Password: True

Member of groups: ipausers

Kerberos keys available: True

Hactpoum knneHTckmii komnbrotep Kak NFS KAMEHT nosyyarowmin HacTponkm

noaaep>xKon

[vagrant@cll ~]$ sudo -s

[root@cl vagrant]# su -

[root@cl ~]# kinit admin

Password for admin@EXAMPLE.COM: < "password" >
[root@cl ~]# ipa-client-automount -U

Searching for IPA server...

IPA server: DNS discovery

Location: default

Configured /etc/sysconfig/nfs

Configured /etc/idmapd.conf

Started rpcidmapd

Started rpcgssd

Restarting sssd, waiting for it to become available.
Started autofs

[root@cl ~]# cat /etc/sysconfig/nfs |grep SECURE
SECURE_NFS=yes

M3 KaTaaora un

[root@cl ~]# cat /etc/idmapd.conf |grep "Domain = example.com"

Domain = example.com

[root@cl ~]# systemctl start rpc-gssd.service
[root@cl ~]# systemctl start rpcbind.service
[root@cl ~]# systemctl start nfs-idmapd.service
[root@cl ~]# systemctl enable rpc-gssd.service
[root@cl ~]# systemctl enable rpcbind.service
[root@cl ~]# systemctl enable nfs-idmapd.service

I,£||O6aBl/‘IM MOHTMPOBaHME KaTanora C cepeepa

[root@cl ~]# echo "srv.example.com:/export /mnt/export nfs4
sec=krb5i, rw,proto=tcp,port=2049" >>/etc/fstab

[root@cl ~]# mount -av

/ : ignored
/boot : already mounted
swap : ignored

mount.nfs4: timeout set for Mon Sep 10 22:19:39 2018
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mount.nfs4: trying text-based options
'sec=krb5i,proto=tcp,port=2049,vers=4.1,addr=172.25.0.11,clientaddr=172.25.0.20"
/mnt/export : successfully mounted

[root@cl ~]# mount |grep export

srv.example.com:/export on /mnt/export type nfs4
(rw,relatime,vers=4.1,rsize=131072,wsize=131072,namlen=255, hard, proto=tcp,port=0,t
imeo=600, retrans=2,sec=krb5i,clientaddr=172.25.0.20,1local_lock=none,addr=172.25.0.

11)
Hactpowm SSSD Tak, uTobsl MOZy/Ib aBTOMaTUUeCKN CO3AaBan JOMaLLHWe KaTaaory nosb3oBaTener npu
BXOZe, a AOMALLHWNIA KaTanor ANA Nosb3oBaTens aBTOMaTNYeCcKm
MoHTMpoBascs ¢ NFS cepBepa, a Takke aBTOMaTMyeckv 06HOBASANCH bunetol.

[root@cl ~]# authconfig --update --enablesssd --enablesssdauth --enablemkhomedir
[root@cl ~]# systemctl restart sshd.service
[root@cl ~]# vim /etc/sssd/sssd.conf

[domain/EXAMPLE.COM]
cache_credentials = True
krb5_store_password_if_offline = True
ipa_domain = example.com

id provider = ipa

auth_provider = ipa

krb5 renewable lifetime = 5@d
krb5_renew_interval = 3600

[root@cl ~]# ssh ipetrov@cll.example.com

Password:

Password:

Last failed login: Tue Sep 11 00:22:24 +07 2018 from 127.0.0.1 on ssh:notty
There was 1 failed login attempt since the last successful login.

Last login: Tue Sep 11 ©0:09:49 2018 from 127.0.0.1

[ipetrov@cl ~]1$ pwd

/home/ipahomes/ipetrov

[ipetrov@cl ~]$ 1s -al

total 16

drwx------ . 4 ipetrov ipetrov 128 Sep 10 23:59 .

drwxr-xr-x. 3 root root @ Sep 11 00:22 ..

-PW------- . 1 ipetrov ipetrov 146 Sep 11 00:10 .bash_history
-PW------- . 1 ipetrov ipetrov 18 Sep 10 23:17 .bash_logout
-PW------- . 1 ipetrov ipetrov 193 Sep 10 23:17 .bash_profile
-PW------- . 1 ipetrov ipetrov 231 Sep 10 23:17 .bashrc

drwxrwxr-x. 3 ipetrov ipetrov 18 Sep 10 23:59 .cache

drwxrwxr-x. 3 ipetrov ipetrov 18 Sep 10 23:59 .config

-rw-rw-r--. 1 ipetrov ipetrov @ Sep 10 23:59 file.txt

[ipetrov@cl ~]$ pwd

/home/ipahomes/ipetrov

[ipetrov@cl ~]$ id

uid=1896200004 (ipetrov) gid=1896200004 (ipetrov) groups=1896200004(ipetrov)
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context=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023

[ipetrov@cl ~]$ mount |grep nfs4

srv.example.com:/export on /mnt/export type nfs4
(rw,relatime,vers=4.1,rsize=131072,wsize=131072,namlen=255, hard, proto=tcp,port=0,t
imeo=600,retrans=2,sec=krb5i,clientaddr=172.25.0.20,1local_lock=none,addr=172.25.0.
11)

srv.example.com:/home/ipahomes/ipetrov on /home/ipahomes/ipetrov type nfs4
(rw,relatime,vers=4.1,rsize=8192,wsize=8192,namlen=255, soft, proto=tcp,port=0,timeo
=600, retrans=2,sec=krb5,clientaddr=172.25.0.20,local_lock=none,addr=172.25.0.11)
[ipetrov@cl ~]$ 1s -al /mnt/export/

total 8

drwxr-xr-x. 2 root root 29 Sep 10 21:43 .

drwxr-xr-x. 3 root root 20 Sep 10 22:16 ..

-rw-r--r--. 1 root root 5763 Sep 10 21:43 anaconda-ks.cfg

[ipetrov@cl ~]$% logout

MpoBepuM, YTO SIOKaNbHbIN NONb30BaTENb He3 bvneTta BHyTPU JOMEHa HE MOXET MONYYNTb AOCTYM
K KaTanory

[vagrant@cl ~]$ kdestroy

[vagrant@cl ~]$ klist

klist: Credentials cache keyring 'persistent:1000:1000' not found
[vagrant@cl ~]$ 1s - al /mnt/export

1s: cannot access /mnt/export: Permission denied

[vagrant@cl ~]$ cat /mnt/export/anaconda-ks.cfg

cat: /mnt/export/anaconda-ks.cfg: Permission denied

IPA nonb3oBaTesb Npu BXOAe noayyaer 6unet JomeHa 1 nosyyvaet AOCTyn K
akcnopTupoBaHHomy NFS kaTtanory ¢ cepsepa, TpebytoLero ayTeHTndurKaumio.

[root@cl ~]# ssh ppv@cl.example.com

Password: < password >

Creating home directory for ppv.

[ppv@cl ~]$ klist

Ticket cache: KEYRING:persistent:1896200007:krb_ccache PmD4WDn
Default principal: ppv@EXAMPLE.COM

Valid starting Expires Service principal
09/10/2018 17:56:48 ©9/11/2018 17:56:48 krbtgt/EXAMPLE.COM@EXAMPLE .COM

[ppv@cl ~]$ 1s -al /mnt/export/

total 8

drwxr-xr-x. 2 root root 29 Sep 10 21:43 .

drwxr-xr-x. 3 root root 20 Sep 10 22:16 ..

-rw-r--r--. 1 root root 5763 Sep 10 21:43 anaconda-ks.cfg
[ppv@cll ~]$ less /mnt/export/anaconda-ks.cfg
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Hacrtpoiika OpenSSH cepBepa c nogaepxkoit ayteHtupukaumm Kerberos

Mopaepxka BKJIFOYAETCA BaTOMATUUECKN Ha KOMMbIOTepax, BKAOUYEHHbIX B IPA gomeH ans
nonb3oBaTesei, paHee yxe npoLueawnx npoepky. Mposepum 6ecnaponbHbIv AOCTYN Ha
KOMMbOTEPbI AOMEHa, NCMOb3yA “ paHee BblAaHHbIA buner.

[ppv@cl ~]$ ssh ppv@srv.example.com
Last login: Mon Sep 10 17:56:39 2018 from 127.0.0.1

[ppv@srv ~]$ logout

Connection to srv.example.com closed.

[ppv@cl ~]$ ssh ppv@cl.example.com

Last login: Mon Sep 10 17:56:56 2018 from 127.0.0.1
[ppv@cl ~]$ logout

Connection to srv.example.com closed.

[ppv@cl ~]$ ssh ppv@ipa.example.com

Last login: Mon Sep 10 17:56:56 2018 from 127.0.0.1

[ppv@ipa ~]%

Tak kak Tenepb nNpwu BXOZe A5 NPOBEPKMN NCNOb3yeTcs 6uneTt, napone npun Bxoae

BBOAMWTb He HY>XHO.
Hacrpoiika Samba cepBepa c sssd n ayreHtudpukauyuein IPA

MpepBaputenbHo noarotosum IPA cepsep

[root@ipa vagrant]# yum -y install ipa-server-trust-ad
[root@ipa vagrant]# ipa-adtrust-install --add-sids

The log file for this installation can be found in /var/log/ipaserver-install.log

This program will setup components needed to establish trust to AD domains for
the IPA Server.

This includes:
* Configure Samba
* Add trust related objects to IPA LDAP server

To accept the default shown in brackets, press the Enter key.

Configuring cross-realm trusts for IPA server requires password for user 'admin'.
This user is a regular system account used for IPA server administration.

admin password:

IPA generated smb.conf detected.

Overwrite smb.conf? [no]: yes

Do you want to enable support for trusted domains in Schema Compatibility plugin?

This will allow clients older than SSSD 1.9 and non-Linux clients to work with
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trusted users.

Enable trusted domains support in slapi-nis? [no]:

The following operations may take some minutes to complete.
Please wait until the prompt is returned.

Configuring CIFS
[1/23]: validate server hostname
[2/23]: stopping smbd
[3/23]: creating samba domain object
Samba domain object already exists
[4/23]: creating samba config registry
[5/23]: writing samba config file
[6/23]: adding cifs Kerberos principal
[7/23]: adding cifs and host Kerberos principals to the adtrust agents group
[8/23]: check for cifs services defined on other replicas
[9/23]: adding cifs principal to S4U2Proxy targets
cifs principal already targeted, nothing to do.
[10/23]: adding admin(group) SIDs
Admin SID already set, nothing to do
Admin group SID already set, nothing to do
[11/23]: adding RID bases
RID bases already set, nothing to do
[12/23]: updating Kerberos config
"dns_lookup_kdc' already set to 'true', nothing to do.
[13/23]: activating CLDAP plugin
CLDAP plugin already configured, nothing to do
[14/23]: activating sidgen task
Sidgen task plugin already configured, nothing to do
[15/23]: configuring smbd to start on boot
[16/23]: adding special DNS service records
[17/23]: restarting Directory Server to take MS PAC and LDAP plugins changes
into account
[18/23]: adding fallback group
Fallback group already set, nothing to do
[19/23]: adding Default Trust View
Default Trust View already exists.
[20/23]: setting SELinux booleans
[21/23]: starting CIFS services
[22/23]: adding SIDs to existing users and groups
This step may take considerable amount of time, please wait..
[23/23]: restarting smbd
Done configuring CIFS.

Setup complete

You must make sure these network ports are open:
TCP Ports:
* 135: epmap
* 138: netbios-dgm
* 139: netbios-ssn
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See the ipa-adtrust-install(1l) man page for more details

* 445: microsoft-ds

* 1024..1300: epmap listener range
3268: msft-gc

*

UDP Ports:
* 138: netbios-dgm
* 139: netbios-ssn
* 389: (C)LDAP
*

[root@ipa vagrant]#

445: microsoft-ds

10/4/2018

Mactep adtrust go6aeun HoBble aTTpmbyThl ( ipaNTSecurityldentifier (the SID), ipaNTHash ) ansa kaxgoro

nosb3oBatens v rpynnbl. K coxaneHuto, utobbl 3anucancs attpubyt ipaNTHash, Takke Heobxoaumbli ans

Samba, naposib nonb3oBaTens JOMKeH ObITb U3MeHeH AMbBo cOpoLLeH.

CHbpocrm napoab Nosb3oBaTens

[root@ipa vagrant]# ipa passwd ppv

MoctaBnm Ha SAMBA cepBep nakeT

1 HEKOTOpbIe Apyrue naketbl.

[root@srv ~]# yum -y install ipa-server-trust-ad openldap-clients policycoreutils-

python

OTtkpoem HeobxoamMble ans SAMBA cepsepa nopTbl B

tf=/1ib/firewalld/services/freeipa-samba.xml
touch "${tf}"; chmod 0644 "${tf}"; chown

cat <<EOFXML > "${tf}"
<?xml version="1.0" encoding="utf-8"?>
<service>
<short>IPA and Samba</short>
<description>This service provides the ports required by the ipa-adtrust-install

command.

<port
<port
<port
<port
<port
<port
<port
<port
<port

</description>
protocol="tcp"
protocol="tcp"
protocol="tcp"
protocol="tcp"
protocol="tcp"
protocol="udp"
protocol="udp"
protocol="udp"
protocol="udp"

port="135"/>
port="138"/>
port="139"/>
port="445"/>
port="1024-1300"/>
port="138"/>
port="139"/>
port="389"/>
port="445"/>
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</service>

EOFXML

systemctl restart firewalld

firewall-cmd --permanent --add-service=freeipa-samba
firewall-cmd --reload

echo done

Mo3soanm SAMBA cepBepy unTaTth aTTpUbYThl MOAB30OBATENEN.

[root@srv ~]# kinit admin

[root@srv ~]# ipa permission-add "CIFS server can read user passwords" \
--attrs={ipaNTHash,ipaNTSecurityIdentifier} \
--type=user --right={read,search,compare} \
--bindtype=permission

[root@srv ~]# ipa privilege-add "CIFS server privilege"

[root@srv ~]# ipa privilege-add-permission "CIFS server privilege" \
--permission="CIFS server can read user passwords

[root@srv ~]# ipa role-add "CIFS server"

[root@srv ~]# ipa role-add-privilege "CIFS server" --privilege="CIFS server
privilege"
[root@srv ~]# ipa role-add-member "CIFS server" --services=cifs/srv.example.com

MposepuM, uto SAMBA cepBep Tenepb CMOXeT UnTaTb aTTPUBYTLI NOAb30BaTENEN, UCMONb3YA CBOM

CepPBUCHBIN 6uner.

[root@srv ~]# kdestroy -A
[root@srv ~]# kinit -kt /etc/samba/samba.keytab cifs/host2.vm.example.com
[root@srv ~]# ldapsearch -Y gssapi "(ipaNTHash=*)" ipaNTHash

# ppv, users, accounts, example.com
dn: uid=ppv,cn=users,cn=accounts,dc=example,dc=com
ipaNTHash:: iEb36u6PsRetBr3YMLdYbA==

Coszgaaum katanor ¢ GaioM Ans Nonb3oBaTeNnen, JaAvM AOCTyN NOAb30BATENAM K ZOMALLUHUM Narnkam.

[root@srv ~]# mkdir -p /opt/samba/example

[root@srv ~]# semanage fcontext -a -t samba_share_t "/opt/samba/example(/.*)?"
[root@srv ~]# echo this is a test file > /opt/samba/shared/testfile.txt
[root@srv ~]# restorecon -R /opt/samba/shared

[root@srv ~]# setsebool -P samba_enable_home_dirs on &

Hactpoum koHdurypaumoHHbin dann SAMBA cepsepa
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[root@srv ~]# vi /etc/samba/smb.conf

[global]
debug pid = yes
realm = EXAMPLE.COM
workgroup = EXAMPLE
domain master = Yes

ldap group suffix = cn=groups,cn=accounts

10/4/2018

ldap machine suffix = cn=computers,cn=accounts

ldap ssl = off

ldap suffix = dc=example,dc=com

ldap user suffix = cn=users,cn=accounts
ldap admin dn = cn=Directory Manager

log file = /var/log/samba/log
max log size = 100000

domain logons = Yes

registry shares = Yes

disable spoolss = Yes

dedicated keytab file = FILE:/etc/samba/samba.keytab

kerberos method = dedicated keytab

passdb backend = ipasam:ldap://ipa.example.com

security = USER

create krb5 conf = No
rpc_daemon:lsasd = fork
rpc_daemon:epmd = fork
rpc_server:tcpip = yes
rpc_server:netlogon = external
rpc_server:samr = external
rpc_server:lsasd = external
rpc_server:lsass = external
rpc_server:lsarpc = external
rpc_server:epmapper = external
ldapsam:trusted = yes

idmap config * : backend = tdb
client ipc signing = auto

[shared]
path = /opt/samba/shared
writable = yes
browsable=yes
write list = @ipausers
guest ok = yes

MpoBepuM KOHOUTYpaLMOHHBIA dainn

[root@srv ~]# testparm
[root@srv ~]# systemctl start smb
[root@srv ~]# systemctl enable smb

Mposepum goctyn K
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[root@ipa vagrant]# kinit ppv

Password for ppv@EXAMPLE.COM: < password >
[root@ipa vagrant]# smbclient -k -L srv.example.com
1p load_ex: changing to config backend registry

Sharename Type Comment
shared Disk
IPC$ IPC IPC Service (Samba 4.7.1)

Reconnecting with SMB1 for workgroup listing.

Server Comment

[root@ipa vagrant]# smbclient -k //srv.example.com/shared
lp load _ex: changing to config backend registry
Try "help" to get a list of possible commands.

smb: \> 1s
D 0 Wed Sep 12 21:01:01 2018
5 D 0 Wed Sep 12 21:00:34 2018
testfile.txt N 20 Wed Sep 12 21:01:01 2018

39269648 blocks of size 1024. 37422776 blocks available
smb: \> get testfile.txt
getting file \testfile.txt of size 20 as testfile.txt (9.8 KiloBytes/sec) (average
9.8 KiloBytes/sec)
smb: \> quit
[root@ipa vagrant]# cat testfile.txt
this is a test file
[root@ipa vagrant]#

https://bgstack15.wordpress.com/2017/05/10/samba-share-with-freeipa-auth/
https://www.arus.ru/index.php/biblioteka/shpory/item/10553-razvorachivaem-freeipa-server-2
https://www.freeipa.org/page/Howto/Integrating_a_Samba_File_Server_With_IPA - B HaweMm npumepe He

paboTaet
Hacrpoiika Be6 cepBepa Apache c HTTPS u Kerberos ayteHtudukauueii

https://www.freeipa.org/page/Web_App_Authentication

rlpOBepI/IM, 4TO BCE HeO6XO,£I,I/IMbIe ana Hallen 3afiayn NakeTbl YCTaHOBJ/1EHbI

[vagrant@srv ~]$ sudo yum install -y httpd mod_auth_kerb mod_ssl ipa-client

Haw cepBep paHee yxe 6bi1 BkAtoUeH B IPA goMeH, ecan 310 eLé He Tak, TO BbIMOJAHUTE KOMaHAy HUXe.
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[vagrant@srv ~]$ sudo ipa-client-install --domain=example.com \
--server=ipa.example.com \
--realm=EXAMPLE.COM \
--mkhomedir \
--hostname=srv.example.com \
--configure-ssh --configure-sshd

SPN 3anucb ans HTTP cepBuca ykxxe 6blia cozgaHa 1 nonydeH keytab dain. Ecam ato ewé He Tak, TO

BbIMOJIHNTE

[vagrant@srv ~]$ sudo -s

[root@srv vagrant]# kinit admin

Password for admin: < password >

[root@srv ~]# ipa service-add http/srv.example.com

Principal name: http/srv.example.com@EXAMPLE.COM
Principal alias: http/srv.example.com@EXAMPLE.COM
Managed by: srv.example.com

[root@srv vagrant]# # ipa-getkeytab -s ipa.example.com \
-p http/srv.example.com \
-k /etc/httpd/conf/httpd.keytab

10/4/2018

YctaHoBuM Bragenbua danna , 3anpocum SSL ceptudukat n nponuem

ero nyTb B KOHLGUrypaLMoHHOM daiine.

[root@srv vagrant]# chown apache /etc/httpd/conf/httpd.keytab
[root@srv vagrant]# chmod 640 /etc/httpd/conf/httpd.keytab
[root@srv vagrant]# ipa-getcert request -k

/etc/pki/tls/private/srv.example.com.key -f /etc/pki/tls/certs/srv.example.com.crt

-K http/srv.example.com -g 3072
[root@srv vagrant]# vim /etc/httpd/conf.d/ssl.conf

[...]
SSLCertificateFile /etc/pki/tls/certs/srv.example.com.crt

SSLCertificateKeyFile /etc/pki/tls/private/srv.example.com.key
SSLCertificateChainFile /etc/ipa/ca.crt

[...]

SSLCompression off

SSLProtocol all -SSLv2 -SSLv3 -TLSv1.0

SSLHonorCipherOrder on

SSLCipherSuite "EECDH+ECDSA+AESGCM EECDH+aRSA+AESGCM EECDH+ECDSA+SHA384
EECDH+ECDSA+SHA256 EECDH+aRSA+SHA384 EECDH+aRSA+SHA256 EECDH EDH+aRSA !aNULL
leNULL !'LOW !3DES !MD5 !EXP IPSK !SRP !DSS !RC4"
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[lo6aBnM HacTpoiky Moayns Aans nposepku Kerberos npu oTKpbITUM BUPTYyanbHOM Nanku

[root@srvvagrant]# cat > /var/www/html/index.html <<EOF
<html>
<head><title> ... Site title ... </title></head>
<body>
. This is a default web site ...
</body>
</html>
EOF
[root@srv vagrant]# mkdir -p /var/www/html/private
[root@srv vagrant]# cat > /var/www/html/private/index.html <<EOF
<html>
<head><title> ... Site title ... </title></head>
<body>
. This is an Internal private web site ...

. If you see this, you had passed Kerberos Authentification ...
</body>
</html>
EOF

[root@srv vagrant]# cat > /etc/httpd/conf.d/auth_kerb.conf <<EOF
<Location /private>
SSLRequireSSL
AuthType Kerberos
AuthName "Kerberos Login"
KrbMethodNegotiate On
KrbMethodK5Passwd On
KrbAuthRealms EXAMPLE.COM
Krb5KeyTab /etc/httpd/conf/httpd.keytab
KrbSaveCredentials on
KrbVerifyKDC on
KrbServiceName Any
require valid-user
</Location>
EOF

[root@srv vagrant]# systemctl restart httpd

[root@srv vagrant]# firewall-cmd --permanent --add-service=https
[root@srv vagrant]# firewall-cmd --reload

* [lpoBepuM paboTy Beb cepBepa c SSO ayTeHTUdUKaL el

3ainanTe Ha Noj nonb3oBaTesiem B rpaduyeckyro o6os0uKy . 3anyctute
n oTkponTe https://srv.example.com. Ya0ocTOBEpbTECH B TOM, YTO CalT NpeanaraeT JOBEPEHHbIN
HTTPS ceptndwukar.
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... Site title ... - Mozilla Firefox - 0 x
@ Welcome to Firefox X | .. Site title ... X |+
& = O @ (@ & https://srv.example.com e ¢ » =

.... This is a default v ﬂ 5w.example.C0m

Secure Connection

Permissions

You have not granted this site any special
permissions.

Tenepb oTkponTe cTpaHuuy https://srv.example.com/private cTpaHMLUa fOMKHA OTKPbITbCA aBTOMaTUUECKU
6e3 3anpoca NornHa 1 Napons

Ecam CTpaHMUa HEe OTKPbIaacb N NOABUICA 3anpocC OrMHa U Napoad, TO NPOBEPLTE YUTO Firefox HaCTpPOEH Tak,
KaK NMokKa3aHO Ha CKPUHLUOTE.

Mozilla Firefox - o x
about:config X |+
(— = G @ © Firefox | _about:config o N 60 =
Search: 2 network.negotiate-auth x
Preference Name ~ | Status Type Value ®
network.negotiate-auth.allow-non-fqdn default boolean false
énetwork.negotiate—auth.al_l_m-'.r—proxies boolean
network.negotiate-auth.delegation-uris modified string https://*.example.com
network.negotiate-auth.gsslib default string
network.negotiate-auth.trusted-uris meodified string https://*.example.com
network.negotiate-auth.using-native-gsslib default boolean true
npOBepMTb 4ocCTyn C ayTEHTMCI)MKaLLMeVI MO>XHO TakK>Xe 1 4epe3 KOMaHAHYH CTPOKY.

[ppv@cll ~]$ curl https://srv.example.com/private/
<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>

<title>401 Unauthorized</title>

</head><body>

43/59


https://srv.example.com/private

ipa-lab-instructions.md 10/4/2018

<h1>Unauthorized</h1>

<p>This server could not verify that you
are authorized to access the document
requested. Either you supplied the wrong
credentials (e.g., bad password), or your
browser doesnt understand how to supply
the credentials required.</p>
</body></html>

[ppv@cll ~]$ curl --negotiate -u : https://srv.example.com/private/
<html>
<head><title> ... Site title ... </title></head>
<body>
. This is an Internal private web site ...

. If you see this, you had passed Kerberos Authentification ...
</body>
</html>
[ppv@cll ~]%

MprMep HacTponku ayteHTudmKaumm Apache ¢ moaynem MO>XHO B3ATb 34€Ch:
https://access.redhat.com/documentation/en-
us/red_hat_jboss_web_server/3/html/http_connectors_and_load_balancing_guide/sect-
mod_auth_kerb_example

PykoBogcTtBa no HacTporike Be6 NPUIOXKEHUI C ayTeHTUGUKaLmen n Federated SSO coBmecTHO ¢

SAML2 MOXHO B3ATb 3/1€Ch:

https://www.freeipa.org/page/Web_App_Authentication/Example_setup
https://linuxmonk.ch/wordpress/index.php/2014/kerberized-http-auth-on-apache-mod_ssl-with-freeipa/
https://github.com/spacewalkproject/spacewalk/wiki/SpacewalkAndIPA

https://ipsilon-project.org/doc/example/gitlab.html

YnpaxkHeHue 4: YnpaBieHue rpynnamMmm nosib3oBaTenen n XocToB
Co3paavM rpynmbl No/sib30BaTeNel U XOCTOB, 06aBUM YUYaCTHUKOB B rpymnbl.
BoinosHuTe BCe gencTBusa Ha: cl.example.com noa nonb3oBatesnem vagrant.

Co3gaavm rpynnbl NoAb30BaTe1en C MOMOLLbIO KOMaHAHOW CTPOKM

[vagrant@cl ~]$ kinit admin

Password for admin@EXAMPLE.COM:

[vagrant@cl ~]$ ipa group-add --desc="Admins of Web Servers group"
web_servers_admins
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Group name: web_servers_admins
Description: Admins of Web Servers group
GID: 1896200013
[vagrant@ipa ~]$ ipa group-add-member web_servers_admins --users=ppv
Group name: web_servers_admins
Description: Admins of Web Servers group
GID: 1896200013
Member users: ppv

[vagrant@ipa ~]$ ipa group-add-member ws_helpdesk --users={lvas,ppv,ipetrov}
Group name: ws_helpdesk
Description: Workstation Helpdesk
GID: 1896200012
Member users: lvas, ppv, ipetrov

[vagrant@ipa ~]$ ipa group-remove-member ws_helpdesk --users=ipetrov
Group name: ws_helpdesk
Description: Workstation Helpdesk
GID: 1896200012
Member users: lvas, ppv

[vagrant@ipa ~]$ ipa group-add --desc='group to add and delete'
testgroup_to_delete

Group name: testgroup_to_delete
Description: group to add and delete
GID: 1896200014
[root@srv vagrant]# ipa group-del testgroup_to_delete

Group name: admins
Description: Account administrators group
GID: 1896200000

Group name: editors
Description: Limited admins who can edit other users

GID: 1896200002

Group name: ipausers
Description: Default group for all users
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Group name: trust admins
Description: Trusts administrators group

Group name: web_servers_admins
Description: Admins of Web Servers group
GID: 1896200013

Group name: webservers
Description: users of Web Servers group
GID: 1896200009

Group name: ws_helpdesk
Description: Workstation Helpdesk
GID: 1896200012

[vagrant@ipa ~]$

YnpaBneHue rpynnamu nosib3oBaTeseli Takke MOXHO BbINOAHUTL B Beb nHTEpdeiice.

€5 e e

o O 1Y m @ =

(@ @ https:/fipa.example.com/ipa/ui/3/e/group/searct

'fva freelpA & Administrator -

Identity olicy Authentication ¢ Services

ID Views Automember ~

User Groups

Users Hosts Services

Host Groups Q 2 Refresh || @Delete || +Add
Netgroups [J  Groupname GID Description

O | admins 1896200000 Account administrators group

O | editors 1896200002 Limited admins whe can edit other users

O | ipausers Default group for all users

O | trustadmins Trusts administrators group

[ | web servers_admins 1896200013 Admins of Web Servers group

O | webservers 1896200009 users of Web Servers group

O | ws_helpdesk 1896200012 Workstation Helpdesk

Showing 1 to 7 of 7 entries.

Coszpaamm rpynny xocToB , A06aBUM B Heé KomnbloTep
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Add Host Group

Host-group *

Description

* Required field

restricted

Hosts with restricted access

dd and Add Another

Add Hosts into Host Group restricted

Available

Host name

cl1.example.com
: <
ipa.example.com
srv.example.com

srv2.example.com

Add and Edit | | Cancel

Prospective

[J  Host name

10/4/2018

x

Filter

0 Cancel

YnpaxHeHue 5: IHTerpaunsa IPA gomeHa c Active Directory

Teopwus https://www.freeipa.org/page/Active_Directory_trust_setup

B nabopatopHoi cpege HacTpoeH Active Directory gomeH domain. com ¢ KOMnbloTEpaMu

Nma komnbrotepa Posb

Bepcua onepauoHHOW cUCTEMbI

dc.domain.com KoHtponnep gomeHa  Windows Server 2016

wincl.domain.com KoHtponnep gomeHa  Windows 10
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Ha KOMMbOTEPAX 3aBeAeHbl MOAb30BaTENN

Nma nonb3oBartens Maponb

Domain\Administrator ~ vagrant

Domain\vagrant vagrant

BbinonHute caegyrowmne AeﬁCTBMH Ha , NCNONb3yA YHYETHYHO 3anncb M NnapoJb

[vagrant@ipa ~]$ yum install -y ipa-server-trust-ad samba-winbind-clients

,ﬂ,06aBI/IM nepeHanpaBaeHne 3anpocos dns 30HbI Ha KOHTpOA1ep 4OMEHa. I'IpOBeleM

paspelueHne nmeH 1 goctyn K ldap cepeucy DC.

[vagrant@ipa ~]$ kinit admin
Password for admin@EXAMPLE.COM:
[vagrant@ipa ~]$ ipa dnsforwardzone-add domain.com \
--forward-policy=only \
--forwarder=172.25.0.100 \
--skip-overlap-check
Server will check DNS forwarder(s).
This may take some time, please wait ...
Zone name: domain.com.
Active zone: TRUE
Zone forwarders: 172.25.0.100
Forward policy: only
[vagrant@ipa ~]$ dig +noall +answer SOA domain.com
domain.com. 3423 IN SOA dc.domain.com.
hostmaster.domain.com. 53 900 600 86400 3600
[vagrant@ipa ~]$ dig +noall +answer SRV _ldap._tcp.domain.com

_ldap._tcp.domain.com. 6600 IN SRV © 100 389 dc.domain.com.
[vagrant@ipa ~]$% dig +noall +answer A dc.domain.com

dc.domain.com. 3600 IN A 172.25.0.100

[vagrant@ipa ~]$ LDAPTLS REQCERT=never ldapsearch -x -Z -D 'DOMAIN\administrator’

\

-w ‘vagrant' -h
dc.domain.com \

-b "dc=domain,dc=com" \

-s sub "
(objectClass=user)"

BeinosHuTe cnepytouine genctems Ha dc.example.com

C:\Users\administrator>dnscmd /zoneadd example.com /dsforwarder 172.25.0.10
/TimeOut 30
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DNS server . version is 10.0.14393

Creating zone in built-in domain directory partition...
DNS Server . created zone example.com:

Command completed successfully.
C:\Users\administrator>nslookup -type=SRV _ldap._tcp.example.com
Server: localhost6.localdomain6é

Address: ::1

Non-authoritative answer:
_ldap._tcp.example.com SRV service location:

priority =0

weight = 100

port = 389

svr hostname = ipa.example.com

ipa.example.com internet address = 172.25.0.10
C:\Users\administrator>ping ipa.example.com

Pinging ipa.example.com [172.25.0.10] with 32 bytes of data:
Reply from 172.25.0.10: bytes=32 time<lms TTL=64

Reply from 172.25.0.10: bytes=32 time<lms TTL=64

C:\Users\administrator>

BbinonHvM HeobxognMmble KoHGUrypaumm Ha IPA cepBepe a1f CO3A4aHNA JOBEPUTENbHbBIX OTHOLLEHWI.

BbinosHuTe cnegytoline AencTeums Ha

[root@ipa vagrant]# ipa-adtrust-install --add-sids -U --netbios-name="EXAMPLE" --
enable-compat -a "password"

The log file for this installation can be found in /var/log/ipaserver-install.log

This program will setup components needed to establish trust to AD domains for
the IPA Server.

This includes:
* Configure Samba
* Add trust related objects to IPA LDAP server

To accept the default shown in brackets, press the Enter key.

Configuring cross-realm trusts for IPA server requires password for user 'admin'.
This user is a regular system account used for IPA server administration.

admin password:

IPA generated smb.conf detected.
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Overwrite smb.conf? [no]: yes

Do you want to enable support for trusted domains in Schema Compatibility plugin?
This will allow clients older than SSSD 1.9 and non-Linux clients to work with
trusted users.

Enable trusted domains support in slapi-nis? [no]:

The following operations may take some minutes to complete.
Please wait until the prompt is returned.

Configuring CIFS
[1/23]: validate server hostname
[2/23]: stopping smbd
[3/23]: creating samba domain object
Samba domain object already exists
[4/23]: creating samba config registry
[5/23]: writing samba config file
[6/23]: adding cifs Kerberos principal
[7/23]: adding cifs and host Kerberos principals to the adtrust agents group
[8/23]: check for cifs services defined on other replicas
[9/23]: adding cifs principal to S4U2Proxy targets
cifs principal already targeted, nothing to do.
[106/23]: adding admin(group) SIDs
Admin SID already set, nothing to do
Admin group SID already set, nothing to do
[11/23]: adding RID bases
RID bases already set, nothing to do
[12/23]: updating Kerberos config
"dns_lookup_kdc' already set to 'true', nothing to do.
[13/23]: activating CLDAP plugin
CLDAP plugin already configured, nothing to do
[14/23]: activating sidgen task
Sidgen task plugin already configured, nothing to do
[15/23]: configuring smbd to start on boot
[16/23]: adding special DNS service records
[17/23]: restarting Directory Server to take MS PAC and LDAP plugins changes
into account
[18/23]: adding fallback group
Fallback group already set, nothing to do
[19/23]: adding Default Trust View
Default Trust View already exists.
[20/23]: setting SELinux booleans
[21/23]: starting CIFS services
[22/23]: adding SIDs to existing users and groups
This step may take considerable amount of time, please wait..
[23/23]: restarting smbd
Done configuring CIFS.

Setup complete

You must make sure these network ports are open:
TCP Ports:
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135: epmap

138: netbios-dgm
139: netbios-ssn
445: microsoft-ds
1024..1300: epmap listener range
3268: msft-gc

UDP Ports:

138: netbios-dgm
139: netbios-ssn
389: (C)LDAP

445: microsoft-ds

¥ X X %X ¥ ¥

¥ %X ¥ ¥

See the ipa-adtrust-install(1l) man page for more details

[root@ipa vagrant]#

I'Iepep, CO34aHneM JOBEPUTEJIbHbBIX OTHOLLEHNI npoeepnM CMHXPOHM3aUNKO BpeMEHN N YaCOBble NnoAca.

BbinosHuTe cnepytoline genctems Ha dc.example.com

C:\Users\administrator>tzutil /s "N. Central Asia Standard Time"

C:\Users\administrator>tzutil /g
N. Central Asia Standard Time
C:\Users\administrator>date /T
Thu ©9/13/2018

C:\Users\administrator>time /T

03:02 PM

o - CNncok BCex YacoBbIX NOSACOB
. - CnpaBka No KoOMaHae

o - CNncok BCex YacoBbIX NOSACOB
. - CnpaBka No KoOMaHae

BbinosHuTe cnegytoline AencTeums Ha

[vagrant@ipa ~]# sudo timedatectl set-timezone Asis/Novosibirsk
[vagrant@ipa ~]$ timedatectl
Local time: Thu 2018-09-13 15:03:11 +07
Universal time: Thu 2018-09-13 ©8:03:11 UTC
RTC time: Thu 2018-09-13 08:03:11
Time zone: Etc/GMT-7 (+07, +0700)
NTP enabled: no
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NTP synchronized: no
RTC in local TZ: no
DST active: n/a
[vagrant@ipa ~]$% sudo -s
[vagrant@ipa ~]$ sudo ntpdate -u dc.domain.com
13 Sep 15:10:55 ntpdate[5114]: adjust time server 172.25.0.100 offset -0.000767
sec
[root@ipa vagrant]# echo server dc.domain.com >> /etc/ntp.conf
[root@ipa vagrant]# systemctl restart ntpd
[root@ipa vagrant]# ntpstat
synchronised to local net at stratum 11
time correct to within 448 ms
polling server every 64 s
[root@ipa vagrant]# ntpd -q
[root@ipa vagrant]# ntpqg -p

remote refid st t when poll reach delay offset jitter
*LOCAL(9) .LOCL. 11 38 64 37 0.000 0.000 0.000
172.25.0.100 .LOCL. 1u 31 64 37 0.432 10.817 15.472

* timedatectl - nokasaTb TekylLMe HACTPONKN BPEMEHM 1N YACOBOM MOSC
* timedatectl list-timezones - BbIBECTN CNNCOK BCEX YACOBbIX MOACOB

Co3gaanm foBepuTesbHble OTHOLeHNA mexay IPA someHom n Active Directory

[root@ipa vagrant]# ipa trust-add --type=ad domain.com --admin Administrator --
password --two-way=true
Active Directory domain administrator s password:

Re-established trust to domain "domain.com"
Realm name: domain.com
Domain NetBIOS name: DOMAIN
Domain Security Identifier: S-1-5-21-3619292856-10254698-3139940813
Trust direction: Two-way trust
Trust type: Active Directory domain
Trust status: Established and verified
[root@ipa vagrant]# ipa trustdomain-find DOMAIN.COM
Domain name: domain.com
Domain NetBIOS name: DOMAIN
Domain Security Identifier: S-1-5-21-3619292856-10254698-3139940813
Domain enabled: True

[Job6asum agMmuHuctpatopoB AD gomeHa C BO BHELLHIOK rpynny
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[root@ipa vagrant]# ipa group-add --desc='Domain\Domain Admins external map'
ad_admins_external --external

Group name: ad_admins_external
Description: Domain\Domain Admins external map

Cozpgaanm POSIX rpynny aAns cBA3W C BHELUHEW FPynnou

[root@ipa vagrant]# ipa group-add --desc='Domain\Domain Admins map' ad_admins

Group name: ad_admins
Description: Domain\Domain Admins map
GID: 1896200018

[Job6asum rpynny n3 AD gomeHa BO BHeluHtoto rpynny IPA gomeHa.

[root@ipa vagrant]# ipa group-add-member ad_admins_external --external
'DOMAIN\Domain Admins'
[member user]: < Enter >
[member group]: < Enter >
Group name: ad_admins_external
Description: Domain\Domain Admins external map
External member: S-1-5-21-3619292856-10254698-3139940813-512

Brsitoumm BHewwHioto rpynny B POSIX rpynny

[root@ipa vagrant]# ipa group-add-member ad_admins --group ad_admins_external
Group name: ad_admins
Description: Domain\Domain Admins map
GID: 1896200018
Member groups: ad_admins_external

nOBTOpMM onepauunn anA 0bbIYHbIX NONb30BaTENEMN AOMEHa
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[root@ipa vagrant]# ipa group-add --desc='DOMAIN\Domain Users external map'
ad_users_external --external

[root@ipa vagrant]# ipa group-add --desc='DOMAIN\Domain Users users' ad_users
[root@ipa vagrant]# ipa group-add-member ad_users_external --external
'DOMAIN\Domain Users'

[root@ipa vagrant]# ipa group-add-member ad_users --group ad_users_external

MpoBepuM, C MOMOLLBIO YTUAUTBI WH1nTo NoAyUYMM 510D rpynn v Noab3oBaTenen.

[root@ipa vagrant]# wbinfo -n 'domain\administrator'
S-1-5-21-3619292856-10254698-3139940813-500 SID_USER (1)
[root@ipa vagrant]# wbinfo -n 'domain\Domain Admins'
S-1-5-21-3619292856-10254698-3139940813-512 SID DOM_GROUP (2)
[root@ipa vagrant]# wbinfo -n 'domain\Domain Users'
S-1-5-21-3619292856-10254698-3139940813-513 SID DOM_GROUP (2)

Ecam Bbl noayumam owmnbky tvna whclookupname: wbe err domain not found n B XypHanbHOM daiine
/var/log/samba/log.wb-DOMAIN Bbl BUAUTE OWMBKY TMNa Failed to prepare SMB connection to DC:
NT STATUS NETWORK NAME DELETED. paviTe TakiMe KOMaHAbI

[root@ipa vagrant]# net conf setparm global "client ipc signing" auto
[root@ipa vagrant]# systemctl restart winbind

Mpoeepum goctyn k obueri nanke IPA cepeepa nosb3oBatens AD somMeHa.

Coszgaanm nanky obuero goctyna /smbshare B HOBOM KaTalore v caenaem eé AoCTyrnHOM Ans

nonb3oBatenen AD gomeHa.

[root@ipa vagrant]# mkdir -p /opt/samba/smbshare/

[root@ipa vagrant]# semanage fcontext -a -t samba_share_t
"/opt/samba/smbshare(/.*)?"

[root@ipa vagrant]# restorecon -R /opt/samba/

[root@ipa vagrant]# chmod a+w -R /opt/samba/smbshare

[root@ipa vagrant]# echo 'this is a test data in file' >
/opt/samba/smbshare/readme. txt

[root@ipa vagrant]# GROUPSID="wbinfo -n 'DOMAIN\Domain Users'|awk '{print$1}'"
[root@ipa vagrant]# net conf setparm 'share' 'comment' 'smbshare to test
DOMAIN\ 'Domain Users' access'

[root@ipa vagrant]# net conf setparm 'share' ‘read only' 'no
[root@ipa vagrant]# net conf setparm 'share' 'valid users' "$GROUPSID"
[root@ipa vagrant]# net conf setparm 'share' 'path' '/opt/samba/smbshare’
[root@ipa vagrant]# smbcontrol smbd reload-config
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CoBmecTHO I/ICFIOJ'Ib3yeMbII\/JI KaTtanor tenepb AO0CTyNneH AnA nons3osatenen AD AOMEHa. rlpOBepI/IM AOCTyn.

3alanTe Ha KOMMbIOTEP dc Nog nosab3osateneMm AD fgomMeHa, HanpyMep

obuiero goctyna . OTkpoWiTe daiin

1 OTKPONTE nanky

0S5 Version:
Service Pack:
User Name:

Logon Domain:
Logon Server:
IE Version:

1128018435330

MonpobynTe co3aatb Nt060N Gann nan katanor B obLel nanke.

3anyctute TepMuHan W fante KOMaHAy

C:\Users\vagrant>klist

Current LogonId is 0:0x34268

Cached Tickets: (3)

Client:
Server:

#0> vagrant @ DOMAIN.COM

krbtgt/EXAMPLE.COM @ DOMAIN.COM

. YaocTtoBepbTech UTo 6611 BblAaH

2R =
“ Haome Share View
- * A~ o » Network » ipa.example.com » share v O Search share
Marme Date moedified Type Size
s Quick access
| readme.bd 9/14/2018 1:31 PM Text Document TEE
[ Desktop -
& Downloads | readme.td - Notepad - O *
% Documents File Edit Format View Help
. this is a test data in file
=/ Pictures |
3 This PC
¥ Metwork
Titem 1 itemn selected 28 bytes

Build 14393.rs1_release_inmarket_aim.1

ounet

KerbTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96
Ticket Flags 0x40a50000 -> forwardable renewable pre_authent

ok _as_delegate name_canonicalize
Start Time: 9/14/2018 13:28:18 (local)
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#1>

End Time: 9/14/2018 23:28:18 (local)
Renew Time: 9/21/2018 13:28:18 (local)
Session Key Type: AES-256-CTS-HMAC-SHA1-96
Cache Flags: ©

Kdc Called: DC

Client: vagrant @ DOMAIN.COM

Server: krbtgt/DOMAIN.COM @ DOMAIN.COM

KerbTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96

Ticket Flags 0x40e10000 -> forwardable renewable initial pre_authent

name_canonicalize

#2>

Start Time: 9/14/2018 13:28:18 (local)
End Time: 9/14/2018 23:28:18 (local)
Renew Time: 9/21/2018 13:28:18 (local)
Session Key Type: RSADSI RC4-HMAC(NT)
Cache Flags: ©x1 -> PRIMARY

Kdc Called: DC

Client: vagrant @ DOMAIN.COM

Server: cifs/ipa.example.com @ EXAMPLE.COM

KerbTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96

Ticket Flags ©x40a%90000 -> forwardable renewable pre_authent

name_canonicalize ©x80000

Start Time: 9/14/2018 13:28:15 (local)

End Time: 9/14/2018 23:28:18 (local)
Renew Time: 9/21/2018 13:28:15 (local)
Session Key Type: AES-256-CTS-HMAC-SHA1-96
Cache Flags: ©

Kdc Called: ipa.example.com

C:\Users\vagrant>

MpoBepum 6ecnaponbHbIv goctyn no SSH k komnbtoTepy IPA gomeHa

3arpy3um

1 PacroNoXNM ero UCNONHSAEMbIN dalin NPsAMO Ha paboyeM CTOJe TEKYLLErO NOJb30BaTENS.

C:\Users\vagrant>powershell
Windows PowerShell
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Users\vagrant> wget -UseBasicParsing
https://the.earth.1li/~sgtatham/putty/latest/w64/putty.exe °

-OutFile Desktop/Putty.exe

3anyctum n HacTpoum Putty Tak, Kak yka3aHO Ha CKpUHLLOTe.
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YKaxuTe B KauecTBe agpeca

nonb3oBaTena

B AOMEHEe

#2 PuTTY Configuration >
Category
i Features ~ | Options contraling GS5API authentication |
- Window
Appearance Attempt GS5API authentication (S5H-2 only)
.. Behaviour Iuw (GSSAP| credential delegation
- Translation reference order for GSSAP| librares:
- Selection MIT Kerberos GSSAPI32.DLL Up
{ e Colours Microgoft SSPI SECUR32 DLL
& Connection Userspecified GSSAPI DLL Down
-~ Data User-supplied GSSAP! library path:
- Proxy
- Telnet Browse...
- Rlogin
B-55H
- Host keys
- Cipher
|:_:|..
il GSSA?: "I
Al \
- Tunnels W
£ >
Abowt Cancel

cepBepa CTpoKy dpopmarta

6yp,eT 6bIFﬂFIAeTb TakK, KaK Ha CKpuHLIOTE.

NpU NOAKNOUYEHUN K CEpBEPY

#2 PUTTY Configuration >
Category:
=- Sgassinn | Basic options for your PuTTY session |
S Ter L.Dglging Specify the destination you want to connect to
?TTII'&;:bDEFd Host Mame (or IP address) Port
- Bell vagrant @domain.com @ipa.example.c:nrr| |22 |
- Features Connection type:
=~ Window (ORaw (O Telnet (O Rlogin @ SSH (O Serial
ﬁppea@nce Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection |ipa.example com |
- Colours :
Default Settings
- Connection T —
- Proxy
. Telnet Delete
- Rlogin
- 55H
- Senal Close window on exit:
(O Aways (I Newer (8 Cnly on clean exit

B okHe "PuTTY Security Alert" HaxxmuTe
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PuTTY Security Alert

The server's host key is not cached in the registry. You

have no guarantee that the server is the computer you

think it is.

The server's ssh-ed25519 key fingerprint is:

ssh-ed25519 256 1d:0f:ad:44:90:a0:c0:7a:27:87:1 :9b:f9:28:8e:bc

If you trust this host, hit Ves to add the key to

PuTTY¥'s cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit Mo.

If you do not trust this host, hit Cancel to abandon the
connecticn,

Cancel

MoakntoueHne AONXKHO NPOUTK Be3 3anpoca JIorMHa 1 Napoas N UCMOAb30BaHNEM bunerta,
BblAAHHOrO NMONb30BaTENO MPY MHTEPAKTVBHOM BXOZAeE.

MoBTOPUTE NpeAblAyLLMe OnepaLny, 3aNaa MHTEPAKTUBHO Ha KOMMbIOTEP YYaCTHUK AOMEHa

MOA NoNb30BaTeNEM . B kauecTBe agpeca cepsepa ykaxute
#2 PUTTY Configuration >
Category:
- 5§ssinn ~ Basic options for your PuTTY session
- Ten L.nznglging Specify the destination you want to connect to
—|- Temina )
.. Keyboard Host Mame (or IP address) Port
- Bell |I~.ras@example.cnm@ipa.example.cnm | |22
- Features Connection type:
- Window (JRaw () Telnet () Rlogin (@ 55H () Seral
- Appearance
App . Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
. Selection ipa.example com |
C':'l':'!"m Default Settings Logd
=I- Connection ipa.example.com
- Proxy
. Telnet Delete
- Rlogin
- SSH
Kex Close window on exit:
- Host keys () Mways () MNever (@ Only on clean exit
i Cipher hd
£ >
About Open Cancel
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|-|O,£I|KJ'II'Ol-IeHI/Ie TakK>Xe AO0J/I>KHO I'IpOI‘/’ITl/I be3 3anpoca 10rMHa n napona

lvas@ipa:~ — O et

name

: Fri Sep

to do:
Host Based Access Control — HBAC
IdM Roles Management

IdM Multi Master Replication
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