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Chapter 1

Introduction

1.1 Purpose

The current manual has been created for internal use of the automation department at SKAN.
The main purpose of the manual is to help using ZenOn 7.20 for the development of our projects,
reducing the learning and troubleshooting time.

The document will be in constant development and improvements and modifications could be
done by any person related to the department. Please keep a copy of the last document (both
.pdf and .tex files) before making any modification.

1.2 Software and packages

The current documentation has been written using KTEX. In order to be able to modify it there
some initial steps should be followed.

1. Install LaTeX package manager (recommended MiKTeX)
2. Install LaTeX editor and environment (recommended IDE TeXstudio)

3. Install the external packages listed below. If a new package is used the list below should be
updated accordingly.
e caption
e cxcel2Latex
o pef
e ms
e xcolor

e mptopdf



o tikz

titlesec

titlepic

background

If help is needed during this process, please take a look at this link How to write a thesis using
latex


http://www.torsten-schoen.de/2013/05/howto-write-a-thesis-using-latex-part-1-setting-up-software/
http://www.torsten-schoen.de/2013/05/howto-write-a-thesis-using-latex-part-1-setting-up-software/

Chapter 2

Interface list

2.1 Definition and advantages

The interface list is a document that collects all the signals that are going to be integrated in the
project. The main advantages of using this document are the following:
1. PLC - HMI link Mapping between the two environments is defined in a clear way

2. Automatic address setting Avoid issues of duplicated addresses or inefficient memory
management.

3. Time optimization By using previous project’s interface list

2.2 Using an interface list from a previous project

First step is to look for a similar project in ProFile and copy the interface list into our project (in
case it was not done before by the project manager or the PLC engineer).

There will be no possibility of working on-line on the file if someone else have it as In progress in
ProFile. In that case just create a local copy in your computer.

The document looks like in Fig. 2.2

At a first glance the main Excel sheet could be divided into three different groups of columns that
could be clearly differentiated by the header’s color:

° Element description
° PLC interface data bloc
. SCADA variable configuration
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Figure 2.2: General view of the interface list

Each one of the four first columns in Element description section will be part of the variables’
names in the HMI environment as is can be checked in SCADA wvariable configuration part.

Most of the document’s information will be reused if the project to work in is similar to a previous
one.

The background color of the Element description section and Version Control is just an indicator
for the SCADA engineer / PLC engineer / project manager of what is the current state of the
document’s development, or just to share some remarks. In this case it is recommended to remove
all the background color and comments when starting to work with an interface list for a new
project.



Let’s focus on the tabs at the bottom of the document. There are as many tabs as elements could
be found in the project, as for example isolator (IL Isolator), airlock (IL Airlock). The tabs with
a red background color as ALARMS or TEXT LISTS are not needed at the moment. Another
important tab is Konfig (Fig. 2.3) in which the starting data-block addresses are defined for each
kind of variable.

A B C D E F G H J
1
2 DB DBx Anzahl Bits zenon Typ
3 A_SCADA_IF_DM_ACT  Act_val_| 501 0 16 INT
4 Act_Val_D 501 200 32 DINT
5 Act Val R 501 600 32 REAL
6 Act_val s 501 1000 |ETRCOMERUE  sTRING
7 A _SCADA IF DM STS  Status B 502 0 1 BOOL
8 Status_| 502 26 16 INT
g Status_D 502 426 32 DINT
10 A_SCADA_IF_DM_SET  Set_val_| 504 0 16 INT
1 Set Val D 504 400 32 DINT
12 set val R 504 600 32 REAL
13 Set val 5 504 1000 |(EEREEEEREEIN #sTRinG
14 A _SCADA IF DM CMD Cmd 505 0 1 ™ BooL

—y
Ln

Figure 2.3: Configuration tab in the interface list

There are four different group of variables namely Active values, Status values, Set values and
Commands. As for the data types it is possible to find boolean, integer, double integer, real and
string.

Linked data tab was used in the past to link the different reaction matrices and colors with specific
definitions in ZenOn. These are obsolete and are not used anymore.

Important To be able to link the variables that are going to be created through this interface
list to specific reaction matrix and colors in ZenOn it is mandatory to have them already defined
in ZenOn. Otherwise the links to these variables will be lost and it will be needed to make this
connection one by one manually.

2.3 Adding new elements for the new project

It is possible to delete all the variables in ZenOn, use then the interface list to help the generation
once again (using a couple of scripts that will be shown in this section). This is strongly not
recommended. The reason is that if there were any script or special property linked to an
existing variable, this link will be lost during the process. It is better to overwrite the variables
than starting from scratch.

The only con regarding this procedure is that it could happen that several variables from a previous
project are not needed any more. At the moment this manual was written there was no special
mechanism to automatically delete the extra variables.

In case new known elements are needed for the new project (i.e. an extra fan), the cells should be
selected as rows copy and paste. Remember to change the values of the PI&D numbers (at the



detail 3 column of the Element description group). In the

whole element, and how to copy it after right-click over it.

Fig. 2.4 can be seen how to select a

Fl 3 ] 5 3 7 B =
check data bloc / type fill elent n®
1 1]
Version Element description PLC interface data bloc

control connection  element configuration ST variable

name detail 1 i detail2 ; detail 3 data bloc type elmt n®
plc_L1 Fan sp1 7 1220 A_SCADA_IF_DM_SET Set_Val_l 22 | a_scap
ple_L1 Fan sp2 [ 1220 A_SCADA_IF_DM_SET Ser_Val_l 45 | a_scap
plc L1 Fan sp3 7 1220 A_SCADA_IF_DM_SET Set_Val_l 46 | A_scaD
ple_L1 Fan spa T 1220 A_SCADA_IF_DM_SET Set_Val_l 47 | ascap
ple L1 Fan Acval T 1220 = i | A_SCADA_IF_DM_ACT Act_Val_l 16 | AScAaD
plc_L1 Fan Status 1230 o Paste Options: A_SCADA_IF_DM_STS Status_| 10 | ascap
plc_L1 Fan CmdRev 1230 = A_SCADA_IF_DM_CMD cmd 18 | Ascap
ple_L1 Fan SpRev 1230 b A_SCADA_IF_DM_SET Set_Val_l 48 | A_scAD
plc_L1 Fan Spl " 1230 Paste Special... A_SCADA_IF_DM_SET Set_Val_l 49 | A_scap
plc_L1 Fan sp2 T 1230 Insert A_SCADA_IF_DM_SET Set_vVal_l 50 | A_scAD
plc_L1 Fan 5p3 7 1230 o A_SCADA_IF_DM_SET Set_Val_l 51 | A_scap
ple_L1 Fan spé [ 1230 Delete A_SCADA_IF_DM_SET Ser_Val_l 52 | A_scaD
plc L1 Fan Actval 7 1230 Clear Contents ] A_SCADA_IF_DM_ACT Act_Val_l 17| Ascap
plc_L1 Fan Status 1240 A_SCADA_IF_DM_STS Status_| 11 | Ascap
plc_L1 Fan CmdRev 1.240 Eormat Cells... A_SCADA_IF_DM_CMD cmd 19 | A_ScAD
plc_L1 Fan SpRev 7 1200 Row Height... A_SCADA_IF_DM_SET set_Val_l 53 | A_scap
plc_L1 Fan sp1 7 1240 i A_SCADA_IF_DM_SET Set_Val_l 54 | A_scAD
ple_L1 Fan sp2 T 1240 Hide A_SCADA_IF_DM_SET Set_val_l 55 | A_scap
plc_L1 Fan 5p3 1240 Unhide A_SCADA_IF_DM_SET Set_Val_l 56 | A_SCAD
plc_L1 Fan spe 1240 A_SCADA_IF_DM_SET Set_vVal_l 57 | A_scAD

Insert Page Break

plc_L1 Fan Actval 1240 A_SCADA_IF_DM_ACT Act_Val_| 18 | Ascap
plc_L1 Fan Status 1.250 Reset All Page Breaks A_SCADA_IF_DM_STS Status_| 12 A_SCAD
plc L1 Fan CmdRev 1250 Set Print Area A_SCADA_IF_DM_CMD cmd 20 | ascap
ple_L1 Fan SpRev 1250 A_SCADA_IF_DM_SET Set_Val_l 58 | A_scap
plc_L1 Fan spl F 1250 Reset Print Area A_SCADA_IF_DM_SET Set_val_l 58 | a_scap
plc_L1 Fan sp2 : 1.250 Page Setup.. A_SCADA_IF_DM_SET Set_Val_l &0 | A_scap
plc L1 Fan sp3 1250 A_SCADA_IF_DM_SET Set_Val_l 61 | A_scaD
ple_L1 Fan spé 7 1250 L. * ="*DA_IF_DM_SET SerVal_l 62 | A_SCAD
plc_L1 Fan Actval T 1250 Calibri ~|11 - A" A" $ % » [ DAIF_DM_ACT Act_Val_I 10 A_SCAD
plc_L1 Flap Stotus 1500 B I =~ &  DA_IF_DM STS Status_| 13 | ASCAD
ple_L1 Flap CmdRev 1500 . DA_IF_DM_CMD tmd 21 | Ascap

Figure 2.4:

Process to duplicate an element for the interface

After this step it will be necessary to remove the element number and the
this new element as shown in Fig. 2.5. The background color of the cells to
when is properly set by the macro and red when is not established yet.

list.

variable address for
remove is light blue

A 5 < ) 3 3 G H | ) [ L M N | o P a
7 T 5 g 7 5 2 = 5 Y i
check same veck same]
= =
i ]
2 Version Element PLC interface data bloc [ scADA variable configu
3 connection element configuration variable variable address
4 control name detail 1 detail2 e detail3 comment type elmtn® e DB Offset  Bit :i‘e
124 plc_L1 Fan spL 710 set_val_l 44 | A_SCADA_IF_DM_SET Set_Val_l[44] ] * | plcLy/Fan/sp1-1220
125 plcL1 Fan sp2. 7 1220 Set_val_l 25 DM_SET Set_val_i[45] S04 B8 o | pic_1y/Fanssp2-1220
126 plcL1 Fan sp3. 710 set_val_| % DIM_SET.Set_Val_I[46] sS4 %0 o * | plcLY/Fan/sp3-1220
127] plcL1 Fan spe. 71220 Set_val_l a7 :_DIVI_SET Set_val_I[47] sS04 92 o | pic_L1/Fansspe1220
128 ple L1 Fan Acval 7100 Ad_Val | 16 | A SCADA IF DM_ACT.Act Val_I[16] s 30 o plc_LY/Fan/ActVal-1.220
129) pc L1 Fan Status 1230 Staws_| 10| A_SCADA_IF_DN_STS Status_I[10] D plc_L1/Fan/Status 1230
130 pleL1 Fan CmaRev 71230 cmd 18 | A_SCADA_IF_DM_CMD.Cmd[18] S5 2 1 # | plc_L1/Fan/cmdRev-1.230
131 plc_L1 Fan SpRev 7 1230 Set_val_| 28 | A_SCADA_IF_DM_SET Set_Val_I[48] S04 92 o | pic_L1/Fan/sprev-1230
132 pleL1 Fan spL 71230 Set_val_| 49 | A_SCADA_IF_DM_SET.Set _Val_I[23] sS4 % 0 * | plc_LY/Fan/Sp1-1230
133 plc 1 Fan sp2 7123 Set_val | 50 | A_SCADA_IF_DM_SET.Set Val_I[50] 54 % 0 * | picLa/Fan/sp2-1230
134 pleL1 Fan sp3. 7130 Set_Val_| S1 | A_SCADA_IF_DM_SET.Set Val_I[51] sS4 w0 0 * | plc_LY/Fan/Sp3-1230
135 plc 1 Fan spé 123 Set_val | 52 | A_SCADA_IF_DM_SET.Set Val_[52] 54 102 0 * | pica/Fan/spe-1230
136 ple L1 Fan Actval T 1230 Act Val | 17| A SCADA IF DM ACT.Act Val I[17] s 3 o plc_L/Fan/ActVal-1.230
137 Pl Fan Status 1240 Status_| 1 _IF_DV_STS.Status_1[11] sz 46 0 plc_L1/Fan/Status-1.220
138 pleL1 Fan tmdRev. 71040 emd 1 F_DM_CMD.Cmd19] 55 2 2 # | plc_L/Fan/tmdRev-1.220
139 plcL1 Fan SPRev. 71240 Set_val_l 53 DM_SET.Set_Val_I[53] S04 104 0 * | pica/Fan/sprev-1240
140 pleL1 Fan spl 71040 Set_Val | 54 DM_SET.Set_Val_I[54] S04 106 0 * | plc_LY/Fan/Sp1-1240
141 plcL1 Fan sp2 71240 Set_Val_l 55 DM_SET.Set_Val_I[55] S04 18 0 * | plcLY/Fan/sp2-1240
142 plet1 Fan sp3. T 1240 set_val_l 56 DM_SET.Set_Val_I[56] sS4 10 o * | plcLy/Fan/sp3-12¢0
143 plcL1 Fan sp4 71200 Set_Val_l 57 _IF_DM_SET.Set_Val_I[7] S8 12 0 * | plc_LY/Fan/spa-1240
144 plel1 Fan Aaval T 1240 AcvaLl 8 IF_DM_ACT Act_Val_I[18] s % o plc_L1/Fan/ActVal-1.240
145 pic L1 fan Status 1250 Stats_| 2z _IF_DV_STS.Status_1112] ETR ) plc_L1/Fan/Status-1250
146] plcLl Fan cmdRev 71250 cmd 20 DM_CMD.Cmd[20] 505 2 3 | pic_L1/Fan/cmdrev-1250
147 plc_L1 Fan SpRev 1250 set_val_l 58 DM_SET.Set_val_I[8] see 14 0 « [ pict1/Fan/sprev-1250
148] plcLl Fan spL 71250 Set_val_l 53 DM_SET Set_val_i[53] sS04 16 0 | pic_1y/Fansspr-12s0
149 plcL1 Fan sp2 T 1250 set_val_| ] DM_SET.Set_Val_I[§0] see 18 0 * | plcLY/Fan/sp2-1250
150} plcL1 Fan sp3 71250 Set_val_| 61 _IF_DM_SET Set_Val_i[61] s4 120 o0 | pic_L1/Fanssps-1250
151 el I3 o 42} s DA E D0l SEL Ml dl62l 00, i L - el llE 1
152 plc L1 Fan Actval - Act_Val_I A_SCADA_IF_DM_ACT.Act_Val_I[13] plc_L1/Fan/Actfal-1.250
153 pic L1 Fan Status 1260 Status_| (A_SCADA_IF_DM_STS Status_Il pic_(1/Fan/Staflus1.260
154 plc L Fan CmaRev 71260 (] |A_SCADA_IF_DM_CMD.Cmd] plc_L1/Fan/cmlRev-1.260
155! ple_L1 Fan SpRev 71260 Set_val_l A_SCADA_IF_DM_SET Set_Val_I] ple_L1/Fan/SpHv-1.260
159 plc L Fan spl 71260 Set_val | |A_SCADA_IF_DM_SET.Set Val_il} plc_L1/Fan/sp1260
157 pleL1 Fan Sp2 T 1260 Set_Val_| A_SCADA_IF_DM_SET Set_Val_I[] plc_LY/Fan/spR1.260
158) plcl1 Fan sp3 [ 1260 set_val_| |A_SCADA_IF_DM_SET.Set_Val_Ii[J plc_L1/Fan/sp1260
159 pleL1 Fan Sps T 1260 Set_Val_| A_SCADA_IF_DM_SET Set_Val_I[] plc_LY/Fan/sp1.260
160) plc L1 Fan Acval [ 1260 Actval | A_SCADA_IF_DM_ACT Act Val_I[] plc_L1/Fan/Actfal-1.260
161 pic L1 Fizp Status A_SCADA_IF_DM_STS Staws_| A_SCADA_IF_DN_STS Status _I[13] plc_L1/Flap/Sfus-1500
162| BIcTT liET TraRew TS0 A _SCADA_TF_BW_CWD. Tma T | A_SCADA_TT_DN_CHID Cmal 21T DIC_ /P Tap/tmaRey-1.500

Figure 2.5: Remove element number

for duplicated objects.

The element number of the new element variables will be set by clicking the blue button at the
top Fill element n. A warning message will appear (Fig. 2.6a). After running the macro behind
this button it will be returned the elements that have been created Fig. 2.6b. It will be ready to
be imported by ZenOn.



A_SCADA_IF_DM_SET Set_Val_l

A_SCADA_IF_DM_SET Set_Val_l
) Set_Val_l
Microsoft Excel X | servall
Act_val_l
3 Status_|
Auto-fill data block numbers: Cmd
 total number of variable for data block A_SCADA_IF_DM_ACT : 79 setvall
> number of variable from type Act_Val_l: 79 per_val |
> number of variable from type Act_Val_D: 0 Set_val_l
> number of variable from type Act_Val_R: 0 Set_Val_l
> number of variable from type Act_Val_5: 0 Set_Val_l
- total number of variable for data block A_SCADA_IF_DM_SET : 75 Act_Val_|
= number of var!ablefrnm type Set Val |: 75 Status_|
> number of variable from type Set Val_D: 0 Cmd
> number of variable from type Set_Val R: 0
> number of variable from type Set_Val 5: 0 pet val |
- tatal number of variable for data block A_SCADA_IF_DM_CMD : 127 Set_Val_l
> number of variable from type Cmd: 127 Set_Val_l
R e SEL_val s - total number of variable for data block A_SCADA_IF_DM_STS: 114 Set_Wal_l
A_SCADA_IF_DM_SET Set_Val_l > number of variable from type Status B: 0 Set_Wal_l
]  Val_l > number of variable from type Status_|: 174 Act val |
Auto-fill data block numbers x  val_l > number of variable from type Status_D: 0 Status. |
val | - total number of variable for data block A_SCADA_IF_DM_AL: 0 -
. Val_| - Cmd
—u B 1 > number of variable from type Alarm_B : 0
MNEW FUNKTION! ; e > number of variable pet val |
This Funktion fills all free element fields and skips the assigned fields! Do you pet val |
want to proceed? el | Set_Val_l
L Val_l Set_Val_l
el Setval L

 Val_l - S Act_val_l
Ok Cancel L val_l A_SCADA_IF_DM_STS Status_

_Val_l A_SCADA_IF_DM_CMD Cmd

A:SCADA:IF:DM:STS Status_| A_SCADA_IF_DM_SET Set_val_l
A_SCADA_IF_DM_CMD Cmd A_SCADA_IF_DM_SET Set_val_l
(a) Fill element number warning (b) Fill element number result

Figure 2.6: Fill element number

After getting the new element numbers it is possible to get the addresses for the variables related
to the new element by clicking the button Fill address located just above the PLC interface data
block header. Similarly to the previous case images for the warning and the result are shown in
Fig. 2.7

A_SCADA_IF_DM_SET Microsoft Excel W%

A_SCADA_IF_DM_SET

Auto-fill data block numbers > )
I Auto-fill PLC data block adresses:
Auto-fill PLC data block adresses JE!
QK Cancel
Ok

H A_SCADA_IF_DM_ACT
| | AscroarromsTs 7 scaoa 17 om sts

(a) Fill element address warning (b) Fill element address result

Figure 2.7: Fill element address

Last step before interacting with ZenOn will be to define which of the interface list’s elements
are going to be uploaded / updated in the current variable list in ZenOn. Take into account that
the process of overriding a variable previously defined is not a problem for the future use of the
application but a waste of time in case the variables were already there.



To avoid that it is recommended to mark only with an x the variables to upload at the column
Ezport? (Fig. 2.8)

B - Interface List (with SCADA) Is

Insert  Pagelayout  Formulas  Data  Review  View  PROFLE  Q Tel it you want to d

=3 Cut - v =, % - e = oSum ~
0 * Calibri - AN - EFWrap Text General - &) 4 | Euo Normal 2 Standard 2 Standard22  Standard 3 = Ex @ E ’Z‘Y
ER Copy ~ M Fill =
Paste BIU.-|fH-|H-A- EdMerge & Center = & - % » %3 £ Conditional Formatas| Standard32 | Normal Bad Good Neutral | nsert Delete Format - Sort & Find &
o Format Painter Formatting = Table~ - - > | & Clear~ Filter~ Select~
Clipboard ® Font B Alignment. ® Number B Stytes ces Editing ~
AL160 M e X v
A B C D E F G B
z B z g 5 7
1] 2
2 Version Element description
3 “connection element configuration
= control ‘comment
4 name detail 1 detail 2 detail 3
En — — — —
124 plc L1 Fan spL 1220 Parameter - Setpoint Fan,1220, 5p1
12| plc 11 Fan sp2 1220 Parameter - Setpoint Fan,1220,5p2
12| plc 11 Fan 503 1220 Parameter - Setpoint Fan 1220, 503
7| pic 11 Fan spa 1220 Parameter - Setpoint Fan,1.220,5p4
12| plc 11 Fan acval 1220
29| plc_t1 Fan Statws 1230
30| pic 11 Fan cmaRev 1230
11| plc_t1 Fan SpRev 1230
32| plc 11 Fan sp1 1230 Parameter - Setpoint Fan 1230, Sp1
33| plc L1 Fan sp2 1230 Parameter - Setpoint Fan,1.230, 502
134] plc L1 Fan 03 1230 Parameter - Setpoint Fan,1230,5p3
13| plc 11 Fan spt 1230 Parameter - Setpoint Fan, 1230, 5p4
36| plc 1 Fan Acval 1230
37| plc L1 Fan Status 1260
18| plc 11 Fan cmaRev 1200
13| plc_t1 Fan SpRev 1200
| pic 11 Fan spL 1200 Parameter - Setpoint Fan 1240, 5p1
1| plc_t1 Fan $p2 120 Parameter - Setpoint Fan,1.240,5p2
12| plc 11 Fan 03 1200 Parameter - Setpoint Fan 1240, 5p3
23| plc L1 Fan sp4 1290 Parameter - Setpoint Fan, 1240, 54
4] plc 11 Fan Acval 1260
as| pic L1 Fan Stats 1250
14| Pl Fan cmaRey 1250
7| pic_t1 Fan SpRev 1250
ag| pic L1 Fan sp1 1250 Parameter - Setpoint Fan 1250, Sp1
as| pic_t1 Fan sp2 1250 Parameter - Setpoint Fan 1250, 5p2
50| pic 11 Fan p3 1250 Parameter - Setpoint Fan 1250, 503
51| plc L1 Fan ot 1250 Parameter - Setpoint Fan,1.250, Spd
12| pic 1 Fan acval 1250
13| pic L1 Fan Status 1260
154 pic L1 Fan cmaney 1260
55| pic L1 Fan SpRev 1250
56| Pl Fan spL 1250 Parameter - Setpoint Fan 1260, 5p1
57| pic_t1 Fan sp2 1260 Parameter - Setpoint Fan,1.260, 52
15| pic L1 Fan 53 1250 Parameter - Setpoint Fan 1260, 5p3
159 pic_t1 Fan spe 1250 Parameter - Setpoint Fan 1260, 5p4
1e0] Py fon peval 1%
61| plc L1 Flap Statws 1500
62| pic 1 Fiap cmarev 1500
63| pic L1 Fap Status 1510
64| pic 11 Fiap cmaRey 1510
a6

o o e e
Wisotator | 1L airock VNN EENIGEM | Korfio | Linked data | Debug | @ [ L

Figure 2.8: Selection of the variables to create/update in ZenOn

After clicking over Ezport selected and choosing the destination folder a .tzt file will be generated
with a script that will be used by ZenOn to create/update the variables that were chosen.

2.4 Creation of the variables with the interface list result

To create/update the variables after having finished the previous section’s process it will be needed
to initialize ZenOn and open the VBA editor.

There are two scripts that will be important in the process. In EDITOR_scripts_Variables it is
mandatory to copy the content of th .txt file that was generated by the interface list document.
(Fig. 2.9)

After copying the .tzt file remember to save the script.

The second script is the one that defines the drivers and call the first one. This script should
not be modified (Fig. 2.10).

To generate/update the variables in ZenOn run this script.
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25 Microsoft Visual Bsic or Applications - OPA-DATA\SQL2OT _m.vba - [EDITOR scr]
2 E- Baly b EEY 2@, con B

4 Fle Edit View Inset Format Debug Run Teols Add-lns Window Help -8 x
Project - ZSK17453RT ISOL X| [[Tiweneran <] [eort_part =
=2 Bl TF= soertrerennr =]

EX=1 453RT_] rogramData)\COPA-DATA\SQL 2012\ 2787t

55 Zenrt32 Objects set

set

ZVariables = thisProject.Variables
2Drivers = thisProject.Drivers

thisProject
-85 Foms Set zVarTypes = thisProject.VarTypes
fminputBox Set zRemas = thisProject.Remas
-5 Modules On Error GoTo Abort Error
& ASW_ComputerResources

@ Asw_CycicFunctions '#### plc L1/Fan/Status-1.260

3 ASW_Others
Waichdogs

2zVariable.DynProperties ("ID_DataTyp")

End If

2variable.
2Variable.
2Variable.

DynPropercies ("DataBlock") = 502
DynProperties("Offset”) = 252
DynProperties("Tagname") = ™"

perties( 1Group™)
.DynProperties("Recourceslabel") = "
.DynProperties("Uniz") = "1
.DynProperties("SignalMin®)
DynProperties ("Signalliax")
DynProperties("Digits”) = 0
DynProperties ("RangeMin®
DynProperties ("RangeMax”) = 255

("ser 1) =2

zVariable.DynProperties("In0ut”) = False
Debug.Print ("Variable 153 of 5477)

2variable
2Variable
2Variable
zvariable.
zVariable.
zVariable.
2Variable.

o
255

o

"###+ plo L1/Fan/CudRev-1.260

If Not (zVariables.Item("plc_L1/Fan/Status-1.260") Is Nothing) Then
Set zVariable = zVariables.Item("plc_L1/Fan/5tatus-1.260")

= zVarTypes. Item("INT").1D

ElseIf (zVariables.Ttem("plc_L1/Fan/Status-1.260") Is Nothing) Then
Set zVariable = zVariables.CreateVar("plc_L1/Fan/Status-1.260",

zDrivers.Ttem(iTCP_DriverType), iTCP_KanalTvpe, zVarTypes.Item("INT"))

= "Skan.Isolator”

Set zVariable

End If

If Not (zVariables.Item("plc_L1/Fan/CndRev-1.260") Is Nuch)ng) Then

= zVariables.Item("plc_L1/Fan/CndRev-1.260"
zVariable.DynProperties ("ID_DataTyp") = zVarTvpes. I:emk"BOD[.") ™

ElseIf (zVariables.Item("plc_L1/Fan/CmdRev-1.260") Is Nothing) Then
Set zVariable = zVariables.CreateVar("plc_L1/Fan/CndRev-1.260",

zDrivers.Item(1TCP_DriverType), 1TCP_KenalType, zvarTypes.Item("BOOL"))

Figure 2.9: Configuration of the variables that will be generated

£ Microsoft Visual Basic for Applications - Ci\ProgramData\COPA-DATA\SQL2012\27876d6a-2a61-4fc8-072f-a76b907ec10&\FILES\zenOn\ system'\Project_m.vba - [EDITOR_scr]

zZE-H By b0 @M S EY %@ nss ol
% File Edit View Insert Format Debug Run Tools Add-lns  Window Help

Project - ZSK17433RT_IS0L il
= Global
-8} ZSK17453RT_ISOL (G\ProgramData\COPA-DATA\SQL2012\27876d6...) Global
[=-£2§ Zenrt32 Objects Global
Global
Global
Global
=423 Modules Global
& ASW_ComputerResources Global
& ASW_CydicFunctions Global
‘3 ASW_Others Global
Global
Global
pis_variables Global
‘3 ModuIEEIEmEnt Global
El @ ZIworkspace (C:\ProgramData\COPA-DATA\zenon720\ZenWor...) Global

Private Declare PtrSafe Sub Sleep Lib

ZVariables As Variables 'Cbject from type Variables
zVariable As variable 'Child object from type Variables
zArrEl As variable 'Cbhbject from type Variables
zEdLimit Zs EdLimit 'Cbject from type EdLimitc
zRemas Iz Remas

ZFCT As RtFunction

iTCP_DriverType A= Integer

iTCP KanalType As Integer

i0DVA DriverType As Integer

i0DVA KanalType As Integer

sVAR Type A= String

SVAR Name As String

i &s Integer

bBool &s Boolean

Error Text Az String

"kernel32" (ByVal m2 As LongPtr)

(General)
[

initialize STTICP32
iTCP_FKanalIype = 34 '
For

Sub EDITOR Variables()

"Fill the objects
Set zWVariables =
Set zDrivers =
Set zVarTypes = thisProject.VarTypes
Error_Text =

thisProject.Variables
thisProject.Drivers

w

driver constants
34 = tpExBaustein
i =0 To zDrivers.count - 1
If zDrivers.Item(i).name =
iTCP DriverType = i
Exit For

If

"STTCP32"™ Then

End

Hext i

initialize Allen-Bradley CODVA driver constants
iCDVA_KanalType = 8 ' &
For i =

= tp5PSMerker

0 To zDrivers.count - 1

If zDrivers.Item(i).nams =
i0DVR_DriverType = 1

"LOGIX_ODVA"™ Then

Exit For
End If
= = Hext i
Properties - EDITOR scripts il
|EDITOR _scripts Module ] Error Text = "'
Alphabetic  Categorized 'Create variable

EDITOR _scripts

Call Export_Partl

IfrmInputBox.txbInput = Error Text & "Done!"™
frmInputBox. Show
End Sub

Figure 2.10: Setup the drivers and call the first script
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Chapter 3

Customized elements

Some of the elements that are use in the projects are behaving similarly in several of them. To
avoid repeating the same work in each of the projects it makes sense to create a library with these
elements.

Each of the elements should have the following attributes properly defined before adding it to the
library:

e Representation Drawing, color and flashing behaviour for each possible estate.

e Reaction matrix Could be the case that this RM is used for more than one element.
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Chapter 4

Methods and Tools

The main purpose of this section is to collect all possible methods we are using for different
purposes. In case an issue could be solved by several ways it makes sense to explain which one we
are using and its pros and cons with respect to the others.

4.1 Visibility of an element

4.1.1 Variable link

The visibility of an element could be linked to the value of a variable. It is possible to choose the
range of values for which the element will be visible.

An example of how to configure the visibility of an element (i.e.: button) using a variable is given
in the Fig. 4.1. In this case only super users (with user level equal to 9) will be able to see the
element.

Properties: Numerical value: Numerical value_1 - Screen: ok_Main_P740_Parameters_Particle - Project: SK1T001RT_ISOL

B= B B [e]eel /sl B2 8= LD

--{7) Representation S

&) Color Visibility

) Effects Visibility: From variable v

23 Visibility/flashing Variable: 7_UserLevel ...| Display visibility preview:  Click here ->
g Pn::i:iroan [] take from limit

... Size and rotation dynamic from: 9 to: 9

-2 Runtime Interlocking: Debugging_visibility
=) Authorizati g 99 Y

uthornzatuon

{3 VBA macros Wisible if interlocked

I3 Write set value

{3 Variable / function Flashing

[ VSTA gesture recagnition Take over flashing from limit:  <no variable linked> ...| Display blinking preview:  Click here -»

Flashing calor frorm limit

Figure 4.1: Linking element’s visibility to a variable
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4.1.2 Interlock

Interlocking allows to control the access to certain variables given values and combination of
another. The use of interlock variables for controlling the visibility is very practical.

The first thing to do will be to create an interlock. In order to do this just right-click the
"Interlockings’ button in the toolbar and then select 'New Interlocking’.

After giving a proper name to the interlock you can add variables and conditions that will be
involved in the activation of the interlock. It makes sense that more than one variable or more
than one condition occurs. Otherwise it will be easier to link the visibility of an object directly
to a variable.

A menu as the following one in Fig. 4.2 will appear allowing to select the variables and the
conditions to activate it.

=
File Edit Screens Elements Control elements Options Window Help
B o O b G B %9 bR 5 F@BB e % 8 B R By i8R espoger a2 ATl EURR AR LGy Lile o T L e B i 2= il
= Bl Vorkspace: 101_17_001_2018050811) R A QE. 2= Bl
=[] SK17001RT_ISOL (Stat project) R ——
- @ Variables i tedockings = Condition
B9 Driver 5 & Debugaing_visibilty — = —
& Dutsypes =K}y Interiocking condtions ame: inimum _level
@ B Reaction matrix #0 Minimum Jeve: (X01.Value >=5) Logical link: (X01 Value >= 9)
B Alocations = @ Vatables ntoriock ‘
4 (D Aam @ X01:z_Userlevel nterlocking text:
%8 Memsuring units % ParsmeterChange_nterock cleaning
o Semens | ParameterChangs_knterlock deco
& O Functions srameterChange_Interdock-dosing
2 Serpts arameterChange _interock fans
W& Longuage fie arameterChange_Intedock-FIPA Formula x
3] Hetoren ¥\ ParsmeterChange_terock feaktest
% & Rocher i\ ParameterChange_nterock particle T TT—— —
& Time control
& Time control
AND NOT OR XOR
A zenon Logic (IEC 61131-3)
B Scheduler ) )
% &8 Programming interfaces Bitwise or comparison operators operator
i Interockings = |
U Message Cortrol
H Menus > >= < <=
# | Report Generator
&85 User administration _ =
() Fles
'\ History of changes Syntax
s Equipment Modsing
4% Project backups 4}
|&# General symbol library
Formuia
(x01.value >=9)
G| ren

Figure 4.2: How to create an interlock with variables and conditions

In this example we choose as variable user level and a condition to be greater or equal to 9. This
will allow only to super-users (once that have logged-in) to see the elements linked to the interlock.

To link an element to the visibility using the interlock, look at the example at the Fig. 4.3.

As it was mention above this way is more complicated than linking only to a variable. This was
only an example but it will be important to allow the visibility of elements when more than one
condition should be happening simultaneously.
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Properties: Mumerical value: Mumerical value_1 - Screen: ok_Main_P740_Parameters_Particle - Project: SK17001RT_ISOL

-|7) Representaticn

-7 Coelor 'ﬁsi:il]r : :
{7 Effects Visibility: From interlocking v|
-3 Visibility/flashing Variable: <novariable linked> || Display visibility preview:  Click here -> [

-7 General

. | take from limit
{7 Position

|7 Size and rotation dynamic from: 0.000000 to: 0.000000
20 F‘Luntlmle ] Interlocking: Debugging_visibility -
-3 Authorization
-{3) VBA macros [ Visible if interlocked
-7 Write set value
-|7) Variable / function Flashing
~{2) VSTA gesture recognition Take over flashing from lim... <no variable linke ... | Display blinking preview:  Click here -» [ |

Flashing color frarm lirmit

Figure 4.3: Linking a dynamic text box to an interlock
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Chapter 5

Customized screens

5.1 Screen numbering

There is a standard established to set the names of each of the screens. The use of 3 digits to
identify the screen was set. In Fig. 5.1 is described the way in which the digits are given.

A 13:08:49
2 C® CONFIRM X SERVICE {" FORCE MODE 26092017
_
R yv. % PLC - communication interrupted
SAFETY THROUGH
‘CONTAINMENT
— v Actual values Alarm messages

N/A Options

100 ]
4 Print
90

T.

Export...

u o
S o
II

30 Trend selection

N
o

Production

Decontamination

30
-a0 ] 3
’139 38:40 12:43:41 12:48:43 12:53:45 12:58:46 13:03:48 13:08:50
6.09.2017 6.09.201 6.09.201 6.09.201 6.09.2017 6.09.201 6.09. 1
E
Control Zoom Cursors
-~ r'
-
. < ’ > x1 x2 ‘ ’ :
(2] » AN AXR g ...
Start Stop Refresh Time — Time - Time + ATime ++ Zoom + | Zoom - Select Back on/off On/off Move - Move + Only last 30min displayed!

picture P300

a Options...

Operation Overview Trends Alarm list Event list Parameters Service

Figure 5.1: Screen numbering process

First digit is given by the position of the position of the selected button in the horizontal navigation
panel located at the bottom of the screen. In the example we can see that the screen should start
with the number 3 as "Trends’ button is located at the third position. So far we have the following
number for the current page: 3XX

For the second level in the numbering hierarchy the vertical navigation menu should be checked.
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In this case it is located at the right side of the screen. It is important to remark that we will
start the numbering of the second digit with 0 (at the first level we were starting at 1). Now we
can update the page number: 30X

If there is any other level of information that could lead to different pages for the already given
menu we should repeat the process for the second digit. Finally we can get the final screen number
for the example: 300

5.2 Tips and tricks

In order to ease the development we will use some rules. The main ones are related with how
to set the different elements in specific layers, using scripts to set those elements in the proper
positions and how to handle their visibility.

5.2.1 Switch screen with substitution parameter

There are cases in which two or more screens are exactly the same but with different parameters.
To design the screens in those cases there are two main ways to do it:

1. Create two or more screens with the specific parameters (variables, functions, etc.).

2. Use only one screen and multiple functions to call to it with parameter substitution.

Second option allows to have less screens and saves development time. For example, if a button
is moved we will not need to move it in several screens as we only have one.

09:27:13

Ooos Ce conFIRM X SERVICE  {7) FORCE MODE 09082018
dae e 1.841 8Pa 1.118 10Pa 5 [PLC - communication interrupted
15 %rH 1.832 0ppm 1.158 10Pa 1.218 258
d 0.35 m/s 1.830 0.0 ppm 1.658 5.6°C 1.228
d 10 Pa 1.238 essage(s): ®
— v Actual values v v Alarm messages ¥

Start

A StaitccRRIERR Decontamination
The following conditions should be fulfilled to start: I L — Production

!

[ No critical alarm active

Doors closed

Doors gaskets inflated Leak test

s

Covers gaskets inflated

Door handling SE—

Filling line ready for decontamination

Dosi it d il
'osing unit ready Dosing rate setting

I Start &

Aeration — Test mode :
] — T & [ o B

Batch code from wireless GT validated

LKA XKL

[ Mouseholes gasket inflated

Picture P100

Trends | marmitse | vt s e e

Figure 5.2: General view of operation screen
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To visualize the use of this feature it is possible to take as an example the Start conditions screen.
In Fig. 5.2 several buttons with an exclamation sign are shown. Pressing any of this buttons will
call the same screen with different parameters.

In Fig. 5.3a we can check how looks the standard screen, and in Fig. 5.3b the configuration menu
for a combi element representation is shown. In the case of the combi elelement, two variables are
responsible to represent different estates. These variables will be substituted later on.

# Main_P300_DEBUG - SK17453RTISOL - % Main_P100_Operation StartCond - SK17453RTISOL X | % Navig

Enter element X
& Start conditions Status defiition  test mode
[ o ]
The following conditions should be fulfilled to start: States Formula variables

+ XD1: 2_StartCond_Status EoEl

¥ X02: z_StartCond_Mack

o critical alarm active
Help

Doors closed

{ Doors gaskets inflated X ]
[ Covers gaskets inflated x ]
[ Mouseholes gasket inflated X ]
[ Filling line ready for decontamination X ]
[ Dosing unit ready X ]
New Delete Up Dawn Add... Change... | Remove
Batch code from wireless GT validated X
Value
3 24 23 16 15 8 7 0
oooooooosooooooooiooooioioooloooooppo l:l Value
== JiCT %02.00 AND NOT XD2.01 AND NOT X02.02 AND NOT X02.03 AND NOT X02.04 AND NOT 0205 AND NOT X02.06
State
[Flm [m2 [FIm3 [ [ ms e [z [FIme
[~ ner_seL [ rEVISION [“progress [ TmveouT [ mvam [~ oFF [ R [Frm_R
[T v [Fnweoae [Ha [~ sponT [ 7crg A [eL 87 [s88m0 [ZInT 870
[Tl ov_sm [F s=870 [ T_mwaL [~ ca_mmip [Flesma

[~ Not acknowledged

Display element Colr Speafic settngs
Status text Text color
[ @pLc_startcondition_o1 || | B romac

Text when pressed

| o
(a) Start conditions standard screen (b) Configuration of combi element representation

Figure 5.3: Example of screen configuration for substitution

Each of the buttons marked with the exclamation sign has a function linked to it. As shown in Fig.
5.4a there will be as many functions as buttons. The configuration of the possible substitution of
the dynamic elements in the screen are given by a filter, Fig. 5.4b.
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Fier.. XL

Replace ks Repla

-
I I Accept Cancel
Tark® Tark2

al variables and functons stating wih Tank 1 are repiaced wih Tank2 Help
.g: Tark T emperature with Tark2 temperature

[ Case senstive Vanable /functon
@ Neme O ldentfication

Source Target

ict_sc. Main_P100 Operation SaCondclose  fet_sc. Main_P100_Operation_StatCond close

@ 2_Bool_AwaysFalse 2_Bool_AwaysFalse

@2 Clock_05Hz 2 Clock_05Hz

@2 _StarCond_Mask ple_L1/Buton /StatCond_Mask-Aeration

@2 _StatCond_Status plo_L1/Button/StatCond_Status

Workspace: SKI7453W/5_ISOL1 A 0 = P = s or
T e ey [ 2N B8 T BAX RE R L Jo
 Varitles cte Name / A | Tpe | Parameter
2% Soreens Fv| “cond” v ¥|
+ % Frames fet_sc_Main_P100_Operation_StartCond_Aeration Screen switch Main_P100_Operation StartCond (Standard)--SUBSTI
% P fet_sc_Main_P100_Operation_StartCond_Deco-start Screen switch Main_P100_Operation StartCond (Standard)--SUBSTI
& Soreslliray fet_sc_Main_P100_Operation_StartCond_DosingRate-start | Screen switch Main_P100_Operation StartCond (Standard)--SUBSTI
) Fuicions fck_sc_Main_P100_Operation_StartCond_Leaktest-start Screen switch Main_P100_Operation StartCond (Standard)--SUBSTI
of Langusge fie fct_sc_Main_P100_Operation_StertCond_Production Screen switch Main_B100_Operation_StartCond (Standard)--SUBSTI
84 Fistorin = tartCond_Ready s h Main_P100_Op, artCond (Standard) - SUBSTI
(8] Recipes g P00 tartCond_Standby B Main_P100_Operation StartCond (Standard)--SUBSTI
& Time control fct_sc_Main_P100_Op 1_StartCond_TestModeClosed S Main_P100_Operation_StartCond (Standard)--SUBST!
A zenon Logie (EC 611313 fet_sc_Main_P100_Operation_StartCond_TestModeOpen Screen switch Main_P100_Operation_StartCond (Standard)--SUBST
. g e s fek_zc_Main_P100_Operation_StartCond-close Closeframe ((F:_MAIN StartCond)]

(b) Configuration of combi element repre-
(a) Functions for start conditions sentation

Figure 5.4: Functions for screen switching and substitution parameters

The only detail to take care of is the correct definition of each of the variables for mask and status.

5.3 Service Screen

5.3.1 P800 - SKAN AG info

The service screen also provides information about SKAN to the customer. Most important details
namely address, telephone, fax and email are clearly visible as shown in Fig. 5.5

Portfolio

SKAN AG

SAFETY THROUGH CONTAINMENT

Binningerstrasse 116
CH-4123 Allschwil (Basel)
Tel: +41 (0)61 485 44 44
Fax: +41 (0)61 485 44 45
E-Mail: info@skan.ch

A
a
40f 10 Spare parts and Maintenance

Worldwide
Preventative
Quick and customer-oriented

Figure 5.5: User’s view of the service screen
To make it a little more attractive and keep the user hooked we attach several images that will
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be shown sequentially. The idea is to allow the visibility of each one only for some seconds using
a VBA script. An integer variable increases its value from 0 to 60 each time that the script is

called, as shown in

Fig. 5.6.

SEAN SCRDA SYSTEM |

SCRIPT NAME:

fct ASW Watchdogs

' '
' o
" I
" K
" K
"1 PURPOSE: Managed watchdog signals from/to PLC "
" K
| VERSICH: 1.0 1"
"1 WVERSICH DATE: 03.08.2016 |
| AUTHOR: wipfeml |
" I
s o
| CHANGES: [VERSICN] [DATE] [CHAMGED EBY] [EURPOSE] |
| 1.0 03.08.2016 wipfeml First issue 1"
1 o

Sub fct_ ASW Watchdogs()

Dim iCnt As Integer
Cn Error Resume Next

' Update HMI watchdogs

DR T T e e T T T T T

iCnt = thisProject.Variables.Item("plc_LlfH.mi,fWacchdog—toPLC"} Value
If iCnt < 60 Then
iCnt = iCnt + 1
Else
iCnt = 0
End If
thisProject.Variables.Item("plc_L1/Hmi/Watchdog-toPLC") .Value = iCnt
thisProject.Variables.Item("z Watchdog PLC old").Value = chisPrajecc.Variables.Icemt”plc_Ll/Hrni/Wacchdag—framPLC") .Value

End Sub

Figure 5.6: Script to provide a time counter

To be sure that the script is running at each second it is needed to have a function (to trigger the
call, Fig. 5.7) and a time controller (to run the function at each round second, Fig. 5.8).

vba_ASW_CydicFunction_1s - Praject: SK17001RT_ISOL
= B Workspace: 10/_17_001_20180508(T) YN A O ) = e
- = [ SK17001RT_ISOL (Start project) z = General
: Sicte Name | Type [ Parmmeter ) Genera
@ Variables | &) Bxecution General
=3 Driver [ fet_vba_ASW_CycicFumation_1s 7| Fiter it V| Fiter text v M fet_vba_ASW_CyelicFunction_s
# Datatypes . - - -
B e fct_vba_ASW_CyclicFunction_1s Execute VBA macro  fet ASW_CyclicFunction_s - Erceute VEA macro
8 ﬁ"’“‘m“s eI fet_ASW_CydlicFunction_1s
am
. 8 Measuring units Equipment groups: Skan.lsolator
£ Sermens

Figure 5.7: VBA trigger function

% o Workspacs: ‘101_T7_001_20180508(1) R O AT

= [E SK17001RT_ISOL (Start project)
® s

State_Active | Name

| Function

) Drver
A Datatypes
@ Reaction matric
W Allocations
@ Aamn
& Measung urits
# Screens
Py Frames
(] Font lists
D Palettes
& Symbol ibrary
nctions

fiter | CyelicFunction_ls 7| Fiter text v
CyclicFunction_1s  fct_vba_ASW_CyclicFunction_1s  cyclic f
CyclicFunction_ls.

CyclicFunction_1s.
fet wba_simulate_values_1s eyclict
Function: ft_vba ASW_CyclicFunction_1s

Equipment groups:  <Group deleted>

Execution type: cyclic from that day on

Starttime: 01.01.2015 00:00:00

interval: 00:00:01

[ Interval one month [interval one year

Figure 5.8: Time control function

5.3.2 P810 - Service functions

Service functions’ screen is providing several functionalities and information. At the

moment it

has four different sections, as shown in 5.9
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A 08:50:27
— C@® CONFIRM 25.07.2018

R Y7, 7Y PLC - communication interrupted
SAFETY THROUGH
(CONIATNMENTS 1.820 0.00 m/s
1.840 OPa B B .0 4 .
— ¥ Alarm messages
Alarm reaction Available/required memory
[AII alarm reaction deactivated [Export folder (server) ‘ 18052520 KB / 21 % } et
J
Pressure alarm reaction deactivated 0% 100 %
[Main memory (client) ‘ 5171068 KB / 61 % }
Si I h [ [ J
Ighal exchange 0% 100 %
i i 18052520 KB / 21 %
[ ovrnide sina o )  runtime dotabse (cten) | 210 |
e |
[Override signal from Groninger } 0% OO
[ Override signal from Safety circuit J
Override signal from Groninger SCADA ]
[ Others
Override signal from Segirus N @
[ Watchdog PLC > HMI 0
[Watchdog HMI > PLC 50 ]
Remark: "Alarm reaction” and "Signal exchange™ are automatically reset after
the decontamination cycle

[ Operation l Overview l Trends l Alarm list l Event list Service

Figure 5.9: Service functions’ screen

Alarm reaction

Allow the deactivation of the whole block of alarms or the pressure related alarms by sending a
command to the PLC. This is very handy for cases in which specific functions should be tested,
a sensor / valve should be changed, etc.

Signal exchange

Similarly it is possible to override signals that are coming from third party devices. In testing
cases these signals can limit the way isolator is behaving. It is important for installation, testing
and substitution of broken / defect parts.

Available / required memory

It is an informative part of the screen. User should know if the storing memory is enough to
handle each part of the data required by ZenOn, reports, trends, chronological event lists, runtime
data, etc. The default way to perform it is to create driver variables as shown in Fig. 5.10
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g <] e [Fres ik space-Dohne )
(a) Creation of driver variables (b) Configuration of driver variables

Figure 5.10: Obtaining computer resources’ info

The problem with this kind of variables is that are not updated automatically if the SCADA is
running. A script with a cyclic call should be created to that aim, Fig.5.11

v AR G b iHEE R E S B0 D@ o 2@ @ B® OC Y L0 Rigd e
R Y T T oN| T T
SKI7453RT_ISC
= @ Varisbles [Slate Active Name Function General
B Diver Vit T Y ] Active
- & Daatyp 7 i
by e CyclicFunction_Is f_vba__(yrll:Funr\mnA Name CyeicFanction 55
o @'x;f:h” CyclicFunction_1... | fct_vba_update_simu_countel Function: fet_vba_ASW_CyclicFunction_5s
& Measuing Equipment gro... <Group deleted>
ey
% Screens
@] Functions i
of Languagefie Time settings
i} Hsiorn Execution type: |:,-<hdmmmatdayun v
o[ Project - ZSK17453RT_ISOL
% i::’:; o Stattime 01012015 00,0000 - X [1Generan W
ﬁ zenon Logic (E intenval: 00:00:05 £ @ =
Scheduler [0 8 25K17453RT_IS0L (C\Programi
- &% ZSK17453RT_ISOL (C:\Programl
& Interval cne month Interval cne year T =
< :‘W'"m"n L L 4y : (] Zenrt32 Objects
« bternckinns : 3 Forms
;-5 Modules
H &% ASW_ComputerResources .
ASW._CycicFunctions Sub fot ASW CyclicFunction 5s()
i ASW_Others
88 ASW_\Watchdags 'Update information about actual computer resources
& EDITOR scripts Call fct ASW ComputerResources
+&} EDITOR _scripts_Variables
i} ModuleEiement End Sub
PP
Project - ZSK17433RT_ISOL x| [(General) | [fet_aSW_computerResources | |
== }
s B
&% Z5K17453RT_ISOL (C:\Programi
Sub for_ASW_ComputerResources
(0] Zenrt32 Objects =i
(23 Forms
25 Modules Cn Error Resume Next
v} ASW_ComputerResources thisProject.Variables.Item("z_Memory FreeDiskSpace_Database_%").value = thisProject.Varisbles.Item("Free disk space - Database [3]").value
gl ASW_CydlicFunctions thisProject.Variables.Item("z_Memory FresDiskSpace Database_k5").value = thisProject.Variables,Item("Free disk space - Database [KB]").value
&2 ASW_Others
€22 ASW Watchdogs thisProject.Variables.Item("z_Memory FreeDiskSpace_Export_kB").value = thisProject.Variables.Item("Free disk space - Export [KB]").value
23 EDITOR. scripts thisProject.Variables.Item("z Memory FreeDiskSpace Export_$").value = thisProject.Variables.Item("Fres disk space - Export [%]").value
2 EDITOR _scripts_Variables
¢ ModuleHlement thisProject.Variables.Item("z_Memory FreeREM 3$").value = thisProject.Variables.Item("Free memory [3]").value
€2 random number thisProject.Variables.Item("z Memory FreeRAEM kB").value = thisProject.Variables.Item("Free memory [KB]").value
& setStaticValues
& simulate_deco_cyde End Sub

Figure 5.11: Cyclic call to update the resources’ info

Watchdog

It is important to know when the communication between PLC and SCADA system has been lost
for more than a certain amount of time. The system should launch an alarm and users should not
be able to change into any mode at this point.

There are several versions of the watchdog. They will be sorted chronologically, meaning that the
current one will be explained first and the rest will be explained after. The reasons for not using
the former versions will also be described.

Method 1
Method 2
Three different variables are used in ZenOn to check this communication link. Fig. 5.12
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7_Watchdog_PLC_old
ple_L1/Hmi/Watchdog-fremPLC
ple_L1/Hmi/Watchdog-toPLC

Figure 5.12: Variables needed for watchdog implementation
The internal variable is used to trigger an alarm if there is no change after 15 seconds in the value

received by PLC variable. It is possible through the variable’s configuration with a dynamic limit
given and a delay. Check the details in Fig. 5.13

Limits

{Limit new}: Click here -» we | Limit previews  Click here -»

Reaction matrix

Reaction matriza | <no reaction matrix linked> w 'ﬂ

Limit[1]
Limit active {Delete limitk  Click here ->

Limits[1]

Lirnit test: I @HMI_FAULT_MESSAGE_Watchdog_PLC I
Limnit: 0 Minimum,/Maximum: | Maximum w

Threshold value: 0.000000 Delay time [s]: 13
I . h namic limit activel Variable: ple_L1/Hmi/Watchdog-fremPLC ...
AML/CEL[1]
In Alarm Message List [JIn Chronological Event List
[] To acknowledge Cormrnent required
To delete [ Print
Alarm/event group: | 0 - <not used> ~
I Alarm/event class: 13 - INFORMATION w

Figure 5.13: Configuration of the internal variable that triggers watchdog alarm

Two functions will be needed to increase and reset the variable plc_L1/Hmi/Watchdog-toPLC,
Fig. 5.14
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ple_L1/Hmi/Watchdog-toPLC

Write set value

Set value settings

Change by: Minimum Maximum
1 | a &0
| 0 | 50

[Juse set value limits of the variable
Options
Propose current value
Direct to the hardware
[wait for writing confirmation
Write set value via

Dialog box

Screen
Program

ple_L1/Hmi/Watchdog-toPLC

Write set value

Set value settings
Set value: Minimurn

Maximum Cancel

[ |

&0

| 0

Help
50 |

[use set value limits of the variable
Options
|:| Propose current value
Direct to the hardware
[wait for writing confirmation
Write set value via

Dialog box

Screen
Program

Y TIEEIT e

(a) Increment of the variable

Figure 5.14: Functions to increment and reset a variable

The values received from the PLC are stored into an allocation variable that is triggered by any

change in the current value.

(b) Reset of the variable

= [E SK17453RT_ISOL

-4 Varables Name

LB Measuring ...
% Screens
EIQj Functions
F3 Scripts
----- m"{ Language file

L] e

Figure 5.15: Configuration of PLC variable’s allocation

The main reason to stop using this method is that some problems were found when stopping and
starting the runtime. A solution for this issue is to call the function to increase the value for
ple_L1/Hmi/Watchdog-toPLC in the ZenOn script that is running at start-up. This should be
tested to ensure that it solves the problem.

Method 3

This implementation was done using a cyclic call to a VBA script. When the cyclic call period
is too short for the SCADA system (around 2 seconds), the SCADA system could freeze or
malfunction. Just for better understanding of how the whole concept was developed check Fig.

5.16

Ea Workspace: "SK17453WS_| A K? = [% e )"

Properties: Allocation: Watchdog_fromPLC - Project: SK17453RT_ISOL

ER I =S

Ler tex Marne:
iatchoontimniERe Source variable:
Target variable:

Trigger variable:

General

Watchdog_fromPLC

z_Watchdeg_PLC_old

<no variable linked>

plc_L1/Hmi/Watchdog-fromPLC

Trigger type: Edge

Equipment groups: <no equipment group linked=




Project Manager

Workspace: 'SK17453WS_ISO
= SK17453RT_ISOL (Sta

Itate Active. | Name

G B Baoy xR R L

.9

vl ¥

Project - Z5K17453RT_ISOL

cyclic from that day ..,
cyclic from that day ...

CyclicFunction_ss
CyclicFunction_1s_Simu

fet_vba_ASW_CyelicFunction_os
fet_vba_update simu_counter

‘ (General)

(1455 Zenrt32 Objects
& thisProject

(£ Forms

£-455 Modules

& ASW_Others

&3 asw_watchdogs

¥ EDITOR _scripts

1w EDITOR scrints Variables

Project - Z5K17433RT_ISOL

ZSK17453RT_ISOL (C:\ProgramData

[fub for_asW_CyclicFuncrion 1s()

Signals from/to PLC

Call for ASW Watchdogs

End Sub

(General) o | |fm,Asw,w.atcmogs

{25 Zenrt32 Objects
2 thisProject

(23 Forms

{5 Modules
432 ASW_ComputerResources
¥} ASW_CydicFunctions

-8} EDITOR _scripts
-3} EDITOR _scripts_variables
¥23 ModuleElement
~¥d random_number
488 setStaticvalues
&} simulate_deco_cydle
(27 Class Modules

-8 ZSK17453RT_ISOL (C:\ProgramData

8% Zworkspace (C:\ProgramData \COPA-

Sub fot ASW Watchdogs ()

Dim iCnt As Integer
On Error Resume Next

' Update EMI watchdogs

icnt
If

thisProject.Variables.Item("plc_L1/Hmi/Watchdog-toPLC") .value

iCnt < 60 Then

iCnt = iCnt + 1

Else
icnt

End If

thisProject.Variables.Item("plc_L1/Hmi/Watchdog-toPLC") .value

0

icnt

thisProject.Variables.Item("z_Watchdog_PLC_old").value = thisProject.Variables.Item("plc_L1/Hmi/Watchdog-fromPLC").value

End Sub

Figure 5.16: Old implementation of watchdog’s toPLC' variable

5.3.3 P820 - Force mode
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Chapter 6

Trends
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Chapter 7

Alarms

7.1 Alarm Matrix - ProFile Document

The list with alarms is included in the document AM - Alarm Matriz. There should be a document

for each of the specific areas of the isolator i.e. isolator, airlock, etc.. This could be found in ProFile
as shown in Fig. 7.1

Cockpit

BB E & a I B2V BERS Trefferanzshl; 16

Vorschau Ve Sp Prop-Nr

ProFileD-ID  SKAND-ID Dok Titel Ver Re Geandert Geandertvon Wi Stabs

19.07.2018 | jeanmil

WFam  WFvon Dokumentart
AM - Alarm Matrix solator

Dokumenityp Ersillt  Erstelltvon

5 19.07.2018 | jeanmil | Spezifikation AM - Afarmmatrix 24.05.2018 | jeanmi1
] 550500 279494 Auslegung Leckiest A 01 13072018 bovemal [ InBearbeitung Spezifikation Designspezifkation 19.032018 bechma2
0] 550592 279496 Auslegung Urnluft A D1 12072018 bavemal B InBearbeitung Spezifikation Designspezifikation 19032018 bechma2
] 550593 273487 Auslegung Zu- Abluf: A 01 1007.2013 bavemal [ InBearbeitung Spezifhation Designspezifkation 19032018 bechma2
] 104-17-453 864737 283158 Automation concept A D1 12072018 jeanmil Entwurf 12072018 jeanmil  Zaichmng R/~ Schema

24052018 jeanmil

Figure 7.1: Alarm list document in ProFile

Once the document is locally downloaded it is possible to use it to directly import the messages,

reaction matrices and level of each alarm. In order to do that a macro specially created should be
loaded in Excel.

7.2 List manipulation with Excel

Developer tab must be visible to interact with macros. The way to activate it is to select Developer
in the Customize the Ribbon option as shown in Fig. 7.2
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Excel Options 7 x B
General 1 :
e @E Customize the Ribbon.
Formulas
5 Choose commands from: Customize the Ribbon:
"
| 7 | Popular Commands - Main Tabs -
Proofing
Save Font Color v ] O
Font Size ackground Removal
Language Format Cells
Fe it Paints
Ease of Access S R
Advanced Increase Font Size L
Insert Cell...
Customize Ribbon Insert Function

Insert Picture

Insert Sheet Columns
Insert Sheet Rows

3 Insert Table

Macros

Quick Access Toolbar
Add-ins

Trust Center Bl Code -

SO OUR VU —

Merge & Center
Mame Manager -] Visual Basic Editor .
New File
Open 2] Record Macro

& Page Setup [E] Use Relative References
Paste % Macro Security
Paste » Add-ins
Paste Special.. Controls
PivotTable XML =
Print Preview and Print B [ Add-ins ~
Quick Print : Mtam Commsnde
Redo » L
Refresh Al NewTab | | NewGroup |
Repeat
Save Customizations:

Save As ,\
2 Set Print Area Import/Export ~ |©

I 0K I Cancel

Figure 7.2: Show Developer tab in Excel

The macro is located in P:\ 4. Copa-Data zenOn (HMI-SCADA Software)\8. Vorlagen\ Alarm_liste.
To import it a password is required "Dobs” during the process, Fig. 7.3

=] M - Alarm Matr

File Home Insert Page Layout Formulas Data Review View Developer Add-ins PRO.FILE el at you want to do

ﬂ E\_r 27 Record Macro a _n_a =Hﬂ‘ b{ Properties E F Map Properties 52 Import

L Use Relative References = & View Code ) Expansion Packs [£1, Export

Visual fMacros Add-  Excel COM Insert Design Source
Basic L. Macro Security ins  Add-ins Add-ins  ~  Mode L4] Run Dialog [1 Refresh Data

Code Add-ins Controls XML
AJ259 ¥ I

AL B Lo F G M MOP QRS T AE 1 AG LA AL AK AL AM AW AD AR AQ AR AS AL AV AW AX AZ BA
i tomie ] | [
j_ soft Visual Basic for Applications - AM - Alarm Matrix Iselator_283119_A0T.xdsm
1] dit View Inset Format Debug Run Tools Add-lns Window Help
EE-d B 4 v I EEFE Q@
Project - VBAProject x|

5 = 29 Import File x
VBAProject (AM - Alarm Matrix Isolator_28311!
7 « v 4 | «[2CopaData zenOn (HMI-SCADA Software) > _E.Vorlagen > _Alarm liste | v @ | Search Alarm_iste r
B
H Organize *  New folder - @
o g help A Name Date modified Type Size
] . reports | | Module_Alarm_Matrix_Test.bas 7/12/2018 8:14AM  BAS File 5KB
F:
n _fans [ This PC
12 100K o
[ Desktop
1 1100F .
v Documents

Figure 7.3: Import the macro from the automation folder

At this point it is possible to create the list of alarms using the added macro, Fig. 7.4.
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Haome Insert Page Layout Formulas Data Review View

.’ -]:(-# »:_J'} hlﬁ‘/' Properties @ -

Developer Add

.lj Record Macro

Use Relative References — 4] View Code &
Add- Excel COM Insert  Design Source
! Macro Security ins  Add-ins Add-ins Mode (4] Run Dialog
Code Add-ins Controls
AJ259 w2 Jx
A E F G M N OPFP QR
1
2 - 7
. Alarm matrix | M= Poox
4 Macro name:
Create_AlarmMessage_List + Bun

ActPass_aktualisieren

amelis mach = Step Into
|| Create AlarmMessage List
& UpdateHeader Edit
1 FltRea_aktualisieren — ]
7 HMI_Nr_aktualisieren Botion
Create

Konfig_anzeigen

Plant_Konfig_aktualisieren
SoftElmtinfo_umschalten Delete
Tool_Konfig_aktualisieren

Options...

wersion control

alarm type B
alarm type C

|
i

7 fans Macros in: | All Open Workbooks ~
= 1100 fan [inkake air)-faut | DESCFIPEION 1
1 1100 fan [inkake air] - service 1
" 1160 fan [exhaust air] - Fault 1
Cancel
1160 Fan [exhaust air] - servic 1

Figure 7.4: Start the alarm list’s creation using the macro

The process will guide the user and will ask about the output and source sheets for the list, Fig.
7.5

| Set Sheet_Mame_Destination L] SetSheet_MName_Source * L

Sheet_Mame_Destination | Sheet_Mame Source I
Cancel | Cancel | |

— -
(a) Destination sheet for the alarm list (b) Source sheet for the alarm list

Figure 7.5: User input for importing alarm messages using the dedicated macro

It will be also necessary to specify the column where the alarm number (for the SCADA system)
is located as shown in Fig. 7.6 . Usually is F' but is important to set it properly, specially if the
document structure is modified.
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'ﬁ' B

Alarm matrix

Set a character >
Alarm Mo.row name 0K
Cancel alarm
n
E
3 [F y
c
= g
[ 5
g . b
alarmtezt [english) =
fans
1100 fan [intake air] - Fault 1

Figure 7.6: Selection of the column for alarm number

Starting and ending rows should also be defined. It is a good practice to set 50 to 80 more rows
in case there are some spare alarms expected for the future, Fig. 7.7

A B F
1

¢ Alarm matrix

4

Set a number w - 1705 flow manitering - sensor not st 0 218 3
G . 1715 How monitoring - sensar not at 218 3
7 Row number start 1725 flow manitaring - sensor not at 0 217 3
Cancel E“| 1735 flow manitering - sensor not 2t 0 218 3
B
13
3 ;:3 F:;::: Set a number *
s g [ — | 245 2)do i waiting time) = 195
-I I 245| 3] Mo
H 12| m Row number end
] 218
i = 243 Cancel
250
1| fans . o
- ] : 252
3 1100 £3n [intske air] - Fault 1 22 =
t 258
e 1100 Fan [intake air] - service switch 2 265 I
256
(a) Starting row for the alarms (b) Ending row for the alarms

Figure 7.7: User input for row selection in the dedicated macro

The resulting sheet should look like in Fig. 7.8
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H -

- Alarm Matrix

File Home Insert Page Layout Formulas Data Review View Developer Add-ins PRO.FILE Q Tell me what you want to do

29 Record Macro = 4 Properties Map Properties &5 Import

Ell=ds S F 5 FHYLErwe [ Dieiee Sm

- ] Use Relative References = & View Code 12 Brpansion Packs [, Export
Visual Macros Add- Excel COM Insert Design Source

Basic % Macro Security ins Add-ins Add-ins - Mode Run Dialog efresh Data

Code Add-ins Controls XML
B1 V2 F
A B E D E F G H | J K L M N

1 |PLC_FAULT_MESSAGE_0001 1.100 fan (intake air) - fault Faults: 1,2,3,4,56,7,89,10, 11,12 13, 14 15,16, 10
2 |PLC_FAULT_MESSAGE_0002 1.100 fan (intake air) - senvice switch Warnings: 61, 66, 76. 83, 84. 87, 83. 91, 92. 97, 98, 101, 102,
3 |PLC_FAULT MESSAGE 0003 1.160 fan (exhaust air) - fault All: 1,2,3,4,5,6,7,8.9,10, 11,12, 13, 14, 15,16, 1|
4 |PLC_FAULT_MESSAGE_0004 1.160 fan {exhaust air) - service switch

5 |PLC_FAULT_MESSAGE_0005 1.150 fan {exhaust regulation air) - fault

6 |PLC_FAULT_MESSAGE_0006 1.150 fan {exhaust regulation air) - service switch

7 |PLC_FAULT_MESSAGE_0007 1.200 fan (circulation air) - fault

§ |PLC_FAULT_MESSAGE_0008 1.210 fan {circulation air) - fault

9 |PLC_FAULT_MESSAGE_0009 1.220 fan (circulation air) - fault
10 |PLC_FAULT_MESSAGE_0010 1.230 fan (circulation air) - fault
11 |PLC_FAULT_MESSAGE_0011 1.240 fan {circulation air) - fault
12 |PLC_FAULT _MESSAGE_0012 1.250 fan {circulation air) - fault
13 |PLC_FAULT_MESSAGE_0013 1.260 fan (circulation air) - fault
14 |PLC_FAULT_MESSAGE_00714 1.500 flap (intake air) - not open
15 |PLC_FAULT_MESSAGE_0015 1.500 flap (intake air) - not closed
16 |PLC_FAULT_MESSAGE_0016 1.510 flap (intake air) - not open
17 |PLC_FAULT_MESSAGE_0017 1.510 flap (intake air) - not closed
18 |PLC_FAULT_MESSAGE_0018 1.550 flap {exhaust air) - not open
19 |PLC_FAULT_MESSAGE_0019 1.550 flap (exhaust air) - not closed
20 |PLC_FAULT_MESSAGE_0020 1.560 flap {exhaust air) - not open
21 |PLC_FAULT_MESSAGE_0021 1.560 flap (exhaust air) - not closed
22 |PLC_FAULT_MESSAGE_0022 1.831 valve (H202 LC sensor) - measuring position
23 |PLC_FAULT_MESSAGE_0023 1.831 valve (H202 LC sensor) - inactive position
24 |PLC_FAULT_MESSAGE_0024 1.305 valve (particle counter) - deco loop position
25 |PLC_FAULT_MESSAGE_0025 1.305 valve (particle counter) - measuring position
26 |PLC_FAULT_MESSAGE_0026 1.315 valve (particle counter) - deco loop position
27 |PLC_FAULT_MESSAGE_0027 1.315 valve (particle counter) - measuring position
28 |PLC_FAULT_MESSAGE_0028 1.325 valve (particle counter) - deco loop position
29 |PLC_FAULT_MESSAGE_0029 1.325 valve (particle counter) - measuring position
30 |PLC_FAULT_MESSAGE_0030 1.335 valve (particle counter) - deco loop position
31 |PLC_FAULT_MESSAGE_0031 1.335 valve (particle counter) - measuring position
32 |PLC_FAULT_MESSAGE_0032 1.355 valve (air sampler) - deco loop position
33 |PLC_FAULT_MESSAGE_0033 1.355 valve (air sampler) - measuring position
34 |PLC_FAULT_MESSAGE_0034 1.365 valve (air sampler) - deco loop position
35 |PLC_FAULT_MESSAGE_0035 1.365 valve (air sampler) - measuring position
36 |PLC_FAULT MESSAGE_0036 1.375 valve (air sampler) - deco loop position
37 |PLC_FAULT MESSAGE_0037 1.375 valve (air sampler) - measuring position
38 |PLC_FAULT_MESSAGE_0038 1.385 valve (air sampler) - deco loop position
39 |PLC_FAULT_MESSAGE_0039 1.385 valve (air sampler) - measuring position
40 |PLC_FAULT_MESSAGE_D040 1.308 vacuum pump (particle counter) - no flow
41 |PLC_FAULT_MESSAGE_0041 1.318 vacuum pump (particle counter) - no flow
42 |PLC_FAULT_MESSAGE_0042 1.328 vacuum pump (particle counter) - no flow
43 |PLC_FAULT_MESSAGE_0043 1.338 vacuum pump (particle counter) - no flow
44 |PLC_FAULT_MESSAGE_0044 1.300 particle counter PCO1 (working chamber) - fault
45 |PLC_FAULT_MESSAGE_0045 1.310 particle counter PCO1 (working chamber) - fault
46 |PLC_FAULT_MESSAGE_0046 1.320 particle counter PCO1 (working chamber) - fault
47 |PLC_FAULT_MESSAGE_0047 1.330 particle counter PCO1 (working chamber) - fault
48 |PLC_FAULT MESSAGE_ 0048 1.350 viable air sampler - fault
49 |PLC_FAULT MESSAGE_0049 1.360 viable air sampler - fault
50 |PLC_FAULT_MESSAGE_0050 1.370 viable air sampler - fault
51 |PLC_FAULT_MESSAGE_0051 1.380 viable air sampler - fault
52 |PLC_FAULT MESSAGE 0052 1.830 H202 LC - fault

Front Sheet Version Control ‘ Legend | Alarm Matrix ‘ Active Passive Patterns | Fault Reaction Patterns Zenen_Informations (6]

Last step before interacting with ZenOn will be to delete the column B of the new sheet, Fig. 7.9

Figure 7.8: ZenOn_Informations sheet.
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H ©-

File Home Insert

Page Layout

AM - Alarm Matri

Formulas Data Review View Developer Add-ins PRO.FILE

@ Tell me what you want tg

LY .lj Record Macro ’ LF - ﬁ /‘ Properties Map Properties @—“, Impaort
l_J D:f Use Relative References o a Q -H blﬁ' & View Code [E T Expansion Packs Export
Visual Macros Add-  Excel COM Insert  Design Source
Basic ! Macro Security inc  Add-ins Add-ins o Mode Run Dialog Refresh Data
Code aral  <[10 <[ A A $ - s AL
B1 = F £
A B ~ n— | E | F | & | H | | | J K L
1 |PLC_FAULT_MESSAGE_0001 6 Cut - fault Faults: 1,2,3.4,56,7,8,9,10, 11,
2 |PLC_FAULT MESSAGE_0002 By Copy - senvice switch Warnings: 61, 66, 76, 83, 84, 87, 88, 91,
3 |PLC_FAULT_MESSAGE_0003 = . ir) - fault All: 1,.2,3.4,56,7,8 9,10, 11,
4 |PLC_FAULT MESSAGE_0004 o PasteOptions: iy conice switch
5 |PLC_FAULT_MESSAGE_0005 “D 2gulation air) - fault
6 |PLC_FAULT MESSAGE_0006 :gulation air) - service switch
7 |PLC_FAULT_MESSAGE_0007 Paste Special.. | air) - fault
8 |PLC_FAULT_MESSAGE_0008 |nsert I air) - fault
9 |PLC_FAULT_MESSAGE_0009 I air) - fault
10 |PLC_FAULT MESSAGE 0010 \ air) - fault
11 |PLC_FAULT_MESSAGE_0011 Clear Contents 1 air) - fault
12 |PLC_FAULT_MESSAGE_0012 I air) - fault
13 |PLC_FAULT_MESSAGE_0013 Format Cells ) 5 _fault
14 |PLC_FAULT MESSAGE 0014 Column Width... ) - not open
15 |PLC_FAULT_MESSAGE_0015 Hide } - not closed
16 |PLC_FAULT_MESSAGE_0016 - ) - not open
17 |PLC_FAULT_MESSAGE_0017 Unhide ) - not closed
18 |PLC_FAULT MESSAGE_0018 |1.550 flap (exhaust air) - not open

Figure 7.9: Delete column B before interacting with ZenOn

In ZenOn project it will be necessary to create two different divisions:

1. Alarm areas that will correspond to each part of the installation (i.e. ISOLATOR, AIR-
LOCK, etc.). Fig. 7.10

2. Alarm classes For us will be divided into ALARM, WARNING and INFORMATION. Fig.
7.11

7.3 Importing into ZenOn

=) el Workspace: SK17453WS_ISOL(T)
= [ SK17453RT_ISOL (Start project)
= @ Varizbles

KRNI SR ARE R GRI= )
# | Sotus variable
=) Drver Fter et 7|

E TSOLATOR. ] <novarabie inked>

Name | Nomber of cctivealams | Number of unacknowiedged .|

Number of unacknowledged al... <no variable inked>
No. 1

Equipment groups:

<Group deleted>

EI% Workspace: "SK17453WS_ISOL(1) #m | e EET % = | # oz _:]1 Q)
=-[H SK17453RT_ISOL (Start project) — —
Name 4] | Color Description Graphics file

""" & Datatypes ALARM Il red lcon_Alarm-red.png
= @ Heacti?n matrc WARNING [ orange_very, lcon_Warning-orange.png
E_;:g ﬁ:’:ﬂm"’”s INFORMATION blue Icon_Info-blue.png
@ 14_CEL_UserAction_Cmd B red
15_CEL_INFO I blue
[] Alam areas 16_CEL_UserAction_Para... | [ orange_very.
----- 8 Measuring units

Figure 7.11: Creation of the classes for each part of the installation
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Before importing the alarms into a variable array it is important to check that there are no other
alarms messages already in the system. This is the case for those projects that are based on former

ones. To remove the alarm messages select the Language file in the lateral menu and search for
PLC_FAULT_-MESSAGE_* in the Keyword filter bar, as in Fig. 7.12

Project Manager

=8 Workspace: 'SK17453WS_ISOLY{1)
i SK17453RT_ISOL (Start project)
E ’ Wariables

: 23 Driver

# Datatypes

B Reaction matrix

A Alocations

@ Alarm

@ Mam/event groups
Aam/event classes
~[3] Alam areas

“@ Measuring units

[+ Screens

%3] Functions

----- mcf Language file

----- 2} Historian

#-[#] Recipes

----- &5 Time cortrol

- M zenon Leogic {IEC 61131-3)
- iiff Scheduler

[]---:@ Programming intefaces

----- i Intedockings

----- ! Message Control

*+ 0 X
W% Flef g 0 8 ¢ |2 38 g0 B lo o BB R oo le
Keyword ZENONSTR.TXT
PLC_FAULT_MESSAGE_* E Filter text |§|

PLC_FAULT_MESSAGE_DODT
PLC_FAULT_MESSAGE_DO0Z
PLC_FAULT_MESSAGE_DO03
PLC_FAULT_MESSAGE_DO04
PLC_FAULT_MESSAGE_DO05
PLC_FAULT_MESSAGE_DODG
PLC_FAULT_MESSAGE_D007
PLC_FAULT_MESSAGE_DO0S
PLC_FAULT_MESSAGE_DO0S
PLC_FAULT_MESSAGE_D010
PLC_FAULT_MESSAGE_DO11
PLC_FAULT_MESSAGE_D012
PLC_FAULT_MESSAGE_D013
PLC_FAULT_MESSAGE_D014
PLC_FAULT_MESSAGE_DO15
PLC_FAULT_MESSAGE_DO16
PLC FAULT MESSAGE 0017

1.100 fan (intake air) - fault

1.100 fan (intake air) - service switch
1.160 fan (exhaust air) - fault

1.160 fan (exhaust air) - service switch
1.150 fan (exhaust regulation air) - fault
1,130 fan (exhaust regulation air) - service switch
1.200 fan (circulation air) - fault
1.210fan (circulation air) - fault

1.220 fan (circulation air) - fault

1.230 fan (circulation air) - fault

1.240 fan (circulation air) - fault

1.250 fan (circulation air) - fault

1.260 fan (circulaticn air) - fault

1.500 flap (intake air) - not open

1,500 flap (intake air) - not closed

1.510 flap (intake air) - not open

1.510 flap (intake airl - not closed

Figure 7.12: Remove alarm messages from previous projects

It is needed to export the complete list of messages to a .csv file. This file initially contains all the
messages but the ones related with alarms that will be added soon. Right click over any message
in the Language file (Remember to remove the filter), click Eztended import/export and choose
Export CSV all, Fig. 7.13. It will be saved by default as Language.csv. Sometimes there are errors
when saving with regard to the formatting of the characters. When saving, press No and Cancel.

The file will be saved anyway.

Project Manager

@ Variables

22} Driver

- 4% Datatypes
@8 Reaction matrix
W Mlocations
=@ Alam

H [ Alam areas
%8 Measuring units
- ® Screens

(6] Functions

m:%' Language file

:! Histarian

- [#] Recipes

\J,- Time control

A zenon Logic {IEC §1131-3)
-8 Scheduler

[]--Q Programming interfaces
E\] Interlockings

! Message Contral
H Menus

@ | Report Generator
-8 User administration

(L) Texts and formats
1B Oriver

Report Viewer
|7 Cthers

5’} History of changes
J.m Equipment Modeling
g Project backups
1% General svmbol librane

Figure 7.13

=] Workspace: ‘SK17453WS5_ISOL1) P

=-[# SK17453RT_ISOL (Start project)

2 Mam/evert groups
B Aam/event classes

ol of By 03 .8 X =

W & o ar

B- 7 o @

Keyword
Filter text

| ZENONSTR.TXT

7] Fittertext [7|

CONFIRM_MESSAGE_01
CONFIRM_MESSAGE_02
CONFIRM_MESSAGE_03
CONFIRM_MESSAGE_04
CONFIRM_MESSAGE_D3
CONEIRK MESSAGE DA

start AERATION?

spare
spare
spare
spare

ﬁg MNew language file... Epare

. ﬁ Create standard function Epare
COMFIRM_ Il sove spare . .
COMFIRM_ end PRODUCTIOM and contaminate the isolator?
CONFIRML| B Copy ile Lpare
COMFIRM_| % Copy key kpare
CONFIRM_I | Paste kpare
CONFIRM_ 58| Delete file kpare
COMFIRM_ X Delete key Epare
CONFIRM_R i spare
CONFIRM_ f’ Expart file kpare
CONFIRM_| # | Impart file .
CONFIRM_ IE)ctended import/export 4 pare
CONFIRM_N o Eing,., spare
CONFIRM_N o B start DECONTAMINATION?
CONFIRM_ start SETTING DOSING RATE?
COMNFIRM_ Language file for the Editor 4 spare

H

CONFIRM_ 2| Remove al filers stop DECONTAMINATION?
CONFIRM_ spare
CONFIRM_I| 5% Character table... spare
COMFIRM_ @) Hei = Epare
CONFIRM_| - pare
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The messages of the alarms should be added to the file Language.csv. Copy just the number of
rows the sheet ZenOn_Informations that have a message and paste them at the bottom of the file,
Fig. 7.14

AP Calibri 11 - A a == ®- W
BB Copy - _
Pa,ste ~ Farmat Painter I u- - H-A- === 3= BH
Clipboard T Font T Alignment
Al159 b Je PLC_FAULT MESSAGE 0001
A E
148 | SCALE_JoblD_5 manual calibration
143|USER_GROUP_0O Guest
150/ USER_GROUP_1 group 1 (N/A)
151|USER_GROUP_2 Operator
152|USER_GROUP_3 group 3 (N/A)
153|USER_GROUP_4 Maintenance
154|USER_GROUP_5 group 5 (N/A)
155|USER_GROUP_6 Supervisor
156/ USER_GROUP_7 group 7 (N/A)
157|USER_GROUP_8 Administrator
158 USER_GROUP 9 Superuser
1538|PLC_FAULT MESSAGE_ 0001 1.100 fan (intake air) - fault
160|PLC_FAULT _MESSAGE_0002 1.100 fan (intake air) - service switch
161|PLC_FAULT MESSAGE_ 0003 1.160 fan (exhaust air) - fault
162|PLC_FAULT MESSAGE 0004 1.160 fan {exhaust air} - service switch
1RIIBIC FAINT MFSSAGE NNNS 1 150 fan favhanct reonlatinn airl - fanlt

Figure 7.14: Create the new Language.csv file before importing it

After saving the file it should be imported into Language file in ZenOn. It is done similarly to
7.13 but clicking Import CSV inside the Eztended import/export menu.

Now all the messages are inside our SCADA system but they should be classified as Faults,
Warnings or Info messages. In order to do that macros in ZenOn Editor are used. Open an
random screen in ZenOn Editor and double click over any point of the screen to open a popup
with the list of macros. The macros that will be used are highlighted in Fig. 7.15
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[ N

Choose an option

— Format = —emEg —

-~ Edit Picture
Get Position Apply Check RevisionButton redundancy |

Find text with more than one @ and edit

Export al pictures |

vih | ncolv | [T52

Selected element Avcly with DIFF_ | Start to Start Check Capital |
StartX I Aoly I 1 Diff ¥ Aoly | toCun Updat navigation button order |
Find an element on current picture
End to Start  DiffX | — Import &Export
EndX 1783 Find text without @ and add some @
| sovt | | oiffx | Get Varisble st |

Find text with atizast one @ and multiple words and edit

Get Function list
Start ¥ | Anply | 24 DiffY Apoly | taCun |
EndtoStart  Diff¥ Replace text part (Al pictures) | "
EndY I = I a7 o — Alarms andwarnings ————————————————————
FEI | acoly | [F852 Replace text part (Entire picture) | Set Taghame and AlarmDomain |
- Replace text part (Element and SubElements) | ® Set variable to Warning |
Get Color Apply .
Element edit Set variable to Alarm |
Textfarbe Apply Set text elements laver to 8 |
Apply
Rahmenfarbe " Picture number
2147483650
Fulfarbe Aonly Update Picture number by positon |
Verlauffarbe Apply
Undate Picture number by name |
' Linked variables Simuiation settings |
-~ Import variables
ExportVBA |

Update ReactionMatrx for each variable |
Cut picture names with ok |

Cancel

Figure 7.15: List of macros in ZenOn Editor. Highlighted the ones to set the alarm/event class

The order to run the different scripts is given from top to down. After clicking over Set TagName
and AlarmDomain a popup screen will appear. Here we should copy the values given in cell 13
(All) of ZenOn_Informations sheet. Fig. 7.16

Alarms and warnings

I Set TagName and AlarmDomain |

Set variable to Warning |

[ Set variable to Alzrm |

H3 - £ All:
| A B C D E F G H | J K L M N
1 |PLC_FAULT_MESSAGE 0001  1.100 fan (intake air) - fault Faults: 1,23, 4,5,6,7,8,9.10, 11, 12,13, 14, 15, 16, 17, 18, 19,.
2 |PLC_FAULT_MESSAGE_0002  1.100 fan (intake air) - senvice switch Warnings: 61,6676, 83, 84 87 86 91 92 97 95 101,102 _104_105_
Simulation settings | 3 |PLC_FAULT MESSAGE 0003  1.160 fan (exhaust air) - fault All- I 2345678910 11.12.13 14 15 16.17.18.19_.

ExportVBA |

Cut picture names with ok |

Set number chain for alarm messages ®

1,2, 3,456,789, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25,
26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47,
48, 48, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 56, 67, 68, 69,
70, 71, 72, 73, 74, 75, 75, 77, 78, 79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91,
92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107, 108, 108,
110, 111, 112, 113, 114, 115, 116, 117, 118, 118, 120, 121, 122, 123, 124, 125, 125,
127, 128, 129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 135, 140, 141, 142, 143,
144, 145, 146, 147, 148, 143, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160,
161, 162, 163, 164, 165, 165, 167, 168, 168, 170, 171, 172, 173, 174, 175, 176, 177,
178, 179, 180, 181, 182, 183, 184, 185, 186, 187, 185, 189, 190, 151, 192, 193, 194,
135, 196, 157, 198, 199, 200, 201, 202, 203, 204, 205, 206, 207, 208, 203, 210, 211,
212, 213, 214, 215, 216, 217, 218, 219, 220, 221, 222, 223, 224, 225, 226, 227, 225,
229, 230, 231, 232, 233, 234, 235, 236, 237, 238, 239, 240, 241, 242, 243, 244, 245,
246, 247, 248, 249, 250, 251, 252, 253, 254, 255, 25, 257, 258, 259, 260, 261, 262,
263, 264, 265, 266, 267, 258, 269, 270, 271, 272, 273, 274, 275, 275, 277, 278, 279,
280, 281, 282, 283, 2684, 285, 286, 287, 288, 289, 290, 291, 292, 293, 294, 295, 296,
297, 298, 299, 300

oK | Cancel |

Figure 7.16: List of macros in ZenOn Editor. Highlighted the ones to set the alarm/event class

The process will follow asking the user for a tag name for the messages and the alarm domain (by
default is 11 for faults, 12 for warnings and 13 for info messages) as shown in Fig. 7.17
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Set the tag name

I1SOL

(a) Setting tag name to alarm messages

Figure 7.17: User input for tag

It will take around half a minute to run the script.

Warning, Fig. 7.18

Alarms and warrings

Set TaaName and AlarmDomain

Set varizble to Warring

Set varizble to Alarm

A B

Alarm domain

Set the alarm domain

(b) Setting alarm domain to alarm messages

name and alarm domain

Next macro to run will be Set variable to

| & D E F G H I J N 0 P
1 [PLC_FAULT MESSAGE 0001  1.100 fan (intake air) - fault Faults: 2 iii 9401 12 43 44 46 1617 48 19202192 93 04 ]
2 |PLC_FAULT MESSAGE 0002 1100 fan (intake air) - senice switch Wamnings: |1, 66, 76183, 84, 87, 88, 91, 92, 97, 98, 101, 102, 104105, 106,107, 108, 109, 110
3 |PLC_FAULT_ MESSAGE 0003  1.160 fan (exhaust air) - fault Al 123.4.5.6,7.8.9.10.11. 12, 13. 14. 15, 16, 17. 18, 19. 20, 21, 22. 23. 24, 25. 2
4 |PLC_FAULT MESSAGE 0004 1160 fan (exhaust air) - senice switch

Smulstin setings | 5 |PLC_FAULT MESSAGE 0005  1.150 fan (exhaust regulation air) - fault
& 1M O E S T HIERR 0OE 0008 3 450 fam (awhrm1nt rmmdtinm misk  smnina msibain

ExportVBA

Cut picture names with ok

Set number chain for warming messages

X

170, 171, 173, 174, 175, 176

61,66, 76, 83, 84, 67, 83, 91, 92, 97, 9, 101, 102, 104, 105, 106, 107, 108, 103,
110, 111, 112, 113, 114, 115, 116, 117, 118, 118, 120, 121, 122, 123, 124, 126, 129,

oK

Cancel

Figure 7.18: Set variables to warning

Last step would be to run the macro Set variable to
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Alarms and warnings

Set TacName and AlarmDomain ‘

[ Setvariable to Warnina ]

| Set variable to Alarm |

Smulation settings

ExportVBa

Cutpicture names with ok

A B
1 |PLC_FAULT_MESSAGE_0001
2 |PLC_FAULT_MESSAGE_0002
3 |PLC_FAULT MESSAGE 0003
4 |PLC_FAULT_VMESSAGE_0004
5 |PLC_FAULT MESSAGE 0005

Cc

D E F

1100 fan (intake air) - fautt

1100 fan (intake air) - senice switch
1160 fan (exhaust air) - fautt

1160 fan (exhaust air) - senice switch
1.160 fan (exhaust regulation air) - fault

Set number chain for warning messages

x

136,

16, 17, 18, 13, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37,
38, 39, 40, 41, 42, 43, 43, 45, %6, 47, %8, 49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59,
60, 62, 63, 64, 65, 67, 68, 69, 70, 71, 72, 73, 74, 75, 77, 78, 79, 80, 81, 82, 85, 86,
89, 90, 23, 94, 95, 96, 99, 100, 103, 125, 127, 128, 130, 131, 132, 133, 134, 135,
137, 138, 138, 140, 141, 142, 143, 144, 145, 146, 147, 148, 149, 150, 151, 152,
153, 154, 155, 156, 157, 158, 15, 160, 161, 162, 163, 164, 165, 166, 167, 168, 169,
172, 177, 178, 179, 180, 181, 182, 183, 184, 185, 186, 187, 188, 139, 130, 191, 192,
193, 194, 195, 196, 197, 198, 199, 200, 201, 202, 203, 204, 205, 205, 207, 208, 209,
210, 211, 212, 213, 214, 215, 215, 217, 218

ok |

Cancel ‘

H | J K M
Faults: [1.2.3.4.5.6,7 8.9.10. 11, 12, 13, 14. 15, 16, 17. 18. 19, 20, 21, 22, 23, 24, 2
Warmings: T3
All-

Figure 7.19: Set variables to alarm

p

1,2,3,4,5,6,7,8,9,10, 11,12, 13, 14,

3. 107, 10:

5 2

15,16, 17,18, 19,20, 21,22, 23, 24, 25, %

It is possible to check if the scripts performed as expected by checking the alarm domain for each
fault variable. An example of each one can be found in Fig. 7.20

DN PG R Sl ERE 7

State | Name Idertification

7| Taut™ v
plc_L1/Alarms/PLC_Fault[33]  ISOL/0039
ple_L1/Alarms/PLC_Fault[40]  1SOL/0040
plc_L1/Alarms/PLC_Faultf41]  1S0L/0041
plc_L1/Alarms/PLC_Fault[42]  ISOL/0042
ple_L1/Alarms/PLC_Faultf43]  150L/0043
plc L1/Alarms/PLC_Faultf44]  1SOL/044
plc_L1/Alarms/PLC_Fault[45]  ISOL/0045
ple_L1/Alarms/PLC_Fault[46]  ISOL/0046
plc L1/Alarms/PLC_Faulf47]  1S0L/004T
plc_L1/Alarms/PLC_Fault[48]  ISOL/0048
ple_L1/Alarms/PLC_Fault[43]  ISOL/004%
plc L1/Alarms/PLC_Faulf50]  1SOL/0050
plc_L1/Alarms/PLC_Faultf51]  1SOL/0051
ple_L1/Alarms/PLC_Fault[52]  ISOL/0052
plc L1/Alarms/PLC_Faulf53]  150L/0053
plc_L1/Alarms/PLC_Fault[54]  ISOL/0054
plc_L1/Alarms/PLC_Fault[55]  SOL/0055

>

BR[| ¥e|Bslln = B A LR
2 General -
£ Addressing
» Limit active
) Value calculstion
) Write set value
-3 Limits Limits[2]
= Limit1] Limit text: @PLC_FAULT_MESSAGE_0061
& Limit(2) Limit: 1

£ Alarm handling

() Harddick data storag
) Additional settings
) External settings

() Analyzer

Threshold value:  0.000000

[ Dynamic limit active

AML/CEL[2]

In Alarm Message List
[ To acknowledge

[ Te delete

Alarm/event group: |0 - <not used>
Alarm/event class: | 12- WARNING

(a) Example of warning configuration

L B W B

=

EEP

State| Name

|

Figure 7.20: Result examples

7.4 Special requirements

7.4.1 Single alarm acknowledgment

fauk™
plc_L1/Alarms/PLC_Fault
plc_L1/Alarms/PLC_Fautt[1]
plc_L1/Alarms/PLC_Fauttl2]
plc_L1/Alarms/PLC_Fautt[3]
plc_L1/Alarms/PLC_Fautti4]
plc_L1/Alarms/PLC_Fautt[5]
ple_L1/Alarms/PLC_Fautt(6]
plc_L1/Alarms/PLC_Fautt[7]
ple_L1/Alarms/PLC_Fautt[g]
plc_L1/Alarms/PLC_Fautt[9]
plc_L1/Alarms/PLC_Fault[10]
plc_L1/Alarms/PLC_Fault[11]
plc_L1/Alarms/PLC_Fault[12]
plc_L1/Alarms/PLC_Fault[13]
plc_L1/Alarms/PLC_Fault[14]
plc_L1/Alarms/PLC_Fault[15]
plc_L1/Alarms/PLC_Fault[16]

v

1S0L/0001
1S0L/0002
1S0L/0003
1S0L/0004
1S0L/0005
1S0L/0006
1S0L/0007
1S0L/0008
1S0L/0009
1S0L/0010
1S0L/0011
1S0L/0012
1S0L/0013
1S0L/0014
1S0L/0015
1S0L/0016

PRE

# | Idenification

EEIES =T

) General

) Addressing

-+ Value calculation

{3 Wite set value

3 Limits

- Limit{1]
& Limit(2]
£ Alarm handling

-2} Harddisk data storag

() Additienal settings

-3 External settings

) Analyzer

Limit[2]

imit active

Limits[2]
Limit text: @PLC_FAULT_MESSAGE_0001
Limit: 1

Threshold value: 0.000000

O Dynamic limit active

AML/CEL[2]
n Alarm Message List

To acknowledge
[ To delete

Alarm/event group: |0 - <not used>
11 - ALARM

Alarm/event class:

(b) Example of alarm configuration

after the whole process

7.4.2 Acknowledgment class E alarm only for some users
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Chapter 8

CEL: Chronological Event List
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Chapter 9

Reports

9.1 Introduction

The reports are a fundamental part of what customers are expecting from a SCADA. They are
basically documents with specific data. In our case it will collect information about leak tests,
decontamination cycles or batch production.

In ZenOn there are two different ways to create reports. The default one is given over the
navigation menu as Report generator, Fig. 9.1.

&1 Report O.xrs - SK17453RT_ISOL X

o O Workspace, SK17453W5_ISOL(T) 22 o w o E = E)
o [ SK17453RT_ISOL (Start project) |- o SRR = e
@ Vanables State | File name o el
] Saers v File name: Report Daxrs
€] Functions
% Language file
21 Historian
[ Recipes
& Time control
A zenon Logic (IEC 61131-3)
TH Scheduler
44§ Programming intefaces
i Interockings
1§ Message Control
P

Report Oars

I
m
»
2]
o

3

[

.
O
[
]
o
4
2
i
aa[x[s]

) Help

& Mulimedia

(_} Texts and formats
B Driver

) Report Viewer

4

7 Others
71 History of changes
i Equipment Modeling
4 Project backups
I# General symbol library

8]z [s]s][s]s[s 5]

Figure 9.1: Default report generator

There is a much more flexible way to generate reports. The creation of .rdl files allow to use
Visual Studio to generate the reports in a GUI with more options, like the link to different signals
belonging to the variables, internal Windows’ signals, etc.
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9.2 Report Definition Files (RDL)

The use of Microsoft Visual Studio for the development of reports will make the process simpler
and easy to use the already created templates for future projects.

0 Report- Microsoft Visus Studic - 8 x

I 4 SE(E % [y | [ E B
= RREIE = R

v i Reports
2 Report Decontamination. il

Binningerstrasse 116, CH-4123 Allschwil (Basel), Switzerland  212/2, Kadapsar, Off Soli Poonawalla Road, Pune 411028 India

Decontamination report

Identification: Vial filling line Equipment: Isolator

Information

Start time : [Firs{ IMES TAMP)]

End time : [Last{TTIMESTAMP)]

Batoh name ¢ FIrs(STRVALUE)
Successful cyclerun @ «Expm .
Cycle started by : [Firs{STRVALUE)]

0
(] Automatic

Black

Parameters and key process measurements (1/3) "

Leak test | parameters timis: | measurements Whitesps Falie
1825 leak rate max. «Bxpry limi min. «Expr» Umin max. «Expry mi
Aiobute
B fow orouss T Cotumn Groups

Asse
Specifesthe assemblies tha th report references.

Figure 9.2: Example of report design using Visual Studio

9.2.1 RDL creation and dataset configuration

To create a new report definition file it is needed to click over Files in the navigation menu and
then right-click over Report Viewer to add a new file. A menu will pop-up to select among the
different datasets that can interact with the report, Fig. 9.3.

The variables available for the connection with the reports could be runtime, CEL, historian or
alarm variables. It will be important to have a view of which variables could be chosen and for
that reason Report data menu should be active, Fig. 9.4.

40



Project Manager

Vanables

13} Driver

# Datatypes
--@ Reaction matrix
m Binary

@@ wuti binary

(B Muti numeric
= ﬁ String
W Allocations
@ Alam
B Measuring units
- ® Screens
+-43] Functions
w‘%' Language file
i} Historian
- [#] Recipes
&} Time cortrol
/A zenon Logic (IEC 61131-3)
Scheduler
= @ Programming interfaces
: Macro list
6D VSTA
- {1 Interlockings
! Message Control

- & | Report Generator
- & User administration

=l Files

Muttimedia
() Texts and formats
1

i
f:\_ History of changes
~f Equipment Modeling
4 Project backups
b General symbol library

State | File name

Available datasets

Preview

Select data sets for report

-

7 x

Selected datasets

ok

General

Archive values
Online values
Filter settings

Recpe data
Redpe Values

Alarm Message List
Chronological Event List

Recipegroup Manager

Data set name Data set type
AMLL AML

CEL1 CEL
ARCHIVE1 Archives

oK || Cancel H

Help

Figure 9.3: Creation of a new RDL file and configuration of its datasets
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9.2.2 Archives for reports

At this point we should already know what values will be shown in the report. There are several
ways to link data with the reports.

Dedicated archives will be created for each report type (i.e. deco, production, etc.).

The main reason to do this is to keep the idea of having the less logic as possible in the
SCADA and the more in the PLC. There are pros and cons for this choice and it can be
listed below.

Pros

1. Logic More logic set into PLC and less to the SCADA system.

2. SQL RDL data retrieval is based in SQL queries. The simplification of these queries is
achieved by the creation of explicit variables for each report. Very light queries. Easy to
debug.

3. Value limits Possible to overcome the limit of 5000 values per variable by reducing the
sampling rate for the variable in the new archive.

Cons
1. Variables Creation of redundant variables.

2. Memory Memory management of these archives should be treated separately.

9.2.3 Report layout and configuration

The layout could be configured in such a way that the report is easily printed into paper, .pdf or
seen into the screen. It will have static fields like images, lines, descriptors or sentences and be
able to show the values of different variables at specific times. In Fig. 9.5 all the elements for the
report’s construction are listed.
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Figure 9.5: Layout elements for a RDL

The most used elements in our projects are Text Boxr and Table. In Text Box only static text is
introduced, while in Table values related with the variables could be displayed. In our case we
only display one value, i.e. max, min, total, length, but in general it could be used to show more
than one value linked to an specific variable or combination of several.

It is possible to add a new table into the report and link the data to defined variables of the
different sources. This is described in Fig. 9.6

min. «Expre Pa 5

ﬁH_
min. «Exprs Pa =

Tl DatsSourcel »

min. «Expra Pa

[Zy Datssourcet » [[E] ARCHIVET »
£ ALaRMI >
= ,

PROJECT
ARCHIVE
VARIABLE
IDEMTIFICATION
CHANNELSPEC
TIMESTAMP
STATUSFLAGS
VALUE

UNIT

STRVALUE

Figure 9.6: Add a table with a new variable

In the previous example it was introduced a variable into a column of the table. In most of the
cases we introduce only one variable per table and the table is configured to show only one variable
with only one value. In the example on Fig. 9.7 could be found which variable is set in a table.
As mentioned above the most of the variables used in tables are internal variables that store only
one value.

43



=i
1 5 report
22 Shared Dta Sources
(3 Shared Daasets
A v @ Reports
=t = [ Repor Decortarinationsel
@ B8 ARCHIVE e,
@ [ ALARM1 Binningerstrasse 116, CH-4123 Allschwil (Basel), Switzerland = 212/2, Kadapsar, Off Soli Poonawalla Road, Pune 411028 India
a CELT Te P rtie:
8 PROJCT bq
B VARABLE Identification: Vial filing line Equ
8 IDENTIFCATION Change filters.
o vty
B TIMECOMES Information
sTaTUSFLAGS
s VALUE ‘Start time. : [First{TIMESTAMP)] Sorting Add Delete N =
8 uNT End time + [LastTIMESTAMP)]
B COMMENT Batch name : [First(STRVALUE)] Expression |[VARIABLE] M
i o e -] I
Jcio started by
3 v vie [0
8 compuTER
Expre X
——— for Vaue
Parameters and key process | T Batceport_Deco Uzerane”
ox
i
it
tOutput
duration mode "LEAK TEST - STABILZING” tStyle.
¢ LEAKTEST EASURNG'
MapLobe
B Fow Groues W -
Category
@ OFrors | _j) 1Waming | (i) 0 Messages =
Hep
Desciption

Figure 9.7: How to find the variable set in a table

9.2.4 Customized fields

In some cases it is needed to customized some fields, like for example if a deco cycle has ended
successfully or set different colors for each alarm type.

Alarm entries color

It is important to understand and differentiate between two different parts involved in the process:

1. Data - Contains the values that are provided by ZenOn and are stored in a database (with
tables, properties, etc.)

2. Report elements - Text boxes, lines, images that are created /imported.

Check Fig. 9.8 to visualize these two main parts, data with all sources with their fields and report
elements.
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Figure 9.8:

Report Data and RDL editor

M Column Groups

To change the text’s color in the alarm list, it will be necessary to know explicitly what it is
wanted to be changed, how to find it and how to change it.

Fig. 9.9 shows the way to reach the menu in which the fields’ font could be found.
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File
Rep

To check if the alarm is of type alarm, warning or info it will be needed to interact with the data
provided by the alarm source. Then the option of expression should be select as shown in Fig.

9.10
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Figure 9.10: Selection of Ezpression and its value

There are two different expressions in the previous figure. First one is the one used currently with
the alarm classes defined in the importing script. Second one is using an old definition of the
alarm groups and taking advantage that the first characters of each group were two digits.

To understand better why there are two expressions take a look to Fig. 9.11

E
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Graphics file: lcen_Alarm-red.png
Equipment groups:  Skan.lsolator

Figure 9.11: Alarm classes in the example project

At the beginning, each group used to have two digits and a dash (XX_) to begin the name (like
the three last groups in Fig. 9.11). Using the new importing script (as described in this manual)
to the create the alarms variables, alarm groups would not have this naming convention.
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9.3 Models for report generation

9.3.1 Lot archive with allocations

Summary

The model will have a dedicated archive for each kind of report (decontamination, production,
etc.). A lot is defined as the period to complete one of these activities, with no specific time
length. For each variable in the report, two entries will be stored in the archive: one at the start
and one at the end. If values like mazimum or minimum should be on the report, PLC should
retrieve them as final entries or internal variables should be created on ZenOn to this end.

PLC variables will not be used directly on the archives or on the reports, which allows
to work independently on RDL files and SCADA.

Pros

Possibility to reuse RDL files without changing any variable or configuration on it.

Very small memory required for a report generation.

Constant size for the memory per report for archive and .pdf files.

As it uses lots, possibility to view or regenerate the report without data corruption or loss.
Cons

e Complexity: Special configuration for the archive, extra variables, interlocks, reaction ma-
trices and allocations.

e Need of two internal variables per variable in the report: Variable itself and a check boolean.

e Possibility to lose around 0.3 seconds at the moment that start command is sent.

Description

The idea behind the development of current model is to be able to deliver a report without ex-
pending engineering time on RDL files, with a very light memory consumption and reusable by
changing the allocations as the unique SCADA need.

Allocations are internal variables that will be storing another variable content whenever an event
happens. Our archive will only contain these variables, and new entries will only be stored on
change (if the archive is open).If we trigger this changes just after starting the archive and before
opening it the result is a model as expected.

There is a main issue. The archive should be opened and ready before storing any data. Al-
location of the variables takes more time than opening the archive and saving the variable values
on it (even using ZenOn scripts). This means that some variables will be easily saved in the
archive while other will change before the archive is ready to read them (so nothing will be stored
for them).
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The issue was solved by using boolean variables that will be activated/deactivated with each
change in the values of report variables.

In Fig. 9.12 an schema of the current model could be seen.
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- Start_Deco_Lot_Archive B
fct_sta't_d ECO_al'ChIVe‘ Afch ive: Sta rt- Rj i ‘ c;;e::mjacn,\,ma: (01 Valhue = 1) AND (%02 Value = 1) AND (403 Value = 1)
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fet_wv_deco_report_record_write_OFF: Write set value - z_BatchReport_Deco-Recording - Off (0)-> 4]
fct_wv_deco_report_record_write_ON: Write set value - z_BatchRepert_Deco-Recording - On (1)->
fct_stop_deco_archive: Archive: Stop - R1 —
fct_wv_deco_report_record_write_OFF: Write set value - z_BatchReport_Deco-Recording - Off (0)-> f—
fct_wv_deco_report_name_reset: Write set value - z_BatchReport_Deco-BatchName - -»
fct_wv_deco_report_gt_reset: Write set value - z_BatchReport_Deco-WirelessGTcode - -»
fct_ww_deco_report_user_reset: Write set value - z_BatchReport_Deco-UserName - ->

Figure 9.12: Model schema for reports using allocations and lots

The archive for each report should be configured as a lot archive in which the records will be made
by triggering using a boolean variable. The variables inside this archive will be only internal vari-
ables that are written through allocations. The complete description of the archive configuration
could be seen in Fig. 9.13

The reaction matrices associated with each of the variables in the report should be created. This
is necessary to control our control variables. The drawback is that there will be too many reaction
matrices. The reason is to have independent feedback for each variable. To check the two states
of the reaction matrices look at Fig. 9.14

In order to write the initial entry for each variable in the archive should happen two things:

1. Start the archive. The archive should be properly activated with the lot name.

2. Interlocking. All the allocations have been performed and the check variables are set to 1.

Please check the yellow arrows in Fig. 9.12

49



Edit archive X | Edit archive x
Propertes Runtime Recording type Save  Options Properties Runtme Recording type Save  Optons
Variable selection ~ identficaton Startand stop -
§ 1] R1 - REPORT_D Identification  Name Cancel () At start and end of Runtime Cancel
[ Variable List R1 [ RepoRT_pECO_tRCHIVE hep (® User defined (e.g. via functions) Help
(O RDA black archive
Lots
Lot varisble Execute function on
|test_jot_deco_name = ’mﬂmﬁ
Mindexots
Archive end
c 4 5ot _report_deco_reset: Sript: execute -Report Deco_Res | ...
Equpment groups:
F ; Start of archiving
Date/Time
o
2] Scipts|
fct_wv_deco_report_name_write_OFF: Write set value - z_BatchReport_Deco-BatchName_CHECK - Off (0)->
fct_wv_deco_report_user_write_OFF: Write set value - z_BatchReport_Deco-UserName_CHECK - Off (0)->
fct_wv_deco_report_gt_write_OFF: Write set value - z_BatchRepert_Deco-WirelessGTcode CHECK - Off (0)->
Edit archive | Edit archive x
Propertes Runtme Recordng type Save  Options Properties Runtime Recording type Save  Options
= /]
Cyclealy Saving format Evacuation (archives are deleted after the evacuation)
O Cydic scanning Cancel (@ Internal database (*.arx) Storage duration Cancel
Cyce tine o 5 Odbase (. br) [ (Mo~ B
Day i bl 2 Evacuation after storage time
0% 0% 0% 1 0k 0¥ (b0 ot evacuate
Monthly (® internal database (*.an)
SQL database
Event-triggered .
Saving cyde
5 Event-biggered recording > Create table
(® Cycle time
A Loy Lo L Saconds Using MS Azure Service Bus for writing
2_BatchReport_Deco-Recording [CoH ol [k 0 [+
O Tum of month O (el
OTum of year Ocsv (o)
CIETT Export 85 unicode
O Record en change Exported columns for CSV/dBsse evacuaton O dBace (o)
Save process image during start Exported column: )
Save process image dunng exit ®/ z_BatchReport_Deco-Recording [
o it s Siminc Varse name, [identfication, Wi-value, S-status,
[Jignore inftalizing value for recordng type when event-triggered/On change - 9 '

Figure 9.13: Archive configuration example

A result example of the current model configuring only 3 variables (decolD, user name and wireless
GT code) can be seen in Fig.9.15

Note: Working with lots it is mandatory to have unique names for each lot. If the lot name is
repeated the times will be mixed up and it will not be possible to retrieve reliable data.
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Figure 9.14: States of a variable’s reaction matrix
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Figure 9.15: Example of result on ZenOn report viewer screen
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Chapter 10

VBA scripts

10.1 Introduction

The use of VBA scripts help us with repetitive or customized tasks that could not be done so
easily or in such short amount of time with ZenOn standard functionalities. It makes no sense to
write each line of code for every script. The normal behavior and the configuration options will
be described for proper use.

10.2 Decontamination cycle simulation

This is specially interesting when reports are needed in the project. It is always difficult to test
how they look and if the data provided by them is displayed correctly. Even more if we are not
familiar with WinMode or we do not have a pre-configured PLC module to simulate the signals
from isolator’s sensors and measurement devices.

In order to ease the procedure and make it independent from PLC devices or external software, a
simulation of the decontamination cycle has been developed.

The time for a decontamination cycle is usually quite long and waiting for it to finish to check the
results in a report leads to a waste of developer’s time. To avoid that the only parameter that
will be provided by the developer to test the tool is deco-cycle’s length in minutes.

The result for a 15-minutes simulation cycle could be seen in Fig. 10.1
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Figure 10.1: Resulting trends of the deco-cycle

10.2.1 How does it work?

The diagram in Fig. 10.2 represents the flow chart of the simulation.

The initialization of the simulation requires two initial conditions to be triggered:

e Set the number of minutes to simulate the cycle.

e Accept the chosen conditions.

After clicking a button which will bring up a pop-up screen with the time-selection menu an
integer should be introduced. This value is the number of buttons that will last the simulation.
By clicking 'Ok’ this minutes will be converted into seconds and the lengths of different phases
during the deco-cycle will be set proportionally to the total length.

To meet the second condition it will be needed to accept the changes set by the first condi-
tion. This can be done in the pop-up screen by clicking 'Run !". It will trigger a variable,
"z_Stmulation_Deco_Flag’, which helps a script that is running each second to know when to in-
crease a counter or when to set it to -1.

Different scripts will be calling regarding the value of this counter variable. The limit values (those
for which the counter triggers a different script) are just the addition of the length of the previous
phases’ length.
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fct_value_Simu_Deco_Menu z_Simulation_Deco_Cycle_Menu - e Integer number of minutes: 5
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If counters limit 4
If counter< limit 2

If counter< limit 3

Fct phase0_preconditioning(counter, initial, final) Fct phased_aeration2(counter, initial, final)
Fct phasel_conditioning(counter, initial, final) Fct phase3_aeration1(counter, initial, final)

Fct phase2_deco(counter, initial, final)

Figure 10.2: Functional schema of the simulation of the deco-cycle

10.2.2 How can we use it?

It is recommended to use it only when it is needed as it will take a few time to set up the simulation
conditions, and a little fewer to set them back.

Anyhow, all the variables, functions, editor scripts, runtime scripts, frames and screens can be
loaded as they are saved as . XML files. If we want to import these files the order is important.
Follow the order to import the files:

1. Variables

2. Frames

3. Screens

4. Editor scripts

5. RT scripts

6. Functions

7. Reaction matrix

8. Time control
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Driver and PLC variables

The PLC driver should be set to Mode: Simulation Static. This will allow to change the variables
linked to PLC addresses without losing the configuration. Once the simulation is not needed
anymore the original state. Check Fig. 10.3 for more details.
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Figure 10.3: Changing the driver for simulation

Scripts (Editor Mode)

It is important to set Write set value’ property to 1 in order to be able to change their values
via script. If records in the CEL want to be avoided due to changes in these variables also remove
them using the properties Fig. 10.4.

Properties: Variable: plc_L1/LC sensor/ActVal-H202-LC-1.830 - Project: SK17453RT_ISOL

Be 2 E S =[S

1) General .
Write set val
123 Addressing S2ELISls

{3 Value calculation Setting values active

-3 Write set value Min. set value: 0 Max, set value: 100
-7 Limits
-3 Alarm handling Logging in CEL
-7 Harddisk data storage B -
" X Legging: MNething ~
-7 Additional settings
-7 External settings Old and new value I (][] Setting values with VBA I

dm= Anaherer

Figure 10.4: Internal variables should be read constantly

To do it manually it can take some time. We wrote a script that could be run from the editor to
avoid repeating this operation as many times as variables we would like to simulate. The list of
variables to simulate should be introduced in this script.
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Sub fot allowloWriteVariablesForDecoSimulation (EvVal obElement As Element)
Dim warVariableNamesList As Variant
Dim wvarString A= Variant

'ALLCW TC WRITE THE FCOLLCWIMNG VARIABLES
Set myProject = obElement.Parent.Parent.Parent.Parent

varVariablelamesList = Array( _

"plc L1/5I5/RctVal Vapol-1.815",

"plc L1/5ensor/ActVal Hum-1.810",

"plc L1/RctVal Deco/ActualDosing™,

"plc L1/RctVal Deco/CumulatedDosing™,

"plc L1/5ensor/ActVal dPressure-1.840"7,

"plc L1/5ensor/ActVal HC-1.832",

"plc L1/LC sensor/RActVal-H202-LC-1.8307,

"plc_L1/Line/ModePhase™ _

)

For Each VarMName In wvarVariableNamesList
myProject.Variables.Item (CStr (VarName) ) .DynProperties ("InCut™) = True
myProject.Variables.Item (C3tr (VarName) ) .DynProperties ("SV_VEL") = False

Hext VarHame
End Sub

Figure 10.5: Script in the editor to allow to write and read the variables

After finishing all the test with the simulation tool, the original variables’ properties should be
set as in the beginning. Script fct_forbideToWriteVariablesForDecoSimulation rolls back these
properties. It is important to use the same variable list as it was used for setting the variables to
writable.

Scripts (RT)

The scripts used in subroutines and functions are summarized in the table Tab. 10.1:

Table 10.1: Table with functions / subroutines in RT

Ref. | Function/Subroutine | Name Triggered by Parameters Return | Description
1 Subroutine activate_deco_cycle_simulation | Positive Edge z_Simulation_Deco_Length_minutes > 0 | - C;roate lu‘mts fqr each phase
" > Set the simulation flag to 1
. . . . . - . Create interval objects for each phase
2 Function fet_creation_of limits Call from 1 z_Simulation_Deco_Length_seconds > 0 | Intervals | N
Set the total length in seconds for each phase
3 Subroutine fet_setDecoPhaesLengths Call from 1 Intervals - Save the length of each interval in variables
4 Subroutine fet._phases.behavior Reaction Matrix (counter.value) 4 Simulation_Deco_Cotnter R Read value of the counter and limits for cac.h phase
counter.value > -1 Check current phase & call the phase function
5 Subroutine phase0_preconditioning Call from 4 Counter, initial, end - Get the values for variables in phase 0
6 Subroutine phasel_conditioning Call from 4 Counter, initial, end - Get the values for variables in phase 1
7 Subroutine phase2_deco Call from 4 Counter, initial, end - Get the values for variables in phase 2
8 Subroutine phase3_aerationl Call from 4 Counter, initial, end - Get the values for variables in phase 3
9 Subroutine phased_aeration2 Call from 4 Counter, initial, end - Get the values for variables in phase 4
. Time control: Each second If flag = 1 . increase counter
10 Subroutine fet-update_counter CyclicFunction_1s_Simu B } If counter = length, counter = 0, flag = 0
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Internal variables

Several internal variables should be created in order to perform the simulation. Check Fig. 10.6
to understand the types and units of each variable.

z_Simulation_Deco_Counter Simu seconds 0, 0 0| O| O Intern - Driver for internal vari... INT ]
z_Simulation_Deco_Cycle_Menu simu 0, 0 0| O| O Intern - Driver for internal vari... BOOL ]
z_Simulation_Deco_Debug_Msg simu 0| 0 0O 0| O Intern - Driver for internal vari... STRING 0
z_Simulation_Deco_Flag sirmu 0,0, 0 O] O Intern - Driver for internal vari... BOOL 0
z_Simulation_Deco_Length_minutes simu minutes 0, 0, 0 O] O Intern - Driver for internal vari... INT ]
z_Simulation_Deco_length_phasel simu seconds 0, 0 0| O| O Intern - Driver for internal vari... INT ]
z_Simulation_Deco_length_phasel simu seconds 0, 0 0| O| O Intern - Driver for internal vari... INT ]
z_Simulation_Deco_length_phase2 simu seconds 0| 0 0O 0| O Intern - Driver for internal vari... INT 0
z_Simulation_Deco_length_phase3 sirmu seconds 0,0, 0 O] O Intern - Driver for internal vari... INT 0
z_Simulation_Deco_length_phased simu seconds 0, 0, 0 O] O Intern - Driver for internal vari... INT ]
z_Simulation_Deco_Length_seconds simu seconds 0, 0 0| O| O Intern - Driver for internal vari... INT ]

Figure 10.6: Internal variables to create and configure for deco-cycle simulation

It is important to be able to read all of them all the time. Otherwise the information will be lost
when they are not shown in the screen (Fig. 10.7)
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Figure 10.7: Property to allow the variables to be readable all the time

Pop-up screen

A pop-up screen will be trigger by a button that sets z_Simulation_Deco_Cycle_Menu to 1. This
pop-up screen has a writable window to set the number of minutes of the whole cycle, the length
of each period, a dynamic text window to check at which moment of the simulation we are and
controls to exit the window. Fig. 10.8
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Figure 10.8: Pop-up screen and time selection window

Functions

The functions needed to use the deco-simulation tool are listed in Fig.10.9.

fct_vba_select_simu_behaviour Execute VBA macro fct_phases_behavior
fct_vba_update_simu_counter Execute VBA macro fct_update_counter
fct_vba_start_simu_deco_menu_button Execute VBA macro activate_deco_cycle_simulation
fct_sc_Popup_SimuDeco-open Screen switch Popup_Simu_Deco (Standard)
fot_run_simu_deco Write set value z_Simulation_Deco_Flag - On (1)-=
fct_value_Simu_Deco_Menu Write set value z_Simulation_Deco_Cycle Menu - On (13-> |

Figure 10.9: Functions needed to use the simulation tool

The chronological order to use the functions would be as follows:

1. fct_sc_Popup_SimuDeco_opens It opens the popup menu to set up the time. Should be
linked to a button created specifically for the simulation.

2. fct_start_simu_deco_menu_button After changing the number of minutes expected for
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the simulation we click Ok button. It will be linked to this function that will change the
length in seconds for each phase and store it in an internal variable.

3. fct_run_simu_deco Linked to the button Run /. This will start the simulation itself by
setting a flag to one.

(a) fct_vba_update_simu_counter This function is called every second but only increase
the counter and call the next function if the flag is active.

(b) fct_vba_select_simu_behaviour Depending on the length of each phase and on counter’s
value a different function can be called. Check the diagram 10.2
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