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Chapter 1. Introduction

Cppcheck is an analysis tool for C/C++ code. Unlike C/C++ compilers and many other analysis toals, it
doesn't detect syntax errors. Instead, Cppcheck detects the types of bugs that the compilers normally fail
to detect. The goal isno false positives.

Supported code and platforms:

* You can check non-standard code that includes various compiler extensions, inline assembly code, etc.
» Cppcheck should be compilable by any C++ compiler that handles the latest C++ standard.

» Cppcheck should work on any platform that has sufficient CPU and memory.

Please understand that there are limits of Cppcheck. Cppcheck is rarely wrong about reported errors. But
there are many bugs that it doesn't detect.

You will find more bugs in your software by testing your software carefully, than by using Cppcheck.
Y ou will find more bugs in your software by instrumenting your software, than by using Cppcheck. But
Cppcheck can still detect some of the bugs that you miss when testing and instrumenting your software.




Chapter 2. Getting started (GUI)

New

New

New

New

Start the GUI.

Project

It is not required but creating a new project file is a good first step. You do so through Fi | e and New
project file.

Project - Paths and Defines

What kind of project do you have?If itisaVisual Studio project or if you can generate a compile database
(cmake/gbg/etc), then you can import the project.

Otherwise you can configure the paths and defines manually. In this screenshot below, a Visual Studio
project file isimported:

Project - Project

In the Project tab it is highly recommended that a Copcheck bui I d di r isconfigured. Thiswill be
used by Cppcheck to store various analysisinformation. It gives you whole program analysis, incremental
analysis, statistics, etc. Each project should have its own unique build dir. In the screenshot below the
build dir is configured ascppcheck- bui | d- di r. The path isrelative to the project file.

Y ou should also choose al the libraries that you use. In the screenshot below the microsoft_sal and win-
dows libraries are selected. Y ou can read more about libraries in this manual.

Project - Addons

We skip the Excl ude and Suppr essi ons tabs now, they can be used later to tweak the results.

In the Addons tab you can add extra analysis. The addons require python.

Analyze

Click the OK button in the dialog. Analysis will start immediately.

All warnings are activated and therefore it is pretty noisy. There are likely various warnings that you don't
care about. You can fix that easily, right click on messages and choose Hi de or Suppr ess. Hiding
messages is not permanent, they will be shown after next analysis. Suppressing messages is permanent,
suppressed ids are stored in the project file and those will not be shown again.




Chapter 3. Getting started (command
line)

First test

Hereisasimple code
int main()

{
char a[ 10];

a[ 10] = O;
return O;

}

If yousavethatintofi | el. ¢ and execute:
cppcheck filel.c
The output from cppcheck will then be:

Checking filel.c...
[filel.c:4]: (error) Array 'a[10]' index 10 out of bounds

Checking all files in a folder

Normally a program has many source files. And you want to check them all. Cppcheck can check all
source filesin adirectory:

cppcheck path
If "path" is afolder then cppcheck will recursively check all sourcefilesin thisfolder.

Checking path/filel.cpp...
1/2 files checked 50% done
Checking path/file2.cpp...
2/2 files checked 100% done

Check files manually or use project file

With Cppcheck you can check files manually, by specifying files/paths to check and settings. Or you can
use a project file (cmake/visual studio).

Using the project fileis quicker since it requires very little configuration from you.
Checking files manually gives you better control of the analysis.

We don't know which approach will give you the best results. It is recommended that you try both. It is
possible that you will get different results so that to find most bugs you need to use both approaches.

Later chapters will describe thisin more detail.




Getting started (command line)

Excluding a file or folder from checking

To exclude afile or folder, there are two options. The first option is to only provide the paths and files
you want to check.

cppcheck src/a src/b
All filesunder sr ¢/ a and sr c/ b are then checked.

The second option isto use - i , with it you specify filed/paths to ignore. With this command no filesin
sr c/ ¢ are checked:

cppcheck -isrc/c src

Thisoption doesnot currently work withthe- - pr oj ect optionandisonly valid when supplying aninput
directory.To ignore multiple directories supply the - i multiple times. The following command ignores
both the src/b and src/c directories.

cppcheck -isrc/b -isrc/c

Severities

The possible severities for messages are:

error used when bugs are found

warning suggestions about defensive programming to prevent bugs

style stylistic issues related to code cleanup (unused functions, redundant code, constness,
and such)

performance Suggestions for making the code faster. These suggestions are only based on common
knowledge. It is not certain you'll get any measurable difference in speed by fixing
these messages.

portability portability warnings. 64-bit portability. code might work different on different compil-
ers. etc.

information Configuration problems. The recommendation is to only enable these during configu-
ration.

Enable messages

By default only er r or messages are shown. Through the - - enabl e command more checks can be
enabled.

# enabl e war ni ng nmessages
cppcheck --enabl e=warning file.c

# enabl e performance nessages
cppcheck --enabl e=performance file.c

# enabl e i nformati on nessages
cppcheck --enable=information file.c




Getting started (command line)

# For historical reasons, --enable=style enabl es warning, performance,

# portability and style nessages. These are all reported as "style" when
# using the old xm format.

cppcheck --enable=style file.c

# enabl e war ni ng and performance nmessages
cppcheck --enabl e=war ni ng, performance file.c

# enabl e unusedFunction checking. This is not enabled by --enable=style
# because it doesn't work well on libraries.
cppcheck --enabl e=unusedFunction file.c

# enabl e all nessages
cppcheck --enabl e=al

Please note that - - enabl e=unusedFunct i on should only be used when the whole program is
scanned. Therefore, - - enabl e=al | should also only be used when the whole program is scanned. The
reason is that the unusedFunction checking will warn if a function is not called. There will be noise if
function calls are not seen.

Inconclusive checks

By default Cppcheck only writes error messagesif itiscertain. With- - i nconcl usi ve error messages
will also be written when the analysisisinconclusive.

cppcheck --inconclusive path

This can of course cause false warnings, it might be reported that there are bugs even though there are not.
Only use this command if false warnings are acceptable.

Saving results in file

Many times you will want to save the resultsin afile. Y ou can use the normal shell redirection for piping
error output to afile.

cppcheck filel.c 2> err.txt

Multithreaded checking

The option - j is used to specify the number of threads you want to use. For example, to use 4 threads
to check thefilesin afolder:

cppcheck -j 4 path

Please note that this will disable unusedFunction checking.

Platform

Y ou should use a platform configuration that match your target.

By default Cppcheck uses native platform configuration that works well if your code is compiled and
executed locally.




Getting started (command line)

Cppcheck has builtin configurations for uni x and wi ndows targets. Y ou can easily use these with the
- - pl at f or mcommand line flag.

Y ou can a'so create your own custom platform configuration in axml file. Here is an example:

<?xm version="1"?>
<pl at f or >
<char _bi t >8</ char _bi t >
<def aul t - si gn>si gned</ def aul t - si gn>
<si zeof >
<short >2</short>
<int>4</int>
<l ong>4</1 ong>
<l ong- | ong>8</1 ong- | ong>
<fl oat >4</f | oat >
<doubl e>8</ doubl e>
<l ong- doubl e>12</| ong- doubl e>
<poi nt er >4</ poi nt er >
<si ze_t>4</size_t>
<wchar _t >2</wchar _t >
</ si zeof >
</ pl atforne




Chapter 4. Project

When you use CMake or Visua Studio you can use - - pr 0j ect to analyse your project.

It will giveyou quick and easy results. Thereisnot much configuration you need to do. But it ishard to say
if thiswill give you the best results, it is recommended that you try it and also try to analyse your source
code without - - pr oj ect and see which option works best for you.

CMake

Cppcheck can understand compile databases. Y ou can generate these with CMake.
Example:

$ crmake - DCMAKE_EXPORT_COVPI LE_COMVANDS=ON .

Thefileconpi | e_commands. j son iscreated in the current folder.

Now run Cppcheck like this:

$ cppcheck --project=conpile_commands.json

Visual Studio

Y ou can run Cppcheck on individual project files (*.vexproj) or on awhole solution (*.sln)

# run cppcheck on a whol e sol ution
$ cppcheck --project=foobar.sln

# run cppcheck on a individual project
$ cppcheck --project=foobar.vcxproj

Please note that thereisalso a Visua Studio plugin that allows you to run cppcheck inside Visual Studio.




Chapter 5. Preprocessor settings

If you use- - proj ect then Cppcheck will use the preprocessor settings from the project file.

Otherwise you'll probably want to configure the include paths, defines etc.

Defines
Hereisafile that has 2 configurations (with A defined and without A):
#ifdef A
X =y,
#el se
X = z;
#endi f

By default Cppcheck will check all preprocessor configurations (except those that have #error in them).
So the above code will be analysed both when A is defined and when it is not.

You can use -D to change this. When you use -D, cppcheck will by default only check the given config-
uration and nothing else. Thisis how compilers work. But you can use- - f or ce or - - max- confi gs
to override the number of configurations.

# check all configurations
cppcheck file.c

# only check the configuration A
cppcheck -DA file.c

# check all configurations when nacro A is defined
cppcheck -DA --force file.c

Another useful flag might be -U. It undefines a symbol. Example usage:
cppcheck -UX file.c

That will mean that X is not defined. Cppcheck will not check what happens when X is defined.

Include paths

To add an include path, use - | , followed by the path.

Cppcheck's preprocessor basically handles includes like any other preprocessor. However, while other
preprocessors stop working when they encounter amissing header, cppcheck will just print an information
message and continues parsing the code.

The purpose of this behaviour is that cppcheck is meant to work without necessarily seeing the entire
code. Actually, it is recommended to not give al include paths. While it is useful for cppcheck to see the
declaration of a class when checking the implementation of its members, passing standard library headers
ishighly discouraged because it will result in worse results and longer checking time. For such cases, .cfg
files (see below) are the better way to provide information about the implementation of functions and
types to cppcheck.




Chapter 6. XML output

Cppcheck can generate output in XML format. Use - - xm  to enable this format.
A sample command to check afile and output errorsin the XML format:
cppcheck --xm filel.cpp

Hereis asample report:

<?xm version="1.0" encodi ng="UTF-8"7?>
<results version="2">
<cppcheck version="1.66">
<errors>
<error id="sonmeError" severity="error" nsg="short error text"
ver bose="long error text" inconclusive="true" cwe="312">
<l ocation fileO="file.c" file="file.h" [ine="1"/>
</error>
</errors>
</resul ts>

The <error> element

Each error isreported in a<er r or > element. Attributes:

id id of error. These are always valid symbolnames.

severity either: err or, war ni ng, styl e, performance, portability orinfor-
mat i on

nsg the error message in short format

ver bose the error message in long format.

i nconcl usi ve Thisattribute isonly used when the message is inconclusive.

cwe CWE ID for message. This attribute is only used when the CWE ID for the message
is known.

The <location> element

All locationsrelated to an error islisted with <l ocat i on> elements. The primary locationislisted first.
Attributes:

file filename. Both relative and absolute paths are possible

file0 name of the sourcefile (optional)

[ine anumber

i nfo  short information message for each location (optional)




Chapter 7. Reformatting the output

If you want to reformat the output so it looks different you can use templates.

Predefined output formats

To get Visua Studio compatible output you can use - - t enpl at e=vs:
cppcheck --tenpl ate=vs sanpl es/ arrayl ndexQut O Bounds/ bad. ¢
This output will look like this:

Checki ng sampl es/ arrayl ndexQut Of Bounds/ bad. c . ..
sanpl es/ arrayl ndexQut Of Bounds/ bad. c(6): error: Array 'a[2]' accessed at index 2, w

To get gcc compatible output you can use - - t enpl at e=gcc:
cppcheck --tenpl at e=gcc sanpl es/ arrayl ndexQut Of Bounds/ bad. ¢
The output will look like this:

Checki ng sampl es/ arrayl ndexQut Of Bounds/ bad. c . ..
sanpl es/ arrayl ndexQut Of Bounds/ bad. c: 6: 6: warning: Array 'a[2]' accessed at index 2
a[2] = 0;
N

User defined output format (single line)

You can write your own pattern. For instance, to get warning messages that are formatted like old gcc
such format can be used:

cppcheck --template="{file}:{line}: {severity}: {nmessage}" sanples/arrayl ndexQut
The output will look like this:

Checki ng sampl es/ arrayl ndexQut Of Bounds/ bad. c . ..
sanpl es/ arrayl ndexQut Of Bounds/ bad. c: 6: error: Array 'a[2]' accessed at index 2, wh

A comma separated format:
cppcheck --template="{file},{line},{severity},{id}, {nmessage}" sanpl es/arrayl ndexQu
The output will look like this:

Checki ng sampl es/ arrayl ndexQut Of Bounds/ bad. c . ..
sanpl es/ arrayl ndexQut Of Bounds/ bad. c, 6, error, arrayl ndexQut Of Bounds, Array 'a[2]' acc

User defined output format (multi line)

Many warnings have multiple locations. Example code:

void f(int *p)
{

10



Reformatting the output

*p = 3; /1 line 3
}
int main()
{
int *p = 0; /1l line 8
f(p); /1 line 9
return O;
}

Thereisapossible null pointer dereference at line 3. Cppcheck can show how it cameto that conclusion by
showing extralocationinformation. Y ou needtouseboth- - t enpl at e and- -t enpl at e-1 ocat i on
at the command line.

Example command:
cppcheck --tenplate="{file}:{line}: {severity}: {message}\n{code}" --tenplate-I|oca
The output from Cppcheck is:

Checking multiline.c ...
multiline.c:3: warning: Possible null pointer dereference: p
*p = 3;
N
multiline.c:8: note: Assignnment '
int *p = 0;
N

p=0', assigned value is O

multiline.c:9: note: Calling function 'f', 1st argunent value is 0O

f(p);

P

multiline.c:3: note: Null pointer dereference
*p = 3;
N

Thefirst linein the warning is formatted by the - - t enpl at e format.

The other lines in the warning are formatted by the - - t enpl at e- | ocat i on format.

Format specifiers for --template

The available specifiersfor - - t enpl at e are:

{file} File name

{line} Line number

{ column} Column number

{ callstack} Writeall locations. Eachlocationiswrittenin [{ file} :{line} ] format and the

locations are separated by ->. For instanceit might ook like: [multiline.c:8]
-> [multiline.c:9] -> [multiline.c:3]

{inconclusive:text} If warning isinconclusive then the given text iswritten. The given text can
be any arbitrary text that does not contain }. Example: {inconclusive:in-
conclusive,}

11



Reformatting the output

{ severity} error/warning/style/performance/portability/information
{ message} The warning message

{id} Warning id

{ code} Thereal code.

\t Tab

\t Newline

\r Carriage return

Format specifiers for --template-location

The available specifiersfor - - t enpl at e- | ocat i on are:
{file} File name
{line} Line number

{ column} Column number

{info} Information message about current location
{ code} The real code.

\t Tab

\t Newline

\r Carriage return

12



Chapter 8. Misra

Cppcheck has an addon that checks for M SRA C 2012 compliance.

Requirements

Y ou need:
» Python2.X or 3.X

e The M SRA C 2012 PDF. You can buy thisfromht t p: / / www. mi sr a. or g. uk (costs 15-20
pounds)

MISRA Text file

Itisnot allowed to publishthe M SRA ruletexts. Thereforethe M SRA ruletexts are not available directly
in the addon. Instead, the addon can read the rule texts from a text file. If you copy/paste all text in "Ap-
pendix A Summary of guidelines' from the MISRA pdf, then you have al the rule texts.

If you have installed x pdf , such text file can be generated on the command line (using pdf t ot ext that
isincluded in xpdf ):

pdft ot ext mi sra-c-2012. pdf output.txt
The output might not be 100% perfect so you might need to make minor tweaks manually.
Other pdf-to-text utilities might work also.

To create the text file manually, copy paste Appendix A "Summary of guidelines' from the MISRA PDF.
Format:

Appendi x A Sunmary of guidelines
Rule 1.1
Rul e text
Rule 1.2
Rul e text

Rules that you want to disable does not need to have a rule text. Rules that don't have rule text will be
suppressed by the addon.

13



Chapter 9. Suppressions

If you want to filter out certain errors you can suppress these.

Plain text suppressions

Y ou can suppress certain types of errors. The format for such a suppression is one of:

[error id]:[filenane]:[Iline]
[error id]:[filenane2]
[error id]

Theerror idistheidthat youwant to suppress. The easiest way to get it isto usethe- - xm command
lineflag. Copy and pastethei d string from the XML output. Thismay be* to suppress all warnings (for

aspecified file or files).

Thef i | ename may include the wildcard characters* or ?, which match any sequence of characters or
any single character respectively. It is recommended that you use "/" as path separator on al operating

systems.

Command line suppression

The- - suppr ess= command line option is used to specify suppressions on the command line. Example:

cppcheck --suppress=nem eak: src/filel.cpp src/

Listing suppressions in afile

Y ou can create a suppressions file. Example:

/'l suppress nenl eak and exceptNew errors in the file src/filel.cpp

mem eak: src/filel.cpp
except New. src/filel.cpp

/1 suppress all uninitvar errors in all files

uni ni tvar

Note that you may add empty lines and comments in the suppressionsfile.

Y ou can use the suppressionsfile like this:

cppcheck --suppressions-list=suppressions.txt src/

XML suppressions

Y ou can specify suppressionsin a XML file. Example file:

<?xm version="1.0"?>
<suppr essi ons>
<suppr essi on>
<id>uninitvar</id>
<fileNanme>src/filel.c</fil eNanme>

14



Suppressions

<l i neNunber >10</| i neNunmber >
<synbol Nane>var </ synbol Nane>
</ suppr essi on>
</ suppr essi ons>

The xml format is extensible and may be extended with further attributesin the future.

Inline suppressions

Suppressions can also be added directly in the code by adding comments that contain special keywords.
Before adding such comments, consider that the code readability is sacrificed alittle.

This code will normally generate an error message:

void f() {
char arr[5];
arr[10] = O;
}

The output is:

# cppcheck test.c
Checking test.c...
[test.c:3]: (error) Array "arr[5]' index 10 out of bounds

To suppress the error message, a comment can be added:

void f() {
char arr[5];

/'l cppcheck-suppress arrayl ndexQut O Bounds

arr[10] = O;
}
Now the --inline-suppr flag can be used to suppress the warning. No error is reported when invoking
cppcheck this way:
cppcheck --inline-suppr test.c

you can specify that the inline suppression only applies to a specific symbol:
/'l cppcheck-suppress arrayl ndexQut Of Bounds synbol Nanme=arr
Y ou can write commentsfor the suppress, however isrecommended to use; or // to specify wherethey start:

/'l cppcheck-suppress arrayl ndexQut Of Bounds ; sone comrent
/1 cppcheck-suppress arrayl ndexQut Of Bounds // sonme conment

15



Chapter 10. Library configuration

When externa libraries are used, such as WinAPI, POSIX, gtk, Qt, etc, Copcheck doesn't know how
the external functions behave. Cppcheck then failsto detect various problems such as leaks, buffer over-
flows, possible null pointer dereferences, etc. But this can be fixed with configuration files.

Cppcheck already contains configurations for several libraries. They can be loaded as described below.
Note that the configuration for the standard libraries of C and C++, st d. cf g, is always loaded by cp-
pcheck. If you create or update aconfiguration filefor apopular library, we would appreciateif you upload
it to us.

Using your own custom .cfg file

You can create and use your own .cfg files for your projects. Use - - check- i brary and - - en-
abl e=i nf or mat i on to get hints about what you should configure.

It is recommended that you use the Li brary Edit or inthe Copcheck GUl to edit configuration
files. It isavailable in the Vi ewmenu. All settings are not documented in this manual .

If you have a question about the . cf g fileformat it is recommended you ask in the forum (http://source-
forge.net/p/cppcheck/discussion/).

The command line cppcheck will try to load custom .cfg files from the working path - execute cppcheck
from the path where the .cfg files are.

The cppcheck GUI will try to load custom .cfg files from the project file path. The custom .cfg files should
beshownintheEdit Project Fil e dialogthat you openfromtheFi | e menu.

Memory/resource leaks

Cppcheck has configurable checking for leaks, e.g. you can specify which functions allocate and free
memory or resources and which functions do not affect the allocation at all.

alloc and dealloc

Here is an example program:

void test ()
{

}

The code example above has aresource leak - Cr eat ePen() isaWinAPI function that creates a pen.
However, Cppcheck doesn't assume that return values from functions must be freed. There is no error

message:

HPEN pen = CreatePen(PS_SOLID, 1, RGB(255,0,0));

# cppcheck penl.c
Checki ng penl.c..

If you provide a configuration file then Cppcheck detects the bug:

# cppcheck --1library=wi ndows.cfg penl.c
Checki ng penl.c...
[penl.c:3]: (error) Resource |eak: pen

16



Library configuration

Hereisaminimal wi ndows. cf g file:

<?xm version="1.0"?>
<def >
<r esource>
<al | oc>Cr eat ePen</ al | oc>
<deal | oc>Del et eObj ect </ deal | oc>
</ resour ce>
</ def >

The allocation and deallocation functions are organized in groups. Each group is defined in a <r e-
sour ce> or <menor y> tag and is identified by its <deal | oc> functions. This means, groups with
overlapping <deal | oc> tags are merged.

leak-ignore and use

Often the allocated pointer is passed to functions. Example:

void test ()

{
char *p = mall oc(100);
dostuff(p);

}

If Cppcheck doesn't know what dost uf f does, without configuration it will assumethat dost uf f takes
care of the memory so there is no memory leak.

Tospecify that dost uf f doesn't take care of thememory inany way, usel eak- i gnor e inthe<f unc-
t i on> tag (see next section):

<?xm version="1.0"?>
<def >
<function nanme="dostuff">
<| eak-ignore/ >
<arg nr="1"/>
</ function>
</ def >

If instead dost uf f takes care of the memory then this can be configured with:

<?xm version="1.0"?>
<def >
<menory>
<deal | oc>free</ deal | oc>
<use>dost uf f </ use>
</ menory>
</ def >

The <use> configuration has no logical purpose. You will get the same warnings without it. Use it to
silence- - check- | i br ary information messages.

Function behaviour

To specify the behaviour of functions and how they should be used, <f unct i on> tags can be used.
Functions areidentified by their name, specified in the nane attribute and their number of arguments. The
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name is a comma-separated list of function names. For functions in namespaces or classes, just provide
their fully qualified name. For example: <f unct i on nane="nenctpy, std: : nencpy" >. f youhave
template functions then provide their instantiated names <f unct i on nanme="dost uf f <i nt >" >,

Function arguments

The arguments a function takes can be specified by <ar g> tags. Each of them takes the number of the ar-
gument (startingfrom 1) inthenr attribute, nr =" any" for arbitrary arguments, or nr =" var i adi c" for
variadic arguments. Optional arguments can be specified by providing adefault value: def aul t =" val -
ue" . The specifications for individual arguments override this setting.

Not bool

Here is an example program with misplaced comparison:

void test ()
{

}

Cppcheck assumesthat it isfine to pass boolean values to functions:

if (MenCp(bufferl, buffer2, 1024==0)) {}

# cppcheck notbool.c
Checki ng not bool . c..

If you provide a configuration file then Cppcheck detects the bug:

# cppcheck --1library=notbool.cfg notbool.c
Checki ng not bool . c. ..
[notbool .c:5]: (error) Invalid MenCnp() argunent nr 3. A non-boolean value is requ

Here isthe minimal notbool.cfg

<?xm version="1.0"7?>
<def >
<functi on name="MenCnp" >
<arg nr="1"/>
<arg nr="2"/>
<arg nr="3">
<not - bool / >
</ arg>
</ function>
</ def >

Uninitialized memory
Hereis an example program:

void test()

{
char buffer1[ 1024];
char buffer?2[1024];
CopyMenory(bufferl, buffer2, 1024);
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Thebug hereisthat buffer2 isuninitialized. The second argument for CopyMemory needsto beinitialized.
However, Cppcheck assumesthat it is fine to pass uninitialized variables to functions:

# cppcheck uninit.c
Checking uninit.c...

If you provide a configuration file then Cppcheck detects the bug:

# cppcheck --1library=wi ndows.cfg uninit.c
Checking uninit.c...
[uninit.c:5]: (error) Uninitialized variable: buffer2

Note that thisimplies for pointers that the memory they point at hasto be initialized, too.
Hereisthe minima wi ndows. cf g:

<?xm version="1.0"?>
<def >
<functi on name="CopyMenory">
<arg nr="1"/>
<arg nr="2">
<not-uninit/>
</ arg>
<arg nr="3"/>
</function>
</ def >

Null pointers
Cppcheck assumesit's ok to pass NULL pointers to functions. Here is an example program:

void test ()
{

}

The MSDN documentation is not clear if that is ok or not. But let's assume it's bad. Cppcheck assumes
that it's ok to pass NULL to functions so no error is reported:

CopyMerory(NULL, NULL, 1024);

# cppcheck null.c
Checking null.c..

If you provide a configuration file then Cppcheck detects the bug:

cppcheck --1library=wi ndows.cfg null.c
Checking null.c...
[null.c:3]: (error) Null pointer dereference

Note that thisimplies <not - uni ni t > asfar as values are concerned. Uninitialized memory might still
be passed to the function.

Hereisaminima wi ndows. cf g file:

<?xm version="1.0"7?>
<def >
<function nane="CopyMenory" >
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<arg nr="1">
<not-null/>
</ arg>
<arg nr="2"/>
<arg nr="3"/>
</function>
</ def >

Format string

Y ou can define that a function takes aformat string. Example:

void test ()
{

}

No error isreported for that:

do_somet hing("% %\n", 1024);

# cppcheck formatstring.c
Checking formatstring.c...

A configuration file can be created that says that the string is aformat string. For instance:

<?xm version="1.0"?>
<def >
<function nane="do_sonet hi ng" >
<formatstr type="printf"/>
<arg nr="1">
<formatstr/>
</ arg>
</function>
</ def >

Now Cppcheck will report an error:

cppcheck --library=test.cfg formatstring.c
Checking formatstring.c...
[formatstring.c:3]: (error) do_sonething format string requires 2 paraneters but o

Thet ype attribute can be either:
e printf - format string follows the printf rules

» scanf - format string follows the scanf rules
Value range

The valid values can be defined. Imagine:

void test ()
{

}

No error isreported for that:

do_sonet hi ng(1024) ;
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# cppcheck val uerange.c
Checki ng val uerange.c..

A configuration file can be created that saysthat 1024 is out of bounds. For instance:

<?xm version="1.0"?>
<def >
<functi on name="do_sonet hi ng" >
<arg nr="1">
<val i d>0: 1023</val i d>
</ arg>
</ function>
</ def >

Now Cppcheck will report an error:

cppcheck --library=test.cfg range.c
Checki ng range.c. ..
[range.c:3]: (error) Invalid do_sonething() argunent nr 1. The value is 1024 but t

Some exampl e expressions you can use in the valid element:

0,3,5 =>only values 0, 3 and 5 are valid

-10:20 => all values between -10 and 20 are valid

:0 => all values that are less or equal to O are valid

0: => all values that are greater or equal to O are valid
0,2:32 => the value 0 and all val ues between 2 and 32 are valid
-1.5:5.6 => all values between -1.5 and 5.6 are valid

minsize

Some function arguments take a buffer. With minsize you can configure the min size of the buffer (in
bytes, not elements). Imagine:

voi d test()
{
char str[5];
do_sonet hi ng(str, "12345");

}

No error isreported for that:

# cppcheck ninsize.c
Checki ng mnsize.c...

A configuration file can for instance be created that says that the size of the buffer in argument 1 must be
larger than the strlen of argument 2.For instance:

<?xm version="1.0"?>
<def >
<function nane="do_sonet hi ng" >
<arg nr="1">
<m nsi ze type="strlen" arg="2"/>
</ arg>
<arg nr="2"/>
</function>
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</ def >
Now Cppcheck will report this error:

cppcheck --library=1.cfg minsize.c
Checki ng m nsize.c...
[minsize.c:4]: (error) Buffer is accessed out of bounds: str

There are different types of minsizes:

strlen buffer size must be larger than other arguments string length. Example: see strcpy config-
uration in std.cfg

argvalue buffer size must be larger than valuein other argument. Example: see memset configuration
in std.cfg
sizeof buffer size must be larger than other argument buffer size. Example: see memccpy config-

uration in posix.cfg

mul buffer size must be larger than multiplication result when multiplying values given in two
other arguments. Typically one argument defines the element size and another element de-
fines the number of elements. Example: see fread configuration in std.cfg

strz

This setting is not used by Cppcheck currently. But with this you can say that an argument must be a
zero-terminated string.

<?xm version="1.0"7?>
<def >
<function nane="do_sonet hi ng" >
<arg nr="1">
<strz/>
</arg>
</ function>
</ def >

noreturn

Cppcheck doesn't assume that functions always return. Here is an example code:

void test(int x)

{
int data, buffer[1024];
if (x == 1)
data = 123;
el se
Zer oMenory(buffer, sizeof (buffer));
buffer[0] = data; // <- error: data is uninitialized if x is not 1
}
In theory, if Zer oMenor y terminates the program then there is no bug. Cppcheck therefore reports no
error:

# cppcheck noreturn.c
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Checki ng noreturn.c. ..
However if youuse- - check- 1 i brary and- - enabl e=i nf or mat i on you'll get this:

# cppcheck --check-library --enabl e=information noreturn.c
Checki ng noreturn.c...
[noreturn.c:7]: (information) --check-library: Function ZeroMenory() should have <

If aproper wi ndows. cf g isprovided, the bug is detected:

# cppcheck --1library=wi ndows.cfg noreturn.c
Checki ng noreturn.c...
[noreturn.c:8]: (error) Uninitialized variable: data

Hereisaminima wi ndows. cf g file:

<?xm version="1.0"?>
<def >
<functi on name="Zer oMenory" >
<nor et ur n>f al se</ nor et ur n>
<arg nr="1"/>
<arg nr="2"/>
</function>
</ def >

use-retval

Aslong as nothing elseis specified, cppcheck assumes that ignoring the return value of afunction is ok:

bool test(const char* a, const char* b)

{
strcnp(a, b); [/ <- bug: The call of strcnp does not have side-effects, but t
return true;

}

Incasest r cnp has side effects, such as assigning the result to one of the parameters passed to it, nothing

bad would happen:

# cppcheck useretval.c
Checki ng useretval.c..

If aproper | i b. cf g isprovided, the bug is detected:

# cppcheck --library=lib.cfg --enabl e=warning useretval.c
Checki ng useretval .c...
[useretval .c:3]: (warning) Return value of function strcnp() is not used.

Hereisaminimal | i b. cf g file:

<?xm version="1.0"7?>
<def >
<function nane="strcnp">
<use-retval />
<arg nr="1"/>
<arg nr="2"/>
</ function>
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</ def >

pure and const

These correspond to the GCC function attributes pure and const.

A pure function has no effects except to return avalue, and its return val ue depends only on the parameters
and global variables.

A const function has no effectsexcept to return avalue, and itsreturn val ue dependsonly on the parameters.
Here is an example code:

void f(int x)

{
if (calculate(x) == 213) {
} else if (calculate(x) == 213) {
/1 unreachabl e code
}
}

If cal cul at e() isaconst function then theresult of cal cul at e( x) will be the same in both condi-
tions, since the same parameter value is used.

Cppcheck normally assumes that the result might be different, and reports no warning for the code:

# cppcheck const.c
Checki ng const.c...

If aproper const . cf g isprovided, the unreachable code is detected:

# cppcheck --enable=style --1ibrary=const const.c
Checki ng const.c...
[const.c:7]: (style) Expression is always fal se because '"else if' condition matche

Hereisaminimal const . cf g file:

<?xm version="1.0"?>
<def >
<function nane="cal cul ate">
<const/>
<arg nr="1"/>
</function>
</ def >

Example configuration for strcpy()

The proper configuration for the standard strcpy() function would be:

<function nane="strcpy">
<l eak-ignore/>
<nor et ur n>f al se</ nor et ur n>
<arg nr="1">
<not-nul />
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</ arg>
<arg nr="2">
<not-null/>
<not-uninit/>
<strz/>
</ arg>
</ function>

The <| eak- i gnor e/ > tells Cppcheck to ignore this function call in the leaks checking. Passing allo-
cated memory to this function won't mean it will be deallocated.

The <nor et ur n> tells Cppcheck if this function returns or not.

The first argument that the function takes is a pointer. It must not be a null pointer, therefore <not -
nul | > isused.

The second argument the function takes is a pointer. It must not be null. And it must point at initialized
data. Using <not - nul | > and <not - uni ni t > is correct. Moreover it must point at a zero-terminated
string so <strz> is also used.

define

Libraries can be used to define preprocessor macros as well. For example:

<?xml version="1.0"?>
<def >

<define name="NULL_VALUE" val ue="0"/>
</ def >

Each occurrence of "NULL_VALUE" in the code would then be replaced by "0" at preprocessor stage.

podtype

Lots of code relies on typedefs providing platform independent types. "podtype”-tags can be used to pro-
vide necessary information to cppcheck to support them. Without further information, cppcheck does not
understand the type "uint16 _t" in the following example:

void test() {
uintle t a;
}

No message about variable 'a being unused is printed:

# cppcheck --enabl e=styl e unusedvar. cpp
Checki ng unusedvar. cpp. ..

If uint16_tisdefined inalibrary asfollows, the result improves:

<?xm version="1.0"7?>
<def >

<podtype name="uintl6 t" sign="u
</ def >

size="2"/>

The size of the type is specified in bytes. Possible values for the "sign" attribute are "s"' (signed) and
"u" (unsigned). Both attributes are optional. Using this library, cppcheck prints:
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# cppcheck --library=lib.cfg --enabl e=styl e unusedvar. cpp
Checki ng unusedvar. cpp. ..
[ unusedvar.cpp:2]: (style) Unused variable: a

container

A lot of C++ libraries, among those the STL itself, provide containers with very similar functionality.
Libraries can be used to tell cppcheck about their behaviour. Each container needs a unique ID. It can
optionally have a startPattern, which must be avalid Token::Match pattern and an endPattern that is com-
pared to the linked token of the first token with such alink. The optional attribute "inherits" takes an ID
from a previously defined container.

Inside the <container> tag, functions can be defined inside of the tags <size>, <access> and <other> (on
your choice). Each of them can specify an action like "resize" and/or theresult it yields, for example "end-
iterator”.

The following example provides adefinition for std::vector, based on the definition of "stdContainer” (not

shown):
<?xm version="1.0"?>
<def >
<contai ner id="stdVector" startPattern="std :: vector & t;" inherits="stdContain
<si ze>

<function nane="push_back" action="push"/>
<function nane="pop_back" action="pop"/>

</size>

<access i ndexQperator="array-like">
<function nane="at" yiel ds="at_i ndex"/>
<function nane="front" yields="iten/>
<function nane="back" yields="itenl/>

</ access>

</ cont ai ner >
</ def >
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Y ou can define custom rules using regular expressions.

These rules can not perform sophisticated analysis of the code. But they give you an easy way to check
for various simple patternsin the code.

To get started writing rules, see the related articles here:
http://sourceforge.net/projects/cppcheck/files/Articles/
Thefile format for rulesis:
<?xm version="1.0"7?>
<rul e>
<t okenl i st >LI ST</t okenl i st >
<pat t er n>PATTERN</ pat t er n>
<nmessage>
<id>l D</id>
<severity>SEVERI TY</ severity>
<sunmar y>SUWARY</ summrar y >
</ nessage>
</rul e>
CDATA can be used to include characters in a pattern that might interfere with XML:

<! [ CDATA[ sone<st range>pattern]]>

<tokenlist>

The<t okenl i st > element isoptional. With this element you can control what tokens are checked. The
LI ST can be either def i ne, r aw, nor mal or si npl e.

define used to check #define preprocessor statements.
raw used to check the preprocessor output.
normal used to check the nor mal token list. There are some simplifications.

simple used to check the simple token list. All simplifications are used. Most Cppcheck checks use
the simple token list.

If thereis no <tokenlist> element then si npl e is used automatically.

<pattern>

The PATTERN is the PCRE-compatible regular expression that will be executed.
<id>

The ID specify the user-defined message id.
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Rules

<severity>

The SEVERI TY must be one of the Cppcheck severities: i nf or mat i on, per f or mance, port a-
bility,style,warni ng,orerror.

<summary>

Optional. The summary for the message. If no summary is given, the matching tokensis written.
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Cppcheck addons are implemented as standalone scripts or programs. With Cppcheck addons, you can
for instance:

* add extra custom checkers that use sophisticated analysis
* visualize your code

* etc

Using Cppcheck addons

Currently there are two steps to use an addon:
1. Run Cppcheck to generate dump files
2. Run the addon on the dump files

The - - dunp flag is used to generate dump files. To generate a dump file for every source file in the
fool folder:

cppcheck --dunp foo/
To run aaddon script on all dump filesin the foo/ folder:

pyt hon addon. py foo/*. dunmp

Where to find some Cppcheck addons

There are afew addons that can be downloaded.

» Addons provided by the Cppcheck project: ht t p: // gi t hub. comf danmar / cppcheck/ bl ob/
mast er / addons

 ublinter, a project that wants to "lint" for "undefined behaviour": htt p: // gi t hub. com dan-
mar / ubl i nter

We would be happy to add alink to your addon here (no matter if it's commercial or free).

Writing Cppcheck addons

Cppcheck generates dump filesin XML format that contains:

» Tokenlist

* Syntax trees

» Symbol database (functions, classes, variables, all scopes, ..)
» Known values (value flow analysis)

Cppcheck can't execute addons directly. There is no direct interface. This means there are not much re-
strictions:
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 You can use any licensing you want for your addons

» You can use an arbitrary script/programming language to write addons
» Theuser interface and output is defined by you

» You can use addons for other use cases than generating warnings

For your convenience, Cppcheck provides cppcheckdata.py that you can useto access Cppcheck datafrom
Python. Using thisis optional.

Example 1 - print all tokens
Script:

i mport sys
i mport cppcheckdat a

def printtokens(data):
for token in data.tokenlist:
print(token.str)

for arg in sys.argv[1l:]:
printtokens(cppcheckdat a. parse(arg))

Example 2 - List all functions
Script:

i mport sys
i mport cppcheckdat a

def printfunctions(data):
for scope in data.scopes:
if scope.type == 'Function':
print (scope. cl assNane)

for arg in sys.argv[1l:]:
printfunctions(cppcheckdat a. parse(arg))

Example 3 - List all classes
Script:

i mport sys
i mport cppcheckdat a

def printclasses(data):
for scope in data.scopes:
if scope.type == 'C ass':
print (scope. cl assNane)

for arg in sys.argv[1l:]:
printfunctions(cppcheckdat a. parse(arg))
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Y ou can convert the XML output from cppcheck intoaHTML report. Y ou'll need Python and the pygments
module (http://pygments.org/) for thisto work. In the Cppcheck sourcetreethereisafolder ht m r epor t
that contains a script that transforms a Cppcheck XML fileinto HTML output.

This command generates the help screen:
ht M report/cppcheck-htm report -h
The output screen says.

Usage: cppcheck-htnm report [options]

Opt i ons:

-h, --help show this hel p nessage and exit

--file=FILE The cppcheck xml output file to read defects from
Default is reading fromstdin.

--report-di r=REPORT_DI R
The directory where the htm report content is witten.

--source-di r=SOURCE DI R
Base directory where source code files can be found.

An example usage:

./ cppcheck gui/test.cpp --xm 2> err.xm
ht M report/cppcheck-htm report --file=err.xm --report-dir=testl --source-dir-=.
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Chapter 14. Graphical user interface

Introduction

A Cppcheck GUI isavailable.

The main screen is shown immediately when the GUI is started.

Check source code

Use the Check menu.

Inspecting results

Theresults are shown in alist.
Y ou can show/hide certain types of messages through the View menu.

Results can be saved to an XML file that can later be opened. See Save results to file and
Open XM..

Settings

The language can be changed at any time by using the L anguage menu.

More settings are availablein Edit _ Preferences.

Project files

The project files are used to store project specific settings. These settings are:
* includefolders
* preprocessor defines

Asyou can read in chapter 3in this manual the default isthat Cppcheck checksall configurations. So only
provide preprocessor defines if you want to limit the checking.

32



