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Installation checklist

This checklist provides you with a list of tasks which must be completed by most

customers installing msXfax XP for the first time. This manual provides a logical

sequence to follow when installing msXfax XP. The order of each chapter and the

order of this checklist closely match one another. Please use the checklist to ensure

that key tasks are completed. Verify that all other documented chapters have been

completed/reviewed. Follow the sequence of the user guide

Tasks prior to installing and configuring msXfax XP

Install notes

Identify Exchange bridgehead server(s) in your Exchange 2000/2003 network which will
be used to configure a standard Microsoft SMTP Connector to provide a connection
between Exchange and msXfax XP smart host services.

Apply Microsoft registry changes to bridgehead servers hosting the SMTP Connector
used for msXfax XP.

Configure SMTP Connector and apply address space to the connector

Create an Active Directory mail enabled user account for each fax server

Schedule a time to restart ALL Exchange Services on the bridgehead servers.

Tasks to install and configuring msXfax XP

On a suitable computer (refer sizing recommendations in this guide) install Windows
2000 Server SP4. Only test partners can install Windows Server 2003

Set the Windows event log to overwrite. Set regional and other settings for your
environment

Install Office XP (no service packs) or Office 2003

Install Adobe Acrobat FULL PRODUCT (CUSTOM - deselect all options except any
required language options).

Install Fax device: TAPI compliant Class 2.0 fax modems and drivers, Eicon Diva Server
boards and Eicon version 7.0 drivers or Brooktrout TR114 series PCI boards.

Observe special notes if upgrading from a previous release of msXfax XP

Install initial installation files (INSTALLMSX.EXE)

Run msXsetup.exe

Configure and Test your fax device(s)

Install msXfax XP printer driver (make sure it is set to Print Direct). If the printer driver
is already installed there is no need to re-install it.

Configure msXfax XP

Send a test fax. Send a fax to msXfax XP - check admin alert mailbox for its arrival

Configure Global Options as required
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Modify default cover sheet and/or create new cover sheet(s)

Implement other options as required.

Request a security release code from BNS's web site per instructions in this
documentation.

Conduct your pilot tests and roll out to users as required.

Customer testimonials can be sent to sales@bnsgroup.com.au

Customer support is available directly from www.bnsgroup.com.au
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Introduction

Technology :

This guide is designed to provide administrators and technical staff with a
comprehensive set of instructions to install, deploy and manage msXfax XP within
an enterprise network or even on a single LAN installation.

msXfax XP has been built upon 14 years of development at BNS Group, building
upon BNS Group’s previous versions of its Email based fax solutions (from the early
days of: msMail 3.x) through Exchange version 4 through to Exchange version 5.5 &
Exchange 2003..

Exchange 2000 server was a significant change for Microsoft embracing more
industry standards and fully integrating with their new Active Directory (AD)
service.

Many other vendors continued to port or modify their existing Exchange Fax
Connectors (Exchange MAPI based gateways) in an attempt to fit in with Exchange
2000. BNS Group decided it was time re-develop higher layer code to fully integrate
with AD whilst offering a more industry standards based method of integrating
with Exchange 2000/2003 server. All references to Exchange 2000 include Exchange
Server 2003 unless explicitly noted.

BNS Group has made significant investments in upgrading its
technology to take advantage of Microsoft's new platform.

Table 1:  Technology upgrades that take advantage of Microsoft’s new platform

Integration Technology used Comments

Active Directory ADSI, LDAP & ADO msXfax® does not extend the schema which makes it
attractive to enterprises both large and small.

Exchange 2000/2003 ~ SMTP & POP3 msXfax® uses a standard Microsoft SMTP Connector
which is configured by you.
It is so easy. Administrators appreciate this approach
because no 31 party Exchange components run on your
Exchange server.
In terms of Exchange 2000/2003, your system remains a
100% pure Microsoft Exchange environment
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Architecture

An understanding of the architecture of any product will help you understand the
fundamental benefits to be gained from such a product.

High Level diagram: the boxes
As can be seen in Figure 1, msXfax fax server hardware and software can be

installed on a separate Windows 2000 member server.

Figure 1.  High level diagram showing that msXfax XP is implemented on a Windows 2000
computer in the same Active Directory domain as your Exchange 2000/2003 server

Exchange Windows 2000
Server msXfax XP
(or Exchange cluster) Fax Server
10.1.1.1 10.1.1.3

—__ Telephone
network

=0 —

Local Area

Network

msXfax XP can be installed on: Windows 2000 Server, Windows 2000 Advanced Server.
Windows 2000 servers can be Domain Controllers or member servers.
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Software components

msXfax XP uses the latest Microsoft recommended technologies to integrate and
interact with key Microsoft services: Active Directory Services and Microsoft
Exchange 2000/2003 server using Industry standard protocols for message
transmission with Exchange Server. The architecture below can be implemented
on the Exchange 2000/2003 server as previously mentioned.

Figure 2:  Software architecture: high level implementation block diagram showing key
Microsoft technologies used by msXfax XP.

msXfax XP Office XP
System Qttendant Exchange SMTP Connector
N :
Core services Adobe Acrobat & SMTP Virtual Server
msXfax XP ADO, ADSI, CDO, SMTP, Exchange POP3 Virtual
Routing Engine POP3 N Server
msXfax XP ) ) )
Fax Device Drivers Active Directory
msXfax XP Windows 2000 Fax Server Exchange 2000 Server

ADSI interacts with Active Directory Domain Controllers, SMTP & POP3 interacts
with the Exchange server. In many instances, the Exchange server is also a Domain
Controller/Global Catalogue Server (for more information on Domain Controllers
and Global Catalog servers, refer to Microsoft’s Exchange 2000/2003 server and
Windows 2000/2003 Active Directory resource and planning guides).
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Quick Start Guide for the technical gurus

Is msXfax XP affected by anti-virus software products?

msXfax XP is fully tested with Norton Anti-Virus Corporate edition during BNS
Group quality assurance tests. ETrust from Computer Associates is known to be
intrusive on files created by msXfax XP causing msXfax XP to fail. Customers
using ETrust should take appropriate action to prevent msXfax XP files and
processes from being impacted by ETrust.

Does msxfax XP run on Windows Server 20037

msXfax XP has not been certified for Windows Server 2003 as at March 2004.
Microsoft changed the security regime for kernel mode printers. A change of
security policy in the Windows Server 2003 operating system will allow kernel
mode drivers to install. BNS is testing msXfax XP on Windows Server 2003 April
2004.

Does msXfax XP support Exchange 2003 Server?

YES: msXfax XP has been tested on a Windows 2000 member server in a Windows
2003 Domain with Exchange 2003.

Can l install msXfax XP in a pure Exchange 5.5 environment?

YES. msXfax XP has some limitations in pure Exchange 5.5 environments.
Exchange 5.5 and Exchange 2000 are so different it was difficult for BNS to make
msXfax XP fully backward compatible. Customers who have not yet deployed
Exchange 2000/2003 but require fax services with their existing Exchange 5.5
systems should deploy msXfax XP and use msXfax XP Freeform addressing only for
sending faxes. Inbound fax routing and outbound fax authorization utilizes a local
database rather than Active Directory where Exchange 2000/2003 has yet to be
deployed.

msXfax XP provides a CSV import facility to maintain the database pending full
implementation of Active Directory/Exchange 2000-2003 Server.

Customers who have deployed at least 1 Exchange 2000/2003 server in their
network can implement msXfax XP fully allowing users in the Exchange 5.5 &
2000/2003 sites to send and receive faxes.
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Customers who do not plan to deploy Exchange 2000/2003 for a long time should
also use freeform addressing & maintain a local database for msXfax XP as
described above.

Can l install msXfax XP and a Brooktrout board on a computer with
more than 1 CPU?

msXfax XP using Brooktrout TR114 series board will not operate in servers with
more than 1 CPU.

Can | install msXfax XP on an Exchange 2000/2003 server?

It is possible but BNS does not recommend or support it. A Microsoft knowledge

base article Q310155 provides the detail behind why previous versions of msXfax
XP could not run on Exchange 2000 servers. By default Windows 2000
OS/Exchange 2000 server listens on all IP addresses port 25. Therefore, msXfax
XP’s smart host can’t listen on port 25 of a specific IP address. Exchange 2000
provides the GUI in Exchange System Manager to listen on specific addresses,
however, socket pooling must be disabled for this to become effective.

Can l use msXfax XP in an Exchange 2003 server network?

YES.

Can | install msXfax XP on a Microsoft small business Server (SBS)
2000 or SBS 2003 server?

It is possible but BNS does not recommend or support it. A Microsoft knowledge

base article Q310155 provides the detail behind why previous versions of msXfax
XP could not run on Exchange 2000 servers. By default Windows 2000
OS/Exchange 2000 server listens on all IP addresses port 25. Therefore, msXfax
XP’s smart host can’t listen on port 25 of a specific IP address. Exchange 2000
provides the GUI in Exchange System Manager to listen on specific addresses,
however, socket pooling must be disabled for this to become effective..

Where do | install the fax software?

Installing on Windows 2000 Server is the only certified platform as at March 2004.
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If you intend to use Brooktrout TR114 series PCI boards, the computer you install
on must be a single CPU Pentium 4. BNS recommends a Pentium 4 processor min
1.6ghz with genuine Intel motherboard.

msXfax XP can install on any of the following platforms:

e Windows 2000 Servers (inc Advanced Server) which are member servers or
domain controllers. Recommendation is a member server.

Where do | install the fax board or modem?

Installation of fax boards or modems is done on the Windows 2000 server computer
where you intend to install msXfax XP software.

A range of fax hardware is supported including:

o Selected TR114 series Brooktrout boards

e Eicon Networks ISDN Basic Rate / ISDN Primary rate E1 or North American
T1 boards

e Netcomm analogue iNTRA series boards

e Multitech analogue modem boards

e External/internal class 2 fax modems. (USB and/or comport modems can be
configured under Windows 2000 if the manufacturer has Window 2000 TAPI
compliant device drivers).

Known Compatibility issues IBM X Series?

Installation of Brooktrout fax boards with msXfax XP and some IBM X Series
machines is a known problem. Brooktrout fax boards tested with msXfax XP with
genuine Intel motherboards (as at January 2003) worked ok. The problem is
associated with some IBM X Series which have hot swap slots.

BNS Group completed extensive certification tests with IBM X Series 345 with Eicon
Diva Server cards (version 2.0) running in 133Mhz PCI slots. IBM X Series 345 with
Eicon Diva Server boards performs very well.

What Exchange Service packs and registry considerations are
there?

e Exchange 2000 SP2 or Exchange2000 SP3 is required. Exchange 2003 Server is
supported. SP1 beta was tested January 2004 through March 2004 ok.

o Aregistry additional parameter is required. The procedure is documented
further on in this guide.
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What permissions do | need to install msXfax XP?

To install software on the Windows 2000 fax server you will need Administrator
rights to the local server. Typically, we would expect you to logon as a Domain
Administrator account to install msXfax XP.

You or your Exchange Administrator will need to login to your Exchange server
with sufficient permissions to: Configure various Exchange options, add an SMTP
connector, configure a registry entry on your Exchange server and create an Active
Directory user for use by msXfax XP.

What permissions does the fax administrator need?

This is fully documented in this guide. If your administrator is in fact a member of
the Domain Admins or Administrators local group (of the Windows 2000 member
server), they have sufficient permissions to administer msXfax XP. If you have
thought through the benefits of delegated administration through Active Directory
and set up ‘pseudo administrators” (delegated rights in AD, Server Operator and
Backup Operator for example) they will not have sufficient rights.

For pseudo administrators you could add one of their Global Security Groups or
their individual account to be a member of the local Administrators Group on the
Windows 2000 computer. Full control permissions are essentially required on the
registry keys Local Machine..... BNS Applications for your pseudo administrator to
successfully use msXfax XP’s console. Alternatively, you could apply specific
permissions to the registry key via REGEDT32. Different customers have their own
ways of implementing security. Whichever way you decide to implement your
security, the above should help you control access to msXfax XP management
console functions.

Does msXfax XP service need to logon with account permissions?

All msXfax service accounts run in the context of local system except for the msXfax
XP Print Service. msXfax XP Print service must have permissions to printers in the
enterprise. You must set the service account login name after msXfax XP has been
installed.

What end user security considerations are there?

For any user to send a fax they must be explicitly allowed though Active Directory
or via any facilities presented in msXfax XP configuration properties. This avoids
external users being able to send faxes if they happen to guess or know the name of
the msXfax XP mailbox in Exchange 2000/2003. In order for a user to send a fax they
therefore must be in Active Directory and must be explicitly allowed to send faxes.

For added security, msXfax XP implements an optional special passcode feature. If
implemented, every user would be required to supply the passcode in every fax
message.
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Good news!

What do I install on my users’' PC?

B Outlook 2000 or Outlook 2002 (Office XP), Office 2003 or better is required.

B Optional, “Render to Outlook (R20)” (previously known as “Print to MAPI”
printer drivers are available for msXfax XP to enable users to print from any
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Windows application. R20 renders the output to an image file then invokes an
Outlook send window to enable you to send your fax. Outlook is the single user
interface for msXfax XP. Outlook support allows msXfax XP to be deployed with

minimal end user training. R20 is incorporated into the annual license
agreement of msXfax XP. R20 can be purchased for use on a network without

msXfax XP licenses. R20 has broadcast capability which works with releases of

msXfax XP greater than version 6.5.4

B Scan to Outlook is a Com Add-in for Outlook 2000/2002/2003. This is not
included with msXfax but can be purchased as a separate product.

What do | need to know about Active Directory ?

The news that Exchange Administrators want to hear. msXfax XP
does not extend or modify the schema in any way.

You will be pleased to know that msXfax XP does not extend or modify the schema.

Therefore, you can install msXfax XP without Schema Admin rights. Domain
Administrator rights or local Administrator rights for Windows 2000 member
servers will be sufficient to install msXfax XP together with your Exchange
Administrator (Full) account capable of creating an SMTP Connector and
configuring other options in Exchange System Manager.

Where do | get help?

B BNS Group has implemented a customer self help service and technical support

tracking system. To use the system for pre sales questions or post sales support
(to track and manage your support requests) use the link
http://mycusthelp.com/bnsgroup/ or simply select Support from the BNS Group
web site http://www.bnsgroup.com.au

ALL customers must use the above support system.


http://mycusthelp.com/bnsgroup/
http://www.bnsgroup.com.au/
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Configuration options & capacity planning

Theoretical sizing of a fax server

Fax traffic tends to be oriented around peak periods. Even though a typical fax page
typically takes 1 minute to send or receive per page there are so many variations it is
difficult to sensibly calculate even a theoretical maximum.

We have therefore made the per page rate = 1 minutes for the purposes of this

exercise.
Number of fax lines  (Typical fax Comments

content)

maximum number

of pages per 60

minute period
1 60 pages per hour This is theoretical only.
2 120 pages per hour This is theoretical only.
3 180 pages per hour This is theoretical only.
4 240 pages per hour This is theoretical only.

Practical sizing of a fax server

BNS Group’s view is that practical sizing of a Fax server should represent 50% or
lower of the maximum theoretical. This accommodates many variables and peak
demands for fax lines.

If your design involves attachments being sent to the fax server, there is a limited
throughput that the fax server will achieve because each attachment must be
processed to a rendered image. OLE Automation is used to automate the
application concerned eg: Microsoft Word.

Number (Typical fax content) Practical number of Comments

of fax pages per minute
lines maximum number of (500
pages per 60 minute
period
1 60 pages per hour 30 pages per hour Much higher chance of contention in
peak periods
2 120 pages per hour 60 pages per hour

3 180 pages per hour 90 pages per hour
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240 pages per hour

480 pages per hour

960 pages per hour

120 pages per hour

240 pages per hour

480 pages per hour
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This is a popular configuration for
msXfax XP.

Much lower chance of contention in
peak periods

Much lower chance of contention in
peak periods
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Small installation with simple modem(s) requirement.

Small sites can configure Fax class 2 compliant modems which are internationally

recognized brands of good quality.

msXfax XP can be configured to send on one modem and receive on another

modem. The licensing of msXfax XP allows a customer to implement 1 to 4 modems

as the entry level license.

Small to medium installations with direct inbound routing.

Sites receiving faxes directly into Microsoft Exchange Server mailboxes controlled

via Active Directory can choose a number of technologies.

Unless otherwise stated, all these options allow outbound transmissions in addition

to inbound routing capability.

Inbound routing Option Comments

technology

PABX generated Brooktrout TR114 Part number TR114+P2L (2 line)

DTMF tones based analogue loopstart Part number TR114+PA4L (4 line)

on the extension board (Note: a number of these boards can be inserted into the one

dialed fax server).

DID analogue Brooktrout DID PCI DID analogue services only (North American services)
boards

ISDN direct in-dial Eicon Networks Diva server boards

(DDl also referred to
as DID). This a where
many numbers can
be assigned to an
ISDN service for use
with inbound routing.

Single Basic: Rate BRI 2M (1 basic rate = 2 fax lines)
4 Basic Rates: 4 BRI 8M (4 basic rate = 8 fax lines)

(Note: a number of these boards can be inserted into the one
fax server. Eg: 2 x BRI 2M = 4 fax lines).

Primary rate boards offering up to 30 lines are also
supported.

Refer to the complete range of boards and part numbers
listed later in this section.
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msXfax XP fax server using Eicon Networks ISDN basic rate 2 fax
line solution

Exchange Server

msXfeax

Feit Mireual o Fachangs 000 Sat v

Eicon BRI 2M
(single basic rate)
equal to 2 fax lines

1 physical connection = 2 fax lines

ISDN networks eg: Britiish
) Telecom Euro ISDN-2 services

Telstra On Ramp 2 etc

Network layer DDI inbound routing &
outbound faxing

msXfax XP fax server using Eicon Networks ISDN basic rate 4 fax
line solution

Exchange Server

msXfenx ™

Feit Wiy euaf o Hachangs: J000 Satwet

Eicon BRI 2M
(single basic rate)
equal to 2 fax lines

Eicon BRI 2M
(single basic rate)
equal to 2 fax lines

2 physical connections = 4 fax lines

ISDN networks eg: Britiish
) Telecom Euro ISDN-2 services

Telstra On Ramp 2 etc

Network layer DDI inbound routing &
outbound faxing
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msXfax XP fax server using Eicon Networks ISDN basic rate 8 fax
line solution

4 physical connections = 8 fax lines

msXfenx

Feit Wiz eaeal o Bachings T Saiwet

[ |" ] Eicon 4BRI 8M
b = (single board with 4
Exch S basic r_ate ISDN networks eg: Britiish
xehange server connectlons_) Telecom Euro ISDN-2 services
equal to 4 fax lines Telstra On Ramp 2 etc

Network layer DDI inbound routing &
outbound faxing
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Note:

Larger installations with direct inbound routing.

Sites wishing to receive faxes directly into Microsoft Exchange Server mailboxes

controlled via Active Directory can choose from a number of technologies.

From a design perspective, BNS Group recommends that system
architects consider multiple fax servers in large sites. Multiple
fax servers offer redundancy. As such, many of the medium scale
routing technologies still apply to large sites.
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Inbound routing Option Comments

technology

PABX generated Brooktrout TR114 Part number TR114+PA4L (4 line) multiple maximum 24 lines

DTMF tones based analogue loopstart per server.

on the extension board

dialed

DNIS T1 Brooktrout North American T1 services (a maximum of 24 fax lines per
server). (Refer to the special section on T1 configurations in
this user guide).

DID analogue Brooktrout DID PCI DID analogue services only (North American services)

boards
ISDN direct in-dial Eicon Networks Diva server boards

(DDl also referred to
as DID). This a where
many numbers can
be assigned to an
ISDN service for use
with inbound routing.

4 Basic Rates: 4 BRI 8M (4 basic rate = 8 fax lines) multiple
1 Primary Rate: PRI 30M (1 primary rate = 30 fax lines)
1 T1 Primary Rate (USA 1 T1 PRI = 24 fax lines)

Refer to the complete range of boards and part numbers
listed later in this section.

Mixing technologies

msXfax XP does not support mixed technology platforms. le: Do not mix Eicon

boards with other vendor hardware in the same fax server. Do not mix Brooktrout

boards with any other vendor hardware.
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Eicon Networks product part numbers

For the latest information, refer to Eicon Networks web site or contact Eicon
Networks directly.

Single Basic Rate Eicon Diva Server board equivalent to 2 fax lines

http:/ /www.eicon.com/worldwide/products/MediaGateways/disvbri.htm?orderi
nglnfo=1&en_prod=Diva_Server BRI 2M

Code(s) - Product Name(s)

306-162 - Diva Server BRI-2M 2.0 - International

306-163 - Diva Server BRI-2M 2.0 - Germany

306-164 - Diva Server BRI-2M 2.0 - UK

306-165 - Diva Server BRI-2M 2.0 with NT1 - International

306-192 - Diva Server BRI-2M 2.0 - Australia*

4 Basic Rate Eicon Diva Server board equivalent to 8 fax lines

http:/ /www.eicon.com/worldwide/products/MediaGateways/ disv4bri.htm?orde

ringInfo=1&en_prod=Diva_Server 4BRI

Code(s) - Product Name(s)

305-486 - Diva Server 4BRI-8M 2.0 - International
305-487 - Diva Server 4BRI-8M 2.0 - German
306-193 - Diva Server 4BRI-8M 2.0 - Australia*

E1 Primarv Rate Interfaces

4M = 2 fax lines

8M = 6 fax lines

30M = 30 fax lines

FAQ: Why configure 2 or 6 fax lines as a Primary Rate?
Answer: you may want to connect via an ISDN PBX.

http:/ /www.eicon.com/worldwide/products/MediaGateways/disvpri.htm?orderi
nglnfo=1&en_prod=Diva_Server PRI

Code(s) - Product Name(s)

305-470 - Diva Server PRI-4M - International
305-495 - Diva Server PRI-4M - German
306-183 - Diva Server PRI-4M - Australia*

305-471 - Diva Server PRI-8M - International
305-490 - Diva Server PRI-8M - German
306-184 - Diva Server PRI-8M - Australia*

305-982 - Diva Server PRI-30M - International
305-491 - Diva Server PRI-30M - German
306-185 - Diva Server PRI-30M - Australia*


http://www.eicon.com/worldwide/products/MediaGateways/disvbri.htm?orderingInfo=1&en_prod=Diva_Server_BRI_2M
http://www.eicon.com/worldwide/products/MediaGateways/disvbri.htm?orderingInfo=1&en_prod=Diva_Server_BRI_2M
http://www.eicon.com/worldwide/products/MediaGateways/disv4bri.htm?orderingInfo=1&en_prod=Diva_Server_4BRI
http://www.eicon.com/worldwide/products/MediaGateways/disv4bri.htm?orderingInfo=1&en_prod=Diva_Server_4BRI
http://www.eicon.com/worldwide/products/MediaGateways/disvpri.htm?orderingInfo=1&en_prod=Diva_Server_PRI
http://www.eicon.com/worldwide/products/MediaGateways/disvpri.htm?orderingInfo=1&en_prod=Diva_Server_PRI
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T1 Primary Rate Interfaces

http:/ /www.eicon.com/worldwide/products/MediaGateways/disvtlpri.htm?orde
ringInfo=1&en_prod=Diva_Server T1 PRI 24M

Code(s) - Product Name(s)

305-473 - Diva Server T1/PRI-4M
305-474 - Diva Server T1/PRI-8M
305-981 - Diva Server T1/PRI-24M


http://www.eicon.com/worldwide/products/MediaGateways/disvt1pri.htm?orderingInfo=1&en_prod=Diva_Server_T1_PRI_24M
http://www.eicon.com/worldwide/products/MediaGateways/disvt1pri.htm?orderingInfo=1&en_prod=Diva_Server_T1_PRI_24M
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Connecting Eicon Diva Server to PBX’s

For the latest information, refer to Eicon Networks documentation at
http:/ /www.eicon.com/pubs/20633913.pdf

Q-SIG line specifications are generally used for connection to PBX’s.

Q-Sig specific line parameters

2-5i1 is the standard protocol forinter-PBX signaling. If you ars using a Q-3ig switch type,

you must configurs the following specific parameters,

Forinformation on proper Q-5ig settings, refer to your PEX documeantation.

PBX Type:

Select your PEX type from the list. If your FEX is not listed, select ‘Generic’.

Q-5Sig Standard:

Mormally, the correct Q-Sig standard is automatically set for the selected FEX type.
Change this value only if your PEX requires a different value.

Connecting Eicon Diva Server to Cisco IGX WAN Switch

For the latest information, refer to Eicon Networks documentation at
http:/ /www.eicon.com/pubs/20633913.pdf

Q-SIG line specifications are generally used for connection to Cisco IGX Switches.
However, it is important to force on CRC4 mode.
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ISDN Line ordering specifications Basic Rate(s)

For the latest information, refer to Eicon Networks documentation at
http:/ /www.eicon.com/pubs/20633913.pdf

If you are configuring 1 or more Basic Rates with a range of numbers to allocate to
users for their incoming fax numbers you should order the following from your
telecommunications provider:

e Point to Point NT2 Interface.

e If more than 1 NT2 Interface is required (eg: 4 would be required for use
with Eicon’s 4BRI model) then you should make sure that hunt grouping
has been specified on your order to your Telco.
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30 channel 2MB ISDN Line ordering specifications

For the latest information, refer to Eicon Networks documentation at
http:/ /www.eicon.com/pubs/20633913.pdf

e Point to Point NT Interface is the default for connection to public ISDN
networks. Australia and other Euro ISDN compatible countries provide
these services.

e If you intend to connect to your PBX refer to the previous section regarding
Q-SIG. If you're not sure, contact Eicon technical support.


http://www.eicon.com/pubs/20633913.pdf
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North American Primary rate Line ordering specifications Primary
rate

For the latest information, refer to Eicon Networks documentation at
http:/ /www.eicon.com/pubs/20633913.pdf

e If you intend to connect to your PBX refer to the previous section regarding
Q-SIG. If you're not sure, contact Eicon technical support.

e The following is an extract from Eicon Network’s Diva Server manual.

@icon

e — T

Provisioning an ISDN PRI connection

This section explaing how to order an 1SON PRI line far your Diva Server PRI
adapter.

What to order

Specify the following requirements when you place your ordear:

= 23 B-channels + 1 D-channeal

+ D-channal on channal 24 {timeslot 24). Do not order NFAS (non-facility
associated signaling service), which enablas you to use channel 24 as a
data-carrying B-channs|

» Layer 1 line code is BAZS with ESF (Extended SuperFraming)

+ Data rate of 1.544 Mbps

= 64 kbps clear channel service which ensures calls will not be routed over
56 kbps channels

= Companding typa is p-law
= A CSU s not required (Diva supplies the function of the CSU internalty).
However, you can connact to a CSU it presant.

+ The T1 interface number must be 0
+ The D-channel musl be spacilied as the lerminal endpoint identifier (TEN 0.

= |f the swilch type is ATAT/Lucent, request thal allocation of channels for
incoming calls is in descending order, high to low (23 to 1)

Information to obtain when you order
QObtain the following information when you place your arder, You will nead this
infgrmation 1o properly configure your Diva Server PRI adapter
= The type of ISDM switch your ine i5s connected to.

= ATET/Lucent dESS

# ATAT/Lucent SESS

= Mortel DMS-250

= Martel DMS-100

* Martal DMS-250

= Mational ISOMN-2 {any switch running MI-2)

* Japan INS-1500
= Lireclory number assgned Lo the PRI lina

* Lire build oul setting (LBO). Cnly if you are going to use the Diva Server's
on-boand CSL



http://www.eicon.com/pubs/20633913.pdf
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North American channelized T1 connection Line ordering
specifications

For the latest information, refer to Eicon Networks documentation at
http:/ /www.eicon.com/pubs/20633913.pdf

e The following is an extract from Eicon Network’s Diva Server manual.

e If you intend to connect to your PBX refer to the previous section regarding
Q-SIG. If you're not sure, contact Eicon technical support.

@icon

Aetwarks

Provisioning a channelized T1 connection (robbed-bit)

This section explaing how fo order a T1 line that uses robbed-bit signaling for your
Diva Server PRI adaptar.

What to order

Specity the following when you place your arder:

+ Switched T1 service for 56 kbps voice calls

« Mo multichannel services (switchiec 384/H0 or 1536/H11)
+ Extended SuperFrama (ESF)

+ BBZS line encoding

* Wink Starl E&M signaling

+ DTMF dialing

* Answer supervision required for oulgoing calls

Information to obtain when you order
Obtain the fellowing information when you place your order. You will need this
information to propary configure your Diva Server PRI adapter,
+ The typa of ISON swilch your ling is connectad to.

« AT&T/Lucent 4ESS

= AT&T/Lucent SESS

* MNortel DMS5-250

* Nortel DMS-100

= Mortel DMS-250

« Mational ISDN-2 (any switch running NI-2)

+ Japan INS-1500
+ Diractory number assigned to the T1 ling



http://www.eicon.com/pubs/20633913.pdf
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Eicon Networks Inc Contacts

Helpful contacts for you. Refer to www.eicon.com for other regions.

The Americas

John Nielsen Vice President - Sales and Support - Americas
Eicon Networks, Inc. Plano Texas
(972) 473-4540

South Asia

Chew Weng Hock

General Manager South Asia

Eicon Networks, Inc. Malaysia

Tel +6(03)79541046

Australia

Laurence Buchanan

Director Sales & Marketing

BNS Group Eicon Technology Partner
Tel +61(2)6231-2704


http://www.eicon.com/
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Installation pre-requisites & considerations

This guide is designed to provide administrators and technical staff with a
comprehensive set of instructions to install, deploy and manage msXfax XP within
an enterprise.

Pre-requisites of your Exchange 2000/2003 Server

Your Exchange 2000/2003 mode of operation can be either Mixed mode or Native
mode.

Domain considerations

msXfax XP can be in any domain or child domain.

It is recommended that the Windows 2000 fax server computer be a member
computer in the same domain as your Exchange server.

Schema

B MsXfax XP does not extend the schema.

B Installer permissions do not require Schema Administration rights. Domain
Admin rights is sufficient for most installations. Installation on Windows 2000
member servers only requires local administrators group permissions to install
msXfax XP.
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Exchange Server Service pack considerations

msXfax XP will operate in conjunction with an Exchange server(s) which has the

following;:
Exchange release Service Pack Microsoft Comments
Hotfixes
required
2000 Service Pack 2 or A registry change is required ONLY on the
Service Pack 3 bridgehead server(s) for SMTP Connector
servicing configured for msXfax XP use.
2003 A registry change is required ONLY on the

bridgehead server(s) for SMTP Connector
servicing configured for msXfax XP use.

Exchange Server Registry Key addition

BNS Group reported a problem to Microsoft which is fully documented on the
Microsoft web site Refer to Microsoft’s Knowledge base article Q288719.

Q288719 was incorporated into Exchange 2000 Server Service Pack 2.

The registry change associated with the hotfix is not automatically set when a
customer upgrades their system to Exchange 2000 SP2 or SP3. Therefore, customers
must follow Microsoft’s documentation for the creation of an extra registry key.

Alternatively, you can copy the program EXCONFIG.EXE from the msXfax XP fax
server software directory onto your Exchange 2000/2003 Server. It simply creates
the registry values for you. You must obviously have sufficient permissions to
update the registry.

If you decide to follow Microsoft’s documentation for Q288719, please note that it
does not state that the “Parameters” keyword needs to be created first.

The following screen image should help you create the correct registry entry.

&' Registry Editor
Mchistry  Edit  Wiew Favoribes  Help

{:l MSExchangels ;I Mame | Tvpe | Data
D M3ExchangeMaMT {DeFauIt} REG_SZ {walue nok sek)
-] MSExchangeMTA &%) NonSMTPDomainEncading REG_DWORD 0x00000001 (1)

{:l M3ExchangeMLU
{:l M3Exchangess
{:l M3Exchangesks
EI{:l M3ExchangeTransport

----- {:l Diagnostics
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For you convenience, the following is an extract from Microsoft’'s Q288719
knowledge base article. However, please refer to Microsoft’s knowledge base at all
times to obtain the latest information with respect to this aspect of Microsoft
Exchange 2000/2003 operations. (Note: 30 March 2004 - Microsoft no longer had
this KB article on their web site. Contact Microsoft if you wish to confirm this
reference information. BNS contact Microsoft March 2004 to ask them why the
KB article was missing)

To add the NonSMTPDomainEncoding registry value and set it to 1:

1. Start Registry Editor (Regedt32.exe).
2. Locate and click the following key in the registry:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeTransport\
Parameters

3. On the Edit menu, click Add Value , and then add the following registry value:

Value name: NonSMTPDomainEncoding
Data type: REG_DWORD

Radix: Hexadecimal

Value data: 1

4. Quit Registry Editor.

BNS Group Tests

1. BNS tested applying registry changes to bridgehead server only with a WAN
design and a LAN design. le: routing group connectors and a single site with
multiple Exchange Servers. Both configurations only require the registry change on
the bridgehead server for the msXfax XP SMTP Connector.

Pre-requisites of your fax server

All software and hardware can operate independently of your Exchange Server.

Integration with AD is achieved using Microsoft’s recommended developer
programming API’s such as ADSI and ADO. Interaction with Exchange itself is
achieved using industry standards SMTP and POP3 protocols.

Fax Server computer

If you use Brooktrout fax boards please make sure that adequate cooling is provided
in the computer you intend to use as your fax server.

Minimum computer specifications: Note: the fax server can be a desktop style
machine unless a substantial number of boards are being configured. Cooling
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considerations need to be considered for certain types of boards. Typical

installations using TR114+P4L boards can use a desktop style machine which

reduces costs.

Please use a single CPU computer as the fax server if using
Brooktrout fax boards. Eicon Diva Server and other TAPI based
devices do not have that restriction.
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Table 2:  Fax Server computer specifications when essentially used as a dedicated computer
for this purpose
Item Minimum Preferred Comments
Motherboard Brand supplier Intel Major brand suppliers to ensure compatibility with PCI
such as DELL specifications. Capable of running Windows 2000 server.

If using Brooktrout Universal PCI
boards you should make sure that
manufacturer specific hot swap slots
are not used. Use a regular PCI slot.

CPU Pentium 4 Pentium 4 msXfax XP OLE automates Microsoft Office XP and pre-

requirements 2 4Ghz 3.0Ghz+ processes faxes to rendered the output in advance of

for up to 4 fax ' transmission. This requires CPU power. Customers can

lines implement higher spec machines if required with version
6.7+ of msXfax XP.

CPU Single CPU Single CPU Customers can implement higher spec machines if

requirements Pentium 4 Intel® Xeon™  required with version 6.7+ of msXfax XP.

for up to 16 fax 3.0Ghz Processor

lines 2.4Ghz or

better

CPU Single Intel® Dual Intel® Eicon Diva Server only

requirements Xeon™ Xeon™

over 16 linesto  Processor Processor

30 lines 2.4Ghz or 2.4Ghz or

better better

Memory to 512MB

support up to 8

fax lines

Memory to 1GB

support over 8

and up to 30

fax lines

Your fax server computer must be compatible with Windows 2000 server software

plus either:
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1. Sulfficient PCI slots to accommodate your Brooktrout fax board(s), Eicon boards

or;

2. A fax modem or multi port modem configuration.

ISA board support: officially, Microsoft Windows 2000 does not support ISA boards.

Brooktrout do not manufacture |

SA boards. You must replace old

ISA boards with PCI technology consistent with today's computer
hardware. The motherboard must be an Intel motherboard or a
current model brand name such as Dell & HP.

Table 3a: Fax Server computer hardware which has been certified by BNS Group

The following list of computer hardware has been tested and internally certified by BNS
Group using Eicon Diva Server Primary and basic rate boards and subjected to extensive

testing.
Manufacturer  Model CPUsize Other configuration notes
HP Proliant DL380  Single Xeon RAID 1 dual drive 1GB ram
3.02ghz
Dell 2600 Dual Xeon Dual Xeon 1.8 with RAID 5 and 2G RAM.
18 ghz BNS also tested a single Xeon 2.4 processor without
RAID and 1GB RAM.
IBM X Series 345 Single Xeon RAID 1 dual drive, 1GB ram.
2.4ghz
Fax Server software

Table 4:  Fax Server software specifications

Software Version/service Mandatory or optional Vendor/Manufacturer
packs

Windows 2000 server ~ SP4 Mandatory Microsoft Corporation

Office XP Base version only Mandatory msXfax XP uses Microsoft

Professional Do not apply Office Office for a number of tasks

XP service packs to
the fax server

including: Cover sheet
generation and rendering of
various attachments to be
sent as a Group IIl fax image.

msXfax XP msXfax XP Mandatory BNS Group
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Software

Version/service
packs

Mandatory or optional

Vendor/Manufacturer

Adobe Acrobat (Full
product)

5.00r6.0

Optional

Adobe Systems Inc. (required
to support faxing of PDF
attachments)
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Brooktrout TR114 PCI series Fax Boards

MsXfax XP supports Brooktrout fax boards. Brooktrout boards are available from

Brooktrout or their distributors by contacting Brooktrout

http:/ /www.brooktrout.com
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The following list of boards are supported by msXfax XP. Please note that ISA

boards are not officially supported in Windows 2000 servers.

Table5:  Fax boards supported by msXfax XP August 2002 edition (PCI boards only are
supported under Windows 2000 server and this msXfax XP)
Country Model Comments
Australia: TR 114 P2L/PAL
TR 114 P2B/P4B
US/Canada Analog TR 114 P2L/PAL
Loopstart:
Worldwide: TR 114 P2V/P4AV/P8V Check with Brooktrout for local permits
TR 114 P8V-T1
TRNIC
TR114 P2L & P4AL
US/Canada Analogue TR 114 P2C/P4AC
DID: TR 114 P2DIP4D
Europe-CTR 21: TR 114 P1L
TR 114 P2L/PAL
TR 114 P2B/P4B
Hong Kong: TR 114 PAL
Japan: TR 114 P2L/PAL
TR 114 P2B/P4B
Singapore: TR 114 PAL

UK:

TR 114 P2L/PAL w/UK cables
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Brooktrout white paper references (everything you need to know)

B Inbound Fax Routing Information (See next section for extract included with this
manual)
(http:/ /www.brooktrout.com/whitepapers/html _pages/routing _index.html)

B T1/E1 White papers index

http:/ /www.brooktrout.com/whitepapers/html pages/tl wp.html

Please check with BNS Group to determine which boards are supported.
B Ordering DID Telephone Service

http:/ /www.brooktrout.com/whitepapers/html pages/order did.html
B The Why and How of T1 in the LAN Fax Environment

http:/ /www.brooktrout.com/whitepapers/html pages/tl white.html
B DTMEF Routing using a PBX

http:/ /www.brooktrout.com/whitepapers/pdf/dtmf.pdf



http://www.brooktrout.com/whitepapers/html_pages/routing_index.html
http://www.brooktrout.com/whitepapers/html_pages/t1_wp.html
http://www.brooktrout.com/whitepapers/html_pages/order_did.html
http://www.brooktrout.com/whitepapers/html_pages/t1_white.html
http://www.brooktrout.com/whitepapers/pdf/dtmf.pdf

msXfax "® for Microsoft® Exchange 2000/2003 Server 46

Direct InBound Fax Routing Utilizing PBX DTMF Tones with TR Series
Loop-Start Boards

msXfax XP supports analogue and digital DID, ETSI ISDN BRI (DDI) and DTMF
routing with PABX’s.

The same msXfax XP post reception principles apply to all types of inbound routing.
msXfax XP even allows different technologies to be used in the same server. msXfax
XP allows the specific number of routing digits to be specified for each line.

After your Brooktrout board receives the routing information and passes it to
msXfax XP, msXfax XP performs the same routine of concatenating (msXfax XP site
code with routing digits), performs an ADSI search, selects the recipient’'s SMTP
email address and submits directly to the Exchange server using SMTP protocols.

The following is the high level sequence that occurs using this technique.

B The sending fax machine dials the number for the TR114.

B PABXrings the TR114, and plays ringing tone to the sending fax machine.
B TR114 answers the call (goes off-hook).
|

PABX senses this, and sends down the last few digits of the dialed number as
DTMEF tones (usually the last 3 or 4 digits of the phone number).

PABX connects the sending fax machine to the TR114.

The fax is then received.

B msXfax XP collects the DTMF digits, stores them with the received fax in the
received fax queue.

B msXfax XP Messenger concatenates its <SiteCode> with the DTMF routing value,
performs ADSI search on Active Directory.

B msXfax XP obtains the SMTP address(es) which match the fax routing code.

B msXfax XP constructs an SMTP message to the recipient(s).

PABX System Requirements

PABX should provide a standard loop-start line for the TR114. (Loop-start is often
referred to as "POTS", for Plain Old Telephone Service.)

Be capable of assigning a sub-group of numbers to a single port. When any number
within the subgroup is dialed, the call is automatically routed to the same port.
Hunt grouping would be required for multiple fax server lines.

Be able to send down the dialed number, or part of the dialed number to the port as
DTMF digits after the call has been answered. This is commonly called after-dialing,
and is a feature provided for the PABX to communicate with other peripherals, such
as voice mail.



msXfax "® for Microsoft® Exchange 2000/2003 Server 47

Send the first DTMF digit no earlier than 200ms after the call has been answered by
the TR114. Ideally this parameter would be programmable, or significantly longer
than the 200ms required by the TR114 to allow for delays within the application.

Many systems are capable of sending down a pre-defined number of digits, and
stripping off any leading digits. For example, a typical system can be programmed
to send down the last 4 digits.

Netcomm Australia Intra series PCl analogue Boards

MsXfax XP supports Netcomm Australia Intra series boards which can be used with
msXfax XP configured for TAPI support. A range of Netcomm modems has also
been certified by BNS Group for use with msXfax XP.

Netcomm can be contacted via http:/ /www.netcomm.com.au

Table 6:  Netcomm boards supported by msXfax XP

Country Model Comments

Australia: Intra-4 PCI Outhound faxing plus channel based inbound
routing. DTMF routing not supported.

Eicon Networks PCI ISDN Boards

MsXfax XP supports Eicon Networks ISDN boards using CAPIL.

For the latest information, refer to Eicon Networks web site or contact Eicon
Networks directly.

Single Basic Rate Eicon Diva Server board equivalent to 2 fax lines

http:/ /www.eicon.com/worldwide/products/MediaGateways/ disvbri.htm?orderi
nglnfo=1&en_prod=Diva_Server BRI 2M

Code(s) - Product Name(s)

306-162 - Diva Server BRI-2M 2.0 - International

306-163 - Diva Server BRI-2M 2.0 - Germany

306-164 - Diva Server BRI-2M 2.0 - UK

306-165 - Diva Server BRI-2M 2.0 with NT1 - International

306-192 - Diva Server BRI-2M 2.0 - Australia*

4 Basic Rate Eicon Diva Server board equivalent to 8 fax lines

http:/ /www.eicon.com/worldwide/products/MediaGateways/ disv4bri.htm?orde
ringInfo=1&en_prod=Diva_Server 4BRI

Code(s) - Product Name(s)



http://www.netcomm.com.au/
http://www.eicon.com/worldwide/products/MediaGateways/disvbri.htm?orderingInfo=1&en_prod=Diva_Server_BRI_2M
http://www.eicon.com/worldwide/products/MediaGateways/disvbri.htm?orderingInfo=1&en_prod=Diva_Server_BRI_2M
http://www.eicon.com/worldwide/products/MediaGateways/disv4bri.htm?orderingInfo=1&en_prod=Diva_Server_4BRI
http://www.eicon.com/worldwide/products/MediaGateways/disv4bri.htm?orderingInfo=1&en_prod=Diva_Server_4BRI
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305-486 - Diva Server 4BRI-8M 2.0 - International
305-487 - Diva Server 4BRI-8M 2.0 - German
306-193 - Diva Server 4BRI-8M 2.0 - Australia*

E1 Primary Rate Interfaces

The Diva Server primary rate boards come in different configurations namely:

Diva Server PRI-4M => 2 concurrent fax connections

Diva Server PRI-8M => 6 concurrent fax connections

Diva Server PRI-30M => 30 concurrent fax connections

FAQ: Why would want a 6 line configuration as a Primary Rate?

Answer: you may want to connect to an ISDN service offering a limited number of
channels. Check with Eicon directly to confirm suitability for connection.

http:/ /www.eicon.com/worldwide/products/ MediaGateways/ disvpri.htm?orderi

nglnfo=1&en_prod=Diva_Server PRI

Code(s) - Product Name(s)

305-470 - Diva Server PRI-4M - International
305-495 - Diva Server PRI-4M - German
306-183 - Diva Server PRI-4M - Australia

305-471 - Diva Server PRI-8M - International
305-490 - Diva Server PRI-8M - German
306-184 - Diva Server PRI-8M - Australia

305-982 - Diva Server PRI-30M - International

305-491 - Diva Server PRI-30M - German
306-185 - Diva Server PRI-30M - Australia

T1 Primary Rate Interfaces

http:/ /www.eicon.com/worldwide/products/MediaGateways/ disvtlpri.,htm?orde
ringInfo=1&en_prod=Diva_Server T1 PRI 24M

Code(s) - Product Name(s)

305-473 - Diva Server T1/PRI-4M (2 concurrent fax connections)
305-474 - Diva Server T1/PRI-8M (6 concurrent fax connections)
305-981 - Diva Server T1/PRI-24M (24 concurrent fax connections)


http://www.eicon.com/worldwide/products/MediaGateways/disvpri.htm?orderingInfo=1&en_prod=Diva_Server_PRI
http://www.eicon.com/worldwide/products/MediaGateways/disvpri.htm?orderingInfo=1&en_prod=Diva_Server_PRI
http://www.eicon.com/worldwide/products/MediaGateways/disvt1pri.htm?orderingInfo=1&en_prod=Diva_Server_T1_PRI_24M
http://www.eicon.com/worldwide/products/MediaGateways/disvt1pri.htm?orderingInfo=1&en_prod=Diva_Server_T1_PRI_24M
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Inter-operability with other applications

Finance One from Technology One

Finance One can send SMTP email with msXfax XP freeform addressing (FAX=) in
the memo body. Finance One can produce PDF files (V4) and attach them to the
SMTP email.

Finance One runs from a user’s workstation sending the fax over the MAPI session
of the user to Microsoft Exchange.

Installation of Adobe Acrobat full product version 5.x or 6.x on the fax server is
required.

Technology One can be reached via www.technnologyonecorp.com

SAP Connectivity

The following information is provided for your convenience and is available from
http:/ /www.sapgenie.com/interfaces/exchange.htm

The new version of the SAP Exchange Connector (version 2.0) connects the
Microsoft Exchange 2000 Server to the SAP system. This enables SAP applications
and SAP users to send and receive documents to and from an Exchange mailbox.
Documents can also be sent and received in the SAP system using other connectors
that are connected to the Exchange server, for example, over the Internet or as a fax.
Attachment files (for example, SAP documents, Microsoft Office documents, fax
bitmaps) can be transmitted in both directions.

Note that SAP Exchange Connector 2.0 is compatible only with Microsoft Exchange
2000 Server, and not with any earlier versions. (Both native mode and mixed mode
are possible for the interaction between Windows and Exchange.)

Recommendations SXC version 2.01 with Patch level 2.04

The SXC need Outlook 2000 or Outlook XP with Sp2 on the E2K server where the
connector will be installed.

The SAP Exchange Connector controls message receipt, message conversion and

message transport between Exchange and SAPconnect, the SAP system’s
communications interface. This mean that connectors installed on the Exchange
server (gateways) can also be used from the SAP system. Examples include:

o SMTP Connector
e TCP X.400 Connector


http://www.technnologyonecorp.com/
http://www.sapgenie.com/interfaces/exchange.htm
http://www.sapgenie.com/interfaces/sapconnect.htm
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e X25 X.400 Connector
e Third-party fax connectors for Exchange

SAP System

SAPconnect
e
I IRFC

SAP Exchange Connector

[

Micresoft Exchange

2000 Server
Fax SMTP X.400
Connector Connector Connector

msXfax XP uses Microsoft’'s SMTP Connector. Therefore, as Microsoft implement
newer versions of Exchange server, msXfax XP Connectivity with Exchange server

will be automatically provided by virtue of msXfax XP architecture supporting
SMTP.

The SAP Exchange Connector exchanges messages with the SAP communications
component SAPconnect by SAP Remote Function Call (RFC). The RFC used here is
based on the transport protocol TCP/IP.

The communication between the SAP Exchange Connector and Exchange takes
place using RPC mechanisms. The RPCs can be transported locally or using the
LAN protocols TCP/IP, NetBEUI, IPX/SPX, or Banyan Vines.

The SAP Exchange Connector is made up of three Microsoft Windows 2000 system
services. These services can be installed either on an Exchange server or, to
distribute the load, on a separate Microsoft Windows 2000 computer.

The RFC Out service takes messages from the SAP system and transfers them via a
queue to the Gateway service, which then forwards them to the Exchange MTA.
Incoming messages flow via the Gateway service and the RFC In service, which then
forwards messages to the SAP system.
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d

Microsoft Exchange 2000 Server
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Which field to use in SAP?

Erintscreen SAP Released6 C

Customer master data;

Account management | Paymentiransactions ~ Corespondence

Dunning data .~

Dunh.procedure 1992 Dunning block

Dunn.recipient Leg.dunn_proc.

Last dunned Dunning level L]

Dunning clerk Grouping key
Correspondence

Acctg clerk Bank statement

Acct at cust, FHUC Coll. invoice varant

Customer user [[] Decentralized processing

Actclktelno.

Clerk's fax 1.
Clrk's intemat 2.
Account memo

Field number 2 (Email Internet address) is the field you should use with msXfax XP
Domain addressing.

For example:

+41-61-2261111@Company.fax

Company.fax is address space assigned to the SMTP Connector in Exchange
Server which routes messages to msXfax XP’s in-built smart host called msXfax XP
Routing Engine.

Field 1 is designed for other fax connectors. Do not use field 1 with msXfax XP. Use
field 2 as described above.


mailto:+41-61-2261111@Company.fax
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Configuring Exchange Server

Exchange 2000 SP2 minimum & Registry change

B If your organization has Exchange 2000 you must apply Service Pack 2 or Service
Pack 3 of Exchange 2000 before proceeding. Exchange 2003 Server is supported.
Exchange 2003 SP1 (beta) has been tested January through March 2004 - it also
requires the registry change.

B You must apply a Microsoft Registry change ONLY to the bridgehead server(s)
assigned to the Microsoft SMTP Connector configured for use by msXfax XP
(Refer to section 3 for detailed information on this pre-requisite). After the
registry change you must schedule a restart of your Exchange Services.

Exchange Settings

Login as a full Exchange Administrator.
Expand Global Settings
Right click on Default Message Format

Select Properties

':E Exchange System Manager

| 48, Console window  Help

Jﬂctiun Wi JQ:' -F|||@

Tree I Inkernet Message Formats
% Company (Exchange) Mame | Ciomain | Madifie
El@ Global Setkings % Default * 214421
!a Inkernet Message Forma

EB- Message Del
-] Recipients
D Administrative G Generall Meszage Format ~ Advanced I Detailsl
-4 Tools

Default Properties ilil

Exchange rich-test format
™ Always uze
% Mever use

" Detemined by individual user settings

La . . 1

B Select the Advanced tab.
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B Select the “Never use” radio button.

A note about the “Never use” option: for msXfax XP to operate correctly, this global

setting must be set to never use. Exchange Rich Text (also known as Outlook Rich
Text format) is a Microsoft standard which was widely used prior to HTML
becoming the main standard for delivery of rich email messages between
organizations and individuals over the Internet.

Outlook Rich Text is the default setting for Outlook 2000 whereas HTML is the
default setting in Outlook 2002 (Office XP).

To accommodate backward compatibility for a ‘standard installation” of Exchange
2000, Microsoft made the default Internet Message Format— Advanced tab setting =
“Determined by individual user settings”. Clearly, this would allow organizations
with Outlook 2000 on the desktop to implement Exchange 2000 server without any
direct impact on existing desktops.

Organizations that also rolled out Outlook 2002 at the same time as their Exchange
2000 implementation would equally be satisfied with a standard installation
allowing both Outlook 2000 and Outlook 2002 user settings to be different but not
affected by a global default on Exchange 2000 server. Most organizations today do
not use Exchange/Outlook Rich Text because Internet based recipients often
complain of WINMAIL.DAT (Outlook/Exchange Rich Text Files) appearing as
attachments in their emails.

Configure Exchange SMTP Connector

In this section you'll configure an SMTP Connector for use with msXfax XP. The
address space associated with this connector is “Fax” address space to support
Outlook Contact Business Fax Addresses. When using the Outlook rich client (also
referred to as the MAPI client), whenever a user adds a user into their local contacts
or a Contacts public folder, Outlook automatically creates an address entry in the
Outlook address book with a FAX address space.

In addition to supporting Outlook contact Fax addresses, msXfax XP also supports
email domain addressing. For the purposes of this documentation we will refer to
this as “msXfax XP Domain Addressing”.

Please note: if you have previously installed other fax products on your system
you must make sure that:
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Fax Connector:
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a) the removal of that software actually removes FAX addressing information

and;

b) you should not attempt to run multiple fax products on the one server. This

typically happens in test labs. If you are testing various products in your lab,

please make sure that you install msXfax XP on a clean Exchange network.

A standard Microsoft SMTP Connector is required

An SMTP Connector needs to be set up for the Fax Address Space on your Exchange

Server. Open Exchange System Manager to begin.

This SMTP connector communicates with the msXfax XP Smart Host.

B The IP Address of your msXfax XP Windows 2000 fax server is required for the
configuration of the Exchange SMTP Connector. (The IP Address was set up
when you installed and configured Windows 2000 server to be used as your

msXfax Fax Server. In our examples it is 10.1.1.3)

-3 Folder
=4y Tools

g5 Message T

+-_] Monitoring

Creates anew SMTP C

- '

[ 3
View TE.«]J Connector. ..

L =TT SR

#-{_] SMTP
= .‘:\:_p :‘:.403
& Jj.'! First Shorage Group
=i Routing Groups
= dl: First Roubing Group
—

Mew Window from Here

Refresh
Export List...

Help

Roaking Group Connector. .

Y25 X400 Connechor. ..

Dirswne Requeshar,..
Dirsync Server...

B Right Click the Connectors folder and choose New Connector, SMTP Connector
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Properties il il

Addresz Space I Connected Routing Groups I Deliven Restrictions
Content Restichions | Delivery Options | Advanced | Details
General

% M ame: Imsta:-: #P Boston SMTF Connector

i~ Usze DMS to route to each address space on this conhectar

* Forward all mail through thiz connector bo the following smart hosts

[10.1.1.3]

Local bridgeheads:

Server | Yirbual Server |

Add... | Hemove |

™ Do ot allow public folder refemnals
@ I Cancel | Apply Help

B On the General properties page, Configure the connector to forward all mail to
the Smart Host which is the IP address of your msXfax XP Windows 2000
computer. Shown above as [10.1.1.3].
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Note: for large Exchange 2000 networks that require fax server redundancy:

Additional msXfax XP servers can be set up on different IP addresses all serviced
from the one SMTP connector. The value in the smart host field of your Exchange
SMTP Connector would be for example:

[10.1.1.3]:[10.1.1.4]

Exchange 2000 will attempt to deliver all outbound fax requests to 10.1.1.3. If it is
unavailable, Exchange will attempt to deliver to another msXfax XP fax server at IP
address 10.1.1.4. Additional msXfax XP fax servers can be added offering even more
redundancy and meshing. This Exchange server feature was introduced with SP2.

Technical note: BNS Group tested Microsoft’s implementation of failover to other
smart hosts (Exchange 2000 SP2) and found that if Exchange could not contact the
first smart host it would correctly rollover to the next smart host. However,
Exchange does not attempt to re-establish connections with the first smart host ever
again. The resolution is to stop and start the SMTP virtual server. Please fix this
Microsoft.

B Add alocal Bridgehead Server by clicking the Add button on the Bridgehead
Server section, use the local Exchange Server

Add Bridgehead

SKMTP virtual zerver ingtances:

Server | Wirtual Server |

Default SMTP Virtual Server

% I Cancel Help
o)

B The General Properties should look as follows:
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Properties il il

Addrezs Space I Connected Routing Groups I Delivery Restrictions
Content Restrictions | Deliverny Dptions | Advanced | Details
General

% M ame: Imsta:-: #P Bostan SMTF Caonnector

" Use DMS to route to sach address space on this connector

% Faomward all mail through this connector to the following smart hosts

[10.1.1.3]

Local bridgeheads:

Server | "irbual Server |
EXSERWVERN Drefault S TP Yirtual Server
Add... | Remove |

[~ Dornat allow public folder referals

k. I Cancel | Apply Help

B Click on the Address Space property tab.
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Properties el 4
Content Restrictions I Delivern Options I Advanced I Dretailz
General
Address Space | Connected Fouting Groups I Deliverny Restrictions

Create, modify, or remove an addrezs space.

Type

| Address |

Cost |

Add...

fdadifiy... | Hemove

Connector scope

¥ Entire arganization %

" Fouting group

[ Allow meszages to be relayed to these domainz

k. | Cancel | Apply

Help

B Select Add.

Add Address Space

Select an address type:

SMTP
#400
M5
CCMaIL
MOTES
GWISE

ther

i

] I Canicel | Help

=
|

B Select Other, select OK.

59
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Other Address Space Properties

B Add the following address space

Select Address Type Other

Type into the Address Space box FAX
Cost of 1

Address =* (Asterisk)

60
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msXfax XP Connector Properties el 4
Content Restrictions I Delivern Options I Advanced I Dretailz
General
Address Space | Connected Fouting Groups I Deliverny Restrictions

Create, modify, or remove an addrezs space.

Type | Address | Cost |
Fi, # 1
Add... fdadifiy... Hemove

Connector scope
|V ¥ Entire arganization

" Fouting group

[ Allow meszages to be relayed to these domainz

k. I Cancel | Spply | Help |

Connector Scope: The Scope should be set to Entire Organization if this is the only
fax server in your organization. If you wish to limit the use of this
fax server to this Routing Group (a routing group is generally a
very well connected set of Exchange servers analogous to an
Exchange Site in Exchange 5.5 terminology). If you have an

61

enterprise network, your design will most likely set the connector
scope to the local Routing Group and deploy additional msXxfax XP

fax servers to other routing groups to localize fax capabilities.

The following recommendations will assist in larger scale

deployments.

1. Limit the scope of the FAX Address space on the msXfax XP SMTP connector to

the Routing Group.
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2. Create separate msXfax mailbox accounts using a prefix such as the site name
eg: msXfax-xp-newyork, msXfax-xp-london, or conversely London-msXfax-xp
etc

Adding msXfax XP domain addressing

To allow users to send faxes from Outlook MAPI client or Outlook Web Access
(OWA) the following is extremely useful and recommended.

Customers with Digital Senders (network based scanners) such as Hewlett Packards
range can use the Digital Senders interface to send faxes via Exchange 2000 and onto
msXfax XP for processing. Sender details are still validated in Active Directory.

Customers with SAP should also implement msXfax XP domain addressing.

Users can use Outlook MAPI client or OWA can simply address their faxes just like
an email.

For example

& Example of msXfax Domain Address - Message (HTML)

Eile Edit Wiew Insert Format Tools  ackions  Help

=lgend | Accounts + | [] S B0 e ' 3 v [2]optons.. &
To... | |+1-?81-123456?8@b05t0n Fax
Ce... ||

Subject: |Example of msxfax Domain Address

Attach... | |EmsxFax a4 web2 . pdf (283 KE)

This is an example of sending a fax using msXfax XP Dormain Addressing

Example for a USA fax number +1-781-12345678

Country with no area code +852- -12345678

No spaces between the dash symbols in the case of +852
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To add the address space for msXfax Domain addressing the following example
shows how users in your Boston Site will be able to send faxes to
number@boston.fax

msxfax XP Boston Properties

Content Restrictions I Delivery Options I Advanced I Dietailz I
General I
Address Space I Connected Routing Groups I Deliveny Restrictions
Create, modify, or remowve an address space.
Type | Addrezs | Cost |
Fii # 1
Add... td ity Eemoyve
Connector scope
" Erttire organization
* Fouting gioup
L [ Allow messanes to be relaved to these domain

B Reselect the address space for the Connector. In this case we have shown the
msXfax XP Boston SMTP Connector

B Click Add
B Select SMTP

Supply the address space relevant to your site/organization


mailto:number@boston.fax
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msxfax XP Boston Properties ﬂ E
Internet Address Space Properties EH

Generall

i A swp
[

[

[

E-mail damain: Ibl:nstcun.fa:-:

Cost: I

J
]

] 4 I Cancel Apply Help
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Boston.fax is only valid within your Exchange network thereby providing added
security for your enterprise fax network. By limiting the msXfax XP SMTP
Connector scope to a routing group, effectively segments your design. This allows
the local msXfax XP fax server to process ALL messages within the routing group.

This is important from a design perspective because localized coversheets and
language considerations are used by msXfax XP to render the fax.
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hanne g Manan e

B msHfax XP Boston Properties

Content Restrictions I Delivern Optionz I Advanced I D etailz I |
General I i
Address Space I Connected Routing Groups I Deliverny Restrctions

Create, modify, or remove an addreszs space.

Type | Addrezs | Cost |
F i, * 1

boston. fam

Add... Modify.... Bemove

— Connector scope

™ Entire organization

* Fouting gioup

[T allow messages to be relayed ta theze domains

] Cancel Apply Help

Your msXfax XP SMTP Connector should now look similar to the one above except
that Boston.fax would be replaced by something appropriate to your site name.

B ]t is recommended that you limit the scope to the Routing Group.

B Click OK.

Single Routing Group design over a WAN

If your Exchange 2000/2003 network has only 1 routing group with a wide

geographically dispersed set of Exchange Servers, we recommend the following by
way of example:

In this example we have a simple scenario: Company.com has 2 locations namely:
Boston and Los Angeles (LA). A high speed VPN is provided between the sites.
The customer’s Exchange Design architect decided to create 1 Administrative Group
in Exchange and 1 Routing Group in Exchange.

In this case the customer wants to implement a fax server in Boston and a Fax Server
in LA. They want users in each location to send local faxes via the LA Server and
take advantage of least cost routing within the network.

1. Install fax servers in the physical locations.

2. Create an SMTP Connector called msXfax XP LA
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AR

10.
11.

Add FAX address space
Add LA.FAX to the msXfax XP LA Connector.
Enter the IP address of the fax server in msXfax XP LA Connector.

This will allow users in LA to send their faxes to number@Ila.fax it will also
capture faxes sent using Outlook Contacts.

Create an SMTP Connector called msXfax XP Boston

Add Fax address space

Add BOSTON.FAX to the msXfax XP Boston Connector.

Enter the IP address of the fax server in msXfax XP Boston Connector.

This will allow users in Boston to send their faxes to number@boston.fax it will

also capture faxes sent using Outlook Contacts.

Adding an account in Active Directory for msXfax XP

From your Exchange 2000/2003 server, open Active Directory Users and Computers

snap in.

Select View, choose Advanced View. This will allow you to select the options
required in this section.

Create a user for msXfax XP and create an Exchange Mailbox for this account on
this Exchange Server.


mailto:number@la.fax
mailto:number@boston.fax
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J @ Console

Window  Help
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=8 x|

IETES]

J fction  Wiew |J " o= | | X

B2l eBbvae

Tree I Baston 0 ohjects

@ fictive Directory Users | Mame I Tvpe

| Description |

E--@ Campany . com
- Builtin

[:| Computers
(&) Domain Control
Cl ForeignSecurity
[ LostandFound
[ Microsoft Exche
El@ Marth America

Eostory
(&) Chicag

D Swskem

Delegate Control. ..

Add members to a group. ..
Move. ..

Find...

All Tasks r

igw
Mew Wwindow From Here

Delete
Rename

Cornpuker

Cantack

Graup
Organizational Lnit
Printer

Sh%d Folder

Refresh
Expoart List. ..

Properties

Help

N paj|

Create a new object. ..

MNew Dbject - User

4

Create i Comparny.com/Morth America/Bozton

Firzt narme: Ims><fa:-: | rikialz: IXF"

Last name: IEh:ustu:un

Full narne: Imsta:-c =P, Bostan

Izer logon nq‘wee:

IITISKFEIH'XP'B Dgtl:lr'l I @I:Dmpan_lrl_cgm j
Ilzer logon name [pre-twindows 2000];

IEDMF‘:&NYR Imstax-XF'-B oston

< Back I MHext = I

Cancel




msXfax "® for Microsoft® Exchange 2000/2003 Server 68

B Customers with more than one location should configure the account name with
the site name/location included. The example above shows how Boston can be
included in the name and User logon name to allow multiple msXfax XP servers
to co-exist within the enterprise.

B Select Next.

New Dbject - User ; x|

g Create in:  Compary. comMarth AmericadBogtan

Paszwiord: I"’“"“‘

Confirm password:

Ixxxxx

[ User must change password at next logon

[ User cannot change password

v Faceword never expires

[T Accourt g dizabled

¢ Back I M et = I Carnicel

B Ensure the password does not have to be change, and never expires

MNew Object - User : x|

g Create i Comparny.com/Morth America/Bozton

¥ Create an Exchange mailbos

Aliaz:
Imsta:-:-KF'-E aztan

Server
| Compary/First Administrative Group/EXSERVER T =]

Mailbiaw Stare:
| First Storage Group/Mailbos Store [EXSERVERT) =]

< Back I MHext = I Cancel

B Select the check box to Create an Exchange mailbox. Next...
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MNew Object - User x|

g Create i Compary.com/Morth Amenca/Bozton

YWhen pou click Finigh, the following object will be created:

Full narne: msk<fax =P, Boston
Uzer logon name: mefax-=P-Boston@Company. com

The paszword never expires.

& Microzoft Exchanage mailbox will be created an:
EXSERWERT /First Storage Groupdt ailbox Store [EXSERWVERT]

¢ Back

Caricel |

B Select Finish
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msXfax XP. Boston Properties

Published Certificates | Member Of | Diakin | Object | Security
E nwviranment I Seszionz I Remate cantral I Temminal Services Profile

Exchange General I
Exchange Features

E-mail Addrezses
Exchange Advanced

General I Addresz I Aocount I Prafile I Telephones | Organization

ﬁ mzxfas #P. Boston

First name:
Lazt name:
Digplay name:
Dezcrption:

Office:;

Imsta:-: Imitials: |:=<P

IBDStDn I

Ims><fa:-: #=F. Boston

Imsta:-: #P Boston service

IBDStDn

T elephone number:

E -mail:

YWeb page:

I Other... |

Imsta:-:-XF'-B ozton@Company. com

|| Other... |

| ] I Cancel Apply | Help

B Complete other details as required.
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Permissions for this user account are the same as a normal Exchange user. Eg:

membership of built-in security group “Domain users”

B Administrators can hide this user from the global address list if required.

B Set POP3 protocol for the msXfax XP account should be set as follows:
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msXfax XP. Boston Properties

Published Certificates | Member OF | Diakin | Object | Security

Erwironment I Sezzions I Remote control I Termminal Services Profile
General I Addresz I Account I Prafile I T elephones I Organization
E sxchange General E-mail &ddrezzez
Exchange Features Exchange Advanced

Simple dizplay narme:

2 x|

™ Hide from Exchange address lists
[ Downgrade high priority mail bound for 3400

iew and modify custom attibutes

Custorn Attributes. .

Configure the protocols used bo access

Protocol Settings...

thiz mailbox

Configure server and account information ILS Settings... |
for Internet locator service

Yiew and maodify permizzions to access M ailbos: Fiights... |
thiz mailbox

Adrinistrative Group: First Administrative Group

] 4 Cancel Apply Help

71

Note: Windows 2003 Active Directory has Protocol Settings listed under Exchange Features
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Select a protocol, and then click Settings to configure the protocols uzed to
access this mailbosx.

Pratocol |

HTTF
IM&P4
FOP3

Settings... |

0k, I Cancel | Help |

SO AT T T T T I T T AT e T T T

POP3 Protocol Details d A

¥ Enable for mailbo:
[~ Usze pratocaol defaults

— Meszage encoding

&+ MIME
% Provide message body az plain bext
i~ Provide mezzage body as HTRL
" Bath

i~ UEncade
™| sz BitHex for Macintash

B Select “Provide message body as plain text”

B Click OK to save the settings.
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Customers configuring more than 1 fax server in a site/connector

The following configuration notes will assist customers configuring 2 or more

msXfax XP servers in an Exchange Server location.

A second msXfax XP user object is required similar to the first one but with a

different login account name and other details. The following example will show an

example of a second msXfax XP Exchange user account servicing the second fax

server.

]@ Console  Window  Help

]Ecticnn Wi |J<}= *|||@|J;Lﬁiﬁfﬁ?'@ﬂﬂ

(&) Domain Controllers
I:l ForeignSecurityPrincipals
I:l LoskandFound

----- (L Microsoft Exchange System
EI@ Marth Arnerica

@ Bostan

Tree I Boston 5 objects
@ Active Direckary Users and Compute [MEMe I T.. I E-Mail Address I Description I
E@ Company, cam €7 Boston Administrator User  boston-admin@Compa..,  ms¥Fax %P Boston service
EHE Asia-Pacific ﬁ Boston Help Desk. User Boston-help@Compan...  mskfax %P Boston service
@ MCOHG ﬁ ms#fax %P, Boston  User  msxfax-xp-Boston@C,,.  mskfax XP Boston service
|:| Builtin €7 msiFax P, Bostonl  User  mssfax-xp-bostonl@...  This is the Failover msifax 2P server
-] Computers ﬁ Mormal User User  User@Compansy.com ms¥Fax ¥P Boskon service

B msXfax XP. Boston services the first fax server.

msXfax XP. Bostonl1 services the second fax server. This second failover fax
server could be used for mainly incoming faxes with a minimal amount of
outbound capability to handle failovers from fax server 1.

Both fax servers accept fax submissions from Exchange SMTP Connector

configurations.

Reboot your Exchange Server(s)

Schedule a suitable time to restart your Exchange Servers which are acting as

bridgehead servers for msXfax XP.

B Reboot your Exchange Server(s).
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Preparing your fax server

Now that you have fully prepared your Exchange environment, it is now time to
build your fax server.

If you are evaluating msXfax XP you have 30 days to conduct your evaluation. If
you require more time please contact your regional distributor or email
sales@bnsgroup.com.au to obtain an extension.

MsXfax XP is licensed on an annual subscription basis. Multi-year subscriptions can
also be purchased. After you have evaluated msXfax XP the next step is to purchase
your first annual license from your Distributor/Reseller or web site.

This documentation assumes that you have purchased your first annual license
agreement to use the software.

Installation on Window 2000 Server

msXfax XP must be installed on Windows 2000 Server or any member of the
Windows 2000 Server family eg: Advanced Server.

Optimum performance can be achieved by ensuring that your AD design
incorporates a Global Catalog server in the Windows 2000 Site where your fax
server is located. MsXfax XP uses ADO and ADSI to access your AD service to
obtain information about your users.

B Perform a typical installation of Windows 2000 server.

B Windows 2000 server SP4 should be installed on your fax server and you should
apply any security patches that are applicable in your network.

B Set the event viewer “Application log file settings” to overwrite events as needed.


mailto:sales@bnsgroup.com.au
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Event Yiewer

| acton vew || & 5 @@ ERB| 2
Tree I Application Lag 60 event(s)
@ Event Yiewer (Local) Tvpe I Date I Time I SoUrce

=

- E cpgalice e Lo Application Log Properties ilil
i| Security Log o

44| Swstem Log General | Filker I

Dizplay name: I.ﬁ.pplicatinn Log

Log narne: IE:HWINNT"xsystemSE'xcnnfig"-.ﬁ.ppE went E vt
Size: E4.0 kB [E5.536 bytes)

Created: Friday, Februam 15, 2002 E:07:37 AM

b odified: bonday, Februare 18, 2002 10:19:12 Pk
Aroceszed: Monday, Februarny 18, 2002 10:13:12 P
—Log zize

Maximum log size:  |312 = KB

YWhen maximum log zize iz reached:

% Ovenwrite events az needed

™ Ovenwrite events older than I? _Ij days

™ Do not ovenwite events
[clear log manually]

™ Using a low-speed connection Clear Log |
| k. I Cancel | Apply |

Restare Defaulkz |
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Figure 3:  High level diagram Exchange Server & msXfax XP Fax Server

Exchange Windows 2000
Server msXfax XP
(or Exchange cluster) Fax Server
10.1.1.1 10.1.1.3

| = [ Telephone
network

Local Area

Network

B Set the IP address of the your fax server to a reserved IP address for use by this
server. Do not allow DHCP to assign an address. The IP address in the above
example and throughout this guide is 10.1.1.3

B Set DNS server IP address to the IP address of your DNS server. In the above
example, the Exchange server is also a DNS server and is also a global catalog
server. Therefore, the IP address of the DNS server entered into the TCP/IP
properties of the fax server is 10.1.1.1.
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Installation of Office XP

7

Office XP professional is required on the Fax Server because msXfax XPP OLE

automates Office programs as an OLE Server to render attachments. The following

table provides you with a better understanding of the attachments that can be

supported and the component which supports it:

Table 7: msXfax XP support attachment extension types

Attachment

Extension

Native support in Windows
2000 Kodak Image viewer

Office XP required on Adobe full version
fax server

DOC

RTF

BMP

DCX

HTM

HTML

XLW

PCX

PPT

TIF

TXT

WK1

WK3

WK4

WPD

PDF

XLS

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

B Proceed to install Office XP on the fax server. You should login with sufficient
permissions to install Office XP.

B Install a Complete copy of Office XP Professional on the Fax server.

B Fully register your software otherwise msXfax XP will not work.
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i'E‘ Microsoft Office XP Setup M= B |

Microsoft Office XP Professional with FrontPage

Zhoose the bvpe of installation vou need

= Install Now

Installs Microsoft Office with the default settings, including the most
cormmonly used components,

or choose an install type:

¥ Complete
™ Cuskamn

Installs all of Microsoft Office on wour computer, including all optional
components and tools,

= (NPl |\ Program FilesiMicrosoft OFfice) Browse, . |

Help | < Back ext = Zancel |
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Installing Office 2003

Customers with Office 2003 on any of their client machines, should also install
Office 2003 on their fax server.

Upgrading Office: If you are upgrading your fax server please stop all msXfax XP
services and remove Office XP before installing Office 2003.

B Perform a Custom installation as follows:

i Microsoft Dffice 2003 Setup

Microsoft Office Professional Edition 2003

Type of Installation

Recommended Install Description
" Typical Install Customize your Micrasoft Office installakion
by choosing which Features to install on
or choose another type wour camputer, Recommended Far

advanced users,

i~ Complete Instal
" Minimal Instal

Mote: InfoPath requires Microsoft Internet
Explorer 6.0 or later. For more information,
click. the Help butkan.

Install to: ID:'I,F'ru:ugram Files\Microsoft Cffice’, Browse. .. |

Help | < Back Mext = Zancel |
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i Microsoft Office 2003 Setup o =]

Microsoft Office Professional Edition 2003 D v
[ ]

Cuskorn Setup

Select the Microsoft Office 2003 applications you would like to install:

W ard: Iv¥ Publisher
v Excel v frcess
v BowerPoink Iv InfoPath
v Outlook

InfoPath requires Microsoft Internet Explarer wersion 5.0 ar later,

¥ Choose advanced customization of applications.

Space Required on 0: 535 ME
Space Available on 0: 42 GE

= Back Mext = Cancel |

B Click on the option Choose advanced customization of applications.

{5 Microsoft Office 2003 Setup

Microsoft Office Professional Edition 2003

Advanced Customization

Choose installation options for applications and tools.

International Support ;I
Cffice Assiskank

¥ | Rocky

< M = | Dak

¥ - | Mokther MNature J

......... X +|Logo

......... » «|Fl

......... ¥ | Clippit

......... ¥ - | Links j

Description
Shared files for use with Microsaft Office,

Space Required on [ 535 ME
Space Awvailable on O 42 GE

Help | < Back Mext = Cancel
|
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Note:

B Make sure that Office Assistant is removed from the installation.

B Do not check any of the options on the Setup Completion wizard.

jis Microsoft Office 2003 Setup o ] ]

Microsoft Dffice Professional Edition 2003

Setup Completed

Microsoft Office 2003 Setup has completed successfully,

There may be additional components or secority updates available online, Check the box
bielow b wisit the Office site in voor browser after Setup is finished,

[ check the Web For updates and additional downloads

During Setup, CFFice installation files were copied to drive D:, Deleting these Files can
save approximately 282 ME of disk space, but it is recommended that wou keep them to
assist with Qffice maintenance and updates,

|

Optional: Installation of Adobe Acrobat Software

A standard installation of Adobe Acrobat Full product version 5.x or version 6.x is
required (FULL PRODUCT not the reader only).

If your users intend to fax PDF attachments using Outlook or
applications intend to submit PDF files for processing by msXfax
XP, a full version of Adobe Acrobat version 5.0 or 6.0 is required on
the fax server.

Installing Adobe Acrobat on the fax server is only required if users wish to send
PDF files by fax.

Installing Adobe Acrobat VERSION 6.0 full product

To install Adobe Acrobat full version 6.0 on the fax server must be performed using
the CUSTOM OPTION.



msXfax "® for Microsoft® Exchange 2000/2003 Server

Note:

Note:

B Insert your Adobe Acrobat version 6.0 FULL VERSION (Acrobat Reader is not
acceptable — it must be the full version).

B Perform a CUSTOM installation

Set the optional components so that none of them are installed. Refer to the
screen example below.

As noted on the Adobe setup screen below, “Certain Core program features will be

installed by default”. No optional features are required except for some foreign
language support services.

72 Adobe Acrobat 6.0 Standard - Setup

Lus

Custom Setup

Select the optional program Features wou want installed. Certain Core program Features will be
installed by default,

Click on an icon in the lisk below o change how a Feature is installed.

- = Feature Description
= @I Wigw Adobe PO Cptional plug-ins and support Files For

--------- ¥ | Documentation viewing Adobe FDF files,
--------- X | Image Viewer

......... ¥ ~| PrintMe
B ¥ - | Paper Capture
--------- ¥ _~| Japanese Langu

s £ Raman Langu=g This feature requires 10ME on your hard drive
3 M Asian Language SUppor and the subfeatures require S6ME on your

[#]- ¥ =| Create Adobe PDF hard drive.
< | i
Install to:
F:1Program Files AdobelAcrobat 6,00 Change. .. |
Irstallshield

Help | Space | < Back I Mext = I Zancel |

Japanese and Asian countries should review Adobe’s
documentation to install support for those languages.

Installing Adobe Acrobat VERSION 5.0 full product

To install Adobe Acrobat full version on the Windows 2000 fax server, refer to
Adobe’s documentation for information on performing a standard installation.

B Insert your Adobe Acrobat version 5.0 FULL VERSION (Acrobat Reader is not
acceptable —it must be the full version).

B Perform a standard installation.

Asian countries should review Adobe’s documentation to install
support for Asian languages.
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Acknowledge first time registration

After installation of Acrobat it will be necessary to acknowledge a registration
dialogue box for Adobe Acrobat. For version 6.0 of Acrobat simply run the Acrobat
product and register the product. Acrobat 6 appears to request registration once
whereas Acrobat 5.0 required registration for each user or system context.

To register version 5.0 for use with msXfax XP wait until this user guide instructs
you to perform certain steps.

Installing support for MAX Compress / Winzip

msXfax XP supports attachments which have been zipped either by the user or by
using products such as Max Compress. msXfax XP will automatically unzip files,
render them to fax format at the fax server.

To implement this support:

B Purchase Winzip version 8 or better.

Make sure that you install the Winzip command-line add-on

B Install Winzip fully licensed version on your fax server.

B Copy the file WZUNZIP.EXE needs to be copied to C:\ WINNT\SYSTEM32
directory of the fax server.
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Installing Class 2 fax modem(s)

Installing fax modems

msXfax XP can be used with most good quality fax modems which support Fax
Class 2 fax protocols.

US Robotics appear to have problems with certain fax machines. BNS does not
recommend US Robotics.

Important: It is essential that you follow the manufacturer’s installation
procedures and install the correct drivers for Windows 2000.

Very Important: If Windows 2000 detected your modem it is highly recommended
that you remove the modem from Control Panel and add it
manually with the manufacturer’s installation diskette.

This will guarantee that the correct drivers are loaded.

Failure to do this may result in faxes not being transmitted and being stuck in the
queue.
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Installing Multi-Tech ISI5634PCI boards

Installation documentation

Installation of Multi-tech is well documented in the manufacturer’s documentation.

For more information on Mult-tech products please refer to www.multitech.com



http://www.multitech.com/
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Installing INTRA Netcomm modem boards

Installing iNTRA boards

Installation of the iNTRA PCI board(s) is a simple process.

Connect phone lines to the board after it has been physically installed in the
computer.

Start your computer

Logon with administrative rights to the computer

Windows 2000 should detect the board “Found new hardware”

Insert the iINTRA driver diskette which came with your system.
Follow the on screen instructions.

When requested for the driver files, specify a location as A:\ WIN2000

After the drivers are installed you will need to re-start your computer.

Configuring & testing a INTRA board(s)

B Logon with administrative rights to the computer

B Run the Modems and Phones Icon from Control Panel

Phone and
Madem

Opkio rs
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B Select Properties of iNTRA 56K.
B Select Diagnostics tab

iNTRA 56k Properties

General Dizgnostics | Advanced I

— Modem |nfarmation

Field | walue

Hardware [0 iNTRAMNT 0001

Command | Fezponze

Guery Modem

Logaging
’7|_ Fiecord aLog

Wiew lag

[

] I Cancel |

B Select Query modem
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iNTRA 56k Properties [ 7]

General Diagnostics I #dvanced I

— b odem |nformation

Field | alue
Hardware 1D iMTR&MNT 0007

Command | Reszponze
ATOMAED (]
AT +GMM COMMAMD HOT SUPPORTED

AT+FCLASS=? 01.21.0
ATHCLS=? 01248
<]

-
4 | |»

Logging
’7|_ Record a Log Wiew log |
] | Cancel |

B If the modem is working correctly, you should see responses coming back from
the INTRA modem(s). Command AT+FCLASS=? Should obtain a response

showing the fax modem classes supported. Class 2 is required.
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Installing Eicon Diva Server boards

Installing Eicon Diva Server board(s) Windows
2000

B Install BRI board(s) or a single PRI board in accordance with EICON’s
documentation.

Start your computer
Windows 2000 will detect your board(s).
Cancel the “Found New Hardware Wizard”.

Connect Eicon board(s) to your ISDN line(s).

Obtaining Eicon Diva Server software

Go to www.eicon.com to download the Diva Server Software.

http:/ /www.eicon.com/worldwide/products/ MediaGateways/disvwin2000.htm?
dl=1&en_prod=&regID=9696

B Download version 7.0 of Eicon Diva Server software.

B We suggest that you download the option which includes drivers for all Basic
Rate and Primary rate boards.

B Refer to the screen example below.


http://www.eicon.com/
http://www.eicon.com/worldwide/products/MediaGateways/disvwin2000.htm?dl=1&en_prod=&regID=9696
http://www.eicon.com/worldwide/products/MediaGateways/disvwin2000.htm?dl=1&en_prod=&regID=9696
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Download

Flease Mote: It is not recommended to make upgrades in mission critical scenarios prior to testing in an "offline”
environment, Also check the lisk of new Features ko make sure that there are bensfits For vour environment, IF
there is no specific benefit, mainkaining your known stable environment is recormmended.

This software comes in packages. Each one is a self-extracting, sealed ARJ archive. You can install the software
Fraorm your hard disk after extraction.

To download, proceed as Follows:

1. Select an empty directory on a walume with sufficient disk space.
2. Download either the complete product or choose an individual package:

Complete product:
Select the appropriake download Fram the Following list:

® All vou need For Diva Server adapters incl, English manual (DsAIM. exe, 10683kE)
Supported boards: Diva Server 2Fs, Diva Server BRI 2.0, Diva Server 4BRI 2.0, Diva Server PRI 2.0,
Diva Server PRI 3.0, Diva Server V-PRI

L Individual packages:

B Download DsAllM.exe (10MB).
B Save the file to your fax server hard drive.

B Run the self extracting file DsAllM.exe
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Installing the Eicon Diva Server software
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Customers upgrading from Eicon Diva Server version 6.x

Customers with version 6.x of Eicon Diva Server software should follow these

instructions:

Run the program SETUP.EXE from the directory where you ran the self
extracting EXE.

Select Upgrade and follow the screen prompts.

A reboot is required.

Login with Domain Admin rights once again.

Select Start, Programs, Diva Server for Windows Software
Run the Diva Server Configuration Wizard

Proceed to the section below “Diva Server Configuration Wizard

New Installations of Eicon Diva Server software

Run the program SETUP.EXE from the directory where you ran the self
extracting EXE. This will launch the Diva Server Configuration Wizard in
addition to installing the software. Proceed to next section below.
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Note:

Diva Server Configuration Wizard

-,-'! Diva Server Configuration w _; il

Diva Server Configuration
Wizard

Thiz program will change the zetiings for supported
zervices and call policies of the Diva Server
configuration.

server

An exizting configuration will be ovenaitten by the new
zettings.

Click 'Mewt’ bo continue

¢ Back | Mewt > | Cancel |

4J piva Server Configuration Wizard x|

Default Switch Type =
Select the default switch type. t:!! \':5]

The default zwitch type configuration selects the zame protocols for all adapterz. If a mised
inztallation of BRI and PRI adapters iz detected, the protocol for both line types can be zelected.

|F wou want to keep an existing protocol configuration, check the 'Use existing switch bppe
configuration’ checkbox. The switch tppe and additional parameters can be changed later in the
configuration manager.

[ Use emisting switch twpe configuration:

Swabch bype: Europe/other countries, Euro-lSOM [ETSI1-D551) j

< Back I Mext » I Cancel

Australian customers should select Europe/other countries as
shown above.
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'_‘:'-=|. Diva Server Configuration Wizard

N x|

Installation Mode T
Select the installation mode.

All Diva Server adapters support vanious interfaces and services. Depending on the
requiremnentz for the spstem, zpecific services can be pre-installed.

" Default installation: Remate Access Services and Diva Server AP/ CAP) will be installed.

¥ Customized installation: S pecify services which should be installed.

v iSecurs installation: Exclude specific services fram installation and configuration

< Back I Hext = I Cancel

To improve security, select the options as shown above.

< Diva Server for Windows Setup |

Securnty Settings dl\.l'ﬂ_-
Semvices or interfaces may be dizabled for security reasons. tl/

All Diva Server adapters provide pou a wariety of ditferent zervices and protocols. Administrators
may want to limit the uzage of specific services for security reasonz.

By default all zervices are enabled. Pleaze only dizable the zervices lizted below that should not

become available in the Diva Server Configuration bManager.

— Semices
[ Bemote &ccess Service [BAS] [ Data Modem Services

¥ Diva Server AP 2 CARI

[~ Telephony &P [TAP for audio streaming

Pazzword |
£ Back I et = I Cancel |

B Only Diva Server API/CAPI should be selected. This improves security.
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<3 Diva Server for Windows Setup B |

Service and Interface Selection ==
. ; : diva.
Select the zervices and interfaces to install. s

Select the zervices vou need far vour spstem. For each service or interface, application
zoenarnos are shown az tool tip.

[T Bemote Sccess Semvice [RAS)
v Diva Server &P / CARI
[T T&Fl Service Provider for audio strearming

[T KModem based an virual EOM port and TEF! U nimodenm]

¢ Back Mest = Cancel
B Select Next
<J Diva Server for Windows Setup i x|
Incoming Call Policy dl"ul"ﬂ_
Select the incoming call policy for each selected service. u

[nizaming zalls may be sighaled to services and applications. For each of the listed and activated
zervices below pou can specify whether and how incoming callz should be processzed.

For zome of these zervices incoming callz may be restricted to analog or digital callz only.

Hemote ficeess Service [BAS]: I.-’-'-.u:u:ept all calls j

Diva Server AP £ CAPI:

Accept all calls

1AE Service provider for audio streanming I.-’-'-.u:u:ept all callz j

Madem bazed an sirtual EER park: I.-’-'-.u:u:ept all calls j

¢ Back I Mest » I Cancel

B If this server is to be used only for outgoing fax services you may change the
option to not accept incoming calls.

B Select Next
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<d Diva Server for Windows Setup x|

Selected installation options:

- Update all installed Diva Server adapters

- Ingtall Diva Server AP/ CAR
- Signal all calls to CARI

server

Click, 'Mest' ta ingtall the software and to activate the
zelected options. This may take some time.

¢ Back

Cancel |

B Select Next

B Wizard should now complete to the finish.

Configuring a Diva Server adapters

B Select Start, Programs, Diva Server Configuration Manager.

B You should see a screen similar to the one below with just the CAPI Services
linked to your adapter(s).

TIP! Select View, Advanced to see additional fields in the configuration program.
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='.l Active Configuration - Diva Server Configuration Manager
File - 2dit Insert Miew Help

Dwd|BE L 2% 8| X]|

Froperty Value
Mumber of B-Channels |2
Contrallsr 3
Connect ko Line 3
Zall Tvpe all
Call Answering all Calls

Configure the binding betwes
Y¥ou can choose the phone ny
list of assigned MSNs ar the
To configure phane numbers
ranges), select the line symiby

The example screen above is for a customer who has 4 basic rate services connected
to their fax server. It is recommended that CAPI configurations be allowed to
answer calls a number of channels which is the same number of receive circuits
configured in msXfax XP. msXfax XP sees the CAPI service as one logical pool.
msXfax XP allows you to set how many circuits will be used for transmission and
how many for reception.
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-_.'I':_l Active Configuration - Diva Server Configuration Manager

"File Edit Insert View Help

DB L 2% 8| x|

B For lines 1 and 2 this example shows how to prevent incoming calls from being

Froperty Yalue
Mumber of B-Channels |2
Controller 1
Conneck ko Line 1
Call Tvpe all
Call Answering Mo Calls

Configure the binding betwe:
You can choose the phone nu
list of assigned MSMs ar the
To configure phone numbers
ranges), select the line symk

answered on those interfaces. Call answering = No calls.

97

Line specification example for a system connected to point to multipoint system
(No Direct Dial Inwards service).

Line Tvpe

iZanneck ko

Switch Type
Interface Type
Direct Dial In (MT2)
Humber Type

MM 1
~M3M 2
~M3M 3
= M5N 4
M3l S
~M3M B
< MSN 7
M3
TSN 2
~MSN 10

TEI

Laver 2 Conneck Mode
‘oice Coding
Operation Mode

Device Mode

BRI {Z B-channels)

1

Europejother countries, Euro-ISDM (ETSI-DS51)

Point-to-Mulkipoint {Standard)

M

1450 {Multiple Subscriber Mumber)

Autarnatic

Mo Disconnect

Protocol Default

TE - Terminal Equipment {Recommended)

Standard
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Line specification example for a system connected to point to point Direct Dial
Inwards service

Propert Walue
Line Type BRI (2 B-channels)
Conneck ko &
Switch Type Europe/other countries, Eura-I1SDM (ETSI-DS51)
Interface Type Paink-to-Paint

Direct Dial In {NT2) es

zMumber Type Range of Extensions

E--gE:ctension Collecte... |Adapter

;----LowestExtension 000
5----Highest Extension {999

TEL 1]

Laver 2 Connect Mode |Mo Disconnect

Yoice Coding Protocol Default

Operation Mode TE - Terminal Equipment {Recommended)

Generate Ring Tones  |Mo

Device Mode Standard

Tip

If you need to connect Services to the Adapter or Lines to the Adapter perform the
following;:

1. Right click on say Services and click copy.

2. Right click on your adapter (eg: 4BRI card) then Right click Connect.

When you have finished configuring the Eicon Adapters, lines and services:

Select File, Save As.

Save your configuration file with an appropriate name eg: EICONISDN.CFG.
Select File, Activate.

A message will be displayed stating that the configuration update is in progress.

You should now see a message “The configuration was updated successfully”.

A restart the server will now be necessary.
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Testing a Diva Server adapter

B Select Start, All programs, Diva Server for Windows
B Select Check ISDN Line
B Perform a Check of the ISDN Line using Eicon’s software.

Diva Server for Windows 2000,%P - Line Check

Line Check

Line Check performs a quick check of your Diva software
ifiztallation and verifies that your ISOM connection ta your
SO switch waorles properl.

Select the adapter you want to test:

Start I Finizh

B (Click Start
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TIP!

Diva Server for Windows 2000,/XP - Line Check

Line Check.

Line Check performz a quick. check of your Diva software
inztallation and wernfies that pour ISOM connection to your

d Ivu ISDM zwitch works properly.

server

Select the adapter pou want to best;

— §3888-1+0006 Eizon Diva Server BRI-2M [FCI
SUCCESS! Line Check, test pazsed.

Start I Firish

B If you see “Success! Line Check test passed”. Proceed to the section after the
Brooktrout section below.

B If the line check fails, check with your telecommunications company to
determine the correct settings.

If you have multiple Basic rate Eicon Boards in your server we
recommend that you use a permanent marking pen and write the
serial number (available from the configurator and the line test
utility) on the metal facia of the board. Itis also recommended
that you label port 1 being the port nearest the top of the board.
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Installing Brooktrout PCI Fax boards

ISA boards are not supported by msXfax XP.

Installing TR114 PCl analogue boards

Brooktrout TR114 analogue ‘loop start’ boards (PCI Version) are used to connect to
‘traditional normal telephone lines’.

IRQ and I/O address resources for PCI boards are allocated by the system BIOS

Installing TR114 PCI ISDN Board(s)

Brooktrout TR114 ISDN boards are used to connect to ISDN networks that conform
to the European ISDN standards. These boards have a daughter board that
comprises specific firmware to communicate with the ISDN network.

TR114-P2B and TR114-P4B (PCI ISDN boards) IRQ and I/O resources are assigned
by the system BIOS.
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T1 connection considerations for TR114+P8V-T1

The TRNIC is the Brooktrout T1 robbed-bit interface board. The TR114+P8V-T1 is a
PCI board 8-channel digital fax boards with a TRNIC interface board built into them
(supports only the MVIP interface). For purposes of ordering a T1 service, you may
think of all of them as a "TRNIC" in all Brooktrout’s documentation.
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When you order T1 service from the telephone company, give its representative the

following information:

Items in bold are Brooktrout-recommended.

Product Manufacturer:

Product Name:

T1 Service Type

Signal Protocol:

Line Coding:

Frame Mode:

Channels:

Dial Tone:

CSu:

DNIS Digits:

SOC:

FIC:

FCC Registration
Number:

Wall Jack Required:

Additonal info on 'T1 Service Type'": When using a Brooktrout TRNIC board, the
type of T1 line that must be supplied is a robbed-bit T1 line, which also may be

Brooktrout Technology

TR114+P8V-T1

Robbed-bit, four-wire (more info here)

E&M Wink, E&M Immediate, or FXS/FXO (more info here)

B8ZS or AMI

Super Frame(D4) or
Extended Super Frame

1-24

Optional

Not on-board (more info here)

DTMF or Pulse

6.0F

04DU9-BN 1.544Mbps SF

04DU9-DN 1.544Mbps SF+ B8ZS

04DU9-1KN 1.544Mbps ESF

04DU9-1SN 1.544Mbps ESF+B8ZS

EAGUSA-24598-CN-N

USOC-RJ-48C

described as an A/B signaling T1 line, or an E&M tie trunk or FXS/FXO tie trunk.
This type of signaling is in-band, meaning the signaling info is carried on the same

channel as the traffic. The physical connection must be a 4-wire connection, no other

type of physical connection is supported by the TRNIC.


http://www.brooktrout.com/whitepapers/html_pages/protocol.html
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Additional info on 'Signal Protocol': The TRNIC needs the signal protocol to be
consistent across all T1 channels, in both directions. FXS/FXO signalling is
sometimes referred to as T1 loop-start. Brooktrout say E&M, they mean that the
signalling bits do whatever the A-bit does; your telecommunications representative
should know what that means.

Important note: T1 'Ground-Start' signalling is not supported by the Brooktrout
TRNIC, or any Brooktrout board.

Additional info on signal regeneration, and CSUs: The distance between the last
signal regeneration point on the T1 circuit and its termination point (connector on
the TRNIC) determines whether you must connect TRNIC to a CSU (Channel
Service Unit) or directly to a T1 circuit. When we say "distance", we mean cable
length, not the straight-shot distance from the last point of signal regeneration to the
TRNIC. The TRNIC is not approved as a CSU.

If the last point of signal regeneration on the T1 circuit is less than 500 feet from the
TRNIC, you do not need to connect TRNIC to a CSU. If the distance from the TRNIC
to the last point of signal regeneration exceeds 500 feet, you must connect TRNIC to
a CSU and the CSU to the T1 circuit. Refer to White Paper for more information
http.//www.brooktrout.com/whitepapers/html _vages/csu.html .

Frequently Asked Questions for T1 installations.
http:/ /www.brooktrout.com/pages/technical/t fax/fag/fag tl.html



http://www.brooktrout.com/whitepapers/html_pages/csu.html
http://www.brooktrout.com/pages/technical/t_fax/faq/faq_t1.html
http://www.brooktrout.com/pages/technical/t_fax/faq/faq_t1.html
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Connecting the TR114+P8V-T1 to T1 Telephone Service

Hint: If your telephone service provider or PABX support people aren't familiar
with the TR114+P8V-T1 or a TRNIC, and thus are not sure how to treat it, you may
tell them to view it as a PABX, and your telco people should set up a "tie trunk", or
"tie line", from their side to the TRNIC, just as if they were setting up a line to a
PABX. The service must be tie line/tie trunk. Off-premise extensions, or stations,

are not supported.

TR114+P8V-T1 pin assignments

T1 Socket (RJ-45) Pins 1, 3, 9, and 11 of the DB-15 connector
— (J301) and pins 1, 2, 4, and 5 on the RJ-45 T1
socket provide T1 data paths to and from the
- (Brooktrout supplies this adapter).
wmit i 2
W riry —3
The pinouts of the DB-15 plug and the RJ-45
e b
peac: Fing —1 4 socket on the cable adapter are the same as J301
— / and the RJ-45 T1 socket, respectively.

Connection between the adapter's DB-15 pins
and its RJ-45 pins is straight-through. That is, DB-
15 pins 1, 3, 9, and 11 connect to RJ-45 pins 5, 2,
4, and 1, respectively.

Cable note: Although CAT-5 cable will suffice in many situations, please bear in
mind that CAT-5 cables typically use an unshielded twisted pair, or UTP. If you
want to safeguard as best you can against any electromagnetic interference, then
ideally you'll have a cable that has the receive pair and the transmit pair shielded

separately.

MVIP cable to expand from 8 to 16 & 24 lineson T1

TR114-P8V-T1 is shipped with a ribbon cable to allow additional digital boards
(TR114+P8V) to expand from 8 lines to 16 to 24.. To expand your system to 16 lines
you will need to order 1 x TR114+P8V. To expand your system to 24 lines you will
need to order 2 x TR114+P8V.

Note: msXfax XP March 2002 edition only supports the TR114+P8V digital board not
the TR114+P16V.
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Installing TR114+P8V-T1 & TR114+P8V Digital boards

Note: TR114+P8V-T1 boards come with a Brooktrout “Quick Start Guide” Part
Number 930-422-33 dated May 2000. The quick start guide section which describes
the settings for MVIP clock termination can be a little misleading. The following
should help clarify that section of the Brooktrout quick start guide.

Diagram of TR114+P8V-T1.

T1transmission MVIP clock

T1 options
termination
LEDs

switches (Sw1)  (SW2)

h v
Channel A
status MVIP connector MVIP options
LEDs —» (SW3) |

Loopback switch--p - .
« T1 service LEDs |
T1 connector » PCI bus connector

WEEIRL TR |Iﬂ|!||'| 1|

Figure 1. TR114+P8V-T1 Layout

MVIP Clock Termination on TR114+P8V-T1.

If the TR114-P8V-T1 is the only Brooktrout board in your system then the 2 position
dip switch labeled SW1 should be switched ON. The diagram below shows that the
switches are set ON towards the numbers.

If you have installed any additional TR114+P8V boards using the ribbon cable
provided, you simply need to set SW1 to the ON position on the last board only (ie:
the furthest away from the TR114+P8V-T1 board). IE: if you have multiple boards
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make sure that SW1 on the TR114+P8V-T1 is OFF and the further board away from
the TR114+P8V-T1 should be set ON.

SW2 Switch setting Comments

T1 (Settings)

1=T1 Master UP

(MASTR)

2=Framing mode  You must ask your ESF is an extended framing mode which is quite

(SF) telecommunication company commonly used. Brooktrout default is in the UP
position for SF. Check with your
telecommunications vendor to determine if SF or
ESF is used. If ESF is used please change this
switch to the DOWN position

3=Line coding uP B8ZS is the most commonly implemented. Check
this with your telecommunications vendor

4=Lenl DOWN If your T1 cable length is greater than 132feet (nn

5=Len2 metres) you should review the Brooktrout quick start

6=Len3 guide documentation.

788 DOWN These switches have no use. The default is in the

DOWN position

Brooktrout Digital Fax Boards and In-House PABXs

Brooktrout TR114 digital T1 fax boards are often used behind in-house PABXs, some
sample setup documents for some of the PABXs in use today. The sample T1
configuration URL’s have been used either in a test environment or an actual
production environment to connect the PABX listed above to Brooktrout TR114
cards. This information should only be used as a guideline; Brooktrout recommend
that you contact your telephone administrator or PABX vendor if you are planning
to configure and change the switch settings on your PABX, or if you have questions
about any of the information URL’s. Therefore, inter-connection and systems
integration testing is important for the successful deployment of integrated fax
behind PABX's.

PABX Set Up for T1 Robbed-Bit Service, Providing Service to Brooktrout TR114 and
TRNIC Board Combination

Fujitsu PABX http:/ /www.brooktrout.com/whitepapers/pdf/fujitsu.pdf

Intercom S80+ PABX
http:/ /www.brooktrout.com/whitepapers/pdf/intercom.pdf

Lucent/Avaya Definity PABX
http://www.brooktrout.com/whitepapers/pdf/lucent.pdf



http://www.brooktrout.com/whitepapers/pdf/fujitsu.pdf
http://www.brooktrout.com/whitepapers/pdf/intercom.pdf
http://www.brooktrout.com/whitepapers/pdf/lucent.pdf
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Mitel SX2000 Light PABX
http:/ /www.brooktrout.com/whitepapers/pdf/mitel.pdf

Nortel Meridian http://www.brooktrout.com/whitepapers/pdf/nortel.pdf

T1 Connection frequently asked question

Having installed the TR114+P8V-T1 my telco (or PBX) people tell me that when they
look to the Brooktrout board, they see the signaling bits in an off-hook state

(sometimes called "high and wet"), when they should be seeing them in an idle state.
What do I do?

Answer: Before the firmware is downloaded to each of the channels of the TR114
digital card, the signaling bits coming from each channel are all in a busied-out
state. Once firmware is downloaded to the TR114 channels, the signal bits should go
to an in-service/idle state, which is what your telco people want to see. Firmware
will be loaded to the TR114 channels automatically by msXfax XP and by
Brooktrout’s diagnostic NTTEST software. NTTEST diagnostic tests to put
channels into send or receive mode, NTTEST will load firmware onto the channel
it's working with, if it detects that the channel doesn't have firmware loaded to it.
You can tell whether firmware has been loaded to a channel by looking at the red
LED associated with that channel; if it's flashing, then firmware has been loaded to
the channel, and the channel is in an idle state. If the LED is solid, that means the
channel is seized.

Be aware of this and simply proceed to install the software in the next section.


http://www.brooktrout.com/whitepapers/pdf/mitel.pdf
http://www.brooktrout.com/whitepapers/pdf/nortel.pdf
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Upgrading your msXfax XP software

Special notes for existing customers

Releases of msXfax XP prior to release 6.2.2 allowed the installation files to be
installed on any drive letter but the actual msXfax XP installation did not allow
installation on any other drive letter other than C.

Customers who installed on C drive but who now wish to install on D drive
should:

B Note all parameter settings and copy any files such as cover sheets to a safe
location.

B Remove msXfax XP software
Remove msXfax XP Installation files

Proceed to install a fresh copy on any local disk drive in the next chapter.

Upgrading to release 6.7.4

Version 6.7.4 introduced too many enhancements to allow an upgrade in place.

To assist customers with their upgrade, BNS developed a program called
msXsnapshot.exe. msXsnapshot.exe takes a snap shot of all current settings which
will present those same settings during the upgrade procedure. This program is
available from http:/ /www.bnsgroup.com.au/bns/downloads/msxsnapshot.exe

You can download this program to any location on your fax server. Run the
program to save parameter settings.

Follow these steps to successfully upgrade your msXfax XP server.

B Take a full backup of your fax server.


http://www.bnsgroup.com.au/bns/downloads/msxsnapshot.exe
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Note all parameter settings in the msXfax MMC version prior to release 6.7.4
and copy any files such as cover sheets to a safe location.

Print reports and/or save statistics to an Excel spreadsheet.
Run the msX

Remove msXfax XP software

Remove msXfax XP Installation files

Reboot your fax server

Proceed to install a fresh copy on any local disk drive.
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Initial Installation Files

Installing the installation files

B Downloading msXfax XP software allows you to trial the software and turn it

into a fully licensed product after purchasing a subscription license.

B By downloading the software a file called “INSTALLMSX.EXE” is downloaded

from BNS Group’s Internet web site.
B Copy the file INSTALLMSX.EXE to your Fax Server’s local hard drive.

B Run INSTALLMSX.EXE

B Follow the wizard and select a local hard drive to install.

Program INSTALLMSX.EXE installs 3 major components on your fax servers local

hard drive:

e “Brooktrout Diag” —msXfax XP diagnostic software for testing Brooktrout

boards
e “Fax Documentation” — This installation documentation and any other

technical notes.

e “Fax Software” — Cover Page Setup and Fax Server Setup programs.

Address II:I Fax Server Installation Files

Folders

x

{:l Docurments and Settings

[ Fax server setup more
& Inetpub

=-{_] Pragram Files

{:l Accessaties
&[] Adabe

& Analog Devices

EH:l BMS Applications

t{ ] Brooktrout Diag

----- {7 Fax Documentation

7] Fax Software

E‘E Fax Server Installation Files

=

Fax S-erver

Installation Files

-

Select an ikem to vi
description,

See also;
My Docurnents

My Metwork, Places
My Compuker

ew ks

Mame 4 Size I
[ Brooktrout Diag
|:I Fax Dacumentation
[CdFax Software

Z] msTaLL S KE
G unwise 159 KB
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Installing msXfax XP on your Exchange server

BNS Group does NOT support installation of msXfax XP on your
Exchange Server.

BNS Group does NOT support installation on Microsoft Small
Business Server.

Install msXfax XP on another Windows 2000 Server other than
your Exchange Server.
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Note:

Test your Brooktrout Fax board(s)

Disable PCI plug & play Brooktrout boards

If you are using the newer Brooktrout Universal boards DO NOT
DISABLE the device but proceed to the next section “Running
Brooktrout's Diagnostic Test Software”.

Universal Brooktrout PCI boards must not be disabled via W2K Device Manager or
they will fail to be detected and used by msXfax XP. Non Universal Brooktrout PCI
cards must still be disabled as usual or the new hardware detection wizard will be
displayed on each boot.

PCI Brooktrout fax boards should have the plug and play disabled in the Windows

2000 operating system.

B After re-booting your system login as Domain Administrator or an account with
Administrator rights to the computer.

B You should notice that Windows 2000 may have detected a PCI board. Select
“Cancel”.

If Windows 2000 does not detect the Brooktrout PCI board(s),
your mother board may not be compatible with Brooktrout's PCI
implementation or some other related problem.. You should
consult Brooktrout/Your computer manufacturer about this
problem.

B Go to programs, Control panel, double click System Icon.
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Note:

B Select the Hardware tab

B Select Device Manager

B Expand other devices to show unknown PCI devices.

If you are using the newer Brooktrout Universal boards DO NOT
DISABLE the device but proceed to the next section “Running
Brooktrout's Diagnostic Test Software”.

B Right click, select disable as shown below.

114
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..E..r.;; Device Manager

J Ackion e |J = |

2| a a8

Fl- 2 MSHFA-BOSTON
- . Computer
I [0 Disk, drives
-2 DVDICD-ROM drives
! #-7=4 Floppy disk contrallers
[+ Floppy disk drives
(-2 IDE ATAfATAPT controllers
@ Kevhoards
Eﬁ) Mice and other pointing devices
=B Metwork adapters
El C@ Other devices

._ PrC] Devics
i B video Conl Disahle
l r;;‘ F‘u:urts (come  Uninstall...

! {B Sound, video ¢

G- System device

-8 Universal Seriz
----- & Intel 5237

Scan for hardware changes

Properties

ontraller

115

PCI Device

& Disabling this device will cause it to stop functioning, Do you really wank ko disable it?

[

B Select Yes to the warning message.

Running Brooktrout's diagnostic test software

Section 7 installed the diagnostic test software for your Brooktrout fax board(s).

Important: Do not use Windows Terminal Services to conduct Brooktrout
Diagnostics Tests. Perform the tests at the fax server itself.
B Connect phone lines to your fax boards in accordance with the Brooktrout
hardware guide which came with your fax board(s)..

B Login to your fax server as a Domain Administrator.

B Select Start
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Select Run
Type CMD
OK

installation files.

Navigate to brooktrout diag directory
B Type TESTNT

Navigate to the program files directory on the disk where you installed the

VWINMT S System32 ' cmd.exe - testnk

11:86a
Bi:46p
A5 :37p
B2:22p
A5 :56p
B2:4%p
A3:21p
B3:17p
A7:03a
B2:34p
A7:8Zp
1i:i4a
A?:51a
B3:8%p
A6 - 47p
B7:58a
A7:45%a
B1i:33p
11:5%7a
Bi:41a

CxbtdiagivZ _winZ2k>testnt

= | TR Series Hardware Test for Windows NT v1.2

CCODE.TART
COUNTRY .CFG
DIAGLZ _EXE
DIGITAL.CFG
FARXCFG.EXE
FARXINIT.CFG
FAXINIT .EXE
IBHPCPS . FZ8
I5DN.CFG
MEG.THT
ntdiag.exe
HTINETAL.EXE
READHE.TXT
RESULTS.THT
RUNFAXIN.EXE
SESEI0ON.THET
TEST—164.PEX
TEET.IPE
TESTHT . EXE
USER.CFG

23 File<{s>» 3,135,195 hytes
2 Dirdis> 6.688,.162,.384 bytes free

Brooktrout Fax Driver
This application requires Brooktrout Fax
system for wuse. Thisz driver either is not

present or iz not loaded correctly.

Glick CANCEL to exit.

Driver 4.8.8 he installed an running on the

Click OK to install Brooktrout Fax Driver or

< 0K > < GANCEL >

B Position your mouse pointer to the blue bar with the title “TR Series Hardware

Test for Windows NT 1.2”.

116
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B C(Click the Right button on your mouse
B The following screen will be displayed.

TR Series Hardware Test for Windows NT ¥1.2 =
= Restore

Move
Size
Minirnize

Maximize

Close
Edik

Brooktrout F:  Defaults

Properties
Thiz application regquires F ¥
Driver 4.8.8 be installed an vunning on the
system for use. Thisz driver either is not
present or is not loaded correctly.

Click OK to install Brooktrout Fax Driver op
Click CAMCEL to exit.

< 0K > < CAMCEL >

117

B Select Properties

B In the Options tab make sure that the “Quick Edit mode” and “Insert Mode”
options are UNCHECKED.
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& "testnt” Properties d |

Options | Fant I La_l,n:nutl En:nln:nrsl

— Curzor Size — Display Optionz
" Small &+ Window
" Medum i~ Full Screen
% Large
— Command Higtary———— — Edit Optionz
Euffer Size: IED 3: [ QuickE dit Mode
Humber of Buffers: |4 3: [T Inset Mode
[~ Dizcard Old Duplicates

k. I Cancel

B Click OK.

Apply Properties 5'

= Apply properties to curent window only

(" Save properties for future windows with zame title

ak. I Cancel

B Select Apply properties to current window only
® Click OK.

B Answer the questions similar to those in the example below
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TR Series Hardware Test for Windows NT v1.2

Inztalling Brooktrout Fax~-Uoice Device Driver Uersion 4.8.8

119

How many total fax & voice channels do you want to supportdl-96, default 16>: 4

Jhat interrupt line will the I5A faxsvoice boards use;
enter —1 if you are uwsing only PCI hoards <{default 53>:- -1
What DMA channel will the ISA faxsvoice bhoards use.
—1 if no ISA boards or no DMA channel <{default 1>: -1
Configuring faxsvoice drivepr:

Mumber of channels 4

Interrupt line —1

Dma channel -1

Buffer zize B172

Interrupt gueue size 10

Debug: vy, 208 A
The C:-“WIHNHIT“bfax directory has heen created.
The zervice named ‘hfax’ has been added to the registry.
Attempting to start Brooktrout Driver (hfax servicel

The bfax szervice was started successfully.

Prezz EMTER key to continue
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“| TR Series Hardware Test for Windows NT v1.2

Faxinit

The Brooktrout Fax Driver iz going to attempt
to find fax card channels at their 1.0
addrezzes. If you have ISA TR114 products, vou
will be asked for their base I/0 addreszes.

Click OK to continue op
Click CAMCEL to exit.

< 0K > < CAMCEL >
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“| TR Series Hardware Test for Windows NT v1.2

Do vou have any ISA Brooktrout TR114 bhoards installed?

Enter v or n.
]

Do you have any PCI TR114 hoawrds installed?
Enter v or n.

Ly
PCI TRii4 port A48, IRQ 9. 4 chans, Bus @, Dev 18, Fn @.
ad84 TRi14+
adB8 TRii4d+
adfc TRi14+
adiB TRii4+
Total channels: 4 TRi14; B TruFax: B TR112--TR111MC; @ TRZ88
Mo BRI TRii14=s found.

If you have a Brooktrout I3A card and the number of channels

iz less than the actual number of channels, then try changing

the hazse [0 addres=z of the card in gquestion.

#* Before changing the address on the card, be certain to
enter ‘e’ helow to exit; and then power down your system.

If an error is reported or the number of channels is not
correct for Brooktrout PCI card; then enter ‘e’ below and see
the file README.TAT for information abhout contacting
Brooktrout Technical Support.

x x x

Enter *‘c’ to continue or ‘e’ to exit

The example above shows a 4 port TR114 Loop Start Analogue board.

B Press C to continue
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| TR Series Hardware Test for Windows NT ¥1.2
Channel Quervieuw

Status

TR114 LOOP START Waiting for Call
TR1i14 LOOP START Haiting for Call
TR114 LOOP START Waiting for Call
TRi14 LOOP START Waiting for Call

< ABOUT > < SEND > < LOG > < HELP > < QUIT >

4 availahle

B You should initially see each port with the Status = “Resetting Channel”.
B After a few seconds, the Status should change = “Waiting for Call”.

B Print a copy of the screen above so that when you configure msXfax XP fax line
devices you will know exactly which ones are which. The general order relates to
the sequence you placed the boards in the PCI slots.

B Connect your Brooktrout board lines to your telephone interface. If you are using
a standard analogue loop start phone system, connect line 0 to your telephone
socket.
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[#.] TR Series Hardware Test for Windows NT ¥1.2 £
Channel OQuerview

Status

TRii4 LOOF START Waiting for Call
TRii4 LOOF START Waiting for Call
TRi14 LOOF START Waiting for Call
TRii4 LOOF START Waiting for Call

Port

Phone Mumber

File Hame TEST.IPS

< HELP > < CAMCEL >

< ABOUT > < SEND > < LOG > < HELP > < QUIT >

B Click on the < SEND> button with your left mouse button
Select port O (this is the cable labelled 0 when using standard phone connections)

B Enter the phone number of the fax machine. Our example shows that we are
dialling a fax machine via a PABX extension.

B Click OK
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“ | TR Series Hardware Test for Windows NT ¥1.2

Channel Oueruiew

TR114 LOOP START
TR114 LOOP START
TR114 LOOP START
TR114 LOOP START

Status

Dialing 29

Waiting for Call
Waiting for Call
Waiting for Call

< ABOUT > < SEND > < LOG > < HELP > < QUIT >

Request for send on

B The test program will now say Dialing + the phone number you specified.

B The test program will advise of progress. If everything is working, it should say
sending.



msXfax "® for Microsoft® Exchange 2000/2003 Server 125

[#.] TR Series Hardware Test for Windows NT ¥1.2

Channel Oueruiew

Status

TRi14 LOOF START Success

TRii4 LOOF START Waiting for Call
TRi14 LOOF START Waiting for Call
TRii4 LOOF START Waiting for Call

Fax on port B was =s=ent successfully?

Click on port line to highlight it,. and then
click on it again or press the Enter HKey for a
more detailed information about the fax.

Success

< 0K >

< ABOUT >

< SEND > < LOG > < HELP > < QUIT >

equest for send on

Note:

B Click OK.
B Select Quit

Port O in the Brooktrout diagnostics is device 1 in msXfax XP.

Note: if the status does not change from Resetting Channel to Waiting for Call, you
may be experiencing problems such as:

1. IRQ/DMA resource conflicts (ISA boards)

2. PClresource allocation problems (check your BIOS settings with
Brooktrout/your computer manaufacturer)

Under certain circumstances your computer may not even boot with multiple
Brooktrout boards installed. If you experience this condition please contact
Brooktrout and your computer manufacturer to resolve the specific hardware issues
relating to your system.. For example: AOPEN motherboard AX6BC generated 1
long beep and 3 short beeps at power on stage when more than 1 Brooktrout PCI
board was installed in a BNS Group test lab machine.
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Remove Brooktrout Diagnostic Software

Important!

Removal of Brooktrout Diagnostic software is mandatory
otherwise msXfax XP will not work.

B Remain logged in to your fax server as a Domain Administrator.
Select Start

Select Run

Type CMD

OK

Navigate to the program files directory on the disk where you installed the
installation files.

Navigate to brooktrout diag directory
B Type NET STOP BFAX

Microzoft Windows 2088 [Uersion 5.80.21951
CC» Copyright 1985-28000 Microsoft Corp.

Czsrnet stop bhfax

The hfax service was stopped successfully.

G

B Type NTINSTAL -R

C:shtdiag*ntinstal —»

Deleted file — C:SWINNTwbfaxsbhfax.sys
Driver removal completed.

C:sbtdiagl

B Re-boot your fax server



msXfax "® for Microsoft® Exchange 2000/2003 Server 127

Installing msXfax XP

Login to the Domain & Permissions
B If your fax server is a Windows 2000 member server you may login as a user of
the local administrators group or as a domain admin.

B If your fax server is a Windows 2000 domain controller you should login as a
Domain Administrator.

It is recommended that your fax server computer account be in the same domain as
your Exchange server computer account.

With the exception of the msXfax XP Print Service, all other msXfax XP services run
in the local system context. msXfax XP uses POP3 protocol to access its Exchange
mailbox using credentials supplied in the setup/configuration of msXfax XP.
Therefore, msXfax XP requires no special permissions to access your Exchange
server over and above the POP3 credentials to access the msXfax Messenger
mailbox.

Active Directory services interfaces built into Windows 2000 provide the transport
for msXfax XP to access directory resources.

Run the Setup program

The initial installation setup program installs: Brooktrout diagnostics,
documentation and msXfax Setup software.

If you're upgrading you should have already installed the msXfax XP installation
files (see previous chapter). The procedure is the same to upgrade as it is to install a
fresh copy. In most instances, msXfax XP setup software will examine existing
software settings and preserve them during the upgrade.

In previous sections you installed and tested hardware components, configured
Exchange 2000/2003 in preparation for installation of msXfax XP on your Windows
2000 fax server.

Now it is time to install msXfax XP on your fax server.

B Navigate to Program Files\ BNS Applications\Fax Server Installation Files\ Fax
Software
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X

=1-{_1 Program Files
#-{] Accessories
#-1 Adobe

[=1-_] BMS Applications
#-(C0 EMotifyal

..... {27 EBrookkrout Diag

-{_7] Fax Documentation

=-{_1 Fax Server Inskallation F

=

g

Fax S;thware

—

i

Marne  #

Select an itermn ko wiew iks description,

See also:

My Documenks

My Metwork Places
My Compuker

% CoverSetup.exe
% ExConfig. exe
%ms:(setup.exe
i™rz05etup MsI

B Run the msXfax Install Program, msxsetup.exe

B Accept or Reject the license agreement, click Next

B Choose a local hard disk location for installation of msXfax and click Next

<% Evaluation Motice

Thiz installation inztallz a 30 daw Evaluation Werzion of the
Fax Server by default,

|F wows wigh bo coreert this tboa live copy perfarm the upgrade
wia the Fax Server Snap-ln Conzole that iz installed. vou waill
need to purchaze an annual licence from your reseller and

uze a release code you will receive bo activate the software.

< Back

Cancel |

B The Exchange Site code is used by msXfax XP to qualify DID/DDI routing
information in Active Directory. For example: it is possible that DID fax
extension 5555 in your Boston PBX could also exist in your London office.
Therefore, to distinguish the intended recipient in Active Directory, msXfax XP
fax server(s) in a particular site are configured to concatenate the Site code with
the numeric DID value to ensure that inbound faxes are routed to the Active
Directory object which matches both the Site code and the DID value. In a global

enterprise this is essential.

Recommendation for sites in Countries such as Australia. If your organization does
not extend beyond your country your ISDN number range will be unique.
Therefore, using “DDI” or “DID” as the Exchange Site code is recommended.
Reason: it is more meaningful in that context when inserting routing information

into Active Directory.
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#3 site Identifier X|

Exchange Site Code

=

SMTP/Exchange Server IP 10.1.1.1
Address

Mate : The Site Code iz used to identify what Exchange Site
thiz Fax Server iz zervicing. Inbound fares are routed to
Exchange Users or Contacts that have a Site Code and DID
value zpecified in the Fax Murmber figld of their Active Directary
Fecord e.g Chicago3382, where Chicago’ iz the Site code and
9332 iz the DID walue.

< Back I MNewt > I Cancel

The msXfax XP Site Code is used to uniquely identify inbound routing information
within a global enterprise directory. The msXfax XP Site code is pre-pended to the
actual DID value received by the fax server to form a unique string of characters to
search Active Directory.

B Recommendation for customers who have designed their Active Directory and
Exchange networks based on Geographic location:

o Insert a meaningful msXfax XP Site Code being the general location eg:
Boston. Some customers in large networks use their Active Directory Site
name. msXfax XP Site Code is used mainly to pre-pend inbound DID values
with a logical name to ensure that DID values are unique to an office or
campus being serviced by the fax server. The msXfax XP Site code can be
changed later when you have a better understanding of its use. For now,
simply use the Office, town or city name as your Site code.

e Supply the IP address of one your Exchange Servers (or SMTP Servers)
servicing the Site. DNS entries can also be used.
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Special Note:

% Exchange Integration

Do pou want the Fax Server to integrate with
Active Directory 7 Thiz will allow pou ta manage
LzEl access, covel sheet suppart, inbound
routing etc from Active Directony. Thiz requires
Exchange 2000

Do you want Exchange 2000 |ntegration via an
SMTP Connectaor #

Mate Thiz iz required if userz want to be able to
zend Fawes bo Outlook Business Fax and Active
Directary Contacts.

Cancel |

Customers who have deployed their first Exchange 2000 or
Exchange 2003 server should leave both of these options
checked and click next.

Customers deploying in a network where Active Directory has
been deployed but the first Exchange 2000 or Exchange 2003
server is yet to be deployed must UNCHECK the 1* option above “Do
you want the fax server to integrate with Active Directory....”

NOTE: You should always have the 2™ option CHECKED.
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:',-i!. Routing Engine Configuration EI

Fax Server [P Address I-“:”--l-3

Fax Server Port Mumber ; I25

The Routing Engine iz rezpongible for transportig mail meszages
addrezzed to Outlook, and Active Directory Contacts from the
SKMTP/Exchange Server to a POP3 Mailbax far the Meszsenger
o process.

The Routing Engine iz not required if mail meszages are sent
directly o the Meszenger POP3 Mailboxs. This may be the caze
in Mon-Exchange Ervironments.

< Back I MHest » I Cancel |

X

POP3 Hozt IP Address : 10.1.1.1

POP3 Hozt Paort Mumber ; I?

POP3 Mailbox 1d : Ims:-:fa:-c-:-cp-bljstl:lﬂ

POF3 Mailboy Pazswaord Ixmx

Messenger Email Address : Ims:-:fa:-c-:-cp-bu:st-:un@u:u:umpan_l,l.u:u:um

The Mezzenger iz responsible for reading the designated POP3
mailbox and proceszing all emails.

< Back I Hent » I Cancel

The POP3 Host IP address: is the IP address of the Exchange server where you
created the msXfax XP mailbox. POP3 Host Port Number is usually port 110.

POP3 Mailbox ID is the Account login name for the msXfax XP mailbox.

POP3 password is the password you set in Active Directory for the msXfax XP
mailbox.

Messenger Email Address is the SMTP email address of the msXfax XP mailbox..
This is the SMTP address of the msXfax XP mailbox you created. Refer to the
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Email addresses property sheet and the general property sheet of the the msXfax
XP mailbox. Refer to the following example.

msXfax XP. Boston Properties el 4

Published Certificates | Member Of | Diakin | Object | Security
E rvironment I Sezsions I Remote control I Terminal Services Profile
Exchange General I E-mail Addrezses
Exchange Features I Exchange Advanced
General I Addresz I Aocount I Prafile I Telephones | Organization

ﬁ mzxfas #P. Boston
First name: Imsta:-: [ ritialz: IKF’

Lazt narne: IBDStDn I

Dizplay name: Ims?‘ifa:-: =P, Boston
Dezcrption: Imsta:-: =P Bosgton service
Oiffice: IBDStDn

T elephone number: I Other... |

E -mail: Imsta:-:-XF'-B ozton@Company. com

YWeb page: || Other... |

| ] I Cancel Apply | Help |
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Send Systern Alerts to boston-help@company. com

Specify an Email Addresz of the party to be informed of any
alerts.

¢ Back I MHest > I Cancel |

<2 Fax Server Type x|

Select the Fax Server to [nstall

" A Brookbrout Fax Server [Ercoktrout TR114 Fax Cards anly]

= B. TAPI Fax Server [Class 2.0 Modems)

i Eiconl Fax Server [Diva Server Cards Only |

MHate, TAPI Fax Server iz default.

< Back I Hext » I Cancel
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':';qr Dial Settings |

E nter your country specific dialling information.

— Dialler Infarmation
Local Country Code:;

Local Area Code;

|nternational Dial Prefis ;

11

Long Distance Dial Prefis

< Back MHewt » Cancel

:

B Select the Country code settings

B Adobe version selection. Select which version of Adobe’s product has been
installed on the fax server.

<2 Third Party Product Support X

T he: fallowing Third Party products can be used with makfax =P

* Office P - Must be inztalled.
™ A Acrobat 5.0 Full Product [Mate. Acrobat Beader not zuitable)

¥ B. Acrobat 6.0 Full Product [Mate. Acrobat Feader not suitable]

Canizel |

B Choose the Program Manager group to place shortcuts into, click Next to
continue

< Back

B Click Next to continue installation, msXfax Setup will now proceed to install files

B When a message box appears saying you have successfully installed msXfax XP.
Click Finish to complete the installation.
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B A message stating that your system needs to be rebooted to complete installation,
click OK.

B Your system will reboot and msXfax will be successfully installed.

msXfax XP Print Service

msXfax XP offers inbound and outbound printing features. If your installation
requires printing please follow these instructions:

B Create an Active Directory account which has sufficient permissions to print to
designated printers within your enterprise. Permissions will vary depending on
your security model. Basic recommendation: set up a user account (no Exchange
mailbox) which is a member of the Administrators Group or Domain Admins
group(s) for each domain where you want to the print service to print. Small
customers tend to use the Administrator Account. Large customers tend to set up
a specific account with only the permissions required to print to printers within
the enterprise.

Note: if you decide to use other groups such as the Printer Operators Group then
this group must be granted the logon as a service right. The operating system will
automatically grant the right to the account you select when you follow the
procedure below.

Run a program Services.msc

Scroll down until you see the msXfax XP Print Server

Right click properties

Select Log on property tab

Select This account

Click Browse to select the security account you wish to use eg: Administrator
Enter the password for the account

Verify the password for the account

Click OK.

Logon as a service right may appear if the account you have used has not yet
been granted the right. Click OK.
STOP the msXfax XP Print Server Service.

B DO NOT START the service. Press the refresh button (green arrowed button)
on the Service MMC. msXfax XP’s System Attendant should automatically
restart the service having detected that it was not running.

B That completes the installation of the Print Service.
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Note:

msXfax XP configuration overview

All administration is performed via msXfax's Console

Maintaining a rich Active Directory

A rich well maintained AD will serve your organization well. Completeness of
Addpress details, phone contacts, fax numbers become important as you deploy more
AD aware applications on your network.

BNS Group recognized that AD Administrators needed a powerful tool to assist
them maintain user object properties in their respective OU’s. For example: imagine
how long it would take to change your Company name or address properties for
every user in your enterprise.

By licensing msXfax XP you automatically obtain this capability through the msXfax
XP Snap-in.

BNS Group license the features of the snap-in as a separate product called
“Management Aid to Active Directory” (MAAD) or simply known as the MAAD
tool. The MAAD tool can be purchased from the Internet and will pay for itself
immediately saving you valuable time. Before we discuss the richness of AD and
msXfax XP configurations, let’s take an important look at Permissions and Security.

Permissions & Security

msXfax XP uses the underlying services provided by ADSI/LDAP. Enterprise
customers running global networks generally delegate control of AD to selected site
administrators many of whom are NOT members of the Domain Administrators
Group.



msXfax "® for Microsoft® Exchange 2000/2003 Server 137

msXfax XP has been designed to consider enterprise global security permissions
allowing selected operations to be conducted at a local computer level (ie: Login as
user who had been granted local Administrator rights to the member server as
opposed to a Domain Administrator login).

msXfax XP management of Active Directory (Permissions)

msXfax XP is capable of updating select properties of AD user and AD Contact
objects. In order to perform updates and connect to AD itself you must login to the
Domain (from the Fax Server) with sufficient permissions to access AD itself.

One simple way to determine if you have the necessary permissions is to install the
ADMINPAK (Active Directory Snap-ins) found in the 1386 directory on the
Windows 2000 server CD. If you can access and manage AD from the Fax Server via
the snap-ins then the account you logged in as has been granted those rights.

msXfax XP management at a local server level

Enterprise customers typically want to restrict access to AD using the tools available
in Microsoft’s snap-ins. However, at an operational level, a local administrator will
need local access to the member server and login as a local user account (Refer to:
Start, Programs, Administrative Tools, Computer Management, Local Users &
Groups).

A local msXfax XP administrator must be a member of the Local Administrators
Group in order to access configuration settings and other features provided by
msXfax XP’s console.

Note: If you implement security in this manner in an Exchange
2000/2003/Active Directory enterprise, please advise your local
administrator not to utilize the options called:

1. Fax Server settings in absence of LDAP support

2. Fax Server user access in absence of LDAP support

These 2 options assume that there is no back end LDAP compliant
directory service but still provides security at a local level. In
reality, itis purely a permissions restriction.
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Configuring msXfax XP Printer Driver

Fax printer driver

This documentation assumes that you're logged in to the Domain with full
permissions to AD.

B Select msXfax printer driver installation as shown below.

%

Accessories

@ Administrative Tools
@ Adobe Acrobat 4.0
@ Microsaft Office Tools
(5 soundmax

@ Startup

e Inkernet Explorer
Microsoft Access
Microsoft Excel

E Microsoft FrontPage

-

A Microsoft Qutlook

Mew Office Document:

Open Office Document Microsoft PowerPoint
Microsoft \Word

AR B I‘_;ﬂ Qutlook Express

Documents
Settings
Search
Help

Run...

Shut Down. ..

e I“_;ﬂ |J @ fax server setup more %Paint Shop Pro - Images Qu(ﬂ

cEl 1047 PM
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Browse to listed file : ﬂﬂ

Laak i I 3 system3Z j = =% Ex-

1 cCache & dhcp [ inetsry & npp

] CatRook (] Directs (s (] MtmsCrata

| certsry [ drivers e | LogFiles Casz

| clients e | DTCLog [ Microsaft Cras

|:I an |:I expork |:I i |:I reminst

= config Clias [ netman Crocket
1| | i

File name: IHasdd Open |
Files of type: IHasdd_dI_ j Cancel |

[~ Open az read-anly

B Simply click on the Open button.

Information ] X

@ &FF Fax Printer Driver Installed Ok

B Click OK

Note: if you do not see the APF Fax Printer Driver Installed OK dialogue box above
this is probably because you're installing on Windows 2003 Server. BNS Group has
not qualified msXfax XP version 6.7.4 on Windows 2003 Server. If you are a beta

test partner on Windows 2003 Server, please refer to the very end of this manual.

If you have installed on Windows 2003 Server you should install only on
Windows 2000 Server Service Pack 4.
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B Select Start, Settings, Printers.
B Right click on APF Fax Printer Icon

Note: Set the APF Fax Printer as the Default Printer (“Set as Default
Printer”)

B Select Properties

I Open
APF F
M  Set as Default Prinker

Printing Preferences. ..

Pause Prinking
Cancel all Dacuments

Sharing...
Ise Printer Offline

Paste

Create sharkouk
Delete

Rename
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%" APF Fax Printer Properties 7] x|
Generall Sharingl Paorts  Advanced I Securit_l,ll Device Settingsl

f Alwaye available
¢ fwvailable from [1zo0am = 10 J1zo0aMm

=1 =
Friority: I'I _I?
Diriver: ITF"S AP Far Printer j Mew Diriver. .. |

" Spool print documents =0 program finishes printing faster

£ Start printing after |ast page iz spodled
£ Start printing immediately

& Frint directly to the prinker

™ Held mizsmatched documents
™| Frint spooled documents first
™| Keep printed documents

¥ | Enable advanced printing features

Printing Drefaults. . Frint Processar. . | Separatar Page... |

k. | Canicel | Apply |

B Click on Advanced property tab
B Select the radio button “Print directly to the printer”
B Click OK.
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msXfax XP Configuration

msXfax XP Console

Prior to msXfax XP version 6.7.4, msXfax XP utilized Microsoft Management
Console (MMC) snap-ins as the method of management. With the introduction of
Windows Server 2003, Microsoft implemented version 2.0 of the MMC which is not
supported on Windows 2000 Server. BNS Group therefore, decided to replace the
MMC snap-in with its own independent console to provide backward compatibility
for msXfax XP customers.

B To load the msXfax XP Console, select Start, Programs, BNS Applications,
msXfax XP, msXfax XP Console.

The first time msXfax is started you are allowed 30 days to evaluate the software.
At any time you can activate the software from evaluation mode to production.
Once it is activated, the expiration date of your license is displayed on the main
msXfax XP console. During the evaluation period, each fax transmitted by msXfax
has an evaluation statement included at the top of each fax page (called the fax
header). When the product is activated in a production environment, the fax
header comprises details such as recipient name.

Configuring msXfax XP for Eicon boards

msXfax XP and Eicon Networks Diva Server boards offer a flexible, scalable and
easy to configure solution.

B Open Eicon Fax server

B Double click Fax Devices
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Fax Server Configuration

=N F_a:-: Server Eicon Devices
i Seftings —Specify how pour ISDM interface iz configured

- Fax

Lines
|:;|'1'|.F' ] '.'-.-'. =

BB o7 o) et |+61 293720112

Transmit Circuits ;

Receive Circuits ;

1dd

Total CAPI Channels available ;

MHaote. Restart Eicon Fax Server after any changes.

ok Apply Cancel

Note aboutEicon: Prior to release 6.5.4 Eicon boards were configured as TAPI
devices. Effective release 6.5.4+ Eicon boards are configured as a
CAPI pool.

B Double click on Fax Devices
B Double click on Settings

B The CSID (Communication Subscriber ID) for All Channels is the value which
msXfax XP will exchange with the remote fax machine in the fax call setup. CSID
usually contains your main fax line number for identification purposes by the
receiver.

B Total CAPI channels available represents the number of B channels (for ISDN)
which are configured between the CAPI Pool Service and your Eicon adapter(s).

B You need to set how many of the fax lines will be used for transmitting and the
number for receiving faxes.

B Receive circuits represents the number of fax lines which can be received.

Receive Circuits must match the total number of Eicon Interfaces configured to
Answer incoming calls. It is important to make sure that your Eicon adapters are
configured to answer calls and that the total number of lines set to answer should be
equal to the number specified in msXfax XP.
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Fax Server Configuration

=~ F_a:-: Dialer Statistics |

Archive Perod

365

Archive Events Older than Dapz

Maote, |ze the Statiztice Option in Global Fax Settings to perform the Archive.

ok Apply LCancel

B Archive period refers to the msXfax XP events recorded in the Statistics table of
the msXfax XP database.

Archiving of statistics is performed via the Fax Server statistics option by clicking
the checkbox “Purge & Archive Statistics” then pressing “Export to CSV”.

s Fax Server Statistics

Sarted by Time Entered

EwventlD

. =10 x|
Time Entered I Time Sent I Sender Mame I Subiject I Retry Count I Diuration I Total ﬂ
ek 9/03/2004 5:45.00 P 9/03/2004 545 +51 2 99720112 9372m13 1 a6
4741 9/03/2004 54231 P 90372004 543 461 299720112 9372Mm13 1 a6
4733 9/03/2004 5:41:53 P 9/03/2004 5:45: adminiztratori@eschibd mefas =P Test F: 1] a5
4740 34032004 5:47:53 P 9032004 5:43: adminiztratorf@eschibd mekfas 2P Test F: 1l a6
4738 9/03/2004 5:40:08 P 90372004 5:40: +61 299720112 99F2m17 1 ae
4735 9/03/2004 5:38:35 P 9/03/2004 5:40: adminiztrator@eschBbd mskfas =P Test F: 2 a6
4735 9/03/2004 53835 P 9/03/2004 5:37: adminigtrator@eschobd mefas =P Test F: 2 1
4737 9/03/2004 53752 P 90372004 537 61 299720112 99v2miy 1 ae
4735 9/03/2004 5:37.28 P 9/03/2004 5:36 adminiztrator@eschobd mefas =P Test F: 1 1
4736 9/03,/2004 5:36:20 P 9/03/2004 5:37: adminiztrator@exchabd mefax =P Test F: 1] a5
4734 9/03/2004 530012 P 9A03A2004 B:30: +61 2 99720112 9ar2my n a6
4733 9/03/2004 52330 P 90372004 529 +61 299720112 9372m1y 1 a6
4732 9/03/2004 52842 P 90372004 5:28: +61 299720112 99717 1 ae
471 8/03/2004 52757 P 90342004 530 adminiztrator@eschobd mefas =P Test F: 1] a6
4730 9/03,/2004 5:27.57 P 9/03/2004 5:29: adminiztrator@exchabd mefax =P Test F: 1] a5
4729 9/03/2004 5:27.568 P 90372004 527 +61 299720112 99137 1 a6
4728 9/03/2004 526:25 P 9/03/2004 526 +61 2 99720112 99720334 1 a6
4726 94032004 5:26:13 P 920342004 5:28: adminiztrator@eschibd mskfas =P Test Fe 1] a6
4727 9/03/2004 52613 P 9/0342004 5:27: adminiztrator@exchibd mefax =P Test F: ] a6 p
of
%+ Show &l Faxes ¥ Descending Order Select Directary to Export to E"‘I
" Show Sent Faxes ¥ Launch Excel
{ ShowReceived Fakes [ Purge & Anchive Statistics Export to C5Y |
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B msXfax XP has now been configured to communicate with your Eicon Diva
Server board.

Restart Eicon Service:  Itis important that you now restart the Eicon Fax Service.

If you are using Eicon Diva Server cards bypass the next section
relating to TAPI class 2.0 devices

Configuring msXfax XP for TAPI fax class 2.0
devices

msXfax XP when configured for use with TAPI modem(s) offers a friendly easy to
use interface for configuring class 2.0 fax modem(s) and telephony settings.

B Open TAPI Fax server

B Select Fax Devices

2 msXfax XP Console v6.7

File  Abouk

; -__] Messenger running, Last Accessed POP3 Mailbox
-] Dizpatcher running, w0 nE:0

;I TAFI Fax Server running

t ] Start Service

-] Stop Service

-] Utilities

%

B Double click on Settings
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TAPI Server Configuration

- TAPI Fax Server
- Gettings
=l Fax Lines
- Bulk Changes
- Devicel

----- Device3
o Deviced

Dialer | Statistics |

—Dhialer Informatiorn
Local Country Code I1

Local &rea Code : |?51

Interhatianal Dial Prefix : IEI11

Long Digtance Dial Prefis ; |1

—Retrie
Retries : I3 @
Retmy [nteral : Ig ZI (Mirutes]

ok | Appl

B These entries were created from the set up

=1+ TAPI Fax Server
----- Settings
= F_a:-: Lines

TAPI Server Configuration

Dialer  Statiztics |

—which Events to Log

v A&l Transmitted Events

v 4l Received Events

—Purge

365

Purge Events Older than Dapz

OF.

B Log events are written to msXfax XP statistics database for reporting purposes.

B If you have many modem devices to configure try using the “Bulk Changes”

option.

B Double click Bulk Changes

Select your first modem device.

B Supply all details for your Fax class 2 Modem to be applied to selected devices

eg: device 1 to device 4.

B Click apply to set those channels to these values.

H DO NOT CLICK OK.
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Note:

If you have say devices 5 to 8 to set as receive channels click the radio button RX
Enabled, change “From device” to 5 and “To Device” to 8.

Click apply to set those channels to these values.

B Check your parameter settings for each fax device.

msXfax XP has now been configured to communicate with your TAPI fax class 2
device.

Line Type should be set to Normal.

The CSID value is the “Communication Subscriber ID” which is exchanged in the
fax call setup between 2 fax machines. This can contain you business name or
your main fax line number for identification purposes by the receiver.

TX Enabled allows faxes to be sent on this fax device

B RX enabled allows faxes to be received on this fax device

B Dialout is the command set which msXfax XP will use before dialing the fax

number.

e This is reserved for PABX dial-out commands eg: “9,,,” will be included in the
AT command sent to the fax modem to dial 9 and wait for 3 seconds before
supplying the remainder of the fax number. (A comma = wait for 1 second).

Suffix is similar to Dialout but is appended after the number is dialed. This is

useful for certain types of PABX equipment but is generally not required.

Modem Init string can’t be changed for Eicon Diva Server by design.

If you make changes on the above property sheets, you must click
apply and double click to move on to the next fax device.

TAPI Server Configuration

= TAPI Fax Server
- Gettings
- Fax Lines
e Bulk, Changes

Device?
: Deviced
i Dewiced

Chanrel Phone |DiD |

—Phone Setting
Dial Type ; IT':'”E j
Dial Methad - IN::-rmaI [Expect Dial Tone] j
Ring Count I-I @

Desired Line Speed ; I-I 4400 jv

Mate. Eventual Line speed will be bazed on negotiated line quality,
howeser thiz iz the optirmum speed desired.

Devicel ok Apply Cancel
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B Phone settings - Dial type is usually set to Tone, Dial method is usually set to
Normal, Ring count determines the number of rings before the fax modem will
answer an incoming call.

- TAPI Fax Server Channel | Phore DID |
[l ~Detai
=) Fax Lines
- Bulk Ec"”E'ES DTME Wt Time : |9 B4 (i seconds)
evice
Device? DID Digits - IE= ZI [Murnber of digits to expect in 01D
DE""!CEE Mate, 0 length means DID naot active. Alzo specifving an incaorrect
""" Deviced number of digits ko expect fram your phone provider will rezult in inbound
callz being rejected.
Devicel 1]4 Apply Cancel
DTMF support: This is planned for a future release with TAPI devices capable of

supplying DTMF tones from PABX's suitably configured for
inbound fax routing.

DID (Direct Inwards Dialing): This is only relevant where such a device is capable of
providing DID information and has been certified by BNS.

msXfax XP General Configuration

Licensing

To fully license your product, you are required to supply a value called “System ID”
to your reseller who in turn obtains a license key for the subscription period eg: 12
months.
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The System ID is nothing more than a value generated which is tied to the
configuration of your hardware. It does not identify anything about your
organization or credentials or any other elements which would breach security. It is
only a means of generating a key pair (based on the hardware platform) to avoid
piracy of BNS Group software.

Note: It is also possible to stop and start all the msXfax XP services via the console.

% ms¥fax XP Console v6.7 =0 x|

File  Abouk

El;l Syztemn Manager
-] Attendant running

-] Utilities

;l Routing Engine running, Lazt Contacted by 3000ex. dermo.com at 070342004 14:28:10

;l kezzenger running, Last Acceszed POP3 Mailbox mexfaschicago at 01/03/2004 14:28:41 Messages \Waiting : 0
;l Digpatcher inning, Outd:0 Ind:0

;l TAPI Faw Server running

[#1-__] Global Fax Settings

Evaluation License YWalid for 23 Daps
Mate. Double Click Modes to Execute Functions.

Start &l Services

Stop &l Services Send a Test Fax IJpdate License

For Micresolt® Exchange 2000,/2003 Sarver

Wiy brsgroup, com

B Left click on the + symbol to open respective folders.

B Double click on the options which are expanded. Each option is called a Node.
There is a note on the main console screen to remind you to double click to open
the function.

B Commonly used functions are now included Right Click on the msXfax XP
Folder in the Console Root, and select Update License

B A screen similar to the following is displayed.
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License Information il

“Y'ou can request vour evaluation version of the Fax Server be converted to a live wersion by purchazing an
annual licenze.

Alzo an existing annwal icense can be updated. |n both cazes contact your reseller ar visit our web site at
v, Bnzgraup. com.

“When you have purchased vour annual licenze vou should receive a release code from vour rezeller or BHS
Group.

—Supply thiz to reseller or BMS Group——————— —Enter theze Detailz from rezeller or BHS Group——

System D IEE*VI EAES Serial Mo I

ESD Order Mo# : I Release Code I

ESD Order D ate :I Activate Licence |
—ary Mote

Fax Server License Expires on: 01,/03/05

—Check Functionality supported in thiz Editio
Funitianality | \

—BMS Group Contact Detail

Sales: sales@brsgroup.com
Phone :  +61 2 6231 2704
Support ;. support@bnsgroup. com
Phone:  +61 2 93720113

Fequest &ctivation Code

Web:  httpe/ v bhzaroup, com

B The Notes field can be used for your records to record additional information
such as: who you purchased the software from, your purchase order number and
other relevant details. This will be very useful in the future.

B If you purchased your software via the Internet, enter your purchase details for
future reference.

B If you purchased msXfax XP via the Internet you can electronically request an
Activation code. If your fax server is connected to the Internet, press the
hyperlink “Request Activation Code”
http:/ /www.bnsgroup.com/bns/license.asp?a=products&next=chooseprod

B Alternatively, visit www.bnsgroup.com to request an activation code (Select
Product Info, “Registration and Licensing”) . Activation codes typically take 24
hours to clear our verification system. Please do not leave it until the last day or
so before you activate the product.

B If you purchased msXfax XP from a reseller, you should advise your reseller of
your System ID and allow your reseller to request an activation code on your
behalf. Activation codes are not issued until payment has been received in full by
BNS Group.

Please note: Activation keys are sent to the registered customer via email only after
payment has been received in full.

B Upon receipt of the Release code (Activation Key), enter it into the field called
Release code and click on the Activate Licence button.
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msXfax XP Configuration in more detail
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msXfax XP’s setup program requests as much information as possible to pre-
configure the required elements of your fax server and its interaction with

Exchange/ Active Directory.

Trace Windows show you what's happening

B Open Global Fax Settings
B Double Click Trace Monitor

i ms¥fax XP Console 6.7

File  About
;I T&PI Fax Server not iunning
- Utitiess
(=] G Iobal Fax S ettings

------ | Global Fax Server Permizsions and Cover Page Settings

. ] Unable to Conmect to Exchange Host via LDAP

| Manage Fax Confimnation Templates

-] Reparts

-] Statistics

t 2] Trace Monitar
1]
Monitoring Selection |
M anitor

% Local Fax Server

" Femate Fax Server, P :I j

Clear Cache I

— T agks to bonitar ;

Al
" Attendant

f* Fouting Engine

....................................

i Meszenger

" Outbound Fax Processing Manitar MNow I

£ Fax Server

B Select Tasks to Monitor = Routing Engine
B Leave Monitor option set to Local Fax Server.

Allow time for the routing engine trace to appear.
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= Fax Server Task Trace Monitor

File Edit wWindow Help

(M| #|E|e| =|5|m|

=) Routing Engine - 10.1.1.3

[T Reconnectto Trace Server § Pauze ¢ Continue
MHate, There may be a short pauze before the server connects.
Trace will cycle after 1000 lines.

Attempting to connect to Trace Server. Please Wait ...

114552002 3:13:30 PM mskfax <P Routing Engine [dling
11A15/2002 3:18:35 PM ma+<fax #F Fouting Engine 1dling
114552002 3:13:40 PM makfax =P Bouting Enaine |dling
114552002 3:13:45 PM makfax %P Bouting Engine [dling
1115/2002 3:18:50 P max<fax *F Routing Engine 1dling
114552002 3:13:56 PM mexfas =P Bouting Engine [dling
114552002 313:01 P makfas #P Routing Engine [dling
1115/2002 31906 P me+fax *F Routing Engine |dling

B You should see a trace window similar to the example above.

B Please minimize the trace window.

msXfax XP System Attendant

The msXfax XP system attendant is responsible for overseeing and managing
various services. If the system attendant detects a service not running, it will
automatically start the service.

msXfax XP’s console allows you to manage different aspects of each service or
function.

2 msXfax XP Console v6.7

File About
El;l Systern Manager
SR - ttendant not nning

] Start Service

--__] Fouting Engine not running
-] Messenger not running

1

B Double click Properties



msXfax "® for Microsoft® Exchange 2000/2003 Server 153

—Primary Alert Addres
Send Alerts to Email Address b awirmuim Alerts
bostan-helpEcampary. com |'| oo %
[uzes SMTP Server defined in Meszenger Configuration]

—Alernate Alert Address & SMTP Server
Send Alerts to Email Address ;

Exsternal SMTP Server

—Hueue Depth

Send Alert

20
20

Aumaiting a Free Line :
Tranzmitting :

Received awaiting Meszenger :
20

20

Proceszed awaiting Messenager

el

Conversion

Save LCancel

B The properties of the System Attendant shows basic configuration elements.

B The default maximum alerts should be set to 10. You can alter it if you wish but a
maximum of 10 alert messages delivered to your mailbox should be sufficient.

B Queue depths represent the number of items in the queue at any one time. If
these thresholds are reached a warning message is delivered to the email
address(es). Do not change the settings unless you have good reason to do so.

msXfax XP Routing Engine

msXfax XP Routing Engine is a powerful SMTP smart host included with the
msXfax XP package, which acts specifically as a router for FAX and other eligible
address space items from Exchange. Configure the Routing Engine properties as
follows:
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Tip!

Routing Engine Properkties

[~ Dizable Routing Engine

[Stopz Fax Requests from Outlook, Contacts and Active Directory Contacts being procezsed]

154

—Routing Engine Configuration

Fax Server P Address : |1D-1-1-3

Pt ; I25

mzxfax Messenger Email Address: ImsHfax-xp-bnstnn@cnmpany.u:u:-m

[T Allow Logging ko ‘Windows Event Log. Caution : Log will fill quicklp.
[T allow Detal Logging Cycle Lags after IF daps.

Save

Cancel

These values were configured automatically based on the values you supplied during msXfax

XP’s setup program.

Click on the “Allow Detail Logging” option at the bottom of the

Routing engine property page if you are installing msXfax XP for
the first time. This will assist in problem resolution. Make a note

to yourself to uncheck this option when the fax server has been

fully commissioned and you're happy that everything is working

to your satisfaction.

Logging items to the Windows Event log and detailed logging should be used for

troubleshooting only.
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msXfax XP Routing Engine Trace

= Fax Server Task Trace Monitor
File Edit wWindow Help

(M| #|E|e| =|5|m|

=) Routing Engine - 10.1.1.3

[T Reconnectto Trace Server § Pauze ¢ Continue
MHate, There may be a short pauze before the server connects.
Trace will cycle after 1000 lines.

Attempting to connect to Trace Server. Please Wait ...

114552002 3:13:30 PM mskfax <P Routing Engine [dling
11A15/2002 3:18:35 PM ma+<fax #F Fouting Engine 1dling
114552002 3:13:40 PM makfax =P Bouting Enaine |dling
114552002 3:13:45 PM makfax %P Bouting Engine [dling
1115/2002 3:18:50 P max<fax *F Routing Engine 1dling
114552002 3:13:56 PM mexfas =P Bouting Engine [dling
114552002 313:01 P makfas #P Routing Engine [dling
1115/2002 31906 P me+fax *F Routing Engine |dling

To show some activity in the Routing Engine perform the following from the Fax
Server:

B Run Outlook rich client. (You may need to create an Outlook profile to access
your mailbox.). Alternatively, use an existing desktop Outlook client to send a
message

B Refer to the following examples to create an Outlook Contact. Enter a fax number
for this test user which is a fax number of your fax machine in your office. This
will allow verify that the fax transmission worked successfully.
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EE Bill Brown - Contact

File Edit Wiew Insert Formak  Tools  Actions  Help

[& 5ave and Close E = I 4 ®."é R B

General I Details I Activities I Certificates I All Fields I

g Full Mame. .. ||E=i|| Brawn @Eusiness :||+1 [617) 12345675

Job title: ITest Iser Home :II
Company: | Test Company Business Fax :l |+1 (517} 56889399

File as: IEiru:u.-'-.lnJ Bill j Mabile :II
address, ., % E-rnail 1“
AR

Business ll Display as: |

it

% \Web page address: I

[ This is the mailing address

IM address: I

Conkacks. .. | I Cakegories. .. |||
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g Untitled Message - Microsoft Word

- Fle Edit Wiew Insstt  Format  Tools  Table  Window  Help
PeHER SRY|(IBRS| v- o
£ §end| i - Eq‘ r 3 | L ‘Ogtions... -

%D@EE @|@1T@, il

HTML -

Select Names

Ll x

Show Kames From the: IContacts

Twpe hame or Select from List:

I Message Recipients

I Mame To-= | b Eill Brown (Business Fax) ;l
Bill Branwr -
=
Clinton il

Mandarin Mew York, ko>

Sydney Office

Bec -= |
-

4| 3

M, .. | Properties | Find. .. | Send Options. . .

Ik I Cancel | Help |

H DN I

Lig 3 test fax - Message - Microsoft Word

File Edit Miew Insert Format  Tools  Table  Window  Help
PEEHEH SRY BRI 0o
iend| m - E¢| r 1 | Ll |0Etiu:|ns... -

|Bi|| Brown (Business Fax)

|a kest Fax

e H0ORE

HTML -

&

Test fax

B Your test fax should look similar to the one above.

B Press send and then observe the Routing Engine trace activity.
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=] Routing Engine - 10.1.1.3

[ Reconnect ta Trace Server { Pauze ¢ Continue
Mate. There may be a short pause before the zerver connects.
Trace will cycle after 1000 lines.

11/13/2002 11:57.31 Ak EHLO exzerverl. Company. com

1141842002 115731 AM MAIL FROK: <Adminiztrator@Compary. coms

1141842002 11:57:32 AM mexias <P Routing Engine dling

1118/2002 11:57.32 A RCPT TO:<IMCEAFAX-Bill+ 20Brown+40+2B1+20+ 2861 7+29+2083383999=2 Compary. coms
1141842002 11:57:32 AM 354 Readw for data, terminate with CRLF.CRLF

11/18/2002 115742 Ak Clozing Socket

1141842002 11:57:42 AM mexfad =P Raouting Engine |dling

1141842002 115747 AW Mezzage routed to mefax Messenger Server

You may need to select “Reconnect to Trace Server” before you commence tests
from Outlook.

Sending a message to Bill Brown Business Fax address from Outlook sends an SMTP
message to msXfax XP’s routing engine as shown above.

The above confirms that Exchange has received the message from Outlook and
delivered it to msXfax XP smart host for processing.

msXfax XP Messenger

The msXfax messenger handles core processing and management of fax messages.
B From the main msXfax XP Console, open the msXfax Messenger folder

B Various property sheets are displayed.
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Messenger Properties

| POP3 Host | SMTP Host | Disclaimer | Diagnostics | Fiter |

[T Disable Active Directory Support
[This will restrict Cover Page, inbound Routing and User authentication functionality. ]

Site Code IB':'St':'n

Global Paszs Code : I [Optional]
[Mote. If zet, iz required on all fax submizsionz, PASSCODE #value in meszage body]

Freeform Fax String IFM@

Save LCancel

B Most of these settings should not be altered once they are set up. We recommend
that you leave these settings as they are until you examine the security
recommendations later in this documentation.

B Global Pass Code is optional for additional security when used with freeform
addressing. If you set the Global Pass Code to “Microsoft”, users will need to
include PASSCODE#Microsoft in the memo of their Outlook fax message.

B Some users nowadays use FAX# in their autosignatures which could cause
forwarded emails to fax to be copied to recipients not intended to be copied.
msXfax XP allows the freeform string to be defined by your organization.
Examples could include: FAX@, FAX=, msxfax# or fax% or any other keyword
you feel is appropriate. We recommend that you use FAX= as the freeform
address

Messenger Properties i 5[
General POF3 Host |§I‘-1TF' Hu:ustl Qisclaimerl Diagnnsﬁicsl Filter I

Hast IP 10111 POP3 Host Port - |110

b ailbox (D for kMezzenger: Ims:-:fa:-:-:-:p-l:-nstnn

Ixxxxx

Pazzword for Mezzengern

Email Addrezs of Meszenger : Ims”fa’*'”p't":'ﬂ':'”@c':'""pa”-""':':'m

Save LCancel

B The Host IP address should be the IP address or DNS name of your Exchange
Server

B The mailbox ID for Messenger is the Active Directory Account login name
Password is the Active Directory password for that account.

B Email address is the SMTP address of the Active Directory account used by the
msXfax XP Messenger.
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B POP3 Host Port is the TCP/IP port number configured on your Exchange
Server’s Default POP3 Virtual Server.

Messenger Properties ﬂ
Eenerall POF3Host  SMTF Host |Qisclaimer Diagnn:ns;in:sl Filter I

IP Address I-“:I'-I'-I'1
Hate, Al SMTP Meszages will be zent to thiz SMTP Server for processing.

Save LCancel |

B This is the IP address or DNS name of your Exchange Server.

Messenger Properties El
Eenerall POF3 Hast I SMTP Host  Disclaimer Diagnn:ns;in:sl Filter I

v Attach Dizclaimer to all Dutbound Fazes where a Cover Page specified.

CAUTIOM: This cormezpondence iz confidential and intended faor the named recipient(z] only. 1F you are not
the named recipient and receive this comespondence in eror, vou must not copy, distribute or take any action
it refiance on it and vou should delete it fram your spstem and natife the sender immediately. Thank pou.
nlesz otherwize stated, any views or opinionz expreszed are zolely thoze of the author and do not represent
thoze of Y'our Compary Mame Here.

Save Cancel

B This is the disclaimer which msXfax XP will automatically include on automatic
cover sheets. The default option is OFF. BNS recommends that you turn this
off and modify the msXcover.rtf cover sheet provided, insert your standard
organization disclaimer using Microsoft Word to edit the cover sheet. The
concept of an enterprise wide disclaimer fax cover sheet is very popular. A
user’s auto signature in Outlook defines who they are and their contact details.
Just like regular email messages, the auto signature is included in the message
body of the cover sheet taken from their Outlook message.
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Note:

Brooktrout:

Messenger Properties El
General | POP3 Host | SMTP Host | Disclaimer Diagnostics | Fiter |

[v Allow Detail Logging Cycle Logs after : I? davs.
[T Log towidows Event Log alsa. Caution ; Event Log will fill quickly.

Mote : To diagnose why an attachment iz being rejected by the Fax Server,
change the mexfax Meszenger Service to interact with the desktop and restart the zervice.
Automation of attachmentz will ocowr in foreground showing any errors.
Remember to et thiz back on completion of Diagnosis.

Save Cancel

Diagnostic logging is useful if you want to fully understand all the activity that
msXfax XP is performing.

If you want to log events to the Windows Event log, make sure that
you have set the “overwrite events as needed” in the Event Viewer.

Messenger Properties El
Qenerall POP3 Host I SMTP Hu:ustl Qisclaimerl Diagnostice  Eilker |
—Filter Type

Do not filker

* Allow messages that contain ;
" Do not allow riessages that contain

—Filker
Subject:  |UNCLASSIFIED]

bessage I

Save Cancel

msXfax XP can selectively filter messages. This is mandatory on high security
networks which employ gateways such as X.400, SMTP, SMS and FAX.

Defense networks for example may use a filter on the subject line to ensure that only
unclassified correspondence can be transmitted by fax or via other gateways.

If you have Brooktrout TR114 board(s) you should complete the
next section, otherwise proceed past the section below.
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msXfax XP Dispatcher & Fax Queues

The msXfax Dispatcher is responsible for Fax Queue management, dispatching
eligible faxes to lower layer device drivers for transmission. The Dispatcher plays a
role in the management of inbound faxes.

Access to fax queues via the msXfax XP console is achieved from the dispatcher
folder.

msXfax XP using Brooktrout, TAPI fax modems and Eicon CAPI support, offers the
same user interface for accessing fax queues for both inbound and outbound traffic.

File About
= __] Dispatcher running, Out@:0 InQ:0
] Start Service
__| Stop Seivice
__] Restart Service
| = Queues
_1Send Test Fax
#- ) TAPI Fax Server running
- ] Utiities
[ __] Global Fax Settings

Fax Server L
Note. Double Clhick

Stait All Services Stop &ll Services Send a Test Fax

oX D

For Microsoft® Exchonge 2000,/2003 Sorver

Open Dispatcher folder

Double click on the Fax Queues.

Double click on the queue you are interested in eg: “ Awaiting a Free Line”.
If you want to view a fax—double click on the entry in the queue.

It is possible to expand this window to full size.

Sorting on columns is achieved by clicking on the column heading. The only
exception is POP3 which is a linear view of the mailbox.
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o
[=1- Faczimies [Double Chk: |bernz) : . l ];ﬂ
Awating a Free Line ll Delete Record ?—d:;:i::::m d
Suspended by Adminishator [~ | Mowe 8l e o Tha SEDSES QUELS.
Transmilting ) i1 Aweeating a Free Line
:mﬁmiﬁmr Faxld | Dale/Time Scheduled | Sendel Noame | Subject
POP3 Mt awaitrg Frocessing l 899 030604 3.30:50 PM shevei@Sdemo, com  maxtax <P Test |
= Broadcasts (Double Click)
Queued Batches
Transmilting Batch
Ll | 3
~Record Detals {
Sendes / Routing Detals: steveEdeno. com
Subject : e MP Test Fax 1
Recipient:  mexTaxxF Test Recipient  Fas Mumber ;43423422
Fax Altempls : 1 Mext Attempt at - 0G/0304 3 30:50 PM
Lagt Stahus : Mo disd tores Hangup Code Status © Nomal End of Connection
S TSI TR O T SATYEr
Hints: If you are trouble shooting your fax server the following hints may
help:

B Stop system attendant — this will prevent this process from re-starting other tasks

B Stop Routing engine — this will prevent additional messages being received from
Exchange STMP Connector while you are resolving any issues.

B Stop Messenger — this will prevent additional messages being received from
Exchange POP3 mailbox while you are resolving any issues.

B Use the “Move all faxes to the suspense queue” check box to highlight and move
all the items to the suspense queue until you resolve the issues. This can be
useful to avoid too many NDR's in the case of a telephony failure or other
temporary problem.

msXfax XP Brooktrout Settings

If you have a Brooktrout TR114 series board, configure msXfax XP using these
guidelines.

B Open Brooktrout fax server

B Select Fax Devices
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Brooktrout Fax Devices

Brooktrout Configuration
= it

----- Settings

= Fax Lines

Fan Server |

----- Deviced T HE F A X S ERVEER
----- Deviced For Mirosoft® Exchange 2000 Sarver

..... Deviced Diouble-Click items in left pane ba manage

ok Apply LCancel

B Double click on Settings

Note: if you do not see Devices listed this could be because of the following reasons:

1. You did not perform installation of Brooktrout Diagnostics and successfully ran
the tests or did not successfully uninstall the Brooktrout Diagnostics.

2. Some other conflict has prevented msXfax XP from detecting the devices.

If you did not perform full diagnostics tests using Brooktrout’s diagnostic tools, you
will need to remove msXfax XP using Add/Remove from Control Panel. You only

need to remove the entry which has an actual size recorded against it (approx
20MB).
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'Fﬁ Console Root', System Manager',Brooktrout Fax Server runnin

Tree | Favorites |

Brooktrout Configuration

=k Ernuktrnut Dialer | Stahiztics I

—Dialer Informatior

E- Local Country Code I-I

Local Area Code I?B'I

|nternational Dial Prefix ; IEI11

Long Distance Dial Prefis : |-|

—Retrie

Betries : I3 @
Fet Interval : |‘||:| |Zi

[Minutes]
ok Apply Cancel
B These entries were created from the setup routines.
Brooktrout Configuration x|

Dialer  Statistics
—hich Events to Log

[+ &l Transmitted Events

[+ &l Beceived Events
—FPurge

Furge Ewents Older than IEEI @ Days
ok, Apply LCancel

B Statistics values are generally not altered.

165
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Brooktrout Configuration x|
=) Brooktrout Brooktrout | Files | Farts |
i Settings DM

=l Fax Lines
WEICE Channel : I1 EI
Buffer Size : IE1E|2 @

..... Devices —Interrupt
----- Devicel
..... Devica? Mumber : I'1 @
----- Deviced
Queus Size ; 200

ok | Apply LCancel

B These settings should not be altered unless advised to do so by technical support
specialists.

B The same applies to File and Fonts properties.

X
=)~ Brookbiout Brooktrout  Files | Forts |
- Seftings —Firrware
=l Fax Lines
Fiimae - |°/;EI DS SEYARESFILEYWT BC-164. pex
Firmnware-16 - |°/;EI DS SEYMRESFILEYW180-16.PE=
---- Device3 —Country
----- Deviced
..... Devices - |?;|:| DYSSEY#AWRESFILESRT _CRARM.CFG
_____ Devicet: Country File :
----- Device? ~Digital
----- Deviced
Digital File : |ZEI DYSSEYEMRESFILEMDIGITAL.CFG

ok Apply LCancel

B Do not change firmware settings.
B Do not change Country file settings.
B Do not change Digital File settings.

If you have installed Brooktrout’s digital fax board(s) you may need to edit the file
DIGITAL.CFG in accordance with the Brooktrout hardware guide.

The following configuration files are placed in the \Program Files\BNS
Applications\msxfax XP\Resfile directory. Generally these are correct for 8
channels through to 24 channels.
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Sfs

Brooktrout Configuration

e Digital _08.cfg
e Digital 12.cfg
e Digital 16.cfg
o Digital 20.cfg
o Digital_24.cfg

If you have a TR114 T1 configuration with say 8 channels, you should copy
Digital_08.cfg to DIGITAL.CFG in the same directory “Program files\ BNS
Applications\ msXfax XP\Resfiles”. If you have a 16 channel TR114 series
configuration you should copy Digital_16.cfg to DIGITAL.CFG in the same
directory.

= Brooktrout

- Gettings

- Faw Lines
Php=zical
----- Devicel

----- Device?

----- Deviced
----- Deviceh

----- Device?

----- Deviced

Brooktrout I Filez  Fonts

—Font

Ore: |%0DYSSEYZ\RESFILE\BMPCPS FZ8

ok Apply LCancel |

Brooktrout Configuration

= Brookbrout
- Settings
(- Fax Lines
----- Phwsical
----- Devicel

Channel | Phore | DID |
—Dial & Answer for Devicel
[¥ T#Enabled [+ B Enabled Line Type: INnrmaI vI
CS5ID Il
Dhialavt IW
Siffix I
Devicel ak. Apply Canicel
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Note:

Brooktrout Configuration

B The CSID value is the “Communication Subscriber ID” which is exchanged in the
fax call setup between 2 fax machines. This can contain you business name or
your main fax line number for identification purposes by the receiver.

B TX Enabled allows faxes to be sent on this fax device
B RX enabled allows faxes to be received on this fax device

B Line type “Normal” is for normal operation of your fax telephone lines. Do not
change this value unless advised by technical support specialists.

B Dialout is the command set which msXfax XP will use before dialing the fax
number.. The following screen example shows that W9, means:
e Wait for dial tone
e Diala9
e Comma wait for 1 second
e Then attempt to dial the fax number

B Dialout can also include semi colons “;” which will force a longer wait period of
5 seconds for very slow PBX’s .

B Suffix is similar to Dialout but is appended after the number is dialed. This is
useful for certain types of PBX equipment but is generally not required.

If you make changes on the above property sheets, you must click
apply and double click to move on to the next fax device.

Phone Settings are usually Tone dial, 1 ring count before a call is answered and the
Country selection is based on your approved telecommunications equipment or
service provider. Usually this simply means the country your equipment is being
used in. Sometimes government departments deploy PABX equipment in overseas
posts which are comply with their home country certifications and interfaces on
their internal wiring closets. In such cases the Country selection would comply with
the PABX equipment standards.

[=-- Brooktrout
. Gettings
= Fax Lines
- Physical
- Devicel
- Device?

Chanrel Phore |DID |
—Phane Setting

Dial Type : j
Ring Count : I1 j
County |1EI UsA j

Devicel ar. Apply LCancel
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Brooktrout Configuration x|
=) Brookirout Channel | Phore  DID |
- Settings —DID
= Faw Lines

Eh}'S_ICE-I: Digits ; IfJI

i Dievice -

Devios? Start: IImmedlate j

- Deviced

fo Deviced

—DTHF
W ait Time I3 @ [In Seconds]

Devicel 1] 4 Apply Cancel

The above example shows an implementation of DTMF routing using a PABX to
provide DTMEF tones to the Brooktrout TR114 series boards eg: TR114+P4L is a loop-
start (standard phone connection) interface which would be cabled to a PABX
capable of sending the extension number dialed to the fax server. When using
DTMF routing you must set the wait time in seconds to at least 3 seconds and
possibly 5 seconds in some instances.

For all inbound routing technologies DID Digits must be specified. The following
tables provides a high level summary of these values and how/when they are
applied.

Table 8:  DID routing properties in msXfax XP when using DTMF routing

Parameter DTMF Routing Comments

DID 4 Usually DTMF routing will use the last 4
digits of a range allocation on your PABX

Start N/A N/A

DTMF Wait time Set this to 5 seconds
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Table 9:  DID routing properties in msXfax XP when using DTMF routing for North American
DID analogue services

(Analogue DID services were popular in Hong Kong in the 90’s through service providers
such as Hong Kong Telecom. Note PCI versions of analogue DID boards are not

manufactured by Brooktrout for Hong Kong).

Parameter DID routing Comments
(analogue DID
service}
DID 4 Usually DID routing using either analogue or DNIS digital DTMF

routing will use the last 4 digits of a range allocation on your PABX

Start Wink Your phone service provider must communicate whether the
service is wink or immediate, in order for you to set msXfax XP
appropriately. msXfax XP tells your Brooktrout DID board what the
service type is, so the board can function appropriately with the
DID trunk.

Wink is recommended by Brooktrout because it less prone to error
and more efficient. Refer
http://www.brooktrout.com/whitepapers/html_pages/order_did.html

DTMF Wait time N/A



http://www.brooktrout.com/whitepapers/html_pages/order_did.html
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msXfax XP is configured differently when interfaced to a T1 line as opposed to loop
start lines. With loop start, the phone lines are connected directly to the TR114
board. Up to four loop start lines can be connected to a single TR114 board (e.g.
TR114+P4L). If you plan to implement more than 12 fax lines and your PABX or
service provider can provide a T1 service you should consider a Brooktrout digital
board solution. Such configurations require msXfax XP fax server to be configured
with a T1 Network Interface Card, such as the Brooktrout TRNIC.

TRNIC serves as the interface between the T1 line and other digital TR114 boards. In
a T1 msXfax configurations, digital TR114 boards are used instead of analog TR114
boards.

Digital TR114 boards are available with 2, 4, 8, 12 or 16 channels per board, and
communicate with the TRNIC across a digital telephony bus.

Brooktrout also offer TR114+P8V-T1 (PCI board) that put an 8-channel digital TR114
board and a TRNIC board together, and form one board out of them. The physical
connection among the digital TR114 boards and the TRNIC is a flat ribbon cable
with connectors or "drops" to connect the boards.

Table 10:  DID routing properties in msXfax XP when using DNIS digital services

Parameter DID routing Comments
(analogue DID service}

DID 4 Usually DID routing using either analogue or
DNIS digital DTMF routing will use the last 4
digits of a range allocation on your PABX

Start Wink Your phone service provider must
communicate whether the service is wink or
immediate. Contact Brooktrout for more
detailed information.

DTMF Wait time N/A
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Table 11: Table for European Standard (ETSI) ISDN services

Parameter DDI ISDNETSI Comments
routing
DID See comments Australia’s Telstra On-Ramp Basic rate services = 8

Other ETSI compliant networks will advise you how many DDI
(DDI means Direct Dial Inwards under the ETSI standard). In
msXfax XP terms this is DID digits.

Contact your ISDN service provider or ETSI compliant PABX
vendor to determine the number of DDI network layer digits
passed via the ISDN protocols.

Start N/A

DTMF Wait time NLA
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Send a test fax and some useful utilities

msXfax XP has a large button to allow you to quickly send a test fax.
Select Send Test Fax

Enter the fax number you want to send to

It is possible to generate many faxes by increasing the number from 1 using the
up arrow.

B A sample fax is sent. By increasing the Transmission simply adds additional
pages to the fax to increase the transmission time.

Send a Test Fax E

—Fax Detai

Faw Mumber : IEEDES?23 Murnber of fares to Send I-I @
Tranzmizzion Time Ilﬂ1 @ mnutes

Mate. Increaszing the tranzmizzion time will keep a line busy longer. Send |

msXfax XP Utilities

msXfax XP comes packed with lots of useful tools including an SMTP send utility
and a POP3 client utility.

Both of these tools can be used from your fax server if there is a problem trying to
send from your fax server to Exchange users or when attempting to read messages
using POP3 protocol from the Exchange Mailbox reserved for msXfax XP’s
Messenger service.
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File About
[+ __] Attendant running
# __] Routing Engine running, Last Contacted by 8000ex demo.com at 03/03/2004 11:17:2(
& ) Messenget running. Last Accessed POP3 Mailbox Ermor : Connecting to Host : 192,164
#-_] Dispatcher wnning, Out@:1 InQ:0
#_ TAPI Fax Server nunning
= ] Utilities
B} SMTP Client Uity
1 POP3 Clent Utility
¥ __] Global Fax Settings

<

Fax Server |
Mote. Double Chck

Start ANl Services Stop All Services R ae s |

m}(p

+" SMTP Client Utility =10 %] .
File Setup Help
= Raks I

T Iadministratur@cnmpany.u:-:um

Subject: Ithis is a test from the neat little SMTP utilty in rmskfax <P

Test to my own Exchange address ;I

SMTP Server I-“:I'-I'-I'1

Etail address Ime@cnmpan_l,l. Eom

MHame Ime
Attachments:
Encoding IM”"-"'E j
Character Set IUS"&'SE” j
Log File Hame I

-'I'Ii ak | Cancel

B Click on the setup option as shown above and set the values that correspond to
your Exchange Server.

B Click OK.

B Click on the envelope to send your message
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B Go into your Outlook Email and verify that you got the message.

B A similar utility exists should there be a need to verify that POP3 protocol is
working to your Exchange server.
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Active Directory Integration

Introduction

msXfax XP uses existing fields in Active Directory (AD) to store specific information
required for outbound and inbound fax controls and routing.

AD is the single source for all information relating to users in a Microsoft Exchange
2000/2003 network.

The next major chapter introduces Global Fax Settings. Global Fax Server
Permissions and Cover Page settings and Fax Server Permissions via LDAP.

Fax Server Permissions invokes BNS Group’s “Management Aid to Active
Directory” or the MAAD Tool. MAAD Tool carries the Designed for Windows XP
Logo.
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File About
& _J TAPI Fax Server unning
@1 ] Utilities
= ) Global Fax Settings
,__l Global Fax Server Pemissions and Cover Page Settings
__| Fax Server Pemizsions via LDAP on 8000ex demo.com
__| Manage Fax Confimation Templates

__| Reports
_| Statistics
__| Trace Monitar
4]
Fax Server U
Mote. Double Chck
Start All Services Stop All Services Send a Test Fax |

eX D

For Micresoft® Exchange 200072003 Server

When reading this section, it is important to understand that after msXfax XP has
been installed all users can send faxes with a few simple parameters set and a
cover sheet defined.

Let’s look at how easy that is.

Quick setup all users can send a fax without automatic cover sheets

Allowing all users to send a fax from Word would be satisfactory for some
organizations; whereas, other organizations would want each user to be explicitly
allowed to send faxes via Active Directory.

To allow all users to send faxes without expressly setting their options in AD:

B Expand Global Fax Settings

B Double click Global Fax Server Permissions and cover page settings
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Set Fax Server Defaults x|

Eieneral] Address] Fax Server Fax Server Access I User Feedbadt] MesaagaLimitsI Audit ] 41 l L4

i+ Allow all Users to Fax.
Mote. Uzer must be in Exchange or in Fax Databaze.

" Specify which uzers are allowed to Fax.
Note. Specify User Access via LDAP or add user to Fax Server Database.

By setting “ Allow all Users to Fax” will allow users in Active Directory or in msXfax
XP’s local database to send a fax.

Some customers want their users to prepare all their faxes using Microsoft Word fax
cover sheet templates. If this is the case for your organization, no further action is
required to implement outgoing faxes.

Quick setup all users can send a common automatic cover sheet

Some organizations want all their users to be able to send a fax without any
restrictions using a single automatic cover page.

An understanding of the cover page section is necessary to fully appreciate the
following points. Please read the cover page section to obtain a basic understanding
of how it works.

If you are a small company you may have only a few variables in your cover page
and you may simply place your company name and logo in the cover page. This is
actually quite efficient because it reduces the number of Active Directory queries.
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Set Fax Server Defaults default Properties

General I.-'l'-.du:lressl Fax Sewerl Fax Server Access

@ Fax Server Defaults

Company :

Department I

Office : I

T elephone Mumber : I

Faw Mumber ; I

‘wieb Page I

Save theze Defaulkz

General Page explained:

These values are used when assembling an automatic cover page if the values are
not available from Active Directory.
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4 Set Fax Server Defaults default Properties

General Address | Fax Server | Fax Server .-’-'-.u:u:essl

Stret - Put wour street address in here ;I

F.0.Box I

City : IY-:uur ity i here

State/Frovince IY':"'" state in here

Zip/FPoztal Code IY':"'" Zip i here

Save theze Defaultz

Address Page explained:

These values are used when assembling an automatic cover page if the values are
not available from Active Directory.

Most medium to large sized enterprise customers will always use Active Directory
therefore the above fields are not used.
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d5et Fax Server Defaults default Properties

Generall Address  Faw Server | Fax Server Access

—Cover Fage

I "C:AProgram FileshBMNS Applicationsimsfax =PhCover Sheetshma<cover tf"

=l

—Outbound Fax Functionality

=~

—Inbound Fax Bouting Functionalin——————

-

—Feywords to be used by Fax Server

[CS:msecover.itf]

Clear

K.epword H

elp

Save theze Defaultz |

This is where the automatic common cover page can be defined.

Customers can use Active Directory to define the cover sheet to be used on a user by

user basis. BNS recommends that you keep administration to a minimum and use

an enterprise wide cover sheet complete with disclaimers.

Other global default options

Global inbound and outbound settings can be implemented for example:

o Ability to print all sent/received faxes

e Ability to save all sent/received faxes to a directory

Customers can use Active Directory to determine what action is to be taken for a

specific user.
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Keywords & authorization to send a fax

msXfax XP’'s MAAD Tool allows User, Contact & Distribution Groups objects in AD
to be set in bulk at an OU level.

For example: if you want all User objects in your “Sales” OU to be authorized to
send faxes you could use the MAAD tool to select and apply all the necessary
settings in AD rather than you going through each User object and setting the
properties for each user.

AD administrators can set specific values via the AD Users and Computers snap-in.

This section outlines the individual level keyword settings in AD to expand your
understanding of how msXfax XP harnesses the power of AD.

Administrator Properties 2=

Published Certiiicates | Member0f | Diakin | Object | Securty |

E revironmek I Sezgiong I Remote control I T erminal Services Profile I
Exchange General I E-mail Addrezzes I
Exchange Features I Exchange Advanced I

General I Address I Account I Frafile Telephones | Organization

— T elephone numberz

Home: I Other... |
FPager: I Other... |
Mabile: | Other... |
Fau: |+1 [7E81] 62813355 Other... |
IF phone: I Other... |
I obes:
[Fa=Enabled] .
[CH:Bostont]

[InPrinter:1IHF Lazerlet 4000 Senes PS]
[InD k1T vreceived faxes)
[CS:mzscover.itf]

[CC:zale:01]

[CtDkd1:C: outboundf axes)

=
k. I Cancel Apply | Help |

The Notes field is used to instruct msXfax XP to: authorize, account for, route, save,
print and log faxes.

msXfax XP uses the Notes field to:

1. To avoid extending your AD schema and;
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2. To allow additional keywords to be added in the future without compromising
your directory service.

The fax number field can be used for inbound DID/DDI routing - we'll look at that
in just a moment.
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All msXfax XP keywords are enclosed in square brackets within the Notes field.

The following table summarizes the keywords above and their usage:

Table 12: msXfax XP keywords and their usage
Keyword Function Comments
[FaxEnabled] To authorize a user to send a fax This is best set in the Global fax settings

[CH:<sitecode>#]

[InPrinter:1|Printer name]

[InDMI:1|Directory
location]

[OutDMI:Directory location]

[CS:Coversheetfilename]

[CC:<costcenter]

Faxes arriving on fax line # on a fax server in site =
<Sitecode> will be routed to this user

Received faxes on fax line 1 will be printed on the printer

Received faxes on fax line 1 will be stored in the directory
specified. DMI is short for Document Management Interface.
Faxes can be automatically profiled into any document
management system which can import from an external
directory.

Outhound faxes will be stored in the directory specified. DMI
is short for Document Management Interface. Faxes sent
from your organization can be automatically profiled into any
document management system which can import from an
external directory.

If this keyword is present, an automatic cover sheet will be
sent each time this user sends a fax.

Each fax sent by this user will be recorded in a database for

reporting and input to an accounting system for internal billing

purposes.

Another common example follows:

chapter if many users in a single OU are to be
authorized to send a fax.

Channel based routing is typically used by
organizations without DID, DDI or DTMF
routing capability.

Example: [CH:Boston1]
Eg: [InPrinter:1|\\fileserverl\HPLaserJ]

Eg: [InDMI:1|\\Fileserver1\DMI]

Eg: [OutDMI:C:\FAXESOUT]

Eg: [CS:SALES.RTF]

The coversheets must be stored in the local
path Program Files\BNS Applications\msXfax
XP\Cover Sheets

Eg: [CC:Sales] = sales cost center.
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Test A. User Properties _ ed

Published Certificates | Member OF | Diakin | Object | Security

Ervviranment I Seszionz I Remate cantral I Teminal Services Profile
E schange General I E-mail Addrezzes
Exchange Features I Exchange Advanced

Gereral I Address I Account I Prafile ~ Telephanes | Organization

— T elephone numbers

Harme: I Other...

Fager: I Other...

M abile: | Other...

Fax: |+'I [787] 98933-77 35 Boston 739 Other...

IP phone: I Other...

M otes:

[C5:business_unit]_cover.itf]
[Fa=E nabled]

_J RREll

] I Cancel Apply | Help |

The above example shows that this user has a DID (read also DDI/DTMF) Fax
number 7789 (embedded in the Fax Field) qualified with the Boston site code.

The user’s full fax number is not used by msXfax XP, only the routing portion to the
right hand side of the : (colon) is used.

In addition to searching the Notes field for [DDI:Boston7789] or [DID:Boston7789]
msXfax XP will also perform a filtered ADSI query on the fax number field in AD.

Filtered ADSI queries perform efficient searches against AD.

This user will have cover sheet business_unitl_cover.rtf attached automatically each
time they send a fax. If an employee moves to another department on a temporary
basis, it is a simple matter of updating AD with their temporary cover sheet. Users
can override cover sheet settings by attaching a cover sheet in the message.
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Charge codes: Legal firms can enter charge codes in each fax message sent.
Thisis covered in the user documentation. Charge codes are not
to be confused with cost centers. A cost center is an internal
billing code whereas a charge code is used by some
orgnanizations to bill clients.

Routing to Distribution Groups

Executive Global DL Properties 7] x|

Exchange General | E-mail Addrezses I Exchange Advanced
General | tembers I kember OF I kM anaged By I Object I Security

@ Executive Global DL

Group name [pretwfindowes 2000]; Executive Global [

Description: IE:-cecutives are in thiz Distibution Group
E -mail: IE:-:eu:utiveGInbalDL@EDmpan_l,l.u:u:um
—Group scope———————————————— Group type
 Domair local £ Security
&+ Global & Digtribution
1 Universal
Maotes:
[CH:Boston?] |

(] I Cancel Spply | Help |

The above example shows how an AD Distribution Group containing multiple
members can be set up to use msXfax XP to route incoming faxes based on all the
same criteria as previously discussed earlier in this chapter.

Inbound DID values can be assigned to the Notes field together with Document
Management Interfaces etc.

Organizations have the capability with msXfax XP to collectively route incoming
faxes to:

B Users

Distribution Groups

Contacts

Other email addresses

Printers

Document Management or other applications
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Enterprise security & controls

In well designed, secure Active Directory enterprises, designers and security control
officers require local IT staff to conduct day to day management of services
including:

e Management of users

e Management of printers

e Management of groups

e Management of exchange mailboxes

e Etc

msXfax XP when installed on the Windows 2000 fax server can only be administered

by members of the local Administrators Group.

If the person who will manage msXfax XP is a member of the Administrators group
or Domain admins group, the following does not apply.

The simplest way to provide access to local IT staff is to make them members of the
local Administrators group on the msXfax XP Windows 2000 member server.
B Administrative Tools

B Computer Management

Local Users and Groups

Select Administrators Group

Select the user or domain global security group to be included in the local
Administrators group.

Using the above approach will provide access to msXfax XP’s functions. However,
some network security controllers do not allow local IT staff to have the capability to
change settings such as TCP/IP properties.

The solution in that case would be to provide specific rights to the msXfax XP
registry keys on the fax server as follows:

B Log on as an administrator

B Run regedt32

B Navigate to local machine, software, Better Network Services Group

|

Set the security permissions on this registry key to include full control to the
person or global security group who will be responsible for the day to day
management of msXfax XP.
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Security recommendations

msXfax XP support Domain addressing in various format including:
number@domain.fax and name | number@domain.fax (Recipient name is

separated from the fax number using a vertical bar keyboard character).

For example: an Outlook user can send to Larry | 673273223@Boston.fax

Domain Boston.fax is only known to Exchange 2000/2003 by virtue of that address
SMTP space being added to the msXfax XP SMTP Connector. It is not possible to
address email to Boston.fax on the Internet and have that associated in any with this
customers Exchange network.

As a general rule it advisable to:

e Use Fax address space in the msXfax XP Connector to allow authenticated
Outlook users to send to Outlook Contacts and;

e Use msXfax XP Domain addressing and;

e Disable freeform fax addressing by using some cryptic value and;

(If you need to implement freeform addressing consider using passcodes see note

1 below) and;

Note: 1 If you must use freeform addressing and pass codes, it is important to note
that addressing only to fax recipients is important. You should not including other
recipients who are on E-mail. Email recipients will have access to pass codes and
could attempt to use fax services on your network without authorization. This
depends on how secure your Exchange network is.
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Global Fax Settings

Introduction

@ msXfax XP Console vb.7

File About
5 _| TAPI Fax Server TURNing
#- __] Utilities
= ] Global Fax Settings

M| lobal Fax Server Permissions and Cover Page Settings
__| Fax Server Pemizsions via LDAP on 8000ex demo.com
| Manage Fax Confirmation Templates

_| Repaits

__] Statistics

__| Trace Monitor

Fax Server |
Mote. Double Chck

Stait Al Services Stop All Services Send a Test Fax |

eX

For Microsoft® Exchange 2000,/2003 Server

Global Fax Settings provides global settings for each fax server:

1.

Global settings which apply for customers with Exchange 2000/2003
environments.

Global settings which apply when msXfax XP is deployed in non
Exchange/ Active Directory sites.

Fax Server Permissions via LDAP uses a BNS Group tool called “Management
Aid to Active Directory (AD)” or the MAAD Tool. MAAD updates AD objects
with keywords to perform specific functions. After a while you will become
familiar with msXfax XP keywords which are used in the notes field of an AD
object to identify the object for such things as: permissions to send a fax or an
inbound DID fax number.
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Global Fax Server Permissions and Cover Page Settings

General |.ﬁ.ddress| Fax Sewerl Far Server .-“-‘-.ccessl

@ Fax Server Defaults

5Set Fax Server Defaults default Properties

Company : I

Department : I

Office : I

Telephone Mumber ; I

Fam Murnber : I

YWeb Page I

General Address | Fan Sewerl Fax Server .-’-'-.-:u:essl

et Fax Server Defaults default Properties

Street : |

-

F.0. Box I

City I

State/Frovince : I

Zip/Poztal Code I

190
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Set Fax Server Defaults default Properties

Generall .ﬁ.ddressl Fax Server Fax Server Access |

o Allow all Lzers to Fax
Mate. Uger must be in Exchange or in Fax Database.

" Specify which uzers are allowed to Fax.
Mate. Specifu User Access via LDAP or add user to Fax Server Databaze.

Version 6.5.4 and 6.7.4 introduced User feedback, message limitations and audit
trails.

User Feedback

Set Fax Server Defaults i

General | Address | Fax Server | Fax ServerAccess User Feedback I Message Limits | Audit | ki
i~ Specify how email messages from the Fax Server will be addressed.

From (Display Name) | ms>fax XP Fax Server
From [Email Address) :|d':'"':'“ﬂli"y@derm.c:um

Specify the feedback you wish the Fax Server to give uzers |

Fax Stages
[T 1. Send Users acknowledgements that their fax request has been accepted for processing.
|‘r'-:|ur Fax with subject - subject has passed authentication and has been accepted for processing.

v 2 Send Users acknowledaements that their fax request has been inserted inta the Fax queue.
|"l‘uur Fax with subject : subjectlt has been placed mto the Fax Server queus for the nest avalable fre

[T 3 Send Users acknowledgements that their fax request has atterpted to dial
IThe Fax Server iz making dial atterpt Mo on fax with subject : subject$# and fax number Faxh umber

Mote. Sent and Failure Confirmations are always reported.

To improve the feedback to end users of the system, msXfax XP provides
administrators the ability to send messages back to Outlook users when:

1. their fax has been accepted for processing
2. their fax has been inserted into the fax queue for transmission

3. their fax has commenced dialing.
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Users will always receive a fax sent or fax failed message. These additional
messages gives the users of the system direct feedback on the progress of their fax
request.

Message Limits

Set Fax Server Defaults

x
General | Address | Fax Server | Fax Server Access | User Feedback Message Limits }Audi | i r

—Specily the global mezzage mits on fax meszages.

Maximum pages allowed per fax message : |4IJ 12]
|“r’ou Farx with subject : subjectt was rejected because it containg mare than the configured maxim

anmammmm:m ZI

I"r'nul Fax with subject : subjectl was rejected because it containg more than the configured maxim

Administrators can restrict message sizes and recipient limits.

Auditimages of sent and received faxes

Set Fax Server Defaults N

[-iemrd[ Add‘eﬂi FaxSu'mrl FaxSmﬁ.cms] User Faedbachl Message Limits  Audit ]

‘Specify Audit Locations -

Outbound Fases : DAvdudtsOutbound

Inbourd Faes ED:\ﬁuﬂH!nbaLmd

&l o

All Fax Traffic, Outbound and Inbound can be logged to disk for Audit purposes,
Mote. Please Specify a Local Disk for performance reasons.

Administrators can specify directories to store images of faxes successfully sent or
successfully received.
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Outbound Audit File Name Convention :
TX_ccyymmdd_hhmmsshh_FaxServerSiteCode_FaxServerlD_EventlD_SenderDisp
layName_Pages_Channel_DialedNo_RemoteCSID.tif

Inbound Audit File Name Convention :
RX_ccyymmdd_hhmmsshh_FaxServerSiteCode_FaxServerID_EventID_Pages_Ch
annel_DDI_RemoteCSID.tif

Many customers will install msXfax XP in the simplest way possible whereas other
customers need granular controls for complex routing and management of faxes.

The best way to understand this subject is to look at various examples.
Example 1: a small business with a single fax modem with 20 users.

Their users have come from a manual system of faxing and used Microsoft Word
Fax templates to create their manual faxes. The customer does not want to change
the staff work practices. They have elected to continue to use their Word Fax
templates. All faxes that come in on line 1 will go to the default fax administrator
who is currently responsible for distributing paper faxes.

Answer= this customer would not make any changes to any of the Global Fax
Property sheets. All users by default in Exchange can send a fax when msXfax XP is
installed (refer to Fax Server Access). However, for added security, the user object
must be in AD. This customer would nominate the default administrator during
installation. The default administrator is located in the msXfax XP System
Attendant properties. The field is called Primary Alert Address. It is the email

address of the user or distribution group or any other email address.

sole RoothSystem Manager' Attendant running

ravorites | Attendant Properties

cole Rook —Frimary Alert Addres

Ryeskem Manager Send Alerts ta Email Address b awimnurmn Alerts
[ Attendant runnin Ifa:-:al:lmin-dist-grDup@cnmpany.l:l:um I'II:IEI %

| 7] Routing Engine ro

Bl Messenger runnir [uzes SMTP Server defined in Meszenger Confiquration]

") TAPI Fax Server | —Alternate Alert Address & SMTP Server
" Lilties Send Alerts to Email Address

| 7] Global Fax Setting I
Alternate SMTP Server :

rEueue Depth

Send Alert

Aywaiting a Free Line :

|2EI EI
Tranzmitting : IZEI @
——T

The customer decides to disable freeform fax addressing preventing forged relay of
faxes from outside the organization.
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I Messenger running, Last Accessed POPS Mailbox msxfax-xp-boston at 10/19/2002 10:03:3
I:l TAPI Fax Server running
[ Utilities

[ Global Fax Settings

Messenger Properties

General | POP3 Host | SMTP Host | Disclaimer | Disgnostics | Fiter |

[~ Dizable Active Directory Suppart
[Thiz will restict Cover Page, inbound Routing and Wser authentication functiong

Site Code IB':'St':'n

[Global Pazs Code I [Cptional]
[Mate. |F zet, iz required on all fax zubmizsions, PASSCODE #va

Fresfom Fax Sting : |I& #HIKDDS783783239%12

Save

Note: entering a cryptic freeform fax string similar to the one above will help
prevent forged emails being bounced off the customer’s Exchange Server onto other
Connectors.

Example 2: similar to example 1 but the default fax admin is different from alert
admin.

Answer= this customer would nominate say the IT Manager as the Primary alert for
error notifications but nominate a fax administrator to receive inbound faxes.

ravorites I Attendant Properties

bole Rook —Frimary Alert Addres
mysbem Manager Send dlerts to Email &ddress
L Attendant runniny IHelpdeskl@cnmpan_l,l.cum

:l F.outing Engine ri
:l Messenger runnir

[uzes SMTF Server defined in Meszenger Configuration]
"] TAPT Fax Server | —Alternate Alert Address & SMTP Server
" Utilties Send Alerts bo Email Address

[ 7] Global Fax Setking I
Alternate SMTE Server

e hsmn s EL

The IT Manager (Larry) is smart, he decides to set up a mailbox in Exchange called
“Helpdesk”. He monitors the help desk for this small business but he intends to
employ a help desk person as his business grows. He configures msXfax XP System
Attendant to send primary alerts to Helpdesk@Company.com
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Example 3: any sized business with a number of fax lines and users who want to
use automated standardized organization wide cover sheet for transmissions.
The customer has a few more specific requirements for inbound fax lines.

The IT Director (Sharon) has the following requirements:

¢ She has many users who will send Outlook messages to fax recipients and the
Outlook memo text has to be inserted into a standard automated fax cover
sheet with automatic disclaimers. She wants to do this because she wants only
one place to change the business fax cover sheet, its representation and
disclaimers which the legal department keep changing.

e She wants to restrict who can sent faxes using AD.

e Her users typically drags and drops standard PDF files to create fax responses
based on the type of customer enquiry.

e She has 1 fax line (fax line 1) which will receive faxes. She wants these faxes to
be sent to a nominated email address and a specific printer.

e She has another fax line (fax line 2) which will receive customer complaints
and other special correspondence which must be document managed.

Answer:

o Prepares an automatic cover sheet using msXfax XP cover sheet program.

e The cover sheet can use the company and address details supplied in the
property sheet or they can be simply inserted into the word document as
normal. She decides to not use Company and address details in the global fax
settings but simply to layout her fax cover sheet in her own way.

e Therefore, all she has to do is to nominate the cover sheet she has created then
nominate the keywords for fax line 1 and fax line 2.

Set Fax Server Defaults default Properties

Generall Address  Faw Server | Fax Server .-’-'-.u:u:essl
—LCover Page
I"E:"-.F'ru:ugram FilezhBMS Applications\masfas <P\Cover Shestshmesoover. rif'! ﬁl

—Outbound Fax Functionality "Inbnund Fax Routing Functionalin———————

I j IEhanneI Routing j

Inbound Routing Configuration
—Specify Channel to Route On

m Specify from Channel 1 to 24 I-I @
[CS:mecover.itf]

~Inbound Option

W Print Inbound Fax WK5-BNSCBR1_HP Laser)et 1100 [MS

[T Save Inbound Fax to disk

apply |

Selecting Channel Routing (channel = fax line) allows selection of various options
including Printing, Saving to disk and emailing to an email address.
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The result should look like this.

et Fax Server Defaults default Properties *

Generall Address  Fax Server | Fax Server .-'l-:u:essl

—Cover Page
I"E:'\F‘rn:ngram FilezhBMS Applications mssfan =P\Cover Sheetshmeoover rf'! il
—Outbound Fax Functionality —Inbound Fax Routing Functionalin——————————
I j IEhanneI Routing j
—Keywords bo be uzed by Fax Server
[CH:Bozton?] Clear
[InDkl: 21T sreceivedianes) Kewword Help
[CH:Boston1] |
[InFrinter:1]_Ww2KS5-BNSCER1_HF Lazerlet 1100 [M5]M2KP-LE /S ezsion 1]
[CS:meoover.iti]

She now wants to restrict which users can send faxes. This is done in Active
Directory.
B Firstly, she must change the Fax Server access property sheet as shown below.

This forces msXfax XP to check against the senders AD object to determine if they
have the keyword [FaxEnabled].

Set Fax Server Defaults default Properties

Generall .ﬁ.ddressl Fax Server Fax Server Access |

Favorites I

nsole Rook
Swystem Manager

([ Attendant rur = Allow all Users to Fax,

(1 Routing Engin Mate. Uzer must be in Exchange or in Fax Databaze.
I:l Messenger rul

(L] TAFI Fax Ser _
L[ Utilities & Specify which uzers are allowed to Fax.

] lobal Fax Sel Maote. Specify Uszer Access via LDAP or add user to Fax Server Database.

B She then goes into AD and inserts [FaxEnabled] keyword in the Notes field.
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Julie Bear Properties EH

Published Certificates | Member OF | Diskin | Object | Secuity |
E rveiranment I Sezsionz I Remote contral I Terminal Services Profile H
E schange General I E-mail Addrezzes u
Exchange Features I Exchange Advanced
General I Address I Account I Prafile ~ Telephanes | Organization | |
]
— T elephone numbers
Home: I Other.... |
Pager: I Other... |
Mobie: | Other... |
Fau: I Other... |
P phone: I Other... |
Motes: i
[FaxE nabled] =] I
B Done.

Example 4: a large multi-national with many requirements.

The IT Director (James) has the following requirements:

Nothing is to be installed on the desktop because he has 30,000 users. He is
prepared to install some client software on a few machines where there is a
language considerations such as Simplified Chinese.

He also has HP digital senders and wants to use them to send faxes directly from
each department.

They have approximately 50 regional locations where a fax server is to be
located.

They have SAP mainframe applications which must be able to send emails, faxes
and other forms of communications in the future.

They use Maxcompress within their Exchange network to minimize network
traffic.

B He wants to restrict who can send faxes using AD.

B He would also like to set up least cost routing so that a fax server in say

Singapore can send a fax via the USA.

He must provide accounting information for cost centers to be correctly billed via
the general ledger

Inbound routing is required within the enterprise across 63 countries.

Answer:

Install Render to Outlook only on the workstations that support Simplified
Chinese. All faxes are rendered locally at the client and sent as an image
attachment to the local fax server
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B Users should use msXfax XP Domain addressing when using HP digital senders.

B They should install 50 regional fax servers ideally each one in its own routing
group. If this is not possible then each fax server should be given a logical site
name and possible use of msXfax Domain addressing to make each fax server
specifically addressable via msXfax XP Domain addressing. FAX Address space
is still a consideration where there is no direct correlation between Fax servers
supporting FAX Address space and a Routing Group.

B Install SAP Connector for Exchange 2000/2003 in accordance with SAP’s
documentation.

B Install support for Winzip as documented in this guide.

B This customer will use AD for almost everything they do with msXfax XP.
Including keywords for: FaxEnabled, Cost centers, DID values.

B He should carefully consider how least cost routing can be used within msXfax
XP and utilizing the Exchange design that they have.

B Standardize on Brooktrout boards unless there is a business/technology reason
why other fax devices should be used.

Fax Server Permissions via LDAP on <Server name>

This function runs the MAAD Tool to update Active Directory with general values
and msXfax XP keywords.

MAAD tool allows you to update a single user or many users with msXfax XP
keywords. For example you could insert the [FaxEnabled} keywords in 1000 user
objects notes fields in AD in less than 1 minute using MAAD.

As a general recommendation, we suggest that you assign DID fax numbers
manually using AD users and computers snap in but use the MAAD Tool for bulk
basic updates. Using MAAD for a single user update is also useful if you can’t
remember the keyword names for msXfax XP.

The MAAD tool is powerful, very useful, will save you time and effort to build and
maintain a rich AD.

We keep talking about AD being rich. Correctly implemented, AD becomes a central
resource for an enterprise network. If AD is not used effectively, it is simply a
directory service to support various applications without any substance.

msXfax XP has been built around AD to utilize key elements of AD but at the same
time does not extend the AD schema. This is generally well appreciated by network
administrators and design architects. From BNS Group’s perspective, msXfax XP
can be enhanced at any time by using keywords. Customers can feel confident that
their AD schema will not be extended in any way by msXfax XP.

The MAAD tool is incorporated into msXfax XP and is also licensed as a separate
product.
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msXfax XP utilizes AD for the following:

Table 13: msXfax utilization of AD

199

Feature

Field Used in Active Directory

Value/Parameter

Authorization to send a fax

Option 1: Direct Dial Inwards
fax number

Option 2: Direct Dial Inwards
fax number

Cover sheet
Cost Center

Printer to use for inbound
faxes

Printer to use for outbound
faxes

Channel based routing

Place receved faxes in a
directory

Place transmitted faxes in a
directory

Notes field

Fax Number Field (Telephone Tab)

Notes field

Notes Field

Notes Field

Notes Field (This feature will be rolled

into service packl)

Notes Field(This feature will be rolled

into service packl)

Notes Field

Notes Field

Notes Field

[FaxEnabled]

A colon followed by the
<SiteCode>DDlI value eg:

:Boston62813355
[DDI:<SiteCode>DDI value]
eg: [DDI:Boston62813355]
eg: [DID: Boston62813355]
[CS:sales_cover.rtf]
[CC:Sales]

[InPrinter:<Printer name>

[OutPrinter:<Printer name>.

[CH:<Sitecode+channel number>]
eg: [CH:Boston2]

InDMI:channel number|network
path

Eg: InDMI:1|C:\faxes_received

Note: Channel 0 means any fax
channel

OutDMI:channel number|network
path

Eg: OutDMI:0|C:\faxes_received

Note: Channel 0 means any fax
channel
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Quick access to fax server statistics

B This option is available under Global Fax Settings

@ msXfax XP Console vb.7

File About

) TAPI Fax Server iunning

- __] Utilities

= _] Global Fax Settings
__] Global Fax Server Pemissions and Cover Page Settings
__| Fax Server Pemizsions via LDAP on 8000ex demo.com
__1| Manage Fax Confimation Templates
| Reports
] o talistics
| Trace Moritor

Fax Server
Mote. Double Clhckl

Start All Services Stop All Services S e |

@}(p

For Microsoft® Exchange 2000/2003 Server
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[ Fax Server Statistics M=] E3

EwentlD I Time Enterad | Tirne Sent I Sender M arne I Subject I Retry Count I Duratian I Total =
L 123/11/04/2003 3:01:46 111/04/2003 3:0¢ IvbiE@brzgroup. com mzfam =P Test Fe 4 0
|| 119/11/04,/2003 2:01:40 111/04,/2003 3:0Z Ivbigibrzgroup. com mzFfan <P Test F: 4 0
| 120 11/04/2003 3:00:58 1171/04/2003 3:01 vbisbnzgroup. com mzfas =P Test F: 4 ]
| | 121 11/04/2003 3:00:18 17171/04,/2003 3:00 vbisibrzgroup. com mzfas =P Test F: 4 ]
| | 122 11/04/2003 2:53:34 111/04,/2003 3:00 vbisibnzgroup. com mzfas =P Test F: 4 ]
|| 123/11/04/2003 2:58:37 111/04/2003 2:55 IvbiZbregroup. com msifan <P Test Fe 3 0
|| 119/11/04/2003 2:57:53 111,/04/2003 2:55 Ivbistbrsgroup. com mzfas =P Test F: 3 1]
| 120 11/04/2003 2:57:068 111/04/2003 2:55 Ivbi@bnzgroup. com mzfas =P Test F: 3 ]
| | 1271 11/04/2003 2:56:22 111/04/2003 2:58 Ivbisbnzgroup. com mzfas =P Test F: 3 ]
|| 122111/04/2003 2:55:08 111/04/2003 2:5; IvbE@brzgroup. com mzfam <P Test Fe 3 0
|| 123/11/04/2003 2:49:34 111/04/2003 2:5€ IvbiZbrzgroup. com mzzifan =P Test Fe 2 0
|| 119/11/04/2003 2:48:47 111,/04/2003 2:55 Ivbistbrsgroup. com mzsfan =P Test Fs 2 1]
| | 120 11/04/2003 2:48:04 1711/04/2003 2:58 Ivbidbnzgroup. com mzfas =P Test F: 2 ]
| | 121 11/04/2003 2:47:08 111/04/2003 2:5¢ Ivbisbnzgroup. com mzfas =P Test F: 2 ]
|| 12211/04/2003 2:46:08 111/04/2003 2:57 IvbiE@brzgroup. com mzfam =P Test Fe 2 0
|| 124111/04,/2003 2:41:58 111/04,/2003 2:5¢ Ivbi@ibrzgroup. com mzFfan <P Test F: 1 289
| 123 11/04/2003 2:22:56 111/04/2003 2: 47 Ivbi@bnzgroup. com mzfas =P Test F: 1 ]
| | 119 11/04/2003 2:22:55 111/04/2003 2: 48 Ivbisbnzgroup. com mzfas =P Test F: 1 ]
|| 120 11/04/2003 2:22:55 111/04/2003 2:4€ Ivbisbnzgroup. com mzfas =P Test F: 1 ]
4| LI_I
seizdlay ezl &+ Show All Fases ISEIect Directary to Export o EI
" Show Sent Faxes v Descending Order
£ Show Received Fares o Ly el Export to L5

Features:

B Ability to sort columns

B View sent/received faxes or all faxes

B Export to CSV and launch Excel

Note: Statistics are retained in the MSGSTORE.MDB file. They are removed based
on the number of days set in the Statistics Tab found under Fax Devices in the TAPI

or Brooktrout Fax Server folder of the msXfax XP Console.




msXfax "® for Microsoft® Exchange 2000/2003 Server 202

Configuring Cover Sheets

Cover Page Editor Overview

A Cover Page editor setup program is supplied with the general install files. This
setup can be deployed to users responsible for the creation of cover pages for their
respective business units

Cover pages created using the Cover Page editor can be tested by forwarding it to
the Fax Server to process and return a rendered image as it would appear as a fax.
The forwarding process is actually part of the Cover Page editor. A DCX image is
returned showing you exactly how the cover page would appear if sent as a fax.

To control the implementation of user defined cover pages, users must send their
final designs to the msXfax XP administrator for inclusion in the Program Files\ BNS
Applications\ msXfax XP\ Cover Sheet location on the fax server.

The msXfax XP administrator can then use Global Fax Settings (MAAD Tool) to set
all users in an OU to use the cover sheet. The MAAD tool updates Active Directory
properties for each user object in the OU (or selected users) with items such as cover
sheet details.

Cover Page tool features

B Cover Page Tool supports Microsoft Word as the editor and allows Active
Directory keyword tags to be dragged from the sender and receiver panes in the
tool to word.

B The keyword tags are defined in a text file called ‘'msXKeywords.txt * located on
the fax server by default in C:\ program files\ BNS Applications\ msXfax
XP\ Cover Sheets’.

B msXfax XP keyword tags support ANY Active Directory attribute for Person or
Contact Objects. msXfax XP also supports user defined keyword tags for by end
users or application processes. This unique feature in msXfax XP is extremely
powerful for use by: Application developers, Outlook forms designers or users
who want to insert values in the message body and have those values appear on
the fax cover sheet.
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Supporting user defined keyword tags allows systems integrators to provide value
added integration services for their clients to integrate msXfax XP to any application
such as: Document Management Systems, Outlook front end forms, mainframe
applications, SAP applications, E-commerce applications etc.

From an application perspective, an msXfax XP cover sheet could be considered like
a fax business form which can be supplied values from an application. For example:
an SAP application could perform a simple MAPI send or an SMTP send for an AD
user called Purchaseorder@Company.com. This AD user has a cover sheet called
Purchaseorder.DOC and the application supplies the variables the message text.

This is a simple implementation of BNS Group’s Enotify-Al application
programmers interface which is now bundled with msXfax XP version 6.7.4+

When msXfax XP receives a message with embedded user defined keywords it will
perform a search and replace on the cover page associated with the user when the
fax is rendered.

Technical note: The keyword/value combination should be specified in the message
body of the email and prefixed with a ‘S-* for Sender details or ‘R-* for Receiver
details and , e.g. R-SAPAccount=0Q12654UQ, then in the Cover Page the keyword
tag should placed in any suitable place but be enclosed in brackets e.g. [R-
SAPAccount].

There is no limit to the number of keyword/value combinations in a message or
Cover Page. While traditionally a cover page is a single page there is no limitation in
msXfax XP and a cover page can be any number of pages.
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Extensible:

The Keyword Tag definition is made up of two parts:

This is technical information for customers who need to know a little more about the
inner workings of cover sheet processing:

Table 14: Example of Keyword Tag definition

Part Description Comments

S-GivenName The ‘S-' prefix indicates that the tag
refers to Sender Details, The value
following refers to the Active Directory
Attribute name for the Given name of
the Sender

Value=GivenName The label assigned to Value is
displayed in the Cover Page tool to
describe meaningfully what the AD
Attribute refers to.

Keyword Tags/Value combinations can be added to afile called
‘msXkeywords.txt using a text editor such as notepad at any time.

It should be noted however, that the Cover Page Tool setup (which may be
deployed to users desktops) also requires the ‘msXkeywords.txt” file. If any changes
are made to this file in regards to adding new keyword Tag/value combinations,
this file must be copied to the Fax Server(s) for the new keywords to be used.
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Figure 4:  The Cover Page Tool is an “always on top” tool, to be used in conjunction with
Microsoft Word. Fields are easily dragged onto cover pages created using Microsoft
Word.

gemsXfax XP Cover Page Tool . El
Corfiguration  Kewwards MNaotes  Ahouk

Dirag and Drop K.ewsords on to 'word Document

—OpendCreate mexfax =P Cover Page

=

Test Cover Fage |

—Sender Kepwaord

Etdail Subject -
Etdail Body

Given Mame
Last Mame
Dizplay Mame
[ ritialz

Title

hd zmznar

—Receiver Kepward

Given Mame -
Last Marme
Dizplay Mame

[nitialz

Title

bk anager

Compary

Direct Reports

b anaged Objects LI

L

-

Using the Cover Page Tool

Configuration

The configuration menu shows the location to store cover page files. Click the Folder
icon to the right of the location to select another location. This is where your cover
sheets will be created if you create them from the tool. Fields can be dragged onto
any word document that is open.

Keywords

Opens the extensible msXfax XP keywords file in notepad. This file an be altered by
advanced Administrators with a good knowledge of Active Directory and msXfax.
Keywords are representative of Active Directory Object Properties.
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Instructions exist in comments at the top of the file. Once you correctly modify this
file, the keywords you add will appear in the keyword list next time you start the
Cover Page Tool.

Open a sample Cover Page file msXcover.rtf

B Click on the Folder icon to open an existing cover sheet (RTF format file).

g=msXfax XP Cover Page Tool x|

Configuration  Keywords  Motes  About

Drag and Drop Kewwords on to Ward Document

—OpendCreate mskfas #F Cover Page

=]

Test Cover Page |

—Sender Keyword

E b ail Subject .
Etdail Body

Given Mame
Last Mame
Dizplay Hame
[ritialz

Title

kd =im = mar

—Receiver Keyword

Given Mame .
Last Mame
Dizplay Mame

[ ritialz

Title

ki anager

Comparny

Direct Reports

kanaged Obiects LI

-

L

B Select the sample supplied with msXfax XP called “MSXCOVER.RTF”.
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Figure 5:  Open the sample cover sheet

Table ‘Window Help

Tools

¥ - N FaxHeader + - Times MewFoman - 10 -

K v % 75% -

Facsimile Cover Sheet

XD
[8- Cormprazer]

Eriter yonar street address mfonmatior i bere.

o Mepmmaft® Ludwepe 2000 bervw

Pleace minimize the ronmber of keyarords precerd on this
comrer shiet to fmpronre ogrerall perfonmare e of yonr fax

SETRRET .
To : [R-Displayl{ame] Fax : [R-Facsimile TelephoneMumbex]
From : [S-Displayl¥: s+ msifan XP Cove x|
Title : [5-Title] Configuration  Kewwords Mokes  Abouk
Fax Mo# : [S-Facsimile TelefhoneMumber]
Depit: [3-Departrent] Dirag and Dirop K.eywords on to 'word Document

OpendCreate mefax =P Cover Page
I"E:'\F’rngram FilezhBMNS Applicationszmskfax EI

Date : Tuesday, March 05, 200

Subject : [5-Subject]

Create Cover Page Test Cover Page |

MESSAGE -

—Sender Keyword

Etdail Subject
Etdail Body
Given Mame

= ATy
[lizplay M ame
Title
hl‘ =la=Tul=18

—Receiver kepword

Given Mame
Last Name
Digplay M ame
Imitialz

Title

bl anager
Compary

[5*hailEady]

-

L

This sample cover sheet includes many of the common values for your Active
Directory users.

B ]t is a simple matter of drag and dropping the keywords from the tool to the
word document.

Please minimize the number of keywords you use, otherwise it
will add more processing requirements on your fax server. Where
possible use static values in your cover sheets. For example:
Rather than pulling the Company name from Active Directory it

Note:
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would be more efficient to simply have your company name and
logo in the word document. If your enterprise is splitinto many
business units and AD is the source of all information, ensure that
your fax server has sufficient CPU and memory.

Testyour Cover Page

From the Cover Page tool you can test your cover page using the “test cover page”
button. This will send the cover page to the fax server, perform an OLE automation
of Word then return the result as a DCX image.

B Click the Test Cover Page button, the following dialogue appears:

Figure 6:  Cover page testing using the in-built test facility.

g=msXfax XP

Configuration  Kewwords

[rag and Drop Keywords on toWard Document

—DpendCreate mekfax =P Cover Page |

Motes  Abouk

Create Cover Page

4= Send Cover Page to msXfax XP for Processing
—Setting

Cover Page to Test

Sender Keywords

E b ail Subject
Eail Body
Given Mame
Last Hame
Dizplay M ame
| ritialz

Title

hl‘ =la=Tul-14

Feceiver Keywords——

Given Mame

Last Mame
Dizplay M ame

I mitialz

Title

b anager
Comparny

Direct Reports
Managed Objects

||"|::"-.F'r|:-gram Files"\BMS Applications‘msfan <PCover Sheetshmecover it

Exchange/Smtp Host IP Address I1 0111

'our Email Address
mzFfan %P Email Address :

Iadministratnr@cumpany. Com

Ims:-:faH-Hp-bnstun@cnmpany.-:u:um

|Laurie@99999999

Recipient Fax Address ;
e.0. MamefaFax Mumber:

Special Keywords ;
MHaote, Attach keywords to ovenrite

Cover Page values, e.q.
Sender Keywords /5-FKeyword=value
FReceiver Keywords /R-Kepword=value

Send |

B You can browse for an existing cover sheet that you want to test.

B Specify your Exchange server DNS name or just the IP address of your Exchange
Server.

Complete the fields similar to the above example replacing company.com with
your DNS domain name.

The example above shows that we used the fax server’s POP3 Mailbox email
address used by msXfax XP’s Messenger process. msXfax-xp-
boston@Company.com
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B Click Send to send the test. A mail message containing the cover sheet will be

sent to the specified address.

209

B msXfax XP will process the message and send you a DCX image of the rendered
cover page. If you see some large text on secondary pages, please ignore this and

move on to perform a real test using your fax server and a fax machine).

When you're happy with the presentation, you should send yourself a test fax to a

fax machine. However, before you send a test fax you must:

B Ensure that the cover page file eg: msxcover.rtf is located on the fax server in

Program Files\ BNS applications\ msXfax XP\ Cover sheets\.

B Go to your Active Directory user object and add the keyword [CS:msxcover.rtf]
in the Notes field. (You may also require [FaxEnabled] in the sender’s Notes field
in AD in order to send a fax).

Adminisktrator Pr

Exchange General
Exchange Features

| Published Certficates | MemberOf | Dialin | Object | Security
1 E nvironment I Seszion: I Femate contral I Terminal 5ervices Frofile

General I Address I Aocount I Prafile

2 x

E-mail Addreszes
Exchange Advanced
Telephones I Organizatian

— Telephone numbers

(DML TIC: vreceived fanes)
[C5:mecover.rti]

! [CCozales0l]
[OutDkdl:C:houtboundfaxes]

[InPrinter:1HF Lazerjet 1100 [MS5]]

Hame: I Other... |

' Pager: I Other... |

b obile: |Dd'| 2863531 Other... |

Fax: |+1 [F81] B2813355 Other... |

IF phone: I Other... |

M aotes:

e -
[~

Ok

Cancel

Amply | Help |
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Fax Server cover page keywords

This information is provided for administrator’s to be aware of the comprehensive
features sets of msXfax XP with respect to cover pages.

As mentioned in the introduction section of this chapter, you can add your own
keywords to the keywords file. Keywords can be used in conjunction with your
applications and Outlook forms (VB Script) to insert keyword commands into the
body of messages.

The following file can be edited via the “Keywords” menu option in the Cover Page
Tool. It is physically located in the:

“Program files\ BNS Applications\ msXfax XP \ cover sheets” directory on your fax
server.

* msXfax XP Cover Page Keywords File *
*

* This file is used by msXfax XP to propagate the*
* Cover Page program and the Messenger as to *
* what Active Directory attributes are supported *
* *
* Modify this with Care *
* Version 6.0 *

* The TAG is the actual AD Attribute in brackets and the value is the name
displayed
* in the Cover Page Program.

*

* Tags Prefixed with a *"S-" refer to single value Sender attributes.

* Tags Prefixed with a "S*" refer to multivalue Sender attributes.

* Tags Prefixed with a "R-" refer to single value Receiver attributes.
* Tags Prefixed with a "R*" refer to multivalue Receiver attributes.

* Note that Receive details will only be extracted if the Receiver is in
Active Directory

* Special Tags not part of AD but used by msXfax XP
* Do not delete or change

[S-Subject]
Value = EMail Subject

[S*Mai IBody]
Value = EMail Body

* Sender Tags *

[S-GivenName]
Value = Given Name

[S-Sn]
Value = Last Name

[S-DisplayName]
Value = Display Name

[S-Initials]
Value = Initials

[S-Title]
Value = Title

[S-Manager]
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Value = Manager

[S-Company]
Value = Company

[S-DirectReports]
Value = Direct Reports

[S-ManagedObjects]
Value = Managed Objects

[S-Department]
Value = Department

[S-Info]
Value = Notes

[S-Description]
Value = Description

[S*StreetAddress]
Value = Business Street
[s-L]1

Value = Business City

[S-St]
Value = Business State

[S-Co]
Value = Business Country

[S-PostalCode]
Value = Postal Code

[S-PostOfficeBox]
Value = Business Post Office

[S-PostalAddresss]
Value = Business Postal Address

[S-physicalDeliveryOfficeName]
Value = Office

[S-HomePhone] "
Value = Home Phone

[S-TelephoneNumber]
Value = Business Telephone

[S-Pager]
Value = Pager

[S-Mobile]
Value = Mobile

[S-FacsimileTelephoneNumber]
Value = Fax

[S-OtherMobile]
Value = Alternate Mobile

[S-OtherPager]
Value = Alternate Pager

[S-OtherTelephone]
Value = Alternate Business Telephone

[S-OtherFacsimileTelephoneNumber]
Value = Alternate Fax

[S-1PPhone]
VAlue = 1P Phone

[S-OtherPPhone]
Value = Alternate IP Phone

[S-wwwhomepage]
Value =www Home Page

[S-url]
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Value = url

[S-mail]
Value = Email Address

* Receiver Tags

[R-GivenName]
Value = Given Name

[R-Sn]
Value = Last Name

[R-DisplayName]
Value = Display Name

[R-Initials]
Value = Initials

[R-Title]
Value = Title

[R-Manager]
Value = Manager

[R-Company]
Value = Company

[R-DirectReports]
Value = Direct Reports

[R-ManagedObjects]
Value = Managed Objects

[R-Department]
Value = Department

[R-Info]
Value = Notes

[R-Description]
Value = Description

[R*StreetAddress]
Value = Business Street
[R-L]

Value = Business City

[R-St]
Value = Business State

[R-Co]
Value = Business Country

[R-PostalCode]
Value = Postal Code

[R-PostOfficeBox]
Value = Business Post Office

[R-PostalAddresss]
Value = Business Postal Address

[R-physicalDeliveryOfficeName]
Value = Office

[R-HomePhone] *
Value = Home Phone

[R-TelephoneNumber]
Value = Business Telephone

[R-Pager]
Value = Pager

[R-Mobile]
Value = Mobile
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[R-FacsimileTelephoneNumber]
Value = Fax

[R-OtherMobile]
Value = Alternate Mobile

[R-OtherPager]
Value = Alternate Pager

[R-OtherTelephone]
Value = Alternate Business Telephone

[R-OtherFacsimileTelephoneNumber]
Value = Alternate Fax

[R-1PPhone]
VAlue = IP Phone

[R-OtherPPhone]
Value = Alternate IP Phone

[R-wwwhomepage]
Value =www Home Page

[R-url]
Value = url

[R-mail]
Value = Email Address

Adobe & Microsoft Office Dialogues

Microsoft Office Assistant (Office XP)

When you send your first fax using an Office document set the msXfax XP
Messenger Service to interactive with the desktop. Occasionally, the Office
Assistant needs to be hidden as a once off operation.

B You may see the following dialog box come up when word is started to perform
arender.

B You need to stop all services and acknowledge the dialog box until it goes away.
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Office Assistant x|

There are no Office Assistant character files present on the system, Please run Setup
in mainkenance mode and install at least one character.

Start word manually on the fax server.
Click on Help/Hide the Office Assistant.
Click on Help/Show the Office Assistant.

Perform the Hide and Show process until you are presented with an assistant
message as below asking you if you need to ‘Yes, turn me off’

B Once you do turn the assistant off you can restart the services and the message
will not be displayed again.

il Assistant - Microsoft Word

“Ji Comection | E|| =1

Tvpe a queskion for help = X

Eile Edit Wiew Insert  Format  Tools  Table  window  Help
Dﬁnfﬂﬁ %&ﬁ? Times Mew Roman » 12 - BIE

Coee 1 [ B B - T B R S B

AN RRT L

41—
=
i=

Ir]

& % New Document - X

-
' ' ' —

Open a document
|‘,"F'“ Documents., ..

New
[ Blank Document
@ Blank Wweh Page

&4 Elani Turning off the
Office Assistant.

New from|

Office Assistant |

Ej cha You've hidden me
brese several times now,

Would you like to
in maintenance mode and inskall at least one characker, Neﬁw]% permanyently burn me off
BN or just hide me again?

- & There are no Qffice Assiskant character Files present on the system, Please run Setup

21 Tem @ i, just hide me
“_—] Tem @ Ves, turn me off
- @ Change other

: opkions

-
- TI [ add Metwork Place. .,
. @ [2) Microsoft \Word Help
. & [v] Show at startup
= mE]= 4] | ]

Page 1 Sec 1 11 Ak 1" ln1 ol 2 REC TRE EXT owr [C&

EﬂStart”J m E I“_:,.f] J E@msxf...l Inbo...l QWin... | %Serv...l ﬁmsxf...l ﬁmsxf...l .ﬁ.ssi...l @. 1:07 Al
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Adobe Acrobat registration version 5.0

Acrobat 6.0 appears to require registration once. Therefore, this procedure should
only apply to version 5.0 customers. This is the procedure which must be followed
for Acrobat 5.0. Should any other version require registration using the local system

context this is how it is done:
B From your fax server select Start, Administrative Tools, Services.
B Scroll down until you see the msXfax XP Messenger Service

B Right Click properties

B Select Log On property tab

B Click the check box “Allow Service to interact with desktop”.

B (Click OK.

B Right click and select “Restart”

|

Go to an Outlook client and attach a PDF file to a message and address it to a fax
contact or send using say msXfax domain addressing as shown below.

% Example of msXfax Domain Address - Message (HTML)

File Edit Wiew Insert Format Tools  Acktions  Help

=gend Accounts~ [/ & B 0 @Be ' 3 ¥ g]optons.. &
To,. |+ 1-781-12345678@boston, Fax|

c.. ||

Bee... |

Subject: ]E:{ample of msxfax Domain Address

Attach... |'@msxFax a4 web2.pdf (253 KB)

This is an example of sending a fax using msxfax *F Domain Addressing

B Go to the fax server and wait for the Adobe registration dialogue box to appear.
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¥ PR 1 [ T T E—

Adobe Registration - Regist

— Fegistration -
Contirue
Pleaze choose if pou want to register pour Adobe product at this bime.

i

; : : : Cancel
™ | want to register online. | have an internet connection,

| want to prift out my registration form to be mailed o faed.

* Do mot display this dialog again.

The above registration choice is for version 5.0

B Do not display this dialog again and press Continue.

The one below is for version 6.0

Adobe Registration i X|

\i') Would you like to register your Adobe product onling noww?

B Select Register for version 6.0. This launches a web browser window. Complete
the registration process.

B Wait for a few minutes.

B Set the msXfax Messenger Service back to normal so that it does not interact with
the desktop.

B Restart the msXfax Messenger Service.
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Note:

Other configuration elements and options?

Changing confirmation messages

Fax Sent, Fax Failed, fax received message templates can all be changed to suit your
organization’s standards.

msXfax XP uses HTML format files allowing maximum flexibility for administrators
to change the way users are presented with messages from msXfax XP.

The following files are located in the msXfax XP\ templates directory on the fax

server.
File name Purpose

ALERT.HTM msXfax XP Alert message
FAXSENT.HTM msXfax XP sent confirmation
FAXFAILHTM msXfax XP failed fax notification
FAXIN.TXT This is a text file used for received faxes

Before making any modifications to these files, make sure that
you make a copy of the originals for safe keeping.

Some customers like to modify the HTML files to include their company logo and
links to their own internal intranets for user instructions and policy in relation to
msXfax XP.

Remember to apply any file changes to all your fax servers.
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Configuring Exchange/AD for other tasks

Creation of Active Directory Fax Contacts

Administrators or users with delegated permissions can create fax users in Active
Directory. One advantage of creating users in AD is the fact that recipient
properties are available to msXfax XP for insertion on cover sheets. Outlook
Contacts does not provide this capability.

The following example shows how to create fax contacts in AD.

B From Users and Computers snap-in select an OU then Right click, create New
Contact

Mew Object - Contack x|
Create in:  demo.comd/Contacts/Fdi Contacts

Eirst name: IEiII Initials: |

Last name: IBn:uwn
Full name: IBiII Brown [Fax]
Dizplay name: IBiII Brown [Fax]

< Black Cancel
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Mew Object - Contact |
Create e bhzgroup.comdlUsers
¥ Cieate an Exchange e-mail addres=
Alias:
IBiIIBn:uwn
E -mail:
| Moadify..
¢ Back I HEwt = | Carnicel |
%MTZ Meate i hosormon comdl eere
New E-miail Address

v

E-mail addresz type:

w400 Address
bicrozaft kail Address
SMTP Address

co:bail Address

Lotug Motes Address
Movell Groupiaize Address

] I Cancel Help |
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Other Address Properties

New Object - Contack

I e R ES U ||
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Mew Object - Contact EH

Create in:  brnzgroup.com/Uzers

YWhen pou chick Finish, the following object will be created:

Full narme: Eill Brown [Fax]

Cancel |

B This user can now be selected from the global address list

< Back

Select Hames

Shiowe Mames from the:

Type Mame ar Select from Lisk:

| Message Recipients

| Mame To-=

& Eill Erown (Fax)
BMS Support

& canberra-fax-alert
Clive Pereira

CC-=

enokify A1

A o ) Lu

From Outlook, users can now select Bill Brown a fax recipient from the Global
Address List. AD Fax Contacts can be included in distribution groups.

How to route inbound faxes to a public folder

Routing inbound faxes to users is achieved by using an email address. The
following describes how to accomplish the task of routing to a public folder.

Firstly let’s look at an example public folder structure in Exchange.
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*'E Exchange System Manager

Windo

| & = | &

Help

| 48, Conscle

J Action  View

m| % ER| X

Tree I

% Company (Exchange)
- @ Global Settings
- @ Recipients
EI{:I Adminiskrative Groups
: {:l First &dministrative Group
I %’ SErvErsS
El 1@ R.auking Groups
P E@ 2nd routing group
- E@ bioston
=] ]ﬁ Folders
B [Eg Public Folders
------ E' Internet Newsgrnups

----- £ PF Sales forecasts
----- 91 PF Sales Faxes Received

L S Tonle

222

In this scenario we want to route faxes that come in on fax line 1 to the “PF Sales Received
Faxes” public folder. We also want to notify ALL people in the sales team that a fax has
arrived and has been placed in the public folder. Our assumption in your Exchange design is
that you have mail enabled you Global Security Group eg: Sales Team Boston

|
permissions to the folder.

Right click the public folder
Select All Tasks

Select Mail Enable as shown below

Firstly create your public folder in Exchange System Manager and assign

% Company (Exchange)
-4 Global Settings
[ Recipients
=1 Administrative Groups
= {:l First Adminiskrative Group
l %ﬂ Servers
EI tg Routing Groups
. [@-87, 2nd routing group
. @, bostan
Ellﬁ Folders
=- EEg Public Folders
------ £ Internet Mewsgroups
El £ Sales & Marketing
----- £ PF Sales forecasts

F Sales Faxes Receive

e
Al Ta

=& Tools

¢ Message Tracking Center

Folder Mame

Propagate 55

=k {:l Monitaring and Status
----- (271 Nokfirations

Yiew

B Right click the PF Sales Faxes Received public folder

B Select properties
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Note:

Note: Exchange/AD may take a little time depending on your AD Design to actually
generate the proxy email address(es).

PF 2ales Faxes Received Properties EHE

eneral | Replication I Lirnits I Exchange General
E-mail Addresses | Exchange Advanced I Dretailz I F'ermissiu:unsl bember O

E ach e-mail addrezz type has one default reply addrezz. To change the
default, zelect an entry in the list, and then click Set A Primary.

E-mail addrezzes:

Type | Address
SHTP PF5alezF axesHeceived@Company. com
=400 c=uz:a= ;p=Company:o=Exchange;s=._..

Edit... | Eemove | Set &z Brimany |

V¥ Automatically update e-mail addiesses based on recipient policy

| F, I Cancel | Spply | Help |

Your public folder should now have an email address automatically generated by
Exchange. You can now send an email to PFSalesFaxesReceived@company.com and

you should be able to see the message in the public folder from Outlook.

Create a Distribution Group

To route incoming faxes to a Public Folder requires a Distribution
Group

Scenario: The Sales Manager decided he wanted ALL of his sales team to receive a
copy of faxes for Sales. His staff cover for one another while they are on vacation so
he wants all of his staff to receive a copy plus he wants a copy stored in a Public
Folder for his team to refer back to if they lose a copy from their mailbox.

How to Implement this scenario: Create a global distribution group which will
have 2 members:


mailto:PFSalesFaxesReceived@company.com
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e The public folder “PF Sales Faxes Received”
o The Global Security Group called “Sales Team Boston”

By making the Global Security Group mail enabled ensures that if a new staff
member is added to the sales team they will automatically start receiving sales faxes
without the Exchange Administrator having to change anything else.

B Run Active Directory users and computers

B Select the OU where you want to create the Distribution Group (we will use a
global distribution group in our example. Depending on your design you may
want to use Universal Distribution Groups).

MNew Object - Group

@ Create in:  Compary.carmMarth America/BostaondS ales team

[Zraup name:
IDG Sales Fares Boston

Group name [pre-ywindows 2000];
IDG Sales Fares Boston

[Group scope Group bype
" Domain local " Security
' Global [ ] i
' Universal

¢ Back I MHewt > I Cancel

B For the purposes of this documentation we have used a prefix DG to make it
clear which objects are which. You should carefully plan your naming
conventions.

B Next
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New Object - Group

@ Create i Compary.com/Morth Amenca/Bozton/S ales team

¥ Cieate an Exchange e-mail addiess

Aliaz:
IDGS alesF axesBoston

& If you must uze mail-enabled global or local groups, you need to have a
detailed understanding of the placements of Exchanage zervers, Active
Directay Global Catalog, and Active Directary replication rules. Uzage
of mail-enabled Univerzal groups iz strongly recommended to ensure
corect mail deliverny.

< Back I Hest > I Canicel

B Create an Exchange e-mail address
B Next then Finish

B The following example shows: 3 users, a global security group (mail enabled)
and global distribution group (Mail enabled).

wtion vew || = = [Bm FRE 2|0 TEE

= I Sales team S objects

Active Directory Users and | Mame I T.. I E-Mail Address

@ Companty, com ﬁDG Sales Faxes Boskon Di... DE5alesFaxesBoston@Company g
@ Asia-Pacific ﬁ fred Bear User  Fredbl@Company.com

[:l Biuilkin ﬁ Jirn Browwn User  Jimb@Company . com

[:l Computers €7 Julie Baar User Juliebi@Comparry, com

(&3] Domain Contrallers €7 sales Team Bostan ... SalesTeamBoston@Company.com

[:l FareignSecurityPrir
[:l LostandFound

----- (23 Microsoft Exchange
EI@ Morth America

E EI@ Boskan

----- [£3] 5ales team

B Right Click on DG Sales Faxes Boston



msXfax "® for Microsoft® Exchange 2000/2003 Server 226

ction  Yiew |J1- *||X|I§|Jﬁﬁfﬁ?@ﬁ

d I Sales team 5 objects

hctive Directory Users and | ame | 1., | E-Mail Address
ﬁ Campary, corm ria Sales Faxes Boston = .

(&3] Asia-Pacific €7 fred Bea HEREE o

- Buitin € Jim Brown Exchange Tasks...

E‘D Computers ﬁ Tulie Bear Add Exchange Public Folders

ﬂ@ Domain Controllers | @ Sales Team Bostan aicl e |
-] ForeignisecurityPric

El[:l LostandFound All Tasts g
[:l Microsaft Exchange Delete

EI@ Morth America Rename

- B Boston Refresh

----- (&3] Sales team

B Select Add Exchange Public Folders

i Select Exchange Public Folders

Lok, ir; I@ Company.com

Mame | In Folder
£ Offline Address Book - fo=Company/ch=addiliz...  Company. com/bicrozg
£ intemal 70495808 Cormpany. com b iz
=] globalevents Cormpany. comdk iz
£ 5 chema Company. comd/k iz
£ D4R Yersion 2 Company. comsMicrozg
EFPF Sales Faves Received Company. comdMicrozg

sid | CheckMames

PF Sales Faxes Received

Select your public folder

Click on Ok

Right click properties on DG Sales Faxes Boston.
View the Members property tab
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ﬁ Sales Tear

Mame | T... | E-Mail Address | Descripti
QTR G sales Fancs Boston properties KK
ﬁ fred Bear

ﬁ Timn Brawn E xchange General I E-rail Addrezses I Exchange Advanced

ﬁ Julie Bear General — Members I tember O I tanaged By I Object I Security

tMembers:

M ame | Active Directory Folder |

Cornpary. com/Microsoft Exchange !

B Now you can add other objects to the list.

B We will add the Sales Team Boston as shown below

A DG Sales Faxes Boston Properties

i select Users, Contacts, Computers, or Groups

Look ir: I@ Company. com

€7 list2

M ame | In Folder
ﬁ Dzl pdateProsy Company.comdLlzers
ﬁ Exchange Domain Servers Compatny.comdLl sers

ez Team Bostan

ﬁ group 1 GO Company.com/Jzers

ﬁ list Company.com/dsia-Pacifig

fﬁ Erecutive Global DL Company.comdMarth Amer
Add Check Hames

Compaty. comddzia-Pacifi

Company. com/Marth Amer

<< Type names zeparated by zemicolons or choose from lizt > >

Your example should now look like the one below: a Distribution Group containing

a mail enabled security group and a public folder.

221
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DG Sales Faxes Boston Properties ﬂ E

Exchange General I E-mail Addrezzes I Exchange Advanced
General  Members | kember Of I kanaged By I Object I Security
Members:

Hame | Active Directory Folder |

PF Salez Fawxe... Company.comdMicrosoft Exchange System Obje...
ﬁ Sales Team B... Company. com/Marth America/BostondS ales beam

B Click on the General Property Tab

Ackive Direckory Users and
El@ Commpany . com

(& Asia-Pacific

-] Builkin

-] Computers

(&) Domain Contrallers

-] ForeignSecurityPric

-7 LoskandFaund

i Microsoft Exchange
=& Morth America
- =-{£4 Bostan

- [ Sales team
- -2 Chicago
-] System

MName

[ 1... | E-Mail Address | Descriptiof

ﬂ fred Bear
E Jirn Brown
ﬂ Julie Bear

CT0G Sales F R ey —

Eschange General I E-mail Addreszes I Eschange Advanced
Gieneral | kembers I kember Of I anaged By I Object I S ecurity

ﬁSales Tear
@ D5 Sales Faxes Boston

araup hame [pre-windows 2000]; IDG Sales Fares Boston

Description: IBDstDn faw line 1 [¥8117872-33591
E -mail: IDGSaIesFa:-:esBDstun@EDmpany.cum
— Group scope Group bype
£ Domain lozal ) Securty
* Global & Distribution
£ Universal
Hotes:
[CH:Boztond] "
Fares received on phyzical line 1 from the PAE 781)7372-9851 will be
routed ta thiz Digtribution Group. Faxes are dropped inta the Public
folder for the zales team and they are all notified with a copy of the fax] j

k. Cancel Apply | Help
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[CH:Boston1] is the channel routing keyword for msXfax XP for the site Boston line
1 to route to this Distribution Group. We have given you some ideas how you can
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use the notes field to make your own notes about the function of the Distribution
Group. Using Distribution Groups provides ultimate flexibility.

Routing inbound faxes to external contacts

Fax Service providers and customers can configure Contacts in AD with a Fax
number assigned in their AD properties to enable inbound routing to external
contacts.

When a fax is received on a particular DID fax number, msXfax XP will lookup AD
and send the fax to the Contact.

The AD Contact can be on any external network including: Groupwise, Notes,
SMTP Internet, X.400 etc.

The following example shows how to create a contact in AD that an inbound fax will
be routed to.

B From Users and Computers snap-in select an OU then Right click, create New
Contact

MNew Object - Contack x|

Create in:  azpfax.comAASPRAS Customers
First name: IBNS Initials: |

Last name: ISuppu:urt B2033724
Full name: IBNS Support 62033724
Dizplay name: IBNS Support 62033724

< Back I Mest » I Cancel
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Mew Object - Contack x|

Create in:  azpfax.comASPRA Customers

¥ Create an Exchange e-mail address

Blias:
|BN55uppnrt52033?24

E -mail:

| Madify...

< Back I [HEwt = | Cancel

New E-mail Address 2=

E-mail address type:

Custorn Addresz -
#4000 Address _I
Microsoft Mail Address

SMTP Address

oo aill Address

Latus Mates Address

M ovel Groupwise Address

| k. I Cancel | Help |
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Internet Address Properties d |

Gieneral I Advanced I

E-mail addresz: Isuppurt@bnsgrnup.cnm.au

k. I Cancel Apply Help |

BNS Support 62033724 Properties ed 4

Security I Exchange General I E-mail Addrezzes I Exchange Adwvanced
General I Addiess  Telephones I Elrganizatiu:unl MembeerI Object

— T elephone numbers

Horne: I Other...

Pager: I Diker...

b abile: | Other. ..

Fax: |:chr52033?24| Other...

1P phone: I Other. ..

Hotes:

el

| k. I Cancel Apply | Help |

B The example above shows how the fax field in AD is used together with the site
code and a colon to create the search criteria for msXfax XP to determine which
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external contact will receive this fax. An alternative approach would be to use the
[DID] keyword in the notes field.

It is possible to set up distribution groups using the [DID] keyword in the notes field
of the AD distribution group. The distribution group can contain many external
contacts or other Exchange objects.
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Fax Server Management

Installing msXfax XP on Windows 2000 servers offers remote management and
configuration via Windows Terminal Services.

msXfax XP Trace Monitor uses Named Pipes to allow trace windows of key services
and processes to be viewed anywhere in the network.

It is also possible to monitor detailed traces by copying the msXtrace.exe program to
your computer.

Copy msXtrace.exe to your computer

B Copy msXtrace.exe from the msXfax XP Programs directory on the fax server to
your computer.

B Run msXtrace.exe

B Monitor any fax server on your network
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How do my users use the system?

Important:

msXfax XP uses features already built-in to Microsoft Outlook that allow users to
send a fax.

Addressing & Sending faxes

There are many other ways to send faxes which include:

B Exchange Custom Addressing

msXfax XP Free form addressing

msXfax XP Domain addressing

Render to Outlook

B Scan to Outlook

We will discuss these additional ways to send a fax later in this chapter. Let’s look
firstly at sending a fax to an Outlook Contact using Outlook and we will attach a
Microsoft Word document to be sent as a fax.

Outlook Contacts

Users can simply add the recipient’s fax number in the business fax number field of
an existing contact. For one-off faxing, we suggest you use Exchange Custom
addressing.

The following is a basic Outlook Contact entry. This could be a Contact in the user’s
Mailbox or a public folder Contact.

Please advise your users to always format their fax numbers with
full International formats. This is particularly important for
roaming users who connect to other subnets in your enterprise.
The international format is +Country code (area) number

EG: +1(781) 12345678

+1=USA, 781 =areacode inBoston, 12345678 is the fax
telephone number
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EB Laurie 62813866 - Contack

File Edit Wiew Insett Format  Tools  Ackions  Help

Hsaveandclose [ & ) * &L ou- & -9 -

zeneral I Details I Activities I Certificates ] Al Fields I

g Full Marme. .. ||Laurie BZE13865 @Eusiness I

Joh Fitle: ITest Faw user Haome :I I
Company: [BNS Group Business Fax | [+61 (2) 62813866
File as: |52=313855, Laurie =] Mabile :“

m address, .. | E-mail ll:

Business ll Display as:

if"' Web page address: I

[~ This is the mailing address

IM address: I

Contacks, .. | I Cateqoties. .. | I

The example above:
+61 = Australia Country code
(2) = area code for greater part of NSW and ACT

followed by the number

235

Note: in some countries (such as Australia and the UK) people think of an area code

for say Sydney NSW as area code (02) or an area code in the UK (0173).

This is correct in the context of the National telephone system which people use

everyday. In actual fact, the 0 is in effect the long distance code. 2 or 173 in the case

of is the area code.
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Send a Word document example

iy Untitled Message - Microsoft Word

File Edit Wiew Insert Formak Tools  Table  Window  Help Ty,

PEEEBRISRY|IBRY | o-o- QPO = &0 |3
=lsend 0l - B &, Y 3 ¥ | [gdoptions.. - HTML -

I: Seleck Names =|H
c... li Show Mames from the: ICl:untacI:s j i

Subject: Twpe Mame or Select From Lisk:

I Message Recipients

I Mame | To-= I Laurie 625135866 (Business Fax) ;I
62513355 #1 -
62613355 #2 [~
Bill Biromn
Bill Biromn Cc-= ;I
Clinkan Bill
Laurie 62813355 =]
Laurie G
Mandarin Mew York, - B'I;l :I
Fan P (Y = =,

KIN| LIJ =

Hew. .. | Propetties | Find... | Send Optians. .. |
(] 4 | Zancel | Help |
=e|a = 4|
Page Sec 4k Ln ol REC TRE ExT OWR

Selecting recipients from your local Contacts requires care. 2 entries are shown on
the left hand side of the Outlook Select Names window. This is because you have
specified a fax number and an email address for a single contact.

This is as designed by Microsoft, please take care when selecting the recipient and
check that “(Business Fax)” is displayed by Outlook in the Message Recipients list
box.
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ir 5 word document - Message - Microsoft Word
© File Edit ew Insert Format  Tools  Table  Window  Help T
PERHEREGRY | IRRY v-o- |@BOEE 8|0 -0
Eieru:l| n - §¢| L B | w |Ogtiu:uns... * | HTML -

To.. |Laurie 62513566 (Business Fax)

G e, |

Subject: |a word document

Attach,.. |@Laurie 1A, dor {33 KE)

A word document is attached.

=[Bla = 4

Page Sec At Ln Zal REC TRE ExT ovr (G

File
i Mew -

Edit  Yiew Fawaorites Tools  Actions  Help

=L | CyReply €% Reply to Al W8 Forward | = send/Receive | Eorind %y

Type a contack o find - -

= Inbox

Outlook Shorkcuks | | Folder List x| 1| D||Q|Fr0m

| Subject | Received

H--@ Cutlook Today - [Mailbox & Thu 01,
@ ----- % Calendar i Boston... Fax Received From Thu 2f21f2002 2:01
----- §% Contacks
Outlook Today | 0 e {J Deleted Items (2}
----- B} Drafts
[ Inbo
= {ﬁ Journal
Inbox | Mates
-8 Outbox
----- £ Sent Ikems
..... @ Tasks
Calendar =3 Public Folders
g

Conkacks
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B Fax Sent - RE:a word document - Message {HTML)

File Edit Miew Insett  Formak  Tools  Actions Help

CoReply | Replyto Al | WG Forward | S B2 | v ([T X | & -9 - & [,

Framm: Boston Help Desk.
To: Administrakor
o

Subject:  Fax Sent - RE:a word document

ms\fax® =l

For hints and tips on using meXfax XP, please refer to hitpfwww bhsg

Tour Fax

Subject: a word document

Was delivered to the following recipient:

Destmation Mame: Laurie 62813866

Date/Time Zent: 22172002 1:59:.07 A1
Duration n Seconds: 137

Pages: 3

Eemote CFI0: 15dn ine =

Sending faxes when using Microsoft Word

Many customers prefer to implement simple fax templates using Microsoft Word for
creating and sending a fax message rather than using msXfax XP automatic cover

pages.

After a fax message has been created inside Word:
B Select File

B Select Send to

B Select “Mail Recipient (As attachment)” (This option does not appear in all Word
versions. If you are using an older version of Microsoft Word and this option
does not appear, you should select “Mail Recipient” which in fact sends the word
document as an attachment.

B When Word launches an Outlook send window, you can address your fax using
the many options supported by msXfax XP.
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Outlook public folder Contacts

The same level of functionality is provided as in Outlook Contacts. The only
consideration is to ensure that your users’ profile has been configured correctly to
include a public contacts folder in their address list.

msXfax XP Domain Addressing

To allow users to send faxes from Outlook MAPI client or Outlook Web Access
(OWA) the following is extremely useful and recommended.

Customers with Digital Senders (network based scanners) such as Hewlett Packards
range can use the Digital Senders interface to send faxes via Exchange 2000/2003
and onto msXfax XP for processing. Sender email addresses are validated against
Active Directory.

Users can use Outlook MAPI client or OWA can simply address their faxes just like
an email.

For example

2 Example of msXfax Domain Address - Message (HTML)

File Edit iew Insert  Format  Tools  Ackions  Help

=1%end  Accounts~ [ &S B R0 Ba% ' 1 ¥ |]optns. &

To.., | |+1-?81-123456?8@bnstnn.Fax|
ce.. ||
Bee... | |

Subject: |Example of ms¥fax Domain Address

Attach... | |'@msxFax a4 web2 pdf (283 KE)

This is an example of sending a fax using msxfax ¥XP Domain Addressing

Example for a USA fax number +1-781-12345678

Country with no area code +852- -12345678

No spaces between the dash symbols in the case of +852
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&2 anothern example this time with recipient name - Message (HTHL)

File Edit ‘iew Insert  Format  Tools  Ackions  Help

[=]5end | Accounts + =h B v [zjogtons.. [2) ¥ Normal ~ Arial

To... |BiIIEernI+1-?81-123456?B@hustnn.l:ax
c... ||
Bre... |

Subject: |an|:|ther example this time with recipient name

Mote there is a wertical bar character which separates the fax recipient's name and the fax number.

Above: Another example of msXfax XP domain addressing.

This is the recommended way to prepare faxes using domain addressing if automatic cover sheets are used. msXfax XP
uses the name eg: BillBrown to include on the fax cover sheet.

Exchange Custom Addressing

Exchange Custom addressing is built-in service of Microsoft Outlook which creates
a one-off address for a fax or other similar address type.

Many users find this a simple way to send a fax if they do not wish to set up a
Contact.
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Eile  Edit

=]5end
G 1o,
B cc...

Subject:

Wiegw  Insert  Format  Tools  Table Window  Help Type & question For help = 3

PSHEEGRY | iRY | v @POR=E S| @ Tk ]2

- @% !

4 | ¥ | gioptions.. - | HTML -

| [FAx:Laurie@+1(751)6755-3786]

|This is a test Fax

Regards

This is a test fax

Documentation Team

3] | - -

H
+
@
¥
s[ela = 4 | »]
Page Sec At Ln ol REC TRE EXT OweR [CH A

NOTE:

The above example shows that a fax would be generated addressed to a person

called Laurie to a fax number:
B +]1 = Country code
B (781) = Boston Area code

B 6786-8786 is the local number where the recipient’s fax machine is located.

msXfax XP free form addressing

msXfax XP has a very useful form of addressing called “msXfax XP free form”.

Free form addressing is mainly used for sending to a list of fax recipients which you

store in a text file.

With msXfax XP free form addressing you can either:

o Paste the free form values into your memo or;
e Attach a text file ((ADR extension) with the free form values contained in the

file.

Let’s look at an example to see how easy it is.

The default freeform fax command is FAX@
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The default value can be changed in msXfax XP. BNS recommends
FAX=

| Test freeform message - Message (HTML)

Eile Edit Wwiew Insert Format  Tools  Actions  Help

Mormal - Arial

=lgsend  accounts | [ S B B0 e ' 3 v g]options.. &

Subiject: |Test freeform message

&ttach, ., |na.|:||:u: (23 KB)

Clive Brown FAYG+HFE1E/118172
Fred Bear ARG H 18787 -0593
Bill Brown FARGET 1-6754-3459

Flease find attached minutes of meeting

Documentation Team.

The example above shows that full International numbers can be specified by using
the + symbol. msXfax XP fax server will automatically dial the International dial
number eg: 011 (If dialing from USA), 0011 (Australia).

You can specify an absolute number as shown in the example above to Bill Brown
who is in area code 671. However, where possible please use full international
formatted numbers.

B (011 (International dial from USA)

B 852 is Country code for Hong Kong
B There is no area code
|

The remaining digits is the local number in Hong Kong.
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Compatibility:

Note:

Faxing from Windows Applications (Render to
Outlook)

Faxing from Windows applications is achieved by installing Render to Outlook
(R20) on a user’s desktop or notebook.

R20 includes an executable and a printer driver is called “ APF Fax Printer”.

R20 is included with your msXfax XP license. You may install this software on all
your enterprise desktops at no extra cost.

R20 can be used to:

e Fax from a Windows application to msXfax XP Fax Servers
e Create a TIF Group 4 image file to send to any email recipient.
e Create a fax broadcast using msXfax XP .ADR files.

Sending TIF images to recipients on the Internet minimizes the chance of
transmitting viruses traditionally found in some attachments.

TIF images do not host viruses such as macro viruses thereby minimizing the risk of
infecting other people’s computers.

Some organizations can’t justify the cost of deploying a PDF writer on many
computers and choose R20 to create TIF images for transmission via Outlook.

Installing Render to Outlook (R20)

R20 has been designed to work with Windows 2000 and Windows
XP.R20 will not install on previous releases of Microsoft
Windows.

Do not install R20 on the msXfax XP server.

R20Setup.MSI conforms to the Windows Installer specifications. Deployment of
R20 to the desktop can be deployed using Microsoft or other tools.

After installation of R20 the user must perform the following;:

Select Start, Programs, BNS Applications, Render to Outlook

B Select R20 Printer Driver Install

B A printer called APF Fax Printer will be installed on the computer.
| |

Click ok to complete the process.
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Render to Outlook options and icons

R20 is a small floating application. Most users tend to insert a copy into their quick
launch pad as shown below. R20 icon is shown to the left of the Outlook icon in this
example.

B[E[= 4]
Draw~ [3  Agtoshapes~ > a [0 & 4] ¢ [0

Page 231 Sec 1 231/250 Ak S4cm Lm 4 Col 12

B Click on the icon to launch R20. Alternatively, select it via Start, Programs, BNS
Applications, Render to Outlook.

Eender To COutlook va.1

[c] BMS Group 2002

Configure R20

@ This icon is used to configure R20.

Configuration

General | Email Options |

f* Usze mefax 2P Server [T Use Broadcast Facility
{ Create Vi free TiFF Attachments to send via Email. [ [TiFf Group 4 formnat]

General property page
B Select Use msXfax XP Server to send fax requests to send faxes using R20.

B “Use Broadcast Facility” is a special option which should be used by trained
authorised staff. Broadcasting faxes is described in subsequent sections.
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R20 can be used to send virus free TIFF attachments to recipients*.

* Tiff attachments do not support macros and are not executable files. Therefore, the
attachment itself is considered a safe attachment. BNS does not warrant that an
email containing a TIFF file is free from viruses. BNS is suggesting that a TIFF
attachment is safer than a Word document which may contain a macro virus. TIFF
is an image format and is not executable. Tiff image files are interpreted by imaging
software programs found in operating systems such as Microsoft Windows 98,
Windows 2000 and Windows XP. Microsoft Office XP also contains a document
imaging viewer which has been tested with TIFF CCITT group 4 format. TIFF CCITT
group 4 format is a highly compressed format created by R20). Some legal firms
prefer to use TIFF format for client reviews rather than sending a word document or
PDF. R20 is a cheaper alternative to installing PDF writer software on every client
machine.

Email Options

This option is usually checked for faxing and emailing. It allows users to print from
many applications and/or source documents to render their image.

x|!

General Email Options

Iv Prompt for Additional File Attachments!

R20 Help

9 This icon is a simple help icon which reminds a user that the APF FAX Printer driver
should be installed before R20 can be used. After they have installed the APF Fax Printer
driver this help button will still produce the same message. If a user has installed the printer
driver they can commence using R20.

R20 session trace
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* This icon produces a session trace which allows customers with specific issues the

ability to capture what is happening behind the scenes.

20/11/2002 12:48:57 Ph Procezsing :Document
2041742002 12:48:58 P Print from anather Application or

2011/2002 12:48:58 PM Press the Send button on the R20 Panel to zend t
20/11./2002 12:48:58 Pt Done printing: D ocument

1 items captured.
Frint again or

Send
< | >

Send Trace to Suppaort I

Fender To Outlook va.1

Clear Trace |

[l BMS Group 2002

Clicking on the Send Trace to Support button, initiates a new message window in Outlook.
Customers should insert their comments about their problem. BNS Support can look at the
session trace to provide advice in a reply email.

25 Trace Log for Render To Outlook - Message [Plain Text)

File Edit ‘iew Insert  Format  Tools  Ackions  Help

(=lserd  Accounts [ & B e, ' } v [z options.

|ﬂ This message has not been sent.

Ta... | Isuppnrt@bnsgrnup.cnm
ce.. ||
Bre... | I

Subject: ITrau:e Log For Render To Ouklook,

Dear EBN3 32upport, great product eto etco

20711742002 12:48:57 PM Processing :Docuwment

20711742002 12:45:55 PM Print from another Application or
2071172002 12:48:558 PM Press the Send button on the BZ0 Panel
20711742002 12:48:55 PM Done printing:Document

Fegards

Customer name details here
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Suggestion box

‘. This icon will create a message to support@bnsgroup.com for your suggestions to
improve the product.



mailto:support@bnsgroup.com
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Print from your application

B Leave R20 running.
Run Winword or any other Windows application.

B Our example below show a Visio diagram which we will fax or send to any email
recipient via R20.

B From Visio select File, Print
B Select APF Fax Printer

B Do not change properties just press ok.

I T AT T o

Cluster

Connector forwards to Smatt
Host eqg: 10.1.1.1

with a seconday Simart Host
oMTE Connector  defined as 10.1.12

"FAK" address space

101,12 10144
nsXfex ' = i i = msXfax
indows 2000 = ' Windows 2000
F = n - ‘! =

= Print

Prinkter

Marme: APF Fax Printer Properties...

Status;  Ready
Twpe: TPS APVY Fax Prinker

Where:  PRINTFAX: [ Color as black
Cormment: [ Prink ko File
Fage range Copies

& nll Mumber of copies: 1 :

(" Current page

s [ o[t Iﬂ

~

ﬂ (04 | Close
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B R20 will now show that 1 item has been captured.

At this point you can view the image captured, clear the captured image, print
again to capture another file (concatenate output from different applications) or

simply send via Outlook the rendered image.

If you view the image before sending it, please make sure that you
close the image viewer first.

Eender To COutlook v a.1

1 items captured.
Print again or

Send

Wi

Clear

]

101,12
msXfenc ‘/
Windows 2000 =

Fax Server
Secondary

M

Host eg: 10.1.1.1
with a seconday Stmart Host

sMTE Connector  defined as 10.1.12
"FAX" address space

\ 10.1.1.1
msifenc

Windowes 2000
Fax Server
Prirnany

[c] BMS Group 2002

DM arsmiar ktgroaped DD

B Press Send

2 Untitled - Message (Plain Text)

File Edit ‘Wiew Insert  Format

=lgend  aAccounts ~ [ &

¥ This message has nok been sent,

Tools

Actions  Help

B0 2% ' 3

Subiject: |

attach... | | Bl pzoimage.dox (48 KB)

[EvFaszCover]

R20 now invokes an Outlook new message window.

B Users can now address the DCX image to msXfax XP Server in all the ways

described throughout this guide.
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Tip:

Attaching an ADR file in Outlook and addressing it to the msXfax XP mailbox will
perform an efficient fax broadcast. Alternatively, use Exchange 2000/2003
Distribution Groups with the DCX image for broadcasting.

Using R20 to send TIFF files to email recipients simply requires
the R20 configuration radio button to be changed.

Broadcast faxing

R20 generates a DCX format image file which is more efficient when broadcasting
using msXfax XP. Fax broadcasting using R20 assumes that the user will attach an
address list file (.ADR file) in their Outlook message to accompany the DCX image
created by R20. The ADR file contains fax recipients.

R20 provides an import facility to import and convert .CSV files into .ADR format.

Broadcast faxing follows exactly the same procedures above except that provision is
made to prepare .ADR files from CSV files and an additional keyword is included in
the Outlook memo.

Set up of your Excel CSV file

Your CSV file should contain a minimum of 2 fields: Recipient Name and Fax
number.

Your column heading names can be any thing you like.

The fax numbers in the CSV file should be formatted to include the country and area
codes eg: +1(781)12345678

When faxing within your own Country only, it is possible to include the absolute
number to be dialed inclusive of area code.
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Importing your CSV file

Configuration

General IEmaiI Elptin:nnsl |mpart C5Y Filesl

% Usze msxfan #P Server v Use Broadzast Facility
 Create Yirus free Tiff Attachments to send via Email. [ [Tiff Group 4 format]

— marfan #P Broadcast Settings
merfan %P Server Email Address ; Ims:-:fa:-:@demu:u.u:u:um

Sender' Mame to place on all faxes ; IBNS Group

1.Confirmations are not returned for Broadoasts to reduce Metwork, Traffic.
ou will need to request a report to monitor Broadcast progress.
2. Do not remove any inzerted keywords from the email az the Broadcast will fail,

B Check the item “Use Broadcast Facility”.

B Obtain the name of the msXfax XP Broadcast Server Email Address from your
System Administrator. (msXfax Servers can be configured to accept broadcasts
otherwise they will be rejected).

B Select the property tab “Import CSV Files”.

g

Configuration

Eenerall Email Optione  Impart C5Y Files

IJze this facility to impark C54 filez 20 as to build an address list for
Fax Broadcasting with makfax =P,

CSY File ta [rmport :I"E:'\F'n:ugram Files\BMS Applications'Fender Ta Out il

Import Parameter
Freeform Fax Sting :IF"':"“’><= buzt Match mefax =P Server

Dizplay Marne : IDiSp|a_'r' Mamz j

Fax Mumnber : : IFa:.: Murnber: +counkny [arell | Create Adr File
B Select your CSV file
B R20 will present column names from the CSV file.
B Choose columns for Fax Recipient Display Name and Fax Number
B Verify that the Freeform address String is correct.
B Click Create .ADR file
B Close the Configuration window.

Broadcast from application

B Leave R20 running.
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252

B Run Microsoft Word or any other Windows application containing your source

document.

B Our example below show a Visio diagram which we will fax broadcast to
recipients listed in the .ADR file.

B From Visio select File, Print
B Select APF Fax Printer

B Do not change properties just press ok.

I T AT T o

Cluster

Connector forwards to Smatt
Host eqg: 10.1.1.1

with a seconday Simart Host
oMTE Connector  defined as 10.1.12

"FAK" address space

101,12 10144
nsXfex ' = i i = msXfax
indows 2000 H Windows 2000

F = —

& Print
Prinkter
Marme: Properties...

Status;  Ready
Twpe: TPS APVY Fax Prinker

Where:  PRINTFAX: [ Color as black
Cormment: [ Prink ko File
Fage range Copies

& nll Mumber of copies: 1 :

(" Current page

s [ o[t Iﬂ

~

ﬂ (04 | Close
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B R20 will now show that 1 item has been captured.

At this point you can view the image captured, clear the captured image, print
again to capture another file (concatenate output from different applications) or
simply send via Outlook the rendered image.

If you view the image before sending it, please make sure that you
close the image viewer first.

Eender To COutlook v a.1

1 items captured.
Print again or

Send

Wi

Clear

[c] BMS Group 2002

L';]J L_‘uﬂ Host eq: 10.1.1.1

with a seconday Stmart Host
oMTH Connector  defined a5 10.1.12

"FAX" address space

101,12
4 / \ 10.1.1.1 =

Weindowes 2000

Windows 2000
Fax Server Fax Server
Secondary Prirnary

DM arsmiar ktgroaped DD

B Press Send

Address File : |2¥ample.adr ﬂ

Edit
Nate. Continue

Creating an Addreszs file iz an efficient way
of zending a Fax Broadcast via mssfax %P

B Select the .ADR file created from the CSV import.

B Press “Continue”.

A new Outlook message window is created. msXfax XP includes keywords in the
memo which should not be modified. Remove any auto signatures which are
generally not used on a broadcast transmission. FaxSender# keyword is used to
override the real sender’s details on the fax header which is transmitted to the
recipient. NO COVER PAGE IS SENT. Your broadcast should include any
disclaimers and corporate identity to ensure that the broadcast is performed as
efficiently as possible.




msXfax "® for Microsoft® Exchange 2000/2003 Server 254

E® Untitled - Message (Plain Text)

: Eile Edit Mew Inserk Format Tools  Actions  Help

f:=d5end |Accounts~ | [l S| 4 o R0 |G| Y B ¥

= ok

This message has not been sent,

[ To, ] |msxFax@demD.cum
(e |
(e ]|
Subject: | Broadcast example

Attach, .. | @ example.adr (4 KBY; B R20TImage. dex (19 KB)

[Eroadcocast]
FaxZSender#ENS Group

msXfax XP will provide broadcast updates and final completion information directly to the
sender’s Outlook mailbox.

Faxing via Network Scanners such as HP Digital
Senders

Customers with Digital Senders (network based scanners) such as Hewlett Packards
range, can use the Digital Senders interface to send faxes via Exchange 2000/2003
and onto msXfax XP for processing. Sender details are still validated in Active
Directory and confirmations are sent to the sender’s inbox.

Using the interface of the Digital Sender it is possible to send to any of the following
addresses:

Number@msXfaxXPdomain.FAX

Name | Number@msXfaxXPdomain.FAX

Examples:
62989867@Company.fax

Bill Brown | 62989867@Company.fax
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msXfax XP will:

e Place “Bill_Brown” in the Recipient Name on automatic cover sheets
e Use the number presented to send the fax.

Using the country code is not required if it is within your country. Use hyphens to
separate Area Codes for example:

+1-781-12345678@Company.fax or Bill Brown | +1-781-12345678@Company.fax

Faxing from scanners and other TWAIN devices

Faxing from scanners and other TWAIN compliant devices is achieved using
another BNS Group product called Scan to Outlook (S20). S20 can be purchased in
license packs.

How does it work?

B Scan To Outlook installs as button on the Outlook button bar.

B You will need to have installed your twain hardware like a scanner and/ or
digital camera. You can install any number of twain devices as Scan To Outlook
will allow you to select the twain device you wish to connect to.

B When you are ready to include an image from your twain device as an email,
simply press the Scan To Outlook button on the Outlook button bar.

B Scan To Outlook will invoke the twain driver interface for your device, and this
may vary from device to device depending on the manufacture. The interface
will request you to scan the image or select the stored image depending on the
device. Once you have done this, the image or images will be transferred to Scan
To Outlook for inclusion in an email / fax.

B All that has to be done now is address the message (with the automatically
inserted TIF image). The scanned image can be sent via: email or msXfax XP.

B Works with: Office 2000, Office XP on Windows 98, Windows NT, Windows 2000
and Windows XP.

Scan To Outlook should work with all twain compliant scanning Such as:
B Fujitsu (ALL models)

Hewlett-Packard (most models)

Canon DR-3020

Ricoh 420

Panasonic 3323

Panasonic DV-56045

Panasonic KVSS 55 EX

Epson Perfection 600
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Microtek scanners (especially E3)
Mustek

Visioneer (TWAIN)

Tamarack

Logitech Scanman 2000
Easytouch

Easy Photo Reader

Scan to Outlook provides customers with a tightly integrated Com Add-in to
Outlook for low resolution faxing of paper documents.

Receiving faxes

When a fax is sent to the msXfax XP fax server usually there is direct in-dial (DID or
DDI or DTMF) values detected by msXfax XP. Put simply, if msXfax XP receives a
fax on the number assigned to you by your administrator, the fax will be sent to
your mailbox.

msXfax XP supports receiving to other locations IN ADDITION to your mailbox,
these include:

B Printer

B Disk directory

The following shows how a received fax appears in your mailbox.



msXfax "® for Microsoft® Exchange 2000/2003 Server 257

i Fax Received from : - Message (Plain Text)

File  Edit “ew Inserk Format Tools  Actions  Help Type a question for

CoReply  HiReplytoal | EForward | S Bz ¥ ([T W & - w - A @ .

|ﬂ Extra line breaks in this message were removed. To restore, click here,

From: Bioston Help Desk Sent: Thu 2/21/2002 2:01 AM
To: Adrminiskr akor
o

Subject:  Fax Received from :

Attachments: [ oooon444. TIF (137 KB)

s Efaw® P

For hints and tips on using msXfax P, please refer to
htop://wuw.bnsgroup .. com/bns/ userhints. asp

¥our Fax

Received at: 2/21/2002 1:56:53 AM

FJender's C3ID:

SZender specified a DDI of: 62813355

Fax arriwved on Fax Serwver Channel: 1

There were no instructions specified to sawve inbound faxes to folder(s). There were no

instructions specified to print inbound faxes.
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%5 00000444 - Imaging Preview

“File  View Page Zoom Help

=| Bl 8| ala| B &% @ B

Sent using EVALUATION FAX, SOFTWARE for Exchange 2000, Sae www bnsgroup com  Date/Time - 272172002 1:56:08 AM Pages :10f3

nd aotify tha

re solely those of the

Kodak For Help, press F1 |42.?D% |Page 10of 3

The above example shows the Kodak viewer which is built-in to the Windows XP
operating system.

The Kodak viewer is also included in Windows 2000, Windows 98 second edition
and there was also support in a service pack for Windows 95.

Special commands

Organizations such as Legal firms usually track fax usage for client disbursement
charges.

Legal firms’ client accounting systems usually have Client/ Matter number as the
billing control.
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msXfax XP allows special commands to be included in the memo portion of a fax
which is extracted and written to the fax transaction log for reporting and import
into back office client accounting systems. The Client/Matter number are removed
from the memo before transmission by fax.

Outlook forms, document management systems or work flow applications can
construct fax messages with special commands.

The actual command used for Billing codes (sometimes referred to in the legal
industry as charge codes) is as follows:

& Draft contract for your review - Message (HTHML)

File Edit Wiew Insert Formab  Tools  Ackions  Help

[=15end = Accounts - & B £ ¥ &ogons.. @ » N

Subjeck: |DraFt conkrack Far waur rewigw

Attach... | |@hardware maintenance.doc (72 KB

BCHAI2-575767 Mna0003

Dear Boh,

Attached contract for your final review |
Fegards

Fhil

to

The above example shows how special command BC# (billing code) is followed by
02-878767 / MN0009

This particular law firm uses 02 to signify the year in which the client first used the
services of the firm, followed by a 6 digit client number followed by a “/” followed
by the matter number.

msXfax XP will record the entire reference in the billing code field for that fax.

msXfax XP also records information including: total number of pages, date and time
of transmission, time taken to transmit.

Many law firms charge based on the number of pages sent.
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Passcodes

As an additional security check it is possible to configure msXfax XP to check for the
presence of a keyword in the message memo body called PASSCODE#

Passcodes can be implemented at a Fax Server level or at a user level.

Administrator’s notes:

o At the fax server level the Passcode is entered in msXfax XP console -
Messenger General Property tab
e Ata user level in Active Directory as a keyword for example: [Passcode#test]

The format would look like the example below:

™| Test freeform message - Message (HTML)

File Edit “iew Insert Format  Tools  Actions  Help

Moarrng

=laend  Accounts + [ S B B0 L PRI I §

Subject: |Test freeform message

Attach... |@na.dnc§23KEJ

PASSCODE#Test

Clive Brown FAXGEH 7E1E7118172
Fred Bear FARGH (218757 -95898
Bill BErowen FAREIET1-6754-3459

Flease find attached minutes of meeting

Docurmentation Tearn.

Manual Selection of Cover Page

In the Outlook memo type the following keyword in the first part of your memo.
[CS:yourcoverpage.rtf]

The RTF cover page must exist in the fax server’s directory where cover pages are
stored.
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Removing msXfax XP

Removal issue?

Exchange Server considerations

B Delete any Exchange mailboxes which you used for msXfax XP.

B Delete Exchange SMTP connectors which you configured for msXfax XP.

Deleting the additional registry entries can be performed if required but it is not
essential.

Removing msXfax XP from the fax server

B Login with Domain Admin rights or with local Administrators group
permissions.

B Control Panel, Add/Remove programs

B Select the first msXfax XP entry which has approximately 20MB associated with
it.

B Select Remove

BNS noted that sometimes WISE uninstall does not work correctly.
Symptom is that removal of the entry from Add/Remove happens
immediately without actually removing msXfax XP. If this
happens to you, refer to the special section below.

B If you want to remove msXfax XP’s installation files also, remove the other
msXfax XP entry which has no associated file size associated with it.

If you are removing msXfax XP to simply re-install it on the same machine, there is
no requirement to remove the installation files. Installation files can be copied to
another machine and a new installation performed. However, a change in hardware
platform will require a new release code and activation process. Please contact your
reseller or BNS Group if you intend to relocate your msXfax XP license to another
machine.
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How to remove msXfax XP if WISE fails to correctly
remove msxfax XP

Firstand preferred option

There is a known problem with WISE uninstall, whereby WISE does not remove the
software correctly and continues to remove its own UNWISE.EXE program. A copy
of this program exists in the Program Files\ BNS Applications\ Fax Server
Installation Files directory. If you can’t find a copy of this program contact BNS
Group support via www.bnsgroup.com.au

B Copy the UNWISE.EXE program to the Program Files\ BNS
Applications\ msXfax XP directory.

B Run the remove option again in Control panel’s Add/Remove programs.

Removal via a re-install

There is a known problem with WISE uninstall, whereby WISE does not remove the
software correctly and continues to remove its own UNWISE.EXE program. By
reinstalling the software creates another copy of the UNWISE.EXE program.

B Remain logged in with Domain Admin rights or with local Administrators group
permissions.

B Run REGEDIT

B Navigate to HKEY_LOCAL_MACHINE\Software\ Better Network Services
Group\ msXfax XP\ Messenger

B Rename the registry key “POP Host IP” to “POP Host IPX”".
B Close REGEDIT.

B Run Windows Explorer and navigate to your msXfax Setup files
eg: Program files\ BNS Applications\Fax Server Installation files\ Fax Software

B Stop all msXfax XP services

B Run the program msXsetup.exe to re-install msXfax XP over the top of the
existing installation. Take all defaults but make sure you select the same type
of installation eg: TAPI, Eicon or Brooktrout.

B After installation is completed DO NOT reboot the machine.

B Now you can go back to the section above to remove the software again.


http://www.bnsgroup.com.au/
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Troubleshooting & Diagnostics

This section is provided for installations which do not go to plan or where
additional technical information may be required outside of the normal installation
and operational procedures.

Moved/replaced a Brooktrout board problem

Special consideration if you replace/remove your Brooktrout
board

Please note: if you move your Brooktrout board at any point in the future it will be
necessary to re-load the diagnostics tools, perform the tests and remove the
diagnostics tools. Therefore, if you remove a board temporarily, make sure that it
goes back into the same slot.

If a board has moved or replaced and your fax server does not work you will need
to:

B Set all msXfax XP services to disable.
B Reboot you fax server.

B Perform the Brooktrout diagnostics chapter again including the removal of the
diagnostics software.

B Run the msXfax XP installation program again. Do not remove msXfax XP
simply re-run the installation program. msXfax XP setup program will
remember all the settings from the registry.

Upgrading from TAPI to Brooktrout boards

Special consideration if you upgrade from TAPI to Brooktrout
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Please note: if you initially implement or evaluate TAPI based hardware and then
decide to install Brooktrout boards this section applies to you.

B Set all msXfax XP services to disable.
B Reboot you fax server.

B Perform the Brooktrout diagnostics chapter including the removal of the
diagnostics software.

B Run the msXfax XP installation program again. Do not remove msXfax XP
simply re-run the installation program. msXfax XP setup program will
remember all the settings from the registry and will load the necessary
Brooktrout modules for use with msXfax XP.

Class 2 Fax Modems

The most common problem reported is the wrong drivers for the modem.

It is important that you obtain the Windows 2000 drivers for your modem. Do not
simply assume that Windows 2000 PNP will load the correct drivers.

B If you see a message in the TAPI log which states “Bad response from modem”,
this is a classic symptom of the wrong driver.

B If you are using a US Robotics modem go to:

http://www.usr.com/support/drivers-template.asp?prod=s-modem#general3cominf

msXfax XP hangup codes for class 2 modems

Hangup Codes Class 2 msXfax XP Hangup code description

Call placement &

termination

00 Normal end of connection

01 Ring detect without successful handshake
02 Call aborted from +FKS or <Can>

03 No loop current

04 Ringback detected, no answer time out
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05
Transmit phase A
10
11
Transmit phase B
20
21
22
23
24
25
26
27
28
Transmit phase C
40
41
42
43
44
45
46
47
Transmit phase D
50
51
52
53
54
55
56
57
58

Receive phase B

Ringback detected, answer without CED

Unspecified phase A error

No answer

Unspecified phase B error

Remote cannot receive or send

COMREC error in transmit phase B

COMREC invalid command received

RSPREC error

DCS sent three times without response

DIS/DTC received three times; DCS not recognized
Failure to train at 2400 bps or +FMS error

RSPREC invalid response received

Unspecified transmit phase C error
Unspecified image format error

Image conversion error

DTE to DCE data underflow
Unrecognised transparent data command
Image error, line length wrong

Image error, page length wrong

Image error, wrong compression code

Unspecified transmit phase D error
RSPREC error

MPS sent three times without response
Invalid response to MPS

EOP sent three times without response
Invalid response to EOP

EOM sent three times without response
Invalid response to EOM

Unable to continue after PIN o r PIP
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70 Unspecified receive phase B error

71 RSPREC error

72 COMREC error

73 T.30 T2 timeout, expected page not received
74 T.30 T1 timeout, after EOM received

Receive phase C

90 Unspecified receive phase C error
91 Missing EOL after 5 seconds

92 Bad CRC or frame (ECM mode)
93 DCE to DTE buffer overflow

Receive phase D

100 Unspecified receive phase D error
101 RSPREC invalid response received
102 COMREC invalid response received

103 Unable to continue after PIN or PIP
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ISDN Protocol:

Brooktrout ISDN TR114 Diagnostics

B Look at the rear of your PC and see if any green lights are pulsing on and off.

B If the green light(s) are continuously on (with periodic pulsing off) then this is an
indication of normal operations.

B If the green light(s) are off then the board has not been initialized.

Note: from Appendix A of the Brooktrout ISDN hardware guide:
“The green LED only changes state from continuously on to continuously off and
back again immediately after a call attempt. For example, when you first initialize
the card, the LED is continuously on (with periodic pulsing off) even with the cable
disconnected. It remains in this state until a call is attempted, after which time the
LED goes off (with periodic pulsing on). When the cable is reconnected, the LED
remains in the off state until another call is attempted, when it changes back to the
on state.”

The next command will load the protocol for either point to point or point to multi-
point. If your network is using point to point replace xxx with ptp and if it is a point
to multi point configuration replace xxx with pmp. If you're not sure try ptp.cnf first
then proceed to perform the fax tests. If an error occurs when trying to send a fax
(timeout message) then try using the pmp.cnf command and try sending your fax
again.

Pointto Pointis used by most ETSI ISDN service providers
(including Telstra Onramp)
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briconf -p xxx.cnf

To test sending a fax, at the DOS prompt type:

faxtest -u 0 -s <fax number> (0 = channel zero)
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Winmail.dat error messages

Checklist for customers receiving the message

“Your fax was not sent because winmail.dat was found as an attachment. A Service
Pack or Configuration change needs to be applied to your Exchange Server. Please
contact your Administrator with the following information : Either Exchange SP2
or above is not applied, or the Global Message Default is not set to never use
Exchange Rich Text Format or the supplied configuration program for Exchange has
not been run on the Exchange Server™.
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Checklist Item to check Msxfax XP section comments
item references
1 Exchange Server is running Windows  Pre-requisites From the Exchange server. Start, run a program,
2000 server family service pack 2 or CMD. In the CMD window type WINVER.
better
2 Exchange 2000 server is SP2 or better Run Exchange System Manager, expand the
folders to your Exchange Server(s) See example
below.
3 Registry program has been made to If you have multiple Exchange servers acting as

the Exchange server(s) acting as local
bridgeheads for “FAX” SMTP

Connector

4 Exchange SMTP connector

5 Exchange Global Settings

6 Active Directory msXfax XP Mailbox
POP3 Settings

7 Reboot your Exchange Server(s)

8 Go to step 1 and check again

Configure Exchange SMTP
Connector.

Exchange Settings

Adding an account in
Active Directory for msXfax
XP

bridgeheads for “FAX” address space in the
routing group then you should apply the
registry change to all servers defined as local
bridgeheads. Check that the “Parameters” key has
been created because Microsoft's documentation
does not include that.

Double check the configurations (DO NOT
CHANGE CHARACTER SETS only follow the bullet
point instructions in the msXfax XP manual).

Have you set “Provide message body as plain
text”?

Have you set “Never use Exchange Rich Text”?

Also, some customers have followed msXfax XP
screen examples and have changed character
sets from say US ASCII to Western European.
See notes below.

Ensure that Plain text is set correctly.

See notes below relating to character sets.

This should not be necessary but please schedule
this just to be sure.

If you have checked everything multiple times and
the problem persists contact BNS Group support
Support@bnsgroup.com

Action points for BNS & Customer:

a) send an attachment directly to the
msxfax mailbox (verifies POP3 settings
0k).

b) If necessary Set IP address of SMTP
Connector to BNS's test fax server on
the Internet. (this will simply verify
problem is in Exchange)
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Exchange 2000/2003 service pack check

*-'E. Exchange Sy¥stem Manager

| §® Console  window  Help

| ation vew || & = | B@E| L BEFHBE| @
Tree | WZKS-BNSCER 1
[, ENSGROUP (Exchangs) e | Modified

- #4) Global Settings W2KS-BNSCBR1 Properties --
I @ Recipients
=1 Administrative Groups _ - _ _ _
= D CANEERRA General | Locales I b ailbox Management I Diagnostics Logaging I Dretailz

=- %ﬂ Servers

=3 weks-BNSCERL a W2KS-ENSCERT
I =-{_7] Protocols
[+l First Storage

Drirectary Access I Policies I Security I b anitaring I Full-Text Indexing

I % System Policies Yerzion 5.0 [Build 5762 4: Service Pack 2]

I Riouting Groups g ]

- % ,:Dhjersl;I " v {Enable subject logging and displag
4% Tools V' Enable meszage tracking

|— Log file maintenance |

The above example shows service pack 2 of Exchange is installed on the Server.
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Exchange Global Settings

*fE Exchange System Manager

J% Console  Window

Help

Jﬂctiu:un Yigw J¢' -P|||@

Tree I

Internet Message Farmats

% Company (Exchange)
EI@ Global Settings

s Message Del
lh Recipients
CI Adminiskrative G
% Tools

----- !a Inkternet Message Farma
Default Properties ed

Marme | Diarmnain | Modifig
% Default * 2114(2

General Message Format I.-'-‘-.dvanc:edl Detailsl

— Mezzage encoding
% MIME
% Provide mezzage body az plain text
” Provide message body az HTML
" Both

" UUEncode

[T | Use BinHex for b azintosh

[ Apply content settings to non-MAP clients

— Character setz

kIME: IWestern European [150-3853-1)

Led L

Mon-MIME: I‘-N'estern European [150-8859-1)

Note: Character Sets — do not change your default character set.

Some customers have looked at the screen examples in our documentation and
changed their configuration to look like the above example which was set out in
version 1.0 of msXfax XP documentation. We have since removed the lower portion
of the screen example so that customers do not inadvertently change settings.
MsXfax XP documentation did not specifically ask customers to change the
character sets, our bullet point instructions only ask them to change the MIME
setting to plain text.

B Select Internet Message Format
B Select Default
B Right Default, Select Properties

B Verify that the standard default setting “Provide message body as plain text” has
not been changed.
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‘E Exchange System Manager

J% Console  window — Help

Jﬂctiun Yiew J<}=' -P||||§

Tree I

Intermet Message Formats

% Compary (Exchange)
El@ Global Settings

- i Message Del
- (#] Reripients
- Administrative G
=-4% Tools

----- ga Intermet Message Forma

Mame | Daomain

| Madifie

%Default =

Default Properties

Generall Meszage Format  Advanced I Detailsl

2j14/2(

2] x|

Exchange rich-text format
i~ Always uze
% Mever use

i~ Determined by individual uzer zettings

B Select the Advanced tab.

B Select the “Never use” radio button.

POP3 Settings for msXfax XP Mailbox

POP3 Protocol Details

¥ Enable for mailboz

— Meszage encoding
¥ pIME

i~ Bath
i~ UUEncode

[T Use protocal defaults

*' Provide message body az plain text
i~ Provide meszage body as HTRL

™| Usze BinHex for Macintosh

2x|
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ENotify Application Interface

Effective version 6.7.4 of msXfaxX¥ , BNS Group bundled its popular application
interface known as ENotify-Al or msXfax-Al. BNS will be providing customers with
updated documentation and code versions post release 6.7.4.

ENotify-Al can be run standalone, however, customers must purchase msXfaxX’ to
obtain the license.

ENotify-Al allows customers to fax and email enable their applications by simply
creating files.

Your application programmers can send a variety of business documents via fax
and/or email via a single file based APIL.

Customers typically need to send the following types of documents via fax and/or
email:
B Remittance Advices for EFT payments

B Purchase orders

Invoices

Contract Renewal - acceptance memorandums

Subscription notices

Enotify-Al allows your application programmers to send faxes and email messages
easily, requiring no knowledge of fax or email protocols.

Modes of operation

Enotify-Al can operate in 2 modes. Requests can be received via:
B a mailbox which can be accessed using POP3. eg: Microsoft Exchange Server

B anetwork share

The following diagram shows a typical implementation of Enotify-AlL
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Enotify-Al
E-Commerce Notification Application Interface
High level overview diagram.

Database
Customer Application i «
kNS
Reserve Bank
Remittance & Bank SyStem L.
Advice Recipient
The missing link is how to notify the recipient
the we have deposited funds into their Bank account? Em ai | N0t|f| Ca.ti on
FAX
Notification
v A
Optional
POP3 Flat file
Submissions Transmission Reports Emailed to
nominated person
Transmission
Reports
4 /
E-NOtlfy-A| SMTP
— Service
(msXfax-Al)

msXfax XP
Fax Server
Sub-system

Multi-line fax network connections
from 1 to 30 lines

Fax

Telephone
Network

Technical notes:
1. E-Notify-Al and msXfax XP run on the same Windows Server.

2. E-Notify-Al is now integrated with msXfax XP (version 6.7+).
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Using a mailbox

If your application can send messages to an email address, then it can send
formatted Faxes or Emails to recipients. Your application sends its output via a
nominated email mailbox which ENotify-Al will read using POP3 protocol.

Enotify-Al processes the requests from your applications, inserts fax requests
directly into the msXfax Database and sends SMTP emails to recipients via SMTP .

Via a Network Share

If your application can’t send messages to an email address, then it can send
formatted Faxes or Emails to recipients via a network share. Enotify-Al can process
submissions from a network share anywhere from the ENotify-Al server. Your
applications should connect to the network share and place their files into the
directory for processing.

Whichever method you choose, the following applies

Enotify-Al will provide a direct connection to the msXfax message store allowing
fast fax submission and processing.

Fax or Email Requests are submitted in a structured form. The syntax of the request
is the same whether submitted as a flat file or via email to Enotify-Al The syntax is
described later.

A standard report is included with Enotify-Al allowing on-demand or scheduled
reporting detailing of all sent/failed faxes. The report is created either on disk or
sent to a nominated SMTP address automatically. Depending on the message
transport selected, the report is dispatched either via SMTP.

Enotify-Al allows the sender of fax requests to be notified automatically when their
fax was processed with a confirmation message. This is activated when additional
keywords are specified.

Reporting allows report selection by using two new keywords ChargeCode and
BillingCode. See more detail later.

Enotify-Al provides the ability for a custom created word document to be specified
as a coversheet in the Fax Request Format. Insertion tags in the word document
correspond with keywords and values in the Fax Request email or flat file. Microsoft
Word is OLE automated as a child process and the data in the Fax Request
email/file is merged with the Word document. The result is a custom cover page
rendered by Microsoft Word to deliver a professional looking fax cover page to the
recipient.

Customizing Recipient cover sheets is very useful for business units who want

separate coversheets for their business unit or even per host application.

Implementing the above feature requires a msXfax user profile be created with
Username/Displayname matching the Sender Name in the Fax Request file. The
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coversheet in the user profile should be set to blank, this is to override the global
coversheet of msXfax.

211
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Enotify-Al Configuration

The Enotify-Al Interface runs on the msXfax*? Server computer.

Enotify-Al Interface is configured via a wizard. The wizard firstly requests how
messages will be accepted by Enotify-Al and if audit logs are to be created. Requests
can be received from email and flat files simultaneously.
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Enotify-Al parameters to read a mailbox

/* msXfaxAl Configuration M=l
Specify POP/SMTP Details

~FPOF Detail

POP3 Server

Paszword

Ilzer Mame I

Diallp Sermvice

~SMTF Dretail

SMTF Server

Etdal address

I arme

Encoding

L L

Character Set

j I et | Cloze | ‘

e Most Host applications have SMTP capability allowing them to send simple text in the body of
the email.



msXfax "® for Microsoft® Exchange 2000/2003 Server 280

Using the Flat ASCII File approach

+ msXfaxAl Configuration M[=] E3

ASCI File Details

Scan this file directon IE:'\ai'\pickup EI

for files with namesz that match I“.ini

< Prey |

Cloze | ‘

The wizard allows a configurable directory to be specified for scanning in regular
intervals for control files. The above example scans for files with the 'INI' extension.
Enotify-Al will support *.* as a parse string but will by design not process *.rpt, *.err
and *.bkp files. The control files are simple text files that can be edited by notepad or
any text based editor.

Enotify-Al will attempt to rename the control files before processing them to obtain
exclusive access. If unable to rename the file, Enotify-Al will proceed to the next file.

Exception Handling

Enotify-Al logs all errors in the audit log if configured.

Request files that are picked from a directory that are syntactically incorrect are
renamed with a file extension of ‘err’. An error message is sent to the Adminstrator
specified by the keyword ErrorEmailAddress. If no Administrator is specified no
message is sent.

Requests via emails that are syntactically incorrect are sent to the Adminstrator
specified by the keyword ErrorEmailAddress. If no Administrator is specified no
message is sent.

The error message sent back to the configured Administrator will contain an
explanatory message with the Subject : msXfax Applications Interface Error

Body :
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Note:

The Sender’s SMTP address in the Al configuration should be set to an real person’s
email address for error handling.

Valid control files are renamed to an extension of “.bkp” after processing. This allows
the file to be simply renamed if a resend is required.

File extensions ‘bkp, ‘err’ and ‘rpt’ are ignored by Enotify-Al.
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The contents of the email or the control file are the same. They are made up of
sections, keywords and keyword values. Some are mandatory and others optional.

Version 1.4 of the specification has introduced the ability Enotify-Al to send emails.

It was decided that a separate email control file addressing email requirements be

created rather than including it in the fax control file.

A keyword approach will allow additional functionality to be added without

requiring client programs to be re-written. The keywords are as follows:

Email Body and Control File Content for Fax Transmission .

[SplitFaxFile] < Optional

[FaxTransmission] & Mandatory

msXfax=Send <& Mandatory

[SenderDetails] & Mandatory

Name=Sender's Name to appear on fax, e.g. Accounts Department < Mandatory

Subject=Any Subject < Optional

SendDate=CCYYMMDD < Optional

SendTime=HHMMSS < Optional

NotifyfSMTPUser=xxxxx@xxxxx & Optional

StatusToReport=Sent/Failed/Both <& Mandatory

(Mandatory if NotifySMTPUser Specified).

ChargeCode=40 Character Text Field < Optional

[CoverPage]

Location=full path to Word cover page & Mandatory if
[CoverPage]

Section
Specified

Variable Keyword1=Variable valuel & Mandatory

(At least one keyword/value pair required).

Variable Keyword2=Variable value2

Variable Name(n)=Variable value(n)

[Destination] <& Mandatory

RecipientCount = nnnn & Mandatory

[ErrorEmail Admin]

< Optional
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ErrorName= Recipient's Name
(only if ErrorEmailAdmin specified)

ErrorEmail A ddress=xxxxx@xxxxxx

ErrorEmailAdmin specified

[EmailSaveDetails]

EmailFileName = Name of file with extension

(Mandatory only if EmailSaveDetails
specified e.g N10254.txt)

[FAX1]
Name=Recipient's Name
FaxNumber=nnnnnnnnunnnnnnnnn

BillingCode=40 Character Text Field

[FAX2]

Name=Recipient's Name
FaxNumber=nnnnnnnnnnnnnnnnnn

BillingCode=40 Character Text Field

[FAXn]

Name=Recipient's Name
[FAXn] specified

FaxNumber=nnnnnnnnnnnnnunnnn
[FAXn] specified

BillingCode=40 Character Text Field

[FaxMemo]

EOLDelimiter=CRLF or CR
[FaxMemo] specified

LinesPerPage=60
[FaxMemo] specified

[MemoStart]
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<& Mandatory

& Mandatory if

< Optional
& Mandatory

<& Mandatory
& Mandatory
& Mandatory
& Optional

< Optional

& Mandatory if
[FAX2] specified

<& Mandatory if
[FAX2] specified

< Optional

< Optional
& Mandatory if

& Mandatory if

< Optional

& Optional
& Mandatory if

& Mandatory if

< Optional

Type plain text here that you wished to be faxed to the recipients

specified. This will be sent after the cover sheet.
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Note. If there are any email text attachments they will be sent after
the memo text.

[MemoEnd] & Mandatory if
MemoStart specified

[FileAttachments] < Optional
DeleteAttachments=Y or N < Optional
default Yes

FileCount=nnnn & Mandatory if

FileAttachment specified

Filel=full file path

e.g. N:\msxfax \invoice.txt € Mandatory if
FileAttachment specified

File2=full file path

e.g. N:\ msxfax\ purchase.txt < Optional
FileN=full file path

e.g. N:\msxfax\ pay.txt < Optional
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Email Body and Control File Content for Email Transmission .

[SplitEmailFile]
[EmailTransmission]

msXemail=Send

[SenderDetails]

Name=Sender's Name to appear on Email,
overrides SMTP default in Registry

EmailAddress= Sender's Email Address
overrides SMTP address default in Registry

Subject=Any Subject
default blank

[Destination]

RecipientCount = nnnn

[ErrorEmail Admin]

ErrorName= Recipient's Name
ErrorEmailAdmin specified

ErrorEmail Address=xxxxx@xxxxxx

ErrorEmailAdmin specified

[EMAIL1]
EmailName=Recipient's Name

Email Address=xxxxxxxxxxxxxx

[EMAIL2]
EmailName=Recipient's Name

Email Address=xxxxxxxxxxxxxx

[EMAILn]
EmailName=Recipient's Name

Email Address=xxxxxxxxxxxxxx

[MemoStart]
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< Optional
& Mandatory
& Mandatory

< Optional

< Optional

< Optional
<& Optional,

& Mandatory
& Mandatory

< Optional

& Mandatory if

& Mandatory if

& Mandatory
<& Mandatory
& Mandatory

& Optional
< Optional
< Optional

<& Optional
< Optional

< Optional

& Optional
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Type plain text here that you wished to be faxed to the recipients
specified. This will be sent after the cover sheet.

Note. If there are any email text attachments then they will be sent
after the memo text.

[MemoEnd] & Mandatory if
MemoStart specified

[FileAttachments] < Optional
DeleteAttachments=Y or N & Optional,
default Yes

FileCount=nnnn & Mandatory if

FileAttachment specified

Filel=full file path

e.g. N:\msxfax\ invoice.txt € Mandatory if
FileAttachment specified

File2=full file path

e.g. N:\ msxfax\ purchase.txt < Optional
FileN=full file path

e.g. N:\msxfax\ pay.txt < Optional
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Fax/Email Keywords Explained

[SplitFaxFile] Section Name Optional for

[SplitEmailFile] Fax/Email
Informs the Enotify-Al Parser that
Multiple blocks of fax/email requests Follow.

[FaxTransmission] Section Name Mandatory for Fax

msXfax=Send Describes the process to perform.
Without this keyword the fax request is ignored.
Mandatory Keyword with Fax

[EmailTransmission] Section Name Mandatory for Email

msXEmail=Send Describes the process to perform.
Without this keyword the Email request is ignored.
Mandatory Keyword with Email.

[SenderDetails] Section Name Mandatory for Fax
Optional for Email
Name= Specifies the Sender's Name.

This is used in msxfax server to select
user profiles. Without this keyword the fax request is ignored.

Special Note

It is important that when a Customised word cover page is
specified that a user profile is created with the coversheet field
set to blank so that the generated and not the global coversheet is
used.

Mandatory Keyword with Fax

For Email Transmissions this name overrides the SMTP Sender
Name configured via the set-up wizard.
Optional Keyword with Email

EmailAddress= Used in Email Transmissions to override the SMTP Sender Email
Email Address configured via the set-up wizard.
Optional Keyword with Email

Subject= Specify any text subject
Optional Keyword for Fax and Email , default is blank Subject.

SendDate= Specify date to send fax in CCYYMMDD format, default is today.
Optional Keyword for Fax

SendTime= Specify time to send fax in HHMMSS format, default is now.
Optional Keyword for Fax
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NotifySMTPUser=

StatusToReport=

ChargeCode=

[CoverPage]

Location=

Variable Keyword(n)=

[Destination]

RecipientCount =

[ErrorEmail Admin]

ErrorName=
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Specify a single SMTP address of a person that will receive
notification of the fax status.
Optional Keyword for Fax

Specify the status to report as Sent, Failed or Both. A report will
be sent to the party nominated by Keyword NotifySMTPUser.
Mandatory Keyword for Fax when NotifySMTPUser specified.

Specify a text string up to 40 characters that can be used to search
on for reporting.
Optional Keyword for Fax

Section Name Optional for Fax

Specify a full path to the MS Word 97/2000 document. A bad
path will see the cover page processing skipped and the
processing of this fax request aborted with log message placed in
the Enotify-Al log file.

Note. Special Registry integer

MSVersion (integer) = 97 or 2000 can be created in
\HKEY_LOCAL_MACHINE\

\Software\ Better Network Services Group\ Enotify-Al to
improve OLE

Automation performance, defaults to handle 97 and 2000 with
generic OLE calls but is slower.

Special Registry DWORD value ShowOLE(DWORD) =1 can be
created to expose the automation of word to foreground, the
Enotify-Al service must be started as a system ac/c and to
interact with the desktop.

Mandatory Keyword for Fax only when [CoverPage] section
specified.

Specify a variable keyword with no embedded spaces e.g FirstName
with a corresponding Variable value e.g FirstName=]Joe. There is no
limit to the number of variable keywords. The keywords must
correspond to keyword tags in the MS Word document e.g [FirstName]
specified by the location keyword.

Section Name Mandatory for Fax and Email

Specifies the number of fax recipients in this transmission.
Maximium figure is 9999. Without this keyword the fax and
email request is ignored.

Mandatory Keyword for Fax and Email

Section Name Optional for Fax and Email

The Friendly Name of the email recipient to receive error
messages.

Mandatory Keyword for Fax and Email when
[ErrorEmailAdmin] Specified.
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ErrorEmailAddress=

[EmailSaveDetails]

EmailFileName =

[FAXn]

Name=

FaxNumber=

BillingCode=

[Emailn]

EmailName=

EmailAddress=

[FaxMemo]
EOLDelimiter=
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The Email address of the email recipient to receive error
messages in the format name@aaaa.com Mandatory Keyword

for Fax and Email when [ErrorEmailAdmin] Specified.
Section Name Optional for Fax and Email

Specify the unique file name the email will be save as to disk in
the configured directory. Some applications cannot create text
files for ENotify-Al to process but can send emails. By specifying
a filename the email is saved to the pickup directory that
ENotify-Al is checking. Once processed the file is renamed with
.bkp extension. Retransmission is easy because the file need
simply be renamed back without going back to the source
application. Note all attachments are saved to the configured
directory as their original names.

Mandatory Keyword for Fax and Email when
[EmailSaveDetails] Specified.

Section Name Mandatory for Fax

Note. n is the recipient number i.e. 1. n can be between 1 - 9999.
At least one recipient must be specified or the fax request will be
ignored.

Specify the Fax Recipient's name. Without this keyword the fax
request is ignored.
Mandatory Keyword when [FAXn] Specified.

Specify the Recipient's fax number. The fax number specified
should include international and area code prefixes if required in
addition to the fax number.

Without this keyword the fax request is ignored.

Mandatory Keyword when [FAXn] Specified.

Specify a text string up to 40 characters that can be used to search
on for reporting. Useful when searching for a particular fax
recipient

Optional Keyword for Fax

Section Name Mandatory with Email

Note. n is the recipient number i.e. 1.

n can be between 1 - 9999. At least one email recipient must be
specified or the request will be ignored.

Specify the Recipient's name.
Without this keyword the email request is ignored.
Mandatory Keyword when [EmailN] Specified.

Specify the Recipient's Email Address format name@aaaa.com
Mandatory Keyword when [EmailN] Specified.

Section Name Optional with Fax

Specify the End of Line delimiters for the following memo. Valid
values are CRLF or CR. Default is CRLF.
Optional Keyword for Fax
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LinesPerPage=

[MemoStart]

[MemoEnd]

[FileAttachments]

DeleteAttachments=

FileCount=

FileN=
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Specify the Lines per page for the following memo. Default is 60
lines per page.
Optional Keyword for Fax

Section Name Optional for Fax and Email

Used to indicate the start of the Memo. Memo text is to follow
this section and be formatted with padded spaces and lines as
required. The EOLDelimiter will determine when a page skip is
to occur for fax but has not relevance for email transmissions.

Section Name Mandatory for Fax and Email when MemoStart
specified.
Used to indicate the end of the memo.

Section Name Optional for Fax and Email
Specified when text file attachments are to be processed from a
pickup directory

Specify 'Y' or 'N' whether the attachments are to be deleted after
processing. Default is Y for Yes. Optional Keyword for Fax and
Email

Specify the number of attachments.

Range is 1 to 9999.

Mandatory Keyword for Fax and Email when FileAttachments Section
specified.

N is the attachment number whose

Range is 1 to 9999. Specify the full path of the attachment e.g.
N:\msxfax\ pickup\ invoice.txt

Mandatory Keyword for Fax and Email when FileAttachments Section
specified.



msXfax "® for Microsoft® Exchange 2000/2003 Server

[FaxTransmission]

msXfax=Report

StatusToReport=

ReportDate=

ChargeCode=

BillingCode=
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Email Body and Control File Content for Fax
Reporting only

[FaxTransmission] <& Mandatory
msXfax=Report & Mandatory.
StatusToReport=Sent/ Failed /Both < Optional
(default Failed)

ReportDate=CCYYMMDD < Optional

Reporting Keywords Explained

Section Name Mandatory

Describes the process to perform.
Without this keyword the fax request is ignored.
Mandatory Keyword.

Specify ‘Sent’,’Failed” or ‘Both’
Mandatory Keyword

Specify date to report from CCYYMMDD format, default is
today.
Optional Keyword

Specify up to a 40 character string to search the Statistics
Database in conjunction with StatusToReport, ReportDate and
BillingCode fields. It is associated with the sender of the fax and
typically can be used to locate all faxes queued by this category.
Note This ChargeCode Value must be specified an initial fax
request to enter the Statistics Database.

Optional Keyword

Specify up to a 40 character string to search the Statistics
Database in conjunction with StatusToReport, ReportDate and
ChargeCode fields. It is associated with the recipient of the fax
and typically can be used to locate all faxes queued to this
recipient. Note This BillingCode Value must be specified an
initial fax request to enter the Statistics Database.

Optional Keyword
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Note:

Enotify-ai will report on faxes only and not on emails that have
been sent out.

Your messaging system’s audit logs should be used to track emails sent by Enotify-
Al

Reporting requests made to Enotify-Al using email will result in Enotify-Al sending
the report to the originator’s email address. If a report request is placed in a shared
mapped directory for processing, the resultant reports will be placed in the same
directory with a similar filename to the fax request except that the extension will be
“rpt’. So if the fax request filename was fax12456.ini the report file name will be
fax12456.rpt.
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Calling Enotify-Al as a Data Link Library (DLL)

If you wish to integrate within your application please contact BNS Group
support@bnsgroup.com.au for programming code examples.

Automatically Purging files in the pickup directory

Enotify-Al includes a service which will auto delete old pickup files. This saves the
need for an administrator to manually clean up old files. A registry entry needs to be
created :
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Examples of FAX Requests

AFax request using email

In this example an email message is sent to the Enotify-Al Interface for processing.
Note.That all mandatory and some optional keywords are specified. In this example
only a short memo is sent to two recipients.

% Untitled - Message HEE
File Edit Yiew Insert Format Tools Compose Help
Seend [ S| 4 B2 i BE|r

Arial (esterm) -

' 153 s
n <@z o= =

Message I Options ]

Tou. Imsxfaxgi@sarver.com.au

e |]

Subject: Inny Subject Herel

[FaxTransmission] =
rnsfax=Send
[SenderDetails]
Mame=Accounts Department
Subject=Christmas Break
SendDate=19951130
SendTime=230000
[Destination]
RecipientCount=2

[FAXT]

Mame=Frank Smith
FaxMumber=59720114
[FAR2]

Marme=James Knight
FaxMumber=0762519191
[Faxiema]
ECLDelimiter=CRLF
LinesPerPage=60
[MermoStart]

Dear Supplier,

Our Accounts department will close at 3.00pm on December 24th 1998, If you wish any urgent
processing please contact us by 12pm on December 24th 1998. YWe will re-open on the 2nd January 1599

Thanking you and Merry Christmas
ABC Company Pty Ltd

[MemoEnd]




msXfax "® for Microsoft® Exchange 2000/2003 Server 295

AFax request using SMTP with text attachments.

Any number of text or msxfax supported attachments can be added. In this example
an email message is sent to the Enotify-Al Interface for processing. Note: all
mandatory and some optional keywords are specified. In this example a short memo
followed by a text attachment is sent to two recipients.

& Any Subject Here - Message HE R
File Edit ew Insert Format Tools Compose Help |
Hed H& L @0 @8 Y
Arial (Western) - | m - | 55} | B 7 O ”EE

Message I Options ]

To.,, | Imsxfaxg@sarvar.com.au

=

Subject: IAny Subject Here

[FaxTransmission] =
msxfax=5end

[SenderDetails)

Mame=Cantas Promotions
Subject=December Specials
SendDate=19981130
SendTime=230000

[Destination]

RecipientCount=2

[FART]

Mame=Flight Deck Travel Dee Why
FaxMumber=39720114

[FAx2]

Mame=Flight Deck Travel Brishane
FaxMNumber=0762519131
[Faxhema]

EOLDelimiter=CRLF
LinesPerPage=60

[MemoStan]

Dear Travel Agent,

Please find attached promaotions for December 1995
Thanks for your support this year

Qantas
[MermoEnd]

DECTS. tut
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Another Fax request using SMTP with text attachments.

¥ Any Subject Here - Message HEE
File Edit Yiew Insert Format Tools Compose Help |

od A& @0 @Y 1 IFD D
Arial (Western) - | m - | 55} | B 7 O ”—:: =

Message I Options ]

To.,, | Imsxfaxg@sarvar.com.au

=

Subject: IAny Subject Here

[FaxTransmission] =
msxfax=5end

[SenderDetails)

Mame=Cantas Promotions
Subject=December Specials
SendDate=19981130
SendTime=230000

[Destination]

RecipientCount=2

[FART]

Mame=Flight Deck Travel Dee Why
FaxMumber=39720114

[FAx2]

Mame=Flight Deck Travel Brishane
FaxMNumber=0762519131

coverletter bt DECSS.bet
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B INV12345.ini - Notepad
File Edit Search Help

AFaxrequestusing aflat ASClI file.

In this example a Host application creates a control file shown below in the format
described previously. The application will place the control file and file attachments
into a configurable directory on a shared network drive. The Enotify-Al interface
will scan this directory and process all control files, submitting all fax requests to the
msXfax Fax Server. The control file and optionally the attachment will be deleted
from the directory.

[FaxTransmission]
msXfax=Send
[SenderDetails]
Name=Pacific Power

SendDate=19981201
SendTime=1330800
[Destination]
RecipientCount=1
[FAX1]

Hame=ABC Pty Ltd.
FaxHumber=29728114
[FaxHemo]
EOLDelimiter=CRLF
LinesPerPage=680
[MemoStart]

Dear Sir,

Regards

[HemoEnd ]
[FileAttachments]
Deleteattachments=Y
FileCount=1

4]

Subject=Purchase Order 12345

Please find attached our Purchase Order for the suppy of Goods.

Telstra Accounts Dept

Filet1=n:\msxFax\INU12345 TXT
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A multi-Fax Request using a flat file with the [SplitFaxFile] keyword.

[SplitFaxFile]
[FaxTransmission]
msXfax=Send

[SenderDetails]
Name=QUEENSLAND STATE OFFICE
Subject=000005665/02031160
SendDate=20000119
SendTime=161336
[Destination]
RecipientCount=1
[ErrorEmailAdmin]
ErrorName=FMISEFTFAX
ErrorEmailAddress=fred@bnsgroup.com.au
[FAX1]

Name=DASFLEET
FaxNumber=0299720114
[FaxMemo]

EOLDelimiter=CRLF
LinesPerPage=60

[MemoStart]

AusAID - AUSTRALIAN AGENCY FOR INTERNATIONAL DEVELOPMENT
REMITTANCE ADVICE
Subject: 6621-200007 AUSAID Date: 20000119
Voucher Number: 02031160 Cheque Number: 000005665 Vendor Id.: DAS005
summary invoice 6621-200007
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA  BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
CCCCCCLeeeeeeeeecceeeeccceeeecccceeeccccececceccccecce

DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
EEEEEEEEEEEEEEEEEEEEEEEEDDDDEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

[MemoEnd]

[SplitFaxFile]
[FaxTransmission]

msXfax=Send

[SenderDetails]

Name=FINANCE & ADMN SUPPORTSECTION
Subject=000005666/02031157
SendDate=20000119
SendTime=161336

[Destination]

RecipientCount=1
[ErrorEmailAdmin]
ErrorName=FMISEFTFAX
ErrorEmailAddress=fred@bnsgroup.com.au
[FAX1]

Name=DATASCAPE INFORMATION P/L
FaxNumber=0299720114

[FaxMemo]

EOLDelimiter=CRLF
LinesPerPage=60

[MemoStart]

AusAID - AUSTRALIAN AGENCY FOR INTERNATIONAL DEVELOPMENT
REMITTANCE ADVICE
Subject: CS-107-01 AUSAID Date: 20000119
Voucher Number: 02031157 Cheque Number: 000005666 Vendor Id.: DATO50
CATALOGUEING CONTRACT FOR SERVICES FROM 1/7/99-31/8/99
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA  BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
CCCCCCCCeeeeeeeeceeeeeccecceeeccccceecccccececececcccecec

DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
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[MemoEnd]
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AReport request using a flat ASCll file.

In this example a Host application creates a control file shown below in the format
described previously. The application will place the control file into a configurable
directory on a shared network drive. The Enotify-Al interface will scan this
directory and process all fax report requests. The control file will be deleted from the
directory and replaced with a resultant text report file with an extension of “.rpt’.

In this example all optional fields are specified.

File Edit Search Help

[FaxTransmission]
msXfax=Report
StatusToReport=Both
ReportDate=200080982
ChargeCode=Accounts

BillingCode=ABC Pty Ltd
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AReport request using SMTP.

In this example a report request is sent to Enotify-Al as an email message for
processing. In this example all optional fields are specified.

1 C dLc H E -Dx

JEiIe Edit Miew Insert Format Fesend This Messzoge,., Tools Actions Help
|22 @& 4 =@ 0! 4|y Bowens. B Z[AZ
To... | ImsXFax.ﬁ.ﬂ

ce.._||
|

Subjeck: I

[FaxTransmission] |
maxfax=Report

StatusToReport=Both

ReportDate=20000302

ChargeCode=Accounts

BillingCode=ABC Pty Ltd
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Formatting and layout may vary.

Enotify-Al Fax Transmission Statistics

Records selected from 20-Mar-2000 onwards

Time Sent Retry Count Duration Total Pages Fax Number
Seconds Sent Dialled
20/03/2000 18:02:38 0 65 2 0299720114
Subject: 000005668/02031158
Recipient: RICARDO SMITH PTY LTD
Billing Code:
Charge Code:
20/03/2000 18:03:53 0 74 2 0299720114
Subject: 000005667/02031159
Recipient: GRAHAM, HEATHER
Billing Code:
Charge Code:
20/03/2000 18:05:07 0 72 2 0299720114
Subject: 000005666/02031157
Recipient: DATASCAPE INFORMATION P/L
Billing Code:
Charge Code:
20/03/2000 18:06:30 0 82 2 0299720114
Subject: 000005665/02031160
Recipient: DASFLEET
Billing Code:
Charge Code:
Total 293 8

or Exchange user as an attachment or as a text file in a shared mapped directory.

Error Results

302

A sample report follows as an example of a report that will be returned to the SMTP
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Another Fax request using email with an auto notify keyword set, a charge and
billing code set, and custom Cover Page.

[FaxTransmission]

msXfax=Send

[SenderDetails]

Name=TEST

Subject=403833

NotifySMTPUser=support@bnsgroup.com < auto notify to this party after fax completion
StatusToReport=Both

ChargeCode=Accounts

[CoverPage]

Location=C:\pickup\coverpage\cover.doc < location of cover page
TAFEName=TAFE Sydney

TAFEPaymentContact=Henry Bittner
SenderContactNumber=99720114

Subject=Remittance Advice

ParentPayeeName=ABC Pty Ltd

ParentPaymentContact= Joe Bloggs
ParentPaymentPhone=991234567

NoteText= Please be advised of this Purchase Order 4038333
[Destination]

RecipientCount=1

[ErrorEmailAdmin]

ErrorName=Paul Oneill

ErrorEmai lAddress=support@bnsgroup.com

[FAX1]

Name=026286

FaxNumber=92686144

BillingCode=ABC Pty Ltd

[FaxMemo]
[MemoStart]
Purchase Order
No. 403833
Date 24/02/00
CHRIS BENES PTY LTD
38 Cambridge St Delivery Details:
PADDINGTON NSW Advanced Technology Centre
2021
Attn:
DEAR SIR Free into Store
Please supply the following.
Item Qty
your fax dated 15/02/00
001 6.00 EA 111111111111111111111111111111
222222222222222222222222222222
333333333333333333333333333333
A44444444444444444444444444444
Supplier
Part No:
@ $967.00 EA Item Total $5802.00
Due Date 05/03/00
Clauses: 0010
002 15.00 EA 1111111111111111111111111111111111111
2222222222222222222222222222222222222
3333333333333333333333333333333333333
A444444444444444444444444444444444444
Supplier
Part No:
@ $1573.00 EA Item Total $23595.00
Due Date 05703700
Clauses: 0010
Order Total $29397.00

Clauses applying:
0010 Price(s) not subject to variation.

Enquiries: C ~COLLIE QUOTE BUYER
Phone:

CONDITIONS OF ORDER
1. Delivery - Delivery of goods will only be accepted for
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the total purchase order or for the individual quantities
of items listed on the purchase order. Delivery of
separate component parts making up an item are not
acceptable.
Goods to be new - All goods shall be new and unused and
clearly identified with Pacific Power purchase order
number .
Place of payment - Payments will be made at the office of
Pacific Power in Sydney or at the option of Pacific Power
by a cheque posted to the supplier at last known address
or by electronic funds transfer.
Lodgement of invoices - Invoices shall be addressed to
the Payments Administration Manager, Pacific Power, GPO
Box 5257, Sydney 2001 or where the supplier is located
within the general area of a power station to which the
order refers, to the Manager of the respective power
station.
Terms of payment - Invoices are payable following proper
performance of the order not later than the end of the
following the month in which an invoice is received from
the supplier after the delivery or part delivery (where
provided for) of the goods.
Rejection - The goods may be rejected within 30 days
where a defect in or damage to the goods occur by reason
of faulty materials, workmanship or design are not in
accordance with the purchase order. the supplier shall
remove and repair or replace goods at their own expense
or Pacific Power at its option may return goods to the
supplier and recover the cost incurred from the supplier.
Risk and Property - The risk and property in any goods
shall pass upon the goods being unloaded at the delivery
point or at point of pick up by Pacific Power.
Pacific Power shall be at the liberty to cancel the
contract if the contractor fails to comply with the
obligations under the contract in relation to the time
for the completion of the works. Pacific Power will not
exercise its rights of cancellation without giving
consideration to the causes of the contractors failure to
comply with obligations under the contract.

PAYMENT OF ACCOUNTS
If payment is not made within the time provided for in
the order as specified under Conditions of Order Point 5,
the matter should be taken up with the Accounts Enquiry
Officer on (02) 9268 7032.
Specific complaints in respect of overdue payments may be
taken up with Pacific Power"s Accounts Complaints
Officer, the Payments Administration Manager, on
(02) 9268 7087. The Minister may award penalty interest
if payment is not made with the prescribed time
determined herein.

Sales Tax Assessment Act 1992 Quotation of Exemption
Declaration to the Commissioner of Taxation under section 86
I hereby declare that these goods are free of sales

tax as they are for use by Pacific Power.

[MemoEnd]
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Example Word Cover Page

TEST SYDNEY

Fax

Sender :[TESTName]

Sender Contact:[TESTPaymentContact]

Sender Contact Number: [TESTContactNumber]
Subject:[Subject]

Receiver:[ParentPayeeName]

Receiver Contact :[ParentPaymentContact]
Receiver Contact Number : [ParentPaymentPhone]

Comments :[NoteText]
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A multi-Email Request using a flat file with the [SplitEmailFile] keyword.

[SplitEmailFile]
[EmailTransmission]

msXemai I=Send

[SenderDetails]

Name=QUEENSLAND STATE OFFICE

Emai lAddress=fred@bnsgroup.com.au
Subject=000005665/02031160
[Destination]

RecipientCount=1
[ErrorEmailAdmin]
ErrorName=FMISEFTFAX
ErrorEmailAddress=fred@bnsgroup.com.au
[EMAIL1]

Emai IName=DASFLEET

Emai lAddress=fred@bnsgroup.com.au
[MemoStart]

AusAID - AUSTRALIAN AGENCY FOR INTERNATIONAL DEVELOPMENT
REMITTANCE ADVICE

Subject: 6621-200007 AUSAID Date: 20000119

Voucher Number: 02031160 Cheque Number: 000005665 Vendor Id.: DAS005

summary invoice 6621-200007

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB

CCCCCCCCreeeeeeeeeeeeeeeeeeecececccecececcccccccccc
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
EEEEEEEEEEEEEEEEEEEEEEEEDDDDEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

[MemoEnd]

[SplitEmailFile]
[EmailTransmission]

msXemai I=Send

[SenderDetails]

Name=FINANCE & ADMN SUPPORTSECTION
Emai lAddress=fred@bnsgroup.com.au
Subject=000005666/02031157
[Destination]

RecipientCount=1

[ErrorEmailAdmin]
ErrorName=FMISEFTFAX

ErrorEmai lAddress=fred@bnsgroup.com.au
[EMAIL1]

Emai IName=DATASCAPE INFORMATION P/L
Emai lAddress=fred@bnsgroup.com.au
[MemoStart]

AusAID - AUSTRALIAN AGENCY FOR INTERNATIONAL DEVELOPMENT
REMITTANCE ADVICE

Subject: CS-107-01  AUSAID Date: 20000119

Voucher Number: 02031157 Cheque Number: 000005666 Vendor Id.: DATO050

CATALOGUEING CONTRACT FOR SERVICES FROM 1/7/99-31/8/99
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
CCCCCCCreeeeececeeeeeececececcececcecececcceccececcececcececceccecce
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

[MemoEnd]
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307

Notes to beta partners using Windows 2003

Server:

Attempting to install the printer driver results in a Windows Event as follows:

Event Properties

Ewvent I

[ ate: 1/29/2004  Source:  Application Erar

Time: F11:48 P Categopy: [100]
Type: Error Event |D: 1000
Uzer; M A,

Computer; *wIM2003

Dezcription:

|
]

2l x|

verzion 5.2 37300, faulk address 0=0002493d3.

hittp: /oo, microgoft, comdfwlink./events, azp.

Data: + Butes € Words

Faulting application Pinst.exe, version 00,00, faulting module kemel32.dl,

For more information, see Help and Support Center at

oooo0: 41 70 70 6c B9 63 61 Y4 Applicat
0O002: &3 6f 6e 20 46 61 69 &c ion Fail
goolo: 75 TE 65 E0 20 50 &9 Be ure Pin

E
~|

o]

Cancel |

Ay |

Unlike Windows 2000 server and all other Windows software, Windows 2003 Server will
not allow kernel mode printer drivers to install by default.

B To allow kernel mode printer drivers to install - select Start, Run, GPEDIT.MSC

B Select Disable as shown below
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EI@ Camputer Configuratior
(2] Software Settings
- Windows Settings
=[] Administrative Temy
[:l Windows Cornpr
D Syskem
[:l Tebwark,

EI@ User Configuration
[:l Software Settings

; (L] Windows Settings

-7 Administrative Temg

308
'fi Group Policy Object Editor
File  Action Wiew Help
o BE T @
=§ Local Computer Policy Sething Skate

Eﬁ Allow printers to be published

ﬁ Allow pruning of published printers

ﬁ Automatically publish new printers in Active Directary
ﬂ Check published state

@ Computer location

E‘,} Custom support URL in the Printers Folder's left pane
@ Directary pruning intetwal

@ Directory pruning priarity

1%} Direckory pruning retry

@ Log directory pruning retry events
@ Pre-populate printer search location text

@ Prinker browsing

ﬁ Prune printers that are not autornatically republished
@ Allow Print Spoaler to accept client connections

@ web-based printing

Mak configured
Mak configured
Mak confiqured
Mak confiqured
Mak confiqured
Mok configured
Mok configured
Mok configured
Mok configured

Mok configured
Mok configured
Mak configured
Mak confiqured
Mak confiqured
Mak confiqured
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