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Access Control
Block Internet Services / Protocols like, E-mall or Internet access for any computer on your network.

Blocked

Networked Computer/  Network Address Protocols Status Action

Add =

Allowed

Networked Computer /  Network Address Protocols Status Action

I+ any Any DHCP - UDP 67-68 -> 67 Active

DNS - TCP 53 -> 53
= TCP 1024-65535 -> 53
[ Any Any UDP 53 .5 53 Active =21
LDp 10246
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Add Access Control Rule

Networked Computer / Device Any ]
Protocol ANY =l

‘When should this rule occur ? Always )
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Port Forwarding
This feature enables applications(Games, Webcams, IM & Others) by opening a tunnel between
e v local area n

| between remote(Internet)
mputers and a specific device port inside your local etwork(LAN).

. WAN
Networked Network Public 1P 2 .
conipiitaii/inavice]| I Addicss ‘Address  Protocels  Connection Status Action

Add =

| Aooly QN Cancel Wl ResolveNow W Refresh |
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Add Port Forwarding Rule

I™ specify public IP Address

Networked Computer / Device | Specify Address =] |

Protocol Specify Pratocal [ Add
'WAN Connection Type: All Broadband Devices =l

Forward to Port: Same as Incoming Port =]

‘When should this rule occur? Always =l
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Device Information
This screen provides a detailed breakdown for this device.

Device: DAD-MOM PC

1P Address: 192.168.1.1
Subnet Mask: 255.255.255.0
MAC Address: 00:0E:B3:11.11.11
Metwork Connection:  Bridge

Lease Type: Dynamic

Port Forwarding Nona

Services:

Windows Shared

Folders: \\DAD-MOM.home',

To test if this device is connected to your broad band home router, click the *Test Connectivity"

buttan.
Ping Test: Test Connectivity

0 A RN WA MR A

Diagnostics

The information below has been determined.

® Diagnostics can assist in testing network connectivity. This feature pings (ICMP echo) an IP address and displays
the results, such as the number of packets transmitted and received, round trip time, and success status.

Ping (ICMP Echo)

Destination: |192.168.12
Number of pings: 4

Status: Test Failed

Packets: 4/4 transmitted, 0/4 receivel d, 100% loss

Minimum = 2147483647 ms
Round Trip Time: Maximum = 0 ms
Average = 0 ms

Press the Refresh button to update the status.

N1 O 1 At A A M
U00000omooooon

oo



N A )

U00o00O0ooioooomo
I 8 0 T A
0 1
Rename Device
This Page allows you to change the name of this device, and how it is identified on your network
To rename this device, type the new Device Name below and click Apply
New Name: |
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Timeout for Inactive Device

After @ device is remaved from the router, the setting below is the time frame that it will take for the device to no longer
be displayed an the netwark. This page allows you to change the time out setting.

Please select the desired time frame then click the Apply button for the settings to take affect.

Timeout: smin x|
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Wireless Status

Radio Enabled: YES
SSID: 4PUNO
Channel: 9
Security Enabled: YES
WEP 64-bit: OFB310FF28
WEP 802.1x: /A
WPA: /A
SSID Broadcast: Enabled
MAC Authentication: Disabled

Wirelass Moda: Mixed accepts 802.11b and 802.11g
connections
Packets Sent: 0

Packets Received: i}
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Basic Security Settings

If you want to setup a wireless network, we recommend that you do the following:

1. Turn Wireless ON

wireless:  ® on ¢ Off

2. Change the SSID setting to any name or code you want.

(SSID is the same thing as the name of your Wireless Network.)

SSID: 4PUNO

3. Channel

To change the channel of the frequency band at which the Router communicates, please enter it below. Then click
apply to save your settings.

NOTE: In the United States, use channels 1-11.

Channel: | Automatic x|

4. Click on the button next to WEP
(We recommen: d using WEP because it encrypts your wireless traffic.)

* wer ¢ off
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5. Select a WEP Key

NOTE: To create a WEP Key, you need to enter a combination of 10 digits. You can choose any letter fram A-F or
any number from 0-9.

Sample WEP Key: OFB310FF28
select a WEP Key:

64/40bit  ~|

Key Code:

OFB310FF28 0 Digits left

6. Write down wireless settings.

In order for every computer to connect to this Router wirelessly, you need to make sure that the wireless setup for
each computer uses the SAME settings listed below. Please make sure that you write down all of the values set on

this screen.
Current Wireless Status:
Wireless: ON
SSID: 4PUND
64-BIT WEP: oN
64-BIT WEP KEY: OFB310FF26
Channel: 0
SSID Broadeast: Enabled
MAC Authentication: Disabled
Wireless Mode: Mixed - accepts 802.11b and 802.11g connections
Packets Sent: 155382
Packets Received: 8106727
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d Security

IMPORTANT: Only the advanced, more technical user should use this page.
Please select the item that you want to adjust the settings for, then select the Next button below.
Level 1: Securing your wireless traffic as it transmits through the air.

“ WEP (Recommen ded)

" WEP + BD2.1x (For enterprise netwarks only)

<" WPA (Allows you to enable a pre-shared key for a home network or more advanced security for an enterprise
network)
Level 2: Stop your Router from broadcasting your Wireless Network Name (SSID)

SSID Broadcast (Allows you to prevent users who do not know your SSID name to access your Router wirelessly. )

Level 3: Limit access to certain wireless devices

Wireless MAC Authentication (Allows you to limit access to your wircless network by allowing only those devices
with specific MAC addresses.)

802.11b/g Mode (Allows you to limit access to your wireless network based on the type of technolagy.)

Other Advanced Wireless Options

0 o A

8 A T A A A A A
0 I T T 00
A0 I 0 O

Level 1: Securing your wireless traffic as it transmits through the air.
" WEP (Recommen ded)
" WEP + B02.1x (For enterprise netwarks only)

" WPA {Allows you to enable a pre-shared key for a home netwerk or mare advanced security for an enterprise
netwark)
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WEP Key
Network Authentication: [Onen System Authentication |
Active Encryption Key Entry Method Key Length
&1 [ora3a72706 [hex =] [6araobn |
(W & [ [Hex =1 [6araob =]
3 | | [Hex =] [6aranbr =]
o4 [ [hex =1 [6araob |
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000000I0omo0nonoooon
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WEP+802.1x
Radius Settings
[v| Enabled
Server IP: o b o
Server Part: sz
Shared Secret: l—
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Authentication method:

Pre-Shared Key:

WPA

Pre-Shared Key ¥

Encryption Algorithm:

I Group Key Update Interval:

| ascn =]

900 Seconds
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Level 2: Stop your Router from broadcasting your Wireless Network Name (SSID)

SSID Broadcast (Allows you to prevent users who do not know your SSID name to access your Router wirelessly.)

I W A M

SSID Broadcast

When SSID Broadeast is enabled, it means that any computer or wireless device using the SSID of "Any" can see
your Router. To prevent this from happening, disable the SSID broadcast so that only those Wireless devices with
your SSID can access your Router.

@ Enable ¢ Disable
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Level 3: Limit access to certain wireless devices

Wireless MAC Authentication [Allows you to limit access to your wireless network by allowing only those devices
with specific MAC addresses. )

802.11b/g Mode (Allows you to limit access to your wireless netwark based on the type of technalogy.)
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Wireless MAC Authentication

To limit access to this Router using the MAC address of specific wireless devices, please follow the instructions below.
1. Click the box next to "Enable Access List"
If you want to limit access to a certain list of wireless devices:

2. Click the box next to "Accept all devices listed below".
3. Enter the MAC Address of first Wireless device and then click Add.
4. Repeat the process for each Wireless device that you want to have access to the network.
5. Verify that all devices were entered properly by reviewing the list at the bottom.
6. Click Apply to save your settings.
If you want to allow access to any wircless device except for a certain group:
7. Click the box next to "Deny all devices listed below".
8. Enter the MAC Address of first Wireless device that you want denied and then click Add.
9. Repeat the process for each Wireless device that you do NOT want to have access to the network.
10. Verify that all devices were entered properly by reviewin g the list at the bottom.
11. Click Apply to save your settings.

Enable Access List |

7 Accept all devices listed below " Deny all devices listed below

Clont MaC adress: [ ] [
Sample MAC Address: 00:20:e0:00:41:00

List:
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802.11b/g

Access to the Router's network can be restricted to wireless devices using either 802.11b (11 Mbps) or 802.11g (54
Mbps) wireless devices. Select the option that best applies to your wireless network. Then click Apply button to save
your settings.

NOTE: Actiontec recommends using "Mixed mode" so that both 802.11b and 802.11g devices can access the network.

B02.11b/g Mode: |Mixed mode (both B02.11b and 802.11) =]
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Advanced Wireless Options

When should this rule occur?: Always

Netwark: [Network (Home/Office) =]
MTU: [Automare ] 1500
Transmissian Rate: [sa =1

CTS Protection Mode: [Aue =]

Beacon Interval: 100 ms

DTIM Interval: ll— ms
Fragmentation Threshold: fezas

RTS Threshold: fe3ar
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el RTL8139/810x Family Fast Ethernet NIC #3

OpenRG LAN

Cannectes
m Resltek RTL133/810x Farly .
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X)
Choose a wireless network
‘ ”‘f‘(“k’(”a:i'?”'?i: :i ::1 k::'nw o connect ta a wieless netiwork in range :ﬂ ::'Z; .
( ﬁ ) 1 Secuity-enabled wireless network (WPA) uld
N A O
A A M )
Q) john_smith Connected ¢
i Unsecured wircless network ailll
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Fle Edt Wew Favortes Tools Advanced Help 7

Qv ) (P O seach [ rodes [T~
Beo

Realtek RTLB139/810x Family Fast Ethernet NIC #3

OpenRG
Cannectes

T A Reakiek RTLEI39/810x F

0 8 T A A
I ] I
8 0 T

Network Tosks il ~ Choose a wireless network

| @ Refresh network st Click an itemin the list below ko connect to a ireless networkin range or ko get more:
informetion.

<2, Set up a wireless network « john_smith Not connected 7
f mal office

off

1 Securty-enabled wireless network (WP#) il
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Wireless Network Connection

The network 'john_smith' requires a network key (also called a WEP key or WPA key), &
network key helps prevent unknown intruders from connecting to this netwaork,

Type the key, and then click Connect.,

Metwork key: | sssesses |

Canfirm network key: [ssvisase |

Connect Cancel

N1 0 W M
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((qyy) Tohn_smith Connected 7

ﬁ ‘i Security-enabled wireless network (WPA) Il“[l
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Related Tasks
|
_i# Learn about wireless |
networking

e Change the order of
preferred networks

4 Change advanced
sethings
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-L Wireless Network Connection Properties @g‘

General  Wireless Networks | Advanced
Use windows to configure my wireless network settings

Aivallable networks:

To connect to, disconnect from, of find out more information
about wireless networks in range, click the button below.

Wiew Wireless Networks

Frefered networks:
Automatically connect to avaiable networks in the order listed

elow
‘P johin_smith [Automatic)
add. | [ Femove | [ Properies |
Leamn about setting up wireless netwark
configuration, =

Ul OrooporoooootooiiibmoionoIooomoooiitooinoIttootoioonoim
0

john_smith properties @@
#ssociation | Authentication | Connection
Metwark name [SSID):
walireless network key

This network requires a key for the following:

Network Authentication: WPA-PSK v
Data encryption: TP 5
Network key: | essssses
Confirm network ke, ssssssss
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Network Connections
NOTE: Ignore the WAN PPPOE Status unless you are a PPPOE customer.

Rule Name Status Action

[ Network (Home/Office) Connec ted
# Broadband Connection (Ethernet) Down
§F = dband Cotinacton (Coax) Down
& wan pPROE Disabled
& WAN PPROE 2 Disabled

Add

| Full Status _Jll Detect Broadband Connection

0 O T A M M A

Network Connections
NOTE: Only advanced technical users should use this feature.

Rule Name Status Action

F Network (Home/Office) Connected 5
§ Ethernet Connec ted
' Wireless Access Point Connec ted
¥ coax Down =
T e tion (Ethernet) Down
¥ Broadband Connection (Coax) Down
& wan prroE Disabled =3
& WaN PPPOE 2 Disabled =]

Add

Full Status Detect Broadband Connection
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Network (Home/Office) Properties

NOTE: Only advanced technical users should use this feature.

Rule Name: [Netwark (Hame/Office)

Status: Connected

Netwark: Network (Home/Office)
Ethernet

Underlying Device: Wireless Access Point
Coax

Connection Type: Bridge

MAC Address: 00:0f:b3:32:d7:c6

IP Address: 192.168.1.1

Subnet Mask: 255.255.255.0

IP Address Distribution: DHCP Server

Received Packets: 7138

Sent Packets: 794639

Time Span: 66:41:42
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Configure Network (Home/Office)
NOTE: Only advanced technical users should use this feature.
General
Status: Connected

When should this rule occur?: Always

e [Newark Grome/ofiee =]
Connection Type: Bridge
Physical Address: 00:0F:b3:a2:d7:c6
MTU: Automatic x| 1500
Internet Protocol | No 1P Address =
0 A A W W A 0 [
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Bridge
T Network (Home/Office) Connected
I & Broadband Connection (Ethernet) Down 3 =2
¥ & Ethernet Connected F
[ i B rmadband Connerion [Coax) Down I
F & Coax Down F
T Wireless Access Point Connected F =2
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DNS Server | Use the Following DNS Server Addresses 7|

Primary DNS Server: ln_.lu_.lu_.ln_
Secandary DNS Server: o pb o f
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An Ethernet connection connects computers to the Router using Ethernet cables,
either directly or via network hubs and switches. Click O0000D00IC000IO0I0000
0000000000000000I0IIC00000T0N00i0 0000000100000]0 0000 ) C0000ioo0000ma;
0000II00000C0000II00IDOI0 O O0I000000 00 000 0I00000iDI00000000000a]
000000000000 C00I00o000000T 0 0I0I000000]01000000 000 O0li0 0I000 0000000000000
11 0
000000D0OICOIoIoOI0O000 0100000000 0000000000000 OI00000000000I00 00
8 . 1 o

Ethernet Properties

NOTE: Only advanced technical users should use this feature.

Rule Name: [Ethernet

Status: Connec ted

Network: Network (Home/Office)
Connec tion Type: Ethernet

MAC Address: 00:0f:b3:a2:d7:c7

1P Address Distribution: Disabled

Received Packets: 8967

Sent Packets: 615430

Time Span: 70:31:48

[_Acoly Wl Cancel W Settings |
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Configure Ethernet
NOTE: Only advanced technical users should use this feature.
General
Status: Connected
When should this rule oceur?: Always
Network: [ Network (HomeOffice) =|
Connection Type: Ethernet
Physical Address: 00:0:b3:a2:d7:c6
MTU: Automatic ) 1500
Additional IP Addresses New IP Address
4 Ports Ethernet Switch
Port 0 Connected 100 FD
Port 1 Discannected
Port 2 Disconnected
Port 3 Disconnected =23
Q0oooo
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L A A ]
0 T 0
Port Status PVID VLANs Action
Port 0 Connected 100 FD
Port 1 Disconnected =2
Port 2 Disconnected =
Port 3 Disconnected _

I A T O N WA MW
O Ao 0 A A A W

Port VLANs

Port 0 Settings

Ingress Policy: | Untagged (Do Not Add VLAN Header) v|

Egress Policy: | Untagged (Remove VLAN Header) =

Port VLANs IDs
VLAN ID Action
Add =
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Coax Properties

NOTE: Only advanced technical users should use this feature.

Rule Name: Coax
Status: Down

Netwark: Network (Home/Office)
Connection Type: Coax Link Ethernet
MAC Address: 00:0f:b3:a2:d7:c8

IP Address Distribution: Disabled

Received Packets: 0

Sent Packets: 0

Time Span: 70:35:15

Channel: Disconne ted

_Apoly [l Cancel Wi Settings |

+D|]\ 1A A0 A A
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Configure Coax
NOTE: Only advanced technical users should use this feature.
General
Status: Down
When should this rule occur?: Always
Nebwork: Network (Home/Office)
Connection Type: Coax Link Ethernet
Physical Address: 00:0f:b3:a2:d7:c8
MTU: Automatic =l 1500

Coax Link

Channel: 1-1150MHz *|
Privac: vt [~ Enabled
Password: 99999999983888885

Additional IP Addresses New IP Address
Coax Connection Stats Go to LAN Coax Stats
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Coax Connection Stats
NOTE: Only advanced technical users should use this feature.

Channel: 1-1150MHz

Privacy: Disabled

Password: 99999999B8888888

Connection Speed Router Device 1 Device 2 Device 3 Device 4 Device 5 Device 6 Device 7
MAC Address 00:0f:b3:c0:03:59  N/A N/A N/A N/A NfA N/A /A
IP Address NfA N/A N/A N/A NJA N/A N/A N/A
Router NfA N/A N/A N/A NfA NfA N/A /A
Device 1 NJA N/A N/A N/A N/A N/A N/A N/A
Device B NfA N/A N/A N/A NfA NfA NJA /A
Device 3 NJA N/A N/A N/A NJA NJA N/A N/A
Device 4 NfA N/A N/A N/A NfA NfA N/A /A
Device 5 NJA N/A N/A N/A NJA NJA N/A /A
Device 6 NfA N/A N/A N/A NfA N/A N/A N/A
Device 7 NJA N/A N/A N/A NJA NJA N/A N/A
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A Broadband Ethernet connection connects the Router to the Internet using an
Ethernet cable.l0000000000000000000000000000000000 O000]0000000]
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Broadband Connection (Ethernet) Properties

NOTE: Only advanced technical users should use this feature.

Rule Name: Broadband Connec! tion (Ethernet)

Status: Down
Network: Broadband Connection (Ethernet)
Connec tion Type: Ethernet

MAC Address: 00:0f:b3:a2:d7:ca

1P Address Distribution: Disabled

Received Packets: 0

Sent Packets: 0

Time Span: 70:10:59

_Apoly Il Cancel Wl Settings_|
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Configure Broadband Connection {(Ethernet)
NOTE: Only advanced technical users should use this feature.
General
Status: Down
When should this rule occur?: Always
Netwark: [ Broadband Connection =|
Connection Type: Ethernet
Physical Address: 00:0f:b3:a2:d7:c6

MTU: Automatic =l 1500

Internet Protocol | Obtain an IP Address Automatically ~|

|~ Override Subnet Mask: lu_.ln_.lu_.ln_

DHCP Lease: [ “Renew [l Release |
Expires In: 104 minutes

DNS Server | Obtain DNS Server Address Automatically ~|
IP Address Distribution Disabled =l

Routing Basic =

Internet Connection Firewall [~ Enabled

(This feature provides the ability to change the default firewall settings on this interface. We highly recommend that you
not change the default settings.)

Additional IP Addresses New IP Address
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DHCP Server Pool Settings

DHCP Option 60 (Vendor Class l—
1dentifier):

Start IP Address: Pk o o
End [P Address: b P b
v Set Priority 7-High |

R 8 1 1 A e [ WM W
I A 0 0 o
A A A A
0 R

DHCP Relay Server Address

19 Addross: Pk F F
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A Coax Broadband connection connects the Router to the Internet using a coaxial
cable. Click 000000000IO0000000COIIO0000IONOMONIO000I0D0C000000000000]
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Broadband Connections (Coax) Properties

NOTE: Only advanced technical users should use this feature.

Rule Name: Broadband Connection (Coax)

Status: Down
Network: Broadband Connection
Connecl tion Type: Coax Link Ethernet
MAC Address: 00:0f:b3:a2:d7:cb

1P Address Distribution: Disabled

Received Packets: 0

Sent Packets: 0

Time Span: 70:13:09

Channel: Disconnected
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Configure Broadband Connection (Coax)

NOTE: Only advanced technical users should use this feature.

General

Status: Down

When should this rule occur?: Always

Network: Broadband Connection

Connec tion Type: Coax

Physical Address: 00:0f:b3:32:d7:c6

MTU: Automatic ] 1500

Coax Link

Channel: 1-1000MHz

Auto Detection: “on ¢ of

Privacy: |~ Enabled

Passwort d: 99999999988688888

WAN Coax Connection Speeds:

Router Tx(Mbps): [

Router Rx(Mbps): [

Internet Protocol | obtain an 1P Address Automatically ¥|
|~ Override Subnet Mask: |0 .o .o .o

DHCP Lease: [ “Renew [l Release |

DNS Server | Obtain DNS Server Address Automatically ¥|

1P Address Distribution Disabled d|

Routing Basic i}

Internet Connection Firewall [+ Enabled

(This feature provides the ability to change the default firewall settings on this interface. We highly
recommend that you not change the default settings.)

Additional IP Addresses New IP Address
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WAN PPPOE Properties

NOTE: Only advanced technical users should use this feature.

Rule Name: [waN pPPOE

Status: Disabled

Network: Broadband Connection
Underlying Device: Broadband Conned! tion {Ethernet)
Connection Type: PPPOE

Service Mame:

User Name: wverizanfios

_Apoly Ml Cancel Wl Setiings |
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Configure WAN PPPOE

NOTE: Only advanced technical users should use this feature.

General

Status: Disabled

When should this rule occur ? Always

Network: Broadband Connection ~
Connection Type: PPPoE

MTU: Automatic v 1492

Underlying Cannection: Broadband Connection (Ethernet) +
PPP

Service Name (should be filled only if specified by provider):
[]1On Demand (will attempt to connect anly when packets are sent}

Time Between Reconnect Attempts: 30 Seconds
PPP Authentication

Login User Name (case sensitive): verizonfios
LoginPassword:  seesssss
Support Unencrypted Password (PaR)

Support Challenge Handshake Authentication (CHAR)

Support Microsoft CHAP [MS-CHAR)

[¥] Suppart Microsoft CHAP Version 2 (MS-CHAB v2}

PPP Compression

BSD: Alow -
Deflate: Alow

Internet Protocol Obtain an P Address Automaticaly ~

["] override Subnet Mask: 0 .0 .0 .0

DNS Server Obtain DNS Server Address Automatically =
Routing Basic -

Internet Connection Firewall [#] Enabled

(This feature provides the ability to change the default firewsll setting on this interface. We highly recommend that you not change
the default setting).

|_coly | cancel ]

Qooooon

R 0 I
B8 O A A
O 0 M A

0 e AR A A Y
00OI00DOIIO00000I0omoa

8T T W A M R
(00J00C0oo0bomooimotoon

oo



N 0 A

N O O
R A

8 0 T R
0ooooCoImoOmoo0T

UiOrooopdititboimotiomrioooritolmoritornittnooooonmem

O T 0
00 A A 0 A M WA W
(O0ooT00C0 00000 0NOnoooom Cooioooon Coooomnm

R0 O A A A W
8 O N A

00Dooonooioroo

00 T T M R W M A WA
0ioooboiOtoontobIoroo0roooen

I 0 T A
(oCoooorboo

piitbOiooroidoootoitbOoDonoroIbit o oottt titoooorooooo0
] I T 0
0

8 0T
A A W WA

T A M M A A WA WM
I O

000ooIobonoemeo

N 81N 0 A A

00 T 0
8 0 o A A
0 A

8 00T O
N
8 I 0 A A A

0 o R A MR MR R A W WM
0 A M A MW W Y W

oo



00000o0Donooo0Obiboooboo00e0ooo

0 0 A A A R

R A

8 0 R A R A
B A A R M [ W W A W W A WA
(000000 oIo0ooooD00000i0odioIoIniootoIIooCI b0 000 o0Honoooo0
8 R A A R M A
(00 0oooooODHONnOimoon0omoIooo oot otiooroonoobomhonooorooo0T
(000ooomeoHiOoomootrboromtO oot Donoo0mooT

88T A M
NI A o Y A
A o A A WA

N 0 A

R T A R A WA A A
O 0 R AR

00000INOmIoOOmoooOooimoDoIooooniomoOooOCOmbd QO ooiomoon dmooon
T 0 A

00ooOoiooooo

UofcooooomitbiioiotoloooooniooonhonbobotroooubomnoT
]8T A O R A B A
O 0 0 T 0 O | W A WA A R A [ A R
(oOIttoooomOnomitrooaoboom

8 I A W
(00ONOoomoCooo0omom

OgooooiooroiioorooorinocoboootrtonOrobottmtoneitooo Ao
0 T A A W M

N T 0 A A A O
0ooooo0inooome Do

OooooIoomorooimoortborbitooretoootrbo b momootrorottonoaD
0ooooo0iooome Lo

g



N 0 A

(00Ooooooonoeon

goioomooootobnobeoiomitironibiorbiNotoib Libooitmoooomn
0 O

N o A
0 T A
8 T
8 T

Ooooooronombnoobotoonoomiritmobrtotoopribittooo0oo0IDIDooD
0 T

0oOoooooo

N T A

0 8 0 A
0 T 0
N8 A A

I N N T o
0 1t A
1101 8 o O
0 I o A A A R
O M

000roo

T A A
A

I A A

I M M A O
[00ooioooom

0 00OmoooirioooorbonontooCoi 0o botoootoireronioooin
I I T T A A [ R O W W
00oonoCo0nCoorooooCoonItoniomootroinononio 0 oo0oioon
00 T R A
0 00 A
8 I I O
0 A A W WA R R

oo



00000o0Donooo0Obiboooboo00e0ooo

0
ooorbooIoomomoomotoiooooibbotoiolt0odOonoo0oo0o0m
0
00 0 T A
(00nC0otoInmoboooDrtrOonOD om0 brtotooorooonomonn

R 0 0
I O o A A T
0 A

0 0 A B M
00000T

8 T N A MM

I A
[ODHoooimOiboiiOiddodiinddiinio OoddiidiifoiIvo O OoidodoooOooooao
8 A W
0 A

000I00oo0mn

I O I A W R
omeComoonn

0

T 0 0 o
0 A

g



N 0 A

I 0

oo



Jopiibbotbioon
HOOibbmiouboomodl

N 0 T 0 T
0 0 A O A MW [
O T T A A A A
8 T A A

N 0 A M W A R W A A
8 T A T
0

B Costpaiios

Ll e————— y e
. — 8 |
Fogwrecay |l Exfaineit ]

Wirslsia

‘B B
Firsavall Conlpanion

T OO T W A M R
I 0 T
0 T O A

I8 A A A R R A R
]8I I 0 A A
(000DO0C0oC0m

Oo0IDOCmomOO0OCiimtO000000IiNoo0or00ItobOnDinoOiio CJ oioooO0moo
0 0 1 A N O
O A A T

00 T T

g



N 0 A

Uomtoo0noiooOioonomootooomoooooag

8 N O A R WA

0 I 0 A W W A A

0 O A W N W M MR
Oi00iODOEmoo O 00ionOOO0ORorCod0o0n

O R M W M A A
I8 A a0 | R W

0 I 0 R R
N A M

8 A
000iooCooooCooo0omIoo O 0000

1T M A
(00IooICoooT

(T oooOIOOomorooi O DD coonouoiionitibrnomtooitomo
Ooooomoorooonooon

0 O R

8 T

oo



0000000onooomooooomoDbooooimooooooo

0o00oom
0 0 0 A A T

General

£ Maximum Security (High)

Inbound Policy: Rejeet.
Remate Administration settings will override the security
inbound policy.

Outbound Policy: Reject.

Outbound access is allowed to the following services: Telnet,
FTP, HTTP, HTTPS, DNS, IMAP, POP3 and SMTP.

& Typical Security (Medium)

Inbound Policy: Reject.

Remote Administration settings will averride the security
inbound policy.

Outbound Pelicy: Accept.

£ Minimum Security (Low)
Trbotnd | Policys Accapt w
Outbound Policy: Accept.

I~ Block IP Fragments
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Access Control
Block Internet Services / Protocals like, E-mail or Internet access for any computer an your network.
Blocked
Networked Computer /  yopyork Address Protacols Status Action
Device
Add &
Allowed
Networked Computer /  ygpuyork Address Protacols Status Action
Device
[+ Any Any DHCP - UDP 67-68 -> 67 Active
DNS - TCP 53 -> 53
TCP 1024-65535 -> 53 ) ==
[ Any Any i Active
UDP 1024-65535 -> 53
~ Any Any IMAP - TCP Any -> 143 Active =1
[ Any Any SMTP - TCP Any -> 25 Active
¥ Any Any POP3 - TCP Any -> 110 Active
 Any Any HTTPS - TCP Any -> 443 Active =3
~ Any Any HTTP - TCP Any -> 80 Active =4
~ Any Any FTP - TCP Any -» 21 Active = &K
=
 Any Any Telnet - TCP Any -> 23 Active =
Add =5
Apoly [_Resolve Now |
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Add Access Control Rule
Networked Computer / Device Any =
Protocol ANY =
When should this rule occur ? Always =l
Apply il Cancel |
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Port Forwarding
This feature enables applications(Games, Webcams, IM & Others) by opening a tunnel between remote(Internet)
computers and a specific device port inside your local area network(LAN).

WAN
Protocols Connection Status Action
Type

Add =

Networked Network Public IP
Computer / Device  Address Address

Apply |_Refresh |

I O O R A W A

Add Port Forwarding Rule

™ Specify Public 1P Address

Networked Computer / Device: | Specify Address x| |

Protocol Specify Protacal x| Add
WAN Connection Type: | All Broadband Devices ]
Forward to Port: same as Incoming Port x|

When should this rule occur? Always |
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DMZ Host
Allow 2 single netwarked computer/device to be fully exposed to the Internet
NOTE: If you have purchased a group of Static IPs and have enabled Static NAT for all of your static IPs, do NOT enable
the DMZ Host feature.
[” BMZ Hast IP Address: oz s i o
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Port Triggering
Trigger opening of ports for incoming data.

NOTE: Only advanced technical users should use this feature
Protocol Outgoing Trigger Ports  Incoming Ports to Open Action
[+ L2TP - Layer Two Tunneling Protocol ~ UDP Any -> 1701 UDP Any -> Same as Initiating

[¥ TFTP - Trivial File Transfer Protocol UDP 1024-65535 -> 69 UDP Any -> Same as Initiating

Specify Protocol ¥ Add

I 0 1 0 A
OO0miomoom

0Tl O7i0oC00Ioonoomooooiminonooo0nooon

Edit Service

Service Name: |Application

Outgoing Trigger Ports
Protocol Server Ports Action

New Trigger Ports =2
i o =
R A O 0 0
I 8 O
O N T
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Remote Administration

A Attention

With Remote Administration enabled, your network will be a risk from outside attacks.

Allow Incoming Access to the Telnet Server

|~ Using Primary Telnat Port (23)

|~ using Secondary Telnet Port (8023)

| Using Secure Telnet over SSL Port (992)

Allow Incoming Access to the Broadband Router
| Using Priman y HTTP Port (80)

| Using Secondary HTTP Port (8080)

|~ Using Primary HTTPS Port (443)

|~ using Secondary HTTPS Port (8443)

Diagnostic Tools

[¥ Allow Incoming ICMP Echo Requests (e.g. pings and ICMP traceroute queries)

|~ Allow Tncomin: g UDP Tracerouf ite Queries

Qooooo
8 T T AL
0 0 0 A A A

0

oo



0000000onooomooooomoDbooooimooooooo

(N { m

88 T
O A o
R 0 A
J000000000IDIECIO00mODOIoOI 000000

R 00 R A
UotoomOooeoeiiorO C oomoomombomin D omooinoonoo0on
0 N o A

O 8 O T T A
0 A A M A WM
A 0
Jo0OiCooiooooo0ooo0n

OIoDoooOoom

I O Ot
0oo00moo0ooom

+ N A A W WA
0 T A TR
I T T A
N 0 A
0 A M A M
0 O T I T A
R 0 M A WA
O T o R A

g



N 0 A

aoooiond

0 2 T 0
N0 AT A

I T 0
R 0”0
0 A O
R M A R M M [ R T
Static NAT
5:“ l::::prikngd;%::pumr/ :I:i'::;: WAN Connection Status Fﬂrv':::ing Action
Add &
| _Resolve Now ]

0l DIi0ICCoI000Oo0I0oo CO0minot0aIn000000m

Add Static NAT

Networked Computer / Device: ['Specify Address =] |

Public IP Address ul Jo Jo Jo

WAN Connection Type: | All Broadband Devices =l

I Enable Port Forwarding for Static NAT
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Advanced Filtering

NOTE: Only advanced technical users should use this feature.

Input Rule Sets: Manage all incoming traffic from the Internet

Rule ID nsd"d“::! D:“:L“:gi:“ Protocols Operation Status  Action
Initial Rules Add
Network (Home/Office) Rules
o Any 192.168.1.1 Any @@ orop Active
Add =
Broadband Connection (Ethernet) Rules
~o Any gﬁgggg’ Any Drop Active
Add =
Ethernet Rules Add
Broadband Connection (Coax) Rules
o Any 35;333’ Any @ Drop Active
Add =
Coax Rules Add
Wireless Access Point Rules Add
WAN PPPOE Rules Add
'WAN PPPOE 2 Rules Add
Final Rules Add

Output Rule Sets: Manage all outbound traffic to the Internet

Source Destination

Rule ID Addae i Protocols Operation Status  Action
= .
Broadband Connection (Ethernet) Rules Add
8 8 O O A
O 0 O A R A
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Add Advanced Filter
Matching
Source Address Any =l
Destination Address Any =l
Protocol Any. |
Operation

& Drop @

¢ Reject

Drop packets, and send TCP Reset or ICMP Host Unreachable packets to sender.

¢ Accept

Accept all packets related to this session. This session is handied by Stateful Packet
Inspection (SPI).

¢ Accept Packet

Accept packets matching this rule only. Do not use Stateful Packet Inspection (SP1) to also
automatically accept packets related to this session.

Logging
| Log Packets Matched by This Rule

When should this rule oceur ? Always =l
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Security Log
|_Settings | _Save Log ]

Press the Refresh button to update the data.

Time Event Event-Type Details

Jan 2 21:14:18  Firewall

2003 Setup Firewall internal Firewall configuration succeeded

Jan 2 21:14:18  Firewall
2003 Firewal Il internal

e Starting firewall configuration

Jan 2 21:14:03  Firewall

2003 Setup Firewall internal Firewall configuration succeeded

Jan 2 21:14:03  Firewall
2003 Firewal Il internal

e Starting firewall configuration

Jan 1 01:45:20
2003

Jan101:45:12
2003

| User authentication  Username: admin [repeated 17 times, last time on
WBM Login | o/ -cass Jan 2 21:08:07 2003]
User authentication

WBM Lo
o9 failure

Invalid password. Username: admin

Jan 1 00:01:16 User authentication Username: admin [repeated 4 times, last time on

WEBM Login
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Security Log Settings
Accepted Events

|~ Accepted Incomin; g Connections

[ Accepted Outgoing Connections

Blocked Events

| All Blocked Connection Attempts

I~ winnuke |~ Multicast/Braadcast [~ 1CMP Replay
[~ Defragmentation Error [~ Spoofed Connection [~ ICMP Redirect
I~ Blocked Fragments I~ Packet Illegal Options [~ ICMP Multicast
I~ Syn Flood I~ UDP Flood [~ 1CMP Flood
[~ Echo Chargen

Other Events
|~ Remote Administration Attempts

[~ Connection States

Log Buffer

| Prevent Log Overrun
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