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test.pcap - Wireshark |Z||§|fz|

File Edit Yiew Go Capture Analvze Statistics  Help
B o e >@E x %8R« % o7 8 |EE aa
E]Eilter:l - +Expression... t‘@Qear vgpply
Mo, - Time Source Destination Protocol  Info 4
1 0.000000 192.168.0.2 Broadcast ARP wWho has 192.168.0.27 Gratuitous ¢ =
2 0.299139 192.168.0.1 192.168.0.2 NENS Name query MNESTAT *<00: 00> 005 <0C
4 1,025685%9 192.168.0.2 z2a4.0.,0,22 IGMP w3 Membership Report
6 1.048852 192.168.0.2 239,255,255, 250 UoP source port: 3193 Destination por
2 1.055053 192.168.0.1 192.168.0.2 LoP Source port: 1900 Destination por
9 1.082038 192.168.0.2 192.168.0. 255 NENS Eegistration WE WE100610 <00
11 1.226156 102 168.0. 2 192.168.0.1 TCFP 31096 » http [5¥N] Seq=0 Len=0 MSE:
12 1.227282 192.168.0.1 192.168.0.2 TCP http » 3196 [5¥H, ACK] Seq=0 Ack=:
9 ! 2
Frame 11 (&2 bytes on wire, &2 bytes captured) ~
Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Wetgear_2d:F5:%a {00:09:5b:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
= Transmission Control Protocol, Src Port: 3196 (31963, Dst Port: http (207, Seq: O, Len: O
Source port: 3196 {319&)
Destination port: http (307
sequence number: 0 {relative sequence number)
Header length: 28 bytes g
Flags: 0xO0002 (SVN)
Window size: 64240 W
opooo 00 09 b 2d 5 9a 00 Ok 5d 20 od O 0% OO0 4% OO0 T T T o e =
o010 00 30 18 48 40 Q0 B30 06 Bl Z2c oD a® 00 Q2 cD a8 OUHR L. Ay e
o020 00 01 Oc Fc OO 50 3c 36 95 3 OO0 OO0 OO0 OO FO 02 I o i e p.
o030 fa fO 2F e0 OO0 OO0 02 Cd4 05 bg 01 01 04 02 SR e
|File: "I ftest.peap” 14 KB 00:00:02 F: 1200 120M: 0
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Wireshark AT AR Z MM 4O 2 NG, wHRLTABREMED, 87 @R FHNRE %
EOx®, "TLUERMBIMES B3 Rhttp:/wiki.wireshark.org/CaptureSetup/NetworkMedia.
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http://wiki.wireshark.org/CaptureSetup/NetworkMedia

Wireshark 2@ R 4n B, AGPLM 41T, AR % E ARBEMNS EERE, T8
OB % 78, AR ASEGPLIERTEH TR ZER, RAUERRA, A41H
LIRA S EWireshark ERM#FTEIh N, HEFMEEABHESINENEFE, sMuB+o
[3%.
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Wireshark N BE1R 40 R ThEE

o Wireshark R 2 AR MR %, MNRM/ IEEBIM LM T — LM/ e nFHEFHEFRH
EIE, WiresharkhF&ZEE, BRNMR 24 7 HFRMENE, WiresharkagEiRE L &
THAL2BEFRER, [3]

o Wireshark "2 &K IBMLE %, BRAEMNE"(UA)M%L, Wireshark TR & XML S5k
MEECKXEMHNEE (BIERRA, BEBET LR &

[3] 3& X  AAFBARENZA, FIUAKBEAERENNLEBEERX 331+, BERHMRE

AERM%SE@, NREBERHZE, SFreEdid SAMLE 4 AANE-RN

et

B E 24 iz {TTWiresharkEE B B & sk B R4 .

1.2.1. — &% 3t6H

o HHNERABRNER, EXZHEMLPAUERER, BNHHRELIER TAER
FH. [4]

o EEMHNLPFEIRINEREHTHIEL | 21 £MB]F : E100MBIT/s&NTLAX
W IR BRI &= 7~ £ 750MByties/minBYEHE | 721t 3 M4 Hm B =EMCPU, KER
NEMBSHNHEENRTOEVEMN,

o fNRWiresharkiz {THAFEFARNRESHEE L1, AL
TEhttp://wiki.wireshark.org/KnownBugs/OutOfMemory 2R & i ta 143 LR BRR 71 3%,

o Wireshark{ % st R 325 ut ] BURME %, EEREBH/ZERERAFRIEFIRL £ iHniE
[EFRRE, flamEE—MRESRTAREET, RTUTERAN : £
RE ‘s BHFEIIXR", LBERAGRETE—ITLRET, sraf¥eefTEs—1
RIBER T, Lot ZRIBNFRBAAEER. [5]

1.2.2. Microsoft Windows


http://wiki.wireshark.org/KnownBugs/OutOfMemory

3t BH

Windows 2000,XP Homehix,XP Prohix,XP Tablet PC, XP Media Center, Server 2003 or
Vista(#EFZETEXP FER)

32-bitFEms L IBIR N EF MBI R IEEE (BIURE  400MHzZENE S) ,64-bitIB2R7E
WoW64{5 B 15 - 1, — % 5 BA

128MB%R 4 7E (3Ei256Mbytes=E =)

75MBR B A 28 ) (WRBREFHRXGE, EEFES ) 800600 (EiL128010245%
HE) D¥ERE165536(16bit)E, (256%|H % & Litat EE 1143 legacy GTK1”)

MEFEK :
o LAKM : windowsz FFHIE ] LLA MK &R AT LA
o T&BEME : B MicroLogix support list, 7 #H$E802.116 £ I T EIEH

o HE#ONR : http://wiki.wireshark.org/CaptureSetup/NetworkMedia

BEFLUT=AER, SFAEstIBRWindowsiB2 x4 : SR B ERIF 4 A & EXEERLEL
BER%, xSEXHTESEMER, Wiresharkiz TATR A EXHE (AIGTK,
WinPCap%) i FEnNi=#F. B#, MHtEEFT enitk i,

Windows 95,98FIME A gE iz TWireshark, BRMNRE— 1ALl TEU L FEEMRAZ
Ethereal0.99.0(FE L EWIinPCap3.1) /RIKSA A LLEF M:
http://ethereal.com/download.html3 18, IRER—T : #4k F2006FE1 B 11 HE1E =t
98/MEXZ #¥.

Windows NT 4.05 54 T5i% & T Wireshark. & B — N B kR 2~ 2 Wireshark0.99.4(F &2 %%
B % BIWinPCap3.1), Rk SR AT LA

M : http://prdownloads.sourceforge.net/wireshark/wireshark-setup-0.99.4.exefSEIE,
IREIR—F : 4k F20055F12 831 BIE 1L xINT 4.0893Z %5,

Windows CE K #k Ahkwindows (NT/XP) F#Zi:,

64-bitx I 231z TTWireshark 5 E1E32bit{H B 3115 T (FRMEWoW64), RIEFEE &L
WinPCap4.0,

XFLZERAMER L REZ R EMARRE, BREF—ERNTHRBNF A,

1.2.3. Unix/Linux

Wireshark B 1A Lz TE 4 ZUNIXER, R4 xR EEmWindows THIfE R, Z# &S
=VPEUTESTH :

e APPle Mac OSX


http://www.micro-logix.com/WinPcap/Supported.asp
http://wiki.wireshark.org/CaptureSetup/NetworkMedia
http://ethereal.com/download.html
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e Debian GNU/Linux

e FreeBSD

e NetBSD

e OpenPKG

e Red Hat Fedora/Enterprise Linux
e rPath Linux

e Sun Solaris/i386

e Sun Solaris/Sparc

MR- #FAEENERTLTEREA, MUUTHRRXHH 253 E. FETREL XamH
Ellwireshark-dev[AT]wireshark.org .2 Z &K 2 14,

[4] :#3&3F : [RX “The values below are the minimum requirements and only "rules of
thumb" for use on a moderately used network”, E i rules of thumb”/i3 % 1 % 2 R1E M
n, EMEXFREANEZER—R, ABEBERREit : KEZHBERTER, BHFEMARE
Ho XBEELFE R 51

[5] #EE : Hx R AFHERE, ENBRRLE—#, SMENKESRARIERE L IUR,
EBHTIFERRKIODHHEA10DHZRET. SR, FAVIENZ2EFRAN, BERX
TXAA R xR, TEEFNERFA.
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1997 LUfE, Gerald Combs EE—NTEEBERM % 7 B FH 8% 5 W4 Hir, PRt FFIaFF
% Ethereal (Wireshark=i B LARIRY % #5) AR L ERY & TR

Ethereal@ 58 —hR, 23BURFT %, E#M, 1998%F, 2itxkMetjE, 47T, Bugikss, LU
Ri5% 005, 0.2.0MRiE4% T, EtherealstaLllix FANKIIM,

EEARA, Gibert Ramirezx LEHE N, HARRBRTEEZDW

1998F 108, Guy HarrisiE 33 —FhtbTepViewEBIFHI TR, fhFF ik »Ethereal st {Teku, FF
RIS,

998F LlfE, IE1E#1TTCP/IPEZMRichard Sharpe X3 7 BTEX L2 hM/ER, FHFFHA
MRzZHHEREMAMEEN L. MRFIT, TR ZBRAEHRM. FrLAthFFEM
EEthereal 9 #r R el

MIBBLAIS, #BhEtherealfy Nk, 18RI FE 2 HTF — LB R#EEthereal Sz 1Y
Wile FRUAMBA13E N T EBEBERNTES, F 4B RIRE T et Bk,


mailto:Wireshark-dev@wireshark.org

20064551 BEMoved House (XABIARZEELE®) HEHDEL S : Wireshark.

X
[6] AERRABRZ i, BFEF L2 AEHIARE, Bl3SHaiE

1.5. WiresharkFF % %4 3¢

Wiresharkix#]EH Gerald CombsTF %4, BEEIFHWireshark team#t T3 — & T % #4447,
Wireshark team2— N H1& 4 bugiR imWiresharkBHRERIRIL AX, 57 4B AR AORABI 48 42,

BREMIM 5 4 WiresharkfZ# i D, AN HBNBHFEZXEFZHEF LIS, B EF
Wireshark#5 B3 £ T B9About, R 7T A% EI 4 WiresharkiREEE BB 7 & %, HEMRBATLUE
it Wireshark RikBauthors 7 E R E|

Wireshark 2 FF iR 4-1H, % WmEIEGCNU General Public Licence (GPL# ), FR B IR 7]
LerPL*E%—F%ﬁ1§}Eﬁo Aﬁjﬂ;{'kaﬁwweSharkl’J\{ELEll E’Jﬁ'ﬁg yu%@;__]-u\ﬁ{/wuﬂ’]a&
#4hWireshark team , Fof/i1FA pt RO,

#AWireshark Team 1IREEHS# N, BUTRL :

o MREMAL AEBRENR#+2ERREEECMNBMNE, BHEREMIREEWireshark
team —HEEBhit fth A

e The developers of Wireshark might improve your changes even more, as there's always
room for improvement. Or they may implement some advanced things on top of your
code, which can be useful for yourself too.

e The maintainers and developers of Wireshark will maintain your code as well, fixing it
when API changes or other changes are made, and generally keeping it in tune with
what is happening with Wireshark. So if Wireshark is updated (which is done often), you
can get a new Wireshark version from the website and your changes will already be
included without any effort for you.

Wireshar SR a1 Z#tflkits (Z#HITEE? ) AUMREECHFEES A TH, Wik
/& : http://www.wireshark.org/download.html.

1.6. SC 3R ° B 3 1935 B

ZZD%@EE{E%EP@EKUTM%E & BFTFEWiresharkIEE B, BLUTRJLMEIRE L EA LB A
& (MR, x8FExERH) ,

1.6.1. Fif

Wit 35 hitp://lwww.wireshark.orgfRI$ & % 3. X FWiresharki+ % B HHE R,


http://www.wireshark.org/about.html
http://www.gnu.org/copyleft/gpl.html
http://www.wireshark.org/download.html.
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1.6.2. BRlEH

Wireshark Wiki (http://wiki.wireshark.org)#@ftr 52 B9 ERWireshark A R IR BB X ER. R
S A—EEEWSREAERBAER, HII0 : wikitERSMNAERLMLHIRE, B
ESNEIDNEE, FF,

RFHNEREE, MRGFELENREMRE LA (LLEEBEEM D , BRI LUB x| a8 4%

Be.

1.6.3. FAQ

B2 B4 7 B89 7 #“Frequently Asked Questions™ {2t — 12 B4 17 B8 7 @ A R B =851
e

Read The FAQ

ER g EFE AR EFR 2, BEFREL2MiETFAQ, RAxEEEANED LR
BT EE @, B, IPTFRKD LN GelE, BRZARK T KER R
“) .

1.6.4. s34 F3R
TERBILNLD e EIIR, 23 BTARNERS !
Wireshark-users

X Z— T WiresharkF 795K, ARIER R TREMEMAWiresharkfy 521, HEA GFE
BH) REMNER, (3FEF  HASRBIEER77)

wireshark-announce

EER—PMRTEFLBERHNIR, BES4-8AHA—RK.

wireshark-dev

X Z—NKTFWiresharkFF % By epEFIFKR, MNRFFIEFF % il o, ALAMINA %I

{RET LAE i Plaghttp://www.wireshark.orgiT B BN a4 TSR, & £ o & BIUG 2 3F 2 BO e 71 2k
siEM ALl srEREEMLL ERTLAERFM,


http://wiki.wireshark.org/
http://www.wireshark.org/

o

=R
RALUEREREERERAANIRIFR—H#N P E, HATHIEELBTER, 4
ERABRRMGLUEFHIABTEET.

1.6.5. 593

TE
ERIRZEM G B2 B, iFBERTENEHRITIRAB Wireshark,
LRI v e %, IREIRHEINTE R E SR 0 BB A B,

1. WiresharkBIhR A, REMKSEEMRE, WGTK+, FFH, {RAJLUEE Wireshark —vip
DHEBRAS, ({hi+2UNIX/LinuxFES)

2. i {TWireshark 9L S E R,
3. XTF i BRI e,

4. MREFBEERHEESER, BEN4RERNXA (URELZAIHZENXA, 1
REWNE) , IRHMATRSL AL EFERMA. FTELE#0 : “l got a warning
while doing X" [7], EA X HBEEFZ2MFER,

AE R ERXH
AE L EFABXH (>100KB) Elepfoisk, FEerdhhpin— et R o BiEreE

ARLAT L, AXHRIERZ w4 5R B ROBRLE <3 B0 o) s N RE 4R A RREI AR, 10
REE, RATLL IR XL IEL R ) EERER, FRE L EZHENA,

RELZEWNEER |
NRE £ ZIRFUERI AR, FBECSNTESBRIENZBER, LB 25HE
U0 3k B4,

1.6.6. ZZUNIX/Linux > E 5B iRk 42

MR L ERHRBIBEE IR, FRECNTIIBRKENERES, LNTL5E %10
sk o 8



fRE LB AN T e R R SBIRER ¢

$ gdb “whereis wireshark | cut -f2 -d: | cut -d' ' -f2° core >&bt.txt
backtrace
AD

EiRE—1TGDBM T, RAlEmTR—LUUEMATE, BREEEMEE, "Disw
(CTL+D) H=BHGDBE T, UL H;HREHFIE ZFE—1TEH bt.txt FIXAK
X4, eda=E8bugik &.

AR
SNRIGERDGDB, b & EHRIERLRIAE K.

IRETLL & EBER e Bl wireshark-dev[AT]wireshark.orgép 451 R

1.6.7. EWindows X & B IRk 482

Windows FEAEE/RFSXH (.pdb) ,ENFEKR, HBEAXTEB T2 ERELANEERX
o IRFECARZ MG R RVRITEBRNEM A —#. (XAFRRAR)

[7] #8F : WBAEHEERE, HEXXSHE—IMESER

[8] :2&E : [RX R : "Type the characters in the first line verbatim! Those are back-tics
there!", Those are back-tics there! M HIEEZ T 2R, back-tics=/ZE#HiE ? FAFLinuxBy=kF
HE


mailto:wireshark-dev@wireshark.org

6 2 ZF 5i3IEZEWireshark

B %

° 2.1. 475N

22 KR

. TEUNIXTREZHI

. TEUNIXF 45 3% Wireshark
JEUNIX T REZ#HS

o 2.5.1. FELinuxsk % L3R IE FRERPME
o 2.5.2. fEDebian#f1E T &%Deb

o 2.5.3. TEGentoo Linux##iE T % %Portage
o 2.5.4. EFreeBSD*IE T &LES
FERUNIX TR & i R 7 #

. TEWindows T 4 1% &

. ZEWindows T %% Wireshark

o 2.8.1. Z&Wireshark

o 2.8.2. F#&RKEWinPcap

2.8.3. E#TWireshark

2.8.4. EFTWinPcap

2.8.5. E1# Wireshark

2.8.6. El & WinPcap

e o o o
N
a b~ W

o o o
oYY
0 N O

o o o

o

2.1. s A

BEBAEFL, Wiresharktb@EAa0Lk, EFE{FEHWireshark, {RA4 :
o R NEATBRERZN-_#HIST, HE
o FIFIESE A IEBRIER % %%

Bal, RAAI=FLinuxk ITHRALLEEWireshark, TTREB@EE ##HNE23 tMRA, S
i R A UNIXARA AT LA 4% sy Wireshark . WindowsHI{E{RI iR A ER AN BE #% 4y Wireshark. 2 F LU LR
&, REEZREMAEEFEIRITIRABIWireshark LA RN REE,

AEFRERTOMARASRXANZ#FE, NAREIRIIFEE %% WiresharkiR 34,
UTFREBEND 5%

1. THF|ENERS, K10 JRXHEHE = #H % 1ThR.



2. TR — # G (NRET HWBRXMGHE). XHEMETUESHF/HE
EHMEBENG,

3. REZHHISIFXBAFNAE,

2.2 RER

{RE LLMWireshark B itihttp://www.wireshark.org. @ ot 3£ BUR SR Z 2k 6l % 1ThR. ##18F
ETHMEE, AR RXHH-#F 2 TEMENSEKIER (RATEERE— KRB
R) o

THAMBERENXHG !

— gk 5t, BRIEMEME 2T £ Wireshark, SR B 48 4 3% Wiresharki]R X4, MABEEET &
%40a, REFEREE S SIRE,

&
R .
N

pa sy ¥

LR & ARG A ST Bl R TR A, B m it S AT TFAKNRE, tims
BERES A § REYTRARE, BLBENREBLTENA > 5itH.,

ETLULRR, EIBECS THRXEBEC %%, EAZXEBELHE—R.

2.3. TUNIX T REE 2 H]

TEhpBFRERE_HAF L TIRCA], BaREELTENTE
1. GTK+, The GIMP Tool Kit.
R R2RAEFZEGIb. BER AT LAMwww.gtk.org 3k 15,
2. Libpcap , Wireshark it @I E
&7 LLMwww.tcpdump.org £ 15,

RFBERIFRANTR, BFEyREZ#HE, WRPMs B ERRRBRXMAFH4%%

Bo
IMREB 2 TH T CTKHRXME, B 2.1 “MIRSC 255 CTK+ RBEIITE & 4 i % 3 B AT RS BYL.
Bl 2.1, MRS 4 413 GTK+


http://www.wireshark.org/

Wireshark A 7 Fif

gzip -dc gtk+-1.2.10.tar.gz | tar xvf -
<much output removed>

./configure

<much output removed>

make install

<much output remove>

IRATRE R EIE A 2.1 “MIRES M 4733 GTK+ AR IR HERIAR AN S B 2t 2 fE T H BIGTK+AR
X, MRCTKMEZ24E %8, BRAFFEBUE, , tarxvf LREFEBNRNE %,

o

=
AR

INRATMEFALinux, 3EREE T GUN tar, &7 LUEAtar zxvfgtk+-1.2.10.tar.gzfi 5, A
H# L AT gEfE F gunzip —c=k & gzcat A2 i+ Z UNIXFgzip —dc

o

=
AR

INRIEEwWindows T # T gtk+ & H s, EEISTARIBER TR

A 1 gtk+-1_2_8 tar.gz
MBERATOI 2.1 MRS 253 GTK+HRRIE S et B 42 &2 £, R LAE 4 GTK+RLS,

MERMEE 2T & T libpcapiR, —f&IESIG 2.2 4%, ZZlibpcap” B RHIBR# 2B IETMK
ik, A, MRENRERZARZFHFtepdump, Ed LUMicpdumpMig T # &% e,

il 2.2. 532, RElibpcap

5 2 B i3/ R&E Wireshark 22


http://www.tcpdump.org/

gzip -dc libpcap-0.9.4.tar.Z | tar xvf -
<much output removed>

cd libpcap-0.9.4

./configure

<much output removed>

make

<much output removed>

make install

<much output removed>

P
E"'

-
Py,

et

LibpcapBy B # EERBIEAIRA #ITIEN, tar xvie S L RIEMR L %08 .

RedHat 6. xR EL EIRAFIET (BREEFEHW L 1T, f0Mandrake) &R LAE# iz 1T
RPMZEMEN DT, AEEIER FTHLInuxFEEZLREGTK+HGlib. kit Kit, RAIEFERE
FIESERIR, REMBSTLUSEG 2.3 “/ERedHat Linux 6.280F ET iz i A1S £ TR T
ZREZHRPME, MREBHEERE, BURFEREREZNRPMSs,

#l 2.3. 7£RedHat Linux 6.2 EHE T iz R AT £ TR T REFEZRRPME

cd /mnt/cdrom/RedHat/RPMS

rpm -ivh glib-1.2.6-3.1386.rpm

rpm -ivh glib-devel-1.2.6-3.1386.rpm



rpm -ivh gtk+-1.2.6-7.1386.rpm
rpm -ivh gtk+-devel-1.2.6-7.1386.rpm

rpm -ivh libpcap-0.4-19.1386.rpm

=

=
=

INRIE(EFARedHat 6.2 IFHIIRA, FEMIRMPsAAREE 2 Tk, EREEMEMRL
RMPs&,

fEDebian N & A LU Fapt-gefn 4. apt-get e 4 EEMAIERIIRIE, & R0 2.4 “EDeban
TZR%EDeb”

5] 2.4. FEDeban T & %EDeb

apt-get install wireshark-dev

2.4. 7EUNIX T 452 Wireshark

INRIEUNIXIRIER L T LRI T 5% 4% Wiresharki R 3 -

1. WREALinuxn #2 £ gzip'd tar>X 4, IREFEAUNIX, ) f## E£GUN tarsXF, xtFLinux

MR :

tar zxvf wireshark-0.99.5-tar.gz

st F UNIXRRAE, 5T

gzip -d wireshark-0.99.5-tar.gz

tar xvf wireshark-0.99.5-tar

D s
{FEREEH ST gzip —dc Wireshark-0.99.5-tar.gz|tar xvf &4 7T LA[9]



D xx
INRIEIEWindows T F# T Wireshark, {/RE& % sl G P RIARLE 2 7 B 7 T Xl 2%

|
2. FFHETE F X ENRXHHE .
3. EEEMERIRX L% 3 ME R EBIUNIXBIR A, ol :

./configure

MEREANT IR RE 2, BEEMBIELR, ABEEHconfigure fR 45342 I ASESE
2.6 ¥ “FBERUNIX T2 2R =) 3 "

4. {ERAmakefs HIFIRX M43 B 2 HIE, B0 :

make

5. REMp TN _#FS83 K% B4k, FHOTHS :

make install

— B & Amake installZZ& 7 Wireshark, &L 7] LLE it #y AWireshark@ SR iz TE T .

[9] #&F : BE 7 AB#Pipelin £89, HUEME2UEE, THNEZSEMR

2.5. FUNIX T LEZ#F3

—MKt, FEEBUNIXTREZ#§ % TS ERANGRNRBEEHUNIXBRE £ BMEETR
E. BIENAIXT, ZALAEAsmitis, Trub4 UNIXIERILAER setld 635,

2.5.1. 7ELinuxsy % LURIE FTRERPME
FRIN TS EEWireshark RPME

rpm -ivh wireshark-0.99.5.1386.rpm

INRE RV Wireshark ik #i B2k 4T S L4432, #hRERH%E, RAEB2RE
3= REDHAT MR &Rk 5 5E 0 2.3 “fTRedHat Linux 6 28 Z E F iz i AE % 1T F %
HEEEBMRPME”



2.5.2. 7£Debiantix F % ZDeb &
T 54 S 7EDebian T & Wireshark

apt-get install Wireshark
apt-get & 4 fRSERFT A IR X IRE

2.5.3. 7£Gentoo Linux3tiE F &% Portage
HEREI TS TEGentoo Linux T &2 wireshark L R A B BYE E M AN ST 4

USE="adns gtk ipv6 portaudio snmp ssl kerberos threads selinux" emerge wireshark

2.5.4. 7EFreeBSD1E T RES
ERI TS TEFreeBSD F L& Wireshark

pkg_add -r wireshark

pkg_add% % R ST R AT A FIAE R IR F

2.6. FERUNIX T &g f2HRY 17 2 [10]
B T ABEI— o E AL X T H— i ORI

fNRconfigureff—# % £ 42, FEEHRHEZMERER, BT £ HEXHconfig.log(£
BXHBZT), BEMLETHEH 2, BNANEERREERE/IT,

—RERER A EHROCTK+#E, HEEBHGTK+IRA LK, configurestiz B 5 —NRERZ
X 4 A # 8 Dlibpcap(ix i 2RI AR EIMFHIEZHNITE),

AHR—TERLNRRREA F REEGER 3. BEIEFEEFSFA Ak F. XBEERAE
AZXMWsedms (tbilsolaris T#4) . HMIibtoolfiA{F Hsedf SEM R L HEMND, &
BRI, EBAILLER T8 RFMRANsedff R % 7] #
http://directory.fsf.org/GNU/sed.html.

MRIBEEL M 2RERE, %EudEElwireshark-devit BRI B i, MR, WEEEK E
config.logA R E AR IA 4 st RR o] A BB A 78, fHlilmakeit F2HYIBER,

[10] 3#33F : RATRBUNIX/LINUX, 2—BElis0EREEFE, THARELZHHE
L WiresharkEBH R, BRAFET. FEDA#— FUNIXLINUX FREF A,
UNIX/LINUX TR, BafeEhR, 12 TaRa88E%3, sMARNITLREY


http://directory.fsf.org/GNU/sed.html
mailto:wireshark-dev@wireshark.org

THRLEZE2—8, FLUBTMUER, %3*MEEa8CFEEaNT. 2. EMRABAMF
Mz TR ERRE, ZMAENFLERETHIRECTE MM TL, ARSHBER
B, T8N FEHEXRIGEN, TERAHFTE, nEHALTaRE, #HFEF L
BEEAEARTR, HWWLnux THIGTK+XZH, fHitan FEMAMlibpcap. X —RALUSEESE
2.3 7 FEUNIXTFZE=ZHT % HixM— R REMA, %iF, & (tar 2xvf Wireshark-
0.99.5-tar.gz;make;make install) .BEEZE N ERIBES B FERENTFR.

2.7. ZEWindows T 453 R

EWindowsTF& T, BNENREFEREA-#Tl@ERRTE, RIFEZMEWiresharkF %
B, IR T X TFWindows T4 L Wireshark, i & BIHATHIFF £ WIKIFI 4
http://wiki.wireshark.org/Development3 T SR BT £ HEBI Y,

2.8. TEWindows T~ &2 Wireshark

K 3 R+ FEWindows T Z & Wireshark — 3 il &

2.8.1. @& Wireshark

1% 3% 12 B Wireshark = i S22 S AT AE 2 HR % B0 wireshark-setup-x.y.z.exe. WiresharkZe2Ea
B &WinPcap, I EREE LM T HRET.

IRRAFEEEhttp://www.wireshark.org/download.html#releases F & WiresharkZE S FH #ITE

Bie], BT EBNRRZN, BT AtHktRR.

B RERERIALE

INRIER T fx ERIERRETE,

<a name="2.8.1.1"></a>xt 12 A 4F[11]
Wireshark(B1EGTK1FHIGTK2E O ik Rl it Ze2):

WMRIEFEAGTK2HIGUIFREIEE 7] # T LA 22 X, GTK1, fEWindows F256f (8bit) % R
ToiEETGTK2BERREES B O %+ PIEETEGTKI F Al BETSIE 2 .o

e Wireshark GTK1-Wireshark 2 — 1 GUIM 4o TE
e Wireshark GTK2-Wireshark @ —1MGUIM% 2 TE (B {FEHRAGTK2 GUIRATER)

¢ GTK-Wimp-GTKWimp2 i#IGTK2E OZE p (B R T KR Ewindows32i2F, #H=E
/)


http://wiki.wireshark.org/Development
http://www.wireshark.org/download.html#releases

e TSshark-TShark @ — NP RTHNL DT TE
/1y B (Wireshark, TShark 2 #7181 2):

» Dissector Plugins-Z it : 7 By RO ARG

 Tree Statistics Plugins-ttiR it i@t : it TRy B

e Mate - Meta Analysis and Tracing Engine (experimental): A2 EM 2 Rt 53512, S
Z http://wiki.wireshark.org/Mate.

fu

e SNMP MIBs: SNMP, MIBSHI# a3 #,
Tools/ T E (R BFIE X HHIMINMSIT TR
User’s Guide-f 7 FM-AhZEME » FM. MREFLER »FM, BB LNXEoK4a
B9 R el BERL 2 7 7] internet.

e Editcap - Editcap is a program that reads a capture file and writes some or all of the
packets into another capture file. /Editcap@ — iz VIR XHHITEF, o —/1
RXHNHBDHFABEEREAN 5 — MR, (XHFEForkEA"?)

e Text2Pcap - Text2pcap is a program that reads in an ASCII hex dump and writes the
data into a libpcap-style capture file./Tex2pcap@—1 i HXASCII hex, B AHIEE!
libpcap ™ X IR,

e Mergecap - Mergecap is a program that combines multiple saved capture files into a
single output file. / Mergecap@ — MR LU S MBI UGS FH 4 — IR,

e Capinfos - Capinfos is a program that provides information on capture files. /Capinfos

=— L Rl XHE B HRERF.

<a name="c2.8.1.2"></a>“Additional Tasks” i

e Start Menu Shortcuts-FF A3 £ REEH -8 I — LIRS X B FFIAZ £

Desktop Icon-= M A ##-18 ilWireshark /& #7 2| R H

Quick Launch Icon-123% £ 3 & #=-18 11— PMWireshark A 47 EIR =R & s TE 42

Associate file extensions to Wireshark-Wireshark3 {4 % gt-{$ 512 S E AT F AR X
£ ElWireshark

<a name="c2.8.1.3"></a>Install WinPcap?” 7l
WiresharkZ% 8B a8 T &x#HThRIWinPcapZ&iL e,

NRIEZ B REWinPcap . BT ERHIREMLRE, BR2EEZALITHFURFHNHREX
1,


http://wiki.wireshark.org/Mate

e Currently installed WinPcap version- B 289 WinPcaphk &

e Install WinPcap x.x -i1R B IR R R AE T Wireshark B # B, Z & G ERIA
{Eo

e Start WinPcap service "NPF" at startup -fWinPcap#Iik 4-NPF1E 5 # 8t iz {T- X # H
CIFEE R A REETLRRE T,

BEZ X FWinPcapfIE & :
e Wireshark #8%http://wiki.wireshark.org/WinPcap

e WinPcapE A MUY : hitp://www.winpcap.org

<a name="c2.8.1.4"></a>& & B 5 %k F

a8, FEESH, XHELRERNSEUBESERE, &

EAERERTTETRE
ESHEHREK -

Mo AR, TllisE—
e /INCRC Z |LCRC#&#:
o /S BIEXRENEH & Wireshark TR : BEER R FRREWIinPcap!

e /desktopicon iR E 7, /desktopicon=yesRREE A+, RZNTR, EEHH
B,

e /quicklaunchicon B #=REIRE B & TEL, =yes-REITER, =no- A&,
BB K B

o IDZEEMAREB F( sINsTDIR ) B RER FMELEB FFMKREME, R FTDH;
IxE, BMFERREESER

5] 2.5

wireshark-setup-0.99.5.exe /NCRC /S /desktopicon=yes /quicklaunchicon=no /D=C:\Program Fi

J S 2]

2.8.2. F#ZE&EWinPcap

=,

o
s

ES AR, WiresharkZik et &2 Bt FWinPcap L%, FRLAEEE R WIED
WinPcap,

TEHAWIinPcapfE A IEEE £ i R BIETEWireshark I R R MR AWinPcap, 51801—NrhR
ABWinPcap4 17, BEERETE,


http://wiki.wireshark.org/WinPcap
http://www.winpcap.org/

# JWAIWinPcaphk 2 (&3Falpha or betahk) BT LAFE FE#hi T £ E
e WinPcapE A MUY : hitp://www.winpcap.org

e Wiretapped.net &Rk = hitp://www.mirrors.wiretapped.net/security/packet-
capture/winpcap

ETHTEENES % AWinPcapLZE S LB E & L F auto-installer’, E 418 LATE
NT4.0/2000/XP/vista F %&£,

2.8.3. E¥TWireshark

ARG AR EIWinPcapBEF EIRFTARA, NRE T 7 Wireshark@E1#r 4, BIS4S
3 S Wireshark¥ThiR A % fRB0 @], WE 1.6.4 § “apfb53F=”

o

iR EBEEES-12F, BEFWiresharkfi2RE—THkA, THHALTECHMITLL, FH
BEAEESEH L+, BFASFRTEMERNEE

2.8.4. B3 WinPcap

WinPcapIBFI A+ 9%, BE —F4Lh., FRAH AN ERERINEIWinPcapli&
M. BEFWinPcapeBEEH & 5.

>

g

Rz H=
[==]

ELZEHFRWinPcapz 8, MNREE 22T IHIRWinPcap, B Ak H 8. sEMRA
HIWinPcapZ$at = B 2 El £ 1B AR,

2.8.5. E1#& Wireshark

{RAET AR & 1A N ED 8 Wireshark, {8 BN/ MBRIZERS, 443 "Wireshark” it 5 FF 8 E1 4 B0 T,

Wireshark ] £ it 2P iRt — Lt RT3 E 87 L8892, BAREH &K OAH, BRE
DA &EFWinPcap.

WinPcapBhil T EI#, HxHEHM & U WiresharkHIF2 A 7 8E[R 4 5 FAWinPcap

2.8.6. El#& WinPcap

{RA] LA 2 3 EN  WinPcap, 7E7R 0/ i BRFERF 6 332 "WinPcap”H . B,


http://www.winpcap.org/
http://www.mirrors.wiretapped.net/security/packet-capture/winpcap

AR
] £ WinPcapZ l5 185 7 gefE FAWiresharkii g 2.
TEHE TN ERFER B 7 it B
(1] KR Eid R, HECEAEHXNR, xBRUEREFE:FAMN



£ 3IEHHFFE
zF

e 3.1. 57 1
e 3.2. BayWireshark

e 3.3. O

o 3.3.1. EHF OB
o 34 . F¥%
e 3.5 "File"3¥ %

e 3.6. "Edit"¥ %

o 3.7."View"¥ %

e 38."Go"¥( %

e 3.9. "Capture"3 3
3.10. "Analyze"3 3
3.11. "Statistics"3< 3
3.12. "Help"3 %

3.13. "Main"LE
3.14. "Filter" TE £
3.15. "Pcaket List"HE#x
e 3.16. "Packet Details" TR
e 3.17."Packet Byte"HE R
3.18. KA+

3.1. i Al

AERE2REW T Wireshark, LA U & EHREN—1E, FEENZX—FHRMNFEN
2

e WiresharkR9F » SR mE 04l {5 A
AN{AIHEIE
M &S

LG o)

...... LUk gy —E T HE,

3.2. 2 #Wireshark



Wireshark A 7 Ff

{RA] LUEFShellfp BT & % R EIE2s & 3h Wireshark.

W
R

FiaWiresharked ST LUIIEEZLUHSE., S NE 9.2 ¥ “MIH1T & shWireshark”

o=
/E =

EEEMNESH, s XKEmMNE R, ®AWiresharkiz (TEZMNES, HFEAXZFEZN
GUI Toolkit(GTK1.x/2x),f8FERE L E m"HMWAEUESEH B ARYE, BENELTFRE
LEMEX 3, REEXLEXp, WA BIEMR FRE %,

3.3. N

SEREBEN 3 TEHORE, REFITHHREUENFRERZX#F WAHRATHAEX
HRERE) .

B

31. EHEORE

SERFRE 33



test.pcap - Wireshark

File Edit Yiew Go Capture Analvze Statistics  Help

B oW e 2Ex %8B« »F 2|[BE aa
E]Eilter:l - +Expression... %Qlear v Apply
Mo, - Time Source Destination Protocol  Info 4
1 0.000000 192.168.0.2 Broadcast ARP who has 192.168.0.27 Gratuitous ! =
2 0.299139 192.168.0.1 192.168.0.2 NENS Name query MNESTAT *<00: 00> 005 <0C
4 1,025685%9 192.168.0.2 z2a4.0.,0,22 IGMP w3 Membership Report
6 1.048852 192.168.0.2 239,255,255, 250 UoP source port: 3193 Destination por
2 1.055053 192.168.0.1 192.168.0.2 LoP Source port: 1900 Destination por
9 1.082038 192.168.0.2 192.168.0. 255 NENS Eegistration WE WE100610 <00
11 1.226156  102.16%.0.2 192.168.0.1 TCP 3186 » hitp [GYN] Seq=0 Len=0 M55,
12 1.227282 192.168.0.1 192.168.0.2 TCP http » 3196 [5¥H, ACK] Seq=0 Ack=:
9 ! 2
Frame 11 (&2 bytes on wire, &2 bytes captured) ~
Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Wetgear_2d:F5:%a {00:09:5b:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
= Transmission Control Protocol, Src Port: 3196 (31963, Dst Port: http (207, Seq: O, Len: O
Source port: 3196 {319&)
Destination port: http (307
sequence number: 0 {relative sequence number)
Header length: 28 bytes g
Flags: Owx000Z (5YH)
Window size: 64240 W
opooo 00 09 b 2d 5 9a 00 Ok 5d 20 od O 0% OO0 4% OO0 T T T o e =
o010 00 30 18 48 40 Q0 B30 06 Bl Z2c oD a® 00 Q2 cD a8 OUHR L. Ay e
o020 00 01 Oc Fc OO 50 3c 36 95 3 OO0 OO0 OO0 OO FO 02 I o i e p.
o030 fa fO 2F e0 OO0 OO0 02 Cd4 05 bg 01 01 04 02 SR e

|File: "D ftest. peap” 14 KB 00:00:02 [P: 120D: 120M: 0

MAZH AT A EREF—4#, Wireshark =B OB TR A :

—

¥ (W% 34 7 “T32") BFHRERE,
2. ETBRE(AF 3.13 7 “Main"TE 2" iRAERE 77 7 3 % 2 B AR5 BRIThEE.

3. Fiter toolbar/it js TE# (W EE 3.14 ¥ “Filter" TE " )RR IB Y 2 it BB AE,
(1.6.3:"3x) Y Bt 4T 987)

4. Packet ListE#R (.55 3.15 % “'Pcaket List'E ") B RITAXENENEHHE. [&
ERFPHELMEE, eNEMERREE RE 3N a P ERF,

5. Packet detailEtx (0,55 3.16 ¥ “"Packet Details"E1R") B RIEIEPacket listER A ik 1%
HNEEEZENE,

6. Packet bytesE#R (55 3.17 ¥ “"Packet Byte"H1R") ¥ RIETEPacket listEiRit 3098
B, LUK TEPacket detailsER =5 & ~HIFER,

7. KA (LEFE 318 1 “RAE") RRHAERRAURBREENES 15,



el

TREMN="ERUAEESEKEBORALUBEL AL AR, NLE 95 F “B”
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|
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Tz ORI L A ENE, W, 58 4.5 7 T o s E”
Details({xWin32%4:)
I E R RO EER
Close

KA 3t iEHE

4.5. THIE 2k 3t i HE

INRIE MR £ b33 "start..."1R48 (HEMETE 243 2¢ 5 B9 B ),Wireshark 3 H"Capture
Option/{i#e & 51 "xti&HE, #1 4.2 “"Capture Option/f#HE it 7" 1 £ 1E Fr 7=

A 4.2. "Capture Option/{#i#g it 51" %t i£4E



Wireshark: Capture Options |Z| |E| le

Capture

Interface: | Broadcom Metxtreme Gigabit Ethernet Driver: \Device\NPF_{4C4DBBEB-AC35-4846-3 [ + |
IP address; 157.163,15.28

lBuFFer size; Ll 2 megabyteis)

Capture packets in promiscuous mode

[] Limit each packet ta I:I bytes
] &

Zapture Fileis) Display Options

File: | | Ipdate lisk of packets in real time
[ Use multiple Files

| | Hide capture info dialog

Autamatic scrolling in live capture

Mame Resolution

Enable MAC name resolukion
Stop Capture ...

[ ... after Enable network name resolution
[]... after

v :
FI | | Enable transport name resolukion

(S start H X Cancel ‘

o
/N
MRIRATEZ M EEBENERL, EURFERIA.

R LA R BV R ER AT R E

4.5.1. M

Interface

ZFERIEEMBAFATHIENED, —RRABEEA—MEO. X2—NTHIIR, GE£R
FEMNRE, aRRREFANEO, FAL— B FRHIRMnon-loopback(FEx£[E])# O,
MEERExHENEO, F—NEExEEO, EXEERLH, EEOFZRHRSI(windows
TAETHHOEORAZR. )

ESSITER-i <interface>Z el LIE % 32 R
IP address

RAABFEFEONIPHL, WMRFLEKRIEEIPHILE, =% &%"unknown"



Link-layer header type
PRIEMRBELESH LR, RERF AR, BTHEELSHIE, N E47 7 “HEBEELE

?gn

Buffer size: n megabyte(s)

MABRTHIRENZ 2K/, et BEF AIBRE A RS ERDO 2 ERFEREIEN K
N, MNBIRE A EE, 2XIBKRizd,

o]

R
% % FUE A FWindowsE &
Capture packets in promiscuous mode

EEWiresharkifie @et, #EBEO A £ WEXN(BLEARZ AR LER), NRIFKREEZL
#, Wireshark 5§ REEFTR 25 B R b, i O BUE S (T e IR BN B M BRI a)[13]

AR
INREM 5 AREFRMFLE S 2 WER, BERgPzgR, BRTHETZEER
—FO

P
E"'

.
N
pa sy ¥

BMEE & WREKT, (RS EINTIENMERFIENML D, #mffg R
http://www.wireshark.org/faq.html#promiscsniff

Limit each packet to n bytes

IEEHIE IR, BENENEREYH, EXRLEMHAHEIRA, "snaplen".[14]80RE 1k %%
M, FRIAMEA65535, XERATFAZH N, THE—LARLHIERTEEHEIAN(EXEX
Ha THRiEMN, B—%F, RAERSRE R, XBExBERFEEEMIEL THIH))

o MRIRFIE, RERFFIIAE

o MRFAFZSHHFAELE, A MRERFEZLEE. IPATCPE kL, EAgEE
BABE—TRIIRBRE., 3#RAFTEKVHcpub A A ATESE, aFENZF
b, MEERITHL PR £ RN ETRIEL D —R.


http://www.wireshark.org/faq.html#promiscsniff

o MREIMEEHIRESPHNAAERIE(GEAsnpaplenE i TE), {RATRES % A RIEIREERN
SHHNHIESOBRENMEFT. IEBRABRVEENID, ExiXETHITEAMEL A
KM,

Capture Filter
R )k, MR RHIERSE 4.8 1 Hiksf g itmNg, BAER TE2ZEN,
FA R AT LR & iR, @id 3% HBOiR i vk i E QB Sk 3 — i ka8, #0566

B, FRfFieEs

4.5.2. TREFE I A XX
B S BIEAIEN m g 15 46 5 BRI, B E
File

EENATHRENXHSE, 2FBRMAZEA. NRRAFEAD, HREERSE#EIGNX
k. #FAFE 4.6 F BEXHBN, EAXE

RA R & B MBIREIT xR B Ok EXHFHALE

Use multiple files

INRIBERGAE 54, WiresharkG =B s ER— XY, MARERLMBXXH,
Next file every n megabyte(s)

123& A i Use multiple files, i1 RIFIR XA B E X BT 1, £ 5B X4
Next file every n minutes(s)

123& F i FUse multiple files, W RIHE S 4z ad A X BIFE TE 8, RN EIF XX,
Ring buffer with n files

123& F i P Use multiple files, 1z 4 B %l E 28 B #9325,

Stop caputure after n file(s)

& % FRUse multiple files, M4 RIEEE XX ad, TEER T — et = LR (E KN
EENHIDE?)

4.5.3. 1= . TR 4
... after n packet(s)

iR EEE B BRECEF LR



... after n megabytes(s)

IR R E B E IR (byte(s)/kilobyte(s)/megabyte(s)/gigabyte(s) )E{F LL#iE, WREH
& M"user multiple files", % % AT 2K &

... after n minute(s)

T BIfERE e 1 S 1S L HTE

4.5.4. 3 AT %R
Update list of packets in real time

ESFRMENR = o BHFIHIREBIE, NRREEiZ kA, EWiresharkﬁ?E ﬂiZﬁﬁﬂf}TﬁEi?
BIE, MRk izksR, WiresharkFERM A NI #TE, BaBiR#EaniiEe
2,

Automatic scrolling in live capture

IEEWireshark T BB #t Aot a2 #BIXRER, IHEN—BREBIRENG. K2,
N RFHIBDRWREBEETR, BFBa#EHEIR. WRFK%E"update list of packets in
real time",i% & FUF 2K B A %8,

Hide capture info dialog

% l:FI ‘1}‘; Iﬁ ‘l g mﬁ%@{n S Xj. 1%*[

4.5.5. BHMVENT I E

Enable MAC name resolution
& BEE;EWiresharkB:MACHELE 4 ZFF, WE 7.6 7 “GIRfET”
Enable network name resolution

BB Wireshark st {4 itk 3 fTERMT, WEE 7.6 7 “EAREET

6. 241
#1755 L BELAE, {RAILLS & startizén o TR, R AT LA & Cancel:R H HH1R.
FoaiR A, ERBERIR %EBIER MR LUS IR, BE 4.9 v TRt 2d”

[13] BEERERANAEIRSFETEONE, BERT, MESR LS nFTn
B, LB &M, Wireshak® K IRATARE, (B3R IEHAR R,



[14] 888 & 7 — T, R E AN EER:3,2 L FWinpcapdy#Eil, MRz £:793F9, snap:
¥75, RE, lenkE, LEMBLAKE, 2o XIHER, BEEZEBETEEZNNRS
= EIMsnapshot length,snaplen iz iz @ — &M G B R, REBLE

4.6. HIEXHFRIN. BN EE

1E #ieed, libpcap RS ZE (linux3F1E T )SMELSE B M -F B S 7 HE (FE 33 335, ) 3 NI 8% D
ZERN, XERIEHWiresharkizEXFREZI A » 18 ERIHIR G+,

FRESBEIRREX M, ARAEFRAEE.

\
i IN

RIBAXHFHEIR) T /IFEBIE, MRFFR2#T et @R, BFLTF—I1 aEd5M0
B %, & EFERIEREIM" Multiple files/Z X" %57, %A A LUSHEIRE D E
HENNH, XHAERES LR,

7,

FE
FASXHARASIMT E T k{ER, WiresharkREBH AEBM ETXER, FIUES
IS £ TR g ) (B0 7] 2 FD K Bt £ RS S B (B1E0 - o] 2 3098 = Iy
Bk, WimasiEsd), SEEREKEEEANAF IR, FASXHEXTRERER X
B ETY, NMRBIABNBRE2FREE—INXHF, REEENE 5 —1PXHEH,
R L EB R TRMN E TR ER,

-
R
ATl HNBE 2ER, FR???

= 4.1, e XX E it R



"Use Ring

"File": : buffer
File™2 rr]ultll?Ie with n Mode
M files"it S,
files"it
4l
M
- i} ) Single
temporary file
foo.cap - ; Single named
' file
f X MUltlple
o0-eap ) files,continuous
foo.cap X X Multiple

files,ring buffer

RAX BTN

etherXXXXXX (where XXXXXX &
—MNRIL1E)

foo.cap

foo_00001_20040205110102.cap,
foo_00002_20040205110102.cap,

foo_00001_20040205110102.cap,
foo_00002_20040205110102.cap,

Single temporary file

FReVBIFER Dot XA (A A) BIRXH L RE, ZXHATUHA 7 EEXHE,
Single named file

fEA M, MRFERIEER Z, ®FHEN

Multiple files,continuous

Esingle name filelR X £ {8, FEIRET, LFHRA IS XHD B ARG Z—8, R4
BN R TR

Multiple files,ring buffer

H"multiple files continuous"® 3 £ 8], TRIZLETF, QEMNXHHEREBEE, ik Elring
buffer with n{g s, SE#RIEE—DXEFFATIR, WEFRES,

ZEATURB AW A Z R EHE, BERREHBREEA, CRERERE/LTHER
=,

4.7. 5% 2 Bk £ B

EBRERAT, MAFELFEEEZ Sk 28, TENEREEDRTHANNER, thekia
kX BEZALEN, AUMRFEENEELM

INRIREEMIRABSDIRER 4% TMEMB02.11 1% &(XARIFEM % & )R HE, aEH
7£"802.11"F#1"Ethernet" i i £ 4%, "Ethernet"f§& & BUHIREIFIE % B t AKX M i 3k (R A
BEARNE R %W B EREERRL);"802. 11" & $ Bt 1% B802. 1101 k. HNSRIHIE et BY 2 A
EFAZHFF"802. 110 k", {RFEE£43"802.11"



INRAR{EAEndace DAG card(FEMM % i M F)EHFIRTROKGEET  EXH
synchronous serial line, A B##ERIXIE, REFEMitbR, RARLXE), SRS
#."PPP over serial"  "Cisco HDLC"(E 2google % )fitit 12, HBIEMECHE Rt _—&EH
B—1

INR{REFEndace DAG card([E L ):£FZFEIATMM %, [F2IRME"RFC 1483 IP-over-
ATM" "Sun raw ATM"#tit 4%, SNRFIRAIBEIEERFC 1483 EIP(RFC 1483 LLC-
encapsulated IP,A7~#:x A1), HNEFRBEEAZFSUNATM LB 5 FITERF TR, %380
H, RewrlFEE,

MBRIELUKRHIE, [FAIRMH"Ethernet". "DOCSIS"#tit 12, MRMEZIECisco Cable
Modem Termination System(CMTSE BRI [Fl 45 &, 41 L imA I ERA R % ? ) THRIREIE, e2F
DOCSIS([E 44 w, i BUIEIR 5O ) BENERILLAM G, #Hi, e EE%#"DOCSIS", K
MR Z.,

“.i;- jﬁ*ﬁjﬁgla;f-iit.inx

Wireshark{# flibpcapit j&i2 8 # TR it & (what about winpcap?), fEtcpdumpE BN
g, BxBERZ FHZ R, PR BMEUMERE 7,

L E |
E7RaN
R AT LA Mhttp://wiki.wireshark.org/CaptureFiltersi B 1 it y& 5Bl

TEWireshark3§g it 57 x¢ 3% (W, 2 4.2 “"Capture Option/fE1E ik 7"« £ 12" B ATHIR T )8 F
., TEHMN:EEHE R L FtecpdumptdEieit 2§, TEtcpdumpE
7 http://www.tcpdump.org/tcpdump _man.htm|®a LLE BlltcpdumpzR i R it AN 42,

iR eI A - FIE@E(and/or)# 1T #ITE AR £ T4, MLET%8, SHRZLMnot:

[not] **primitive** [and|or [not] **primitive** ...]

5l 4.1. FHIEX B E VL Btelnetih i

tcp port 23 and host 10.0.0.5

ABIFEIEk B8R ENL10.0.0.58Telnet B85, BT i HandzERnPMNEARELT, F4
—MNMIF 4.2 “SEIEFRE A2 E10.0.0. 50 telnet EE B R UNAHIEFAEAAE3E10.0.0.5
Htelnet B{E,

5 4.2. FHIRFFE A 23X E10.0.0.5Htelnet &S


http://wiki.wireshark.org/CaptureFilters
http://www.tcpdump.org/tcpdump_man.html

tcp host 23 and not src host 10.0.0.5

thx £ FRZ BB LEH., BEEIHFEERM,
— N EXETEEE TEHRH—
[src|dst] host <host>

IEEA % T Rg ok EMlipHh ik IR FF, RAT Lt S8 Esrldstx 44 KB E AR K IEHIZIR
iz B B Ariit. MNRRIEE, niiEEHIMLLH DRI S B 47tk FE B SHEIER,

ether [src|dst] host <ehost>

bt ST Rt e ENLLAK R, fRAT LAtk SE4E TE K 42 53 src|dstiE X 42 37 etherflhost 2
|, RAEMRIXENZIRMU 7% Z B mitbit, NRKIEE, AL,

gateway host<host>

it Bt FEEhost/F 4 X AIE, X fl 2 ARLE LAARR M I B 47 it Ehost, {EiRipit:
WA B 4ripith it A 2hostI &

[src|dst] net <net> [{mask<mask>}|{len <len>}]

Wit %S 2 1Tid 8o RAI LAk 1315 518 E src|dst R i E (R 2 B E B IR M % it 2 B 47 M
%, MRADEZRIEE, HEMLHATREZEHMLHEBEWiLE, A4, RATlkE
FREaEECIDR(E £ 51EHX).

[tcp|udp] [src|dst] port <port]

i ktep,udp &im O S, B LUFEHAsrc|dstiltepludpX4t s KBEXBRE 2B 4, tepthilit
Zudpthil. tepludpis s H s Esrc|dstiz B,

less|greater <length>

BREREFEERNG, (KTFFTFINTFT)
ip|ether proto <protocol>
#BRBIEEN W NTELULRRM E R 2ip 2 HWE
etherlip broadcast|multicast

HIFEUKM/ip 2 BT B %1%

<expr> relop <expr>

AE—NE 23 RRERN, ReBEBNFIHNFIEARAERNE, #5
Zhttp://www.tcpdump.org/tcpdump_man.html


http://www.tcpdump.org/tcpdump_man.html

4.8.1. Baid R Zi2@iE

IR Wireshark2{# F iz F2 £ R E M2 TTRI(BIANEASSH,X11 Windowsin i, 4 imAR %
2%), ZREELNFEIMLEH, SEMREERLBIEE > EXEHETEEHRE
E1)

~E

MER G FIER, wiresharktl A2 BAMNR L B B2 @I REEENHKET 2),
E%@JL— ik eeRILES X fhak i, LUB R IFIEWireshark iR w FR 4 HH& (S,

THIE T S AT O
SSH——CONNECTION(ssh)

&lt;remote IP&gt; &lt;remote port&gt; &lt;local IP&gt; &1t;local porté&gt;

SSH_CLIENT (ssh)

&lt;remote IP&gt; &lt;remote port&gt; &lt;local port&gt;

REMOTEHOST (tcsh, others?)

&lt;remote nameé&gt;

DISPLAY (x11)

[remote name]:&1t;display num&gt;

SESSIONNAME (terminal server)

&lt;remote nameé&gt;

4.9. TRt IER

i, SR TEBTEE
4.3. FHiRER x5 1E



# Wireshark: Capture from Broadco... |Z”E|[z|

Zaptured Packets

Tokal 148

SECTR 0 0, 0%
TP 4 2,7%
LDP 102 &5, 9%
ICMP 0 0, 0%
ARP 24 16,2%
O5SPF 0 0, 0%
GRE 0 0, 0%
MetBI0S 0 0, 0%
(3 5 3,4%
VIMES 0 0, 0%
Other 13 8,8%

Running o0:00:11
e

bzt EARR B REIR SN E, Wit m, sB20%L B TEERER(A A

BEER?)
-
R

XAt EHERT LAMR s,  TERRBYIETE it 77 ¢t £ HE % iB"Hide capture info dialog box"E
A,

4.9.1. (= 1E1H1R
ETHRIBRARITUATIAEEL :
1. mRRRE R siE L @lsopik e,
| @ | EE |
HRE Bt E B T RE#R i, WIR{Rik4% T "Hide capture info dialog"
|
2. {Eﬁﬁﬁiﬂﬁ\"Capturem Stop"

3.@%I§ﬁﬁﬁﬂ&m"
4. {FRREEL Clr+E
5 MERBETHLEIENEE, BIEXIRGESBEHELL,



4.9.2. E3 g B

ZITHHRR AR URER & 5. XMEBH ERBRNAEE. MRIFHRE—EMRF
BB, MAERREE, ZTR+28H.

Efpa=— A AENTHE, X UTEILMHRE, EREN {RAIIENFFHEHRE. UTaM
AR L2 A EH & iR

1.ﬁﬁ§$ﬁTmmmﬁﬂR%wW

o EETEE 7B Restart



Wireshark A 7 Ff

5B 5 F XHmA it RITH

B %

5.1. B
5.2. T FHmtR S
o 5.2.1. FT IR XM =t 35 HE
o 5.2.2. i AXXHEX

o 53. RiFHHIEE
o 5.3.1. "save Capture File As/{R1 31 4 "=t i%4E
o 5.3.2. mHERN

e 54 AR H
o 54.1. BF XM tiEiE

e 55 XH&ESE
o 5.5.1. XHHIRTEHE

e 56. §HEIE
o 5.6.1. "Export as Plain Text File"xt&4E
o 5.6.2. "Export as PostScript File" 31 i&4E
o 5.6.3. "Export as CSV (Comma Separated Values) File" sti&HE
o 5.6.4. "Export as PSML File" xti&4E
o 5.6.5. "Export as PDML File" 31 i&4E
o 5.6.6. "Export selected packet bytes" xti&4E
o 5.6.7. "Export Objects" %t i£4E

o 57.{TEHIE
o 5.7.1. $TED xi&4E

e 58. BB LR

e 59 SN itA

5.1. it BH

REFN BB A,
o 1T/ 3 AS MBI M
o RT3 HZ MBI
o GitHRRXH
o TENE

%5 F XM i RITH

73



5.2. YT FH@EtE XX

Wiresharkal bz ERARTR S0 M, MixEi exctt, AR ERT LY : File/
Open”, Wireshark{$& #.‘:Hﬂﬁi#m%ﬂ‘[o P REE 5.2.1 ¥ ST FRIR S i HE

INRERERIERE SR

EITA X, REEMXHEESRIEHREEIT ARG EIREIWireshark EE O, {BiE
BINEEF BTEFTE LR HF,

EAREAF XM ot, WRIRRBEREFHURIXH, Wireshark& iR NMEZE R, LB RHIES
Ro (IRATLMEE % FUR LIRTRTF)

FRWireshark[ R £ BI#& X (libpcap 483, EA#E tcpdump/Windump#l HEbEF
libpcap/WinPcapfd )4, Wireshark®] LU §F i3 B4 S IR SRR, ZRUKBRATIR R
5 5.2.2 % “ AR

5.2.1. FTFFiBE X2t £ 1E

T2t i HE R LA SE & eI RENXE, 3 5.1 “SEFE FIT A Gt i£E" 8 RT
—LEWireshark$T 7 3 4 2t 3£ HERI B F,

ot iEHERY B R REUR TARBVIRIER 4

sHEER B R ARNBURTFIRER%, URGTK+IEEMRE, BAEEL M, EARINEE
#HE—HH,

Rt EREIT A

o HENHME R

e =% Open/OKiZ4, @HIRFEBEMXXMGHITHE

o = Canclei®4aiREWireshark £ 8 O # AMEM ST
Wiresharkst i AE4m AR B

o MREHXMH, ALEEXHMEERBIMXERD, ST . - )

o JAit'filter"iR{n, ZARFRIEE LRt jEER. S RBEREITAXHELA. TiH Al
FRNSHITEELE, MRAAEBEREYSZE, NREZHMARER, B
A58, REfiteriRERIT it iextiziE, ATHBMAR TS ERER, ENLZE6.3
B al i)



Wireshark A 7 Fif

XXXX-we need a better description of these read filters(§7 {3 X —EX B E B L BN
28)
o it A& S ERERLHU T RWINIT, #NE 7.6 7 AT
»
FEARXH T HRER A |

R LET A EIER 8 Rt eds, MEMERTEE, BE—EEXMNXHS 3
TRERERNSSAKRENN B, EXFERTENEITFXXEZam#1THERT
e, FRNTIRE,

R 5.1. B ERETFRIT XM 24 i£4E
& 5.1. Windows BT FF 51 55 4E

Wireshark: Open Capture File
Look in: | (3 fikesst * O E

'Itasu_unnm_z:-mawtmsm.mp Itastl_ﬂﬂ[ﬂ?_ZIJEDEIBIBISEB.Dcm

testl_0000Z_20050819181505.pcap  [lltest]_0000S_20050819181509 poap
Blltest1_nooos_zoosos19181505 . oean [ltest1_00009_20050819181510,pcap
Blltest1_oooos_zoososisieisos.ocan [Elltest:_00010_20050819181512 peap
[ltest_oooos_zoosoe191e1507.peap  [ltests_oo011_zoosna19181513.pesp
EBtesta_ooooe_zoosoe19181507.peap  [lltests_no01z_zo0s0819181514,pesp

{.. — )

File name: test1_00004_200508191 81506, peap DOpen

Files of typer  All Files [ A Cancel |

Help

[ Filter I Filenarms: test1_DDO04._200508]
Foamat: ‘Wireshark.tcpdump/.

ML name resolution Size: 1031 bytes

[+#] Metwork name resohution Packets q

[] Transpart name rezohution First Packet: 20050819 18:15:06

Elapzed 00:00; D0

Microsoft Windows(GTK2 installed)
It w35 0E — AR i B — L wiresharky &
L2 EHERY LB
o MRAA, "help"RAFMIITHE YA »Fft.

o "Filter."{&4n L HAIARAMIWindows FARAITH(FE T —T, HBEATH, {Hitkmn AEx
= 1] Fi#Y)

o 2 IRNINEE AR WiresharkTTiE 7 %1 RBYTHIE X4, Openik4n i 4 K &R A F[a]
A 5.2. #THRGtK T RYIT FF =4 5 4E

%5 EF XM i RITH 75



(o]

e

L Hae
ek =5 ET
|m o9 [ [LELE. )
.'1.:'_‘|n, [ 1AL 000
- e Hering
By Qoo acam|
By == LA ——— AP 09:000
'y P —— L0820
By e & - = 2
By # = H1p0
e © j————— Tastay
[] - i:]-- = Tuadag
o = e — Ty

+ - [ PR— .

Fisnara ‘TS0 g
D Porma: M o, B, ok )
(=] Erasis P rims e S I Lt
| v b vk Packals bk
N Pt Packat FEELE TSR
(] Erasbie brarspert e nevition P2 e
B e X cawdd

Unix/Linux:GTK version >= 2.4

X RTEGIMp/GNOME R 3 52 BT FF 314 x4 % 4R

it b2t 5 AERY 35 B

o PR LURA N % PRIE R IRIBIULGE ko Oy R E %o

o "R AILARPRZA M B 2 FRP L PHE E. ("Home","Desktop","Filesystem" 7 &J LA
(Z3)

o IR Wireshark NEEir 3|k FRIFIE S, "Open"iz4a 2K EART A,
& 5.3. IBIRGTK FEYIT FF 3t i£4E

Wirmark: Opon Caplura File

tmanli | Cuinfin | Fsara i |
e ety
Loschonns ] Fiat B
A ke v
] g
ke Lol .
Bl e ks
et e _boten
Distesg ek ok
Disbeig GTEI g
Disbeg GTER: sed bl
i e b ki
i TR
ko ALITHONS ST
' ALITHI RS SHAT FF
=, miogan th
ol P P !
Flarams -
n
= P
i Erubie WAL rarms ruszhiian Fow
1 Erushlt retreet. et sk iy Fachety
Frod Paciat: -
i Enable ks s mmktn o
Salacton © m— ke,
[ |
L el

Unix/Linux: GTK version < 2.4 /| Microsoft Windows (GTK1 installed)
gimp/gnome R H 3 1%, ZHwindows gtk1 THIAY,
%t iEHE 3 B

o WNSRKEEIR 5| MUY, Opentt4n i » IKBAF A



[a] FX T —TF, TibHosxiE, Wireshark#iaZk 2ixiTF, B2 &2k E

5.2.2. sy ASTHE
AILUTFF OISO B

libpcap, tcpdump and various other tools using tcpdump's capture format
Sun snoop and atmsnoop

Shomiti/Finisar Surveyor captures

Novell LANalyzer captures

Microsoft Network Monitor captures

AlX's iptrace captures

Cinco Networks NetXray captures

Network Associates Windows-based Sniffer and Sniffer Pro captures

Network General/Network Associates DOS-based Sniffer (compressed or
uncompressed) captures

AG Group/WildPackets EtherPeek/TokenPeek/AiroPeek/EtherHelp/PacketGrabber
captures

RADCOM's WAN/LAN Analyzer captures

Network Instruments Observer version 9 captures
Lucent/Ascend router debug output

HP-UX's nettl

Toshiba's ISDN routers dump output

ISDN4BSD i4btrace utility

traces from the EyeSDN USB SO

IPLog format from the Cisco Secure Intrusion Detection System
pppd logs (pppdump format)

the output from VMS's TCPIPtrace/TCPtrace/lUCX$TRACE utilities
the text output from the DBS Etherwatch VMS utility

Visual Networks' Visual UpTime traffic capture



the output from CoSine L2 debug

the output from Accellent's 5Views LAN agents

Endace Measurement Systems' ERF format captures

Linux Bluez Bluetooth stack hcidump -w traces

Catapult DCT2000 .out files

RNEWRE £ ARTER $BET 4%,

KL X ARHIR @ I RETTIR L. LUK TR ARER D £ B —REBFTIT.
BELEE 2 BINTHEF7E), TEMANEIEHRwireshark>#F,

5.3. R EHRE

{RATLL& it File->Save As.. 3 2R FHIR S, ERER AU B FRERLED, U LEK
®R1=,

A

RETHER 2 KR LEANES
RETHSVESRELES, I : BERBLFNEREK, #1277

5.3.1. "save Capture File As/M{RFE{H % "2t i54E

"Save Capture File As"sti#E A FREFLRIEIRBIBRISC ., 27?2515 7 3t ERN— L4
.

ot EHERY B R A REUR TARBVIRER 4

sHEHER B A RBUR FARBIRIERAMCTK+ TEERRAMAE, BREDEARTHEEER
= — Y,

% 5.2. i EFIE FH"Save Capture File As" 2} i£1E
| <a name="d0e4171"></a>

& 5.4. Windows FHI{RTFE % 1 554E



Wireshark A » Ff

Wireshark: Save fike as 7%
St | £ liesel “ Qo m

o511 _oooon _zoososimiaisoz.poap [leest) _oooo7_zooscaisisisogpcap [Eleest)_nooia_m
et | _0000Z_20050819181506 pesp [[frest1_noooa_200s0a19151506.pcap  [ltest1_nooi4_m
et |_00003_20050819181505 pesp ([test1_00009_20050815151510peap  [Eltest1_n0015_20
bestl D000 2005001918150, prap best ] _00010_20050819181512 poap bectl 00014 20
bestl_DODOS_20050819131507 .peap [Eltestl 00011 2005021918151 3.pcap [@ltest1_ooo17_z0

Bl ve=ste_cooos_zoosomnaizisor.posp Wllestt_noo12_zoosoassisisidpoap [@lest) _nooia_m

£ *
File pame: [vast1_0000S_ 200608150 81507 peap
Save as hpe :"H.l'lzsl'ﬂk-"bcpdﬂnl' - - ibpcap [".posp.” canl he

Packet Range

() Capluted () Displayed

{*) All packets 120

) Sebected packet 1

) Range: ' o

| Microsoft

<a name="fig5.4"></a>
Windows(GTK2 installed)

It =t 35 HE— AR ER o B — Lwiresharky” &
It s EAERT R
o MR, "help"IEAFRITHE YA »Fft.
o MMRMRAKIH Ay BB-HIH0.pcap,Wiresharks B 3 il AR R £ B4,

A 5.5. FThRGtK FEIRTE A 3t £ 1E

@ FEthereal: Save Capture File As

Mame: |
Save in folder! [mm v]
Packet Range
[ Captured H Displaye ]
(#) all packets 120 il
() Sebected packet only 1
() Specify a packet range: 1]
File type: . ibpcap (tepdump, Ethereal, etc.) w .
+ Browss for other Folders
[ B save ] 1 X Concel |

Unix/Linux:GTK version >=2.4
X B TEGImp/GNOME R H 315 TR IF S 3t 5 4E

%5 F XM i RITH



it It %t 3% HEBY 35t B
e "Browse for other flders"alI 89"+ %41 AT LLL{RIEE XM REFHIMLE, .

5.6. IHIRGTK FHIRTFE 4 3T % HE

Wireshark: Sawve Capture File As

Create Di | Delete Fil | FIenuneFiel

[ s ubveision |

Divectoiies | = =
A acnciude.md
A aclocal-flags
achocal-falback aipeap h
aznlh aipcap_loades.c
debian', arpcap_loades.h
Diebugh arpeap_losdes akby
Debug_GTEIY aler_bow.c
Debug GTEZY alert_baxh
dismeter’, alert_baw.aby
i R A THRG /
Packel Range
IDlﬁJ.Iad Di:ﬂaﬂ
# All packets 120
w Selacied packet only 1 1
s Marced peckets omly I 0
e -|'|'|_--I-.-| matked packel 1] 1]
~ Specily a packet range: o

Fleype ‘WreshakAcpdump/ -lbpeap I |

Saleclion; I i subyersion

ok | Cancel |

Unix/Linux: GTK version < 2.4 /| Microsoft Windows (GTK1 installed)
gimp/gnome R E 1%, skwindows gtk1 FEIRY,
it Xt ERE, (RATLAMATINTHR/E -

1. W ARIEERXXH B,

2. aBERENE R
BREFEHTER, W5 58 7 “SSEE LA

%
4. @it & "File type/>UH % BT HIFIRIBE R FXHFHIE R, 12?7



A PR TREREERLE |
BE X HNHRSNTRATH, IBURTHeEZ LR,

[ & |
AUEEEREY 5 — Mg, ]
{RETLALA—Fig S BRI XX, (RFEA 3 A4 —Fig N (X ATz B 2. )

1. mE"Save/OK"#R41 1R 7F., MREFTEE 7 H, SHEALERT. AN 2RI
&, {fRAILLE X,

2. m#"Cancel"t®41 R HMARERHIRE,

5.3.2. #H g

AT LU Wireshark R BRI BRTFE A R E R X (libpcap), HBAILURE A X EEMT
8 #1722 .

B3R B2 e p B E A RER
LRI HRE Y EtE X TR B ) BHEE, LB 7.3 1 ‘@’
Wireshark a] LUR7E A 00 FH& =K,

e libpcap, tcpdump and various other tools using tcpdump's capture format
(.pcap,.cap,*.dmp)

e Accellent 5Views (*.5vw)

e HP-UX's nettl (. TRCO,.TRC1)

e Microsoft Network Monitor - NetMon (*.cap)

¢ Network Associates Sniffer - DOS (.cap,.enc,.trc,fdc,*.syc)
e Network Associates Sniffer - Windows (*.cap)

e Network Instruments Observer version 9 (*.bfr)

¢ Novell LANalyzer (*.tr1)

e Sun snoop (.snoop,.cap)

¢ Visual Networks Visual UpTime traffic (.)



5.4. S F XX

BHEFRREERSNMERXEEHE &, F0 : MRES SN EOR $#1THR, 875
BB H(Wiresharksz i ERBEER —1 2 Rz 1T% R, FEF B % MWireshark 2 {F)

B=MAEAUEFHBRXH -

o M'File"3¢#{FMf, menuitem "Merge"(X £ 5 "&H"), FTIHASHHEE, LHE 54.1
T BFHXM T EE

o [FREMINEE, FENXHEHHEKRBNEEZE O, Wiresharks 6] — ik it S 25X s FE LAY
R FRF#ITA . MRIRRIER— D3, WiresharkmTRE(R2) 4 2 th#Em S
23T RIS,

o fEAmergecapT 2., # TEEEASTHITIHEHN, TRMT A THOEZIL
RirE. 1277?
5.41. FHHETEHE
Bt o R T L B EE AT, HAARHEM.
(2
SRR IR T E — PRI
R LB RIRAE, Wireshark7E & 2 &3 3t 1 1E 2 BIR TR S TR,

It 2 B9 31 55 REBI R Z 8RB 5 "Open Capture Files/+T TR X" st i£E £, S RE 5.2.1
T FT TR XU 2t i AE”

B EER AT S IFREEG % A

FaimA B FEEXHR]

ik FXHRNSBAZLETE 2 & A XM A

a1 iR & FF XX

T E AT BRI X E R ARG ENRTE R RFE
BN E SR 4

T 3 X BB AR HATR AXHHRE

5% 5.3. 7A*1E FH"Merge Capture File As"s1i41E

5.7. Windows THY"& F" 2t 3£ 1E



Wireshark A 7 Ff

Wireshark: Merge with capture file
Lock jrc | £ flesel ".’.ﬂ ¥ = -

et 00001 _200506819181505, peap testl 00008 _2005051916150% pap testl 00015 _20
bestl Q0002 _20050819181506. prap kestl 00009 2005081918181 0.prap testl 00014 20
bactl _DOD03_20050819181505. poap ket _00010_200503191E1512 poap best] 00017 _20
bt D000 _20050819131506. poap testl_00011 2005031908151 3poap test]_00013_20
testl _00005_20050819181507 . prap testl_00012_20050819151514.prap tastl_00019_a0
et 00006 _200506819181507 peap testl 00013 _200505319161516.pap testl 000E0_30

1_0000F_20050812181508, peap testl 00014 _2005081918181 Y prap testl 00021 20

< ¥

Filepamme: [tet!_D0007_2006081 31 B1 508 pean

Flscibps (a1 v

[(Faec | | Filename:  test]_DOOO7_20050819181508 poap
Fiormat: WieshatkAcpdumpy’.. - lbpoap

(%) Prepernd paschels bo eling file Siee 1074 byt

() Meige packsts chionalgicaly Packels: 11

() ppend packets bo esisting file Firsl Packet  2005-08-19 181508

Elapmad O 001

Microsoft Windows(GTK2 installed)
b 2t i EHE — R ER % B —Lwiresharky™ &
A 5.8. FTRGtK FHIA FiE4E

@ Fihereal: Me rpe wilh Capture File

| Format: Bbpcap lopdung, Echeneal, efc. |
1) Prapand padesbs o sasting fis B ESEIT brptind
ackaty: 30
Marge packsts chronologealy
) Farge Frst Packst;  J003-06-22 200248
1) dgpend packsts bo existing fils o e SRR

IE=NEE

Unix/Linux:GTK version >= 2.4
i R 7EGImp/GNOME RE 3 5 T BI& %1 i 4E

A 5.9. [HIRGTK FHIE F 3t i£1E

5B 5 B XA RITED

83



proicy
i b
[ty sapeag_kosdes obi
Db GTEDY b 3
Db GTET b
) e
' AUTHORS
ko’ ALTHORS SOAT
[ AUTHORS SHORT FOReAT
T e ] i
Frarut
it
B -
- i pach i ko sl B z
A I e FartFcket

Sadncian TV kv

]
o Ced |

Unix/Linux: GTK version < 2.4 / Microsoft Windows (GTK1 installed)

5.5. XIH&E &

TEH#ITHIRR (N @« 5 4.6 % “BiEsFg=. &% E") MR % E"Multiple Files/% XX 4" %
F, BREBERDEIAZIU, HAXHES.

AKEXHFHEE+DEE, WirresharklISXEHEESRHFETLLEXHER T/ AE— =,
Wireshark 2 #0{r %18 — N XA FTE I SR S tHI?

XHEEFHXXE B LU RS B+ "+ w5 +" +EIHHHT@+J:9“*E’JJ¥/‘¥$EBZE’JO e}
F : "test_00001_20060420183910.pcap". XHELEFTHE KX HEE — P HEBIET 2 (6
INRTE Y "test")Fja 4 (BHI30:".pcap™) LA & T LB 3 284

B HR— S ESHIFTE X, Wireshark& a4 ei & AXHENE & THRTAE XY,
BEBLHNLIXGEREAERESY (FIRZHMNER) WEAXHEHESRS

XN ERNGEERERZT, EREeNEin, MR/LR#THHERESHERE
ZMEHR, WiresharkZFREMNBFR— I XHRSE, IRXHBRELHERETRNE
T, ZIEBRXGR S BN STERRI X GEEHIRE X4,

{fFA"File"3 % 5 89 F 3% % "File Set" "I LAx{ XK SR & s TR A EHIEH,
e List Files x1i%1E 2 R — 2t & 1ES HAT AR 5| HRBE T HRIXHRAHNXHIIR,
e Next Files X 1 HEIXHF, TAXHRETNRPHIT DM,
* Previous Files X ] HaIX M, T XHEEIIRPEIETI—IIH.

5.5.1. X{HFIFR =t iEHE

A 5.10. X5 st EHE



" Wireshark: 17 Files in Set

Filename Created Last Modified Size
(%) kestl 00001 20050819181503.peapt 2005.08.19 18:15:03  2005.08.19 18:15:05 1067 Bytes

() testl_00002_20050819181505, pcap
() testl_00003_20050819181505, pcap
() testl_00004_20050819181506, peap
() testl_00005_20050819181507 . peap
() testl_00006_20050819181507 . peap
() testl_00007_20050819181508, pcap
() testl_0000&_20050819181509, pcap
() testl_00009_20050819181510,pcap
() testl_00010_20050819181512, peap
() testl_00011_20050819181513, peap
() testl_00012_20050819181514, peap
() testl_00013_20050819181516, pcap
() testl_00014_20050819181517 . peap
() testl_00015_20050819181518, pcap
() testl_00016_20050819181518, peap
() testl_00017_20050819181518, peap

... in directory: D ffileset

BUEEXHEEPH— I XHHNEXER.

 Filename X5, MRMRWE XHBIN(EE £ & $it4), BOXGIWRA, R
H AT EHIX M

 Created XX {4t Ead .

e Last Modified &/ — RIEACHRIET 7,

o size XHHIKR/N,
& fa—17"...indirctory:" 8 "REFA XHFIER B %o
EERBRXXGHITIF. XM, $iENRER L.

Close¥# 41 % 7] i% 1 35 4E,

5.6. 3 LR

WiresharkXX £ #7575, ZMEA $HIEIE, £ 3 fmidWireshark® 1L $ H B EIES
%o



R
MTHBREFEERAZEFRAN 3 H, EEENHERNETH#ITNSG,
XXX - add detailed descriptions of the output formats and some sample output, too./[FE# &

Bt G HRA#TNE, AEtFEE—LBEEH

5.6.1. "Export as Plain Text File" st i£4E

& HEHUWE A "plain Ascll "XAX A R, EESITENSEIE.

& 5.11. "Export as Plain Text File" 1 j&1E

{@ Fthereal: Export as "Plain Text" File

Export ko File:

[ | = |

Packet Range Packet Format

Igaptured"Qisplayed] Packet summary line
(#) all packets 191 Packet details:

() gelected packet only 1 O all cellapsed
(*) As displayed
(3 all expanded

() Specify a packet range: 1] [] Packet bytes

I | [] Each packet on a new page

QQQK H xgancel ‘

o Export to file: & H S EIE 4 I8 EHI ST

e Packet Range & 1,55 5.8 7 “GL3E[H kA"

e Packet Details & §1,2??

5.6.2. "Export as PostScript File" %} i&4E

& HEUE 4 PostScripti& X, PostScript@ —fITENH& =,



PostScribt32 {4 7] LA{F Fghostscrip#% #: 4 PDFA& I, B0 B 3X 4% #Hfoo.ps, AR
FAps2pdf foo.pstr T FE AT LA #1745 #,

5.12. "Export as PostScript File" 31 i&4E

{@ Fthereal: Export as "PostScript” file

Export ko File:
[ | = |

(Postacript files can be easily converted to POF files using ghostscript's ps2pdf)

Packet Range Packet Format

Igaptured"QiSvaEd] Packet summary line

®) all packets 191 Packet details:

() gelected packet only 1 O all cellapsed
(¥ As displayed

() all expanded

() Specify a packet range: 1] [] Packet bytes

| | [] Each packet on a new page

CQQK H xgancel ‘

o Export to file: $ HBEIEH I8 ERIH
e Packet Range: &5 5.8 7 “G3EH %"

e Packet Details: & §,2??

5.6.3. "Export as CSV (Comma Separated Values) File" %%
HE

FE o EFAABR G ZIENER, AARMxp TRAESREAKER, xERFRHET
S HEMFEE HCVSKER, TR FRIEEFEFER,
e Export to file % SEIE 4 I8 ERIXHF

e Packet Range & 1,55 5.8 1 “GL30[H k0"

5.6.4. "Export as PSML File" 3} i&1E



FHEFEAHPSMLIBR, E2—MirE2MHEESMxmItgX, PSMLIEXH3EES
N, : http://www.nbee.org/Docs/NetPDL/PSML.htm.

5.13. "Export as PSML File" xfi£4E

@ Fthereal: Export as "PSML" file |Z||E|rz|

Export ko File:

| =]

Packet Range

[ gaptured][gisplayed ]

(%) all packets 191
() gelected packet only 1
(") Specify a packet range: 1]

@QK I ‘ x Zancel ‘

» Export to file: & H BEIE # 8 EHI X
* Packet Range: & 1.5 5.8 7 “GLS0H L

£ B %A #0Packet detailsBit i, HAHPSMLXHEABRHRER, TEEXERE,

5.6.5. "Export as PDML File" 1 i&4E

S HEHIEST HPDMLIEX, PDMLEE 2 S 1HEBIXxmIME 3. PDMLI 4893 BA
W,:http://www.nbee.org/Docs/NetPDL/PDML.htm

PDMLAE R i5 358 % 1ThR, Wireshark#{TPDMLiE 2 1E 0% - E%, HAEAEIRASBFR
g’{{l:o

A 5.14. "Export as PDML File" %} & 4E


http://www.nbee.org/Docs/NetPDL/PSML.htm
http://www.nbee.org/Docs/NetPDL/PDML.htm

{@ Fthereal: Export as "PDML" file |Z|@|rz|

Export ko File:

| L& ]

Packet Range

[ gaptured][gisplayed ]

(*) all packets 191
() gelected packet only 1
(") Specify a packet range: 1]
@QK I ‘ x Zancel ‘

e Export to file: {32 #IE 5 HE
* Packet Range: & 1,55 5.8 77 “GLSEH kA

Ll =t £ 4E B 3% B % ilPacket detailsit 5, X 2HFPDMLIER 4 EMHN BT REH,

5.6.6. "Export selected packet bytes" st ;&4E

A 5.15. "Export Selected Packet Bytes" x{i%4E

{@ Fthereal: Export Selected Packet Bytes |Z||E|[z|
Marne: !| i
Save in folder: |&Debug_GTK2 - |

Will save 28 byvtes of raw binary data to specified File,

[+ Browse For other Folders

‘ Eiave H xgancel ‘

e Name: $HETREE » X
e Save in folder: 3 HEIESEIEER &

e Browser for other folders @it x| }i K5 € S HEIENE .

5.6.7. "Export Objects" st;&1E



BENEER AR YR FEXHEREEHEPNE M, FHEPMR, MWHTML
XH, BRXH, THITXHEFEMATLLERHTTP# M R#ITELAESR, HIRATLUT
R REFEDRHE L, MRFIREFE TP, IRSELAFTHIRZENWRILEERH, RE
s RABZH#ITHARIBAR ALt m s BT ETH, HEFBEZREITREALUE
Wiresharkfr £ & 15 THYE), X FBHEEEGTKA THWiresharkd oA FE .

5.16. "Export Objects" st 5 1E

Packet num | Hestname Content Type ‘ Bytes | Filename
1546 wwww. wireshark org tesxt/htrl 8837 www. wireshark org
1553 www.wireshark org textjcss 4243  ws-l.css
1845 www. wireshark org applicationyx-javascript 1185  cormmon.js
2488 www.wireshark org imageipng 26763 front_screen.png
2592 www. wireshark org imageipng 8783  wslogormedbluells.png
2978 www.wireshark org imageipng 5525  wsiconinst80.png
2987 www.wireshark org imageipng 159 cg_fade_bg.png
2071 www. wireshark org imageipng 296  top_navbar_bg.png
2441 acls. wireshark org imagelgif 43 adleg. php?hannerid=12& cliertid=2& zoneid= 08 source=front&block=08&cap
3525 www.google-analytics.corm  imagefgif 35 Gutrnac=UA-B05389-28 utmce=__utrma% 3D 87653150.554435287.1170449

KT 0
@ Help X Close Save As

#5135t BA

Sawve All

Packet num

ARz RPENENRE, AESMIHRARESER—TEE,
Hostname

18 4 AR %2548 R HTTP#% 3R % Et REOENBIEN B,

Content Type

STRIHTTPARA % B

Bytes

S RIF 7



Filename

URLMZRE—2Ba(E&E—N"CE), EEXMBAEXMHH, BEREZ—ITNEXE LHWFR
$B, BERPZXEZR—NHTTP POST"i# K, (XBMTFEER 2 LUGEiICCHRR FRk:
T EAURL)

¥em B

Help

TRASHE > FMG6.7%?)

Close

R iZ 2t iEHE

Save As

AHEEXHEREFAMEZETR, BIAXMHEZEfilenamedlF 2 REI RXXMH4E,
Save All

FFHIRPATE 3t RiRfilenamedl 8 REFMEF. RAERTRE 3008 F/5308 2 R EM
file MNRXHLZBELHRIRERLEIE XHERE FTAREE WiresharkR 1R R4: 1%, U RIFIRHE
FRE(EEMIREBEE).

5.7. fTEHI &

EITHE, #%EFileX £M"Print.."3 %5, Xt HEME 5.17 “ "Print" o 542 A REOFTED
x4 5 HE

5.7.1. TED =t:i&4E

& 5.17. "Print" st;&1E



Wireshark: Print

Prinkter

{} PostScripk

[ output ba File: I |

Packet Range Packet Format

Igaptured"Displayed] Packet summary line
#) all packets 11 Packet details:

() gelected packet only 1 O all callapsed
(®) As displayed

(3 all expanded

() Specify a packet range: 1] [] Packet bytes

| [] Each packet on a new page

EE””': H M Cancel ‘

THEBFEREFTE %" A,

Printer

ZFRAFE—IERN 24

Print Text

8 E SITEI A plain texti& =

PostScript

TEFTEN 3 A2 FR A PostScrtiptfT ED 4k 4 & X FTED 4y o [15]

Output to file

TED 30, XHBER M ANTFREEE X LA ikiE,

INERAR% A % 4% Output to file: 5 £ 1E Ry AR B H K Browse, . R4HRKE,
Print command

HETE s FERANS D

ﬁ"'
s

=
A=

FTENEp S 7EWindowsXEAB A,



FFTEIRYar 538 & Zlpr.You would change it to specify a particular queue if you need to
print to a queue other than the default.f5%0:

lpr -Pmypostscript

IR %A P Output to file, iz FERFRIK B HH,

Packet Range

FRBRWITENG, SR : 558 1 "SLEH R

Packet Format

B RIR R, RAT Lt B MM ARITHI®, R1E 5.19 “"Packet Format"it o7+

[15] #FE : b FERPANE, MREEITEN, KBFAEITE, RuzEEEEE
Output to file, f§ EITENs R K], %, out put to filein HEYF 4 & =2 .out, 1R 4B FHacrobat %
A, ALE ERMERBENR Y . ps, XA LM ERR 5], HA, BEEIEXHFIEREIAcrobat
Distillerts 7T LA & # 4 B PDF XX 4,

% @ fEAPostScriptin HNIXHEBRIFHFR, LWAIERERMNLSHR, TEREITE A print
textEN% B X HHIRE,

5.9. Bk R

SR LA FERL HEHFEREFE, ©ULUIEESIHNBLEIR D W H Ho
A 5.19. "Packet Format"it 5 £

Packet Formak
Packet summary line

Packet details:
(3 all collapsed
(¥ As displayed
() all expanded

[] Packet bytes

[] Each packet on & new page

Packet summary line
S HAMHEET, ma"Packet List'ERMAE
Packet Details

& HPacket Details



All collaspsed

"Packet Details"HE R #E"all collapsed" ik & FTHFFEE R 2FIE O X)
As displayed

"Packet Details"E#R HaMA A FTHER

All expanded

"Packet Details"E#R"all expanded"ik A THE R(BFRIE D X)
Packet bytes

sHEFY, #E"Packet Bytes"HIRBINA

Each Packet on a new page

WMHEESNE £ M—T (BN, IMRRFATEMKtext>XH, KESDZEAMLESD % F)



56 F LEEsmRENE

B %

e 6.1. % K IRHHIEME
6.2. 3 HE £ 5
o 6.2.1. BIIXREIRAI A H K £
o 6.2.2. B IFEIRAIE HI £
e 6.3. x| hrtited
° 6.4 BII g mitER%xN
o 6.4.1. B it B FER
o 6.4.2. thix &
o 6.4.3. HERIE I
o 6.4.4. & NHI42
e 6.5. “Filter Expression/it je ik R, x4 £ 1E
° 6.6. EL, RTFitiEsR
e 6.7. 5HE
o 6.7.1. BT EAE
o 6.7.2."Find Next/ & ¥ F—1N"& <
o 6.7.3."Find Previous/# £ — 1" 4%
* 6.8. ZIFEENE
o 6.8.1. "GO Back":&[O &5
o 6.8.2."Go Forward /[EIRI"f 4
o 6.8.3."Go to Packet/E|3ig ERIE" 31 % 1E
o 6.8.4. "Go to Corresponding Packet/Z!xt i FY & "6p 45
o 6.8.5."Go to Firest Packet/ZIE— 12" %
o 6.8.6."Go to Last Packet/ElRE— 12" %
* 6.9. it E
6.10. &} 7 B RIERKRSE 6
° 6.10.1. @5t g

6.1. /SU 'y]"l; ’xiﬁ*&ﬂ’]@

rMREaiRTmZE, HETFERINREFNE X4, Bl RESIKRERPHE, T
EE#BEREE XTI NSRS WK T ER

Bt s A"+ e AR LB T stk A B BERER D, RAUEERR EERFERERF
B, Bl : ETE A 6.1 “Wiresharkit i3 7 — ) TCPEZEMFHE"E mUF 2 PTCPFER,
AT U%E3ET CPE LN aES(ack:190), ESHEAETAMESD x| LERF. [16]


http://man.lupaworld.com/content/network/wireshark/chek_packet.html#c6.1
http://man.lupaworld.com/content/network/wireshark/c6.2.html#c6.2.1
http://man.lupaworld.com/content/network/wireshark/c6.2.html#c6.2.2
http://man.lupaworld.com/content/network/wireshark/c6.4.html#c6.4.1
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6.1. Wiresharkit# 7 — N TCPE /G5 M

test.pcap - Wireshark |:||E|fg|

File Edit Wiew Go Capture Analyze  Statistics  Help
B e e B @ x % 8/ [ « % » F & .ﬁ% ® Q
E}Eilter: I - + Expression, .. l&glear V Apply

Mo, - Time Source Destination Protocol | Info
EF L. A8 e LD e L A7 e LD & 1—r nmeep =~ L -~ SCY—1L HLRA—-L1ZW W

L ZEEEZE 5 o
32 1.268819 192.1a8.

o] AZE] Seq=1 Acks=
ad.
33 1.267850 192.168.0,
[}
Q

5
> 1025 [PSH, ACK] Seq=1 Ack=
TCP 1025 » 5000 [ACK] Seq=510 Ack=20
34 1.274361 102, 168. 5
. 274447 s

3197 [PSH, ACK] Seg=1 Ack=
ACK] Seq 130 Ac

v
ACK] seqez66a4s

.275018
L 27E01D

282181 ACK] Seq 510 Ac

»

| £

|

Frame 36 (a0 bytes on wire, 60 bytes captured)
Ethernet II, Src: Metgear_z2d:75:9a (00:09:5bh:2d:75:9a), Dst: 192.168.0.2 (00:0b:5d:20:cd:02)
Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.2 {192.168.0.2)
Transmission Control Protocol, Src Port: http (80), Dst Port: 3197 (3197), Seq: 20, Ack: 190, Len: €
Source port: http {800
Destination port: 3197 (3197)
Sequence number: 20 (relatiwve sequence number)
Acknow] edgement number: 130 (relative ack number)
Header length: 20 hytes

2

DE®BB®

154

e
| W

000 00 Ob 5d 20 cd 02 00 09 5b 2d 75 9a 08 0D 45 00 sl [FUSTTES
010 00 28 00 84 00 00 40 06 f& f8 CD ag 00 01 cd a8 G QR o Rl
020 00 02 00 50 Oc 7d 00 00 38 dd 9hb

030 Oc 00 93 ca 00 00 Q0 00 00 00 Q0 Q0 eeeensen

lcknowledgement number (kop.ack), 4 bytes [P: 120D: 120M: O

1

fEWireshark IEfE R, EHAILA#ITRIHEMN%LE, (FIIRBEERHIEE At iEELF T £t
B #1513 (update list of packet in real time ))

B9, EBRAILMERSBENE X £ MHIBES, e 62 T80 pa”, BEXH
i, MRAIFELAPIINREDRPERE LB, £ Display->Show Packet in New
Windows , BRILGERIBZRMLE &M HE DS,

B 6.2 ANBEOXN LS

Ethernet II, Src: MWetgear_2d:rF5:9a (00:09:5h:2d:7F5:9a), Dst: 192.168.0.2 (00:0b:5d:20:cd:02)
@ Internet Protocol, Src: 192.168.0.1 (192.168.0.13, Dst: 192.168.0.2 (192.168.0.2) W
= Transmission Control Protocol, Src Port: http {802, Dst Port: 3187 (319F), Seq: 20, Ack: 190, Len: O

e Lo bt Fonn B

o0 45

o110 0 01 cO aj
o20 dd 9b 50
SOl 00 93 ca 00 00 G0 00 00 00 00 OO - - . - - ...

[16] A& T BT A6 26l 4% 4 /B 4 3R 15 19089


http://man.lupaworld.com/content/network/wireshark/chek_packet.html#fig6.2

6.2. 3% H 3 % o5

AEIIRER, LIFER, SFFTERKREGR, BRHAT R LETXREIE

6.2.1. 2HXREIRBE EI £

6.3. SFIRMEMR# H3K %
1 test.cap - Wireshark E|E|E|

File Edit ‘Miew @Go Capture Analyze Statistics  Help

B oW e P@Ex % &8 B«@%»»F L||EE a«aaan|w

Eilcer: | ¥ Expression... Clear &pply

Mo, - Time Siource Destination Protocol Info it
20 1.250285 1592.168.0.2 152.168.0.1 TCP 3196r> http [FIN ACK] Seq=256 .
21 1.250810 192.168.0.1 1562.168.0.2 TCP http = 3196 [FINM, ACK] Seq=114 s
22 1.250842 0.2 192 168.0.1 TCP 3196 > h‘ttp [A K] —25? k=
24 1.252826  192.168.0.1 197  MarkPacket (toggle) http > 3106 [FIN, ACK] Seqe2661
25 1.253323 192.168.0.2 192 (& Set Time Reference (koggle) 3197 > http [SyN] Seq=0 Len=0 M:
26 1.254502 192.168.0.1 bt = oan7 ey, ACK] Seq=0 Acl
27 1.254532 162.168.0.2 3 selected [ack] seq=l Ack=1l W
28 1.254640 102.168.0.2 192  Prepare aFiler » | Mot Selected Jupnp/service/Layer:
25 1. 256388 1%2.168.0.1 162 Conversation Filter »| ... and Selected [ACK] Seq=1 Ack=1%0

| s01.259654 152.168.0.1 104 .. o Selected Upclate] HTTo > 3107 I

Fallow TCP Stream +.. and not Selected >

® Frame 23 (60 hytes an wire, 60 hytes captur -+ 0f not Selected

# Ethernet II, Src: Metgear_2d:75:%9a (00:0%:! Copy pA20:cd:02 (00:0b:5d:20:cd:02d

# Internet Protocol, Src: 192.168.0.1 (192.1¢4 (192.168.0.2)

= Transmission control Protocol, src Port: 1¢  ExportSelectedPackstButes.. & ¢sopod, seq: 1, ack: 1, Len: 0
SDur(I:e p?rt: 1025 (10250 e
pestination port: 5000 (50000

: ! & Frint...

seguence number: 1 (relative sequence ) )
Acknowledgement number: 1 (relative ac Shaw Packet in hew Window
Header length: 20 bytes v

0000 00 0b 5d 20 od 02 00 0% 5Sh 2d 75 9a 08 00 45 00
0010 00 28 00 Fc 00 00 40 06 f9 00 cO al 00 0l cO a8
0020 00 02 04 01 13 88 00 00 67 Bl 3c 37 7f a7 50 10
OO0 Oc 00 e¥ OF 00 00 00 00 00 00 00 00

File: "DiProjectsiPatchnoseiworkpackage_deviwp3_intdochookiexamplesitest.cap 1. |P: 120 D: 120M: 0

TRIE T 2 EARA A % 3 2 088, X2 nEHIEENR LR, LUKk G

.
pULY

+* 6.1, BIUR LK %7



=

Mark Packet(toggle)

Set Time
Reference(toggle)

Apply as Filter

Prepare a Filter

Conversation Filter

STCP

Follow TCP Stream
Follow SLL Stream
Copy/Summary(TEXT)
Copy/Summary(CVS)

Copy/As Filter

Copy/Bytes(Offset
Hex Text)

Copy/Bytes(Offset
Text)

Copy/ Bytes
(Printable Text Only)

Copy/ Bytes (HEX
Stream)

Copy/ Bytes (Binary
Stream)

Export Selected
Packet Bytes...

Decode As...
Print...

Show Packet in New
Window

st
KR

Edit
Edit
Analyze

Analyze

Analyze

Analyze

File

Analyze

File

View

trie/BUE AR e 2

RBE/EiLe RSE

/

FA &Rt P BYAE A it 98 B
SRR 2R H Tk As

TS LR R HHE BVE A i je ik B, % Hix
wALE, SEXR—TERitE, BFEREA
ANt 2 A NS E (R DIRE rRtthil), (XXX -
add a new section describing this better.---{F&

VTR SURINETE F 3% e Hiih)

BT

5 A F R A — N EETCPRA A HIE
EL, MTCPE %M SSLERE
SHEFESFIRIZEER, (MUtabs FFRIXA)
SHEFESFIEIZER, (CVSEBRESSH)
DEATs 35, BiI—1gritkds, SEHIFI5
TEAR

P16l s g R 27 7 EFIEIBI R,

P16l 4 R 27 1 S FIEI5S
X AT

LAASClI 18 & F
FN=F ¥,

Ll16# BIR D ERIRBFA RN DF 7 S HIFI5T
n54%,  (an unpunctuated list of hex digits i i%
B+EE7, BXBNE—T)

Hraw binaryi8 2 F ¥ EFIZIZI iR, HIEE
B9k R LL"MIME-type application/octet-stream"#F
%, ZMBEEGTKH xFE T AL HF

B2 RAL-5 BIEE—4. foiFIFRaw
packet F ¥ #5454 — z&”rﬁ']f(ﬁ:b

7/ AMRAT 2 o) BRI SRS 3% ¢ (R A =)
TENE

iR, A2

T EHIEIBIEAR, SFEIET

AHMEO L mHHNE



6.2.2. 2 EERE LI £

6.4. St EmEREE ETX M

il test.cap - Wireshark

E[(=1[Ed

Frame 23 (B0 bytes on wire, 60 bytes captured)

5000 (5000
(relative sequence numb
(relative ack nu

pestination port:
Seguence number: 1
Acknowledgement number: 1
Header length: 20 bytes

Expand Subtrees

File Edit ‘iew Go Capture Analyze Statistics  Help

3 oW e BB x % &8 R &« »»7F ¢ /EE «aaqan| @

Eilker: j *  Expression... Clear Apply

Mo, - Time Siource Destination Protocol Info -
20 1.250285 152.168.0.2 1592, 168.0.1 TCR 3196r> http [FIMW, ACK] Seq=256
21 1.250810 152.168.0.1 152.168.0.2 TCP http = 3196 [FINM, ACK] Seq=114 ,
22 1.250842 152.168.0.2 152.168.0.1 TCP 3196 > http [Aack] Seq=257 Ack=1:
2ty 152.168.0.1 152.168.0.2 P 3 > 5000 [ACK] seg=l Ack=l w
24 1.252826 192.168.0.1 192.168.0.2 TCFP http > 3196 [FINW, ACK] Seq=2661:
25 1.253323 152.168.0.2 1592.168.0.1 TCR 3197 > http [SvN] Seq=0 Len=0 M:
26 1.254502 192.168.0.1 192.1658.0.2 TCP http = 3197 [SvNM, ACK] Seq=0 ach
27 1.254532 152.168.0.2 152.168.0.1 TCP 31597 > http [ack] sSeq=l Ack=l w
28 1.254649 192.168.0.2 192.168.0.1 HTTP UMSUBSCRIBE Supnp/servicesLayer:
29 1.256388 192.168.0.1 152.168.0.2 TCFP http > 3197 [ACK] Seg=l Ack=1%0

o l.250654 102.168.0.1 192.168.0.2 7CP__ [TCP window Updata] Mrtp > 3197 R

# Ethernet II, sSrc: Metgear_2d:75:9a (00:0%9:5b:2d co:02 (00:0b:5d:20:cdi02]

& Internet Protocol, Src: 162.168.0.1 (192.168.0.  ExpandAl J16%.0.2)

= Transmission control Protocol, src Port: 1025 ( Collapse Al 00), seq: 1, ack: 1, Len: 0
Source port: 1025 (1025) Copy b

Export Selecked Packet Bytes...

Apply as Filker
Prepare a Filker

8 Selected
¥ | Mot Selected

Fallows TCP Stream

Flags: Ox10 CACK)
window size: 3072
Checksum: 0xe797 [correct]
[SEQ/ACK analysis]

... and Selected
... of Selected
... and not Selected

‘iki Protocol Page ... or nat Selected

Filter Field Reference
Protocal Preferences. ..

¥ 2% Decade 8s...

P 1200 120M: 0

Frame (frama), 60 bytes

RN T 21 RIIRFK L AN TmR, REMATLIRMZIIENER
& 6.2. Tt IBEMR# H £ T3 EAE 7

%t 2 8

AR T3 fiaad
Expand Subtrees View & T H Ak 3389 F ixd
Expand All View R TR S HRIFR A S HIRR A F 14
Collapse All View XA SHE BRI F i
Copy/Description - Bl 13 FER 8 RIS EIBE ik AR
Copy/AS Filter Edit Rk 3R B A B Rt s B EHIEIBEns ik

Copy/Bytes(Offset
Hex Text)

Copy/Bytes(Offset

8% % UHexdump-liket& X1z BB kR ; £ U F
SBIRARPELGHHS, BERENEREMND
TP EE Y ERPEERET)

LAHexdump-linket& R FFEIBI s, N EIEXXAER



Copy/Bytes(Offset - P FUTFEINRGD, TRZLETFLELAHE 1A
Hex) DX PED(DF P EREFED)
COPY/Bytes LIASCIIgXE n @5 %, FEITEIFRRA ; 2 EF
(printable Text - SIIRERPEENGD, FTRKETFLI LA Nk
Only) BHKS X (BFRHFH LD

jBlunpunctuated list hex dlgltsﬁ/iﬁ%*'f_ﬁ' BInk R,
sopymyrestex £ BFAIRMBTHNRS, TR AETREH

Copy/Bytes(Binary
Stream)

Export Selected

FER D (EF 7 EiRE FHERD)

Praw binaryt& =01 n BIZInk4R ; % L FHIKRENR
FHRT, FRZKAEFE N EFEBDFHN(EF
FEMREHERSD), BIELMIME-
type“Application/octet-stream” 7z % 7£53
FEGTK+1 X FARAH

EXHHEehMERZ A —#H, FiHraw packet F¥ 4

nEAR. % IhRE

Packet Bytes... File — SIS,
Apply as Filter analyze  FHET®FFEALEARAS, FEA
Preapare a Filter Analyze  fFEFIEBEAERTEAS, BRIE A
§°"°W TCP Analyze EBERANY SN, WikikSOABTCPRNEELRIE
tream
Follow SSL —
Stream Analyze [ELt
‘;‘ggzpmmw' i TR B ik 4 LB 5 WIKIFR o B 7
;ilter Field - B HAIg jE2RIWEBSE
eference
Protocol i MR NFEEER, mEizsgR, FTHEMEtE
Preferences... HE, BB RmE, 72?7
Decode As... Analyze  EEEAAMERBRZANREHLEER?)
Resolve Name... View 2tk 3B ST RIVENT, T2IEMENG
Go to
corresponding Go BEEI LAk 13 SR & 2,

Packet ...

TNND,ZRA& L AR 3%

6.3. x| W atit e S

WiresharkB A it ygi2% « —FE2HREFEH, 32 —WEL a8 ER, %N
wWikiEE T Bt k. Bl EiEETESE 4.8 1 HHiEet it e 1R E

2 S



B R A LA sl — R R BN G, LRI UEFTFENE MBS BEORLES LH, 1R
ALUAMUTILAN A ELFS:

. i
° MikFEH
o« FHI

o« FEULILR

LRk %%

RHE % BY b 3 5UE IR, R%%EFlIter*KEiml{’]’Fl LB, AREE E FiRg
o 77?8 TRy Atep#iTit JEFHI A

7 6.5. HTCP il &

test.pcap - Wireshark

File Edit Miew Go Capture  Analvze  Statistics  Help

2 @ @ P@E x % 8 R @« » »F & /|EEH &a

Filter: |'[E:p *  Expression... Clear Apple

Mo, - Time Source Destination Protocol | Info 2

92,1600, = S2.160.0. [ L = = =i

12 1. 22?282 192.168.0.1 192.168.0.2 TCP http 2 3196 [SYN ACK] Seq=0 Ack-
13 1.227325 192.168.0.2 192.168.0.1 TCP 3196 » http [ACK] Seq=1 Ack=1 ®Win
14 1.22F451 192.168.0.2 192.168.0.1 HTTFP SUBSCRIBE Jupnp/servicesLayer3For
15 1.2-29309 192.168.0.1 192.168.0.2 TCPR http » 3196 [ACK] Seq=1 Ack=256 W
17 1.248355 1L e e al 192.168.0.2 EE 1025 » 5000 [5¥MW] Seq=0 Len=0 MsS
18 1.248391 192.168.0.2 192.168.0.1 TCP 5000 » 1025 [SYM, ACKE] Seg=0 Ack=
alel al, asealyhl 102.168.0.1 192.168.0.2 HTTP HTTP/1.0 200 OK
20 1.250285 192.168.0.2 192.168.0.1 TCP 3196 » http [FIM, ACK] Seq=256 Ac
21 1.250810 192.168.0.1 192.168.0.2 TCP http » 3196 [FIMW, ACK] Seq=114 Ac
22 1.250842 192.168.0.2 192.168.0.1 TCP 3196 » http [ACK] Seq=237 Ack=115%
23 1.251868 192.168.0.1 192.168.0.2 TCP 1025 » 5000 [ACK] Seq=1 Ack=1 Win
24 1.252828 102.168.0.1 192.168.0.2 TCP http » 3198 [FIM, AZK] Seg=26611
25 1.253323 192.168.0.2 192.168.0.1 TCR 3197 » http [5¥W] Seq=0 Len=0 Mss
26 1.254502 192.168.0.1 192.168.0.2 TCP http » 3197 [5vMW, ACK] Seq=0 Acks=
27 1.254532 192.168.0.2 192.168.0.1 TCP 3197 » http [ACK] Seq=1 Ack=1 WHn w

< >

@ Frame 11 (62 bytes on wire, 62 bytes captured)

+ Ethernet II, Src: 192.162.0.2 (00:0b:5d:20:cd:02), Dst: Metgear_2d:75:9a [00:09:5h:2d:F5:9a)

@ Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)

# Transmission Control Protocol, Src Port: 3196 (31963, Dst Port: http (20), Seq: O, Len: O

pooo 00 09 b 2d 5 9a 00 Ok 5d 20 od 02 Of OO0 4% OO0 o e R =

o010 00 30 18 48 40 Q0 B0 06 vl 2c oD a® 00 Q2 cD al L L

o020 00 01 Oc Fc OO 50 3c 36 95 T3 OO0 OO0 OO OO FO 02 Ean [adElniEEEn p.

0030 fa fO 27 o0 00 00 02 04 05 bd4 01 01 04 02 SR mtm s e

|File: "D:\tesk, peap” 14 KB 00:00:02 |P: 120 D¢ 103 M: O [Expert: Error]

FFREBERE, LAZTFHNELRATCPHT (MAHRHTUEE-1052E 2K %
) o AAENARSEEENEN, MUE—1TE2ETHNRESE1.



AR
HIRERE I, ATERNSERAREBEERREXGE, ¢ = B X4 2R
AXTIHFAR,

{RABE st Wireshark BT LLig 5] BIth L 41T 18 8. IRB AT LAt FEATZR B 2 NN E x40, 18 RO 7 R
1Tit ok, BRBFETB[ELAFEMLET hil%EER, £Add Expression...xt i ER LAE
BT AT ERIIR . W 6.5 ¥ “Filter Expression/it ygFc ik 27 % 15 1E”

fFlan - RERFDIIRER B KB HIEM192.168.0.1892, ATLUFE
Fip.addr==192.168.0.

s

!.e ;
s
A=

m i Clear®] AR BR it &

WiresharkfZ#ft 7 i £ MRKEL 982K, RAUBENEILE #BikRx N, RALULLR
Sk, AFRERHSMEERAR, K9N8 THRRRIE

E

R

{RAT LATEWireshark Wiki Display 71 #: 2l % 3, K2/ 8 7~ it 185E
f5ll, http://wiki.wireshark.org/DisplayFilters.

6.4.1. 8 ~3d /);?,%EX

L BEROENFEREATLUE S TR ER, pAXEFELTERERETEELFR
2. B : $RFHFETCPHRE TAMABEEITCPHHIE.,

=

i8¢ "Help/Support Protocals"/& B/t i X £ 3 % 5 35 i) "Display Filter Fields/ E 7~it 98
BRI U BB TEN L R FRIIK,

6.4.2. [t &

RET LB T S A AL BIR PRI A 0k, # 5% 6.3 " L s L R 1R


http://wiki.wireshark.org/DisplayFilters

o

R

R LAE R TR AP E T & B (c-link) A BIR AR, enthaLUES/ER.
K 6.3. B RIEBLLRIRIFR

English C-linke T K el

eq == Equal ip.addr==10.0.0.5

ne 1= Not equal ip.addr!=10.0.0.5

gt > Greate than frame.pkt_len>10

It < Less than frame.pkt_len<128

ge >= Greater than or equal to frame.pkt_len >= 0x1600
le <= Equal frame.pkt_len <= 0x20

6.4.3. EEXRZX I

R AR 2 SR FFP e R2 NS E—RMER, N3 6.4 "%l )E09% IR
K 6.4. TiRit R BOZ RIRIFRT



English

and
or
Xxor

not

<
»

‘B

linke

&&

AN

[..]

::pukIDER ]l

Logical AND ip.addr==10.0.0.5 and tcp.flags.fin

Logical OR ip.addr==10.0.0.5 or ip.addr==192.1.1.1

Logical XOR tr.dst[0:3] == 0.6.29 xor tr.src[0:3] == 0.6.29
Logical Not not 1ic

Substring Operator Wiresharkft i — NI FFI, Ein
ARMRAUME—x]5, TE@ASERES(RITERES?)DEMN
FIFRSEE .

eht.src[0:3] == 00:00:83

EBIERANmBRIEE—EE. EXMBERT, nE2RIAMERY
(OXTREBERY, BEF—A, REIRTAARE A, EEF=
i), mEMIBERIENKE KE,

eth.src[1-2] == 00:83

EBERN-mER—NEE. EAMFNRTERUERE mRTL
IEATE RS

eth.src[:4]=00:00:83:00
EAER:migN, RIMEBUEZRBREALEM. FMF0om
eth.src[4:]=20:20

EAERANSR, RIMEEMERENTFES

eht.src[2] == 83

EBIER n RREE—T L RIMUE. FELHIFRFIIRRETE
2ERBEnNPEE. EFMNTn

eth.src[0:3,102,:4,4:,2] == 00:00:83:00:83:00:00:83:00:20:20:83

Wireshark 8RS Z N0 SEFAHNIIRAGE—ERIESXE,
a0 _EBIFR

4. B N2

EHAERXAPFER"="R/ERF, {Reth.addr,ip.addr,tcp.port,udp.portFTHRARES = £
FEFHARR

2 ¥H ANHip.addr ==1.2.3.4 RiA R BFAE S Zipihit #1.2.3.4092,



INRA ANERip.addr 1=1.2.3.4 Rix K HERipthit % 1.2.3.408, BAE, SAEIREEF
BIARAE

MR, BPhFRERHEEEFRGEERERMIEB Al PFER— P FEF1.2.3.4807, K
b, #FxHip.addr 1=1.2.3.4 ALK F - "2 B2 ENpFRAD AT #1.2.34" BN
—NipHiEE EERTUE B srttbtt, REANMUE—NTA1,234FKE2 XA E,

BEE LEMEH, WNRMER SRR, ipthit251.2.3.4M8, EMBIREN N Z
=Zl(ip.addr==1.2.3.4), ©RALLE:" 2 RATA"F&A Hip.addraF£1.2.3.4' 4 IFENT", ik
B 3" 7% A R Bip.addriya PR H 31.2.3.4098"

6.5. “Filter Expression/it je &K ik I\ 14 £ 1E

L RREWiresharkit s8R 48, 7 AR LLAAL A7 5 1T sg BUS, ARFTLURE i % Hhig
ANt R

BINRIRB—NWiresharkEiF, HELIE—LEHEtfEEML N, RETRERw @it B AT

1T k. R R N EESEEARARR X LE ) 24

E |
R
FERE A FEZRZIMARRANTHNTERE, (TNERATEETREERER)

A 6.6. if je Rk st iEAE



Wireshark: Filter Expression

Field name Relation
Zdparityfec is present [ ]
FCOMENS ==
3EPP2 Al =
802,11 MET >
[+ 80z.11 Radiokap Ly
80z.3 Slow protocols ==
ap o=
aal1 conkains
AALI 4 matches
AARP
BCAP
ACP133
[+ ACSE
ACtrace
ADP : _
AFP v | |

ggK ‘ x Zancel ‘

TR LA EEUG, BRER—TRB N EBRPAMNKRDZIR, —DKRikFE
Field Name

ML FER R R 3L FER. BNk HREE— %, RE+SRFIR, TJURRE
X FARLE Hh i BI T 3t s R ER

Relation

MATAXRIIFKRFP£ZEKTR, is presentE—TTX R, RAMNRMRAEBHFEREE, REA
HEH, HEXREAHZTRR, SEMMEIB@GII0 : — 4 FITE)FTHK.

IMRIFMFERBIIRAZF—NFER, FEE—PITRRGIIMEFTRR"==")RTEFTEHm A
a, LEATRETERER.

Value

TEMAESENERER, H ANAREEREGIRiEENfield nameE M4 % BY(Hla0 FRF
£R).

Predefined values

BEHNFERISHEATH, X—RIECESHMNFTE X0, MREFMH LA XD
BESL, FRAILATELE %43,

Range
b FEEZET



OK
MRRELBILFTRER, mEOKENH 4 BRI ) FRTER
Cancel

{REI LA # Cancleiz4a FMAEIEXE FFAdd Expression, o o 3tiEHE,

6.6. L, R7Ft)Ess

{RATLARE sLit sk 2s, Fafitme MBELEFER, x#TUEED . EFHATLERSH
WHE £t sk 2RBYEt A,

TESLHT i Je 2R IBERE 2 F AN kB AM AL 1 1. TECapture 3 # it 3 Capture
Filters... ; 2. 1EAnalyze3 % 1% 13Display filter.... Wireshark f¥& 3 Hi0E 6.7 “fHiEid
250" E it gE R iE AR AR E AR,

AR
F AR E RESEHNXELNREARN/LTEZTE—H#, AAAXERE—EH, —Fx
A R B R 2 AR 1T

>

i

2 H=
[==]

Il

1R 55 FASave KR TFIRMt e 88, OKEEApply R &R1Fit jkds. X fwiresharket &
B2 SE R

A 6.7. "It e 2" B N R 2Rt iHAE



Wireshark: Display Filter |:| |§| [g|

Edit Filker

kpkk_long

kpkk_only

ethernet broadcast
ip broadcast

dcerpc
DCERPC Fault

Propetties

Filker name: |i|:| broadcast |

Filter string: |i|:l.al:||:|r == F55, 255,255,255 |

‘ ﬂelp ‘ @QK ‘ fﬂpply H Eﬁave H XK Close ‘

New

AN— L Je 2R EIFUR P, HETH# ABIFilter name, Filter string @[S #E A, MR x L

#HAHZE, [RWRE A new"(Bitfiternameiz Bit —EHHZE ?)
Delete

PRt FRRYiT e 88, AIREB T BN A IRE

Filter name

(EB ek SES S NE2Y )

TR
it R EAMMU AL A TEAEME, RBEEMAR, RALRZ i kR ERE
—NEM, EXHIBRAAE

Filter string

Bl i R RHNNRAE, ERETREE AN #ITEERE,

Add Expression

FGER BRI R ¢ TSR x X5t i24E, HBhel Bt eRx X, 3 NE 6.5 “Filter

Expression/it 78 Fkix " f & HE”



OB B R IE ¢y HETE R A ER0E R, KA AT EE,
save

REFLRIEE LR B, XHAEFMEN 1?2?77

Close

XA HRITERE, FRBFRFRFHLE,

6.7. 2

LIRBIRE—EE LG, & NURE#NENtx, ATURAEZM#ITEH. MEdit¥k:
##%Find Packet...3Z % 551 Wireshark¥ & 5 tH 7] 6.8 “"Find Packet/# 8"« & 1E A~ 2t %
AE.

6.7.1. 2 xtiEHE

& 6.8. "Find Packet/ % 8" 21 ;£1E

Wireshark: Find Packet
Find
By: (*) Display filker () Hex walue () String

]|

Search In Skring Cptions Direction
O up
@' Do

@Eind H xgancel ‘

BEMMERLFEHAN

Display filter
TEFilter: i AFER, ##F&3AM, KEOK(GEEZRAN)
40 - £3%192.168.0.1 %k B =S EFEI A, FRUOTFER:

ip.addr == 192.168.0.1 and tcp.flags.syn

SR EBETE, SRE 6.3 7 it a”

Hex Value



HEBEFEREENFT

g0, fEF"00:00"&#H F—1TaEEANEF T HIEIE,

String

EEHREHFRE, TUEESMHSH

WMARE R AFIWHITEERE, MRBELETLR, WAEEREBITINGE, kR

Buf,

(RAILEE & R H B

upP

AEsRaZIR (AnSEar)

Down

BT & RasREESBRER)

6.7.2. "Find Next/ & F— "6 5
s

ERRE—RER L ES S &

6.7.3. "Find Previous/& i t — /"%

BRRE—RAEBEHRERFR, #t,

6.8. ElIEEME

Wit "Go"¥ & AT LR 2 Bk # BIs EMI S

6.8.1. "GO Back":R[Olfm %

£ Go backiREIR 5 58iz %, TAEAERweb:x| i 2389 7 /7 582 % £ 8L
6.8.2. "Go Forward /HR["&H 5

BI# BB EHReFE, TEAXBwebx k28 7 E B H e & XM

6.8.3. "Go to Packet/ZiEERIE " 31 L HE

6.9. "GO to packet/:: EliIEEE "3t i£1E



Wireshark: Go To Packet E|@|PX|

Packet number: | 123|

‘ @ﬂelp ‘ %Jump ko

‘ x Zancel

MAENES, RE0K, BZEIEEMNE (a8 ELEE Zjump to, Bl T OK?).

6.8.4. "Go to Corresponding Packet/Zst sz @ "%

INRB i NFERERAXGFN S -1, a TR IR,

s

!.—- ;
=
AR

ZH N FREERA RIEBAZENR ] LERER), WEaFRETLBE R R,

6.8.5. "Go to Firest Packet/Z|EE— 1 a" "5

BRI —

6.8.6. "Go to Last Packet/ZI&g—1Ma" "%

BERE—1TE

6.9. 17t &

RAUESNRERTE#1THiL. #ArtNBEREHRE, TEERXRXENREREH

M. +722RBIT MRS ot #1T & o

>

g
i

e FHFREFHERRXGPHEMEMT, RAXEE, A IRRER.

HERF/ G HATHE N, RATUMER S eEFmHE, /meallfE, JlUat#TRE %
#. RHE 58 ¥ “ESEEAA

stiFie SR LA#H T = FIRME
e Mark packet(toggle) 4 2 Lzie I £ 1S

o Mark all packets #7ie.FiE &.



e Unmark all packets BUEFTA +7ic.

3z e ThEEH LT Edit' S %, “Mark packet(toggle)" 8E7E 3% i G FIRMEAR # HH E T3 %
R4 AT AR R,

6.10. &} 7] Z RN KRSE 8 7

ERRENESR, SR FTE 8. & ABSRREERRXGH, UERRoh
%O

XFu B, o KURMEAN 4 AEGREN 2, BH 73 5 WAl

=

BIIRM e A BRR AR NBE T E L £543, LE 35 7 “File" %"

AT AMMERINT:
e Date and Time of Day: 1970-01-01 01:02:03.123456 S #1243t HHAF et )
e Time of Day: 01:02:03.123456 T 11EHI 4 2t i Ja)

* Seconds Since Beginning of Capture: 123.123456 18 53X {4 FF a3 1R Ao g S EE—
Nt A SEIH B DI ZATRE F. (LF 6.10.1 7 “B5F 6t ")

e Seconds Since Previous Captured Packet: 1.123456 8t 5i— MNEIE 2B 7

e Seconds Since Previous Displayed Packet: 1.123456 #Hxtgi— 2 ~"E8et g (i
78/ BR)

ATAFEE (IEMRAEE, BF 2102 IR RR)EA -
e Automatic ERAHKAX R ERH A BREE. (FALAR)

e Seconds, Deciseconds, Centiseconds, Milliseconds, Microseconds or
Nanoseconds & H|{FF{RIEEMEE., MR FEELLMRIEENER, RESFEEEMN
0. MR RELIRIEENS. BIBEBREEE.

YEEIRE  NRIRE N A8, 2 ReH{EA : “Seconds Since Previous Packet”, : ©H& A
AEE1.123456. 3 A =K "Automatic'/BE 5 B, thFlEXBlibpcapti8 XX HHEERE(E
ARZ—). MNRIFBEREAT, METAH1, MRMEEM. 4 (nanoseconds), & B 7R
#1.123456000.

6.10.1. @5Ent g

ApablyaikEn B85, §ASERMARLENERN B, WRMEBAERE M
EERE AR SRAEM. A0 FR—THiEK, JUE—TEEEXREZTSEN .



g
of

pun}

TR SZEREREFREXHP, RAXHEREREER.

6

Nls
s
ci

i} i) 58 Bl BEAx fx TE B 18] 8 2\ 4 "Seconds Since Beginning of Capture"®& = T tbix B
., Hitet g xR THREELRAELE, ELE2ERIEA,

EFfnt g 5%, %3EditsE £ T “Time Reference” i FREI—1, # L& 3.6 7 “Edit"3 %",
FEMBINRI G 4 38 H A ik 4%,

e Set Time Refernce(toggle) tNi: HaTEet ] SERAFF X
e Find Next TEJREREHL T -t ASEE
e Find Previous T2 5IRER & HKET— et @ 5ED

& 6.10. &t 1) & 54

test.pcap - Wireshark

File Edit Miew Go Capture Analvze  Statistics  Help
B @ o 2@ x %» &8/ R «» o7 2| EHE &a
E]Eilter: I - + Expressian. .. %glear of apply
Mo, - Tirne Source Destination Protocal | Info &
4 1.025/59 192.1a8.0.2 iamp.mcast. net IGMP Y3 Memwhership Report L=
& 1.048652 102.168.0.2 230, 2585, 255,250 UDP Source port: 3193 Destination po
2 1.055053 192.168.0.1 192.168.0.2 UDP Source port: 1900 Destination po
9 1.082038 192.168.0.2 192.168.0. 255 NENS Eegistration NE WE1D0G1D 00>
10 *EEF* 192.1k5.0. 2 192.165.0.1 D= Standard guery A pro ant . w0,
11 C.114211 192.168.0.2 192.168.0.1 TCP 3196 » http [SYN] Seq=0 Len=0 MSS
12 0.115337 192.168.0.1 192.168.0.2 TCP http » 3196 [5vN, AZK] Seg=0 Ack=
13 0.115380 192.168.0.2 192.168.0.1 TCR 3196 » http [ACK] Seq=1 Ack=1 WHn
14 G.115506 192.168.0.2 192.168.0.1 TCP 3196 » http [PSH, ACK] Seg=1 Ack=
15 0.117364 192.168.0.1 192.168.0.2 TCP http » 3196 [ACK] Seg=1 Ack=25& W
17 G.138410 192.168.0.1 192.168.0.2 TCP 1025 » 5000 [SYN] Seq=0 Len=0 MSS “w
< | 3
TdenErtrcation: O=1847 [621I5) Fs
Flags: w00 N
Fragment offset: O
Time to Tiwe: 128
Frotocol: UDP (Ox11)
Header checksum: 0xaldd [correct]
Source: 192.168.0.2 (192.168.0.2) M
Destination: 192.168.0.1 (192.168.0.1) M
000 00 09 5b 2d 75 9a 00 Ob G5d 20 cd OZ O OO0 45 OO R o -
010 00 49 18 47 00 02 80 11 al 09 o0 al QO 02 cD aB EL G e e e =
020 00 01 Ob d2 00 35 00 35 46 69 00 21 01 00 0D 01 ..... PR e B
030 00 00 00 Q0 00 00 09 7O 72 of 7@ 79 63 ef 6e B& L...... p roxycont
040 05 77 FF 30 30 34 OF 73 69 65 &d 65 Ee F3 03 Ge 004, 5 Temens.n i
050 65 74 00 00 01 00 01 et.. ... M
[File: "D ftest. peap” 14 KB 00:00:02 [P: 120D 120 M: 0




eyt ABEME, EtimeflRBREFEMIFEE N ie(LLAE10ME), FHEELSBAR
BE—HABERL FHA.



BTE SR
H%

o 7.1.3tBH
e 7.2."Follow TCP Stream"
o 7.2.1."Follow TCP Stream"st i£4E
o 73. KB
o 7.3.1. Wireshark N i&
o 7.3.2. IR XM
o 7.3.3. MM
o 74 X
o 7.4.1. IEMf:x BIRAY:+ EN A et X
o 7.4.2. Wireshark#lat X % %=
o 75 FHT
o 751. tL2EAE
o 7.5.2. tNfAFAWiresharkZ&E A €
» 7.6. BFEEMT
o 7.6.1. RFRNTHY UL
o 7.6.2. LKM&FMEHT(mack)
o 7.6.3. IPHhLERAT (M2 2 )
o 7.6.4. IPXE&TEEMT(M 4 2)
o 7.6.5. TCP/UDPI# O & &7 (1540 2 )
o 7.7. ¥
o 7.7.1. Wireshark#& 42 #1154 iE
o 7.7.2. Checksum offloading

7.1. it BH

TER 97 48 Wireshark ) — L5 45 514

7.2. "Follow TCP Stream"

MRIRLIBTCPH N, BE S FBTepiirIm A Z #IE, "Following TCP streams"IEER =1R
BH. MRRF & Btelnet RPN E 5, HEMB2XFERL—IMHER. IEBMREE
—NEREERETENTCPRNG, XLERE LA T Wireshark®#"Following TCP
streams"IHEER 52 #..



TEadkpiEE—MRRERLBHNTCPE, fAGitiEWireshark TE 3 £ 1"Following TCP

Streams"i F (B FHDIIRB- A LTI L), AR, Wiresharkil 24| EEENE
it Ess, FHRE— N stiEER RTCPRBIFTEEIE. W 7.1 “Follow TCP Stream"sfi%

HE"FT7

R
HEEEEME : Follow Tep StreamaEA— it JE R FRE 2 % FMITep R A
=,

7.2.1. "Follow TCP Stream" st ¥E

& 7.1. "Follow TCP Stream"sti£4E

Follow TCP Stream

Stream Conkent

SESCRIBE Supnpsserwvice/Layer3iForwarding HTTP 1.1

NT: upnp:ewvent

Callback: chttp://192.168.0.2:5000/notify>

Mimeout: Second-1800

lser-fgent: Mozillasd.0 (compatible; UPnP/1.0; WHindows NT/5.1)
Host: 192.1628.0.1

Content-Length: O

Fragma: no-cache

HTTP,/ 1.0 200 QK

Connection: close

Server: UPnP/1.0 UPnP-Device-Host1.0
Mimeout: Second-1800

SID: wuid:ct

Entire conversation (365 bytes) w (8 ASCI () EBCDIC () Hex Dump () © Arrays () Raw

[ Save As ] l EErint
X Close l I E Filker Out This Stream

THABRE B R EM %P ERBIRFE—H. MAZIBE @Sz A4, MBEIAK
BiEwmie A ER, YA, MRIMRERBE/RA LM Edit/Preferences"3 £ 55 F)"Colores" & t&

Ho

JEITHEFHRWE T A M. XXX - What about line wrapping (maximum line length) and
CRNL conversions?



iRt iR, TCPRARE R B, BRASKENARTFEZEHITH 51,
RE] AFE L 54 3 RE S AT U0 T HRAF -

—_—

. Save As LIHAI % B8R REFREBUE,
Print UL 804 248 3T ELREUE,

N

3. Direction 1337 H 2 7R A F("Entire conversation", "data from A to B only" or "data from
B to A only").

4. Filter out this stream & f— 2 /R~it )8, 2 HHRYATILFHNTCPR,
5. Close X[ HaixtishE, Rt Y18 Rt iR A,
fRA] AR LR A& 2 o) I R B4R

1. AsCIl, TEit# B FIRATLALIASCIIAZ 2 BB, URRESEETASCINH A, a0
HTTP.

2. EBCDIC, For the big-iron freaks out there. (A8 X A2t 24ERE, EBCDIC EIBM
REFRF = 2 %5 547 . )

3. HEXDump. 84 {RE BEFMERE, TRabGAXREREER. E6 R~ _#HlPil
4. C Arrays. R REIES AMRECHCEERER.

5. RAW, RFRHEARBEIRREM 5 BREFH#—T O, 2L EUSASCIRE,
{B“save As"F=IRTFE A Z 2§34,

7.3. &t 8] &%

a2, o AENEE, FEETEIARIER, X% REIRNZ N8 Wireshark 2 B et ja) B
AL T 40

FEommiRs, STSERANEEM LN B8, XD BN FREFERRXXMAGS, AL
b1t A LAE LA IE D At 5

A Lt, o ia B Mo BREIE ? 2IIRM R > £89, WiresharkM libpcap(WinPcap)
libraray(J£)H 3 55t |5 B, Mlibpcap(winpcap)X B MIZIER L A% S8t 7, INRIFHIEE
FEEMEREX G &AW, B I AWireshark M4 ik 150 18 B3R,

7.3.1. Wireshark N &

Wireshak A & BIA& =X 5 A A o ja) ZEA& XA B HA(MA1.1.1970FF88) et iy (MIZRREE, sAF(10
LR e—™M) A 2hr) Bk, IRATLLAZEWiresharkE@5ERM e &2 R~AR. LE 37 7
“View"3z #"B9"Time Display Format"s,



L MFE AR X e, WiresharkiZFEERER N EMIHIESXHE B #1707 Bk
Heo

fieet, Wiresharkf$ Flibpcap(WinPcap)fiie & (ZFHWRE) . MRIEIRTE £ ARRIRE
L TR, —BIENBEE2RS T,

7.3.2. HIENXHEIE

WiresharkZ FrEUHIE LA AR % B ot @ B, TRIBIRXEHR A | BBREERAF
B, MI"0"EImF "0.123456789"EF ., RZHENIBIR UG F et R B 2EERE
B, LCHIEXHRAEEFTR T RBREARAT (TERETAE)

K% Wireshark(F13% Hfth T B V&AM libpcapifie MR R X REENB AN Z—
Bl E#EE"0.123456"

AR
BEAFHREE N LR E L RBEARERERNSXGF, T BEES

K, BlE0 - MMRIMHEA—DADEEIBIEXE, RAENEE® AlibpcapXE(BEADZ
—MRBE), WiresharkBEAE 2t i EREABADZ—,

7.3.3. HEMHM

2EAE NN : "Wiresharkd9 et ja Big0EMRMENR 2", 2rr Lk, WiresharkB B A6 7
B, Mm@ EMpthAEE g F 2 ntha. AT, EREBUR TRz BRREIR R % (RE
Rk, MR, o o )o HILLLALE TR gt @ ERERFLOE,

AR
BEUSBi#ENM L SRR iRMAREIFEE. AORN LR L SRR KB [ M ERH

RIS F BEZF it USBEIE A IR 4 A%, MBTEEREWRARAKRLELURFT RIT L
ot BB, Xt B S S BUERMERKRERE,

it MRIREERHI S 88, FAEMERUSBEEMNME | (£EHEH : %8N
R7EUSBIEH LRI £ o 18 BiRY ?2)[17]

side bar ceshi

[17] & FE:AIXIRE, o B2 WiresharkM & ik EXBYa @ NS LRI, FARAMALL—.
sEUEE R REEEE N AR,



7.4. & [X
LIRESMKRITH, SMWEXPEL, MNMREMEME XERFEEXHE, X5 @R
# RE R #:-)
8%, TEAEATREBIRATLTE2AETEE Bt X # 3 -
o {Rixst B NDEM N B BHE 7B LB, RATEETHRBIREN B (B

X )o
o RABIRFARIBENTRESIRATEN XS X, FTLMREREMAE s X 7 8, F40 :
{REY B NRIPR B E AR TRE— et X,
=71
ot X?

AMNMFEEnt AABABES R, B ZE6REr, RARZME20 : 00.x Lt i XFEEHE
Tt MR EFOAERRENERN B, RRIE—DMEE2ANBZEMs @t g, X
S ECREL,

Hib, AMEtIRID 4 FRNKE, SOXEEE— DAt E g A mE A 8%,

it X EFUTC(Coordinated Universal Time)s&Zulu & 1 (£ EF2E), IBEMGTMA#EHE
Brt ) EAAEER, RACELYFEE(GUTCHEL A FI0.9F), UTCEEA XREFO(ML TR
WECE, Rig2), BN XMEMREE-12~+14/MetZ g |

Buan - ANRAREEEM, (REVe EFEEUTCR /N e, PRUMREYe: X 5 3% 2" +1"(5UTCae A Ltb
BEVZE 7|, LUheth £41). HEMBISKRIMMUTCH A R RTE— et %,

BEMRZFMICER, FAAMENN EXAZREB NG, (b0 : HEENNXZE
UTC+05:30)

B % HX{E B R http://en.wikipedia.org/wiki/time_zone#(l
http://en.wikipedia.org/wiki/Coordinated_Universal_Time,

=T7.2.
4. EsDST?

Daylight Saving Time(DST), X 4 E4et, BHNEEEXRN/LNAE®RE B XM 7 (BEE
BHE&K K, NMRRBeaERsR, LEAE, TEBERAA). #TxEX/I)EHN, RS
ER (BREFRERN) BIN—NDST/NetEIUTCH, FRUMREESMANN (RO ASEER
2/h e ) Bt 2 3R EARBY et X

T=EWME, DSTHAREESHISEERK A, MAUERFERE, JLFKMmFIRNE et
ERFHERE (Lban : FONEEZs, BAMNZELE) .


http://en.wikipedia.org/wiki/time_zone
http://en.wikipedia.org/wiki/Coordinated_Universal_Time

AR AEDSTE#H, UTCEZEFEZE—HA,

B % #8% 18 B A http://en.wikipedia.org/wiki/Daylight_saving.

7.4.1. B2 BIRBYHENL e X

7.4.2. Wiresharkfl &t XK %

7.5. 5HE

7.51. tL=EHE

M th il 2B BEEMBRAROBIER, EiHie, K2 N FTRER R # KB R (LM
M B R/NHBRE]), HERRBRTCP—HBFREIE TCPRTE RN ERIES 1B R, (BX

75 :0r is stream-based like TCP, which doesn't know data chunks at all.)
FEXFERT, WMEHUARERERIBENLR, FUIRELE)REERDEIAHEZD
8, REAEEEZIHEREERRIIEIE 2R SRB9H.,
In
=R

EWireshark B, X MHLEI/EEEFR A & FHireasembling, 7ERE i IR ATRER
RAERFII0 : desegmentation, defragmentation, ...)

7.5.2. f0{aFAWireshark& 3 &

st ARLE AT LAt Wiresharksz 21B9Wr 3, WiresharkiBE xIBit 24 : 3. 5. L REUE
o, Wireshark® 2 iX & $H8E 43t IS, 7E"Packet Bytes"HEHARBIMIIN 7 E 2 m"EFH LG
HEE. (T “Packet Bytes"EMRB# @4, W& 4.7 7 “"View'SZ ")

7.2. # B EFFSHIMit A +F"Packet BytesHR"

o000 0% 00 0& ab 04 53 08 00 06 &b FT bd 0% 00 45 00 a R R e L)
o010 01 45 33 cF 00 00 1e 11 dd 51 bc as 03 0a bc as HILLLLL Qaevnnan
oozo 0% 32 41 at OF 04 01 34 00 b4 04 00 2e 00 10 0O T
0030 00 00 00 00 a0 de 57 ec  d1 11 #2 71 00 57 80 fO ....... T ...9.n.. bl

Frame (342 bytes) | Reassembled DCEJRPC (1604 bytes)



http://en.wikipedia.org/wiki/Daylight_saving

R

BHUTREL ETEZSNHILE, FRLATE"Packet Bytes"EAR FTRES WL EIZ ANMEAN 7 16 7 £
=\

REEHE2NRE—NSEIEFHEHEIE,

LIHTTP Getiz 2 461 : 3% REIE(BIIN—MHTMLR E)EE ., Wireshark® g R— M6 4
A BUE1E "Packet Bytes"EIHREI— 4 4 "Uncompressed entity body"#7i% 5 .

FNERT, HdAPEHMEREE A LiF. T2005F98 EIBA G RF. WRIRH
B RE200FE9B v AL B/, REHA—T, &HE8xAN%E, GHEUNOTHNLE
ERIEEK,

RHEMBIEEH I EE IR EE B TEK,

1. FEBIWHLAD : TCP)RAXFAEH. BEMIXZHEHEEHI R SR E
o

jum

N

. BE M (IHTTP) A E R S FHILEISR G H 2 VR, XLEBREE AT LUBT thil
SEERfFHERIL,

R ERE thi B {EtooltipRIRERREI H EEZE K E LR B

7.6. ZFRERHT

BN 2 R U BT RGOS S A1 18, BRI ETUTERX AL : @itk
S/ 24 BR 4 (5140 3% BR E A 45 )F0/3K Wiresharks Bk 48 S, % T8 it ik 4a ST 2 1T RR AT
B8, RIS R,?7?

RFETEILAD LB #1T, RIEgE,

7.6.1. AFEENTHIR K

BFBAEEAWiresharkit BEEM A, EEAUFHREN B, TENE, BFHETHLE
(ASI=):Nf7 I

o ZFEMLERATA. REIBITETHEFTERBINATF, HERSFSTITH, X
HEFERNMNZFER AEREXHFP R,



o AFMITIFRBFERERRXUSEMM LM, RILRUEHTFHR XY HEEEA
& & LITAXHBETREL AAFRITAT A, SRITFHREX4 TR % 0 a0 it i
WMxEx 1, irtERYTEEEIZFENTRSSR(ZEIE 2T LLEER)

o DNSHRERE M AN KB EIWiresharkd, {RETE S X4+ FEEIHWiresharkiz 3KDNSAR
% 4B E 2t B IRBINLER.

o RITRIHWiresharkF, X3tk & MEE—ERK, B2, NMREFHENEERE
wiresharkiz Tet 2 £ % (b, wireshark AR RFBRE XN T, BAHCSRERMEFHITHEN
B, fNRixLE(E BRIEWiresharkiz 7o+ T 16T, Hla0k BR—D#DHCPFE Y, WiresharkF
KERE, (XLER4HIDNSEEFAERFER ? AL VHERER 3 AdnsiEf ?)

LFBAAELIIREANELTMN. WR—DMNEEAGIIRUGHEN, SIRNAR
S EN, HRETEREWM LT, RALERA"View/Reload"EZ2 851K, KIEH
L RAFHETER, BEHRIEPIHEZENR.

7.6.2. LLXRM & F&EHT(macZ)
2 X IFMACHE1E (e.g. 00:09:5b:01:02:03)f T 4 & & i Ittt ("Human readable")

ARPEZFEM (R4 %) Wireshark IR IER % % Hix3K, FFLAKMHbIE % 3% 4 3t & B9 1IP s
it (e.g. 00:09:5b:01:02:03->192.168.0.1)

Ethernet codes(ethers file) fIRARPHZ T44%, Wiresharks 2 X {5 LUK R 3k #7424 240
R &R, XMBREEZER 7 I8E—DethersXXU 4 A mactthiit S EE &R, (e.g.
00:09:5b:01:02:03 -> homerouter).

Ethernet manufacturer codes (manuf file) #1RARP#Z#TFlethers ST ERTTIE R Th AR AT,
Wireshark® 2 iX # #mactt it RI=NF 5 4 BEMNEE. macthitBEI=F % 2IEEE
AL BRI BRI =N F H AT UEHEE M % % SBH 5, HARXEHRZER
LU M. , )(e.g. 00:09:5b:01:02:03 -> Netgear_01:02:03).

7.6.3. IPHhtE FRAT (2% 2)

FHPHhit (e.g. 216.239.37.99)4% 3 A4 5& A H) s B9 /"Human readable"

DNS/ADNS name resolution(system/library service)Wireshark&B12F %% (XADSN
library thilt-&FREEMT 5 B8?) 353K, fHIPHib i3 H AR ENE(e.g. 216.239.37.99 ->
www.1.google.com).tb it DNSHR % IE7E R %7 1% SKDNSAR 485, AT AWireshark&{Z 148 & IE X



DNS#% K8k 5 R[El, M0RATRERE, FRATLLE & FEFIADNS library(ix # 7T LUk 2 E 75 M %
M. )

g
of

NRBINENAR 28 AT, iM% AFENTEWiresharkEA 8 % 12,
ERFLFENTERERB, EXFERIR L% FEHAADNS,

XD

& A wiresharke

DNS vs. ADNS LEIE—AT%%_E’JXTJ:IS M NER = A SR 4 seiptth it 4 B 5 £ 89t "Human
readable"(3% %), BFEDNSHgethostname()fF il 5% # 4 &, BEESLE L hosts
(e.g. letc/hosts,/windows/system32/drivers/etc/hosts) B HE B Th BIPC AR 2 1K, IR AZ,
M5 EHIDNSHR % 28 & 4,

DNSHIADNSEEMX 5|7 T EFDNSHR 4 28 &2 F T, gethost()2—BEEFRFHE L FHAF
W& RO4% 2, SNIRDNSAR 4233~ AI A, TRER SRR Kt (IF/LH). ADNSHR 4 =B
BRATRE, EBFREFDNSIR 48 %4 HixK, BEFRREFRsHFLE. ERIULAMEE

Wireshark, Ltatpatthit (F0/54:Hhit) T:EADNS?E’KUQ*%FJUTKﬁj’ﬁﬂﬁ%ﬂ\o RIS H AR
Wi, BTERBEFREELESD, REEFA"View/Reload" 3 % BT X LT Lk g REHTA

hosts name resolution(hosts file) 1R dnsfET AN, Wiresharks 2 X EAA 7 RHEH
FENSTHFIPH I 3% 35 55 5t O EN B, (e.g. 216.239.37.99 -> www.google.com)

7.6.4. IPXZLIRERAT( 2% 2 )

ipxnet name resolution (ipxnets file) (£ & R {EfE#2)

7.6.5. TCP/UDPim O & (1% 3% 2 )

#:3 TCP/UDP# M (e.g9.80) % BN % i IHTE"human readable"[15]

TCP/UDP port conversion (system service) Wireshark&BiEE R4 4 Hig K, #in
TCP/UDP# 0 3 B 414 %(e.g. 80->http),

XXX - mention the role of the /etc/services file (but don't forget the files and folders section)!
[15] &3z e i im O 8iE 0 IR 4 &
7.7. A&

1R % v U (8 AR AL FN SR 14 i BUB I ST EE M/ IE AR 14,



Wireshark A 7 Ff

4

R

5 R4S R 7E x B th 48 AR % redundancy check(TT &% ?7)
BAs FIR A 289 ?

s MR ARL I M BIRENE#EENRETONERYE. —Me 2 RIERD #
THRE I B HRETF,

My BEEEAmIRP2ER > E42, INBEL:R FHEES, BERKRAT

Lk
BEo

ERA IR REREL 2, MEhlS2BFEEREME Xtz £ EHFRT
BIBRH# TR E, FEEENLl—RE 2%, BRAFERRENSETEHREL
DRI, MRKBINREN T EHROREINALE, RRBIES &%,

BERBEMTETLUER H ESHL EFERBE 4 NWBELE, FEE (5 £8)

ko

IMRPBLARTEREER, BRAREFHZNEHEE. REDUNTE, BELZKRRR
W EF, BEHUEL EMRERELFELRBEREAFTENRES.

FERARRHMATUKRER D e E, BEA2RMEEEITERR100%4 M EIRTE
4%, RRBDEME 2 RTTEME NE

REMNEEERS, flRkeBHRMHEMNLBEMNEIACRCI2 (BATTRRE) . BH
BRI £5 th 3 FRIR B EIEIR T HEMLENT 2 BIMH A X ER. 4 nHNEE
t, RKEHAENMRE, EtAmFEERMEE,

X F BN EZE R LISE | http://en.wikipedia.org/wiki/Checksum
7.7.1. Wireshark® 4 #1122 i

Wireshark& st1B % th i #1743 02452, #0: TCP. IP, o &

Baf"normal receiver'f{— # M+ BEABE A BFER ETLLMFENANE, eg.
[correct], [invalid, must be 0x12345678] LA & Hfth % LI A,

SNRARIE L8R AT TR IEE # TR LN, SR IRETIBNIT. Z2H TEHR
2% BIRY i BERRIE 1 BL N BR AR,

7.7.2. Checksum offloading

TR RERM LML IR S, Hhillksh, =EZEEBEAETHK.

BTEBHR 124


http://en.wikipedia.org/wiki/Checksum

BIg0 « AKM 5 s iE it BUKREF B R, EREAGIEXMRE, RERRIEL
4%, Wiresharkf A EREIxNE, UAMBEGHREZLZFINE.

= ERBBEREB Y NIHIT, FRTHRENEHTLEMS.

s FTBO R 4 AR AT LA AT — e S 4 BheE, MIPA % FI+E, X #A A checksum
offloading, M% IR FHFRIHERLH, REH LRREMFERBEZNEATLRER, XLE
T+ &,

p -,

5
g"'
- =

N
=
/EEA;.\

checksum offloadingz2 B2 $EBUEEL, EAMLIIEA R+ EZ A4 Wireshark,
WiresharkiSEI 2L B FIFERE M, WARE LB E, REXNEIEMMLIE
5 % B eHE R 7 AR,

Checksum offloading& 51 #28E, iHRRE LEEXEM|invalidE 8, BIEMRIRE, BIm
TR, SEMLLENRSBELEEFH, BEr#TIHEIF.

R 7] LA ER % #4975 5% 388 %2 Checksum offloading i) #
o TEIR## 2R L X i checksum offloadingit 1, MMRAABYE. [16]
o Eit B it 5 X M) Wireshark R E i O 16 F158 5E

[16] ZEWindows EE MRk #H ¥, Nzt BEIEE->% & EER->M K &R s>t & M-F
B M-= %k TR



B %

o 8.1. j# A
o 82 WEHEO
e 8.3. "Protocol Hierarchy"& O
e 8.4. "Endpoints"
o 8.4.1. f+ 4 2Endpoint?
o 8.4.2. "Endpoints"& M
o 8.4.3. RE i BI"Endpoint List"& O
e 8.5. ®iE/conversations
o 8.5.1. ft4E=&/conversation?
o 8.5.2. "Conversations/= %" window
o 8.5.3. thilIEE“Conversation List/& 51X B
e 8.6."0 Graphs"& [
o 8.7. BR %M 5 ad
o 8.7.1."Service Response Time DCE-RPC"& O
e 8.8 MIIEELAITEN

8.1. it BH

Wiresharkiz#t 7 % #h % £ B9 24 4% i+ ThEE

s, EAXEMERER(ttnaniiE), HEEH %M, %it @SXERHTPPF
K &), FE,

o —%%it
o Summary : FHIEXHEE
o Protocal Hierarchy: iR @M 2 R #
o Endpoints 530 : @& &, % 1EAFMiptik
o Conversations #I0 : mNMEEIPZ 7 BHEE
o 10 Graphs S Bkt 7 T LBIRRLL A,

o HBEWNLIT

o Service Response Time M % 2% K EI48 5 3% KAIAR % 1) Bees 1) o



o Various other U5 E M % it

ﬁ"’
T
N
TR

I EN LT, EEARFEDNIEY T, RIEFEGBDIHIERRT, 2i+a2R
AL LB Z BN,

8.2. MEBEO

LRI X4 —RIER

A 8.1. "Summary” &0

Wireshark: Summary

File:
Mame: [ ftest.pcap
Length; 15317 bytes
Formak; Wireshark/tcpdump). .. - libpcap
Packet size limik; 65535 bytes

Time
Firsk packet: 2004-06-22 2000243
Last packet: 2004-06-22 20:02:50
Elapsed: 00:00:02

Display
Display Filter: none

Marked packets; ]

Traffic Captured Displayed
Between first and last packet 2,113 sec
Packets 120
Avg, packets)sec 56,759
Avg, packet size 111,000 bytes
Bvtes 13373
Avg, bytes)sec 6328, 662
Avg, MBIk sec 0,051
File

X4 —iRRER



Time

B—-MENRE—T 2B 7B

Capture

SRR N—EER(RETBIEE 2 MM LR, & REMXEERAN)

Display
52 "EXRMER
Traffic

M5 mIMEX %, MRZET ZritE, RRER AT, Captureddl g 7~it JEREIMIGE
2, Displayed?!l  7~it y8 5%t & BIE B

8.3. "Protocol Hierarchy"&

LTRHREND EER

& 8.2. "Protocol Hierarchy" &

Wireshark: Protocol Hierarchy Statistics

Protocol % Packets Packets Bwtes Mbitfs End Packets | End Bvtes | End Mbit/s
‘B Frame : 3 i 0
= Ethernet 100,00%% 120 13373 0,051 1] ] 0,000
Address Resolution Protocol 0,53% 1 42 0,000 1 42 0,000
= Inkternet Protocol 99,17% 119 13331 0,050 a 0 0,000
[= User Datagram Protocol 10,83% 13 16683 0,008 1] o 0,000
MetBICS Marne Service 4,17% 5 585 0,002 5 585 0,002
Domain Name Service 5,00% =] SE6 0,002 & flata) 0,002
Data 1,67% 2 512 0,002 2 512 0,002
Internet Control Message Protocol 0,533% 1 Fo o 0,000 1 Fa 0,000
Internet Group Management Protocol 1,67% 2z 105 0,000 2z 105 0,000
= Transmission Control Prokocol 85,83% 103 11490 0,044 a0 4650 0,013
Diaka 16,67% 20 6660 0,025 20 Ge60 0,025
Malformed Packet 2,50%: 3 150 0,001 3 150 0,001

& e &P ok




ZPNEORELNEHRX G T ENRE B R D X, MAUBFSHTE20, BdRE
+-Bir. FOAERT, FIADZEERITH,

BITEE— TR RNLTH &
BIIRKHER

Protocol

e &Y i)

%Packets

SRz NS H B ERER XA ATE 2R S89LEA
Packet

SR ZH T E

Bytes

EX-RA P GIEREE

MBit/s
IR E, MR
End Packets

End Bytes

End MBit/s



Wireshark A 7 Ff

o

N ==
;E I%\

SREBRASHFZEZHIL, BRZHARESNEHHE LT, A0 : BFEFEIE9.17%H
IP, 85.83%HTCP# i (B BIFI#R it T100%)

o

==
;E I%\

@mwuﬁm%ﬁﬂu$@§%gwa,%EW&@%%E%&%T%#T%$mW&
BN REPTCP 585.83%, BELZ il (HTTP...)#1Lt85%E 4, X ETREE R # TCP#
i, a0 : TCP ACK 848444+ EIE 2 thils

33 =
A=

— NS UEEEBM M A LE—R, IFIERT, HiSEGHEBT —R, W
NELBEEEREN N, IPERERAR, (BEHENARABIEPE, HiHtGEE
ERIPEZ—R)

f

8.4. "Endpoints”"
ImR A BN % It

4

1R

INREHMM L TE T ERERIHF HHostlist/ EHLFIRA 4 7, 7E£x Egt2Endpoint
T

8.4.1. 1+ 4. ZEndpoint?

— MM in R R TR E R Y2 BOBIERYE 8 in R, Wiresharkim R 20 i+ 435 H T 5im R
Ethernet

PAK M R 2 B2 AKX MACHEIE

Fibre Channel

e = P S

%8 E %it 130



FDDI

FDDIif s 2 FDDI MACHb11E
IPV4

Pl =2 P ik

IPX

EERNB

TCP

TCPim R HIPHLE AN TCPIm O 85K, RPN EARRNROS, RANEFRMTCPISR

Token Ring
Token Ring(4s & #f )i s 22 Token Ring MACHuiE
UDP

UDPi 2 2 HIPH# It FIUDPYR O 48R, A EIRUDPHE B — NP R R E B UDPH s

Broadcast / multicast endpoints (™ 3&/% #&if =)
[TBIZRBBERAPNANmIRLIRE R, 2R, ILERPEEIRR, ELHRBEES
RPT A (Z BRI — 8B 43) 71 B B9 % 1 im = U

8.4.2. "Endpoints"&
ZBEO kRN HER

A 8.3. "Endpoints"&E O



Endpoints: test.pcap

Ethernet: 5 ! IPv4: 5 TCP: 11 ubP: 10

Ethernet Endpoinks

Address Packets Bvtes Tx Packets  * Tx Bwtes R Packets R Bvtes

Metgear_2d:75:9a 114 12828 62 7313 52 5515
19:2,1665.0.2 120 13373 53 alad [ F3l3

Eroadcast & 262 0

01 :00:5e:00:00: 16 2 108 ] ] Selected

01:00:5e;7F:fFiFfa 1 175 ] ] Prepare a Filker Mot Selected
Find Frame k| ... and Selected
Colorize Host Traffic L OF Selected

... and not Selected
... or not Selected

l Copy ] |

Mame resolution

EzBEOR, BIMXEFENHN, #BERA—DEAF. &AFs LR EHERESEHE (B
0 : "Ethernet :5"&R~"BG5  ethenet i mEHIRE]), MREMN UK BIR R EHIRE, &R
b B R (RE B, & B £ x4 280 71 ).

SIRHBEFT T ENMRRILHER.

Name resolution #1R:: izt A, PR AEEMN W IE #1TEFHENT(Z 0% PRIEthernet
endpoint R EEMACE )., fRATEEERE], FE—1THRI=1F Y #8474 "Netgear", 55 — 1Tt
AR 4 |IPHE GB it arpth L BRAT), 88 =1TRRMT 4 I 1B bk (R ARAT st macbiit

Hy ff:AEAAR:1:6F), &=/E R ITRIMACHE I R#EAFAT,

o

&l
~
7

ZEOWUESIMBERERRNE, ERATRSHRZAITH T EEHEEZHBITFT
B), thiRAERA.

8.4.3. I E M "Endpoint List"&

Before the combined window described above was available, each of its pages were shown
as separate windows. Even though the combined window is much more convenient to use,
these separate windows are still available. The main reason is, they might process faster for
very large capture files. However, as the functionality is exactly the same as in the combined
window, they won't be discussed in detail here.



8.5. &ix/conversations

B2 BN iE% T

8.5.1. [t =& itlconversation?

— 1ML EiE, BHREAMIERSLZE LEREE. flm, —NMPEiER A DIPHELL & BIFT
BEfE,

8.5.2. "Conversations/< =" window

BRTHRABZH, 2i:BOMGARBOEAR—#, L 84.2 % “Endpoints"& 0"

& 8.4. "Conversations" st ;£ 1E

Conversations: test.pcap

Ethernet: 4 IPwd: 4 TCP: 9 uop: 7

Ethernet Conversations

Address A Address B Packets | Bytes Packets A-=E Bytes A-=B Packets A<-B Bytes A<-B
192,168.0.2 01;00:5e;7F:fFifa 1 175 1 175 1] u]
192.165.0.2 01:00:5e:00:00:16 2 105 2 105 1] u]
192.168.0.2 Broadcast 3 262 3 262 1] u]
Metgear #d:75:3a 192,168.0.2 : Arply as Fiker o .
Prepare a Filker ¥ | Mok Selected H A--=B
Find Packet k| ... and Selected a8
Colorize Conwversation F| ... or Selected F| A - ANY
.. and not Selected B A --= AN
+ve0F niok Selected b A - ANY
ANY <-> B
ANy <--B
ANY --= B

Marne resolution

[xe=]

8.5.3. i FETE“Conversation List/& 53R "E O

Before the combined window described above was available, each of its pages were shown
as separate windows. Even though the combined window is much more convenient to use,
these separate windows are still available. The main reason is, they might process faster for
very large capture files. However, as the functionality is exactly the same as in the combined
window, they won't be discussed in detail here.

8.6. "10 Graphs"& O



A 7 T EC BRI M 4 BIE B 2.
RAT LAi% & A A B 2 2 B0 1 2

8.5. "I0 Graphs" &E[O

Wireshark |10 Graphs: test. pcap |Z| [E| g'

| o PUL M

0.50s 1. 0s 1.50= 2. 0s
4 |
Graphs % Bxis
iaraph 1| Color E}Eilter: | |Sty|e: Line w | | Tickinterval:) 0.01sec W
Pixels per kick: | 2 |
izraph 2| Color E}Eilter: |Lll:||:l |Sty|e: Line v - -
Graph 3 | Color Efilter: | | Stwle: | Line |y s
| Lk | PacketsTick
Garaph 4 | Color Efilter: | | Style: | Line w L
Graph 5 | Color E}Eilter: | |Sty|e: Line b

Scale: 10 L

(&= =

A raUst—TARR#TLE,

Graphs
e Graph 1-5: Ff 5 1-5 8 FR(FK A FF Egraph 1)
e Color: BRMFB(FIER)

¢ Filter:357E 2 7~ it y&25(only the packets that pass this filter will be taken into account for
that graph)

o Style: g 34 X (Line/lmpulse/FBar)

X Axis
e Tick interval % EX# I KAt 18 (10/1/0.1/0.01/0.001 seconds))
* Pixels per tick ;% EX#B1& G &% 10/5/2/1 px

Y Axis



e Unit y45 89 % i1 (Packets/Tick, Bytes/Tick, Bits/Tick, Advanced...)
e Ssale Y45 % iI#9%IE(10,20,50,100,200,500,...)

XXX - describe the Advanced feature.

8.7. AR %16 51 8¢ ]

BR 4 o615 )2 SR B A o2 1 B B o 5 ) FEAR 5 b L PR AT A,
AR %48 5 et ) geit, ELLT A A

e DCE-RPC

e Fibre Channel

e H.225 RAS

e LDAP

MGCP
e ONC-RPC
e SMB

[EEF 2 LADCE-RPC % 597 43 #f1 17 B ] o

y
S 1|

:‘ =
TR

H AR %48 2 vd 8 FEWindows & T AR 218 B A 4 IB 5% (& A 2 AN E)

8.7.1. "Service Response Time DCE-RPC"& O

DCE-RPCHIAR 448 i bt 8] B 1E 35 3K & #2EIHE &2 i KBY e a) 5] B

& 8.6. "Compute DCE-RPC statistics"& [

Wireshark: Compute DCE-RPC SRT statistics |Z||E|[g|

Program: ATSVC - EFM - |'-.-'ersiu:|n: 1 4

E Filker:

|
‘ x Zancel ‘

& Zreate Skat




RAT LU B 2Rt o8, APRATRITHIEHNEE

8.7. The "DCE-RPC Statistic for ..." &

DCE-RPC Service Response Time statistics for EPM major version 3: test... |Z|@|rz|

DCE-RPC Service Response Time skatistics For EPM major version 3: kest.pcap
Filter:

ndex  Procedure Zalls | MinSRT Max SRT Avg SRT

XK Close I

Each row corresponds to a method of the interface selected (so the EPM interface in version
3 has 7 methods). For each method the number of calls, and the statistics of the SRT time is

calculated.

8.8. hIBEL T EO

The protocol specific statistics windows display detailed information of specific protocols and
might be described in a later version of this document. Some of these statistics are
described at the http://wiki.wireshark.org/Statistics pages.


http://wiki.wireshark.org/Statistics
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9 Z ME{tWireshark

9.1.
9.2.
9.3.
94. %

o

o

o

9.5.

9.6.
9.7.

9.8.
9.9.

3.8

MEFS 1T & 3 Wireshark
@@*/ﬁﬂ‘l&lﬁ

[ERISVE: 2

9.4.1. "Enable Protocols"xt ;& 1E
942 AriEEMRa

9.4.3. 2~ FIEERE S35

B iR

A F3R&

itk

Tektronics K12xx/15 RF5 th il 3R
F > DLTs thil3R

* 9.10. SNMPH 75k

EFERIE

AZEHI6YENANATEEEMO0.99.5kWireshark &R E 1,

9.1. i B

WiresharkEhiA1T A4 B & Al LURIF M) & 4REY 57 1R,
xtWireshark# T ML 2 EULBRIFES

o I M R4 B 3 Wireshark

o M BIRBACLUHEBESTEND)

o NI L ARAT
o MAEALSHMEZHIELRXE

9.2. MEFG1T & shWireshark
Wiresharkz #FF M 4

WEIT B o

TR#, ABBAUMASEEOEEKG 3, X

Bl <t p BZhEE.

LR+ #BWiresharkBy et &, {RATLL
RNBE, EAERMNEN 2

HEMNBHBWNRIM



Wireshark X IHFEEN M DITSH. EREEFHERLE S, EMH1T4 AWireshark -hfil &
SREBEER (UREMBERXD) . #@mSBIIR LA 9.1 “WiresharkFEEIEE”

{51 9.1. WiresharkZEBh{E &

Version 0.99.0
Copyright 1998-2006 Gerald Combs <gerald@wireshark.org> and contributors.

Compiled with GTK+ 2.6.9, with GLib 2.6.6, with WinPcap (version unknown),
with libz 1.2.3, with libpcre 6.4, with Net-SNMP 5.2.2, with ADNS, with Lua 5.1.

Running with WinPcap version 3.1 (packet.dll version 3, 1, 0, 27), based on
libpcap version 0.9[.x] on Windows XP Service Pack 2, build 2600.

wireshark [ -vh ] [ -DklLnpQS ] [ -a <capture autostop condition> ] ...

-b <capture ring buffer option> ] ...

-B <capture buffer size> ]

-c <capture packet count> ] [ -f <capture filter> ]

-g <packet number> ] [ -1 <capture interface> ] [ -m <font> ]

-N <name resolving flags> ] [ -o <preference/recent setting> ] ...

-r <infile> ] [ -R <read (display) filter> ] [ -s <capture snaplen> ]
-t <time stamp format> ] [ -w <savefile> ] [ -y <capture link type> ]
-X <eXtension option> ] [ -z <statistics> ] [ <infile> ]

Lo W W W W W W W |

BEER SN G m# TN 8

BHEEETEMNRE, Wiresharkéd S 4 5 s Wireshark, NEEH, {REILUE & #8042
SHENRIFEXR), AN ERINT(IRERF) :

L£EF  RFRRIFETR—TMHER?RESIFETIREHFR?
-a <capture autostop condition>

#B— MR RIBEWireshark{t 2 )R LR XX, 47 /EBIE R 4 test:value,test{a
TEHH—,

duration:value
YR F Wt Valuefs, FIEE AR A,
filesize:value

LR S 4 K/ ik B Value g kilobytes(kilobytesZ7x1000bytes, A & 1024 bytes), {F1IEE A
e, IRzt AF-bit AR A, WiresharkfE ik Bl E XM K/t RIFIEE A HH]
iR, FHmI Tt

files:value
Lk Bl Value s 6 2 LB AR ST

-b <capture ring buffer option>



INRIEEHIRXERART, [EHWiresharkiz 1T7E"ring buffert& =, #IEE 7 X2,
1£"ring buffer"t® =\, Wireshark R BEEIZNMERX M. SINAFHXEHMNEBE,
i} 8] AR TE o

LE—DNEIEXHHEE %, WiresharkeBk#£ 2 T— 1M XHEAN, BRIE#HxE—1TXH, It
it Wiresharks £ H B — DN XX EIRE(RIEH filesiZ B A0, MNREEH0, FHEEXHHIR
#), MBIES Az,

INRdurationik AHIEE, LIRSt 8 2 BB E @ AIFEL, WiresharkE#ST#%EI T
X, BMEXHRES #.

duration:value
LRt it Values, BMEXHRES #, BRI TIXHEREEA,
filesize:value

LXK/ ix Blvalue g kilobytesed (kelobyteZ < 1000bytes, M A 2 1024bytes), N E|F—
X,

files:value
XAk Blvalued s, MEB—PIXHEFFHEE A
-B <capture buffer size (Win32 only)>

FGEAWIN32: 3% B X4 2 MK/ ALZEMB,BAZ1MB). HiEie ik 5 AE 2 o iR, B
Bl RKINFTEAELE, NREBEESHEZERR, TLLZXBRXEHKN,

-c <capture packet count>
w et FIEERIRENEZANE, BBEEEE -kt APER.
-D

TENE LA#E Wireshark i T fRBUZE O PR, SN EOBE— TR SMEM(THE §IRAE O
W2 g ?)RZBITH, EORTEO LS T URHA-ISHECRIEE# TRIRMNEDO (X BT R
et EFERELITH).

TEBRLER B B A L B RIIKRBT A (FlanWindows, 3 # R Difconfig -afm SHIUNIXIE A )ix
N HRAE R EO% ST Windows 2000 k54 FENEOXKMEER— L8 £ F/HH, Xut
FREORSBAHER,

ER, "I Wireshark B FHIR"ER 2t : Wireshark® AT FF AR i% 4 # 1T 2 et 18 ; 0
REMHES #ITR LR EZFEABRHRARM kS (Bltroot, Windows Ty
Administrators£), 1E&B XL RMK » FTARIN-DAR EREMEO, S8

-f <capture filter>



HEMENNRED EREAN
-g <packet number>
AER-r28G: R X4 LG, ERzSHEIEERSHE,
-h
-hit 371 3% K Wireshark$T EN iz iR AR S A 5 (FIHE 8 ~/), RERH,
-i <capture interface>
% ERTHTHIRNEONEE.

W 24 ¥ O % #5271 L EdWireshark -DHREY— ; th e LA FAWireshark -D 2 "5, R
{R{EFAUNIX,netstat -isk Fifconfig -aj SHZEOZR L AT LI ERE, BRZMAEKUNIXES
#8Sz #-a ifconfig B34,

MRKRIBESH, Wiresharke#FEONRK, #BE— NI EFOFEOATHIE, MREFH
FEEO, SEFEFE—DHFEEO, MREREEO, wireshark&i&4i2, FHITHEIEE
1’F0

EELHATLUEFIFOBHREEE), hallFEA"-"zBurmEm A, NEEIHBENL 52
¥ EMlibpcaptE =,

-k

-kig {18 E Wireshark XLENFF AR, XMk AR BM-SHESHERAREE R > £EHD
EOMa.

IFB s FR, ERRSEHEERAN, 288 s0"Packet list'ER (FA-SSEH—
#¥) o

-m <font>

KB R REBIFE (HE R R ZRNINFESEH)

-n

B RM % st REFEN(BIINTCP,UDPIR A&, EHLA).
-N <name resolving flags>

sHREE % BIR it fim O ST A2 FMTThEE ; 23 8E—1NF/FE, ERAmAIUFF EMAC
HhE AR, nTF BRI ERAT, I B 4 2RO SR, XEFRFHRE-NT-NSHEREE
’ESE A mT-n, FRCH &R (FF)DNSE i,

-0 <preference/recent settings>



ABEGAKYRE, BaIA@EMMPreference/recent fileiz BRMISH. X, %S
HER—NFERE, R Y prefname:value,prefnmae @ & it A Bk 57 A FR(H s 7E
preference/recent file LBIZFF), valueRE it RSt iME, % -0 <preference

settings> AT LA AT 2 AR,
% B 2 E ARG F
wireshark -o mgcp.display_dissect_tree:TRUE

ZBSME R ASRABIT

wireshark -o mgcp.display_dissect_tree:TRUE -0 mgcp.udp.callagent_port:2627

L
R
A7 LLRRIRE A A E s A YIR,
P

ARHEORE N 2 WEX, TRARE Y FLERREAE T £ WK ; x4, -pNEREED
AR IEEE C & EEZNELURI it Be, $He

-Q

ik WiresharkE iR FEm et B . BRILAR-cit i —#EEM, MA1AEH RTE-i -wik 57
H,

-r <infile>
BEZR iR E RXHE, et 52 WiresharkZ FFEIME R,
-R <read(display) filter>

EEX &G 2 AW e, SREEFRNEE R EiEE, SE 6.3 % et
e, FEEMEREE T T

-s <capture snaplen>
HERRANBIRBKE, Wiresharkiget il & & <snaplen>ZF ¥ B EHE,
-S

WiresharkE iR #IB A 2 REMN, BEE—TH#EHREE, » —T#HELT™EE X
TR % 7 1 EE AR MY "Update list of packets in real time/sz it B REIE"ThAEAR R

-t <time stamp format>



HE A BN, TANRRE
o riExtE, REMBESN BT TAESTE TS,
e aabsolute, X EFTE T E R A &3 E [,
e ad . xtBE, XEMBEI =A%t B,
* ddelta k& BB 2 T~ AMESFRI— MR
e e epoch & & 7B 2 7= A Mepoch#2BU%K(1970%E1 8 18 00:00:00i#2)
-v
#H R WiresharkfTEDHHARAE R, AERH
-w <savefile>
TEIRTF XM ot WlsavefileFTEM F 5 4 X%
-y <capture link type>

INRFER e 7 B-kSH, -yRHiEEHIREPEIELREE £ E, The values reported by -L are the
values that can be used.

-X <eXtension option>

EB— Nk EL TShark 32, eXtension it 7 {F Fextension_key: & =,
extension_key: A LAz :

lua_script:lua_script_filename, & & ik Wireshark £ A8 BRI A, BRAHIZAZLua scripts.
-z <statistics-string>

SEIWireshark O Z#M £ B % HER, ER4RESHEHFNED, £5F : TLHLEME
%0 Y

9.3. 2BX I TXE

Packet colorization(#2 2% g '~ & )&Wireshark— N EE B IR, RETLL% BWireshark
Bt IR ERE, AL R BN SR HEER T T

In
N

{RA] LATEhttp://wiki.wireshark.org/ColoringRulesBJWireshark Wiki Coloring Rules
pagefk Bl &1t 41, ) B9 241,


http://wiki.wireshark.org/ColoringRules

Wireshark A » Ff

BERBY LTS, #i3ViewK 2B Coloring Rules..”3¢ %57, f§& 3% tH"Coloring Rules"x}
FEHE, #1E 9.1 “"Coloring Rules" s & 4E AR

& 9.1. "Coloring Rules" 1 & 1E

Wireshark: Coloring Rules

Filker Order
[List is processed in order unkil match is Found]

@
smb smb || nbss || nbns || nbipx || ipxsap || netbios Maove ;
http http || kcp.part == 20 selecked filker

Manage uninterested _ipx || stp || hisrp || eigrp || cdp VBIEEL
ngport... |:| syn tcp.ﬂags.s\;n == 1| | p.ng.Fin el | cp.ﬂags.reset e 1
bcp tcp
E Import. .. udp udp
@ Cown
nbss nbss
s i
@ﬂelp ”QK ] [ o fpply l [ Eﬁa\-’e [ X Cose ]

& #Coloring Rules xti#1ELLE, B ZRaERLUMER, YRAXIMATEESELEAHET I’
#3(fiElonce sth,you have a lot of Z % B8 F 5L i 54F #1tmdBI & D )

o

=
A=

ExtEEAN TR (REiaHAs) F2ER  ttn2R8 L£m FHRE & AR,
Lb, RFEBI PR % BEE— B X BRI (S 2 U 2 BEE IR 2 Vr U2 B, 540 - 40
RAIRFFUDPH 3 HEFEDNS 2 BT, AR 2 DNSER AN B A=K 2 A3 (E 4 DNSfEFUDP #
I, UDPEZEMAMBELWKIEE, 3EE : XBH R MKnetscreenfsAsgml, M LEMmTFE
fic, ERETE—TANUERARGEFLEAN T, )

MBRB—REAEZAN, RENEWIRATF BTk migtiEE, W27  :

7 9.2. "Edit Color Filter"

2 9 = ME{EWireshark 143



Witeehake Edit Golonbilier M=
Filter

Mame: I arp

Display Colors

[Fu:uregru:uund Colar, .. [Backgru:uund Colar... ]

‘ @ (] 4 ‘ x Zancel

HEmEBEEEE, MARBLIERSREN, REEStingth AMEM AL RFRH, 2?2?22 T8
Earp,arpRait & 288 A arp,stringiEMarpR Rk F ML £ B Rarp, AR E/UE, R
Al BpRIRElRsElix it ki, =& Foreground color... /RIS B
#Background color.../ 5 S fi%Z41 7.2 #% HChoose foreground/background color for
protocolsti#HE(N, & 9.3 “"Choose color"sti£1E"), #ITRIREB. EREBEXE T,

A 9.3. "Choose color" £ 4E

Wireshark: Choose background color for “arp™ |;||E|[Z|

Saturation: Green:
Yalue: v Blue: v

Color Mame: | #D6ETFF

e e
w w
e e
w w

@QK ‘ x Cancel ‘

You must select a color in the colorbar next to the colorwheel to load values into the
RGB values. Alternatively, you can set the values to select the color you want.

9.4 “TEWireshark HEHEXZ )" ERTRABR TERZNEE L ER6F, MNRIR
TAREXRBE, T ESHHEHRE.



MR RERTFHEANRIFED L EEA, % F[Coloring Rule Name: ...] and
[Coloring Rule String: ...] FE&.

9.4. 7EWiresharkh B ¥ it &

test.pcap - Wireshark

File Edit Wiew Go Capture Analyze  Statistics  Help

5w e > @ x % alRB«* o7 &/EFE aa
E]Eilter:l - +Expressi0n... %\glear f&pply
Mo, - Time Source Destination Protocol  Info >
1 0.000000 192.168.0,2 Eroadcast AEP wWho has 192.168.0.:27 Gratuitous S
2 0.299139 192.168.0.1 192.168.0.2 NENZ Name query HNESTAT *<00> <005 00> <0f
4 1.025659 132.168.0.2 224.0.0.22 IGMP Y3 Membership Report
6 1.048852 192.168.0.2 239,255,255, 250 UoP source port: 3193 Destination por
2 1.055053 192.168.0.1 192.168.0.2 LoP Source port: 1900 Destination por
9 1.082038 192.168.0.2 192.168.0. 255 NENS Eegistration HNE WE100610 <003

|i£

< | H
= Frame 1 (42 bytes on wire, 42 hytes captured)

Arrival Time: Jun 22, 2004 20:02:48,.863096000

[Time delta from previous packet: 0.000000000 seconds)

[Time since reference or first frame: 0.000000000 seconds)

Frame Number: 1

Packet Length: 42 bytes

Capture Length: 42 bytes

[Frame 1s marked: False]

[Protocols 'n frame: ethiarp]

[Coloring Rule Mame: arp] —

[Coloring Rule String: arp]
2 Etharnat TT Crrs 1683 168 A 3 OO AR SA s WierdoA3Y Pk s Brnadesct FEF o FF o8 88 8F o FFY

|

Frame (Frame), 42 bytes F: 120D 120M: 0

9.4. % &t R A5
F 2 AT LA S AN Rl 4 iR 75, [18]

B EECNE S AL O REEFEAS MR LR T ETM AR5, wireshark® 22X
HEBNE 2 X BB EBRAE 22 (FAE 5 "routes"f1 4 #4"guessing”), H EMN B R B T RER %
B ERLEE, flM, MRMEE—NBLHUERAR—NTE LHWTCPIRO, Wiresharkfd
TiEir e, Bl : HTTPH U fE F800im A M A & 4x 480k 1.

B A A LEEH o R BERRE « TERIE DS, &5 AREDES.

9.4.1. "Enable Protocols" x{ ;% 4E

Eable Protocolsxt £ H#E R/ Llenable, disablefFEBIthil, BRINIE R T =2A thil#&Benable,
IR E N i disabled, Wireshark Al El ix Nty L at B 33 TS 4038,



=

/E TN

BIEEN RS IR Z U E S 2 il 8. B0, BREMRZERLETIPHIL,
#wEENEEEthernet, IPTCPAIHTTPEENE, BREZTIUKMESR, IPHIAEE
=, EFIPHUBTCPHTTPH U EEtEFRE R &,

& 9.5. "Enabled Protocols" st £ 4E

Wireshark: Enabled Protocols

Enabled Protocols

*  Description 5
[ Zdparityfec Pro-MPEG Code of Practice #3 release 2 FEC —
[« ICOMENS 3Com ¥M3S Encapsulation
[+ JEPP2 All 3EPP2 Al
[ s0z.11 MGT IEEE 802,11 wireless LAMN management Frame
[ soz.11 R adiotap IEEE 802,11 Radiotap Capture header
5023 Slow protocaols Slow Prokocols
M g Plan 9 9P
M asLt ATM AAL1
[ ¥ YT ATH AL
[ aarp Appletalk Address Resolution Protocol
[ acap Application Configuration Access Probocol
[« ACP133 ACP133 Attribute Svntaxes
[ BCSE 150 8650-1 OS5I Association Control Service
4 actrace AudioCodes Trunk Trace
[ aop Aruba - Aruba Discovery Protocol
[ aFp Apple Filing Protocol
[ aFs (Rx) Andrew File System (AF3)
1 aH Authentication Header
[« AIM A0L Instant Messenger
4 M Administration AIM Administrative b

< | >

Disabling a protocol prevents higher laver protocols From being displayed
’ Enable all ] ’ Disable Al ] ’ Invvert ]
[(Oe ) Vo ][ @ ][ Ko

Wit M ERiE, BTN NS5k et R 22 & 42 0T LU 3% ¥ il enable/disabledk &,

g

=
WhsiB it SavelR4IRF X E, OK, ApplyiR4aARRFXE, XHWiresharklAEFiS &
RixE,

maTheeN



1. Enable All 34 5I5RAFTE L

2. Disable All 2 1EFIRFFTE Hr il

3. Invert HJ#$FIKRHPTE ¥ Blenable/disabledk 2
4. OK & FIHAMELR, XM xtiFiE

5. Apply 5B, KA iEHE

6. Save REFHAEIXE

7. Cancel BUH{EDX, BHsti&HE

9.4.2. FH P15 EfE 7025

f£"packet list'ER, %A, "Decode As", ¥TFDecode AsxiiZiE, AILLIs Bt % BfF 225,
A AMERE LinO et KA RTEED.

& 9.6. "Decode As" stiL1E

Wireshark: Decode As

- :
Link. | Metwark, | Transpork

(® Decode (default) o
el
BCAP
AJP13

O Do nat decode TCP | source (3196) W | pork(s) as | aw4nnn
BEEF
BiGP

i

Clear CIMD &

5 ) ) o |

sTiFERABRUR T LAt 8ER.

>

i

% H
=

i

A PiEER 2B TEEIRTF. BHE WiresharkbAfG, xERBESEK
1. Decode {# it 30952,

2. Do not decode N E i EA A,



3. Link/Network/Transport 15 EERB MR 25 3t &M% B #1728, =D EFPHFD T
A ARUR F#i 38R,

4. Show Current T — £ 1E B REAIH F E2IBEENMRLRIIR,
5 OK YA ENMEDER, XM xtiFiE,
6. Apply 5 FAEAEIEEMNRELZR, REFTEETFF

7. Cancel BUBBTER, X1 sti44E,

9.4.3. 3~ FIEEE D2

THEHEER T T SR #EENE D

& 9.7. "Decode As: Show" xti£4E

Wireshark: Decode As: Show E][EJEI

Table Malue Initial  Current

TCP port 3196 (none) AIM
UDP port 3193 (none) ADP

@ﬂelp ‘ @QK H lb;glear ‘

1. OK X 7 st £ HE
2. Clear B[IRFTE R =225

[18] dissector:#fr{&kes, mAIEFF4E, dissct S, X Bih BiEM B3R fRo2s, &
3, AitHdecode, PFLHEELERRE,

9.5. Hik R

Wiresharkfi4 % S8 AT L # T4 B, #%12"Edit"3E £ M "Preferences..."si, $TFFPreferences
sHEERN AT # 1T 5B, 22?2 BRi "User interface" 8 £— PN R HE. =& AN BHRFIRA
B9 B BT LAFT FF =t 5 BY 7 o



N =
AR

S BRREEN. BTEXTESEXENSHNE, #5EWireshark Wiki
Preferences 7 :http://wiki.wireshark.org/Preferences.

>

12

H
[=]

=

OKHApplyIRA AR RFXE, {Ribs R+ SavelREIRTF X E,

o OK AL E, KAxTiFIE

o Apply 5 FSEGEE, KM TiEE

e Save n SN E, RESELEIEL, FERFEHEETH

e Cancel EEFIESHRBIIRE—RREFERKR A,

& 9.8. preferences st i&1E

Wireshark: Preferences

User Interface

Layouk Packet list selection mode:
Columins
Fank Protocol tree selection mode:
Galors Save window position:
Capture
Prinking Save window size;

Mame Resolution

Save maximized state:
Protocols

Open a console window

"File Cpen” dialog behaviar:
Directory:

"File Open preview timeout
"Open Recent” max, list entries:
Ask For unsaved capture Files:

Wrap ko endfbeginning of file during a find:

Selecks W

| Automatic {advanced user) |

(%) Remember last directory

BX

() Always start in:

20

P ox H  apply H e 5ave

l [ X Cancel

9.6. A F&R%pHE2[19]



http://wiki.wireshark.org/Preferences.

Wireshark A 7 Fif

HrReaizelEREBEMEBELSHR, cMETEEREARN LU F<a
titte="9.3. ">%8 9.3 ¥ “BE¥ L "L E </a>

[19] #3& T Wiresharktt2;% EXlUser table4z 4525, hRASj7) 2 ?

9.7. g|Eit e~

Display Filter Macros@ ISR 41 8 & E it jessfIIREA AN IR, 6l : EL—DE R
TR, FFAtep_conv XA A ( (ip.src == $1and ip.dst == $2 and tcp.srcpt == $3 and
tcp.dstpt == $4) or (ip.src == $2and ip.dst == $1 and tcp.srcpt == $4 and tcp.dstpt ==
$3)), UE{RELETLAEA${tcp_conv:10.1.1.2;10.1.1.3;1200;1400} BBt ke FHEH,

PR BETLLERE 9.6 1 “F p33E", #%i%Display Filter Macros 3 % FHIView3E £ 31T
B, ArRE8TEANTFER. (llﬂg‘%/xﬁ)“ﬁm HUser table)

name

BB FR

text

BREBERXEK, EA$1,$2,$3.. 1F 4 ASEt,
PR REER A GEEE)

BEAERZANE, £ LEEWINdowsTEFEGTK2FIET, HEBEEIE LRt ERY
BE, FTREBRMIREB3M : 1. 0.99.5MAREKEET R EIIRE ; 2. B NTFEF, &E
B, MRBxH, HLEEEHERH. 3. Windows+tGTK2TE&H, HthTE

xBH BREEERE, BRERBNERNZ—TEN0BERAE,
g ERBINEABRGITF, Lo feEE
1. EXL WA, 05EflsaItep_conv

1. EXLBEHXAES, ERtEARNTESME Rt gRshbEZER R, RE
NEFMNERK TS , L@ pE—E842 Zip.src == $1and ip.dst == $2
and tcp.srcpt == $3 and tcp.dstpt == $4,1X E19$1,$2,$3,$4, MRE T it ks
EF' ki iz B ARipthit inOS, EXEFEAT1,$2,$3,%4,2EASH. MERE

HEHSH—#, HARRN 2R SHAN,

1. WEMEAR : NBIRFR, FEEE Rt REMATETRREAN BpiEHEP A
=, MABRHIRRARHERINSE,5H2,543,..), SHUREBELLTHNSHED
N1, WBIFR${tcp_conv:10.1.1.2;10.1.1.3;1200;1400},tcp_convg &= & ¥,
10.1.1.22$ 198 (5, HhEH#,

BREBR, BEHIWiresharkF 2B X NINEE, HLEIRMAEE X D HeEst8EFA L,

2 9 Z& ME{EWireshark 150



9.8. Tektronics K12xx/15 RF5 #33K

Tektronix's K12xx/15 rf5 XX 4+ =13 Fhelper files(*.stk) 3 it 8 EE O E M il, Wireshark
e ixEstk>tF, BEA—IRERIKE Wil (RAEEAR)

Stk BBt 55 9.6 1 ‘A pRERKEE,CHE AT :
match

a partial match for an stk filename, the first match wins, so if you have a specific case and a
general one the specific one must appear first in the list

protos

This is the name of the encapsulating protocol (the lowest layer in the packet data) it can be
either just the name of the protocol (e.g. mtp2, eth_witoutfcs, sscf-nni ) or the name of the
encapsulation protocol and the "application" protocol over it separated by a colon (e.g
sscop:sscf-nni, sscop:alcap, sscop:nbap, ...)

9.9. H # DLTs thil 3k

L —/pcapX A #DLTs (147 to 162)FXAHI— et WiresharkfE X &R ¥Eqz 5| 51D
DLTZRER A 13

Wig 5 9.6 7 A REFEENDLTRAEM T :

encap

— A pditszk

payload_proto

payload(BRIEIE Z #ri3) Hr i B TR

header_size

gNSRABheaderth il (fEpayload 2 i), X ik A & iFWireshark headerfy K/, % & % 0RY3%,
£ Ikheader protocol.

header_proto
header X B9 #5(BR A 3 "data")
trailer_size

WRAtrailerth N HIECEER L, TEpaylodih i E), SiFRATHKN, ZHEAHORTEZIL
ZH Lo



trailer_proto

trailerth X B9 FR(ER A 2"data")

9.10. SNMPH 7%

Wireshark{$ FHSNMP3K 12 i SNMPv3 & B3% 4x FF 3 T8 b
ZFRBERE 96 7 HpRFHITEE, vaiENTFEER,
engine_id

IR A Tengine id, 2FAEIRLengine idE2X EHEME, ZFERE—MO#HTFINZERTS,
BEEFRX A 1 0102030405

userName

Brt, Y—1ME P 2EZNB8 A ESNMP-engineset, 55— NICE G S#FEHE,
if you need a catch all engine-id (empty) that entry should be the last one.

N K=
FEAM 25, (MD53E SHAT)
authPassword

B E 3, ERA"XDD"EAIEITENFRF, — M6 FIT L mm A A" "xDD"F =X, FIi0 : 16
# 1l % #5010203040506 7k @4 47 44 A % "\x01\x02\x03\x04\x05\x06'.

priv_proto
AN E A (DESSAES)
privPassword

FhE®E4, FRA"XDD"EAIEITENFRF, — /M6 FIB LU mm A A "xDD"F =X, FIi0 : 16
# % 5010203040506 7L & 47 441 A % "\x01\x02\x03\x04\x05\x06".
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