Electronic-Key-System

Manual
EKS and EKS FSA
with PROFINET IO interface
Compact from V3.X.X

Modular from V1.1.X
Order no. 2516210

PR OFINE T

EUCHNER

More than safety.



Manual EKS PROFINET EUCHNER

Table of contents

T € 1Y T - L o = 4
1.1 USE Of the M@NUAL ...ttt et e e et e e e e anneee s 4
1.1.1  EXplanation of SYMDOIS .........uiiiii e 4

11,2 ADDBIEVIALIONS ...ttt eane e 5

LA OF = e o1 {011 14114V TSP P O OT PP 5
LRI Y o] o] £ V= | - PP PP OTPPTTP 5
R T B 1 I o o) o V7= SRR 5

1.3.2 Radio frequency approvals for USA and Canada...........cccooiiiiiiiiiii e 6

L O e ¢ 1= o U = T TSP PO OTPPPP 7
1.5 Obligations on the operating organization ...............ooooiiiiiie i 7

2 Safety PreCautions..... ... ——————— 8
R U 3 T 1 o 9
G T B U g od 170 g =1 o [T ] 4 1o o PP PPPRPRN 9
3.1.1  Common functions of EKS Standard and version EKS FSA ..........ccccviiiiiniicncecee 9

3.1.2 Additional functions of the version EKS FSA .........cooiii e 10

4 Technical data.......ccccuriiiiiiiiirir e ar e 11
4.1 Dimension drawing of compact Electronic-Key adapter...........ccccovmiiiiiiiiiiiiie e 11
4.1.1 Version EKS-A-1IX-G01-ST02/03 with PROFINET interface ..........cccccovvvveieenecnnie e, 11

4.1.2 Version EKS-A-IIXA-G01-ST02/03/04 (EKS FSA) with PROFINET interface...........c.cccocuen.e. 11

4.2 Dimension drawing of FHM Electronic-Key adapter modular.............ccccccooiiiiiiiiei e 12
4.3 Dimension drawing of PROFINET modular interface adapter............ccoooiiiiiiiiiiee 12
4.4 Technical data for COMPACE VEISION .......ccoeieieieieeee e 13
4.5 Technical data for MOAUIAT VEISION.........ccoiiiiiiiiiie et 14
N I @7 o] gl o= Tex (o] = T3] T o144 1Y o | PP EPRSS 15
4.6.1 Connection socket for PROFINET interface .........ccocoiiiiiiiiiiiiii e 15

4.6.2 Connection terminal assignment for COMpPAaCt VEISION ..........ccoviiiiiiiiiee i 15

4.6.3 Connection terminal assignment for modular VErsion...........cccoocciiiiiiie e 16

4.7 DIP SWItCH SEHINGS ... 17
O g T B 1 e o IR B PRSPPI 17

4.7.2 DIP SWILCR S2. .. bbbttt nae e 18

4.7.3 DIP SWILCh S3 ...ttt ettt b e 18

4.8 Indicator LED Of COMPACE VEISION ........coiiiiiiiiiiieiie ettt e e e et e e e e e e e eearnneees 19
4.9 Indicator LEDS Of MOAUIAT VEISION......ccoiuiiiiiiiiiii ettt 19

ES T 1 1TV T 3 T 20
5.1 Electronic-Key adapter COMPACT .......oooi e e e e e e e e e e 20
5.2 Electronic-Key adapter FHM............ i et te e tetets s s sstssssssssnsssssnsnsnsnnnnes 20

Page 2/42 Subject to technical modifications 2516210-02-02/24a



Manual EKS PROFINET EUCHNER

6 Electrical CONNECHION .....cociieeiiiiri e 21
6.1 PROFINET CONNECHION ..ottt ettt ettt sttt et eb e st sb et e st e st et e seb e e eneeenne e 22
6.1.1 PROFINET CONfIQUIALION ......eiiiiiiiiiiieiii ettt e e e e et e e e e e e e snrnaeeeeeas 22

6.2 CoNNECLION Of POWET SUPPIY ..uviiiiiiiiiiiiiiiiie et e e et e e e e e e e e e e e e s e st e e e e e e e e sssanbaseeeaeessesnsnrnneaaaeaeanns 23
6.3 Connection of FUNCHON EaITN ..........ooiii e e 23
6.4 Connection of the semiconductor switching contacts (for EKS FSA only) ........cccceiiiiiiiiiiiiiiieeens 23

A~ = {1 S 24
48 N =T o [U L1 =T 4 =T (SRR 24
7.2 CoNnfiguration SEEHNGS ....ccoiiiiiiii e e e e e e e s e e e e e e e e stn e e e e e ae e e e earnranraaaeaaanas 25
7.2.1 Modules available in the GSD file for reading data............cooooiiiiiii e 25

7.2.2 Properties for the modules for reading data ..........cccccooeeiiiiiiii e 25

7.2.3 Modules available in the GSD file for writing data ............cceeviiieiiicii e, 26

7.2.4 Properties for the modules for writing data...........cccoeooiiiiiiiiiiic e 26

7.3 Connecting the EKS t0 @ PROFINET CPU........cuuiiiiiiii ettt e et e e e e e e 27

8 Operation in the PROFINET ...t s smn e e e s mmn e e e e e e s nan 32
8.1 COMMUIICATION ...ttt ettt b et e et e e bt e s et e eb et e eet e e st et e anb e e nneeenneens 32
Y oy (= = 1 - PRSP PRT PR 32
8.3 Read/Write OPEIatioN.......co ettt e ettt e e e e e e e e e e e e e e e nnnaneeaaaeeaana 33
8.3.1  INPUL Area (FEaAU PrOCESS)...cciueiiieitiiee ettt ettt ettt e e et e e e a et e s e abe e e e e nbee e e eaeee 33

8.3.2  Output @rea (WIE PrOCESS) ....uuiiiiiiiiiie ittt e et e et et e e s abe e e e s aabeeeeeaaee 34

9 Analysis and assignment of DCP name via web interface...........cccocvviiiiniiininn s 35
9.1 Network settings for a configuration PC with WIndows® .............cccoeiiiiiiiiiee e 35
9.2 Configuring the read/write station via the web interface..........c.ccccooooiiii e, 38
9.3 Reading Electronic-Key data using the web interface ... 40

10 Exclusion of liability and warranty ...........ccccccmmiii i ————— 41
RS Lo YT oT= N T o I =T o o P 41

2516210-02-02/24a Subject to technical modifications Page 3/42



Manual EKS PROFINET EUCHNER

1 General notes

1.1 Use of the manual

This manual describes the technical features and the function of the EKS PROFINET read/write stations listed
below (also referred to as "devices" for short in the rest of the document).

With the compact version, the Electronic-Key adapter and the evaluation and interface electronics for data
transmission are accommodated completely in one housing:

» Compact Electronic-Key adapter EKS-A-IIX-G01-ST02/03 (order no. 106305) with PROFINET interface from
V3.X.X

» Compact Electronic-Key adapter EKS-A-11XA-G01-ST02/03/04 (order no. 106306) with PROFINET interface
from V3.X.X; version FSA (For Safety Applications)

With the modular version, the Electronic-Key adapter and the interface adapter with the evaluation and interface
electronics for data transmission are accommodated in two separate housings:

» Modular Electronic-Key adapter EKS-A-SFH... in combination with modular interface adapter
EKS-A-AIX-G18 (order no. 122352) with PROFINET interface from V1.1.X

» Modular Electronic-Key adapter EKS-A-SFH... in combination with modular interface adapter
EKS-A-AIXA-G18 (order no. 122353) with PROFINET interface from V1.1.X; version FSA (For Safety
Applications)

1.1.1 Explanation of symbols

The following symbols are used in this manual to identify important instructions and useful information:

Danger!
Identifies an immediate hazard. If not avoided, the consequence will be fatality or very serious injuries.

Caution!
Identifies a possible hazard. If not avoided, minor injuries or damage may result.

Warning!
A Identifies a possible hazard. If not avoided, the consequence may be fatality or very serious injuries.

! Attention!
Risk of damage to material or machine or degradation of function.

H Information!
Important information is provided to the user here.
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1.1.2 Abbreviations

The following abbreviations are used in this manual:

» DCP Discovery and Configuration Protocol

» DIP Dual Inline Package

» E?PROM Electrically Erasable Programmable Read-Only Memory

» EKS Electronic-Key-System

» EKS FSA Electronic-Key-System For Safety Applications

» FHM Front Hook Modular

» GSD Gerate Stammdaten (device data)

» GSDML  Generic Station Description Markup Language (special XML file with
device parameters for configuration in the control system)

» LED Light Emitting Diode

» LSB Least Significant Bit

» MSB Most Significant Bit

» PA PolyAmide

» RD Receive Data

» ROM Read-Only Memory

» TCPI/IP Transmission Control Protocol / Internet Protocol

» TD Transmit Data

1.2 CE conformity

The EKS devices with PROFINET interface comply with the EMC Directive 2004/108/EC (2004/108/EG,
2004/108/CE).

The devices comply with the following European/international standards:

» EN 55011 Industrial, scientific and medical equipment - Radio frequency disturbance
characteristics - Limits and methods of measurement

» EN 61000-6-2 Electromagnetic compatibility (EMC) - Part 6-2: Generic standards - Immunity for
industrial environments

1.3 Approvals

1.3.1 UL approval
The EKS devices with PROFINET interface are certified in accordance with ;X (UL file number E240367).

For use and operation as per the 4 requirements, a power supply with the feature "for use in class 2
circuits™ must be used.
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1.3.2 Radio frequency approvals for USA and Canada

Product description: Electronic-Key-System Compact

FCC ID: 2AJ58-15
IC ID: 22052-15
Product description: Electronic-Key-System Modular
FCC ID: 2AJ58-16
IC ID: 22052-16

FCC/IC-Requirements

This device complies with part 15 of the FCC Rules and with Industry Canada’s licence-exempt RSSs.
Operation is subject to the following two conditions:

1) This device may not cause harmful interference, and
2) this device must accept any interference received, including interference that may cause undesired operation.

Changes or modifications not expressly approved by the party responsible for compliance could void the user‘s
authority to operate the equipment.

NOTE: This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference when the equipment is operated in a commercial environment. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications.

Operation of this equipment in a residential area is likely to cause harmful interference in which case the user
will be required to correct the interference at his own expense.

This equipment complies with FCC and ISED radiation exposure limits set forth for an uncontrolled environment.
This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

Le présent appareil est conforme aux CNR d’Industrie Canada applicables aux appareils radio exempts de
licence. L’exploitation est autorisée aux deux conditions suivantes :

(1) l'appareil ne doit pas produire de brouillage, et

(2) l'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est
susceptible d’en compromettre le fonctionnement.

Cet équipement est conforme aux limites d'exposition aux rayonnements ISED établies pour un environnement
non controlé.

Ce transmetteur ne doit pas etre place au meme endroit ou utilise simultanement avec un autre transmetteur ou
antenne.
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1.4 Correct use

As part of a higher-level overall system, the EKS read/write station is used for access control and monitoring on
control systems or parts of control systems for machine installations. EKS can be used, for example, as part of
an overall system for checking access rights on the selection of the operating mode. However, it is not permitted
to derive the operating mode directly from the access rights on the Electronic-Key. If the selection of the
operating mode is relevant for safety, this must not be performed by means of the EKS; instead an additional
device must be used to select the operating mode.

Information!

©  The Machinery Directive 2006/42/EC provides information on selection of the operating mode. It is
H imperative that this information be followed.

When designing machines and using the read/write station, the national and international regulations and
standards specific to the application must be observed, e.g.:

» EN 60204, Safety of machinery - Electrical equipment of machines

» EN 12100-1, Safety of machinery - Basic concepts, general principles for design - Part 1: basic terminology,
methodology

» EN 62061, Safety of machinery - Functional safety of safety-related electrical, electronic and programmable
electronic control systems

» EN ISO 13849-1, Safety of machinery - Safety related parts of control systems - Part 1: General principles
for design

Modifications to the electronics of the read/write station and any other changes, especially mechanical
modifications and reworking, are not permissible and will result in the loss of the warranty and exclusion of
liability.

The read/write station must be employed and used only in accordance with

» this manual and

» other documentation referred to in this manual.

The EKS read/write station is not a safety component in the sense of the Machinery Directive.

Without additional precautions the EKS read/write station must not be used to provide a safety function,
particularly if failure or malfunction of the device could endanger the safety or health of people in the operating
area of a machine.

1.5 Obligations on the operating organization

The manufacturer and the organization operating the higher-level overall system, e.g. a machine installation, are
responsible for the observance of national and international safety and accident prevention regulations
applicable in the specific case.
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2 Safety precautions

Warning!

AThe EKS read/write station is not a safety component in the sense of the Machinery Directive.
Without additional precautions the read/write station must not be used to provide a safety function,
particularly if failure or malfunction of the device could endanger the safety or health of people in the
operating area of a machine. On this topic, pay particular attention to the sections Correct use (see
chapter 1.4) and Electrical connection (see chapter 6).

Warning!

AMounting and electrical connection are allowed to be performed only by authorized personnel who are
familiar with the applicable regulations on accident prevention and have read and understood this
manual.

Furthermore, installation and electrical connection of the version EKS FSA must be performed only by
personnel familiar with handling safety components.

Caution!
AModifications to the electronics of the read/write station and any other changes, especially mechanical
modifications and reworking, are not permissible and will result in the loss of the warranty.
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3 Function

3.1  Functional description
3.1.1 Common functions of EKS Standard and version EKS FSA

The EKS is used for access control and monitoring on control systems or parts of control systems for machine
installations.

Instead of passwords, coded Electronic-Keys are assigned. In this way unauthorized access to control and
display systems is prevented to the greatest possible extent.

The EKS uses a non-contact, inductive read/write identification system.

It consists at least of:

» Electronic-Key

» Electronic-Key adapter EKS compact or Electronic-Key adapter FHM with interface adapter EKS modular

The user is responsible for organizing the programming of the application, integration into an overall system and
the assignment and use of the freely programmable memory in the Electronic-Key.

Information!

For easier organization and management of your Electronic-Keys and the data they contain, EUCHNER
also offers the Electronic-Key-Manager (EKM) software. To enter data in the EKM software, an
Electronic-Key adapter with serial interface or USB interface must be in operation on the PC.

=0

EKS PROFINET devices are read/write systems with electronics for the inductive bidirectional interface to the
transponder and interface electronics.

Due to the non-contact transfer of data, the Electronic-Key adapter is designed with a high degree of protection
suitable for industry from the access side. The Electronic-Key adapter is fastened from the rear side of the panel
in order to exclude unauthorized tampering from the operator side.

The system is connected via the integrated PROFINET interface, which is designed as an RJ45 socket. A
separate switch may be required for the PROFINET connection. The device does not have an integrated switch.

Setup and system integration can be realized straightforwardly and quickly on the read/write station with
PROFINET interface.

The current state of the Electronic-Key adapter is displayed using a 3-color LED.

The Electronic-Key is placed on the Electronic-Key adapter for operation. The power supply for the transponder
and the data are transferred between the Electronic-Key adapter and the Electronic-Key without using any
contacts.

Figure 1: Cut-away illustration of an Electronic-Key adapter with Electronic-Key in the compact version
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Figure 2: lllustration of an Electronic-Key adapter with Electronic-Key in the modular version

The Electronic-Keys are tag shaped. The complete transponder with memory chip and antenna is integrated
into the Electronic-Key. The transponder does not have a battery.

The data carrier in the Electronic-Key is equipped with a combined memory:
» 116 bytes E2PROM (programmable) plus 8 bytes ROM (serial number)

On Electronic-Keys read/write with 116 bytes, the memory is organized in 4-byte blocks. This means a multiple
of 4-byte sized blocks must always be written.

3.1.2 Additional functions of the version EKS FSA

The version EKS FSA has additional switching contacts (semiconductor relay) that are switched off as long as
there is no Electronic-Key in the Electronic-Key adapter or if the Electronic-Key cannot be read.

» Compact version of the device: switching contacts LA1/LA2 and optionally LB1/LB2

» Modular version of the device: only switching contact LA1/LA2

The switching contacts are electrically isolated from the device electronics and from each other. Either AC or
DC can be switched.

Each of the contacts is operated with diversity by a dedicated processor that opens the contacts on removal of
the Electronic-Key (see figure Block diagram EKS FSA).

Data line as
jj Data channel LB PC
— Processor 1 - N
Channel LB interface PLC
ElectronicKey =
| 2 ;‘: \ 3
Chip § S 1 [Voltage > —e >
<C . <5}
monitoring LAl S
— "B ?
—Processor 2 Channel LA
Channel LA LA2

Figure 3: Block diagram EKS FSA

Due to separate evaluation of channel LA and channel LB, the EKS FSA device can be used in conjunction with
a safe evaluation device in safety-related applications. Integrated voltage monitoring switches off the switching
contacts LA and LB if the power supply is outside the permitted tolerance (see chapters 4.4 and 4.5).

Information!
[[ The switching contacts FSA close when the Electronic-Key is in place, irrespective of the data allocation
in the memory.
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4 Technical data

4.1 Dimension drawing of compact Electronic-Key adapter

For installation in a control panel you must provide a cut-out 33 mm x 68 mm according to DIN 43700.

4.1.1 Version EKS-A-IX-G01-ST02/03 with PROFINET interface
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4.2 Dimension drawing of FHM Electronic-Key adapter modular

min. 35

max. 4 mm D44

35

Schalttafelausschnitt /

Control panel cut-out
= 25
b o™
o~
= |
= ‘ \ o
"
S} | === w
M | I ‘
N
Leitungsldnge/ cable length max. 15 m @225

4.3 Dimension drawing of PROFINET modular interface adapter

passend fur Hutschiene 35 mm nach DIN EN 60715 TH35 /
suitable for rail 35 mm acc. to DIN EN 60715 TH35

—/T] il AN

J

DIP-Schalter /
DIP-switch

99
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4.4 Technical data for compact version

Attention!
! Allthe electrical connections must either be isolated from the mains supply by a safety
¢ transformer according to IEC 61558-2-6 with limited output voltage in the event of a fault, or by other
equivalent isolation measures.
General parameters Value Unit
min. | typ. \ max.
Housing Plastic (PA 6 GF30 gray)
Degree of protection acc. to EN 60529 IP 67 in mounted condition
Ambient temperature at UB = DC 24 V 0 | \ +55 °C
Mounting cut-out acc. to DIN 43700 33 x 68 mm
Power supply connection Plug-in connection terminal, 3-pin, with screw terminal
(tightening torque 0.22 Nm),
conductor cross-section 0.14 ... 1.5 mm?
Operating voltage Us
(regulated, residual ripple <5 %) 20 24 28 pecv
Current consumption I 150 mA
Interface, data transfer
Interface to the control system Industrial Ethernet (IEEE 802.3)
Transfer protocol PROFINET acc. to IEC 61158 / IEC 61784-1 and -2
Data transfer rate (full duplex) | 10/100 \ Mbit/s
Connection for Ethernet interface 1 x RJ45 socket
Data line 2 x 2 twisted-pair copper cables, screened; min. category 5
Cable length | \ 100 m
LED indicator Green: "Ready" (in operation)
Yellow: "Electronic-Key active" *
Red: "Error"
Version FSA (For Safety Applications) - parameters for floating semiconductor switching contacts LA and LB
Switching contact connection Plug-in connection terminal, 4-pin, with screw terminal
(tightening torque 0.22 Nm),
conductor cross-section 0.14 ... 1.5 mm?
Power supply U for load (LA, LB) 24 30 V
Switching current (with overload protection) 1 10 50 mA
Output voltage Ua (LA, LB) in switched state Ux0.9 U \Y
Resistance in switched state 35 ohms
Capacitive load 1 uF
Utilization category according to AC-12
EN IEC 60947-5-2 Sg]g 50 mA / 24 V/
DC-13

Difference time of the outputs** (LB first) | 200 | ms
Reliability values according to EN ISO 13849-1 (FSA version only)
Category (with downstream safe evaluation) 3
MTTFp  Evaluation of data channel and one 416 years

switching contact LA

Evaluation of data channel and both 803 years

switching contacts LA and LB
DC 92 %

* The LED illuminates yellow if there is a functional Electronic-Key in the Electronic-Key adapter.
** If the Ethernet interface is accessed during placement or removal of the Electronic-Key,
the difference time can be more than 200 ms.
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4.5 Technical data for modular version

Attention!

All the electrical connections must either be isolated from the mains supply by a safety transformer
according to IEC 61558-2-6 with limited output voltage in the event of a fault, or by other equivalent
isolation measures.

® —D

General parameters Value Unit
| min. \ typ. | max. |

General parameters of Electronic-Key adapter Front Hook Modular FHM
Housing Plastic (PVDF GF30, gray)
Degree of protection acc. to EN 60529 IP 65, IP 67, IP 69K in installed state
Ambient temperature -20 \ | +70 / +100* °C
Mounting bore 2225 mm
Connection Connection cable permanently connected to Electronic-Key

adapter or with plug connector in the cable, with flying lead
Connection cable length 2,5,10, 15 m
Connection cable cross-section 4 x 0.25 screened mm?
Connection cable outer sheath PVC
General parameters of modular interface adapter
Housing Plastic (PA 6.6, gray)
Ambient temperature at Us = DC 24 V 0 \ | +55 °C
Installation 35-mm mounting rail acc. to DIN EN 60715 TH35
Number of connectible Electronic-Key 1
adapters
Connection for power supply and Electronic- Plug-in connection terminals, 4-pin and 5-pin,
Key adapter with screw terminal (tightening torque 0.22 Nm)

or spring terminal, conductor cross-section 0.2 ... 1.5 mm?
Cable length to Electronic-Key adapter 2 15 m
Operating voltage Us
(regulated, residual ripple <5 %) 20 24 28 pev
Current consumption I 150 mA
Interface, data transfer
Interface to the control system Industrial Ethernet (IEEE 802.3)
Transfer protocol PROFINET acc. to IEC 61158 / IEC 61784-1 and -2
Data transfer rate (full duplex) \ 10/100 | Mbit/s
Connection for Ethernet interface 1 x RJ45 socket
Data line 2 x 2 twisted-pair copper cables, screened; min. category 5
Cable length \ | 100 m
Read head LED indicator Green (STATE): "Ready" (in operation)

Yellow (ACTIVE): "Electronic-Key active" **
Red (DIA): "Error"

PROFINET LED indicator Green (ON): "Active"
Red (SF): "Collective error"

Red (BF): "Bus error"
Version FSA (For Safety Applications) - parameters for floating semiconductor switching contact LA
Switching contact connection Plug-in connection terminal, 5-pin,

with screw terminal (tightening torque 0.22 Nm)

or spring terminal, conductor cross-section 0.2 ... 1.5 mm?

Power supply U for load (LA) 24 30 V
Switching current (with overload protection) 1 10 50 mA
Output voltage Ua (LA) in switched state Ux0.9 U \Y
Resistance in switched state 35 ohms
Capacitive load 1 uF
Utilization category according to AC-12
EN IEC 60947-5-2 Sg}g 50 mA / 24 V

DC-13
Reliability values according to EN ISO 13849-1 (FSA version only)
Category (with downstream safe evaluation) 3
MTTFp  Evaluation of data channel and one 416 years

switching contact LA

DC 92 %

*  This is not an ambient temperature for operation. It is valid for a time of no more than 3 minutes, e.g. for cleaning purposes.
** The LED illuminates yellow if there is a functional Electronic-Key in the Electronic-Key adapter
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4.6 Connector assignment
4.6.1 Connection socket for PROFINET interface

The connection on the Electronic-Key adapter is realized as an RJ45 (8P8C) socket corresponding to
ISO IEC 61754-24.

Function

Transmit Data + (TD+)

Transmit Data - (TD-)

Receive Data + (RD+)

=]

Receive Data - (RD-)

4.6.2 Connection terminal assignment for compact version

o Information!
The plug-in connection terminals are included with the Electronic-Key adapter.

(&1
.—'9'1
i
& d s
2 oD
9 =
% o
E N
L 1
—
H@r‘

4.6.2.1 Connection of power supply

Pin Designation  Function
ﬁlﬁlﬁ 1 UB Power supply DC + 24 V
N
123 2 ov Power supply DC 0 V
Plug-in connection terminal, 3-pin,
with screw terminal 3 Function earth | Electrically connected to the housing

4.6.2.2 Connection of switching contacts LA1/LA2 and LB1/LB2 (EKS FSA only)

’-D-”-D-”-D-lm Pin Channel Function

1@@,@@ 1
i 2.3 4 — LA w—"— NO contact, channel LA
2
LA LAZ LB LB2
Plug-in connection terminal, 3
2 x 2-pin, S LB LBi—— ——1B2
with screw terminal A NO contact, channel LB
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4.6.3 Connection terminal assignment for modular version

o Information!

The plug-in connection terminals are not included with the interface adapter

uB | - | - | ov ||H||H2tED2|LED‘ SH
EUCHNER

EKS PROFINET Modular
RESET

PROFINET
ON SF BF

00O

Read head
STATE ACTIVE DIA

00O

FSA

|*|* LA||DVLA2
v

4.6.3.1 Connection to Electronic-Key adapter

. . . . Conductor
Pin Designation Function coloring
ﬂlﬂlﬂlﬂlﬂ 1 SH Shield of FHM Electronic-Key BK
adapter
el -
@@ @@@ > LED1 LED of FHM Electronic-Key YE
12 3 45 adapter
LED of FHM Electronic-K
Plug-in connection terminal, 3 LED2 adapf[)er ecironic-fey GN
5-pin, -
with screw terminal or spring 4 H2 Antenna of FHM Electronic-Key WH
terminal adapter
Antenna of FHM Electronic-Key
5 HA1 BN
adapter
4.6.3.2 Connection of power supply
Pin Designation Function
mmmm 1 ov Power supply DC 0 V
1 2.3 4
Plug-in connection terminal,
4-pin,
with screw terminal or spring
terminal 4 UB Power supply DC + 24 V

4.6.3.3 Connection of switching contact LA1/LA2 (EKS FSA only)

Pin Designation Function
EEEEE !
===
@0ee 2
12 345
Plug-in connection terminal, 3 LA
5-pin,
with screw terminal or spring 4 ov Lat—" — L2 NO contact, channel LA
terminal
5 LA2
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4.7 DIP switch settings
The device has three DIP switches (S1, S2, S3).

= (]
N \\\
N
| S2 S3
Compact device
DIP switch Function
S1 S1.1 ... S1.4; write and read settings
(4-fold)
S2 S2.1 ... S2.8; setting of a fixed DCP name (depending on the setting for S3)
(8-fold)
S3 S3.1 ... S3.4; settings for network connection and service
(4-fold)
Modular device
DIP switch Function
S1 S1.1 ... S1.4; write and read settings
(4-fold)
S2 S2.1 ... S2.10; setting of a fixed DCP name (depending on the setting for S3)
(10-fold)
S3 S3.1 ... S3.4; settings for network connection and service
(4-fold)
o Information!
The settings are adopted only when the power supply is switched on.
4.7.1 DIP switch S$1
ON
‘Ennn
12 34
DIP . .
switch Function Factory setting
S1.1 ON = write protection for Electronic-Key read/write OFF
S1.2 Internal function OFF
S1.3 Internal function OFF
S1.4 Internal function OFF

Information!

[[ It is imperative that all switches without a function (S1.2, S1.3 and S1.4) are set to OFF! In this way
problems with any functions added in the future will be avoided.
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4.7.2 DIP switch S2
Information!
o To be able to define the DCP name using DIP switch S2, all of DIP switch S3 must first be set to OFF.
H The use of the switches to assign the DCP name and the IP address is described in the following in
chapter 6.1.1.
ON T
SLILITTLITE
12345678 910
LSB MSB
DCPname 551  s22  s23  S24  S25  S2.6  S27  S2.8  S2.9%  S2.10%
Adopt from OFF OFF OFF OFF OFF OFF OFF OFF OFF OFF
configuration
software*
EKS-PN-1 ON OFF OFF OFF OFF OFF OFF OFF OFF OFF
EKS-PN-2 OFF ON OFF OFF OFF OFF OFF OFF OFF OFF
EKS-PN-3 ON ON OFF OFF OFF OFF OFF OFF OFF OFF
EKS-PN-254 | OFF | ON ON ON ON ON ON ON | OFF | OFF
EKS-PN-255 ON ON ON ON ON ON ON ON OFF OFF

* The name that was last set in the configuration software is used (factory setting: all in OFF position)
** Present only on modular interface adapter. Internal function. Retain default setting.

o]

4.7.3

Information!
If a DCP name is set on DIP switch S2, a name set previously will be overwritten.

DIP switch S3

Using DIP switch S3, you define the way the device is to receive its DCP name.

‘u

'

Function S3.1 S3.2 S3.3 S3.4
Assign DCP name via the configuration software or set it via DIP OFF OFF OFF OFF
switch S2
Set DCP name via the web interface ON OFF OFF OFF
Set default IP address ON OFF ON ON
Internal function, leave switch OFF

(Factory setting: all in OFF position)

_I = any switch position

f

Information!

The use of the switches to assign the DCP name and the IP address is described in the following in
chapter 6.1.1.

The IP address is always set automatically via the configuration software and assigned via the DCP
CPU.

To prevent unauthorized changes to the network, it is sensible to deactivate the web interface after use.
For this purpose switch S3.1 is set to OFF.
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4.8 Indicator LED of compact version

The Electronic-Key adapter operating states are indicated using a 3-color LED on the front.
The illumination of the LED in any color indicates the presence of the operating voltage.

Operating state Description Color
After the application of the power supply, the LED is constantly illuminated red
Electronic-Key during power-up. The completion of the process is indicated by a change in this
adapter power-up | state after approx. 10 seconds. If the LED then remains red, it is an indication ofa | Red
or fault PROFINET network fault. The LED also remains red during communication via
TCPI/IP.
Ready Network connected. Green
Ecl:?ic\;/t;onlc-Key Network connected. Electronic-Key is in the Electronic-Key adapter. Yellow
Acknowledgment gsstsoc;(;g as the voltage is applied LED flashes red/green. Default IP address is Red/green

4.9 Indicator LEDs of modular version
The operating states of the read/write stations are indicated via LEDs in three colors.

On the FHM Electronic-Key adapter, the state of the identification system is signaled by a single three-color
LED. On the interface adapter, the same state is signaled by three individual LEDs (read head) in different
colors. The illumination of the LED in any color indicates the presence of the operating voltage.

The state of the data interface is additionally signaled via three individual LEDs in different colors on the
interface adapter (PROFINET).

PROFINET Read head
Operating state Green Red Red Green Yellow Red
Description ON SF BF STATE ACTIVE DIA
Power-up of the Electronic-Key flashing * x X X X
adapter (2 Hz)
Fault: PROFINET error on on X X X X
Fault: No bus connection with
on X on X X X
control system
Eaul?: Error in EKS (no Electronic- on X x flashing off flashing
ey in place)
Eaul’;: Error in EKS (Electronic- on X x flashing flashing off
ey in place)
Ready: Network connected on off off on off off
Electronic-Key active: Network
connected. Electronic-Key is in on off off on** on off
the Electronic-Key adapter
Acknowledgment: Default IP flashing flashing flashing X X X
address is restored (1 Hz) (1 Hz) (1 Hz)

* x = Any state
** Only the yellow LED is illuminated on the FHM Electronic-Key adapter
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5 Mounting

Warning!
Mounting must be performed only by authorized personnel.

After mounting, again check the Electronic-Key adapter for firm seating and correct sealing on the front
panel.

5.1 Electronic-Key adapter compact

@ —-D

Attention!

To achieve the degree of protection IP 67, it is necessary to install the Electronic-Key adapter in a
clean, flat metal plate at least 2 mm thick and to tighten the screws with a tightening torque of
0.25 ... 0.35 Nm.

A suitable strain relief must be provided for the connection cables in order to avoid damage to the
connection sockets or malfunctions.

The Electronic-Key adapter is intended for mounting in control panels with a cut-out measuring 33 mm x 68 mm
according to DIN 43700 (see section 4.1). The device is fastened using screw clamp elements from the rear
side of the panel.

Information!
The screw clamp elements for front panel mounting are included with the Electronic-Key adapter.

/o

1. Insert the key adapter, with seal already bonded in place, into the mounting cut-out from the front.

2. Insert screw clamp elements in the housing of the Electronic-key adapter from the side up to the stop and
tighten with 0.25 ...0.35 Nm.

! Attention!
The device may be damaged if the tightening torque exceeds 0.35 Nm.

5.2 Electronic-Key adapter FHM

Attention!

To achieve the degree of protection IP 69K it is necessary to install the FHM Electronic-Key adapter in
a clean, flat metal plate at least 2 mm thick and to tighten the central fixing nut with a tightening torque
of 2 Nm.

A suitable strain relief must be provided for the connection cables in order to avoid damage to the
connection sockets or malfunctions.

L

The Electronic-Key adapter is intended for mounting in control panels with a cut-out @ 22.5 mm (see
chapter 4.2).
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6 Electrical connection

Danger!

Electrical connection may be performed only by authorized personnel trained in EMC and with the
device and wiring isolated.

Warning!
AFor use and operation as per the ™ requirements, a power supply with the feature "for use in class
2 circuits" must be used.

! Attention!

[ ]
The read/write station is allowed to be connected only if it is electrically isolated.
Otherwise the device can be damaged.

! Attention!

* If connected incorrectly, the device can be damaged.
Observe electrical characteristics and terminal assignment (see chapter 4.4 Technical data for compact
version and chapter 4.5 Technical data for modular version).

! Attention!

¢ All the electrical connections must either be isolated from the mains supply by a safety transformer
according to IEC/EN 61558-2-6 with limited output voltage in the event of a fault, or by other equivalent
isolation measures.

! Attention!

¢ When connecting, the operating organization must ensure compliance with the EMC protection
requirements in accordance with EN 55011 and EN 61000-6-2.

! Attention!

¢ The equipotential bonding system of the machine installation must comply with EN 60204-1, section 8,
Equipotential bonding.

' Attention!

L)

Do not lay connecting cables in the immediate vicinity of sources of interference.
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6.1 PROFINET connection

The interface for the read/write station is compatible with the standards ISO/IEC 61754-24 and IEC 61158. The
device is operated in full-duplex mode with 10 Mbit/s or 100 Mbit/s.

ﬁ Information!
» Only a screened 100 BaseTX cable, twisted pair, Cat 5 or higher, is permitted for use as the
connection cable. The maximum cable length is 100 m.

» It may be necessary to provide additional shielding in conditions with a high level of EMC
interference.

» A separate PROFINET switch may be required for the PROFINET connection.

6.1.1 PROFINET configuration
It is necessary to assign a unique DCP name for the unambiguous addressing of a subscriber in the PROFINET
network. There is no DCP name saved in the device as the factory setting.

In the first step a DCP name is assigned to the device (see DIP switch settings in chapter 4.7). There exist the
following three possibilities:

1. Assignment via the configuration software

2. Assignment via setting of DIP switch S2

3. Assignment via web interface

This DCP name is saved in the device. In the second step the IP address is always set automatically via the
configuration software based on the unique DCP name used and assigned via the DCP CPU.

In addition, the following service functions can be set with DIP switch S3:
» Reset to default IP address (see chapters 4.7.3 and 6.1.1.1)
» Permit or prohibit configuration via web interface (see chapters 4.7.3 and 9.2)

The individual functions are described below in detail.

6.1.1.1 Default IP address
Each device has the factory-set default IP address 192.168.1.1 and the subnet mask 255.255.255.0.

To reset the device to the default IP address, proceed as follows. The device must be disconnected from the
PROFINET network during this routine.

1. Disconnect the device from the power supply.
2. Set switch S3.1, S3.3 and S3.4 (see DIP switch settings in chapter 4.7.3) to ON.

3. Apply power supply. Wait until the device has adopted the default IP address. This situation is indicated by
the LED flashing red/green.

4. Disconnect the device from the power supply. Then set all switches of DIP switch S3 to OFF (factory
setting) (see chapter 4.7.3).

After the application of the power supply, the device now powers up again with the default IP address. The DCP
name is deleted during this process.

f[ Information!
With the modular interface adapter, the RESET button on the front can be used to disconnect the power
supply and restart the device.
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6.1.1.2 Setting DCP name via DIP switch S2

In this operating mode the DCP name for the EKS is defined by the DIP switch S2. During this process DIP
switch S2 defines the suffix for the DCP name EKS-PN-XXX, where XXX can have the values 001 — 255. A
prerequisite for this operating mode is that during configuration the DCP name EKS-PN-XXX is used.

Information!

With this setting it is also possible to change an EKS easily in case of need for replacement. For this
purpose the suffix number for the old EKS is set on the new EKS via DIP switch S2 and the new EKS
then fitted.

[==1¢}

6.2 Connection of power supply

(For the connector assignment, see chapter 4.6.2.1 and 4.6.3.2 Connection of power supply)
It is imperative that the following points are observed:

» The connections must be made as appropriate to maintain EMC performance.

» A power supply of suitable EMC performance must be used for the power supply.

» Conductor cross-section maximum 1.5 mm?2.
>

Tighten the screws on the terminal plug to 0.22 Nm.

ﬁ Information!
With the modular interface adapter, the RESET button on the front can be used to disconnect the power
supply and restart the device.

6.3 Connection of function earth

The function earth is connected via terminal 3 on the plug-in screw terminals for the power supply. This
connection is electrically connected internally to the housing of the compact Electronic-Key adapter.

o Information!
The function earth must be connected to PE!

6.4 Connection of the semiconductor switching contacts (for EKS FSA
only)

Warning!
Alncorrect connection or errors in the safety-related integration of the EKS FSA can lead to fatal injury.
For this reason, observe the following safety aspects:

» Itis not possible to generate a safe signal by using only the switching contacts LA1/LA2 and
LB1/LB2. Safe, downstream evaluation is always necessary. Use of the switching contact LB1/LB2
(for the compact version only) is optional.

» Safe evaluation must always be dual-channel:
Evaluation of switching contact LA1/LA2 as channel LA together with evaluation of the data line as
channel LB.

f[ Information!

The switching contact LA1/LA2 is used with functionally safe applications. The function that can be
evaluated in terms of safety engineering is the reliable detection that an Electronic-Key has not been
placed.
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7 Setup

i

Information!
You will require the corresponding GSD file in GSDML format to integrate the EKS in a PROFINET
system environment:

» GSDML-Vx.x-Euchner-EKS_3.x.x_109539-YYYYMMDD.xml
» GSDML -Vx.x-EUCHNER-EKS_PN_modular_126145-YYYYMMDD.xml

The GSD file is available for download on the Internet at www.euchner.com or free of charge on
request. The archive of the GSD file also includes the image file for depicting the device in the
configuration software.

Prior to setup, the GSD file must be installed in the configuration software for the control system (see
control system manual).

A separate PROFINET switch respectively a patch cable may be required for the PROFINET
connection.

Perform setup in the following sequence:

1.

2
3.
4

71

Configure EKS with the aid of the GSD file.
Set the DIP switches of the device (see chapter 4.7).
Check that mounting and electrical connection are correct (see chapter 5 and chapter 6).

After the power supply is plugged in, the LED on the front of the compact Electronic-Key adapter is
illuminated, or the SF and BF LEDs on the interface adapter are initially illuminated red. Once the
connection has been established, the LED on the front of the compact Electronic-Key adapter respectively
the ON LED on the interface adapter are illuminated in green and signal readiness for operation.

Place the Electronic-Key in the Electronic-Key adapter. The LED on the front of the compact Electronic-Key
adapter or the ACTIVE LED on the interface adapter changes to yellow.

Important: for the version EKS FSA, all safety functions must also be thoroughly tested.

Requirements

You need the following hardware/software to integrate the EKS read/write station into the PROFINET network:

>

Current GSD file for the configuration

» Configuration software (e.g. SIMATIC STEP 7)
» PROFINET CPU (e.g. Siemens CPU315)
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7.2 Configuration settings

This section describes the possible settings for the modules EKS read and EKS write. In chapter 7.3 Connecting
the EKS to a PROFINET CPU it is shown, step-by-step, how the device is configured in the configuration
software for the control system.

7.2.1 Modules available in the GSD file for reading data

The number of bytes transferred cyclically is defined by the selection of the module in the GSD file. A maximum
of 124 bytes user data can be read from the Electronic-Key. The following modules can be selected:

GSD file selection (data block size) B e A7 W

. data
Control system input area read
Read: 009 bytes 8 bytes
Read: 017 bytes 16 bytes
Read: 033 bytes 32 bytes
Read: 065 bytes 64 bytes
Read: 128 bytes 124 bytes

The module selected defines the length of the data block that is read from the Electronic-Key and cyclically
transferred to the input area. A larger data block occupies more memory in the input area of the control system.

f[ Information!

If a GSD file module is replaced during communication with the control system or a parameter is
changed in the module, the power supply to the modular interface adapter must then be disconnected
and reconnected. The RESET button on the front of the modular interface adapter can also be used to
disconnect the power supply and restart the device.

7.2.2 Properties for the modules for reading data

A module EKS read reads alarms and Electronic-Key data and writes this information to the input area of the
control system.

7.2.2.1 Parameter Alarm settings

Here it is defined how alarms that arise during reading are to be handled.

The following settings are possible:

» Activate diagnostics alarm

» Activate process alarm

» Deactivate alarms

7.2.2.2 Parameter Start address

Here you can select a start address from the permissible memory on the Electronic-Key. Possible values on
reading are byte no. 0 to byte no. 116.

7.2.2.3 Parameter Number of bytes

Here you can set the number of bytes of user data to be read. This number of bytes to be read must lie in a
valid memory on the Electronic-Key based on the start address. With a start address of byte no. 116, for
example, the maximum number of bytes to be read is 8.
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7.2.3 Modules available in the GSD file for writing data

The number of bytes transferred is defined by the selection of the module in the GSD file. A maximum of 116
bytes user data can be written to the Electronic-Key. The following modules can be selected:

GSD file selection (data block size) 2 Il A7 ULy

Control system output area da_ta
write
Write: 012 bytes 8 bytes
Write: 020 bytes 16 bytes
Write: 036 bytes 32 bytes
Write: 068 bytes 64 bytes
Write: 128 bytes 116 bytes

The module selected defines the length of the data block that is written to the Electronic-Key. A larger data
block occupies more memory in the output area of the control system.

f[ Information!

If a GSD file module is replaced during communication with the control system or a parameter is
changed in the module, the power supply to the modular interface adapter must then be disconnected
and reconnected. The RESET button on the front of the modular interface adapter can also be used to
disconnect the power supply and restart the device.

7.2.4 Properties for the modules for writing data

A module EKS write writes the data from the output area of the control system to the Electronic-Key.

7.2.4.1 Parameter Alarm settings

Here it is defined how alarms that arise during writing are to be handled.
The following settings are possible:

» Activate diagnostics alarm

» Activate process alarm

» Deactivate alarms
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7.3

f[ Information!

Connecting the EKS to a PROFINET CPU

In the configuration software it is possible to integrate a single module for reading, or a single module
for writing, or a module for reading and a further module for writing at the same time.

The integration of the EKS PROFINET (compact version order no. 106306) is described in the following based
on the example of the TIA Portal V14 software and a Siemens CPU 1215 FC DC/DC/DC.

1. Create a new TIA project.

2. Open the project view and install the current EKS GSD file.

Project Edit View |Insert Online Options Tools Window Help
Ui ] soveprojet 2 X =

Projektie p +

HX O B MG YR S coonline ¥ Gooffline fz MMM 2 ]| "
De -

Totally Integrated Automation
POR

TAL

@[<]

<[] 100% X

"j.llnfo i) ﬂDiagnostics

Ld. Properties
|y Devices ane

4 Portal view =2 Overview

Devices ‘; Topology view ||ﬁﬂ-ﬁ Network view m'f Device view ‘ Options [2jg]
e . i X
k] ¥ | o network| 1§ Connections n ooy o =]
2
2 10 system: PLC_1.PROFINET 10-System (100) || - ‘ Catalog g
L E}
L1 Projektierung_Es-n (] L [Searchs it it 2
B Add new device 2
... Devices & networks | et riter  pofie: [> [[f]|E
» [ PLC_1 [CPU 1215FC D 1 CRUTZISFC » [ Drives &starters =
» I Ungrouped devices » [l Network components Ld
+ [gi common data » [ Detecting & Menitoring L lel
5 i » [ Distributed /0 o
y = Bocumentation setinas ——{PLC_1.PROFINETIO-Syste...| = =
» J Languages & resources B » L@ Power supply and distribution E
» [ig Online access W » [ Field devices r
n — | ~ [l Other field devices )
< [ ] | 1° e
P | » L1l Additional Ethernet devices L
hé ‘ Details view [ FROFINETIO =
+ [ Drives il
» rjl Encoders -
Name » E. Gateway &
- [ o (=

~ [l Euchner GmbH + Co. KG
- '-jl Euchner EKS
I JEKS-211XA-G01-5TD2/03/0

[. EKS-AIX-GO1-5TO2i03

[<] i B
¥ | Information

3. Select the EKS from the catalog and drag it to the PROFINET system.

Project  Edit  View |Insert Online Options Tools Window Help

Uf (Y seveproject 3 M = B X D2 (@

S MG E R coonline ¥ Gooffline Sz [M [ > — []*

Totally Integrated Automation
PORTAL

» [id Ungrouped devices

» [g§ Common dats

rﬂn Documentation settngs
[@ Languages & resources

¥ [ Online access
<] [
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<]

<] 100% b et

Devices |; Topology view ”ﬁ%h Network view ||—[|1' Device view | Options
% o = -
(2 —a
I 10 system: PLC_1_PROFINET 10-System (100) E ~ | Catalog

~ |7 Projektierung_EKS-FN = = Searchs it
K Add new device ‘ ”EI
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» [l Power supplyand distribution
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» (1§ Gateway
~[@ o
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u EKS-AIXA-GO1-5TD2/03/04
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4 Portal view =2 Overview

2516210-02-02/24a

3 | Information

~ The project Projektierung_EKS-P was s...

Subject to technical modifications

[l EKS-A1X-G01-5T02/03
<] W Gl

Bojeies asempiey [E

5|00} auljuQ EH

Page 27/42



Manual EKS PROFINET EUCHNER

4. Select required module from GSD file

emens - C:\Usersiadmin\Documents\Automati ng\Projektierung_EKS-PN\Projektierung_EKS-PN
Project  Edit View Insert Online Options Tools Wndow Help Totally Integrated Automation
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" m T
] df  [ekepn [EksaixaGors02~] ] * 5 Device overview =)
o
z
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< Hn [ Il Read: 065 bytes
| Details view Il Read: 128 bytes
Il vrite: 012 bytes
Il virite: 020 bytes
Il write: 036 bytes
Name [l virite: 068 bytes
Il vrite: 128 bytes

» % Ungrouped devices
+ [g§ commen dats

—
-
Ll

[5] Documentsticn settings
» r\"@ Languages & resources

5]003 auluQ EH

=
o
“w
=
&

[ i ) S r———E)-

<|[u]
QProperties ?ilInfo @ ﬂDiagnostics » | Information -

4 Portal view = overview |y eks-pn v The project Prajektierung_EKS-FH u

P AP

5. Make the alarm settings in the module EKS read.
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6. Inthe module EKS read, set the start address from which the data on the Electronic-Key are to be read.

4 Siemens - C:AUsers\admin\Documents\Automatisierung\Projektierung_EKS-PN\Projektierung_EKS-PN
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_ Totally Integrated Automation
F (R B seveproject &0 ¥ X e 5 NG W RS coonline ¥ coofine 7 A A x H°* PORTAL
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— @
b General a
Module parameters
Inputs |
Module parameters general parameter L
Name . A
IO addresses Ll 3
Hardware identifier M Startaddress: [0 | 3
y iz Gl s € value range: [0.116]. X—| H
[l Alarm setting: |Deactivated [~] —
4 Portal view 72 Overview IEE‘n eks-pn

Project Edit View [nsert QOnline Options Tools Window Help .
_ Totally Integrated Automation
F (R B seveproject &0 ¥ X e 5 NG E RS coonline ¥ coofine 7 AR ¥ H°* PORTAL
Topology view Network view Device view ]
pology
. M =
] it [ekspn [EksAmmcorsaif~] g * L Device overview 0
H
I’,Q<“ t{ Module ... Rack Slot |laddress | Q address | &
v L Projektierung_EKS-F 2 Bl S oo o o 8
[ Add new device S s 5 o g
= Read: 128 bytes_1 ] 1 68195 o
I — B - =]
» [ PLC_1 [cPU 1215FC DODODC] - Wirite: 128 bytes_1 ) 2 68..195
3 % Ungrouped devices . (] -
» [4f common data = }’ | w
IS
» [E]) Documentation settings g
» (@ Languages & resources 3
y [ Online access g
]
3 "jﬂ Card Reader/USB memory e
<[] <] i ] >
<] m > ‘g Properties H"_ﬂ. Info @) ” %] Diagnostics =
v ‘ Details view General ” 10 tags ” System constants || Texts | 5
— @
b General a
Module parameters
Inputs |
Module parameters general parameter L
Name . A
IO addresses Ll =
Hardware identifier M Startaddress: [0 | 3
I Number of bytes: [124 ] 3
M Alarm setting: @ Value range: [0.124]. X = | |
4 Portal view 72 Overview IEE‘n eks-pn
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8. Inthe module EKS write, set the required alarm mode.

T4 siemens - C:Wsersladmin\Documents\Automatisierung\Projektierung_EKS-PN\Projektierung_FKS-PN

Project Edit VWiew Insert Online Options Tools Window Help Totally Integrated Automation
3 7% ] seveproject S X g X o 5 MG E RS Goonline £ Gooffline  fz AW % ' PORTAL
rung_EKS-PN » Ungrouped devi 1IXA-G01-5T02/03/04]
Devices ‘; Topology view @ Network view ”—l]'f Device view |_|1|3|
T x
i Bt | ekeon [eksanocor swae] | & [ Device overview | H
z
& 2| Module — |Rack  [Slot |laddress Qaddress ||
= Projektierung_EKS-PN o
4 ._J o- & > ekspn o o =
I Add new device b Interface 0 ox1 =
v -l
i r— : Re.ad.‘ 128 bytes_1 ] 1 68..195 ‘g
= = - = Virite: 128 bytes_1 ] 2 68.195
» /i Ungrouped devices > . |
» [§§ common date = }’ " Bl
Documentation settings =
» @ Languages & resources =
» '—Lm Online access f,
(L = g
|5 Card Reader/USE memory S
<|[u] rars rararil 1| L | I ] >|”
< m > |8 Properties %} Info &) | 2] Diagnostics | =
v ‘ Details view General H 10 tags || System constants H Texts ‘ 3
- @
» General e " 7
Medule parameters ule parameters |
li0 addresses general parameter LI
Name S 5
Hardware identifier Ll E:
I Alarm setting: | Deactivated - 8
b D ted 2
¥ Activate process alarm
[l Activate diagnostics alarm | J

9. Configure the required name for the EKS

4 Siemens - C:\Users\admin\Documents\Automatisierung\Projektierung_EKS-PN\Projektierung_EKS-PN

Project  Edit View Insert Online Options Tools Mindow Help Totally Integrated Automation
CF T seveproject & M 2 T X D @: SMIGE R § coonline ¥ Goofline Sz [A [ x °* PORTAL
Devices |E'? Topology view ||5Eh Network view ‘mf Deavice view nglgl
. r x
i d# [clopn Ersaaoisody] & [ Device overview g
2
=
Q*‘ w Module ... Rack Slot |laddress | Q address || &
¥ ] Projektierung_EKS-FN Pl T o 5 B
. o
Mailtddle v b Interface 0 oxi z
 th Devices & networks — Read: 128 bytes_1 0 1 68.195 2
D M\ L [ TPAETE RTINS - Wirite: 128 bytes_1 0 2 68..195
3 Tﬁ Ungrouped devices . -
» [4§ common data = "" w
¥ [5]) Documentation settings =4
» (@ Languages & resources 3
y [ Online sccess L e
g
3 "jﬂ Card Reader/USB memaory I =R
@
< i |8 )
v | Details view

10. If required, you can change the input address area in the control system for the module EKS read.

4 Siemens - C:\WUsersladmin\Documents\Automatisierung\Projektierung_EKS-PN\Projektierung EKS-PN

Project Edit VMiew Insert Online Options Tools Window Help .
. o Totally Integrated Automation
F (% Bl saveprojecr S M i 5 X Dy E: 5) MG B R F coonline ¥ coofiline gz AW > — | PORTAL
Projektierung_EKS-PN » Ungrouped devices » eks-pn [EKS-A-IIXA-G01-ST02/03/04]
Devices ‘E Topology view ||5E1, Network view ‘mf Device view Lmﬂ
r =
% d | [chopn ks pinacorszds] @ B * 0 [ [ Device overview | g
3
=
;,'QQ ¢ wodule .. |Rack  |Slot |laddress | Qaddress |Type Arti |8
~ B i G S & - ekspn 0 0 EKS-AdIXAGO1 ST..  106... | o
IEloe i ee » Interface 0 ox1 eks-pn ES
fre— Read: 128 bytes_1 o] 1 68...195 Read: 128 bytes ]
= - Wirite: 128 bytes_1 o 2 €} valid range: [0to 896) X
» % Ungrouped devices . L
+ [gi Common data = ‘y bl
» fj]] Documentation settings g
» [@ Languages & resources I ;
3 r\'m Online access " z
» (5@ Card ReaderiUSE memory - -
m @
< [ I[> i
~ ‘ Details view
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11. If required, you can change the output address area in the control system for the module EKS write.

1% Siemens - C:Wsers\admin\Documents\Automatisierung\Projektierung_EKS-PN\Projektierung_EKS-PN

Project  Edit  VMiew Insert Online Options Tools Wndow Help .
i Totally Integrated Automation
CF [H ] seveprojeat S W = X D T MEE R § coonline @ cooffline Jy AW 2 41" PORTAL
Projektierung EKS-PN » Ungrouped devices » eks-pn [EKS-A-IIXA-G01-ST02/03/04]
Devices ‘E Topology view ||5Eh Network view ||—|]1’ Device view |_IEJ,=J
T
At [ekspn s Aadecotsmoaide] 2] Y 5 Device overview ]
=
£
"S{‘ ¢ module .. |Rack  |slot |1address |Q address | Type Articl... |3
= S E S & ~ ekspn 0 0 EKS-AIXAGDTST..  1063...[ o
add e e b Interface 0 0x1 eks-pn ES
th Devices & networks | — Read: 128 bytes_1 0 1 68.195 Read: 128 bytes B
b mRct [CPU1Z1_5FC Dapcmd] [ Wirite: 128 bytes_1 o] 2 68..195 | Wirite: 128 bytes
4 % Epaenpeliiencns Z © valid range: [0 to 595] pr{=
» [g§ commen data = a’ ul
» riﬂ] Documentation settings g
» [ Languages & resources | E
¥ [ Online access L g
]
3 r‘j Card Reader/lUSB memory [ =3
@
<] [T I[> k
v | Details view

12. Save and compile your configuration. Then load it into the CPU.
» You can create your modules for the TIA project as usual and load them into the CPU.

»
Project Edit View Insert gnlwr\e Options  Toels  Window Totally Integrated Automation

5 [% B save project HEEx9:e: REEER F coonine PORTAL

Project tree m 4

|; Topology view ||ﬁg'h Network view ||—|]'|‘ Device view | [EE)

e T =
| ﬁ-f Network ” Connections 'JE !g ' :_'1- %J-._
1 10 system: PLC_1 PROFINET 10-System (100) | * | z

* ] Projektierung_EKS-PN L £
B Add new device r 8

g Devices & netwarks HLE] eks-pn u S

CPU 1215FC EKS-A-IIXA-GOT-.. 2

~ [ PLC_1 [CPU 1215FC DC/DCIDC]
IIY Device configuration

ﬂ Online & diagnostics E

@ safety Administration o

~ | gl Program blocks =
i

& Main [0B1] Eils.

20 FOB_RTG1 [0B123] iz
40 Main_safety RTG1 [FB1] 1" =

@ Main_Safery RTG1_DB [DB1] —3

b g System blocks E

@

» [ Technology objects v

+ | Details view
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8 Operation in the PROFINET

8.1

Communication

This chapter primarily describes communication between the CPU and the read/write station (referred to as
device in the following).

The communication between the control system and the device is either cyclic (write/read processes to and
from the Electronic-Key) or acyclic (diagnostic messages).

8.2 EKS alarms

Depending on the setting in the configuration, the EKS can send

» Diagnostics alarms

» Process alarms

» No alarms

to the control system (see chapter 7.2 Configuration settings).

Process alarms are written to a data area in the control system. The alarms have the following structure:

[byte word with alarm no.];[byte with alarm information]

Example

During an attempt to read the serial number of the Electronic-Key, byte no. 116 is entered as the start
address and 20 bytes as the number of bytes to be read. However, in this case the maximum possible
number of bytes is 8.

Description: Error during read access. Max. number of bytes allowed incorrect.

Depiction in the related data area in the control system: 0100;08

Alarm no. | Alarm information Description

Returns the max. number of bytes that are allowed | Read process terminated. Max. number of bytes
0100nex

to be read. allowed exceeded.

Returns the max. number of bytes that are allowed | Write process terminated. Max. number of bytes
0101 hex :

to be written. allowed exceeded.

Returns the number of bytes that has been entered | Write process terminated. Number of bytes is not a
0102 hex . . f

incorrectly. multiple of the block size 4.

Returns the start address that has been entered Write process terminated. Start address is not a
0103 hex : - -

incorrectly. multiple of the block size 4.
0104 hex Not used Electronic-Key not in the operating distance.
0105 pex Not used General Elegtronlc-Key communication error

(renewed write or read necessary).

0106 rex Not used Write attempt despite enabled write protection.

Deactivate write protection and restart device.
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8.3

Read/write operation

In read or write operation, following successful configuration, a transfer message is continually transferred to the
input area or from the output area of the control system during each 1/O cycle.

The number of bytes transferred cyclically is defined by the selection of the module in the GSD file.

i

8.3.1

=0

Information!

On the Electronic-Key read/write with 116 bytes freely programmable, the memory is organized in 4-
byte blocks. This means the start address must be given for writing in the range byte number 0 to byte
number 112, always in 4-byte steps (byte number 0, 4, 8 ... 112). Also a multiple of 4-byte sized blocks
must always be written (4, 8, 12 ... 116 bytes)!

However, during reading it is possible to access the memory byte-by-byte without the above-mentioned
restriction for writing.

The Electronic-Key read/write also has a unique 8-byte serial number that is permanently written to the
memory during the Electronic-Key production process. The serial number can therefore not be changed.
The serial number is used for secure distinction of every single Electronic-Key. It is necessary that all 8
bytes are completely evaluated for secure distinction. The serial number is appended to the freely
programmable memory. The serial number can be read by entering the start address byte number 116
and the number of bytes 8.

Input area (read process)

Information!

If a specific start address is not defined, the user data are cyclically transferred to the input area of the
control system starting from byte no. 0 on the Electronic-Key. The number of bytes with user data
transferred cyclically from the Electronic-Key depends on the setting in the configuration software for the
control system (see section 7.2.2.2 Parameter Start address and 7.2.2.3 Parameter Number of bytes).

Input area of the PROFINET CPU
Byte no. Description Function

0 Status byte (see below)

127

1_ Max. 124 bytes user data from the Electronic-Key plus 3 bytes
Receive data reserve. If fewer bytes of data were selected during configuration,

these are filled with Onex.

The following status information is transferred in the status byte (byte no. 0, see above):

Status byte

Bit no. Description (active with bit = 1) | Function
After successful configuration the device signals that it is ready via bit
Device ready for operation no. 0. Readiness should be continuously monitored by the
application.
. The detection of a valid Electronic-Key is signaled using bit no. 1.
! Electronic-Key detected Using this bit, the application can detect that new data are available.
2
3
4 Reserve
5
6 Job finished B|t no. 6 indicates that a write process has been successfully
finished.
7 Job in progress Bit no. 7 indicates that a write process is currently in progress.
Information!

/o

It is imperative all reserve bits are set to 0.
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8.3.2 Output area (write process)

i

Information!

When this command is used, the Electronic-Key must be in the Electronic-Key adapter, and must be
removed from within the operating distance only after the reply message has been received.

As the serial number of the Electronic-Key cannot be written, the start address for the data to be written
is limited to byte no. 0 to byte no. 112.

Output area of the PROFINET CPU

Byte no. Description Function
0 Command byte (see below)
Defines first byte in the memory of the Electronic-Key that is written
1 Start address on setting bit no. 0 in the command byte. Start address of user data:
Byte no. 0,4,8 ... 112.
Defines the number of bytes in the memory of the Electronic-Key that
2 Number of bytes are written on setting bit no. 0 in the command byte. Number of bytes
of user data: 4, 8, 12 ... 116 bytes.
3 Not used
4_1 If bit no. 0 in the command byte is set to 1, the content of these bytes
: Transmit data is written to the Electronic-Key starting from the start address
y defined.
119
120
: Not used
127

In the command byte it is defined whether data are written to the Electronic-Key.

Command byte
Bit no.

Description (active with bit = 1)

Function

Write Electronic-Key

After this bit is set, the content of "Transmit data" is written to the
Electronic-Key in place, starting at the "Start address" and with the
length "Number of bytes". On the completion of the write process, bit
no. 6 in the status byte in the input area of the CPU is set. Bit no. 0 in
the command byte in the output area of the CPU must then be set to
0 so that a new write process can be started.

N[OOI WN =

Reserve

/o

Page 34/42

Information!
It is imperative all reserve bits are set to 0.

Subject to technical modifications 2516210-02-02/24a



Manual EKS PROFINET EUCHNER

9 Analysis and assignment of DCP name via web interface

As an alternative to communication via PROFINET, it is possible to communicate with the EKS read/write
station from a PC with the aid of web browser via TCP/IP. The feature can be used, e.g., for analysis, to read
data from the memory in the Electronic-Key and to display them in the browser. The DCP name of the device
can also be set via the web browser (see also DIP switch settings in chapter 4.7.3).

This process is described in detail in the following sections.

9.1 Network settings for a configuration PC with Windows®

Information!
» Itis assumed that you connect the PC to the EKS read/write station as shown in the following
example.

For connection, you need a (Cat 5) patch cable.

You must first modify the network settings on the PC so that the web interface can be opened.
Enter IP address for the PC from 192.168.1.2 to 192.168.1.254.

Enter subnet mask for the PC as 255.255.255.0

/o
vV v v Vv

Subnet-Mask 255.255.255.0

—

IP 192.168.1.2
IP192.168.1.1

Config-PC

Wind ® Network-Cable
indows

10/100 BaseTX
L | Twistet Pair, Cat5

Figure 4: Configuration PC connection
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Adapting network settings

1.

Select Network & Internet in your operating system and click Change adapter options.

Settings

e

Home

| Find a setting

°F

(I‘D

Network & Internet

Status

WiFi

Ethernet

Dial-up

VPN

Flight mode

Mobile hotspot

Data usage

@ Proxy

Ethernet

Ethernet

g Nicht identifiziertes Netzwerk
No Internet

Related settings
Change adapter options

Change advanced sharing options
Network and Sharing Centre
HomeGroup

Windows Firewall

Do you have a question?
Get help

Make Windows hetter

Give us feedback

[m]

x

2. Right-click Ethernet and then click Properties.

‘& MNetwork Connections

4~ % > Control Panel » All Control Panel ltems > Network Connections >

Organise =

A

Page 36/42

Disable this network device

Ethernet

Nicht identifiziertes Metzwe...

Intel(R) Ethernet { G

WLAN

A
Disable

Status

Diagnose

Diagnose this connection

Bridge Connections

Create Shortcut
Delete

Rename

¢ ee (@

Properties

Rename this connection

= Mot connected

ual Band Wireless...

Subject to technical modifications
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3. Open the Properties for Internet Protocol Version 4 (TCP/IPV4).

:—, Ethernet Properties *

Networking  Sharing
Connect using
&P intel(R) Ethemet Connection 1219-LM

This connection uses the following items:

v B Client fir Microsoft-Netzwerke

™ 8 Datei- und Druckerfreigabe fiir Microsoft-Netzwerke
v 'QOOS—Paketplaner

S iicmeiprotokoll. Version 4 (TCP/1Pv4) |

[ s Microsoft-Muttiplexomprotokoll fir Netzwerkadapter
W 5 PROFINET IO protocol (DCP/LLDP)

¥ 4 Microsoft-LLDP-Treiber

< >

Install... Uninstal Properties

Description

TCP/IP, das Standardprotokoll fur WAN-Netzwerke, das den

Datenaustausch dber verschiedene, miteinander verbundene
Netzwerke ermoglicht.

OK Cancel

In order to ensure that the EKS read/write station and the configuration computer are in the same network,
you must assign your configuration PC an IP address in the same subnet mask as the read/write station. On
delivery, the default IP of the device is 192.168.1.1 and the subnet mask is 255.255.255.0. As a
consequence you can allocate to the configuration computer, e.g. any IP address between 192.168.1.2 and
192.168.1.254. In this example, the configuration PC is assigned the IP address 192.168.1.2.

Internetprotokoll, Version 4 (TCP/IPv4) Properties

et

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(®) Use the following IP address:

IP address: [192.168. 1 . 2 |
Subnet mask: | 255.255.255. 0
Default gateway:

Obtain DNS server address automatically

(® Use the following DNS server addresses:

Preferred DNS server:

Alternative DNS server:

[[Jvalidate settings upon exit Adyanced. ..
=

5. Click the OK button to confirm your entries.

The EKS read/write station can now be configured via the integrated web interface as described in chapter 9.2.
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9.2 Configuring the read/write station via the web interface
The device can be configured with a web browser.

If you want to operate the device with a self-defined DCP name, you can configure the device using a PC. A
PROFINET control system is not required during this process. This is the fastest method, particularly if several
devices have to be configured. The configuration PC must meet the following requirements:

» Network card
» Web browser (e.g. Internet Explorer)

» If the configuration PC features a firewall, it may be necessary to enable the EKS read/write station as a
trustworthy application. Refer to the firewall documentation for further information.

Launching the EKS web interface

Use of the web interface is described below.

Q
H You will find the DIP switch setting for activating the web interface in chapter 4.7.3

1. Open a browser window and enter the default IP address (http://192.168.1.1/). If necessary, first reset the
default IP address (see chapter 6.1.1.1).

» The Information screen of the EKS web interface is now displayed.

B & | B9 EKS PROFINET X S = | X
s = O & () 192.168.1.1 e s B
EUCHNER
More than safety.

=Y

ELECTRONIC-KEY-SYSTEM EKS

EKS PROFINET
Input area of the PROFINET CPU (hexadecimal)

Status byte| Receive data
00 0 0 00 00 00 00 OO Q0 00 0 oo ool
00 0 00 00 00 00 0O QO 0 oo ool
00 0 0C o0 00 00 0 oo 00|

01 0o 0 o 00 00 00 0 00 oo|
oo o 00 oo 00 0 00 oo|
0o o 00 00 00 0 00 oo|
oo 0 o 00 o 00 o 00 0|
oo 0 00 00 on 00 00 00 00 00

EUCHNER GmbH + Co. KG Tel 449 711 75870
Kohlhammerstraie 16 Fax 449 711 753316
D-70771 Leinfeld de

 Copyright 2015 EUCHNER GmbH + Co. KG - All rights reserved
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2. Click Configuration.

» The Configuration screen of the EKS web interface is now displayed.

B a
= =

9 EKS PROFINET

O @

X =

() 192.168.1.1/configuration

html

o ]

*| kL @
EUCHNER

More than safety.

x

ELECTRONIC-KEY-SYSTEM EKS

Information Configuration

EKS PROFINET

Ethernet (MAC)-Address: |00:1A:5C:03:82:B5

Firmware Version:
IP-Address:
Subnet Mask:
Send

EUCHNER GmbH + Co. KG
Kohlhammerstraie 16
D-70771 Leinfelden-Echterdingen

Tel. +49 711 7597-0

info(at)euchner de

Fax +49 711 753316

@ Copyright 2015 EUCHNER GmbH + Co. KG - All rights reserved.

Enter the required DCP name.
Click the Send button.

The following message is displayed: The settings were saved, to apply settings please switch power

off/on...

Interrupt the power supply and connect the device again in order to adopt the settings.

Information!

With the modular interface adapter, the RESET button on the front can be used to disconnect the power

supply and restart the device.

2516210-02-02/24a
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9.3 Reading Electronic-Key data using the web interface

You can use the web interface to view the status byte (see chapter 8.3.1) and the receive data from the memory
of the Electronic-Key that is currently in the Electronic-Key adapter. The Electronic-Key data cannot be changed
via the web interface. The value of the individual bytes is displayed in hexadecimal notation.

Receive data are displayed in addition to the status byte. In the example below, the number of bytes displayed
corresponds to the factory setting respectively to the module for reading of 128 bytes (see chapter 7.2.1) in the
GSD file. In the example below, the overall data block is structured as follows:

Status byte window:
» 1 byte from device (does not correspond to the true PROFINET connection)

Receive data window:
» 116 bytes from the Electronic-Key, freely programmable

» 8 bytes from the Electronic-Key, serial number - see red frame in example below
» 3 bytes with value 00, padding data (reserve) - see green frame in example below

A data block with 124 bytes in total from the Electronic-Key is sent via PROFINET, for example, to the control
system if the >>Read: 128 bytes<< module was selected and the start address >>0<< and the number of bytes
>>124<< were set in the parameters during configuration. This is the factory setting.

Information!

[o]
]I In order to read the data of a newly placed Electronic-Key, it is necessary to use the >>Update (typically
F5)<< function in the web browser.

B <3 3 EKS PROFINET X B P Ly
& ) A (D 192.168.1.1 Y 5= e
EUCHNER

More than safety.

ELECTRONIC-KEY-SYSTEM EKS

Information Configuration

EKS PROFINET

o

Status byte

EUCHNER GmbH £ Co. KG Tel +40 711 7507-0
Kohlhammerstrale 18 Fax +40 711 753318
D-70771 Leinfeld de

 Copyright 2015 EUCHNER GméH + Co. KG - All rights reserved

Page 40/42 Subject to technical modifications 2516210-02-02/24a



Manual EKS PROFINET EUCHNER

10 Exclusion of liability and warranty

In case of failure to comply with the conditions for correct use (see chapter 1.4), or if the safety instructions are
not followed, or if any servicing is not performed as required, liability will be excluded and the warranty void.

11 Service and repair

» No servicing is required.

» Remove dirt from the key and the key adapter using a soft cloth and solvent-free, non-abrasive cleaning
agents.

Repairs are to be made only by the manufacturer.

On version EKS FSA devices, the safety-related functions must be checked at regular intervals.
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