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Federal Communication Commission
| nterference Satement

FCC Part 15

This equipment has been tested and found to comigiythe limits for a Class B
digital device, pursuant to Part 15 of FCC Ruldsge limits are designed to provide
reasonable protection against harmful interferen@eresidential installation. This
equipment generates, uses, and can radiate radjodincy energy and, if not installed
and used in accordance with the instructions, naage harmful interference to radio
communications. However, there is no guaranteeitbetference will not occur in a
particular installation. If this equipment does saharmful interference to radio or
television reception, which can be determined byihg the equipment off and on,
the user is encouraged to try to correct the iaterfce by one or more of the
following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipmedneariver.

3. Connect the equipment into an outlet on a dirdifferent from that to
which the receiver is connected.

4. Consult the dealer or an experienced radio teramfor help.

FCC Caution

This equipment must be installed and operatedcenradance with provided
instructions and a minimum 20 cm spacing must beiged between computer
mounted antenna and person’s body (excluding exiesnof hands, wrist and feet)
during wireless modes of operation.

This device complies with Part 15 of the FCC Ru@geration is subject to the
following two conditions: (1) this device may natuse harmful interference, and (2)
this device must accept any interference receivetlyding interference that may



cause undesired operation.

Any changes or modifications not expressly apprdwethe party responsible for
compliance could void the authority to operate pment.

Federal Communication Commission (FCC) Radiation Ex  posure
Statement

This equipment complies with FCC radiation expos#teforth for an uncontrolled
environment. In order to avoid the possibility ateeding the FCC radio frequency
exposure limits, human proximity to the antenndlsta be less than 20cm (8 inches)
during normal operation.

The antenna(s) used for this transmitter must aatdslocated or operating in
conjunction with any other antenna or transmitter.



R& TTE Compliance Satement

This equipment complies with all the requiremeritBRECTIVE 1999/5/EC OF
THE EUROPEAN PARLIAMENT AND THE COUNCIL of March 9,999 on radio
equipment and telecommunication terminal Equipnagt the mutual recognition of
their conformity (R&TTE).

The R&TTE Directive repeals and replaces in theaive 98/13/EEC
(Telecommunications Terminal Equipment and Sag¢eltiarth Station Equipment) As
of April 8, 2000.

Safety

This equipment is designed with the utmost careffersafety of those who install
and use it. However, special attention must be fmaitle dangers of electric shock
and static electricity when working with electriegluipment. All guidelines of this
and of the computer manufacture must therefordlbeed at all times to ensure the
safe use of the equipment.

EU Countries Intended for Use

The ETSI version of this device is intended for lecand office use in Austria,
Belgium, Denmark, Finland, France, Germany, Grekelgnd, Italy, Luxembourg,
the Netherlands, Portugal, Spain, Sweden, and tiitedJKingdom.

The ETSI version of this device is also authorimrduse in EFTA member states:
Iceland, Liechtenstein, Norway, and Switzerland.

EU Countries Not intended for use

None.
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Chapter I: Product Information

1-1 Introduction and safety information

Thank you for purchasing this wireless broadbandetd This high
cost-efficiency router is the best choice mall office / Home office
users, all computers and network devices can shsirggle xDSL / cable
modem internet connection at high speed. Easyllipstacedures allows
any computer users to setup a network environnmeveny short time -
within minutes, even inexperienced. When the nunolbgour computers
and network-enabled devices grow, you can alsorekgige number of
network slot by simple attach a hub or switch,xterd the scope of your
network!

With built-in IEEE 802.11b/g/Draft-N wireless netrocapability, all
computers and wireless-enabled network deviicetuding PDA,
cellular phone, game console, and modh connect to this wireless
router without additional cablingNew Draft-N wireless capability also
gives you the highest speed of wireless experienas! With a
compatible wireless card installed in your PC, yoan transfer file for
up to 150Mbps (transfer data rate)! The radio coage is also doubled,
so don’t worry if your office or house is really i

Other features of this router including:

» High Internet Access throughput

* Allow multiple users to share a single Internet line

e Supports up to 253 users

» Share a single Cable or xDSL internet connection

* Access private LAN servers from the internet

* Four wired LAN ports (10/200M) and one WAN port (10/100M)

* Provides IEEE 802.11b/g/Draft-N wireless LAN capability

» Support DHCP (Server/Client) for easy IP-address setup

» Support multiple wireless modes like: AP, Station-Infrastructure,
Wireless Bridge and Universal Repeater.



Advanced network and security features like: Special Applications, QoS,
DMZ, Virtual Servers, Access Control, Firewall.

Allow you to monitor the router’s status like: DHCP Client Log, System
Log, Security Log and Device/Connection Status

Easy to use Web-based GUI for network configuration and
management purposes

Remote management function allows configuration and upgrades from
a remote computer (over the Internet)

Auto MDI / MDI-X function for all wired Ethernet ports.



1-2 Safety Information

In order to keep the safety of users and your ptigse please follow the
following safety instructions:

1. This router is designed for indoor use only; BOT place this router
outdoor.

2. DO NOT put this router at or near hot or hunlecps, like kitchen or
bathroom. Also, do not left this router in the casummer.

3. DO NOT pull any connected cable with force; dratect it from the
router first.

4. If you want to place this router at high placesiang on the wall,
please make sure the router is firmly securedirfgaifom high places
would damage the router and its accessories, anama will be void.

5. Accessories of this router, like antenna andgy@aupply, are danger to
small children under 3 years old. They may putstimall parts in their
nose or month and it could cause serious damatlpeto. KEEP THIS
ROUTER OUT THE REACH OF CHILDREN!

6. The router will become hot when being useddagltime This is
normal and is not a malfunction)DO NOT put this router on paper,
cloth, or other flammable materials.

7. There’s no user-serviceable part inside theerolftyou found that the
router is not working properly, please contact yodealer of purchase and
ask for help. DO NOT disassemble the router, wayrasil be void.

8. If the router falls into water when it's power&D NOT use your
hand to pick it up. Switch the electrical power lofffore you do anything,
or contact an experienced technician for help.

9. If you smell something strange, or even see simake coming out
from the router or power supply, remove the powsgpsy or switch the
electrical power off immediately, and call dealéparchase for help.



1-3 System Requirements

Internet connection, provided by xDSL or cable modem with a RJ-45
Ethernet port.

Computer or network devices with wired or wireless network interface
card.

Web browser (Microsoft Internet Explorer 4.0 or above, Netscape
Navigator 4.7 or above, Opera web browser, or Safari web browser).
An available AC power socket (100 — 240V, 50/60Hz)



1-4 Package Contents

Before you starting to use this router, please kifebere’s anything
missing in the package, and contact your dealpuafhase to claim for
missing items:

1Broadband router (main body, 1 pCS).......covvvviiiiiiiiiiiinnns 1
JQuick installation guide (1 PCS) ...vvvviiiiiiiiiiiii e 2
JUser manual CDROM (L1 PCS) vovviiviiiiiie e e e 3
(JA/C power adapter (L PCS) «vvvvveriiiiiee e et ee e en e e 4



1-5 Familiar with your new wireless broadband route

ed

Front Panel
WAN  —— LAN ——
O O O O Owiwm
O o C C O O O
150N Wireless LAN Broadband Router PWR WLAN 1.2 3 4
LED Name | Light Status | Description
PWR ON Router is switched on and correctly power
On Wireless network is switched on or WPS
mode is on.
WLAN Off Wireless network is switched off
Flashing Wireless LAN activity (transferring or
receiving data).
WAN On WAN port (Internet) is running at 100Mbps
10/100M Off WAN port (Internet) is running at 10Mbps
Flashing WAN activity (transferring or receivingtda
On WAN port is connected
WAN :
LNK/ACT Off WAN port is not connected
Flashing WAN activity (transferring or receivingtda
LAN On LAN port is running at 200Mbps
10/100M Off LAN port is running at 10Mbps
LAN On LAN port is connected
Off LAN port is not connected
LNK/ACT

Flashing

LAN activity (transferring or receivingtda




Back Panel

H Antenna A ﬂ Antenna B

Moo TXIXTXIT

Power Reset/WPS 4 3 WAN /I
I— __Jt—

Item Name | Description

Antenna A/B These antennas are 3dBi dipole antennas

Power Power connector, connects to A/C power adapte

Reset / WPS Reset the router to factory defauingst(clear all settings) or
start WPS function. Press this button and hold.tbseconds to
restore all settings to factory defaults, and ptiessbutton for less
than 5 seconds to start WPS function.

1-4 Local Area Network (LAN) ports 1 to 4.

WAN Wide Area Network (WAN / Internet) port.




Chapter Il: System and Network Setup

2-1 Build network connection

Please follow the following instruction to buildetimetwork connection
between your new WIRELESS router and your computessvork
devices:

1. Connect your xDSL / cable modem to the WAN pdrouter by

Ethernet cable.
ADSL or %
Cable Modem

e o LA

L Power Reset\WPS 4 3 2 1 WAN J

T J C__Jt—-d

2. Connect all your computers, network deviceswogk-enabled
consumer devices other than computers, like gamsabe, or switch /

hub) to the LAN port of the router.

N o

I o [ L L L

Power Reset/WPS 4 3 2 1 WAN J

|

Switch/ Hub




3. Connect the A/C power adapter to the wall sqcked then connect it

to the ‘Power’ socket of the router.

Sk g B
-Ie Cable Modem
K -

0 LG —

4 3 2 1 WAN 1

Power Reset/WPS
 — 1

Switch/ Hub

4. Please check all LEDs on the front panel. ‘P\MED should be
steadily on, WAN and LAN LEDs should be on if treputer /
network device connected to the respective pat@fouter is
powered on and correctly connected. If PWD LEDason, or any
LED you expected is not on, please recheck therggldr jump to
‘4-2 Troubleshootingfor possible reasons and solution.



2-2 Connecting to wireless broadband router by lrelwser

After the network connection is built, the nexdsiyou should do is
setup the router with proper network parameter, c@n work properly
In your network environment.

Before you can connect to the router and starfigarmation
procedures, your computer must be able to get anldiress
automatically (use dynamic IP address). If it'stealise static IP address,
or you're unsure, please follow the following ingttions to configure
your computer to use dynamic IP address:

If the operating system of your computer is....

Windows 95/98/M e - please go to section 2-2-1

Windows 2000 - please go to section 2-2-2
Windows XP - please go to section 2-2-3
Windows Vista - please go to section 2-2-4

2-2-1 Windows 95/98/Me IP address setup:
1. Click ‘Start’ button (it should be located ater-left corner of your

computer), then click control panel. Double-clId&tworkicon, and
Networkwindow will appear. Select ‘TCP/IP’, then click tjrerties’.

10



Hetwork E |

Canfiguratian | Identifin:atin:nnl Arocess En:nntr-:nll

The following nebwork. components are inztalled:

Client for Microsaft Mebworks
Client for Metsfare Metwarks

BMI:JE.therF'nwer Adapter [SMC3432)
IF/5 P ompatible Protocal

4

.'---1-“" wEEmy
\ :"‘ . L ...‘
| &dd... I Bemove : Properties.. %
N ‘0'
Prirary Metwark. Logaon: LT T
I Client for Microzoft Metworks j

File and Frint Sharing... |

Drezcription

TCRAR iz the protocol vou use to connect to the Intermet and
wide-area networks.

k. | Cancel |

2. Select ‘Obtain an IP address from a DHCP senmt’'then click ‘OK’.

11



TCP/IP Properties H |

Bindingz I Advanced I DMS Configuratian |
G atewway I "wIMNS Configuration IP Address

An IP addresz can be automatically azzigned to thiz computer
by a DHCF zerver. IF your netwaork, does nat hawve a DHCP
zerver, ask your netwark, administrator for an addrezs, and then
tupe it in the space below,

. " Obtain an IP address from a DHCP server

EEE NN NN NN NN NN NN NN NN NN NN EEEEEEEEEN
’ — % Specify an |P address;

IP Address: | i ) |

Subnet Mazk: | . . . |

N 0
¥ -
.
LTI L

2-2-2Windows 2000 IP address setup:

1. Click ‘Start’ button (it should be located awer-left corner of your
computer), then click control panel. Double-clditwork and Dial-up
Connectiondcon; click Local Area ConnectionandLocal Area
Connection Propertiesvindow will appear. Select ‘Internet Protocol
(TCP/IP)' and then click ‘Properties’

12



Local Area Connection Properties 7] x|

eneral |

Connect using:

I Fealtek RTLA023[45] PCI Ethernet Adapter

Components checked are uzed by thiz connection;

Cligralsfor #AiErastikMebyprks
g‘File and Printer Sharing for Miqn:us':uft M etworks

FInternet Pratocal [TCP/AR] 3G
o %
] .*
.....IIIII-I‘---“ \ PELLLLLL T oS
o* MR
o o
. ol .
Irstall... | Uninztall " Froperties .:
* .
.. L 4 *
D escription S e

Tranzmizzion Control Protocold/lnternet Protocal. The defaulk
wide area network protocol that provides communication
acrozs diverze interconnected netwarks.

¥ Show icon in tazkbar when connected

] | Cancel |

2. Select ‘Obtain an IP address automatically’ ‘@tatain DNS server
address automatically’, then click ‘OK’.

13



Internet Protocol {TCP/IP) Properties ed A

General

“ou can get IP settings aszigned automatically if pour network, supports
thiz capability. Othenwize, you need to azk pour nebwork, administrator for
the appropriate [P zettings.

S U NI NN NN NN NS NN NSNS NN EESENEEEEEEEEEEEEE

E % Obtain an IP address autoratically
, ' il e i F eaddpes
|F addrezs: I

Subnet mask; I

[refault atewaw I

E ' Obtain DM5 server address automatically E
Lo LA W2 S my TN S SaAEY LAt gt n e m nannu s el

Ereferred NS zemer I

Alternate NS server: I

:: ] b Cancel

2-2-3Windows XP IP address setup:

1. Click ‘Start’ button (it should be located atvier-left corner of your
computer), then click control panel. Double-cldktwork and Internet
Connectionsgcon, click Network Connectionsthen double-click.ocal
Area Connection, Local Area Connection Statusndow will appear,
and then click ‘Properties’

14



-4 Local Area Connection Properties

General | Authentication | Advanced |

Connect using:
& AMD PCHMET Familp PCI Ethernet Ad |

Thiz connechion uzes the following items;

v 5 Client fior Microzoft Metworks
v .% Fil‘e_qnd Fiinlﬂr.ﬁhau'qg for Microzaft Metworks
| JBYIoS Packet Scheduler " *e,

*
¥
P LLLLLLY
L LT T T T L L e +* * ..".
[ Install... ] Lynztal -'I Properties ]“.
s &
[ *
Dezcription ‘. —*

RLY T A
Tranzmizsion Control Protocal/Intemet Pratocol: The default
wide area network, protocal that provides communication
acrozs diverse interconnected netwarks,

[ ] 5how icon in notification area when connected
Hatify me when this connection has limited or no connectivitg

[ Ok J[ Cancel ]

2. Select ‘Obtain an IP address automatically’ ‘@tatain DNS server
address automatically’, then click ‘OK’.
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Internet Protocol (TCP/IP) Properties

General | Allernate I:l:unfiguraticnn_

Y'ou can get 1P settings azsigned automatically if your network, supparts
thiz capability, Othensize, vou need to azk pour nebwork, administrator for
the appropriate IP zettings.

E{?_:IEEII:utain an |F address automaticallé
ﬂ ={:|LF§E1F|ET&MW|F-3MEM....................
;

.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
= (%) Obtain DMS server address automatically

=t'j sehe taliing DRS server addiasies " """ 200t

suEENy
«® v,

:‘[ OF. _]‘3 Cancel ]

2-2-4Windows Vista IP address setup:

1. Click ‘Start’ button (it should be located atver-left corner of your
computer), then click control panel. Cligkew Network Status and
Tasks and then clickvianage Network ConnectionRight-click Local
Area Network, then select ‘Properties’. Local Arézonnection
Propertieswindow will appear, select ‘Internet Protocol Vers4 (TCP /
IPv4), and then click ‘Properties’

16



E—Mﬁm Connection Properties x|
MNetworking I
Connect using:

| & intel(R) PRO/1000 MT Network Connection

Configure
This connection uses the following tems:

"% Cliert for Microsoft Netwarks

il 8005 Packet Scheduler

v .@ File and Printer Sharing for Microsoft Networlcs

W i intemet Proternt \'Ersﬂdn ﬁ'{-'I'C-H,ﬁIF‘UBI

v ¢

W . Link Lﬁ?er‘l'apabgyﬂlﬂm:“w Cer ,"'G Driver
Wl - Link-Layer Topology Discovery Resp

““IIIIIIIII..
o Properties .I",
. - “’0
1~ Description SEArasasnnntt

Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

Imstall.. I

oK | Cancel |

2. Select ‘Obtain an IP address automatically’ @tatain DNS server
address automatically’, then click ‘OK’.

17



: Internet Protocol Yersion 4 (TCP/IPvd) Properties 7 x
General ].ﬁ.lternate Configuration ]

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings,

E f+ Dbtain an IP address automatically:
’ :Iﬂt@el&lefelmngpﬂddm“:ullllllllllllllllll

il

FEL LR L L LR L L]

E * Obtain DNS server address automatically
ang LR RS DS SEM S P A R R n R R R R Runs

'.:;=':::;f":':i-: SErYER |

Advanced...

ISLLLLEY S
v

. 3
S *

: K % Cancel ‘

. o

". ‘A

Y *
*apppanst?®

18



2-2-5 Router IP address lookup

After the IP address setup is complete, pleask iart’ -> ‘run’ at the
bottom-lower corner of your desktop:

home user

Internet __J My Documents
Internet Explorer e

; E} My Recent Documents »
+] E-mail

outlook Express __GJ My Pictures

Command Prompk __5 My Music

" P o

5’ My Computer
MaM

9’ Conkral Fanel
Windows Media Playver

@, Set Program Access and
Defaulks

Windows Messenger

“O4HE OB

j&é Printers and Faxes

&

I Tour Windows ¥P t_’) Help and Support

y | Files and Settings Transfer )_) Search

Wizard

@] Log Gff |“6| Turn OFf Computer

All Programs D

Input ‘cmd’, then click ‘OK’

= Type the name of a program, folder, document, ar

e Internet resource, and Windows will open it For wou,

Qpen: | emd| w |

’ | ok || cancel || Browse.. |

19




Input ‘ipconfig’, then press ‘Enter’ key. Pleasesch the IP address
followed by ‘Default Gateway’ (In this example, tHeaddress of router
Is 192.168.2.1please note that this value may be differgnt.

e C:AWINDOWS\system3 2\cmd. exe

C:wripconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =

IP Addwess. . . . . . . . . . . . = 192.168.2.3
Subnet Mask : 255.255.255.8
Default Gateway 19216821

*

NOTE: If the IP address of Gateway is not displayed , or the address followed
by ‘IP Address’ begins with ‘169’, please recheck n  etwork connection
between your computer and router, and / or go to th e beginning of this
chapter, to recheck every step of network setup pro cedure.

3. Connect the router’s management interface bylwetser

After your computer obtained an IP address fronteigplease start your
web browser, and input the IP address of routeduoiress bar. The
following message should be shown:

Connect to 192.168.2.1

>

0

Default: admini1234
Liser name: i v
Password:

[ 1remember my password

[ Ok J l Canicel

20




Please input user name and password in the fisfzeotively, default
user name is ‘admin’, and default password is ‘12Bé&n press ‘OK’
button, and you can see the web management inteofabis router:

3 Wireless Router - Microsoft Internet Explorer E|@"2|
Edit o

o

Tools  Help

File

\J Hark k_’j @ @ _h /':-J Search ‘\;.::?Favorrtes @ [f::f- :Ig ﬂ

fddress |@ http: {192, 168.2.1/index. asp

Broadband Router

Yiew  Favorites

Home | General Setup .Etatu's Tool
i

Quick Setup Wizard
The Gluick Setup Wizard provides only the necessary configurations to
cannect your Broadband router to your Intermet Service Provider (I5F)
through an external cable or a DSL modem.

General Setup

The Broadband router supports advanced functions like Yirtual Server,
Access Control, Hacker Attack Detection and DMZ. We highly
recommend you keep the default settings.

General Setup

Status information

The Broadband router's status information provides the following
infarmation about your Broadband router; Hardware/Firrmware version,
Serial Mumber, and its current operating status,

QuickSetup

Tools

Tools

Eroadband router Tools - Toals include Configuration tools, Firmware
upgrade and Reset. Configuration tools allow you to Backup, Restare, or
Restare to Factory Default setting for your Broadband router. The
Firmware upgrade tool allows you to upgrade your Broadband router’s

firrmweara Tha BESET tanl allowee wnit tn racat wonr Broadbhand raotar

8 Internet

=

NOTE: If you can't see the web management interface , and you're
being prompted to input user name and passwo  rd again, it means you
didn’t input username and password correctly. Pleas e retype user
name and password again. If you're certain aboutth e user name and
password you type are correct, please go to ‘4-2 Tr  oubleshooting’ to
perform a factory reset, to set the password backt o default value.

TIP: This page shows the four major setting categor  ies: QuickSetup,
General Setup, Status, and Tools. You can find the  shortcut which
leads to these setting categories at the upper-righ  t corner of every
page, and you can jump to another category directly by clicking the
link, and don’t have to go back to the first page.
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HERE!

2-3 Using ‘Quick Setup’

This router provides a ‘Quick Setup’ procedure,akhwill help you to
complete all required settings you need to acdesiternet in very short
time. Please follow the following instructions tongplete the ‘Quick
Setup’:

Please go to QuickSetup menu by clicking ‘Quickdbutton.

<& Wireless Router, - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help

\‘_J;l Hark LJ;J @ @ _:'_’. JI',:.‘J'Search *Favorrtes @ EE- h—;; ‘3

Address |42] http:/{192.168.2.1 findex. asp

Broadband Router | Home | Gensral Setup | Status | Tool |

Quick Setup Wizard
The Gluick Setup Wizard provides only the necessary configurations to
cannect your Broadband router to your Intermet Service Provider (I5F)
through an external cable or a DSL modem.

QuickSetup

General Setup

The Broadband router supports advanced functions like Yirtual Server,
Access Control, Hacker Attack Detection and DMZ. We highly
recommend you keep the default settings.

General Setup

Status information

The Broadband router's status information provides the following
infarmation about your Broadband router; Hardware/Firrmware version,
Serial Mumber, and its current operating status,

Tools

Tools

Eroadband router Tools - Toals include Configuration tools, Firmware
upgrade and Reset. Configuration tools allow you to Backup, Restare, or
Restare to Factory Default setting for your Broadband router. The
Firmware upgrade tool allows you to upgrade your Broadband router’s

firrmweara Tha BESET tanl allowee wnit tn racat wonr Broadbhand raotar

8 Inberret

i
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And the following message will be displayed:

1. Set Time Zone

(GMT-08:00)Central Time (US & Canada) vl 1

Davliaht Savi . :_-:_-_._-_._-_EEnahle Function 3
aylght savings : Tirmes From | January % [1 % TalJanuary %1+

Here are descriptions of every setup items: 4

Set Time Please pre:*; button, a drop-down list

Zone (1): will be shown, and you can choose a #aree of

the location you live.

Time Server Input the IP address / host namenaf server

Address (2): here

Daylight If the country you live uses daylightvmg,

Savings(3): please check ‘Enable Function’ boxd ahoose the

duration of daylight saving.

After you finish with all settings, please clickpfly’ (4) button.

NOTE: There are several time servers available oni nternet:

129.6.15.28 (time-a.nist.gov)
132.163.4.101 (time-a.timefreq.bldrdoc.gov)
131.107.1.10 (time-nw.nist.gov)

If you found that the time of router is incorrect, try another time server.

2. Broadband Type
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Broadband Type
Specify the WAN connection type required by your Internet Service Pravider. Specify a Cable modem, Fixed-IP xDSL, PFPoE xDSL
or PPTP xDSL connection.

O Cable Modem

A connection through a cable modem requires minimal configuration. When you set up an account with your Cable provider, the Cable
provider and your Broadband router will automatically establish a connection, so you probably do not need to enter anything more.

O Fixed-IP xDSL

Some xD3L Internet Service Praviders may assign a Fixed IP Address for your Broadband router. If you have been provided with this
information, choose this option and enter the assigned [P Address, Subnet Mask, Gateway |P Address and DNS IP Address for your
Broadband router.

© PPPoE xDSL

If you connect to the Internet using an xDSL Modern and your ISP has provided you with & Password and a Service Marme, then your
ISP uses PPPoE to establish a connection. ¥ou riust choose this option and enter the reguired information.

O PPTP xDSL

If you connect to the Internet using an xDSL Modem and your ISP has provided you with a Password, Local IP Address, Remote IP
Address and a Connection D, then your ISP uses PPTP to establish a connection. You must choose this option and enter the
required information.

© L2TP xDSL

Layer Twao Tunneling Protocal is a comman connection method used in xDSL connections.

O Telstra Big Pond
If your Internet service is provided by Telstra Big Pond in Australia, you will need to enter your information below, This information is
provided by Teistra BigPond.

Please choose the broadband (Internet connecyipa)ypu’re using in
this page. There are six types of Internet conaercthey are:

Cable Modem - Please go to section 2-3-1
Fixed-IP xDSL - Please go to section 2-3-2
PPPoE xDSL - Please go to section 2-3-3
PPTP xDSL - Please go to section 2-3-4
L2TP xDSL - Please go to section 2-3-5
Telstra Big Pond - Please go to section 2-3-6

If you're not sure, please contact your Internetise provider. A wrong
Internet connection type will cause connection ol and you will not
be able to connect to internet.

If you want to go back to previous step, pleassgpBack’ button on the
bottom of this page.

NOTE: Some service providers use ‘DHCP’ (Dynamic Ho st
Configuration Protocol) to assign IP address to you . In this case, you
can choose ‘Cable Modem’ as Internet connectiontyp e, even you'’re
using another connection type, like xXDSL. Also, som e cable modem
uses PPPOE, so you can choose ‘PPPoE xDSL'  for such cable modem
connection, even you're using a cable modem.
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2-3-1 Setup procedure for ‘Cable Modem™:

Cable Modem

[ tiosttame | 1
[ wacaaes [T 2
[ Clone Mac address ]
[ Back [ ok |3
Here are descriptions of every setup items:
Host Name (1): Please input the host name of gomputer, this is

optional, and only required if your service yiaer
asks you to do so.

MAC address (2): Please input MAC address of yaunputer here, if
your service provider only permits computer with
certain MAC address to access internet. If you're
using the computer which used to connect to
Internet via cable modem, you can simply press
‘Clone Mac address’ button to fill the MAC address
field with the MAC address of your computer.

After you finish with all settings, please click KO(3) button; if you
want to go back to previous menu, click ‘Back’.

2-3-2 Setup procedure for ‘Fixed-IP xDSL':

Fixed-IP xDSL

Enter the |P Address, Subnet Mask, Gateway |P Address and DNS IP Address provided to you by wour
ISP in the appropriate fields.

IP address assigned by your Service Provider : |1?2.1.1.1 | 1
Subnet Mask : =R uln 2

v 3
Sevice ot Gaoway hvires | XRERRY
[ Back || oK |
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Here are descriptions of every setup items:

IP address Please input IP address assigned
assigned by your by your service provider.
Service Provider (1):

Subnet Mask (2): Please input subnet mask assigyngdur service
provider

DNS address (3):  Please input the IP address db Batrver provided
by your service provider.

Service Provider Please input the IP address oSB3Mrver
Gateway Address (4): provided by your service glewi

You must use the addresses provided by your |  nternet service
provider, wrong setting value will cause connection problem.

When you finish with all settings, press ‘OK’ (f)you want to go back
to previous menu, click ‘Back’.

NOTE: You can choose this Internet connection metho  d if your
service provider assigns a fixed IP address (also k  now as static
address) to you, and not using DHCP or PPPoE protoc  ol. Please
contact your service provider for further informati on.
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2-3-3 Setup procedure for ‘PPPoE xDSL':

PPPOE

Enter the UUser Name and Password required by your ISP in the appropriate fields. If your ISP has

pravided you with a "Service Mame” enter it in the Service Mame field, otherwise, leave it blank.

E—Ty |
—— |
I |
(512<=MTU Yalug<=1492)

Connection Type : |Cnnnect on Demand V|
\dle Time Out : (1-1000minutes)

O Ol WDN PP

’ Back

Ok

Here are descriptions of every setup items:

User Name (1): Please input user name assigngabyInternet

service provider here.

Password (2): Please input the password assigyegbhr Internet

service provider here.

Service Name (3): Please give a name to thisreteservice, this is

optional

MTU (4): Please input the MTU value of your netkvor
connection here. If you dont know, you can use

default value.

Connection Please select the connection typetefnet
Type (5): connection you wish to use (detailedasmgiion
listed below).

Idle Time Out (6): Please input idle time out,tadled explanation

listed below).
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When you finish with all settings, please click ‘QK); if you want to go
back to previous menu, click ‘Back’.

MTU - Please use default value if you don’t know wh  atitis, or ask
your service provider for a proper value.

Connection Type - There are 3 options: ‘Continuous’ - keep internet
connection alive, do not disconnect, connect on Dem and - only
connects to Internet when there’s a connect attempt , and ‘Manual’ -
only connects to Internet when ‘Connect’ button on this page is
pressed, and disconnects when ‘Disconnect button is pressed.

Idle Time Out: Specify the time to shutdown interne  t connect after no
internet activity is detected by minute. This optio n is only available
when connection type is ‘Connect on Demand'.

2-3-4 Setup procedure for ‘PPTP xDSL:

PPTP xDSL requires two kinds of setting: WAN ingad setting (setup
IP address) and PPTP setting (PPTP user name asgqa). Here we
start from WAN interface setting:

« WAN Interface Settings
(&) Obtain an IP address automatically
Host Name :

MAC address = [ Clone Mac address

() Use the following IP address
IP address :

Subnet Mask :

Default Gateway :

Select the type of how you obtain IP address fronm gervice provider
here. You can choose ‘Obtain an IP address autoatigti(equal to
DHCP, please refer to ‘Cable Modem’ section abowe)Jse the
following IP address’ (i.e. static IP address).
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WAN interface settings must be correctly set, erltiternet connection
will fail even those settings of PPTP settings@eect. Please contact
your Internet service provider if you don’t know attyou should fill in
these fields.

Now please go to PPTP settings section:

+ PPTP Settings

| Userin:] |
— |
PPTP Gateway : |D.D.D-D |

— Comecionn:| (opne
1392 (512<= MTU Value<=1432)

G FUS B LS RE [ | Enable (far BEZEQ netwark in ISRAEL use only)

Connection Type : |Cnntinunus V|
Idle Time Out : SR L o 7

| Back || Ok |

a b~ ow N PP

(o))

Here are descriptions of every setup items:
User ID (1): Please input user ID (user name) gssd by your
Internet service provider here.

Password (2): Please input the password assigyegbhr Internet
service provider here.

PPTP Please input the IP address of PPTP gateway
Gateway (3): assigned by your Internet servicesigier here.
Connection Please input the connection ID hiéms,is

ID (4): optional and you can leave it blank.

MTU (5): Please input the MTU value of your netior

connection here. If you dont know, you can use
default value.

Connection Please select the connection typetefet
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type (6): connection you wish to use, please reféast
section for detailed descriptions.

Idle Time Please input the idle time out of iné&
Out (7): connection you wish to use, and refdagh section
for detailed descriptions

Setting item ‘BEZEQ-ISRAEL' is only required to atleif you're using
the service provided by BEZEQ network in Israel.

When you finish with all settings, please click ‘@®); if you want to go
back to previous menu, click ‘Back’.

2-3-5 Setup procedure for ‘L2TP xDSL':

L2TP is another popular connection method for x@28H other Internet
connection types, and all required setting itenastlae same with PPTP

connection.

Like PPTP, there are two kinds of required settwg]l start from ‘WAN
Interface Settings’:

« WAN Interface Settings
(&) Obtain an IP address automatically
Host Name :

MAC address = [ Clone Mac address

() Use the following IP address
IP address :

Subnet Mask :

Default Gateway :

Please select the type of how you obtain IP addressyour service
provider here. You can choose ‘Obtain an IP addaassmatically’ (equal
to DHCP, please refer to ‘Cable Modem’ section &)pwr ‘Use the
following IP address’ (equal to static IP addrgdsase refer to ‘PPPoE
xDSL section above).
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WAN interface settings must be correctly set, erltiternet connection
will fail even those settings of PPTP settings@eect. Please contact
your Internet service provider if you don’t know atlyou should fill in
these fields.

Now please go to L2TP settings section:

« L2TP Settings

1
Password : 2
L2TP Gateway : 3
MITLU : guiK:=w 512<=MTU Value==1492) 4
Connection Type : QRSN TaIAIE ¥ 5
Idle Time Out : (1-1000 minutes) 6
[ Back |[ ok |
.
Here are descriptions of every setup items:
User ID (1): Please input user ID (user name)igissd by your
Internet service provider here.
Password (2): Please input the password assigyegbhr Internet

service provider here.

L2TP Gateway (3): Please input the IP addressRT P gateway
assigned by your Internet service provider here.

MTU (4): Please input the MTU value of your netkvor
connection here. If you dont know, you can use
default value.

Connection Please select the connection typetefet
type (5): connection you wish to use, please reféast
section for detailed descriptions.

Idle Time Please input the idle time out of iné&d
Out (6): connection you wish to use, and refdagh section
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for detailed descriptions.

When you finish with all settings, please click ‘@QRK); if you want to go
back to previous menu, click ‘Back’.

2-3-6 Setup procedure for ‘Telstra Big Pond’:

Telstra Big Pond (Australia Only)

If your Internet service is provided by Telstra Big Pond in Australia, you will need ta enter your
infarmation below, This information is provided by Teistra BigPond.

User Name : 1
Password : 2

(1 User decide login server manually

Login Server : 4

| Back || ok |
5

This setting only works when you're using Telstig jpond’s network
service in Australia. You need to input:
User Name (1): Please input the user name asdiggelelstra.

Password (2): Please input the password assidpyetelstra.

User device login  Check this box to choose login
server manually (3): server by yourself.

Login Server (4).  Please input the IP addresogirl server here.

When you finish with all settings, click ‘OK (5%, you want to go back to
previous menu, click ‘Back’.

When all settings are finished, you'll see thedaling message displayed
on your web browser:
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Save sefting successfully!

Flease press APPLY button to restart the system for changes to take effect.
Apply

Please click ‘Apply’ button to prepare to restae touter, and you'll see
this message:

System Restarting! Please wait for a while !

ikl

Please wait for about 30 seconds, then click ‘@kitton. You'll be back
to router management interface again, and the raiteady with new
settings.
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2-4 Basic Setup

In this chapter, you’ll know how to change the timmne, password, and
remote management settings. Please start your me&sér and log onto
router web management interface, then click ‘Gdrigetup’ button on
the left, or click ‘General Setup’ link at the uppeght corner of web
management interface.

2} Wireless Router, - Microsoft Internet Explorer EWEWX'
S

File Edit Wew Favorites Tools Help L

\J Back ,‘J l_ﬂ @ _h /'._ﬁ-' Search ‘\;:\\?Favon'tes @ E_-'f- h_gl; ﬁ

Address |@ hitp:/{192,168.2.1 findex.asp Go | Links

Broadband Router

Home | General Setup | Stalus | Toal
f

Quick Setup Wizard
The Quick Setup Wizard provides only the necessary configurations to
connect your Broadband router to your Internet Service Provider (ISF)
through an external cable or a DSL moderm.

QuickSetup

General Setup

The Broadband router supports advanced functions like Virtual Server,
Access Control, Hacker Attack Detection and DMZ. We highly
recommend you keep the default settings.

General Setup

HERE!

Status Information

The Broadband router's status information provides the following
information about your Broadband router; Hardware/Firrmware version,
Serial Number, and its current operating status.

Tools

Tools

Broadband router Tools - Toals include Caonfiguration tools, Firmware
upgrade and Reset. Configuration toals allow you to Backup, Restare, or
Restare to Factary Default setting for your Broadband router. The
Firtrware upgrade tool allows you to upgrade your Broadband router's
firrrnasan & Tha BEGET tanl allawe wan tn vacat vone Benadhand enotar

0 Internet

.

2-4-1 Time zone and time auto-synchronization

Please follow the following instructions to setéimone and time
auto-synchronization parameters:

Please click ‘System’ menu on the left of web mamagnt interface, then
click “Time Zone’, and the following message wi# displayed on your
web browser: Please select time zone at ‘Set tone’zlrop-down list,
and input the IP address or host name of time sdfw®u want to

enable daylight savings setting, please check ‘leabnction’ box, and
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set the duration of daylight setting. When youdimiclick ‘Apply’.
You'll see the following message displayed on wednser:

Save setting successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to
restart the system for changes to take effect

[ Continue ][ Apply ]

Press ‘Continue’ to save the settings made and foaskeb management
interface; press ‘Apply’ to save the settings made restart the router so
the settings will take effect after it reboots.

NOTE: You can refer to the instructions given inla st chapter: ‘Using
Quick Setup’, for detailed descriptions on time zon e settings.

2-4-2 Change management password

Default password of this router is 1234, and itspthyed on the login
prompt when accessed from web browser. There'swaisgerisk if you
don’t change the default password, since everyanesee it. This is very
important when you have wireless function enabled.

To change password, please follow the followindrungions:
Please click ‘System’ menu on the left of web mamagnt interface, then

click ‘Password Settings’, and the following messagll be displayed
on your web browser:

Current Password : 1
New Password : 2
Confirmed Password : 3

[ Apply ] [ Cancel
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Here are descriptions of every setup items:

Current Please input current password here.
Password (1):

New Password (2): Please input new password here.

Confirmed Please input new password here again.
Password (3):

When you finish, click ‘Apply’. If you want to keegriginal password
unchanged, click ‘Cancel’.

If the password you typed in ‘New Password’ (2) donfirmed
Password’ (3) field are not the same, you'll seefdllowing message:

Microsoft Internet Explorer S|

L] E Password is nok matched, Please type the same password between 'new' and ‘confirmed' box,
L

Please retype the new password again when yolusee anessage.

If you see the following message:

ERROR: Password is not matched !

8]4 |

It means the content in ‘Current Password’ fieldiisng, please click
‘OK’ to go back to previous menu, and try to inputrent password
again.

If the current and new passwords are correctlyredtafter you click
‘Apply’, you'll be prompted to input your new passi:
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Connect to 192.168.2.1

o

Defaulk: adming1234

Liser name: { v |
L € v

Password: | |

[ 1remember my password

[ Ok l [ Zanicel

Please use new password to enter web managemenfihaet again, and
you should be able to login with new password.

2-4-3 Remote Management

This router does not allow management access fnbenrlet, to prevent
possible security risks (especially when you defiaeveak password, or
didn’t change default password). However, you ¢dimsanagement this
router from a specific IP address by enabling Bemote Management’
Function.

To do so, please follow the following instructions:
Please click ‘System’ menu on the left of web mamagnt interface, then

click ‘Remote Management’, and the following messagjl be
displayed on your web browser:

I S N T
| | 1 posn 2 0 3

[ Apply l [ Cancel

4
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Here are descriptions of every setup items:

Host Address (1):  Input the IP address of the renmost you wish to
Initiate a management access.

Port (2): You can define the port number this evighould
expect an incoming request. If you're providing a
web service (default port number is 80), you should
try to use other port number. You can use the defau
port setting ‘8080, or something like ‘32245’ or
‘1429’'. (Any integer between 1 and 65534)

Enabled (3): Select the field to start the confagion.

When you finish with all settings, click ‘Apply’,na you'll see the
following message displayed on web browser:

Save setting successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to
restart the system for changes to take effect

[ Continue ][ Apply ]

Press ‘Continue’ to save the settings made and foaskeb management
interface; press ‘Apply’ to save the settings made restart the router so
the settings will take effect after it reboots.
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NOTE: When you want to manage this router from anot  her computer
on internet, you have to input the IP address and p  ort number of this
router. If your Internet service provider assigns y ou with a static IP
address, it will not be a problem; but if the IP ad  dress your service
provider assigns to you will vary every time you es tablish an internet
connection, this will be a problem.

Please either ask your service provider to give you a static IP
address, or use dynamic IP to host name mapping ser  vices like
DDNS. Please refer to chapter 2-5-8 ‘DDNS client' f or details.

NOTE: Default port number the web browser will use is ‘80'. If the
‘Port’ setting in this page is not ‘80’, you havet 0 assign the port
number in the address bar of web browser manually. For example, if
the IP address of this router is 1.2.3.4, and the p  ort number you set is
8888, you have to input following address inthe ad  dress bar of web
browser:

http://1.2.3.4:8888
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2-5Setup Internet Connection (WAN Setup)

Internet connections setup can be done by usingk(getup’ menu
described in chapter 2-3. However, you can setupN\Wnnections up
by using WAN configuration menu. You can also sktaanced functions
like DDNS (Dynamic DNS) here.

To start configuration, please follow the followinmggtructions:

Please click “‘WAN’ menu on the left of web manageinaterface, and
the following message will be displayed on your veetwser:

Please select an Internet connection method depetite type of
connection you’re using. You can either click tlamection method on
the left (1) or right (2). If you select the contien method on the right,
please click ‘More Configuration’ button after atimed is selected.

WAN Settings

J ~ Sysiom ; ; .
The Broadband router can be connected to your Service Provider through the following methods
< \WAN
AN EEEEEEEEEEEEEEEESN -
- 1 O DynamicIP H Obtains an IP Address autormatically from your Service Provider.
i ® staticIp . Uses a Static IP Address. Your Serice Provider gives a Static 1P
H Address to access Internet services.
1 Hiy E O PPPoE E E'fnieoc\f;;rl]fsthemet is a common connection method used in xDSL
. DONS . : Paint-to-Paint Tunneling Pratacal is & commaon connection method
H . e LU o used in ¥DSL connections.
g+ AR E . i i i
O Lre 0 Layer Two Tunneling Protocol is a common connection method used

* Wireless E g in xDSL connections.

* QoS = (O Telstra Big Pond E Telstra Big Pond is a Internet serice is provided in Australia.
* NAT
® Firewall

AEEEEEEEEEEEEEEEEESE L] [ Wore anﬂguratign

Dynamic IP - Please go to section 2-5-1
Static IP - Please go to section 2-5-2
PPPoE - Please go to section 2-5-3
PPTP - Please go to section 2-5-4
L2TP - Please go to section 2-5-5
Telstra Big Pond - Please go to section 2-5-6
DNS - Please go to section 2-5-7
DDNS - Please go to section 2-5-8
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2-5-1 Setup procedure for ‘Dynamic IP’:

Dynamic IP 1

The Host Mame iz optional, but may be required by some Service Providers. The default MAC Address is set to the
WWAN physical interface on the Broadband router. If required by your Service Provider, you can use the Tlane MAC
Address' button to copy the MAC Address of the Metwork Interface Card installed in your PC and replace the WWARN
MAC Address with this MAC Address.

1
[ Clone Mac address
[ Apply ] [ Cancel
3
Here are descriptions of every setup items:
Host Name (1): Please input host name of your caengthis is

optional, and only required if your service provide
asks you to do so.

MAC Address (2): Please input MAC address of younputer, if your
service provider only permits computer with certain
MAC address to access internet. If you're using the
computer which used to connect to Internet via
cable modem, you can simply press ‘Clone Mac
address’ button to fill the MAC address field with
the MAC address of your computer,

After you finish with all settings, please clickpfly’ (3); if you want to
remove and value you entered, please click ‘Cancel’

After you click ‘Apply’, the following message wible displayed on your
web browser:
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Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] l Apply

Please click ‘Continue’ (1) to back to previousugetnenu; to continue on
router setup, or click ‘Apply’ to reboot the routar the settings will take
effect (Please wait for about 30 seconds whileaoigtrebooting).

2-5-2 Setup procedure for ‘Static IP’:

Static IP 7

If your Semvice Provider has assigned a Fixed IP address; enter the assigned IP Address, Subnet Mask and the
Gateway |P Address provided.

IP address assigned by your Service Provider : JNERRIS RN 1
Subnet Mask : jiEzapeaap Nl 2

Service Provider Gateway Address : IREEFRISR BT 3
’ Apply l [ Cancel
4
Here are descriptions of every setup items:
IP address assigned Please input IP address asdign
by your Service by your service provider.
Provider (1):
Subnet Mask (2): Please input subnet mask assigyngdur
service provider

Service Provider Please input the IP address NED

Gateway Address (3):  server provided by your serprovider.

After you finish with all settings, please clickpfly’ (4) button and the
following message will be displayed on your webviser:
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Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] l Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
settings will take effect (Please wait for abouts8@onds while router is
rebooting).

If you want to reset all settings in this page btackreviously-saved
value, please click ‘Cancel’ button.

2-5-3 Setup procedure for ‘PPPOE’:

PPPoE 7

Enter the PPPoE User Name and Password assigned by your Service Provider. The Service Mame is normally
optional, but may be required by some Service Providers. Enter a Idle Time (in minutes) to define a maximurm
period of time for which the Internet connection is maintained during inactivity. If the connection is inactive for longer
than the Maximum ldle Time, then the connection will be dropped. You can enable the Connect on Demand aption
to automatically re-establish the connection as soon as you atternpt to access the Internet again.

If your Internet Service Provider reguires the use of PPPoE, enter the infarmation below.

User Name : 1
Password : 2
Service Name : 3
MTL : pRicip [B12==MTL) Walue<=1492) 4
Connection Type : QRS TGITLINE b 5
Idle Time Qut : (1-1000minutes) 6
Apply ] [ Cancel ]
7
User Name (1): Please input user name assigngebyInternet
service provider here.
Password (2): Please input the password assigiyegbhr Internet

service provider here.
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Service Name (3):

MTU (4):

Connection
Type (5):

Idle Time Out (6):

Please give a name to thisneteservice, this is
optional

Please input the MTU value of your netior
connection here. If you dont know, you can use
default value.

Please select the connection typetefnet

connection you wish to use.
Continuous — The connection will be kept alwaydfon.
the connection is interrupted, the router willgennec
automatically.

Connect On-Demand ©nly connect when you want
surf the Internet. “Idle Time Out” is set to stdpet
connection when the network traffic is not senaing
receiving after an idle time.

Manual — After you have selected this option, you w
see the “Connect” button and “Disconnect” button,
click “Connect” and the router will connedb the ISF
If you want to stop the connection, please click
“Disconnect” button.

If you have selected the cotioedype to
“Connect-On-Demand”, please input the idle time
Out.

After you finish with all settings, please clickpfly’ (7) button and the
following message will be displayed on your webviser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply
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Please click ‘Continue’ to back to previous setugnm to continue on
other setup procedures, or click ‘Apply’ to rebtiwe router so the
settings will take effect (Please wait for abouts@@onds while router is
rebooting).

If you want to reset all settings in this page bexcgreviously-saved
value, please click ‘Cancel’ button.

2-5-4 Setup procedure for ‘PPTP’:
PPTP requires two kinds of setting: WAN interfaetting (setup IP

address) and PPTP setting (PPTP user name andqgrdissiere we start
from WAN interface setting:

« WAN Interface Settings
(&) Obtain an IP address automatically

Host Name :

MAC address = [ Clone Mac address

() Use the following IP address

IP address :

Subnet Mask :

Default Gateway :

Select the type of how you obtain IP address fronm gervice provider
here. You can choose ‘Obtain an IP address autoatigti(equal to
DHCP, please refer to ‘Cable Modem’ section abowe)Jse the
following IP address’ (i.e. static IP address)

WAN interface settings must be correctly set, erltiternet connection
will fail even those settings of PPTP settings@reect. Please contact
your Internet service provider if you don’t know attyou should fill in
these fields.
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Now please go to PPTP settings section:

+ PPTP Settings

| useri:] | 1
 Pasone ) 2
| PPTP Gateway : [EET | 3
| Comecton o (opioa) 4
(512¢= MTU Valug<=1432) 5
G FUS B LS RE [ | Enable (far BEZEQ netwark in ISRAEL use only) 6
[T 7
e ime ow- BT g
| Back || ok |
9
Here are descriptions of every setup items:
User ID (1): Please input user ID (user name) gssd by your
Internet service provider here.
Password (2): Please input the password assigyegbhr Internet

service provider here.

PPTP Gateway (3): Please input the IP addressRfP gateway
assigned by your Internet service provider here.

Connection ID (4): Please input the connectioni&e, this is optional
and you can leave it blank.

MTU (5): Please input the MTU value of your netior
connection here. If you don't know, you can use

default value.

BEZEQ-ISRAEL (6): If you are connecting to the BR4tetwork in
Israel. Please enable this function.

Connection Please select the connection typetefet
type (7): connection you wish to use, please fefaection
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2-5-3 for detailed descriptions.

Idle Time Out (8): Please input the idle time ofitnternet connection
you wish to use, and refer to section 2-5-3 for
detailed descriptions.

Setting item ‘BEZEQ-ISRAEL' is only required to atleif you're using
the service provided by BEZEQ network in Israel.

When you finish with all settings, please click ‘@®); if you want to go
back to previous menu, click ‘Back’.

2-5-5 Setup procedure for ‘L2TP’:

« L2TP Settings

1
Password : 2
L2TP Gateway : 3
MITLU : guiK:=w 512<=MTU Value==1492) 4
Connection Type : QESTHGITLIE e 5
Idle Time Out : (1-1000 minutes) 6
[ Back |[ ok ]
.
Here are descriptions of every setup items:
User ID (1): Please input user ID (user name) gsed by your

Internet service provider here.

Password (2): Please input the password assigiyegblr Internet
service provider here.

L2TP Please input the IP address of PPTP gateway
Gateway (3):  assigned by your Internet servicesjgler here.

MTU (4): Please input the MTU value of your netkvoonnection
here. If you dont know, you can use default value.
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Connection Please select the connection typetefriat connection
type (5): you wish to use, please refer to se@i&n3 for detailed
descriptions.

Idle Time Please input the idle time out of Inetrconnection
Out (6): you wish to use, and refer to section26r detailed
descriptions.

When you finish with all settings, please click ‘@QK); if you want to go
back to previous menu, click ‘Back’.

2-5-6 Setup procedure for ‘Telstra Big Pond’:

Telstra Big Pond (Australia Only)

If your Internet service is provided by Telstra Big Pond in Australia, you will need ta enter your
infarmation below, This information is provided by Teistra BigPond.

User Name : 1
Password : 2

w

(1 User decide login server manually

Login Server : 4

| Back || ok |
5

This setting only works when you're using Telstig jpond’s network
service in Australia. You need to input:

User Name (1): Please input the user name asdiggelelstra.
Password (2): Please input the password assigpyetelstra.

User device login  Check this box to choose logmer by yourself.
server manually (3):

Login Server (4).  Please input the IP addresogirl server here.
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When you finish with all settings, click ‘OK (5); you want to go back to
previous menu, click ‘Back’.

2-5-7 Setup procedure for ‘DNS’:

If you select Dynamic IPor ‘PPPoE as Internet connection method, at
least one DNS server’s IP address should be assagriematically.
However, if you have preferred DNS server, or ygenvice provider
didn’t assign the IP address of DNS server becafigay reason, you can
input the IP address of DNS server here.

DNS 1

A Daomain Mame System (DMS) server is like an index of IP Addresses and Web Addresses. If you type a Wehb
address into your browser, such as www broadbandrauter.com, @ DNS server will find that name in its index and
find the matching IP address. Most ISPs pravide a DNS server for speed and convenience. Since your Senvice
Provider may connect you ta the Internet through dynamic IP settings, it is likely that the DNS server IP Address is
also pravided dynamically. Howewer, if there is a DNS serer that you would rather use, you need to specify the IP
Address of that DMS server. The primary DS will be used for domain name access first, in case the primary DNS
access failures, the secandary DMS will be used.

Has your Internet service pravider given you a DNS address?

DNS address : jNEEERI=SRER

N

Secondary DNS Address (optional) :

[ Apply ] [ Cancel

3

Here are descriptions of every setup items:

DNS Address (1):  Please input the IP address db Batrver provided
by your service provider.

Secondary Please input the IP address of andding
DNS Address (2):  server provided by your serviowider, this is
optional.

NOTE: Only IP address can be entered here; DO NOT use the hostname
of DNS server! (i.e. only numeric characters and do ts are accepted)

10.20.30.40. .. oot e e Correct
dns.serviceprovider.com.............ccceeeviiiiiin i iie e e e . INCOITECE
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After you finish with all settings, please clickpfly’ (3) button and the
following message will be displayed on your webviser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
settings will take effect (Please wait for abouts@@onds while router is
rebooting).

If you want to reset all settings in this page btackreviously-saved
value, please click ‘Cancel’ button.

2-5-8 Setup procedure for ‘DDNS’:

DDNS (Dynamic DNS) is an IP-to-Hostname mappingiserfor those
Internet users who don't have a static (fixed)dBrass. It will be a
problem when such user wants to provide servicesh@r users on
Internet, because their IP address will vary evieng when connected to
Internet, and other user will not be able to knbe/ P address they're
using at a certain time.

This router supports DDNS service of several serpioviders, for
example:

DynDNS (ttp://www.dyndns.or}
TZO (http://www.tzo.com

Please go to one of DDNS service provider's webpatgd above, and
get a free DDNS account by the instructions givenh@ir webpage.
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DDNS ¢

DDONS allows users to map the static domain name to a dynamic IP address. You must get a account, password
and your static dornain name from the DOMS service providers. Our products have DDNS support for
wiwy dyndns. org and wwew tzo. com now.

WITLET LB (O Enabled &) Disabled 1

Provider : 2

Domain Name : 3

Account / E-Mail : 4

Password / Key : 5
[ Apply ] [ Cancel

Here are descriptions of every setup items:

Dynamic DNS (1): If you want to enable DDNS funmttiplease select
‘Enabled’; otherwise please select ‘Disabled’.

Provider (2): Select your DDNS service provideren

Domain Name (3): Input the domain name you've iokthfrom DDNS
service provider.

Account / Input account or email of DDNS regifiobn.
E-Mail (4):

Password / Key (5): Input DDNS service passworkley.

After you finish with all settings, please clickpfly’ (6) button and the
following message will be displayed on your webviser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] l Apply
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Please click ‘Continue’ to back to previous setugnm to continue on
other setup procedures, or click ‘Apply’ to rebtiwe router so the
settings will take effect (Please wait for abouts@@onds while router is

rebooting).

If you want to reset all settings in this page becgreviously-saved
value, please click ‘Cancel’ button.
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2-6 Wired LAN Configuration

Before all computers using wired Ethernet connecti@. those
computers connect to this router’s LAN port 1 thydEthernet cable) can
communicate with each other and access interret,rtiust have a valid
IP address.

There are two ways to assign IP addresses to cengpstatic IP address
(set the IP address for every computer manualhg,dynamic IP address
(IP address of computers will be assigned by roamgomatically. It's
recommended for most of computers to use dynamadtifess, it will
save a lot of time on setting IP addresses foryes@mputer, especially
when there are a lot of computers in your netwfwkservers and
network devices which will provide services to atbemputer and users
that come from Internet, static IP address shoaldd®d, so other
computes can locate the server.

Suggestions on IP address numbering plan:

If you have no idea on how to define an IP address  plan for your
network, here are some suggestions.

1. Avalid IP address has 4 fields: a.b.c.d, formo st of home and
company users, it's suggested to use 192.168.c.d,w herecis
an integer between 0 and 254, and d is an integer b etween 1
and 254. This router is capable to work with up to 253 clients,
so you can set ‘d’ field of IP address of router as 1 or 254 (or
any number between 1 and 254), and pick a number be tween 0
and 254 for field ‘c’.

2. In most cases, you should use ‘255.255.255.0' as subnet mask,
which allows up to 253 clients (this also meets rou ter’s
capability of working with up to 253 clients).

3. For all servers and network devices which will p rovide
services to other people (like Internet service, pr  int service,
and file service), they should use static IP addres  s. Give each
of them a unique number between 1 and 253, and main  tain a
list, so everyone can locate those servers easily.

4. For computers which are not dedicated to provide specific
service to others, they should use dynamic IP addre SS.

If you don’t really understand the descriptions lis ted above, don’ t
worry! We will provide rec omménded setup values below.




Please follow the following instructions to set@drLAN parameters:

Please click ‘LAN’ menu on the left of web manageinaterface, there
are three setup groups here: ‘LAN IP’, ‘DHCP Setvand ‘Static DHCP
Leases Table’. Here are setup instructions for eathem:

2-6-1 LAN IP section:

« LANIP
IP address ENIZERI=RER

Subnet Mask JEaapsagizm
802.1d Spanning Tree [EENEEIAELERS
DHCP Server JESiEIqEL RS

AW DN PR

Here are descriptions of every setup items:

IP address (1): Please input the IP address isf ihuter.
Subnet Mask (2): Please input subnet mask fomgaork.
802.1d If you wish to activate 802.1d spanrtiag
Spanning Tree (3): function, select ‘Enabled’$etup item ‘802.1d

Spanning Tree’, or set it to ‘Disabled’

DHCP Server (4): If you want to activate DHCP serfesction of this
router, select ‘Enabled’, or set it to ‘Disabled’.

Recommended Value if you don’t know what to fill:

IP Address: 192.168.2.1

Subnet Mask: 255.255.255.0
802.1d Spanning Tree: Disabled
DHCP Server: Enabled
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2-6-2 DHCP Server:

« DHCP Server
Lease Time QESGEETEEDSERS

192.168.2.240
192.168.2.245

A WN P

Domain Name

These settings are only available when ‘DHCP SémwetAN [P’
section is ‘Enabled’, and here are descriptionsveiy setup items:

Lease Time (1): Please choose a lease time (tragidn that every
computer can keep a specific IP address) of every
IP address assigned by this router from dropdown

menu.
Start IP (2): Please input the start IP addre$she IP range.
End IP (3): Please input the end IP addresdeflP range.

Domain Name (4): If you wish, you can also optlynaput the
domain name for your network. This is optional.

Recommended Value if you don’t know what to fill:

Lease Time: Two Weeks (or ‘Forever’, if you have less than 20 computers)
Start IP: 192.168.2.100

End IP: 192.168.2.200

Domain Name: (leave it blank)

NOTE:

1. The number of the last field (mentioned ‘d’ fiel  d) of ‘End IP’ must be
greater than ‘Start IP’, and can not the same with router’s IP address.
2. The former three fields of IP address of ‘Start  IP’, ‘End IP’, and ‘IP
Address of ‘LAN IP’ section (mentioned ‘a’, ‘b’, an  d ‘c’ field) should be
the same.

3. These settings will affect wireless clients too.
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2-6-3 Static DHCP Leases Table:

This function allows you to assign a static IP addrto a specific
computer forever, so you don’t have to set thedidhess for a
computer, and still enjoy the benefit of using DH&&Pver. Maximum
16 static IP addresses can be assigned here.

(If you set ‘Lease Time' to ‘forever’in ‘DHCP Servsection, you can
also assign an IP address to a specific computampaently, however,
you will not be able to assign a certain IP addrasa specific
computer, since IP addresses will be assignedmadoan order by this
way).

1
Enahle Static DHCP Leases

AL address : IP address :
M 001122334455 192.158.2.1DD|
2 3 4

Here are descriptions of every setup items:

Enable Static Check this box to enable this fonct
DHCP Leases (1): otherwise uncheck it to disabie function.

MAC Address (2): Input the MAC address of the adspor
network device (total 12 characters, with
character from 0 to 9, and from a to f, like
‘001122aabbcc’)

IP address (3): Input the IP address you wantgsign to this
computer or network device

‘Add’ (4): After you inputted MAC address and lédaess
pair, click this button to add the pair to static
DHCP leases table.

If you want to remove all characters you just ezdeclick ‘Clear’.
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After you clicked ‘Add’, the MAC address and IP aglss mapping
will be added to ‘Static DHCP Leases Table’ section

« Static DHCP Leases Table
It allows to entry 16 sets address only.

I T T —rTY

00:11:22:33: 4455 192.168.2.100
’ Delete Selected ] ’ Delete All ] [ Reget ]
2 3 4

If you want to delete a specific item, please chibek'Select’ box of a
MAC address and IP address mapping (1), then @ielete Selected’
button (2); if you want to delete all mappingsckliDelete All' (3). If
you want to deselect all mappings, click ‘Reset (4)

After you finish all LAN settings, please click ‘fpy’ button on the
bottom of this page. After you click ‘Apply’, thelfowing message will
be displayed on your web browser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] l Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
router setup, or click ‘Apply’ to reboot the routar the settings will take
effect (Please wait for about 30 seconds whileaoistrebooting).
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2-7WirelessLAN Configuration

If your computer, PDA, game console, or other nekwevices which
IS equipped with wireless network interface, yoo aae the wireless
function of this router to let them connect to et and share
resources with other computers with wired-LAN cartian. You can
also use the built-in security functions to protgmir network from
being intruded by malicious intruders.

Please follow the following instructions to set&W@ss parameters:

Please click ‘Wireless’ menu on the left of web @sg@ment interface,
and the following message will be displayed on ywwab browser. You
must enable wireless function of this router, @ wWireless interface of
this router will not function. Please select ‘Er&lfl), then click ‘Apply’
(2) button.

If you’re coming here because you want to disabfteless function,
please select ‘Disable’ (3), then click ‘Apply’ (Button.

Wireless Settings

The gateway can be quickly configured as a wireless access point for roaming clients by setting the access identifier and channel
number. It also supports data encryption and client filtering.

Enable or disable Wireless module function : & Enable O Disable

1 3

2

After you click ‘Apply’, the following message wible displayed on your
web browser:
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Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] l Apply

Please click ‘Continue’ to back to previous setugnm to continue on
other setup procedures, or click ‘Apply’ to rebtite router so the
settings will take effect (Please wait for abouts8@onds while router is
rebooting).

2-7-1 Basic Wireless Settings
Please click ‘Wireless’ menu on the left of web eg@ment interface,

then click ‘Basic Settings’, and the following mage will be displayed
on your web browser:

AR “ 1

FENLH | 2.4 GHz (BHG+HN) 2

default 3

Channel Number: [SREEES 4
[ Apply ] [ Cancel

5

This wireless router can be work in 6 modes:
a.AP: Standard wireless AP (access point).

b. Station-InfrastructureConfigure the router to Ethernet device such us
TV, Game player, HDD&DVD to enable the Ethernetidewbe a
wireless station.

c. AP Bridge-Point to PointConnect this router with another wireless
router, to expand the scope of network.
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d. AP Bridge-Point to Multi-PointConnect this router with up to four
other wireless routers, to expand the scope oforitw

e. AP Bridge-WDSConnect this router with up to four WDS-capable
wireless routers, to expand the scope of network.

f. Universal RepeateiThe router can act as Station and AP at the same

time. It can use Station function to connect tocattRAP and use AP
function to service all wireless stations withis @overage.

NOTE: For ‘AP Bridge-Point to Point’ and ‘AP Bridge  -Point to
Multi-Point’ mode, wireless router is operated in w ireless bridge
dedicated mode — wireless router is only used to expand the scope o f
network, and no wireless clients will be accepted. If you want to use
your wireless router to expand the scope of network , and also accept
wireless clients, please select ‘AP Bridge-WDS’ or ‘Universal
Repeater* mode.

Please select a proper operation mode you wargegdram ‘Mode’
dropdown menu (1), and continue on other operatiode specific
settings:

AP - Please go to section 2-7-1-1
Station-Infrastructure - Please go to sectich22
AP Bridge-Point to Point - Please go to sectiofir -3
AP Bridge-Point to Multi-Point - Please go to sentR-7-1-4
AP Bridge-WDS - Please go to section 2-7-1-5
Universal Repeater - Please go to section 67-1

2-7-1-1 Setup procedure for ‘AP’

Please select the radio band you want to use fBand’ dropdown menu
(2), and the following message will be displayed:
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I L

2.4 GHz (B+G+N) |
— ewolmm |
’ show Active Clients ]

o b~ 0N

Here are descriptions of every setup items:

Band (2): Please select the radio band from onfeldwing
options:

2.4 GHz (B) 2.4GHz band, only allows 802.11b wissle
network client to connect this router (maximun
transfer rate 11Mbps).

2.4 GHz (N) 2.4GHz band, only allows 802.11n wissle

2.4 GHz (B+G)

2.4 GHz (G)

2.4 GHz (B+G+N)

network client to connect this router (maximun
transfer rate 150Mbps).

2.4GHz band, only allows 802.11b 80d.11g
wireless network client to connect this router
(maximum transfer rate 11Mbps for 802.11b
clients, and maximum 54Mbps for 802.119g
clients).

2.4GHz band, only allows 802.119g veissl
network client to connect this router (maximun
transfer rate 54Mbps).

2.4GHz band, allows 802.11b, 808,&nd
802.11n wireless network client to connect thif
router (maximum transfer rate 11Mbps for
802.11b clients, maximum 54Mbps for 802.11
clients, and maximum 150Mbps for 802.11n
clients).

UJ

Q
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NOTE: For 802.11b and 802.11g mode, the signals can  be transmitted
only by antenna 1 (The antenna in the right side of the rear panel).

For 802.11n mode: The router is operating in a 1T2R  Spatial
Multiplexing MIMO configuration. 1 antenna is fors  ignal transmitting
and 2 antennas are for signal receiving.

ESSID (3): This is the name of wireless routen dan type any
alphanumerical characters here, maximum 32
characters. ESSID is used to identify your own
wireless router from others when there are other
wireless routers in the same area. Default SSID is
‘default’, it's recommended to change default ESSID
value to the one which is meaningful to you, like
myhome, office_room1, etc.

Channel Number (4): Please select a channel frardtbpdown list of
‘Channel Number’, available channel numbers are
1 to 13 for European countries, 1 to 11 for USAI Yo
can choose any channel number you want to use,
and almost all wireless clients can locate the
channel you're using automatically without any
problem. However, it's still useful to remember the
channel number you use, some wireless client
supports manual channel number select, and this
would help in certain scenario when there is some
radio communication problem.

Associated Clients (5): Click ‘Show Active Clieffmistton, then an
“Active Wireless Client Table” will pop up. You can
see the status of all active wireless stations dnat
connecting to the access point.

NOTE: If you don’t have special reason to limit the type of allowed
wireless client, it's recommended to choose ‘2.4 GH z (B+G+N) to
maximize wireless client compatibility.

62



TIPS: You can try to change channel number to anoth  er one if you
think the data transfer rate is too slow. There cou  Id be some other
wireless routers using the same channel, which will disturb the radio
communication between wireless client and the wirel ess router.

2-7-1-2 Setup procedure for ‘Station-Infrastructure

In this mode, you can connect the router to Ethedaeice such us TV,
Game player, HDD&DVD to enable the Ethernet dewieea wireless
station and join to a wireless network through ezeas point or AP
router.

Station-Infrastructure w 1

GELCH | 2.4 GHz (B+G+N) v 2
default 3

[ oelect Site Survey ] 4

WLAN MAC: BT T n s 5

Here are descriptions of every setup items:

Band (2): Select the band you want to use.

ESSID (3): This is the name of wireless networld.cém type
the SSID of the network you would like to connect
here.

Site Survey (4): When you use this wireless rcagex wireless

station for Ethernet network device to have wirgles
capability, you have to associate it with a working
access point. Click ‘Select Site Survey’ buttoanth
a “Wireless Site Survey Table” will pop up. It will
list all available access points near by. You can
select one access point in the table and it wiil jo
wireless LAN through this access point.
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WLAN MAC (5): For some applications, you may needesignate a
specific MAC address for the router. Please enter
the MAC address here. If you are connecting the
router to a computer, you can simply press ‘Clone
Mac address’ button to fill the MAC address field
with the MAC address of your computer.

2-7-1-3 Setup procedure for ‘AP Bridge-Point to Pt

In this mode, you can connect your wireless rowidr another, to
combine two access points and expand the scopeaess network, and
all clients (wired only — AP will not accept wirske clients in this mode)
of two wireless routers will think they’re on thanse physical network.
This function is very convenient when you needdonect two networks
between two buildings. Here are instructions alowt to connect two
wireless routers together:

AP Bridge-Faint to Point b 1

FENLH | 2.4 GHz (BHGHN) v
Channel Number: RS

MAC address 1 : vy

a b~ W N

[ set Security ]

NOTE: Two wireless routers must use the same mode, band, channel
number, and security setting!

Here are descriptions of every setup items:

Band (2): Select the band you want to use, twolease
routers must use the same setting.

Channel Select the channel you want to use, twelagis
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Number (3): routers must use the same setting.

MAC

address (4): Input the MAC address of another wsslrouter.
Set Click to set security settings for this comtioec
Security (5): (Please go to section ‘2-7-3 Wirel8gsurity’

for detailed instructions).

2-7-1-4 Setup procedure for ‘AP Bridge-Point to MutPoint’:

In this mode, you can connect your wireless rowidr at least four
wireless routers to expand the scope of wirelesgark, and all clients
(wired only — AP will not accept wireless clientsthis mode) of the
wireless routers will think they're on the same gibgl network.

DT | AP Bridge-Paint to Multi-Point +| 1

2.4 GHz (B+G+H) v |
000000000000 |
000000000000

I

MAC address 3 : |DEIDDDDDEIEIDEID
MAC address 4 : |DEIDDDDDEIEIDEID
 eseany |IETETTE

00O N O o0l A WDN

Here are descriptions of every setup items:

Band (2): Select the band you want to use, allnheless
routers must use the same setting.

Channel Select the channel you want to use, alviledess
Number (3): routers must use the same setting.

MAC address Input the MAC address of other wigetesters.
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1t0 4 (4-7):

Set Click to set security settings for this comtinec
Security (8): (Please go to section ‘2-7-3 Wirel8ssurity’
for detailed instructions).

2-7-1-5 Setup procedure for ‘AP Bridge — WDS’

In this mode, you can expand the scope of netwgrdombining up to
four other access points together, and every agmgscan still accept
wireless clients.

NOTE: For WDS mode, the output signal nature is the same as that of
normal AP mode.

<
[EEY

AP Bridge-WDS

FETEH | 2.4 GHz (B+G+) v

e |
Channel Number:

Associated Clients: [ Show Active Clients ]
| LUeEL R B | 000000000000
MAC address 2 : iERaniian

Q00000000000

Q00000000000

[ Set Security ]

MAC address 3 :
MAC address 4 :

© o0 N o ok DN

=
(@)

Here are descriptions of every setup items:
Band (2): Select the band you want to use, allnheless
routers must use the same setting.

ESSID (3): Input the ESSID of your wireless routeg, setting
should be the same with other wireless routers for
the convenience of roaming.
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Channel Select the channel you want to use, alviledess
Number (4): routers must use the same setting.

Associated Clients (5):Click ‘Show Active Clietlistton, then an “Active
Wireless Client Table” will pop up. You can see the
status of all active wireless stations that are
connecting to the access point.

MAC address Input the MAC address of other wigetesters.
1to4 (6-9):

Set Click to set security settings for this cotioec
Security (10): (Please go to section ‘2-7-3 Wirsl&gcurity’ for

detailed instructions).

2-7-1-6 Setup procedure for ‘Universal Repeater’

In this mode, the router can act as a wirelessatepgt can be Station
and AP at the same time. It can use Station fum¢taconnect to a Root
AP and use AP function to service all wirelessigitest within its
coverage.

NOTE: For Repeater Mode, this router will demodulat e the received

signal, checking if this signal is noise for the op erating network then
have the signal modulated and amplified again. The output power of
this mode is the same as that of WDS and normal AP mode.

2.4 GHz (B+G+N) | 2
T | 3
4
LETEPTCREN™S | Show Active Clients | 5

Root AP SSID: | 6

[ Select Site Survey ] 7
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Here are descriptions of every setup items:

Band (2):

ESSID (3):

Channel
Number (4):

Associated Clients

Root AP SSID (6):

Site Survey (7):

Select the band you want to use, allnheless
routers must use the same setting.

This is the name of wireless router. dautype any
alphanumerical characters here, maximum 32
characters. ESSID is used to identify your own
wireless router from others when there are other
wireless routers in the same area. Default SSID is
‘default’, it's recommended to change default ESSID
value to the one which is meaningful to you, like
myhome, office_room1, etc.

Select the channel you want to use, alviledess
clients must use the same setting.

(5): Click ‘Show Active Cliettmsgtton, then an
“Active Wireless Client Table” will pop up. You can
see the status of all active wireless stations énat
connecting to the access point.

In ‘Universal Repeater’ modes thevice can act as
a station to connect to a Root AP. You should assig
the SSID of the Root AP here or click ‘Select Site
Survey’ button to choose a Root AP.

Click ‘Select Site Survey’ buttben a “Wireless
Site Survey Table” will pop up. It will list all
available access points near by. You can select one
access point in the table and the router will join
wireless LAN through this access point.

After you finish the wireless setting, please cligkply’ button, after
you click ‘Apply’, the following message will be gplayed on your web

browser:
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Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the

system for changes to take effect

Continue ] l Apply

Please click ‘Continue’ to back to previous setugnm to continue on
router setup, or click ‘Apply’ to reboot the routar the settings will take
effect (Please wait for about 30 seconds whileaoistrebooting).

2-7-2 Advanced Wireless Settings

This router provides some advanced control of waglparameters, if
you want to configure these settings, please tWikeless’ menu on the
left of web management interface, then click ‘Adeah Settings’, and
the following message will be displayed on your veetwser:

Fragment Threshold: el [256-2345)
RTS Threshold: ey {0-2347)
a0 1024

DTIM Period: i [1-10)

Data Rate: Auto ¥

N Data Rate: Auto A
(@ ELLERLILIGHE - (&) Agto 20040 MHEZ O 20 MHZ
WCEILIERET R (5 Shaort Preamble O Long Preamble

Broadcast Essid: ENONSElFRN@ N/

SERJLICEE (O Auto O Always  (3) Mane
I O Ensble © Disable
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Here are descriptions of every setup items:

Fragment Set the Fragment threshold of wirelessorad
Threshold (1): Do not modify default value if you don’t know
what it is, default value is 2346.

RTS Threshold (2): Set the RTS threshold of vesaladio.Do not
modify default value if you don’t know what it is,
default value is 2347.

Beacon Interval (3): Set the beacon interval oelass radioDo not
modify default value if you don’t know what it is,
default value is 100.

DTIM Period (4):  Set the DTIM period of wirelessdiro. Do not
modify default value if you don’t know what it is,
default value is 3.

Data Rate (5): Set the wireless data transfer tata certain value.
Since most of wireless devices will negotiate with
each other and pick a proper data transfer rate
automatically,it's not necessary to change this
value unless you know what will happen after
modification.

N Data Rate (6): Same as above, but only for 86Pclients.

Channel Width (7): Set channel width of wirelesdio. Do not modify
default value if you don’'t know what it is, default
setting is ‘Auto 20/40 MHz'.

Preamble Type (8): Set the type of preamibdenot modify default
value if you don’t know what it is, default setting
‘Short Preamble’.

Broadcast ESSID (9): Decide if the wireless rowtdl broadcast its own
ESSID or not. You can hide the ESSID of your
wireless router (set the option to ‘Disable’), sayo
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CTS Protect (10):

Tx Power (11):

WMM (12):

people those who know the ESSID of your wireless
router can get connected.

Enabling this setting will re@utie chance of radio
signal collisions between 802.11b and 802.11g/n
wireless access points. It's recommended to s&t thi
option to ‘Auto’ or ‘Always’. However, if you set t
‘None’, your wireless router should be able to work
fine, too.

You can set the output power oéless radio.
Unless you're using this wireless router in a rgall
big space, you may not have to set output power to
100%.This will enhance security (malicious /
unknown users in distance will not be able to
reach your wireless router).

The short of Wi-Fi MultiMedia, it wilhdhance the
data transfer performance of multimedia contents
when they’re being transferred over wireless
network.If you don’t know what it is / not sure if
you need it, it's safe to set this option to ‘Enahl
however, default value is ‘Disable’.

After you finish these wireless settings, pleasgk¢cApply’ button,
button, and the following message will be displagad/our web

browser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
router setup, or click ‘Apply’ to reboot the routar the settings will take
effect (Please wait for about 30 seconds whileaoistrebooting).
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2-7-3 Wireless Security

It's very important to set wireless security segmproperly!lf you don't,
hackers and malicious users can reach your netaradkvaluable data
without your consent and this will cause seriouziggy problem.

To set wireless security settings, Please clickéigss’ menu on the left
of web management interface, then click ‘SecuréitiBgs’, then follow
the following instructions to set wireless secusétings:

Please select an encryption method from ‘Encrypdorpdown menu,
there are four options:

2-7-3-1 Disable wireless security

When you select this mode, data encryption is teshland every
wireless device in proximity will be able to conhgour wireless router

if no other security measure is enabled (like MAdrass access control
- see section 2-7-4, or disable ESSID broadcast).

Only use this option when you really want to all@veryone to use your
wireless router, and you don't care if there’s soome reads the data you
transfer over network without your consent.

2-7-3-2 WEP - Wired Equivalent Privacy

When you select this mode, the wireless routerws# WEP encryption,
and the following setup menu will be shown on yaeb browser:
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WEP i

Key Length : BRESERTIEEES

LGRS I8 | Hex (10 characters) v

Default Tx Key : [RECTREES

At

Encryption Key 1 :

A

Encryption Key 2 :

A

Encryption Key 3 :

oONO Ol WDN P

A

Encryption Key 4 :

1 Enable 802.1x Authentication
9 [ Apply ] [ Cancel

10

Here are descriptions of every setup items:

Key Length (2): There are two types of WEP kegtler64-bit and
128-bit. Using ‘128-bit’is safer than '64-bit’, bu
will reduce some data transfer performance.

Key Format (3): There are two types of key formd&CIl and Hex.
When you select a key format, the number of
characters of key will be displayed. For examgdle, i
you select '64-bit’ as key length, and ‘Hex’ as key
format, you'll see the message at the right of ‘Key
Format’is ‘Hex (10 characters), which means the
length of WEP key is 10 characters.

Default Tx Key (4): You can set up to four set¢/&f key, and you can
decide which key is being used by default Hére.
you don’t know which one you should use, select

‘Key 1.
Encryption Key Input WEP key characters here niln@ber of
1to 4 (5-8): characters must be the same as tineber

displayed at ‘Key Format’ field. You can use any
alphanumerical characters (0-9, a-z, and A-Z) if
you select ‘ASCII’ key format, and if you select
‘Hex’ as key format, you can use characters 0-§, a-
and A-F. You must enter at least one encryption key
here, and if you entered multiple WEP keys, they
should not be same with each other.
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Enable 802.1x IEEE 802.1x is an authenticationqxot. Every

Authentication (9): user must use a valid accdariogin to this
wireless router before accessing the wireless LAN.
The authentication is processed by a RADIUS server.
This mode only authenticates user by IEEE 802.1x,
but it does not encryption the data during
communication. If there is a RADIUS server in you
environment, please enable this function. Cheak thi
box and another sub-menu will appear:

Enable 802.1x Authentication
RADIUS Server IP address : 11

RADIUS Server Port : [EER 12

RADIUS Server Password : 13

RADIUS Server Please input the IP address ofusdi
IP address (11): server here

RADIUS Server Please input the port number oiusad
Port (12): server here.

RADIUS Server Please input the port number oiusad
Password (13): password here.

TIPS: Some examples of WEP key
(Don’t use those examples; use the one of your own! ):

ASCII (5 characters): pilot phone 23561 2Hyux # @xmL
ASCII (13 characters): digitalFAMILY 82Jh26xHy3m&n

Hex (10 characters): 287d2aa732 1152dabc85

Hex (26 characters): 9284bcda8427c9e036f7abcd84

To improve security level, do not use those words w hich can be found
in a dictionary or too easy to remember! (‘pilot’ a nd ‘phone’ listed
above are bad examples; just intended to show youh  ow a WEP key
look like). Wireless clients will remember the WEP key, so you only
have to input the WEP key on wireless client once, and it's worth to
use complicated WEP key to improve security level.

74



After you finish WEP setting, please click ‘Applytitton (10) and the
following message will be displayed on your webviser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
settings will take effect (Please wait for abouts@@onds while router is

rebooting).

2-7-3-3 Wi-Fi Protected Access (WPA):

When you select this mode, the wireless routerws# WPA encryption,
and the following setup menu will be shown on yaeb browser:

RPN BT L ETEE GOWRATKIP) OWRPAZAES) OWPA2 Mixed
MCEEICH N CITRETGE T | Passphrase

A OWOWN B

Preshared Key :

[ Apply ] [ Cancel

Here are descriptions of every setup items:

WPA Unicast Please select a type of WPA ciphég.su

Cipher Suite (2): Available options are: WPA (TKIPA2 (AES),
and WPA2 Mixed. You can select one of them, but
you have to make sure your wireless client support
the cipher you selected.

Pre-shared Select the type of pre-shared key, yo
Key Format (3): can select Passphrase (8 or mtphanumerical
characters, up to 63), or Hex (64 characters of,0-9
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and a-f).

Pre-shared Please input the WPA passphrase here.
Key (4): It's not recommended to use a word that can be
found in a dictionary due to security reason.

After you finish WPA Pre-shared key setting, pleelsek ‘Apply’ button
(5) and the following message will be displayedyoar web browser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] l Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
settings will take effect (Please wait for abouts8@onds while router is
rebooting).

NOTE: Some wireless clients (especially those manuf  actured before
year 2003) only support WEP or WPA (TKIP) cipher. A driver upgrade
would be needed for those clients to use WPA and WP A2 encryption.

2-7-3-4 WPA RADIUS:

If you have a RADIUS server, this router can wotkhwit and provide
safer wireless authentication.

EWRATKIF) OWPAZAES) OWPAZ Mixed 2
3
4
5
[ Apply ] [ Cancel
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Here are descriptions of every setup items:

WPA Unicast Please select a type of WPA ciphiéz.su

Cipher Suite (2): Available options are: WPA (TKIRJPA2 (AES),
and WPA2 Mixed. You can select one of them, but
you have to make sure your wireless client support
the cipher you selected.

RADIUS Server Please input the IP address of your

IP address (3): Radius authentication server here

RADIUS Server Please input the port number of you

Port (4): Radius authentication server helefault setting is
1812.

RADIUS Server Please input the password of yauaiiu®
Password (5): authentication server here.

After you finish with all settings, please clickpfly’ (6) button and the
following message will be displayed on your webviser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
settings will take effect (Please wait for abouts@@onds while router is
rebooting).
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2-7-4 Wireless Access Control

This function will help you to prevent unauthorizesers from
connecting to your wireless router; only those {ese devices who have
the MAC address you assigned here can gain accgssit wireless
router. You can use this function with other sdguneasures described
In previous section, to create a safer wirelesgre@enment.

Up to 20 MAC addresses can be assigned by usiaduhction. Please
click ‘Wireless’ menu on the left of web managemai¢rface, then click
‘Access Control’, and the following message willdisplayed on your
web browser:

« MAC Address Filtering Table

It allows to entry 20 sets address only.

a5

11:22:33: 445566 LAE Computer

W] T.mlu] ["R‘e;'eﬂ ........................ - 1
2 3 4
5 Enable Wireless Access Control
M MAC address Comment:
6 7 8 9

[ Apply ] [ Cancel ]

10

All allowed MAC addresses will be displayed in ‘MA&eldress Filtering
Table’ (1). Here are descriptions of every setemi:

Delete Selected (2): If you want to delete a SjwellAC address entry,
check the ‘select’ box of the MAC address you want
to delete, then click ‘Delete Selected’ buttonu(Yo
can select more than one MAC addresses).

Delete All (3): If you want to delete all MAC addses listed here,
please click ‘Delete All’ button.

Reset (4): You can also click ‘Reset’ button tealect all
MAC addresses.
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Enable Wireless To enforce MAC address filtering,

Access Control (5): you have to check ‘Enable M&gAccess Control’.
When this item is unchecked, wireless router will
not enforce MAC address filtering of wireless
clients.

MAC Address (6): Input the MAC address of youeless devices here,
dash (-) or colon (:) are not required. (i.ethe
MAC address label of your wireless device indicates
‘aa-bb-cc-dd-ee-ff’ or ‘aa:bb:cc:dd:ee:ff’, just put
‘aabbccddeeff’.

Comment (7): You can input any text here as dimengent of this
MAC address, like ‘ROOM 2A Computer’ or
anything. You can input up to 16 alphanumerical
characters here. This is optional and you can leave
it blank, however, it's recommended to use thid fie
to write a comment for every MAC addresses as a

memory aid.

Add (8): Click ‘Add’ button to add the MAC addres=l
associated comment to the MAC address filtering
table.

Clear (9): Click ‘Clear’ to remove the value yaputted in

MAC address and comment field.

After you finish with all settings, please clickpfly’ (10) button and the
following message will be displayed on your webviser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply
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Please click ‘Continue’ to back to previous setugnm to continue on
other setup procedures, or click ‘Apply’ to rebtiwe router so the
settings will take effect (Please wait for abouts@@onds while router is

rebooting).

If you want to reset all settings in this page becgreviously-saved
value, please click ‘Cancel’ button.
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2-7-5 Wi-Fi Protected Setup (WPS)

Wi-Fi Protected Setup (WPS) is the simplest walguidd connection
between wireless network clients and this wiretes$er. You don't have
to select encryption mode and input a long encoyppiassphrase every
time when you need to setup a wireless client,ordy have to press a
button on wireless client and this wireless rowsagd the WPS will do the
rest for you.

This wireless router supports two types of WPShHFBigtton
Configuration (PBC), and PIN code. If you want 82 PBC, you have to
push a specific button on the wireless client éstdVPS mode, and
switch this wireless router to WPS mode too. Yoo gash Reset/WPS
button of this wireless router, or click ‘Start PBi@tton in the web
configuration interface to do this; if you wantuse PIN code, you have
to know the PIN code of wireless client and switdlo WPS mode, then
provide the PIN code of the wireless client youhatis connect to this
wireless router. The detailed instructions areddbllow:

Please click ‘Wireless’ menu on the left of web @sg@ment interface,

then click ‘WPS’, and the following message will displayed on your
web browser:

81



Enable WPS 1

WPS Status:
S cif PinCode:

Authentication Mode

Passphrase Key

s Device Configure

Config Mode:

Configure wvia Push Button:

Configure via Client PinCode:

« Wi-Fi Protected Setup Information

Configured

445596543

default : 2
WA pre-shared key

bz raaod

Registrar & 3
Start PEC 4

| stat PIN_| 5

Here are descriptions of every setup items:

Enable WPS (1):

Wi-Fi Protected
Setup Information

(2):

Check this box to enable WPS famatincheck it
to disable WPS.

WPS-related system informatiom bél displayed
here:

WPS Status: If the wireless security (encryption)
function of this wireless router is properly seiuil
see ‘Configured’ message here. If wireless security
function has not been set, you'll see ‘unConfigured

Self PIN code: This is the WPS PIN code of this
wireless router. This code is useful when you rteed
build wireless connection by WPS with other
WPS-enabled wireless devices.

SSID: The SSID of this wireless router will be
displayed here.
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Config Mode (3):

Configure

Authentication Mode: The wireless security
authentication mode of this wireless router will be
displayed here. If you dont enable security fumcti
of the wireless router before WPS is activated, the
router will auto set the security to WPA (AES) and
generate a set of passphrase key for WPS
connection.

Passphrase Key: The wireless security key of the
router will be displayed here.

There are ‘Registrar’ and ‘Enradfenodes for the
WPS connection. When ‘Registrar’is enabled, the
wireless clients will follow the router’s wireless
settings for WPS connection. When ‘Enrolle’ mode
Is enabled, the router will follow the wireless
settings of wireless client for WPS connection.

Click ‘Start PBC’ to start Push-Buttstyle WPS

via Push Button (4): setup procedure. This wirelesger will wait for

Configure
via client
PinCode (5):

WPS requests from wireless clients for 2 minutes.
The ‘WLAN’ LED on the wireless router will be
steady on for 2 minutes when this wireless rowger i
waiting for incoming WPS request.

Please input the PIN code of the waglelient you
wish to connect, and click ‘Start PINitton.

The ‘WLAN’ LED on the wireless routell be
steady on when this wireless router is waiting for
incoming WPS request.
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2-7-6Security Tipsfor Wireless Networ k

Here are some quick tips to help you improve tloeise level of your
wireless network:

1. Never use simple words (like school, apple andputer) as WEP
encryption or WPA passphrase.

2. A complicated (the combination of number, algtabven symbol,
and long enough) WEP key and WPA passphrase is safehthan
simple and short ones. Remember that the wirelgs# s capable to
keep the key or passphrase for you, so you onlg bawnput the
complicated key or passphrase once. It's not table but will
greatly improve security level.

3. You can hide the ESSID of this router by sebd&itcast ESSID’
option to ‘Disable’. Your wireless router will nbe found by other
people in proximity if they’re just using the APasming function of
their wireless client, and this can reduce the cbhat being intruded.

4. Use ‘Access Control’ function described in satt?-7-4, so those

people who are not in your list will not be ablectimnect to your
network.
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Chapter Il  Advanced Functions

3-1 Quality of Service (QoS)

Quality of service provides an efficient way fomgouters on the network
to share the internet bandwidth with a promisedityuaf internet service.
Without QoS, all computers and devices on the netwall compete

with each other to get internet bandwidth, and sapications which
require guaranteed bandwidth (like video streanaing network
telephone) will be affected, therefore an unplegasasult will occur, like
the interruption of video / audio transfer.

With this function, you can limit the maximum bandti or give a
guaranteed bandwidth for a specific computer, tmdagaid unpleasing
result from happening.

3-1-1 Basic QoS Settings

Please follow the following instructions to set Qu8ameters:

Please click ‘Qos’ menu on the left of web managereerface and the
following message will be displayed on your webviser:

Enable Qo3
Total Download Bandwidth: 0 kbits 2
Total Upload Bandwidth: 0 khits 3

- C'dr'r'e T e SO e OO R R RO

Duwnlnad

FTP Download 100

....................................................................................................... 4
M E [ Delate Selected ] [ Delete All ] [ Maove Up ] [ Mave Up ] [Reset]
5 6 7 8 9 10 11
[ Apply ] [ Cancel

12
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Here are descriptions of every setting:

Enable QoS (1):

Total Download
Bandwidth (2):

Total Upload
Bandwidth (3):

Current QoS
Table (4):

Add (5):

Edit (6):

Delete
Selected (7):

Delete All (8):

Check this box to enable QoS inmatinselect this
box if you don't want to enforce QoS bandwidth
limitations.

You can set the limit of total dtveal
bandwidth in kbits. To disable dévaal bandwidth
limitation, input ‘O’ here.

You can set the limit of total uploa
bandwidth in kbits. To disable wgddoandwidth
limitation, input ‘O’ here.

All existing QoS rules will be digfd here.

Click ‘add’ button to add a new QoS ridege
section 3-1-2 ‘Add a new QoS rule’ below.

If you want to modify the content ofpeesific rule,
please check the ‘select’ box of the rule you vtant
edit, then click ‘Edit’ buttonOnly one rule should
be selected a timdf you didnt select a rule before
clicking ‘Edit’ button, you'll be prompted to add a
new rule.

You can delete selected rules by clicHirs

button. You can select one or maesto delete by
check the ‘select’ the box of the rule(s) you vitant
delete a timelf the QoS table is empty, this button
will be grayed out and can not be clicked.

By clicking this button, you caeleke all rules
currently in the QoS tabléf the QoS table is empty,
this button will be grayed out and can not be
clicked.
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Move Up (9): You can pull up the priority of the®rule you
selected by clicking this button.

Move Down (10):  You can lower the priority of t3eS rule you
selected by clicking this button.

Reset (11): If you want to erase all values y@t @gntered.
Click ‘Reset’.

After you finish with all settings, please clickpfly’ (12) button and the
following message will be displayed on your webviser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
settings will take effect (Please wait for abouts@@onds while router is
rebooting).

If you want to reset all settings in this page btackreviously-saved
value, please click ‘Cancel’ button.
3-1-2 Add a new QoS rule

After you click ‘Add’ button in QoS menu, the follang message will
appear:
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Rule Name : | | a

Bandwidth : |annlnad V|| |th5 b

Local IP Address : [l 1= . cC
Local Port Range : i | d
Remote IP Address : i || e
Remote Port Range : | | f
Traffic Type g
Protacol : h

[Sav.e] [ Reset ]

Here are descriptions of every setup items:

Rule Name (a):

Bandwidth (b):

Local IP
Address (c):

Local Port
Range (d):

Please give a name to this QoS(updo 15
alphanumerical characters)

Set the bandwidth limitation ofstiidoS rule. You
have to select the data direction of this rule (@ul
of Download), and the speed of bandwidth
limitation in Kbps, then select the type of QoS:
‘guarantee’ (guaranteed usable bandwidth for this
rule) or ‘max’ (set the maximum bandwidth for the
application allowed by this rule).

Specify the local (source) IP address

that will be affected by this ruPease input the
starting IP address in the left field, and inpuéth
end IP address in the right field to define a ramde
IP addresses, or just input the IP address in dfe |
field to define a single IP address.

Please input the range of local (sm)r

port number that will be affected g tale. If you
want to apply this rule on port 80 to 90, please
input '80-90’; if you want to apply this rule on a
single port, just input the port number, like ‘80’.
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Remote IP Specify the remote (destination) dHesb

Address: (e): that will be affected by this rdkease input the
starting IP address in the left field, and inpuéth
end IP address in the right field to define a ramje
IP addresses, or just input the IP address in dife |
field to define a single IP address.

Remote Port Please input the range of remoteti(cdmon)

Range (f): port number that will be affected bythile. If you
want to apply this rule on port 80 to 90, please
input '80-90’; if you want to apply this rule on a
single port, just input the port number, like ‘80'.
the remote (destination) IP address and /or port
number is universal, just leave it blank.

Traffic Type (9): Please select the traffic typehis rule,

available options are None, SMTP, HTTP, POPS,
and FTP. You can select a specific traffic type for
this rule, if you want to make this rule as a IP
address based rule (apply the limitation on all
traffics from / to the specified IP address / port
number), select ‘None’.

Protocol (h): Please select the protocol typé¢had rule,
available options are TCP and UDP. If you dont
know what protocol your application uses, please
try “TCP’ first, and switch to ‘UDP’if this rule
doesnt seems to work.

After you finish with all settings, please clicla\g’ button (i), you'll be
brought back to previous menu, and the rule yougeswill appear in
current QoS table; if you did anything wrong, ybgét an error message
when you click ‘Save’ button, please correct younut by the
instructions given by the error message.

If you want to erase all values you just enterdatkCReset’
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3-2 Network Address Trandation (NAT)

Network address translations solve the problerhafiag a single IP
address to multiple computers. Without NAT, all garters must be
assigned with a valid Internet IP address to geheoted to Internet, but
Internet service providers only provide very fewaldRiresses to every
user. Therefore it's necessary to use NAT technotoghare a single
Internet IP address to multiple computers on loedvork, so everyone
can get connected to Internet.

Please follow the following instructions to set Nparameters:

3-2-1 Basic NAT Settings (Enable or disable NATdtion)

Please click ‘NAT’ menu on the left of web manageiraterface, and
the following message will be displayed on your veetwser:

NAT Settings

MNetwork Address Translation (MAT) allows multiple users at your local site to access the Internet through a single Public
IP Address or multiple Public IP Addresses. NAT provides Firewall protection from hacker attacks and has the flexibility
to allow you to map Private IP Addresses to Public IP Addresses for key services such as the Web or FTP.

1

Enahle or disable MAT madule function : & Enable O Disable

To enable NAT function, please select ‘Enable*Emable NAT module
function’ (1); to disable, please select ‘Disable’.

After you made the selection, please click ‘Apgdytton (2) and the
following message will be displayed on your webviser:
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Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] l Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
settings will take effect (Please wait for abouts8@onds while router is
rebooting).

3-2-2 Port Forwarding

This function allows you to redirect a single pariconsecutive ports of
Internet IP address to the same port of the IPesddon local network.
The port number(s) of Internet IP address and ilRaddress (the IP
address on local network) must be the same. lptnenumber of
Internet IP address and private IP address isrdiffeplease use ‘Virtual
Server’ function, described in next section.

Please click ‘NAT’ menu on the left of web managematerface, then
click ‘Port Forwarding’, and the following messag#l be displayed on
your web browser:

[J Enable Port Forwarding

0.0.0.0 2 [z YA — v 3 Both v4 i

7 8

i Current Port Forwarding Table

j #0. | computername | PivateiP | Typa | PortRangs [ Comment _|sulect Y
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Here are descriptions of every setup items:

Enable Port
Forwarding (1):

Private IP (2):

Check this box to enable port mapping
and uncheck this box to disabletpoapping.

Input the IP address of the congpudn local
network which provides internet service.

Computer Name (3): Pull down the menu and all tmputers

Type (4):

Port Range (5):

Comment (6):

Add (7):
Reset (8):

Port Forwarding
Table (9):

Delete
Selected (10):

Delete All (11):

connected to the router will be listed here. Yon ca
easily to select the computer name without checking
the IP address of the computer.

Select the type of connection, TCP oPUDyou’re
not sure, please select ‘Both’.

Input the starting port numbethe left field, and
input the ending port number in the right field. If
you only want to redirect a single port numbert jus
fill the port number in the left field.

Please input any text to describe rimpping, up to
16 alphanumerical characters.

Add the mapping to port forwarding &bl
Remove all inputted values.

All existing port forwarding mapus will
be displayed here.

Please select a port forwarding mapping b

clicking the ‘Select’ box of theppiag, then click
‘Delete Selected’ button to remove the mapping. If
there’s no existing mapping, this button will be
grayed out.

Delete all mappings existed iual server table.
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Reset (12): Unselect all mappings.

After you finish with all settings, please clickpfly’ (13) button and the
following message will be displayed on your webviser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
settings will take effect (Please wait for abouts@@onds while router is
rebooting).

If you want to reset all settings in this page btackreviously-saved
value, please click ‘Cancel’ button.

3-2-3 Virtual Server

This function allows you to redirect a port on hmiet IP address (on
WAN port) to a specified port of an IP addressaral network, so you
can setup an Internet service on the computeraai feetwork, without
exposing it on Internet directly. You can also Bumany sets of port
redirection, to provide many different Internetvsees on different local
computers via a single Internet IP address.

Please click ‘NAT’ menu on the left of web manageiriaterface, then

click ‘Virtual Server’, and the following messagdIvwe displayed on
your web browser:
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[] Enable Virtual Server

ZE --------- =TT A— ~+3 4 Both v H

8 ........ 9. ...........................................................................................................................

Current Virtual Server Table

W vo. [ compute name | prsat 1P [ prvate Port [1ype | Pubiic Pt | comment | ssect 10

5

Sesssssmnunan -]:-i- -------------------- j: -2-- ---------- j: -3-- -------------------------------------------- ’ ------ ;\: [;;J-l;f-------]--’ ------ [:-: -a-l;;;l ----- ]
14

Here are descriptions of every setup items:

Enable Virtual Check this box to enable virtuaheer,

Server (1): and uncheck this box to disableualrserver.

Private IP (2): Input the IP address of the cortgowvhich

provides Internet service.

Computer Name (3): Pull down the menu and all tmputers
connected to the router will be listed here. Yon ca
easily to select the computer name without checking
the IP address of the computer.

Private Port (4): Input the port number of thedBdress
which provides Internet service.

Type (5): Select the type of connection, TCP oPUDyou’re
not sure, please select ‘Both’.

Public Port (6): Please select the port numbemdérnet IP address
which will be redirected to the port number of Ibca
IP address defined above.

Comment (7): Please input any text to describe rimpping, up to
16 alphanumerical characters.

Add (8): Add the mapping to virtual server table
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Reset (9): Remove all inputted values.

Virtual Server All existing virtual server mapgswill be

Table (10): displayed here.

Delete Please select a virtual server mappwglirking
Selected (11): the ‘Select’ box of the mappingnttlick ‘Delete

Selected’ button to remove the mapping. If there's
existing mapping, this button will be grayed out.

Delete All (12): Delete all mappings existed imtual server table.

Reset (13): Unselect all mappings.

After you finish with all settings, please clickpfly’ (14) button and the
following message will be displayed on your webviser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
settings will take effect (Please wait for abouts@@onds while router is

rebooting).

If you want to reset all settings in this page btackreviously-saved
value, please click ‘Cancel’ button.
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3-2-4 Port Mapping for Special Applications

Some applications require more than one conneatiime; these
applications won’t work with simple NAT rules. Imder to make these
applications work, you can use this function tathetse applications
work.

[0 Enable
0.0.0.0 o] Select—- v3 4 5 €
Popular Applications Select Garmne hd 7

8 9

: Current Trigger-Port Table

o comparvins Linaanm Lico vy L oo Lo Lsone SN
..............................................
11 12 13 ’ Anply ] ’ Cancel
14

Here are descriptions of every setup items:

Enable (1): Check this box to enable special appions and
uncheck this box to disable virtual server.

IP Address (2): Input the IP address of the computhich you
want to open the ports.

Computer Name (3): Pull down the menu and all tmputers
connected to the router will be listed here. Yon ca
easily to select the computer name without checking
the IP address of the computer.

TCP Port to Open (4): This is the out going (Outhdurange of TCP
port numbers for this particular application.

UDP Port to Open (5): This is the out going (Outhdurange of UDP
port numbers for this particular application.

Comment (6): The description of this setting.
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Popula Applications This section lists the moreyapapplications that

(7): require multiple connections. Select aplagation
from the Popular Applications selection and click
‘Add’ to save the setting to ‘Current Trigger-Port

Table.
Add (8): Add the setting to the ‘Current Triggeort Table.’
Reset (9): Click ‘Reset’ will clear all above segtiand you

can set up again.

Current Trigger-Port All the settings for the spaapplications will be

(10): listed here. If you want to remove some Bpec
Application settings from the " Current Trigger-Ror
Table", select the Special Application settings you
want to remove in the table and then click "Delete
Selected". If you want remove all Special
Appliacation settings from the table, just click
"Delete All" button. Click "Reset" will clear your
current selections.

Delete Please select a special applicationllmking

Selected (11): the ‘Select’ box of the mappingnttlick ‘Delete
Selected’ button to remove the setting. If thare'’s
setting here, this button will be grayed out.

Delete All (12): Delete all settings existednigder port table.

Reset (13): Unselect all settings.

Note: Only one LAN client can use a particular spleapplication at a
time.

After you finish with all settings, please clickpfly’ (14) button and the
following message will be displayed on your webviser:

97



Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
settings will take effect (Please wait for abouts@@onds while the router
is rebooting).

If you want to reset all settings in this page btackreviously-saved
value, please click ‘Cancel’ button.

3-2-5 UPnP Setting

This function enables network auto-configurationgeer-to-peer
communications, with this function, network devieal be able to
communicate with other devices directly, and lesvaut information
about other devices. Many network device and agptins rely on UPnP
function nowadays.

Please click ‘NAT’ menu on the left of web manageiriaterface, then

click ‘UPnP’, and the following message will beglesyed on your web
browser:
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(1PN O Enable & Disable

[ Apply ] [ Cancel ]

There is only one option in this page, please sédlg@ble’ or ‘Disable’
to enable or disable UPnP function, then click ‘Apputton, and the
following message will be displayed on your webviser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
settings will take effect (Please wait for abouts@@onds while router is

rebooting).

If you want to reset all settings in this page btackreviously-saved
value, please click ‘Cancel’ button.
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3-2-6 ALG Settings

Application Layer Gateway (ALG) is a special fulctiof this router. It
includes many preset routing rules for numerousiegtpns which
require special support. With these supports, thpgdications which
required special support will be able to work WMAT architecture.

Please click ‘NAT’ menu on the left of web manageiraterface, then
click ‘ALG Settings’, and the following message Mak displayed on

your web browser:

frane] tame | commen

& & [

& & & E R E

E|E

Arnanda
Egg
FTF

H323

IRC

bt S

Cluake3
Talk
TFTP
IPsec
Starcraft

i B

Support for Amanda backup tool protocol.
Support for eggdrop bot networks.
Support far FTR.

Support for H323/metmeeting.

Allows DCC to work though MAT and connection
tracking.

Support for Microsoft Streaming Media Services
pratocol.

Support for Quake |l Arena connection tracking and nat.
Allows netfilter to track talk connections.

Support for TETR.

Support for IFsec passthrough

Support for Starcraft/Battle. net game protocol.

Support far MSM file tranfer.

[ Apply ] [ Cancel ]

There are many applications listed here. Pleasekahe box of the
special support for applications you need, and thek ‘Apply’ button
and the following message will be displayed on ywab browser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue

J

Apply
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Please click ‘Continue’ to back to previous setugnm to continue on
other setup procedures, or click ‘Apply’ to rebtiwe router so the
settings will take effect (Please wait for abouts@@onds while router is

rebooting).

If you want to reset all settings in this page becgreviously-saved
value, please click ‘Cancel’ button.
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3-3Firewall

Excepting NAT, this router also provides firewalhttion to block
malicious intruders from accessing your computariooal network.
These functions include inbound attack preventmm, block outbound
traffics, like block URLs which have pre-definedyierds.

Please follow the following instructions to enabtadisable firewall
function:

Please click ‘Firewall’ menu on the left of web ragement interface,
and the following message will be displayed on ywab browser:

Security Settings (Firewall)

The Broadband router provides extensive fireweall protection by restricting connection parameters, thus limiting the risk of hacker
attack, and defending against a wide array of common attacks. However, for applications that require unrestricted access to the
Internet, you can configure a specific clientfserver as a Demilitarized Zone (DM

Enable or disable Firewall module function & Enable O Disable

Apply

Please select ‘Enable’ or ‘Disable’ to enable sabie firewall function
of this router, the click ‘Apply’ button, and thelliowing message will be
displayed on your web browser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
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settings will take effect (Please wait for abouts@@onds while router is
rebooting).

3-3-1 Access Control

This function allows or denies computers with sped®AC address
from connecting to the network; it can also allondeny computers with
specific IP address, protocol, or port.

Please click ‘Firewall’ menu on the left of web ragement interface,
then click ‘Access Control’, and the following mags will be displayed
on your web browser:

1

[] Enable MAC Filtering ® Deny O Allow

| 2 | [J-—-5eec— B | 4

: MAC Filtering Table

40| Conpuerrame | GientP unC adrom | Comme | seiect

Here are descriptions of every setup items:

Enable MAC Check this box to enable MAC addressd

Filtering (1): filtering, and please select ‘Denyr ‘Allow’ to
decide the behavior of MAC filtering table. If you
select deny, all MAC addresses listed in filtering
table will be denied from connecting to the network
if you select allow, only MAC addresses listed in
filtering table will be able to connect to the netw;,
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and rejecting all other network devices.

Client PC Please input the MAC address of coetput

MAC address (2):  or network device here, dashdr-colon ( : ) are
not required. (i.e. If the MAC address label of you
wireless device indicates ‘aa-bb-cc-dd-ee-ff’ or
‘aa:bb:cc:dd:ee:ff’, just input ‘aabbccddeeff’

Computer Name (3): Pull down the menu and all tmputers
connected to the router will be listed here. Yon ca
easily to select the computer name without checking
the IP address of the computer.

Comment (4): You can input any text here as tihenoent of this
MAC address, like ‘ROOM 2A Computer’ or
anything. You can input up to 16 alphanumerical
characters here. This is optional and you can leave
it blank, however, it's recommended to use thid fie
to write a comment for every MAC addresses as a

memory aid.

Add (5): Click ‘Add’ button to add the MAC addres=l
associated comment to the MAC address filtering
table.

Reset (6): Remove all inputted values.

MAC Filtering All existing MAC addresses in filteg table

Table (7): will be listed here.

Delete Selected (8): If you want to delete a SjwellAC address entry,
check the ‘select’ box of the MAC address you want
to delete, then click ‘Delete Selected’ buttonu(Yo
can select more than one MAC addresses).

Delete All (9): If you want to delete all MAC addses listed here,
please click ‘Delete All’ button.

104



Reset (10): You can also click ‘Reset’ buttonrtsalect all
MAC addresses.

Enable IP Check this box to enable IP addreseda

Filtering Table (11): filtering, and please selébeny’ or ‘Allow’
to decide the behavior of IP filtering table. Ifuyo
select deny, all IP addresses listed in filteringle
will be denied from connecting to the network; if
you select allow, only IP addresses listed intiitig
table will be able to connect to the network, and
rejecting all other network devices.

IP Filtering All existing IP addresses in filteg table will be
Table (12): listed here.
Add PC (13): Click this button to add a new IP g to IP

filtering table, up to 20 IP addresses can be added
Please refer to section 3-3-1-1 ‘Add PC’ below.

Delete If you want to delete a specific IP addrentry,

Selected (14): check the ‘select’ box of the IBrasis you want to
delete, then click ‘Delete Selected’ button. (Yan c
select more than one IP addresses).

Delete All (15): If you want to delete all IP aedses listed here,
please click ‘Delete All’ button.

After you finish with all settings, please clickpfly’ (16) button and the
following message will be displayed on your webviser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
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other setup procedures, or click ‘Apply’ to rebtiwe router so the
settings will take effect (Please wait for abouts@@onds while router is
rebooting).

If you want to reset all settings in this page bexcgreviously-saved
value, please click ‘Cancel’ button.
3-3-1-1 Add PC

After button is clicked, the following message viaél displayed on your
web browser:

| ClentpCbesrion: | | a
IS, | N | b

N NN NN NN NN NN R NN R N R NN N N N R N N A A AN AN NN NN ENENANNEEENENNEEEEEEEEEEREEEEEE
E .
.

WA HTTP, TCP Paort 80, 3128, 8000, 8080, 8081

f
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E-mail Sending SMTP, TCP Port 25 ]
Mews Forums MANTP, TCP Port 119 ]
E-mail Receiving POP3, TCP Part 110 I |
Secure HTTP HTTRS, TCF Port 443 ]
File Transfer FTP, TCP Paort 21 ]
MEN Messenger TZP Paort 1863 I |
Telnet Service TCP Port 23 ]
A AOL Instant Messenger, TCP Port 5190 ]
Methleeting H.323, TGP Part 389,522 1503 ,1720,1731 I |
O LDP Port 53 I
SMMP LUDP Port 167, 162 ]
WEM-PRFTH TGP Part 1723 I |
WER-L2TR LUDP Port 1701 I
TCR All TCP Port ]
{ upp All UDP Por ] .
Protocol: d
Port Range: | e



Here are descriptions of every setup items:

Client PC

Description (a):

Client PC IP
address (b):

Client PC
Service (c):

Protocol (d):

Port Range (e):

Add (f):

Please input any text to describe HRis
address, up to 16 alphanumeridahracters.

Please input the starting IP addresthe left

field, and input the end IP addresthe right field
to define a range of IP addresses, or just inpat th
IP address in the left field to define a single IP
address.

Please check all services you warailtmv or
deny this IP address to use, youatetk multiple
services.

If the service you need is not lilseove, you can
create a new service on your own. Please select
TCP or UDP, if you're not sure, please select
‘Both’.

Please input the port range of sewice here. If
you want to specify port 80 to 90, please
input '80-90’; if you want to apply this rule on a
single port, just input the port number, like ‘80’.

When you finish with all settings, pleaek ‘Add’
to save settings, you'll be brought back to presiou
menu, and the rule you just set will appear in
current IP filtering table.

If you want to remove all settings in this pag&lciReset’ button.
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3-3-2 URL Blocking

If you want to prevent computers in local netwaidh accessing certain
website (like pornography, violence, or anythingi yeant to block), you
can use this function to stop computers in locéivoek from accessing
the site you defined here.

This function is useful for parents and company aggns.

Please follow the following instructions to set URIbcking parameters:
Please click ‘Firewall’ menu on the left of web ragement interface,
then click ‘URL Blocking’, and the following messagvill be displayed
on your web browser:

1
[] Enable URL Blocking

URL/Keyword

N

Add Heset

3
Current URL Blocking Table

o | UKo | Saea |

1 winny, playboy. com 1 5

-bI

[ Delete Selected ] [ Delete All ] [Reset]
6 7 8

[ Apply ] [ Cancel

Here are descriptions of every setup items:

Enable URL Check this box to enforce URL Blocking
Blocking (1): uncheck it to disable URL Blocking.

URL/Keyword (2): Input the URL (host name or |IRIs$s of website,
like http://www.blocked-site.coor
http://11.22.33.4% or the keyword which is
contained in URL (like pornography, cartoon, stock,
or anything).
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Add (3): Click ‘Add’ button to add the URL / keydido the
URL / Keyword filtering table.

Reset (4): Click ‘Reset’to remove the value yquited in
URL/Keyword field.

Current URL All existing URL/Keywords in filtegn
Blocking Table (5): table will be listed here.

Delete Selected (6): If you want to delete a $meldRL/Keyword entry,
check the ‘select’ box of the MAC address you want
to delete, then click ‘Delete Selected’ buttonu(Yo
can select more than one MAC addresses).

Delete All (7): If you want to delete all URL/Key listed here,
please click ‘Delete All’ button.

Reset (8): You can also click ‘Reset’ button tealect all
URL/Keywords.

After you finish with all settings, please clickpfly’ (9) button, and the
following message will be displayed on your webviser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
settings will take effect (Please wait for abouts@@onds while router is
rebooting).

If you want to reset all settings in this page btackreviously-saved
value, please click ‘Cancel’ button.
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3-3-3 DoS Attack Prevention

Denial of Service (DoS) is a common attack measwéransmitting a
great amount of data or request to your Interneididtess and server, the
Internet connection will become very slow, and semay stop
responding because it is not capable to handlentaxh traffics.

This router has a built-in DoS attack preventiorchanism; when you
activate it, the router will stop the DoS attackyou.

Please follow the following instructions to set Do®@vention
parameters:

Please click ‘Firewall’ menu on the left of web ragement interface,
then click ‘DoS’, and the following message will theplayed on your
web browser:

Denial of Service Feature

Ping of Death ] 1

Discard Ping From WAN ] 2
Port Scan [] 3

[] 4

[ Advance Settings ]

)
[ Apply ] [ Cancel

6

Here are descriptions of every setup items:

Ping of Death (1): Ping of Death is a special pacland it will cause
certain computer to stop responding. Check this box
and the router will filter this kind of packet out.

Discard Ping Ping is a common and useful todtriow

From WAN (2): the connection status of a specifeedote network
device, but some malicious intruder will try ta fil
your network bandwidth with a lot of PING request
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Port Scan (3):

Sync Flood (4):

Advanced
Settings (5):

data packet, to make your internet connection
become very slow, even unusable. Check this box
and the router will ignore all inbound PING request
but when you activate this function, you will net b
able to ping your own router from internet, too.

Some malicious intruder will tryuse a ‘port
scanner’to know how many ports of your Internet
IP address are open, and they can collect a lot of
valuable information by doing so. Check this box
and the router will block all traffics which areying
to scan your Internet IP address.

This is another kind of attackjclkiuses a lot of
fake connection request to consume the memory of
your server, and try to make your server become
unusable. Check this box and the router will filter
this kind of traffic out.

Click this button and you can set adedn

settings of the DoS prevention ntktisted above,
please see section 3-3-3-1 ‘DoS — Advanced
Settings’ below.

After you finish with all settings, please clickpfly’ (6) button and the
following message will be displayed on your webviser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
settings will take effect (Please wait for abouts@@onds while router is

rebooting).
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If you want to reset all settings in this page be&xcgreviously-saved
value, please click ‘Cancel’ button.

3-3-3-1 DoS - Advanced Settings
When you click ‘Advanced’ button in DoS menu, tddwing message
will be displayed on your web browser:

Denial of Service Feature

B Ping of Death

M Port Scan

B Sync Flood

I:l Packet(S) Per Burst I:l a
M Discard Ping From WAN b
MWMAP FIM f URG f PSH :
Amas tree
Anather Xmas tree
Mull scan
S¥M I RST
SN FIR :
=M [only unreachable port) i C
I:I Packet(S) Per Burst I:I d
[ Apply ] [ Cancel ]
e

Here are descriptions of every setup items:

Ping of Death (a):

Discard Ping
From WAN (b):

Port Scan (c):

Set the threshold of when Bas$S prevention
mechanism will be activated. Please check the box
of Ping of Death, and input the frequency of
threshold (how many packets per second, minute, or
hour), you can also input the ‘Burst’ value, which
means when this number of ‘Ping of Death’ packet
Is received in very short time, this DoS prevention
mechanism will be activated.

Check the box to activate this DoS
prevention mechanism.

Many kind of port scan methodslisted here,
please check one or more DoS attack methods you
want to prevent.
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Sync Flood (d): Like Ping of Death, you can setttireshold of
when this DoS prevention mechanism will be
activated.

After you finish with all settings, please clickpfly’ (e) button and the
following message will be displayed on your webviser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
settings will take effect (Please wait for abouts@@onds while router is
rebooting).

If you want to reset all settings in this page btackreviously-saved
value, please click ‘Cancel’ button.

3-3-4 Demilitarized Zone (DM2Z)

Demilitarized Zone (DMZ) refers to a special anegour local network.
This area resides in local network, and all comgutethis area uses
private IP address, too. But these private |P adéieare mapped to a
certain Internet IP address, so other people @mriat can fully access
those computers in DMZ.

Please follow the following instructions to set DNarameters:
Please click ‘Firewall’ menu on the left of web ragement interface,

then click ‘DMZ’, and the following message will biesplayed on your
web browser:
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1

[] Enable DMZ
Public IP address Client PC IP address
& Dynamic IP | Session 1 v 2
3 ————————— Select-—-—--— v4
O Static IP

5 6

Current DMZ Table

Here are descriptions of every setup items:

Enable DMZ (1):  Check this box to enable DMZ figrgtuncheck
this box to disable DMZ function.

Public IP You can select ‘Dynamic IP’ or ‘Statle’ here.

address (2): If you select ‘Dynamic IP’, you haweselect an
Internet connection session from dropdown menu; if
you select ‘Static IP’, please input the IP address
that you want to map to a specific private IP

address.
Client PC IP Please input the private IP addrdss the
address (3): Internet IP address will be mapped t

Computer Name (4): Pull down the menu and all tmputers
connected to the router will be listed here. Yon ca
easily to select the computer name without checking
the IP address of the computer.

Add (5): Click ‘Add’ button to add the public I®@dress and
associated private IP address to the DMZ table.

Reset (6): Click ‘Clear’ to remove the value yoputted in
Public IP address and Client PC IP address field.

114



Current All existing public IP address and priedP

DMZ table (7): address mapping will be displayie.
Delete If you want to delete a specific DMAgrtheck
Selected (8): the ‘select’ box of the DMZ entry yaant to delete,

then click ‘Delete Selected’ button. (You can delec
more than one DMZ entries).

Delete All (9): If you want to delete all DMZ eie8 listed here,
please click ‘Delete All’ button.

Reset (10): You can also click ‘Reset’ buttonrtsalect all
DMZ entries.

After you finish with all settings, please clickpfly’ (11) button and the
following message will be displayed on your webviser:

Save setting successfully!

fou may press COMTINUE button to continue configuring other settings or press APPLY button to restart the
system for changes to take effect

Continue ] [ Apply

Please click ‘Continue’ to back to previous setwgnm to continue on
other setup procedures, or click ‘Apply’ to rebtize router so the
settings will take effect (Please wait for abouts@@onds while router is
rebooting).

If you want to reset all settings in this page btackreviously-saved
value, please click ‘Cancel’ button.
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3-4 System Status

The functions described here will provide you vattstem related
information. To enter system status menu, pledbkeretlick ‘Status’ link
located at the upper-right corner of web manageinéstface, or click
‘Status’ button in main menu.

3-4-1 System information and firmware version

You can use this function to know the system infation and firmware
version of this router.

Please click ‘Status’ link located at the uppehtigorner of web
management interface, and the following messadédwitlisplayed on
your web browser

Status and Information 2

You can use the Status page to monitor the connection status for the Broadband router's; WAN/LAN interfaces, firmmeare
and hardware version numbers, any illegal attempts to access your netwark, and information on all DHCP client PCs
currently connected to your network.

System
Model  “Wireless Router
Uptime  Oday:0h:36m:29s
Hardware Yersion  Rew. A
Boot Code Wersion 1.0
Runtime Code Yersion  1.04

NOTE: Information displayed here may vary.
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3-4-2 Internet Connection Status

You can use this function to know the status ofenirinternet
connection.

Please click ‘Internet Connection’ menu on the ééfiveb management
interface, and the following message will be digpthon your web
browser:

CHETLNIER S GTER Fixed [P connect
IP Address : [NEPR IR0
Subnet Mask : [praapeaiapesall
Default Gateway : [REEEN ISR R
eGSR O0:0E:2E:44:66:02
Primary DNS : [icER{=ENRe
Secondary DNS : ERENIRE]

This information will vary depending on the connegtstatus.

3-4-3 Device Status
You can use this function to know the status ofryouter.
Please click ‘Device Status’ menu on the left obweanagement

interface, and the following message will be digpthon your web
browser:
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Wireless Configuration

Mode AP

ESSID default

Channel Number 1

Security WWEF

IP Address 192.168.2.1
Subnet Mask 255255 25510
DHCP Server Dizable

MAC Address 00:0e:2e:44:60:01

This information will vary depending on the devatatus.

3-4-4 System Log

All important system events are logged. You cantbsefunction to
check the event log of your router.

Please click ‘System Log’ menu on the left of wenagement interface,
and the following message will be displayed on ywab browser:

Jan 3 08:24:41 (none) syslog.info syslogd started: BusvEBox wl1.00-prez (200

[ Save ] [ Clear ] [Refresh]

1 2 3

The system events will be displayed in this pagd,lzere are
descriptions of every buttons:

Save (1): Save current event log to a text file.
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Clear (2): Delete all event logs displayed here.

Refresh (3): Refresh the event log display.

3-4-5 Security Log

All information about network and system securgkept here, and you
can use this function to check the security evegolf your router.

Please click ‘Security Log’ menu on the left of wabanagement interface,

and the following message will be displayed on ywab browser:

[Z000-01-01
[Z000-01-01
[2000-01-01
[2000-01-01
[2000-01-01
[2000-01-01
[2000-01-01
[2000-01-01
[2000-01-01
<

oo:
oo:
oo:
oo:
oo:
oo:
ooz
ooz
oo:

oo:
oo:
oo:
oo:
22t
22t

22

221
221

057 :
o097 :
o097 :
197 :
437 :
457 @
1497
497 :
57

start 3tatic IF

[SNTP] : connect to Time3erver
[FIREWALLL] : WAN IPF i=s 192.165
[SHMTP] : connect fail!!

[DM3Z] = dns restart ...

start Static IF

[SNTF] : conhect to Time3erver
[FIREWALLL] : WAN IF i=s 192.168
[SNTP] : conhect fail!!

[ Save ]

[

Clear

[ Refresh ]

1

2

3

192.43.244.158 ...
.1.10 setting firewall.

192.43.244.158 ...
.1.10 setting firewall.
w

>

The system events will be displayed in this pagd,lzere are
descriptions of every buttons:

Save (1):

Clear (2):

Refresh (3):

Save current event log to a text file.

Delete all event logs displayed here.

Refresh the event log display.
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3-4-5 Active DHCP client list

If you're using the DHCP server function of thisiter, you can use this
function to check all active DHCP leases issuethis/router.

Please click ‘Active DHCP client’ menu on the leftweb management
interface, and the following message will be digpthon your web
browser:

IP Address MAC Address Time Expired(s)

192.168.2.240 00:10:60: db:52:9d 56

All information about active DHCP leases issuediy router will be
displayed here. You can click ‘Refresh’ button tepthy latest
information.

3-4-6 Statistics

You can use this function to check the statistfosiceless, LAN, and
WAN interface of this router.

Please click ‘Statistics’ menu on the left of weAmagement interface,
and the following message will be displayed on ywab browser:

Sent Packets ]

Wireless LAN

Received Fackets 0

Sent Packets 5119
Recelived Packets 154538
Sent Packets 95

Ethernet LAN

Receivad Paclets ]

Refresh

You can click ‘Refresh’ button to display latesfiommation.
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3-5 Configuration Backup and Restore

You can backup all configurations of this routeatble, so you can make
several copied of router configuration for securégson.

To backup or restore router configuration, pleasiew the following
instructions:

Please click ‘Tool’ located at the upper-right carof web management
interface, then click ‘Configuration Tools’ on thedt of web management
interface, then the following message will be cageld on your web
browser:

Backup Settings 1

e 2
estore Settings ¢
Restore to Factory Default 3
Here are descriptions of every buttons:
Backup Press ‘Save...” button, and you’ll berppbed to
Settings (1): download the configuration as a, filefault

filename is ‘default.bin’, you can please savesit a
another filename for different versions, and keep i
In a safe place.

Restore Press ‘Browse... to pick a previouslyesiav

Settings (2): configuration file from your computand then
click ‘Upload’ to transfer the configuration fil®t
router. After the configuration is uploaded, the
router’s configuration will be replaced by the file
you just uploaded.

Restore to Click this button to remove all sgfsi
Factory Default (3): you made, and restore the mphtion of this
router back to factory default settings.
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3-6 Firmware Upgrade

The system software used by this router is calkefirmmware’, just like
any applications on your computer, when you reptheenld application
with a new one; your computer will be equipped wigw function. You
can also use this firmware upgrade function toraeld functions to your
router, even fix the bugs of this router.

To upgrade firmware, please follow the followingtiructions:

Please click ‘Tool’ located at the upper-right carof web management
interface, then click ‘Firmware Upgrade’ on thet leff web management
interface, then the following message will be cageld on your web
browser:

This tool allows you to upgrade the Broadband router's system firrmware.
Enter the path and name of the upgrade file and then click the APPLY button below. Y ou will be prompted to
confirm the upgrade.

The system will automatically reboot the router after you finished the firmware upgrade process. If you
don't complete the firmware upgrade process in the "next” step, you have to reboot the router.

Please click ‘Next’, and the following message Wwél displayed:

Firmware Upgrade 1

This tool allows you to upgrade the Broadband router's system firmware.
Enter the path and name of the upgrade file and then click the APPLY button below, ¥ou will be prompted to
confirm the upgrade.

Browse. .

Apply l [ Cancel
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Click ‘Browse’ button first, you’ll be prompted farovide the filename of
firmware upgrade file. Please download the latestware file from our
website, and use it to upgrade your router.

After a firmware upgrade file is selected, clickply’ button, and the
router will start firmware upgrade procedure autboadly. The
procedure may take several minutes, please benpatie

NOTE: Never interrupt the upgrade procedure by clos  ing the web
browser or physically disconnect your computer from router. If the
firmware you uploaded is corrupt, the firmware upgr ade will fail, and
you may have to return this router to the dealer of p  urchase to ask for
help. (Warranty voids if you interrupted the upgrad e procedure).

3-7 System Reset

If you think the network performance is bad, or yound the behavior of
the router is strange, you can perform a rout@tyesmetime it will
solve the problem.

To do so, please click ‘Tool’ located at the uppght corner of web
management interface, then click ‘Reset’ on thedeveb management
interface, then the following message will be dagpld on your web
browser:
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Reset ¢

In the event that the system stops responding correctly or stops functioning you can perform a Reset. Your
settings will not be changed. To perform the reset,click on the APPLY button below. You will be asked to
confirm your decision. The Reset will be complete when the LED Power light stops blinking.

[ Apply ] [ Cancel l

Please click ‘Apply’ to reset your router, and itlwe available again
after few minutes, please be patient.
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Chapter IV: Appendix

4-1 Hardware Specification

SoC: Ralink RT2880

RF: Ralink RT2820

Switch: IC+ IP175C (5 Port Switch)
Flash: 4MB

SDRAM: 16MB

WAN Port: 10/100M UTP Port x 1
LAN Ports: 10/2100M UTP Port x 4

Antenna: 3dBi Dipole Antenna x 2 (1T2R Spatial Multiplexing MIMO
configuration. 1 antenna is for signal transmitting and 2 antennas are for signal
receiving)

Power: 12VDC, 1A Switching Power Adapter

Dimension: 30(H) x 187(W) x 100(D) mm

Transmit Power: 11n: 16dBm+1dBm, 11g: 16dBm+1dBm, 11b: 18dBm+1dBm,
Temperature: 32~104°F (0 ~ 40°C)

Humidity: 10-90% (NonCondensing)

Certification: FCC, CE
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4-2 Troubleshooting

If you found the router is working improperly obptresponding to you,
don’t panic! Before you contact your dealer of hage for help, please
read this troubleshooting first. Some problemslmasolved by you

within very short time!

Scenario

Solution

Router is not
responding to me

when | want to access

it by web browser

a.

D

. Are you using MAC or IP address filter?

. If all above solutions don’t work, contact

Please check the connection of power cq
and network cable of this router. All cords
and cables should be correctly and firmly
inserted to the router.

If all LEDs on this router are off, please
check the status of A/C power adapter, at
make sure it’s correctly powered.
You must use the same IP address sectic
which router uses.

Try to connect the router by another

computer and see if it works; if not, pleas
restore your router to factory default

settings (pressing ‘reset’ button for over 1
seconds).
Set your computer to obtain an IP addres
automatically (DHCP), and see if your
computer can get an IP address.

If you did a firmware upgrade and this
happens, contact your dealer of purchase
help.

the dealer of purchase for help.

rd

0

5S

> for

Can't get connected ftt
Internet

Da.

Go to ‘Status’ -> ‘Internet Connection’

menu, and check Internet connection stat

Please be patient, sometime Internet is ju
that slow.

If you connect a computer to Internet
directly before, try to do that again, and

us.
st

check if you can get connected to Interne
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> Q@

with your computer directly attached to the

device provided by your Internet service
provider.

. Check PPPoE / L2TP / PPTP user ID and

password again.

Call your Internet service provide and ch
if there’s something wrong with their
service.

If you just can’t connect to one or more
website, but you can still use other intern

services, please check URL/Keyword filte

. Try to reset the router and try again later.
Reset the device provided by your Intern
service provider too.

eck

et
r.

et

Try to use IP address instead of hostname. If

you can use |IP address to communicate
a remote server, but can’t use hostname,
please check DNS setting.

with

| can’t locate my
router by my wireless
client

a.

b
C

closer.

d

ESSID on your wireless client manually, if
ESSID broadcast is disabled.

‘Broadcast ESSID’ set to off?
. All three antennas are properly secured.
. Are you too far from your router? Try to g

. Please remember that you have to input

2t

File download is very
slow or breaks
frequently

a

b.
C.

. Are you using QoS function? Try to disal
it and try again.

Try to reset the router and see if it's bette
after that.
. Try to know what computers do on your

local network. If someone’s transferring big

files, other people will think Internet is
really slow.

If this never happens before, call you
Internet service provider to know if there
something wrong with their network.

| can’t log onto web

Internet is slow sometimes, being patient.

e

S

a. Make sure you're connectmg¢he correct
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management interfaceiP address of the router!
password is wrong | b. Password is case-sensitive. Make sure the
‘Caps Lock’ light is not illuminated.
c. If you really forget the password, do a hard
reset.

Router become hot a. This is not a malfunctiogoif can keep
your hand on the router’s case.

b. If you smell something wrong or see the
smoke coming out from router or A/C
power adapter, please disconnect the router
and A/C power adapter from utility power
(make sure it’s safe before you're doing
this!), and call your dealer of purchase fo
help.

=S

The date and time of | a. Adjust the internal clock of router.
all event logs are
wrong
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4-3 Glossary

Default Gateway (Router): Every non-router IP device needs to configure aulef
gateway’s IP address. When the device sends dif packet, if the destination is not
on the same network, the device has to send theptrxits default gateway, which
will then send it out towards the destination.

DHCP: Dynamic Host Configuration Protocol. This protoeatomatically gives
every computer on your home network an IP address.

DNS Server | P Address: DNS stands for Domain Name System, which allows
Internet servers to have a domain name (such as.Bmadbandrouter.com) and one
or more IP addresses (such as 192.34.45.8). A N&iskeeps a database of
Internet servers and their respective domain nanddP addresses, so that when a
domain name is requested (as in typing "Broadbandraom" into your Internet
browser), the user is sent to the proper IP addidsesDNS server IP address used by
the computers on your home network is the locatioime DNS server your ISP has
assigned to you.

DSL Modem: DSL stands for Digital Subscriber Line. A DSL modases your
existing phone lines to transmit data at high speed

Ethernet: A standard for computer networks. Ethernet netwarksconnected by
special cables and hubs, and move data aroundtatifjy100 million bits per second
(Mbps).

Idle Timeout: Idle Timeout is designed so that after there israffic to the Internet
for a pre-configured amount of time, the connectdhautomatically be
disconnected.

| PAddress and Network (Subnet) Mask: IP stands for Internet Protocol. An IP
address consists of a series of four numbers gepdbs periods, which identifies a
single, unigue Internet computer host in an IP neétwExample: 192.168.2.1. It
consists of 2 portions: the IP network address,thadost identifier.

The IP address is a 32-bit binary pattern, whighloarepresented as four cascaded
decimal numbers separated by “.”: aaa.aaa.aaavhaee each “aaa”’ can be anything
from 000 to 255, or as four cascaded binary numbsparated by “.”:
bbbbbbbb.bbbbbbbb.bbbbbbbb.bbbbbbbb, where eactafb&ither be 0 or 1.
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A network mask is also a 32-bit binary pattern, aadsists of consecutive leading

1's followed by consecutive trailing 0’s, such as
111111211.112712171.11111111.00000000. Thereforetsoasea network mask can
also be described simply as “x” number of leaditsg 1

When both are represented side by side in thearpiforms, all bits in the IP address
that correspond to 1's in the network mask becoareqs the IP network address, and
the remaining bits correspond to the host ID.

For example, if the IP address for a device igtsitvinary form,
11011001.10110000.100200.00000111, and if its network mask is,
11111111.17122212122.11110000.00000000

It means the device’s network address is
11011001.10110000.100200.00000000, and its host ID is,
00000000.00000000.00000000.000001MHis is a convenient and efficient method
for routers to route IP packets to their destimatio

| SP Gateway Address: (see ISP for definition). The ISP Gateway Addrasan IP
address for the Internet router located at thesISfice.

| SP: Internet Service Provider. An ISP is a businessghavides connectivity to the
Internet for individuals and other businesses ganizations.

LAN: Local Area Network. A LAN is a group of computersdadevices connected
together in a relatively small area (such as a&aousn office). Your home network
is considered a LAN.

MAC Address: MAC stands for Media Access Control. A MAC addrissthe
hardware address of a device connected to a netWwbekMAC address is a unique
identifier for a device with an Ethernet interfattas comprised of two parts: 3 bytes
of data that corresponds to the Manufacturer IDous for each manufacturer), plus
3 bytes that are often used as the product’s sauiaber.

NAT: Network Address Translation. This process allowsfahe computers on your
home network to use one IP address. Using the bewmabirouter’'s NAT capability,
you can access the Internet from any computer anlyome network without having
to purchase more IP addresses from your ISP.

Port: Network Clients (LAN PC) uses port numbers to digtiish one network
application/protocol over another. Below is a iftommon applications and
protocol/port numbers:
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Application | ProtocolPort Number

Telnet TCP 23
FTP TCP 21
SMTP TCP 25
POP3 TCP 110
H.323 TCP 1720
SNMP UCP 161

SNMP Trap | UDP 162

HTTP TCP 80

PPTP TCP 1723

PC AnywhereTCP 5631
PC AnywhereUDP 5632

PPPoOE: Point-to-Point Protocol over Ethernet. Point-tofRdtrotocol is a secure
data transmission method originally created fol-dmconnections; PPPOE is for
Ethernet connection®PPoEelies on two widely accepted standards, Ethemet a
the Point-to-Point Protocol. It is a communicatignstocol for transmitting
information over Ethernet between different mantufeers

Protocol: A protocol is a set of rules for interaction agregdn between multiple
parties so that when they interface with each dblased on such a protocol, the
interpretation of their behavior is well defineddacan be made objectively, without
confusion or misunderstanding.

Router: A router is an intelligent network device that famgs packets between
different networks based on network layer addnefsination such as IP addresses.

Subnet Mask: A subnet mask, which may be a part of the TCPA®&mation
provided by your ISP, is a set of four numbers.(25.255.255.0) configured like an
IP address. It is used to create IP address nurabedsonly within a particular
network (as opposed to valid IP address numbeogyrered by the Internet, which
must be assigned by InterNIC).

TCP/1P, UDP: Transmission Control Protocol/Internet Protocol PTP) and
Unreliable Datagram Protocol (UDP). TCP/IP is ttendard protocol for data
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transmission over the Internet. Both TCP and UR@nsport layer protocol. TCP
performs proper error detection and error recovaany, thus is reliable. UDP on the
other hand is not reliable. They both run on toghefIP (Internet Protocol), a
network layer protocol.

WAN: Wide Area Network. A network that connects comptecated in
geographically separate areas (e.g. different img#d cities, countries). The Internet
is a wide area network.

Web-based management Graphical User Interface (GUI): Many devices support a
graphical user interface that is based on the welWwder. This means the user can use
the familiar Netscape or Microsoft Internet Explaie Control/configure or monitor
the device being managed.
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