STARTING OUT

4. Connect the Model 195Ed to your computer eithezalito the Ethernet card or through a HUB/Switdhgis CAT-5e
Ethernet cable. The Ethernet port on the 195Eda@ip Auto-Negotiation so either a patch cablerossover cable will
work. Open the ESTeem Discovery Program and ghesBiscover Modembutton. The Model 195Ed will be displayed
in the program by the Ethernet MAC address andedailiP Address (Figure 7).

7 195E Discovery 2.1.1.28 [=11E3)
Diizcover Modems I Found 1 modems
MAL Address | IP sddress 5510 | Mode Modem D | Wersion | Model |
00-04- 3F-00:0B: 54 172168149 ESTesm AP Bridae M2E102  195Eg
Rea-ay

Figure 7: Discovery Program Main Pag-:é
Note: The SSID and Mode of Operation will be adjusted |ater in the configuration.

5. Double-click on the 195Ed you want to program dreQonfigure IP Address window will be displayed (Figure 8). Enter
an IP address and Subnet Mask for the 195Ed thahesmyour network subnet and press thebllDKon to save this to the
ESTeem. You will receive notification that the Cigofation was Successful and the 195Ed will rebdtibceed to
ESTeem Setup in Chapter 4.

7 195E Discovery 2.1.1.28

Discaver Modems Configure IP Address E]

MALC Address ! IF &ddress I 1P A 75 16 & 149 ] Modem D ! Wersion J Model_!

00:04:3F:00:0B: 54 172.16.8.149 H 028102 195Eg
Subret Mazk: 255.255.0 .0

Dietault G ateway: 1721601 . B

Cancel |

Figure 8: Change IP Address Windogv

Ready
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STARTING OUT

USING THE RS-232 INTERFACE

Any terminal emulation program that can run withdND emulation can be used for this configuratiothefESTeem. Most
Windows users will probably use either Hyper Tewthor the Terminal Emulation in the ESTeem Utiptpgram. Configure
your RS-232C port for a Baud Rate to 38,400, DatatB 8, Parity to None, Stop Bits to 1 and Haradkahg to None and set
the Emulation type to VT100. Once your ESTeemamal® address, you can attach the ESTeem to youorkeand use the
Web Server for further programming.

Programming Using the RS-232 Port

1. When configuring the Model 195Ed for the first tig@u can use the ESTeem RS-232C Configuration Ntesatup the basic
operating parameters such as assigning the IP ssldfe Net Mask, Gateway IP Address, Domain Nanme: DANS 1P
Address.

2. Connect the serial cable (EST P/N: AA0621.1) beitwtbe RS-232 connector (RJ-45) on the Model 195paigramming
port to the serial port on the computer.

3. Any terminal emulation program can be used forcthafiguration of the Model 195Ed. Most users wiE either the
Terminal Emulation section of the ESTeem Utilitp&iam or Hyper Terminal in Windows. Configure y&#$-232C port for
a Baud Rate to 38,400, Data Bits to 8, Parity to@&d&top Bits to 1, use No Handshaking (Flow Cdhtod set the
Terminal to VT100 emulation.

4. Plug the Model AA175 power supply into a wall sdckied connect an Ethernet patch cable from the MiifsEd Ethernet
port to the J1 (Data&PWR) port on the power suigblgure 4). The Power over Ethernet (POE) LEDhenftont of the
ESTeem should be illuminated.

5. If your computer is configured properly, you willesthe ESTeem Model 195Ed booting sequence onlgyarinal Emulation
program. Once the ESTeem boot sequence is confpfgieoximately 30 seconds) you will receive thisgage:

“Please press Enter to active this console.”

If you don't see this message press the Resatrbaoitt the front panel of the Model 195Ed and/ockhke programming of
your RS-232 port.

6. Press the Enter key and you will be at the Corditiom Menu 195Ed login prompt. See Figure 10.

ESTEEM login:

Figure 10: RS-232 Port Log-in Screen
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CHAPTER 3
STARTING OUT

7. To enter the Model 195Ed Main Menu you will needbi into the system with a login name and password

8. If this is not the first time configuration of théodel 195Ed, see your network systems administfatahe password.

9. Atthe 195Ed login prompt typedmin for the login name and press theter key(<Enter>). The login name is defined at the
factory and is not changeable by the useétote that all characters are lower case.

10.1f this is the first time the Model 195Ed has b@eogrammed or the Password was not changed frofia¢hary default
values, the factory default password is @dmin. Enteradminfor the password and press the Enter key (<Enter>).

Note: All characters are lower case.

The ESTeem Configuration Welcome Screen (FigureMlllhow be displayed.

ESTEEM login: admin
Password:
a) Configure ethernet (and reboot)
) Ping a host
c) Restore factory defaults (and reboot)
d) Log
e) Show devices
f) Reboot
a) Quit

Enter selection: _

Figure 11: RS-232 Welcome Screen

11.To set the IP address in the ESTeem 195Ed, typetthe A and press the Enter key. Enter the vialughe IP address,
Netmask and default route and pressing the Enteafter each entry.

12.After the basic parameters have been enteredhatodel 195Ed you will need to commit the charigahe Model 195Ed
(Figure 12). Press the C key and then the Entkttenchanges will be saved to flash memory. &auuse programming
features in the ESTeem Web Configuration Manageotdigure the unit for your application. Procéedhapter 4.

ESTEEM login: admin

Password:

a) Configure ethernet (and reboot)

b) Ping a host

c) Restore factory defaults (and reboot)
d) Log

e) Show devices

f) Reboot

q) Quit

Enter selection: a

eth@ Link encap:Ethernet HWaddr 00:094:3F:00:26:0C
Enter IP address: 172.16.38.8

Enter netmask: 255.255.0.0

Enter default route: 172.16.1.6
Commit/Redo/Undo [c/rful: c_

Figure 12: RS-232 Welcome Screen
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CHAPTER 4
WEB CONFIGURATION

The ESTeem Model 195Ed Web Configuration Managen isiternal web server that will allow setup, maoing and diagnostics
of all operating parameters in the Model 195Ede T85Ed can be configured using any current welvd#psoftware such as

Internet Explorer, Netscape or Mozilla.
LOGGING ON TO THE ESTeem WEB PAGE

1. Using your Web Browser connect to the Model 195EsbW
Page with the IP Address that you have assignedihapter 3.

2. You will now see the Log-on Menu on Figure 1. Tteetthe
Model 195Ed Top Menu you will need to log into gystem
with a User Name and Password.

3. For the User Name entadmin and press the Enter key
(<Enter>) The User Name is defined at the factory and is n
changeable.

4. Enter your Password and press the Enter key (<Bnter

If thisisthefirst time the Model 195Ed has been programmed

Enter Network Password 2l

? Fleaze type your Lzer name and passwaord.

Site: 17216.48.209

Realm cgi-bir

UserMName |admin

Password I *****

™ Save this password in your password list

0K I Cancel |

Figure 1: ESTeem Web Page Log-on Screen

and Password was not changed from the factory default values, proceed with the steps below to access the Configuration

Menu.

e Thefactory default Password isalso admin. Enter admin for the Password and pressthe Enter key (<Enter>).

* Note: All charactersare lower case.

5. After Log-in the next screen displayed will be Medel 195Ed Top Menu page (Figure 2). This exarapteen shows the

Top Menu screen.

Top

IIII ESTeem Web Configuration Manager
[Top Status

Wireless Modems: IIII

This is the Top Page for the Web Configuration Manager. Below are the most recent saved
settings of the wireless LAN unit. To reconfigure the wireless LAN unit select the Setup tab.

L

Change Admin Password ]

Serial Number: E-15911
Software Version: 13
Modem ID:
Model 195Ed
Boot Loader: U-Boot 1.2.0.8 for the 195Es
Current Mode of Operation: AP Bridge

Wireless1 SSID: ESTeem

Wireless] Channel(Freq): 5 (912MHz)
Wireless] MAC Address: 00:04:3F-0026:DE

Wireless1 Repeater Enabled: false

Ethernet] MAC Address: 00:04:3F-0026DC

Bridge MAC Address: 00:04:3F:0026DC
Bridge IP Address: 172.16.38.8
Bridge IP Netmask: 255.255.0.0

Default Route: 172.16.1.6

DNS Settings: None

Figure 2: Top Menu Screen
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CHAPTER 4
WEB CONFIGURATION

WEB CONFIGURATION MANAGER SECTIONS

The following sections will describe the featunegach of the main and sub menu items in the wgespaFor step-by-step
examples of how to configure the Model 195Ed ifedént Modes of Operation, please refer to ChdpteExample
Configurations.

Top Menu

The Top Menu will be the default web page for thedel 195Ed Web Configuration Manager (Figure 2)isBection will
display the current configuration summary for theddl 195Ed and allow changing of the default passwa his page will also
display the Modem ID field that can be used tolgadentify the 195Ed you are programming. Thisdém ID field can be set to
any text combination for example, location nameS@Bordinates or addresses.

Setting the M odem I D III ‘ ESTeem Web Configuration Manager MEM ‘ "I
1. The Modem ID field can be adjusted under EiSsslisisen by Bob wtalodn il don
the Global Variables of the Advanced Menu s
tab. Select Global Variables and press the T e A
Next button. Figure 3 will be displayed. TR
The Advanced featwre provides access lo the configuration vanables without the
2. Scroll to the bottom of the Global Variables i oo s 1 1 P o)
. calegories. Select from a calegory below.
window and enter the text you would like Ta permanently commt all of your changes and rebool the systemn, click on the
displayed in the Modem ID field (Figure 4). "Conmpane ook hulnh bori
When Comp|ete, press tm/e %{u ngs m.um have been o y saved, the syslern will rebool will the new sellings in
button and th€ommit Changes button on
the next screen to save the name to the Global Settings:
195Ed. o teen

Set System Tane

Wireless LAN Settings:

all wireless LAN devices O

wilan0 device

Vendor Specified Wireless LAN Sertings:
wian® device O

Figure 3: Global Variables Screen

EST195E Web Configuration Manager m ‘
Wireless Modems Wl

[ Stats [ Lo et 4 vanced | Baskup) e[ Boboot [ Abou]

Advanced - Glohal Variables

The foliowing is a list of those configuration vanables under the Global Variables category. These value of these
variables are independent of any specific nefwork ssifings or any specific netwaorking Inferface

ADMIN_HOSTHAME [060271 Enter 1 - 30 characters
ADMIN_BASETIME [q710100002000 Format: MMODRbmmY Y'Yy
MODEM_ID | Fres farmat string o uss for addifional

Identifving Information for this system
E.0. “Roam 301" or “4th and Main*

Figure 4: Modem ID Field in Global Variables Screen
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Status Menu

The Status Menu provides a summary of the currextenof operation, system time, processor usaganalttemperature and
status of the communication links to other wirelgsgices. An example is shown below in Figure Ssibf the communication
troubleshooting is done in this section of the \almfiguration Manager.

EST195E Web Configuration Manager

Wireless Modems

Status: Summary

This s a summary of the stafus of the overall system. Most of the source data for this display s
also accessible through the "System Details” of the "Log" fab.

Common Status
System Mode: AP Bndge
Current System Time: Mon, 12 Jun 2006 09:558.01
System Temperature: 134446952 C, 0 F
Up Tune: 0 days, 00:00:55
CPUMemory Status
CPU Usermode(34): 5
CPU Kermelmode(%0): 4
CPU Idle(¥): 91
CPU Interrupts per Second: 32
Pageable Memory Total: 14404
Pageable Memory Used: 10588
Pageable Memory Free: 3816
Mumber of Processes: 26

Wireless device 1 Status
View Peer Table
View Global Counter Details
SEID (hex): 45:53:54:65:65:6d
SEID (text): ESTeem
MAC Address: 00.04 3F:00:0%:66
Wireless Eepeater enabled: true
Agsociated Stations: 0
Ex Bytes: 4444
Fx Frames: 60
Bz Frame Errors: 0
Tx Bytes: 8228
Tx Frames: 101
Tz Errors: 59
Tz Drops: 42

Ethernet device 1 Status
Ethernet MAC Address: 00:043F:00:09:64

Ex Bytes: 4058

Ex Frames: 37

Rx Frame Errors: 0

Tx Bytes: 24572

Tx Frames: 91
Tz Errors: 00
Tz Drops: 0

Figure 5: Status Screen
Peer Status Table
The Peer Status submenu lists the connected varééesces (Model 195Eds clients), their signaingitie, data rate and time of

last packet sent. Press the View Peer Tiafiteand Repeater Peer Status Table will be dyspldFigure 6). For a detailed
analysis of the information provided in this talpease review Appendix F — Troubleshooting.
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Associated Statior This section will list all the associated stasidhat are attached to the Access Point. Thdkskanther
Model 195Ed's in one of the three Client modes.

Repeater PeersThis section will list all connected 195Ed refpe@eers by their Wireless MAC address. For thetainformation
on repeaters, see Chapter 6 — Repeating Features.

Access Points This section will list all other 195Ed modematthre sharing the operating channel (frequencijeo1 95Ed but
not part of the same network. You can also natettie Repeater Peers listed above are also intlodhis list.

EST195E Web Configuration Manager

Wireless Modems

Status: Peer Table

This page is a summany view of the peer table for WLAN device wian(. Click on a given MAC
address for more detalls about that peer.

Eeturn to Status Summaty Page
Assoriated Stations

. LastRx
MAC Addr Signal (sec@kbps) Ta(Pkts) T=EB) Rx(Phkts) Ex(ER)
00:14:6c:19:02: 59 48| 47@54000 206 5 383 26
Eepeater Peers
: LastEx
MAC Addr Signal (sec@bps) Iodem ID
00:04:3£:00:18:76 42 0@54000

Figure 6: Peer Table Screen
Counter Details

The Counter Details submenu will summarize allgnaitted and receive data packets for the Model tiqbigure 5).

Revised: 27 Jun 08 4-4 EST P/N AA107D



CHAPTER 4
WEB CONFIGURATION

System Log Screen

The Log Screen is a trouble-shooting tool that shive current log of Model 195Ed system messafes.Figure 7. The System
Details button will display a more detailed systdiagnostics that may be requested by ESTeem tedisnipport.

EST195E Web Configuration Manager

Wireless Modems

System Log

The follawing display Is the system iog. Ta view more defalied systern information, click on the System Details bufian

System Details

System Lag:
Jan 1 00:00:00 (none) syslog.info syslogd started: BusyBox w1.00 (2006.05.22-22:27+0000)
Jan 1 00:00:01 (none) kern.notice kernel: klogd started: BusyBox v1.00 (2006.05.22-22:27+0000)
Jan 1 00:00:01 (none) kern.warn kernel: Linux version 2.4.27 (thrownBbrown) (goc version 3.4.3) #10 Ued May 31 14:35:43 PD
Jan 1 00:00:01 (none) kern.warn kernel: Early serial init of port O
Jan 1 00:00:01 (none) kern.warn kernel: Early serial init of port 1
Jan 1 00:00:01 (none) kern.warn kernel: Esteew 195CPU (C) 2004 Electronic 3ystems Technology.
Jan 1 00:00:01 (none) kern.warn kernel: On node O tcotalpages: 4096
Jan 1 00:00:01 (none) kern.warn kernel: zone(0): 4026 pages.
Jan 1 00:00:01 (none) kern.warn kernel: zone(1): O pages.
Jan 1 00:00:01 (none) kern.warn kernel: zone(2): 0 pages.
Jan 1 00:00:01 (none) kern.warn kernel: Kernel command line: root=/dev/mtdblock3 ro console=toy30,38400
Jan 1 00:00:01 (none) kern.warn kernel: Calibrating delay loop... 242.03 BogoMIPS
Jan 1 00:00:01 (none) kern.info kernel: Memory: 14320k availalle (1392k kernel code, 372k data, 84k init, 0k highmem)
Jan 1 00:00:01 (none) kern.info kernel: Dentry cache hash table entries: 2045 (order: 2, 16384 bytes)
Jan 1 00:00:01 (none) kern.info kernel: Inode cache hash table entries: 1024 (order: 1, 5192 hytes)
Jan 1 00:00:01 (none) kern.info kernel: Mount cache hash table entries: 512 (order: 0, 4096 bytes)
1

Tan AMCAN:AT fmAnel kern.infn kernel: Roffer manhe hash nahle ernries: 1024 favder: 1. 4096 hwrest

Figure 7: System Log Screen
Setup Screen

The Setup screen allows the step-by-step configaraf the Model 195Ed. Please see Chapter Sdimptete description on
System Setup menu and examples for system cortiigosa See Figure 8.

Wireless Modems

e =i
III‘ EST195E Web Configuration Manager m

Setup

Thiglgthe main Setup Page. Select 2 mode of operation for the wirefegs LAN unit from the
fallowing lisf.

Select Mode of Operation: |AP Bridge = Help

et

Figure 8: Setup Screen
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Advanced Configuration Screen

The Advanced screen allows the user to accessrdljaration parameters. The parameters are gcooased upon their variable.
It isrecommended that only advanced user s of the M odel 195Ed enter this section unlessinstructed by ESTeem technical
support. See Figure 9.

ESTeem Web Configuration Manager m
Wireloss Modems

Advanced

Modification of anv setting in this section should only be completed if specifically noted in the documentation or
requested by ESTeem technical support Adjustment of any variable in the advanced configuration mav resultin
product moperability.

The Advancediealure provides access (o the configuration variables without the Quick Sefup
navigation using the Seluptab. Thisfeatureis intended forexperienced users who knowthe
interdependencies between the configuration variables. The variables have been grouped by
categories. Selectirom a category below.

To permanently commit all of your changes and reboot the system, click on the
"Commitand Reboot"button below.

Once the changes have been permanently saved, the system will reboot with the new settingsin
effect

Global Settings:

Global Variables &
Iptables Setup ©

Set System Time ©
Wireless LAN Settings:
all wireless LAN devices ©
wilan0 device ©

Vendor Specified Wireless LAN Settings:
wian0 device ©

Network Settings:

wian( device ©
eth{device ©

br0 device ©

StaticIP routes ©

Bridge Settings:

Bridge Variables ©

Commit and Reboot

Figure 9: Advanced Features Screen

Backup Screen

The Backup Screen saves the current configuratitimi Model 195Ed to a file on the computer or oekw See Figure 10.
Pressing the Backup Button will create a configarefile that can be saved to the computer. Téned file can then be later
opened, if necessary, by the Restore menu to guieglace a Model 195Ed with a spare modem.

Wirelesa Modems

IIII] EST195E Web Configuration Manager m III

Backup

To backup the most recent commited changes o vour local PC, click the Backup butfon beiow.

Backup

Figure 10: Backup Screen
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Restore Screen

The Restore screen is used to restore the 195f@&dttoy defaults, return to the last saved conéigan or to access the
configuration files that were backed up to the cotep See Figure 11.

Wireless Modems

II EST195E Web Configuration Manager

Restore Settings

The Restore fealure allows vou fo restore this device fo the selfings from one ofihe sources
below. Click the appropriate button.

Factory Defaults LastCommitted Changes | File

Figure 11: Restore Setting Screen
Factory Default- Returns the Model 195Ed to all factory defaaltres.

Last Committed ChangesThis button will remove any changes to the mottehhave been done since the last committed
changes. The last committed changes will be nead the Flash file and reset in the Model 195Ed.

File — Pressing this button will bring up a selectibmbere the restore file was saved during the Bpg¢kigure 12). Select
“Upload via web browser” to browse for files sav@da local computer or select “Download from ap bit ftp URL” for files
saved on a network or over the Internet.

EST195E Web Configuration Manager

Wireless Modems

4 Restore g :

Restore - From a File

Select which method this device will pee fo refrieve the configuralion dala file:

Upload wia web browser & Help
Dovwnload from an http or fip URL ©

Pravious | N;txtl

Figure 12: Restore From Local File Screen
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Software Update Screen

The Software Update feature allows the user to tete latest Model 195Ed operating system softivare a file supplied by
the factory or the Internet to the Model 195Edsfi memory. To upload from a file on your compugelectJpload via web
browser and a file selection window will be displayed. Ooad directly from the Internet, sel@uwnload froman http or ftp
URL and enter the site address. See Figure 13.

Wireless Modems

=i
III‘ EST195E Web Configuration Manager m

Software Update

The Softwara Updata foalfura aliows vol to perform a field Update of vanous fliss, such as a
software updale Image, confaining an operaling system upgrade and & new roof file svslem, ora
new HTTRS caffificate.

Safact which fifa vou wish o refrieve.

Software update image file &
HTTPS certificate ¢ Help

MNext

Figure 13: Software Update Screen

System Reboot Screen

The Reboot screen allows the user to reset the M@&&d. See Figure 14.

Wireless Modems

III EST195E Web Configuration Manager m

System Reboot

ifvau wollid like fo rebooi ihis device, press the Reboot buifon helow Cthanwise, select from one
ofthe above fabs o confinue. Reboofing this device will cause the most recently commiffed
configuration changes fo fake effect

Feboot I

Figure 14: System Reboot Screen
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PROGRAMMING EXAMPLES

In this chapter we will demonstrate how to progthksmESTeem Model 195Ed for each of the operatindasio For a detailed
explanation of the modes, please refer to Chaptéttlis manual. In the following examples we assuhat the modems have
been initially configured for IP Address, Net Maskg. and are ready for programming from the MA®&IEd’'s Web
Configuration Manager’s Setup Menu. The first eglmetwork in Figure 1 consist of two wired Ethetrnetworks (Large Plant
LAN and Remote Building) that will be bridged tolget through a repeater site and have a direct pgudiinway. This same
wireless mesh canopy will provide wireless accedhe single PLC on the forklift (Example 4).

HUB or Switch

10/100BaseT

Stand-Alone Repeater Site
Example #2
S/N: E-14002

~.. WLAN MAC= 00:04:3F:00:09:05

Access Point Router
with Repeater
Feature Enabled

Network
Router

(Required) “ .+ Access Point Bridge

with Repeater

Plant Network
Feature Enabled

Large Wired LAN
Example #1
S/N: E-14001
WLAN MAC=00:04:3F:00:09:01

Remote Building
Small Ethernet Wired LAN
Example #3
S/N: E-14003
WLAN MAC=00:04:3F:00:09:10

Mobile Vehicle
Single Ethernet Device
Example #4
S/N: 14004

10/100BaseT

Access Point Bridge
with Repeater
Feature Enabled

Figure 1: Programming Example #1 Diagram

The second example network in Figure 2 show hosotdigure the Model 195Ed if multiple Ethernet am& are connected to a
single ESTeem Model 195Ed. A separate networkesddor the connected hardware is required anbeaonfigured for fixed
or dynamic IP (DHCP) addressing. The use of maltigtwork addresses will require that a netwotkaobe programmed for
each of the remote devices. As we learned in @hdpof this manual, the difference in the StaRmuter and the Station
Masquerade Mode will depend upon the required aliitly of accessing the connected Ethernet dev@éise 195Ed. The
Station Router will allow devices on the Ethernat\Lto access these device and the Station Masquevitlchot, very similar to a
firewall.
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Ethernet Wired LAN

10/100BaseT

Access Point Bridge
with Repeater
Feature Enabled

Network
Router
(Required)

Mobile Vehicle #2
Multiple Ethernet Devices
Example #6
S/N: 14006

Station Masquerade Mode

Mobile Vehicle #1
Multiple Ethernet Devices

Example #5
S/N: 14005

Station Router Mode

Documentation

Voice over IP

Remote PC

GPS

Figure 2: Programming Example #2 Diagram

The first step when configuring your wireless systeill be to document each Model 195Ed used im#tevork. The following is
an example of the System Configuration Table (Ghapt- Starting Out) completed for the two exanagplications:

Modem_ID(Name) Serial Number IP Address Ethernet MAC WLAN MAC
/Operating Mode
Plant Network E-14001 Ethernet 172.17.2.1 00:04:3f:00:09:02 00:04:3f:00:09:01
AP_Router Wireless 172.16.2.1
Repeater E-14002 Bridge 172.16.2.5 00:04:3f:00:09:06 00:08(209:05
AP_Bridge
Remote Building E-14003 Bridge 172.16.2.10 00:04:3f:00:09:11 068080:09:10
AP_Bridge
Forklift E-14004 N/A 00:04:3f:00:09:21 00:04:3f:00:09:2d
EtherStation
Truck #1 E-14005 Wireless 172.16.2.20  00:04:3f:00:09:26 00:04:3f:00:09:25
Station Router Ethernet 172.18.1.1
Truck #2 E-14006 Wireless 172.16.2.30  00:04:3f:00:09:31 00:04:3f:00:09:30
Station Masquerade Ethernet 172.19.1.1

Table 1: Example System Configuration Table
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Example 1 — Plant Network (Access Point Router with Repeater Enabled)

The ESTeem Model 195Ed configured as an Access Roiter will provide a separation between thedafjant network and
the Ethernet devices connected on the wirelessonletvil his mode of operation is most often usednd@nnecting the wireless
system to a larger network to eliminate the Netwmdadcast traffic from entering the wireless systéf Ethernet devices on the
Plant network want to access Ethenet devices owitkéess network, a network router is requiredegnlve the IP conflict created
by having the wired and wireless networks on sdépatbnets.

Network Router (Required)
IP Address 172.17.1.1
Netmask 255.255.0.0

Routes for 172.16.X.X network use
gateway 172.17.2.1

Wired Ethernet Address 172.17.X.X
HUB or Switch Gateway Address =172.17.1.1

10/100BaseT

Wireless Addresses 172.16.X.X
Gateway (Route) Address = 172.16.2.1

Ethernet IP Address = 172.17.2.1
—_— Netmask = 255.255.0.0

Wireless IP Address = 172.16.2.1
Netmask = 255.255.0.0

Default Route = 172.17.1.1

Access Point Router with
Repeater Feature Enabled

k.

W

Note: Ethernet and Plant Network

Wireless Networks Must Large Wired LAN
Be on Separate Subnets Example #1
SIN: E-14001

Ethernet MAC = 00:04:3F:00:09:02
WLAN MAC=00:04:3F:00:09:01

Figure 3: Access Point Router IP Addressing Example

1. Access the ESTeem Web page using your computerts Bv@wser as per instructions in Chapter 4. Seéetup from the

menu items. From the Select Mode of Operation gmin box , select AP Router (Figure 4) and pushNBxt button
below the pull down box.

III EST195E Web Configuration Manager m

Wireless Madems

Thisis the main Setup Page. Select a mode of oparafion for the wireless LAN unit from tha
following ist.

Select Mode of Operation: m Help

[Next

Figure 4: Access Point Router Setup Screen
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Note: Throughout the Configuration Manager are H8reens that can accessed for further informatioreach item.
2. Select if you want to use client or server Dynahhist Configuration Protocol (DHCP) for thgher net device. If you want to
enter a static IP address for the Model 195Edcs€lff and press thidextbutton. For our example, we have fixed IP

addresses and will select Off. For more informmatia the operation and configuration of DHCP, measer to Appendix C —
Interface Ports. Reference Figure 5.

EST195E Web Configuration Manager m
Wireless Madems

Setup

Saelact whathar vou wish fo use DHCP clisnt sarvices or whelhar vou wish configure a DHCP
senver. Selecting “None” will fake vou through a manual sefup of IF addresses as opposed fo
using DHCP services.

Zelected mode of operation: AT Eouter

DHCP services on the ethernet mterface: & MMone Help
0 Client
' Server

Previous | M

Figure 5: DHCP Ethernet Port

3. Refer to the site documentation (Table 1) and éhtetP Address and IP Netmask for the Model 198ittheEther net port.
Reference Figure 6.

EST195E Web Configuration Manager m
Wireless Madems

Enfer valuas for the folfowing fields for manual IP sefup.

Iode of operation: AP Eouter
DHCP Services; Off

Enter IP address for ethernet device: |1 721721
Enter netmask for ethernet device: |255-255-U-U

Frevious | M

&

3

Figure 6: Ethernet IP Addressing
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4. Select if you want to use client or server Dynahhist Configuration Protocol (DHCP) for tNeir eless device. If you want to
enter a static IP address for the Model 195Edcs€lf and press thidextbutton. For our example, we have fixed IP

addresses and will select Off. For more informmatia the operation and configuration of DHCP, measer to Appendix C —
Interface Ports. Reference Figure 7.

EST195E Web Configuration Manager

Wireless Modems

Setup

Select whether vou wish fo use DHCP client services or whelher vou wish configure a DHCP
senver Selecling “Nane” will fake yvou through a manual sefup of IP addresses as opposed fo
using DHCP services.

Selected mode of operation: AP Router

DHCT zervices on the wireless bridge mterface: & MNone Help
© Client
' Server

Presdous | Mext

Figure 7: DHCP Wireless Port

5. Refer to the site documentation (Table 1) and éhtetP Address and IP Netmask for the Model 198itheWireless port.
Reference Figure 8.

EST195E Web Configuration Manager m
Wireless Modema

Entervalues for the following fields for manual IFP setup of the wireless bridging device,

Mode of operation. AP Router
DHCP Services: Off

Enter TP address for wireless bridge dewice: |1 721821
Enter netrnask for wireless bridge device: |255-255-U-U
Previous | Na)dl

3

3

Figure 8: Wireless IP Address
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6. Enter the default route (Gateway) address for gteark. This AP Router 195Ed will use the NetwBduter for address
resolution (Figure 3). Enter the IP address ferNletwork Router and any DNS server informatidryol are not connecting
the Model 195Ed to the Internet, leave blank amdptheéNextbutton. Figure 9.

Wireless Modems

II EST195E Web Configuration Manager m

Setup

Enter values for the following fields fo sef up the defaul roufe and DNS seffings

Mlode of operation; AP Eouter

Enter default route IP address: |1 721711

Help

Use DS client services? © Yes & Mo Help

Enter DNS domain: | Help

Enter primary DIE server IP address: | Help
Enter secondary D3 server IP address: | Help

Presdious | I ext |

Figure 9: Wireless Security Level Settings
7. SelectYesif you will be using security for client accessytmur wireless network (recommened).

NOTE: The setting of this security level is ONLiYcl@ent access to the Model 195Ed. The secufithe Bridge
communication between the Model 195Ed’s is sepanatewill be configured during the repeater confifion.

Enter the SSID for your network. The SSID is thijua identification for your wireless network arti1l®5Ed that share a
wireless network MUST have the same SSID codes iflentification code is case sensitive and must @ntain spaces.
Reference Figure 10.

EST195E Web Configuration Manager

‘Wireless Modems

z| Setup L&M yd :-:_\__F ‘
Setup

inthe foliowing fields, seiect whether you want wireless security features furned on and enfer the
service st ideniifiar (SSID) that will be common fo ail wirelass LAN devicas.

Selected mode of operation: AP Fouter

Turn on wireless security features? & Yes Help
€ Mo
Enter the S5ID: [ESTeem Help

Previous | M

Figure 10: WEP Key Entry
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8. Select the encryption level for the wireless cligetess to the network. For further informatiorirendifferent levels of
security, please refer to Appendix E — Securitthf User's Manual. If you would like to hide t88ID from broadcasting
from the Access Point and would like to discardiif@adcast probes selétts. If Yes is selected the Model 195Ed will no
longer send out periodic SSID radio beacons. Beeswof the network will have to know the SSID itee the network and
security is increased, but if you want the SSIbeadroadcast to the network for easy identificatiwn selecNo. In our
example, we will be using mobile clients with 12BWEP. Reference Figure 11.

EST195E Web Configuration Manager

Wireless Modems

Enter/select values for the following fields fo sef up wireless securnty features.

© Hone
© WEP 64-bit
Select an encryption type: & WEP 128-bit Help
© WPAPSK
© WPA Enterprise
Hide Beacon S5ID © Yes Help

and Discard Broadcast Probes? & Mo

Frewvious | Next
Figure 11: Security Selection
9. Enter the WEP key values for your application thiflitbe used by all devices on the wireless netwBéference Figure 12.

EST195E Web Configuration Manager

Wirelees Modems

Setup
Enfer 13 hexadecimal bylfes, separated by colons, for sach of the following 128-bit WEF kevs

and gelact which key should be used as the defauif WEP key. These values are effective forall
wiralass LAN devices.

Encryption type:  128-Bit WEP for ATL wireless LA devices

Enter WEP Eey 1
(13 hex bytes): I1 1:22:33:44:55:66:77:88:99:00:aacbb co Help

Enter WEP Eey 2
(13 hex bytes): I1 1:22:33:44:55:66:77:88:99:00:8abb.co

Enter WEP Eey 2
(13 hex bytes): I1 1:2233:44:65:66:77.88:98:00: aabhcc

Enter WEP Eey 4
(13 hex bytes): i1 1:22:33:44:55:66:77:88:99:00:0acbb:co

® WEP Key 1
© WEP Key 2
© WEP Key 3
© WEP Key 4

Presdous | M

Select the default WEP key:

&

Figure 12: WEP Key Input Screen
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10.Enter the values for the Access Control List (ACILhis is a configurable MAC filter that can be &eallow or deny specific
wireless MAC address to the network. This feaisifarther explained in Appendix E — Security. olr example we will not

use the ACL. Reference Figure 13.

EST195E Web Configuration Manager

Wireless Modems

Setup

Enter the appropriate vaiues in the fields below for configuring MAC Address Authentication. If
alfow _ail Iz seleclad, the MACE in the access conlrol list are lghored.

Choose one of the following WMAC address authentication modes:
& allow all
© allow only those client MACs in the list below
© deny only those client MACSs in the list below

Enter MAT address: | Add MAC 1o Access Control List
Arcess Control List: Eemove MALC |

Femove ALL MACs |

To remove a MAC address from the access
control fist, select the MAC io remove and
click the Remove MAC button, To remove
all MAC addresses fromi the st, click the

Remove ALL MACs.

&

Frewvious | ﬂl

Figure 13: Access Control List Settings

11.Select the frequency channel of operation. AllésxcPoints in the same Repeater Peer network méedon the same radio
frequency channel. See Appendix D — Radio Conrdiium for help in selecting the frequency chanReference Figure 14.

Wirslesa Modems

III EST195E Web Configuration Manager

[

Top | Status | Log| Setup

Setup

Selact the channel for the wirsless LAN device fo operate on. The first displayed number in the
lisfis the channel and the second is the channel fraquency in MHz,

Select a channel |6 (2437 MHz) ~ Help

Frewvious | M

Figure 14: Radio Channel Selection
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12.The Repeater Peer Table (Figure 15) identifieswvilodel 195Ed’s will bridge wireless Ethernet conmigation. Only other
Access Point Repeaters need to be listedhaolModel 195Ed’s in client modes. Multiple linksthe same destination will
provide a backup pathway (Mesh Network) if the niynpathway is lost. Looking at the system laynigure 1, both the
repeater site and the direct link will be listeding the System Configuration Table (Table 1) gside, enter the Wireless
(WLAN) MAC address for the 195Ed’s that will communicate with Access Point Router (Example 1) starting thiéh
primary repeater path through the stand-alone tepea

EST195E Web Configuration Manager m
‘Wireless Modems
Top | Stams | twareU

Setup

Selfect whether to enable repeater capahbility Ifthe repeater capablity Is disabled the peeriistisignored. ifihe
repeater capahilify is enabled, then a link is astablishad with seach pesrin the st

You may add a peerto the list ramove an exisfing pesr or madify an existing peer by clicking the appropriate
button balow.

The fallowing configurations are forthe wireless LAN device.

Enable the repeater capability? © Yes Help
& Mo
.  Tes
Set as root bridge?
= & Mo
Fort Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable

Repeater Peer List: Add

Remove |
Modify |

Frevious | et

Figure 15: Blank Repeater Table

The communication link through repeater site isttbst radio path from the Plant Network to the RenBuilding and we
want this link to be the primary repeater routde T95Ed follows the same networking “rules” as aifner Ethernet device
and if we made no changes to the default pathatd€10 the lowest path cost would be directly ® Remote Building (Direct
=100, Repeater = 200 (100+100)). To configurel®Ed to select the repeater as the primary y@atio the direct link’s
path cost must be greater than the cost througtepeater link (any number greater than 200). Weset the path cost at 201
for the direct link, making the repeater link a @vpath cost and thus the primary pathway. Phessdd button to enter the
first repeater link to the Repeater Peer List aigdre 16 will be displayed.

Note: For a more complete description on configurgpeater routes, see Chapter 6 — Repeating Egsatur
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First Repeater Link

Enter the Wireless (WLAN) MAG@ddress of the stand-alone repeater site andathecpst for this link will stay at the default

value at 100. Select the level of Encryption fags tommunication link. The encryption levels tioe repeater peer link must
be the same on both sides, but is completely intépe from the Encryption level for the client a&gx# the network. For
consistency in our example, we will also use 128/8tP Encryption for the Repeater Peer link. 8Sgtthe link data rate to
Dynamic will allow all data rates from 1 Mbps to BWps to be used. Verify the Repeater Link ig@é&nable and press the
Create Repeater Peer Button.

EST195E Web Configuration Manager

Wireless Modems

Setup - Add a Repeater Peer

To add a naw repsater pear for the firsl wirsless LAN interface, entsr the MAC addrass, the port priority, the porf cost, the
key tyne, the key and the rafe sef and click the “Create Repeater Pear” buifon.

Enter the MAC address: [00:04:3100.08:05 Eniarthe 43-0if MAC address ofthe repeater
pear.
Enter the port path cost: [100 Enlerthe bridge port path cost for this link. {1-
65535)
Select the encryphion type: © None Salectthe rapealar link sncryption method
© WEP 64-bit Malte: the encryplion method and key sefiing
@ WEP 128-bit must be the same on bolh repealer pesrs.
© TEIP
Enter the encryption key: [11:22:33:44:55:66:77:80: Enlerthe encryplion key as a sequence af

hexadecimal byviss (e.q. 0a.0b: fc2d:3a). Key
fength: None=0 byies, WEPG4=5 byles,
WER128=13byies, TKIP=32 hyfas

Allow dvnamic rate selechion or select a
specilic dafa rafe for this link to use. it is
recommended, bul not required, thal the rale
sslsctions be the same on both peers

Select linke data rate

Enable link: & Enable Enabla or disable the repeatsr peerlink
© Disable Enable must be selecied for ihe repeaters fo
communicate

Feturh to Repester Setup I Create Repeater Peer

Figure 16: First (Primary) Repeater Link
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Second Repeater Link (Direct Path)

Press the Add button a second time (Figurel15) andd-17 will be displayed. Enter the Wireless (AMiN) MAC address of
the Remote Building and set the path cost forlithiisto a value of 201. Select the level of Endigp for this communication
link. The encryption levels for the repeater gdegrmust be the same on both sides, but is comlgletdependent from the
Encryption level for the client access to the nekwd-or consistency in our example, we will alse 128-Bit WEP Encryption
for the Repeater Peer link. Setting the link data to Dynamic will allow all data rates from 1 pibto 54 Mbps to be used.
Verify the Repeater Link is set to Enable and ptes€reate Repeater Peer Button.

Wireless Modems

I EST195E Web Configuration Manager

@ lw}%ﬁ s |\§§ T ‘ﬁ‘ﬁ,ljﬁ’ o ,E, g \l PRs
Setup - Add a Repeater Peer

To add a new repeater pear for the first wirsless L AN Interfaca, entar the MAC addrass, the port prionty, the port cost, the
key tyoe, the key and the rale sel and click the "Creale Repeater Peer” hutlon.

Enter the MAC address: [00:04:3t00:09:10 Enfarthe 48-hit MAC address of the repeater
peer.
Enter the port path cost: [207 Entar the bridge port path cost for this link. (1-
65535)
Select the encryption type: ¢ Mone Selgct the repaater link encryotion meathod.
© WEP 64-bit Note: the encrypfion method and key satiing
& WEP 128-bit must be the same on both repsater peers.
© TEIP
Enter the encryption key: [11:22:33:44:55:66:77:88: Entar the encrvption key as a sequence of

hexadecimal byles (e.g. 0a:0b {c:2d.3a). Key
length: Mone=0 byies, WEPG4=5 byfes,
WEF128=13hytas, TKIP=32 byfas

Allow dynamic rate selection ar selact a
specific data rale forthis link fo use i s
recommended, buf not requirsd, thaf the rate
selechions be the same on bolh pesrs.

Select ik data rate

Enable link: & Enable Enabig or disable the repealer peeriink
© Disable Enabile must be seigcted for the repeaters o
communicate

Return to Repeater Setup I Create Repeater Peer

Figure 17: Second (Backup) Repeater Link
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Figure 18 displays the complete repeater peewiistboth repeater peer entries. Set Enable repeapability toYyesand to
both repeater paths. This Access Point Router d #&lso the primary data path for all Etherrefitr on the network and
will also need to be configured as the Root Bridjyess thé&lextbutton to continue.

EST195E Web Configuration Manager

Wireless Modems

Log| Seiup | Advanced | Backup | Restore | 5¢
Setup

Selact whather to anahle repeater capability. If the repeater capahility is disablad, the peerlist is ignared If the repeater
capability s enabled, then a link is eslablished with each peerin the lis

You may add a pear to the list, remave an existing peer or madify an axisiing peer by clicking the appropriate button
below

The following configurations are for the wireless LAN device.

Enable the repeater capability? & Teg Help
© Mo
P & Yes
Set as root bridge?
2 © Mo
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
LR S AR 00: 04:3F:00:09: 058 128 WEP128 Dynamic true Add
00:04:3£:00:09:10 128 201 WEP128 Dynamic true
Remove
Moify
Frevious | MNext

Figure 18: Completed Repeater Peer List

13.Figure 19 will be displayed. If no further changes necessary to the modem, you can commit thregelahat will then be
saved and the modem rebooted.

EST195E Web Configuration Manager

Wireless Modems

To permanently commit your changes, click on the "Commit Changes” bution below
Onee the changes have bean parmanently savad, the systarm will rahoot with the naw saffings In effect

Frewious Commit Changes Go To Advanced Setup Cancel I

Figure 19: Commit Changes
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Example 2 — Stand Alone Repeater (Access Point Brid  ge with Repeater Enabled)

Review the example diagram, Figure 1, and locad #5Ed marked as Example #2. This ESTeem is lisig) by two other
Model 195Ed’s as a repeater but is not connected tthernet network. This modem should be cordijfor Access Point
Bridge mode.

1. Access the ESTeem Web page using your computefsBk@vser as per instructions in Chapter 4. S&ettp from the
menu items. From the Select Mode of Operationgmwn box , select AP Bridge (Figure 20) and pasgtiNiextbutton below
the pull down box.

EST195E Web Configuration Manager

Wireleas Modems

Setup
Thig iz the main Setup Page. Select a mode of operation for the wirelgss LAN unit from the
foliowing fisf.

Select Mode of Operation: | AP Bridge = Help

[N ext

Figure 20: Access Point Bridge

2. Select if you want to use client or server Dynahhist Configuration Protocol (DHCP) for the 195Hflyou want to enter a
static IP address for the Model 195Ed, select adfaress the Next button. For our example, we figed IP addresses and
will select Off. Reference Figure 21.

III EST195E Web Configuration Manager m

Wireless Modems

Setup

Selact whether you wish fo use DHCF cliant sernvicas or whether vou wish configure @ DHCP
server Selecting “None® will take you through a manual sefup of IF addresses as opposed (o
using DHCF sehvices.

Selected mode of operation: AP Bridge

DHCT zervices on the brdge mterface: & Mone Help
© Client
O Server

Frevious | [ ext

Figure 21: DHCP Configuration
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3. Enter thebridge IP Address and IP Netmask for the Model 195Ed. Widlunotice that for the 195Ed in AP Bridge modayo
a single IP address in entered. Both the ethéiPnand wireless IP addresses will be the sameeibrilge mode. Reference
Figure 22.

EST195E Web Configuration Manager

Wireless Modems

Enter values for the following fislds for manual IP sefup of the bridging device.

Mode of operation: AP Bridge
DHCP Services; Off

Enter IP address for bridge device: |1 721625 Help
Enter netmask for bridge dewvice: |255-255-D-D Help

Prasious: | MI

Figure 22: Bridge IP Addresses

4. Enter the default route (Gateway) address for éteark. For Ethernet devices on the wireless nét{l® 172.16.X.X — See
Figure 3), the AP Router 195Ed will be the gatewamnter thewireless IP address for the AP Router 195Ed (configured in
Example 1) and any DNS server information. If goe not connecting the Model 195Ed to the Inteteatje blank and press
theNextbutton. Figure 23.

EST195E Web Configuration Manager m
‘Wireless Maodems

Setup

Enter values for the following fislds o set up the default route and DNS setfings

Mode of operation: AP Bridge

Enter default route TP address: |1 721621

Help
Use DS chent services? 0 Yeg Help
® Mo
Enter DNS domair | Helo
Enter primary DS server IP address; | Help
Enter secondary DS server IP address: | Help
Previous | M

Figure 23: Default Route (Gateway) and DNS Configur — ation
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5. SelectYesif you will be using security for your wirelesstwerk (recommened).

NOTE: The setting of this security level is ONLiYcl@nt access to the Model 195Ed. The secufithe Bridge
communication between the Model 195Ed’s is sepanatewill be configured during the repeater confifion.

Enter the SSID for your network. The SSID is thijua identification for your wireless network arti1l®5Ed that share a
wireless network MUST have the same SSID codes iflentification code is case sensitive and must @ntain spaces.
Reference Figure 24.

III EST195E Web Configuration Manager

Wireleas Modemsa

In the following fislds, select whether vou want wireless secunty features tumed on and enter the
service sel identifier (SSI0Y that will be common o all wireigss LAN devices.

Selected mode of operation: AP Bridge

Turn on wireless security features? & Tes Help
< Mo
Enter the SSID: [ESTeem Help

Presious | Ne)dl

Figure 24: Security and SSID Configuration

6. Select the encryption level for client access éwireless network. For further information on tliéerent levels of security,
please refer to Appendix E — Security of this Us&fanual. If you would like to hide the SSID frdmoadcasting from the
Access Point seledtes. If Yes is selected the Model 195Ed will not send periodic SSID radio. The users of the network
will have to know the SSID to enter the network aadurity is increased, but if you want the SSIDedoroadcast to the
network for easy identification then selétm. The 195Ed can also be configured to discard thlegorequests from clients.  If
desired, set Discard Broadcast Probes to Yesurlexample, we will be using mobile clients witl81dt WEP. Reference
Figure 25.

Wireleas Modems

III EST195E Web Configuration Manager

Enter/select values for the following fields to sef up wireless secunty fealuras.

© None
© TWEF 64-bit
Select an encryption type: & WEP 128-bat Help
© TWPAPSK
C TWPA Enterprise
Hide Beacon SSID © Yes Help

and Discard Broadcast Probes? & 1o

Frevious | [Nt

Figure 25: Encryption Level Selection
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7. Enter the WEP key values for your application thiflitbe used by all devices on the wireless netwBéference Figure 26.

EST195E Web Configuration Manager

Wireless Modems

Setup

Enfar 13 haxadacimal byles, separated by colons, for each ofthe fofiowing 128-bif WEP keys and
gelect which key should be Lsed as the default WEF key These values are effective for all
wiralass LAN davicas

Enctyption type:  128-Bit WEP for ALL wireless LA devices

Enter WEP Eey 1
(13 hex bytes): i11:22:33:44:55:66:?? 88:9%9:00:aa:bhice Help

Enter WEP Key 2
(13 hex bytes): I11:22:33:44:55:BB:?? 88:99:00:8a:bbicc

Enter WEP Eey 3
{13 hex bytes): |11.22.33.44.55.EE.?? 85:99:00:aabhicc

Enter WEP Eev 4
(13 hex bytes): !11:22:33:44:55:66:?? 88:99:00:aa:bhice

& WEF Fey 1
© WEF Key 2
© WEF Key 3
© WEF Eey 4

Previous | M

Select the default WEP key:

Figure 26: WEP Key Entry

8. Enter the values for the Access Control List (ACILhis is a configurable MAC filter that can be seallow or deny specific
wireless MAC address to the network. This feaisifarther explained in Appendix E — Security.olr example we will not
use the ACL. Reference Figure 27.

EST195E Web Configuration Manager

Wireless Modems

Enfar the appropriate valuas in the fields below for configuring MAC Address Authenfication. If
affow_all s seiscted, the MACSs In the access control fist are ignored

Choose one of the follewing MAC address authentication modes:

& allow all Help
© allow only those client WAz in the list below
€ deny only those client MACs in the list below

Enter MAC address: | Add MAC o Access Control List

Access Control List: Femove MAC |

Remove ALL MACs |
To remove a MAC address from the access
conirol i, safact the MAC to remove and
click the Remave MAC buiton. Ta remave
all MAC addresses fromt the fist, click the
Remave ALL MACs.

Previous I N;ml

Figure 27: ACL Configuration
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9. Select the frequency channel of operation. All@sscPoints in the same Repeater Peer network méedon the same radio
frequency channel. See Appendix D — Radio Conrditijom for help in selecting the frequency chanReference Figure 28.

‘Wireless Modema

III EST195E Web Configuration Manager

=
20Ol

Setup

Selectthe channel forthe wiraless LAN device to operale on. The first displayed number in the
list is the channel and the second Is the channel frequency in MHz.

Select a channel: |6 (2437 MHz) = Help

Previous | M

Figure 28: Channel Configuration

10.The Repeater Peer Table identifies which Model 1Sl bridge wireless Ethernet communication.lYOother Access
Point Repeaters need to be listedthetModel 195Ed’s in client modes. Looking atslgstem layout in Figure 1 and what we
discussed in Example 1, both the Plant NetworksEtPand the Remote Building’s 195Ed will be lisbgctheir wireless
(WLAN) MAC (Figure 29). There is only a single radio conie@cpath to the other two 195Ed’s in the netwofke path
cost only effects redundant links in the networdt @pplicable to the repeater) and will be lefiefault. Enter the WLAN
MAC addresses for the other two Access Points aeskihéNextbutton to continue.

11.Select Commit Changes to write the programminddashi-memory and reboot the Model 195Ed. Whengheat process has
completed (approximately 30 seconds) the modenbeilieady to place in operation.

EST195E Web Configuration Manager

Wireless Modems

Select whether fo enable repeater capabliify. If the repeater capability is disabled, the pear list Iz Ignared. If the
repeater capability Is enabled, then a link Is established with sach peer in the list

You may add a peerito the list remove an exisfing peer or modify an existing peer by clicking the appropriate
butfon below

The following configurations are for the wireless LAN device

Enable the repeater capabiliy? & Yes Help
€ Mo
. © Tes
Set as root bridge?
& & Mo
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
Repeater Peer List: [IBOF EScF L RN ERV R § 128 WEP128 Dynamic true Add
00:04:3£:00:09:10 128 100 WEP128 Dynamic true
Rermowve
Madiy |

Frewvious [ext

Figure 29: Repeater Configuration
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Example 3 — Remote Building (Access Point Bridge wi  th Repeater Enabled)

1. Review Example #1 diagram (Figure 1) and locatel %Ed marked as Example 3. This ESTeem is comhéota Remote
Building network that will be bridged to the Plamatwork through the Access Point Router (Examp)eviélthe repeater. This
modem should be configured for Access Point Britigele and the configuration for this 195Ed will Heritical to Example 2
except that the IP addressing and the Repeatetdadder You would follow all steps 1-11 in Examgléo configure this
195Ed also but Figures 31 & 32 will show the change

EST195E Web Configuration Manager

Wirelass Madems

Setup

Enfervalues forthe folfowing fislds for manual IP sefup of the bridging device.

Mode of operation: AP Bridge
DHCP Sernces; Off

Enter IF address for bridge device: |1 7216210

Help
Enter netmask for bridge device: 25528500 | Help
Previous ml
Figure 31: Example 3 Bridge IP Address
III EST195E Web Configuration Manager
| | Wireleas Modems

Setup

Select whether o enable repealter capability. If the repeater capabilily 1s disabled, the peer list is ignored. Ifthe
repeater capability I1s enabled, then a link Is established with each peer in the list

You may add a peerto the list remove an existing peer or modify an exisling peer by clicking the appropriate
button below.

The following configurations are for the wireless LAN device.

Enable the repeater capability? & Yez Help
€ Mo
. © Tes
Set as root bridge?
& & Mo
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
Repeater Peer List: QB F S SRR L ER NS 128 WEP128 Dynamic true Addd
00:04:3£:00:09:05 128 100 WEP128 Dynamic true
Remaowe |
hadify
Fresious | Ne_xtl

Figure 32: Example 3 Repeater Routing Table
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Example 4 — Mobile Vehicle with Single Ethernet Dev ice (EtherStation Mode)

Review the Example Diagram #1 (Figure 1) and lotta#e€l 95Ed marked as Example 4. This ESTeem isembed to a single
Ethernet device in a mobile application and willdoafigured for EtherStation mode. In this mode1B5Ed will gain access to
the wireless Ethernet canopy created by the thoeeds Points (Examples 1-3), but will be emulatigMAC address for the
connected Ethernet device and will no longer havaaddress in the network. To reprogram the @i%&ter configuration in
EtherStation mode requires the ESTeem Discovetigyuir direct connection to the RS-232 port.

1. Access the ESTeem Web page using your computefsBk@vser as per instructions in Chapter 4. S&ettp from the

menu items. From the Select Mode of Operationgmwn box , select EtherStation (Figure 33) andhplisNextbutton
below the pull down box.

Wireless Modemns

III EST195E Web Configuration Manager

Setup

Thislzthe main Setup Page. Selact a mode of oparalion for the wirsless LAN unit from the
folfowing st

Select Mode of Cperation: |Ether8tation _‘J Help

[Next
Figure 33: EtherStation Selection
2. Enter the SSID for your network. The SSID is thijue identification for your wireless network a@iti195Ed that share a
wireless network MUST have the same SSID codes iflentification code is case sensitive and must @ntain spaces.

Select the encryption level for the wireless nekwtormatch the level of the Access Point canopyeiine MAC address of
the connected Ethernet device. Reference Figure 34

Wireless Modems

III EST195E Web Configuration Manager

[

Setup

in the fallowing fields select whelher vou want wireless security features furned on and enter the
senvice sel idenfifier (SSI0) that will be common fo all wirelegs LAN devices.

Zelected mode of operation:  EtherBtation

Enter the 551D |ESTeem Help

© Ione
© WEPS4
Select an encryption type: & WEP128 Help
O WEA PSE
© WPA Enterprise with PEAP

Device MAC Address: |DDiDDiDDiDDiUDiDD Help
Presvious | IS et

Figure 34: SSID and Device MAC Input

Revised: 30 Jun 08 5-19 EST P/N AA107D



CHAPTER 5
EXAMPLE CONFIGURATIONS

3. Enter the WEP key values for your application thiflitbe used by all devices on the wireless netwBéference Figure 35.

Wireless Modems

III EST195E Web Configuration Manager

Setup

Enler 1.3 hexadecimal byfes, separated by colons, for each of the following 128-bif WEFR keys and
gelect which key should be used as the default WEF ke, These values are configured for the
wiralass LAN device.

Encryption type:  128-Bit WEP for the wireless LA device

Enter WEP Key 1
(13 hex bytes): |1 1:22:33:44:55:66:77:688:99:00:aa:bbicc Help

Enter WEP Eey 2
{13 hex bytes): |1 1:22:33:44:65:66:77:68:99:.00:8a:hbcc

Enter WEP Eey 3
(13 hex bytes): |1 1:22:33:44:55:66:77:88:99:00:aa bbicc

Enter "WEP Key 4
{13 hex bytes): l1 1:22:33:44:65:66:77:68:99:00:aahbcc

& WEP Key 1
 WEP Key 2
C WEF Eey 3
Select the default WEFP key: © WEF Key 4 Help

Previous | Néxt_'l

Figure 35: WEP Key Input

4. Select Commit Changes to write the programmingdst=memory and reboot the Model 195Ed. Whendheat process has
completed (approximately 30 seconds) the modenbeitieady to place in operation. Reference Figére 3

EST195E Web Configuration Manager

Wireless Modems

senp [ A0

S-etup

To permanently commif vour changes, click an the "Commit Changes” bufton below
Onee the changes have been permanently saved, the sysfem will rebool with the new seifings In
affact.

Previous Commit Changes Go To Advanced Setup | Cancel |

Figure 36: EtherStation Selection

Revised: 30 Jun 08 5-20 EST P/N AA107D



CHAPTER 5
EXAMPLE CONFIGURATIONS

Example 5 — Mobile Vehicle #1 (Station Router)

Review the Example Diagram #2 (Figure 2) and lotta#e€l 95Ed marked as Example 5. This ESTeem isembed to multiple
Ethernet devices in a mobile application and vélidonfigured Station Router mode. In this model®&Ed’s will gain access to
the wireless Ethernet canopy created by the Adeesg and act as the router between the devicagected to the Ethernet port
and wireless network. Each of these networksredjLire a unique subnet to operate. If Etherngatde on the wired LAN
network want to access Ethenet devices on theo8t&buter 195Ed, a network router is required enained LAN to resolve the
IP conflict created by having the wired and wirslestworks on separate subnets (Figure 37).

Network Router (Required)
IP Address 172.16.1.6
Netmask 255.255.0.0

Routes for 172.18.X.X network use
gateway 172.16.2.20

Routes for 172.19.X.X network use
gateway 172.16.2.30

Note: Wireless Networks and
Station Modes Must Be on

Separate Subnets
HUB or Switch

Bridge IP Address = 172.16.1.1
Netmask = 255.255.0.0

Default Route = 172.16.1.6

Access Point Bridge with
Repeater Feature Enabled

Station Masquerade Mode

o

Station Router Mode

| omm

Mobile Vehicle #1
Multiple Ethernet Devices
Example #5
S/N: 14005

Netmask 255.255.0.0

Wireless IP Address
172.16.2.20

Ethernet IP Address
172.18.1.1

Voice over IP

Connected Ethernet Devices
172.18.X.X

Gateway (Route) =172.18.1.1
Gateway(Route)

172.16.1.6

Multiple Ethernet Devices

Mobile Vehicle #2

Example #6
S/N: 14006

Netmask 255.255.0.0

Wireless IP Address
172.16.2.30

Ethernet IP Address
172.19.1.1

GPS

Remote PC

Connected Ethernet Devices
172.19.X.X

Gateway(Route) Gateway (Route) = 172.19.1.1

172.16.1.6

Figure 37: Station Router IP Addressing Diagram
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1. Access the ESTeem Web page using your computettsBi@vser as per instructions in Chapter 4. S&etip from the
menu items. From the Select Mode of Operationgmn box , select Station Router (Figure 38) amshgheNextbutton
below the pull down box.

EST195E Web Configuration Manager

Wireless Madems

Thisisthe main Setup Page. Seisct a mode of operation far the wireless LAN unit fram the
foifowing iist.

Select Mode of Cperation: |Station Router j Help
[\t

Figure 38:Station Router Selection

2. SelectYesif you would like to use DHCP services on eithewir eless or ether net connections. Enter the SSID for your
network. The SSID is the unique identification your wireless network and all 195Ed that sharérel@ss network MUST
have the same SSID code. This identification égedase sensitive and must NOT contain spacegct3bé encryption level
for the wireless network to match the level of Aweess Point canopy. Reference Figure 39.

EST195E Web Configuration Manager

\Wireleas Modems

Setup

in the folfowing fields, select whelher vou wish fo use DHCF cfisnt services or whelher vou wigh
configure @ DHCP server. Selecting O will take vou through a manual sefup of IF addresses
as apposad fo using OHCF sarvices.

Addifionally, safact whalhar vou want wireless secunty features fured on and enter the service
sel ldentifier (SSI0) far the frst wireless LAN device.

Selected mode of operation: Station Fouter

DHCP services on wireless mterface: & Off Help
© Client
© Server

DHCP services on bridge mnterface: & Off
O Client
© Server

Enter the 3310 |ESTeem Help

€ None
€ TWEPH4
Select an encryption type: & WEP128 Help
© WPAFPSK
© TWPA Enterprise with FEAP

Prewvious | [slact

Figure 39:DHCP, SSID and Encryption Settings
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3. Enter the WEP key values for your application thiflitbe used by all devices on the wireless netwBéference Figure 40.

Wireless Modems

III EST195E Web Configuration Manager

Enfar 13 hexadecimal bylas, separated by colons, for each ofihe folfowing 128-bif WER keys and
gelect which key shouwid be Lsed as the default WEF key These values are configured for the
wiraless LAN device.

Encryption type: 128-Bit WEP for the wireless LA device

Enter WEP Key 1
(13 hex bytes): |11:22:33:44:55:86:??:BB:SB:DD:aa:bb:CC elp

jas}

Enter WEF Key 2
(13 hex bytes): |11:22:33:44:55:86:??:BB:SB:DD:aa:bb:CC

Enter WEF Key 3
(13 hex bytes): |11:22:33:44:55:86:??:BB:SB:DD:aa:bb:CC

Enter WEF Kev 4
{13 hex bytes): |11:22:33:44:55:86:??:BB:SB:DD:aa:bb:CC

& WEFP Key 1
© WEP Key 2
O TWEP Key 3
Select the default WEP key: © WEP Key 4

Previous | M

&

Figure 40:WEP Key Input

4. Refer to the IP address in Table 1 and entewthdess IP Address and IP Netmask for the Station RouRaference Figure
41.

EST195E Web Configuration Manager

Wireless Modems

Enfervalues for the following figlds for manual IF sefup.

Mode of operation: Station Eouter
DHCP Zervices: OfF

Enter IP address for the wireless LA interface: |1 7216.2.20 Help
Enter netmask for the wireless LA interface: 1255-255-9-0 Help

Prewvious | M

Figure 41:Wireless IP Address
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5. Refer to the IP address in Table 1 and enteetti@ net IP address and IP netmask. Reference Figure 42.

Note: When configuring the Ethernet devices caieaeo the Station Router 195Ed, the ethernet idress will betheir
Gateway address (Figure 37).

Wireless Modems

III EST195E Web Configuration Manager

| ey [ ANRA B

Setup

Entaer valuas for the foliowing fields for manual IP setup of the wired bridging device.

Mode of operation: Station Fouter
DHCP Zervices: Of

Enter IP address for wired bridge device: |1 721811

Enter netmask for wired bridge device: 1255-255-0-0 elp

Previous | M

:E

Figure 42:Wired Ethernet IP Address

6. All IP requests for the Ethernet devices connetidtle 195Ed Station Router (Example #5) will neete resolved by the
Network Router (Figure 37). Enter the default eoi@ateway) IP address for the Network Routerén®5Ed. Enter any
DNS server information and press tiextbutton. Figure 43.

EST195E Web Configuration Manager

Wireless Modems

25 Semp [ 4

Setup

Entervaluas for the foliowing fields o set up the defawlf route and DNS seffings

Mode of operation: Station Fouter

Enter default route TP address: |1 7216.1.6

Help

Use DHS chent services? 0 Yes & Mo Help

Enter DS domain: | Help

Enter primary DS server IF address: I Help
Enter secondary DS server IP address: | Help

Frevious | M

Figure 43:Default Route (Gateway) Address and DNS | nput

7. SelectCommit Changew® write the programming to Flash memory and rétimmModel 195Ed. When the reboot process has
completed (approximately 30 seconds) the modenbeilieady to place in operation.
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Example 6 — Mobile Vehicle #2 (Station Masquerade)

Review the Example Diagram #2 (Figure 2) and lotta#e€l 95Ed marked as Example 6. This ESTeem isembed to multiple
Ethernet devices in a mobile application and vélidonfigured Station Masquerade mode. In this nieeld 95Ed’s will gain
access to the wireless Ethernet canopy creatdukbdcess Point and act as a firewall betweendhieels connected to the
Ethernet port and wireless network. Each of timesaorks will require a unique subnet to operaitethis configuration the
Ethernet devices connected to the Station Masqedr@BEd can access the wired LAN network, buthmbther way around.
This mode could be used if the Remote PC connégtiie Station Masquerade needed to access thadhfeonnected to the
wired LAN), but did not want to be seen by otherdEhet devices on the network.

III EST195E Web Configuration Manager

Wireless Modemsa

Setup

Thisls the main Setup Page. Select a mode of operation for the wirsless LAN unit from the
following fist.

Select Mode of Operation: |AP Masguerade: _'l Help
[N et

Figure 44:Station Masquerade Selection

1. Access the ESTeem Web page using your computettsBi@vser as per instructions in Chapter 4. S&etip from the
menu items. From the Select Mode of Operationgimn box , select Station Masquerade (Figure Ad)paish théNext
button below the pull down box.

Wireless Modems

III EST195E Web Configuration Manager

Setup

In the following fields, select whether vou wish fo use DHCF client services or whethar vou wish
configure @ DHCP server. Salacting “Off will fake vou through a manual sefup of IF addrasses
as opposed fo Using DHCP services.

Addifionally, select whether vou want wireless securlfy features tumed on and enfer the sanvice
sef identifier (SS10) for the first wireless LAN device.

Selected mode of operation:  Station Masquerade

DHCP services on wireless interface: & Off Help
€ Client
© Server

DHCP services on bridge interface: & Off
© Clent
C Server

Enter the S50 !ESTeem Help

' Mone
 WEPS4
Select an encryption type: & WEP128 Help
C WEAFSE
' WPA Enterprise with PEAP

Presdous | MNext

Figure 45:DHCP, SSID and Encryption Settings
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2. SelectYesif you would like to use DHCP services on eitherwir eless or ether net connections. Enter the SSID for your
network. The SSID is the unique identification your wireless network and all 195Ed that sharérel@ss network MUST
have the same SSID code. This identification égedase sensitive and must NOT contain spacegct3bé encryption level
for the wireless network to match the level of Ameess Point canopy. Reference Figure 45.

EST195E Web Configuration Manager

Wireless Modems

Setup

Entar 13 hexadecimal bvies separated by colons foreach ofthe following 128-bif WEP keys and
gelact which key should be used as the default WEP key. These valuas are configured for the
wiraless LAN device.

Encryption type:  128-Bit WEP for the wireless LAIT dewvice

Enter WEFP Eey 1
(13 hex bytes): I1 1:22:33:44:55:66:77:688:99:00:aa:hbicc

3

Enter WEP Eey 2
(13 hex bytes): I1 1:22:33:44:55:66:77.08:99:.00:8a:bhicc

Enter WEP Key 3
(13 hex bytes): I1 1:22:33:44:55:66:77:88:99:00:aabhicc

Enter WEF Eey 4
(13 hex bytes): !1 1:22:33:44:55:66:77:88:99:.00:8a:bbice

& WEP Eey 1
C WEF Eey 2
© WEP Key 3
Select the default WEP key: © WEF Eev 4 Help

Previous | Néxt_'l
Figure 46:WEP Key Entry

3. Enter the WEP key values for your application thiflitbe used by all devices on the wireless netwBéference Figure 46.

o

4. Refer to the IP address in Table 1 and entewthdess IP Address and IP Netmask for the Station Rougaference Figure
47.

EST195E Web Configuration Manager

Wireleas Madems

Setup

Entervaluas for the foliowing felds for manual 1P seiup.

Mode of operation: Staton Masquerade
DHCP Services; Of

Enter IP address for the wireless LA interface: |1 72.16.230

Help
Enter netmask for the wireless LA interface: I255-255-D-D Help

Prewious | [shext

Figure 47:Wireless IP Settings
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5. Refer to the IP address in Table 1 and enteetti@ net IP address and IP netmask. Reference Figure 48.

Note: When configuring the Ethernet devices comkto the Station Router 195Ed, the ethernet kirests will betheir
Gateway address (Figure 37).

EST195E Web Configuration Manager

Wireless Modems

Entervalues for the fallowing fields for manual IP setup of the wired bridging device.

Mode of operation: Station Masquerade
DHCP Services: Off

Enter TP address for wired bridge device: I1 72.16.38.189 Help
Enter netrask for wired bridge device: I255-255-D-D Help

FPresdous | M

Figure 48:Wired Ethernet Interface

6. All'IP requests for the Ethernet devices connetti¢tle 195Ed Station Router (Example #5) will neebe resolved by the
Network Router (Figure 37). Enter the default eo{@ateway) IP address for the Network Routerenlt®5Ed. Enter any
DNS server information and press tiextbutton. Figure 49.

EST195E Web Configuration Manager

Wireless Modems

Enter values for the following fields fo set up the default route and DNS zeffings

Iode of operation: Station Masquerade

Enter default route TP address: [1?21515— Help

Tse DHS client services? © Yes & Mo Help

Enter DNS domain: | Help

Enter primary DM3 server IP address: | Help
Enter secondary DN3 server IP address: | Help

Prewvious | El

Figure 49:Default Route (Gateway) and DNS Input

7. SelectCommit Changet® write the programming to Flash memory and rélfemModel 195Ed. When the reboot process has
completed (approximately 30 seconds) the modenbeilieady to place in operation.
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SERIAL APPLICATIONS

The ESTeem 195Ed is now available with an optifabry installed serial port that can provide RE2-2ommunication between
two or more serial devices using the wireless dvaad link. The serial data is encapsulated amsfeered as a standard Ethernet
packet over an operating 195Ed wireless Etherrsteisy The configuration for a serial 195Ed netwaitkbe the same as an
Ethernet or a serial (RS-232) based communicagbmnark.

The serial interface option can be used to link t&wanore serial devices in a new or existing syst&ime serial data has very little
impact on the network bandwidth and will allow fmth Ethernet and serial applications simultangoualfew possible
applications would be installation of the 195E@imnexisting serial based network that was lookimdture upgrade to an
Ethernet based system. Another would be usingitfebandwidth Ethernet connections to provideila to remote video
hardware but also provide a serial link to thetagsPLC in a SCADA type application.

SERIAL CONNECTIONS

. Rs-232  Second RS-232 RJ-45 10/100BaseT
The RJ-45 serial data port is the far-left porfawe of the ResetSWitch pataport  EeMmet  configuration  ™gif o eooe
195Ed (Figure 1). Using the ESTeem AA0621 intexfac StaEtE',s - P
cable, the 195Ed can be connected to a standarddeViee — LED

(PC) with a male 9-pin Sub-D connector. The cotaple
cable configuration is available in Appendix C tehface - - =
Ports. St e . R W

Second Ether net Port

Installation of the serial option also includedati;ng a Receive Transmit Power over 12 vDC Input
second 10/100 Base-T Ethernet interface. Thismskeco LEP LED Ethernet LED o
Ethernet port can be used to Bridge to the firseEtet port Figure 1: 195Ed Front Panel Overview
(ETH_0) and the wireless link to work as a two-pgddB

when configured in the AP Bridge mode. This sedétibrnet port can also be configured as Routaryatween the wireless and
the first Ethernet port in AP Router mode (Figuye 2

AP Bridge Mode

In the AP Bridge mode, both Ethernet ports (ETHn® BTH_1) and the wireless port (WLAN_0) are comfeyl for a common
subnet and share a common IP address.

AP Router Mode

In the AP Router mode, the two Ethernet ports (ETHnd ETH_1) will be on separate subnets. The pyifathernet port
(ETH_0) is configured for Subnet A. The secondaheknet port (ETH_1) is bridged to the Wirelesg dfLAN_0), sharing an
IP address and configured for Subnet B.

If desired, the secondary Ethernet Port (ETH_1)manonfigured for a 3rd subnet (i.e. subnet Cjs Téquires advanced
configuration and routing tables specific to thetipalar networks.

. Ethernet 2
Bridge ol
I \ Ethernet 1 «—| Router
\ Wireless

Ethernet 1 Ethernet 2 Wireless

Subnet 1 Subnet 2
Secondary Ethernet Port (ETH_1) Primary Ethernet Port (ETH_O)

Figure 2: Bridge and Router Configuration for Ethernet Ports
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SERIAL APPLICATIONS

EST195E Web Configuration Manager

Too |se]on] o [ s o

Setup

Wireless Modemns

Select whether vou want fo enable the redirector for the extarnal serial port device. If vou choose to enable the redirector,
then configure the remainder of the selfings on the page.

Enable the serial data port? ¢ Yes Help
& Mo
Select the mode: & Full Redirector Mode Help
© Terminal Server Mode
Select the baud rate; 2400 baud Help
© 4800 baud
9600 baud
& 19200 baud
38400 baud
& 57600 baud
115200 baud
Select the mumber of data bits: € 7 Help
& 8
=elect the number of stop bits: & 1 Help
o2
Select the parity. ¢ Even Help
© Odd
& None
Select the serial ¢ Hardware Help
flow control: € Software
# HNone
Enter the mecamum bridge linkes for |2 Help
multicast packets (1-255)
Enter the destination [P address for the senial packets [0.0.0.0 Help
(multicast address for multipoint system)
Enter the serial IP port number (1024-64535% 1412 Help
Enter the maimum packet size in bytes (1-1024% [ Help
Enter the number of milliseconds (10-10000) [257 Help
of silence for packetization:
Select whether to use ¢ Yes Help.
delimiter character 1: & 1o
Enter delimiter character 1 (00-fhex): |00 Help
Select whether touse ¢ Yes Help
delimiter character 2: & 1o
Enter delimiter character 2 (00-ff hez): |00 Help
Enter whether the terminal server showld € Ves Help

readigenerate modem control lines: & Mo

Frewious Iext

Figure 3: Serial Configuration Screen

SERIAL CONFIGURATION

Configuration of the serial port is completed dgrihe standard setup of the 195Ed. After compiaticthe Repeater Peer
configuration screen, the Serial Port Setup scfieigiire 3) will be displayed. Each section in 8aial Port Setup screen is
described in detail with the following:

Enable the RS-232 Data Port

Enabling the serial data port allows the modenetmlRS-232 data over the broadband wireless caonexstablished with the
ESTeem repeater peers. The modem can be configuagabint-to-point or point-to-multipoint syste®elect Yes if you wish to
enable the serial data port.

Revised: 30 Jun 08 6-2 EST P/N AA107D



SERIAL APPLICATIONS

Mode of Operation
There are two distinct modes of operation for #r@asport in the 195Ed. The Redirector mode pritivide two-way serial

communication between two or more serial devicédevthe Terminal Server mode will allow serial commication to a specific
remote site by connecting through telnet or SSele one of the following modes of operation:

Full Redirector Mode - This mode allows bi-directid RS-232 data communication with another EST&ém@.RS-232 data
transmission will appear transparent to the comukdevices as if a serial cable is connected battieetwo ports. This mode
will also be used in a multi-point serial networkre all serial devices will need bi-directional coumication (Figure 4).
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- ~

- < N
,' . S ‘\ I/ /' _ \\ 3
i NN [ .\\ v
[ P @ .
o 4 ; i ‘\L,!" g\c_((:jess Ff?r:m
Access Point /0)0‘1 PO ridge wi
Bridge with / L3 & S Repeater
Repeater Mode ~ ¢ \5?,9 S Mode
hd i ., -
\/ﬁ% e ‘y
£ 4 \\\ \\ /, ZAEERVN \\\
. ) N
b Vo Line-of-Sight Path & \
[ [ [ v
- - Access Point g » RS-232 Data
Remote Site L B o L F o
9 1 9 Access Point S/ Remote PLC
< Repeater : - -
Bridge with 4
< Mode 7
Repeater

Mode

Remote Sit NOTE:

Repeater may be stand-
alone or attached to a
network or device.

\
Note: =

1 1 \ \ 7 1
o ! (] Antenna’s shown are for )
1 1 . . . Access Point
Access Point o illustration purposes. There Bridge with
- : / -
Bridge with y are many antenna options ~ Repeater
. ) :
Repeater Mode - available depending on your Mode
application.

RS-232 Data

Remote Site

Master PLC

Figure 4: Serial Full Redirector Example

Access Point

Terminal Server Mode - This mode of operation

translates RS-232 serial data into a network-aknt | Repestr ode
terminal protocol, such as telnet or SSH. This mode e S
would be selected if an interactive RS-232 sesation
remote locations is desired over the wireless Betdink
(Figure 5).

RS-232 Dat: o
o *% " Remote PLC

BaudRate
Select the data rate of the RS-232 connection tolma
your serial device.

Remote SCADA Node

Access Point Bridge

Access Point Bridge, \ 1 with Repeater Mode

with Repeater Mode *,

Data Bits
Select the number of data bits on the RS-232 cdionec
to match your serial device.

Telnet Session to

Ston Bits Remote 195Eg
Select the number of stop bits on the RS-232 cdiumec

to match your serial device.

Figure 5: Terminal Server Example

Parity
Select the parity of the RS-232 connection to mgtelr serial device.
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SERIAL APPLICATIONS

Flow Control
Select the type of data flow control used on the?2R& connection. The ESTeem can support Hardwanedbntrol (RTS/CTS
control lines) or Software Flow Control (XON/XOFRelect Nonéf no serial flow control is necessary.

Maximum Bridge Links for Multicast Packets

This value sets the maximum number of Ethernegbrlohks that the multicast packets will be sertaigh when used in a multi-
point system. A multi-point serial network uses ticakt packets (UDP) to send the data to moredharremote ESTeem. You
want to limit the number of network bridge linkgatlthese UDP packets will be passed through to rthegkeetwork more efficient.

If you are using multiple ESTeem repeater linksdnd the serial data to remote locations, the Valuie_ maximum bridge link
needs to be increased to a number greater théonidpest repeater chain. For example, if you aneguisiur repeater (peer) links to
send the serial data between two or more sitesutmder will need to be five (5) or greater (Figdye

Destination IP Address

The ESTeem configured for the correct destinatiband port number will send and receive the seéaita from another modem.
Set the destination IP address for the ESTeem vihergerial data will be sent. If sending to ntbe:n one ESTeem (Multipoint)
set to a multicast address (i.e 224.0.0.1).

Note: If you are using the ESTeem 195Ed in a multipoint application (multicast), you must have default Gateway configured in
the ESTeem set to the | P address of the Root Bridge modem.

Serial IP Port Number

The ESTeem configured for the correct destinatiband port number will send and receive the seéaita from another modem.
Set the IP port numbers to match where the seatal ill be sent. The serial data will not be $eboth the IP address and port
number are not correct.

Maximum Packet Size

This number represents the maximum size of thals#ata packet in bytes. If the number of bytedadé in the serial port buffer
exceeds the maximum packet dimdore the timer or delimiter character is reaclizel ESTeem will send forward the serial
packet. For example, if the maximum packet &z&et to a value of 100, when the serial portikes 100 bytes the data will be
sent through the wireless connection.

Number of Milliseconds for Packetization

This number represents the time the ESTeem will Hata in the serial data buffer before sendirtpgaemote ESTeem. This
feature is generally used if the serial data doéfave a consistent packet length or delimiteraittar. For example, if the
number of milliseconds is set to a value of 10888 eem will monitor the incoming serial data streard any break in characters
longer than 10 milliseconds will cause the datélvélsent through the wireless connection.

Delimiter Characters
Enabling and specifying a delimiter character téhsmit the data in the serial buffer when théndedr character is recognized in
the serial data stream. There are two unique delirtiharacters that can be configured and enaiighendently.

Terminal Server Control Lines
Enabling this feature will allow the ESTeem in frerminal Server mode to read and generate modetrotbnes to the
connected device.
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REPEATING FEATURES

To increase the wireless network’s area of covefage
both indoor and outdoor applications, the ESTee&EH9
utilizes a custom repeating feature that allowssiased
coverage areas without the added expense of hhlidga
or adding an additional point to point radio link.

With a conventional wireless network, all of thesAfave Ethernet Wired LAN HUB o Switch
to be interfaced to a common network either by \wae]
see Figure 1, or a separate, dedicated RF backddree. Figure 1: Conventional Access Point Diagram

Model 195Ed can create this RF backbone, bridge
Ethernet networks connected to the wired Etheroetgnd provide the wireless canopy clients simeltasly.

When programmed in any of the three Access PoiR) Repeater Modes, the Model 195Ed will createraless network with
other Model 195Ed units in radio range that argrmmed in the AP Repeater Peer table during séhip feature adds the
increased functionality of repeaters to the typitthlernet Bridge configuration.

ESTEEM MESH NETWORK

One of the most powerful features of the AP Repeate Tank Site B
Mode is the ability to input multiple communication (Repeater)
routes and designate the priority for each of thegtes

to create a wireless Mesh network. The ESTeem Mode T
195Ed will automatically change communication rgute S ,j,’/"
the network if a route has failed. The new routebe e ’
based upon the priority level set during configorat

This wireless Meshing technology allows the RF oekw
to “self-heal” if any of the communication pathd.fa

The routing priority is manually set during the

configuration of the 195Ed. A manual path configian Water Plant

is far superior to standard “self-discovery” netkgr Site A R &
because you have direct control over the best Rispa h
and can easily identify any failed routes for easy e '

troubleshooting. For example, Figure 2 shows &&yp
wireless Ethernet system used in the Water/WasteWa
Industry. The problem with a standard “self-disagte Figure 2: Small Mesh Network Diagram
Mesh network is the selection of routes. Noti the

communication between the Water Plant (Site A) and

Pump Site D has a marginal link, but it is the nuisct

route between the Ethernet devices.

Pump Site D

This scenario poses the question, which path kélintetwork select? The ESTeem Mesh Network talkethe guessing games by
allowing the user to select and prioritize all commication routes in the system. In our exampleveeld want the primary link to
go through Tank B (Repeater) and use the dirdcoity if this primary link fails. The followingextions will show how this
completed.

Configuration

The configuration of the repeater paths is comgldt&ing setup of the Access Point modes. Alleéhkecess Point modes support
repeating and Meshing features. Figure 3 shovexample repeater peer table from the setup mdfusan ESTeem 195Ed to
communicate with another ESTeem 195%# must be selected at thErfable Repeater Capability.” Next, the Wireless LAN
(WLAN) MAC address of eacModel 195Ed that will have direct communicationsstrbe added to the Repeater Peer List.
Finally, enabling the link allows the corresponding 195Ed to be includetiéndommunication routing. Mobile clients do not
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REPEATING FEATURES

require input in the repeater peer table. If midtidesh routes are configured, you will also neeset the values for Priority and
Path Costs (explained in Spanning Tree below)nfdtiple examples of repeater configurations, measer to Chapter 5 of this
user's manual.

EST195E Web Configuration Manager

Wireless Modems

Setup - Add a Repeater Peer

To add & new repealar paar for the firsf wiraless L AN infarface, enferthe MAC address, the port prionity, the port cast the
ke bvpg, the key and the rale set and click the “Creale Repeater Feer” butfon

Enter the MAC address: IUU:U4:31:DD:09 05 Entar the 48-0if MAC address of the repealer
peer.
Enter the port path cost: [100 Enter the bridge pori path cost for this ink. (1-
65535)
Select the encryption type: € None Select the repeatar link encryotion method.
© WEP 64-bit Nota: the encryption method and key setfing
& WEP 128-bit must be the same on both repeater peers.
« TEIP

Enter the encryption key: [11:22:33:44:55:66:77:86: Enter ihe encréplion key as a sequence of
hexadecimal byles (e.g. 0a.0b 124 38). Key
langth: None=0 vtes, WEPH4=5 hyles,
WEPR128=13bvtes, TKIP=32 byfas.

Allow dynamic rale seleclion or select a
speciiic data rate for this link fo use. It is
recammended, but nof required, that the rate
geleclions be the same on bolh pears.

Select link data rate:

Enable link: & Enable Enabie ar disabie the repeater pear link
" Disable Enable must be selected for the repealters lo
cammunicate.
Returnto Repeater Setup | Create Repeater Pear |

Figure 3: Repeater Configuration Example

SPANNING TREE PROTOCOL (STP)

The ESTeem Model 195Ed uses standard Ethernet iBgaimee Protocol (STP) to determine the radioingustructure of the
wireless network. The primary purpose of STP isiike sure that “network loops” are not createdhefvork loop is having two
communication paths to the same destination wheresimote device would receive the same data rdeutiipes. If there were no
way to control the data flow, this data would bastantly passed around this loop causing a “pastketn” that would shut down
the entire network. The Spanning Tree Protocdlbdick all these redundant links.

The STP operation begins by determining which Eitedevice on the network will be the Root Bridgdl. Ethernet networks
have a Root Bridge that is selected by the loweS€CMddress. All path costs are evaluated agdiissRioot Bridge device to
determine routing and which paths will be block€h a wired Ethernet network, the location of tlewfBridge is not really
important, but in a wireless network selectionhaf Root Bridge is critical to the wireless netwaslating. Let’s use one of the
Example network diagrams from Chapter 5 to conttheediscussion (Figure 4).
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HUB or Switch

10/100BaseT Stand-Alone Repeater Site
Example #2
S/N: E-14002
WLAN MAC= 00:04:3F:00:09:05

Access Point Router
with Repeater
Feature Enabled

Network S

Router ) )
(Required) s Acce_ss Point Bridge

with Repeater
Feature Enabled

Plant Network
Large Wired LAN
Example #1
S/N: E-14001
WLAN MAC=00:04:3F:00:09:01

Remote Building
Small Ethernet Wired LAN
Example #3
S/N: E-14003
WLAN MAC=00:04:3F:00:09:10

yred Joreadad Arewld !!!iil[_ll

Mobile Vehicle T 10/100BaseT
Single Ethernet Device ' . 111
Example #4 '
S/N: 14004 Access Point Bridge
with Repeater
Feature Enabled

Figure 4: Programming Example #1 Diagram

The following sections describe the process ohE in the ESTeem Model 195Ed as how it would hajp¢he above example.

Learning PhaseOnce properly configured, each Model 195Ed bélyjin to search out the other Model 195Ed unitadiio range
that are programmed in the AP Repeater Peer tablgodel 195Ed’s will calculate their routes toexy Model 195Ed in the
network based upon the lowest “path cost” to thetmidge. Path cost is the total cost of transngjth packet through the

wireless network to the Root BridgeNote: The Root Bridgein a network should be the Model 195Ed where the majority of the

data flow is processed. In every wireless network of two or more radibg Root Bridge should be user defined. If not @efjrthe
ESTeem 195Ed with the lowest MAC address will beigieated as the Root Bridge.

In Figure 4, the Plant network (Example 1) is trestiogical location for the Root Bridge based ugi@amount of data flow.
Setting this site as the root bridge is discusstovbin Root Bridge.

Blocking and Forwarding PhaseTo ensure you do not have a network loop s@natue to redundant paths in your wireless
network, the Model 195Ed will recognize and disgbleck) one or more redundant links and providekh#p links should the
primary link fail. This establishes a wireless mastwork with a series of forwarding links, baseomnithe shortest path cost to the
Root Bridge.
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For example, looking at Figure 4, the Remote Baogdias two routes to the Root Bridge (Plant NetwoBxample #1); directly to
the site and through the repeater. The directdatlween the two sites is the shortest route (IbRath Cost) and will be selected
as the primary route unless overridden by mangaliynging the Path Cost in the configuration.

Path Cost

If more than one communication path to the Rooddgziis found, the 195Ed must determine which rtauteke based upon the
lowest Path Cost. The default path cost to aiklim the 195Ed network is 100. If the Path Castsequal then the lowest MAC
address will determine the priority route. In Ef6Teem Mesh Network we want to directly controballa flow so dmot want
the routes to be automatically determined.

Looking again at our Example in Figure 4, if we maxb changes to the default path cost of 100 (radtes in Figure 3) the
lowest path cost would be direct from the RemotidBig to the Root Bridge (Plant Network).

Link Description Number of Routes Total Path Cost
Direct from Remote Building 1 100
Remote Build to Root Bridge Through Repeater 2 200

To configure the 195Ed to select the repeatereapriimary radio path, set the path cost valuelferdirect link greater than 200 to
make this the primary radio path. The lowest jgattt will identify the highest priority. The Mod&®5Ed will use this routing,
but also switch to direct communication if the r&tee were to disappear.

Root Bridge

In any Access Point Repeater network consistimga® than two sites, one Model 195Ed should beydatid as the Root
Bridge. Only one Model 195Ed can be designatdabdeaRoot Bridge in a given network and should loated where the majority
of the Ethernet data flow is processed. Thisre#g be the Master location in a SCADA network arldde configured at a
repeater site. Selection is important becauddadlel 195Ed’s NOT configured as the Root Bridgé @liloose routing based
upon the Path Cost to the Root Bridge. If you leawequestion as to which site in your AP Repegelication should be the
Root Bridge, contact ESTeem Customer Support a73899092 or e-mail your applicationgapport@esteem.com

EST195E Web Configuration Manager m
Wireless Modems

Select whether in enable repeater capahility If the repeater capahlility is disabled the peerlistis ignored if the repeater
capabilify Is enabled, then a link is esiablished with each peer in the list

You may add a peer o the lisi, remave an existing peer or modify an exisiing peer by clicking the appropriaie buffon
beiow.

The fallowing canfigurafions are for the wirelasa LAN device

Enable the repeater capability? & Yes Help
© HNo
& Yes
Set as root bndge?
= © Mo
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
3l RSN S R 00: 04: 3F: 00:09: 05 128 100 WEP128 Dynamic true Add
00:04:3f:00:09:10 128 201 WEP128 Dynamic true
Remove
Modify

Previous | MNext

Figure 3: Repeater Configuration Example
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The Root Bridge will be selected in one of two walie Root Bridge can be manually set (recommendex)g the configuration
of the Repeater Peer table (Figur@Bjhe Root Bridge designation will default to thevést MAC address of all the Model
195Ed’s in the network. The manual Root Bridgefigomation is located in the “Advanced Settingsttimn.

Redundant Backup

The ESTeem Model 195Ed configured in Access Poépieter
mode will automatically function as a redundantidogcif two
Model 195Ed’s are installed at the same locatiogufie 7). If
two Model 195Ed’s are connected to the same HUSBvatch,
one of the Model 195Ed’s will bBlocked when the Spanning
Tree Protocol is completed. The network will coné to use
this route until any problem with the original Mod©®5Ed is
detected and the second Model 195Ed will beginaijmer at
that site.

Redundant M aster Configuration — The configuration in
Figure 7 will also provide a redundant backup fer Master
Site (Root Bridge). Configure both Model 195EdssRoot
Bridges (see above) giving the primary Root Bridgalue of 1
and the secondary Root Bridge a value of 2.

Power Over
Ethernet Cable

Ethernet CAT-Se Cable
300 ft. maximum

. " 100-250 vac
POE Power Supply POE Power Supply 50-60 Hz
EST P/N AAITS EST P/N AA175

100-250 VAC
50-60 Hz

==

e

F 3

Figure 7: Redundant Backup Diagram
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CHAPTER 8
ANTENNA SETUPS

ANTENNA AND CABLE CONFIGURATIONS

Warning: Only the tested cable lengths and antennas provided by EST meet the FCC and DOC maximum peak output power
requirements. Any other combination of antennas or coax cablesisnot authorized. To reduce potential radio interference to
other users, the antenna type and its gain should be so chosen that the equivalent isotropically radiated power (e.i.r.p.) isnot

more than that permitted for successful communication.

EST offers different types of antennas for botloordand outdoor configurations. This device haslosigned to operate with
the antennas listed below, and having a maximumafai dB. Antennas not included in this list oving a gain greater than 7 dB
are strictly prohibited for use with this devicé€lrequired antenna impedance is 50 ohms.

Part Number: AA191Es

Omni-directional, permanent vehicle mount antenna,
5dB gain with integral 17’ coax cable.

Outdoor mobile applications.

There must be a minimum separation distance of 23
cm. from the antenna to the uséze Warnings.

Part Number: AA20DMs

Omni-directional direct mount antenna, 2 dBi gain.
Indoor and outdoor applications.

There must be a minimum separation distance of 23
cm. from the antenna to the useége Warnings.

Part Number: AA20Es900

Omni-directional external pole mount antenna, 7 dBi
gain with 3-ft. integral feedline and connector.
Outdoor applications.

There must be a minimum separation distance of 23
cm. from the antenna to the us&se Warnings.

Part Number: AA203Es900

Directional pole mount antenna, 7 dBi gain witht.3-f
integral feedline and connector.

Point to point and point to multi-point outdoor
applications.

There must be a minimum separation distance of 23
cm. from the antenna to the us&se Warnings.

Antenna
Port A

Receive Only
Antenna Port

Notes:

Antenna Port A isa transmit and receive port for usein all
applications.

Antenna Port B is a receive only port and is usedifial
diversity antennas applications only. This portasused
for point to point applications.

Warnings:

Only pre-made coax cables from the factory used in
conjunction with either the AA20Es900 omni-directional
and AA203Es900 directional antennas meet all FCC
Section 15.247(b) EIRP maximum power requirements.

Revised: 11 Aug 08 8-1

EST P/N AA107D



ANTENNA SETUPS

. Attenuation
Feedline Type (dB/100ft.) @ 2.4 GHz
RG-8 (Solid) ’
LMR 600 4.4

3/8" Heliax 6.5

1/2" Heliax 3.5

7/8" Heliax 2

1.25" Heliax 16

Note  A-3dB loss meansyou have lost 1/2 of your signal or transmitter power. A +3 dB gain means you have doubled (x2)
your signal or transmitter power.

Example:

A 6 dB antenna will increase the radiated output power of a 1 watt transmitter to 4 watts{times4 = 3dB (x2) + 3dB
(x2)} and increase the received signal strength to receiver times4
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