6.2.4 Cache Peer

In the “Cache Peer” screen of “Cache”, we can configure to communicate with other
Proxy Servers. This configuration is possible for the communication with proxy servers
on upper levels or on the same level.

Cache Peer
Peer Host Type  ProxyPurt ICPPart  Options
Jemizaddades. pom.bw [none =) [N a0 [
Euhmt | Cancal |

6.2.5 Multi Router Traffic Grapher (MRTG)

In general, Multi Router Traffic Grapher (MRTG) graphically shows performance analysis
of cache service, including analysis of cacheServerRequests, cacheServerErrors,
cacheServerinKb, cacheServerOutKb, and CPU utilization. As shown in the figure below:

All targets Overview
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TR O FE RO B R e { P o PR EEREETREN EESHAEE
= I.... ............... R '] b= R R T e
cacheServerin Kb cacheServerOuikKhb
! 1 t
L | L
.? = I =1 il o il B .e. .?
cache HipErmors cache HipHits

In addition, if you click any small graph in All targets Overview, the cache traffic
analysis on daily, weekly, monthly, and annual basis will display as shown in the
figure below:



Euytes per Second
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6.2.6 Cache Management
You can check whether the cache is operating properly via Cache Manager Interface.
Click “Statistics” in Cache service menu. The following screen will appear:

Cache Manager Interface

This le a WWW interface 1o the ingtumentation intecface for the Spaid obect cache,

Cache Host: [rocalbcst
Cache Fori: [Fra

Mamager name: |

Pasawond: [

Censaten' T, 09 Gn X003 070 393 GMT, by cackenproge@ A STABLET @ beadost

Click “Continue” button directly (it is unnecessary to complete Manager name and
Password since the system will enter the data automatically). The options of Cache
Manager will appear as shown in the figure below, wherein “IP Cache Stats and
Contents” and “Cache Client List” are frequently used by managers, and thus the rest of
the Cache Manager options will not be described here.



Cache Manager menu for localhost:

s Memory Utilization

s Callback Data Eegistty Contents

¢ Evwent CQueue

s DISKD Stats

o Current Squid Configuration thidden).
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o Internal DNS Statistics

HTTF Header Statistics

Thiz Cachemanager bMenu

Shut Down the Squid Process thidden).
Togegle offline mode setting thidden).
Teneral Runtime Information

Frocess Filedescriptor Allocation

L T T

1. IP Cache Stats and Contents — shows all of the websites visited by the client-end
and the corresponding IP addresses, plus the log data of pre-caching, as shown in
the figure below:

Cachs bamaper mensg

IF Cache $ratlsilcs

IFrache Exipies

IFcaiha FEaguinis: U
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2. Cache Client List — shows all of the Client-end information on the used cache
service, as shown in the figure below:

Cachs bbanaps msEni
Cachy C| Idnis
fdd pes: 127.0.0.1
Rawa: 137 L
Cuyrend Ly esrabl peked commecilans: 1

ICF Bequezis 0

HTTP Begamsis d

TCF_ NI 1 100

TOTALS
IEF - 0 Queriss, O Wbt L8
I Py i & . 3
Comrerning’ The, OF Jao X007 O7-T 834 ST, by cacharghnog v 2 4. STARLEF  bboa foosr



6.3 DHCP Service

DHCP (Dynamic Host Configuration Protocol) is a communication protocol used to
distribute IP addresses and other configurations between Client PSs and DHCP server. It
mainly features to enable one computer broadcasts through its own MAC address to
obtain configurations related to IP, Netmask, Default Gateway and DNS. Thus a network
administrator only needs to configure DHCP server, so that Client PC can automatically
obtain IP related configurations through DHCP protocol, saving efforts to configure on
each client PC.DHCP and NAT (transferred Virtual IP to legal IP) are not directly related.
Please make sure not to error.

DHCP servers are all easy to use and set up. Therefore, if your PC fails to obtain an IP
address, the problem generally originates in such PC devices as network cabling, NIC of
PCs, HUB, switches, NT servers, printer servers, or / and interweaving of internal and
external networks.

6.3.1 Steps of DHCP Configuration

1. Enable DHCP

Click “Service” in the “System Management Tools” screen and select Enable for “DHCP”
as shown in the figure below:

Service
Service Name Service Stams
Cache % Enable " DTheable
el LHCF € Enable * Disable
Tz % Enable  Dheabls
FIP & Ensble © Dhzabde
hiail = Enakle  DThzable
MET % Enable  Disabde
My SO0 & Enakle  Dizable
HAT i+ Enable  D[hsabde
He=tBics = Enable © Dizable
Featgre 301 ¥ Enahle © Dhizable
S5H = Enable © Dizabde
TELHET % Enakle " Dhsable
Wb bl & Enable  Disabde AL [
W % Enakle " Dhsable



2. Default Value of DHCP Service Configuration

Then click “DHCP” in the “Service” screen. A NIC screen showing that DHCP is enabled
will appear as shown in the figure below:

DHCP
[ Imterface Subnet Netmask [ Listen
ethl 1721600 25525500 Ematle
ethi2 192.168.1.0 255 255 255 0 Trizable
eth3 192 168 2.0 255 255 255 1) Duzable
ethd 152, 168 3.0 255 B55 2550 Tasakle

The above figure shows that the NIC (ethl) had enabled DHCP. If you want to use
other NICs to enable DHCP, you can select “Enable” for the specified NIC on the
“Configuration” screen as shown in the figure below:

DHCP Configure

Interface | Submet Metmask Listen
eih] 172 16.0.0 155.255.00  Enabie
2 192 168.1.0 255 255 2550 [~ Enahle
eh3 192 168.2.0 255.255.255.0 P Enabie
rite 192 168.3.0 2952552450 I Enable

3. Change in NIC Configurations of DHCP

In the “Configure” screen of “DHCP”, we can choose to carry out related configurations
for the NIC that starts the DHCP. As shown in the figure below, check the Sub-domain
“192.168.2.0” (pointed out by the arrow) to enter the configuration screen of that NIC.

DHCP Configure

Interface | Submet Metmask Listen
eih] 172.16.0.0 255.255.00 F Enabie
i 192 168.1.0 955 255 355 0 I Enable
eh3 192 168.2.0 255.255.2550 P Enabit
ritret 192 168 T 295.255.2950 ™ Enable

In the NIC Configure screen with DHCP of 192.168.2.0 as shown below, we have

set up such parameters as “172.16.100.1” for the server, “172.16.100.1” for the

router, and the IP-address range available in the DHCP server. These settings are

related information provided by the DHCP server when DHCP clients request the
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server for an IP address.

- DHCP

EBuhnet 191.168.2.0

Droemen Mamee Sarer I T2 05 100 1

Foger I—Ju
E-..::.g-: g3 152,100 s |I‘-'Z' 162 2200

-|
-|
~|

6.3.2 DHCP Client-End Configuration

Client-end configurations are very simple, just requiring a few of steps as shown below:
1. DHCP Configuration (Microsoft Windows 2000 taken as an example here)

Click the right mouse button on “My Network Places” and select “Properties”. Then
select “TCP / IP” = NIC (e.g. NE2000).

Internet Protocol {TCP/IP) Properties

General ]

rou can get |IF settings azsighed automatically if pour nebwork. zupparts
thiz capahility. Othemwize. vou need to ask your network. adrministrator for
the appropriate |P zettings.

% Obtain an IP address autormatically

" Uze the following P address:

% Obtain DMS zerver address automatically

™ Use the following DNS server addresses:

Advanced...
Ok | Cancel |

Except selecting “Automatic Obtain IP Address” (Shown as in the figure above) on “IP
Address”, you do not need to configure related options. Click on “OK?”, Client PC will
reboot. After rebooting computer, you can use command winipcfg to check if a set of
IP values automatically obtained.



6.3.3 DHCP Logging

After selecting “Logging” of “DHCP”, the system will display the utilization status of
DHCP clients, such as IP addresses and lease time, MAC addresses, and host names of

the client PC, so that MIS staffs are able to conduct related administration, as shown in
the figure below:

DHCP Logmng

6.4 DNS

Select “DNS” in “Service”: (Related configurations below are for demonstration only)

DINS
Type Tromnain
master 17216
master 192168 1
aaile 192 1632
T 1921683
o ster eflach com b=

As shown in the figure above, configuration list for “DNS” appears. The list shows all
current configurations of “DNS”.

6.4.1 Configurations

The configurations allow administrators to add primary domain or sub-domain.



DNS  Configure

~ Type  Domain
| InERET | ﬁ‘i 1%
| mamer | 1920681
[ mamer | 1921682
maser [ 1921683
Tty | eflusts com rw

Select “New Master Zone” to add a new primary domain:

DNS New Master Zone

= Forward (tlame to IF)
o P  Bewesss (IF to Mame)
Droman nimmeHetwork |
v st eash, com. tw
e F A3 same gerver record
E-Minil server [y snpinest. alash, com tw
Befiesh tame fem  secends
Transfer time o seccnds
Expiry time FB.E"DII seconds
Note:
1. (master) eflash.com.tw, (master) 192.168.2, (master) 172.16:

are the Forward and Reverse of DNS. “(master) eflash.com.tw” is the Forward
Domain Name Analysis of this domain, while “(master) 192.168.2” and “(master)
172.163" are its Reverse Domain Name Analysis.

DNS eflash.com.tw

Master smrver et afash cam tw

E-Mail sesves feaiGies alash com te
Refireh time fED seccads
Transfier tive BEm secends
Esgery tione FEaon seccads
Defanalt time 8o lre prad seccads




lul'huh com.bw gt afiash.com.bw

Jefash com. bw =l 172.16.100.1

Fnsl wflask oo ter. I ﬁ I1.'-"“.'.".!IE. 1001 |
Iuhuh.tum.m l i |1|:| I'lm.amh.tum.m |

dns eflash com, bw CHANE E tast afash cam bw
p.effash.com.bw EI‘HN‘:'E_H I1|::.1.ufh1h.|:|:|m.l:w
[Feeswesll ghash. com bw m heet efash com bw
- aflash. cam. CHANE =] frest afiash com bw
mail eflash coen e, ﬁ o=t eftash com.iw
[mitg edash com iw m fest. aftash cam. bw
lpru:-lgl.lﬁ-l:h.l:um.hu CI‘H.H‘:'EE I1l.-.1.l'ﬁ-uh.|:|:|m.l:w
| s =l I

s | _cwen | _oaenme | LALE

The two figures above are the detailed configurations of the Forward Domain Name
Analysis of “(master)eflash.com.tw”.

DNS 172.16
- aeOpim
Master server Jtast. aftash.com. tw.
E-bdail server [ruiEiest eflash com. bw
Feefresh time [iB0 ™  seconds
Transfer tinne B secends
Espary hme 000 secomds
Doetault time to lve fRaie seconds

~ Dws | Type Bawiy  Muging
II_I 16 NS | Jres1.olash cam tw.

[172.16.100.1 TR fast atash. camtw.
I B =3 [ |
Subet | Cancel | _ Daletn zome |

The two figures above are the detailed configurations of the Reverse Domain Name
Analysis of “(master)172.16".

The system will automatically apply newly configured DNS configurations after you
make a change in all of the aforementioned settings.



6.5 FTP

Actually, FTP stands for “File Transfer Protocol”, which allows LAN or Internet users to
upload and download files and data in a snap, and thereby makes network HD storage
and resource sharing possible.

6.5.1 Steps of FTP Configuration

1. Enable FTP

Click “Service” in the “System Management Tools” screen, select “Enable” FTP as
shown in the figure below:

Service
Service Name Service Statns
Cache # Epakle 1 DIhsable
DHCE # Brable © Dhsable
LS # Epakle 1 Dhsable
—> FTF # Bpable © Dhsable
Tufail # Bpakle 1 Dhsable
METG & Epakle 1 Dhsable
Mz 0L F BEpable ™ Dhzabie
MAT % Epakle 1 Dhsable

2. FTP Configuration

Then click “FTP” in the “Service” screen, and you will see a FTP service default
offered by the system. As shown in the figure below, the system has enabled FTP
server, disabled root user, enabled Anonymous and disabled Anonymous Incoming:

FTP
FIE server Enakie
reuk meer Thzakie
Anony oy Thsakde
Arvnid s Lie diming Thigakds

A click of “Configuration” in the “FTP” screen enables you to change FTP configurations.
If you want to enable ROOT user to use FTP as well, check “Enable” for root user, as
shown in the figure below:

10



FTP . Configure

5]

Enahle
Lhzakle

Enable
Thzakle

FIF server

L | |

root user

Submit Cancel

6.5.2 Anonymous Configuration

Click “Anonymous FTP” in the “FTP” screen.
FTP AnOonymaons

ABNRyTLAES :: Enabt::t
=]
= )
Amonymous Inecoming = i“:';'.l:c
s
Submit | £ arecsd |

As shown in the figure above, configuration list for “Anonymous FTP” appears. This list
shows all the applied configurations of “Anonymous FTP”. This item is used to enable
each configuration.

Note: “Anonymous FTP” means that the FTP is obtainable via universal user account,
requiring no account authentication. Whether to enable this function depends on
“Anonymous FTP status”. The universal user account here only has permission
of reading files, and it is the “Anonymous FTP Incoming” that decides whether
granting permission of writing files.

6.6 Mall

In generally, Mail configurations refer to the files under the directories of
/etc/mail/sendmail.cf, /etc/aliases, and /etc/mail. If you fail in receiving any malils, it is
often a result of incorrect DNS settings or inconsistency between the Forward and
Reverse Domains of the domain name you have applied. However, the failure may be

1



sometimes caused by the mistakes of these configuration files’ content or those of file
permissions.

6.6.1 Mail Configuration

It is mainly used to configure email size limit.
Please select “Configure” in “Mail Service” interface. Then a screen will appear as
follows:

Mail Configure

Max Message Size Fo0000 Biypbes

Subenit | Cancel |

Now you can configure mail size; if you do not specify, mail size will be 0 Bytes. (Note:
The unit is Bytes. So if you want to configure as 1MB, you should configure as 1024000
Bytes.)

6.6.2 Mail Alias

Click on “Mail Alias” you can specify the alias for whom to receive the mail. For example;
If you specify “Johnny, Richard, James” as the alias for “Sales Team”. All the mail to
“Sales Team” will be forwarded to Johnny, Richard and James. The screen will appear as
follows:

Mail Mail Alias

Ruyle 1 [Sakes Team I.-\: hinny, Richard, James

Submit | Cancel

6.6.3 Mail Access List Configuration

In general, the settings configure the accessible IP address block or domain name for
the mail. During installation, the management interface will automatically set up a default
value for the properties here. Therefore, in general, it is unnecessary to change these
settings unless you want to edit, add or delete some DNS configurations yourself.
Please select “Mail Access List Configuration” in “Mail” of the “Service” interface. Then a

screen will appear as follows:
12



Mail Access List

Rule 1 [ehszh com tw EEE |

Rule 2 [172.16 EE

Rule 3 [192.166 1 = |

Fule 4 [192.166 2 ok =)

Rule 5 [132 168 3 [Gk =]

Rule & | ok =]
Submit |

You can configure accessed domain range for mail service. Access service is not
available for those not listed on the Access List. The range can be Domain Name or IP
address. (Note: The rule fields of the system allow continuous entry of data, without any

limitation on the space shown in the screen.)

6.6.4 Configure Mail Domain for Localhost

Here you can configure the domain names or other names that are available in the host,
with default values automatically configured during installation. Therefore, in general, it is
unnecessary to change these settings unless you want to edit, add or delete some DNS

settings by yourself.

Select “Localhost” in “Mail” of the “Service” interface. Then a screen will appear as

follows:
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Mail . Localhost

Rule 1

Ilncalhnst

Rule 2

|test.eﬂash.|:nm.tw

Rule 3

Ieﬂaah.cnm.tw

Rule 4

|dhcp.eﬂash.cnm.tw

Rule 5

|dns.eﬂash.cnm.tw

Rule &

|ﬁrewa|l.eﬂash.cnm.tw

Rule 7

Iﬁp.eﬂash.cnm.tw

Rule 8

|mai|.eﬂaah.cnm.tw

Rule 9

|mrtg.eﬂash.|:cum.tw

Rule 10

|www.eﬂash.n:nm.tw

Rule 11

Submit | Cancel |

(Note: The rule fields of the system allow continuous entry of data, without any limitation on

the space shown in the screen.)

6.6.5 Configure Email-Relay Domain

Here you can configure the domain or IP address block to have the mail service accept
relayed emails. During installation, the management interface will automatically configure
a default value for the properties here. Therefore, in general, it is unnecessary to change
these configurations unless you want to edit, add or delete some DNS configurations

yourself.

Please select “Email-relay Domain” in “Mail” of the “Service” interface. Then a screen will

appear as follows:

14




Mail . Relay

Rule 1 lll:u:alhnst

Rule 2 |eﬂash.cnm.tw
Rule 3 [172.15
Rule 4 [192.188.1

Rule 5 [192.165.2

Rule 6 |[192.165 3
Rule 7 |

Submit | Cancel |

The range here can be on a basis of domain names or IP addresses.

(Note: The rule fields of the system allow continuous entry of data, without any limitation
on the space shown in the screen.)

In order to prevent from any unauthorized utilization of mail relay. Maat system included
an authentication facility to challenge user with user ID and password. When user’s
domain that is not in “Relay” list, system will prompt for user ID and password. User will
be denied if authentication does not successful.

If user wants to enable the authentication facility please refer to related Email application
(such as Outlook Express) to make appropriate configuration.

6.6.6 Configure Group Mail Domain

In general, you can have emails sent in groups by configuring the settings here. In other
words, whenever you send a mail within a domain, the mail will be delivered to every
body of the same group as long as you keyed in a “group name @ mail server name” for
the mail. Of course, you have to know the group’s name before doing so.

Please select “Group Mail Domain” in “Mail” of the “Service” interface. Then a screen will
appear as follows:

15



Mail. Group Mail

Rule 1 Ilncalhnst

Rule 2 Ieﬂash.cnm.tw
Rule 3 [172.15
Rule 4 (192 165.1

Rule 5 ||192.165.2

Rule 6 [192.168 3
Rule 7 |

Submit | Cancel |

The range here can be on a basis of domain names or IP addresses. (Note: The rule
fields of the system allow continuous entry of data, without any limitation on the space
shown in the screen.)

6.6.7 Mail Queue

The main function of Mail Queue is to display all mails waiting for sent (shown as follows).
You can click “Delete all mail in queue” to delete all mails waiting in queue.

Mail Mail Juene

il Ty Taxe Date Fender Thabis

Dielete al madl @ queus

6.6.8 Mail Logging(SendMail)

By clicking “Logging(SendMail)” of “Mail”, you can view whether the mail service is
operating normally, whether there is a person delivering junk mails, or whether there are
jammed mail boxes, so that you can take countermeasures in time, as shown in the
figure below:

16



Mail LoggngfSendMail)

Logl2345

franlogimall mbo. 0 gz

Tinee Bervice Btatus

Tan & 04 45:01 sendmail etarting daemon (3 11,60 SMTF-Hqueusngghi0 3]
Tan 8 2230:2% sendmail starting daemon (B 118 SXTP+quensing @ 005
Tan 8 225403 sendmail akar database febcimod shazes rebud by roct

Tan 2 22-54:0% sen dmad teteimailiaizies: 27 aiases, loagest 20 bytes, 295
Tan 8 251004 sendmal akas database febcimail aliases cebulk by roct

6.6.9 Mail Logging(Simple)

By clicking “Mail Logging(Simple)” of “Mail”, you can view the mail service in simpler
format, It include “From” , “To” , “ID” , “Size” and “Subject” as shown in the figure below:

Mail Mail Logging(Simple)

Loglz3ids
fearilogiantvrus. log

Tinen MMessage

6.6.10 Mail for root & sysop Managers

After you finish configuring the system, “rootalias” will be set up automatically as a default
account and there is no way to delete it. This account is mainly used to receive mails for
sysop and root; in other words, whenever there are mails sent to the mailbox of sysop or root,
the mails will be delivered to the rootalias account. Therefore the root and sysop managers
are expected to use this account to receive mails. Please be kept in mind to periodically
clean the mail for “rootalias”. The “System Logging” in “System” GUI will come up with
message as “save email panic and reject anywhere” if mailbox for “rootalias” became full. But
this would not interfere other mail operation of Maat system.

6.6.11 Mail Tools

Every Maat user have requirement to change their owned password and other action on
mailbox. They will connect to Maat home page through the URL as http:// Maat’ IP
Address. The diagram show as below:

17
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Apogiint gk Bk
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g |

Wile dedver besl service and advanced technology (o wou |

Click on “Mail Tool” button on the upper right side of screen. The Mail Tool
management screen show as below:

Mail Tool

Chasge Pasewd

Ddaal Forward Setap

(Wdadl Box Clusta Check

Cluan Muil Box
Bk

Change Password: It allows you to change user password.

Mail Forward Setup: It allows you to set mail forwarding to another mail account.
Mail Box Quota Check: It allows you to check status of mail quota.

Clean Mail Box: It allows you to clean up mailbox content.

6.7 MRTG (Multi Router Traffic Grapher) Traffic Monitoring

MRTG (Multi Router Traffic Grapher) — MRTG is the web traffic statistics software with
high popularity. One of its features is that it can draw a web-traffic statistic chart at
anytime. We can use MRTG retrieve the SNMP information from such network
equipments as routers and switches, and thereby enable MRTG to generate traffic
information.

6.7.1 MRTG Configuration

To configure MRTG is quite easy. If you want to perform MRTG traffic monitoring on host,
you only need to enter IP address. Remember to enable SNMP function. (Note: The

18



system default is “Enabled” SNMP. If not, please enable on “System Management” of
“System Management Tool".)

Click on “MRTG” from “Service” to begin traffic monitoring, and then click on “Configure”.
As shown in the figure below, full in IP address in the “MRTG Target” field, and then click
on “MRTG Rebuild” to complete the configuration. (Note: Here the MRTG address
stands for local host or other node needing traffic monitoring.)

MRTG . Configure

'MRTG Target [172.16.100.1 ‘

MRTG Rebuild

6.7.2 MRTG Logging

In essence, MRTG operates like a kind of simple network management software. It uses
SNMP to detect (or query) the network equipments with SNMP you specified, and
compile statistics the traffic of these equipments every five minutes, based on which a
statistics graph is generated. The most fascinating feature of MRTG is that we can easily
comprehend the actual web traffic from the statistics graph alone. Here you can see its
exhaustive traffic graphs.

Click on “Logging” from “MRTG”, you can see basic description of host system and a
traffic chart. The chart shows only some representations. (If the network facility is only a
NIC, you will see a chart representing the traffic on the NIC ) as shown in the figure
below:
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Click one of the traffic graphs above and then a screen will be shown as follows:

The statstes were last updated Thursday, ¥ Janoary 2003 an 1740,
at whech brme “test.eflash com.tw’ kad been up for 19:09:27

‘Draily” Graph (5 Mimate Average)

16.0

1z.0
B.0

&0

Bytes per Second

0.0

16 14 12 0 &8 & 4 2 & 2 2 1= 16 14 iz i

Max Il 0B (D 09%)  Avessge o] OB (00%)  Cament LoD B {000
Ml o130 Bits (0 Average Crub ] DBYs (0.0 Cuprend. Chat 00 Bi's (010060

The figure above displays MRTG traffic monitoring, which generate traffic graphs on a
basis of days, weeks, months, and years. In addition, it separately presents a graph of
Max In / Out, Average In / Out, and Current In / Out, offering administrators with
referential data to conduct system tuning and improve network performance.

6.8 NAT

NAT (Network Address Translation) allows you to define a virtual IP address in a private
network whenever you need to do so, without the hassle of applying for a realistic one.
Each PC in a private network communicates with each other via a private (i.e., virtual) IP
address. When you want a private PC to communicate with the public Internet, you can
use a NAT-enabled device (such as routers or the host itself) to translate the private IP
address into a legal IP address (i.e., an officially applied IP address) to conduct

communications. NAT can resolve most of the problems of moving private data
20



transparently across the Internet.

6.8.1 Configuration

It is also very simple to configure NAT in this host. To start, please click “Service” and
“NAT” from “System Management Tools”. Then click “Configurations” to configure which
NIC is for the public network and whether to enable NAT and whether to log, and log
directory size and times as shown in the figure below:

NAT . Configure

MNAT Interface Ieth1 "l

= Enable
NAT L.
= 7 Disable
Submit Cancel

6.8.2 Port Redirection

Port Redirection function can redirected the packet externally connected to specified port
number to specified host. This makes server for intranet available for external use. Also,
it prevents server for intranet from direct exposure and attack from outside.

Click “Redirec Port” from “NAT” as shown in the figure below:

NAT  Redirect Port

Enable Pratocol Part Public Address Local Address  Operate
¥ TCPE B0 [Z11.73 100000 (1921642, 100 | kodby Delete

Insert New Rule |

Click the “Insert New Rule” and input the detail information as shown in the figure below:
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* MAT Redirect Port

Enshle  Emahle © Dhsahle
Frotocal |T':|:' rl
Fort IEE

Public Address [173 10.2 100

[EFRETERT

Local Addross

| Cancl

6.8.3 NAT Logging

Click "Logging” from “NAT”, then you can see the user records of NAT as shown in the

figure below:
MNAT Logging
Logl
Frariloginatd log™
Timien Froftecal Soures Drestination

6.9 NetBios Services

NetBios Services features to make all users using Windows operating system see and
share local file services on My Network Places.

6.9.1 NetBios Configuration

Click “Service” from “System Management Tool”, then click “Configure” from “NetBios
Services”. You can configure the following item:

Netbios Name: It's the host name configuring from “Network Interface”.

Comment: The “Comment” is not mandatory.

Allow Hosts/Networks: It's to designate the host or network that allow to access this
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Maat file server.

Netbios Interface: It's to activate the network interface for file share function.

Workgroup: It is the workgroup name that designate in Microsoft network environment.
Share Printer: It allowed you to “Enable” or “Disable” the printer share function.
Codepage: It's to define the language code that you using in your nation. For example, in
Japan area you will choose the “Japanese” to correctly show any file name that in
Japanese word.

NetBios Configure

Tathins Mame test
L omement |
Allow Hosts Metwnrks |
Methins Interfaces Cethl Cehd Cethd ©oedd
.Wm'l'.gmq: [WORsGROUP
_Ehm Printer " Enakde = Digable
Cndepage |I.J:“.i= ﬂ
Submit | Cancel |

6.9.2 Volume Management

Click on the “Volume Management” you will see as follow:

I‘{Etniﬂﬁ Volume Management

Storagel & | New volume | Delete Yolume |
i Vohme Name Volume Path  Volume Comment
- frntfal ] [
puab Imntfwal]

Choose the Volume Name you going to configure. Here to choose “pub”. The screen
show as below:
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MNetBios Volume Management

Valwne Hame fees

Valume Comsipst |

Vehmme Path Storage 1 =
Brinwseahle =

= Angent
Read List -

» |

; = Angone

Wite List e
Hdbmin Lize |=..-_-.._-p

Sueerit | Cancal |

You are allowed to modify the parameter for specific volume. There is default value
shown as above.

6.9.3 Connection

Click “Connection” from “NetBios Services”; you can see the whole user connections

established as shown in the figure below. They include “Volume Name”, “Machine”, “IP”
and “Date”.

NetBi1os

|Vulume Name |Mal:hj1_le lﬁiDate |

6.9.4 NetBios Logging

Click “Logging” from “NetBios Services”; you can see if NetBios starts normally as shown
in the figure below:

MNetBios Logging

Logl
femogleg smb
Dhate Waolmme Name IMachine IF  Users Artion
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6.10 PostgreSQL

PostgreSQL is a powerful object associated database containing many support capabilitites
that are not provided by other databases. PostgreSQL features its support to various
programming languages and provides commonly used accesses such as ODBC and JDBC.
It also provides excellent support to Chinese. For the information of technical support, please
refer to our official website: www.postgresql.org.

PostgreSQL  Allow Host

Database TP Address Metmask Authentication bode
al 127001 [255 255 255 255 trost
Rebild datatsae |

6.10.1 Database Admin

This system provides a simple and easy-to-use database administration system phpPgAdmin.
To create a new database, or select or insert views in the database or table, users need only
to click their mice several times and enter the required name as shown in the following figure.

Hame welcﬂn'lﬂ to phpP‘gﬂdlﬂi“ 2.4-2

il Data
R Postgre®OL 7.2.3 running on local:5432

Inar fdmm
U Admme o Croate naw databasa | Create |

Hmports

» phpPgadrn Homepage
& PostgreS0iL Homepage
= - Bigs

* = Maling Liss

i fagk

6.10.2 Server Access Admin

This function is used to configure who may connect to PostgreSQL to use the database. To
execute the configuration, select the database you want to configure and enter the address
and netmask. You may then select trust to pass the configuration or select reject to block it in
Authentication Mode.
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PostgreSQL Allow Host

Smathentic atinn
Datahase  IF Address HNedmeask Aade
ET =l 17700 255,266 255. 256 [trust =)
|:II ;]l | |I'||s.| _-_I

Sl ' Cancel |

6.11 MySQL

The Maat supported MySQL database from release of v3.01. MySQL database is more friendly
and simple for programmers even their functions are very similar to PostgreSQL. The
programmers can use PHP script language and MySQL to build a database function of web page.
Any further questions please refer tothe URL: www. my.s gl . com

As the same as phpPgAdmin in PostgreSQL, The Maat also provided phpMyAdmin for MySQL
database management. It is very simple and easy to create, select or insert the database table.
Please refer to the following screen:

. Welcome to phpMyAdmin 2.2.4

el [-)
MyS0L 37352 rusning on lncalkhost as sysapéElocalkost

My SO0 phplghilmin
I LI:II] o I Lnn-;u-:lg-: |Er.\:-||ls|| {&n] L‘I

- phpMyfadmin decsmentation
r Cificial phphtyAdmin Homepags

b mourcetoege phedlvAdeme Digwedosd Page
|Changelog] [CWS]  [Lisds|

6.12 SSH

SSH is a simple way to provided secure transmission of remote login session. It
encrypted the command word and transmission data to prevent from any data monitoring.
We are recommend you to use the SSH instead of Telnet to benefit the better security
communication.

6.12.1 SSH Configuration

Click “Configure” from “SSH” service. You have choice to select “Enable” or “Disable”

the SSH function. (For security issue, we recommended you to “Enable” the SSH
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function)

SoH Configure

' Enakle

S5H Statas
" Drsahble

Submit Cancel |

6.13 TELNET

Telnet is a host, enabling login into remote-end host from near-end terminal (For
example using Windows built-in telnet or other Terminal Freeware such as NetTerm or
MultiTerm.)

6.13.1 TELNET Configuration

Click “TELNET” from “System Management Tools”. After clicking “TELNET Configure”
you can optionally choose to start this function or not (For safety consideration it is
recommended to close this function.) As shown in the figure below:

TELNET Configure

& Enakle
TELNET Statu
. T Dhzable
Submit | Cancel |

6.14 Web Mail

Open WebMail basically provides the same functions as other mail servers. The only
difference is that it shows mails on web pages, which provides access flexibility for
any location, any time and easy-use. No matter where users are, they need only
browser at hand, then they can send and receive their own mail as they like.
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6.14.1 Operation Procedure to enter Open WebMail

Open browser directly to enter the system’s “hostname domain” or “IP” in the web
address column. Remember not to add “10000” and directly enter the system’s main
screen. Click on “Web Mail” of “Service” , main screen of Web Mail appears as shown
in Figure below:

= M

Caiw Wah Mg Bl Tesl il T

\de delver best serdice and advanced fechnology fo you |

Here are basic instructions to use Open WebMail. If you want to configure or view
other functions, you can click to login your User ID and password. As shown in the
figure below: Click “Web Mail” from “Mail Tool” to enter the Open WebMail login
screen. Use your user ID and password to login.

@pen |
Webma

Lizarl D) [kewin

Paszwund F
i Tem B |
ey wmE e [~

Opan WabMail wersion 1.71

If you are a new user or using the account for the first time, the following screen
appears, indicating personal data and configurations are required. Click “Continue” to
proceed.
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Welcome to Open WebMaill

‘Walcome to Open Webbaill B appears that this is your first time
ey Lipan Wetddail, 20 we need 10 gatkes S0me eddemstion
aboad wou to better configure Open Webbdail to suit your needs
Plaase click continue fn procesd 1o the Dpan WebMail
configuration screen

Cortinua

Ceen Wablail varsion 1,71

6.14.2 User Preferences

Now configure personal data and personalized settings:

& e ¥ 08
Furmea lnlnimaiom ) : )
Iln.|.|.|.l.l|'|'--i-| ll'.'hﬂ1ll| sHEER-1 LI
Timeduen ot 50 =]
Fromm: | "bave” chisoutnnt ola g oo e =)
Baply x|
lelnﬂu'l ™ anp lecat cxap
War Bephe ™ Bahpiet [T b5 o subangly
Ao Fomiby Tawn PO Chiiaamoes o lies
|
Eoukil mar be peasllig ey eall far & wil s
il will e resd wha

Click “Save” to save the configurations:

Preference Saved

Preferences successfully saved.

Continue |

Dpen Webhail version 1.71

After clicking “Continue”, you can enter the Open WebMail screen. Select the folder
on the upper left to enter the desired working mailbox, and then use tool icons on the
Tool Bar to continue operation. As shown in the figure below:
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6.14.3 Compose Message

Click on “Compose Message” icon (shown as the Figure above) on the upper left to
display new Compose Window. Its usage is similar to other e-mail software. After
composing a new mail, click “Send” below the screen. As shown in the figure below:

™|
From; [Feen <kmantnst elazh rom twe =] Prigety; [Momel =)
Tu:ll: eamaiyiEic cam s [
{1 |:I-r.'|l-|;|'_1-:rr.' cam b I:_l
et | i |
Harprhy-Ta: | Confirm Feading T
Ainachmani: | [ I8 | L] F
Sulgject: [ihis (s @ tast Hackuip sl massage =
=
;:-;\-;m Wabfmil Frojecek [http://openusimsil.cog

6.14.4 Check Mails

Click “Refresh” icon to receive your new mails. Remember to go to “Inbox” to view the
received mails. As shown in the figure below:

Inbeas 57 =

MEanl Sa2d0 @6 Teasih =] wo | Coes |

W Dale & Sendmi Kuhja Sirn ™
13 EFAENT 0122419 Chades west fram Charles ms r
A EERANE 0124408 Chardes fewt fpm Charles KA [

“ & pragall aff) = ® Subpei =] | Baiith |

Digas Wish kil wamaos 1 70

6.14.5 Delete Mails

In any mailbox you only need to click on the checkbox on the right side of the mails, or
30



if you want to select all mails, click on “All”. Then click on “Move” to move these mails
to “Trash” (at this time these mails are not really deleted yet.). Go to “Trash” to make
sure you want to delete the mails, click on “Empty Trash” icon, you can delete these
emails permanently. As shown in the figure below:

1-2af 2 messages /4 KB

S0 E LD @e P [z =] woss | Com |
 Oate = Sermatm) Sabjm Sirw
i EGAOONI0] JdH Chafen 1o ul drm O hades 13
dea  [BFAIONI0H HOE Chardes fimw fom Chares jEB ™
o & magll  an e ow |ETTT || et
Dpae Welikisl sersion 1.70

6.14.6 Address Book

Click on “Address Book” icon, you will enter “Edit Address Book”. You can input data
manually or import data. As shown in the figure below:

& Acddress Bogok 1000 KB Available
Mal oy o g [Harma =] | :a:nn:hl
Mama (Ul {o sdid) E-mall Ailidvessjes) (Click o mai] Rats Action
|'I-|'d--' Tii I o] B ekl |
Haemn Chi lomaniEieptach com Sw Wiwkrlizg Do bt
Faier Chen Pl i Com e Erigmpes Do

Oy Wabbal verins 1.70

In “Edit Address Book” you can see your personal address book. If you want to modify,
you can click on name you want to modify. You can also import from exist file by click
on “Import Addresses”. In Open WebMail the available formats are Outlook Express 5
and Netscape Mail 4.x. Noted that you should have files to be exported in Outlook
Express 5 or Netscape Mail 4.x, then you can import to Open WebMail. As shown in

the figure below:
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mport Address Book 1000 KB Availakle

Oullook Express 5 and Melscape Mail can expor their address books m o3 format brown as G5, or
Coirimia Sapatatdd Walias Opan Webhal can mgan thase §le 00D your pasorsl Addnass Book
10 sawe you hours of bedipusly Eyping them in by kand

® In Met=cape, open your sddmss baok, and selec) Fle->Export, then undee S o type.”
chogsa "Comma Saparaiad [T 0"

¢ For Dulleak Exgresa, in1he main Dullook Expeess windos. chisgas Fik->Ewpol-»addmes
Hook, and sekcl the axpart fypa " lext ik Make suna thal the Neme and E-rnal fiulds come
first, which i the defauk ==iting

& Dutlook Exprass 5 © Melacaps Mal 4.2

|

mpor | Canced |

Open ‘Wabhal versan 170

6.14.7 Web Mail Configure

Click “Configure” under “Web Mail” on “Service” of system management tool interface
to set up language and domain name used on Open WebMail. The properties are
automatically generated by the management interface when installing. Except to be
used in modifying settings of DNS, normally they do not need to be modified. (Note:
This is closely related to mail services mentioned above. If the mail services are not
activated, you cannot receive and send web-based mails either. ) As shown in the
figure below:

WebMail Configure

Drefault Langnage | Englsh |
Oiptinn Dodikain 0 ko1 chash com w
Optinn Dioanain 1 |

Swibmi | Cancal

6.14.8 Web Mail Logging

Click on “Web Mail” under “Service” from system management interface, and then
click on “Logging”. You can view log file to analyze who the frequent users are and if
there are any unauthorized users.
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WebMail Logging

Logl 345

traropermebaailogiopenwebmad log

Date Weer IF Braruz e
Tl Jan & 19:4%: 14 2003 kewn 152 1628 2 227 updabe fusrivebmadlete/etr mail mirnsertable --
Thu Jan & 192515 2005 kewn 152 168 2237 logm errer -4
Thu Jan & 1950033 2003 kewn 152 168 22257 logm km
Thu Jan ¥ 19:50:33 2003 kewin 192 168 2 227 miedr Jmr
Thu Jan & 19:50:33 2005 kewmn 152 168 2227 relense upirade by
Thar Jan & 19:50:33 2003 kewn 152 168 2257 reloare wgrads e
Thu Jan & 19:50:33 2000 kewn 152 163 2 287 release upgrads sy

6.15 Web Service

“Web Service” provides WWW Services. System presetting is “On”. If not activated,
please click on “Service” on system management tool to change activation status.

6.15.1 Web Port Configure

Click on “Configure” you are allowed to configure “Port Number” for the web traffic. The
default number is*80”.

WWW Configure

Fort 0

Submit I Cancel

6.15.2 Web Service Logging

Click on “Web Service” under “Service” of system management tool, and then click on
‘Logging” to view the use of web services, and to check if there is any abnormal
accesses.
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WWW Logging

Logl2

fearflogitpd-accese Jog 1041 94000 g2

Rennte Hst Tiinmee Gt

192.168.2 49 O Tan 2003 0. 50: 58 !

192.168.2.4% 02 Tan/ 2003 -04-50-55 Fupes. ghisl

152 168249 08T 2003-04-50:559 feamplefaccount_guery s pE
192.168.2.4% 08T/ 200304-50-5% T him

152, 168.2.49 0BT 2003-04-50:55 fzamplefask_mail account s pg
192.168.2.49 02T 200304 5059 Fesenpdeleg_info_s jpg
TR 02Tan 200304 5059 fsampleipbe_xén s pg

6.15.3 Place Homepage

1.

2.

Place System Homepage
To place the finished homepage to Maat server, you must be administrator sysop, then
you can use ftp to upload.

For example, if the established web page is named index.htm or index.html
host name is test.steptech.com.tw.

Open a DOS Prompt (MS-DOS Mode) on Windows NT or Windows 9X.
C \> ftp test.steptech.com.tw

User (test.steptech.com.tw (none)) sysop

Password  steptech

ftp>put index.htm /www/data/index.htm

ftp>bye

c

Note: The preset homepage name is index.htm or index.html for the host.

Place Personal Homepage

Supposed the personal user name is marx1976 and the host name is
test.steptech.com.tw.

Open a DOS Prompt (MS-DOS Mode) on Windows NT or Windows 9X.

C \> ftp test.steptech.com.tw
User (test.steptech.com.tw (none)) marx1976
Password  xxx

ftp>put index.htm /www/index.htm
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ftp>bye

c
Note: The preset homepage name is index.htm or index.html for the host.

In addition to using standard ftp command mode to upload web pages, you can also
make use of various FTP package available on the market to meet your need and to
upload more easily and quickly.

3. Show Web Page

We can enter “http //your host name” in browser web address column, then we can
see your system main pages. For each user’s personal main page, enter “http //your
host/~user account/”; for example, the preset location of main page is
http://test.steptech.com.tw and user web page is
“http://test.steptech.com.tw/~marx1976/".

4. Supplement

A System main page location is under /Thome/www/data/. Each user’s web page
location is placed under users’ personal directory www.

A When using ftp to upload, enter different account and password, the system will
switch automatically to correct directory to avoid unnecessary troubles.
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Chapter 7 Firewall

Maat system provided packet filter function for user to filter specific traffics. It allows user
to define firewall rules by IP, port, protocol and direction of packet. This firewall function
provided user a basic security infrastructure. Please click on “Configure” of “Firewall”.
The diagram show as below:

Firewall Config

: ¥ Enable
Firewall Service  Treahis
Submit | Cancal

Click on “Enable” to activate the firewall function.

7.1 Allow Port Configure

Maat system allows user to define their firewall rule depend on port, protocol (TCP or
UDP) and direction of packet (Input or Output). System has pre-defined port number and
protocol into the configuration table. User can click on desired item to enable (or disable)
required configuration. Please click on “Config Allow Port”, the table show as below:

Firewall Config Allow Por

Enable NAME Port  Profocol  Way

2 T e e
F e 2 rce B AL B
F prasy oz P El Al =
P [enet ] ek =] e =]
I T 0 |
# fmw B sl o
B fpps j110 cr = ol =
F |map [EE] R | T
F  [enmp ] rce =] [ =]
F fproay S [TcP = [l =]
r [ [For A [+ =

Al 1B

Sakct Al | Dsasiean | Subm | Cancal | I Zgely |
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7.2 Deny IP Configure

System allows user to deny single or multiple IP connections. User can input rules by IP
address, Domain Name or Network. For example: 192.168.2.10, 172.16.0.0/16 or
www.hinet.net. The input field will automatic expand without limitation. Please click on “Config

Deny IP” the diagram show as below:

Firewall Config Deny IP

Enable  Source IP
= 192 1682 10

= ¥ 1B 0B

= F“-‘r‘n’ funel net
Select All Disable &l | Subemit | Cancel |

37



Chapter 8 Timefinder

Timefinder is mainly used to backup and recover system data files. As for user data (such as
homepage and mails) tape driver and disk array are needed to provide protection. The focus of
host system design is an Internet Server, not a File Server. So the major function of Timefinder is
to protect system’s data files.

Timefinder features four main operations. The functions are divided into backup and recovery as
shown in the Figure below:

2 4 Timefinder

J To host

i_l To browser
'_] From host

E | Frem browser

Among them, “Timefinder from Browser” enables users to automatically upload data  browser—>
host after clicking, especially when using uploaded function of browser.

If you have any difficulty when operating Timefinder, it is mostly because MIME of your current
browser is modified. Please reinstall browser.

Usually when you modified system settings or used management interface to change various
functions and tested, you need to backup your Timefinder. If you are still at testing period, please
do not backup the system data; otherwise the system will be unstable. That is why Timefinder did
not activate automatic backup.

Timerfinder needs 200-300K to backup, Though the space is not considerably large, backup can
include the settings of the whole system (except homepage and mail) and automatically keep ten
times. The old ones will be automatically deleted when the system is restarted next time.

Timefinder’s recovery function can not only recover the system settings, but also correct user
directory with kernel (in case that accounts of system password files exceeded the number stored
in current hard disk). Also it can correct the causes resulting in shutdown of system, such as
ftmp Nvar /lost+found. Note: The function enhancement of Maat kernel is finished. But these are
not the original kernel functions for FreeBSD.
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The following operations are quite easy. Flow chart and figures are provided to help users
understand.

8.1 Backup to Host

Select “To Host” on “Timefinder” of management interface, as shown in the figure below:

Microsoft Internet Explorer E |

! E Backup to hosk : 2001-08-08_18-14

Click “OK” to complete backup.

8.2 Backup and Download

Select “To browser” on “Timefinder” of management interface, as shown in the figure
below:

File Download E3 I

T'ou have chosen to download a file from this location.

backupZbrowser.cgi from 192.168.2. 44

“wihat would vou like to do with this file?

= Open this file from its current location
€ Save this file to disk

[ | Llivays aslk before opetitia this bpe of file

Ok, I Cancel More Info

You can change directory and name and click “Save”.
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Click “Save” as shown below:

Download complete [_ [] |

v
Download Complete

Saved:
backupZbrowser. cai from 192168244

Downloaded: B1.9KEB in1 zec
Download bo: C:hDocuments a... \backupZbrowser. coi
Transfer rate; B1.9KB/Sec

[ Close this dislog box when download complstes

Open Open Faolder | Cloze I

Now “Backup to Current Computer” is completed. Please remember the saved directory
and file names for next restore.

8.3 Timefinder from Host

Select “From Host” on “Timefinder” of management interface, as shown in the figure
below:
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Timefinder From host

© 2003-01-09 2304
= 2003-01-09 2305

Submit |

Click on the time you want to restore and click ” Submit”. This means “Timefinder from
Host” is completed. The system will be rebooted and restored to your selected time
point.

8.4 Timefinder from Browser

When you select “From Browser” from “Timefinder” as shown in the Figure below:

Timefinder From browser

Click “Browse”, the Figure below appears.

- 2
Loak i I@ p Documents j ﬁl

2003-01-21_03-36.bin

File name:; |2nn3-n1-21_na-35 Open |

Files of type: I,-'l'-.ll Files [*.%) j Cancel
o

Select restored file as shown in the Figure below:

4



Timefinder From browser

In:m:..-nummm'.zma-m-m_l:ﬂ-aat_

Click ” Submit” to begin restoring files. When it has finished, the system will reboot.

S}FEIE‘ITI Reboot
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CHAPTER 9 Online Help

In this version of Maat is capable to support Online Help function. User just click on “Online
Help” in left side of the GUI screen. The user manual’s text will pop on as shown as picture
below:

Chapter 1 Hardware Installation :l

1.1 Basic Sv=stem E [ fi rdware

1.2 i-chip Installat on Steps (8 brand-nevw, empty and nan-
patitioned TS| HD is laken a5 an exampke for instalation
here

1.3 Client P Configuration

14 FOEMAT Storags
Chapter 2 Quick Setup

2.1 Main Mem Setup

Chapter 3 Network Interface

4 J

Chapter 4 System Configuration -r|
"

Click on the text will link to the section that you required. If you finished to view the Online
Help just close the screen box. If any further questions please contact with your local
representatives for technical support.



WARNING:
FCC Note:

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiated radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

-Reorient or relocate the receiving antenna.

-Increase the separation between the equipment and receiver.

-Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

-Consult the dealer or an experienced radio/TV technician for help.

Changes or modifications not expressly approved by the party responsible for compliance
could void the user‘s authority to operate the equipment.

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. In order to avoid the possibility of exceeding the FCC radio frequency exposure
limits, human proximity to the antenna shall not be less than 20cm (8 inches) during normal
operation.

The antenna(s) used for this transmitter must not be co-located or operating in conjunction
with any other antenna or transmitter.



