FLUKE .

Instrument Security Procedures

Model:
Fluke 1760

Product Name:
Fluke 1760 Power Quality Recorder

Instrument Description:
Three-Phase Power Quality Recorder Topas

Memory Description:

The 1760 Power Quality Recorder has numerous internal non-volatile memory devices
for holding instrument firmware and data:

¢ Aninternal Compact Flash memory card stores LINUX operating system, log files,
application firmware, FPGA configuration, calibration constants, measurement setup
data and application data files.

e An FPGA with on-chip flash memory for holding the configuration (optionally, if
transient analysis is built in).

e A small EEPROM in each sensor stores the serial number, type of accessory and
calibration constants.

e Industrial CPU board containing CPU boot firmware and memory for storing BIOS
settings

Memory Cleaning Instructions:
1. Connect to the Fluke 1760 Power Quality Recorder using PQ_Analyze.

2. Use “Advanced Settings” in PQ_Analyze to delete measurement data stored in the
internal Compact Flash card.

3. Reset network settings to default.
Note

The Ethernet network configuration will be set to DHCP enabled.
After accomplishing this instruction it is not possible to connect
to the instrument in a LAN where fixed IP addresses are used. A
peer-to-peer connection using the cross-over cable and a USB
connection is still possible.

4. Rename device to its default name.

For more information, detailed step-by-step procedures can be found on the following
pages.
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Memory Cleaning Limitations:

The LINUX operating system, application firmware, FPGA configuration in the internal
Compact Flash memory card are factory programmed or updated during a firmware
update, contain no user data, are not unique to the instrument, and cannot be cleaned.

The internal Compact Flash memory card contains application log files that cannot be
cleaned. They save a limited rolling history of status and diagnostic information for the
instrument for use by service personnel.

The instrument serial number and calibration constants that are stored on Compact
Flash memory card cannot be modified by the user and cannot be cleaned.

The Fluke 1760 Power Quality Recorder does not provide secure erasure of
memories/files. Consequently, it may be possible to recover data from the 1760 even
after these memory cleaning instructions have been followed. In addition, some files that
cannot be cleaned by this procedure, such as application log files, may contain Ethernet
network addresses and other information that could conceivably be used to identify
specific instruments, when and where they recorded data, and other potentially sensitive
information.

Detailed Memory Cleaning Instruction

1. Use the USB cable to establish a connection to the PC. Alternatively a connection to
your LAN or a peer-to-peer LAN connection using the cross-over cable is also
possible.

2. Turn on the instrument.
3. Start software PQ_Analyze.

4. Connect to the instrument:
Use Transfer>FLUKE 760>Search Devices

& Fluke PQ Analyze - [Version 1.7.12 20071030]

File Measurement Diagram | Transfer | Service Window Options  Help
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Click the Search button.

Search Devices

Broadcast Address

169.254.255. 255

Metwark

[USB ‘irtual Metwork Adapter #4 =]
| Device Name IF &ddress |_|

1 FLUKE1 760 169.254.123.123 Connect
Save

J Cloze

Select instrument where the measurement data should be erased and click on

Connect.

Click on: Service>Advanced Settings

' Fluke PQ Analyze - [Version 1.7.12 20071030]
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File Measurement Diagram Transfer | Service | Window Cptions  Help

Set Time

| Advanced Settings

Changa madaem skring
Baud Rate

TCRYIP Settings
ALARM Configuration

s

Time Synchronisation Configuration

Firmware Update
Reset

User Login
Permission-Code

The first time you do this a security message is displayed (verification of trusted

connection). Press Yes.
PuTTY Security Alert

The server's host key is not cached in the registry, You
! hawe no guarantee that the server is the computer you

thirk it is.

The server's rsa2 key Fingerprint is:

If wou trust this host, hit Yes ko add the key to
PUTTY's cache and carry on connecting.

If you want ko carry on connecting just once, without
adding the key to the cache, hit Ma.

If wou do not trusk this host, hit Cancel to abandon the
conneckion.

| Yes | [ Mo ] [ Cancel

ssh-rsa 1024 18:64:5b:79:10:0F:0e:21:9c:e0:a8: 1 7:09:

X

18:bF:3F
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Delete Measurement Data

1. In the configuration main window enter 5 (“*5. Stop Measurement, Delete
Measurement Data”).

169.254.123.123 - PuTTY ]

10 U r ig™.
4 #5 Fri Jun 29 11 4 i WU/ Linux

WMelcome to this Topas dew
Last login: Tue Mowv 27 02
= FLUKE17&0

Main HMenu

Last login: Tue MNow

CAUTICH! A running rement will he opped
all me ata will be deleted!

Do wou really want to continues? (y/N): I

3. Press Y (case insensitive).
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4. After a few seconds the main window is shown again.
169.254.123.123 - PuTTY

runles

wration |(Mod

b er

Delete

Restore Network Default Settings
1. Enter 1 (1. Network Configuration).
169.254.123.123 - PuTTY

-4 #5 Fri Jun 2

o007 from 1

nfiguration (Moder
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2. Select 2 (2. Enable/Refresh DHCP).
169.254.123.123 - PuTTY

iwration (Mod 1 -

HNurber

Delete

HNetwork Conficuration

DHCP enabled (a: 21,140,990, m: .0 1.140.1)

with <ENTER:>

1.140.1)

thernet Interf

r 1 !

conhection mway o

4. Press <ENTER> twice to get the main menu.
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Set Default Device Name
1.

169.254.123.123 - PulTY

3T Z007 i

o7 from 169

1 Muber
rement, Delete Measurement

In the main menu enter 4 (4. Device Name, Serial Number).

2. If the Device Name and Serial Number is not identical enter 1 (1. Change Device

Name) otherwise

Delete Measurement Dats

Device Mame, 3erial Number

e Mame : FLUEE17&0
1 Mumboer: W

ce HName

<ENTER=>
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3. Enter the serial number of the device (in this example: VN50122).
169.254.123.123 - PuTTY

figuration Jirect) ~

HNTER> only to abort): VHSI LV

menu.

Back with <

only to

150

Jerial Number

k with <
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Exit Advanced Settings

1. In main menu press 7 (7. Exit).
169.254.123.123 - PuTTY

figuration |[Mod
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