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Introduction

1.1

1.2

1.3

Overview

This document contains information about instadlatisettings, and operation of the
TMO-100 TETRA Radio Modem. Additional informatios @lso available over the
Internet, at the website www.TetraModem.com, inRIA&) pages. This includes
practical guidance relating to antenna selectiahiastallation, operating range,
extension modules, software support, etc.

Safety Precautions

This equipment transmits radio waves in the fregueange 350 to 470 MHz or -800
MHz. Under certain circumstances, these radio wawvekl be harmful to any living
being or electronic equipment near it. Care shbeltbken to ensure that the radio and
antenna systems are installed and commissionecgrhained persons.

This radio equipment should not be used in lifepgupsystems or in safety systems
without our prior written permission.

Disclaimer

We have carefully checked the contents of this duwmnt, and the hardware and
software described in it, for compatibility. We oat however exclude possibilities of
deviations and cannot guarantee complete confowhitiye document with the
equipment it describes. If any corrections or inveraents are to be made, they will be
taken into consideration in the next edition ofttlocument.

Important instructions are marked by the expressitmportant”, "Note" or “Caution!”.
These should be carefully observed. Explanatiogarteng these precautions can be
found in the website www.TetraModem.com, in the ibo§rea pages.
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1.4

141

1.4.2

1.4.3

Rules for using the TMO-100 in the USA or in Canada

This device complies with part 15 of the FCC Rul@geration is subject to the
following two conditions:

(1) This device may not cause harmful interfereaoel

(2) this device must accept any interference reckiincluding interference that may
cause undesired operation.

Labeling

As the TMO-100 usually will be installed on a DIailrinside an enclosure and the label
on the back side will not be visible, the secormklgsee inside of the TMO-100 box)
has to be placed outside of the cabinet wherer@adable. If this second label gets lost
or damaged the following should be an example lwureate one.

Outside Label

This is the label that has to be placed on theideitsf the enclosure, if the label of the
TMO-100 is not readable

This Device contains the
TETRA Radio Modem

Type: Model:

\Yii#l Funk-Electronic Piciorgros GmbH
(oMW IDM 10682A-TMO-100
HOIDY TO9TMO-100

Changes and Modifications

Any changes or modifications not explicitly apprdusy Funk-Electronic Piciorgros
GmbH as the responsible party for compliance cwoald the end user's authority to
operate the equipment.
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TMO-100
1.4.4 Label on the backside of the TMO-100 (USA)
Funk-Electronic Piciorgros GmbH
WWW.piciorgros.com
Type: Model:
Freq: IEQZIA MHz
S/N: Pwr:
HUOFINR TOOTMO-100) C€01680
Funk-Electronic Piciorgros GmbH
WWW.piciorgros.com
Type: Model:
R 806-824/851-869 |VIaba
S/N: Pwr:
HUOFINR TOOTMO-100) C€01680
145

Label on the backside of the TMO-100 (Canada)

Funk-Electronic Piciorgros GmbH
WWW.piciorgros.com
Type: Model:
HCIOl 450-470 [\Vighd
S/N: Pwr:
IC ID: C€01680

Funk-Electronic Piciorgros GmbH
WWW.piciorgros.com

Type: Model:

AR 806-824/851-869 |\I b4

S/N: Pwr:

IC ID: C€01680
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1.4.6 Interference with other equipment or services

This equipment has been tested and found to cowigiythe limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. Thests are designed to provide
reasonable protection against harmful interferen@eresidential installation.
This equipment generates uses and can radiatefradicency energy and, if not
installed and used in accordance with the instoastimay cause harmful interference to
radio communications. However, there is no guagatitat interference will not occur in
a particular installation. If this equipment doasi®e harmful interference to radio or
television reception, which can be determined loyity the equipment off and on, the
user is encouraged to try to correct the interfezdyy one or more of the following
measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipmenteasder.

» Connect the equipment into an outlet on a circifiiéent from that to which the

receiver is connected.
* Consult the dealer or an experienced radio/ TVrimidén for help.

1.4.7 FCC RF exposure compliance

To comply with the FCC RF exposure compliance titerana used for the TMO-100
must be installed to provide a minimum separatistadce to any person as shown
below:

Radio Tx Power |3 3 3 3 3

[W]

Antenna Gain 0 3 7 10 20
[dBI]

Output Power 3W SW 15WwW 30 W 60 W
[ERP]

Measurement 04m 0.5m 0.8 m 1.1m 3.3 m
Distance
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1.5 Labeling for the Kingdom of Thailand

All Piciorgros TETRA products approved and delivkte Thailand can be identified
with the country specific NTC-ID (National Telecoranications Commission

Identifier)

Funk-Electronic Piciorgros GmbH
WWW.piciorgros.com

Type: Model:

Freq: IRSEESEAMHZ
SIN: Pwr:

NTC-ID:

NTC-ID: TMO-100
TMO-100 (Thailand Label) for 806 to 869 MHz operating range

Funk-Electronic Piciorgros GmbH
WWW.piciorgros.com

Type: Model:

SOl 370-400 [\VlgFA
SIN: Pwr:

NTC-ID:

NTC-ID: TMO-100B01
TMO-100 (Thailand Label) for 370 to 400 MHz operating range




Funk-Electronic Piciorgros GmbH TMO-100

1.6

Functions and Features

The TMO-100 is a radio data communication modenTtTFRA networks. These
modems allow transparent data communication betweermr more nodes in a TETRA
network. The TMO-100 conveniently combines the fioms of a controller, router,
modem, and radio transceiver in a single compadbsure.

The TMO-100 supports standard serial and IP-baaelabmmunication protocols. It
has two serial data interfaces (RS-232 or RS-4@)/4@d an Ethernet (10/100
Mbits/sec) port. For TETRA radio networking, eitlod two modes can be selected:
SDS based communication or packet data transmission

An optional voice communication feature is alsoilade, by which field personnel can
talk with a control room.

The TMO-100 can also be optionally provided withitbim inputs and outputs that can
be read and set remotely using the MODBUS-RTU paitdt is possible to transmit
information about an input change automaticallgrother station as soon as an alarm
condition occurs ["unsolicited message"].

The TMO-100 has a rugged aluminum housing compatilith standard DIN rail
mounting. The wide power input voltage range oR#2¥DC [+/- 20%] makes it easy
to integrate the unit into monitoring and contrggtems.
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1.7

Hardware Options

The TMO-100 is available in different hardware vens with various additional
software options that can be enabled by licenss.key
The following hardware options are available:

TMO-100
Tetra modem with two serial ports, one Ethernet and Microphone-Speaker
connector. (Remark: The voice feature has to bbledavith a license key)

TMO-100/DA1

Tetra modem with two serial ports, one Ethernet,d@DI, 8DO, 4Al (0-20mA,
4-20mA) and an expansion port connector for exmansiodules with
additional 1/O.

TMO-100/DA2

Tetra modem with two serial ports, one Ethernet, d@DI, 8DO, no embedded
Al and an expansion port connector for PEM-typeasgion modules with
additional 1/O.

TMO-100/DA3

Tetra modem with two serial ports, one Ethernet,d@DI, 16DO, no
embedded Al and an expansion port connector for g expansion modules
with additional I/O.

TMO-100/DA4

Tetra modem with two serial ports, one Ethernet,d@DI, 8DO, 2Al (0-20mA,
4-20mA), 2A0 (0-20mA, 4-20mA) and an expansion porinector for
expansion modules with additional 1/O.

TMO-100/DA5

Tetra modem with two serial ports, one Ethernet,d@DI, 8DO, 4A0 (0-
20mA, 4-20mA) and an expansion port connector xpaasion modules with
additional 1/0O.

TMO-100/DVI (US and Canada)
TMO-100 Variant of the DVI-100. Please refer to bhecument DVI-100

By default the TMO-100 will be delivered with two ®rial RS-232 ports, prepared
to use the air interface encryption with TEAL.
TEA2, TEA3, RS-422 or RS-485 options can be ordereak options.
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1.8

18.1

1.8.2

1.8.3

1.8.4

1.8.5

1.8.6

Software Options

A number of additional options can be enabled tgrise keys. Each key is individually
valid for one TMO-device.

The activation of the license keys can be dondyeagh the embedded web server
using the “Service / Configuration” menu.

When ordering an additional license, the user dasibmit the serial number of the
TMO to be updated.

Packet Data

Option for IP based data communication.

Multi Slot Packet Data ( MSPD)

Option for IP based data communication

Secondary Control Channel (SCCH)

Option to use secondary control channels

Authentication

With Authentication the device can attach to se#UrETRA networks. Please note that
an additional key loader software is needed foegeion and programming the
authentication keys

Air Interface Encryption

TEAL, TEA2 and TEA3 encryption (By default TEAlpgeeset).

Remark: The encryption method (TEA 1/2/3) is dop@lhardware option and can not
be updated in the field.

Additional key loader software is required for gexteg and programming the
encryption keys

Voice (PA-feature)

For all TMO-100 with no embedded /O, the voiceioptcan be enabled with a license
key.

Please note that the voice option is designedfatback feature and not fully supported
with a keyboard and a display as a handheld tetnfna defined ISSI or GSSI will be
used when pressing the PTT button of the (opticaad)lable Microphone-Speaker
Handset.

If TMO-100 with embedded 1/O should have the vap#ion, the expansion port
connector will be replaced with the Microphone-S@ealug. In this case PEM-
expansion modules can not be used.
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1.8.7

PicoLogo — embedded User Application Interface

The PicoLogo option is a powerful User Applicatioterface that can be used similar
to a Micro PLC to generate Alarms, Text-MessageaVMCommunication or to

monitor and supervise digital or analog values.
An additional graphical editor for developing Piogjo functions is also available.
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1.9

Software Versions

The software (firmware) versions and document eaiihistory is listed below:

Firmware
Version

Document
Version

Comments / Changes

1.0

1.2

First Release

1.10

= Nat supported with keeping the source port (Fiesdboundation HSE)
= SDS Gateway Option for ETELM Infrastructure (TGWB}0
= |P Gateway for serial data over Packet Data comaoadioin (TGW-100)

1.16

= Firmware update of TMO-100 now with TFTP supported
= Sinaut Protocol implemented
= Modbus TCP supports up to fife simultaneous TCFeotions

1.50

1.50

= PPP-Authentication now can be chosen with PAP cAEH

= Stacked-SDS receive now supports up to 136 diffe3&8-Fragments
from up to 32 different outstations simultaneously

= Operating Frequencies now are displayed in MHzerathan Hz

= The operating channel now can be chosen by entdrinfrequency or the
channel number with or without offset

= New operating Mode for the serial interfaces “SD&%” implemented.
SDS and Status can now easily be generated usng@ommands. The
output of these data will be in the same format.

= Secondary Control Channel enabled

= TMO-Power down and power up can be now forced ugiagembedded
web server

1.74

1.70

e MMI Commands implemented

1.82

» User Information needed for USA and IC included

1.823

* User Information needed for Thailand (Labeling)inied

2.62

2.62

* Voice-Multicall implemented, up to 8 voice destioat can be configure
and selected

* A device reset can be triggered remotely by a statessage
* Cell Black/Whitelisting described in the documeiaat
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Connections and Hardware Installation

2.1

211

Mechanical Details

The dimensions of the TMO-100 housing conform tdl@B880, and therefore it can
be mounted on a standard 35mm DIN rail [DIN EN 52J02Two serial interfaces are
provided for connecting the TMO-100 to a PC/PL®@threr local terminal equipment.
The main serial interface ("COM") uses a standapihdD-sub connector, while the
secondary serial interface ("AUX") uses a standfardl1l socket. On the lower side of
the housing an RJ-45 connector for the Etherndtglows the TMO-100 to be hard-
wire networked with local terminal equipment or P£COn the upper side of unit
another RJ-45 connector is provided for connedingice handset, for speech
communication over the TETRA network.

On the upper side of the unit is located the plugerminal connector for the power
supply (12-24 VDC +/-20%) and a BNC socket for éimeenna.

A 10-pole DIP-switch allows quick changes to thé'sisettings: e.g., changeover to
Programming Mode.

LED lamps on the front panel provide informatiorabthe operating condition of the
unit: e.g., received TETRA RF signal strength, ecanditions, etc.

Dimensions

The dimensions of the TMO-100 are as follows:
162mm (9T) wide x 80mm high x 62mm deep
All dimensions exclude connectors and antenna.

(DO

8 9 10 11 12 13 14 15 C

+ -+ -+ -+ - C

c
OOOOOOCICODOIOMOOOOOCICDO)

< 162mm | 60 mm
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2.1.2

2.1.3

Mounting

The DIN rail mounting clip is at the bottom of tMedule. First the lower lip (spring-
loaded) of the clip is engaged with the lower flamd the DIN rail, with the Module
tilted downward slightly. The Module is then pushgxuvard (1) and rotated backward
(2) until the upper lip of the clip snaps onto tipper flange of the DIN rail.

Dismounting

To dismount the Module, force it upwards (1), ameht rotate its upper end outward (2)
until the upper lip of the Module's clip disengafresn the upper flange of the rail.
Then move the Module down slightly to disengagdoiger lip from the rail flange.

vy By ey R g e
g ey e ey
e e B B Bt R e
e e e SR SN e e

e e e e R B e R B B R R B S R R
Lo o S S
B B, B
o o o S e o S e i

Mounting Dismounting
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2.2

221

Electrical Connections

Power Supply Input

The required supply voltage (12-24 VDC +/-20%)asimected through 3-way screw
terminal connector located on the upper side otti@osure.

The terminals are assigned as follows (viewed frioenfront of the module, facing the
front panel):

Outer (left): Enclosure Ground (electrical earth)
Middle: + 12 Volt to + 24 Volt (+/- 20%)
Inner (right): GND, 0 Volt from Power Supply

Antenna DIP AUDIO

Radio Eth/Aux Com System

Rx Tx Rx Tx Rx Tx OK Pw
*F1 ®F2 F3® F48

C
@ O ®® 0 0
0 1 2 3 4 5 6 7

Ethernet

Configuration: Ethernet, two serial ports, and editterface
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2.2.2

Serial Interfaces

The TMO-100 has two serial data interfaces. Theary interface (COM) has a 9-pin
D-sub connector on the upper side of the unit. Sdendary interface [AUX] has an
RJ-11 socket on the lower side of the unit. The Cidtdrface can be either RS-232 or
user-selectable RS-422/485. The AUX interface @aR8-232 or RS-485 (only).

The following parameters are user adjustable: batedin the range 1200 - 57600 bps,
data word length 7 or 8 bits, odd / even / no paaihd 1 or 2 stop bits. The factory
setting is 9600 bps, 8 data bits, no parity, 1 §itp

If a frame error is detected, or if the parity dites not conform to the setting, the
received data block is rejected.

Both serial interfaces are supplied as RS-232 sgriedered otherwise. The primary
interface is optionally available as a user-seldet®S-485 / RS-422 port, while the
AUX interface is optionally available as an RS-4#5t. Note that the RS-485 / RS-422
interface does not have the CTS/RTS lines.

Pin No. Pin Assignment: Primary Interface, RS-232

2 XD Send data TMO-10© peripheral
3 RxD Receive data TMO-116 peripheral
4 DTR Shorted to Pin 6

5 GND

6 DSR Shorted to Pin 4

7 RTS Handshake TMO-1068 peripheral
8 CTS Handshake TMO-16& peripheral
Pin No. Pin Assignment: Primary Interface, RS-422

2 A Receiver + (input)

3 Z Transmitter — (output)

5 GND

7 B Receiver — (input)

8 Y Transmitter + (output)

Pin No. Pin Assignment: Primary Interface, RS-485

3 B Transceiver —

5 GND

8 A Transceiver +

For the connection of the COM interface to a P®@IoC, use a standard 1:1 connector-
terminated cable (9-pin D-sub male to 9-pin D-seindle).
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TMO-100

2.2.3

Secondary Serial Interface (AUX Interface)

The AUX interface socket is on the lower side @& tiit. This interface allows the
implementation of special applications, e.g., skitg of the data-flow through this
interface by a command, or feeding data from agdneed ISSI to this port rather that to

COM.

The secondary interface is provided through a 6Raifl2 connector and equipped
default with an RS-232 interface. The unit can fmkeced optional with an RS-485
interface (RS-422 is not possible on the AUX port).

b
AN

S4 32

AUX Port
Pin No. Pin Assignment: Auxiliary Interface, RS-232
1 GPS Supply voltage
2 RTS Handshake TMO-1068 peripheral
3 RxD Receive data TMO-108 peripheral
4 XD Send data TMO-10© peripheral
5 CTS Handshake TMO-16& peripheral
6 GND
Pin No. Pin Assignment: Auxiliary Interface, RS-485
1 GND
3 B Transceiver —
4 A Transceiver +
6 GND
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2.2.4

2.2.5

Ethernet Interface

The Ethernet interface is provided via an RJ-4%sbon the underside the unit. This is
a standard 10/100 Mbit/s interface. Two LEDs intidhe operating condition of this
interface:

* Green LED: Lights up when an Ethernet network isnaxted (LINK)
* Yellow LED: Blinks when data transfer is taking gga(DATA)

Network parameters such as IP address, netmaskjaaentay address can be assigned
over DHCP as a static or dynamic address.

Voice Interface (Optional)

The optional voice communication feature allowscectommunication over the
TETRA network, using a PTT (push to talk) pushbutsavitch and voice transceiver
(handset or headphone/microphone headset) conrtectieel TMO-100. When the PTT
switch is pressed, data communication is interaip#owing only voice
communication during this temporary period. If @ gaspeech communication from
either side exists for 10 seconds, voice commuioicahode is terminated and data
communication restored automatically.

The voice transceiver is connected via an RJ-45@cor on the lower part of the unit.
The pins are assigned as follows:

Pin Pin out Voice-Interface
GND

Microphone +

PTT Switch

Speaker +

Speaker -

NC

Microphone -

(Alarm Button, optional)

ONO|O|PAWIN|F
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2.2.6

Extension Port for additional I/O modules (only devces with embedded 1/0)

The 1/0 expansion connector is located at the upgkt part of the TMO-100 of all
TMO versions with embedded I/0. The connector &/ @nd has the same color as the
expansion port modules connector. The TMO-100 wibexded 1/0O will be equipped
with the same connector (but marked with RED cdiar)connecting the
Speaker/Microphone Handset.

Up to 16 expansion modules can be connected toNt@ to enlarge the numbers of
inputs and outputs. The access to all I/O can biemeed by using the Modbus RTU or
Modbus TCP protocol.

The following I/O modules are available:

PEM-16DI 16 digital inputs

PEM-32DI 32 digital inputs

PEM-16DO 16 digital outputs

PEM-32DO 32 digital outputs

PEM-16DIO 16 digital inputs and 16 digital outputs
PEM-08AI 8 analog inputs (0-20mA 4-20mA)
PEM-04A0 4 analog outputs (0-20mA 4-20mA)

I/0 modules should only be connected to or discotaiefrom the TMO-100 when
power supply is disconnected!
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2.2.7 Connecting the 1/0 (TMO-100/DAX types only)

Minus ~—©
+LUB B O

Chiossis {>—|

200
+ o . * ’ . Q-
External J: [ l External
supply I'\ supply
10-30 VDC Q & 10-30 VDC
- & - 3 3 O+
i | [ |
T2 222020 8
C a 23 48 & 7TC CB9ID 2131415 C
_— N —— ———
! D1 234 & & 7 2 9101112137415 Rodin s —|I
T eeeeesee seecseoe oo oo e 1
| A a R Tx W OK P |
/ ( piciorgros RIU-7 10H/DAT i M |
B —
. c o " /
[ seoee
— 87%9%°%9°%°7 S Nt —
I C Dt C 1] 1 2 3
= 0T 2 3 4 5 & 7 - i e A e =
looooovooeojeoeoeeeona)

o] Y,
External
supply |i_|RL |:|R|_ R
: -

10-30 VDC
L

kN:

A\

Binary inputs:

The binary inputs are divided into two groups pertpEach group contains 4 inputs
with one common terminal. The inputs are bipolarthey can be switched with an
active "+" or active "-" signal.

If the "C" terminal is connected to the ground, itipguts will be active if the positive
voltage (12-14V) applies. If the "C" terminal isnteected to the positive voltage, the
inputs are activated by applying the ground conaect

Please note that the input voltage should not exa24V +20%)!

Binary outputs:

The supply voltage for the binary outputs must cmenected to the "+" and "-" terminal
of port C. Active outputs will have the positivepgly switched to the related terminal.
The maximum load is 0.5A per outputs.
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Analog inputs:

The analog inputs needs to be in the current ltmppower supply must be provided
externally in the loop. The input range is 0-20midhwva resolution of 12 bit.

Note: All I/O are electrically isolated!
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2.2.8

Connecting the Antenna

A BNC socket is provided for connecting the anterifresure that the antenna is
selected correctly for the operating radio freqyefite antenna cable (50 ohm) should
not be longer than 5 meters, and should be goodiitygloav-loss type (RG-213 or
Aircell).

Overvoltage protection suitable for protecting thedem is available. This should be
attached to the modem using a feed through bushdfagram). Ensure that the
modem's grounding point, antenna input lightningtgetion, and the antenna system
are connected to a common grounding point.

BNC(W)-FME FME-RGS58-FME

R Trm

e Tefmikt 10 06 Par
[ An

Er
RTLATI 0Dk

o .
0t 2348 AT

[ 1 ] 2
eT @A v T oweaT o v T 0W%a

L X TR R RSV saane Ve a s RaE e

BNC-FME g

Blitzschutz
GES-10
1-901-100-28

BNC-BNC
Durchfihrung

1-901-100-14

BNC-Stecker [
fir RG213 [

BNC-RG213-N

- Antennenkabel
N-Stecker flir RG213
RSB I 1-001-100-45

g —




Funk-Electronic Piciorgros GmbH TMO-100

2.3 LED Functions

Groups of LED lamps on the front panel of the TM@ indicate the operating
condition of the modem, the field strength of teeaived TETRA radio signal, and
error conditions if any. Specific LED functions atescribed below.

2090090900 609006000

C 8 9 10 11 12 13 14 15 C
In In

0 12 3 45 6 7 8 9 10 11 12 13 14 15 Radio Eth/Aux Com System

A B Rx Tx Rx Tx Rx Tx OK Pw

_AM.,. "

e TETRA
PKIOIYros =——

C

0 1 2 3 4 5 6 7

C Out C
+0 1 2 3 4 5 6 7 - C + + - +

90,900,000 00900064000

Configuration: Ethernet, two serial interfaces, andio and integrated 1/0O board.
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LED Function

System Pwr Power supply input

System OK Indicates the "Ready" status of the mo@emtinuously lit). Also
indicates error conditions (coded blink sequences).

COM Tx Lights up while the TMO-100 sends data Yia COM interface

COM Rx Lights up while the TMO-100 receives data the COM interface

AUX Tx Lights up while the TMO-100 sends data i@ tAUC interface

AUX Tx Lights up while the TMO-100 receives data ¥he AUX interface

Radio Tx Blinks while data is being sent in SDS mod
Continuously lit while packet data communicatiomigprogress.
In this case, the LED is shortly switched off witkta is being
transmitted over this connection.

Radio Rx Blinks while data is being received in SD&de.

Continuously lit while packet data communicatiomiprogress.
In this case, the LED is shortly switched off whilata is being
received over this connection.

RF These eight Led indicate the field strengthhefrieceived radio
signal. More Led'’s lit means stronger radio sigfaler Led’s lit
means weaker radio signal. If none of these 8 Lagdit, it
means that the modem is not attached to a TETRarlkt
When the modem is switched on its initializatiogueence is
indicated by Led’s lighting up momentarily in seqae from right
to left.

During a voice call this LED bar flashes as follows
«  Continuous flashing: No Voice call established
e 2 xblinking — pause: Voice call is being estat#idh
* Fast blinking: Voice call is active, the user calk t
« Slow blinking: Voice call is active, the user céstdn
e Continuous flashing: The voice call is being disoected

PPP Data This LED lights up when data is beingsiratied or receive over|
the PPP link

PPP Link (blue) » Fast flashing: Packet-Data connection is beingiget

« Continuous lit: Packet-Data connection is establish

« Slow flashing: Packet-Data has been disconnecteddeary due to a
requested voice call. After finishing the voicelctide PPP will be re
established automatically by the TMO-100

IP Rx Indicates, when data is being received dveldcal Ethernet port

IP Tx Indicates, when data is being transmittethéolocal Ethernet port
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2.3.1 OK LED: Blink Pattern Error Indication

When the TMO-100 is powered up, the OK LED showdbnstantly “on” to indicate
the proper device operation.

If this LED is flashing or off, it indicates an esqtion. Different “blinking codes” can
indicate different problems as shown in the taleiow:

Blink Pattern Meaning

LED off Controller (CPU sub-module) fault or the dem is not in
"Ready" state.

Continuously lit Device in "Ready" state, no fagitbr conditions

Slow blinking, The device is in programming mode.

1:1 tempo

4 blinks, then pause The internal Tetra Device da¢sespond

5 blinks, then pause The programmed TETRA frequeloeg not fit to the
TETRA Modem frequency range

2.3.2  Start Up Indication using the RF-LED Chain

After connecting the power to the TMO-100, thetstigr sequence is indicated using the
RF-LED’s chain. An LED dot will step from right teft indicating:

LED-Position Indication

Tetra-Modem is not or not yet powered up

Tetra Modem has been powered up and (re)starts

Initializing the Tetra Modem

Tetra Modem configured properly

Reading the Tetra parameter from the Modem
Updating MCC, MNC and ISSI
Updating scan range and scan frequency

OR[N WM O|O|N

Group assignment is being updated

Once all parameters are set (LED 2 or below), theesglded Tetra device is restarted
again. Also the start up procedure (including tE®lindication) runs through a second
time.
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2.4  Reset to factory default

The TMO-100 can be reset to the factory defaulfigoration. Also the Ethernet
parameter can be reset independently, if the [lPegadds not known any more.

2.4.1 General Reset of the Device to Factory Default

Using the following procedure, the TMO will be resefactory default. All parameter
will be cleared; the IP address will be set to 188.0.199.

» Disconnect the device from power supply
» Set DIP-switch 10,9,6,5 and 1 to "on" all othefa@”

on =i M

10 9 8 76 5 4 3 2 1

* Apply power to the device
» Ifthe LEDs in the RF-display step from left tohigsingle LED), set DIP 10 to
,Off*

on ] =000

10 9 8 76 5 4 3 2 1

* Now two pairs of 4 LED each flash indicating thag unit is resetting. Now wait
until the device reset is ready, and the unit veitart again.
» After the restart, all DIP-switches should be résgbff*

ov 1000000000

10 9 8 76 5 4 3 2 1
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2.4.2 Resetting the Ethernet Parameter

Using the following procedure, the Ethernet paramet the TMO will be reset to
factory default and the IP address will be set3®.168.0.199, subnet mask
255.255.255.0. All other parameter will be unaltere

» Disconnect the device from power supply
» Set all DIP-switches to “on”

o e i

10 9 8 76 5 4 3 2 1

* Apply power to the device
» Ifthe LEDs in the RF-display step from left tohtgsingle LED), set DIP 10 to
,Off*

on LIl

10 9 8 76 5 4 3 2 1

* Now two pairs of 4 LED each flash indicating thag unit is resetting. Now wait
until the device reset is ready, and the unit veditart again.
» After the restart, all DIP-switches should be résgbff*

ov 1000000000

10 9 8 76 5 4 3 2 1
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2.5

Configuration of the TMO using the embedded web seer

The TMO can easily be configured using the embedekduiserver.

Connect the device to your Laptop / PC using adstahEthernet cable. Then start your
web browser (all our tests have been successfudjenusing the Firefox browser)
Enter the IP address 192.168.0.199 into the inputdd your browser (that is the default
IP address of the TMO).

The following screen will then be displayed:

Uszer Iuser

Password I---.

The login will be done using the default username @assword
(take care, as both are case sensitive):

Username: “user”
Password: “user”

These passwords can be changed any time usingethe f8ervice / Manage
Passwords”.

After a successful login, the configuration menuhaf TMO will be displayed. On the

left part of the screen the menu is listed, orritjet part the parameters can be changed.
A separate footer displays the most important deparameters.

Please note that the menu and footer line areloatied once at the beginning from the
device to reduce traffic load. On demand the Mardifeooter Line can be reloaded.
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Login: user

Contact information

Device
TETRA
Ethernet
RTU features

Service

Manage
passwords

Reqgisters
Eventlogger

SM: 10017 | ETH-IP: 192,168.0,199 | TETRA-IP: 10.0.64.27 | ISSI: 1156027 | FREQ: 4 2500 Hz | FS: -73 dBm

Refresh footer informmation

2.5.1 Navigation using the Menu

To select a menu, move the cursor over the dekegadword and click it. Then the
menu will open displaying the next options

Login: user

Device

TETRA |

Device information
Cell infarmation
FParameters
Messaging

Packet data

Woice
Meighborhood cells
Scan frequencies

Ethernet
RTU features

Service
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2.5.2 Requesting Restart of the Device

Some configuration changes (change of Etherneetraparameter) need a restart of
the device before they will take effect.

If these changes have been done by the user, ageobaitton with the text “Restart
Device” is displayed.

The button has not to be pressed until all chahges been made, even if it is
necessary to change to another menu page.

Lagout | IP address I 192 I 168 I 0 I 142
m Metmask | 265 | 255 | 2545 | 0
e T T

Metwork

[T

-
RTU features

Service
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3 Data Communication over TETRA Networks

The TMO-100 can transfer data between any of itedvilata interfaces (serial and
Ethernet ports) on one side, and the TETRA radizvowk on the other. The TMO-100
can handle any of the common industrial automadiah instrumentation protocols
(MODBUS, MODBUS/TIP, IEC-60870-5-101, IEC-60870-84] PakBus, ROC, BSAP
DNP3 etc....), custom protocols, and configuratiotada

Data communication is possible in any of three nsddé which two are supported
presently):

SDS based data transfer:

With SDS based data communication, the TMO-100ticarsfer data in serial data
packets of up to 1000 bytes each. The packetsrakem down if necessary (transparent
to the user) into smaller SDS data blocks. Seagd dommunication protocols such as
MODBUS, DNP3 or IEC-60870-5-101 are smart routethtoslave modems. To do
this, the TMO-100 extracts the logical address®skd up a routing table, and sends the
data onward to the slave/receiving station modeth @orresponding ISSI address.

The maximum length of an SDS data block is con@igle up to 255 characters.
Restriction of SDS data block length is necessapabse not all TETRA infrastructures
support the full length of 2047 bit. If the datadk to be transferred is longer than the
maximum SDS length supported form the Tetra infuastire, it is split into several
SDS data blocks by the transmitting TMO-100 andattically re-assembled by the
receiving TMO-100.

Max, S0S length I 254 [bytes]
sbis type # TL-4 © Simple
Slave length adjust  off * on

Setting the SDS parameter

SDS based data transfer is possible only througlsehial interfaces (COM or AUX) of
the TMO-100 modems. Data received from a spegtiieqonfigured) transmitting ISSI
address can be directed to the secondary semafane (AUX) instead of the primary
interface (COM). This is useful, for example, whprecess data must be directed to the
primary serial interface, and configuration dat#hi® secondary serial interface.
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Packet-data based data transfer (option):

IP packets can be transferred if the TETRA infrtadtire supports the packet data
transfer mode. In this case data communication tgitminal equipment connected to
the TMO-100 is via the Ethernet interface of the @NIOO.

Here the TMO-100 functions as router. Up to 16 ¢t pddresses can stored in the Port
Forwarding Table of the TMO-100. Data packets argwver the TETRA network are
automatically routed to the designated IP ports.tk@ reverse route a NAT function
provides the correct address for routing returia dathe sending station.

Several terminal devices can be connected to theritt interface of the TMO-100 via
a network switch, and addressed by any statiomesame TETRA network.

Circuit switched data:

Line based data communication (CSD) is not supddijeall TETRA infrastructures,
and is not at this time supported by the TMO-100.
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3.1

Data Communication by SDS

Data communication by SDS does not necessarilyineegua IP switch within the
TETRA network: therefore it is compatible even wsthaller installations. SDS Data
communication takes place only through the Cor@fwdnnel (MCCH). Therefore no
additional timeslots or RF-Carriers are requiredd@ata communication. The use of a
Secondary Control Channel (SCCH) is supported byD¥MO.

The TMO-100 supports a maximum SDS length of 20#7(B54 bytes) in accordance
with the ETSI specification. However, since notT@TRA infrastructures support this
length, users can set a lower maximum length fo 8Bta blocks. If the data block to
be transferred is longer than the maximum SDS kengis split into several SDS data
blocks by the transmitting TMO-100 and automaticed-assembled by the receiving
TMO-100. This fragmentation/de fragmentation ofedaliocks is transparent to the
terminal equipment connected to the TMO-100 ateidgnd, and makes the TMO-100
compatible even with older TETRA networks. In trespect, radio data communication
through TMO-100 modems behaves like wire commur@natvith minimum
transmission delay. If a TMO-100 receiving dataedet a checksum error, the entire
data block is discarded.

SDS data communication supports data communicatinvia the serial interfaces:
RS-232 or RS-422/485. Transfer and routing of I€kpss is not possible. In the SDS
mode of operation, the Ethernet interface can bd @ configuration of the modem by
MODBUS/TCP or Web server.

The serial interface settings of TMO-100 modemshensame TETRA network do not
have to be the same. Therefore it is no probleaimeifmaster modem is set for 38400
bps, 8N1, - while the slave is set for 9600 bpd,.8tor performance-critical
applications the serial interface should be setlferhighest possible baud rate
compatible with the terminal equipment, as thisiraty minimizes data
communication delay time.
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3.1.1

Use of the TMO-100 as master modem

A Routing Table must be loaded into the TMO-100 whes designated as a master
modem. Up to 1280 ISSI addresses can be registeaeth. of the ISSI addresses In the
Routing Table is assigned to a logical addresgguential order, corresponding to the
addresses used by the serial data communicatioogoto

The Routing table can be set up using the embedtdsd Server or by Modbus RTU
protocol.

The TMO-100 is configured (user setting) for thedfic serial data communication
protocol to be used. Any of the commonly used moi®can be selected, e.g.,
MODBUS, IEC-60870 or DNP3. Customized (non-stanilprdtocols may also be
used because the position of the address byteslahgth (1 or 2 bytes) are also user-
programmable.

Preconfigured Communication Protocols

Communication Protocol * Mone

used on COM O user defined Protocol (see below)
) Modbus / ROC
() DNP3

(JIECE0870 / 1 Byte Address
(O 1ECE0870 / 2 Byte Address
() pakbus

() siemens Sinaut

(CIBSAP

Routing Table used (&1 02

First logical protocol address III

Protocol Configuration
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When a data block is received at the serial interfaf the TMO-100, it waits for the
complete data block to be received. The data béockcriterion is that no further data
byte is received after a lapse of a user-programimesl (default: 10 milliseconds). The
protocol-dependent logical address of the destinagrminal equipment is extracted
from the data received via the serial interfacenyshis, the ISSI address of the target
modem is looked up from the Routing Table, addeti¢cdata block, and transmitted
over the TETRA network.

If a broadcast address is reserved in the serialaanmunication protocol (e.g.,
MODBUS-RTU), a corresponding GISSI (Group ISSI &3d) included in the Routing
Table. Therefore broadcast can be supported, whearehata block can be sent
simultaneously to several modems on the same TEA&Work.

If multiple-address routing is not possible or dedj then the TMO-100 can be
configured to use a single ISSI, to which all traitted data is addressed. The slave
modems would be part of a group: all modems ofghisip receive the same data. Each
terminal equipment connected to the save modethemsresponsible for determining
whether a data block is intended for it or not.

It should be noted that when SDS is broadcasigtmap, the SDS is sent from all base
stations on the same TETRA network. This obviogslgerates a higher network load
because when transmitting to an individual IS4, lthse station sends the SDS
intended only for the specific base station to \tilee target terminal equipment is
connected.
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3.1.2

3.1.2.1

Using the TMO-100 as Slave Modem

A TMO-100 used as slave modem need not be configarehandling a specific serial
data communication protocol. Basically, the modesses on each data record that it
receives from a master modem out through its sei@tface. When this happens, it
tags the ISSI of the master modem from which dataceived, so that when it gets a
response to this data record from its local terirégaipment, it sends that response
data back to the ISSI of the master modem. Beaafubes procedure, a slave modem
can receive data from several master modems prdv¥ide such communications from
multiple masters does not occur at the same time.

The return address refers the slave modem to tiaeréeord of the master modem. The
response data record from the local terminal eqargris always sent back to the ISSI
of the master modem from which the last commurocatvas received. Alternatively,
the ISSI of a specific master modem can be sdtdrstave modem, so that all data
received from local terminal equipment is sent dalyhis ISSI.

Routing SDS Data to the Primary (COM) or SecondaryfAUX) Interface

The TMO-100 is equipped with two serial ports, “COad “AUX”. For each of these
ports, a destination port can be configured anitl szan be determined whether the data
is feed from the source COM or AUX to the destioatCOM or AUX

If the COM routing is set to AUX, data receivedla COM port will be sent to the

AUX port of the destination device.

Also if the AUX routing is set to COM, data recaivat the AUX port will be sent to

the COM port of the destination device.

As factory default, COM is routed to COM and AUXr@uted to AUX. This feature of
using two different serial ports at the same timevjgles the ability to use one port for
data communication and the second port for cordigum or for a second protocol if
different devices (PLC and Meter or Filed bus deyeare connected to the Outstation.
Another application can use two different portsh&f same device from different master
units placed also on different location.

The AUX interface is restricted, as it can not bedifor RS-422, only RS-232 or RS-
485.
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3.1.3

Data Compression using the LZ77 algorithm

The TMO-100 has data compression capability andad# records received over the
serial interface are compressed before sendin@&s At the receiving station, the data
is decompressed before moving it out. Detailedrimftion regarding the LZ77 can be
found at:

http://de.wikipedia.org/wiki/LZ77
Data compression can improve performance when @atgeblocks are involved, by
reducing the data that is conveyed over the TETR#&vark, even if additional SDS

blocks are created (in cases where the original lolack does not fit within an SDS).

If using the TMO-100 in conjunction with TRM-, RTlUsr MDP-Type Tetra units,
(these ones do not have the compression featurg)ression can be disabled.

Device information

Serial number a

SW wversion 1.03
Denomination |TMD—1EIIII
Compression o & on
Parse for MODBLS data access * off O op

Enabling the Data Compression feature
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3.2

Sending and receiving SDS- and Status Messages gsthe Hash
(#) Command Sequence

SDS- and Status messages can be sent over the DRKOsgrial ports using the #-
command (Hash Command)

The idea behind the #-commands is to have a simptbod of sending and receiving
SDS and Status messages for machine to machineyrfioan to machine or for human
to Voice-Terminal applications.

The Hash-Command is defined as a header contrakseq within two #-characters,
followed by a SDS or status information in thedaling way:

# Control+SSI # Text, Data or Status

Control ISSI/ | Text or Status | Remark
character | GSSI
T Yes | Text Sends a Text SDS
S Yes | Numeric Status| Sends a Status Message
0-65535
D Yes | Textor Data Sends Text or Data includingcBe
header information
C Yes/No| MMI Command | Sends a MMI command to a different
TMO-100 or to the own device

Rules:
The transmitting TMO serial interface (COM or AUKas to be in Hash Command
Mode

The first character inside the # signs is the admtnaracter T, S or D
Followed by an ISSI or GSSI

The characters outside the # signs are: Text Irdtan, Data or Status Information
On manual (human) input:
Choose the CR LF on "COM Port Serial Parameteirgsttand use a terminal

software (e.g. HyperTerminal on your computer)

On PLC or PC communication:
Choose Timeout or 3964R (CR LF will work also)
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The following example will explain what happenstba receiver side, if the following
#-commands will be sent to a TMO-100 with an ISSE# that is configured for #-
command mode:

Example 1:

#T12345#This is a test message

Will be stored as an SDS in a Tetra Terminal whid ISSI (GSSI) 12345 as:
This is a test message

Will be sent out on the TMO-100s (ISSI: 12345) algport that is configured for #-
commands as:

#TA4711# This is a test message

Remark: 4711 is the sender ISSI

Example 2:

#S512345#52000
Will be sent as a status message to a Tetra Termitiathe 1ISSI (GSSI) 12345

Will be sent out on the TMO-100s (ISSI: 12345) algport that is configured for #-
commands as:

#S4711# 52000

Remark: 4711 is the sender ISSI

Example 3:

#D12345# This is a test message
Can not be displayed correctly on a Tetra Termm#d the ISSI (GSSI) 12345

Will be sent out on the TMO-100s (ISSI: 12345) algpiort that is configured asave
as:

This is a test message
Remark: No sender ISSI will be included in the otitp
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3.3

Processing MMI Commands sent by a TMO-100, Terminal
Mobile or Dispatcher

The TMO-100 can process so called "MMI commandsariNachine Interface) which
were sent from another device in the TETRA netwdhe MMI command is basically
a text SDS, which can be sent out by another TMQ-athandheld terminal, a mobile
or a dispatcher. With these MMI commands, outpatslme set or reset or input values,
RF field strength or other values can be queried.

The access is protected by a 4 digit PIN, whichtrbasncluded in every MMI message
to the device. If the PIN does not match, the Mitnenand SDS will be discarded and
no commands will be processed.

By default this PIN is set to 4711, it can be cleahgsing the webserver configuration
menu "TETRA -> SDS/Status/MMI":

MMI command Settings

MMI commands aver SDS COff % on

MMI Access PIM I.:]?H [+ digit]
S Reset [T apoy (IR

Within one MMI command message, several MMI comnsacah be submitted. The

commands must be separated by a comma "," or a'dastthis case.

If the MMI string contains an error, the faulty paiill be sent back with 2 additional
"?" signs added:

#M#1-4711-T2=1234

#M#2-0000-T2=123477

All commands which appeared before this faulty paste executed, commands after
the error were not processed!
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3.3.1

Submitting MMI commands using a TMO-100
A TMO-100 is able to directly send MMI command s to any other TMO-100,
using a serial port in "#-command mode". It camepcess MMI commands to itself.
As MMI commands to other devices were sent by SB&processing of incoming SDS
MMI commands must be enabled in the configuratid&BTRA -> SDS/Status/MMI) of
the remote devices. If the MMI is sent to the saeéce, they will be processed and
answered locally.
To use or transmit the MMI commands, the assigeedlgport must be set to the
operation mode "#-command port".
COM Port Operating mode = Mastar

" Slave

" Modbus local

" PicoLogo local

& @' -command port

" MNone
To use or transmit MMI command with a TMO-100, tladways use the format:
# Cissi # 1-4711-Commands
The commands are sent out to a device or groupassdithey are processed by all
devices which received the SDS, matching the Plidecti must be noticed that a MMI
SDS to a group may cause lots of response SDSelhyewices in the group.
Answers will be put out in the format
#C issi # 2-0000-Answer
to the same serial port. The white spaces in tkitestengs here are only used in the
documentation to make it more clear, they shoutdoeaused in the real MMI
commands!

Example:

To query the RF field strength and the serial nunalb@ device, the command string
#C1234#1-4711-RF=?-SN="

has to be sent to the serial port.
The answer from the remote machine will be liks:thi

#C1234#2-0000-RF=-87dBm-SN=2000
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If the SSI matches the ISSI of the own, local deyvar if the SSl is left away, the MMI
will be processed locally.

Example:
The own TMO-100 has the ISSI 2345. The MMI command

#C2345#1-4711-RF=7

will return the own RF fieldstrength of the locaViD-100 we're connected to:
#C2345#2-0000-RF=-87dBm

Alternatively the MMI command can be like:

#C#1-4711-RF=-87dBm

which will also cause the locally processed answer:

#C#2-0000-RF=-87dBm
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3.3.2 Sending MMI commands by a TETRA terminal or dispatter

MMI commands can also be sent to the TMO-100 uaitegyminal, mobile or

dispatcher. The command should be sent as a ntypea#l text SDS (simple messaging
or TL-4).

The command string "#M#" must be set as a prdiix required format should be like:

#M#1-4711-Commands

As described before, "4711" ist he PIN to accessIttiO-100, which can be changed
in the device configuration "TETRA -> SDS/Status/MMn addition to this, the MMI

access by SDS must be enabled in the same cornf@queaea to allow the processing
of the MMI SDS.

MMI command Settings

MMI commands aver SDS COff % on

MMI Access PIM I.:]?H [+ digit]
S Reset [T apoy (IR

Example:
The MMI command string

#M#1-4711-C0=1,Z2=1,RF="
sent by a terminal to the TMO-100 will cause thiéofeing actions:

* The binary output "CO" will be set to on
* The response will include the timestamp of the T
» The RF field strength will be returned

The answer sent back to the terminal will be likis:t

#M#2-0000-110210151027-RF=-65dBm

Important notice:
In default state the "t-timeout" in the TMO-10Castivated, which will cause all outputs
will be reset after the given time if the TMO-1@0niot accessed by MMI commands or
MODBUS telegrams. If the TMO-100 should be useq éot MMI processing, the t-
timeout should be disabled in the configuration (Ri€atures -> Setup)!

Timeout values

T-Timeout " on ™ off

I lsec
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3.3.3

List of MMI commands

Description: Query of internal digital inputs

Command: AO=? .... A7=? .... B8=? .... B15=7

Answer: AO=1 ... A7=0.... B8=1 ... B15=0

Comment: A "1" means that the corresponding inpuictive, a "0" means
that it is inactive.

Description: Query of all internal digital inputs

Command: AB="?

Answer: A=B3;B=01

Comment: The values of the digital input ports W&l returned in
hexadecimal values.

Description: Query of any digital inputs

Command: DIxx="?

Answer: DIxx=0 oder DIxx=1

Comment: Queries the state of a digital input, wlibe input can also be
located at a PEM extension module connected ta th@.
The first digital input on the system starts witkéx "0". The
answer returns an active input with "1", an inagtivput with
"0".

Description: Switching of an internal digital Output

Command: C0=1-C5=0-D15=1

Answer: No answer

Comment: In this example the output CO will beasive, C5 will be set
inactive and D15 will be set active.
The outputs D8-D15 are only available at the detyipe
"/DA3".

Description: Query of internal digital outputs

Command: C4=?-C0="?

Answer: C4=1-C0=0

Comment: A "1" means that the corresponding inpuictive, a "0" means
that it is inactive.

Description: Query of all internal digital outputs

Command: CD="?

Answer: C=80;D=00 oder C=80;D=nn

Comment: The values of the digital input ports W&l returned in

hexadecimal values. On other devices than "/DA8\tilue for
port D will be returned as "nn".

TMO-100
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TMO-100

Description: Query of any digital inputs

Command: DOxx="?

Answer: DOxx=0 oder DOxx=1

Comment: Queries the state of a digital output,re/tiee output can also b
located at a PEM extension module connected td kh®.
The first digital output on the system starts vitittiex "0". The
answer returns an active output with "1", an inectiutput with
"0".

Description: Switching of an any digital Output

Command: DOxx=1 order DOxx=0

Answer: Keine Antwort

Comment: Switches the state of a digital outpueretthe output can also
be located at a PEM extension module connectduktd MO.
The first digital output on the system starts vitittiex "0". The
parameter "1" sets the output to active stateptnameter "0"
switches it to inactive state.

Description: Query of an internal analog input (TMO-100/DA1)

Command: Dx=? oder Dx%="? x=0..3

Answer: Dx=1000 oder Dx=24%

Comment: The query "Dx=?" returns the raw valuéhef12 bit analog

input in the range from 0 to 4095.

The query "Dx%="?" returns the percentaged valuberrange
from 0 to 100%.

On devices with no internal analog inputs an emessage will
be sent back.

e




Funk-Electronic Piciorgros GmbH

Description: Query of any internal analog inputs

Command: Alxx=? oder Alxx%="?

Answer: Alx=1000 oder Alx=24%

Comment: Queries the state of an analog input, evtier input can also be
located at a PEM extension module connected td kh®.
The first analog input on the system starts wittein"0".
The query "Dx=?" returns the raw value of the 1tZabialog
input in the range from 0 to 4095.
The query "Dx%="?" returns the percentaged valuberrange
from 0 to 100%.
On devices with no internal analog inputs an emessage will
be sent back.

Description: Query of the RF fieldstrength

Command: RF=?

Answer: RF=-xxdBm

Comment: Returns the actual RF fieldstrength ofltB@ RA network in —
dBm

Description: Query of the serial number

Command: SN=?

Answer: SN=1234

Comment: Returns the serial number of the device

Description: Receipt request

Command: Q=1

Answer: Answer from the TMO-100

Comment: If "Q=1"is included in the command datahe TMO-100, an
answer SDS will be sent back to the originator enei¥ no
command would not send back any answer.

Description: Receipt suppression

Command: Q=0

Answer: No answer from the TMO-100

Comment: If "Q=1"is included in the command datahe TMO-100, no
answer SDS will be sent back to the originator eneif a
command would send back an answer.

Description: Time stamp

Command: Z=1

Answer: Z=YYMMDDhhmmss

Comment: If "Z=1"is included in the command datdhie TMO-100, a

timestamp will be included in the answer.

TMO-100
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Description: Read register

Command: R0O001="

Answer: R0O001=4F7D

Comment: Any register of the TMO-100 which is erablor being read out

can be queried with this command. Forbidden registal
always return 0000. The register address is ginetecimal
format, the register value is always returned ixaldecimal

format.
Description: Write register
Command: R0001=0001
Answer: No answer
Comment: Any register of the TMO-100 which is erablor being written

can be set with this command. The register addsegsen in
decimal format, the register value must alwaysbeexadecimal
format.
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3.4

3.4.1

Packet Data (IP) Communication

Packet data (PD) communication essentially diffem SDS data communication in
that the TETRA infrastructure must support the efsgacket data. The ISSIs of the
modems must be enabled for packet data commumic&&ta communication takes
place not through the Control Channel (as in tlse @d SDS data communication) but
through normal traffic channels. Thus an actived®Bnection over which data is to be
transferred, affects the availability of the voate&nnels: this must be taken into account
at the time of network planning.

By supporting Multi-Slot Packet Data (MPSD), netlwdata throughput can be
increased, as several slots can be combined fart@atsmission. This results in higher
information flow-rate than SDS based data or SkRjted Packet Data transmission.

The main advantage of packet-data based commumcatiTetra infrastructures is that

it supports protocols using IP data packets. Aftavered on, the TMO-100 auto-
matically establishes a PPP link to the Tetra siftecture. If the ISSI has been enabled
for PD communication, the Tetra infrastructure \agkign a corresponding IP address to
the Modem. The TMO-100 is thereafter is IP accéssilithin the TETRA network.

Terminal equipment locally connected to the TMO-¥@0its Ethernet interface can
then be addressed through its router function. TM®-100 acts as an intermediary
between its Ethernet interface and the TETRA nety&o to speak.

Packet data configuration

Username ThA
Passwaord |".

Packet data enabled * ves © no
Slots during last transmission o

Enabling the Packet Data Option

IP Assignment in the TETRA Network

The TMO-100 is assigned an IP address when it kestals connection with the TETRA
infrastructure. This IP address is a part of thevagk administration set-up, and is not a
configuration parameter of the TMO-100.

Care should be taken if dynamic IP-addresses argreesl from the Tetra infrastructure
to the TMO-100, because once the device will beadroff and on again, it may be
possible that it receives a different IP-addresshat case a unique correlation of the
device is not possible.
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3.4.2

IP Assignment for the Ethernet Interface

The IP address of the Ethernet interface of the TMO is preconfigured before
delivery as 192.168.0.199 with the net mask 255ZZ%0. These settings can be
changed by the users whenever necessary.

All local terminal devices that are to transferadaver the TETRA network using the
TMO-100 as router must operate within the sameubihest, and the IP address of the
TMO-100 must be declared in the IP configuratioth&sgateway for the connected
local terminal equipment. All data packets from libeal terminal equipment that are
not addressed to an IP address in the same sw@enpassed through to the TETRA
network as a result of the IP configuration..

Application example:

() -

IP communication with TMO-100 and
Server connected to the Tetra Switch

Server/Gateway

IP: 192.168.0.1
PLC 2

IPar
R5232

IP: 192.168.0.199

P Serial: R5-232
v IEC 60870-2-104 IEC 80870-3-101 P 192 168.0.1
Master todbusTCR tadous PLEC
PLC or DMP3 over IP Pakhbus
SCADA DMP 3
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w

4.3 Router Function of the TMO-100

The TMO-100 has separate IP addresses for the TEHIRAoOrk and its Ethernet
interface. The requirement here is to convert Fhaddresses of the two networks so
that local terminal equipment connected on lochkHtet of one TMO-100 can
communicate with remote participants in the TETRAwork, and vice versa.

The task of the NAT-router is therefore to link thevices that are “hidden” behind the
Tetra IP-Address, to services or protocols.

3.4.3.1 Port Forwarding

Identification of the services and routing of tbedl terminal equipment (for which the
IP addresses on the TETRA side are unambiguoughyed® is determined through the
port numbers. The Port Forwarding Table of the THID-has a list of local Ethernet IP
addresses and their corresponding port numbera. fizah the TETRA network
addressed to a particular port number is forwatddte target local terminal equipment
by looking up its IP address corresponding agdiregtport number.

Login: user Forwarding entries

10 entries beginning with I 1 Browse |

Logout

i

Num Active Protocol Listening port Destination ip Destination port
Faon  ®TCP
TETRA
1~ e [ =502 [192.[168[ 0100 EE
Ethernet
Metwork ®on CTCp
NAT 2 T o [ 502 [192.[16a[ 0100 [ 502
Forwarding
RTU features “on  FoTcp
i 2 T o [ 2404 [192.[1ea [ 0101 [ 2404
Fon CoTCp
4 T e [ 2404 [192 [1ea | o101 [ 2404
Fon  fTcp
5~ o [zonon  [1az f1ee o102 [ 20000
Fon CoTCp
6 o o [zonon  [1az f1ee o102 [ 20000
Can FoTCp
7 et U [0 [ o] of o o [0 |
Can € TCP
B st i [0 [ o] of o @ [0
n Clan Sk n I I IS T | n =

SM: 0| ETH-IP: 192.168.0.142 | TETRA-IP: 10.0.64.30 | ISSD: 1156030 | FRED: 426862500 Hz | FS: -87 dBm

Refresh footer information;

Port Forwarding Table
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Example:

The IP address 192.168.0.100 corresponds to a BPh@ected to the Ethernet interface
of the TMO-100. The default (factory configured)dédress of the Ethernet interface of
the TMO-100 is 192.168.0.99. The TMO-100 has thadBress 10.0.66.17 on the
TETRA network side. The PLC is addressed usingatd®BUS/TCP protocol by its
port number: Port 502.

In the Port Forwarding Table of the TMO-100 thetP @2 has been assigned IP address
192.168.0.100 (factory configuration).

With this configuration, all packets sent over T'eT RA infrastructure to the IP address
10.0.66.17, Port 502, are redirected by the TMOA4i@Gts Ethernet interface to the
PLC with the IP address 192.168.0.100.

The following port forwarding settings are fact@npgrammed (before delivery) in the

TMO-100:
* Port 502 TCP/UDP 2> 192.168.0.100 (MODBUS-RTU)
* Port 2404 TCP/UDP 2> 192.168.0.101 (IEC-60870-5-104)
* Port 20000 TCP/UDP = 192.168.0.102 (DNP3)

Therefore the local terminal equipment needs amlyet configured with the appropriate
IP address depending on the protocol used. The ¢alb be reconfigured by the user as
needed.
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3.4.3.2

NAT Function (Network Address Translation)

In the same way that packets from received ovel FHERA network must have the IP
addresses changed by the TMO-100 before they ctorwarded to local terminal
equipment connected to its Ethernet interface,rthist also be done in the reverse
direction. This is the case whenever local termatplipment connected to the Ethernet
interface of the TMO-100 sends data to an IP addvesr the TETRA network.

This process needs no configuration: it is an aatanoperation that is executed
whenever a local terminal device sends data ta&anawn IP address.

The TMO-100 tags the local Ethernet address fronchvtiata is received and the
unknown IP address to which it is to be sent (fr@hich a response is expected). The
expected response (of the remote device) receivedtbe TETRA network will be
passed on automatically to the correct IP addriesthe Ethernet interface.

The NAT table can store up 32 entries. Entries d@natot used for 60 seconds are
purged.
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3.4.3.3 Keeping the Port Numbers when using the NAT functio (KeepPort, from
Firmware Version 1.10)

Some protocols exchange information using spepdit numbers. (e.g. Fieldbus
Foundation HSE). As a standard NAT function with{td) alter the port information,
these protocols could not be used.

The TMO-100 can be configured to keep the samemuoritber as transmitted from the
source device. The following options are available:

Set the NAT-Function to standard operation. In tlaise the port numbers from
the sender will (or can) be changed to a port nurabailable from a port
address pool (e.g. 40000)

IP-Setting in the “Keep Port Option”: 0.0.0.0

If it is necessary to keep the same port addressuasmitted from the sending
device, this option can be chosen. Care shouldkentthat only one device
attached to the TMO is using that specific port bemIn case a second device
would request a transmit using the same port adgiies port number will be
changed by the NAT-function and a port number dubhe port number pool
would be taken.

IP-Setting in the “Keep Port Option”: 255.255.255.255

IP- und Net Mask Settings

The NAT Function will try to keep the port numbéos all devices that match to
the IP address and the net mask that is configartte Keep Prot Configuration
table (see below)

'Keep port' option

Description MAT tries to keep source port untouched for
matching ethernet devices.
I[P 0.0,0.0 = Source port will be changed
[P 255,255,255.255 = Source port will be kept

KeepPort IP address | 192 168 o0f 212
KeepPort Netmask | 96 | 265 | 255 | 265

Configuration of the Keep Port Option
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3.43.4

NAT - Port Number Translation

Some protocols (e.g. HSE - Fieldbus Foundationdl ned¢ransmit special port number
ranges between the Master- and Slave-Devicesatrcise a classic router would
translate the port numbers to the ones dedicatetiédodNAT function (40000 and up),
and therefore the communication between masterskave-device would fail.

In contrast to that, the TMO-100 can be configuredarious ways to support all
communication methods used between master and déavees. The following options
are available:

* The Source Port Numbers are translated as perfobyaclassic router

» The Source Port Numbers will not be changed andldated straight. Care
should be taken if this port already is in usehkt case the router will translate
the Port Number to one available out of his NAT Ipoo

* Only the Port Numbers of previously defined IP nenslor IP ranges will not be
changed. Also here care should be taken if thisgoeady is in use. In that case
the router will translate the Port Number to onailable out of his NAT pool.
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3.4.4 NAT - IP Address Screening

In case the TMO-100 is connected via its Etheroet o a LAN network, a PC or
another device where a lot of IP traffic is expdctdl IP packets the TMO-100 would
receive that could not be delivered to one of tteched terminals would be transferred
via the router to the Tetra network. As all thisadaubbish would be transmitted via the
PPP link to the Tetra switch, an overload of tivdt tould be the result, causing the
properly transmitted IP packets to fail or bein¢agied.

Due to this reason, two screening functions caadbieated in the TMO-100 witch
prevent the transmission of unwanted data to theaTetwork:

» The Source-Filter that defines a special sourcadéress, address range or an
IP-subnet for data that is permitted to pass the IRk

» The Destination-Filter that defines a special degton IP-address, address
range or an IP-subnet for data that is permittgohiss the PPP link

Once one or both of these filter function are eedpbnly IP-packets that match the
filter criteria are forwarded and fed to the Tetework. It is strongly recommended to
set this filter especially when operating with peal computers, a huge number of
different IP-packets will be sent to the TMO-10@ 4if no filter is set) forwarded to the
Tetra infrastructure.

MAT configuration

Description Limits MAT traffic to source andfor
destination network,
Metmask 0.0.0.0 means all traffic will be
routed from/to this netwark,

Ethernet IF address | 192 18 0 O
Ethernet Metmask | ess| essf es5f o
TETR& IP address | 1o o saf o
TETRA Metmask | ee5. 255 255 O

Settings for the NAT-Filter
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3.4.5

3.4.6

3.4.7

MTU (Maximum Transfer Unit) Size

The TMO-100 supports a maximum packet size (MTUaximum transfer unit) of
1500 bytes. This packet size is compatible witloeuation applications. If a received
packet exceeds this length, or is fragmented,régjected.

Data Compression using Packet Data

TMO-100 provides the function to receive data 8eserial interface, convert it to IP-
Data, send it via Tetra-PPP (Packet-Data) to ardg&in device, convert it back to
serial data, and to pass it back to the seriaifaxte.

In this case the received serial data stream auicatig is compressed by the LZ77
algorithm and decompressed on the receiver side.

Routing from a serial interface to an Ethernet portice versa is not supported.

Transmission of Serial Data using Packet Data Mode

When using the TMO-100 in Packet Data mode, sdatd received on the COM or
AUX interface will be sent as UDP-packets rathantending them by SDS. The
mechanisms used for that are the same as usedtkahemitting in SDS mode, except
the routing table in the master unit contains IBradses instead of ISSI.

Likewise in SDS mode, an outstation will store iBeumber of received data and
sends back any answer or any further data streaimsttP address.
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3.5

3.5.1

Special TETRA features

Prefer or avoid TETRA cells

In some cases it's necessary to distribute the TMM@ever a number of available
TETRA cells or to "lock" the TMO-100 to a given TRA cell.

Each TETRA cell has a specific number, the "locaticea code” (LAC). The LAC is
unique for each TETRA base station in a networkauodll can be identified by it. The
TMO-100 prefer or avoid cells by this identificaticmethod. For this, the
Black/Whitelist feature is used.

The lists can be configured on "TETRA Black/Whitelist". There are three different
types of lists, each containing up to 10 entries.
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3.5.1.1  Priority cells list

Each entry of the priority cells list has two figlth configure: The LAC for the TETRA
cell and the minimum RSSI level.

Priority Cells List
Priority LAC 1

Priority min, RESSI 1 [_.jE,m]

Priority LAC 2
Priority min. RSSI 2 75 [-dem]

Prigrity LAC 3 E

Priarity min. RSSI 3

Priority LAC 4
Priority min. ESSI 4

_ 0ff-dem]

_n
 Oji-dem]

Any cell must be received with at least the defiR&5I level (or better) to be taken into
account here. The list will be chosen from LAC 1.&C 10 with the highest priority on
LAC entry 1.

If the TMO-100 receives the specified cell witHesst the configured RSSI level, it
will register to this cell regardless if there ather cells with a better field strength.

In this example, the TMO-100 will register to LAQ if this cell can be received with -
80dBm or better. Even if LAC 15 is at -50dBm, itlvgtay on LAC 17.

If LAC 17 is not available or worse than -80dBmg thiMO-100 will go to LAC 21 if
this is received with at least -75dBm.

If none of these cells is available with the minm&SSI level, the TMO-100 will
register to any other available cell.
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3.5.1.2

Cell Blacklist

The Cell Blacklist can hold up to 10 entries whitye LAC code of TETRA cells can be
entered.

Cell Blacklist

The TMO-100 will not register to any cell includiedthe blacklist, as long as there are
other cells where it can to.

In the configuration above the TMO-100 will nevegister to LAC 10, 11 or 12 — if
there is any other cell where it can registerftthé LAC 10, 11 or 12 are the only base
stations where it can go, it will register to tresbof these cells. As soon as another cell
becomes available, the TMO-100 will change to ithitss not in the blacklist — even if
the RSSI level is much worse.
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3.5.1.3

Forbidden Cells List

The Forbidden Cells list is similar to the Cell 8téist, but the difference is that the
TMO-100 will never go to any of these cells.

Forbidden Cells List

If the LAC 14 in this example is the only availalkdl, the TMO-100 will not register
to the network and remains unregistered.

Compared to the Cell Blacklist, where the TMO-100D register to a cell on this list in
case that there are no other cells available litd&finitely ignore the LAC's listed in
the Forbidden Cells List — even if these are tHg awailable cells.
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3.5.1.4

Dynamic Blacklisting for cells without Packet Datacapability

In some networks not all cells are capable of daipgicket data connection. These may
be cells where only voice traffic channels are mured in the network management, or
where the base station is unable to do packet data.

Normally the TMO-100 will relocate to a cell withbetter field strength if the cell
where it's actually registered to drops below saperreception level. Going to a cell
which does not support packet data will cause @ontnolled loss of a packet data
connection.

In a proper configured network, a cell which is sopporting packet data, it will report
this in the SYSINFO (the flag "Advanced Link" istraet). If the Parameter "Cell

without PD blacklisting time" is set to a numbemaihutes, the TMO-100 will
automatically blacklist a LAC where it registersa®msoon as packet data is activated on
this TMO-100 and it recognizes that the cell doetssupport packet data.

The dynamic blacklisting will cause the TMO-10Ccttange away from this cell
immediately after discovering this, looking for #mer cell in hope that is supports
packet data. If the next cell does also not suppattwill be also blacklisted and the
TMO-100 continues its search for a cell with packatia capabilities. The blacklisting
for a given number of minutes will prevent the TMOB to go back to this cell during
the given time.

Cell without PD blacklisting time B0 [0, 5-1440 min]

The TMO-100 can hold up to 10 dynamic blacklistédl's simultaneously.

Important:

If a TMO-100 is installed on a fixed location ameite are known cells around which
does not support packet data, it'll be good tordhtese cells into the static blacklist.
This avoids cell relocations to these cells anchection breaks right from the
beginning!
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Protocols

4.1

41.1

4.1.2

Layer one Protocols between TMO-100 and the exterhdevice,
connected via serial interface

Timeout Protocol

Using the “Timeout Protocol”, the TMO-100 will agiteany data received via its serial
interface(s) accepting the whole character rarga fiex 00 to hex FF. The “Data End”
criteria in that case are just the facts, thateheno more data received over a
predefined period of time. (Factory default isteet0 ms for 9600 bps. That reflects 10
characters in sequence).

Basically if used other baud rates, a timeout gkeobl0 character-times is suggested.

Using the COM interface, a timeout period betwed®30 ms, using the AUX
interface 10-1000 ms is programmable.

3964R Protocol

The 3964R often is used in the ,.Siemens World*,raanting PLC’s to PLS’s or PLS’s

to SCADA systems. That “Layer One” protocol is yutlupported by the TMO-100.

If possible, the priority settings of the devicennected to the TMO-100 should be set to
“low priority”.

Character delay and handshaking can be set up t&@ngVO’s embedded Web Server

Mode * Timeout
CCrR/LF
" 3964R

#-Commands allowed © wes ® no

Tirmeaut I 10 [ms]

Settings for the Serial Port(s)
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4.2

Serial Protocols (RS-232 or RS-485/RS-422)

When setting the TMO as a master unit, it is ustfldnow what communication
protocol is used. Regarding that, the TMO-100 knomeere inside the data stream the
address byte(s) is (are) located. With that knogéedhe TMO extracts this “logical
address byte” and using the predefined addresslatamn (or routing) table, it can
convert the protocol address into the destinat8f#l bf the Tetra target device.

Using that technology, in comparison to GISSI (grenansmission) the load of the
Tetra network can be reduced enormously.

The outstation devices do not need any routingldress translation table. As these
units usually are used as “polled devices”, they answer to the polling request ISSI.

The following protocols are supported by the TM@-10




Funk-Electronic Piciorgros GmbH TMO-100

4.2.1

4.2.2

4.2.3

4.2.4

4.2.5

4.2.6

Modbus RTU

As the Modbus RTU protocol can be used eitherrftarnal device access or for
communication with an external device, care shbeldaken when sharing out the
Modbus addresses. Under no circumstances, an ektivice should have the same
Modbus address as the TMO-100.

ROC protocol

The ROC protocol has the same basic data struitutke address byte location and
data packet detection than MODBUS, so MODBUS an@R@tocol shares the same
protocol setting in the configuration.

DNP3

Using the Link Address out of the DNP3 protocog thuting to the outstation can be
calculated. In case of transmitting multiple DMPat® Segments while the timeout
period is not considered, each data segment willdresmitted individually.
Outstations can send data at any time to the mastéce (unsolicited messaging)

Serial DNP3 was tested with the TMO-100 simultarsgowith the HART protocol.
The DNP3 was communicating over the COM port whikeRT was transferred via
AUX. In that application the TMO-100G Serial-to-T&Gateway was used with an
ETELM switch and Infrastructure.

IEC 60870-5-101

The routing for this protocol is similar to the DBIPAIso in this case it may be that
multiple data segments are sent, to complete orssage.

PakBus

Pak bus is a much unknown protocol, but it is fsllpported by the TMO-100.

BSAP

The TGW-100 detects the difference between the abamd the extended messages in
BSAP protocol and extracts the address informammordingly. The node address
contains 7 bit, so the address range which carsée for routing here is 0-127.

As any device can also act itself as a router,rgay enable a master-to-master
communication for the used serial port.

Master processes data from other master ) 0ff ) on

Any node can then itself contain a routing tablegfoetransmission of information to
other nodes (which is not possible when actindamesmode)
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4.2.7

4.2.8

4.2.9

User-Protocol

Using user-defined protocols, the exact positiothefaddress bytes and the address
length can be pre defined.

If these parameters are unknown, the “Transparatd Dommunication” can be used
(see below).

Transparent Data Communication without Protocol Filter (User Defined)

Protocols, where the address byte can not be ¢éattaar where the ,Address Range*
exceeds the TMO-100 storage spectrum, (1024 engrigs sometimes that can happen
using the HART protocol) can be transmitted ushg&roup ISSI or a fixed, prede-
fined ISSI.

Care should be taken when using the GISSI commiimigas this method increases
the over all load of Tetra networks.

In case the ISSI parameter is set to not equalfeei@OM or AUX, all data will be
transmitted to that particular ISSI. In this pastar case, the routing is ignored

Hart-Protocol

Serial HART was tested with the TMO-100 simultarspuwvith the DNP3 protocol.
The DNP3 was communicating over the COM port whikeRT was transferred data
via AUX. In that application the TMO-100G Seriakietra Gateway was used with an
ETELM switch and Infrastructure.
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4.3

4.3.1

4.3.2

4.3.3

4.3.4

IP based Communication Protocols
Modbus/IP

Supported by the TMO-100 and tested in applications

DNP3/IP

Supported by the TMO-100 and tested in applicatinere the HSE protocol was used
simultaneously

IEC 60870-5-104

Supported by the TMO-100 and tested

HSE-Field bus Foundation

Supported by the TMO-100 and tested in applicatiwinere the DMP3/IP protocol was
used simultaneously

Remark on using HSE (Fieldbus Foundation):

As HSE FF needs to send data from the slave tm#ster device with an unaltered port
number and vice versa, the NAT function shoulddids “Keep Port”. In this case the
source port number will not be changed by the Néfdction and forwarded to the
destination device.
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Configuring the TMO-100

5.1

Configuring the TMO-100 through the Integrated WebServer

The adjustable parameters of the TMO-100 can bégrord through the integrated
Web server from a conventional browser. This caddree either over its Ethernet
interface or over the TETRA network, in packet datzde. The Web server responds to
gueries through Port 80.

Example:

The TMO-100 is delivered with a factory-installétldddress 192.168.0.199 for the
Ethernet interface. A PC connected to this interfaas the (for example) the IP address
192.168.0.26. To configure the TMO-100, type h1t92.168.0.199 in the address
window of the browser and hit "Enter”. If necessaryixed IP address in the range
192.168.0.xxx may need to be assigned to the coeth&C.

The TMO-100 can be connected using a 1:1 patcleshbbnnecting to the PC via a
switch or hub. If connecting to a PC directly, aserossed cable.

If the TMO-100 is operated in “Packet-Data Modethwan assigned IP address, it can
be configured locally or remote over the Tetra Naty

For example, if the TMO-100 has the IP address.6.07 on the TETRA network
side, a remote PC can access this TMO-100 via andtO-100 (here “the another”
TMO-100 is just used to link the PC to the Tetrawek). In that case on the browser
input line of the PC http://10.0.66.17 followed [RETURN] would access the Web
server of the remote TMO-100 that has to be condigu

Note that a registered port forwarding linkage higker priority than the internal
functions of the TMO-100. Therefore, if Port 8Gssigned in the Port Forwarding
Table to an IP address of the local Ethernet, thetWeb server of the TMO-100 is no
longer accessible remotely over the TETRA network.
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5.2

5.2.1

5.2.2

Configuring the TMO-100 using MODBUS Protocol

The internal registers of the TMO-100 can be a@mkssing the MODBUS-RTU
protocol. Service information can read from the THI@D, or its configuration settings
can be changed, using this access method. MODBUS-#€Tess can be achieved
locally via the serial or Ethernet interface of IdO-100, or remotely over the TETRA
network (only in packet data communication mode).

For this, the TMO-100 must be configure with a devaddress in the range 1 - 239
(factory setting = 1). This device address is #mae as the MODBUS logical address
that is used for accessing the modem.

For access over MODBUS/IP, the modem respondsiodB62. The standard Port 502
is not used because it has been assigned as gyfaetting for communication with
external MODBUS devices thorough IP address 19201680.

The configuration registers of the TMO-100 are tiedain a separate document
(available on request).

Access through the Serial Interface

If it is requested to access the TMO-100 regisdeexctly using the serial port(s), the
previously defined Modbus address has to be used.

This address can be configured using the “Devideckss” configuration menu.
Additional the COM or AUX port has to be set to “Maus local”

Operating mode " mMaster

" Slave
& Modbus local
" MNone

Interface settings for Modbus access

Access through the Ethernet Interface

To access the TMO-100 through its Ethernet interizxing MODBUS/IP, the Ethernet
IP address of the modem must be used (factoryget2.168.0.99), and Port 4502
designated. The optional logical MODBUS addresgrisred here.




Funk-Electronic Piciorgros GmbH TMO-100

5.2.3 Access over the TETRA Network

The IP address of the TMO-100, statically or dyreaty assigned by the TETRA
network, must be used when accessing the modentlow@ETRA network. Port 4502
must be addressed. The optional logical MODBUS esklwill be ignored.
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6 Auxiliary Functions

6.1  Sending Restart (Reset) and Ok-Messages

Optional the TMO can transmit OK-Messages to ingidts presents and proper
operation within the Tetra network. This messageerg as an SDS and contains the
Device-Name and the Receive Field strength, digolay -dBm.

This option can be enabled in “TETR& SDS/Status/MMI” by entering the time
interval (in minutes) between two OK-Messages.

OK/Restart message

ISS] | 0

& Individual © Group

oK interval I 0 [rmin]

Configuration of the OK- and Restart Message

As soon as an ISSI as programmed into the ISStHeiethe OK/Restart box, a message
will be sent to an individual or to a group, if tthevice restarts. That can be used to
monitor the device-, the network- and the poweipsupehaviour of the remote TMO.
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6.2  Monitoring the Receive Field Strength using a StatsiMessage

In the menu "TETRA> SDS/Status/MMI" a status number can be predefihatis
used to monitor the receive field strength of th&Q.. If the TMO receives this status
information, it immediately responds with an SD&ttbontains its Device Name and
the Field Strength value in —dBm. Using that feattine device and also the Tetra
network can be monitored.

The ability to get the RSSI level from the devigettis method can be limited to a
range of authorized SSI's. In that case only this 86the defined range are able to
trigger that function.

Status request Options
Status for RS5I Request BO000

Limited to autharized S51 ) po ) vas
Femote reset enabled ) off (= on
Status for remote reset ROR0OR

Limited to authorized 551 ® Mo ) vac

Setting the Status for RF field strength request

authorized SSI 1000 _| 1010

Defining the SSI range which is allowed to perfamaction
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6.3

Remote device restart using a Status Message

The TMO-100 can be restarted remotely by an incgratatus message. The restart will
cause a complete reregistration at the TETRA nétwdrich may be useful under some
circumstances.

In the menu "TETRA> SDS/Status/MMI" a status number can be predefihatis

used for this. The feature is initially turned fdf security reasons.

Femote reset enabled (o) 0off () onR
Status for remote reset 1]
Limited to authorized S5I Mo ¥es

To enable this feature, it must first be set to",@ollowed by a click on the "Apply"
button (or just pressing the "Enter" key). Afteistithe status number for this action can
be configured.

Remote reset enabled I off & an
Status for remote reset E0505
Limited to authorized S5I )Mo ®) yas

In this example, an incoming status message 5005 &n authorized calling ID (SSI)
can trigger the restart procedure on the TMO-108; #iggered restart will cause an
entry in the eventlogger, including the SSI whiels ftriggered this action.

The ability to get the RSSI level from the devigettis method can be limited to a
range of authorized SSI's. In that case only this 86the defined range are able to
trigger that function.
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6.4

Speech Communication (Voice Function)

The optional voice function allows speech commuioceof the TETRA network,
between the TMO-100 and another station (e.g. &@amom). A service technician
(for example) can call the control room to giveedd report or notify an emergency.

For this, a voice transceiver (headset or handsetjnnected to the TMO-100 (RJ-45
"Audio” socket).

The PTT (push to talk) pushbutton switch is presgkeen speech communication is
required. When this happens, data communicationiesrupted because simultaneous
data and speech communication is not possibleer Atie PTT button is pressed an
audio signal through the earphone indicates thiaewvoonnection has been established
and the user can now talk.

Data communication remains suspended while spemoimainication is in progress, or
until a silent period of 10 seconds is detectecknlie data link is re-established by the
TMO-100, and data communication is resumed.
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6.4.1

Configuration of the voice feature

The configuration of the voice feature will be dare"TETRA-> Voice". This menu is
available only if the voice feature is activated.

On the top of the page, up to 8 voice targets eatonfigured, each can be an
individual SSI or a group SSI.

Voice configuration
1000

&

The active voice target for outgoing calls can éleded below. The selection is limited
to voice targets where a SSl is configured, emfatggs (SSI=0) can't be chosen.

The selection of the voice target is avialable fiomware version 2.62, the previous
version do only offer a single number as voicedarg
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The voice call priority can be also configuredsthill affect all outgoing calls from the
TMO-100.

Yoice call priority 10/[0-15]
SDS priarity in case of vaice PTT ) off O on

It may be important that data communications by $BSa high priority in the
application. As outgoing SDS can't be transmittednd) an active transmitting voice

call, the "SDS priority in case of voice PTT" camget. If activated, a transmitting voice
call will be disrupted for a short time if the TM@O needs to send out an alarm or data
SDS. The disrupton will be signalized by toneshia $peaker handset.

Finally, the loudness of the speaker and the miwap can be adjusted on this page. It's
set to medium level by default.

Wolume speaker g O OO O O O OO O high
Yolume microphone low O O O O @O O OO O high
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6.4.2

Voice target selection with the speaker handset

Starting from February 2013 the TMO-100 will allenselection of the active voice
target for outgoing calls by the speaker handdas fiequires a hardware modification
and can't be upgraded just by software on oldeicdsyv

To switch the voice call destination, the small bedton on the left side of the speaker
handset can be used.

With the first press of this button the active abktination (Voice-SSI 0 to Voice-SSI
7) will be displayed by a flashing LED on the R&ED bar. A flashing RF LED 5
means that the voice SSI "5" is selected for the aetgoing call. The initial press on
the button does not change the destination. The wHlisplay the destination for 3
seconds, then the display will revert to normalrapen (showing the RSSI field
strength).

By pressing one or more times within the 3 secaitds the initial key press, the
destination can be changed. Each key press wikkase the destination which is still
displayed on the RF LED bar. Unconfigured Voice-&#llnot be chosen, they'll be left
out by the selection process. If only the voice-88lare configured in the TMO-100,
only these destinations can be selected by this way

The selection is made right when the flashing LEEpldys this, the call can be made
immediately after the successful selection of thiee target.

During the voice call, the active destination Wi shown by an inverted flashing LED
on the LED bar. This will be the case on any cail, only after a reselection of the
voice destination SSI.
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6.5

6.5.1

Control and Measurement I/O (RTU Functionality)

(Note: in the following paragraph Ports A, B, C8are not to be confused with IP
ports mentioned elsewhere in this document).

A version of the TMO-100 is optionally availabletivcontrol and measurement inputs
and outputs integrated with the modem. The bassiame has 16 on-off inputs (Ports A
and B) and 8 on-off outputs (Port C). A furtheriopal version has Port D, which can
be ordered as 8 additional on-off outputs, or asa&log inputs.

Each of the 16 on-off inputs of Port A have indeget event counting functions that
can be enabled by the user. Port A inputs counfasate as event counters, while Port
B counters operate as time-totalizing counters.mhgimum counting rate [input pulse
rate] is 10 Hz.

The control and measurement I/O can be accessegl aisy of the following protocols:

« MODBUS RTU through the serial interface or Ethelinétrface, or over the
TETRA network.

* DNP3 (future: not presently supported)

* |EC-60870-5-101/104 (future: not presently supptyrte

The RTU function of the TMO-100 can be configuredtsat a status change of an on-
off input can cause an appropriate message tortiéfee example) to a TMO-100
Master Modem that has MODBUS access enabled, angldsthere in a MODBUS
Alarm List. Alarms can then be sent to a contysktem for appropriate action.

Accessing I/0Os using the MODBUS Protocol

The TMO-100 can be accessed remotely over the TEA&Work or locally through its
serial or Ethernet interface. That access is maeigh Port 4502 (not Port 502
because that has been assigned as a factory dettagother communication function).
If the Port number is to be changed from the stahBart 502, the previous entry
(factory setting) relating to this Port is removesin the Forwarding Table, as
otherwise the TMO-100 will function as a router MODBUS message frames and
pass these through to the local Ethernet, insteeshding and acting on them.

The 1/Os are accessible as 16 bit values fromdheviing register addresses:

Register Assignment
0-299 0: Modbus address of the TMO-100
1: High Byte: RF Field Strength in -dBm
1: Low Byte: Device Status
2- ...: the input register in packed format as ...
= digital inputs
» analog inputs
= counter
150-153 Analog inputs (if available), 12-bit A/Dsmdution.
The upper 4 bits are 0000
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300

On-off outputs. Output CO is represented bydhst significant bit

500-515

Counters. 16 bits per count value. Thé dwsinter is assigned to
Port AO. Port A inputs are factory-set as evennters, and Port B
inputs as time totalizes.

The 1/O ports as well as other information of tidQ can be accessed using the
following 16 Bit registers (e.g. using the ModbuEURProtocol)

Register Assignment
0 Own Device ID (address)
1 (High Byte) | Field strength of the TETRA network in —dBm
A value of 90 means i.e. that the network is resgiwith -90dBm
by the TMO-100.
Will be "255" if the TMO-100 is not registered toetnetwork.
1 (Low Byte) | Device status as follows:
* Bit 7: Will be set on device restart. The bit candieared if
the status register is written with a value wheté lis set.
* Bit 6: A set bit means that an 1/O-error has oaadiriThis
can be a failed or removed expansion module oma no
matching 1/0O monitoring value.
The bit can be cleared if the status register igew with a
value where bit 6 is set. If the error still exjstse bit will
not reset to O
* Bit 4: Is set if the system time is valid
» Bit 3: Is set on a properly operating device
» Bit 1: If this bit is set, the TETRA radio is orrer
2-. All Input Data and Timer / Counter in packed format
» Digital Inputs
* Analog Inputs as 12 Bit values
» Counter and Timer
300-399 All Output Data in packed format:
» Digital Output
* Analog Output as 12 Bit values
400-449 Digital Inputs, I/0O port AO is the LSB
450-599 Analog Inputs (if present) as 12 Bit values
The upper four Bit are set to 0000 (can be changédure)
600-749 Counter, 16 Bit each.
The first counter relates to I/O port AO, followeg Al, ... , B15
As factory default, the port A counters are set\ant counter, the
port B counters are set to Time-Counters (resalusane second)
750-799 Digital outputs, I/O-port CO is the LSB
800-899 Analog Outputs (if present), first valuegs input DO
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6.5.2  Setting the RTU-Parameter (Device with Embedded @)
6.5.2.1 1/O Presence Supervision

As up to 16 different I/O modules can be connettetie TMO-100, a various number
of digital and/or analog I/0O can be available om device.

Using the “RTU Features / Setup” for each type/©fdn individual monitoring can be
enabled. With that feature it can be avoided tHamwweplacing an I/0O module a
different one can be replaced (16 DI instead obD0j.

The same would occur if one expansion module wbelthken out of the chain and not
be replaced.

RETU Setup

Binary Input Monitoring & an O off
I 16
Analog Input Monitaring lan ™ off
I 4
Binary Output Manitoring Clan ™ aff
I g
analog Output Monitaring Clan *aff
! 0
Counter Manitaring " an *laff

o

Configuration of the 1/0O supervision

If the monitoring is enabled, the value enterethenRTU-Setup Menu has to match
exactly the number of physically connected 1/O’s.

If it does not match, the device sets the I/O diteay in the status byte, the OK-LED
flashes on the front panel and all outputs wildizabled (set to off or zero).
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6.5.2.2

T-Timeout

The T-Timeout refers to an internal TMO timer thainitors all access to the device.
Each time the TMO is accessed (e.g. by Modbus Ribtbpol) this timer is reloaded
with the T-Timeout value.

If this timer has timed out (that means that tiveas no access over a period of time due
to network mal function or other reasons), all opof the device will be reset (set to
save state).

The T-Timeout can be enabled and disabled

Timeout values

T-Timeout Can ™ aff

I 10 sec

Setting the T-Timeout
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6.5.2.3

Input Delay of the embedded Digital Inputs

If the TMO is equipped with embedded digital inp(itss feature is not available on the
extension modules) an On- and Off-Delay can benaragned for each of the 16 inputs
individually. That protects the device from sett{jog resetting) the input data on each
short signal change, caused for example when swgan or off huge loads on the

power line.

The delays can be disabled (factory default) oirs@00mS steps. It is also possible to
activate only the ON-Delay or both, the On- and ¥fay. In that case the delay in ms
will be the same foon andoff.

Binary Input Delays
I 1 Browse |

10 entries beginning with

Mum Input Delay Mode
1 A0 I—D [% 100ms] & grfoff © on
2 &1 I—D [% 100ms] & grfoff © on
3 s2 [ 0 [x100ms] © on/off C on
4 A3 I—D [x 100ms] & ansoff © on
5 A I—El [% 100ms] & gn/off © on
6 A5 | 0 [x 100ms] & anfoff © an
7 AB I—D [% 100ms] & grfoff © on
g &7 I—D [% 100ms] & grfoff © on
9 BB | 0 [» 100ms] @ on/off © on

10

B9

100ms]

= onfoff “ on

Setting the On- and OFF-Delays of the Embedded&iyiputs
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6.5.2.4

Setting the TMO’s embedded Timer and Counter

Each of the 16 embedded digital inputs (this feaisinot available on the extension
modules) can be read as an input signal, but ascatectly connected to a 16 bit
Counter or Timer.

A Counter can count events with a speed up todents a second (10 Hz) and the
Timer is able to count the length of a signal (gctow) in seconds.

Using the “RTU-Features / Counters”, each of theligital inputs can be defined if it
will be used additionally as a Counter or a Tindes.a factory default, the input port A
(AO — A7) is set to Counter and the input port B BB15) is set to Timer.

Counter configuration

Al “ counter © Timer
Al * counter © Timer
Al * counter ¢ Timer
Aa & counter © Timer
a4 ® Counter © Timer
AL ® counter © Timer
Ab * counter © Timer
AT * counter ¢ Timer
BE C Counter * Timer
Bo " Counter * Timer
B10  Counter * Timer
B11  Counter ® Timer
Bl  Counter * Timer
B13 C Counter * Timer
Bl4 " Counter * Timer
B15  Counter * Timer

Timer and Counter settings
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6.6

6.6.1

Master Modem for MODBUS Protocol

A TMO-100 configured as a master modem for MODBUW&qcol can process status
messages transmitted by TMO-100 slave stationshthat integrated inputs and
outputs.

As described earlier in this chapter, a TMO-10@eslstation that has RTU functionality
(integrated 1/O) can send predetermined statusagessupon status change of specific
inputs. However, it should be noted that it carorepuch changes not more frequently
than 1 change per second.

If a TMO-100 is configured as master modem andlIbtdbus protocol is enabled, it
can be accessed using the Modbus RTU protocolidn a case, it will reply to
MODBUS message frames that are sent to its MODBdéBess, over the TETRA
network, from its local Ethernet, or through itsigkinterface.

Message frames from local terminal equipment thaies any other MODBUS address
will be forwarded over the TETRA network to the epgriate remote station.

Modbus Protocol with unsolicited Messaging

Additional to the answering of the normal Modbudlipg algorithm from a SCADA or
PLC where the TMO-100 outstation acts as a Modlaw&slevice, it can send instant
status messages.

These messages can be enabled and are sent, whenewd the 16 inputs of the
TMO-100 outstations changes their logic state.

The master modem stores these changes in a 1égistar that is assigned to that slave
station. Such registers are available for eactpdbw240 slave outstations. Each of
these registers, which are also writable, repregéet current status of the 16 on-off
inputs of the corresponding slave TMO-100 RTU devic

Example: Monitoring an Alarm Message

If several slave TMO-100-RTU stations on a netwand cyclically polled using the
MODBUS protocol then there could be a considerdblay for an emergency alarm
notification to reach the central control systermbymal polling of the RTU stations.

In this example, when on-off input AO of a slaveURr3tation is switched on (activated),
it means, that an alarm condition has occurred.

The central control system interrogates all exgsilave stations by MODBUS RTU
polling. However, it also polls the mirror regigaf the master TMO-100 that reflect
the inputs of the slave RTU stations. Becauseitiesrogation does not go over the
TETRA network, but to the registers of the mastedam, response to this polling is
very fast. In addition, the registers correspondingeveral slave stations can be read
simultaneously.

As soon as in one of these registers Bit O isthet ¢orresponds to change in status
from "0" to "1" of the on-off input AO of the cosponding slave station), the central
control system is immediately notified of an emeecondition and can take direct
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action (for example, it can poll the alarm repaytstave RTU station immediately). In
addition, the central control system can resetelgesters that mirror the slave stations'
inputs, so that the next change in status frontd0"1" of the input of the slave station
results in a new alarm notification.
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7 PicoLogd® User Application Interface

(PicoLogo® - Available from Q1/2011)
PicoLog® is an easy to use Application Platform that canded to:

e combine the embedded I/O with logic functions

e setup M2M communication

* supervise Tetra Base stations (Field StrengthCAaimdition, Door Contacts)
e set up automated radio controlled process automatio

e send text- and alarm-messages to Tetra terminater TMO-100

« for versatile control- and supervision functions

For creating the logical functions for PicoL§gan graphical editor is optional
available
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8 Start-Up / Troubleshooting

8.1  Brief Instructions
The following brief instructions provide a brief@wview of the start-up steps for putting
the TMO-100 into operation:

8.1.1 Configuring the TETRA Network Parameters
The network parameters must be set into the TMO(£@Bis was not done at the
factory before delivery, for project specific orlerMNC, MCC, ISSI, frequency. These
settings are done directly in the TMO-100.

8.1.2 Antenna
Ensure that an antenna appropriate for the frequiesuied used by the TETRA network
is connected to the modem. An outdoor antennageilerally result in better
performance than a plug-in (modem mounted) corksamenna. If the modem is
installed inside a metal cabinet, the antenna shioellcompletely outside the cabinet. If
the modem is installed inside a steel-reinforcatcoete or steel structured building, the
antenna should be installed outside the building.

8.1.3 Power Supply and Power-Up Sequence

When a voltage of 12-24 VDC +/-20% is applied te power supply input terminal-
block of the TMO-100, it starts up immediately. Tievr" LED lights up first, and a
short time later the "OK" LED lights up and stagsmtnuously lit. If "OK" LED blinks,
this indicates as error condition correspondinthéblink pattern (see Section 2.3.1 -
OK LED: Blink Pattern Error Indication)

While the TETRA engine of the TMO-100 is being imlized, the LED lamps of the RF
signal strength indicator array flash in sequefroe right to left. When the
initialization is complete, the modem attemptsi¢drito the TETRA network. If this is
successful, then several consecutive LEDs of theig#al strength indicator array light
up (the number of LEDs lighting up is proportiotta RF received signal strength). A
minimum of 3 LEDs (from left to right) should be for reliable communication.




Funk-Electronic Piciorgros GmbH TMO-100

8.1.4

8.1.5

During the setup of the embedded Tetra engind, Bizdisplay RF indicates the LED’s
stepping from right to left as a single dot.

Once the configuration is terminated and the delvaesuccessfully logged into the
Tetra network, a bar of LED’s (from left to rightidicates the RF field strength of the
received Tetra signal. For a proper communicat@bteast 3 LED should be indicated.

It should be considered, that the displayed R #length is the received field strength
from the base station and maybe the base statioatitiabe received, while the base
station does not receive the TMO any more.

Number of LED Field Strength
below -103 dBm
-103 dBm

-95 dBm

-87 dBm

-79 dBm

-71 dBm

-63 dBm

-55 dBm or higher

O INO|OPAWIN|PF-

Power up Indication using a PPP Link (Packet Data Gnnection)

Once the TMO is configured for “Packet Data”, aftagging to the Tetra network it
immediately tries to set up the PPP-Link indicatgdhe flashing blue PPP_L (link)
LED.

Once the link is established, the PPP_L LED wilcbatinuously turned on, while the
PPP_D (data) LED only indicates transmitting areéinang data.

Failure to Register on the TETRA Network

If the TMO-100 does not succeed in registeringlenTETRA network and all LEDs of
the RF Signal Strength Indicator are unlit, theeant system modem settings of the
TETRA network parameters should carefully checkedl @rrected as necessary.

A TETRA terminal can be used to quickly determirteetiher TETRA network
coverage is available at a site. Take the TETRiteal near the installed equipment
antenna. If the terminal (when it is switched owicates that it has tied into the
TETRA network, then the TETRA network coveragevaikable at the antenna
location.

If the TETRA network settings have been correctipel on the TMO-100, then the
antenna system should be examined to see wheikeratrectly installed, and the
antenna has been correctly selected for operatogéncy range. In addition, the length
and type of antenna cable are important considerstif the antenna cable is longer
than 5m, low-loss cable should be used (e.g., R&e2RAircell). As a general practice,

it is recommended that the antenna cable is keglh@g as possible (20m RG-213
reduces the transmit and receive signal strengtrally. Antenna cable loss should be
compensated by using an antenna of appropriate gain
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8.2

8.2.1

8.2.2

TMO-100 Firmware update procedure

The update mechanism of the TMO-100 was introdwaddfirmware version 1.16.
Previous versions can not be updated by this metboduch devices please contact
your Piciorgros partner who will be able to upgr#iue devices to at least this version.

To perform the update, just a TFTP client is needesimple command-line client is
built directly into Windows operating system.

Preparation and setup

For updating the TMO-100 you will need the follogiaquipment:

* PC with Ethernet connection
* TFTP client software (Windows command line or TRUmpKIN" software)
* Firmware files for the TMO-100

Update procedure

For the update, two firmware files are needed. filbavith the extension ".pfw" is the
firmware file, the one with the extension ".pchthe keyfile to activate the loaded
firmware.

To perform the update, the ".pfw" file must be d@nst to the TMO-100. Unless the
".pch" file is sent to the TMO-100, the device ikt store the new firmware file.

As soon as the matching ".pch" file is also transfitto the TMO-100, the device will
restart and reprogram itself to the new firmware.

Important!

This reprogramming after sending the ".pch"-filétie device will
take about 15-20 seconds. During this action, DONNOTERRUPT
THE POWER TO THE TMO-100. Otherwise the updatesfaiid the
device must be restored by a Piciorgros partner.

After the update process has ended, the devicestail immediately with the new
firmware.
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8.2.3 Connecting the TMO-100

Connect the Ethernet port of the TMO-100 to the P& IP-settings of the PC must
allow it to access the TMO-100 (default IP: 192.06899).

8.2.4 Update using the Windows command line client

Start the Windows command line by using "StarExécute" and then type "cmd"

ausfihren 2l

= Geben Sie den Namen eines Programms, Ordners,
Dokuments oder einer Internetressource an,

Offnen: j

K I Abbrechen | Durchsuchen...l

Change to the directory where you've put the firmedfdes

WWindowsh System32 . cmd.exe
C:sUWindowssSystem3d2>cd c:istmo—186

C:~THO-188>dir
Uolume in Laufwerk C: hat keine Bezeichnung.
Uolumezeriennummer: B812-20CE

Uerzeichnisz von C:~THO-186

19.84_ 20818 17:33 <DIR> -
17:33 <DIR> .
12:=52 14 TMHO-18@8_Ud128._pch
12:46 3@4.856 THO-188_UVd128.pfuw
2 Dateifen> 384.878 Bytes
2 Uergeichniz<(se>», 121.854.681.888 Bytez frei

C:sTHMO-18a%_

Transfer the .pfw file to the device, using the caamd

tftp —i 192.168.0.199 PUT filename.pfw

The IP here is the default IP of the TMO-100, ithP is changed you have to give the
correct IP address instead. Also "filename.pfw" tingsreplaced by the real firmware
file name.

The transfer will take some seconds, unfortunatedysoftware won't give you any
feedback of the progress. After some seconds youldlsee the success output like
this:

C:nTHMO—188>tftp —i 192.168.8.199 PUT THMO-188_UB128._pfw
Ubertragung erfolgreich: 384856 Bytes in 7 Sekundens. 43558 Bytes~ss

C:~THO-168>
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Now you'll perform the same action again, but nonthe ".pch" file.

C:nTHO-1883tftp —1i 192.168.8.197 PUT THO-1B88_UVA128.pch
Ubhertragung erfolgreich: 14 Buytesz in 1 Sekunden. 14 Bytes~ss

C:~TMO-18a:

The device should restart now, doing the interpalate process.

Important!

Do not disconnect the TMO-100 from its power utité update process
has finished (the TMO will not show any action 8s LED for about 15-
20 seconds, then it will restart). After the TMGshrastarted and is alive,
the power can be disconnected.

The .pch file must always match to the correspapfirmware. Otherwise an error
message will be displayed and the update operatibnot be started:

C:nTMO-188>tftp —i 192.168.8.199 PUT THO-188_UBA128.pch
Fehler auf Server - _pch file does not match firmware

C:sTHO-188%
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9 Specifications

Functions:

RF output power:

RF power adjustment:

Frequency range:

Receiver Sensitivity:

Interfaces:
COM:
AUX:
Ethernet:

RTU 1/O (optional):
On-off inputs:
On-off outputs:
Analog inputs:

I/O extension port:

Voice:

Operating modes:

Protocols:

RF field strength indication:

Encryption (Option):
Air Interface
End to End

* Radio Modem for Serial Data Communication
* Remote Alarm Monitor

 TETRA IP Router

« TETRA RTU

» Tetra Base Station Monitor

Class 3 (for 350 — 470 MHz)
Class 4 (for 806 - 868 MHz)
4 steps, each 5 dB
Band 0: 350 MHz - 370 MHz
Band 1: 370 MHz - 400 MHz
Band 2: 400 MHz - 430 MHz
Band 3: 450 MHz - 470 MHz
Band 10: 806 MHz - 869 MHz
Static: min -112 dBm (Typ 51dBm)
Dynamic: min -103 dBm (Typ -107 dBm)

« RS-232 or RS-485/422, Sub-D (F)
« RS-232 or RS-485, RJ12
« 10/100 Mbit/s

All I/Os have separate electrical isolation

* 16 on-off inputs (Vh = 12 to 24 VDC +/-20%)

* 8 (optional 16) outputs PNP (max. 500 mA per oytput
* 4 analog inputs, 0-20mA / 4-20mA, 12-bit A/D redan

(optional)
Speech transceiver interface (RJ45)

» SDS-based data communication

» Status messages for alarm inputs
« Packet data based communication
« Circuit switched data (on request)

« MODBUS-RTU, MODBUS/TCP

* [EC-60870-5-101, IEC-60870-5-104
 DNP3, DNP3/IP, PakBus

« Custom protocols: serial or IP based

Front panel LED baaggh display (for received radio signal)

TEA1, TEA2, TEAS
AES, optional IDEA

TMO-100
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RF Conformance EN 300 394-1
EMC Conformance EN 301 489-1 und -18
ESD Conformance 61000-4-2 von 1998
IOP certified yes
Power supply voltage: 12-24 VDC +/- 20%
Power consumption (av.)
Receive: P = less than 2,5 Watt
Transmit: (TBD)
Enclosure: Extruded aluminum body; plastic end caps
Operating Temperature: -20°C to +65°C
Mounting: 35 mm DIN rail, symmetrical
Dimensions: 80mm x 162mm x 62 mm (excluding anteampower

connectors)




