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QUICK-START INSTRUCTIONS

INSTALLATION SUMMARY

Step 1 — Mount the Transceiver

Step 2 — Install the Antenna é¢g$EuA
Step 3 — Measure & Connect Primary Power (10.5-30 Vdc)

Step 4 — Review the transceiver’s Configuration
Device Mode—Access Point, or Remote (Default)
Network Name—Unique name for each radio network.
Required for Remotes to associate with Access Point. TRANSCEIVER
IP Address—Must be a unique number to allow for IP access
through the Ethernet Port.
NOTE: A unique IP address is essential to access the browser-based Y
Management System. 3 <
RF Output Power—Adjust as necessary for regulatory compliance. £ 0\,\"A
(Default = 1 Watt /+30 dBm)
Password—Used for remote access and some Management System
features. (Default = admin)

DATA TERMINAL
EQUIPMENT OR
LAN/WAN

COMPUTER

Step 5 — Connect the Data Equipment WTERMINAL ~ POWER SUPPLY
Connect the data equipment to data port(s): EMULATOR 21%?5!%: V%Bcssso mA (Max.)
* LAN—10BaseT Ethernet-compatible equipment: Negative Ground Only
Ethemet Hub (Straight-Through Cable); Ethemet Node (Crossover)
+ COM1—Management System (Default); Serial (Alternate) TYPICAL INSTALLATION

Step 6 — Check for Normal Operation

« Observe the transceiver LED status panel for the proper indications. In a normally operating system, the following LED indications
will be seen within 30 seconds of power-up:
PWR—Lights continuously LAN—On or blinks intermittently  LINK— On or blinks intermittently (Remotes: if associated)
+ Use PING command to test basic data link integrity between Access Point and Remotes.
« If the PING command is successful, connect the RTU/data equipment to the data port and verify normal operation.
+ If the LINK LED on Remotes is not on after 20 to 30 seconds, the unit has failed to associate with the Access Point. It may be
necessary to reposition or redirect the radio’s antenna for better reception/signal strength.
+ Check connected data equipment for normal operation

BASIC CONFIGURATION DEFAULTS

The Management System can be accessed through the COM1 Port using a terminal session on a PC. The basic items listed below,

along with many other parameters & tools can be accessed through this method. HTTP, Telnet access, and changing some parameters
are controlled by password.

ITEM MGT SYSTEM MENU DEFAULT VALUES/RANGE
Device Mode Network Configuration Remote » Remote

» Access Point
Unit Password Device Information admin + 1-8 alphanumeric characters

(lower case) - Case-sensitive; can be mixed case

Network Name Network Configuration "Not Programmed"  * 1-16 alphanumeric characters

» Case-sensitive; can be mixed case
IP Address Network Configuration 192.168.1.1 Contact your Network Administrator
RF Output Power  Radio Configuration +30 dBm (1.0 Watt) 20-30 dBm @ 509 (0.1-1.0 Watt)

Detailed instructions for setting transceiver parameters are contained in Section 3 of this manual.
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Copyright Notice

This publication is protected by U.S.A. copyright law. Copyright 2006, Microwave Data Systems,
Inc. All rights reserved.

ISO 9001 Registration

Microwave Data Systems adheres to the internationally-accepted ISO 9001 quality system stan-
dard.

To our Customers

We appreciate your patronage. You are our business. We promise to serve and anticipate your
needs. We will strive to give you solutions that are cost effective, innovative, reliable and of the
highest quality possible. We promise to build a relationship that is forthright and ethical, one that
builds confidence and trust.

Related Materials on the Internet Data sheets, frequently asked questions, case studies, applica-
tion notes, firmware upgrades and other updated information is available on the MDS Web site at
www.microwavedata.com.

About Microwave Data Systems Inc.

Almost two decades ago, MDS began building radios for business-critical applications. Since then,
we ve installed nearly 100,000,000 radios in over 110 countries. To succeed, we overcame impass-
able terrain, brutal operating conditions and disparate, complex network configurations. We also
became experts in wireless communication standards and system applications worldwide. The
result of our efforts is that today, thousands of utilities around the world rely on MDS-based wire-
less networks to manage their most critical assets.
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The majority of MDS radios deployed since 1985 are still installed and performing within our cus-
tomers’ wireless networks. That s because we design and manufacture our products in-house,
according to ISO 9001 which allows us to control and meet stringent global quality standards.

Thanks to our durable products and comprehensive solutions, MDS is the wireless leader in indus-
trial automation including oil and gas production and transportation, water/wastewater treat-
ment, supply and transportation, electric transmission and distribution and many other utility
applications. MDS is also at the forefront of wireless communications for private and public infra-
structure and online transaction processing. Now is an exciting time for MDS and our customers
as we look forward to further demonstrating our abilities in new and emerging markets.

As your wireless needs change you can continue to expect more from MDS. We’ll always put the
performance of your network above all. Visit us at www.microwavedata.com for more informa-
tion.

OPERATIONAL & SAFETY NOTICES

RF Exposure Professional installation required. The radio equipment described in this guide emits radio
frequency energy. Although the power level is low, the concentrated energy from a direc-
tional antenna may pose a health hazard. Do not allow people to come closer than 23 cm

(( . )) (9 inches) to the antenna when the transmitter is operating in indoor or outdoor environ-
ments. More information on RF exposure is on the Internet at

A www.fcce.gov/oet/info/documents/bulletins.

CSA/us Notice

This product is pending approval for use in Class 1, Division 2, Groups A, B, C & D Hazardous Locations. Such loca-
tions are defined in Article 500 of the National Fire Protection Association (NFPA) publication NFPA 70, otherwise
known as the National Electrical Code.

The transceiver has been recognized for use in these hazardous locations by the Canadian Standards Association
(CSA) which also issues the US mark of approval (CSA/US). The CSA Certification is in accordance with CSA STD
C22.2 No. 213-M1987.

CSA Conditions of Approval: The transceiver is not acceptable as a stand-alone unit for use in the hazardous locations
described above. It must either be mounted within another piece of equipment which is certified for hazardous
locations, or installed within guidelines, or conditions of approval, as set forth by the approving agencies. These
conditions of approval are as follows:

The transceiver must be mounted within a separate enclosure which is suitable for the intended application.

The antenna feedline, DC power cable and interface cable must be routed through conduit in accordance with the
National Electrical Code.

Installation, operation and maintenance of the transceiver should be in accordance with the transceiver’s installation
manual, and the National Electrical Code.

Tampering or replacement with non-factory components may adversely affect the safe use of the transceiver in haz-
ardous locations, and may void the approval.

A power connector with screw-type retaining screws as supplied by MDS must be used.

Do not disconnect equipment unless power has been switched off or the area is known to
AWARN'NG be non-hazardous.

EXPLOSION Refer to Articles 500 through 502 of the National Electrical Code (NFPA 70) for further
HAZARD! information on hazardous locations and approved Division 2 wiring methods.

MDS 05-4446A01, Rev. A MDS Mercury User’s Guide v
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FCC Part 15 Notices

The transceiver series complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) this device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation. This device is specifically designed to be used under Section 15.247
of the FCC Rules and Regulations. Any unauthorized modification or changes to this device without the express
approval of Microwave Data Systems may void the user s authority to operate this device. Furthermore, the Mercury
Series is intended to be used only when installed in accordance with the instructions outlined in this manual. Failure
to comply with these instructions may also void the user s authority to operate this device.

Part 15 rules also require that the Effective Isotropic Radiated Power (EIRP) from an MDS Mercury Series installation
not exceed 36 dBm. Refer to 5.1.4 Antenna & Feedline Selection 140 on Page 137 for more information.

Industry Canada RSS Notices

Operation is subject to the following two conditions: (1) this device may not cause interference, and (2) this device
must accept any interference, including interference that may cause undesired operation of the device.

To reduce potential radio interference to other users, the antenna type and its gain should be chosen so that the Equiv-
alent Isotropic Radiated Power (EIRP) is not more than that permitted for successful communication.

This device as been designed to operate with the antennas listed below, and having a maximum gain of 12 dB.
Antennas not included in this list or having a gain greater than 12 dB are strictly prohibited for use with this device.
The required antenna impedance is 50 ohms. Refer to Table 5-3 on Page 147 for a list of antennas acceptable for use
with this transceiver.

Manual Revision and Accuracy

This manual was prepared to cover a specific version of firmware code. Accordingly, some screens and features may
differ from the actual unit you are working with. While every reasonable effort has been made to ensure the accuracy
of this publication, product improvements may also result in minor differences between the manual and the product
shipped to you. If you have additional questions or need an exact specification for a product, please contact our Cus-
tomer Service Team using the information at the back of this guide. In addition, manual updates can often be found on
the MDS Web site at www.microwavedata.com.

Environmental Information

The manufacture of this equipment has required the extraction and use of natural resources. Improper disposal may
contaminate the environment and present a health risk due to hazardous substances contained within. To avoid dissem-
ination of these substances into our environment, and to limit the demand on natural resources, we encourage you to
use the appropriate recycling systems for disposal. These systems will reuse or recycle most of the materials found in
this equipment in a sound way. Please contact MDS or your supplier for more information on the proper disposal of
this equipment.

vi MDS Mercury User’s Guide MDS 05-4446A01, Rev. A
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1.1 PRODUCT DESCRIPTION

The MDS Mercury 900™ transceiver provides an easy-to-install wire-
lesslocal area network (WLAN) service with long range and secure
operation. It supports both Ethernet and serial data interface options at
over-the-air data speeds of up to 1.5 Mbps. The transceiver isideally
suited for demanding applications in mobile or fixed environments,
where reliability and range are paramount.

The product is commonly used to convey text documents, graphics,
email, video, voice over IP (VolP), and avariety of other application
data between mobile, fixed-point, and LAN-based entities.

Figure 1-1. The MDS Mercury 900™ Transceiver

Thetransceiver is housed in acompact and rugged cast-aluminum case
that need only be protected from direct exposure to the weather. This
oneenclosure containsall necessary componentsfor radio operation and
data communications. The only user-serviceable component inside the
caseisafuse for the DC power input line.

Most installations employ an omni-directional antenna at the Access
Point (AP) location and mobile stations. Fixed Remote stations often
employ adirectional antenna aimed at the AP. Regardless of the type
used, antennas are avital part of the system and must be chosen and
installed correctly. Refer to INSTALLATION PLANNING on Page 139
for guidance on choosing suitable antennas and installation sites.

For basic services, simply connect an antenna, connect your Ethernet
LAN tothetransceiver’sLAN port, apply primary power, set afew oper-
ating parameters, and you are done. No license isrequired for operation
inthe U.S.A., Canada, and many other countries. Check requirements
for your region before placing the transceiver in service.

Datanetwork security isavital issueintoday'swirelessworld. The Mer-
cury Transceiver provides multiple tools to help you build a network
that minimizestherisk of eavesdropping and unauthorized access. Some
are inherent in the radio's operation, such as the use of 900 MHz
spread-spectrum transmissions; others include data encryption, en-

MDS 05-4446A01, Rev. A
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Robust Radio
Operation

Flexible Services

Flexible
Management

Transceiver
Features

abling/disabling remote access channels, and password protection.

Remember, security is not a one-step process that can simply be turned
on and forgotten. It must be practiced and enforced at multiple levels,
24 hours-a-day and 7 days-aweek. See “ MDS CYBER SECURITY
SUITE” on Page 14 for more information about the transceiver’ s secu-
rity tools.

The transceiver is designed for operation in the license-free 900 MHz
Industrial, Scientific, and Medical (ISM) band. It can provide reliable
communications at distances up to 25 miles (40 km) in fixed-site appli-
cations over favorable terrain, even in the presence of weak signals or
interference.

Mobile range depends on many factors, including terrain, building den-
sity, antenna gain, and speed of travel. The unit is designed for suc-
cessful application in avariety of mobile environments, and offers the
best combination of range, speed and robustness available in an indus-
trial wireless packagetoday. By using multiple Access Points, anetwork
can be created that provides consistent, reliable coverage over alarge
metropolitan area.

Userswith amix of equipment having Ethernet and serial datainterfaces
can accommodate this equipment through the use of a Remote Dual
Gateway. Thisflexibility allows the transceiver to provide servicesin
datanetworksthat are being migrated from legacy serial/El A-232-based
hardware to the faster and more easily interfaced Ethernet world.

Configuration, commissioning, troubleshooting and other maintenance
activities can be done locally or remotely. Four different modes of
access are available: local RS-232 console, local or remote | P access
(viaTelnet or SSH), web browser (HTTP, HTTPS), and SNMP
(VIiv2/v3).

The text-based interfaces (RS-232 console, Telnet, and SSH) areimple-
mented in the form of easy-to-follow menus, and the terminal server
configuration includes awizard to help you set up the units correctly.

Thetransceiver’s design makes the installation and configuration easy,
while allowing for future changes.

» Long Range—Up to 25 miles (40 km) in line-of-sight condi-
tions. Repeater stations may be used to extend the operational
range. (Refer to Page 158 for more detailed information on
range.)

¢ Industrial-Grade Product—Extended temperature range for
trouble-free operation in extreme environments

* Robust Radio Communications—Designed to operatein dense,
high-interference environments

MDS Mercury User’s Guide MDS 05-4446A01, Rev. A
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» Robust Network Security—Prevents common attack schemes
and hardware from gaining access or control of network. Com-
mon attack events logged and reported by alarms.

» High Speed—1.5 Mbpsis over 100-times faster than 9.6 kbps
radios.

» Plug-and-Play Connectivity—Ethernet bridge configuration
option requires minimal setup

» Seria Ports—Gateway for serial-based equipment to |P/Ether-
net networks with embedded terminal server. Site-to-site con-
figurations are also possible.

 Single hardware package provides configuration as Access
Point or Remote

1.1.1 Model Offerings

The transceiver comes in two primary model s—A ccess Point and
Remote. Three types of Remote Gateways are available—the Ethernet
Bridge, the Serial Gateway, and the Dual Gateway supporting both

| P/Ethernet and serial services. Table 1-1 summariesthe different inter-
face abilities for each type.

A unit can be configured in the field to operate as an Access Point or as
aRemote with some restrictions. Only the Dual Gateway Remote units
can be reconfigured as an Access Point. Ethernet Bridge and a Serial
Gateway Remotes cannot be reconfigured as Access Point unless they
arefirst upgraded to Dual Gateway type. Thisis accomplished with an
“Authorization Key” purchased from the factory. Each one of these
individual software keysisassociated with the serial number of the cor-
responding unit.

Table 1-1. Transceiver Models and Data Interface Services

Model Type LANT com1?
Access Point3 N/A Yes Yes
Remote... Ethernet Yes No
Bridge?
Serial No Yes
Gateway?
Dual Gateway3  Yes Yes
NOTES

1. Provides access to the embedded Management Sys-
tem on all units.

2. Can be upgraded to Dual Gateway with an Authoriza-
tion Key.

3. Can be configured as an Access Point or Dual Gate-
way through the embedded Management System.

MDS 05-4446A01, Rev. A
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1.2 APPLICATIONS

Thefollowing sections provideillustrations of typical transceiver instal-
lations. Thisismeant asan overview only. It isrecommended that a net-
work manager beinvolved in al installation planning activities.

1.2.1 Wireless LAN

ThewirelessLAN isthe most common application of the transceiver. It
consists of acentral control station (Access Point) and one or more asso-
ciated Remote units, asshownin Figure 1-2 on Page 6. A LAN provides
communications between a central WAN/LAN and remote Ethernet
segments. The operation of the radio system is transparent to the com-
puter equipment connected to the transceiver.

The Access Point is positioned at alocation from which it can commu-
nicate with al of the Remote unitsin the system. Commonly, thisisa

high location on top of a building or communications tower. Messages
are exchanged at the Ethernet level. Thisincludes all types of IP traffic.

A Remote transceiver can only talk over-the-air to an Access Point unit
(AP). Peer-to-peer communications between Remotes can only take
place indirectly viathe AP. In the same fashion, an AP can only talk
over-the-air to associated Remote units. Exception: Two APs can com-
municate with each other “ off-the-air” through their Ethernet connectors
using acommon LAN/WAN.

Remote

Remote 2 WAN/LAN

LAN Access Point

Figure 1-2. Typical Wireless LAN

1.2.2 Point-to-Point LAN Extension

A point-to-point configuration (Figure 1-3) is a simple arrangement
consisting of an Access Point and a Remote unit. This provides acom-
munications link for the transfer of data between two locations.
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Figure 1-3. Typical Point-to-Point Link

1.2.3 Backhaul for Serial Radio Networks

One of the primary design features of the transceiver isto provide apath
for serial devicesto migrate to | P/Ethernet. Many radio networksin
operation today still rely on serial networks at data rates of 9600 bps or
less. These networks can use the transceiver as a means to continue
using the serial service, while allowing the rest of the infrastructure to
migrate to an |P format.

A Remote transceiver using one serial port for the data stream, and the
other for network-wide diagnostics can support operational radio net-
works built with MDS serial-based radios, such as MDS x790/x710,
MDS TransNET and others. In the case of radios using asingle port for
data and diagnostics, the capabilities are doubled. The data streams are
delivered to an | P socket in an application, or in serial format using the
Access Point.

Serial
Device

Serial
Device

Serial
Device

Serial
Device

NMS Control SCADA Host
Point Modbus/IP

Serial
Device

N

=
MDS 9810

Remote Serial Master

Serial
Device

Figure 1-4. Backhaul Network

1.2.4 Multiple Protocols and/or Services

Prior to the introduction of EThernet/IP-based radios, two radios were
often used to service two different types of devices (typically connected
to different SCADA hosts). A Mercury radio providesthisfunctionality
using asingle remote unit. Each of the two serial ports can be connected

MDS 05-4446A01, Rev. A
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vialPto different SCADA hosts, transporting different (or the same)
protocols. Both data streams are completely independent and the trans-
ceiver provides seamless simultaneous operation as shown in

Figure 1-5.

Remote Serial

SCADA Host
Modbus/IP

EIA-232

Serial
Device
Serial
Device

EIA-232

Serial
Device
Serial
Device

EIA-232

Access Point
EIA-232

NETview SCADA Host
Total Flow

Figure 1-5. Multiple Protocol Network

By using a single radio, the cost of deployment is cut in half. Beyond
requiring only oneradio instead of two, the biggest cost reduction comes
from using half of the required infrastructure at the remote site: one
antenna, one feedline, one lightning protector and ancillary hardware.
Other cost reductions come from the system asawhole, such asreduced
management requirements. And above al, the potential for future appli-
cations that run over Ethernet and IP, such as video for remote surveil-
lance.

1.2.5 Wireless LAN with Mixed Services

The transceiver is an excellent solution for along-range industrial wire-
lessLAN. It offers several advantages over commercia solutions—pri-
marily improved performance over extended distances. The rugged
construction of the radio and its extended temperature range makeit an
ideal solution even in harsh locations. In extreme environments, a
simple NEMA enclosure is sufficient to house the unit.

The transceiver trades higher speed for longer range. Commercial
802.11a/b/g solutions are designed to provide serviceto relatively small
areas such as offices, warehouses and homes. They provide high data
rates but have limited range. The Mercury transmits at a higher power
level, uses a different frequency band, has higher sensitivity, and a nar-
rower channel to concentrate the radio energy and reach farther dis-
tances. It is designed for industrial operation from the ground up.
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| P-based devices that may be used with the transceiver include a new
breed of more powerful Remote Termina Units (RTUs) and Program-
mable Logic Controllers (PLCs). These, as well as other devices, may
be used in applications ranging from SCADA /telemetry monitoring,
web-based video, security monitoring, and voice over IP. Figure 1-6
shows atypical wireless IP network.

|P/Ethernet

NMS Control SCADA Host

Point ' Modbus/IP IP/Ethernet
=)
=

Printer

Figure 1-6. Extended-Range LAN with Mixed Applications

1.2.6 Upgrading Older Wireless Network with
Serial Interfaces

Millions of wireless data products have been sold in the last two decades
for licensed and license-free operation, many of them manufactured by
Microwave Data Systems. Thereare several waysthat these systemscan
benefit from incorporating Mercury equipment. The chief advantages
areinterface flexibility (serial and Ethernet in one unit), and higher data
throughput. By taking advantage of its built-in serial and Ethernet inter-
faces, thetranscelver iswell suited to replace leased lines, dial-up lines,
or existing MAS 900 MHz data transceivers.

Replacing Legacy Wireless Products

In most cases, legacy radio transceivers supporting serial-interface
equipment can be replaced with Mercury transceivers. Legacy equip-
ment can be connected to the transceiver through the COM1 port with a
DB-25 to DB-9 cable wired for EIA-232 signaling. The COM1 port sup-
ports all standard EIA-232 signaling and acts as a data-terminal equip-
ment device (DTE).

NOTE: Severa previous MDS-brand products had non-standard
signa lines on their interface connectors (for example, to
control sleep functions and alarm lines). These specia func-
tions are not provided nor supported by the transceiver.
Consult equipment manuals for complete pinout information.

MDS 05-4446A01, Rev. A

MDS Mercury User’s Guide 9



industrial/wireless/performance

AMDS

Supplement legacy wireless network with IP services

The Mercury Dual Gateway model can support up to two serial devices
and one Ethernet connection at the same time. The serial interface
(COM1) operatesin two different modes: Connectionless UDP and con-
nection-orientated TCP.

In the UDP mode, the transceiver supports point-to-multipoint
serial-port to serial-port connectivity. In the TCP mode, it supports
point-to-point Ethernet/IP to serial port connectivity.

For further details on the transceiver’ s Serial Gateway interface modes,
see “ CONFIGURING THE SERIAL INTERFACES' on Page 62.

1.2.7 High-Speed Mobile Data

Mercury transceivers support high-speed data communicationsin a
mobile environment. Remote radios roam between different Access
Points, providing seamless transitions and continuous coverage. For
additional information on configuring amobile network, refer to Mobile
Data Configuration on Page 59.

1.3 NETWORK DESIGN
CONSIDERATIONS

1.3.1 Extending Network Coverage with Repeaters

What is a Repeater System?

A repeater works by re-transmitting data from outlying remote sites to
the Access Point and vice-versa. It introduces some additional
end-to-end transmission delay but provides longer-range connectivity.

In some geographical areas, obstacles can make communications diffi-
cult. These obstacles are commonly large buildings, hills, or dense
foliage. These obstacles can often be overcome with a repeater station.

Option 1—Using two transceivers to form a repeater station
(back-to-back repeater)

Although the range between fixed transceivers can be up to 40 km (25
miles) over favorable terrain, it is possible to extend the range consider-
ably by connecting two units together at one site in a* back-to-back”
fashion to form arepeater, as shown in Figure 1-7. This arrangement
should be used whenever the objectiveisto utilize the maximum range
between stations. In this case, using high-gain Y agi antennas at each
location will provide more reliable communications than their counter-
parts—omnidirectional antennas.

10 MDS Mercury User’s Guide MDS 05-4446A01, Rev. A
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REPEATER

Access _

Ethernet
Crossover Cable

LAN/WAN

Figure 1-7. Typical LAN with a Repeater Link

Two transceivers may be connected “ back-to-back” through the LAN
Ports to form arepeater station. (The cable must be a*“ cross-over”
Ethernet cable for thisto work). This configuration is sometimes
required in a network that includes a distant Remote that would other-
wise be unable to communicate directly with the Access Point station
due to distance or terrain.

The geographic location of arepeater station is especially important. A
site must be chosen that allows good communication with both the
Access Point and the outlying Remote site. Thisis often on top of ahill,
building, or other elevated terrain from which both sites can be “ seen”
by the repeater station antennas. A detailed discussion on the effects of
terrainisgivenin Section 5.1.2, Ste Selection (beginning on Page 140).

The following paragraphs contain specific requirements for repeater
systems.

Two antennas are required at thistype of repeater station—one for each
radio. Measures must be taken to minimize the chance of interference
between these antennas. One effective technique for limiting interfer-
ence isto employ vertical separation. In this arrangement, assuming
both are vertically polarized, one antennais mounted directly over the
other, separated by at least 10 feet (3 Meters). This takes advantage of
the minimal radiation exhibited by most antennas directly above and
below their driven elements.

Another interference reduction technique isto cross-polarize the
repeater antennas. If one antennais mounted for polarization in the ver-
tical plane, and the other in the horizontal plane, an additional 20 dB of
attenuation can be achieved. (Remember that the corresponding stations
should use the same antenna orientation when cross-polarization is
used.)

Thetwo radiosthat are wired together at the repeater site must have dif-
ferent network names. To set or view the network names, see“ STEP 3—
CONNECT PC TO THE TRANSCEIVER” on Page 22 for details.

MDS 05-4446A01, Rev. A
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Option 2—Using the AP as a Store-and-Forward Packet
Repeater

A wireless network can be extended through the use of an alternate
arrangement using the Access Point as a repeater to re-transmit the sig-
nalsof al stationsin the network. The repeater isa standard transceiver
configured as an Access Point, and operating in Store and Forward
mode. (See Figure 1-8.)

Remote )

Access Point &

LAN/WAN

Figure 1-8. Typical network with store-and-forward repeater

Aswith the conventional repeater described in Option 1 above, theloca-
tion of a store and forward repeater is also important. A site must be
chosen that allows good communication with both the A ccess Point and
the outlying Remote site. This can be on the top of ahill, building, or
other elevated terrain from which all sites can be “seen” by the repeater
station antenna. A detailed discussion on the effects of terrain is given
in Section 5.1.2, Ste Selection (beginning on Page 140)

1.3.2 Protected Network Operation using Multiple
Access Points

Although MDS transceivers have a very robust design and have under-
gone intensive testing before being shipped, it is possible for isolated

failuresto occur. In mission-critical applications, down time can be vir-
tually eliminated by using some, or all, of the following configurations:

In a point-to-multipoint scenario, the Access Point services multiple
remotes. A problem in the Access Point will have an effect on all
remotes, since none will have access to the network. When operation of
the network does not tolerate any down time, it is possible to set up a
protected configuration for the Access Point to greatly reduce the possi-
bility of this occurrence.

Two or more Access Points can be configured with the same Network
Name and kept active simultaneously, each with its own independent
antenna. In this scenario, Remotes will associate with either one of the
available Access Points. In case of afailure of one of the AP’ sthe
Remotes will quickly associate with another of the remaining Access
Points re-establishing connectivity to the end devices.
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The Access Points are unaware of the existence of the other AP's.
Because the hopping a gorithm uses both the Network Name and the
Wireless MAC address of the AP to generate the hopping pattern, mul-
tiple AP s can coexist—even if they use the same network name. The
collocated AP swill be using different hopping patternsand frequencies
the great majority of the time. Although some data collisionswill occur,
thewirelesssMAC isbuilt to tolerate and recover from such occurrences
with minimal degradation.

1.3.3 Collocating Multiple Radio Networks

Many networks can operateinrelatively close physical proximity to one
another provided reasonable measures are taken to assure the radio
signal of one Access Point is not directed at the antenna of the second
Access Point.

The Network Name and the association process

The Network Name is the foundation for building individual radio net-
works. It is part of abeacon signal broadcast by the Access Point (AP)
to any Remote unitswith the same Network Name. Remotesthat join the
network arereferred to asbeing “ associated” with the Access Point unit.

Multiple APs with the same Network Name should be used with care.
Using the same Network Name in multiple APs may result in Remotes
associating with undesired APs and preventing data exchange from
occurring as planned.

The use of adifferent Network Name does not guarantee an interfer-
ence-free system. It does however, assure that only data destined for a
unique network is passed through to that network.

It may be desirable to co-locate Access Points at one location to take
advantage of an excellent or premium location that can serve two inde-
pendent networks. Each network should have unique Network Name
and each AP unit’ s antenna should be provided as much vertical separa-
tion asis practical to minimize RFI.

NOTE: All transceivers are shipped with the Network Name set to
“Not Programmed.” The Network Name must be programmed
in order to pass data and begin normal operations.

Can radio frequency interference (RFI) disrupt my wireless
network?

When multiple radio networks operate in close physical proximity to
other wireless networks, individual units may not operate reliably under
weak signal conditionsand may beinfluenced by strong radio signalsin
adjacent bands. This radio frequency interference cannot be predicted
with certainty, and can only be determined by experimentation. If you
need to co-locate two units, start by using the largest possible vertical

MDS 05-4446A01, Rev. A
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antenna separation between the two AP antennas on the same support
structure. If that does not work, consult with your factory representative
about other techniques for controlling radio frequency interference
between the radios. (See “ AWord About Radio Interference” on

Page 145 for more details.)

1.4 MDS CYBER SECURITY SUITE

Today the operation and management of an enterprise is becoming
increasing dependent on electronic information flow. An accompanying
concern becomesthe cyber security of the communication infrastructure

and the security of the data itself.

The transceiver is capable of dealing with many common security
issues. Table 1-2 profiles security risks and how the transceiver pro-
vides a solution for minimizing vulnerability.

Table 1-2. Security Risk Management

Security Vulnerability

MDS Cyber Security Solution

Unauthorized access to the backbone
network through a foreign remote radio

® 802.1x RADIUS authentication

® Approved Remotes List (local)

Only those remotes included in the
AP list will associate

“Rogue” AP, where a foreign AP takes
control of some or all remote radios and
thus remote devices

® 802.1x RADIUS authentication

® Approved AP List

A remote will only associate to those
AP included in its local authorized
list of AP

Dictionary attacks, where a hacker runs a
program that sequentially tries to break a
password.

® Failed-loginlockdown

After 3 tries, the transceiver ignores
login requests for 5 minutes. Critical
event reports (traps) are generated
as well.

Denial of service, where Remote radios
could be reconfigured with bad
parameters bringing the network down.

*Remote login with SSH or HTTPS
®|ocal console login

*Disabled HTTP & Telnet to allow
only local management services

Airsnort and other war-driving hackers in
parking lots, etc.

*900 MHz operation is not
interoperable with standard 802.11b
wireless cards

*The transceiver cannot be put in a
promiscuous mode

*Proprietary data framing

Eavesdropping, intercepting messages

*AES-128 encryption
*RC4-128 encryption

Key cracking software

® Automatic Rotating Key algorithm

14
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Table 1-2. Security Risk Management

Security Vulnerability

MDS Cyber Security Solution

Replaying messages

* Automatic Rotating Key algorithm

Unprotected access to configuration via

SNMPv1

¢Implement SNMPv3 secure
operation

Intrusion detection .

Provides early warning via SNMP
through critical event reports
(unauthorized, logging attempts,
etc.)

Unauthorized AP MAC address
detected at Remote

¢ Unauthorized Remote MAC
address detected at AP

® Login attempt limit exceeded
(Accessed via: Telnet, HTTP, or

local)

® Successful login/logout
(Accessed via: Telnet, HTTP, or

local)

1.5 ACCESSORIES

Thetransceiver can be used with one or more of the accessorieslisted in
Table 1-3. Contact the factory for ordering details.

Table 1-3. Accessories

Accessory Description MDS Part No.
AC Power A small power supply module designed for 01-3682A02
Adapter Kit continuous service. UL approved. Input:

120/220; Output: 13.8 Vdc @ 2.5 A
Omni- Rugged antennas well suited for use at Access  Call factory
Directional Point installations. Consult with your factory
Antennas Sales Representative for details
Yagi Antenna Rugged antennas well suited for use at Remote  Call factory
(Directional) installations. Consult with your factory Sales

Representative for details.
GPS Receiving  Attaches to GPS coaxial connector on front Call factory

Antenna panel of the transceiver. One popular type is the
(Powered) Antenna Specialists K721GPS Amplified

Antenna.
TNC Male-to-N  One-piece RF adaptor plug. 97-1677A161
Female Adapter
TNC Male-to-N  Short length of coaxial cable used to connect 97-1677A159
Female Adapter the radio’s TNC antenna connectorto a Type N (3 ft./1m)
Cable commonly used on large diameter coaxial

cables. 97-1677A160

(6 ft./1.8m)

Ethernet RJ-45  Cable assembly used to cross-connect the 97-1870A21
Crossover Ethernet ports of two transceivers used in a
Cable (CAT5) repeater configuration.

(Cable length = 3 ft./1M)
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Table 1-3. Accessories (Continued)

Accessory Description MDS Part No.
2-Pin Power Mates with power connector on transceiver. 73-1194A39
Plug Screw terminals provided for wires, threaded
locking screws to prevent accidental disconnect.
Ethernet RJ-45  Cable assembly used to connect an Ethernet 97-1870A20
Straight-thru device to the transceiver. Both ends of the cable
Cable (CAT5) are wired identically.
(Cable length = 3 ft./1M)
EIA-232 Shielded cable terminated with a DB-25 male 97-3035L06
Shielded Data connector on one end, and a DB-9 female onthe (6 ft./1.8m)
Cable other end. Two lengths available (see part 97-3035L15
numbers at right). (15 ft./4.6m)
EIA-232 Shielded cable terminated with a DB-9 male 97-1971A03
Shielded Data connector on one end, and a DB-9 female on the
Cable other end, 6 ft./1.8m long.
Fuse Small, board-mounted fuse used to protect 29-1784A03
against over-current conditions.
Flat-Surface Brackets: 2" x 3" plates designed to be screwed  82-1753-A01
Mounting onto the bottom of the unit for surface-mounting
Brackets & the radio.
Screws
Screws: 6-32/1/4” with locking adhesive. 70-2620-A01
(Industry Standard MS 51957-26)
DIN Rail Bracket used to mount the transceiver to 03-4022A02
Mounting standard 35 mm DIN rails commonly found in
Bracket equipment cabinets and panels.
COM1 Interface  DB-25(F) to DB-9(M) shielded cable assembly ~ 97-3035A06
Adapter (6 ft./1.8 m) for connection of equipment or other
EIA-232 serial devices previously connected to
“legacy” units. (Consult factory for other lengths
and variations.)
Bandpass Filter ~ Antenna system filter that helps eliminate 20-2822A02
interference from nearby paging transmitters.
Ethernet Surge  Surge suppressor for protection of Ethernet port  29-4018A01

Suppressor

against lightning.
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2.1 OVERVIEW

It isrecommended that a“tabletop network” be set up to verify the basic
operation of the transceivers. This allows experimenting with network
designs, configurations or network equipment in a convenient location.
This test can be performed with any number of radios.

When you are satisfied that the network is functioning properly in a
benchtop setting, field installation can be performed. Complete informa-
tion for field installation, including mounting dimensions and antenna
selection, is provided in INSTALLATION PLANNING on Page 139

For thefollowing evaluation, one of thetransceiversin the network must
be set to Access Point service (Device Mode = Access Point) for proper
operation.

NOTE: Itisimportant to use a“Network Name’ that is different from
any currently in use in your area during the testing period.

To simulate datatraffic over the radio network, connect aPC or LAN to
the Ethernet port of the Access Point and PING each transceiver several
times.

2.2 STEP 1—INSTALL THE ANTENNA
CABLING

Figure 2-1 isadrawing of the tabletop arrangement. Connect the
antenna ports of each transceiver as shown. This provides stable radio
communications between each unit and prevents interference to nearby
€l ectronic equipment.

POWER ATTENUATORS
« Fixed or adjustable
* 1W Minimum Rating

NON-RADIATING ATTENUATORS
| / Install on unused divider ports (if any)
= + 1W Minimum Rating

Figure 2-1. Typical setup for tabletop-testing of radios

MDS 05-4446A01, Rev. A

MDS Mercury User’s Guide 21



industrial/wireless/performance

AMDS

NOTE: Itisvery important to use attenuation between all unitsin the
test setup. The amount of attenuation required will depend on
the number of units being tested and the desired signal strength
(RSSI) at each transceiver during the test. In no case should a
signal greater than =50 dBm be applied to any transceiver in
thetest setup. An RF power output level of +20 dBm isrecom-
mended from the transceivers. (See“ Radio Configuration
Menu” on Page 52.)

2.3 STEP 2—MEASURE & CONNECT
THE PRIMARY POWER

The primary power at the transceiver’ s power connector must be within
10-30 Vdc and be capable of continuously providing 15 Watts (typical
power consumptions are: 760 mA @ 10.5 Vdc, 580 mA @ 13.8 Vdc,
and 267 mA @ 30 Vdc).

A Phoenix two-pole power connector with screw-terminalsis provided
with each unit. Strip the wire leadsto 6 mm (0.25"). Be sure to observe
proper polarity with the positive lead (+) on the left and negative (-) on
theright.

NOTE: It will take about 45 seconds for the transceiver to power up
and be ready for operation.

The transceiver must only be used with nega-
tive-ground power systems. Make sure the polarity of

EQUIPMENT the power source is correct.
DAMAGE

CAUTION
POSSIBLE

2.4 STEP 3—CONNECT PCTO THE
TRANSCEIVER

Connect a PC’s Ethernet port to the LAN port using an Ethernet cross-
over cable. The LAN LED should light. Alternatively, you can use a
serial cable to connect to the COM1 port. (Figure 2-2 on Page 25)

2.5 STEP 4—REVIEW TRANSCEIVER
CONFIGURATION

2.5.1 Getting Started

Start by logging into the Access Point radio. Thisis done first because
the Remotes are dependent on the AP’ s beacon signal to achieve an
“associated” state.

22 MDS Mercury User’s Guide MDS 05-4446A01, Rev. A



industrial/wireless/performance

\MDS

NOTE: Transceivers are shipped from the factory set to the “Remote”
mode unless they are marked differently.

Oncethe Access Point isup and running, move the computer connection
to each of the Remote units, log-in at each unit, review their configura-
tion, set their | P addresses and Network Name and wait for each to
achieve an associated state.

With all units associated, you will be ready to connect and test your data
Services.

2.5.2 Procedure

Thefollowing isasummary of the configuration procedure that must be
done on each unit in the system. Key parameters are shown on the
Embedded Management System overview (Figure 3-1 on Page 32). A
lists of parameters can found in two tables: Table 4-5 on Page 129 and
Table 4-7 on Page 132. Detailed information on using the Management
System can be found in MSINTRODUCTION on Page 31.

NOTE: The Management System supports the use of “configuration
files” to aid in uniformly configuring multiple units. These are
detailed in Using Configuration Scripts on Page 107.

2.5.3 Basic Configuration Defaults

Table 2-1 provides a selection of key operating parameters, their range,
and default values. All of these are accessible through aterminal emu-
lator connected to the COM1 serial port or through a Web browser con-
nected to the LAN Port. (See Figure 5-1 on Page 139 for hookup.)

NOTE: Access to the transceiver’s Management System and changes
to some parameters, are controlled by password to maintain
security.
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Table 2-1. Basic Configuration Defaults

Item Menu Location Default Values/Range
Device Mode Main Menu>> Marked on unit’s * Access Point
Netwqu Configuration>> ID label - Dual Remote

Device Mode

* Serial Gateway
« Ethernet Bridge

Network Name Main Menu>> “Not * 1-15 alphanumeric
Network Configuration>> Programmed” characters

Network Name - Case-sensitive;

can be mixed case

IP Address Main Menu>> 192.168.1.1 Contact your network
Network Configuration>> administrator
IP Address
RF Output Main Menu>> 30 dBm (1.0 20-30 dBm @ 50Q
Power Radio Configuration>> Watt) (0.1-1.0 Watts)
RF Output Power
Unit Password Main Menu>> admin + 1-8 alphanumeric
Device Information>> (lower case) characters

User Password - Case-sensitive;

can be mixed case

1. Ethernet Bridge and Serial Gateway will not be displayed if a superior mode is autho-
rized for this unit.

A unique | P address and subnet are required to access the browser-based
Management System either through the LAN port, or remotely
over-the-air.

2.6 STEP 5—CONNECT LAN AND/OR
SERIAL EQUIPMENT

Connect alocal area network to the LAN port or a serial device to the
Ccom1 (DCE) port. The LAN port will support any Ethernet-compatible
equipment. Thisincludes devices that use Internet Protocol (IP).

NOTE: If you configure COM1 for payload data service while you are
plugged into it, you will not be able to access the built-in
management system. Alternate methods for accessing the
management system are: use Telnet or the web browser
through the Ethernet port; use Telnet or the web browser over
the air (remote management from another radio).

Figure 2-2 showstheinterface connectorson thefront panel of thetrans-
ceiver.
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RX2 ANTENNA * Not present on all units
PORT
DC POWER INPUT GPS ANTENNA TX/RX1
(10—30 VDC, 2.5A) CONNECTION ANTENNA PORT

Figure 2-2. Transceiver Interface Connectors

LED INDICATOR PANEL—Displaysthe basic operating status of
the transceiver. Section 2.7 contains detailed information.
PCMCIA SLOT— Connector slot that conforms to the standard
established by the Personal Computer Memory Card Interna-
tional Association. Can be used for awireless card or other
PCMCIA device. Not present on all units.

COML1 SERIAL PORT— DB-9 connector used for management
of thetransceiver viaaconnected PC. MSINTRODUCTION on
Page 31 provides complete connection details.

USB PORT 1—Universal Serial Bus connector conforming to
the Type-B standard. Not present on all units.

USB PORTS 2 & 3—Two Universal Serial Bus connectors con-
forming to the Type-A standard. Not present on all units.

LAN PORT—Connection point for Ethernet Local Area Net-
work.

PWR— DC power connection for the transceiver. Power source
must be 10-30 Vdc, negative ground, and capable of furnishing
at least 10 waitts.

GPS ANTENNA PORT— Coaxia connector (SMA-type) for
connection of a Global Positioning System receiving antenna.
Compatible with powered GPS antennas.

RX2 ANTENNA PORT— Coaxia connector (TNC-type) for
attachment of a second receiving antenna used in space diver-
Sity arrangements.

TX/RX1 ANTENNA PORT— Coaxial connector (TNC-type) for
attachment of the main station antenna (transmit and receive).
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2.7 STEP 6—CHECK FOR NORMAL
OPERATION

Once the data equipment is connected, you are ready to check the trans-
ceiver for normal operation.

Observe the LEDs on the top cover for the proper indications. In anor-
mally operating system, the following LED indications will be seen
within 45seconds of start-up:

* PWR—L.it continuously
* LINK—On, or blinking intermittently to indicate traffic flow
e LAN—On, or blinking intermittently to indicate traffic flow

Figure 2-3 shows a close-up view of the transceiver’s LED Indicator
panel. Table 2-2 provides details on each LED function.

- 1]

Figure 2-3. LED Indicator Panel
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Table 2-2. Transceiver LED Functions

LED Label Activity Indication
PWR ON Primary power (DC) present
Blinking Unit in “Alarmed” state
OFF Primary power (DC) absent
GPS ON Internal GPS receiver is
synchronized with the satellite
network.

OFF Internal GPS receiver is not
synchronized with the satellite
network.

COM Blinking Data TX/RX
(MGT System) OFF No data activity
LINK ON Default state
(Access Point) Blinking Data Tx/Rx

OFF Traffic exceeds the capacity of

the radio network
LINK ON Associated to AP
(Remote Blinking Data Tx/Rx
Gateway) OFF Not associated with AP
LAN ON LAN detected
Blinking Data TX/RX
OFF LAN not detected, or excessive

traffic present

If the radio network seems to be operating properly based on observa

tion of the unit’sLEDs, you can usethe pING command to verify thelink
integrity with the Access Point. Thiscommand can also be used to point
your browser to another Remote unit’s |P address in the same network.
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3.1 MS INTRODUCTION

The transceiver’ s embedded management system is accessible through
various data interfaces. These include the COM1 (serial) port, LAN
(Ethernet) port, and via SNMP. Essentially the same capabilities are
available through any of these paths.

For support of SNMP software, aset of MIB filesisavailable for down-
load from the MDS Web site at www.microwavedata.com. A brief
summary of SNM P commands can be found at SNMP Agent Configura-
tion section on Page 50 of this manual.

Thetransceiver’ sManagement System anditsfunctionsaredivided into
seven functional groups as listed below.

* Section 3.3, BASC DEVICE INFORMATION (beginning on
Page 40)

* Section 3.4, CONFIGURING NETWORK PARAMETERS
(beginning on Page 44)

» Section 3.5, RADIO CONFIGURATION (beginning on Page
52)

* Section 3.6, CONFIGURING THE SERIAL INTERFACES
(beginning on Page 62)

 Section 3.7, CYBER SECURITY CONFIGURATION (begin-
ning on Page 78)

* Section 3.8, PERFORMANCE VERIFICATION (beginning on
Page 85)

 Section 3.9, MAINTENANCE (beginning on Page 100)

Each of these sections has afocus that is reflected in its heading. The
section you are now reading provides information on connecting to the
Management System, how to navigate through it, how it is structured,
and how to perform top-level configuration tasks. Figure 3-1 on the fol-
lowing page shows atop-level view of the Management System (MS).

3.1.1 Differences in the User Interfaces

There are dight differencesin navigation among the user interfaces, but
for the most part, the content is the same. Y ou will notice afew differ-
encesin capabilities asthe communicationstool isdriven by limitations
of the access channel. Figure 3-2 and Figure 3-3 show examples of the
Starting Information Screen as seen through a console terminal and a
web-browser, respectively.
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Figure 3-1. Embedded Management System—Top-level Flowchart
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Figure 3-2. View of MS with a text-based program—
(Terminal Emulator shown—Telnet has similar menu structure)

/A Web Management System - Microsoft Internet Explorer provided by Microwave Data Systems =] e
File Edt View Fevortes Tools Help ‘ P
ek - = - (D A | Qisearch GgFavorites ({iMedia @‘ - - L@

Addrass |§] http:j169.254.0. 2fhome htm | pa |Links =

% Microwave Data Systems Inc.
DS INET 500 Starting Information Screen
3 Network Configuration
(1 Radia Configuration Device Mode: Access Pomt
{0 Redundancy Configuration Device Name: AT Domo Set A4
{11 Serial Gateway Configuration Network Name: Demo Set A4
{0 Security Configuration IP Address 169.254.0.2
{1 Device Information Device Status: Operational
(3 Performanca Informatian Uptime: 00 hrs, 45 min
{2 Maintenance Package Version: 6.0.0
{2 Logout Hardware Version: 105
Serial Number: 1123682
Hip
goahead
Dowered by WEBSERVER
© 2001-2005 Microwave Data Systems hc. All rights reserved
&) Done [ [ [ mtemet 7

Figure 3-3. View of the MS with a Browser
(Selections at left provide links to the various menus)

3.2 ACCESSING THE MENU SYSTEM

The radio has no external controls. All configuration, diagnostics and
control is performed electronically using a connected PC. This section
explains how to connect a PC, log into the unit, and gain access to the
built-in menu screens.
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3.2.1 Methods of Control
The unit’ s configuration menus may be accessed in one of severa ways:

*

* Local Console—Thisisthe primary method used for the exam-

plesin this manual. Connect a PC directly to the COM 1 port
using aserial communications cable and launch aterminal com-
muni cations program such as HyperTerminal. This method pro-
vides text-based access to the unit’s menu screens. Console
control isahardware-based technique, and isintended for local
useonly.

Telnet or SSH*—Connect a PC to the unit’s LAN port, either
directly or viaa network, and launch a Telnet session. This
method providestext-based accessto the unit’smenu screensin
amanner similar to aLoca Console session. Telnet sessions
may be run locally or remotely through an IP connection.

» Web Browser*—Connect a PC to the unit’s LAN port, either

directly or viaanetwork, and launch a web browser session
(i.e., Internet Explorer, Netscape, etc.) This method provides a
graphical representation of each screen, just as you would see
when viewing an Internet website. The appearance of menu
screens differs dightly from other methods of control, but the
content and organization of screen itemsissimilar. Web
browser sessions may be run locally or remotely viathe Inter-
net.

Telnet, SSH and Web Browser sessions require the use of a straight-through or
crossover Ethernet cable, depending on the whether the PC-to-radio connection is
made directly, or through a network. For direct connection, a crossover cable is
required; For connection via a network, a straight-through type is needed.

Cable type can be identified as follows: Hold the two cable ends side-by-side and in
the same plug orientation (i.e., both locking tabs up or down). Now look at the
individual wire colors on each plug. If the wires on both plugs are ordered in the
same sequence from left to right, the cable is a straight-through type. If they are not
in the same order, it may be a crossover cable, or it may be wired for some other
application. Refer to DATA INTERFACE CONNECTORS on Page 153 for detailed
pinout information.

3.2.2 PC Connection & Log In Procedures

The following steps describe how to access the radio’ s menu system.
These stepsrequire aPC to be connected to the unit’ SCOM 1 or LAN port
as shown in Figure 3-4.
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To COM1 or LAN Port
(See Text)

PC Running Terminal Session
(19,2000 bps, 8N1)

Figure 3-4. PC Configuration Setup

Starting a Local 1. Connect aserial communications cable between the PC and the
Console Session unit’'s COM 1 port. If necessary, a cable may be constructed for this

§5gtc_ ?i”r%? Fong(j_ﬁ?) for purpose as shown in Figure 3-5.

DCE DTE
DB-9 MALE DB-9 FEMALE
(TO MDS PRODUCT) (TO COMPUTER)
RXD| 2 2 | RXD
TXD| 3 3 | TXD
GND| 5 5 | GND

Figure 3-5. Serial Communications Cable (DB-9M to DB-9F)
(Maximum Recommended Cable Length 50 Feet/15 meters)

2. Launch aterminal emulation program such as HyperTerminal and
configure the program with the following settings:

* 19,200 bps datarate

8 data bits, no parity

* One stop hit, and no flow-control
e Use ANSI or VT100 emulation.

TIP: The HyperTerminal communications program can be accessed on
most PCs by selecting this menu sequence: start>>Programs>>Accesso-
ries>>Communications>>HyperTerminal.

NOTE: Early versionsof PUTTY may not operate when using SSH to
connect to the transceiver. The latest version (beta 0.58 at the
time of publication) does not work with the transceiver’s
internal server. However, the latest development snapshot
does work properly. Both the latest released and the latest
devel opment snapshot can be downloaded from:
www.chiark.greenend.org.uk/~sgtatham/putty/.
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NOTE: If the unit is powered-up or rebooted while connected to a
terminal, you will see a series of pages of text information
relating to the booting of the unit’s microcomputer. Wait for
the log-in screen before proceeding.

3. Pressthe key to receive the login: prompt.
4. Enter the username (default username is admin). Press [ENTER).

5. Enter your password (default password isadmin). (For security, your
password keystrokes do not appear on the screen.) Press [ENTER].

NOTE: Passwords are case sensitive. Do not use punctuation mark
characters. You may use up to eight al pha-numeric characters.

The unit responds with the Starting Information Screen (Figure 3-6).
From here, you can review basic information about the unit or press G
to proceed to the Main Menu.

R A A T R T R R A A A A AT AR AR AL T AR T T L

MOE Meroury 200
Starting Information Screen

Dewvice Mode Demote

Device Name Bemote #3

Hetwork Name md=-wlan

IPF Address 19E.168.1.1
4) Dewice Status Alarmed

Commection Status Scanmnirg

Tptime Z days, 02 hours
Firmware Version 1.0.0

Hardware Version 1.0.0

Serial Mumber 128424Z

Zzlect a letter to configuare an item, 'Q' to exit menu

ERENE BB R I B N S N B B B AR O B B B B B B BE N

W WM OoOWO I e UM OWO-dn OO

e e R s e

Figure 3-6. Starting Information Screen—Local Console Session
(Telnet has similar menu structure)

Starting a Telnet NOTE: This method requires that you know the IP address of the unit

Session beforehand. If you do not know the address, use the Local
Console method (above) and access the Sarting Information
Screen. The address is displayed on this screen.

1. Connect aPC to the unit’sLAN port, either directly or viaanetwork.
If connecting directly, use an Ethernet crossover cable; if
connecting via a network, use a straight-through cable. The LAN
LED lights to indicate an active connection.
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NOTE: When using Ethernet to access the unit, it may be necessary to
change your computer’s IP access to be compatible with the
radio IP address. You can identify or verify the unit's IP
address by using aL ocal Console session to communicate with
the radio through its COM 1 Port and viewing the Sarting
Information Screen.

2. Start the Telnet program on your computer targeting the IP address
of the unit to which you are connected. and press [ENTER|.

TIP: A Telnet session can be started on most PCs by selecting:
Start>>Programs>>Accessories>>Command Prompt. At the command
prompt window, type the word telnet, followed by the unit’s P

address (e.g., telnet 10.1.1.168). Press to receive the Telnet
log in screen.

NOTE: Never connect multiple units to a network with the same IP
address. Address conflicts will result in improper operation.

3. Enter your username (default username is admin). Press [ENTER].

Next, the password: prompt appears. Enter your password (default
password isadmin). (For security, your password keystrokes will not
appear on the screen.) Press [ENTER].

The unit responds with a Starting Information Screen (see
Figure 3-6). From here, you can review basic information about the
unit or press G to proceed to the Main Menu.

NOTE: Passwords are case sensitive. Do not use punctuation mark
characters. You may use up to eight al pha-numeric characters.

NOTE: Web access requires that you know the IP address of the unit
you are connecting to. If you do not know the address, start a
Local Console session (see Sarting a Local Console Session
(Recommended for first-time log-in) on Page 35) and access
the Sarting Information Screen. The IP address is displayed
on this screen.

1. Connect aPC to the unit’sLAN port, either directly or viaanetwork.
If connecting directly, use an Ethernet crossover cable; if
connecting via a network, use a straight-through cable. The LAN
LED lightsto indicate an active connection.

2. Launch aWeb-browser session on your computer (i.e., Internet
Explorer, Netscape Navigator, etc.).
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3. Typein the unit’s |P address and press [ENTER].

4. A log-in screen isdisplayed (Figure 3-7) where you enter a user

name and password to access the unit’s menu system. Note that the
default entries are made in lower case. (Default User Name: admin;
Default Password: admin)

Enter Network Password 2l

@ Flease type your uger name and password,

Site: 10.4.11.22

Realm MDS_iMET_S00

User Hame || adni n

Pazsward I

[™ Save this password in your password list

.

Cancel |

Figure 3-7. Log-in Screen when using a Web Browser

NOTE: Passwords are case sensitive. Do not use punctuation mark
characters. You may use up to eight al pha-numeric characters.

5. Click ok. The unit responds with a startup menu screen similar to

that shown in Figure 3-8. Fr

om here, you can review basic informa-

tion about the unit or click on one of the menu items at the left side

4} Web Management System - Microsoft Internet Explorer provided by Microwave Data Systems = : =10l x|
Ele Edt View Favorites Tools  Help | T
Gpack - = - (D ﬁ | @Saar(h GifFavortes hveda (4 | %v i ﬁ P
Adeiress [{] hetp:11169.254.0.2/home Pt =] @oo [uns

% Microwave Data Systems Inc.
SHDS INET 900 Starting Information Screen
(0 Metwark Configuration
(3 Radio Configuration Device Mode: Access Point
D Redundancy Configuration Device Name: AP Demo Sst fd
(1 Serial Gateway Configuration Network Name: Demo Set A4
3 Security Configuration IP Address 168.254.0.2
(1 Device Information Device Status: Operational
(0 Performance Information Uptime: 00 hrs, 45 rmin
0 Maintenance Package Version: 600
+{1 Logout Hardware Version: 105
Serial Number: 1123682
Hip
‘goahead
Powered by WEBSERVER
2001-2005 Microwave Data Spstems fne. All rights reserved.
&) pone [ [ [ tneemet 4

Figure 3-8. Starting Information Screen—Web Browser Example
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3.2.3 Navigating the Menus

Via Terminal Telnet or SSH Sessions
Recommended for first-time log-in

Local Console Telnet and SSH sessions use multi-layered text menu
systems that are nearly identical. To move further down a menu tree,
you type the letter assigned to an item of interest. This takesyou to an
associated screen where settings may be viewed, or changed. In most
cases, pressing the key moves the screen back one level in the
menu tree.

In general, the top portion of menu screens show read-only information
(with no user selection letter). The bottom portion of the screen contains
parameters that can be selected for further information, alteration of
values, or to navigate to other submenus.

When you arrive at a screen with user-controllable parameter fields, you
select the menu item by pressing an associated |l etter on the keyboard. I
thereisauser definablevalue, thefield will clear to theright of themenu
item and you can type in the value you wish to use. Follow this action
by pressing the key to save the changes. If you make a mistake
or change your mind before pressing the key, simply press

to restore the previous value.

In some cases, when you type aletter to select a parameter, you will see
aprompt at the bottom of the screen that says choose an Option. In these
screens, press the keyboard' s to step through the available
selections. When the desired option appears, press the key to
choosethat selection. In some cases, several parametersmay be changed
and then saved by a single keystroke. The key can be used to
cancel the action and restore the previous values.

From the Main Menu screen, press Q to quit and terminate the session.

Navigating via Web Browser

Navigating with a Web browser is straightforward with aframed
“homepage.” The primary navigation menu is permanently located on
the left-hand side of this page. Simply click on a desired menu item to
bring it to the forefront.

NOTE: To maintain security, it is best to log-out of the menu system
entirely when you are done working with it. If you do not log
out, the session automatically ends after 10 minutes of inac-
tivity.

Click on Logout in the left-hand frame of the browser window. The
right-hand frame will change to alogout page. Follow the remaining
instructions on this screen.
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NOTE: Inthe menu descriptionsthat follow, parameter options/range,
and any default values are displayed at the end of the text
between square brackets. Note that the default setting is
always shown after a semicolon: [available settings or range;
default setting]

3.3 BASIC DEVICE INFORMATION

This section contains detailed menu screens and settings that you can
use to specify the behavior of the unit.

3.3.1 Starting Information Screen

Once you have logged into the Management System, you will be pre-
sented with a screen that provides an overview of the transceiver and its
current operating condition. It providesan array of vital information and
operating conditions.

FEEEEEEEE AL AL G AL LR AL S A H AR AL AL A A AR OO AR A A AR AR A AR AR AL AR A AR AR AR ST AE bk hh

MDE Meroury 900
Starting Imformation Screen

Device Mode Renmote
Device Name Denmote #32
Netmork Mame mids—1rlar
IP Address 19E.168.1.1

A

Commection Status  Scanning

Uptime £ days, 0 hours
Firmware Versicm 1.0.0

Hardware Version l.0.0

Serial Hunber 12Edz4z

Sezlect a letter to configare an itewm, 'Q' to exit menu

WM O -d i W O 0 -1 N WMo

*
*
*
*
*
*
*
*
*
*
*
*
*
Device Status Al armed *
*
*
*
*
*
*
*
*
*
*
*
*
*

L I Lk e o Ly et 2]

Figure 3-9. Starting Information Screen

* Device Mode—Current operating mode of the unit asit relatesto
the radio network.

* Device Name—Thisis auser-defined parameter that will appear
in the heading of all pages.
(To change it, see Network Configuration Menu on Page 44.)

* Network Name—The name of the radio network in which the unit
IS associated.
* IP Address—Unit’s |P address [192.168.1.1]
* Device Status—Condition of the unit’s association with an
Access Point.
At the Access Point:
» Alarmed—A alarm event has been logged and not cleared.
» Operational—Unit operating normally.

At aRemote:
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Scanning—The unit islooking for an Access Point beacon
signal.

Exp(ecting) Sync(hronization)—The unit has found avalid
beacon signal for its network.

Hop Sync—The unit has changed its frequency hopping pat-
tern to match that of the Access Point.

Associated —This unit has successfully synchronized and
associated with an Access Point.

Alarmed—The unit is has detected one or more alarms that
have not been cleared.

NOTE:

If an alarm is present when this screen is displayed, an “A)”
appears to the left of the Device status field. Pressing the “A”
key on your keyboard takes you directly to the “Current
Alarms’ screen.

Uptime—Elapsed time since the transceiver was powered-up.
Firmware Version—V ersion of firmwarethat iscurrently activein
the unit.

Hardware Version— Hardware version of thetransceiver’s printed
circuit board.

Serial Number—Make arecord of this number. It must be pro-
vided to purchase Authorization Keys to upgrade unit capabili-
ties. (See “ Authorization Keys Menu” on Page 114.)

3.3.2 Main Menu

The next screen, the Main Menu, isthe entryway to all user-controllable
features. The transceiver’ s Device Name appears at the top of thisand all
other screens as areminder of the unit that is currently being controlled

R N R R E L e

FNE YR RV R AT e R R R L AR N )

F A S o o Aok o Sk Sk o ok Ao S ok ok ok [T o Ao S o ok Sk o ok Ak A o ok ok ok ek

Device Name Here
HMain Menu

A) Starting Imformation Screen E) Dewvice Informaticon
E} Network Comfigquration F) Performance Information
C) RBadio Comfigaration G) Maintenance / Tools
I Secarity Conficration H} Pedmdancy Conficuration

T) Commerd Line
Z) Commsand Zhell

Select a letter to conficguare am item, 'Q' to exit menn

LI N N IR B B B N B N B B B B B N N B A

Figure 3-10. Main Menu
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* Starting Information Screen—Select this item to return to the
start-up screen. (See* Starting Information Screen” on
Page 40)

* Network Configuration—T 00lSsto configure the datanetwork layer
of the transceiver. (See * Network Configuration Menu” on
Page 44)

* Radio Configuration—T00ls to configure the wireless (radio)
layer of the transceiver. (See Radio Configuration Menu” on
Page 52)

* Serial Gateway Configuration—100lS to configure the two serid
ports. (See “ Serial Data Port Configuration Menu” on Page 65)

* Security Configuration—T00ls to configure the security services
available with the transceiver’ s environment. (See “ MDS
CYBER SECURITY SUITE” on Page 14)

* Device Information—To0p level user-specific and definable param-
eters, such as unit password. (See “ Device Information” on
Page 42)

* Pperformance Information—T00lS to measure the radio and data
layer’s performance of the radio network. (See “ Performance
Information Menu” on Page 85)

* Maintenance/Tools—T00IS to use configuration files, change
firmware and use Authorization Keys to change major unit
capabilities. (See* Authorization Keys Menu” on Page 114)

3.3.3 Configuring Basic Device Parameters

Device Information

Below isthe menu/screen that displays basic administrative data on the
unit to which you are connected. It also provides access to some user-
specific parameters such as device names.

B e ]

Device Name Here
Device Imformation Merm

Model MpE Merocwury 200

Zerial Mumber 1254242

Thtime £ days, 02 hoars
A) Date 0Ol Jan 2005 D} Comsole Baud Rate 115200
E) Time 0d:E5 E) UTC Time Offset 0 hrs
C) Date Format Generic Fi Device Names

Zelect a letter to configure an item, 'Q' to exit memn

EEE R B R B R O R R N B B B A

W W O -] s W= O 00 -3 s L O

EE e ]

Figure 3-11. Device Information Menu

* Model Number (Display only)
* Serial Number (Display only)
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* Hardware Version (Display only)

* Firmware Version (Display only)—Current firmware installed and
being used by the transceiver.

* Uptime (Display only)—Elapsed time since powering up.
* Console Baud Rate—Used to set/display data communications

rate (in bits-per-second) between a connected console terminal
and the radio. [19200]

* Device Names Menu—Fields used at user’s discretion for general
administrative purposes. The Device Namefield is used by the
transceiver asthe“Realm” namefor network security andinthe
MS screen headings. (See Figure 3-12 on Page 43)

 Date—Current date being used for the transceiver logs. User-set-
able. (Valuelost with power failureif SNTP (Simple Network
Time Protocol) server not accessible.)

» Time—Current time of day. User-setable.

Setting: HH:MM:SS

(Vaue lost with power failure if SNTP server not accessible.)
* Date Format—Select presentation format:

* Generic = dd Mmm yyyy

» European = dd-mm-yyyy

o US=mm-dd-yyyy

Device Names Menu

E R R i e N e e

Device Name Here
Dewvice Names IMarm

A) Device Mame My Dewvice

E) Contact TechSerwices

C) Location On the hill top
L) Description user -text-her

Zelect a letbter to configare am item, 'Q' to exit menu

AR WM OWO IR e OO0 0RO

*
+
+
+
*
*
+
*
*
*
*
*
*
+
+
+
*
+
+
*
*
*
*
*
*
+

e e e e e R L

Figure 3-12. Device Names Menu

* Device Name—Device Name, used by the transceiver asthe
“Realm” name for network login (web browser only) and
menu headings.

» owner—User defined; appears on this screen only.

* contact—User defined; appears on this screen only.

* Description—User defined; appears on this screen only.
* Location—User defined; appears on this screen only.
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3.4 CONFIGURING NETWORK
PARAMETERS

3.4.1 Network Configuration Menu

The Network Configuration Menu is the home of three parameters that
should be reviewed and changed as necessary before placing atrans-
ceiver in service—Device Mode, |P Address and Network Name.
Screens for both the Access Point and Remote units are shown below.

A R A N T R A A A AL A AL T R T AR AR AL AT T A LE TL XL XXX LR ERE LT LX LR AL

u} Device Name Here *
1 Netwrork Configaration Mena *
7 —==================S==S===S==SSSSSSSSS=SSSSSS=S=SSSs=S=S==Ss=s===s=ss=======— *
3 *
4 Ay IP Conficaration *
_5 *
3 E) Ethemet Port Config *
':,‘ *
s C) Bridge Conficaration *
9 *
u} L) BMMP Agent Config *
l *
Z E) SNTP ZServer Address  xx. 2NN _ HNX_ XXX *
3 *
4 F) Integrated Wireless Comfig *

*
g *
7 Echemet Address OD:c0:52:00:00:01 *
= Wireless Address OD:cD:52:00:00:02 *
9 *
U *
l *
2 *
3 Belect a letter to configure an item, 'Q' to exit menn *
4 *

*

E e e e s

Figure 3-13. Network Configuration Menu
From Access Point

=1olx|
File Edit Wew Call Transfer Help
D= 58] o5

E

Remote Dual Gateway
Network Configuration Menu

A) Device Hode Dual Remote G) IP Address Configuration
B) Network Name GNET H) Ethernet Port Configuration
C) SNTP Server 0.6.0.9 I) DHCP Server Configuration
J) SNMP Agent Configuration
K) Hobility Mode enabled
Ethernet Address 00:06:3D:00:1B:01
Wireless Address 00:06:3D:00:1B:00
Select a letter to configure an item, <ESC> for the prev menu _ j
Connected D:01146 [vT100 [lszo0ew1  [CROLL [CAPS [WUM  [Capture [Printecho i

Figure 3-14. Network Configuration Menu
From Remote Unit
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Device Mode (User Review Recommended)—Either Access Point or
avariation of a Remote. [Remote]

Network Name (User Review Required)—Name of theradio network
of which thisunit will be a part. Essential for association of
Remotes to the Access Point in the network. [Not Programmed]

TIP: For enhanced security, consider using misspelled words, a combi-
nation of letters and numbers, and a combination of upper and
lower caseletters. Also, the Network Name should be at |east nine
characterslong. This helps protect against sophisticated hackers
who may use a database of common words (for example, dictio-
nary attacks) to determine the Network Name.

SNTP server—Address of SNTP server (RFC 2030) from which
the transceiver will automatically get the time-of-day startup
time. Without an SNTP server, the date and time must be man-
ually set. An AP will try to get the time and date from the SNTP
server only if an IP addressis configured. It will continue to
retry every minute until it succeeds.

A remote will get the time and date from the SNTP server, if an
IP addressis configured. Otherwise it getsit from the AP at
authentication time. Thetransceiversuse UTC (Universal Time
Constant) with a configurable time offset. [0.0.0.0]

IP Address Configuration Presents a menu for configuring the
local static IP address of the transceiver. Detailed explanations
are provided in the section titled IP Address Configuration
Menu on Page 46

Ethernet Port Configuration—Presents amenu for defining the sta-
tus of the Ethernet port (enabled or disabled), the Ethernet rate
limit, link hardware watch (enabled/disabled), and the Ethernet
link poll address. Detailed explanations of this menu are con-
tained in Ethernet Port Configuration Menu on Page 47

DHCP Server Config(urationy—Menu for configuration of DHCP
services by the Access Point unit. DHCP provides “on-the-fly”
| P address assignments to other LAN devices, including MDS
Mercury 900 units. [Disabled]

SNMP Config Menu—SNMP configuration parameters.

Mobility Mode—Used to configure whether the transceiver is
enabled or disabled for mobility operation. Note that this selec-
tion may appear on both Access Point and Remote menus, but it
only takes effect when set on Remotes. Additional settings and
information for mobility operation are contained in Mobile
Data Configuration on Page 59. [enabled, disabled; disabled].
Maximum Remotes (AP Only)—Number of Remotes permitted to
be associated with (served by) this Access Point. [50]

MDS 05-4446A01, Rev. A
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* Database Timeout (AP Only)—This sets the database “ age time’
(Remote Listing Menu (Access Points Only) on Page 93) to
determine when aremote is declared as unavailable. The timer
may be set from 0 to 255 minutes and resets each timeamessage
isreceived from aremote. [0-255 minutes; 5 minutes]

* Database Logging (AP Only)—Determineswhich typesof devices
will bereported as“added” or “deleted” from the AP’ sdatabase
(See Section 3.8.1, Performance Information Menu (beginning
on Page 85). In the case of deletions, thisinformation istrig-
gered by atimer expiration as described in the item above.
Available selections are: Remote, All (endpoints and remotes), or
Disabled.

* Ethernet Address (Display Only)—Hardware address of thisunit’s
Ethernet interface.

* Wireless Address (Display Only—Hardware address of the unit’s
wirelessinterface.

3.4.2 IP Address Configuration Menu

The radios use alocal 1P address to support remote management and
serial device services. The |P address of aradio can be set asastatic IP
address or as adynamic |P address. When static IP addressing is used,
the user must manually configure the I P address and other parameters.
When dynamic addressing isused, theradio usesaDHCP Client process
to obtain an IP address from a DHCP Server, along with other parame-
ters such as a net mask and a default gateway.

e R e e e e e N e e R R R e e e L L

Device Name Here
IP Configaration Metnmna

Ay IP Configuracion

IP Address Mode Static
IF Address 192 183.1.1
IF Netmash ZEE_ZBE_0.0
I Gateway o.0.0.0

Select a letter to configure an item, ') to exit mema

Ade WM DWW - EmA R WO 0@ AWM EO

LR B B B R N N N N B B B B R N B N N B N A

R A R R R R O T E T AT EE AL AT AL A AL R XL AR TR AR *

Figure 3-15. IP Address Configuration Menu
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CAUTION: Changes to any of the following parameters while

communicating over the network (LAN or over-the-air) may cause
a loss of communication with the unit being configured. Commu-
nication will need to be re-established using the new IP address.

* IP Address Mode—Defines the source of the IP address of this
device. [static, Dynamic; Static]

* Dynamic Mode—Enabling this option forces the transceiver (AP
or Remote) to obtain an | P addressfrom any DHCP server avail-
ableontheLAN. Dynamic Modeisaso knownasDHCP Client
mode. [Disabled]

* Static IP Address (User Review Recommended)—Essential for con-
nectivity to the transceiver’s MS viathe LAN port and to send
Ethernet data over the network. Enter any valid | P address that
will be unique within the network. [192.168.1.1]

Thisfield is unnecessary if DHCP is enabled. [255.255.0.0]

Static IP Netmask— T he |Pv4 |ocal subnet mask. Thisfield is
unnecessary if DHCP is enabled. [255.255.0.0]

* static IP Gateway— I he |Pv4 address of the network gateway
device, typically arouter. Thisfield is unnecessary if DHCP is
enabled. [0.0.0.0]

The lower three lines of the screen show the actual addressing
at the transceiver whether it was obtained from static configura-
tion or from aDHCP server.

NOTE: Any change made to the above parameters results in the
Commit Changes Option appearing on screen. Thisalowsall IP
settings to be changed at the same time.

3.4.3 Ethernet Port Configuration Menu

The transceiver allows for special control of the Ethernet interface, to
alow traffic awareness and availability of the backhaul network for
redundancy purposes.

NOTE: The transceiver's network port supports 10BaseT and
100BaseT connections. Confirm that your hub/switch is
capable of auto-switching data rates.

To prevent excessive Ethernet traffic from degrading perfor-
mance, place the transceiver in a segment, or behind routers.
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Echernet Port Config Merm

A) Ethermnet Port Enable enabled
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3 Select a letter to configuare an item, 'Q' Lo exit menu
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*
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Figure 3-16. Ethernet Port Configuration Menu

* Ethernet Port Status—Allows enabling/disabling Ethernet traffic
for security purposes. Setting it to Follows Link Status enablesthe
port if thereisaconnection established with the AP, but disables
it otherwise. [AP: Enabled, Disabled; Enabled]

[Remote: Always On, Follow Radio Link, Disabled; Always On]

* Ethernet Rate Limit— T he transceiver will send alarms (SNMP
traps) when the rate reaches 50%, 75%, and 100% to help iden-
tify potential problems with traffic.

* Ethernet Link (H/W)Watch (AP Only)—Detectsthe lack of an Ether-
net connectiontothe LAN port at the electrical level (link integ-
rity). The current AP will broadcast a beacon signal indicating
its“NOT AVAILABLE” status so Remotes that hear it do not
try to associate to it. Once the Ethernet connection is restored,
thisbeacon signal changesto “AVAILABLE” and Remotesare
allowed tojoin in. [Disabled]

* Ethernet Link Poll Address (AP Only)—When an IP address is pro-
vided, the Access Point pings the remote | P device every 2 min-
utes to test the integrity of the backhaul link. If thislink is not
available, the APwill advertiseits“NOT AVAILABLE” status
in the beacon signal so Remotes do not try to associate to it.
Oncethe IP addressis reachable, this beacon signal changesto
“AVAILABLE” and Remotesarealowedtojoinin. 0.0.0.0dis-
ablesthis function. Any other valid IP address enablesit.
[0.0.0.0]

3.4.4 DHCP Server Configuration

A transceiver can provide automatic | P address assignments to other |P
devicesin the network by providing DHCP (Dynamic Host Configura-
tion Protocol) services. Thisservice eliminates setting individual device
| P address on Remotes in the network, but it still requires thoughtful
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planning of the IP address range. One drawback to network-wide auto-
matic |P address assignments is that SNMP services may become inac-
cessible as they are dependent on fixed | P addresses.

The network can be comprised of radios with the DHCP-provided |P
address enabled or with DHCP services disabled. In thisway, you can
accommodate locations for which afixed IP addressif desired.

& Com7 19.2K - HyperTerminal =lol ||
Fle Edt Yew Cal Transfer Heb
Dl 53] ols| @
|
Town Hall AP
DHCP Server Configuration Menu
A) Server Status disabled
B) DHCP Metmask 0.0.0.0
C) Starting Address 0.0.0.0
D) Ending Address 0.0.0.0
E) DNS Address 0.0.0.0
F) WINS Address 0.0.0.9
Select a letter to configure an item, <ESC> for the prev menu - :i

Figure 3-17. DHCP Server Configuration Menu

NOTE: There should be only one DHCP server active in a network. If
more than one DHCP server exists, network devices may
randomly get their P addressfrom different serversevery time
they request one.

NOTE: Combining DHCP and RADIUS device authentication may
result in a non-working radio module if the DHCP server is
located at a remote radio. The DHCP server should be placed
at the AP location, if possible.

* Server Status—Enable/Disable responding to DHCP requests to
assign an IP address. [Disabled/Enabled; Disabled]

* DHCP Netmask—I P netmask to be assigned along with the IP
address in response to a DHCP request. [0.0.0.0]

* Starting Address—L owest | P address of the range of addressesto
be provided by this device. [0.0.0.0]

* Ending Address—Highest | P addressin the range of addressesto
be provided by this device. A maximum of 256 addressesis
allowed in thisrange. [0.0.0.0]

* DNS Address—Domain Name Server address to be provided by
this service.

* WINS Address—Windows Internet Naming Service server
address to be provided by this service.

MDS 05-4446A01, Rev. A
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* Restart DHCP Server—Sel ecting this option forcesthe transceiver
to start servicing DHCP requests using the Starting Address.
Payload datawill not be interrupted but may experience some
delays as new addresses are distributed.

3.4.5 SNMP Agent Configuration

Thetransceiver containsover 100 custom SNM P-manageabl e objectsas
well asthe IETF standard RFC1213 for protocol statistics, also known
as MIB II. Off-the-shelf SNM P managers such as Castle Rock Com-
puting SNMPc™ and Hewlett Packard HP OpenView™ may also be
used to access the transceiver’s SNMP Agent’s MIB. Thetransceiver’s
SNMP agent supports SNMPv3.

The objects are broken up into nine MIB files for use with your SNMP
manager. Therearetextual conventions, common filesand specificfiles.
This allows the flexibility to change areas of the MIB and not affect
other existing installations or customers.

* msdreg.mib—MDS sub-tree registrations

* mds_comm.mib—MDS Common MIB definitions for objects
and events which are common to the entire product family

* mercury_reg.mib—MDS sub-tree registrations

* mercurytrvl.mib—SNMPv1 enterprise-specific traps

* mercurytrv2.mib—SNMPv2 enterprise-specific traps

* mercury_comm.mib— MIB definitions for objects and events
which are common to the entire Mercury Series

* mercury_ap.mib—MIB definitions for objects and events for an
Access Point transceiver

* mercury_sta.mib—Definitions for objects and eventsfor a
Remote radio

* mercury_sec.mib—For security management of the radio system.
SNMPv3 allows read/write operation. SNMPv1/2 allows only
for read-only access.

NOTE: SNMP management requires that the proper IP address,
network and gateway addresses are configured in each trans-
ceiver of the associated network.

In addition, some management systems may require the MI1B
filesto be compiled in the order shown above.
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Select a lecter to configure an item, 'Q' to exit menu

Device Name Here *

SMMP Agernt Config Merma *
—===================================== == =S========sSs=Ss=====================- ¥
*

Read Conmumiitsy TEEEEEEE -
*

Trite Commnarnity FEELTE LT -
*

Trap Conmumiity Py .
*

V3 Auth Password FEETEELL .
*

V3 Priv Password FEETEELL .
*

SMMF Mode dizsabled I} Trap Manager #1 g.0.0.0 *
*

Trap Wersion w1l traps E) Trap Manager #Z g.o.o.a *
x*

buth Trap 3tatus disabled L) Trap Manager #3 o.0.0.0 *
*

W3 Password Mode — memager M) Trap Menager #4  0.0.0.0 *
*

*

*

*

*

e e e e e i e e ]

Figure 3-18. SNMP Server Configuration Menu
From Access Point

Thismenu provides configuration and control of vital SNMP functions.

Read Community String—SNMP community name with
SNMPv1/SNMPv2c read access. This string can be up to 30
alpha-numeric characters.

Write Community String—SNM P community name with
SNMPv1/SNMPv2c write access. This string can be up to 30
alpha-numeric characters.

Trap Community String—SNMP community name with
SNMPv1/SNMPv2c trap access. This string can be up to 30
alpha-numeric characters.

V3 Authentication Password—AUthentication password stored in
flash memory. Thisis used when the Agent is managing pass-
words locally (or initially for all cases on reboot). Thisisthe
SNMPv3 password used for Authentication (currently, only
MD?5 is supported). This string can be up to 30 apha-numeric
characters.

V3 Privacy Password Privacy password stored in flash memory.
Used when the SNMP Agent is managing passwords locally (or
initially for all cases on reboot). This is the SNMPv3 password
used for privacy (DES encryption). This string can be between
8 and 30 alpha-numeric characters.

SNMP Mode—T his specifies the mode of operation of theradio’s
SNMP Agent. The choices are: disabled, v1_only, v2_only,
v3_only. v1-v2, and v1-v2-v3. If the modeis disabled, the
Agent does not respond to any SNMP traffic. If the modeis
vl only, v2 only, or v3_only, the Agent responds only to that
version of SNMP traffic. If the modeisv1-v2, or v1-v2-v3, the
Agent responds to the specified version of SNMP traffic.
[vi-v2-v3]
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* Trap Version—This specifies what version of SNMP will be used
to encode the outgoing traps. The choices are vl traps,
v2_traps, and v3_traps. When v3_traps are selected, v2-style
traps are sent, but with av3 header. [vi Traps, v2 Traps, v3 Traps]

* Auth Traps Status—Indicates whether or not traps will be gener-
ated for login events to the transceiver. [Disabled/Enabled; Dis-
abled]

* SNMP V3 Passwords—Determines whether v3 passwords are
managed locally or viaan SNMP Manager. The different behav-
iorsof the Agent depending on the mode sel ected, are described
in SNMP Mode above.

* Trap Manager #1-#4— Table of up to 4 locations on the network
that traps are sent to. [Any standard IP address]

NOTE: The number in the upper right-hand corner of the screen isthe
SNMP Agent’s SNMPv3 Engine ID. Some SNMP Managers
may need to know this ID in order interface with the trans-
ceiver's SNMP Agent. The ID only appears on the screen
when SNMP Mode is either v1-v2-v3 or v3_only.

3.5 RADIO CONFIGURATION

Therearetwo primary datalayersin thetransceiver network—radio and
data. Since the data layer is dependent on the radio layer working prop-
erly, configuration of the radio items should be reviewed and set before
proceeding. This section explains the Radio Configuration Menu,
(Figure 3-19for AP, Figure 3-20 for Remote). The Configuration Menu
isfollowed a secondary menu, the Skip Zone Options.

3.5.1 Radio Configuration Menu

bk e ek kb ke ] CC* bk b ek ek bk
Device Name Here

%

Badio Conficaration Merm *
—==========================================================================- :
A) FF Mutput Power 30 dEm H) BF Start Frequency 1 502000000 Hz :
E) Dwell Time Z0 mzec I) BF End Fregquency 1 SE7000000 Hz *

C) Beacon Interwval &l hops Ji BF Btart Fregquency £ 0 Hz

L) Defaalt Modulation QPSHE 1/2 rate KE) BF End Frequency 2 0 Hz=

E) Frag Threshold 1000 L) BESSTI Threshold —110 dBEm
F) PBetries u]
G) Pepeats u]

Select a letter to conficure an ditem, '0Q' to exit menu

W WM OWO IO DR OWO0-dm kMO

ERENE N B N B R B B B B

e e e e ek s e ]

Figure 3-19. Radio Configuration Menu From Access Point
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o C\WINNT \system32telnet.exe ]
Remote Demo Bet AN -
_ Radio =Conf iguration I:enu _ j
A> RF Output Power 38 dBnm G> Fragmentation Threshold 1688 hytes
B> Data Rate Auto H> RIS Threshold 588 hytes
C) Compression disabled I> RS8I Threshold —85% dBm
D> Duell Time 65.5 msec J> SNR Threshold a8 de
E> Beacon Period Hormal K> RF Hopping Format ISH
F>» Hop Pattern Seed 1 L> Skip Zones

H> fiuto Data Rate Config

Select a letter to configure an item. {ESC> for the prev menu

Figure 3-20. Radio Configuration Menu
From Remote Unit

RF Output Power (User Review Recommended)—Sets/displays RF
power output level. Displayed in dBm. Setting should reflect
local regulatory limitations and losses in antenna transmission
line. (See* How Much Output Power Can be Used?” on

Page 144 for information on how to calculate this value.)
[20-30; 20]

Data Rate (Remote Only. AP fixed is at 512/1 Mbps.)—Shows the
over-the-air datarate setting for the Remote radio. Remotes can
operate at one of two data rates when communicating with an
AP; 512 kbpsor 1 Mbps. Higher speeds are possiblewith strong
RF signal levels, typically stronger than —77 dBm RSS! includ-
ing a 15 dB fade margin.

When the datarate is set to AuTO, the remote radio is able to
change speeds based on the signal quality criteriaset inthe Auto
Data Rate submenu described later in this section (see Page 56).
[256, 512, AUTO; AUTO]

Compression (AP Only)—Enabling this option uses LZO com-
pression algorithm for over-the-air data. Varying levels of data
reduction are achieved depending on the nature of the informa-
tion. Text files are typically the most compressible, whereas
binary files are the least compressible. On average, a 30%
increase in throughput can be achieved with compression
enabled.

bwell Time—Duration (in milliseconds) of one hop on a particu-
lar frequency in the hopping pattern. (Thisfield isonly change-
able on an Access Point. Remotes get their value from AP upon
association.) [8.2, 16.4,32.8, 65.5, 131.1; 32.8]
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TIP: If apacket is being transmitted and the dwell time
expires, the packet will be completed before hopping to the next
freguency.
* Beacon Period—Amount of time between Beacon transmissions
(in msec).

Available Intervals: Normal (104 ms), Fast (52 ms), Faster (26
ms), Slow (508 ms), Moderate (208 ms). These valuesproviderel-
atively quick association timeswhere Fast isvery fast (= 5 sec)
and the other end, the largest recommended value, the 508 ms
period isslow (= 60 sec). [Normal, Fast, Faster, Slow, Moderate; Nor-
mal]

TIP: Increasing the Beacon Period will provide a small
improvement in network data throughput. Shortening it
decreases the time needed for Remotes to associate with
the AP. A short beacon period is usually only a benefit
when there are mobile Remotes in the network.

* Hop Pattern Seed—A user-sel ectable valueto be added to the hop
pattern formula. Thisisdonein the unlikely event that identical
hop patterns are used with two collocated or nearby networks.
Changing the seed value will minimize the potential for RF-sig-
nal collisions in these situations. (Thisfield is only changeable
on an Access Point. Remotes read the AP’s val ue upon associa-
tion.) [0 to 255; 1]

* Fragment Threshold—Before transmitting over the air, if apacket
exceedsthisnumber of bytes, thetransceiver sendsthe packet in
multiple fragments that are reassembled before being delivered
over the Ethernet interface at the receiving end. Only even num-
bers are acceptable entries for this parameter. Over-the-air data
fragmentation is not supported on AP units. (See * Network Per-
formance Notes” on Page 96 for additional information.)
[256-1600 bytes; 1600]

TIP: In an interference-free environment this value should be
large to maximize throughput. If interference exists then
the value should be set to smaller values. The smaller the
packet thelesschanceof it being interfered with at the cost
of dlightly reduced throughpui.

* RTSThreshold—Number of bytes for the over-the-air RTS/CTS
handshake boundary. (See “ Network Performance Notes’ on
Page 96.) [0 to 1600 bytes; 500]

NOTE: While the transceiver accepts RTS Threshold values below
100, the lowest value that worksis 100.
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TIP: Lower the RTS Threshold as the number of Remotes or
overall over-the-air traffic increases. Using RTS/CTSisa
trade-off, giving up some throughput in order to prevent
collisionsin a busy over-the-air network.

The RTs Threshold should be enabled and set with avalue
smaller than the Fragmentation Threshold described above.
RTS forces the Remotes to request permission from the
AP before sending a packet. The AP sendsa CTS control
packet to grant permission to one Remote. All other
Remotes wait for the specified amount of time before
transmitting.

* RSSIThreshold (for alarm)—Level (dBm) below which the
received signal strength is deemed to have degraded, and acrit-
ical event (alarm) is generated and logged. Under these condi-
tions, the PWR lamp flashes, and atrap is sent to the trap
manager if SNMP is enabled and set properly. [0 to -120; -90]

* SNRThreshold (for alarm)—Value (dB) below which the sig-
nal-to-noise ratio is deemed to have degraded and a critical
event isgenerated and logged. Under these conditions, the PWR
lamp flashes, and atrap is sent to the trap manager if SNMPis
enabled and set properly. [0 to 40; Not Programmed]

* RF Hopping Format—Operation must be compliant with coun-
try-specific restrictionsfor the frequency band used. Thisoption
must be specified when the order is placed and cannot be mod-
ified in the field by the user. The available formats are:

e IsM: 902-928 MHz band

e GsM: 915-928 MHz band

e spLIT: 902-907.5 and 915-928 MHz bands

* CHANNELS: 902-928 MHz, selectable, from 1 to 80 channels.

NOTE: When using cHANNELS mode, all radios (AP and Remotes)
must be set to use the same channelsin order to establish alink.
If thisis not done, the radios will not connect.

NOTE: The transceiver operates only in the cCHANNELS mode, with
selectable channels from 1 to 75.

* Channel Config—Brings up a submenu (Figure 3-21) that dis-
plays.
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o C:\WINNT ' system32\telnet.exe o =] ]
AP Demo Set AA N
Channel Config Menu
88 n 18 n 28 n 38 n 48 n 58 n 68 n 78 n
81 n i1 n 21 n 3 n 41 n 51 n 61l n 1 n
82 n 12 n 22 n 32 n 42 n 52 n 62 n 72 n
a3 u 13 n 23 n 33 n 43 n B3 n 63 n 73 n
84 n 14 n 24 NA 34 n 44 n 54 n 64 n 4 n
@5 n 15 n 25 n 35 n 45 n 55 NA 65 n 5 n
a6 vy 16 n 26 NA 36 n 46 n 56 n 66 n 6 n
a7 n 1?7 n 2?7 n 37 n 47 n 57 n 67 n 7 n
88 n 18 n 28 n 38 n 48 n 58 n 68 n 78 n
ag u 19 n 29 n 32 n 49 n B9 n 6? n 77 n

A>» Clear A1l
B> Enter Channels
C> Commit Changes

Select a letter to configure an item. {ESC> for the prev menu

Figure 3-21. Channel Config Submenu
(In the default configuration, all channels are disabled)

Key to channel indicators:

n (no) = Radio channel is not used
y (yes) = Radio channel is used
NA (not available) = Radio channel is not available

* Clear All—This command clears all entriesin the Channel
Config Menu, resetting the available channelsto * no usage.”
Channels that are not available for use will appear with a
notation of or NA. These channels are not available because
of pre-existing conditions, and are not user-configurable.

* Enter Channels—This allows selection of the channels used
for frequency hopping operation. The selection of particular
channelswill result in anindication of y. Be awarethat these
channels do not become active until the Commit Changes
selection isinvoked.

* Commit Changes— T hisre-bootsthe radio and loadsthe active
channels into the frequency list for frequency hopping oper-
ation.

Radio Configuration Menu descriptions, continued...

* Auto Data Rate Configuration—T his selection brings up asubmenu
as shown in Figure 3-22. For the settings in this submenu to
have any effect, the Data Rate menu item(Page 53) must be set
to AuTO.
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The Auto Data Rate Configuration submenu istypically for use
in environments where signal quality is variable, and you wish
to maintain the highest possible over-the-air datarate as condi-
tions change.

“%Com 1 19.2K - HyperTerminal =] 9]

D|=| 55| ols| &=

Auto Data Rate Config Menu

A) ADR RSSI Threshold -87 dBm
B) ADR RSSI Delta 5

C) ADR SNR Threshold 26 dB
D) ADR SNR Delta 2

Select a letter to configure an item, <ESC> for the prev menu _ :j
4

[Cannected 0:42:28 1100 [tozooe-n1  [SCROLL [APS [NOM  [Capture  [Frink echa

Figure 3-22. Auto Data Rate Submenu

NOTE: In the description below, “high speed” 1 Mbps operation.
“Standard speed” refersto 512 kbps.

The Auto Data Rate Configuration submenu consists of two threshold
settings, each accompanied by a*“delta’ (amount of change) setting.
Using the example of Figure 3-22, assumethe current RSSI is-87 dBm.
An RSSI reduction of more than 5 dBm (more negative RSSI number)
would cause adatarate change from high speed to standard speed. Once
the data speed has changed to standard speed, an RSSI increase to the
level of -82 dBm would be required for the radio to switch back to high
speed. This provides an operational “window” or hysteresis range over
which the data speed stays constant despite minor changesin signa
strength.

The SNR (signal-to-noise ratio) threshold and delta operate in the same
manner described above, with the exception that the units are expressed
in relative dB instead of dBm. In the example of Figure 3-22, adrop of
2dB from alevel of 26 dB would result in adatarate change from high
speed to standard speed. For the radio to return to high speed, the SNR
would need to increase to 28 dB. (See Glossary for definition of SNR.)

RSSI or SNR figures alone mean little when determining signal quality.
Both parameters must be considered to get atrue understanding of signal
quality. For example, a strong, but noisy signal would likely be less
useful than aweak signal with low noise levels. Proper use of the
threshold and delta settings will result in smoother, morereliable perfor-
mance from your wireless link.
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Figure 3-22 shows the default values for RSSI and SNR parameters but
these may be changed to optimize performance in your environment. In
properly designed systems, experience has shown that RSS! levels
between -50 dBm and -90 dBm provide reliable operation, provided the
signal-to-noiseratio is 17 dB or above. Tailoring the thresholds with
these baseline values in mind, can provide improved performancein
your system.

The selections on the Auto Data Rate menu are as follows:

* ADR RSSIThreshold—A specified received signal strength

value, which, if exceeded by the range of the RssI Delta set-
ting, causes a data rate change in the transceiver. [-50 to -100;
-87 dBm]

ADR RsSI Delta—A user-specified difference from the rssi
Threshold figurewhich, if exceeded, causesadatarate change
in the transceiver. [0-10; 5]

ADR SNR Threshold—A user-specified signal-to-noise ratio,
which, if exceeded by the range of the SNR Delta Setting,
causes a data rate change in the transceiver. [10-30; 26]

ADR SNR Delta—A user-specified difference from the sNnr
Threshold figurewhich, if exceeded, causes adatarate change
in the transceiver. [0-10; 2]

Radio Configuration Menu descriptions, continued...

* Skip Zones (Does not apply to all models. Editable at AP Only.)—This
selection brings up a submenu (Figure 3-23) that displaysthe
current utilization of zones. Each zone consists of eight RF
channels. In some instances there may be apart of the spectrum
used by another system, that resultsin “continuous’ or “persis-
tent” interference to your system. To aleviate thisform of inter-
ference, the transceiver may be programmed to “block out”
affected portions of the spectrum using the Skip Zones Menu.
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%4 Com 1 19.2K - HyperTerminal 1ol
Fle Edt View cCal Transfer Help
Town Hall AP B
Skip Zones Menu
A) Zone H1 Active F) Zone #6 Active
B) Zone #2 Active G) Zone #7 Active
C) Zone #3 Active H) Zone #8 Skipped
D) Zone W4 Active 1) Zone #9 Skipped
E) Zone #5 Active J) Zone #10 Skipped
K) Commit changes
Choose any combination of B, 1, 2, or 3 zones to deactivate
Select a letter to configure an item, <ESC> for the prev menu :J
Cannected 0105 lrimn [1aznn A-n-1 [ScROLL [CaPs  MNOM  [Caoture  [Prink echo vA

Figure 3-23. Skip Zone Options Submenu
(“Commit changes” displayed only on Access Point radios)

Figure 3-23 displays the utilization of 10 zones, each having
eight RF operating frequencies. Zones can be toggled between
Active and skipped at Access Point units by first keying in the let-
ter of the zone to be changed, and then pressing the spacebar to
toggle between the two options for each zone. Select the commit
Changes menu item to implement changes. These changes will
be forwarded to al unitsin the network through the Access
Point’ s beacon signal.

A maximum of three zones can be skipped and still be compli-
ant with FCC regulations.

3.5.2 Mobile Data Configuration

Because amobile environment is more demanding than fixed-site oper-
ation, additional considerations must be made at the time of configura-
tion. These key points should be considered for all mobile installations:

Use middleware—The use of middleware in the mobile laptopsis
highly recommended for better operation of a mobile data system.
MDS provides middleware from one of the vendors available in the
market. Contact your MDS representative for details.

Plan your network coverage—Deploy Access Points so that they
provide overlapping coverage to each other. Access Points must use
the same network name to enable roaming

Set the Remote radios to the lower operational speed (512 kbps) to
optimize coverage
Configure the Remote radios for mobile operation—Enable the
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mobility function using the Remote radio’s Network Configuration
Menu (see Figure 3-24). Although a menu selection appearsin the
Access Point’s Network Configuration menu, this setting cannot be
changed. When you enable the Remote radio’s Mobility Mode
option, the radio scans for an aternate AP if the RSS! is at or below
the RSSI threshold defined in the Radio Configuration screen (see
Figure 3-25).

» Set the RSSI Threshold to -85 dBm—Thislevel istypically used for
mobile systems with good performance. Make sure there is overlap-

ping coverage of more than one AP to provide a good user experi-
ence and continuous coverage.

&Com 1 19.2K - HyperTerminal =13l x|
File Edit Wiew Cal ted
Dl=| 55| o=
El
Remote Dual Gateway
Network Configuration Menu
A) Device Mode Dual Remote G) IP Address Configuration
B} Network Name GNET H)} Ethernet Port Configuration
C) SNTP Server 0.0.0.0 I) DHCP Server Configuration
J) SNMP Agent Configuration
K) Mobility Mode enabled
Ethernet Address 00:06:3D:00:1B:01
Wireless Address 00:06:3D:00:1B:60
Select a letter to configure an item, <ESC> for the prev menu _ :|
(Connected 0:01:46 [ur1o0 [to2008-1  [SCROLL  [CAPS UM [Capture  [Prink echo V)

Figure 3-24. Enabling Mobility at Remote Radio

After association islost with an AP, and scanning for an alternate AP is
started, theformer APisplaced on a“blacklist” for 10 seconds, to avoid
linking back to the same AP. If no alternate AP isfound, alink is even-
tually made to the same AP as before. Thisiswhy it isimportant to

design a system with sufficient overlapping coverage by multiple APs.
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Figure 3-25. Radio Configuration Menu—Remote

Other parameter settings that should be reviewed for Mobility Mode:

* Compression [AP; disabled]—Disable radio compression. Data
compression is best performed by the middleware running on
the mobile laptop PC. Gainsin efficiency are made because
middleware compresses data at a higher stack level, and it
aggregates multiple data frames and streamsinto asingle
packet. Compression at the radio level, although highly effi-
cient, works at the individual packet level.

* Dwell Time [Set to the minimum value]—This setting controls the
amount of time that the unit spends on each frequency between
hops. Although overall throughput appears to decrease by this
setting the effects of multipath fading are minimized through
frequency diversity.

* Beacon Period [Set to the fastest value]—This parameter defines
the interval at which the Access Point transmits a synchroniza-
tion beacon to all remotes. A faster setting minimizes resyn-
chronization times when remote radios roam between access
points or in highly interrupted coverage areas (dense buildings,
for example).

* Fragmentation Threshold [remote; 256]—Set to asmall value. This
parameter defines the size of the message packets transmitted
over thewireless media. These fragments are reconstructed into
the original packet before delivery to the external device at the
remote end of the link. In a mobile environment with rapidly
changing conditions, setting this value to a minimum value
improves the probability of packets being sent complete on the
first try.
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* RTSThreshold [AP; 0-1600 bytes]|—Enable RTS flow at a small
value. This setting isawireless equivalent to RTS/ICTS flow
control in awired communications circuit. This mechanism pre-
vents packet collisions caused by the “Hidden Node” scenario,
in which remotes can’t hear each other before transmitting.
When thisvalueis set below 100 or above 1500, it iseffectively
disabled.

3.6 CONFIGURING THE SERIAL
INTERFACES

3.6.1 Overview

Thetransceiver includes an embedded serial device server that provides
transparent encapsulation over IP. In this capacity, it acts as a gateway
between seria and I P remote devices. Two common scenarios are PC
applications using 1P to talk to remote devices, and serial PC applica-
tions talking to remote serial devices over an | P network.

Note that the transceiver’'s COM1 port is DCE. Therefore, if the equip-
ment to be connected is also DCE, then anull-modem cablewill need to
be used.

Com1 Port-Dual Purpose Capability

The COM1 port isused as alocal console connection point and to pass
serial datawith an external device. Setting the COM1 port statusto Enable
prevents access to the Management System (M S) through this port.
However, the M S can still be accessed viathe LAN port using Telnet or
aweb browser.

To restore the COM 1 port to support Management System services,

connect aterminal to the port, select the proper baud rate (19,200 is

default), and enter an escape sequence (+++) to reset it to the console
mode.

TCP vs. UDP

Both types of I1P services are used by the transceiver embedded serial
device server—TCPand UDP. TCP providesaconnection-oriented link
with end-to-end acknowledgment of data, but with some added over-
head. UDP provides a connectionless best-effort delivery service with
no acknowledgment.

Most polled protocolswill be best served by UDP service asthe protocol
itself has built-in error recovery mechanisms. UDP provides the needed
multidrop operation by means of multicast addressing.

On the other hand, TCP services are best suited for applications that do
not have arecovery mechanism (error-correction) and must have the
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guaranteed delivery that TCP provides despite the extra overhead. The
| P-to-Serial example shows how to do this. (See “ IP-to-Serial Applica-
tion Example” on Page 72.)

Serial Encapsulation

Transparent encapsulation, or |P tunneling, provides a mechanism to
encapsulate serial datainto an IP envelope. Basically, all the bytes
received through the serial port are put into the data portion of aTCP or
UDP packet (TCP or UDP are user configurable options). In the same
manner, all data bytes received in a TCP or UDP packet are output
through the serial port.

When datais received by the radio through the serial port it is buffered
until the packet isreceived completely. There are two eventsthat signal
an end-of -packet to the radio: a period of time since the last byte was
received, or anumber of bytesthat exceed the buffer size. Both of these
triggers are user configurable.

One radio can perform serial data encapsulation (IP-to-Serial) and talk
to aPC. Two radios (or one radio and aterminal server) can be used
together to provide a serial-to-serial channel.

TCP Client vs. TCP Server

On aTCP session thereisaserver side and aclient side. The server is
always waiting for requests from clients. The transceiver can be config-
ured to act as either aserver or aclient.

The client mode attempts to establish a connection to aserver (typically
running on a PC) whenever it receives data on the seria port.

Thereisalso a Client/Server mode where a connection is established in
either the client or server modes. An incoming “keep aive” timer and
outgoing counter

UDP Multicast

| P provides amechanism to do alimited broadcast to a specific group of
devices. Thisisknown as“multicast addressing.” Many I P routers, hubs
and switches support this functionality.

Multicast addressing requires the use of a specific branch of IP
addresses set apart by the Internet Assigned Numbers Authority (IANA)
for this purpose.

UDP multicast is generally used to transport polling protocolstypically
used in SCADA applications where multiple remote devices will
receive and process the same poll message.

As part of the Multicast implementation, the radio sends IGMP mem-
bership reportsand |GM P queries, and responds to membership queries.
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It defaults to V2 membership reports, but responds to both V1 and V2
gueries.

Y ou must configure the multicasted serial port as the target for the mul-
ticast data (for example, multipoint-to-multipoint mode, or
point-to-multipoint mode where the inbound data is multicast). This
restriction is because a host that only sends data to a multicast address
(for example, point-to-multipoint mode where the radio acts as a point)
will not join the group to receive multicast data because the host’s
inbound data is directed unicast data.

The seria-to-serial example which follows shows how to provide mul-
ticast services. (See* Point-to-Multipoint Serial-to-Serial Application
Example” on Page 74.)

PPP

Externa devices can connect to the transceiver using PPP
(Point-to-Point Protocol). The transceiver works as aserver and assigns
an |P address to the device that connects through this interface.

To gain accessto the transceiver from a PC even if the network isdown,
amodem may be connected to one of the transceiver’s COM ports that
has been configured with PPP.

Data Buffering

Data buffering is always active regardless of the selected mode. When
Seamless mode is selected, a buffer size of 256 bytesis used. When
custom mode is selected, the size options are: 16. 32, 64, 128, and 256
bytes. The Inter-Frame Delay is settable in either Seamless or Custom
modes.

Implementing Configuration Changes

Thereareseveral configuration parametersfor the Serial Gateway found
under the Serial Configuration Menu of the Management System. After
making changesto the configuration, you must use the menu’ s Commit
Changes’ to assert the changes.

If you are connecting EIA-232 serial devicesto the transceiver, review
these parameters carefully.

Serial Configuration Wizard

The Seria Configuration Wizard available through the serial Gateway
Configuration Menu iSrecommended for configuration of serial ports. The
wizard uses a step-by-step process, will eliminate possible conflicting
settings, and streamline complex configurations.

The wizard can be bypassed by selecting option B) vView Current Settings
and adjusting the individual settings of the appropriate parameter
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3.6.2 Serial Data Port Configuration Menu

This menu assists you in setting the data parameters for the COM 1
Serial Data Port. It utilizes awizard program to ssimplify the steps
involved in this task.

Y ComT 19.2K - HyperTerminal =10

File Edt Yiew Cal Transfer Help

Serial Gateway
Serial Configuration Wizard

Welcome to the Serial Configuration Wizard. This wizard will assist
you in the configuration of your available Serial Data Ports.

A) Begin Wizard

B) View Current Settings

Select a letter to choose item, Q' to quit wizard

g Kl

Connected 0:42:56 v 100 [tozooe-1  [SCROLL [caps UM [Capture | [Prink echa

Figure 3-26. Serial Configuration Wizard

* Begin Wizard—T o0l for configuration of serial portsusing a
step-by-step process.

* View Current Settings—Displays all settable options. Depend-
ing on the selected I P protocol.

3.6.3 Configuring for UDP Mode

/g Com 1 19.2K - HyperTerminal =10l x|

File Edit wew Cal Transfer Help

Town Hall AP
Serial Configuration Wizard

Com?2 Serial Data Port

A) Status enabled

B) IP Protocol UDP Point to Multipoint
C) Multicast IP Address 224.254.100.2

D) Multicast TP Port 30011

E) Local TP Port 30011

F) Time to Live 1

G) Packet Redundancy Mode Single Packet Mode
H) Data Baud Rate 9600

I) Configuration 8N1

J) Flow Control disabled

K) Serial Mode Seamless

L) Seamless Inter-Frame Delay

Select a letter to choose item, <ESC> for the prev menu, 'Q° to quit wizard

SNl

Connected 0:19:33 [vtio0 [lsz0n w1 [SCROLL  [CAPS [ [Capiure  [Print eche

Figure 3-27. UDP Point-to-Multipoint Menu
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UDP point-to-multipoint to send a copy of the same packet to multiple
destinations, such asin apolling protocol.

status—Enable/Disable the seria data port.

IP Protocol—Point to Multipoint [Tcp, ubp PPP; TCP]. Thisis
the type of IP port that will be offered by the transceiver’s
serial device server.

Multicast IP Address (Used instead of Local IP Address when
using UDP Point-to-Multipoint.)— Must be configured with
avalid Class D IP address (224.0.0.0-239.255.255.255). |P
packets received with a matching destination address will be
processed by this unit [Any legal IP address; 0.0.0.0].

Multicast IP Port (used instead of Local IP Port when using UDP
Point-to-Multipoint.)—This port number must match the
number used by the application connecting to local TCP or
UDP socket. [1-64,000; 30010]

Local IP Port—Receive | P data from this source and pass it
through to the connected serial device. The port number must
be used by the application connecting to local TCP or UDP
socket. [Any valid IP port; 30010]

Time to Live (TTL)—AN IP parameter defining the number of
hopsthat the packet isallowed to traverse. Every router inthe
path will decrement this counter by one.

Packet Redundancy Mode— FOr proper operation, all radios
Serial Packet Redundancy mode must match (Single Packet
modevs. Packet Repeat mode). Thisisbecause atransceiver,
when in Packet Repeat mode, sends 12 extra characters
(sequence numbers, etc.) to control the delivery of the
repeated data. Misconfigurations can result in undesired
operation.

Data Baud Rate—Data rate (payload) for the COM port in
bits-per-second. [1,200-115,200; 19200]
Configuration—Formatting of databytes. Databits, parity and
stop bits[7N1, 7E1, 701, 8N1, 8E1, 801, 8N1, 7N2, 7E2, 702, 8N2,
8E2, 802; 8N1].

Flow Control [Com1 port]—RTS/CT S handshaking between the
transceiver and the connected device. [Enable, Disable; Dis-
abled]

Serial Mode—When seamless mode is sel ected data bytes will
be sent over the air as quickly as possible, but the receiver
will buffer the data until enough bytes have arrived to cover
worst-case gaps in transmission. The delay introduced by
data buffering may range from 22 to 44 ms, but the radio will
not create any gaps in the output data stream. This permits
operation with protocols such as MODBUS™ that do not
allow gapsin their data transmission. [Seamless, Custom;
Seamless]
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* Seamless Inter-Frame Delay— Number of charactersthat repre-
sent the end of a message (inter-character time-out). UDP
packet sizes are delimited and sent out based on the Seamless
Inter-Frame Delay only when receiving data through the
serial port. MODBUS defines a“3.5-character” parameter.
[1-65,535; 4]

* Custom Data Buffer Size (Custom Packet Mode only)—Maxi-
mum amount of characters, that the Remote end will buffer
locally before starting to transmit datathrough the serial port.
[16, 32, 64, 128, 256; 32]

* Commit Changes and Exit Wizard—Save and execute changes
made on this screen (Shown only after changes have been
entered.)

& Com 1 19.2K - HyperTerminal =[al x|
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Serial Configuration Wizard

Com2 Serial Data Port

Status enabled

IP Protocol UDP Point to Point
Remote IP Address 169.254.10.2
Remote IP Port 30011

Local IP Port 30011

Packet Redundancy Mode $ingle Packet Mode
Data Baud Rate 9600
Configuration 8N1

Flow Control disabled

rCHIIOoOmMMmMoOomD

Serial Mode Seamless
Seamless Inter—Frame Delay [

Select a letter to choose item, <ESC> for the prev menu, 'Q° to quit wizard _

S

[Connected 0:09:07 [vT100 [tozo0a-n-1 [SCROLL [CAPS [WUM  [Capture  [Prink echo

Figure 3-28. UDP Point-to-Point Menu

Use UDP point-to-point configuration to send information to asingle
device.

 status—Enable/Disable the seria data port.

* P Protocol—UDP Point-to-Point. Thisisthe type of IP port
that will be offered by the transceiver’s seria device server.
[TCP, UDP, PPP; TCP]

* Remote IP Address—Data received through the serial port is
sent to this | P address. To reach multiple Remotesin the net-
work, use UDP Point-to-Multipoint.

[Any legal IP address; 0.0.0.0]

* Remote IP Port— T he destination IP port for data packets
received through the serial port on the transceiver. [1-64,000;
30010]

* Local IP Port—Port number where datais received and passed
through to the serial port. This port number must be used by
the application connecting to this transceiver. [1-64,000;
30010]
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Packet Redundancy Mode— FOr proper operation, all radios
Serial Packet Redundancy mode must match (Single Packet
modevs. Packet Repeat mode). Thisisbecause atransceiver,
when in Packet Repeat mode, sends 12 extra characters
(sequence numbers, etc.) to control the delivery of the
repeated data. Misconfigurations can result in undesired
operation.

Data Baud Rate—Data rate (payload) for the COM port in
bits-per-second. [1,200-115,200; 19200]
Configuration—Formatting of databytes. Databits, parity and
stop bits[7N1, 7E1, 701, 8N1, 8E1, 801, 8N1, 7N2, 7E2, 702, 8N2,
8E2, 802; 8N1].

Flow Control (COM1 port)—RTS/CTS handshaking between
the transceiver and the connected device.

[Enable, Disable; Disabled]

Serial Mode— When seamless mode is selected, data bytes
will be sent over the air as quickly as possible, but the
receiver will buffer the data until enough bytes have arrived
to cover worst case gaps in transmission. The delay intro-
duced by data buffering may range from 22 to 44 ms, but the
radio will not create any gapsin the output data stream. This
mode of operation isrequired for protocols such as MOD-
BUS™ that do not alow gaps in their data transmission.
[Seamless, Custom; Seamless]

Seamless Inter-Frame Delay— Number of charactersthat repre-
sent the end of a message (inter-character time-out). MOD-
BUS defines a* 3.5-character” parameter. [1-65,535; 4]

Custom Data Buffer Size (Custom Packet Mode only)—Maxi-
mum amount of characters, that the Remote end will buffer
locally before starting to transmit data through the serial port.
[16, 32, 64, 128, 256; 32]

Commit Changes and Exit Wizard—Save and execute changes
made on this screen (Shown only after changes have been
entered.)
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3.6.4 Configuring for TCP Mode

/g Com 1 19.2K - HyperTerminal =lox

Fle Edt View Cal Iransfer Help

Remote Demo Set X
Serial Configuration Wizard

Com2 Serial Data Port

Status enabled

IP Protocol TCP Client
Primary Host Address 169.254.0.2
Primary IP Port 30011
Secondary Host Address 169.254.160.2
Secondary IP Port 30011
Client Inactivity Timeout{sec) 600

Data Baud Rate 9600
Configuration 8N1

Flow Control disabled
Serial Mode Seamless
Seamless Inter-Frame Delay A

rRCOCIOTMOoOomD

Select a letter to choose item, <ESC> for the prev menu, Q' to quit wizard _

S K

Connected 0:23:20 [vtio0 [lozooe-n-1  [SCROLL  [CAPS WM [Capture  [Print echo

Figure 3-29. TCP Client Menu (Remote)

» status—Enable/Disable the serial data port.

* 1P Protocol—TCP Client. Thisisthe type of IP port that will
be offered by the transceiver’s serial device server. [TCP, UDP,
PPP; TCP]

* Primary Host Address— T he | P address to be used as a destina-
tion for data received through the serial port.

[Any legal IP address; 0.0.0.0]

* Primary IP Port—The destination | P port for data packets
received through the serial port on the transceiver.
[Any valid IP port; 30010]

* Secondary Host Address— T'he | P addressto be used as a desti-
nation for datareceived through the serial port in casethe pri-
mary host address is not available.

[Any legal IP address; 0.0.0.0]

* Secondary IP Port—The destination | P port for data packets
received through the serial port on the transceiver used along
with the secondary host address above.

[Any valid IP port; 30010]

* Outgoing Connection’s Inactivity Timeout—Amount of time (in
seconds) that they transceiver will wait for data before termi-
nating the TCP session. [0-600; 600]

* Data Baud Rate—Data rate (payload) for the COM port in
bits-per-second. [1,200-115,200; 19200]

* Configuration—Interface signaling parameters. Data bits, par-
ity and stop bits
[7N1, 7E1, 701, 8N1, 8E1, 801, 8N1, 7N2, 7E2, 702, 8N2, 8E2, 802;
8N1].

* Flow Control [Com1 port]—RTS/CTS handshaking between the
transceiver and the connected device.

[Enable, Disable; Disabled]
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* Serial Mode— If databuffering is Enabled, the radio will oper-
ate in seamless mode. Data bytes will be sent over the air as
quickly as possible, but the receiver will buffer the data until
enough bytes have arrived to cover worst case gapsin trans-
mission. The delay introduced by data buffering may range
from 22 to 44 ms, but the radio will not create any gapsinthe
output data stream. This mode of operation is required for
protocols such as MODBUS™ and some variants which do
not allow gapsin their data transmission.

[Seamless, Custom; Seamless]

* Seamless Inter-Frame Delay— Number of charactersthat repre-
sent the end of a message (inter-character time-out). MOD-
BUS defines a*® 3.5-character” parameter.

[1-65,535; 4]

* Custom Data Buffer Size (Custom Packet Mode only)—Maxi-
mum amount of characters, that the Remote end will buffer
locally before starting to transmit datathrough the serial port.
[16, 32, 64, 128, 256; 32]

* Commit Changes and Exit Wizard—Save and execute changes
made on this screen (Shown only after changes have been

entered.)
“Com 1 19.2K - HyperTerminal =1al x|
Fle Edt Wew Call Transfer Help
D] (5] wole|
E
AP Demo Set X
Serial Configuration Wizard
Com?2 Serial Data Port
A) Status enabled
B) TP Protocol TCP Server
C) Local Listening IP Port 30011
D) Data Baud Rate 9600
E) Configuration 8N1
F) Flow Control disabled
G) Serial Mode Seamless
H) Seamless Inter-Frame Delay

Select a letter to choose item, <ESC> for the prev menu, 'Q° to quit wizard

a el

Connected 0:28:33 1100 [is2008w-1  [SCROLL  [CAPS [WOM  [Capturs [Print echo

Figure 3-30. TCP Server Menu (AP)

 status—Enable/Disable the seria data port.

* P Protocol—TCP Server. Thisisthe type of IP port that will
be offered by the transceiver’s seria device server.

[TCP, UDP, PPP; TCP]

* Local Listening IP Port—Receive | P data from this source and
pass it through to the connected serial device. The port num-
ber must be used by the application connecting to local TCP
or UDP socket.

[Any valid IP port; 30010]
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* Data Baud Rate—Data rate (payload) for the COM port in
bits-per-second. [1,200-115,200; 19200]

* Configuration—Interface signaling parameters. Data bits, par-

ity and stop bits

[7N1, 7E1, 701, 8N1, 8E1, 801, 8N1, 7N2, 7E2, 702, 8N2, 8E2, 802;

8N1].

Flow Control (COM1 port)—RTS/CTS handshaking between

the transceiver and the connected device.

[Enable, Disable; Disabled]

* Serial Mode— If databuffering is Enabled, the radio will oper-
ate in seamless mode. Data bytes will be sent over the air as
quickly as possible, but the receiver will buffer the data until
enough bytes have arrived to cover worst case gapsin trans-
mission. The delay introduced by data buffering may range
from 22 to 44 ms, but theradio will not create any gapsin the
output data stream. This mode of operation isrequired for
protocols such as MODBUS™ and some variants which do
not allow gaps in their data transmission.

[Seamless, Custom; Seamless]

* Seamless Inter-Frame Delay— Number of charactersthat repre-
sent the end of a message (inter-character time-out). MOD-
BUS defines a* 3.5-character” parameter. [1-65,535; 4]

* Custom Data Buffer Size (Custom Packet Mode only)—Maxi-
mum amount of characters, that the Remote end will buffer
locally before starting to transmit datathrough the serial port.
[16, 32, 64, 128, 256; 32]

* Commit Changes and Exit Wizard—Save and execute changes
made on this screen (Shown only after changes have been
entered.)

3.6.5 Configuring for PPP Mode

*& Com 1 19.2K - HyperTerminal I =] 4]
Fle Edit Yiew Cal Transfer Help
Dl 5| & olE
E
Remote Demo Set ¥
Serial Configuration Wizard
Com2 Serial Data Port
A) Status enabled
B) IP Protocol Point to Point Protocol(PPP}
C) Device IP Address 169.254.8.2
D) Data Baud Rate 9600
E) Configuration 8N1
F) Flow Control disabled
G) Serial Mode Seaml ess
H) Seamless Inter—Frame Delay &
Select a letter to choose item, <ESC> for the prev menu, 'Q° to quit wizard j
Connected 0132153 [vTi00 [iszo0a-h-1  [SCROLL  [CAPS WM [Capture  [Print echo 4

Figure 3-31. PPP Menu
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* status—Enable/Disable the serial data port.

* IP Protocol—PPP. Thisisthe type of IP port that will be offered
by the transceiver’s seria device server. [TCP, UDP, PPP; TCP]

* Device IP Address—I P addressthat will be assigned to thedialing
device once the connection is established. [0.0.0.0]

* Data Baud— T he baud rate of the serial port of the transceiver to
which the external device is connected.
[1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200; 19200]

* Configuration—BYyte format of the serial port
[7N1, 7E1, 701, 7N2, 7E2, 702, 8N1, 801, 8N2, 8E2, 802; 8N1]

* Flow Control (COM1 port)—RTS/CTS handshaking between the
transceiver and the connected device.
[Enable, Disable; Disabled]

* serial Mode—When seamlessmodeis selected, databyteswill be
sent over the air as quickly as possible, but the receiver will
buffer the data until enough bytes have arrived to cover worst
case gaps in transmission. The delay introduced by data buffer-
ing may range from 22 to 44 ms, but theradio will not create any
gaps in the output data stream. This mode of operation is
required for protocols such as MODBUS™ that do not allow
gapsin their data transmission. [Seamless, Custom; Seamless]

* Seamless Inter-Frame Delay— Number of charactersthat represent
the end of a message (inter-character time-out). MODBUS
defines a*“ 3.5-character” parameter. [1-65,535; 4]

* Custom Data Buffer Size (Custom Packet Mode only)—Maxi-
mum amount of characters, that the Remote end will buffer
locally before starting to transmit data through the serial port.
[16, 32, 64, 128, 256; 32]

* Commit Changes and Exit Wizard—Save and execute changesmade
on this screen (Shown only after changes have been entered.)

A PPP session shows the following possible states:

* Sending LCP Requests— T he PPP server is querying for any cli-
ents that need to connect.

* Link Established—A successful PPP connection has been negoti-
ated and an | P address is assigned.

* Port not Enabled—The serial port is disabled.

3.6.6 IP-to-Serial Application Example

Y ou have a choice to use UDP or TCP to establish communications.
Thiswill depend on the type of device you are communicating with at
the other end of the | P network. In thisexamplewewill use TCPtoillus-
trate its use.

In TCP mode, the transceiver remains in a passive mode offering a
socket for connection. Once arequest is received, data received at the
serial port will be sent out through the I P socket and vice versa, until the
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connection is closed, or the link isinterrupted. In this mode, the trans-
ceiver behaves the same, whether it is an Access Point or a Remote.
(See Figure 3-32 and Table 3-1)

NOTE: The TCP session hasatimeout of 10 minutes (600 seconds). If
inactive for that time, it will be closed. The transceiver will
offer the port again for connection after this time expires.

From the PC, establish a TCP connection to the IP address of the
Remote transceiver and to the | P port as configured above (30010). A
Telnet client application can be used to establish this connection. Data
can now be sent between the PC and the RTU or other connected device.

192.168.0.10 192.168.0.1 192.168.0.2

i Remote
Computer Access Point

or Network

Figure 3-32. IP-to-Serial Application Diagram

Table 3-1. Serial Port Application Configuration
IP-to-Serial Connection

Transceiver Menu Item Setting
Location
Access Point None is required None is required
Remote Unit IP Address 192.168.0.2
Status Enabled
IP Protocol TCP
Baud Rate 9,600 (Example)
Flow Control None
Local IP Port 30011

3.6.7 Point-to-Point Serial-to-Serial Application
Example

Once the transceivers are configured and the changes have been exe-
cuted, they begin processing any data presented at the COM ports. Data
presented at the Access Point’s COM port will be packetized and sent via
UDP to the Remote. Upon receiving the packet, the Remote strips the
data out of the UDP packet and sendsit out its COM port. Likewise, data
presented at the Remote’s COM port is packetized, sent to the Access
Point, stripped, and sent out the Access Point’s COM port. Note, this
configuration does not use multicast addressing.
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192.168.0.10 192.168.0.1 192.168.0.2

Access Point Remote

Terminal
or Computer

Figure 3-33. Point-to-Point Serial-to-Serial Application Diagram
Table 3-2. Serial Port Application Configuration

Transceiver Location Menu Item Setting

Access Point (COM1) Status Enabled
Data Baud Rate 9,600 (Example)
Flow Control Hardware (Example)
Serial Mode Seamless
SIFD 4
IP Protocol ubP
Remote IP 192.168.0.2
Address (IP address of the Remote radio)
Remote IP Port 30011
Local IP Port 30011

3.6.8 Point-to-Multipoint Serial-to-Serial Application
Example

The operation and data flow for thismode is very similar to
Point-to-Point serial-to-seria application, except that it uses multicast
addressing. The primary difference is that data presented at the Access
Point’s COM port will be packetized and sent viaUDP to all of the
Remotes. Upon receiving the packet all of the Remotes strip the data out
of the UDP packet and send it out their COM port. Likewise, data pre-
sented at any of the Remotes’ COM ports is packetized, sent to the
Access Point, stripped, and sent out the Access Point’s COM port (see
Figure 3-34, Table 3-3, Figure 3-35, and Figure 3-36 on Page 76.
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Figure 3-34. Point-to-Multipoint Serial-to-Serial Application

Diagram

Table 3-3. Serial Port Application Configuration

Transceiver Location Menu Item Setting

Access Point (COM1) Status Enabled
Baud Rate 9600 (Example)
Serial Mode Custom
Flow Control Disabled
IP Protocol UDP
Remote IP Address 224.2541.1—

Multicast Address'!

Remote IP Port 30011
Local IP Port 30011

Remote Units (COM1) Enable Enabled
Baud Rate 2,400 (Example)
Serial Mode Custom
Flow Control Hardware (Example)
IP Protocol UDP
Remote IP Address 192.168.0.1
Remote IP Port 30011
Local IP Port 30011
Local Multicast 224.2541.1 —

Address!

Multicast Address!

1. This address is an example only. Any Class D IP address

(224.0.0.0-239.255.255.255) will work.
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#g COM1 19.2k - HyperTerminal . ] 4]
Filz Edit Wew Call Transfer Help
Dl 58] wlF|
=
Serial Configuration Wizard
Com2 Serial Data Port

A) Status enabled

B) IP Protocol UDP Point to Multipoint

C) Multicast IP Address 224.256.100.2

D) Multicast TP Port 30011

E) Local TP Port 30011

F) Time to Live 1

| G) Packet Redundancy Mode Packet Repeat Mode

H) Packet Repeats 6

T) Data Baud Rate 2400

J) Byte Format 8N1

K) Flow Control enabled

L) Serial Mode Custon

M) Custom Inter-Frame Delay

N) Custom Data Buffer $ize 64

Select a letter to choose item, <ESC> for the prev menu, 'Q° to quit wizard _ 4
(Connected 0:14:38 [vT100 [szone-h-1  [SCROLL  [cAps WM [Capture  [Print echo 4

Figure 3-35. Access Point Serial Port Configuration

% COMI1 19.2k - HyperTerminal =lolx|
Fle Edit Yiew Cal Iransfer Help
Dl =[2] 0l5
=
Serial Configuration Wizard
Com?2 Serial Data Port

A) Status enabled

B) IP Protocol UDP Multipoint to Point

C) Remote IP Address 169.254.0.2

D) Remote IP Port 30011

E) Multicast IP Port 30011

F) Hulticast IP Address 224.254.100.2

G) Packet Redundancy Mode Packet Repeat Mode

H) Packet Repeats 6

I) Data Baud Rate 2600

J) Byte Format 8N1

K) Flow Control enabled

L) Serial Mode Custom

M) Custom Inter-Frame Delay &

N) Custom Data Buffer Size 64

Select a letter to choose item, <ESC> for the prev menu, 'Q° to quit wizard :J
[Connected 0:16:56 [vT100 [isz00-M1  [SCROLL  [CAPS [WUM  [Capturs  [Print echo 4

Figure 3-36. Remote Radio Serial Port Configuration

3.6.9 Mixed Modes

Note that in this example, the TCP mode does not involve the Access
Point. Thus, thetransceiver in asingle network can runin both modes at
the sametime. In other words, some Remotes can be configured for TCP
mode while others can be configured (along with the Access Point) for
UDP mode.

In this configuration, the Host PC can use both data paths to reach the

RTUs. Thismay be helpful when amixed collection of RTUsis present
where some RTUs can operate in a broadcast form while others cannot
(see Figure 3-37 on Page 77 and Table 3-4 on Page 77).
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Operation and Data Flow
» Communicate with RTU A by Telneting to Remote 1, port 30011.
» Communicate with RTU B by Telneting to Remote 2, port 30011.

» Communicate with RTUs C and D by sending and receiving data
from the Access Point’'s COM port.

* All communication paths can be used simultaneously.

) > RTU-A [j
50 EIA-232

iNET 900
Remote 1

iNET 900
Access Point

Remote 2
RTU-C [y

Terminal

or Computer EIA-232

Remote 4
Figure 3-37. Mixed-Modes Application Diagram

Table 3-4. Serial Port Application Configuration

Transceiver Location Menu Item Setting
Access Point Status Enabled

Baud Rate 9,600

Flow Control Disabled

IP Protocol UbP

Send to Address A multicast IP address such as

224.254.1 1

Send to Port 30011

Receive on Port 30011

Receive on Address  0.0.0.0 (Not Used)
Remote Units (COM1) Status Enabled

Baud Rate 2,400

Flow Control Disabled

IP Protocol TCP

Receive on Port 30011
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3.7 CYBER SECURITY
CONFIGURATION

The cyber security features of the transceiver are grouped into three gen-
eral areas: controlling access to the radio itself for configuration and
management purpose (Device Security), controlling how and when
radios communicate with each other, as well as how data traffic is han-
dled (Wireless Security) and a special section dealing with authentica-
tion and authorization using a central server (RADIUS Configuration).
Figure 3-37 shows the Security Configuration Menu, which isthe entry
point for these categories.

e e  dnae k

Device Name Here
Security Configuration Men

=

L) Device Becurity Configquration

B) Integrated THreless Configaraticn
C) Manaoge Certificates

[ PADTTS Configuration

u]
1
z
3
4
E
3
7
2
2
u]
1
z
3
4
5
[
7
2
2
u]
1
z
3 Select a letter Lo configare an item, 'Q' to exit mera
4

*

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

e e e i e A s e e k]

Figure 3-37. Security Configuration Menu
(Access Point Version Shown)
3.7.1 Device Security

This group of features controls how the radios can be accessed either
locally or remotely for configuration and management.
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****************************************CC****************************************
Dievice Name Here *

Device Becurity Conficparaticon Merm *
============================================== S====S======================— *
*

Telnet Access enabl ed *
*

SEH Access eniah] ed *
*

HTTP Accoess eniah] ed *
*

HTTP Seocurity Mode M5 Digest *
*

User Auth Method Local *
*

User Auth Fallback None *
*

User Passwords *
*

*

*

*

*

*

Select a letter to configure an item, 'Q' Co eXxit mew *

*

*

u]
1
z
]
4
£
£
7
2
2
ul
1
z
]
4
£
£
7
2
E
ul
1
z
]
4
*

TIP:

LR e o e e e ]

Figure 3-38. Device Security Menu

User Auth Method— Defines whether username and password is
verified locally or viaacentral server. [Local, RADIUS; Local]
User Auth Fallback— Definesthe alternate authentication modein
case the authentication server is not available.

[Local, None; Local]

User Password—L ocal password for thisunit. Used at log-in via
COM1 Port, Telnet, SSH and Web browser. [up to 8 alphanumeric

characters without spaces (case-sensitive); admin]

For enhanced security, consider using misspelled words, a combi-

nation of letters and numbers, and a combination of upper and
lower caseletters. Also, the more characters used (up to eight), the
more secure the password will be. These strategies help protect
against sophisticated hackers who may use a database of common
words (for example, dictionary attacks) to determine a password.

SNMP Mode— T his specifies the mode of operation of theradio’s
SNMP Agent. If the mode is disabled, the Agent does not
respond to any SNMP traffic. If the modeisvl only, v2_only,
or v3_only, the Agent responds only to that version of SNMP
traffic. If themodeisvl-v2, or v1-v2-v3, the Agent respondsto
the specified version of SNMP traffic.

[disabled, vl _only,v2_only,v3_only, vl-v2, v1-v2-v3; vl-v2-v3]

Telnet Access—Controls remote access through Telnet sessions
on Port 23 [Enabled, Disabled; Enabled]

SSH Access— Controls remote access through SSH (Secure
Shell) sessions on Port 22 [Enabled, Disabled; Enabled]

HTTP Mode— Controlsremote accessthrough HT TP sessionson
Ports 80 and 443. Selecting HTTPS forces secure connections to
Port 443. When HTTP Mode isdisabled, accessthrough HTTP or
HTTPSisnot allowed. [Disabled, HTTP, HTTPS; HTTP]
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HTTP Auth Mode—Selects the method of HTTP log-in authenti-
cation. This parameter functions only when HTTP is selected in
the previous menu item. Although the Basic Auth mode requests
a password, the actual password text is transmitted in the clear
(unencrypted). [Basic Auth, MD5 Digest; Basic Auth]

3.7.2 Wireless Security

The features in the Wireless Security menu control the communication
of data across the wireless link. The radios can be authenticated locally
viaalist of authorized radios, or remotely viaa centralized RADIUS
server. RADIUS is a centralized authentication mechanism based on
standards.

e e NN e e e i

u]
1
z
2
4
£
£
7
=]
2
ul
1
z
2
4
£
&
7
2
]
u]
1
z
2
4
*

R R T s e e e k)

Device Name Here
Security Configaration Menu
Device Seourity Conficracion
Irtcegrated Wireless Conficaration
Manage Certificates

PADITE Configaratdion

Select a letter to configare an item, 'Q' to exit menu

4 4 4 4 A oA d A A A F F A

Figure 3-39. Wireless Security Menu

Device Auth Method—Controls whether device authentication is
executed locally, viaa central server, or not at all. Selecting
Local uses the Approved Remotes List described later in this
manual. [None, Local, RADIUS; None]

Encryption— When enabled, it forces the transceiver to use
AES-128 encryption (RC4-128) on all over-the-air messages.
This option requires the Encryption Phrase to be previously
configured. Both the AP and the Remote radios must use the
same encryption phrase. (Some units may not be authorized to
use encryption. “ See “ Authorization KeysMenu” on Page 114"
for additional details.) [Enabled, Disabled; Disabled]

Auto Key Rotation—\When enabled, it forcesthetransceiver to use
the key rotation algorithm to generate a new encryption key
after 500 kilobytes of information has been transmitted, or one
hour has elapsed. [Enabled, Disabled; Disabled]

Approved Access Points/Remotes List —Displays a menu to man-
agethelist of other radioswith which thisunit will be permitted
to communicate.
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* Encryption Phrase—Phrase (text & numbers) that will be used by
the encryption algorithm.

[8 to 29 alphanumeric characters; Blank]

* Force Key Rotation— It triggers an immediate key rotation of the
encryption keys before theinternal countersdo it automatically.

Local Authentication—Approved Remotes/Access Points
List Submenu

Setting the Device Auth Method t0 Local forcesthe transceiver to check the
Approved AP List before aradio link can be established. In the case of a
Remote, the AP must be in the Approved Access Points List before it
accepts the beacon as being valid. In the case of an AP, a Remote must
be in the Approved Remotes List to be granted authorization. Before
enabling this option, at least one entry must already exist in the
Approved AP/Remotes List.

This menu is the same for both Access Points and Remotes and the
names change to reflect their mode. Replace “Remotes’” with Access
Points’ in the following description.

NOTE: The limit for Remotes (in an Access Point radio) is 255. The
limit for Access Points (in a Remote radio) is 104.

e e A R e R e e ks R L]

Dewvice Name Here
Approved AP PRemote Conficaraticn Merma

A) VWiew Approved Dewvices

E) idd Approwved AP/ Pemote u]
Ci Add Associated Pemotes

Iy Delete fpprowed AP Pemote 0O

+*
D *
l *
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3 *
4 *
5 *
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9 *
D *
l *
2 E) Delete A11 Dewices *

*
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':,‘ *
8 *
9 *
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l *
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3 Select a letter to conficure an ditem, '0Q' to exit menu *
4 *
* *
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Figure 3-40. Approved Remotes List Menu

* Add Remote—Enter MAC address of Remote.
[Any valid 6-digit hexadecimal MAC address; 00:00:00:00:00:00]

* Delete Remote—ENter MAC address of Remote. For security
purposes, you may want to delete a stolen or deprovisioned
radio from this list.
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* Add Associated Remotes—Add all currently associated remotesto
the approved remote list. Alternatively, you can enter each
Remote MAC manualy.

* Delete All Remotes—Remove (complete purge) of all Remotes
from current list.

* View Approved Remotes—Simplelisting of approved Remotes by
MAC address, of radios authorized to join thisAP. If aRemote
isnotinthislist, it will not be able to associate with this AP.

* Save Changes—Saves all changes made during the session with
this menu. Changes are implemented only if they are “ saved”
before exiting this menu.

3.7.3 RADIUS Authentication

This section coversthe configuration needed for the radiosto accessthe
RADIUS server, which isused for Device Level Security and for Wire-
less Access Security. MDS does not provide the RADIUS server soft-
ware.

Operation of Device Authentication

Device authentication forces the radio to authenticate before allowing
user traffic to traverse the wireless network. When Device Security is
configured to use RADIUS as the Authentication Method, Remote
radios need three types of certificates: public (client), private, and root
(Certificate Authority). These files are unique to each Remote radio and
need to first be created at the server and then installed into each unit via
TFTP. The certificate files must be in DER format.

Device authentication uses the serial number of each radio as the
Common Name (CN) initscertificate and in itsRADIUS identity field.
Each Access Point and Remote radio must be identified/recognized by
the RADIUS Server through the Common Name (Serial number) and IP
address entries.

NOTE: Consult your RADIUS network administrator for assistancein
configuration, or for help with other issues that may arise.

To activate device authentication, select Device Auth Method and set
RADIUS as the active mode. The behavior of this setting differs
depending on whether it isimplemented on an Access Point or aRemote
transceiver. An explanation of these behaviorsis given below:

Access Point: When Device Auth Method IS Set to RADIUS, the AP disasso-
ciates all associated Remotes and waits for the RADIUS Server to
Authenticate the Remotes before allowing data to be passed from them.
When approval is received from the RADIUS Server, data from the
Remote is allowed to pass.
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Remote: When Device Auth Method IS Set to RADIUS, the Remote halts any
datait ispassing, and requests Authentication fromthe RADIUS Server.
If accepted, datais alowed to be transmitted.

Operation of User Authentication

When user authentication is set to Local Or RADIUS, you must enter a
valid user name and password before being allowed to managetheradio.
In rRADIUS Mode both of these fields may be up to 40 characterslong. In
Local mode the user nameisadmin and the password may be up to 8 char-
acterslong.

When set to RADIUS, all logins to the local configuration services are
required to be authenticated via the RADIUS Server, including telnet
and SSH (Secure Shell) sessions. Authentication must be accepted
before access to the radio menu is granted.

3.7.4 RADIUS Configuration

| Command Prompt - telnet 10.4.11.92 -0l x|
AA:P6:3D:AA:85:76 -
RADIUE Configuration Menu
fA> Server IP Address 10.4.10.18
B> Server IF Fort 1812
GC)> Shared Secret HARRAR IR
D> User Auth Mode PAP

Select a letter to configure an item, <ESC> for the prev menu

Figure 3-41. RADIUS Configuration Menu

* Server IP Address—Used to set/display address of the Server
where the RADIUS application resides.

* server IP port—21812 isthe standard port for authentication (RFC
2865, June 2000) and should not be changed unless instructed
to do so by an administrator.

* Shared Secret—User authentication and Device authentication
require a common shared secret to complete a RADIUS trans-
action. This entry must match the string used to configure the
appropriate files on the RADIUS Server.

* User Auth Mode—Should be set to PAP or CHAP depending on
the configuration of the server.

NOTE: CHAP isthe more secure mode when compared to PAP. PAP
may display the login password in log files at the RADIUS
Server. CHAP will encrypt the login password.
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NOTE: The security password may not exceed 40 charactersin length.

3.7.5 Certificate Management (Remote transceivers only)

Use Certificate generation software to generate certificate filesand then
install these files into each Remote unit via TFTP. The certificate files
must be in DER format. The Common Name (CN) field in the public
certificate file must match the serial number of the unit it will be
installed in.

e e e L e A

Device Name Here
Manage Certificates Mexua

Certificate Transfer Mode TFTP

A) TFTP Host Address o.0.0.d

E) TFTP Timecout 10 zec

C) Private ey Password FEEEEEE S
I RBoct CA Dovmload Patch cacert. der
El} Certificate Type Boct Ch

Fi Retriewe Certificate

Select a letter to configure an item, 'Q' Lo exit menn

ERE L B B I N B B B B B B B A B
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A R A A R A N A A A A OO A AL AT A E R AT ALR L T AET LR LXL LT ETR LY

Figure 3-42. Manage Certificates Menu
(NOTE: The appearance of this screen differs from the others because a different
terminal program was used; Menu content is the same regardless of program.)
* Server IP Address—the | P address of the Server where the
RADIUS application resides.
* TFTPTimeout should be set appropriately according to the layout
of the network.

Three certificate files (Root, Client, and Private Key) must be present in
each of the Remoteradios. Usethe commands described below to install
these files into each Remote radio.

* Certificate Filename—Used to specify the filename of the certifi-
cate fileresiding on the TFTP server.

* certificate Type—Selects one of the three file types mentioned
above. [Root Certificate, Client Certificate, Private Key Certificate;
Root Certificate]

* Retrieve Certificate—Initiates the retrieval of the certificate file
from the storage location. A successful installation issuesacom-
plete Status message.
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NOTE: It is imperative that the three certificate files are installed
correctly into the Remote radio, in their respective file types.
If they are not, it will render the Remote un-authenticated for
data traffic. Consult your RADIUS network administrator if
issues arise.

3.8 PERFORMANCE VERIFICATION

After the basic operation of the radio has been checked, you may wish

to optimize the network’ s performance using some of the following sug-
gestions. The effectiveness of these techniqueswill vary with the design
of your system and the format of the data being sent.

Therearetwo major areas for possible improvement—the radio and the
data network. The following sectionswill provide you with avariety of
itemsto check and on many occasions, waysto correct or improve their
performance.

3.8.1 Performance Information Menu

This menu/screen is one of two primary sources of information on the
radio layer and radio network performance.

L e i e e e e et L L

Device Name Here
Performance Information Merm

A) Ewent Log
B) Packet Statistics
Ci WMireless Netwwork Status

I Irternal Badio Status

Select a letter to conficure an ditem, '0Q' to exit menu

W WMNFEFOWO IO DN OWO0-1m Nt EO

ERE N NN B R B B R R N B B R R B B B B R B A B
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Figure 3-43. Performance Information Menu
(AP Version Shown)

* RF Output Power (Display only)—M easured power outpuit.
(See “ How Much Output Power Can be Used?” on Page 144)
* Signal-to-Noise (Display only)—Current running-average SNR
value all active operating frequencies.
(No value displayed on APs)
* RssI (Display only)—Current running-average Received Signal

Strength Indication for all active operating frequencies.
(No value displayed on APs.)
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* Actual DataRate (Displayonly)—Over-the-air transmissionrate (as
opposed to selected data rate) for the remote being monitored.
The fastest data rates can generally be achieved with stronger
signal levels.

* RSSI by zone—Received Signal Strength Indicator by Zone.
(See“ RSS by Zone Menu (Remotes Only)” on Page 86)

* Event Log—Access the menu for managing the unit’s log of
operational activities.(See “ Authorization Key—Alter the
unit's overall capabilities by enabling the built-in resources.
(See “ Authorization Keys Menu” on Page 116)” on Page 101)

* Packet Statistics—Multiple radio and network operating statis-
tics. (See “ Packet Satistics Menu” on Page 90)

* Wireless Network Status (Displayed only at Remotes)—Current associ-
ation state and MAC address of the Access Point.

(See “ Wireless Network Status (Remotes Only)” on Page 92)

* Remote Listing (AP Display only) —L ist of basic information for all
Remote units currently associated with this Access Point.

(See “ Remote Listing Menu (Access Points Only)” on Page 93)

* Endpoint Listing (AP Display only)—List of units accessible by this
AP through associated Remote ports.

(See “ Endpoint Listing Menu (Access Points Only)” on
Page 94)

* Remote Performance Listing (AP Display only)—(See “ Remote Per-

formance Listing Menu (Access Points Only)” on Page 95)

RSSI by Zone Menu (Remotes Only)

This screen displays the strength of RF signals received from the cur-
rently associated Access Point.

Network integrity dependsin large part on stable radio signal levels
being received at each end of adatalink. In general, signal levels
stronger than —80 dBm will provide reliable communication that
includes a 15 dB fade margin.

If you find thereisapoor signal level on one zone, check the Packet Sta-
tistics Menu section on Page 90 and record the values. Then, set the
guestionable zoneto “ Skipped” in the Radio Configuration Menu (Page
52) and look for an improvement in the Packet Statistics error rates. If
there is none, return the Zone to “Active.”

RSSI measurements and Wireless Packet Statistics are based on mul-
tiple samples over a period of several seconds. The average of these
measurements will be displayed by the Management System.

86 MDS Mercury User’s Guide MDS 05-4446A01, Rev. A



