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Chapter 1
Getting To Know Your BR31NE-RH

Overview

Thank you for purchasing the GN-BR31NE-RH 2.4GHz Wireless Router.
Providing transmission speeds of up to 300Mbps, the GN-BR31NE-RH allows
users to share network resources, retrieve emails, download large files,
conduct a video conference, and distribute or display digital photos, videos or
MP3 files. The GN-BR31NE-RH is the ideal networking device for you to share
a broadband connection in your home or office. The GN-BR31NE-RH gives you
a simple, cost-effective wireless networking solution.

The GN-BR31NE-RH offers the newest, strongest, most advanced security
features available today. Unlike most other wireless routers, the
GN-BR31NE-RH offers advanced features such as a user editable routing table,
Dynamic DNS mapping (allowing you to host a website on your dynamic DSL
account), and more. Advanced security features such as WPA (Wi-Fi
Protected Access) and 802.1x safeguard your privacy on-line, while URL
blocking keeps kids safe from explicit websites.

Like all 802.11n/b/g wireless products, the GN-BR31NE-RH is fully backwards

compatible with 802.11bg products. This means that you don't need to change
your entire network to maintain connectivity.

Package Contents

GN-BR31NE-RH 2.4GHz Wireless Broadband Router

Power adapter (5V DC, 2A)

User Guide on CD-ROM

Quick Start Guide

SmartSetup 3 Guide

Ethernet cable — All of the GN-BR31NE-RH Ethernet ports are
Auto-MDIX

If there are any missing or damaged parts, please contact your local distributor
or dealer immediately.

Using a power supply with a different voltage rating than the one included with
the GN-BR31NE-RH may cause damage and void the warranty for this
product.
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The side panel of the GN-BR31NE-RH Wireless Broadband Router contains all
the Router’s ports as well as the DC power port and initialization button.

Auto MDI/MDIX LAN
Ports

WPS & RF ON/OFF
button

‘ Receptor for

! # [ | .7Power
Ik L b H San

Reset Button

WAN

LAN1, 2,3, 4

Power

WPS

Auto MDI/MDIX WAN Port for Eacmry Reset
connecting to DSL or Cable utton
modem

Figure 1: Router’s Side Panel

There are two ways to reset the Router's factory defaults.
Either press the Reset Button, for approximately five seconds,
or restore the defaults from the Management Tools>Router
Initialization screen in Router's Web-based Utility.

The WAN port is where you will connect your broadband
Internet connection.

These ports (1, 2, 3, 4) connect the Router to PCs on your
wired network and other Ethernet network devices.

The Power port is where you will connect the power adapter.

The WPS Button is Wi-Fi Protected Setup & RF ON/OFF
function, if you want to enable WPS function, just press the
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WPS button. Please note that when WPS function is enabled,
the status will last only 2 minutes. | f you hold the button over
4 seconds, the router will inactive RF ON/OFF function.
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LEDs
Figure 2: LED Layout
The table below describes the LED indicators on the front
panel of the GN-BR31NE-RH. All LEDs are green when lit.
LED STATUS Color DESCRIPTION
Power On Green |Power is supplied to the Router
Off N/A Power is NOT supplied to the Router
WLAN Flashing Green |Data is being transmitted wirelessly
/WPS On Green [No traffic
Off N/A WLAN status idle
Flashing Red WPS function is active.
WAN On Green |WAN port has detected a wired link with a
DSL or Cable modem.
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Flashing Green |Data is being transmitted / received
through WAN port.

On Green [LAN port has detected a link with a
LAN 10/100Mbps device
Flashing Green |Data is being transmitted / received

through LAN port.

Key Features

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>

Support Smart Setup for auto configuration

Conforms to IEEE 802.11n specification.

Wireless transmits/receives data rate up to 150/300Mbps.
Support 64-bit /128-bit WEP encryption, 802.1x, WPA™ and WPA™2.
Support PPPoE and PPPoE Unnumbered DSL connection
Support up to 4 WAN configuration records

Support DHCP client for cable/DSL connection

Support DHCP server for LAN connection

Support UPnP IGD 1.0

Support MSN messenger and most Internet applications
Support Firewall Filtering

Support Virtual Server

Support DMZ

Support Stateful Packet Inspection (SPI)

Support DoS Protection

Support Stealth Mode

VPN Packets Pass Through (Support PPTP/IPSec/L2TP Protocol)
Log Management (Support Firewall/lUPnP/WAN Connection Log)
Easy Web Management

Support WAN side Remote Management

DNS Relay and Dynamic DNS

Web based Firmware upgrade

Support URL Blocking

MDI/MDIX Auto crossover detect

Support Multiple BSSID (AP Mode)

Support VLAN (AP Mode)

Enhance WPS security feature

*Theoretical throughput
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Chapter 2
Wireless Networking

A wireless local area network (or Wi-Fi for short) is exactly like a regular local
area network (LAN), except that each computer in the wireless network uses a
wireless device to connect to the network. Computers in a wireless network
share the same frequency channel and SSID, which is an identification name
shared by the wireless devices belonging to the same wireless network.

The Router transmits data to PCs equipped with wireless network adapters,
which can roam within a certain radial range of the Router. You can arrange the
Router and multiple access points to work in succession to extend the roaming
range, and you can set up your wireless network to communicate with your
Ethernet hardware as well. The big advantage of Wi-Fi is its simplicity. You can
connect computers anywhere in your home or office without the need for wires.
The computers connect to the network using radio signals, and computers can
be up to 100 feet or so apart.

Wireless Network
Layout

The GN-BR31NE-RH
High-speed wireless Router
has been specifically
designed for use with both
your 802.11n and 802.11b/g
products, and retains full
backward compatibility.
After you have finished
setting up your
GN-BR31NE-RH High-speed
Wireless Router, your home
network will be similar to the
diagram shown at the right.

Figure 3: Typical Home Wireless Network
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Chapter 3
Before You Start

What You Will Need

Internet

You will need to have an active Internet account, supplied through either ADSL
or cable Modem, and your ISP user account and password information. (Your
ISP can supply you with this)

Hardware Requirements

A minimum of one PC with an installed Ethernet NIC (network interface card).
(If you have a DSL or Cable modem broadband connection to the Internet, you
should already have this). If you wish to connect wirelessly to your
GN-BR31NE-RH from a laptop, a wireless network PCMCIA notebook card is
needed, and this manual assumes it is already properly installed.

System Requirements

The GN-BR31NE-RH will work with Windows, Macintosh or Linux Operating
System. You just need a HTTP standard JavaScript-enabled browser, for
example, Microsoft Internet Explorer or Netscape Navigator 4.0 or above.

ISP Configuration Information

Depending on the type of ISP connection you have, you may need one or more
of the following configuration parameters.

ISP User ID and Password

ISP Domain Name Server (DNS)
Fixed IP address or Static IP address
Subnet Mask

Default Gateway

Host and Domain Names

SNENENENENEN

If you are unsure of any of these settings, contact your ISP customer service.
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Chapter 4
Connecting the GN-BR31NE-RH

Overview

You can connect to, and configure the GN-BR31NE-RH using either a wireless
connection (via notebook PC) or using a wired connection to your desktop PC.
It is HIGHLY recommended for the first time setup that configuration be done
using a wired connection to your desktop PC as shown in the figure below.

e ADSL!
Cable Modem

—_
RJ45

Figure 4: Wired Connection Diagram

Using a Wired Connection

It is suggested for first time setup your Router that you used the wired
connection method. It is simpler, and eliminates the possibility of error due to
improperly setup wireless connection.

Step 1 Turn off all the hardware devices in your network, including the
ADSL/Cable modem by unplugging their power supply.

Step 2 Connect the Ethernet cable of your ADSL/Cable modem to the WAN
port of the GN-BR31NE-RH.

Step 3 Connect one end of an Ethernet cable (provided) to a LAN port in the

8



Step 4

Step 5
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side panel of the GN-BR31NE-RH and the other end to the 10/100
Ethernet port of your computer. (It does not matter which LAN port you
select).

Plug the power adapter cord into the router’s power jack and then
plug the power adapter into a power outlet.

Turn on your ADSL/Cable modem. After verifying all the connections,
proceed to Chapter 5 Connecting the Router to the Internet.

Using a Wireless Connection

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Turn off all the hardware devices in your network, including the
ADSL/Cable modem by unplugging their power supply.

Connect the Ethernet cable of your ADSL/Cable modem to the WAN
port of the GN-BR31NE-RH.

Plug the power adapter cord into the router’s power jack and then
plug the power adapter into a power outlet.

Turn on your ADSL/Cable modem.

Insert you PCMCIA notebook card, or wireless USB adapter into
your notebook PC.

If using a GIGABYTE PCMCIA notebook card, SmartSetup 3 will
automatically detect your GN-BR31NE-RH and walk you through the
setup procedure (for more details refer to your SmartSetup 3 Guide).
Please refer to your vendor’s users manual for connecting to the
wireless network.

When scanning for available wireless networks, your
GN-BR31NE-RH's factory default SSID name is GIGABYTE. Select
it using the procedures described in your particular vendor’s
notebook adapter users manual.

After verifying all the connections, proceed to Chapter 5
Connecting the Router to the Internet.
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Chapter 5
Connecting the Router to the Internet

Overview

The GN-BR31NE-RH High-speed wireless router is configured to work “out of
the box”, and the default settings generally do not require any modification.
However, for initial setup, you must log into the router and key in your Internet
Service Provider (ISP) settings. This only needs to be done once. Your ISP
customer service desk can provide you with the all the information you will
need.

This chapter includes two sets of instructions. First, by using SmartSetup to

configure ISP settings in your Router, and then by using Setup Wizard to for
users who wish to take more control over the ISP settings

Logging into the GN-BR31NE-RH

SmartSetup 3 is the quickest way to securing your wireless
network with WPA-PSK, and then controlling your Wi-Fi
network with its powerful and intuitive G-EZlink utility.
Please refer to your SmartSetup 3 Guide for more
information.

To login to your GN-BR31NE-RH follow the steps described below:

A. In the address bar of your browser, type “192.168.1.254” and then
press the ENTER key.

File Edit ‘Wiew Favorites Tools  Help

S - \ﬂ Ig-l B ;\‘ 7

Address 192, 168.1.254|

) search

B. When the password page appears; use admin as both the default
User Name and default Password. Then click the OK button.

10
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Connect to 192.168.3.254

| F‘fli. b

BRI1MN
Lser name: |ﬁ admin v|
Passwaord; | senns |

Remember my password

[ (8] 4 l [ Cancel

You are now connected to the Router and SmartSetup will detect
your ISP type. If you do not see the menu shown below, click the
Smart Setup button in the upper left of the main menu.

After SmartSetup detects your Internet connection, it will report the
connection it finds. The possible options are:

e PPPOE
e Dynamic IP
e  Static IP

ﬂ If your connection is not detected automatically, simply press
the “Smart Setup” button on the menu panel to activate it.

PPPOE Internet Connection Type

If you have a PPPoE type connection, the following screen shown
below will appear prompting you to enter the ISP User Name and
Password.

ﬂ Note that you only have to enter the ISP information during
initial setup only.

Dynamic IP Internet Connection Type

If you are connecting through a Dynamic IP address, no ISP login
information is required. Just click the OK to allow the router to save

11
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the Dynamic IP settings and the Router will reboot, brining you to the
Utility Main Page.

Static IP Internet Connection Type

If you have a Static IP address, the following screen show below will
appear prompting you to enter your WAN IP address, WAN subnet
mask, WAN gateway, and DSN information. This information is
provided by your ISP.

D. After signing in to your ISP, the router will restart and the web based
configuration utility will restart again automatically. You will be
presented with the GIGABYTE Wireless Router Main Page shown
below.

Your GN-BR31NE-RH High-speed wireless router is now fully installed, and you
are able to wirelessly share network resources, retrieve emails, download large
files, conduct a video conference, and distribute or display digital photos,
videos or MP3 files.

12
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Chapter 6
Advanced Setup

Overview

This chapter explains the Advanced Setup options available for the
GN-BR31NE-RH. The Advanced Setup Screens offer LAN and WLAN Network
Configuration, Static Routing Table, Virtual Server, Firewall Rules, DNS
Configuration, and URL Blocking. The Advanced Setup screens are available
from the links on the Main menu.

The Status Page

On the Status page the router’s current connection and configuration
information is displayed for the following; LAN Ethernet, WAN Ethernet, ARP
Table, DHCP Lease Table, Routing Table, UPnP Port Mapping Table.

GN-BR31NE-RH

AlrCruiser N150 Router,

Status

LAN 1P 1 Address :
LAH Netmask 12
LANIP 2 Address :
LAN Netmask 2
LAN DHCP Status @
LAN DHCP Start IP ¢
LAN DHCP End IP :

192.168.1.254
255.255.255.0

Enable
192.168.1.2
192.168.1.33

g

o

LAM Ethernet Status : |5

¥

g

WAN Ethernet Status : | =

Gt

Wireless Status : |

ARP Table : | Show |

DHCP Lease Table :

[

mal
Maintenance

Reuting Table :

B

UPRP Port Mapping Table - |

LAN IP 1 Address  Displays the primary IP address being used by
the Local (LAN) port of the Router. The default

is 192.168.1.254

13
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LAN Netmask 1

LAN IP 2 Address

LAN Netmask 2

LAN DHCP Status

LAN DHCP Start IP

LAN DHCP End IP

Displays the IP Subnet Mask being used by the
Local (LAN) port of the router. Default is

255.255.255.0

Displays the alternate IP address being used by

the Local (LAN) port of the Router

Displays the alternate IP Subnet Mask being used
by the alternate Local (LAN) port of the router.

Identifies if the Router’s built-in DHCP server is

active for the LAN attached devices.

The starting IP number in the range possible IP
addresses issued by the DHCP server

The last IP number in the range possible IP
addresses issued by the DHCP server

The LAN Ethernet Status Tab
On the LAN Ethernet Status the Router displays the Ethernet Status of
the current LAN current connection.

MAC :

NTU:

R packsts ;
TH packels :
RX bytes :
T Eyten

The WAN Ethernet Status button

MAC
TU:

R packets :
TH packsts !
R bytes :
T bytes

LAN Status
020 EDR I
1500
]

450
84083
et

| <cPrevinas |

WAN Status
CO20EDM4LM
1600

MAC This field displays the MAC
address of the portable AP as seen
on your wireless network.

MTU This specifies the maximum
size of the packet permitted for
Internet transmission.

Rx packets The number of data
packets received by the AP.

Tx packets The number of data
packets transmitted by the AP.

Rx bytes  The current bandwidth
(receive) on the LAN port.

Tx bytes  The current bandwidth
(transmit) on the LAN port.

MAC The field displays the MAC
address used by the WAN port of the
AP.
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MTU The maximum size of the
packet sent from your computer to
the Internet.

Rx packets The number of
received packets of this port after
resetting or manually initial.

Tx packets The number of
transmitted packets of this port after
resetting or manually initial.

Rx bytes The current bandwidth
(receive) on the WAN port.

Tx bytes The current bandwidth
(transmit) on the WAN port.

The Wireless Status

Wireless Status MAC The field displays the MAC
s il address used by the AP when
R packets 106144 wireless.
TX packets : 1226
R bytes: 13500485
sy Rx packets  The number of
Jsteesumll

received packets of this wireless
port after resetting or manually
initial.

Tx packets  The number of
transmitted packets of this wireless
port after resetting or manually
initial.

Rx bytes The current reception
bandwidth on the Wireless LAN.

Tx bytes The current transmission
bandwidth on the Wireless LAN.

15
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ARP Table Tab

The ARP Table displays the associated MAC address and IP address
pairs of your local network devices. In the example below, only the
GN-BR31NE-RH Router is in the ARP Table.

ARP Table

IP Address MAC Address
192.168.1.111 00:20:ED:01:9E:94

|_<<Provious |

DHCP Lease Table Tab

The DHCP server "leases" out address for specific times (Time To Live)
to the various hosts. If a host does not use a given address for some
period of time, that IP address can then be assigned to another machine.
When assignments are made or changed, the DHCP server must

update the information in the DNS server. The GN-BR31NE-RH DHCP
Lease Table displays the associated IP/MAC assignment and Time To
Lease.

DHCP Lease Table

IP Address MAC Address TIL

[ |

IP Address DHCP assigned IP address on WLAN
MAC Address MAC address of the device with the assigned IP.

TTL The time to live (TTL) in seconds that a resolver will use data
received from a nameserver before it will ask for the same data again.

Routing Table Tab

To determine the best path to a distant network, the GN-BR31NE-RH
uses RIP to always select the path that has the least number of hops.
Each router that data must traverse is considered to be one hop. The
routing table in a router using RIP contains an entry for every known
destination network. The Routing Table displays the GN-BR31NE-RH
RIP routing detalils.

16
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Routing Table

Destination Netmask Getway Metric Interface
192.168.1.0 255.255.255.0 * 0 LAN
10.0.0.0 255.0.0.0 * 0 WAN

[reme |

Destination The IP address of the destination network address
Netmask The subnet of that destination IP address

Gateway Gateway of the destination IP address

Metric Hop count to the destination network

Interface Type of interface used

UPNP Port Mapping Table

The UPnP specification is based on TCP/IP and Internet protocols that
let devices communicate with each other - UPnP technology doesn't rely
on specific device drivers, using instead these standard protocols. UPnP
devices can automatically configure network addressing, announce their
presence on a network subnet, and permit the exchange of device and
service descriptions. The UPnP Port Mapping Table displays the
GN-BR31NE-RH port mapping and UPnP packet request details.

UPnP Port Mapping Table

Port Mapping usage: 0128
UPnP Auto Delete Time: indefinite
8 External Internal Remote Host Lease Create o]
No. Status Client IP Protocol Port Port P Time Time Description
| Clear |
No. The event number

Status Current status of the UPnP port (enable/disable)
Client IP  The IP address of the client utilizing the port
Protocol IP protocol (UDP/TCP)

External Port The external port mapping

Internal Port The Internal port mapping

Remote Host IP The IP of the remote host (if applicable)

17
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Lease Time Length of time the port may be utilized for UPnP
Create Time Time the port was established for UPnP
Description UPnNP process

18
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The Network Configuration Screen

The Network Configuration screen consists of three areas: LAN
Configuration, WAN Configuration and WAN settings.

The LAN Configuration Tab

GIGABYTE GN-BR31NE-RH

TECHNOLOGY AlrCrulser N150 Routar 8

LAN Configuration
DHCP

—TTTT—

LAN IP Address LAN Subnet Mask Sotp Start Address End Addross
1921681254 2822952880 [alie =] 19216812 192168133
:
DHCP Option
Lease Time: [11hoen =

& Use Router's Setting
DNS Option:  _
Cilse DNS Server

WINS Option:  Usa WINS Server

[ Managemont Tool Force IP-MAC Mapping
= PPP Monitor m XX
lin Bkl ® uac Ve Enakia » Mas
+ [EE v 17 [dte v
2 [l -] s [date <]
s [deabie =] =T
< 4 |disikie =] 2 [t ) 2

LAN Configuration

Allows you to modify the LAN parameters, and if you want to enable DHCP
automatic IP address assignments, you can enable it here, and specify a Start
and End address for the IP range.

DHCP Option

The DHCP server "leases" out address for specific times (Time To Live) to the
various hosts. If a host does not use a given address for some period of time,
that IP address can then be assigned to another machine. When assignments
are made or changed, the DHCP server must update the information in the
DNS server. The AirCruiser G DHCP Lease Table displays the associated
IP/MAC assignment and Time To Lease.

Force IP-MAC Mapping

Allows you to manually assign a specific IP address to a specific network
device (MAC address) on the network. This will be updated in the ARP table
automatically.

19
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The WAN Configuration Tab

GIGABYTE GN-BR31NE-RH b-‘
T CH M oL OBY AirCrulser N150 Router 8

WAN Configuration
ISP Ho,  Session 15P Hamo WaN Type Fddit Dletn
1 Ho Selected (] [Deee]
2 Ho Selectad ) [Deee]
3 tio Selected (] [Deke
4 Ho Seloctad el [Dee]

anfiguiation
I able

atlon
Password

The GN-BR31NE-RH has many advanced WAN configuration features. As a
special redundant feature, you can configure up to 4 WAN connections and
each may have its own connection type (PPPoE, PPPoE Unnumber, Dynamic
IP address, Static IP address) and other properties. The device can
automatically attempt to connect to these in order if your primary connection
fails.

Click the Edit button to the right of the ISP that you wish to modify. A screen

will appear allowing you to change the Internet connection type. (see below)
Click the Next button to continue with modifications.

20
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GIGABYTE GN-BR31NE-RH b-‘
TECHMNOLOGY AirCruiser N150 Router

WAN Type Select
15P Ha: 1
O PPPoE
) Dynamic IP Address
) Static IP Address
[@] PPPoE Unnumber

Depending on the WAN type you select, the corresponding WAN setup screen
will appear next.

WAN Configuration Tab — Dynamic IP Address

GIGABYTE GN-BR31NE-RH b-‘
T CH M oL @Y AirCrulser N150 Router

Dynamic IP Address
ISP No: 1
ISP Name:
Host Hame:
Gatewny
Manual DNS1:
Manual DHS52:
DNS Domain Name:
MTU: (150 | (Bytes)(576 - 1500)
NAT Setup: O Disable O Enable & UPnP & NAT

UPnP Dalata time: [wiied -]

Your Internet Service Provider will supply you with the following account
information you will need:

. ISP Name
. Host Name

21
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. Gateway
DNS1 and DNS2 Address
. DNS Domain Name

Enter the information provided by your ISP in the spaces provided.

MTU (Maximum Transmission Unit)

The largest packet unit is sent from your computer to the network. Any
message larger than MTU will be divided into smaller packets before being sent.
You should keep the default setting (1500). Setting MTU size is largely a
process of trial-and-error: If you suspect your MTU setting is causing a
connection problem, start with the maximum value of 1500, and then
reduce the size down to 1400 until the problem goes away.

NAT Setup

The Network Address Translation (NAT) is a standard that allows multiple
computers on a private network to share a single IP address.

Universal Plug and Play (UPnP) is a technology based on Internet standards
and technologies, such as TCP/IP, HTTP, and XML, that allows devices on a
network to automatically connect with other devices.

UPNnP Delete Time
Select the duration that UPnP will be active. Since allowing this may present a
security risk, the default setting is 0.

O If the WAN IP address and LAN IP address obtained from DHCP
server are from the same subnet, the LAN IP address will
automatically change to another subnet and reboot the router.
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WAN Configuration Tab — PPPoE
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FPPoE
ISP No: 1
15P Name:
User 10:
Advanced Seiup Password:
8 Hetwork Configuration Sorvics Hamas
v iguration
AC Nome:
Manual DNS1:
Manual DH52:
DNS Domain Name:
1 Authentication Type: & Auwe O CHAP O PAP
[ Management Tool_J} Connection: & Automatic () Manual
i MTU: (150 | (ytes)iaTs - 1300)
NAT Setup: O Disable OEnable & UPnPEHAT
UPnP Delete time: [=Emmd =]
Dial On Demand: @ Disable O Enable 17 | (Min.)(1 - 1440)
[(=Fmen | [BEES [O=)

[

Your Internet Service Provider will supply you with the following account
information you will need:

ISP Name

User ID/Password
Service Name

AC Name

DNS1 and DNS2 Address
DNS Domain Name

Enter the information provided by your ISP in the fields provided.

Authentication Type
Select one of the following authentication settings: Auto, CHAP or PAP. The
default setting is “Auto” (automatic authentication).

Challenge Handshake Authentication Protocol (CHAP) is the most common
authentication method using PPP dialup method. With CHAP, the server will
send a challenging signal to a remote Router, which will send back an
encryption key.

Password Authentication Protocol (PAP) is a simple PPP authentication
protocol allowing a Router to send a simple user ID and password to another
Router for authentication. PAP has been defined in RFC1334.
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Connection

Automatic When the GN-BR31NE-RH is powered on, it automatically
establishes a connection with the network. If the link becomes
disconnected for any reason, the GN-BR31NE-RH will re-connect
automatically.

Manual When you click “connection”, the system will establish a connection
to the network. If the link becomes disconnected for any reason,
the GN-BR31NE-RH will not re-connect automatically.

Dial on Demand

Enable When there is no Internet activity for a period, the WAN connection
will automatically end. If a browser is launched again, the
GN-BR31NE-RH will automatically connect to Internet.

Disable When there is no Internet activity for a period, the WAN connection

will automatically end. If a browser is launched again, the
GN-BR31NE-RH will not automatically connect to Internet.

WAN Configuration Tab — Static IP Address
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Static IP Address
I15P No: 1

156 Hama:
8 Hetwork Configuration WAN IP Address:
“onfiguration

WAN Subnet Mask:

WAN Gateway:

Manual DNS51:

Manual DNS2:
2 DNS Domaln Hame:
[ Managemont Tool MU 150 | Byres)(576 - 1500

NAT Setup: O Disable O Enable & UPnPENAT

& PPP Monitor
-

UPRP Delete time: [=lmmd +|

| << Prevnos ....'_. ::-I;

[

Your Internet Service Provider will supply you with the following account
information you will need:

ISP Name

WAN IP Address
WAN Subnet Mask
WAN Gateway
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. Manual DNS1 and DNS2
. DNS Domain Name

This information is all provided by your ISP. In the event that your ISP has
assigned you several Static IP addresses, you will only need to one.

WAN Configuration Tab - PPPoE Unnumber

PPPoE Unnumbered is a PPPOE service provided by some ISPs. The
GN-BR31NE-RH supports services that provide multiple global IP addresses.
When using PPPoE Unnumbered, you can have up to 16 Global IP address
depending upon your ISP’s service policy. Among these Global IP addresses,
one is used as Router's WAN IP address and the others can be used by the
downstream clients of the Router.

GN-BR31NE-RH b-‘
AlrCrulser N150 Router

PPPoE Unnumber
ISPNo: 1

ISP Hama:

User ID:

Pasyword:

Sarvice Name:

AC Name:

Manual DN51:

Manual DNS2:

DNS Domain Name:

WAN IP Address:

WAN Subnet Mask:
Authentication Type: &) Aue COCHAP O PAP

Connection: & Awomatic ) Manual

MTU: 10| [Bytas)(576 - 1500)
NAT Setup: O Disable O Enable () UPRPANAT
UPNP Delote time: =i |

Dial On Demand: (& Disable O Enable (10 IMin. )1 - 1440) =

Your Internet Service Provider will supply you with the following account
information you will need:

ISP Name

User ID/Password
Service Name

AC Name

Manual DNS1 and DNS2
DNS Domain Name
WAN IP Address

WAN Subnet Mask
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Enter the information provided by your ISP for each of your Global IP’s, then
click next to proceed to enter additional IP’s.

The WAN Settings Tab - WAN Multi-Session Select

The WAN Multi-Session Select Tab displays the settings of the Main Session
and Backup Session.

GIGABYTE GN-BR31NE-RH
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WAN Multi-Session Select

Main Sesslon

Backup Sassion
Flese a6kt tekow BF ]

Advanced Seiup

8 Hetwork Configuration
® LAN Configuration

® WAN Conliguration

[

Select a WAN connection type for the Main Session from the drop-down menu
and select Backup Session type. The Backup Session will become active if the
Main Session fails to establish a connection to the Internet.

In the event that neither the Main Session nor the Backup Session can
successfully establish a connection with your ISP, the following process will

apply:

Automatic: Main -> Backup, Main -> Backup (repeat) Attempts to establish
connection is repeated until successful.

Manual: Main -> Backup (Backup Session attempts only once)

0 The Backup Session can have a specific LAN type connection assigned.
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The Wireless Configuration Screen

The Wireless Configuration screen allows you to configure the Router’s

WLAN function.

The 802.11ng Tab

GIGABYTE

TECHNOLOGY

GN-BR31NE-RH

AirCrulser N150 Router 8

[ smart Setup ]
[ surus ]

[ Changefoar ] Channel Width:
Channel:
qur Q0s:

S50

Hidden SSI:

anfiguration
lacking

[_Management Toal |

lonitor

Region

Authamication Type:
WEP:
WEP Dafoult Key:

WEP Koy:

Wireless LAN 802.11ng Configuration

North America
[Auio TR0 MES =]
[t =]
[WHN %]
GIGABYTE
(et =]
pEn SN
dete |
[¥et =]

The WEP key must consist of Hexadecimal digits (AF & 0.9)
+> Enter 10 Hexadecimal digis 64

== Emer 26 Hexadecimal digl

Key1:

Koy 2 :

Key 3:

Koy 4 :

Indicates the geographical region you are in. Verify that the region indicated is
correct. If not, please contact your local distributor or dealer immediately.

Channel Width

Selecting channel width by clicking the drop-down list.

Option 20Mhz indicates supporting 20MHz channel bandwidth.

Option Auto 20MHz/40MHz supports auto channel switching, and supports up
to 40MHz, offering more faster speed.

Channel

The channel may be manually changed (if there are other wireless networks
operating in your area) by selecting a channel from the drop-down list.

QOS

Select the QOS type from drop-down list.

SSID

The SSID (Service Set Identifier) is the name of your wireless network. The
SSID is up to 32 ASCII characters in length and case sensitive (i.e. Letters in

upper case “A~Z" and lower case *

‘a~z" are unique). The default SSID is

“GIGABYTE". To change the SSID, type in the SSID you want to use in the

SSID field and click Submit. If you

make a change to the SSID, any wireless
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devices on your network must also be reconfigured to connect to the new
network name.

Hidden SSID

For security purposes, you may choose to hide your network’s SSID by
selecting enable from the drop-down list. This will prevent computers scanning
for the presence of wireless networks to detect your network name. The default
setting is disable.

Authentication Type

Select an authentication type from the drop-down list. The default setting is
Open System.

Open System: The sender and the receiver do NOT share a secret key. Each
party generates its own key-pair and asks the receiver to accept a randomly
generated key. Once accepted, this key will only be used for a short period of
time. Afterwards, a new key will be generated and agreed upon.

Shared Key: Authentication is based upon a secret key shared by both the
sender and the receiver. If Shared Key is selected, you cannot choose the
WEP disable option.

WPA Pre-shared key: The WPA Pre-shared Key authentication standard uses
a password or “key” between 8 and 32 characters. This encryption key is
changed after every dialog box using the Temporary Key Integrity Protocol
(TKIP), which allows users to change keys based on dialog box and
automatically synchronize keys between devices on the network. The TKIP
encryption algorithm is stricter than the one used by WEP but is based on the
same standard.

WPA: The 802.1x authentication protocol, allows users to authenticate wireless
network access through a RADIUS Server and is a required by WPA standard.
If no RADIUS Server exists in your network environment, you still can use WPA
through the use of WPA Pre-shared Key.

WEP Key

The GN-BR31NE-RH supports two WEP standards: 64-bit,128-bit. Select either
64-bits or 128-bits from the drop-down list activate WEP encryption. The 64-bits
encryption uses 40 bits as a secret key, (user-defined) and the remaining 24
bits are reserved. The 128-bits encryption uses 104 bits as a secret key,
(user-defined) and the remaining 24 bits are reserved.

WPA Re-key
Enabling the requirement for WPA rekeying of a Passphrase for increased
security. Default is disable.

WEP Re-key Timer
Specify time (in minutes) for expiration of the current WPA Key.
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WPA PSK Passphrase
The Passphrase must be between 8 and 64 characters.

WPA PSK Re-key
A user without a RADIUS server, may specify generating a new WPA PSK key
more frequently than each time he connects to the network.

WPA PSK Re-key Timer
Specify time (in minutes) for expiration of the current WPA PSK key

The MAC Access Control Tab
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MAC Access Control

T
®Disable O Enable

He Co MAC Setting

[__Managemont Tool ]
PPP Moni

The MAC Access Control screen allows you to specify the Media Access
Controller (MAC) address of up to 32 devices on your network. Only those
devices listed in the table will have access to transmit data through the
GN-BR31NE-RH. In this way, even if someone manages to obtain all the
information necessary to connect to your network, if their MAC address is not
permitted, they still cannot connect. Keep in mind, however that MAC
addresses can be spoofed, so it is not a panacea but rather another component
of your existing security process. Enable the feature, then key in the MAC
addresses to be allowed. Enter the MAC in the form separated by colon. The
default setting is Disable.
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The Radius Server Configuration Tab

GIGABYTE GN-BR31NE-RH
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[ surus ]

[ Looout __J

Hai Configuratio

wi it Wireless LAN 802.1x Configuration
Radius Server IP:
Radius Sorver Port
Shared Secrat:

Rekey: [mabie <]

Your GN-BR31NE-RH supports 802.1x and RADIUS Server authentication.
RADIUS provides a centralized, server-based authentication of client access to
the network.

RADIUS Server IP Assign an IP address for the RADIUS Server.
RADIUS Server Port  Enter a value within the range 1~65536 for the port.

Shared Secret Enter a password up to 256 characters (uppercase
“A~Z", lowercase “a~z" or numeric “0~9”) in length.

Rekey Disable or enable Rekey function.
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The WDS Tab

GIGABYTE GN-BR31NE-RH
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T

Ad " ! WDS Wireless Bridge Configuration
ol O

Entirr up ta four WLAN MAC adidressis wsing this format: XXX0KX KK XXX
]
[dable =]
[dtie =]
]

FoRC T TRE S

URL Blocking

[__Managemont Tool |
PPP Monior

Port

Wireless Distribution System (WDS) technology enables several access points
to increase the coverage of a wireless network. Although enterprises or home
users can reduce most wiring problems by using access points that support
WDS, they still need cables to connect external ISP.

To use WDS, please make sure:

v All routers/AP’s participating in the WDS must use the same RF Channel

4 DHCP (if used) must only be enabled on the bridge Router and not on
the node AP’s.

Example: Suppose Routerl is connected to the DSL modem, and uses DHCP
to dish out IP’s to your WLAN. To use Routerl to bridge to a remote AP, key
in AP’s Wireless MAC Address in Routerl’s WDS configuration list and select
“enable” then press Submit. In AP’s LAN settings, disable DHCP and assure
the AP uses the same RF Channel as the Routerl. You should now be able
to connect to Routerl through AP.

0 Note that bridging between different vendors wireless gear is not
guaranteed. Your GN-BR31NE-RH may only create a WDS environment
with other Gigabyte Routers or GIGABYTE Access Points.
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The WPS Tab
GIGABYTE GN-BR31NE-RH
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[ Chonge lo AP ) WiFi Protected Setup

bl & Enabl
8 Hetwork Configuration o i
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Function Support _

85679269

AP's PIN Code R reE e TT—————
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) Enter the enrollee’s PIN Code:

The primary goal of Wi-Fi Protected Setup (Wi-Fi Simple Configuration) is to
simplify the security setup and management of Wi-Fi networks. Gigabyte STA
supports the configuration and setup using a PIN configuration method or a
PBC configuration method through an internal or external Registrar.

Function Support Select either enable or disable WPS function support.
Determine the function support, then click the “Save
Setting” tab to save the configuration.

AP’s PIN Code This item provide function for user to Create a New PIN
or Reset to Default PIN.

Connect Mode The user is required to enter an 8-digit PIN Code into

Registrar. When an STA is the Enrollee, you can click
"Renew" to re-generate a new PIN Code.
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The Static Routing Table Screen

The Static Routing Table displays the GN-BR31NE-RH routing settings. To
add or modify, enter a value into the field and click the Submit button.

GN-BR31NE-RH b-‘
AlrCrulser N150 Router

= Notwork Configuration . :
= Wirelass Configuration Static ROI.IIITIQ Table
(]

Aing List Destination IP HNetmask Gateway Metric
cess Control 1

Destination IP
Enter the Destination IP address that will be assigned to a specific network or
host.

Netmask
Enter the netmask associated with the Destination IP.

Gateway
Enter an IP address that will be assigned to the interface connecting to
subnets.

Metric

The “Metric” value is a number between land 15 that represents the number of
Routers between your network and the destination. Generally, setting the
Metric value as either 2 or 3 is sufficient for most applications. If this is a direct
connection, please set the value to 1. The default setting is 1.
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The Virtual Server Screen

The Virtual Server screen allows you to manage the virtual server settings of
the GN-BR31NE-RH. There are two virtual server options: 1. The router has
only one IP address or, 2. The router has multiple IP addresses (8 or 16 in most
instances). If you have only one IP address click on the PPPoE/DHCP/Static
tab. If you have multiple IP addresses, click on the PPPoE Unnumber tab. The
DMZ Support tab allows you to enable a Demilitarized Zone (Zone) on your
network.

The DMZ Setting Tab

GN-BR31NE-RH
AlrCruiser N150 Routor

DMZ Setup

& Disable
ClEnable LANIP Address:

'oE/DHCP! Static
= PPPof Unnumbaer

= Flrawall Rule
B DNS Configuration

= pp o
= Manage Part

With a firewall setup, it sometimes necessary to place some clients (e.g.
Internet games, video conferencing, or VPN connections) outside of the firewall
while leaving the others protected. You can do this using a Demilitarized Zone.
The DMZ feature allows you to specify the IP address of the computer that will
be placed outside the firewall of your network. Enter the IP Address of your
computer (e.g. 192.168.1.2) into the LAN IP Address field and click the Submit
button.

ilt Note: DMZ servers pose a security risk. A computer

+ designated as the default DMZ server loses much of the
protection of the firewall, and is exposed to exploits from the
Internet. If compromised, the DMZ server can be used to
attack your network.
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The Virtual Server PPPoE/DHCP/Static Configuration Tab
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The GN-BR31NE-RH is configurable to behave as a Virtual Server, allowing
remote computers on the WAN (Internet) side of the network to be
automatically redirected to local server(s) on the LAN (your private network)
side of the network.

Protocol The protocol used for the virtual service
Port The port number of the service used by the PC on the LAN
side.

Virtual Server IP  The server computer in the LAN that will be providing the
virtual services

For example, if you have an FTP server on the LAN side you wanted Internet
users to access, suppose the PC has a local IP address of 192.168.1.1, you
would use the following virtual server settings:

Protocol: TCP

Port: 21 (FTP uses port 21)
Virtual Server IP: 192.168.1.1
Enable: enable

YVVVV
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The PPPoE Unnumber Tab
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Advanced feature of the GN-BR31NE-RH is that it supports services that offer
multiple global IP addresses, with each IP address requires its own setting.
This feature is normally only found on enterprise class routers. The
GN-BR31NE-RH has an IP allocation scheme capable of directly
assigning global IP to LAN clients.

You can only take advantage of this feature if your ISP service packages will
provide you with a range of valid “Global IP”. (For example 61.222.10.1 ~
61.222.10.7) These seven addresses can be individually configured.

Global IP An IP within the range of IP’s assigned to you by your ISP
Protocol The protocol used for the Unnumbered service
Port The port number of the service used by the LAN side

Virtual Server IP The computer on the LAN that will be providing the
Unnumbered virtual services

Example: Taking the IP address of 192.168.1.1 of a PC connected to the
GN-BR31NE-RH for example would use the following settings:

Global IP: 61.222.10.2
Protocol: TCP

Port: 21

Virtual Server IP: 192.168.1.1
Enable: enable

VVVVYVY
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The Global IP 61.222.10.2 is now directly assigned to the FTP server at the IP
address 192.168.1.1 located within the GN-BR31NE-RH’s LAN.

The Firewall Rule Screen

The Firewall Rule screen displays your network security settings. Use this
screen to create network security policies to prevent unauthorized access to
your network.

The Security Configuration Tab

Select security configuration options from this page including Security
One-Touch Setting, Stealth Mode and Unlawful Computer Access
Detection. You can select with one click a ‘High” “Medium” or “Low (off)” level
of Security. You can fine tune your security level settings with the One-touch
Settings section. Just check /uncheck the boxes to include/remove that
particular setting.
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Firewall Security Level

Default Level: LOW

T
T © HiGH
" Chngc o ap~ ) S MEDIR

Eioh Firewall is OFF

Event logging is disabled.

urstio

Security One-touch Settings

[¥] Access to Router's configuraticn and administration from the WAN (Internet) side Is prohibited.

] The access from GlobaldP 1o PrivatedP is prohibited inside LAN.
5 Hote: This setting is ellective when NAT is enabled and a PPPoE unnumber
P aneamont Tocl 8 rype connection exists,
PPP Monltor P A o .
] Prohibit this router’s privately assigned IP addressed from being broadcasted to the Intermet.

L] Prevent file and printer sharing from outside the router's network.
7] Only accass to Nat BIOS is intaractively parmittad.
[] Only direct hasting SMB access is intoractively pormitted.
L1 Only access of the port used for REC s interactively permited,

0 When any item in Security One-touch setting combined with

“Stateful Packet Inspection is used” under the Unlawful
Computer Access Detection group are checked, the URL Blocking
feature becomes unavailable.
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The VPN Pass Through Tab
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A Virtual Private Network (VPN) is a type of secured private network connection,
built upon publicly-accessible infrastructure such as the Internet. They usually
provide connectivity to various devices behind a gateway or firewall.

The GN-BR31NE-RH supports Internet-industry standard technologies to
provide open and interoperable VPN solutions, including Internet Protocol
Security (IPSec), Layer 2 Tunneling Protocol (L2TP) and Point-to-Point
Tunneling Protocol (PPTP).

PPTP Pass Through setting

Point-to-Point Tunneling Protocol (PPTP) allows you to establish a connection
to an enterprise network. To allow PPTP tunnels to pass through the Router,
click Enable and key in the Router’s IP address.

IPSec Pass Through setting

IP Security (IPSec) provides authentication and encryption. Since it is mainly a
Layer 3 technology, it can secure all data on the network. To allow IPSec
tunnels to pass through the Router, click Enable and key in the Router’s IP
address.

L2TP Pass Through setting

Layer 2 Tunneling Protocol (L2TP) is an extension of the Point-to-Point
Tunneling Protocol and is also used to establish virtual private networks. To
allow L2TP tunnels to pass through the Router, click Enable, and key in the
Router’s IP address.
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The Static Rule Tab

The Static Rule screen allows you to manually edit the firewall rule table,
thereby helping to protect your network from external attacks as well as provide
a method to restrict Internet access to users on your network. Additionally, it
can filter out specific packets which are used by hackers to trigger the Router to
establish an outgoing connection.
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To edit the current settings, click the Add button. The following screen will
appear.
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Rule Number (No.)

Enter a number for the rule between 1 and 64. Rules are ranked in priority
based on their number in descending order, so that rule 1 is given the highest
priority and rule 64 the lowest priority.

Policy
Select an accept or drop option. You can specify the Router to drop (or accept)
all packets which meets the Rule criteria.

Direction

Specify the packet flow direction according to data filtering rule.
a. W->L: WAN to LAN, filtering incoming packets

b. L->W: LAN to WAN, filtering outgoing packets

Protocol
Select a setting from the drop-down list to specify the protocol (s) for the static
rule.

Log
Enable or disable the log feature.
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The DNS Configuration Screen
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Dynamic DNS Configuration
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5 Service Provider: [NULL =]
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DNS Relay

DNS Relay will set your PC's DNS entries to point to the Router's Gateway
address, which will then forward DNS queries to the DNS server used by the
Router. This is needed when using DHCP to assign IP address to the PC’s in
you LAN. The default value of DNS relay is Enable.

Dynamic DNS

The GN-BR31NE-RH offers a Dynamic Domain Name Server (DDNS) service
that allows you to assign a fixed host and domain name to a dynamic Internet
IP address. This gives Internet users the ability to connect with a virtual sever
using a FQDN, rather than with an IP address. Before using this feature, you
must first register an account with the dynamic DNS service.
(http://www.dyndns.org)

Service Provider From this pull down menu, enter the DDNS service with
which you have membership.

Domain Name This is the DDNS URL assigned by the DDNS service.
Login Name Enter the User Name for your DDNS account.
Password Enter the Password for your DDNS account.

Wildcards  If your dynamic DNS provider allows using wildcards in resolving
your URL, you may select Enable to activate this function.
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The URL Blocking Configuration Screen

The URL Blocking Configuration screen allows you to restrict access based
upon specific web addresses and/or keywords.

GIGABYTE GN-BR31NE-RH b-‘
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URL Blocking Configuration

URL Blocking Status : Disabled

1. Add your keywaords into the following list.

Ho Kuyword Part
1 80,
E =)
et

To activate the URL Blocking feature:

Keyword Enter the keyword or domain in the Keyword field that you
wish to block.

All URL’s with those keywords in the DOMAIN name will now be blocked.
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Chapter 7
Using Management Tools

Overview

Management Tool Screens offer management of the Router itself, such as
Firmware Updates, Initialization, and Password administration etc.

The instructions in this chapter will help you how to use the management tools
of the web-based utility to effectively manage your GN-BR31NE-RH wireless
broadband router.

The PPP Monitor Screen

The PPP Monitor screen displays the WAN (Internet) connection status. Click
the Disconnect button to end your current session. Click the Connect button
to re-connect to the ISP.

GIGABYTE GN-BR31NE-RH b-‘
TLEHNOLO DY AlrCrulser N150 Routor #8

F 2
® DNS Configuration PPP Monitor

® URL Blockin
- Main Session

[Gemsert | [ Dicomeet

Up/Restore
nformation
Maintenance

 About

[

Manage Port Configuration Screen

The Manage Port Configuration screen allows you to change the port on
which the Router’s configuration utility runs. The default is Port 80 but users
can change this to any port they wish (like 8080, 8000 or else port). In this case,
to access the Router configuration utility, you would type
http://192.168.1.254:8080
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Manage Port Configuration

Manage Port :

E?-.'m &I

 About

The Reboot Screen

The Reboot screen allows you to reboot the GN-BR31NE-RH. You are also
automatically brought to this screen after you confirm OK to any change of
Router settings.

GIGABYTE’ GN-BR31NE-RH b-‘
T CH M oL O BY AirCrulser N150 Router

Reboot Router
Click the button balow to raboot the Router now.

ing
" About
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The Initialization Screen

The Initialization screen allows you to reset the GN-BR31NE-RH back to its
original factory settings. To initialize the router, use the tip of a pencil or a
paperclip to press and hold the init button for 5 seconds. (The init button is
located on the side of the unit, next to the AC power input).

GN-BR31NE-RH
AlrCruiser N150 Router,

LT —
ST
[ Jidvanced Seiup )

Advanced Setup
atio

Router Initialization

Click the Initialization button to initialize the Router to the factory defaults.
Warning: All pravious settings will be lost.

The Change Password Screen

The Change Password screen allows the administrator to create a new
password for the GN-BR31NE-RH. To change an existing password, enter your
account and new password and after re-typing the password to confirm, click
the Submit button.
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GIGABYTE GN-BR31NE-RH b-j
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Change Administrator Password
Account:
HNew Passward:

Confirm Password:

" About

The Change WAN MAC Screen

The Change WAN MAC screen allows you to assign a new MAC address. If
your ISP requires MAC address authentication, chose the Assign WAN MAC
option and enter the ISP authorized MAC address in the New WAN MAC
Address field and click the Submit button. If you want to restore the factory
default MAC address, choose the Restore Default WAN MAC option and click
the Submit button.

GIGABYTE GN-BR31NE-RH
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Change WAN MAC Address

@ Restore Default WAN MAC O Assign New WAN MAC

New WAN MAC Address:

 About
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The Upgrade Firmware Screen

The Upgrade Firmware screen allows you to update the current
GN-BR31NE-RH firmware to the latest version directly from the GIGABYTE
website. Click the Browse button to locate the firmware file which you just
downloaded from the GIGABYTE website, and then click Upgrade. Warning:
Assure you are installing the correct firmware version.

GIGABYTE GN-BR31NE-RH b-‘
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Upgrade Firmware
Please select the firmware file you want to upgrade.

(8L )

Please make sure the image file vou try to update |5 the proper ane for this device.

® Ping
" About
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The Backup / Restore Screen

The Backup / Restore screen allows you to save the current configuration
settings of the GN-BR31NE-RH as a temp file onto your computer. To revert
the GN-BR31NE-RH to back to a previously saved configuration settings, click
the Browse to locate the saved configuration file. Then, click the Restore
button.

GIGABYTE’ GN-BR31NE-RH

TECHHNOLOGY AfrCrulser N150 Routar 8

Backup
Backup system sattings to a configuration fila.

Restore
Please select the configuration file to restore system settings.
)

)
" About
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The Log Information Screen

The GN-BR31NE-RH has advanced firewall features, and can effectively
prevent intruders and unwanted attacks on your network, while keeping logs of
all such attempts including all legitimate WAN connections and UPnP logs.
Click on Firewall Log, WAN Connection or UPnP Log to view the list.

GN-BR31NE-RH b]
AlrCrulser N150 Routor 8

Firewall Log List

The Firewall Log Tab

Lgosior A g
[ st ]
No  Session Description Policy Direction  Sender IP 57,2?‘" Recelver [P R‘:,‘::‘“' Protocol Time

= PPP Monitar

= Manags Port

The WAN Connection Tab
In the WAN connection Log, all logins are chronologically ordered, with
indications of connection type and event type.
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WAN Connection Log List

0- 0 (Total0)
Mo Time Connaction Type Event
1

= =

The UPnP Log Tab

The Universal Plug and Play log screen records and displays UPnP packets
reaching your GN-BR31NE-RH. It logs details such as Source IP, time of
connection, connection status, external port and protocol for LAN port(s) that
are UPnP enabled. To refresh the list, press “Check Again”.

GIGABYTE GN-BR31NE-RH b-‘
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UPnP Log List

0- 0 (Totald)

Lan Proiocol Extamnal

No Time Stots LAN IP Port Port

1

m.: '“"‘a'"-'m @
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The Save Maintenance Screen

The Save Maintenance screen allows you to save logs and status information
as a file which can then be sent to the Technical Support team at GIGABYTE.

GN-BR31NE-RH bj
AlrCrulser N150 Routor #

Save Maintenance Information

Use this page to save the Router's Log and Status information to a file. Provide this
fila to the GIGABYTE Technical Support Team to speed up your tachnical request

* Eave Sy3wem St lufs
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The Ping Screen
‘Pinging' involves sending a packet of data to a site and recording how long it

takes for the site to acknowledge receipt. This is useful if you think that a web
site might be slow or unavailable. Type the IP Address and click the Ping to

GIGABYTE’ GN-BR31NE-RH b-j
TEEHHOLO Y AirCrulser N150 Router 8

Ping
IP Address:

e[
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The Help Screen

The Help screen is where you can access online guide to assist in configuring
the GN-BR31NE-RH.

Help

Setup Wizard

Status

Logout

Advanced Setup Hetwork Conliguration Wireless Conliguration Static Routing Table
Virtual Server Firowall Rule DHS Conliguration
URL Bloacking

Management Tool PPP Monitor Reboot Initialization
Change Password Upgrade Flrmwars Backup/Restore
Log Information Save Malnenonce Ping
About

Setup Wizard

The Setup Wizard will guide you to complete the necessary steps for the setup, which include LAN seifing and
WAN sefting

Status

The Status oplion presents the adminisirator with a wide range of valuable runtime paramaters and settings
not normally found in this class of wireless routers. The runtime seftings are easily accessible by a simple click
of the "Status” button. By a single click of the Status button, the administrator can view:

The About Screen

The About screen displays the Router model name and firmware version.

GN-BR31NE-RH b-‘
AlrCrulser N150 Routor #

fgurntion
wation

About Router
Product:  BRINE
Flrmware Version:  1.01-betnE
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Chapter 8
Using Multiple BSSID Function under AP
Mode

Overview

GN-BR31NE-RH supports Multiple BSSID function. When one AP is
connected to a wired network and a set of wireless stations it is referred
to as a Basic Service Set (BSS). The Basic Service Set Identifier
(BSSID) is a 32-character unique identifier attached to the header of
packets sent over a WLAN that differentiated one WLAN from another
when a mobile device tries to connect to the network.

How to Configure Multiple BSSID

To configure Multiple BSSID function, just go to Advanced Setup Screen.
Click on Change to AP tab. By clicking Change to AP tab, the following setup
wizard will appears:

Microsoft Internet Explorer g]

‘__?/ Change mode??

[ ok l [ Cancel

Click “OK”.
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The Setup Completed screen appears. Click the Reboot button to restart your
router so that the settings take effect.

Setup Completed!

Please reboot the Router now.

While the router is rebooting, the Router Restarting Screen will display the time
remaining. Please be patient and let the router restart itself.

Restarting, 30 second(s) remaining...
The browser will automaticcally connect the Router after 30 seconds. If not, you can check the fellowing HTTP address.
hitp:/1192.168.1.254
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Entering the Advanced Setup

To configure Multiple BSSID function, click on Wireless Configuration.

GIGABYTE’ GN-BR31NE-RH b-‘
TEEHHOLO Y AirCrulser N150 Router 8

Welcome to the GIGAEYTE Wireless Router Utility

+ The scroen provides comprehonsive mntime information,
v Use AT 1o manage the the advanced features.
: m s Thel containg the System Managemant and System Access tools.
hout
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The VLAN Configuration Screen

The VLAN Configuration screen allows you to configure the AP’s VLAN
function.

With using Multiple BSSIDs combined with VLANS. You can configure
combinations of VLANS and BSSIDs with stronger or less restrictive access
security according to your requirements.

Port Configuration

GIGABYTE GN-BR31NE-RH b-‘
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VLAN Configuration

Group Port@  Port1 Po2 Poenl) S5SDA 5510 S5I0C S5SIDD
Geoup 1

o g e llellE B lE e e
ey e [N S e el e el B
i_:'l';'”_,“ =lad tm e b e lelhe B

' m O O O O O O o

Tagi*

&= =

= Ping
= About

In the Port Configuration, user can create maximum 4 groups within 4 ports and
4 SSID. Once VLAN configuration is set, and click Save button to take effect on
the VLAN configuration
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The Wireless Configuration Screen

The Wireless Configuration screen allows you to configure the AP’'s WLAN
function.

The 802.11ng Tab

GIGABYTE GN-BR31NE-RH b-‘
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Io Rauter

Wireless LAN 802.11ng Configuration

Rogion: North America
[ Advanced Seiup _J
ion
ralion Channel: |5l w

Channal Width: | Awo 2080 MHz »

Q0s: |[WMM »

Multiple BSSID =1 «
5510;  GISABYTE
Hidden S5ID; | duabie w
Authentication Type: opEnsmem W
WEP; | diosbe &
WEP Default Key: | Feyl
The WEP key must consist of Hexadecimal digles (A.F & 0.9)

+> Enter 10 Hexadecimal digits as 64 Bit WEP Keys
+> Enter 26 Hexadecimal digits as 128 Bit WEP Keys
= Ping Key 1:
" About WEP Key: il
Koy 7 :
Key 3:
Koy 4 :

Region
Indicates the geographical region you are in. Verify that the region indicated is
correct. If not, please contact your local distributor or dealer immediately.

Channel Width

Selecting channel width by clicking the drop-down list.

Option 20MHz indicates supporting 20MHz channel bandwidth.

Option Auto 20MHz/40MHz supports auto channel switching, and supports up
to 40MHz, offering more faster speed.

Channel
The channel may be manually changed (if there are other wireless networks
operating in your area) by selecting a channel from the drop-down list.

QOS
Select the QOS type from drop-down list.

Multiple BSSID
Select the Multiple BSSID from drop-down list.

SSID
The SSID (Service Set Identifier) is the name of your wireless network. The
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SSID is up to 32 ASCII characters in length and case sensitive (i.e. Letters in
upper case “A~Z" and lower case “a~z" are unique). The default SSID is
“GIGABYTE". To change the SSID, type in the SSID you want to use in the
SSID field and click Submit. If you make a change to the SSID, any wireless
devices on your network must also be reconfigured to connect to the new
network name.

Hidden SSID

For security purposes, you may choose to hide your network’s SSID by
selecting enable from the drop-down list. This will prevent computers scanning
for the presence of wireless networks to detect your network name. The default
setting is disable.

Authentication Type

Select an authentication type from the drop-down list. The default setting is
Open System.

Open System: The sender and the receiver do NOT share a secret key. Each
party generates its own key-pair and asks the receiver to accept a randomly
generated key. Once accepted, this key will only be used for a short period of
time. Afterwards, a new key will be generated and agreed upon.

Shared Key: Authentication is based upon a secret key shared by both the
sender and the receiver. If Shared Key is selected, you cannot choose the
WEP disable option.

WPA Pre-shared key:, The WPA Pre-shared Key authentication standard uses
a password or “ key” between 8 and 32 characters. This encryption key is
changed after every dialog box using the Temporary Key Integrity Protocol
(TKIP), which allows users to change keys based on dialog box and
automatically synchronize keys between devices on the network. The TKIP
encryption algorithm is stricter than the one used by WEP but is based on the
same standard.

WPA: The 802.1x authentication protocol, allows users to authenticate wireless
network access through a RADIUS Server and is a required by WPA standard.
If no RADIUS Server exists in your network environment, you still can use WPA
through the use of WPA Pre-shared Key.

WEP Key

The GN-BR31NE-RH supports two WEP standards: 64-bit,128-bit. Select either
64-bits or 128-bits from the drop-down list activate WEP encryption. The 64-bits
encryption uses 40 bits as a secret key, (user-defined) and the remaining 24
bits are reserved. The 128-bits encryption uses 104 bits as a secret key,
(user-defined) and the remaining 24 bits are reserved.

more frequently than each time he connects to the network.
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Appendix A
FAQ

This section provides solutions to common problems that may occur during
installation, configuration or use of the GN-BR31NE-RH.

2Q 20

2Q 20

>0

>0

>0

What is the default IP address for the BR31NE-RH?
192.168.1.254

| can’t remember the password or IP address of the router.

You can resolve this by pressing the “Init” button on the side of the router.
You can also reset the Router from the Web Utility <Initialization Page>.
The Router will reboot and all settings (including the default password) will
be restored to their default values.

What is the default username and password for the GN-BR31NE-RH?
Username is “admin” and password is “admin”.

Why do | have to setup ISP information into my Router?

ISPs require a special login protocol, in which you must enter a login
name and password in order to access the Internet. In order to share the
Internet connection among several computers, you must configure it with
the TCP/IP information that your one PC would normally use.

Where in the network do | connect the router?

In a typical environment, the GN-BR31NE-RH is installed directly onto the
ADSL/Cable Modem. Plug the RJ45 Ethernet cable of the ADSL or Cable
Modem into the WAN port of the Router.

Why should | use the GN-BR31NE-RH to work as a DHCP server?
Using the GN-BR31NE-RH Router as a DHCP server By default, the
router will function as a DHCP (Dynamic Host Configuration Protocol)
server, allowing it to assign IP, DNS server, and default gateway
addresses to all computers connected to the router's LAN. The assigned
default gateway address is the LAN address of the router. IP addresses
will be assigned to the attached PCs from a pool of addresses specified in
this menu. Each pool address is tested before it is assigned to avoid
duplicate addresses on the LAN. DCHP helps prevent IP conflicts.

What is the IEEE 802.11g standard?

The IEEE 802.11g standard specifies data rates of up to 54 Mbps in the
2.45-GHz band. It uses Orthogonal Frequency Division Multiplexing
(OFDM), which is provided by this standard and is compatible with
802.11b standard offering speeds of about 11 Mbps. This standard uses
Complementary Code Keying (CCK) modulation. Both 11g and 11b can
operate at a range of up to 300 feet.
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When using GN-BR31NE-RH in Australia, you will use PPPoA
protocol. How to set up your configuration in GN-BR31NE-RH?

Suggestion 1, Using Static IP.
Suggestion 2, Using DHCP client to get IP from ADSL/Cable modem.
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Appendix B
Using Setup Wizard

In addition to Smart Setup, your GN-BR31NE-RH Router’s ISP settings may be
configured manually using Setup Wizard. Press the Setup Wizard menu button
to proceed. You will be presented with the screen shown below. Please
choose your Internet connection (WAN) type from the list and follow the steps

for instructions

GN-BR31NE-RH
AirCruiser N150 Routor 8

LAN Setup

LAN IP Address: (192168125
i LAN Subnet Mask: (355356 355.0
onfiguration

DHCP Server: & snable O disable
Staning IP Address: 19016812

Ending IP Address: 192168133

p/Restons

o Information
Maintenance

LAN IP Address: Input LAN IP Address.

LAN Subnet Mask: Input Subnet Mask.

DHCP Server: Enable or Disable DHCP server option. The
default setting is enabled.

Starting IP Address: Input Starting LAN IP Address.
Ending IP Address: Input Ending LAN IP Address.

Click Next to process LAN Setup configuration.
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[ iavincoa seip

Advanced Setup
B Hatwol nfiguration
K Internet Connection Type
) PPPoE
() Dynamic IP Address
2 Swtle IP Address
3 PPPoE Unnumber

<<Powa | [EETESS
® Change Password
= Change WAN MAC
B Upgrade Firmware
® HachUp/Hestors
Information
PPPOE: Most common type for typical home users. If your

broadband ISP service PPPOE, please select this
item, click the Next button and then go to Step 3
of this section

Dynamic IP Address:If your broadband ISP service is an ‘always-on
connection’, but you do not have a static IP,
please select this item, click the Next button and
then go to Step 7 of this section.

Static IP Address:  Common for Enterprise Internet connections. If
your broadband ISP service is a ‘fixed-connection’
and your IP never changes, please select this
item, click the Next button and then go to Step 11
of this section.

PPPoE Unnumber: Common in Japan and some European Countries.
If you use PPPoOE Unnumber, please select this
item, click the Next button and then go to Step 15
of this section.

Connection Type - PPPoE
On the PPPOE screen, enter your User Name and Password as

provided by your ISP.  Click the Finish button to continue with
setup.
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Setup Completed!

Press OK 1o mke affect the sening now.

JiOK|
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The Setup Completed screen appears. Click the Reboot button to restart your
router so that the settings take effect.

GN-BR31NE-RH b-j
AlrCruiser N150 Router,

Setup Completed!

Press OK to take effect the setting now,

L1OKi]

o

kR

g Information
Maintenance
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While the router is rebooting, the Router Restarting Screen will

display the time remaining. Please be patient and let the router
restart itself.

GIGABYTE GN-BR31NE-RH b-‘
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Restarting, 15 second(s) remaining...

The browser will automaticcally connect the Router alter 15 seconds. If not, you can check the
fellowing HTTP address.

http:/192 168.1.254.

mwrord

_hange WAN MAC

Once your router has successfully rebooted, it will load Router
Welcome Screen. Setup is complete.

Connection Type - Dynamic IP Address
If you have selected Dynamic IP Address ISP Type, the Dynamic IP

Address Screen will display, prompting you for the ISP information.
Enter it and click the Finish button to continue with router setup.
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Dynamic IP Address

Host Hame:

[Te<Foviom | h.‘!n!

The Setup Completed appears. Click the Reboot button to restart
your router so that the settings take effect

GIGABYTE GN-BR31NE-RH
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Setup Completed!

Press OK 1o mke affect the sening now.

Jiok|

chily
3 Information
e Malnenance
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While the router is rebooting, the Router Restarting screen will
display the time remaining.

GN-BR31NE-RH b-‘
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Restarting, 15 second(s) remaining...

The browser will automaticcally connect the Router after 15 seconds. If not, you can check the
Tollowing HTTP address.

hitp 1192 168 1 254

Once your router has successfully rebooted, it will load Router
Welcome Screen. Setup is complete.
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Connection Type - Static IP Address

On the Static IP Address screen, type in the information provided by
your ISP, and then click the Finish button to continue with router
setup.

ﬂ If your ISP has assigned you several IP addresses, please enter
only one.

GN-BR31NE-RH bj
AlrCrulser N150 Routor #

Static IP Address
Internet IP Address:
Subnet Mask:
Gaeway:
Primary DNS:
Secondary DNS:

[ a<Penom | E_II;-":-E [:E’.l

A screen with the message Setup Completed appears. Click the
Reboot button to restart your router so that the settings take effect
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Setup Completed!

Press OK 1o mke affect the sening now.
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While the router is rebooting, the Router Restarting screen will
display the time remaining.
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Restarting, 15 second(s) remaining...

The browser will automaticcally connect the Houter alter 15 seconds. Il not, you can check the
fellowing HTTP address.
http:/1192 168.1.254/

Once your router has successfully rebooted, it will load Router
Welcome Screen. Setup is complete.
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Appendix C
Configuring TCP/IP Settings

Computers access the Internet using a protocol called TCP/IP (Transmission
Control Protocol/ Internet Protocol). Each computer on your network must have
TCP/IP installed and selected as its networking protocol. If a Network Interface
Card (NIC) is already installed in your PC, then TCP/ IP is probably already
installed as well. Please follow the steps in this chapter to assure the correct
TCP/IP settings. For advanced users who know the TCP/IP settings are

already correct, you may skip this section and proceed directly to Chapter 6
Advanced Setup.

Enabling DHCP to Automatically Configure TCP/IP Settings

Each PC using accessing the wireless router must be assigned specific
information about itself and resources that are available on its network. The
simplest way to configure this is to allow the PC to automatically assign the IP
by using a DHCP server. Follow the steps below to allow windows to
automatically assign IP numbers for you.

Step 1 Click the Start button. Select Settings and then click the Control
Panel icon.

@) s Proorom Access snd Dok

RS Wkows Catolog

Windows Update
é WeZo

Control Faned

& Metwork Conrections
Gl Printers and Fares
€D relo snd Support B Tasibar and Start Merns

£7 mn.

@ #eon

4 stant E-CEHGePR G

22 semih

Windows XP Pr

Step 2 Double-click the Network and Dial-up Connection icon.
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Step 4
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& X D W

3

WS Client

Accessibility  Add Hardware Add or Administrative Date and Time Display Folder Cptions
Cptions Remov... Tools
4 o & F
},’/ @ i )
Fonts Game Internet keyboard Mail
Controllers Options
. % & @ @
| = f- 4
Phone and  Power Options  Printers and QuickTime  Regional and  Scanners and  Scheduled
Modem ... Faxes Language ... Cameras Tasl
=) " r B S
g 9 ¥ I B 82
Sound Effect  Sounds and Speech Symantec System Taskbar and  User Accounts
Manager  Audio Devices Livelpdate Start Menu

s W

Double-click the Local Area Connection icon, and then click the
Properties button.

al Area Lonnection status

7]

General Su;mrt'

Connection
Status:
Duratior:
Speed:

Signal Strength;

Activity

Sent - %

Packets: 44,336

) oo ]

Connected
05:28:19
100.0 Mbps

Received

55,286

N——_—

Cloze

The Local Area Connection Properties window will appear. For the
applicable Ethernet / wireless adapter, make sure that there is a
check in the Internet Protocol (TCP/IP) checkbox, then double-click

on “Internet Protocol (TCP/IP)”
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-i- Local Area Connection Properties

i General ‘ Advanced

Connect using:

‘ H8 Realtek RTLE139/810% Family PCI Fast Ethemet NIC ‘

Thig connection uses the following items:
gtlient for Microsoft Metworks

BFNB and Printer Sharing for Microsoft Networks
802.1x) w2200

Install..

Drescription

Transmisgion Control Protocol/Intemet Protocol. The: default
wide area network protocal that provides communication
across diverse interconnected networks.

Shaw ican in notification area when cornected

Step 5 Select both the Obtain IP address automatically and Obtain DNS
server address automatically, options and then click OK. Continue
clicking on the OK button to complete the PC configuration.

Internet Protocol (TCP/IP) Properties

General | Alemate Configuration|

‘You can get IP settings assigned automatically if vour netwark, supparts
this capability. Otherwise, you need to ask vour network. administratar for
the appropriate P seftings.

[ G Oblain an IP addess automaticaly

(O Use the following IF addiess:
[
(R

(3) Obtain DS server address automaticall

D\
-y

() Use the following DNS server addresses:

Windows will now automatically assign IP nhumbers to computers connecting to
your GN-BR31NE-RH.
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Appendix D
Troubleshooting

Problem 1: Cannot connect to the Router’s Web-based Utility.

Response:
e Make sure that your Router uses DHCP, and make sure your
PC’s IP address is on the same subnet as the router.
e Check to see if your web browser is automatically detecting
LAN settings.
e Try closing all web browsers and trying again.

Make sure that your Router uses DHCP, and make sure your PC'’s IP
address is on the same subnet as the router.

Step 1 Click the Start button. Select Run, then type “command”. Press OK.

= Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you,

Open: v

[ ox ][ comel ][ Browse. |

Step 2 At the command prompt, type “ipconfig /release” and press the
ENTER key.

Step 3 At the next command prompt, type “ipconfig /renew” and press the
ENTER key.
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;8808
: B8.8.8.8

The default gateway represents the IP address of your GN-BR31NE-RH, that is:
192.168.1.254. All computers accessing this Router MUST be in the same
subnet (192.168.1.x, where x is anything between 1 and 253)

In the above example, the GN-BR31NE-RH gateway shown above is
192.168.1.254, and the PC’s IP address is 192.168.1.2

Check to see if your web browser is automatically detecting LAN settings

Step 1 Open Internet Explorer. From the menu select Tools and then
click Internet Options.

pgrade your life ! - Microsoft Int

Mail and Mews
Synchronize, ..

Windows Update

Messenger

Inkernet Options...
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Step 2 From the Internet Options window, click the Connections tab, and
then click the LAN Settings button (see figure below).

Internet Options

General | Security | Privacy | Conten(| Connections | Frograms | Advanced |

To set up an Inkernet connectio\n,ﬂEE/

| Setup,

Dial-up and Yirtual Private Netwaork, seftings

Add...

Choose Settings if wou need to configure a prosxy Se
server for a connection.

Local Area Metwork, [LAN] setiings
LAM Settings do not apply to dial-up connectiong. L&M Settings...
Choose Settings abave for dial-up settings.

Step 3 Now verify that none of the checkboxes have been ticked, and click
on the OK button. Now you will be able to login to the Router and
configure or change network settings.

Local Area Network (LAN) Settings

Automatic configuration
Automatic configuration may override manual settings, To ensure the

asdisable_aubomatic configuration.

Automatically detect settings

|:|Use aukomafic configuration scripk

Prowxy server

0 Use a proxy server For your LAN (These settings will not apply to
dial-up or YPM connections).

Ok ] [ Cancel

Problem 2: | can’t connect to the Internet
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Check that the power cord is connected properly, and the
router’s power LED is lit green.

Verify that all the TCP/IP configuration settings are correct.
(Problem 1 above)

Check that your ADSL/Cable Modem is operating normally,
and/or you have ISP service available.

Check that all network cabling is properly connected.

Problem 3:

Response:

When | Configure WDS bridging, my Wi-Fi Protected
Access (WPA) security is cancelled.

Wi-Fi Protected Access (WPA) and Wireless Distribution
System (WDS) cannot be used at the same time.

If you need to secure a WDS network, use the Wireless
Encryption Protocol (WEP) feature instead.

If you must use WPA, connect your base stations to a wired
local area network (LAN).
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Appendix E
Glossary

ADSL

Asymmetric digital subscriber line (ADSL) is a new modem technology that
converts existing twisted-pair telephone lines into access paths for high-speed
communication of various sorts.

Auto-MDI/MDIX

On a network hub or switch, an auto-MDI/MDIX port automatically senses if it
needs to act as a MDI or MDIX port. The auto- MDI/MDIX capability eliminates
the need for crossover cables.

Auto-negotiate
To automatically determine the correct setting. The term is often used with
communications and networking

DHCP

The Dynamic Host Configuration Protocol (DHCP) is an Internet protocol for
automating the configuration of computers that use TCP/IP. DHCP can be used
to automatically assign IP addresses, to deliver TCP/IP stack configuration
parameters such as the subnet mask and default router, and to provide other
configuration information such as the addresses for printer, time and news
servers.

DMZ

In computer networks, a DMZ (demilitarized zone) is a computer host or small
network inserted as a "neutral zone" between a company's private network and
the outside public network. It prevents outside users from getting direct access
to a server that stores company data. Typically, the DMZ contains devices
accessible to Internet traffic, such as Web (HTTP) servers, FTP servers, SMTP
(e-mail) servers and DNS servers.

DNS

The Domain Name System (DNS) is a distributed Internet directory service.
DNS is used mostly to translate between domain names and IP addresses, and
to control Internet email delivery. Most Internet services rely on DNS to work. If
DNS fails, web sites cannot be located and email delivery service will be
suspended.

Dynamic IP Address
An IP address is automatically assigned to a user’s AP in a TCP/IP network
typically by a DHCP server.

Firewall

A system designed to prevent unauthorized access to or from a private network.
Firewalls can be implemented in both hardware and software, or a combination
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of both. Firewalls are frequently used to prevent unauthorized Internet users
from accessing private networks connected to the Internet, especially intranets.
All messages entering or leaving the intranet pass through the firewall, which
examines each message and blocks those that do not meet the specified
security criteria.

Gateway
A device, usually a Router, that connects hosts on a local network to other
networks.

IP Address
Every PC on the Internet has a unique identifying number, called an IP Address.
A typical IP address looks like this: 216.27.61.137

IPSec

IPSec stands for IP Security. It provides authentication and encryption over the
Internet. It functions at Layer 3 and thus secures everything on the network. It
has become a standard protocol used for virtual private networks (VPNSs).

MAC Address

On a local area network (LAN) or other network, the MAC (Media Access
Control) address is your computer's unique hardware number. Usually written
as: 01:23:45:67:89:ab

MTU
The size in bytes of the largest packet that can be sent or received.

NAT
A technique by which several hosts share a single IP address for accessing to
the Internet.

Ping (Packet Internet Groper)

A utility to determine whether a specific IP address is accessible. It works by
sending a packet to the specified address and waiting for a reply. PING is used
primarily to troubleshoot Internet connections.

SSID
SSID is the name representing the Router in WLAN.

79



GN-BR31INE-RH 2.4GHz AirCruiser N150 Wireless Router

PPPOE
Point-to-Point over Ethernet is a protocol for connecting remote hosts to the
Internet over an always-on connection by simulating a dial-up connection.

Router

A device that forwards data packets along networks. A router is connected to at
least two networks, commonly two LANs or WANSs or a LAN and its ISP
network. Routers are located at gateways, the places where two or more
networks connect.

Subnet Mask

A mask used to determine which subnet an IP address belongs to. An IP
address has two components, the network address and the host address.
Subnetting enables the network administrator to further divide the host part of
the address into two or more subnets.

TCP/IP
TCP/IP (Transmission Control Protocol/Internet Protocol), the suite of
communications protocols used to connect hosts on the Internet.

VPN

Virtual private networks are secured private network connections, built on top of
publicly accessible infrastructure, such as the Internet or the public telephone
network. VPNSs typically employ some combination of encryption, digital
certificates, strong user authentication and access control to provide security to
the traffic they carry. They usually provide connectivity to many machines
behind a gateway or firewall.

WAN

Wide Area Network, a communication network that covers a relatively broad
geographic area, consisting of two or more LANs. Broadband communication
over the WAN is often through public networks such as the ADSL or Cable
systems, or through leased lines or satellites. To simplify it, please image
network as a WAN.

WEP

WEP (Wired Equivalent Privacy) is a data privacy mechanism based on a
64/128-bit shared key algorithm, as described in the IEEE 802.11 standard.
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Appendix F

Specifications
Standards IEEE 802.3 (10BaseT), IEEE 802.3u (100BaseTX), IEEE
802.11b/g/n (Wireless)
Ports / Buttons LAN — 4 ports 10/100 Ethernet (auto-MDIX), RJ-45

WAN - 10/100 Ethernet (auto-MDIX), RJ-45
One Init (Reset) button
One WPS/WLAN button

Power External; 5V DC, 2A
Frequency Band 2412 ~ 2484 MHz (subject to local regulation)

Modulation Technology OFDM and DSSS
Modulation Techniques 64QAM, 16QAM, QPSK, BPSK, DBPSK, DQPSK, CCK

Data Rates 300, 270, 243, 216, 162, 135, 121.5, 108, 81, 54, 48, 36, 27,
24,18, 13.5,12,11,9, 6, 5.5, 2, 1 Mbps, auto fallback
Average power Legacy mode: 19 dBm @11b, 15 dBm @11g;

HT20 mode: 15 dBm @MCS7/15 ;
HT40 mode: 15 dBm @MCS7 /15.
Receive Sensitivity Legacy mode: -91 dBm @11b, -77 dBm @11g;
HT20 mode: -72 dBm @ MCS7/15;
HT40 mode: -68 dBm @ MCS7/15.
Antenna 2 external dipole antennas
Wireless Range Outdoor: 100 to 300m Indoor: 30 to 100m
Regulatory and Environmental Compliance
EMC certification FCC part 15 (USA) NCC (Taiwan)
CE(Europe)
Temperature Range Operating: 0 ~ 55 degree C,
Storage: -20 ~ 65 degree C
Humidity 10% ~ 85% Non-condensing
Protocols
Routing Protocols Dynamic, Static Routing with TCP/IP
NAT, PPTP, PPPoE
VPN Pass-Through (IPSec, L2TP)
DHCP (Client & Server)

Security 64/128 bit WEP; WPA-PSK; WPA
LEDs Power/Status; WLAN; LAN (1-4); WAN
Gross Weight 290+ 59

Dimensions 140 mm x 178 mm x 43 mm = 0.5mm
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Appendix G
Warranty

Limited Warranty Statement (1-Year Warranty)

Thank you for purchasing the GIGABYTE Product. This limited warranty statement will provide you
one year warranty starting from the purchase date. Of which if any defect is occurred due to accidents
or any man-made factors, or any unauthorized torn-off or damage to GIGABYTE's sticker on the
product, GIGABYTE Technology will not provide after-sale services, such as:

Products are damaged due to any violation of instructions on user manual.
Hardware is damaged due to inappropriate assembling.

Products are damaged due to the use of illegal accessory.

Products are damaged due to parts disassembling without authorization.
Products are damaged due to exceeding environment limits.

Products are damaged due to unexpected external force.

Products are damaged due to nature disasters.

Products are copies or illegally smuggled goods.
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Appendix H
Regulatory Information

CE Mark Warning: This is a Class B product. In a domestic environment, this product may cause
radio interference, in which case the user may be required to take adequate measures.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates, uses
and can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

. Reorient or relocate the receiving antenna.

. Increase the separation between the equipment and receiver.
. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

. Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: To assure continued compliance, any changes or modifications not expressly approved
by the party responsible for compliance could void the user authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with minimum distance 20cm between the radiator &
your body. The antenna(s) used for this transmitter must not be co-located or operating in conjunction
with any other antenna or transmitter.

Europe - Declaration of Conformity

This device is a 2.4 GHz low power RF device intended for home and office use in
EU and EFTA member states. In some EU / EFTA member states some restrictions
may apply. Please contact local spectrum management authorities for further
details before putting this device into operation.

GIGA-BYTE Technology, Inc. declares that the product: Wireless Broadband Router Model Number:
GN-BR31NE-RH is in conformity with and in accordance with the European Directive of EMC, 89/336
EEC for the following sections:

EN 61000-3-2, EN 61000-3-3, EN 55024, and EN 55022 Disturbances and Immunities

GIGA-BYTE Technology, Inc. also declares the conformity of above mentioned product with the actual
required safety standards in accordance with LVD Directive 73/23 EEC:

EN 60950 Safety

In accordance with R&TTE Directive 1995/5/EC, Part 17: Requirements for Operation in the European
Community, GIGA-BYTE Technology, Inc declares the conformity of the above mentioned products
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for:

EN 300 328-2 V1.2.1, ETSI EN 300 328-1 : V1.3.1, EN 301 489-1, and EN 301 489-17 Technical
Requirements for Radio Equipment

Countries of Operation and Conditions of Use in the European Community

The user should run the configuration utility program provided with this product to check the current
channel of operation and confirm that the device is operating in conformance with the spectrum usage
rules for European Community countries as described in this section. European standards dictate a
maximum radiated transmit power of 100mW EIRP and a frequency range of 2.400 - 2.4835 Ghz.

Operation using 2.4 GHz Channels in France

2.4 GHz Bande: les canaux 10, 11, 12, 13 (2457, 2462, 2467, et 2472 MHz respectivement) sont
complétement libres d'utilisation en France (en utilisation intérieur). Pour ce qui est des autres canaux,
ils peuvent étre soumis a autorisation selon le départment. L'utilisation en extérieur est soumis a
autorisation préalable et trés restreint. Vous pouvez contacter I'Autorité de Régulation des
Télécommunications (http://www.art-telecom.fr) pour de plus amples renseignements.

Please check ART's web site for latest requirements for use of the 2.4GHz band in France:
http://www.art-telecom.fr/eng/index.htm.

When operating in France, this device may be operated under the following conditions:
Indoors only, using any channel in the 2.4465-2.4835 GHz band.

Trademarks: GIGABYTE is a registered trademark of GIGA-BYTE Technology, Inc. Other trademarks
or registered trademarks are the property of their respective manufacturers or owners.

Copyright Statement: No part of this publication or documentation accompanying this Product may
be reproduced in any form or by any means or used to make any derivative such as translation,
transformation, or adaptation without permission from GIGABYTE/GIGA-BYTE Technology, Inc., as
stipulated by the United States Copyright Act of 1976. Contents are subject to change without prior
notice. Copyright© 2004 by GIGA-BYTE Technology, Inc. All rights reserved.
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Appendix |
General Public License

Licensing Information

This product includes copyrighted software license owned by third-party under terms of the GNU
General Public License. Texts of the GPL are included with every CD shopped with our product. All
future firmware updates will also be accompanied with their related source code on our website.

Please refer to the following GNU General Public License for further details of this License.

Specially, the parts of this product listed below are subject to the GNU General Public License.
1. The Linux operating system kernel

2. The iptables packet filter and NAT software

3. The busybox swiss army knife of embedded linux

4. The udhcpd DHCP client/server implementation

5. The rp-pppoe PPPOE client implementation

6. The pppd PPP daemon implementation

7. The ez-ipupdate ddns implementation

The Copyright for All listed Software packages are owned by their respective authors, please refer to
the source code via our website for further details.

Availability of Source Code

Gigabyte Tech. has provided the full Source Code of the GPL Licensed Software on our website. All
future firmware updates will also be accompanied with their related source code.

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place - Suite 330, Boston, MA  02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public License is intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users. This General Public License applies to
most of the Free Software Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by the GNU Library General
Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for this service if you wish), that you receive source code or can get it if you want it, that you can
change the software or use pieces of it in new free programs; and that you know you can do these
things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to
ask you to surrender the rights. These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the
recipients all the rights that you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their rights.
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We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which
gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that
there is no warranty for this free software. If the software is modified by someone else and passed on,
we want its recipients to know that what they have is not the original, so that any problems introduced
by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger
that redistributors of a free program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any patent must be licensed for
everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND
MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright
holder saying it may be distributed under the terms of this General Public License. The "Program”,
below, refers to any such program or work, and a "work based on the Program" means either the
Program or any derivative work under copyright law: that is to say, a work containing the Program or a
portion of it, either verbatim or with modifications and/or translated into another language. (Hereinafter,
translation is included without limitation in the term “"modification”.) Each licensee is addressed as
"you".

Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running the Program is not restricted, and the output from the Program is
covered only if its contents constitute a work based on the Program (independent of having been
made by running the Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and to
the absence of any warranty; and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based
on the Program, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the maodified files to carry prominent notices stating that you changed the files and
the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is
derived from the Program or any part thereof, to be licensed as a whole at no charge to all third parties
under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause it, when
started running for such interactive use in the most ordinary way, to print or display an announcement
including an appropriate copyright notice and a notice that there is no warranty (or else, saying that
you provide a warranty) and that users may redistribute the program under these conditions, and
telling the user how to view a copy of this License. (Exception: if the Program itself is interactive but
does not normally print such an announcement, your work based on the Program is not required to
print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not
derived from the Program, and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those sections when you distribute them
as separate works. But when you distribute the same sections as part of a whole which is a work
based on the Program, the distribution of the whole must be on the terms of this License, whose
permissions for other licensees extend to the entire whole, and thus to each and every part regardless
of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by
you; rather, the intent is to exercise the right to control the distribution of derivative or collective works
based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a
work based on the Program) on a volume of a storage or distribution medium does not bring the other
work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or
executable form under the terms of Sections 1 and 2 above provided that you also do one of the

86



GN-BR31INE-RH 2.4GHz AirCruiser N150 Wireless Router

following:

a) Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge
no more than your cost of physically performing source distribution, a complete machine-readable
copy of the corresponding source code, to be distributed under the terms of Sections 1 and 2 above
on a medium customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding source
code. (This alternative is allowed only for noncommercial distribution and only if you received the
program in object code or executable form with such an offer, in accord with Subsection b above.)
The source code for a work means the preferred form of the work for making modifications to it. For an
executable work, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation of the
executable. However, as a special exception, the source code distributed need not include anything
that is normally distributed (in either source or binary form) with the major components (compiler,
kernel, and so on) of the operating system on which the executable runs, unless that component itself
accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place,
then offering equivalent access to copy the source code from the same place counts as distribution of
the source code, even though third parties are not compelled to copy the source along with the object
code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided
under this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by modifying or distributing the Program
(or any work based on the Program), you indicate your acceptance of this License to do so, and all its
terms and conditions for copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives a license from the original licensor to copy, distribute or modify the Program
subject to these terms and conditions. You may not impose any further restrictions on the recipients’
exercise of the rights granted herein. You are not responsible for enforcing compliance by third parties
to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason
(not limited to patent issues), conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not excuse you from the conditions of
this License. If you cannot distribute so as to satisfy simultaneously your obligations under this License
and any other pertinent obligations, then as a consequence you may not distribute the Program at all.
For example, if a patent license would not permit royalty-free redistribution of the Program by all those
who receive copies directly or indirectly through you, then the only way you could satisfy both it and
this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims
or to contest validity of any such claims; this section has the sole purpose of protecting the integrity of
the free software distribution system, which is implemented by public license practices. Many people
have made generous contributions to the wide range of software distributed through that system in
reliance on consistent application of that system; it is up to the author/donor to decide if he or she is
willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of
this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Program under this License may
add an explicit geographical distribution limitation excluding those countries, so that distribution is
permitted only in or among countries not thus excluded. In such case, this License incorporates the
limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public
License from time to time. Such new versions will be similar in spirit to the present version, but may
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differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of
this License which applies to it and "any later version”, you have the option of following the terms and
conditions either of that version or of any later version published by the Free Software Foundation. If
the Program does not specify a version number of this License, you may choose any version ever
published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is copyrighted by
the Free Software Foundation, write to the Free Software Foundation; we sometimes make exceptions
for this. Our decision will be guided by the two goals of preserving the free status of all derivatives of
our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR
THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO
THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM
PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO
LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU
OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best
way to achieve this is to make it free software which everyone can redistribute and change under
these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each
source file to most effectively convey the exclusion of warranty; and each file should have at least the
“"copyright” line and a pointer to where the full notice is found.

one line to give the program's name and an idea of what it does.

Copyright (C) yyyy name of author

This program is free software; you can redistribute it and/or
modify it under the terms of the GNU General Public License
as published by the Free Software Foundation; either version 2
of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License

along with this program; if not, write to the Free Software

Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA.

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this when it starts in an interactive mode:
Gnomovision version 69, Copyright (C) year name of author

Gnomovision comes with ABSOLUTELY NO WARRANTY; for details

type “show w'. This is free software, and you are welcome

to redistribute it under certain conditions; type “show c'
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for details.

The hypothetical commands ‘show w' and “show c' should show the appropriate parts of the General
Public License. Of course, the commands you use may be called something other than “show w' and
“show c'; they could even be mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a
"copyright disclaimer" for the program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright
interest in the program “Gnomovision'

(which makes passes at compilers) written

by James Hacker.

signature of Ty Coon, 1 April 1989

Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If
your program is a subroutine library, you may consider it more useful to permit linking proprietary
applications with the library. If this is what you want to do, use the GNU Lesser General Public License
instead of this License.

PLEASE RECORD THE FOLLOWING INFORMATION
REGARDING YOUR WARRANTY

Name of Customer:
Phone No:
Address:

Email:

Model:

Serial:

Date of Purchase:
Place of Purchase:
From Whom:
Distributor:

Customer Service

GIGA-BYTE TECHNOLOGY CO., LTD.
No.6, Bau Chiang Road, Hsin-Tien,

Taipei Hsien, Taiwan.
Tel: 886-2-89124888 Fax:886-2-89124007
http://www.GIGABYTE.com.tw
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