2-5. Driver & Utility Installation - Windows® XP

Step 1: When the Found New Hardware Wizard screen appears, click Cancel to exit.
Found New Hardware Wizard

Welcome 1o the Found New
Hardware Wizard

Thiz wizard helpz pou ingtall software for:

Metwork, Controller

L'j If your hardware came with an installation CD
“ZE2 or floppy disk. insert it now.

YWhat do pou want the wizard to do?

%) Inztall the software automatically [Fecommended)
i) Inztall fram a list or specific lacation [Advanced)

Click Mest to continue.

[ Mexst » ]| Cancel |

Step 2: Insert the GN-WIKG Installation CD into the CD-ROM drive. The GIGABTYE
GN-WIKG Wireless Mini-PCI Adapter setup screen appears.

Step 3: Drag your mouse over Install Wireless LAN Utility and click on it to start the
utility installation program.

£ Gigabyte Technology

=

W

Quick Installation Guide & Manual 2 .,
Install Wireless LAN Utility

Visit Gigabyte Web Site

Acrobat 5.0

Browse the CD

Exit

e

(] M3 (singhute Techoninm: Ca S id AN ninhts rasaned
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Step 4: When the Welcome screen appears, click Next.
InstallShield Wizard

]

Welcome to install Gigabyte GH-WIKG 802.11g
- Wlan

The InztallShield will install Gigabwte GH-AWIKG 802,119
W'Larn an your computer. To continue, chck Mext.

Canicel

Step 5: The Check Setup Information screen displays the Operating System of your
computer. If it is correct, click Next to continue.

InstallShield Wizard

Check Setup Information

Setup haz enough information ko begin the file-tranzfer operation.
[f you weant to review or change any of the settings, click Back.
[f you are satisfied with the settings, click Next to begin copying files.

Current Settings:

Setup Type:
WireP

< Back Cancel
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Step 6: After the software utility installation is complete, click Finish. You are now
ready to install 802.1x authentication software.

InstallShield Wizard

InstallShield Wizard Complete
]

InztallShield has finizhed instaling Gigabwte GHAIKG 3021179
W/Lan on pour computer.

Step 7:

2 Gi

pabyte Technology

Quick Installation Guide & Manual

Install Wireless LAN Utility

Visit Gigabyte Web Site
Acrobat 5.0 i
Browse the CD .

-

(] M3 (singhute Techoninm: Ca S id AN ninhts rasaned |
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Step 8: The Windows file explorer opens. Double-click on the file “Aegisl5.exe”.

T ] [ | |
& Utility |;”'E| fgl
File Edit Wiew Favorites Tools  Help ;';'
@ Back - _/. ? Pl ) 5earch ‘“_ Folders "
Address | £ Ex\Utily aalll > K2
Folders x Marne Size | Tvpe
(E# Desktop ) pegislz BOKE Application
i,ﬁ My Dacuments @ aegisIs 100KE  Application
= My Computer @5'3'1'-“3 2,965 KE  Application
5 314 Floppy (A
S WINAP (C2)
“e= USERDATAL (D)
B Sk GN-WIKG ()
=) paTA
[5) driver
|3 Manual

G’ Cantral Panel

|0 shared Docurnents

[ Adminiskrakor's Documents
& My Network Places

2l Recycle Bin

Step 9: When the AEGIS Protocol Installation window appears click the Install button to

begin installing program files.
AEGIS Protocol - Installation =

AEGIS Protocol 2.2 0.0 - Status

@ AEGIS Protocaol [mebwork, component]: Currently [hstalled.
AEGIS Protocol [device driver]: Currently running.

Inztall I Uninztall I Statusz I Cloze |

Step 10: When the message Installed Successfully appears in the dialog box, click the
Close button. Windows® XP may or may not automatically reboot your PC.
AEGIS Protocol - Installation ;: x|

AFGIS Protocol 2.2 0.0 -- Installed Succesfully

@ AEGIS Protocol [network component]: Lninzstalled.
AEGIS Protocol [device driver]: Stopped.
AEGIS Protocal [C:WVWIMMT vinfurndc2027«. PHF): Deleted.
AEGIS Pratocal [C:5WWAMMT SinfrmdeB027 s inf): Created.
AEGIS Protocal [C:WVWIMMT YSpeterm22 v diivershmdcB021 #.2vz]: Created.
AEGIS Pratocal [netwark. companent]: [nstalled.
AEGIS Protocol [device driver]: Started - now running.

Inztall I Urinztall Status Cloge
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Chapter 3 Using the GIGABYTE WLAN Configuration
Utility

The Gigabyte WLAN Utility is a powerful application that helps you to configure the
GN-WIKG Wireless Mini-PCI Adapter as well as monitor the network status link. It
automatically appears as an icon in the system tray at the bottom right corner of screen
whenever the card is operating (see Figure 3-1). The icon displays signal strength (one
green box = weak signal, 4 green boxes = strong signal) and double-clicking on it
launches the utility.

Figure 3-1 Gigabyte Configuration & Monitor Utility Icon

4 RS

You may also open the Gigabyte WLAN Utility from the Windows Start menu, selecting
Programs and then Gigabyte WLAN Utility.

Note: Modifications to WLAN configuration settings can be done when GN-WIKG is in use
or through the network configuration tool provided by Windows® when it is inactive.

3-1. The Profile Tab

Click on the Profile tab in the Gigabyte WLAN Configuration Utility to view the values for
each defined profile. Click the Add button to create a new profile (see section below for
further details), the Delete button to delete a selected profile, the Edit button to modify a
selected profile and click the Activate button to have a selected profile become active.

Figure 3-2 Profile Tab

[AGigabyte GhConfig Utility x|
Profile | Link Status I Site Survey I Statiztics I Advance I Aubowt I
— Profile List

Prafile Mame | S51D | Channel | Authentication | E hcryption | Metwark, Ty

(f' FPROF1 aplhag_11g_... Auto Open Mone Infraztructu
PROFZ Aito Open WEP Infraztructu
PROF2 Auto Open - Jze802.... MNone Infraztructu
FROF4 Ata Open - Jze 802.... “WEF Infrastructu
PROFS At WP, TEIF Infrastructu
PROFE Aito WP, AES Infraztructu
PROFY Auto WRA-PSE TEIF Infraztructu
PROF2 Auto WRA-PSE AES Infraztructu
PROF9 At Shared Mone Infrastructu
FROF10 Aito Shared WEP Infraztructu
PROF11 Aito Shared - Uze 80...  MNone Infraztructu
FPROF1Z2 Auto Shared - U=e 80... ‘WEF Infraztructu

| | B

| Add | Delete Edi | dctivate |

(] |
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Profile Name -

Name associated with specific wireless parameters and settings. The ¥ icon indicates
the currently active profile.

SSID -
Displays the Service Set Identity (wireless network name) associated with active profile.

Channel -
Displays which channel the profile is operating on.

Authentication —
Displays authentication type associated with profile.

Encryption -
Four encryption types currently used in the profile include “None”, “WEP”, “AES” and
“TKIP”.

Network Type —
Displays the wireless mode (Infrastructure or Ad-Hoc) associated with the profile.

3-1-1. Add Profile — Configuration Tab

Figure 3-3 Add Profile — Configuration Tab

Add Profile x|
Canfiguration I Authentacion and Security I
Profile Mame IF'HIZIF1 3 S5I0 | |
PS5k
% Cabd [Constantly Swake Mode)] = PSH [Power Saving Mode)
Metwork Type Ilnfrastructure LI T Poweer I'IEIEI 4 LI
Ereamkble I,-':\ut.:. ;I
[~ RTS Threshold o \ 232 2312
I™ Fragment Threshald 256 H 2312 (2312

Ok, I Cancel | i) 1] |
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Profile Name —
Type in a unique profile name, set the corresponding parameters and click the Apply
button to add profile.

SSID -
Select a defined Service Set Identity detected by the system from the drop-down list or
input a new SSID (32-character maximum).

Power Saving Mode —
Select the PSM option to enable power saving feature (when no data will be transmitted)
or the CAM option to have device always on.

Network Type —

Displays the current wireless mode (Infrastructure or Ad-Hoc) the Mini-PCl Adapter is
operating in. Infrastructure is the most common and is used when connecting your PC to a
wireless access point or wireless router. Ad-Hoc mode is used to connect to another
computer without the use of a wireless access point or wireless router. In Ad-Hoc mode,
the Preamble and Channel can be manually set (see Figure 3-4).

Figure 3-4
Add Profile 1
Configuration I Authentacion and Security I
Profile Name:  [PROFT3 551D | =
PS4
%) ik [Constantyswake Mode] ) PS5 [Power Saving Made]
Metwark. Type T Power I‘IDD 4 ;I
Preamble ALto LI
[” RTS Threshald o '\I 232 2312 Channel
" Fragment Threshald 256 '\I 2312 |231 2 I'I ;I
| (1] I Cancel | Ay |

TX Power —
Allows you to define the transmit power at various percentage levels with 100% being the
default value.

RTS Threshold -
Define the packet size the wireless node uses to determine appropriate transmission
mechanism.

Fragmentation Threshold —

Define the packet length used for fragmentation. Packets larger than value will be
fragmented.
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3-1-2. Add Profile - Authentication and Security

If an authentication or security setting is configured in a wireless access point or wireless
router, it is necessary for the Wireless Mini-PCI Adapter profile to match the security
parameters in order to obtain access and establish a connection. Both WEP Encryption
and 802.1X Authentication protocols are supported.

Figure 3-5. Authentication and Security

Add Profile

Configuration  Authentacion and Security I

Authenticaion Type Mane Use B02.1% BOZ. 11 Setting |
Ehcypiot ; I Hone ;I
WPl Preshared Fey I
—Wep Key

% Keptt IHe:-c j I

! Kepitz IHE:-: j I

O Kepta  [Hex -1 |

 Keyttd IHe:-c j I

(] I Cancel | b 1

Table 3-1
Authentication | security | SCUre KeY | 801X Enabled
ype Setting

None None None YES
WEP Key Setting

Shared None None YES
WEP Key

WPA TKIP None YES
AES None

WPA-PSK TKIP WPA-PSK Key | NO
AES WPA-PSK Key

3-1-2-1. Authentication and Security

Authentication —
Before a station connects to a SSID, the authentication type used by the SSID must be
known. Authentication types include OPEN SYSTEM, WAP, WAP-PSK and SHARED.

Security —

To prevent unauthorized access to data transmitted on the network, WLAN card provide a
data encryption of high security. The access point must have the same password and
encryption to connect with you. Different authentication types have different level of
security. Please refer to Table 3-1.

WEP Encryption —

24



To activate the WEP Encryption, choose WEP Encryption from the drop-down menu in
the Encryption field. Then follow instructions below:

1. Select a Key. (You may specify up to 4 Keys)

2. Select data type as either Hex or ASCII. (Hex = hexadecimal)

3. Enter a WEP key. [For 64-bit: 10 hexadecimal digits, 5 ASCII; For128-bit: 26
hexadecimal digits, 13 ASCII]

4. Click OK to save the settings.

WPA-PSK Encryption —

To activate WPA-PSK (Preshared Key) Encryption using TKIP or AES, choose WPA-PSK
from the drop-down menu in the Encryption field. Then follow instructions below:

1. Enter a Preshared Key. [Key may be up to 64 hexadecimal digits or from 8 to 63 ASCII
digits in length]

2. Click OK to save these settings.

3-1-2-2. 802.1X Setting

To enable 802.1X Authentication, click on the Use 802.1x button (see Figure 3-5 above)
and the 802.1X Setting window will open. From the 802.1x Setting window you can
configure authentication parameters such as Tunnel Protocol, ID and Password and Client
Certificate or Certificate Chain.

Figure 3-6 802.1X Setting — Certification Tab

802.1x Setting -

Certification I Cé Server I

Athenticaion Type FE&F -

Identity I Faszword I

1 Usze Client certificate
|zsued Ta:
|zzued By :
Expired @
Friendly Hame Iiare.. I

— Tunneled Authentication

Pratocol |EAP-MSCHAP v2 -

Identity I FPaszword I

Ok, I Cancel I Lpply

Authentication Type —
Choose authentication type from the drop-down menu. Authentication types supported
include PEAP, TLS/Smart Card, TTLS, LEAP and MD5-Challenge.

Identity —
Enter the name of the user account.

Password —

The option to specify a password is only available when LEAP and MD5-Challenge are
selected as the authentication types.
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Use Client Certificate —
Check the Use Client Certificate box to confirm if the Client Certificate is correct in the
authentication process. This applies only to TLS and TTLS authentication types.

Tunnel Authentication —

PEPA and TTLS use two-step authentication method. The first step is that Server sets up
a Tunnel with its authentication. No option is need to be set for Station with WLAN card.
The second step is to confirm the validity of Station with assigned authentication type in
the Tunnel. Data needed for authentication includes Tunnel ID, Tunnel Password, Client
Certificate or Server Authentication.

Protocol: Use assigned authentication type in the safe tunnel.

Tunnel Identity -
Enter name of user account.

Password —
Enter the user account password.

Figure 3-7. Client Certificate List

Certificate Selection : |
lzzued Ta | |zzued By | Expired On | Friendly Hame |
sdi-win2000 sdi-win2000 11472103

Carcel_|

Figure 3-8. CA Server Setting
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802.1x Setting

Certification  5A Server I

—Iv  Use certifizate chain

Certificate igzuer :

I- Ay Trusted T, - ;I

[ Allows intermidiate certificates

Server name :

% Seper name must match exactly

™ Domain name must end in specified name

OF. I Cancel | Apply |

The CA Server is enabled only when TLS, TTLS or PEAP authentication is selected. The
Client can verify if such server is reliable and then transmit Client Certificate after the
verification is confirmed. (NOTE: Only available if Use Client Certificate is checked.)

Verify CA Server -

1. Confirm if the Server Certificate is issued by an assigned certificate issuer. If Allow
Intermediate Authentication box is checked, the server certificate can be issued by
one intermediate certificate issuer.

2. Check that the server name of server certificate matches the name entered by the user
or belongs to the same domain.

Server Certificate —
Check the Server Certificate box to indicate that the Client will confirm whether the CA
server is reliable.

Certificate issuer —
Specify the CA of a server certificate from the drop-down list.

Allow Intermediate Certificates —
When this option is checked, the certificate issuer can be an issuer recognized by a
specific certificate issuer.

Server name —
This value can be a server name or the name of a domain where the server is located.

Server name must match exactly —
Select this option to specify that the server name of server certificate must be the same as
Server Name or matches the name of domain where the server is located.

Domain name must end in specified name —

Select this option to specify that the certificate issuer must match the domain or secondary
domain entered in Server Name.
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3-2. The Link Status Tab

The Link Status tab displays information on the current wireless network connection.

Figure 3-9. Link Status
[Bcigabyte Gbronfig Ut X

Prafile  Link Status I Site Suwe_l,ll Statisticsl .&dvancel Abaut I

Status Iap'l Rag_11g_“ikinz <--» 00-20-ED-43-BA-E3

Current Channel : IE! - 2452000 KHz

Link Speed [Mbps] - T 54.0 Fix | —
Throughtput [Kbitz/zec] : T« I 0.0 Fix 20.0

Link Quity EERRNERREREREREEN

Signal Strength : HEEEEREEEEREREENEN
Lo -143%

Moize Lewvel : |

0k |

Status —
Displays the SSID and MAC address of the associated access point when GN-WIKG is
configured in infrastructure mode.

Current Channel —
Displays the wireless channel currently in use ONLY when GN-WIKG is configured in
Ad-Hoc mode.

Link Speed —
Indicates the transmission data rate between associated access point and the GN-WIKG

Throughput -
Indicates the number of successfully transmitted (Tx) and received (Rx) data (in bytes per
second.

Link Quality -
Displays how well the GN-WIKG is communicating with wireless access point, wireless
router or another wireless device.

Signal Strength -
Displays the signal strength received by RF signal processor in dBm.

Noise Level —
Displays the noise level of connection.
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3-3. The Site Survey Tab

The Site Survey” tab shows you the list of available access points and/or peer-to-peer
stations. You can double click SSID that you want to connect or highlight the access point
and click the Connect button.

Figure 3-10. Site Survey
[c3Gigabyte GbConfig Ukility x|

Prafile I Link Statuz  Site Survey I Statisticsl .&dvancel Aoyt I

551D | BssiD | 5ig.. | C.. | Encry. | Authent... | Metwork
apl1g-5111111111... 00-0D-B1-41-44-. 10.. 9 Mane Unknown - Infrastruc
RT2500_Gateway 0o-20-eD-43-CO.. 10, 1 Maone Unknown - Infrastruc
JHTzal_g 0o-20-ED-43-BC... 10, 4 Mane Unknawn  Infrastruc
apllg 00-00-61-41-44- .. 10, 9 WEP Unknown  Infrastiuc

ﬁ’_fi aplBag_11g “ikinz?  00-20-ED-49-BA . 10 9 Mone Unknown  Infrastruc
aplBag_11g_Wikin 00-0D-61-41-44-.. 10, 11 Mane Unknown - Infraztruc

4| | B
I':':'V'IV'IE':tE':| <--» ap15ag_11g_Wikin: Fescan {  LConnect il AddtoPrafile |

] |

BSSID -
Displays the MAC address of the access point.

Signal Strength —
Displays the access point signal strength.

Channel -
Displays the current broadcast channel used by the access point.

Encryption —
The security method used by the access point.

Authentication -
The authentication type used by the access point.

Network Type —

Informs you if an access point (infrastructure) or other wireless node (802.11 Ad Hoc) is
connected.
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3-4. “Statistics” Setting

The Statistics tab shows you the number of packets sent and received by the Wireless
PCI Adapter.

Figure 3-11. Statistics

[Acigabyte GhConfig Utility

Prifile I Lirk. Statual Site Survey I .ﬁ.duancel About I

— Tranzmit Statiztics

Frames Tranzmitted Succeszfully - 260
Frames Tranzmitted Successfully “Without Retry = 239
Framez Transmitted Successfully After Bety(z] = 21

Frames Fail To Receirve ACK After All Retries =
RTS Framez Succeszsfully Receive CTS =
RTS Framesz Fail To Receive CTS =

— Receive Statistics

Frames Received Successfully = 13835
Frames Becered With CRC Emar = 178525
Frames Dropped Due To Out-af-Resaurce = ]
Duplicate Framez Recerved = B

| Fezet Counter I

] |

30



3-5. The Advanced Tab

The Advanced tab includes fields of various parameters to review or change drivers. Just
click “Apply” button to apply any parameter change to the driver in the tab. A reboot is not
needed for the WLAN card (see Figure 3-12)

Figure 3-12. Advance

[HGigabyte Ghronfig Utility x|
Prafile I Litik Statual Site Suwe_l,ll Statistice  Adwvance I.-‘-‘-.I:u:uut I
wireless mode [802.11 B/G mix =]
Ad hoc wirelezs mode IEDE.'I'I B only ;I
[~ T#BURST B/G Protection  |4uto =]
Tx Rate I.-'i‘-.uto ;I
[T T turbo rate
[T Use short slat time
T | Turn off RF I Apply |

(]9 |

Wireless Mode: Sets infrastructure Protocols, including 802.11 B/G mix and 802.11 B
Only.

Ad Hoc Wireless Mode: Sets Ad Hoc Wireless Protocols, including 802.11 B/G mix,
802.11 B Only and 802.11 G Only.

TX Burst: The longest interval between frames is normally one DIFS while frames are
transmitted. When this setting is open, the longest interval between frames is one SIFS
that means the system is allowed to transmit higher capacity of data in one interval.

B/G Protection: 802.11b uses CCK modulation. 802.11g uses OFDM while CCK
modulation for 802.11b is compatible. To prevent data collision between two stations with
802.11b and 802.11g within range of the same Access Point, it is necessary to set 11B/G
Protection. This setting only functions when 802.11 B/G mix is selected as Wireless Mode.
Three setting are available: AUTO, EABLE and DISABLE.

This is a mechanism implemented to prevent the “Hidden Node” problem, “Hidden Note” is
a situation in which two stations are within range of the same Access Point, but are not
within range of each other. Therefore, they are hidden nodes for each other and can not
detect each other. This mechanism is a way to prevent data collision when WLAN
equipments require transmission.

TX Rate: This option adjusts settings of TX Rate according to the setting of “Infrastructure
Wireless Mode”.

Signal Control: To turn off transferring signals, click on “Turn Off RF”’ icon on the bottom
right corner of the screen. Click “Turn On RF” to transfer signal again.
TX Turbo rate and Use short slot time: currently does not support.
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3-6. The About Tab

The About tab displays information about current drivers and physical MAC address.

Figure 3-13. About

[ Gigabyte GbConfig Utility
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Chapter 4 Troubleshooting

This troubleshooting guide lists questions and possible solutions to some common
problems which you may encounter while installing or using GIGABYTE Wireless Mini-PCI
Adapter.

4 Cannot Enable 802.1x, WPA or WPA-PSK

® Windows XP /2000:
1. Run the Aegisl5.exe file found on the GN-WIKG installation CD.
2. Click “Install”.

® Windows 98SE / ME:
1. Run Aegisl2.exe file found on the GN-WIKG installation CD.
2. Click “Install”.

€ Cannot Establish Connection to a Wireless Network

® Make sure the SSID for the Wireless Mini-PCI Adapter is the same as the
wireless access point or wireless router.

® Make sure the security settings are the same as that of wireless access point /
router. If WEP or WPA encryption is enabled, check if the WEP or WPA keys for
the GN-WIKG match.

® Check that the MAC address of the Wireless Mini-PC Adapter is included in the
access point/router’s Authorization Table.

€ Can Connect to an Access Point, but Cannot Access the Internet

® Make sure the security settings are the same as that of wireless access point /
router. If WEP or WPA encryption is enabled, check if the WEP or WPA keys for
the GN-WIKG match.

® Verify the network settings (IP address, subnet mask, gateway, and DNS) of your
computer.

® Check that the proxy server of the WEB browser is correctly set.

€ Poor Link Quality and Weak Signal Strength

® Keep the Wireless Mini-PCI Adapter away from microwave ovens and large metal
objects to avoid radio interference.
® Locate the Wireless Mini-PC Adapter as near to the access point as possible.
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Chapter 5 Hardware Specifications

1. System

Host Interface

Mini-PCI Type Ill B

Operating Voltages

3.3V+-5%

2. RF Characteristics

Frequency Bands

2412-2484 MHz (subject to local regulations)

Modulation Technology

OFDM and DSSS

Modulation Techniques

64QAM, 16QAM, QPSK, BPSK, CCK, DQPSK, DBPSK

Date Rates

54, 48, 36, 18,12, 9, 11, 6, 5.5, 2, and 1 Mbps, auto fallback

Typical Power

Receive:240 mA; Transmit:400 mA

Peak Output Power

Targeted at 20dBm @ Nominal Temp Range at antenna connector

Receive sensitivity

Targeted at -68dBm @54Mbps; -85dBm@11Mbps

Antenna connectors

Two antenna connectors for supporting antenna diversity

3.Safety Regulation and Operating Environment

EMC certification

FCC Part 15 (USA)

Temperature Range

Operating: 0 ~ 55 deg C, Storing: -20 ~ 65 deg C

Humidity

10% ~ 90% Non-condensing

4. Software Support

Driver Windows 98SE/ME/2000/XP
Security 64/128 bit WEP; AES;802.1x client and WPA for Windows XP
Roaming Seamless roaming among 802.11b/g access points.

Management Utility

Monitors the network situation.

5. Mechanical

Dimensions 59mmx44mmx4mm
Weight 12+ 19
Packaging Packaging specially used by Gigabyte.

*This specification is subject to change without notice.
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