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BG?AAZM#=zet wlan

1——Basic Settings

2———Security

J—Advanced Settings

4———LIPS

L———HMAC Filtering

—*%elect the parameter to configurelll:
—*Enahle WiFi?¥ ‘yes’ or ‘no’[yes]:
—>»Channel{d-13.8-AutoSelect>[A]:
—*Wireless Mode(B—-11ibrg.1-11b,.2-11g.3-11brgsn.4-11n>[31:
—>Channel Width(8-2AMH=z.1-28-48MH=>[11:

onfig S5ID1:
—>55ID Name [Gaoke—-B7ACEE 1:
—>Bind InterfaceC([AIWAN [5IVULAN1>[51:
—»*Enable BroadcastY ‘wves’ or ‘no’[nol:
—*Isolated? ‘ves’ or ‘no’lnol:
—>*LAN Isolated? ‘yez’ or ‘no’lnol:
—>*Max Client{A™255>[321:

onfig S53ID2:
—*Enahle 55IDY ‘yes’ or ‘no’lnol:
Really want to modifuy? ‘yes’ or ‘no’lyes]:
The configuration will take effect after zaved and reset?
BG?AAZNH

Figure 1-1 Configure Basic Settings

The following items are displayed on this part.

» Enable WiFi: Enable or disable the WIFI AP function globally.

» Channel: This field determines which operating frequency will be used. The default channel is
set to AutoSelect, so the AP will choose the best channel automatically. It is not
necessary to change the wireless channel unless you notice interference problems
with another nearby access point.

» Wireless Mode: Select the desired mode.

11b: Select if all of your wireless clients are 802.11b.
1g: Select if all of your wireless clients are 802.11g.
11n: Select only if all of your wireless clients are 802.11n.

11b/g: Select if you are using both 802.11b and 802.11g wireless clients.
11b/g/n: Select if you are using a mix of 802.11b, 11g and 11n wireless clients.

» Channel Width: Select any channel width from the drop-down list. The default setting is automatic,
which can automatically adjust the channel width for your clients. If you choose to
11n or 11b/g/n Wireless mode, this configuration is required. Two values of width
are provided: 20MHz and 20/40MHz.

The Service Set Identifier (SSID) is used to identify an 802.11 (Wi-Fi) network and it's discovered by
network sniffing/scanning. FG7008N provides up to four SSID.

» Enable SSID: Enable or disable this entry of SSID. SSID1 can’t be disabled.

»SSID Name: Enter the name of SSID. The name of SSID must be unique in all wireless
networks nearby.

» Bind Interface: Select a network interface to be bridged to the SSID.

» Enable Broadcast: When wireless clients survey the local area for wireless networks to associate
with, they will detect the SSID broadcast by the device. If you select the Enable
Broadcast checkbox, the device will broadcast its name (SSID) on the air.
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» Isolated: Enable or disable isolate different clients from the same wireless station.
» LAN Isolated: Enable or disable isolation between the LAN and SSID.
» Max Client: Enter the maximum number of clients allowed to connect to the SSID.

» SSID AP lIsolated: This function can isolate wireless stations on your network from each other.
Wireless devices will be able to communicate with the Router but not with each
other. To use this function, check this box. AP Isolation is disabled by default.

Input “2” to configure security parameter as below:

BGYHAAZNEzet wlan

1——Basic Settings

2———8Jecurity

3—Advanced Settings

4————LFPS

5——HMAC Filtering
—>Select the parameter to configurell]:=2
—>3elect the S5ID to set(@-3>[81:

B———Dizahbhle
1—0FEN WEFP
UPAPSK
WPAZPSK
UPAPSKWPAZPSK
WPA
WPAZ2
WPA1YWPAZ
#———5HARE
F————WEPFAUTO
—*Authentication[4]1:
—*Algorithm(B-KTIP.1-AES . 2-KTIP-AES>[11:
—>Renew interval(@-2572006>[36801:
—*WAF Pre—Shared HKeuw(length:8-—63 ) [ ]:
—»Continue or not¥Cvessnorlyes]lcn
—*Really want to modify? ‘wves’ or ‘no’luyesl:y

Oprate success?t

BGYOAZNE

Figure 1-2 Configure Security Parameter
The following items are displayed on this part.

» SSID: The SSID enabled in WLAN—Basic Settings page.Read only
» Authentication:  The authentication type selected: WPA-PSK, WPA2-PSK, WPAPSK/WPA2PSK.
» Algorithm: When WPA2-PSK or WPAPSK/WPA2PSK is set as the Authentication Type,

you can select either TKIP, or AES or TKIP/AES as Encryption. When

WPA-PSK is set as the Authentication Type, you can select either TKIP or AES
as Encryption.

» WPA Pre-Shared Key: You can enter ASCII characters between 8 and 64 characters.
» Renew Interval: Specify the group key update interval in seconds. Enter 0 to disable the update.

Input “3” to configure advanced settings as below:
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BGYHHZMHEzet wlan

1——Basic Settings
2———S8ecurity
3——HAdvanced Settings
4———HPE

L———HMAC Filtering

—>%elect the parameter to configurelll:3

—>*Fragmentation Threshold<{256™2346>[23461:

—>RTS Threshold<256™23475>023471]1:

—>*Tranzmit Power{1™18A>[18A1:

—>Enable WMM? *yes® or "no’lyesl:

Really want to modify? *yes’' or *no’[yesl:

The configuration will take effect after saved and reset?

BG?BH2NE

Figure 1-3 Configure Advanced Settings

The following items are displayed on this part.

» Fragmentation Threshold: This value is the maximum size determining whether packets will be
fragmented. Setting the Fragmentation Threshold too low may result in
poor network performance since excessive packets. 2346 is the default
setting and is recommended.

» RTS Threshold: Here you can specify the RTS (Request to Send) Threshold. If the packet
is larger than the specified RTS Threshold size, the device will send
RTS frames to a particular receiving station and negotiate the sending
of a data frame. The default value is 2347.

» Transmit Power: Here you can specify the transmit power of device. 100 is the default
setting and is recommended.
» Enable WMM: Enable or disable the WIFI WMM function globally. WMM function can

guarantee the packets with high-priority messages, being transmitted
preferentially. It is strongly recommended enabled.

Input “4” to configure WPS parameter as below:

BGYHHZMHEset wlan

1——Basic Settings

2———S8ecurity

3———HAdvanced Settings

4————UPSE

L———HMAC Filtering

—>%elect the parameter to configurelil:=4

—>Enable WPS<yes- no>lvyes]

—>WPS mode ¢ B—guit; 1 — PIN ; 2 - PBC >[11]:
—>Enter the PIN code: 123456

—>Really want to modify? ‘yes’ or ‘no’lyesl:

Oprate success?

BG?ABZMNE

Figure 1-4 Configure WPS Parameter
The following items are displayed on this part.
» Enable WPS: Enable or disable the WIFI WPS function globally.
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Input “4” to configure MAC filtering parameter as below:

BG?AAZHHE=et wlan

i1——Basic Settings

2———LRecurity

3——Advanced Settings

4————UPE

L——HMAC Filtering

—>*%elect the parameter to configurelll:G
WLAH MAC Filter Config:

—>*B-Rule, 1-Li=t[B@1: A

—>Enable MAC Filter? ‘yes’' or ‘no’lyesl:
—>*Filtering Rules{8-Allow.1-Deny>[@1:
Heally want to modify? ‘yes’ or “no’ [pesl:
The configuration will take effect after saved and

BGYAEZHH
BG?HAZMNHzet wlan

1——Basic Settings
2————Becurity
3———Advanced Settings
4———LPs
5———HMAC Filtering
—»53elect the parameter to configurell]l:5
WLAN MAC Filter Config:
—»A—Rule.1-Li=t[B1: 1
WLAN MAC Filter List Config:
—»3elect config typedB-add.1-del.2-—modifu>[B]1:
—>*MACGL]1:=15:41:66:88:ac=f8
The configuration will take effect after saved and resett

1——Basic Settings
2———8ecurity
3——RAdvanced Settings
4————UPE
L———HMAC Filtering
—>»%elect the parameter to configurell]l:5
LLAM MAC Filter Config:
—>B-Rule . 1-Li=st[B@1: 1
LLAM MAC Filter List Config:
—>8elect config typedB-add.l-del,.2-—modifu>[B@]1: 2

—>*Please input number which you will modifylB@-11:1
—>MACI15:41:66:88:ac:f81:a2:35:68:-41:12:43
Really want to modify? *yes’' or "no’[yesl:
The configuration will take effect after saved and

BG?BH2NE
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1-——Basic Settings
2———S8ecurity
3——Advanced Settings
4————UPS
L——HMAC Filtering
—>Select the parameter to configurell11:5
WLAM MAC Filter Config:
—>3-Rule.1-Li=st[@]1: 1
WLAM MAC Filter List Config:
—>*Select config typeiB-add.l-del.2-modify>[@]1: 1

af:16:80:-41:43:99

a2:35:68:-41:12:43

+-T-+-
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
-

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
-

—>*Please choose the start index of deleting entrylB-11:1
—>*Please choose the end index of deleting entryplB-11:1
—>*Are you sure to delete?’yes’ or ‘no’lyesl:

Delete success

BG?BB2Ni#

Figure 1-5 Configure MAC Filtering Parameter
The following items are displayed on this part.
» Enable MAC Filter: Enable or disable the Wifi MAC filtering function globally.
» Filtering Rules:  Two MAC filtering rules are provided:
Allow: allow the stations specified by entries in the list to access.
Deny: deny the stations specified by entries in the list to access.

1.2 Data Service

1.2.1 DHCP Server

1.2.1.1 Static Address Assign
The command “show dhcp-server static-ip-assign” shows the static IP assign information as bellow:

BG?AAZNzhow dhecp—server static—ip—assign

1192.168.4.5 1255.255.255.8 101:82:83:84:85:686

—— —— —_— +

i192.168.8.308 12655 255 255.8  111:a2:3c:33:6%7:85

Figure 1-6  Show Static IP Assign Information

The command “set dhcp-server static-ip-assign” configures the static IP assign information as below.
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Enter O

to add a new entry. Enter 2 and choose the entry you want to modify. If you want to delete the

entry, enter 1 and choose the corresponding entry.

BG?AAZN#zet dhocp—server static—dip—assign

Static Ip Assign List Config:

—>»8elect Config type(@-add.l-del,.Z2-modify>[@]1: A

—>IPL1: 192 _168_4._66

—>*Metmask[1: 255.255.255.8

—>*MACIAA:-A0:0P-BA:AA:AA1: a4:2d:-33:76:8B9:f3

The configuration will take effect after saved and reloaded?

BG?AB2NE_
G?7AAZMHset dhocp—server static—ip—assign

Rtatic Ip Assdign List Config:
*Belect Config typedB-add.l-del.2-modify>[B1: 2

1192.168.8.38 1265 .255.255.8 111:a2:3c:33:67:85

——— ———— F——— +
11922_.168.12_.56 1255.255.255.8 114:34:86:9%:a6:86
———— ————— e +
11922168 .4.66 1255 2552558 1ad:2d:33:76:87:f3
———— ———— F——— +

*Please input numbher which wou will modifylB-21:8
IP[192.168.0.381:

*MetmaskI[255.255.255.8]1:

*MACI11:a2:3c:33:67:851:

eally want to modify? ‘wes’ or ‘no'lyes]:

he configuration will take effect after saved and reloaded?

G?AA2ZNE

BG?AZH#tzet dhcp—server static—ip—assign
Static Ip Assign List Config:
—>*%elect config typelB-add.l-del,2-—modifup>[@1: 1

1192.168.68.3208 1255256525008 i11:a2:3c:33:67:85

e e e e e e e e +

1192 168,12 .56 255,255, 2558 114:34:86:9%:ab:86 i

e e e e e e e e +

1192 . 168.4.66 125525525608 1ad4:2d:33:76:89:f3 i

e e e e e e e e +

—>*Please choose the start index of deleting entrylB-21:1
—>*Pleasze choose the end index of deleting entrylB-21:2
—*Are you sure to delete?’yes’ or ‘no’[pesl:

Delete success

BGYAAZNG

Figure 1-7  Configure Static IP Assign

The command will configure static ip assign.
The following items are displayed on this screen:

»IP:

The IP address reserved.
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» Mask: The subnet mask of IP address reserved.
» MAC: The MAC address you want to reserve IP address.

1.2.1.2 DHCP Relay

The command “show dhcp-relay” shows the DHCP relay information as below:

BG?EEZHHtshow dhcp—relay
DHCP Relavy Enable

Interface none

Interface ULANL
Interface

none

Interface UOICE

DATA
138.8.68.2

Figure 1-8  Show DHCP Relay Information
The command "set dhcp-relay” configures the DHCP relay information as below:

BGTHAZMHzet dhcp—relay
DHCP Relay? ‘uwes’' or ‘no’lyesl:
Interface 1C[AIDATA [1IUOICE [2IMGMT [51ULAML [255Inone>[2551:2
Interface 2CIAIDATA [1IUOICE [2IMGMT [51ULAM1 [255Inone>[51:
Interface 3CIAIDATA [11UOICE [2IMGMT [51ULAM1 [255Inone>[2551:
Interface 4C[BIDATA [1IUOICE [2IMGMT [51ULAM1 [2551none>[11:

*Server InterfaceC[BIDATA [1JUOICE [21MGHMT [51ULAW1 [2551none>[@1:
*Server IP[138.8.68.21:

eally want to modifu? ‘yes® or ‘no’lyesl-y
he configuration will take effect after zaved and reloaded?

BGTHAZMH

Figure 1-9 Set DHCP Relay Information

The following items are displayed on this screen:
» Enable DHCP Relay: Enable or disable DHCP Relay.
» Client Interface: The interface to listen for DHCP client requests. Up to four interfaces can be

selected.
» Server Interface: Choose the interface which connects DHCP server.
» Server IP: Configure the DHCP server IP address.

1.2.2 NAT Config

1.2.2.1 Basic Settings

The command “show nat” shows the NAT basic settings as below:
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BG?AA2NE

BG7AAZHEshow nat
Max Hat Connections

Enable MSE Auto Adaptive : Dizable
TCPF MSE

BG?AA2NE

Figure 1-10 Show NAT Basic Settings

The command “set nat” configures the NAT basic settings as below:

BGTHAZNHzet nat

*Max Hat Connections(512™16800><512-160806> [160061:
>Enahle M55 Auto Adaptive ‘yes’ or ‘no’ [nol:

>TCP H58(1Z268—1468>[126681:

eally want to modify? ‘wes’ or ‘no’[yes]:
The configuration will take effect after zaved and reloaded?

BGIPAZ N _

Figure 1-11 Configure NAT Basic Settings
The following items are displayed on this screen:

» Max Nat Connections: Specify the maximum number of NAT connections.

» Enable MSS Auto Adaptive: Enable or disable auto adaptive the value of MSS (Maximum Segment
Size).

» TCP MSS: If Enable MSS Auto Adaptive is not selected, configure this to specify

the maximum segment size of the TCP protocol.

1.2.2.2 PAT Settings

The command “show pat” shows the PAT information as below:
BG?EAZN#zhow pat

Enahle PAT : Enahle

———————— —————

Enahle iInter_IfaceiInter_PortiProtocoll Intra_IP iIntra_Forti

Figure 1-12 Show PAT Information

The command “set pat” configures the PAT parameters as below:
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BG?HAZN#zet pat

—*Enahle PAT? *‘yes’ or ‘no’lyesl:

Really want to modify? ‘yez’ or ‘no’'lyesl:

The configuration will take effect after saved and reloaded?

BGIAAZNY

Figure 1-13 Configure PAT Parameters
The following items are displayed on this screen:
» Enable PAT: Enable or disable PAT globally.

The command “set pat rule” configures the PAT rule as below. Enter O to add a new entry. Enter 2 and
choose the entry you want to modify .If you want to delete the entry, enter 1 and choose the
corresponding entry.

BG?HEZHHtzet pat rule

Pat Regular List Config:

—>»8elect config type{f-add.l-del.2-—modify>[B@]1:

—>Enable the PAT rule? ‘yes’ or ’‘no’lyesl:

—*Protocol Type<{B-TCP, 1-UDP>L[B]1:1

—>Internet Port(B-65535>[16608]1:

—>Intranet IF[B.6.8.81:192_168.2 .66

—>Intranet Port(B-65535>[1666]:66860

—>Internet Interface:’'[BIDATA’[A]:

The configuration will take effect after saved and reloadedt?

BG?HEZH#zet pat rule
Pat Regular List Config:
—>»8elect config typeiB-add.l1-del,.2-—modifu>[@1: 2

———————— —_————— e ———— e ———— e}

Enahle iInter_Ifaceilnter_PortiProtocol! Intra_IP iIntra_Porti

—*Pleaze input number which you will modifyplB@-11:1

—>»Enable the PAT rule? *yes’' or *no’lyesl:

—*Protocol Type{®B-TCP. 1-UDP>[11:

—>*Internet Port(@-655353[1008H]1:588008

—>Intranet IP[192_168_2 _661:

—>*Intranet Port(@-65535>[608HA]:

—>Internet Intevrface:’'[BIDATA’I[A]:

—>*Really want to modify? *yes’' or 'no’lyesl:

Really want to modify? *yes’' or *no’[yesl:

The configuration will take effect after saved and reloaded?
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BG?AAZNHEzet pat rule
Pat Regular List Config:
—*8elect config typei(B-add.i-del.2-modify>[@1: 1

———————— —————— e e e e — }
Enahle {Inter_IfaceiInter_PortiProtocol! Intra_IP iIntra_Porti

—*Pleasze choose the start index of deleting entrolB-11:1
—*Pleasze choose the end index of deleting entrylB-11:1
—*Are vou sure to delete?'yes’ or ‘no’lyesl:

Delete success

BG?AAZNE_

Figure 1-14 Configure PAT Rule
The following items are displayed on this screen:

» Enable: Enable or disable this PAT entry.

» Internet Port: Enter the service port provided for accessing external network. All the requests
from internet to this service port will be redirected to the specified server in local
network.

» Intranet Port: Specify the service port of the LAN host as virtual server.

» Intranet IP: Enter the IP address of the specified internal server for the entry. All the requests
from the internet to the specified LAN port will be redirected to this host.

» Protocol: Specify the protocol used for the entry.

» Internet Interface: Specify the interface to receive requests from the internet for the entry.

1.2.2.3 DMZ Settings

The command “show dmz” shows the DMZ information as below:
BG?AAZ2MEzhow dmz

Enahle DMZ : Enahble

Figure 1-15 Show DMZ Information

The command “set dmz ” configures the DMZ Parameters as below:
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BG7HHZNHtzet dm=
—>*Enable DMZ? ‘yes’ or 'no’lyesl:
Really want to modify? ‘yes’ or ‘no’lyvesl:

The configuration will take effect after saved and reloaded?

BC?AB2NE_

Figure 1-16 Configure DMZ Parameters
The following items are displayed on this screen:
» Enable DMZ: Enable or disable DMZ globally.

The command “set dmz rule” configures the DMZ rule as below. Enter 0 to add a new entry. Enter 2 and
choose the entry you want to modify. If you want to delete the entry, enter 1 and choose the
corresponding entry.

BG?7AEZMHizet dmz rule

DMZ Fegular List Config:

—»Select config typed(B-add.1-del.2-—modifyu>[B]1:

—>Public IPLC1:=192.15.26.3

—>Private IPL1:=172.56.5.69

The configuration will take effect after saved and reloaded?

BG?7AEZMHzet dmz rule
DMZ Regular List Config:
—»8elect config typeiB-add.1-del.2-modify>[B1: 2

—»Pleaze input number which wvou will modifyplB—11:1

—>Public IP[192.15_26.31:

—>»Private IPI[172.56.5.691:172_66.6.6

—»Really want to modify? ‘yes’ or ‘no’flyesl:

Really want to modifu? ‘yesz® or ‘no’lyesl:

The configuration will take effect after saved and reloaded?

BG?AEZNHizet dmz rule
DMZ RBegular List Config:
—>»Select config type(B-add.l1-del.2-modify>[B1: 1

—>*Please choosze the start index of deleting entrylB-11:1
—>*Please choose the end index of deleting entrylB-11:1
—*Are vou sure to delete?’'yes’ or ‘no’lyesl:

Delete success

BG?OA2 N

Figure 1-17 Configure DMZ Rule
The following items are displayed on this screen:
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» Public IP: The public IP address for this DMZ entry.
» Private IP: The private IP address for this DMZ entry.

1.2.2.4 ALG Settings

The command “show alg” shows the ALG information as below:
BGYAAZMEzhow alyg
Enable SIF ALG Dizahble
Enabhle H323 ALG Enahble
Enabhle FTPF ALG Enahble
Enabhle RTSF ALG Enahble

RTISFP Server Port 554
Enahle PPTF ALG Enahle

BGYAA2ZNE

Figure 1-18 Show ALG Information

The command “set alg” configures the ALG parameters as below:

BG?AAZMHEzet alg

—>*Enahle SIP ALG? ‘yes’ or ‘no’ [nol: wy
—>*Enahle H323 ALG? ‘ves’ or ‘no' [pesl:
—>*Enahle FTP ALG? ‘yes’ or ‘no' [pesl:
—>*Enahle RISP ALG? ‘ves’ or ‘no' [pesl:
—>RTISP Server Port{1™65535>[5541:

—>*Enable PPTP ALG? ‘yes’' or 'no’ [yesl:
Heally want to modify? ‘yes’ or “no’lypesl:
The configuration will take effect after saved and reloaded?

BG?AEZNE

Figure 1-19 Configure ALG Parameters
The following items are displayed on this screen:
» Enable SIP: Enable or disable SIP ALG.
» Enable H323: Allow Microsoft NetMeeting clients to communicate across NAT if selected.
» Enable FTP:  Allow FTP clients and servers to transfer data across NAT if selected.
» Enable PPTP: Enable or disable PPTP ALG.
» Enable RTSP: Enable or disable RTSP ALG.

1.2.3 Firewall Config

1.2.3.1 Attack Defense

The command “show attack-defense” shows the attack defense information as below:
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BG?EEZH#tzhow attack—-defense

Enabhle Broadcast Storm Defense Dizable
Enable Block Ping Dizable
Enabhle TCPF S¥MH Flood Defense Enable
Max Limit{packets. second> 28
Enabhle UDF Flood Defense Dizable
Enable ICHF Defense Enable
Max Limit{packets. second> 18
Enable ARPF Attack Defense Dizable
Enabhle Port Scan Defense Dizable
Enable Land Based Defense Dizable
Enabhle Ping Of Death Defense Dizable
Enabhle Teardrop Defense Dizable
Enabhle Fraggle Defense Dizable

Smurf Defensze

Figure 1-20 Show Attack Defense Information

The command “set attack-defense” configures the attack defense parameters as below:

BG?HAZNHset attack—defense
—»Enahle Broadcast Storm Defense? ‘yes’ op
—»Enable Block Ping? ‘yesz’ or ‘no’ [nol:
—>»Enahle TGP S¥YM Flood Defense? ‘yes’ or ‘no’ [yesl:
—*Max Limit<{packets/second}(1™108@>[2A]1:
—»Enahle UDP Flood Defenze? ‘yesz® or ‘no’ [nol:
—»Enahle ICHP Defense? ‘yes’ or ‘no’ [yesl:
—*Max Limit<{packets/second>(1™108@>[1A]1:

ARF Attack Defenze? ‘yez’ or ‘no’ [nol:
‘no* [nol:
‘no* [nol:
no’* [nol:

r r

no' [nol:

Port Scan Defenze? 'yes’ op
Land Based Defense? ‘yes’ or
Ping Of Death Defense? ‘ypes’ or
Teardrop Defenze? ‘yes® or ‘no’ [nol:

r r

Fraggle Defen=ze? ‘yes’ or ‘no’ [nol:
Smurf Defense? ‘wes' or ‘no’ [nol:
Really want to modify? ‘yes' or “no’lyesl:
The configuration will take effect after zaved and reloaded?

Figure 1-21 Configure Attack Defense Parameters
The following items are displayed on this screen:
» Enable Broadcast Storm Defense: Enable or disable Broadcast Storm Defense.

» Enable Block Ping: Enable or disable Block Ping function.

» Enable TCP SYN Flood Defense:  Enable or disable TCP SYN Flood Defense.

» Enable UDP Flood Defense: Enable or disable UDP Flood Defense.

» Enable ICMP Defense: Enable or disable ICMP Defense.

» Enable ARP Attack Defense: Enable or disable ARP Attack Defense.

» Enable Port Scan Defense: A port scanner is a software application designed to probe a
server or host for open ports. Check the box to prevent port
scanning.

» Enable Land Based Defense: The Land Denial of Service attack works by sending a spoofed

packet with the SYN flag - used in a "handshake" between a
client and a host - set from a host to any port that is open and
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» Enable Ping Of Death Defense:

» Enable Teardrop Defense:

» Enable Fraggle Defense:

» Enable Smurf Defense:

1.2.3.2 Service Type

listening. If the packet is programmed to have the same
destination and source |IP address, when it is sent to a machine,
via IP spoofing, the transmission can fool the machine into
thinking it is sending itself a message, which, depending on the
operating system, will crash the machine. Check the box to
enable Land Based Defense.

Ping of death is a denial of service (DoS) attack caused by an
attacker deliberately sending an IP packet larger than the
65,536 bytes allowed by the IP protocol. Check the box to
enable Ping of Death Defense.

Teardrop is a program that sends IP fragments to a machine
connected to the Internet or a network. Check the box to enable
Teardrop Defense.

A fraggle attackis a variation of a Smurf attack where an
attacker sends a large amount of UDP traffic to ports 7 (echo)
and 19 (chargen) to an IP Broadcast Address, with the
intended victim's spoofed source IP address. Check the box to
enable Fraggle Defense.

The Smurf Attack is a denial-of-service attack in which large
numbers of Internet Control Message Protocol (ICMP) packets
with the intended victim's spoofed source IP are broadcast to a
computer network using an IP Broadcast address. Check the
box to enable Smurf Defense.

The command “show service-type” shows the service type information as below:

BG7AAZM#izhow service—type

Figure 1-22 Show Service Type Information

The command “set service-type” configures the service type as below. Enter 0 add a new entry. Enter 2
and choose the entry you want to modify. If you want to delete the entry, enter 1 and choose the

corresponding entry.
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BG?EAZMHEzet service—type

Service Type List Config:

—>»8elect Config type{B-add.i-del, 2-modify>[B]1: @
—>*Mame[1:a=sdf

—>Protocol<{@-UDP,.1-TCP.2-ICHP.3-ALL>[8]1: 1

—>Port{Start Port>{B-65535>[B]1: 186868

—>Port{End Port)>{(B-65535>[B]1: 2068Q

The configuration will take effect after zaved and reloaded?

BG?OA2MH

BG?E02M#tzet service—tupe
Service Type List Config:
—>8elect Config type{B-add,.i-del,.2-modify>[@]1: 2

—>*Please input number which you will modifylB-11:8

—>*Name [1231:1234

—>*Protocol<{B-UDP.1-TCP.2-ICHP,.3-ALL>[B8]1:

—>*Port(Start Port>{B-65535>[11:

—>*Port(End Port>{B-65535>[655351]1:

Really want to modify? ‘yes’ or ‘no’ [yesl:y

The configuration will take effect after saved and reloaded?

BG7AAZMHEzet service—tuype
Service Type List Config:
—>Select config type(d-add.1-del.2-—modify>[B1:- 1

11-65535

1188682068

—*FPleazse choose the start index of deleting entrylB-11:1
—*FPleaszse choose the end index of deleting entrylB-11:1
—>*Are you sure to delete?’'yves’ or ‘no’lyesl:

Delete s=uccess

BG700AZ N

Figure 1-23 Configure Service Type
The following items are displayed on this screen:
» Name: Name of this entry, it will be list in Internet Access-Ctrl page.
» Protocol: Select the protocol for this entry. Four types are provided: TCP, UDP, ICMP and ALL.
» Port Range: Configure the port range for this entry.

1.2.3.3 Internet Access-Ctrl
1.2.3.3.1 Access Control
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The command “show access-control” shows the access control information as below:
BGAB2M#show access—control

Enahle Access

—>»Enter the index to show{(B-8>[A]:
Enable Rule

Service Hame

Source IP{Start IP>
Source IP{End IP>
Destination IP{Start IP>
Destination IP{End IP>
Active

Active

Active

Active

Active

Active

Active

Active

Active

—>»5how access control rule detail para continue or not?lyesl:in

BGYAA2ZNE

Figure 1-24 Show Access Control Information

The command “set access-control” configures the access control policy as below:

BG?AB2ZN#set access—control
—»Enabhle Access Control? ‘yes' or ‘no’lyesl:
—*Policy<B-Allow.1-Deny>[B]1:

Really want to modify? ‘yes’ or ‘no’lyesl:
The configuration will take effect after szaved and reloaded?

BGYABZHHT

Figure 1-25 Configure Access Control

The following items are displayed on this screen:

» Enable Access Control: Enable or disable access control from WAN.

» Policy: Default policy of access control: Allow or Deny. If Allow is selected, all
packets will be allowed except the entries list on this page. If Deny is
selected, all packets will be denied except the entries list on this page.

The command “set access-control rule” configures the access control rule as below. Enter 0 to add a
new entry. Enter 2 and choose the entry you want to modify. If you want to delete the entry, enter 1 and
choose the corresponding entry.
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BG?7002MHizet access—control rule
Access Control Rule List Config:
—>Select config type(B—add.1-del.2-—modifu>[B]1:
—>Enable Rule? ‘yesz’ or ‘no’lnol:y
—>3ource IP<Start IP>[1:192_168.5.6
—>Source IPC(End IF>[1:1%2.168.5.98
—>Destination IP<Start IP>[1:139?.8.1.6
—>Destination IPC(End IF>[1:13%.8.1.66
—>Bervice Mame<(B-123 . 255-NULL>[@1:
Time<Start Time>[B@:801:
Time<{End Time>[BB:0A1:23:808
Mondavw? ‘yes’ or ‘no’lnol:
Mondavw? ‘yes’ or ‘no’lnol:
Tuesday? ‘yes’ or ‘no'[nol:
Hednesday? ‘wves’ or ‘no’lnol:
Thurzday? ‘yes’ or ‘no' [nol:
Fridavw? ‘yes’ or ‘no’lnol:
Saturday? ‘yes’ or ‘no’ [nol:
The configuration will take effect after saved and reloaded?

BGTAA2NHzet access—control rule
Access Control Rule List Config:
—»%elect config typeiB-add.l-del,.2-—modify>[B]1: 2

f——————— e F————— +

iEnabhle | Src IP Range i Service Mame

input number which you will modifyplB-11:1
Rule? ‘ves’ or ‘no’lyesl:
IP{Start IP>[192.168.5.61:
IP(End IP>[192.168.5.9@1:
—*Destination IP(Start IP>[137.8.1.61:
—>Destination IP(End IP>[139.8.1.661:
—>»Service Name{B-123 . 255-NULL>[@A]:
—*Active Time(Start Time>[BA:BA]:
—*Active Time(End Time}[23:8081:
—*Active Monday? ‘yes’ or ‘no’'lnol:
—*Active Monday? ‘yes’ or ‘no’'lnol:
—*Active Tuwesday? ‘yes’ or ‘no’'lnol:
—*Active Wednesday? ‘yes’ or ‘no’'lnol:
—*Active Thursday? ‘yes’ or ‘no’lnol:

—*Active Friday? ‘yes’ or ‘no’'lnol:

—*Active Saturday? ‘yes’ or ‘no’lnol:
Really want to modify? *yes’ or 'no’[yesl:
The configuration will take effect after saved and reloaded?
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Acceszs Control Rule List Config:
—»Select config type(B—add,.1-del.Z2-modifu>[B1: 1

—— e e o e s s e e +

Src IP Range i Service Mame

—*Please choose the start index of deleting entrylB-11:1
—*Please choose the end index of deleting entrylB-11:1
—>Are you sure to delete?’pes’ or ‘no’lyesl:

Delete success

BGTAAZNH

Figure 1-26 Configure Access Control Rule
The following items are displayed on this screen:

» Enable Rule: Enable or disable this rule.

» Source IP Range: Enter the source IP range in dotted-decimal format (e.g. 192.168.1.23).

» Destination IP Range: Enter the destination IP range in dotted-decimal format (e.g. 192.168.1.23).
» Service Name: Choose a service type that defined in Service Type page.

» Active Time: Specify the time range for the entry to take effect.

» Active Day: Specify the day range for the entry to take effect.

1.2.3.3.2 User Authentication

The command “show user-authentication” shows the user authentication information as below:

BG?AAZMHshow user—authentication
—»*Enahle User Authentication : Enable

Figure 1-27 Show User Authentication Information

The command “set user-authentication” configures the user authentication parameters as below:

BG?AAZNHzet user—authentication
—>*Enahle User Authentication? ‘yes’ or ‘no’ [yes]l:
Really want to modify? ‘yves’ or ‘no’[yes]l:

The configuration will take effect after szaved and reloaded?

BG?HAZNE

Figure 1-28 Configure User Authentication Parameters
The following items are displayed on this screen:
» Enable User Authentication: Enable or disable user authentication globally. If enabled, only the
following list of users and passwords can access the Internet.
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The command “set user authentication list” configures the user authentication list as below. Enter 0 to
add a new entry. Enter 2 and choose the entry you want to modify. If you want to delete the entry, enter 1
and choose the corresponding entry.

BG?AAZMiizet uszser—authentication list
llzer Authentication List Config:
—>»Select config type(B-add,.1-del,.2-modifu>[B]1:
—Hlzername [ 1241 x43f
—*Passwordll:hfzy
Auth Mode
B—Allow Multi-PC Access
1-Allow One PC Access

—*Auth Mode [B1]1:
The configuration will take effect after saved and »eloaded?

BG?AEZMHizet user—authentication list
llzer Authentication List Config:
—»Select config type(@—add,.1-del.Z2-modify>[B1: 2

—*Please input number which you will modifylB—11:1
—*lzername [z41x43f 1:

—>Pazsswordlhfzyl:

Auth Mode

B—-Allow Multi-PC Access

1-Allow One PC Access

—>Auth Mode [B1:
Really want to modifuy? ‘yes’ or ‘no’lyesl:
The configuration will take effect after saved and reloaded?

BG?AEZMHizet wser—authentication list
llzer Anthentication List Config:
—>S3elect config type(B-add.i-del.2-modify>[B1: 1

—*Pleasze choose the start index of deleting entrylB-11:1
—*Pleasze choose the end index of deleting entrylB-11:1
—*Are vou sure to delete?’'yes’ or ‘no’lyesl:

Delete zuccess

BGTAAZHH

Figure 1-29 Configure User Authentication List
The following items are displayed on this screen:
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» Username: Enter the username of this entry.

» Password: Enter the password of this entry.

» Auth Mode: Choose the authentication mode of this entry. Provides four modes:
Allow Multi-PC Access: Allows multiple computers to access the Internet using this
account.
Allow One PC Access: Only allows one computer to access the Internet using this
account.
Allow Special IP Access: Allowing only specified IP computer uses this account to
access the Internet.
Allow Special MAC Access: Allowing only specified MAC computer uses this account
to access the Internet

1.2.3.4 Network Access-Ctrl
1.2.3.41 WEB

The command “show network-access-ctrl web” shows the web access control information as below:
BG?AH2MH=how network—access—ctrl w

BG?EE2HH#zhow network—access—ctrl weh

—>*HTTP Port 5]

—>*HTTPS Port 443

—>*Enable Internet Allow Access Enable
—>Enable Internet IP Limit Dizable
—>*Internet IP Range<Start IP> 138 _8._68._1
—>*Internet IP Range<End IP> 138_8_255 255
—>*Internet IPubt Range<Start IP> 280081 ::68

—>*Internet IPubt Range<End IP> 20801 :-:-ffff
—>»Enable Intranet Allow Access Enahble
—>»Enable Intranet IP Limit Dizahble
—*Intranet IP Range<Start IP> 122 _168_1._2
—>*Intranet IP Range<End IP> 122 _168_1_255
—>*Intranet IPuvt Range<Start IP> 280081 ::68
—>*Intranet IPubt Range<End IP> 20801 :-:-fffF

BG?BH2ZNE

Figure 1-30 Show Web Access Control Information

The command “set network-access-ctrl web” configures the web access control parameters as below:
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BG?002ZNlzet network—access—ctrl weh

—>*HITP PortI8B1:

—>*HTITPS Portl[4431:

—>»Enable Internet Allow Access? ‘yes’ or ‘no’ [yesl:
—>»Enable Internet IP Limit? ‘yes’ or ‘no’ [nol: vy
—>*Internet IPF Range<Start IP>[138.8.668.11:
—>*Internet IPF Range<End IP>[138.8.255.2551:

—>*Internet IPve Range<Start IP>[20B1:-:681:
—>*Internet IPve Range<End IP>[2881::-ffff1:
—>»Enable Intranet Allow Access? ‘yes’ or ‘no’ [yesl:

—>Enable Intranet IP Limit? ‘yes’ or ’no

* [nol:

Really want to modify? *‘wes’ or ‘no’lyesl:
The configuration will take effect after saved and reloaded?

BGTHA2ZNH

Figure 1-31 Configure Web Access Control Parameters

The following items are displayed on this screen:

» HTTP Port:

» HTTPS Port:

Port used with HTTP access device.

HTTP: Hypertext Transfer Protocol.

Port used with HTTPS access device.
HTTPS: it is the result of simply layering the Hypertext Transfer Protocol (HTTP) on
top of the SSL/TLS protocol.

Internet Web Access:

» Allow Access:
» IP Limit:

» IP Range:

» IPv6 Range:

If enabled, allow user to access the device from the Internet via WEB.

If enabled, allow only specific IP range to access the device from the Internet via
WEB.

If IP Limit enabled, specifies the IPv4 address range that is only allowed to access
to the device from the Internet via WEB.

If IP Limit enabled, specifies the IPv6 address range that is only allowed to access to
the device from the Internet via WEB.

Intranet Web Access:

» Allow Access:
» IP Limit:

» IP Range:

» IPv6 Range:

If enabled, allow user to access the device from the Intranet via WEB.

If enabled, allow only specific IP range to access the device from the Intranet via
WEB.

If IP Limit enabled, specifies the IPv4 address range that is only allowed to access
the device from the Intranet via WEB.

If IP Limit enabled, specifies the IPv6 address range that is only allowed to access
the device from the Intranet via WEB.

1.2.3.4.2 TELNET

The command “show network-access-ctrl telnet” shows the telnet access control information as below:
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BGYAA2ZMizhow network—access—ctrl telnet

23

Dizable

Dizable
—*Internet IP Range(Start IFP> 138.8.68.1
—*Internet IP Range(End IFP> 138.8.255.255
—*Internet IPuvb Range(Start IP> 2081: 68
—*Internet IPuvb Range(End IF> 20801 ::ffff
—>»Enahle Intranet Allow Access Enable
—>»Enahle Intranet IP Limit Dizable
—*Intranet IP Range{Start IF> 1?2.168.1.2
—*Intranet IP Range(End IFP> 1?22.168.1.255
—*Intranet IPvb Range(Start IF> 2081: 68

IPuf Range(End IP> 2001 :-:-fffFf

Figure 1-32 Show Telnet Access Control Information

The command “set network-access-ctrl telnet” configures the telnet access control parameters as below:

BG?EEZHH#zet network-access—ctrl telnet

—>*Port[23]1:

—»Enable Internet Allow Access? ‘yes’ or ‘no’ [nol: vy
—>»Enable Internet IP Limit? ‘wes’' or ‘no’ [hol: y
—>*Internet IP Range<Start IP>[138.68.68.11:

—>*Internet IPF Range<End IP>[138.8.255.2551:
—>*Internet IPve Range<Start IP>[20081::681:

—>*Internet IPv6 Range<End IP>[2801::ffff1:

—>»Enable Intranet Allow Access? ‘yes’ or ‘no’ [yesl:
—»Enable Intranet IP Limit? ‘wes’ or 'no’ [nol:

Really want to modify? *‘yes’ or ‘no’lyesl:

The configuration will take effect after saved and reloaded?

Figure 1-33 Configure Telnet Access Control Parameters
The following items are displayed on this screen:
» Port: Port when using telnet tools access device.
Internet Telnet Access:
» Allow Access: If enabled, allow access to the device from the Internet via telnet.

» IP Limit: If enabled, allow only specific IP range to access the device from the Internet via
telnet

» IP Range: If IP Limit enabled, specifies the IPv4 address range that only allow access to the
device from the Internet via telnet.

» IPv6 Range: If IP Limit enabled, specifies the IPv6 address range that only allow access to the

device from the Internet via telnet.
Intranet Telnet Access:
» Allow Access: If enabled, allow access to the device from the Intranet via telnet.

» IP Limit: If enabled, allow only specific IP range to access the device from the Intranet via
telnet

» IP Range: If IP Limit enabled, specifies the IPv4 address range that only allow access to the
device from the Intranet via telnet.

» IPv6 Range: If IP Limit enabled, specifies the IPv6 address range that only allow access to the
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device from the Intranet via telnet.

1.2.3.43 SSH

The command “show network-access-ctrl ssh” shows the SSH access control information as below:

BG?7AAZMizhow network—access—ctrl telnet

23

Dizable

Dizable
—*Internet IP Range(Start IFP> 138.8.68.1
—*Internet IP Range(End IFP> 138.8.255.255
—*Internet IPuvb Range(Start IP> 2081: 68
—*Internet IPuvb Range(End IF> 20801 ::ffff

—>»Enahle Intranet Allow Access Enable
—>»Enahle Intranet IP Limit Dizable
—*Intranet IP Range{Start IF> 1?2.168.1.2
—*Intranet IP Range(End IFP> 1?22.168.1.255
—*Intranet IPvb Range(Start IF> 2081: 68
—*Intranet IPuvb Range(End IF> 20801 ::ffff

BGYAAZNE

Figure 1-34 Show SSH Access Control Information

The command “set network-access-ctrl ssh” configures the SSH access control parameters as below:

BG?002ZM#izet network—-access—ctrl telnet

—>*Port[23]:

—»Enable Internet Allow Access? ‘yes’ or ‘no’ [nol: vy
—>»Enable Internet IP Limit? ‘wes’' or ‘no’ [hol: y
—>*Internet IP Range<Start IP>[138.68.68.11:

—>*Internet IPF Range<End IP>[138.8.255.2551:
—>*Internet IPve Range<Start IP>[20081::681:

—>*Internet IPv6 Range<End IP>[2801::ffff1:
—>»Enable Intranet Allow Access? ‘yes’ or ‘no’ [yesl:

* [nol:

—>»Enable Intranet IP Limit? ‘vyes’' or ’'no
Really want to modify? *‘yes’ or ‘no’lyesl:

The configuration will take effect after saved and reloaded?

Figure 1-35 Configure SSH Access Control Parameters
The following items are displayed on this screen:
» Port: Port when using SSH tools access device.
Internet SSH Access:
» Allow Access: If enabled, allow access to the device from the Internet via SSH.

» IP Limit: If enabled, allow only specific IP range to access the device from the Internet via
SSH
» IP Range: If IP Limit enabled, specifies the IPv4 address range that only allow access to the

device from the Internet via SSH.

» IPv6 Range: If IP Limit enabled, specifies the IPv6 address range that only allow access to the
device from the Internet via SSH.

Intranet SSH Access:

» Allow Access: If enabled, allow access to the device from the Intranet via SSH.
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» IP Limit: If enabled, allow only specific IP range to access the device from the Intranet via
SSH

» IP Range: If IP Limit enabled, specifies the IPv4 address range that only allow access to the
device from the Intranet via SSH.

» IPv6 Range: If IP Limit enabled, specifies the IPv6 address range that only allow access to the

device from the Intranet via SSH.

1.2.3.5 Filter Strategy

1.2.3.51 Keyword Filter
The command “show keyword-filter” shows the keyword filter information as below:

BGYEAZMEshow keyword-filter

Figure 1-36 Show Keyword Filter Information

The command “set keyword-filter” configures the keyword filter parameters as below:

BGTHAZMHzet keyword-filter

—*Enable Keyword Filter? ‘ves’ or ’‘no’lyesl:
—*Policy<@-Deny.1-Allow>[@1:

Heally want to modify? ‘yes® or ‘no’ [yesl:

The configuration will take effect after saved and reloaded?

BGIABZNE_

Figure 1-37 Configure Keyword Filter Parameters

The command “set keyword-filter list” configures the keyword filter list as below. Enter 0 to add a new
entry. Enter 2 and choose the entry you want to modify. If you want to delete the entry, enter 1 and
choose the corresponding entry.

BG?A02HHtcet keyword-filter list

HKeyword Filter List Config:

—*Select config typed(B-add,l-del.2-modify>[@]1:

—>*Keywordl]:quer
The configuration will take effect after saved and reloaded?

BG?AA2ZNH#
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BG?OAZM#zet keyword-filter list
Keyword Filter List Config:
—>*Select Config type(B-add.i1-del,2-modify>[B@1: 2

—>*Please input number which you will modifylB-11:=8
—*Keyword [1234gwe 1:hgzpdl

Really want to modify? ‘yes’ or ‘no'lyesl:

The configuration will take effect after saved and reloaded?

BG?AAZNHizet keyword-—filter li=zt
Keyword Filter List Config:
—>3elect config type(l-add.l-del,2—modify>[@l1:- 1

—>*Please choose the start index of deleting entrylB-11:1
—*Pleaze choose the end index of deleting entrylB-11:1
—*Are you sure to delete?'yes’ or ‘no’lyes]:

Delete zuccess

BG?HARZ2 N

Figure 1-38 Configure Keyword Filter List

The following items are displayed on this screen:
» Keyword Filter: If enabled, packet filtering is enabled by keyword.

The policy for filtering web page, Deny and Allow.

IP Filter

The command “show ip-filter” shows the IP filter information as below:

BG?EEZHHtzhow ip-—filter

Figure 1-39 Show IP Filter Information

The command “set ip-filter” configures the IP filter parameters as below:
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BG?OBZ2HHtzet ip-filter
—>*Enable IP Filter? ‘yes’' or ‘no’lyesl:
—>*Policy{@-Deny,.1-Allow>[B]1:

Really want to modify? ‘yes’ or ‘no’lyesl:
The configuration will take effect after saved and reloaded?

BGYAA2ZNE

Figure 1-40 Configure IP Filter Parameters

The command “set ip-filter list” configures the IP filter list as below. Enter 0 to add a new entry. Enter 2
and choose the entry you want to modify. If you want to delete the entry, enter 1 and choose the
corresponding entry.

BGYAAZMzet ip—filter list

IP Filter List Config:

—»Select config type(B—add,.1-del,.2-modifu>[@]1:
—>IPuv4l[1:192.168.5.6

The configuration will take effect after saved and reloaded?

BG?AA2ZHE

BG?AAZMH#zet ip-—filter list
IPF Filter List Config:
—*8elect config typedB-add.l1-del.Z2-modify>[B1: 2

—*Pleaze input number which vou will modifulB-11:1
—>IPu4[192 _168.5.61:192_168_.6.9

Really want to modify? ‘yes® or ‘no’lyes]:

The configuration will take effect after zaved and reloaded?

BG?AAZNHzet ip-filter list
IP Filter List Config:
—*8elect config typeiB-add.i-del.2-modify>[B1: 1

+

h mm o mm o o=
 mm o mm o mm

—*Pleasze choosze the sztart index of deleting entrylB-11:1
—*Pleasze choosze the end index of deleting entrylB-11:1
—*Are you sure to delete?’'yes’ or ‘no’lyesl:

Delete success

BG?AAEZ N

Figure 1-41 Configure IP Filter List
The following items are displayed on this screen:
» IP Filter:  If enabled, packet filtering is enabled by IP address.
» Policy: The policy for IP address list. Deny and Allow.
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1.2.3.5.3 MAC Filter
The command “show mac-filter” shows the MAC filter information as below:

BG?AEZM#zhow mac—filter

Figure 1-42 Show MAC Filter Information

The command “set mac-filter ” configures the MAC filter parameters as below:

BG?AAZN#tzet mac—filter

—>»Enable MAC Filter? ‘yes’' or 'no’lyesl:
—>*Policy{@-Deny.1-Allow>[@1:

Really want to modify? ‘yes’ or “no’lyesl:

The configuration will take effect after saved and reloaded?

BGYAAZNE

Figure 1-43 Configure IP Filter Parameters

The command “set mac-filter list” configures the MAC filter list as below. Enter 0 to add a new entry.
Enter 2 and choose the entry you want to modify. If you want to delete the entry, enter 1 and choose the
corresponding entry.

BG?AAZHEzet mac—filter list

MAC Filter List Config:

—*8elect config typeiB-add.l1-del.Z2-modify>[B1: @

—>MACIAA:BA:AA:AP:AR:AB]1:11:23:4e-db:56:-98
The configuration will take effect after zaved and reloaded?

BGTAA2ZNE

BG?A@ZNHzet mac—filter list
MAC Filter List Config:
—*8elect config typeiB-add.i-del.2-modify>[B1: 2

—*Pleasze input number which yvou will modifylB-11:1
—*MACI[11:23:4e:d6:56:981:33:56:86:-25:41:43

Really want to modify? ‘yes’ or ‘no’lyes]:

The configuration will take effect after zaved and reloaded?

BG?AAZNH
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BGIAE2ZNH#zet mac—filter list
MAC Filter List Config:
—>8elect config type<B—add.l-del,.2—modify>[B]1: 1

—>Pleasze choose the start index of deleting entrylB-11:-1
—>Pleasze choose the end index of deleting entrylB-11:-1
—>Are you sure to delete?'yes’' or ‘no’lyesl:

Delete success

BG?EA2HEH

Figure 1-44 Configure MAC Filter List
The following items are displayed on this screen:
» MAC Filter: If enabled, packet filtering is enabled by MAC.
» Policy: The policy for MAC list. Deny and Allow.

1.24 QoS

1.2.4.1 Basic Settings

The command “show qos basic-settings” shows the QoS basic settings as below:

BG?AAZMH#zhow gos haszic—settings

Enable
—>Scheduling mode PQ
—>»Qo% Priority 8@z .1p
—*Upztream Bandwidth{Kbps> A
—>Downstream Bandwidthd(Khps>» a
—>»Enable Uoice Reservation Enahble
—*Unice Reservation Bandwidth(Khps>» 6
—>»Enable Uideo Reservation Dizahble
—>Enabhle Remap ToS5-DSCP to CoS Disahle

BGIAAZNE

Figure 1-45 Show QoS Basic Settings

The command “set qos basic-settings” configures the QoS basic settings as below:
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BG?AHZMHEset gos hasic—settings

—>*Enable QoS5Y ‘wes’ or ‘no’lyesl:

—>*Scheduling mode<@: PQ. 1: WRR. 2: PQ+WRR>[B1: 1
—>*Weight[@1: 1

—>*Weight[@1: 2

—>*Weight[@1: 3

—>*Weight[B1: 4

—>Qo% Priority{@:DSCP. 1:882.1p>[11: 8

—*Upztream Bandwidth{Kbps>[@Al:

—>Downstream Bandwidth(Kbpzs>»[@A1:

—>»*Enable Uoice Reservation? ‘wes’ or ‘no’l[yesl:
—*Uoice Reservation Bandwidth{(Kbp=z>[?61:

—>*Enable Uideo Reservation? ‘yes’ or ‘no’lnol:
—>Enable Remap ToS5-DSCP to CoS57 ‘wves’' or ‘no'lnol:
Really want to modifu? ‘yes’ or ‘no’lyesl:

The configuration will take effect after zaved and reloaded?

BG?AA2ZNE

Figure 1-46 Configure QoS Basic Settings

The following items are displayed on this screen:

» Qos Enable: Enable or disable QoS functionality.

» Scheduling Mode: PQ: PQ means strict priority, that is, when congestion occurs, first
sending packets of high priority queue.
WRR: All queues use weighted fair queuing scheme which is defined in
Weight Ratio
PQ+WRR: Only highest queue use strict priority; others use weighted
fair queuing scheme.

» Qos Priority: DSCP and 802.1P: depending on the value of priority classification into
different queues.

» Upstream Bandwidth: Configure the bandwidth of upstream.

» Downstream Bandwidth: Configure the bandwidth of downstream.

» Enable Voice Reservation:  Enable voice reservation and give the value to reserved for voice

» Enable Video Reservation:  Enable video reservation and give the value to reserved for video

» Remap Tos/DSCP to CoS: Check the box that the system will remark 802.1P value with
TOS/DSCP of upstream packets, the mapping relationship is as
follows:

1.2.4.2 Port Rate Limit

The command “show qos port-limit” shows the port rate limit information as below:
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BG?HHZMEshow gos port—limit
Tips::UP:Unicast; MP:Multicast; BP:Broadcast;
UUP:Unknown Unicasts UMP:Unknown Multicast;

———— —_——— —_——— —_—— +

iport iEnable Limit Packet

————

iLAM1 iDisable

————

iLANZ iDisable

————

iLAN3 iDisable

————

iLAN4 iDisable

Figure 1-47 Show Port Rate Limit Information

The command “set qos port-limit” configures the port rate limit as below:

BG?AE2H#tzet gos port—limit

—>Input port index{1-LAN1. 2-LAH2, 3-LAN3,. 4-LAN4>[1]1: 1

—>*Enable rate limit ‘yes’ or 'no’ [nol:y

—>*Incoming Rate Limit<{Kbps>{@™1024000>[0]1: 16824008

—>0utgoing Hate Limit{Kbps>{@™10240008>[A]1:

packet tuype:
—*>all ‘ves’ or

r r

no’ [vesl:in
—>unicast ‘yes’ or ‘no’ [nol:
—»>multicast ‘ves’ or ‘no’ [nol:
—>hroadcast ‘ves’ or ‘no’ [nol:

—>unknown wnicast ‘yes’ or ‘no’ [nol:
—>unknown multicast ‘yes’ or ‘no’ [nol:
Really want to modify? ‘yes’ or 'no’lyesl:y
The configuration will take effect after saved and reloaded?

BG?OA2NE

Figure 1-48 Configure Port Rate Limit
The following items are displayed on this screen:

» Port: Physical LAN port

» Enable: Enable or disable rate limit function.

» Incoming Rate Limit: Enter incoming maximum rate, which must is times of 32Kbsp.
»Limit Packet Type: Select the packet type which is limited rate.

» Outgoing Rate Limit: Enter Outgoing maximum rate, which must is times of 32Kbsp.

1.2.4.3 Flow Rate Limit

The command “show qos flow-limit” shows the flow rate limit information as below:
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BGPAAZMEzhow gos flow—limit

——— —— e

iProtocoliDirectioni CIR<Ehps2>

+
1
]

+

—>Enter the index to show(@-@>[@1:8
—>*IP Range<Start IF>
—>*IP Range<End IP>

Time(Start Timel

—*%how flow rate limit detail para continue or not?Iyesl:in

BG7AAZNE

Figure 1-49 Show Flow Rate Limit Information

The command “set qos flow-limit” configures the flow rate limit as below. Enter 0 add a new entry. Enter
2 and choose the entry you want to modify. If you want to delete the entry, enter 1 and choose the
corresponding entry.

BG?EE2H#tzet gos flow—limit

Flow Limit List Config:

—>8elect config type<dB-add,.l-del.2-—modify>[B@]1:

—>IPF Range<{Start IP>[1:-192.168.5.6

—>IF Range<End IP>[1:1%2.168.5.98
Time(Start Time>[BB:B61:
Time<(End Time>[BB:-0@1:-23:-86
Monday? ‘yes’ or "no’'lnol:
Monday? ‘yes’ or "no’'lnol:
Tuesday? *yes’ or ‘no’lnol:
WYednesday? *yes’ or "no’'lnol:

Thursday? *yves’ or "no'lnol:
Fridavy? ‘yes’ or "no’'lnol:
Saturday? ‘yves’ or ‘no’lnol:
—>Dirvectiont@—up.l—down.2—-all>[B]1:
—>TypeB—-Application,.1—Custom>[B]1:
—>Protocol Type<{@-HTTP,.1-HITPS, 2-FTP . 3-TFIP,.4-SHMIP, 5-POP3, 6-TELMET . 7-ANY>[B]1:

The configuration will take effect after saved and reloaded?

BG?ABZNY
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BG7AAZMH=zet gos flow—limit
Flow Limit List Config:
—»8elect config typei(B-add.1-del.2-modifuy>[B1: 2

i iProtocol iDirectioni CIR<KEbps> i PIR<KEhps>

iAWY iup A A

e

il iHTTP iup 1 A 1 A

—»Please input number which wvou will modifuplB—11:1
—>»IP Range(Start IP>[172_168.5.61:
—>»IP Range<End IF>[172_168.5_9@1:

TimecStart Time>[B@:881:

Time(End Time>[23:-098@1:

Mondavw? *‘yes* or ‘no’lnol:

Mondavw? *‘yes* or ‘no’lnol:

Tuesday? ‘yes* or ‘no’lnol:

Hednesday? ‘ves’ or ‘no’[nol:

Thur=day? ‘yes’ or ‘no’lnol:

Fridauy? *‘yes* or ‘no’lnol:

Saturday? ‘yes’ or ‘no’lnol:
—*Direction<B—up.l-down.2-all>[@1:
—>Type{B-Application.1-Custom>»[@A1:

—>*Protocol Type(B-HITP.1-HITPS.2-FIP.3-TFTP.4-5MIF.5-POF3.6-TELNET ./-ANY>[@1:

—>PIRI[A]:
—»Really want to modify? ‘yes’ or ‘no’lyesl:
The configuration will take effect after zaved and reloaded?

BGIHAZNHE

BG?OEZH#tzet gos flow—limit
Flow Limit List Config:
—>8elect config typeiB—add.l-del.2-—modify>[B]1: 1

H iProtocol iDirectiont CIR<Ebp=s> | PIR<KEhps>

i ANY iup

$ == == == %

i iHTTP iup

—>Please choose the start index of deleting entrylB-11:1
—>Please choose the end index of deleting entrylB-11:1
—>Are yvou sure to delete?'yes’ or ‘no’lyesl:

Delete success

BGYOBZNE_

Figure 1-50 Configure Flow Rate Limit

The following items are displayed on this screen:

» IP Range: The IP range of LAN’s PC.

» Active Time: If not configured, which means that all time are in active

» Active Day: If not configured, which means that all time in active

» Direction: Up: Check the frame from the direction of the LAN port to the WAN port,
and match the source IP and destination port;
Down: Check the frame from the direction of the WAN port to the LAN
port, and match the destination IP and source port;
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Bidirectional: Limit both upstream and downstream speed.
» Limited Bandwidth(CIR):  The limited bandwidth.
» Maximal Bandwidth(PIR): The maximum bandwidth.

If Application is selected:
» Application Protocol: Such as HTTP, HTTPS, FTP, TFTP, SMTP, POP3, TELNET, etc.

1.2.4.4 Service

The command “show qos service” shows the QoS service information as below:

BGYAAZN#zhow gos zervice

Enable
Enable
3
Dizable
Dizable
—*Remap MGHMT Queue Priority Enahle
—>*MGHT Priority 2
—*Enable remark MGHT 882 _1p Dizahle
—>Enable remark MGMT DSCP Dizable
—*Remap Uideo Queue Priority Enahle
—*Uideo Priority 1
—*Enable remark Uideo 882Z2.1p Dizahle
—>Enable remark Uideo DSCP Dizable

Figure 1-51 Show QoS Service Information

The command “set qos service” configures the QoS service as below:

BGYHAZNHzet gos service

—>»Enable service gueue? ‘yves' or ‘no’lyesl:
—>*Remap Uoice Queue Priority? ‘yes’ or ‘no’ lyesl:
—>*Uoice Priority{@™3>[31:

—>Enable remark Uoice B82.1p7? ‘yes’ or ‘no'Inol:
—>Enable remark Uoice DSCP? ‘wyes’ or ‘no’lnol:
—>Remap MGHMT Queue Prioritw? ‘yes’ or ‘no’lnol:wy
—>*MGHT Priority(B™3>[21:

—>Enable remark MGHMT BBZ.1p7? ‘yes’ or ‘no’lnol:wy
—>MGHT 882 _1p<A™~7>[A1:

—>»Enable remark MGHMT DSCP? ‘wyes’ or ‘no’lnol:y
—>MGHT DSCP(A™~63>[B1:

—>Remap Uideo Queue Priority? ‘yes’ or ‘no'lnol:
—>»Enable remark Uideo B882.1p7? ‘yes’ or ‘no'Inol:
—>»Enable remark Uideo DSCP? ‘wyes’ or ‘no’lnol:
Really want to modifvu? ‘yes’ or ‘no’lyesl:

The configuration will take effect after saved and reloaded?

Figure 1-52 Configure QoS Service
The following items are displayed on this screen:
» Name: Service name. Read only.
» Remap Queue Priority: Check the box to remap scheduling queue.
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» Priority: There are four levels of priority. Priority 3 is highest, and priority 0 is the
lowest

» Remark 802.1p: Check the box to enable 802.1p priority remarking.

» 802.1p Value: The value of remarking 802.1P.

» Remark DSCP: Check the box to enable DSCP remarking.

» DSCP Value: The value of remarking DSCP.

1245 ACL

The command “show qos acl-rule” shows the ACL rule information as below:

BG?AAZNH=zhow gos acl-rule
—*input rule id<@™23.all>[@]1:
123
BxB6
L3 Data
192 .168.1.2-255_.255.8.8
1372.6.5.2-255_.255.8.8
Dizable
Dizable
Dizable
Dizable

Figure 1-53 Show ACL Rule Information

The command “set qos acl-rule” configures the ACL rule as below:

BG?AAZNHzet gqos acl-rule
—*Enable ACL ‘yes’ or ‘no’ [yesl:
—>xinput rule id<{@™23>[@1:
—>enable rule @ ‘yesz’ op
—>Hule Mamel[1231:- 12345
—>Input port member hitmap(Eg: Bx12 include portl. 4>[Bx61: Bx@5
Type<B-L2 Data.1-L3 Data>[11:
IP[1?2.168.1.21:
Metmask[255.255.8.81:
IPI[139.6.5.91:
MetmaskI[255_.255._8.81:
—*Protocol Typedl: dicmp. 6: tcp,. 19: wdp>Bl: 1
—>Drop ‘yez’ or ‘no’ [hol:
—>»Enable Remark UID *‘yesz’ or ‘no' [nol:
Remark 882 _1PF ‘yes’ or ‘no’ [nol:
Remark DECP ‘yves® or ‘no’ [nol:
Priority ‘yes’ or "no’ [nol:
—>PIRCA™A24800 Khp=>[A1: 18240008
Really want to modify? ‘yes® or ‘no’lyesl:y
The configuration will take effect after zaved and reloaded?

no' [pes]:

)

BGYOA2MNH

Figure 1-54 Configure ACL Rule
Page 34 of 111



@ GROK= FG7008N User Manual

The following items are displayed on this screen:

» Rule Name: The custom name.

» Physical Port:  Rule’s source port

» Rule Type: Type of rule: L2 data or L3 data.

» Src IP/Netmask: The source IP address and netmask of

192.168.100.1/255.255.255.0.
» Dest IP/Netmask: The destination IP address and netmask of packets.

packets, such

» Protocol: E.g. ICMP, UDP, TCP, or custom IP protocol types.

» SRC MAC: Source MAC address of packets.

» DEST MAC: Destination MAC address of packets.

» Ether Type: The ether type of packets.

» VLAN ID: The VLAN id of packets.

» 802.1p: The VLAN priority of packets.

» Drop: Drop the packets matched with the rule.

» Remark VID: Change the VID of packets matched with the rule.

» Remark 802.1p: Change the 802.1P priority of packets matched with the rule.
» Remark DSCP: Change the DSCP of packets matched with the rule.

» Priority: Change the scheduling queue of packets matched with the rule.

» Maximal Bandwidth: Limit the bandwidth of packet matched with the rule.

1.2.5 DDNS

The command “show ddns status” shows the DDNS status as below:

BG?AAZNH#zhow ddns status
DDHS status : DDHS_TASK_MOT_IMNIT

BGIAA2NH

Figure 1-55 Show DDNS Status
The command “show ddns parameter” shows the DDNS parameters as below:

BG?AAZM#zhow ddns parameter

Enable DDHNS Enable
Uzername dydns
Password 123456
First Url dydnsl.com
Second dydns2.com

Update (§35]5]

Server CUSTOM
Server dydns.
Server lUr dydns.
Dyn DHS Server Mame dydns.
Dyn DHS Server Url dydns.
Syztem Item

BGYAA2ZME

Figure 1-56 Show DDNS Parameters

The command "set ddns” configures the DDNS parameters as below:
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BG?0A2N#zet ddns
—»Enable DDNS ‘vyes® or ‘no’ [nol:y
—>*Uszername [dydns 1=
—>Password[1234561:
—»First Urlldydnsl.coml:
—»5econd Urlldydns2.coml:
Intervall6BAl:
» TypeCA-DYNDNS .1-FREEDNS . 2-Z0MNE,. 3-NOIP.4-3322 .5-CUSTOM>[B1:5
» Mame [dydns.coml:

» Urlldydns.coml:
—>»Dyn DNS Server Mameldydns.coml:
—»Dyn DNS Server Urlidydns.coml:
—>»System Itemldydns.coml:
Really want to modify? ‘vyes’' or ‘no’lyesl:iy
The configuration will take effect after saved and reloaded?

BGYBAZNYE

Figure 1-57 Configure DDNS Parameters

The following items are displayed on this screen:

» DDNS Enable: Active or inactive dynamic DNS service.

» Username: Enter account name of your DDNS account.

» Password: Enter password of your DDNS account.

» First Url: First domain name that you registered your DDNS service provider.
» Second Url: First domain name that you registered your DDNS service provider.
» Update Interval: How often, in seconds, the IP is updated.

» Server Type: optional DDNS server type, can select from pull-dwon list:

DYNDNS: Fordyndns.org

FREEDNS: For freedns.afraid.org

ZONE: For zoneedit.com

NOIP: For no-ip.com

3322: For 3322.0rg

CUSTOM: For custom self-defined DDNS server type.

» Server Name: If CUSTOM is selected, specify server name of the device.

» Server Url: If CUSTOM is selected, specify server URL of the device.

» Dyn DNS Server Name: If CUSTOM is selected, specify dyndns DNS server name of custom
self-defined.

» Dyn DNS Server Url: If CUSTOM is selected, specify dyndns DNS server URL of custom
self-defined.

» System Item: If CUSTOM is selected, specify system item of custom self-defined.

» DDNS Status: Display the status of DDNS service. Read only.

1.2.6 VPN

1.2.6.1 PPTP Server

The command “show pptp-server” shows the pptp server information as below:
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BG?OE2ZH#tzhow pptp—server
Enabhle PPTP Server Enable
IP Address Pool Range{Start IP> 192 168.1.1
IP Address Pool Range{End IP> 1922 . 168.1.6
Enable Authentication Enable
Dizable

Figure 1-58 Show PPTP Server Information

The command “set pptp-server” configures the pptp server parameters as below:
BG?AAZNHizet pptp—server
—>»*Enable PPTPF Server ‘yez’ or ‘no' [yesl:
—>IP Address Pool Range{Start IPX>[192_168.1.11:
—>*IP Address Pool Range(End IP>[192.168_1.61:
—>*Enable Authentication 'yes’ or ‘no’' [yesl:

—>*Enable Encryption ‘yes' or ‘no’ [nol:
Are you sure save parameter? ‘yes’ or ‘no’ [yes]:
The configuration will take effect after saved and reloaded?

BGTAAZNE

Figure 1-59 Configure PPTP Server Parameters

The following items are displayed on this screen:

» Enable PPTP Server: Enable or disable the PPTP server function globally.

» IP Address Pool Range: Specify the start and the end IP address for IP Pool. The start IP address
should not exceed the end address and the IP ranges must not overlap.

» Enable Authentication: Specify whether to enable authentication for the tunnel.

» Enable Encryption: Specify whether to enable the encryption for the tunnel. If enabled, the
PPTP tunnel will be encrypted by MPPE.

The command “set pptp-server user” configures the pptp server user list as below. Enter 0 to add a new
entry. Enter 2 and choose the entry you want to modify. If you want to delete the entry, enter 1 and
choose the corresponding entry.
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BG?EE2H#izet pptp—server user
PPTPServer User List Config:
—>8elect Config typedB-add.l1-del.2-modify>[B@]:

—>Pleasze choosze the start Index of deleting entrylB-11:1
—>Pleasze choosze the end Index of deleting entrylB-11:1
—>Are vou sure to delete?'yes' or 'no’lyesl:

Delete success

BG?OA2MEH

Figure 1-60 Configure PPTP Server User
The following items are displayed on this screen:
» Username: Enter the account name of PPTP tunnel. It should be configured identically on server
and client.
» Password: Enter the password of PPTP tunnel. It should be configured identically on server and
client.
» Binding IP: Enter the IP address of the client which is allowed to connect to this PPTP server.

1.2.6.2 L2TP Server

The command “show 12tp-server” shows the 12tp server information as below:

BG?ABZHH#zhow 1Z2tp-—server

Enable LZTP Server Enable
Local IP iA.8.8.1
IP Addressz Pool Range{Start IP> 1i8.8.8.1
IP Address Pool Range{End IP> 1i8.8.8.1
Enable Authentication Enable
L2TP Auth Secret 123456
Enable Debug Enable

+
|
|
|
|

+
|
|
|
|
|
|
|
|
|
|
|
|
I
|
|
|
|
|
|

Username

Figure 1-61 Show L2TP Server Information

The command “set 12tp-server” configures the 12tp server parameters as below:
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BGYAAZMHEzet 12tp—server
—>Enable LZTP Server ‘yesz’ or ‘no’ [yes]:
—>Local IFP[18.A.8.11:

—>IF Addresz Pool Range<Start IP>[18.8.8.11:
—>IP Addresz Pool Range<End IP>[18.8.8.11:
—»Enable Authentication ‘yes’' or

) )

no' [pesl:
—>L2TP Auth Secret[1234561:

—>Enable Debug ‘yes’ or ‘no’ [yes]:

Are you sure save parameter? ‘yez’ or ‘no’ [yes]:

The configuration will take effect after saved and reloaded?

BG?AA2ZNE

Figure 1-62 Configure L2TP Server Parameters

The following items are displayed on this screen:

» Enable L2TP Server: Enable or disable the L2TP server function globally.

» Local IP: Enter the local IP address of L2TP server.

» IP Address Pool Range: Specify the start and the end IP address for IP Pool. The start IP address
should not exceed the end address and the IP ranges must not overlap.

» Enable Authentication: Specify whether to enable authentication for the tunnel. If enabled, enter
the authentication secret.

» Enable Debug: Specify whether to enable the debug for L2TP.

The command “set 12tp-server user” configures the 12tp server user list as below. Enter 0 to add a new
entry. Enter 2 and choose the entry you want to modify .If you want to delete the entry, enter 1 and
choose the corresponding entry.

BG7AAZMHEzet 12tp—server user

L2TPServer User List Config:

—*Select config typed(B—add.l1-del.2-—modify>»[@1:

—*Usernamel[l-yzasd

—>Pazzwordl[1:-123654

—>»Pointed IP[1:195.6.5.7
The configuration will take effect after zaved and reloaded?

BGIHAZNE
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BG?HEZHHtzet 12tp—server user
L2TPServer User List Config:
—>%elect config type{B-add.l-del,2-modifup>[@]1:

—>*Please input number wvhich you will modifyp[B@-21:2
—*Uzername [yzasd]:

—>Password[1236541:123456

—>Pointed IP[195.6.5.21:

—>*Really want to modify? ‘yes’ or ‘no’ [pesl:

The configuration will take effect after saved and reloaded?

BG?AEZHHtzet 12tp—server user
L2TPServer User List Config:
—>»%elect config type(B-add.l1-del,2-—modifup>[@1:

—>*Pleaze choose the start index of deleting entrylB-21:2
—>*Pleasze choose the end index of deleting entrylB-21:2
—*Are you sure to delete?' yes’ or ‘no’[pesl:

Delete szuccess

BG?AAZNG

Figure 1-63 Configure L2TP Server User
The following items are displayed on this screen:
» Username: Enter the account name of L2TP tunnel. It should be configured identically on server
and client.
» Password: Enter the password of L2TP tunnel. It should be configured identically on server and
client.
» Binding IP: Enter the IP address of the client which is allowed to connect to this L2TP server.

1.2.6.3 IPSEC

1.2.6.3.1 IKE Safety Proposal
The command “show ike-proposal” shows the IKE Proposal information as below:
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BG?EEZH#tzhow ike—proposall

—_—— e e e e +—_— +

Proposzal Hame I[Encryption Algorithmi Auth Algorithm IH Group

—————————— +

modpl536

—————————— +

Figure 1-64 Show IKE Proposal Information

The command “set ike-proposal” configures the IKE Proposal as below. Enter 0 to add a new entry.
Enter 2 and choose the entry you want to modify. If you want to delete the entry, enter 1 and choose the
corresponding entry.

BG?002NHizet ike—proposall

—>IKE Proposal:B8-Add.1-Delete.2-Modify[B]1:8
—»Proposal NHamell:ike_pro_11

—»Encryption Algorithm<B-3DES.1-DES.2-AES>[B1:
—>Auth fAlgorithm<{B-SHAl.1-HD5>[B1]1:

—>»DH Group<B—modpl536.1-modplBZ4 .2-modp7?68>L[B@]1:
—>Really want to modify? ‘yes’ or ‘no’lyesl:

Oprate success?
The configuration will take effect after saved and reloaded?

BG?7AHZNHset ike-proposall

—*IKE Proposal:@-Add.1-Delete.2-Modifyl@1:2

e B e - +
H Proposal Mame {Encryption Algorithmi! Auth Algorithm DH Group
- +
H modpl 536
+

—————————— +
ike_pro_11 modpl 536

e e e - +

—»Enter the index to modify{B-1>[A1:8

—*Proposal Mamelikel231:ikel

—*Encryption AlgorithmC{B-3DES.1-DES. 2-AES>[A1:1

—>Auth Algorithm{B-SHAL1.1-MD5>[81:1

—>*DH Group(B-—modpl536,1-modpiB24 ,.2-modp768>[@1:

—>*Really want to modify? ‘yes’ or ‘no’[yesl:

The configuration will take effect after saved and reloaded?

BG?AA2NH
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BGIAAZMizet ike—proposzsall

—>»IKE Proposzal:@—Add.1-Delete.2-ModifulB]1:1

——————————————————— -
Propozal Mame Encryption Algorithmi! Auth Algorithm DH Group

—————————— +

modpl536

—————————— +

modpl536

—————————— +

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
-
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
[

+
1
]

+
1
]

+
1
]

+

 mm o mm o mm

—>*Please choose the start Index of deleting entryplB-11:1
—>*Please choose the end Index of deleting entrylB-11:1
—>*Are you sure to delete?’'wes’ or ‘no’lyes]:

Delete success

BG7AAZ M

Figure 1-65 Configure IKE Proposal

The following items are displayed on this screen:

» Proposal Name: Specify a unique name to the IKE proposal for identification and management
purposes. The IKE proposal can be applied to IPSEC proposal.

» Encryption Algorithm: Specify the encryption algorithm for IKE negotiation. Options include:

DES: DES (Data Encryption Standard) encrypts a 64-bit block of plain text
with a 56-bit key.

3DES: Triple DES, encrypts a plain text with 168-bit key.

AES: Uses the AES algorithm for encryption.

» Auth Algorithm: Select the authentication algorithm for IKE negotiation. Options include:
MDS5: MD5 (Message Digest Algorithm) takes a message of arbitrary length
and generates a 128-bit message digest.

SHA1: SHA1 (Secure Hash Algorithm) takes a message less than 2764 (the
64th power of 2) in bits and generates a 160-bit message digest.

» DH Group: Select the DH (Diffie-Hellman) group to be used in key negotiation phase 1.
The DH Group sets the strength of the algorithm in bits. Options include DH
768 modp, DH 1024 modp and DH 1536 modp.

1.2.6.3.2 IKE Safety Policy
The command “show ike-policy” shows the IKE Policy information as below:
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BGYHAZMEshow ike—policy

—>Enter the index to show<B-0>[8]1:
Policy Mame

Operation Mode

Enabhle Local ID

Enabhle Remote ID

Auth Mode

Pre Share Key

Enahle Safety Proposall
Propozal Hamel

Enahle Safety ProposalZl
Enahle Safety Proposal3
Enahle Safety Propozald

—»Show IKE policy detail para continue or not?Ilyesl:in

BG?AA2NE

Figure 1-66 Show IKE Policy Information

The command “set ike-policy” configures the IKE Policy as below. Enter 0 add a new entry. Enter 2 and
choose the entry you want to modify. If you want to delete the entry, enter 1 and choose the
corresponding entry.

BGYAAZMH=zet ike—policy

—>*IKE Policy:8-Add.1-Delete.2-ModifulB1:8

—>*Policy Mamell:ike_po_2

—*0peration Mode(B-Main Mode.l1-Challenge Mode>[B1:1

—>*Enable Local ID{yes no>Ilnol:

—>Enable Remote ID{yes-nollnol:

—>*Auth Mode{B-PSK.1-REA.2-Certificate>[@]1:1

—>Pre Share HKeuwll1:123456
Safety Proposzal 1<{yes nodlnol:
Safety Proposzal 2{yes nodlnol:
Safety Proposzal 3{yes nodlnol:
Safety Proposzal 4{yes nodlnol:

want to modify? ‘yes’ or 'no’lyesl:

successt
The configuration will take effect after saved and reloaded?

BG?AA2ZME
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BG?AAZMHzet ike—-policwy

—>*>IKE Policy:8-fidd,.1-Delete.2-Modifyl[B]1:2

Folicy Mame iOperation Mode! Auth Mode

+
1
1
e e +
1
1
+
1
1

PreShareKey

ike_policy_1 iHain Mode 123321

]
1
+

123456

. L T

+

—>*Enter the index to modifyC{@-12>[@1:1
—*Policy Mamelike_po_21:
—*0peration Mode(B—Main Mode.l1-Challenge Mode>[1]1:@
—>*Enahle Local ID{yes-no>[nol:
—>*Enahle Remote ID<{yessno>[nol:
—>Auth Mode(@-PSK.1-RSA.2-Certificater[1]1:
—>*Pre Share Hewll1234561:

Safety Propozal 1<{yes-no>[nol:

Safety Propozal 2{yes-no>[nol:

Safety Propozal 3<{yes-no>[nol:

Safety Propozal 4<{yes- no>[nol:

want to modify? ‘yes’ or ‘no’lyes]:
The configuration will take effect after zaved and reloaded?

BGYAA2ZNE

BG?AAZMH#zet ike—policy

—>*IKE Policy:=:8-Add.1-Delete.2-ModifuylB@1:1

PreSharekey
123321

123456

d mm s mm o mm e
d mm s mm o mm e

—>Pleasze choosze the start Index of deleting entrylB-11:1
—>Pleaze choosze the end Index of deleting entrylB-11:1
—*Are vou sure to delete?’'yes’ or ‘no’lyesl:

Delete success

BGTAAZHH

Figure 1-67 Configure IKE Policy
The following items are displayed on this screen:

» Policy Name: Specify a unique name to the IKE policy for identification and management
purposes. The IKE policy can be applied to IPSEC policy.
» Operation Mode: Select the IKE Exchange Mode in phase 1, and ensure the remote VPN

peer uses the same mode.
Main: Main mode provides identity protection and exchanges more
information, which applies to the scenarios with higher requirement for
identity protection.
Challenge: Challenge Mode establishes a faster connection but with lower
security, which applies to scenarios with lower requirement for identity
protection.

» Enable Local ID: If enabled, enter a name for the local device as the ID in IKE negotiation.
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» Enable Remote ID: If enabled, enter the name of the remote peer as the ID in IKE negotiation.

» Auth Mode: Select the authentication mode for this IKE policy entry.

» Pre Share Key: Enter the Pre-shared Key for IKE authentication, and ensure both the two
peers use the same key. The key should consist of visible characters without
blank space.

» Enable Safety Proposal: Select the Proposal for IKE negotiation phase 1. Up to four proposals can

be selected.

1.2.6.3.3 IPSEC Safety Proposal
The command “show ipsec-proposal”’ shows the IPSEC Proposal information as below:

BG?EEZH#zhow ipsec—proposal

Figure 1-68 Show IPSEC Proposal Information

The command “set ipsec-proposal” configures the IPSEC Proposal as below. Enter 0 add a new entry.

Enter 2 and choose the entry you want to modify. If you want to delete the entry, enter 1 and choose the
corresponding entry.

BG?7EEZHHtzet ipsec—proposall

—>*IPSEC Proposal:@—Add.1-Delete.2—ModifylB]:
—*Proposal MHamel[1:1234

—>Encryption Algorithm{@-3DES.1-DES. 2-AES>[B]1:1
—*Auth Algorithm{@-SHA1.1-MD5>[@]1:1

—>IPSEC Protocol{B-ESP.1-AH, 2-ESP+AH>[A]1:1

—>*Really want to modify? ‘yes’ or 'no’[yesl:

Oprate success?
The configuration will take effect after saved and reloaded?

BG?OE2NE
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BG?AE2ZH#tzet ipsec—proposall

—>IPSEC Propozal:B-Add.1-Delete.2—ModifylB]:2

—————— —_———— —_————

Proposal Mame [(Encryption Algorithmi Auth Algorithm

—>Enter the index to modify{@-1>[@1:1

—>*Proposal Mamel[12341:

—>Encruption Algorithm{@-3DES.1-DES. 2-AES>[11:2

—*Auth Algorithm{B-SHA1.1-MD5>[11:1

—>IPSEC Protocol{B-ESP.1-AH.2-ESP+AH>[11]1:

—>*Really want to modify? ‘yes’ or 'no’lyesl:

The configuration will take effect after saved and reloaded?

BGYHAZNHzet ipsec—proposall

—>IPSEC Proposal:@—Add.1-Delete.2-ModifylB1:1

+—— ——— - +

Proposal Name (Encruption Algorithmi Auth Algorithm (IPSEC Protocol!

—*Please choose the start index of deleting entrylB-11:1
—*Please choose the end index of deleting entrylB-11:1
—>Are yvou sure to delete?’pes’ or ‘no’lyesl:

Delete success

BG?AAZNH

Figure 1-69 Configure IPSEC Proposal
The following items are displayed on this screen:

» Proposal Name: Specify a unique name to the IPSEC Proposal for identification and
management purposes. The IPSEC proposal can be applied to IPSEC
policy.

» IPSec Protocol: Select the security protocol to be used. Options include:

AH: AH (Authentication Header) provides data origin authentication, data
integrity and anti-replay services.
ESP: ESP (Encapsulating Security Payload) provides data encryption in
addition to origin authentication, data integrity, and anti-replay services.
ESP+AH: Both ESP and AH security protocol.

» Encryption Algorithm: Select the algorithm used to encrypt the data for ESP encryption. Options
include:
DES: DES (Data Encryption Standard) encrypts a 64-bit block of plain text
with a 56-bit key. The key should be 8 characters.
3DES: Triple DES, encrypts a plain text with 168-bit key. The key should
be 24 characters.
AES: Uses the AES algorithm for encryption. The key should be 16
characters.
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» Auth Algorithm: Select the algorithm used to verify the integrity of the data. Options include:
MD5: MD5 (Message Digest Algorithm) takes a message of arbitrary
length and generates a 128-bit message digest.

SHA: SHA (Secure Hash Algorithm) takes a message less than the 64th
power of 2 in bits and generates a 160-bit message digest.

1.2.6.3.4 IPSEC Safety Policy
The command “show ipsec-policy” shows the IPSEC Policy information as below:
BG?EEZ2H#tzhow ipsec—policy
________________ +
Remote Address

iipsec_policy_1
e e

—>Enter the index to show(@-8>[@]1:
Propozal Hame

Enable IPSEC

UPH Mode

Interface

Local Subnet IP

Local Subnet Hetmask
Remote Address

Remote Subnet IP
Remote Subnet Hetmask
IKE Policy Hame

Enable IPSEC Proposall
Propozal Hamel

Enable IPSEC ProposalZ
Enable IPSEC Proposall
Enable IPSEC Proposzald

Figure 1-70 Show IPSEC Policy Information
The command “set ipsec-policy” configures the IPSEC Policy as below. Enter 0 to add a new entry. Enter

2 and choose the entry you want to modify. If you want to delete the entry, enter 1 and choose the
corresponding entry.

Page 47 of 111



9 GROK= FG7008N User Manual

BGYAAZNHEzet ipsec—policy

—>IPSEC Policy:8-fAdd.1-Delete.2-ModifylB@]1:
—>Proposal Mamel[1:12345

—>Enable IPSECCyes nollnol:-y

—>*UPN Mode(B-5ite To Site.1-FC To Sitel>[B]:
—>Interface<[BIDATA>[A]:

—>Local Subnet IPL[1:192_168.1.2

—>Local Subnet Metmask[1:255.255_8.8
—>Remote Address[1:139.6.5.8

—»Enable IPSEC Propozal 1<yes-sno>[nol:
—»Enable IPSEC Propozal Z<yes- no>[nol:
—»Enable IPSEC Propozal 3<ves-sno>L[nol:
—>»Enable IPSEC Proposzal 4<yes- no>[nol:
—»IKE Policy Mamell:-ike_policy_1

—»Really wvant to modify? ‘wes' or ‘no’lyesl:

Oprate success?
The configuration will take effect after szaved and reloaded?

BGYHAZMHEzet ipsec—policy

—>IPSEC Policy:f-fAdd.1-Delete. 2-ModifylB]1:z2

——— ————— ——— —————

{IPSEC Policy Wame iEnahle IPSECiInterfacel UPH Mode

iSite To Site
_________ L
—>»Enter the index to modifui@B-1>[@1:
—>»Proposal Mamel12345]1:asdfg
—>»Enable IPSECCyes noXlye=s]:
—>*UPHN Mode(B-5ite To Site.1-PC To Site>[d]:
—*Interface [BIDATA>[A]:
—>*Local Subnet IPI[192._168.1.21:
—>*Local Subnet MetmaskI[255.255.8.81:
Addre==[132.6.5.81:
IPSEC Propozal 1<yessno>[nol:
IPSEC Propozal 2<yessno>[nol:
IPSEC Proposzal 3<yessno>lnol:
IPSEC Propozal 4<yessno>lnol:
—>»*IKE Policy Mamelike_policy_11:
—»*Really want to modify? ‘uyes’ or ‘no’lyesl:
The configuration will take effect after saved and reloaded?
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BG?AAZMH#set ipsec—policy
—>»IPSEC Policy:8—fAdd.1-Delete.2-Modifypl[B1:1

________________ +

Remote Address

iSite To Site

+
1
1

+
1
1

+
1
1

+

|
|
|
|
|
|
|
|
|
-
|
|
|
|
|
|
|
|
|
|
|
|
|
|

—*Pleasze choosze the start index of deleting entrylB-11:1
—>Pleasze choosze the end index of deleting entrylB-11:1
—*Are vou sure to delete?’'yes’ or ‘no’lyesl:

Delete success

BGTAAZMNIH

Figure 1-71 Configure IPSEC Policy
The following items are displayed on this screen:

» Enable Ipsec: Enable or disable this IPSEC entry.

» IPSEC Policy Name: Specify a unique name to the IPSEC policy.

» Select Interface: Specify the local WAN port for this Policy.

» VPN Mode: Select the network mode for IPSEC policy. Options include:

Site To Site: Select this option when the client is a network.
PC to Site: Select this option when the client is a host.

» Local Subnet IP & Local Subnet Netmask: Specify IP address range on your local LAN to identify
which PCs on your LAN are covered by this policy.

» Remote Address: If PC to Site is selected, specify IP address on your remote network to
identify which PCs on the remote network are covered by this policy.

» Remote Subnet IP & Remote Subnet Netmask: Specify IP address range on your remote network to
identify which PCs on the remote network are covered by this policy.

» IKE Safety Policy: Specify the IKE policy.

» Enable Safety Prososal: If enabled, Select IPSEC Proposal.

1.2.7 Routing

1.2.7.1 Static Route

12711 IPv4
The command “show static-route ipv4” shows the IPv4 static route information as below:

BGIAEZN#tzchow static—route ipud

Figure 1-72 Show IPv4 Static Route Information
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The command “set static-route ipv4” configures the IPv4 static route as below.

BG7ARZMH#zet static—route ipud

—*Pleaze input ipv4 static route index{B-9>[81: 1
—*Enahle Route ‘wes’ or ‘no’ [nol:y
—>Destination[1?2_168_16.51:
—*Metmaszk[255.255_255_.A1:

—*Mext Hop Type<B-Interface.l-Address>[1]1:
—rGatewayl192.168.18.11:

Really want to modify? ‘yes’ or ‘no’[yes]l:

The configuration will take effect after saved and reloaded?

BG?AAZNE

Figure 1-73 Configure IPv4 Static Route
The following items are displayed on this screen:

» Enable: Select it to add and modify the current route. Conversely, disable the current
route.

» Destination IP: Enter the destination host the route leads to.

» Netmask: Enter the Subnet mask of the destination network.

» Next Hop Type: Include Next Hop Interface and Next Hop Address(see following option)

» Next Hop Interface: Specify the interface of next hop for current route
» Next Hop Address: Specify the address of next hop for current route
» Valid: Show the status of current route.

1.2.71.2 IPv6
The command “show static-route ipv6” show the IPv6 static route information as below:

BGYAA2ZHHEzhow static—route ipub

Figure 1-74 Show IPv6 Static Route Information

The command “set static-route ipv6” configures the IPv6 static route as below.

BG?AH2N#zet static—route ipuwbh

—»Please input ipuvh static route index<{B-9>[@1: 1
—>Enable Route ‘wes' or ‘no’ [hol:y

—>Destination IPuvGl[]1: 2001::2

—>IPub Prefix Lengthl64]1:

—>*Hext Hop Tupe{B-Interface.l-Address>[@]1:

—>Hext Hop Interface{B-WAN>[@]1:
Really want to modify? ‘yes’ or ‘no’lyesl:
The configuration will take effect after saved and reloaded?

BG?AA2ZNE

Figure 1-75 Configure IPv6 Static Route
The configuration options of Ipv6 is similar to Ipv4, the prefix length is equal to mask of Ipv4 address.
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1.2.7.2 Policy Route

The command “show policy-route” shows the policy route information as below:
BGYAAZMzhow policy-route

—>»Enter the index to show{B-8>[@1:
Enahle Polocy Route
Mext Hop Type{B-Interface.l-Address?
Mext Hop Interface
Protocol Type{B-ALL.1-TGP.Z2-UDP>
Source IP<Start IP>
Source IP<End IP>
Destination IP{(Start IP>
Destination IP{(End IP>
Destination Port{(Start Port?
Destination Port<{End Port?>
Active
Active
Active
Active
Active
Active
Active
Active
Active

—»Show policy route detail para continue or not?lyesl:n

BG?AA2HE

Figure 1-76 Show Policy Route Information
The command “set policy-route” configure thes policy route as below. Enter 0 to add a new entry. Enter 2

and choose the entry you want to modify. If you want to delete the entry, enter 1 and choose the
corresponding entry.
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BG?AA2ZNHtzet policy—route

olicy RHoute List Config:

—>%elect config type{B-add.l-del.2-modifup>[@1:
—>»Enable Polocy Route? ‘yes’ or ‘no’lnol:iy
—*Mext Hop Type{B-Interface.l-Addres=>[@]1:
—>*Mext Hop InterfaceC([BIDATA [3B813G Modem [311DATA UPH>L[AI1:38
—>Protocol Type{@-ALL.1-TCP.Z-UDP>[A1:
—>%ource [IP(Start IP>[1:192.16.5.6

—>Source IPC(End IP>[1:172.168.5.7@
—>Destination IP(Stawrt IP>[1:136.5.6.4
—>Destination IP{End IP>[1:136.5.6.8
—>Destination Port{(Start Port>[A1:1080
—>Destination Port{(End Port>[B]1:2000

—>*Active Time(S8tart Time>[B@:BA1:

—>Active Time{End Time>[BR:001:23:88

—*Active Monday? ‘yes’' or 'no’lnol:

—*Active Monday? ‘yes’' or 'no’lnol:

—*Active Tuesday? ‘vyes’' or ‘no’lnol:

—*Active Wednesday? ‘vyes’' or ‘no’lnol:
—*Active Thursday? ‘yes’' or 'no’lnol:

—*Active Friday? ‘yes’' or 'no’lnol:

—*Active Saturday? ‘yes’ or ‘no’lnol:

The configuration will take effect after saved and reloaded?

BGTHAZNEzet policy—route
0licy RHoute List Config:
—»Select config type(@—add.l1-del.Z2-modifu>[B1: 2

i Enable Src IP Range i Dzt Port Range

iEnable 18.8.8.8-8.8.8.8 i8-8

 mm o mm o mm

iEnable 1192.16.5.6-192.168.5.78 118882888

—>Please input number which you will modifylB—11:1
—>»Enable Polocy Route? ‘yesz’ or ‘no’lyesl:
—*Mext Hop Tupe(B-Interface,.l-Address>[@]1:
—>*Mext Hop Interface{[BIDATA [3813G Modem [311DATA UPN>L[3A1:
—>»Protocol Tupe(B—ALL.1-TCP.2-UDP>[A1:
—*Source IP(Start IP>[192.16.5.61:
—*Source IP(End IF>[192.168.5.781:
—>Destination IP<(Start IP>[136.5.6.41:
—>*Destination IP(End IP>[136.5.6.81:
—>Destination Port(Start Port>[10001:
—>Destination Port<(End Port>[2000]:

Time<Start Time>[B@:801:

Time(End Time>[23:68@1:

Mondaw? ‘yes’ or ‘no’lnol:

Mondaw? ‘yes’ or ‘no’lnol:

Tuesday? ‘yes’ or ‘no'lnol:

Wednesday? ‘wves’ or ‘no’lnol:

Thurzday? ‘yves’ or ‘no'lnol:

Fridaw? ‘yes’ or ‘no’lnol:

Saturday? ‘yves’ or ‘no’lnol:

want to modifvuy? ‘yes’ or ‘no’lyesl:
The configuration will take effect after saved and reloaded?
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BGYHAZMEzet policy—route
Policy Route List Config:
—»Select config type(B-add.l1-del.2-modify>[B1: 1

e

—>Please choose the start index of deleting entrylB-11:1
—>Please choose the end index of deleting enterylB-11:1
—>Are vou sure to delete?’yes’ or ‘no’lyesl:

Delete success

BGYARZNH

Figure 1-77 Configure Policy Route
The following items are displayed on this screen:
» Enable PoliceRoute: Enable or disable the entry

» Next Hop Type: Select from pull-down list: Interface, Address.

» Interface: Specify the interface of next hop for the entry.

» Address: Specify the address of next hop for the entry.

» Description: Give description for the entry.

» Protocol: Specify the protocol, TCP, UDP or ALL.

» Source IP: Enter IP address or IP range of source in the rule entry.
» Destination IP: Enter IP address or IP range of destination in the rule entry.
» Destination Port: Specify port or port range of destination in the rule entry.
» Active Time: Specify the active time range for the rule entry.

» Active Day: Specify the active days for the rule entry.

1.2.7.3 RIP

1.2.7.3.1 RIP Service
The command “show rip” shows the RIP information as below:

BGIHA2HHzet ip—filter conf

—>*Enahle IP Filter? ‘yes’ or ‘no’lyesl:y

—>Policy{B-Deny, 1-Allow>[B@1:

Really want to modify? ‘ves’' or ‘no’lyesl:

The configuration will take effect after saved and reloaded?

BGYBA2ZHE

Figure 1-78 Show RIP Information

The command “set rip switch” configures the RIP switch as below:

BGIAA2ZMHzet »ip switch
—»Enahle RIP Protocol ‘yes’ or ‘no’ [pesl:
Really want to modify? ‘yes’ or ‘no’lyesl:

BGYOAZNE
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Figure 1-79 Configure RIP Switch
The following items are displayed on this page:
» Enable RIP Service: Enable or disable RIP service function globally.

The command “set rip interface” configures the RIP interface as below.
BG?AAZMHzet rip interface

Interface List:

MO iIntefaceilerzionifAuth iAuthKe yMode
— —— —— —
iRZ2 82 idizableizimple kew
— —— —— —
Rip Interface List Config:
—*5elect config typed(B-add.l-del.Z2-modifyu>[@1:
—*Interface(B-Data.l1-Voice.2-Mgnt.3-0therl,.4-0ther2>:[A]
—>Interface Recv RIP Uerzion(l1-RIPvl, 2-RIPuv2>[21:
—>*Interface Send RIP Uersion(1-RIPvl, 2-RIPuv2>[21:
—*Enahle Interface RIP Authentication ‘yesz’ or ‘no’ [nol:y
—*Interface RIP Authentication Key Mode{B-—text, 1-—md5>[@A1:
—*Interface RIP Authentication Key Get Mode(B—simple Kewy, 1-key chain>[B1:
—*Interface RIP Authentication Simple Keyl[l: 123
—>*Continue to Add RIP Interface? ‘yes’ or ‘no’lnol: n

BG?AAZNH
BG?AAZMHzet r»ip interface

RIP Interface List:

h mm o mm o mm

Rip Interface List Config:
—»*Select config typeiB-add.i-del.Z2-modify>[B1: 2
nter the index to modify(@-1>[81: 1
—*Interface(B-Data.1-Voice.2-Mgmt.3-0therd . 4-0ther2>[1]1:
—>*Interface Recv RIP Uersion(i1-RIPvi, 2-RIPuZ2>[21: 1
—>Interface Send RIP Uersion(i1-RIPvil, 2-RIPu2>[21]1:
—»*Enahle Interface RIP Authentication ‘yes’ or ‘no’ [yesl:
—>*Interface RIP Authentication Key Mode{B-text, 1-md5>[@1:
—*Interface RIP Authentication Key Get Mode(B-simple Key, 1-key chain>[B1:
—*Interface RIP Authentication Simple Keyli1231:
—>*Really want to modify? ‘yes’ or ‘no'lnol: y

The configuration will take effect after zaved and reloaded?
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config typei{d-add,.1-del.2-modifuy>[B]1: 1
input begin index{@-1>[@1: 1
input end index{@-1>[@1: 1

Delete =z=uccess

BG?AH2NG

Figure 1-80 Configure RIP Interface
The following items are displayed on this screen:

» Interface: Specify the interface for the entry.

» Receive RIP Version: Specify receiving RIP version for the entry.

» Send RIP Version: Specify sending RIP version for the entry.

» Authorization Enable: Check the box to enable authorization.

» Key Mode: Specify the encryption mode of key, TEXT(plaintext), MD5(cipertext).
> Key Type: Specify the key from Simple String or Key Chain.

» Simple String: If select Simple String in item of Key Type, enter simple string as key.

1.2.7.3.2 Key Chain
The command “set rip key-chain” configures the RIP key chain as below.

BGYAAZMHEzet »ip key—chain
Current Key—Chain MName:12345
Want to Modify Key Chain Mame? ‘vwes' or ‘no’ [noln

List of Key—Chain:
—_————————— —————— e +

iKey IDiKey—String

¥ ¥

yes' or ‘no’lnol: vy

Sure to Config Key List of the Key—Chain?
ey List Config of Key—Chain:

—>Select config type(B—add,.l1-del,.2-modifu>[@]1:

—>Key ID: 1

—>Key String: guer

—>Continue to Add Key to Key Chain? ‘yes’ or ‘no’lnol: n
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BG?AAZNHzet rip key—chain
urrent Key—Chain Mame:12345
Want to Modify Key Chain Name? 'yez’ op

Key Lizt of Hey—Chain:

Sure to Config Key List of the Key—ChainY ‘yes’
Key Liszt Config of Hey—Chain:
—»5elect config typed(B-add.l-del.Z2-modify>[B@1: 2
—>*Pleaze input index to modifu(@-1>[A1: 1
—>Key ID[11: 2
—>Key Stringlguwer]:
—>*Really want to modify? ‘yes’ or ‘no’'lnol: y
The configuration will take effect after zaved and reloaded?

BG?HEZH#tzet rip key—chain
urrent Hey—Chain Hame:12345%
Want to Modify Key Chain Mame? 'wes’ or ‘no’[nol

Key Lizt of Hey—Chain:
—_————————— ———— e +
iKey IDiKey—String H
+
+
+

Key—Chain? ‘yes’ or 'no’'lnol: y
Config of Hey—Chain:

config typei{B-add.,l1-del.2Z-—modifuy>[B]1: 1

input begin index{@-1>[@1: 1

input end index{@-1>[@1: 1

Delete success

BG?AAZNG

Figure 1-81 Configure RIP Key Chain
The following items are displayed on this screen:
» Key Chain Name: Enter the name of key chain.
> Key ID: Enter the ID of the entry.
» Key String: Enter the Key of the entry.

1.2.8 Advanced Parameters

1.2.8.1 UPNnP Parameter

The command “show upnp” shows the UPnP information as below:
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BG?AAZNHzhow upnp

Enabhle Upnp
Upstream Interface
Downsztream Interface

BGY?AAZNH

Figure 1-82 Show UPnP Information

The command “set upnp” configures the UPnP parameters as below.

BG?AAZHNHE=et upnp

—*Enable Upnp ‘yes® or ‘no’ [yesl:

—*lpstream InterfaceC([BIDATA [SIVLAWN1I>IS5]1:8

—>Dovnstream InterfaceC[5IVLAN1I [211S5TB>[211:

Really want to modify? ‘yes® or ‘no’lyesl:

The configuration will take effect after szaved and reloaded?

BGTAOAZNE

Figure 1-83 Configure UPnP Parameters
The following items are displayed on this screen:
» Enable UPnP: Enable or disable the UPnP function globally.
» Upstream Interface: The network interface connected to the DLNA server.
» Downstream Interface: The network interface connected to the DLNA client.

1.2.9 Multicast

The command “show multicast” shows the multicast information as below:

BGYHHZHEshow multicast

Enabhle IGHF proxy

BG?OE2NE
Figure 1-84 Show Multicast Information

The command “set multicast” configures the multicast parameters as below.

BG?A0ZNHlzet multicast

—>*Enahle IGHMP proxy? ‘wves' or ‘no’lyesl:

Really want to modifuy? ‘yes’ or ‘no’lyes]:

The configuration will take effect after zaved and reloaded?

BGYAA2NE

Figure 1-85 Configure Multicast Parameters
The following items are displayed on this screen:
» Enable IGMP Proxy: Enable or disable the IGMP proxy function globally. Currently, IGMP proxy is
mainly used for IPTV.
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1.3 VOIP Service

1.3.1 SIP Service

The command “show sip” shows the sip service information as bellow:

Server IP/Domain

Enable backup server or not

Backup Register server IP or domain
Backup Register server port

Enable proxy server or not

Proxy server domain name or IP

Proxy server port

Enable backup agent register or not
Back agent register server ip or domain

Back agent Register server port
RTP Port
Local SIP Port<{iB24-65535>

GYAAZ NI

Figure 1-86 Show Sip Server Information

Execute the command “set sip” to set the sip information as below:
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Server IP/Domain

*Input register server name[RegServerll:

*Register server ip or domainl[192.168.188.1241:

*Register server port{lB24-65535>[58681:

*Enable backup server or notlyes]:

*Backup Register server IP or domain{Enter SPACE key to clear>[192.168.1680.1861

*Backup Register server port{lB24-65535>[58681:

proxy server or notlyesl:n
backup proxy register or notlyes]:
proxy register server ip or domainll19?2_168.1680.1221:
proxy Register server port{1824-65535>[58681:
*Register interval{6B-3660=>[1288]1:
*Rtp bhegin Port{1B824-65535>[18241:
*Rtp end Port{1B24-655353[655351]:
*Local SIP Port<{iB24-65535>[586H1:
*Really want to modify? ‘yes’' or 'no’lyesl:

Operate success?

The configuration will take effect after saved and reloaded?

Figure 1-87 Configure Sip Server
At first, the command will show the sip server information, and then begin to configure sip server.
The following items are displayed on this screen:
» Register server ip or domain: Domain or IP of SIP server.
» Register Server Port: Listening port of SIP server.
» Enable Backup Server or not:  Enable or disable backup SIP server.
» Backup Server IP or Domain: Domain or IP of backup SIP server.

» Backup Register Server Port: Listening port of backup SIP server.
» Enable Proxy Server or not: Enable or disable Proxy server.

» Proxy Server domain name or IP: Domain or IP of proxy server.

» Proxy Server Port: Listening port of proxy server.

» Enable Backup Proxy register or not: Enable or disable backup proxy server.
» Backup Proxy Register Server ip or domain: Domain or IP of backup proxy server.
» Backup Proxy Register Server Port:  Listening port of backup proxy server.

» Register Interval: Enter the desired time interval at which the sip UA will send register
message.

» RTP begin: Local RTP port range begin.

» RTP end: Local RTP port range end.

» Local SIP Port: Local listening port.

The command “show sipadvance” shows the advanced SIP information as below:
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G?AEZH#tzhow sipadvance

SBC enable or not

Enable Heeping Alive

Alive Time{20-2608z>

Keep Alve Mode

Enable Realm

Realm PIH

Enable Session

Conversation Refresh
Converszation Refresh Preference
Enable Sip Retrans Timer
Retranz Interval

Retranz Times

Uzer Agent

SDP Mode When Call holding
Enable HextHonce

Max Ualue of HextHonce

Support PRACK or not

Support USER-PHONE or not

Auto Update Register Cycle or not
Support Full Register or not
Firzt Package with Information
SDP with Audio when T38 Faxing
Tos DiffServ settings
Signaling Precedence

Uoice Precedence

Enable Call In Blacki&UWhite
Enable Call Out Blacké&White
GYAE2 N

Figure 1-88 Show Adavance Sip Information
The command “set sipadvance” configures the advanced SIP information as below:
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BGYHAZMHEzet sipadvance
»8BC enable or notlnol:
»Enable Keeping Alivelye=s1:
*live Timed(20-366868=>[5681]1:
*Keep Aluve Mode(B—CLRF.1-0PTIONS .2-PING>[11:
»Enable Realmlye=s1:
*Realm PIWL]1:
»Enable Se=ssion [yesl:
*Conversation Refrezh Interval<98-—386@=>[7@1:
*Conversation Refrezh Preference(@-UAC.1-UAS>[11:
»Enable Sip Retrans Timerlpes]:
*Retrans Intervaldl-3J6@=>[28@1:
*lzer Agentlusersecl:
»8DP Mode YWhen Call holding<B-H.8.8.8.1-Send-Only>[11:
»Enable MextMoncelyes]:
*Max Ualue of MextMonce<1-65535>[91:8
*TossDiffServ settings(H-Tos Ip Presedence.l1-DiffSeruiDscpr>[1]1:
*Bignaling Precedencet@-7>[@1:
*Joice Precedencec@-7>[@1:
*Bupport PRACK or notlye=s1:
*Bupport USER-PHOME or notlyes]:
*Auto Update Register Cycle or notlyes]:
*Bupport Full Register or notlyes]:
»First Package with Informationlyes]:
*BDP with Audio when T38 Faxinglnol:
»Enable Call In Black&lWhite<®B-Black User List.1-White Uszer Liszt>[@1:
»Enable Call Out Black&lWhite{®B-Black User List.1-White Uszer Liszt>[@1:
*Really want to modify? ‘uyes’ or ‘no’lyesl:

The configuration will take effect after saved and reloaded?

Figure 1-89 Configure Advance Sip Parameter
The following items are displayed on this screen:
» Enable Keeping Alive:  After successful registration, whether to send keep-alive packets.
> Keep Alive Mode: Keep alive mode: CLRF, OPTIONS or PING.
» Enable Realm: Check the box to enable SIP signaling packets with realm field information.
» Enable Session:  Enable or disable UAC / UAS session refresh mode.
» Enable SIP Retrans Timer: When registration fails, whether to initiate retransmission, retransmission
cycle and time with configuration.

» User Agent: Check the box to enable signaling packets with User Agent field.
» SDP Mode When Call holding: Select the SIP signal format of call hold.
» Enable Next Nonce: Enable SIP packets with nonce count field information, incremented each

one and with a maximum value.

» Support PRACK or not: Enable or disable provisional response. If enabled, 1xx (except 100rel)
messages are required to respond with ACK.

» Support User-Phone or not: Whether SIP signaling packets with User = Phone field information.

» Auto Update Register Cycle:  Based on server response to update registration period.

» Support Full Register or not: Each registration packets are generated, rather than re-issued.

» First Package With Infomation: The first registration packet with authentication information.

» SDP With Audio When T38 Faxing: T38 fax signaling packet with audio information.
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1.3.2 User

1.3.2.1 User

The command “show sipuser” shows the sip user parameters as below:
BG?AEZ2H#tzshow sipuser

iRegister AccountiRegisteri Authen Useri

|
|
|
|
|
|
|
|
|
|
|
|
-

phonel i

____________ —_— e —

phonetest !

- o mm o mm
|
|
|
|
|
|
|
|
|
|
|
|
-

ghijfhi

*Enter the index to show{(B-1>[@1:
Regizter State

Phone Humber

Regiszter Account

Auth Uszer Hame

Password

Enable Register

*%ee detail information continue or not?L[yesl:in

BGYHAAZHE

Figure 1-90 Show sip user Parameter

The command “set sipuser” configures the sip parameter as below:
BGYHAZMEzet zipuser

iRegister Account iRegister! Authen User

|
|
|
|
|
|
|
|
|
|
|
|
+

phonetest |

e
|
|
|
|
|
|
|
|
|
|
|
|

+

»Enter the index to modifu(B-1>[@1:
*Phone number[78@1:

*Register Account[phonell:

YAuth User Mame [phonetestl:-phoneauth
Passuword [exexsss] :

*Enable Register<yes-no>lnol:

*Really want to modify? ‘wes' or ‘no’lyesl:

Operate success?

The configuration will take effect after zaved and reloaded?

Figure 1-91 Configure sip user Parameter
The following items are displayed on this screen:
» Register Account:  Account name registered to SIP server.

» Auth Username: Username of the account.
» Password: Password of the account.
» Phone number: Caller and called number of subscriber line.
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» Enable Register: Enable registering.
1.3.2.2 Wildcard Group

The command “show groupregister” show wildcard group as below:

BGTAAZN#zhow groupregist

phonel }

______________________ —_—

ghijfhi

BG?AA2 M

Figure 1-92 Show Wildcard Group Parameter

The command “set groupregister” sets wildcard group as below:

ilildcard Grpiwildcard account iRegister Stated

F——————— ———————— e +

phonel : a Unregister:
—————————————————————— F——————— —_——————————e e}

ghjfhi Unregister:

*Please input wildcard group numberC(@-92>[81:

*Please input the =zequence numbher of account for the groupdd-1>[@]1:
*I=2 it wildcard account<vessno>lnol:y

*Are vou continue?’ypes’ or ‘no’dvessnorlnol:y

*Please input the =zequence numher of account for the groupdd-1>I[81:1
*Are vou continue?’ypes’ or ‘no’dvessnorlnol:y

*Please input the =zequence numbher of account for the groupdd-1>[@]1:
*Are vou continue?’ves’ or ‘no’dyessnorlnol:

»—>»Really want to modify? *‘yes’ or ‘no’lyes]:

The configuration will take effect after szaved and reloaded?

Figure 1-93 Configure Wildcard Group Parameter
1.3.3 Supplementary

The command “show extended-server” shows user supplementary as below:
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BGYHHZHEshow extended—-service

Hin Flash Detect Time{58-7583

Hax Flaszh Detect Time

Switch&Releasze Call

Enabhle flash key or not

Reject key

Switch call key

Three Party Call

Keep the hold call when onhook or not
# is= guick dial key or not

Adterisk to be the function key or not
Tap Report

Ezcape Seqg

CID Enable

Enabhle Callee Inverse Polarity

Enabhle Caller Inverse Polarity

>Enter the index to show{B-1>[H1:

Call Forwarding Unconditional
Call Forwarding When Ho Reply
Tranzfer Call Humber

Wait Time Long

Call Forwarding On Busy

Phone Humbew

Zet to Instant Hotline

Delay Time

CID Restriction

Enable Ho Diszturh

Enabhle Call Waiting

CID Enable

CID Hode

Enabhle HUWI

>Show account extended sruvice para continue or not?[vesl:in

Figure 1-94 Show User Supplementary

The command “set extended-server” configures the user supplementary parameter as below:

Page 64 of 111



9 GROK= FG7008N User Manual

BGYHAZHEset extended-service

*Min Flaszh Detect Time(58-758>[98 m=z1:80
*Max Flaszh Detect Time{80-1200>[50H0 mn=1:-4008
»Buwitch&Releaze Call:Flash+{1-9>[11:
*Enable flaszh key or not{yes/nodlyes]:
*Reject key:Flash+{@8-9>[@1:

»Bwitch call key:Flash+{@8-9>[21:

*Three Party Call:Flash+{1-9>[31:

*Keep the hold call when onhook or notlnol:
*M i=s guick dial key or notlnol:

*Adterisk to be the function key or notlnol:
*Tap Reportinol:

*Escape Seglnol:

*CID Enablelye=z]:

*Enable Callee Inverse Polaritylnol:
*Enable Caller Inverse Polaritylnol:

Account iRegister! Authen User!

|
|
|
|
|
|
|
|
|
|
|
|
+

phonel !

____________ —_——— e ——_——_—_———

phoneauth!

e
|
|
|
|
|
|
|
|
|
|
|
|

+

ghjfhi

*»Enter the index to modify{B-1>[81:

*Call Forwarding Unconditional{yes/no>[nol:
*Call Forwarding When Ho Reply{yes/nod[yes]:
*Transfer Call Mumber[7911:

*Hait Time Long<i-128>[8]1:

*Call Forwarding On Busy{yes/no>[nol:
*Phone Number[]1:

*8et to Instant Hotline<{yes no>[nol:

*Delay Time<B-18=>[@1:

*CID Restrictiontyes nollnol:

*Enable Call Waiting<{yes nod[yes]:

*CID Enablelye=z]:

>CID Enable{@-F8K, 2-FES+TYPE 11>[@1:
*Enable MUI<yes no>lyes]l:

*Really want to modify? ‘yes’' or 'no’lyesl:

The configuration will take effect after saved and reloaded?

Figure 1-95 Configure User Supplementary
The following items are displayed on this screen:
» Min Flash Detect Time: The minimum time to detect the flash.
» Max Flash Detect Time: The maximum time to detect the flash.

» Flash Key Enable: Whether to enable digit detect after flash.

» Switch&Release Call: If the digit specified is detected after flash, terminate the active call and
recover the call on hold.

» Three Party Call: If the digit specified is detected after flash, enter the conference mode.

» Reject Key: If the digit specified is detected after flash, reject the call on hold.

» Switch Call Key: If the digit specified is detected after flash, hold the active call and recover

the call on hold.
» Keep the hold call when onhook: If selected, when hanging up in this context, the telephone rings
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to notify the user there is still a call on hold.

» (#)Quick Dial Key: Whether to send telephone number immediately after receiving the # key.
» Asterisk Func Key: Whether to use the **’ key as flash key.

» Tap Report: Whether to report an event to server when flash detected.

» Escape Seq: Whether to use an escape characters when sending special DTMF.

» CID Enable: Whether to enable caller id globally.

» Callee Inverse Polarity: Whether to activate the Polarity Reversal for FXS callee.
» Caller Inverse Polarity:  Whether to activate the Polarity Reversal for FXS caller.
» Call Forwarding Unconditional: Enable or disable CFU function, if enabled, enter Call Number.

» Call Forwarding No Reply:

» Call Forwarding On Busy:

» Hotline Number:

» Delay Time:

» CID Restriction:

» Enable No Disturb:
» Enable Call Waiting:

» Enable MWI:
» Enable CID:
» CID Mode:

1) Set by keypad service system: *57*TN#, TN is the phone
number to be redirected to.
2) Cancel by keypad service system: #57#.
Enable or disable CFNR, if enabled, enter Call Number and Wait
Time Long.
1) Set by keypad service system: *41*TN#, TN is the phone
number to be redirected to.
2) Cancel by keypad service system: #41#.
Enable or disable CFB function, if enabled, enter Call Number.
1) Set by keypad service system: *40*TN#, TN is the phone
number to be redirected to.
2) Cancel by keypad service system: #40#.
Enter number to hotline function, empty expressed disable.
1) Set delay hotline number by Keypad service system: *52*TN#,
TN is the hotline number.
2) Cancel delay hotline number by Keypad service system: #52#.
3) Set instant hotline number by Keypad service system:
*42*TN#, TN is the hotline number.
4) Cancel instant hotline number by Keypad service system:
#42*EN#, instant hotline can only be deactivated with other
extension; EN is the extension number which needs to deactivate
instant hotline.
Time 0 indicates immediate Hotline, Otherwise, indicates delay
Hotline. The Delay Time must be configured on the WEB.
Enable or disable CID Restriction. If Anonymous As UserName is
chosen, user name content is Anonymous also.
Allows block incoming calls at any time.
When you talking, a third party phone comes in, you can hear the
beep tone.
Enable or disable MWI (Message-waiting indicator) function.
Enable or disable to send CID to phone.
There are two methods used for sending caller ID information
depending on the application and country specific requirements:
FSK: caller ID generation using Frequency Shift Keying (FSK)
DTMF: caller ID generation using DTMF signaling.

The command “show abbr-dial” shows the abbreviated number of the user as below:
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BGYAAZN#Eshow abbr—dial

+

I {Account Mame | Extenszion IRegister Account iRegister! Authen Useri
. . . . +

Phone_B88A1 | 784 phonel | yes | phoneauth i

4 4 4 4 +
Phone_B@2 | a1 ghifhi no i
+

*Enter the index to show!(@-1>[A1]1:

+

Phone Mumber Abbreviated Mumber i

1112 i@

3445 34

8493 24

h omm o mm o mm

Figure 1-96 Show Abbreviated Number
The command “set abbr-dial” sets the abbreviated number of the user as below:

+

BG?AAZMHzet abbhr—dial

ilccount Mame | Extension 1[Register Account iRegisteri Authen Useri
. . +

Phone_861 : 788 phonel : phoneauth!

Phone_B@2 { a1 ghjfhi

+
1
[

+

*Enter the index to modify{@-1>[@1:

H [ Phone Humber iAbbreviated Humbher

1 A 1112 18

1 2 3445 34

i mm ok mm ok mm o omm

i 32 2493 824

*A-add.1-delete. 2-modify[@]1:

*Phone Wumber[1:23534534

*Abbreviated Mumber[1:23

*Really want to modify? ‘yes’ or 'no’ [yesl:

Operate success?

The configuration will take effect after saved and reloaded?

Figure 1-97 Configure Abbreviated Number

The following items are displayed on this screen:
»0-add,1-delete,2-modify: Input “0” to add new abbreviated number item, input “1” to delete a
abbreviated numbe from thelist, input “2” to modify one of the abbreviated
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numbe from the list.

» Abbreviated Number: The abbreviated number.
» Phone Number: The Actual phone number.

The command “show whiteblack-list” shows the white list and the black list of the user as below:

BG?AEZH#zhow whiteblack—-list

Extenzsion 1Extention Typei

———————————— r—_—

788 InternsExterni

4 account white or black list para continue or not?ILyesl:n

Figure 1-98 Show White & Black List
The command “set whiteblack-list” configures the white list and the black list of the user as below:
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BG?AAZMHEzet whitebhlack-list

iRegister Account iRegiszteri Authen User

|
|
|
|
|
|
|
|
|
|
|
|
-

phoneauthi

A
|
|
|
|
|
|
|
|
|
|
|
|

-

*A—add,.1-delete.2-modif y[A]1:

*Lizt Type<

B—Call In Black List

1—Call In White List

2—Call Out Black List

3-Call Out White List>[@1:2

*Phone Mumber[1:453656

>~>*Really want to modify? ‘ywyes’ or ‘no’lyesl:

Operate success?

The configuration will take effect after zaved and reloaded?

*3et account white or bhlack list para continue or not?[yes]:

Figure 1-99 Configure White & Black List
The following items are displayed on this screen:
» List Type: Choose type of Black&White List, four types are provided:
Incoming Blacklist, Incoming Whitelist, Outgoing Blacklist, Outgoing Whitelist.
» Phone Number: the phone number or sip account.

1.3.4 Codec Parameters

The command “show codec” shows the codec parameters as below:
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BG?EEZHH#zhow codec

G.711A Packet Period<l®-—98.degeress of 168>
G.711l0 Packet Period<l®-98.degeress of 168>
G.723 Packet Period<ld—98.degeress of 168>
G.72%7 Packet Period<l®-—98.degeress of

Figure 1-100 Show Codec Parameters
The command “set codec” configures the codec parameters as below:

G?AAZNHtzet codec

*G.?M1A Packet Period{18-98.degeress of 18>[281:

*G.M1U0 Packet Period{18-98.degeress of 18>[281:

*G.723 Packet Period{l1d-98.degeress of 18>[381:

*G.729 Packet Period{l18-98.degeress of 18>[2801:38

» Batch All Endpoint Codec’yes’' or 'no’lnol:

*Enter the index to modify{B-1>[A1]1:

»T38 Tranzfe Mode(B-THAMSFER.1-T38_.2-UBD>[11:

*Codec Answer Strategui{d-lUse Offerer Priority.l1-Use Answerer Priority>[@]1:
*Codec First Priority(B-G.M1A.1-G.7M1U.2-G.723.3-G.729>[@81]:
*Codec Second Priority{B-G.711A.1-G.711U0.2-G. 723, 3-G.729>[11:
*Codec Third Priority(B-G.11A. 1-G.7M11U. 2-G.723,.3-G.729>[2]:
*Codec Fourth Priority{B-G.7?11A.1-G.711U0.2-G. 723, 3-G.729>[31:

*Really want to modify? ‘yes’' or ‘no’[yesl:

The configuration will take effect after saved and reloaded?

Figure 1-101 Configure Codec Parameters
» G.711A Packet Period: RTP packetization period of G.711A codec.
» G.711u Packet Period: RTP packetization period of G.711U codec.
» G.723 Packet Period: RTP packetization period of G.723 codec.
» G.729 Packet Period: RTP packetization period of G.729 codec.
» Fax Mode: Choose fax mode, three types are provided: Transparent, T38, VBD.
» Codec Answer Strategy: Two modes are provided:
Use Answerer Priority: Codec selection decisions based on the priority
level configuration
Use Offerer Priority: Codec selection decision based on caller's
priority.
» Codec Priority: If Use Answerer Priority is selected, set the priority of codec.

1.3.5 DSP Parameters

The command “show dsp” shows DSP information as below:

Page 70 of 111



9 GROK= FG7008N User Manual

BGFAAZMHEzhow dsp

Echo Clear up or not

Silence Compress

Input Gain<—-18-12dh>

Ouput Gain<—18-12dh>»

Delay Level

DTMF Transfer Model

T38 Max FAX Rate

T38 FAX Signaling Reduncancyt{B-7>
T38 FAX Data Redundancy<@-3>
Ring Fregquency

Impedance
BG?HE2NE

Figure 1-102 Show DSP Parameter
The command “set dsp” configures DSP parameters as below:

BG?EAZHH#zet dsp

»Echo Glear up or notlnol:

»8ilence Compresslnol:y

*Input Gain<—-18—-12db>[81:

Oouput Gain<—-18-12db>[81:

Delay Level:

B—delay mininum

1-delay smallewr

2—delay moderate

3—delay large

4—delay Maxinum

»Delay Level{B—4>[31:

»DIMF Tranzsfer Model<B-info.l1-In—bhand.2-RFC2833>[81:
T38 Max FAX Rate:

B—-Unlimited

1-2488bps

2—4888bps

3-7288bps

4-9688bps

L-1288@bps

6-1448@bps

»>T38 Max FAX Rated<B-6>[@1:

»T38 FARX Sdignaling Reduncancy<@-7>[4]1:

»T38 FARX Data Redundancy<B-3>I[@A1:

»Ring Frequency(@—-2BHZ.1-25HZ>[11:
*Impedance<8—688 Ohm,.1-Ternary.2-Switzerland standard>[B@]1:1
»Really want to modify? ‘ves’ or ‘no’lyesl:

The configuration will take effect after saved and reloaded?

Figure 1-103 Configure DSP Parameters
The following items are displayed on this screen:

» Echo Cancellation: Enable or disable echo cancellation.

» Silence Detection/Suppression: Enable or disable silence detection and silence suppression.
» Input Gain: Configure the input gain value.

» Output Gain: Configure the input gain value

» Delay Level: Choose the delay level, five levels are provided: Minimum,
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Smaller, Moderate, Larger, Maximum.

» DTMF Transfer Model: Select DTMF transmission mode: In-Band, INFO, RFC2833.

» RFC2833 Load Type: If RFC2833 is selected, specify payload type of RFC2833.

» T38 Max FAX Rate: Select the maximum rate, when using T38 fax mode: Unlimited,
2400bps, 4800bps, 7200bps, 9600bps, 12000bps, 14400bps.

» T38 Signaling Redundancy: Configure the redundancy of T38 signal.

» T38 Data Redundancy: Configure the redundancy of T38 data.

» Ring Frequency: Choose the ring frequency: 20Hz, 25Hz.

» Impedance Type: Choose the impedance type: 600Q, China Standard, Switzerland

Standard.

1.3.6 Digitmap

The command “show digitmap” shows digitmap information as below:

BG?AAZNHzhow digitmap

Enahle Digitmap

Digitmap Short Timer SC1-3B). ... .- --258
Digit Map Content

BG?ERZ N

Figure 1-104 Show Digit Map Parameter
The command “set digitmap” configures digitmap parameters as below:

BGYHAZMHEzet digitmap

»Enable Digitmaplnol:
Migitmap Short Timer 5¢1-38>[5=1:

*igit Map Content Dxaooooooc] s
*Really want to modify? ‘uyes’ or ‘no’lyesl:

The configuration will take effect after saved and reloaded?

Figure 1-105 Configure Digit Map Parameter
» Enable: Enable or disable digit map function.
» Short Timer: The time of Short Timer in second.
» Digit Map: The digit map rules.

1.3.7 Signal Tone

The command “show tone” shows signal tone information as below:
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Tone

Dial User Define Enable

Dial frequency 1<{188-280AHZE>
Dial frequency 2C{1800-200AHZE>
Busy Uzer Define Enahle

Busy Fregquencyl (18A-2888HE »
Busy Fregquency2 (180-2888HE »
On Time<188-10008Ams >

Off Time<186-1888@ms >

Ring Back Tone User Define Enahle
Ring Back Tone Freguency 1C188-Z08AHZ>
Ring Back Tone Freguency 2C188-Z288AHZ>
On Time<188-10008Ams >

Off Time<186-1888@ms >

Internal r»ing on timel (¥l H@H@ms>
Internal ring off timel<{=188ms>
Internal »ing on time2 (¥ H@B@ms>
Internal ring off time2{=1B88ms>
External ring on timel<{=188ms>
External ring off timel<{=188ms>
External ring on time2{=1B88ms>
External ring off time2{=188ms>
GIAAZNH

Figure 1-106 Show Signal Tone Parameter
The command “set tone” configures signa | tone parameters as below:
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BGYHAZMHE=et tone

B———China
1——Chile
2———Peru
I——HAmerica
4———Mexico
G———7Telmex_Columbia
b——Switzerland
?———0ther

Type<B-7?>[A1:

Tone User Define Enablelnol:

tone frequency 1C10B-2A@HHE>LA]:

tone fFrequency 2C1H00-2A@HHE>[A]:

Tone User Define Enablelnol:

Tone Fregquencuyl C180-28AAHZ>I[A]1:

Tone FregquencuZ2Cl@d-200EHZ>I[A]1:
*0n Time<1880-108600m= > [560@]1:
FOFf Time(188-18000m=>[50@1:
»*Ring Back Tone User Define Enabhlelye=s1:
»*Ring Back Tone Fregquency 1C180-200BHZ>T[48@1:
»*Ring Back Tone Fregquency 2C180-200BHZ>I[58@1:
*0n Time<1880-108600m= > [560@]1:
FOFf Time(188-18000m=>[50@1:
*Internal ring on timel<1-188>C=10Bm=>[18]1:
*Internal ring off timel<1-1808>C=1800m=>[48]1:
*Internal ring on time2<1-108><{=18Bm=>[@]1:
*Internal ring off timeZ2<1-108>C{=1@Bm=>[@]1:=
»External ring on timel<1-188>C(=1808m=>[18]1:
»External ring off timel<1-188>C=1800m=>[48]1:
»External ring on time2<1-108><{=18Bm=>[@]1:
»External ring off timeZ2<1-108>C{=188m=>[@]1:=
*Really want to modify? ‘uyes’ or ‘no’lyesl:

The configuration will take effect after saved and reloaded?

Figure 1-107 Configure Signal Tone Parameter
The following items are displayed on this screen:

» Tone Type: Select the type of signal tone.
Dial Tone
» User Define Enable: Whether to use user-defined dial tone frequency.

» Dial Tone Frequency 1:
» Dial Tone Frequency 2:

Busy Tone

» User Define Enable: Whether to use user-defined busy tone frequency.
» Busy Tone Frequency 1:

» Busy Tone Frequency 2:

» On Time:

» Off Time:

Ring Back Tone
» User Define Enable: Whether to use user-defined ringback tone frequency.
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» Ring Back Tone Frequency 1:
» Ring Back Tone Frequency 2:
» On Time:
» Off Time:

Distinction Ring: Specify the ring cadence for the FXS port. In these fields, you specify the on and off
pulses for the ring. The ring cadence that should be configured differs between internal call and external
call.

1.3.8 Centrex

The command “show inline” shows centrex information as below:

BGYHAZMH=zhow inline

Figure 1-108 Show Centrex Parameter
The command “set inline” configures centrex parameters as below:
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BG?7EEZMHizet inline
*Enahle Centrex({yes-no)lyes]:

iRing PolicyiTime !

*Ring Group:@-add.l-delete.2-modifylB]1:

HGroup Mumber[1:781

*Ring Policy<{B-Alternate.l1-0rdinal,.2-Parallel>[d]:
*>Ring Time(5-98>[2@1:

*Really want to modifu? ‘yes’ or ‘no’lyesl:
Operate success?

*Bet Group Member or not¥lyes]l:

*Ring Group Member:B-add.l-delete.2-modifylB]1:
*Telephone number[1:353543

*Really want to modifu? ‘yes’ or ‘no’lyesl:
Operate success?

The configuration will take effect after saved and reloaded?

Figure 1-109 Configure Centrex Parameter
The following items are displayed on this screen:

» Enable Centrex: Whether to enable centrex function globally.

» Group Number: The phone number of this ring group.

» Ringing Policy: Phone ringing policy: Alternate, Ordinal, Parallel.
» Ring Time: Ring time of each member.

» Telephone Number: The number will be added to the ring group.

1.3.9 Phone Book

The command “show callroute” shows telephone book information as below:
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Deszcription
________________ +

138_8_.668_3: 5060 phoneroute !

————————————————— ————————————— ———}

122 _168_168680_124 5060 phoneroutel !

Figure 1-110 Show Phone Book Parameter
The command “set callroute” configures telephone book parameters as below:

BGYAAZMEzet callroute

Description
________________ +

138.8.68.31 5860 phoneroute |

————————————————— 3

192 .168.1860.1241 56868 phoneroutel |

»Gall Route:B-add.l-delete.2-—modifylB]1:

»Phone PrefixClength can't bhe zero?[1:56756

»Total Length{B—-32.8—unlimited><B8-32>[A1:
DezcriptionClength can't he zerol)[l:phoneroutez
IP/DOMAINLLI3E . A.68.31:192 _168.106._1086

*Input static—iptrunk portCl-655352[58681:

»PreFix Mode(B—HNormal;l1-Delete:;Z2—-add;3-—modify>[B@]1:
»Really want to modify? ‘wes' or ‘no’lyesl:

Operate success?

The configuration will take effect after saved and reloaded?

Figure 1-111 Configure Phone Book Parameter
The following items are displayed on this screen:
» Phone Prefix: The prefix of this phone book.
» Total Length: The total length of number to wait before sending.
» Prefix Mode: Mode of processing number prefix: Unmodify, Remove, Add, Modify.
» IP/Domain:  The IP address or domain of destination.
» Port: The port of destination.
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» Description: Description of this rule.
1.3.10 Save and Reload VOIP Parameter

VOIP parameter will take effect after save and reload commands:

BGIAAZNHtz ave
Save operation successfult
BGIAAZHHre load
eally want to modify? *yes' or 'no’lyesl:

Uopice parameter reload success?

BGYAAZNE

Figure 1-112Save and Reload Parameter

1.4 System

141 Time Management

The command “show time-management” show the time management information as below:

BG?7AAZMH#show time—management

Enable NIP Enable

NMIF Service Mode Client

Primary MTP Server ntp.ucsd.edu
Secondory MWIP Server ntp.univ-1yonli.fr
Time Zone '

Update Interval k11505
DST Config:

Enable DST Enable
DST Offset<min>: @

DST Start At 1:88 on First Sunday in Jan.

DST End At 488 on Third Monday in Febh.

BGIAAZNE

Figure 1-113 Show Time Management Information

The command “set time-management” configure the time management parameters as below.
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BGYHHZMEzet time—management

—>Enable NTF? ‘yes’ or ‘no’lyes]:

—*NTP Service Mode(B-Client.i1-Server And Client>[B8]1:

—>Primary NIP Serverintp.ucsd.edul:

—»Secondory NTP Serverintp.wniv—Ivonl.frl:

—>Time Zonell1l: -2

—*lpdate Interval<6B™36860H=>[3660HA]1:

—»Enable Daylight Savings Time<DST>? ‘yes’ or ‘no’lyesl:

—>DST Offset<{B—128min>[B@]1:

Start Time of DST:

—>*Month<1™12>[11:

—>Select UWeekday:
B—Sunday 1-Monday 2Z2-Tuesday 3—UYednesday
4-Thursday 5-Friday b6-—Saturday

—Heekday(B™62>[81:

—>Select Order of UWeekday in Month:
1-First in Month 2—8%econd in Month 3-Third in Month
4—Fourth in Month G5-Last in Month

—»0rder of Weekday in Month<{1"5>[11:

—>*Hour of Day{@™23>0[81: 1

End Time of DST:

—>*Month<1™12>[11: 2

—>Select UWeekday:
B—Sunday 1-Monday 2Z2-Tuesday 3—UYednesday
4-Thursday 5-Friday b6-—Saturday

—Heekday{@™6>[A1: 1

—>Select Order of UWeekday in Month:
1-First in Month 2—8%econd in Month 3-Third in Month
4—Fourth in Month 5-Last in Month

—»0rder of Weekday in Month<{i1™5>[11: 3

—>*Hour of Day(B™23>[81: 4

Really want to modifvy? ‘yes’ or ‘no’ [yesl:

The configuration will take effect after saved and reloaded?

Figure 1-114 Configure Time Management Parameters
The following items are displayed on this screen:

» Enable NTP: Enable or disable NTP.

» Enable DST: Enable or disable the Daylight Saving Time(DST).

» DST Offset: Enter the offset of DST.

» Month: Specify the month of DST, range from 1 to 12 in one year.

» Weekday : Specify the weekday of DST, range from Sunday to Saturday.

» Order of Weekday in Month: Specify the order of start weekday in the month from pull-down list as
following:

® First in Month
® Second in Month
® Third in Month
® Fourth in Month
® Last in Month
» Hour of Day: Specify the start hour of DST, range from 0 to 23 in one day.

1.4.2 Reboot System

Enter command “reset” to reset the device.
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1.4.3 Backup/Restore

The command "load config" backup/restore the configurations as blow. Enter 0 to save current
parameters as custom default configurations, Enter 1 to reset to custom default parameters, Enter 2 to
reset to factory parameters.

BGYAA2ZMHEload config

—*Select Load config source(@-Default.i1-FileSystem.2-Flash>I[@1:

Figure 1-115 Backup/Restore Configurations

1.4.4 Diagnostic

1.4.41 Ping

The command "ping" can used to check connectivity of your network in the following screen.

BG?AAZNHping 192 .168.1068.182

—>*If Using Interface when ping 'yes’ or

—*%et ping packet size(B-65588>[561:

—*8et ping count{l-86488>[41:

—*If Uzing mark when ping ‘ves' or ‘no’ [nol:

PING 192 .168.186_182 (192.168.1868.182>: 56 data hytes
from 172.168.188.182: seq=H0 ttl=64 time=0.8608
from 172.168.188.182: seq=1 ttl=64 time=1.260
from 172.168.180.182: seq=2 ttl=64 time=0.748
from 172.168.188.182: seq=3 ttl=64 time=0.748

r r

no' [nol:

=
=
ms
=

——— 192 .168.188.182 ping statistics ——
4 packets transmitted, 4 packets received. B packet loss
sound—trip minsavgsmax = B.748-8.9788-1.268 ms

BGTYAA2ZNE

Figure 1-116 PING Diagnostic

» Ping: Enter the IP Address or Domain Name of the PC whose connection you wish to
diagnose.

» Interface: By selecting the interface, through this interface to send Echo Request messages.

» Ping Packet Size: Specifies the packet size of Echo Request messages sent.

» Ping Count: Specifies the number of Echo Request messages sent.

1.4.5 System Log

The command “show syslog” show the system log information as below:
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BGYAAZMEzhow syslog

Local Log Enahle
Remote Log Enahle
Syslog Log Address

BG7AA2ZNE

Figure 1-117 Show System Log Information

The command “set syslog” configure the system log parameters as below.

BG?AAZNHzet svslog

@—EMERG

1-ALERT

2-GRIT

J3—-ERR

4-UARMI NG

5-NOTICE

6—INF0Q

7-DEBUG

—*5elect Log Levell6]:

Log Module Onoff:

—*Alarm Loglyes]:

—*Login Loglyges]:

—*Weh Loglyesz]:

—*UoIP Loglyes]:

—>Data Service Loglyes]:

—>0thersinol:

—*Local Log Enahlelyes]:
Log Enablelnol:
Log Addressl varslog-smessages]:
want to modify? ‘yes’ or ‘no’lyes]:

Oprate success?
The configuration will take effect after zaved and reloaded?

Figure 1-118 Configure System Log Parameters
The following items are displayed on this screen:

1.4.6 TRO069

The command “show tr069” show the tr069 information as below:

Page 81 of 111



9 GROK= FG7008N User Manual

BG?O0ZHzhow trB69
Enable TRB6Y Enable
Enable TRB69 SSL Encode Dizahle
ACS Address iA.258.8.18
ACE Server Hame ACS—server ACE
ACS Port 8688
Enable Single Account Mode Enable
ACE Auth Username acs
ACE Auth Password acs
CPE cpe
CPE cpe
CPE cpe
CPE 8899
CPE Dizahle
Dizahle
no
Root Device Type InternetGatewayDevice
Custom Area Switzerland
TRAG? CPE lUser fAgent BG_TR6?_CPE
Reboot System after Download no
Mon First Install no

Figure 1-119 Show TR069 Information

The command “set tr069” configure the tr069 parameters as below.

BG?OAAZNEzet trB6YT

—*Enable TRBG6? ‘ves’ or “‘no’ [yesl:

A — China Mohile

1 — ShenZhen Telecom

2 — Buwitzerland

—>Cusztom ArealZ]:

—*Enable TRB6? SS8L Encode ‘wes' or ‘no’ [nol:

Addres=[18.250_68.181:

ferver Hame[ACE—server-ACE]1:

Port<{1-65535>[8B8A]:

Auth Uszernamelacs]:

Auth Paszwordlacs]:

Auth Usernamelcpel:

Auth Passwordlcpel:

Server Mamelcpel:

Port<{1-65535>[8H97]1:

Auth Enable *yes’ or ‘no’* [nol:
—*Enable Send Periodic Inform ‘ves' or
—*Enable TRB6? HAT ‘wes’ or ’‘no’* [nol:
—>TRA6? CPE User Agent[BG_TR69_CPE]:
—*Reboot System after Download *wves® or ‘no’ [nol:

—>*Clean first install flag ‘ves’ or ‘no’ [nol:
—*Are you sure save parameter? ‘ves’ or ‘no’ ‘yes’ or ‘no’ [pesl:
The configuration will take effect after saved and reloaded?

I

‘no’' [nol:

BGYAAZNE

Figure 1-120 Configure TR069 Parameters
The following items are displayed on this screen:
» Serial Number: The serial number of device. Read only.
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» Enable: Enable or disable the TR069 function globally.

» ACS Address: Enter the IP address or domain name of ACS.

» ACS Port: Enter the port of ACS.

» ACS Server Name: Enter the TR069 server name of ACS.

» SSL Enable: Enable or disable the SSL(Secure Sockets Layer) for TR069.

» Schedular Send Inform: Whether or not the CPE must periodically send CPE information to

Server using the Inform method call. Enter the duration in seconds
of the interval if enabled.

» Single Account Enable: Whether or not the TR069 Account is enabled.

» TR069 Account: Username used to authenticate the CPE when making a
connection to the ACS.

» TR069 password: Password used to authenticate the CPE when making a
connection to the ACS.

» Connection Request Auth: Whether to authenticate an ACS making a Connection Request to
the CPE.

» Connection Request Username: Username used to authenticate an ACS making a Connection
Request to the CPE.

» Connection Request Password: Password used to authenticate an ACS making a Connection
Request to the CPE.

» CPE Server Name: A part of the HTTP URL for an ACS to make a Connection
Request notification to the CPE. In the form:http://host:port/path

» CPE Port: A part of the HTTP URL for an ACS to make a Connection Request
notification to the CPE. In the form:http://host:port/path

» Status: Connection Status when CPE making a connection to the ACS.
Read only.

» Fail Reason: Show reason for the failure when CPE making a connection to the

ACS. Read only.

1.4.7 SNMP

The command “show snmp” show the snmp information as below:

BG?AA2ZNHEzhow snmp

Enable Register Server

Server Address or Domain

Server Port

Enable Double Register Server

TRAP Meszage Interval

Regional Identity

Device Identifier

Dizscard VWrong Community Package

Community Mame : public
Registration Status : Register Failed

BGYRAZNE

Figure 1-121 Show SNMP Information

The command “set snmp” configure the snmp parameters as below.
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BG?AH2NHzet =nmp

—»*Enabhle Register Server ‘ves’ or ‘no® [wpesl:
—>Server Address or Domainlid8 . A.6@.21:

—>Server PortCl1-655352[162]1:

—»*Enabhle Doubhle Register Server ‘yes’ or ‘no'lnol:
—>TRAP Messzage Interval<l@-36B88=>[3A]1:

—»*Regional Identity[BGYHAZM]:

—>Device Identifier[]:
—»Enabhle Performance Statistics Upload'vyes‘or’no’[nol:
—»*Enable control when snmp register fail’yes‘or'no’ [yes]:
—»Dizscard Wrong Community Package(ves nol)lyes]:
—»Community Mamelpuhlicl:
—»Really want to modify? ‘wves’ or ‘no’ [yes]l:

The configuration will take effect after saved and reloaded?

Figure 1-122 Configure SNMP Parameters
The following items are displayed on this screen:

» Register Enable: Check this box to enable SNMP register.

» Server Address or Domain: Enter the IP address or domain name of register server.

» Server Port: Enter the port of Register Server.

» TRAP Message Interval: Set the sending interval between TRAP messages.

» Regional Identity: Set the identity of regional.

» Device Identifier: Set the identifier of device.

» Enable Double Register Server: Check this box to enable backup Register Server.

» Backup Server Address or Domain: Enter the IP Address or Domain Name of Backup Register
Server.

» Backup Server Port: Enter the port of Backup Register Server.

» Registration Status: The status of registration.Read only.

FCC Caution.

8§ 15.19 Labelling requirements.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

§ 15.21 Information to user.
Any Changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate the equipment.

§ 15.105 Information to the user.
Note: This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates uses
and can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the
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equipment off and on, the user is encouraged to try to correct the interference by one or more of the
following measures:

-Reorient or relocate the receiving antenna.

-Increase the separation between the equipment and receiver.

-Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

-Consult the dealer or an experienced radio/TV technician for help.

*RF warning for Mobile device:

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with
minimum distance 20cm between the radiator & your body.
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