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Configuring the DDR2200 Residential Gateway

Configuring DSL Settings

To configure the DSL settings for the residential gateway, complete the following
steps,

1 Click System on the main screen. The Summary screen opens by default.
2 Click the Setting tab. The DSL Settings screen opens.
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3 Under the Select the modulation below area on the screen, select the modulation
that you want to use. You can select one or all of the following modulations:
B G.Dmt Enabled

G.lite Enabled

T1.413 Enabled

ADSL2Z Enabled

AnnexL Enabled

ADSL2+ Enabled

AnnexM Enabled

4  Select the phone line pair that you want to use from the following options: 7?

what is this????
¥ Inner pair
R Outer pair
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B Bitswap Enable
W SEA Enable

6 Click Save/Apply to save the configuration.

5 Select the capability that you want to use from the following options:
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DSL Advanced Seftings

The DSL Advanced Settings screen allows you to select a test mode.
Path: DSL>Setting>Advanced Settings
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Configuring DSL Advanced Settings

To configure the DSL advanced settings, complete the following steps.

1 Click DSL on the main screen. The Summary screen opens by default.
2 (lick the Setting tab. The DSL Settings screen opens.
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4 Select the test mode from the following options;
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§ Click Apply to configure the advanced settings.
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Tone Settings

The ADSL Tone Settings screen allows you to select active DSL tones or frequencies

used by the DSL transceiver.

Path: DSL>Setting>Advanced Settings>Tone Selection
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Setting DSL Tones or Frequencies

Configuring the DDR2200 Resldential Gateway

To set DSL tones or frequencies, complete the following steps.
1 Click DSL on the main screen. The Summary screen opens by default,

2 Click the Setting tab, The DSL Settings screen opens,
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3 Click Advanced Settings. The DSL Advanced Settings screen opens,
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4 Click Tone Selection. The ADSL Tone Settings screen opens.

+ gt

- ADSE Tone 'S

. - ‘Upstroam Tones

¥ Ry R ¥2 F3 B K5 ¥s BT R1 ¥3 Fn i
R B2 B B ES.FeRe Fe RS R Ba RS A

Bz B3 BN B2 W P2 B B2 M0 By

-Downgiream Teren

B2 s B RIS RS FITED P R4 Ra Paz
R4 Fah P45 Pide 47 Rl R49 Fs0 61 Rs2 W53
Risl 756 55 M5 Was W83 W50 Kat 62 M8 Fad
R Res 67 B o B Rt Fi2 Ris 978 Brs
e R B0 FIs a0 R Fez Fes By Fos Fos
REoT BES B8 BX Pt M2 P Fas Ko @6 o7
96 o9 K100 B 101 P 102920103 7 104 2 105 106 70 10r 2 106
FHRIO R M Ra2R (0 B0 @ 15E P15 E 17 19 19
420 5 129 22 B9 123 W 126 2 196 2106 1 527 6 128 2 129.F 130
R R FF 135 FZ 136 B 151 P 138 57 139 B 190 R 11
P 122 1T B0 5145 I 148 P M7 I 198 10T 45000 165 R 152
P2 1532 154 155 A 156 B 15T 7 488 17 169 I 160 75 164 W2 16257 163
2165 % 167 77 168 W 189 P 470 2 174 B2 172 R T3 8474
7556 116 W AT7 R 370 F: 110 . 380 77 195 182 FE A8 B2 184 2 185
M85 2 {877 195 Fasg FrF 1R 193 F 1 F 195 F 156
197 198 W 19 2 200 R 201 B 502 7: 203 2404 B 205 ¥ 206 2 207
R s 08B 20 P21t B2z B0 2R 215 216 R 1T R 298
MRV 2R T R s 221 s B 2
| 230 R 2 Mo 23 Pan R 235 008 W T e e 209 240
| 2B IR 23 M7 245 246 247 RE SR NOR 2808 251
R R s B ass

[ EoRiRd ] rAe] |

5 Select the ADSL tone setings as follows.
B To select all the tones, click Check All
W To select individual tones, click Clear All and then select the tones you want.

6 Click Apply to configure the tone settings.
7 Click Close to return to the DSL Advanced Settings screen.,
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Client Summary

The Client Summary screen shows all the client devices attached to the residential
gateway. You can click Show HPNA Client to display the HPINA devices attached to
the HPNA RF interface of the residnential gateway.

Path: Home Network>Summary

4002650 Rav A 89
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Updating HPNA Clients

To update the HPNA clients, complete the following steps.
1 Click Home Network on the main screen.

2 Click Summary. The Client Summary screen opens.
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4 Click HPNA Update to update the HPNA software of HPNA devices attached to
the residential gateway The Update HPNA window opens.
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WAN Setup

The Wide Area Network (WAN) Setup screen allows users to set up WAN
connections and settings, such as virtual channel identifiers (VCi), virtual path
identifiers (VPI), and quality of service (QoS);

Path: Home Network>WAN Setup
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5 Inthe Software File Name field, enter the name of the file that you want to use to
update your system. You can click Browse to locate the file.

6 Click Next. The software for the attached HPNA devices is updated.
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Configuring the WAN Interface (MER Broadband Type)

To configure a WAN interface for MAC Encapsulation Routing (MER} broadband
type, complete the following steps.
1 Click Home Network on the main sereen. The Client Summary screen apens.
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4 In the DSL Mode field, enter ATM. More fields populate on the screen as shown
here.

RS b P i _
5 Complete the following fields on the screen as follows:

Note: This configuration is an example of a specific setting for the residential
gateway. Your values may differ depending upon your service provider.

a  In the Broadband Connect Type field, select MAC Encapsulation Routing
(MER},

b In the Encapsulation Mode field, select LLC/SNAP - Bridging.

Inn the VI field, enter the virtual path identifier (VPI). Values are: 0 to 63535

In the VCI field, enter the virtual charmel identifier (VCI). Values are: 0 to

65535

In the the Service Category field, select UBR Without PCR.

Select the Enable Quality of Service check box.

Select the Obtain an IF address automatically option.
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Select the Obtain default gateway automatically option,
Select the Obtain DNS server addresses automatically option,
Select the Enable IGMP Multicast check box.

Select the Enable WAN Service check box.

3 Inthe Broadband type field, enter DSL.

4002650 Rav A 93

6 Click Add.
7 Click Reboot. This action reboots the residential gateway so that the WAN setup
configuration takes effect.
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Configuring the WAN interface (PPPoE Broadband Type)

To configure a WAN interface with the FPP aver Ethernet (PFFoE) broadband type,
complete the following steps,

1 Click Home Network on the main screen. The Client Summary screen opens.
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3 In the Broadband type field, enter DSL.
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4 In the DSL Mode field, enter ATM. More fields populate on the screen as shown
here.

¥ RTW SN N ”I\~-i~-w-—~«\_w,
5 Complete the following fields on the screen as follows:
4 In the Broadband Connect Type field, select PPP over Ethernet (PPPoE).
In the Encapsulation Mode field, select LLC/SNAP - Bridging,.
In the VI field, enter the virtual path identifier (VPI). Values are: 0 to 65535
In the VCI field, enter the virtual channel identifier (VCI). Values are: 010
65535
In the the Service Category field, select UBR Without PCR,
In the Authentication Method field, select AUTO.,
Select the Enable IGMP Multicast check box.
Select the Enable WAN Service check box.
6 Click Add.
Click Reboot, This action reboots the residential gateway so that the WAN setup
configuration takes effect,
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LAN Setup

The Local Area Network (LAN) Setup screen allows users to set up LAN settings
such as dynamic host configuration protocol (DHCP), Internet gateway multi-cast
protocel (EGMP), and universal plug and play (UPnP).

Path: Home Network>LAN Setup
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8

Conflguring the | AN Interface
To configure the LAN interface, complete the following steps.
1 Click Home Network on the main screen. The Client Summary screen opens,
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3 In the IP Address field, enter the IP address for the residential gateway.
4 Inthe Subnet Mask field, enter the subnet mask for the residental gateway.

4002550 Rev A



4002550 Rev A

10

Configuring the DDR2200 Residential Gateway

Do you want to Enable the DHCP server?

® If yes, select Enable DHCP Server, and go to step 6,

¥ If no, select Disable DHCP Servet, and go to step 7.

Under Enable DHCF server, enter the following information:

M In the Start IP Address, enter the first IP address in the range for...
B In the End iP Address, enter the last IP address in the range fot...
W In the Leased Time (hour) field, enter the...

Do you want to enable the DHCP server relay?

B Ifyes, select Enable DHCP Server Relay. The DHCP Server address field
popuiates with the address for the ...

™ If no, do not select Enable DHCP Server Relay.

Do you want to configure a second IP address and swbnet mask for the LAN
interface?

M If yes, select Configure the second IP Address and Subnet Mask for LAN
interface, The screen populates with another IP address and subnet mask
field.

¥ If no, do no select Configure the second IP Address and Subnet Mask for
LAN interface. Go to step 10.

Under Configure the second IP Address and Subnet Mask for LAN interface,
enter the following information.

B In the IP Address field, enter the IP address for the residential gateway,
M In the Subnet Mask field, enter the subnet mask for the residential gateway.

Click Save to save the changes or click Save/Reboot to save the changes and
reboot the residential gateway,
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Wireless Summary

The Wireless Summary screen shows the MAC address and security information for
the wireless connection.

Path: Home Network>Wireless>Summary
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Wireless Basic
The Wireless Basic screen shows the basic wireless access point (AP) parameters,
Path: Home Network>Wireless>Basic
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Wireless Security

The Wireless Security screen allows you to configure security features of the
wireless LAN interface. You can set the network authentication method, select data
enctyption, specify whether a network key is required to authenticate to this
wireless network and specify the encryption strength,

Path: Home Network>Wireless>Security
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WEP Encryption Disabled

Vi it 14 U vk
biholizaicn mathed, pict
oln sncryption: spucey

iime 2 nebrmik kay it

| miquid ip asbarsicun 1t %
WL Bl ea, e apedy |
£ the secryplon iwegh, H
e T
b ity e

4002650 Rov A 103

Configuring the DDRZ200 Residential Gateway

Wireless MAC Filter

The Wireless — MAC Filfer screen allows you set filter schemes for the wireless

access points.

Path: Home Network>Wireless>Advanced>MAC Filter

EALC Ralint Wity # Quubiad € fer © Duy

£ confiours wriinss MiC
Mw kiwton

4002650 Rav A



[T

4002550 Rev A
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Wireless Bridge

The Wireless — Bridge screen allows you to configure the wireless access point as a
bridge.
Path: Home Network>Wireless> Advanced>Wireless Bridge
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Wireless Station List

This page shows the attached clients (also known as associated stations) to the
wireless access point (AP} of the residential gateway.

Path: Home Network>Wireless>Advanced>Station Info
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Configuring the DDR2200 Residential Gateway

Wi-Fi Multimedta Settings
The WMM (Wi-Fi Multimedia) Settings screen allows you to congiure the WMM
Parameters access point,

Path: Home Network>Wireless>Advanced>Wi-Fi Multimedia Settings

WMM (Wi-Fi Multimedia) Settings Enabled
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WMM (WI-Ff Muftimedia) Settings Disabled
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. Updating HPNA information
HPNA Information patng

To update the HFNA information, complete the following steps.
The HPNA Info screen allows you to...

1 Click Home Network on the main screen, The Client Summary screen opens.
Path: Home Network>HPNA Info

5

HENA Info
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3 Click HPNA Update to to update the HPNA software of HPNA devices attached
to the residential gateway The Update HPNA window opens.

o
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4 In the Software File Name field, enter the name of the file that you want to use to
update your system. You can click Browse to locate the file,

5 Click Next. The software for the attached HPNA devices is updated.
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Home Monitoring

The Home Monitoring screen allews you to run a web camera to watch...

Path: Home Network>Services>

i This page shows home
 manitosng sarvice.
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MAC Filtering Setup

Configuring the DDR2200 Residential Gateway

The MAC Filtering Setup screen allows you to set up filters for packets containing
configured MAC addresses. With the MAC Filtering feature you can restrict access
to certain servers based on their MAC address. MAC Filtering is only effective on

ATM PVCs configured in Bridge mode.
Path: Security>Packet Filtering>MAC Filtering
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matching with any of the specified rules in the following table.
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Blocked MAC Filtering

BLOCKED means that all MAC layer frames will be BLOCKED except those
matching with any of the specified rules in the following table,
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Configuring the DDR2200 Residential Gateway

Adding MAC Filtering

To add MAC Filtering, complete the following steps.

1 Click Security on the main screen, The Packet Filtering tab opens by default.

2 Click MAC Filtering. The MAC Filtering screen opens,
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3 Click Add to open a blank MAC Filtering screen.
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4 Inthe Protocol Type field, select one of the following protocols from the drop-
down menu.

W PPPoE

IPv4

IPvé

AppleTalk

IPX

NetBEUI
u IGMP

5 Inthe Destination MAC Address field, enter the frame's destination MAC
address,

6 In the Source MAC Address field, enter the frame's source MAC address.

7 In the Frame Direction field, select one of the following choices from the drop-
down menu:

B LAN<->WAN
" WAN<->LAN
8 Click Save/Apply to add the MAC Filter.
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3 Click Change Policy. The Change MAC Filtering Glebal Policy screen opens. In
this example, the global policy for MAC filtering is "Forwarded."

Configuring the DDR2200 Residential Gateway

Forwarding or Blocking MAC Layer Frames

You can change the policy on how MAC layer frames are forwarded or blocked.
FORWARDELD means that all MAC layer frames will be forwarded except those
matching with any of the specified rules in the table on the screen. BLOCKED means
that all MAC layer frames will be blocked except these matching with any of the
specified rules in the table on the screen.

Ta change the policy on how MAC layer frames are forwarded or blocked, complete
the following steps.
1 Click Security on the main screen. The Packet Filtering tab opens by default.

2 Click MAC Filtering. The MAC Filtering screen opens.
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W If yes, click Yes. If the policy is forwarded, clicking Yes will change it to

-~ masay thed KT Lyt Fraruh OwpR I HEAx T
.d;n:moemmhu_qn&nxﬁ arany thit oF L33 Loy buat blocked d Vise versa.
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Removing MAC Filtering fncoming P Filtering
By defauit, all incoming IP traffic from the WAN is blocked when the firewall is

To remove aMAC filtering rule you have set up, complete the following steps.
enabled. However, some IP traffic can be accepted by setting up filters.

1 Click Security on the main screen. The Packet Filtering tab opens by default.
2 Click MAC Filtering, The MAC Filtering screen opens.
" Path: SECURITY>Incoming [P Filtering

Sclentific
Atlanta

€ cmco Foy et j
IS [0

A Fivaceg Giokal Pojoy: FORWARDED pararnatur. H
R b
LG Dibwrng s oy Bacium 2 ATH PN POt ¥ iy ke, FORNARLRD T . e Tt
; e FoREACE ' b IHCOMING 1P . S . Eye———
willba BLECKED " g § 592 up filkers for incoming £
3 -Incaming 4P Fikerlng Sstup L P wraffic. ¢
- Chopdun Kild o Raews 19 confipaw WAL Shanng . . N E B
. ‘ By, defaull, sil ifcoming: (P trade: fram the ¥WAN is biocked when ihe frewall iy snabled. R IR g 7 G
vk [emen [sewurions | FRaraue} - Howawer; vorrit 1P tratic cin B ACCERTED by sotting up fiters.
| Choose Aq or Remore o contiqurs incoming P fters,
. . N | Ftar SOWCE e | D99 Dist,
3 From the MAC Filtering screen, select Remove in the Remove column next to the . VECI Protoool { detess ¢ {70 S [ Addreae 1> | S 1 Romone
MAC filtering rule you wish to remove. | Mak ik
. Testhy | AL | TCPADE e
4 Click Remove.
_ s )

Click Change Policy. The MAC filtering rule is removed.
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Adding an Incoming IP Filter

You can create a filter rule to identify incoming IP traffic by specifying a new filter
name and at least one condition for the filter. All of the specified conditions in this
filter rule must be satisfied for the rule to take effect.

To add an incoming IP filter, compiete the following steps.
1 Click Security on the main screen. The MAC Filtering screen opens by default.

LRAZ Fming Diokal Puiy: FORVIRTIES

TR [N |
4 anly Whest o ATH INC cod mide EOREARTED
s it ok WAL Ly Paing il

i by ELOCKED cumagy thead manching wht g o the 1<l Fais bt Ev K Koniey
b
’anlwwnn@lmuﬁql\lﬂ\
1, { T i
RSl e

2 Select the Incoming IP Filtering tab. The Incoming IP Filtering screen ppens.
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2 cuace

INCOMING 1P FILTERING *

tcaming 1P Fitterlng Sutsp

Byetaut, all coming P Irafic from the-WAN i’ biocicad wehen she Bawal is aniled.
Hovovar, soie IP viffie can e ACCERTER by $atting up firors,

" Choasy Ak or Remove 10 cenfigure ingoming IR fiters .

T ke [ S T ;
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3 Click Add. The Add IP Filter Incoming screen opens.

The acraen alkve yau 10 crets @ fiter rule 10 idantify incoming 17 trfic. by spacifibng 2
‘nedy filter name 20d 2t k261 Dna cordiion below. AR of the specified candiiena in 1hiy
fiter o most ba salithed ot th Tuld 2o tid efect. Clek Saaifbaply’ 105w and
aclwate tha fitter,

Fitlar Namae:

Protocol:

Source: IF sddress:

Soince Subnet Hask:
Bource:Port {pad ar pod port):
Dextination [P sddrass;
Destination Subnet Riask:
Qestinalion Port (part of portipeny]

WAH Interdaces {C. d In Rouling mods snd with firewall enabled anty}
Sefact al ladst 604 of Mralipte Wikl imarfaces displayed bilow 10.2pphy this rule.

F. Selsct a1
1

4 In the Filter Name field, enter the name of the filter.

5 In the Protocol field, select one of the following protocols:
| TCP/UDP
" TCP
¥ UDP
u ICMP

6 In the Source IP address field, enter the source IP address of the server sending
the incoming packets.

7 In the Source Subnet Mask field, enter the subnet mask of the server sending the
incoming packets.

8 In the Source Port field, enter the port number of the server sending the
incoming packets, Use the following format: port or port:port You can enter one
port or a range of ports (for example, 0:5 to indicate ports 0 through 5).
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9  In the Destination IP address field, enter the destination IP address for the server
receiving the packets.

10 In the Destination Subnet Mask field, enter the subnet mask for the server
receiving the packets,

11 In the Destination Port field, enter the port number for the server receiving the
packets. Use the following format: port or port:port You can enter one portora
range of ports (for example, 0:5 to indicate ports 0 through 5).

12 Click Save/Apply o add the filter,
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Removing an Incoming IP Filter
To remove an incoming IP filter, complete the following steps,
1 Click Security on the main screen, The MAC Filtering screen opens by default.
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2 Select the Incoming IP Filtering tab, The Incoming IP Filtering screen opens.

| oG e inye

his page allows you to
7 set up fiters for incaming |
1P traffic, .

 Incoming 1P Elitering Setap

By default; &l incoming: 1 Uafh.inm the WeAN is biocked when s Srewsl is enabled.
However. some IP skt can ba ACCERTED by setting up fiters.

:§ Chooss Add o¢ Remare 10 configwe.sricoming IP fitors.

B - Soite. .o Dissl. :
| F®or e | protoset | Adikesa ¢ Sou | ndier B85 emows | §.
§ Musk TMas :
Testng | ALL | TCPADP [

3 From the Incoming IP Filtering screen, select Remove in the Remove column
next to the filter you wish to remove,

4 Click Remove to remove the filter.
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Qutgoing IP Filtering
By default, all outgoing iP traffic from LAN is allowed, but some IP traftic can be
BLOCKED by setting up filters.

Path: SECURITY>Cutcoming IP Filtering

Scientific
Alianta

py

AR TR

Tius page allow you to

O GRING IP i
i i 13

“Giitgolng IR Fifledng Satup

£ P o

By dafaui, sll-cutgoing 1 trlic from LAN i allowed, bul some P tiafic can'ba
BLOCKES) byr satting up fitars.

Choose' Add ar Remove 16 Configure bngoing I Blteis.

Dest.

Filtar i
‘Pod

ke {4 S"“-'“ﬁd.*".““'.I Sourcs { Do, Adest {

Ml | P Wy

i sl

o~

125

Configuring the DDR2200 Residentlal Gateway

126

Adding an Qutgeing IP Filter

To add an outgoing IF filter, complete the following steps.

1 Click Security on the main screen. The MAC Filtering screen opens by default.

f pararaters,

b2 W 22 AL Sy v vt b FORRVARDED ehcot thesematching vih sy
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2 Select the Qutgoing I¥ Filtering tab. The Qutgoing IP Filtering screen opens.

| QUTGOING IO FILTERING:

“Cutgolig [P Fitterlag Setup

By defatit, all bidgting IP Iralfic fom EAM ¥ allowed, but some IP tialficican be-
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Click Add. The Add IF Filter Outgoing screen opens.

S iy
paga dowe you to
. Tsatup fltaca:for olitgoing 3

The' scivan s you ta Crase & NG il 1o Kenity ougoing 1P tralie by apectyiog & [ 110 traffic. ¥
i e nam and st laast one condition bitow. AU of Uve specibed conditions in 1k £

i

f
H

Rt @ran R e G

Ellar rule st be satisfied for.the mila 1o take aMect. Chick SwalApply to sqw ang
activata the fiter,

Fiter Mame: . e

Protocal:

Swiccd P adiress:

Saurce Subnet Mazk:
Bourta Pod {port or portpart):
Destingtion P sddress:
Oeatination Sabret Mask: o
Cestington Port [per o porporti]

In the Filter Name field, enter the name of the filter, The maximum character
length is... You cannot use blank spaces in the filter name.

In the Protocol field, select one of the foilowing protocols:
® TCP/UDP

u TCP

® UDP

N ICMP

In the Source IP address field, enter the source IP address for the server sending
the incoming packets.

In the Source Subnet Mask field, enter the subnet mask for the for the server
sending the incoming packets,

In the Sonrce Port field, enter the port number for the server sending the
incoming packets. Use the following format port or port:port,

Int the Destination IP address field, enter the destination IP address for the server
receiving the packets.

In the Destination Subnet Mask field, enter the subnet mask for the server
receiving the packets,
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1 In the Destination Port field, enter the port number for the server receiving the
packets. Use the following format port or port:port 7777

12 Click Save/Apply to add the filter.
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Removing an Qutgoing IP Filter
To rmove an outgoing IF filter, complete the following steps.
1 Click Security on the main screen. The MAC Filtering screen opens by default.
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2 Select the Outgoing IP Filtering tab. The Qutgoing IP Filtering screen opens.
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3 From the Gutgoing IP Filtering screer, select Remove in the Remove column
next to the filter you wish to remove.

4 Click Remove to remove the filter.
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Parental Control Setup - Time of Day Restrictions

The Time of Day Restrictions screen allows you to block access to the Internet for
certain times of the day. This screen adlds time of day restriction to a special LAN
device connected to the resiential gateway. The browser's MAC Address
automatically displays the MAC address of the LAN device where the browser is
running, To restrict other LAN devices, click the "Other MAC Address" buttont and
enter the MAC acdldress of the other LAN device, To find out the MAC address of a
Windows based PC, go to a command window and type ipconfig /all.

Path: Security>Parental Control
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Eace. 1 Tuk | v §
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Adding Time of Day Restrictions

To add time of day restrictions, complete the following steps.

1 Click Security on the main screen. The MAC Filtering screen opens by default,
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2 Click the Parental Control tab, The Time of Day Restrictions screen opens.
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3 Click Add. The Time of Day Restriction screen opens,

ientific

~Fime of Day Réstriction .

Thir page adils tima-of day realriclivn to a spetit LAN deice cannpcled to he Rouler. H configire parental coniro! :
The Browsers WAC Address” avtomativaliy dispiays the WAC address ol the LAN - i parameters, :
davice whare tho Drowsst is'ruining. Torwirict ather LAN deview, click the “Dihw MAC 14

Address” hitlon ard eterthe MAC address of the ofher LAN device. To Sind cut the
MAC address of 3 Windows baked PS, go ta command window and type “ipconkg /all",

User Nama ot e

- Brwiinr's MAC Addrass - [0 060,07 |
. Gther MAC Addrigs I"'"'""“""-‘—-

el pln o ]

Bays of the weekt
Kick 16 39dnct

St Blockeng Timehomny [
Erd Bincking Time (o]

In the User Name filed, enter the name for the time restriction.

5 Do you want to use the MAC address for the browser?
® Ifyes, click the Browser's MAC Address field and enter the MAC address of

the LAN device where the browser is running.

W If no, click the Other MAC Address field and enter the MAC address of any
other LAN device that you want to which you want to apply the time
restrictions.

6 Inthe Days of the week area, click in the check boxes under each day where you
want to set up time of day restrictions. For example, click in the Fri, Sat, and Sun
check boxes.

7 In the Start Blocking Time field, enter the time when you want the time
restriction to start. Use an hbumm format.

8 In the End Blocking Time field, enter the time when you want the time restriction
to end. Use an hh:mm format.

¢ Click Save/Apply to enable the time of day restrictions.
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Firewall Filtering Function

Removing Time of Day Restrictions
To remove time of day restrictions, complete the following steps. ) ) e X .
1 Click Security on the main screen. The MAC Filtering screen opens by defaulk, The Filterng Function sceen allwos you enable the filtering function for the firewall
; Path: Security>Firewall>PC Privileges

MAC Filtiog Giobal Pesicy: FORWERNED

S
WAL Filldeny i bib . _
ka2t 4 RAAG e . 3
Wit : B MAZ Ly Bl
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e e |
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oAUt Pretocol asticnton et [Exerca WS Frane Gvecin | Farroa -

This page i sad-to
§ eonfigure parental contro}
i i

i
:

e | Tue

Usemans | MAC.
A Testuser 001560397 33

3 From the Time of Day Restrictions screen, select Remove in the Remove column
next to the time of day restriction that you wish to remove.

4 Click Remove to remove the restriction.
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Schedule Rules

The Schedule Rules screen shows you the current nirles set up for the firewall,
Path: Security>Firewall>Schedule Rules
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< ruk information
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Intrusion Detection

The Intrusion Detection sereen allows you to configure the settings for detecting
intruders to your residential gateway.

Path: Security>Firewall>SPI

Intrusion e

A i
page:aliow user to
onfigura SPI, Hacker
 Pattem ang Anti-Qot

i sgtbings:

I Enabile™SFI, Hacker Pattarmy'and AntiDos Firewall
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URL Filtering Function Local Certificates
The URL Filtering Function screen allows you to configure the features for filtering The Locai Certificates screen allows you to load certificates onto the residential
URLs. gateway. Local certificates are used by peers to verify your identity, A maximum of
Path: Security>Firewall>URL Filter four certificates can be stored.

Path: Security>Certificate>Local

s
Lot Sclentific
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Creating Certfficates
The Create Certificate screen allows you to generate a certificate by specifying
certificate parameters shown in this screen.

To create a certificate, complete the following steps.
1 Click Security on the main screen. The MAC Filtering screen opens by default,
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2 Click Certificate. The Local Certificates screen opens.
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3 Click Create Certificate Request. The Create new certificate request screen

opens.

Ersee]

In the Certificate Name field, enter the name for the certificate,
5 In the Common name field, enter the common name of certificate.
6 In the Organization field, enter the name of the organization that owns the

certificate.

7 Inthe State/Province field, enter the state or province where you want to register
the certificate.

8  In the Country/Region Name, use the drop-down list to select the country or
region where you want to register the certificate.
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9 Click Apply to create the certificate, The certificate signing request screen opens.

10 Click Load Signed Certificate to save the certificate on the residential gateway,
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Importing Local Certificates

The Import Certificate screen allows you to import a pre-existing certificate to the
residential gateway.

To import a certificate, complete the following steps,

1 Click Security on the main screen. The MAC Filtering screen opens by default.
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2 Click Certificate. The Local Certificates screen opens,
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3 Click Import Certificate. The Import certificate screen opens.
Trusted CA Certificates

The allows you to load certificates onto the residential gateway. You can use CA
certificates to verify peers' certificates. A maximum of four certificates can be stored.

Path: Security>Certificate>Trusted CA

Enter coriificate natne, peste corlficate sonlant and privale key:
Certdeate Rama. oo
------ EEGIN CERTIFIEATE—m =
<inzer:s cercifizsfe herey
= ====IND CIRTIF[CATE~~
Curtificate; H ks-pa.ge is usad to oy
-’ ; ; y eertificates to tho.CPE,
A, Mo 0f Reimowe torifiestes hom 1his page, OA cedibrates' ard bsed by you tovarty 7
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(T e e
—-GLGTH. R3A DRIVATE KEv. bonE et
TL i private kay bere» ik ¥
EHD 24N PRIVATE REYau———
Importing Trusted CA Certificates
Privalo Kvy: The Import CA certificate screen allows you to import a pre-existing trusted CA
certificate to the residential gateway..
1 Click Security on the main screen. The MAC Filtering screen opens by default,
% iuki“e:z Mo eI renRG ém;»wn e b
'MAC Flasiog bl Pelcy: $ORYARB D §p.,,._,.u:‘mw“m
e Uity
4 Inthe Certificate Name field, enter the name of the certificate. TP p—
e - . . Ardac thal ui . Gialel ] Xk with ey
In the Certificate area, copy and paste the contents of the certificate file provided e s e Bt St e
by the service provider. s,
: 4 apn N Choo0 e o Pyt 10 L A hwing vles.
6 In the Private Key area, copy and paste the private key from the certificate file I - : - !
. . . v ]
provided by the service provider. s -
7 Click Apply to save the certificate on the residential gateway.
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2 Click Certificate. The Local Certificates screen opens.
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3 Click Trusted CA. The Trusted CA (Certificate Authority) Certificates screen

opens.
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4 Click Import Certificate. The Import CA Certificate scréen opens.
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Quality of Service s
The Quality of Service screen allows you to configure the Quality of Service (QoS5) Virtual Servers Setup

settings for the residential gateway. The NAT -~ Virtual Servers Setup screen allows you to configure servers to which

you want to forward IP packets that belong to a specific service.

Path; Home Network>Services>Virtual Servers
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Adding a Virtual Server

To add and configure a virtual server, complete the following steps.
1 Click Home Network on the main screen.

2 Click Services, The Network Services screen opens.
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4 From the Virtual Servers Setup screen, click Add. The NAT Virtual Servers
screen opens.
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5 Under Server Name, do one of the following:

®  Click Select a Service, and choose a service from the drop-down list.

B Click Custom Server, and enter a name and the Server IP Address.
6 Under Protocol, select TCP or UDP.

7 Click Save/Apply to add the virtual server,
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Removing a Virtual Server

To remove a virtual server, complete the following steps.

1 Click Home Network on the main screen.

2 Click Services, The Network Services screen opens.
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i i configlre Virtual Servers

: function
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4 From the NAT Virtual Servers Setup screen, select Remove in the Remave
column next to the server you wish to remove.

5 Click Remove to remove the NAT Virtual Server.
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Port Triggering Setup

Some applications require that specific ports in the router's firewall be opened for
access by the remote parties. The Port Triggering feature dynamically opens up the
"'Open Ports" in the firewall when an application on the LAN initiates a TCP/UDP
connection to a remote party using the Triggering Ports feature. The router allows
the remote party from the WAN side to establish new connections with the
application on the LAN side using the open ports. A maximum 32 entries can be
configured.

The NAT -- Virtual Servers Setup screen allows you to configure servers to which
you want to forward [P packets that belong to a specific service.

Path: Home Network>Services>Port Triggering
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4 From the NAT Port Triggering screen, click Add, The NAT Port Triggering
Opening a Port on the Firewall

To open a port on the firewall, complete the following steps.

1 Click Home Network on the main screen.

y ;This ‘paga allows user to
: . . ; configurs Port Triggerng
2 Click Services, The Network Services screen opens. Sgma spplications guch a3 gamag, vidss confarening, remata accpas applications. ond : function

alherE raquitelthal specific pods in the Roulsi's frewsll ¢ opaned for accast by the i
spplicalions You can configure the pod ‘sattings irom this screen by ‘selscring an L
existing application or crasting your own (Custom application)end:click “Save/Agply™lo
add i

Rumaining rumbwes ol mntrles thas can ba configured:12

¥

SR
‘b Applicstion Narma:
. Solect an application: [SelactDny

T3 Custom spplication | = i

Open Part | Open Pad :
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]
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5 Under Application Name, do one of the following:

B Click Select an Application and choose an application from the drop-down
list,
OR

This page:alaws user o
i coiigurs porY Tridgering B Click Custom Application, and enter a name for the application.

by, 1he iemate padios. Parl Trigge: dynamecelly opena:up the *Opan Poils in thie fiawall - function &
whon an applieation ur the LAN intiates 9 TCF/UDP connection to-s emate pany using ¢ 6 Complete the fields on the screen as follows:
the Trpgenng Fane The RELIET allws thiraale pary. ol he WAN side tolestablish

new cernechons back 10.1nie applicalitn an'the LAN slde using ibe Upen Pids: A ]
maximum 32-anlfios can'be canliguiad.

e ) ]

Under Trigger Port Start, enter the time that you want to open the trigger
port on the firewall,

Under Trigger Port End, enter the time that you want to close the trigger port

Applicalion Tng;az Open Remosé on the firewall.
Namp | Piotocol | Part Riinge | Piatoca | Pen Range #  Under Trigger Protocol, select TCP/UDP, TCP or UDP.
Stat | End. il G B Under Open Port Start, enter the starting port number for the ports that you
Nel?Phena| UDP |6B01 jee01| voe (6a0r esor| 17 want to open on the firewall.

8 Under Open Port End, enter the ending port number for the ports that you
want to open on the firewall,

B Under Open Protocol, select TCE/UDP, TCP or UDP.
7 Click Save/Apply to open the ports on the firewall.
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Closing a Port on the Firewall

DMZ Host Setup

The NAT - DMZ Host screen allows the IP packets from the WAN that do not
) . ) belong to any of the applications configured in the Virtual Servers table to be
2 Click Services. The Network Services screen opens. forwarded to the DMZ (demilitarized zone) host computer.

Path: Home Network>Services>DMZ Host

[Q- to reviewers: Need to clarify the information for this screen. ]

To close a port on the firewall, complete the following steps.
1 C(lick Home Network on the main screen.
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Activate the DMZ Host
Enter the computer's [P address and click Apply to activate the DMZ host.
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X g : Thit age allovs usér to.
Senie appkcationy.renquye hat epecific parts in thd Roitdre Srewall Be.opsned (o Sccess: § i configure Port Triggering
by the remale purtivs.Pari Trigger dynamically caens up iva Opan Padgtin th fresall  § 5 function- .
whah n apphéslin o the LAN mitisles 8 TCR(UDP conniction to's ermais'paty weng  §%
the: Trgyering Pone. Tha Rucled aliows the.ramots parly fom he WRH sids lo‘estibish [ Sosessassngp i
ngw connectons back to the application on-the LAN cida qa_ing'iha Open Pong: A
igximim 32 éntiék cen b configueag. :

]

Rpplicslion “Trgger Opon Rt

Deactivate the DMZ Host
Clear the IP address field and click Apply to deactivate the DMZ host.
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4 From the NAT Port Triggering screen, click Remove in the Remove column next
to the port you wish to close.

§ Click Remove. The port you selected is closed.

4002550 Rev A 156 156 4002550 Rev A



4002550 Rev A

Configuring the DDR2200 Resldentlal Gateway

157

Scientific
Atlanta

A GIS00 COMPANY

Scientific Atianta, A Cisco Company 770.236,5000
5030 Sugarlcaf Parkway, Box 465447 www.scigntificatianta.com
Lawrenceville, GA 30042

Scientific Atlanta is a registered trademark of Scientific-Atlanta, Inc.

SciCare is a radamark of Scientific-Atlanta, inc.

Cisca, Cisco Systems, and the Cisco Systams iogo are registered rademarks of Cisco
Systems, Inc. andfor its affiliates i the U.S. and certain other countrias.

All other trademarks shown are frademarks of their respectiva owners.

Product and service availability is subject to change without notice,

7 2007 Scientific-Atlanta, Inc. Al rights reserved. Printed in United States of Amsrica
Apr 2007 Part Number 4002550 Rev A



