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Logging In to the Residential Gateway
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The default configuration of the residential gateway uses I address 192.168.1.254. If
you have connected the residential gateway correctly and you have properly
configured your computer, use the following steps to log in to the residential
gateway as an administrator.

Note: A non-administrative user may need a different user name and password for
logging in to the residential gateway. These users can access non-privileged
information.

1 Onyour PC, open the web browser that you prefer to use.
2 Inthe address field, enter the following IP address: 192.168.1.254. The system
prompts you to enter your user name and password.

ulllulllu
cisco

00Me0
Olg ol
YO0 | |

]

3 Enter admin for the user name and 1IPTV-ADMIN (where 1 is the numeral one
in both 1IPTV and ADM1N) for the password. The residential gateway opens
with the System Summary page in the forefront. You can use this web interface
to check the status of the residential gateway and to configure parameters.

Note: The screens shown in this guide represent the default values for the
device.
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Chapter 3 Configuration and Operation

System Summary

The System Summary screen provides a summary of the software used by the
residential gateway and indicates the current status of the DSL connection. You can
use this screen to find hardware and software information as well as physical and IP

20

layer information.

This screen also provides a link to the Setup Wizard. The Setup Wizard is a step-by-
step sequence to set up your residential gateway for the first time to ensure proper

operation.

The Log Out button on this screen allows you to quickly log out and log back in

without opening a browser.

Path: System > Summary

i ewe e B 8 W

SYSTEM DsL HOME NETWORK SECURITY ADVANGED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED
System Summary
Device Info
Model Name DDR2200 #_¢ log Out
Manufacturer Cisco
serial Number : 150005070

DDRZZO0B-MA-Annexd-

Software Version: PeG b an aaiaaE

Hardware Yersion : |W0&

LAM MAC Address @ |00:18:68:FF:4D:E6
wAN MAC Address:

wanlink1-1-1(MER) |01 5.65,Fri4D:EA

Connection

LAN IP Address: 192.1638.1.254
Default Gateway: 71.153.6.254
Primary DNS Server: 68.94.156.1
Secondary DNS Server: 68.94.157.1
Line Rate - Upstrearn: 5134

Line Rate - Downstrearn: 43451

Admin

Systern Uptime: [—

Tue Nov 3 17:48:20 UTC
Systern date and timne 2009

NTP Server Satting
Systern password Password Setting
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Setting Up Your System with the Setup Wizard

Setting Up Your System with the Setup Wizard

The Setup Wizard is a step-by-step sequence to set up your residential gateway for
the first time to ensure proper operation. The wizard combines the various tasks into
one convenient tool to reduce configuration time. The wizard requires that you make
a few selections within this process. Your selections will depend on your service
provider.

To set up your system with the Setup Wizard, complete the following steps.
1 Click System on the main screen. The System Summary window opens.
e aeape BB W

SYSTEM oSt HOME NETWORK SECURITY ADUVANCED
SUMMARY | DETAILS STATISTICS MANAGEMENT |  ADVANCED

System Summary

Device Info

Wodel Hame DDR2200
Manufacturer Cisen

Serial Murnber ¢ 150005070

DDRZZ00B-MA-Annexf-
FCC-v00.00.03.29E

Hardware Version @ |W06

LAM MAC Address : |00:18:65:FF14D:E6
AN MAC Address:
wanlink1-1-1(MER)

Software Version:

00:18:65:FF:4D:EA

Connection
LAN IF Address: 192.168.1.254
Default Gateway: 71.153.6.254
Primary DNE Server: 68.94.156.1
Secondary DNS Server: 68.94.157.1
Line Rate - Upstrearn: 5134
Line Rate - Downstream: 43451
Adrin
Systern Uptime: 2 min

Tue Nov 3 17:48:20 UTC
Systern date and time 2009

NTP Server Setting

Systern password Password Setting

2 Click Setup Wizard at the top of the screen. The (Setup Wizard 1/4) ------ Clone
MAC screen opens.

(Setup Wizard 1/4) Clone MAC

This page allows you to enable / disable clone MAC function

[ Enable clone MAC address
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3

Do you want to enable the clone MAC function? MAC cloning enables you to
change the MAC address of the residential gateway to match the MAC address
of your PC or any service provider supplied MAC address. If you do not enable
MAC cloning, the default MAC address of the residential gateway is used.

B If yes, select the Enable clone MAC address check box. A field appears for
you to enter the MAC address you want to clone. Go to step 4.

(Setup Wizard 1/4) Clone MAC

This page allows you to enable / disable clone MAC function

Enable clane MAC address

MAC Address  00:10:60:03:59F33 ‘[ Load client PC bMAC

® If no, clear the Enable clone MAC address check box. Go to step 5.

In the MAC address field, type in a MAC address or click Load client PCMAC to
load your PC's MAC address.

Click Next. The (Setup Wizard 2/4 ------- Time Settings) screen opens. This
screen lets you synchronize the time on the residential gateway with an Internet
time server. If you do not synchronize the time with an Internet time server, the
residential gateway will use its default time.

(Setup Wizard 2/4)

This page allows you to set the time configuration for the residential gateway

Autamatically synchronize with Internet time servers

First NTP time server: | clockfmthe net Vl

Second NTF time server: itlme nistgoy V| |

Time
Zone | (GMT-07:00) British Calurmbia vl
offset

MNext

Do you want to automatically synchronize the time on the residential gateway
with an Internet Time server?

B If yes, check the Automatically synchronize with Internet time servers check
box. Go to step 7.

®  If no, clear the Automatically synchronize with Internet time servers check
box. The residential gateway will get its time from its own internal clock. Go
to step 9.

In the First NTP time server field, select the Network Time Protocol (NTP) time

server from the drop-down list that you want the residential gateway to check

first to get its time.

In the Second NTP time server field, select the time server from the drop-down
list that you want to use as a backup server for the residential gateway to get its
time.
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9
10

11

12

13
14

Setting Up Your System with the Setup Wizard

In the Time zone offset field, select your time zone from the drop-down list.

Click Next. The (Setup Wizard 3/4) ------- Wireless Basic Settings screen opens.
The residential gateway offers wireless capability by default. This screen allows
you to configure the wireless settings to work with the devices in your
environment.

(Setup Wizard 3/4) Wireless Basic Settings

Click "Mext" to configure the basic wireless options.

Enable Wireless

[1 Hide Access Paint

SSID: Ciscr]

Channel: |@

BSSID: 00:18:68:FF:40:83
Wireless

18021198 802110 |

hode:

54g Protection: | Auto v

Do you want to enable wireless?
B If yes, check the Enable Wireless check box.

®  If no, clear the Enable Wireless check box. The wireless capability of the
residential gateway is disabled, and all devices communicating with the
residential gateway will have to be hard wired.

Do you want to prevent other wireless devices from communicating over the
wireless network with the residential gateway?

B [f yes, select the Hide Access Point check box.

®  If no, clear the Hide Access Point check box. No devices will be locked out
from communicating with the residential gateway over the wireless network.
In the SSID field, enter the service set identifier (SSID).

In the Channel field, select the channel from the drop-down list to select the
frequency that you will use for wireless communication. Values are auto and
channels 1 through 11.
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In the Wireless Mode field, select one of the following modes:
" 802.11g & 802.11b
B 802.11g only

= 802.11b only

In the 54g Protection field, select Auto to enable 54g protection or Off to disable
the function. The Auto option will use RTS/CTS to improve 802.11g performance
in mixed 802.11g/802.11b networks. Turning the protection off maximizes
802.11g throughput under most conditions.

Click Next. The (Setup Wizard 4/4) ----- Wireless Security Settings screen opens.

{Setup Wizard 4/4) Wireless Security Settings

Select SSID: | Cisco v
Metwork Authentication: | Open b
WEP Encryption: Disahled

In the Select SSID field, select the SSID from the drop-down list that you want to
use.

In the Network Authentication field, choose one of these two options for the
authentication method:

B Open. All devices may access the wireless network when WEP Encryption is
disabled. When no authentication is required and if encryption is disabled,
then the data that is passing between the access point and the client is also
not encrypted. When WEP is enabled, the data is encrypted, but the client is
not authenticated.

B WPA/WPA2. See Securing Your Wireless Network with Encryption Keys (on
page 120).

Do you want to enable WEP Encryption?

B If yes, in the WEP Encryption field, select Enabled from the drop-down list.

®  If no, in the WEP Encryption field, select Disabled from the drop-down list.

Click Save/Reboot to save the changes you made. You must reboot the gateway
for the changes to take effect.
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Setting System Date and Time

Setting System Date and Time

When you first set up your system with the wizard, you set your system's date and
time. At a later time, you may need to reset the date and time, and you can use the
following procedure.

4020210 Rev A

To set the system date and time, complete the following steps.

1
2

Click System on the main screen. The System Summary window opens.

Under the Admin section on the screen, click NTP Server Setting. The Time
Settings screen opens.

Time Settings

This page allows you to set the time configuration for the residential gateway

Automatically synchronize with Internet time servers

Firgt NTP time server. clock fmthenet ¥

Second NTP time server: [fime.nistgow

Time
zone |(GMT—D?.DD)Bmish Columbia v
offset:

Saveddpoly

Make sure the Automatically synchronize with Internet time servers check box is
checked.

In the First NTP time server field, select clock.fmt.he.net from the drop-down
list.

In the Second NTP time server field, select time.nist.gov from the drop-down
list.

In the Time zone offset field, select the time zone that you want to use from the
drop-down list.

Click Save/Apply to save your settings.
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Setting Password

To set the password for the residential gateway, complete the following steps.
1 Click System on the main screen. The System Summary window opens.

2 Under the Admin section on the screen, click Password Setting. The Access
Control -- Password screen opens.

Access Control -- Passwords

lUse the fields below to enter up to 16 characters and
click "Saveffpply” to change or create passwords.
Mote: The password cannot contain a space.

Usemame: hd
Old Password: |
|
|

Mewr Passward:

Confirn Passward:

Sawvelapply

3 In the Username field, select one of the following options for the user name:

B admin. Allows unrestricted access to change and view the configuration of
the residential gateway. This login allows access to privileged information.
The default password for this user name is 1IPTV-ADMI1N (where 1 is the
numeral one in both IPTV and ADM1N).

B support. Allows an ISP technician to access your residential gateway for
maintenance and to run diagnostics. The default password for this user name
is 1IPTV-SUPPORT (where 1 is the numeral in 1PTV and 0 is the numeral 0 in
SUPPORT).

B user. Allows access to view configuration settings and statistics, as well as, to
update the residential gateway's software. The default password is user.

In the Old Password field, enter the old password you have been using,.
In the New Password field, enter the new password.

In the Confirm Password field, enter the new password again to confirm it.

N SN U1 B

Click Save/Apply to save your user name and password.
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DHCP Leases

The DHCP Leases screen displays the Dynamic Host Configuration Protocol (DHCP)
table. This screen shows a mapping of hosts (shown by their MAC addresses) and
their assigned IP addresses. The DHCP server for the residential gateway assigns
these IP addresses to the devices. The screen also shows when the lease for the IP

4020210 Rev A

address expires.

Path: System > Details > LAN DHCP

alnaln
cisco -

SYSTEM

=

DsL

B 2

HOME NETWORK

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | AOVANCED | HELP

SECURITY

DHCP Leases

Hostname

MAC Address

IP Address

Expires In

IPSH-WATKIMD

00:16:6F B0:4A: 44

192 168.1.64

Expired

00:23:32.66:DAB5

192.1658.1.65

Expired

ATLEWTWelcheT

00:19:02:9F:33:DE

192.168.1.101

Expired

AJOHNSONKP-LT

00:13:E8:B1:6F 2B

192 168.1.66

Expired

ATLEWTSPressle

00:1F:38: 34 4F B7

192 168.1.67

Expired

DHCP Leases
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Chapter 3 Configuration and Operation

WAN Information

28

The WAN Info screen provides information about the ADSL2+ wide area network
(WAN) parameters and status. You can use this screen to check the ADSL2+
connection.

Path: System > Details > WAN

W o emae & B OS2 W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MAMAGEMENT | ADVANCED
LAN DHCP Route ARP CPU Info Mermaory Info
VRIAVTI C‘T:jn Category Senice Interface Protocol | Igmp QoS State |Status | IP Address Action
Felease
0835 1 UBR | mer_0_8_35 |wanlink1-1-1(MER) | MER | Enabled | Disabled | Enabled | Up |71.1536.205
enew

In MER protocol (as shown here), press Release or Renew to release your current
WAN IP address and obtain a new DHCP lease. In PPPoE or PPPoA protocol (not
shown here), press Connect to activate a new WAN connection or press Disconnect
to disable the connection.
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Route Information

Route Information

4020210 Rev A

The Route Info screen shows the routing table for the residential gateway. This
screen provides the gateway address for specific destination IP addresses.

Path: System > Details > Route

Al o 2

SYSTEM DsL

e,

HOME NETWORK SECURITY
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Route Info

Flags: U- up, |- reject, G - gateway, H - host, R - reinstate
D - dynamic {redirect), M - modified (redirect)

Destination | Gateway | Subnet Mask | Flag Metric | Serice | Interface

192.166.1.0 0.0.0.0 (25528526500 O

b0
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Chapter 3 Configuration and Operation

ARP Information

The ARP Info screen displays the Address Resolution Protocol (ARP) table. This

table shows the IP address to MAC address mapping.
Path: System > Details > ARP
bl e,

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

ARP Info

IP Address | Flags Hwy Address Device

192 16814 | Complete  00:10:60:03:9F:33 | bl

30
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CPU Information

The CPU Info screen shows detailed information about the CPU utilization and the

4020210 Rev A

active processes running on the residential gateway.

Path: System > Details > CPU Info

alvaln
cisco

SUMMARY |

-—

SYSTEM

DETAILS | STATISTICS

DsL

HOME NETWORK

| MANAGEMENT | ADVANCED | HELP

SECURITY

CPU Info

FID
1286

134
83
458
436
0
Ed
44

1285
233
433
377
105
28

202

USER
admin
admin
admin
admin
adrmin
adrmin
admin
admin
admin
admin
admin
admin
adrmin
admin
admin
admin
admin
admin
admin

adrnin

STATUS
running
SWWH
sleep
sleep
sleep
sleep
sleep
sleep
sleep
sleep
sleep
sleep
sleep
sleep
sleep
WY
SW
Dy
Sy
WY

RES
378

1980
1784
1776
1772
1660
1526
398
364
348
344
324

200

oo aooo

FFID
1285
1
g3
44
a3
a3
a3
83
1
0
434

HOB LEARIONS MR N B

%CPU

19
19
oo
ik}
oo
oo
oo
oo
oo
oo
oo
iki}
oo
oo
oo
oo
ik}
oo
oo
oo

1.2
0.0
6.7
6.1
6.0
6.0
5.8
5.2
1.3
1.2
1.1
1.1
11
07
0.8
0.0
0.0
0.0
0.0
0o

WMEM  COMMAND

exe
ksoftirgd/0
httpd
cfim
cfin
cfin
hpnad
dslled

dhepd
udhcpd_1
sntp
pwc2684d
mtdblockd
khelper
rall
kblockdD
khubd

CPU Information
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Memory Information

The Memory Info screen shows the detailed memory availability of the residential
gateway.

Path: System > Details > Memory Info
L) L) L) .m
s E & ©

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Memory Info

MemTatal: 29160 kB
MernFree: 5800 kB
Euffers: 2852 kB
Cached 126684 kB
SwapCached 0 kB
Adctive 7172 kB
Inactive: 9672 kB
HighTatal 0 kB
HighFree: 0 kB
LowTotal 28160 kB
LowFree 5800 kB
SwapTotal 0 kB
SwapFree 0 kB
Dirty: 0 kB
WWritehack: 0 kB
Mapped: 3232 kB
Slab: 1672 kB
Committed_AS: 3624 kB
PageTables: 248 kB
“mallocTotal 1048560 kB
YnallocUsed: 2028 kB
Yrnallac Chunk: 10448924 kB
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LAN Statistics

LAN Statistics

The Statistics -- LAN screen displays statistics for the local area network (LAN). This
screen shows the number of transmitted and received packets on the LAN interface
for Ethernet, USB, and wireless devices.

Path: System > Statistics > LAN

il BE & W

SYSTEM DsL HOME NETWORK SECURITY ADWANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

‘\mer‘fa:e Received Transmittad

‘ Bytes |Pkts Errs | Drops Bytes |Pkts Errs Drops

‘Ethernet LAM{1-4) 10 0 o o 16763225070 0

‘Ethernet ethll 0 0 o o 163194 1251610 0

UsB o 0 o o a 0 o 0

Wireless 0 o 0o 152604 250810 |0
Reset Statistics

To reset the statistics, click Reset Statistics on the screen. This action clears the
counters and sets them to zero for the packets received and transmitted on the LAN
interface.

4020210 Rev A



Chapter 3 Configuration and Operation

WAN Statistics

34

The Statistics -- WAN screen displays statistics for the devices and interfaces on the
wide area network (WAN). This screen shows the number of transmitted and
received packets for the DSL WAN interface.

Path: System > Statistics > WAN

o = B 2 @

SYSTEM DsSL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

;Semce:‘\/F‘\NC\iF‘rmucUlllmerface‘Recewed Transmitted ‘
‘ i i | iElyteBEPkts!Erra\DrnpS\Bytes\F‘ktsiErrsiDrup5‘

Reset Statistics

Reset Statistics

To reset the statistics, click Reset Statistics on the screen. This action clears the
counters and sets them to zero for the packets received and transmitted on the WAN
interface.
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ATM Statistics

ATM Statistics

4020210 Rev A

The Statistics -- ATM screen displays statistics on the ATM interface. This screen
shows the ATM Layer-2 statistics such as the number of ATM cells transmitted and
received over the ATM interface.

Path: System > Statistics > ATM

il = B 2 @

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

ATM Interface Statistics

no|owt | In | InHec '"v'""\j“d '”E””blmm Tl In ldle '”TC”D“" I;lﬂotfg:;: In GFC
Octets | Octets | Erors | Unknown | Erors P VEL navle Errors | Cells ype Errors
Errors Errors Errors Errors
il l 1} ] 1} il i} i} ] 0 0 0

AALS Interface Statistics
In Octets Out Octets | In Ucast Pkts Out Ucast Pkts | In Errors | Out Errars | In Discards | Out Discards
i} i} i} 0 i} ] al 0

AALS5 VCC Statistics
|VPINCI ‘CHC Errors | SAR Timeouts EOverswzed SDUs iShnn Packet Errors |Length Errars

Reset Statistics

To reset the statistics, click Reset on the screen. This action clears the counters and
sets them to zero for the packets received and transmitted on the ATM interface.
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Chapter 3 Configuration and Operation

Tools Update Software

The Tools -- Update Software screen allows you to update the software for the
residential gateway with a new version.

Path: System > Management > Configuration > Update Software

s B 2 W

SYSTEM DsL HOME NETWORIC SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Tools -- Update Software

Step 1: Obtain an updated software image file from your ISP
Step 2: Enter the path to the image file location in the box below or click the "Browse" button to locate the image file.
Step 3: Click the "Update Software” button once to upload the new image file

NOTE: The update process takes about 2 minutes to complete, and your DSL Residential Gateway will reboot

Software File MName ‘ |[ Browse.. |

Update Software
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Updating Software

Updating Software

4020210 Rev A

To update the software for the residential gateway, complete the following steps.
1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab

in the forefront.

alualn {»‘S-l
cisco - i @
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MAMAGEMENT | ADVANCED

Configuration

Update Software
Backup Config file
Update Config file
Customer Confiq file
Restore Default Settings

Save/Reboot

3 Click Update Software. The Tools Update Software screen opens.

il : Trt
cisco e ®
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Tools -- Update Software

Step 1: Obtain an updated software image file from your ISP,
Step 2: Enter the path to the image file location in the box below or click the "Browse" button to locate the image file.
Step 3: Click the "Update Software” button once to upload the new image file

MOTE: The update process takes about 2 minutes to corplete, and your DSL Residential Gateway will reboot

Software File Name: ‘ |[ Browse.. |

Update Software

In the Software File Name field, click Browse to locate the software image file.

Click Update Software to update the software of your residential gateway with
the new version. The residential gateway loads the new software and reboots
when the software update is complete.
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Chapter 3 Configuration and Operation

Settings Backup

The Settings - Backup screen allows you to back up the residential gateway

configuration and save it to disk.

Path: System > Management > Configuration > Back Up Config File

Al = B 2 ©

SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Settings - Backup

Back up residential gateway configurations. Y¥ou may save your residential gateway configurations to a file on your PC.

Back Up Settings

Backing Up Configuration Settings

To back up the configuration settings for the residential gateway, complete the

following steps.

1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab

in the forefront.

alaln z
cisco
SYSTEM DSsL HOME NETWORK SECURITY
SUMMARY ! DETAILS ! STATISTICS | MANAGEBENT' ADVANCED

Configuration

Update Software
Backup Config file

e Update Config file
Customer Confiq file
Restore Default Settings
Save/Reboot

38
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3 Click Backup Config file. The Settings - Backup screen opens.

5 |

M Tiort

cisco Ee
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY DETAILS STATISTICS | MANABEMENT | ADVANCED | HELP

Settings - Backup

ocal Management

Back up residential gateway configurations. You may save your residential gateway configurations to a file on your PC.

Back Up Settings

Do you want to save this file?

@ Mame: backupsettings.conf
Type: Unknown File Type
From: 192.168.1.1

Save | Cancel I

4 Click Back Up Settings. The following screen is displayed.

|

While files from the Intemet can be useful, some files can potentially
@ ham your computer. f you do naot trust the source, do not save this

file. What's the risk?

Settings Backup

Click Save. The system prompts you to select a location to store the backup.

Select a location and type in a file name.

Click Save to save a backup of the configuration. The system displays a message
when the download of the file is complete.

i

v

Y] Download Complete

Saved:
backupsettings.conf from 192.168.1.1

Downloaded: 7.01KBin 1sec
Download to: C:\4002550 - DD... \backupsettings. conf
Transfer rate: 7.01KB/Sec

™ Close this dialog box when download completes

Open | Open Folder |[ Close |
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Chapter 3 Configuration and Operation

Update Settings

40

The Update Settings screen allows you to update the settings for the residential
gateway from a source file. We recommend that you use this feature if you want to
set up multiple residential gateways with a similar configuration.

Path: System > Management > Configuration > Update Config File
[ [ ] me -';m
s = B 2 @

SYSTEM osL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Update Settings

Update residential gateway settings. You may update your residential gateway settings using your saved files

Settings File Name: | H Browse. |

Update Settings

Updating Configuration Settings

To update the configuration settings for the residential gateway, complete the
following steps.

1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.
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Configuration

Update Software
Backup Config file
Update Confiqg file
Customer Config file

« Restore Default Settings
Save/Reboot
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Update Settings

3 Click Update Config file. The Update Settings screen opens.
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Update residential gateway settings. You may update your residential gateway settings using your saved files

Settings File Name: | H Browse |

Update Settings

4 In the Settings File Name field, enter the name of the configuration file that you
want to use to update your settings. You can click Browse to locate the file.

Click Update Settings to update the configuration of the residential gateway.

Wait a few minutes while the system reboots the residential gateway. The new
configuration takes effect after the residential gateway reboots.
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Customer Configuration File

42

You can upload a previously saved configuration file to be the device's default
factory settings. When you upload this file, the device will be reset to your
customized configuration file instead of the factory default configuration file. The
customer configuration file contains specific settings for your system.

Note: If you need to revert to the factory default settings, you can press the Restore
Default Settings button on the screen or the Reset button on the device. For more
information, see Restore Default Settings (on page 44).

Path: System > Management > Configuration > Update Config File

1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.
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Configuration

+ Update Software

« Backup Gonfig file

s Update Config file

« Customer Confiqg file

* Restore Default Settings
« Save/Reboot

3 Click Customer Config file. The Customer Settings screen opens.

N -1{-'{-1
)
cisco L9
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETALLS | STATISTICS | MANAGEMENT | ADVANCED

Local Management

Customer Settings

Current Cusotmer config exist: No

Upload a setting as default config: | H Browse.. |

4 Click Browse to select the configuration file that you have previously saved.
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Customer Configuration File

5 Click Upload to upload your configuration file. You may also delete your
uploaded configuration file by pressing the Erase button on the screen.

Notes:

®  When you delete your uploaded customer config file by clicking Erase, the
system reverts to the device's original default factory settings. If you do not
erase the uploaded customer config file, the system will not revert to the
device's original default factory setting when you press Restore Default
Settings or click the Reset button on the device. If the uploaded customer
config file exists, the system will reset to the new setting when you click
Restore Default Settings or the Reset button on the device. The new setting in
the customer config file is the default config settings now after you uploaded
the customer config file.

®  Your current configuration will not be deleted when you upload your
configuration file. Please do not confuse this with the Update Config File
utility.
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Restore Default Settings

44

The Restore Default Settings screen allows you to restore the residential gateway
configuration to the default settings.

Note: You can also reset the device by inserting a sharp instrument, such as a paper
clip, in the reset area on the back of the residential gateway.

Path: System > Management > Configuration > Restore Default Settings
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Restore Default Settings

Restare residential gateway settings to the factory defaults:

[ Festore Default Settings ]

Restoring the Configuration to the Default Settings
To restore the configuration to the default settings, complete the following steps.
1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.
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Configuration

+ Update Software

« Backup Gonfig file

s Update Config file

« Customer Confiqg file

* Restore Default Settings
+ Save/Reboot
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Restore Default Settings

3 Click Restore Default Settings. The Tools Restore Default Settings screen opens.
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Restore Default Settings

Restore residential gateway settings to the factory defaults

[ Restore Default Settings ]

4 Click Restore Default Settings. The system displays the following prompt:

Microsoft Internet Explorer ]|

\'z) Are you sure you want to restore factory default settings?

=

5 Click OK. The system displays the following message:

W
i, &

ol s W 2

SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MAMAGEMENT | ADVANCED | HELP

Residential Gateway Restore

The Residential Gateway configuration has been restored to default settings and the residential gateway is rebooting

Cloze the Residential Gateway Confiquration window and wait for 2 minutes before reopening your web browser. If necessary,
reconfigure your PC's IP address to match your new configuration

6 Follow the on-screen instructions to restore the default settings.
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Saving the Configuration for the Residential
Gateway

The Reboot the Residential Gateway screen allows you to save any configuration
changes and to reboot the router to make the changes take effect.

Path: System > Management > Configuration > Restore Default Settings >

Save/Reboot
il % & A
cisco b % i@
SYSTEM DsL HOME NETWORK SECUI‘?ITY ADVANCED
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Reboot the Residential Gateway

Click the button below to save the current settings and reboot the residential gateway.

Save/Reboot

Saving the Configuration and Rebooting the Residential Gateway

To save any configuration changes and to reboot the router to make the changes take
effect, complete the following steps.

1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.
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Configuration

* Update Software

s Backup Confiq file

+ Update Config file

* Customer Config file

« Restore Default Settings
+ Save/Reboot
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Saving the Configuration for the Residential Gateway
3 Click Save/Reboot. The system displays the following message:
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Reboot the Residential Gateway

Click the button below to save the current settings and reboot the residential gateway.

Save/Reboot

4 Follow the instructions on the screen to save the configuration and to reboot the
router. The residential gateway displays the following message shown below.
The System Summary screen opens when the residential gateway has finished

rebooting. The new settings are displayed.
g W
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Reboot the residential gateway

The Residential Gateway has been configured and is rebooting.

Clase the Residential Gateway Configuration window and wait for 57 seconds hefare reapening your
web browser, If necessary, reconfigure your PC's IP address to match your new configuration,
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Time Settings

The Time Settings screen allows you to synchronize the time for the residential
gateway with a network-based time server.

Path: System > Management > Settings > Internet Time
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Time Settings

This page allows you to set the time configuration for the residential gateway

] Autornatically synchronize with Internet time servers

Savelipply

Synchronize with Internet Time

To synchronize the time for the residential gateway with the Internet time, complete
the following steps.

1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.
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Configuration

Update Software
Backup Config file
Update Gonfig file
Customer Confiq file
Restore Default Settings
Save/Reboot
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3 Click the Settings tab. The Settings screen opens.
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Settings

Internet Time
Service Control List
1P Access Control
Passwords
HttpServer

4 Click Internet Time. The Time Settings screen opens.
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Time Settings

This page allows you to set the time configuration for the residential gateway

] Autornatically synchronize with Internet time servers

Savelipply

5 Check the box Automatically synchronize with Internet time servers. The Time
Settings screen opens with populated fields.
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Time Settings

This page allows you to set the time configuration for the residential gateway

Autornatically synchronize with Internet time servers

First NTP time server. |cluck.fmlhe net 'VI ‘
Second NTP time server: |None :v:l ‘
Time zone offset: |(GMT*D? 00) British Columhiz. bl

Savefipphy

6 In the First NTP time server field, select a time server from the drop-down list. If
you select Other, enter the name of the server in the blank field.
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7 Inthe Second NTP time server field, select a time server from the drop-down list.
If you select Other, enter the name of the server in the blank field.
In the Time zone offset field, select the time zone specific to your area.

Click Save/Apply.
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Service Control

The Service Control screen allows you to enable or disable services such as FIP,
HTTP, and ICMP on the residential gateway.

4020210 Rev A

Path: System > Management > Settings > Service Control List
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Service Control

Service Control

A Service Control List ("SCL") enables or dizables services from being used. You can use the Access Control Services screen
to enable or disable services such as FTP, HTTP, and ICMP on the residential gateway.

Services |LAN WAN

FTP Enable | ] Enable
HTTP Enable Enable
1ICMP Enable Enahle
SSH Enable | ] Enable
TELMET Enable | ] Enable
TFTP Enable | ] Enable

Savelipply

Enabling or Disabling Services

To enable or disable services on the residential gateway, complete the following
steps.

1
2

Click System on the main screen.

Click Management. The Configuration screen opens with the Configuration tab
in the forefront.
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Configuration

Update Software
Backup Config file
Update Config file
Customer Confiq file
Restore Default Settings
Save/Reboot
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3 Click the Settings tab. The Settings screen opens.
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Settings

Internet Time
Service Control List
1P Access Control
Passwords
HttpServer

4 Click Service Control List. The Service Control screen opens.
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Service Control

Service Control

A Service Control List ("SCL") enables or disables serdices from being used. You can use the Access Control Sewices screen
to enable or disable services such as FTP, HTTP, and ICMP on the residential gateway.

Services |LAN WAN

FTP Enable | [ Enable
HTTP Enable Enahle
ICMP Enable Enahle
S5H Enable | ] Enable
TELMET Enable | ] Enable
TFTR Enable | [ Enable

5 To enable or disable a service, do the following;:

®  To enable a service, select the check box next to the service you want to

enable. A check box with a check indicates that the service is enabled.

To disable a service, de-select the check box next to the service you want to
disable. A check box without a check indicates that the service is disabled.

6 Click Save/Apply to enable or disable the selected services.
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IP Access Control

The IP Address Access Control mode, if enabled, permits access to local
management services from IP addresses contained in the Access Control List. If the
Access Control mode is disabled, you cannot configure the residential gateway from
non-local IP addresses. For example, you can use this feature to prevent a remote site
from configuring the residential gateway. The services are the system applications
listed in the Service Control List.

Path: System > Management > Settings > IP Access Control
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Configuration Local Management

Access Control -- IP Address

Access Control -- IP Address
The IP Address Access Control mode, if enabled, permits access to local management services from IP addresses

contained in the Access Control List Ifthe Access Control mode is disabled, the systerm will notvalidate IP addresses for
incaming packets. The semvices are the system applications listed in the Service Contral List.

Access Control Mode: ) Disable & Enable

IP Address Remove

192.168.1.100 il

add

Adding IP Address Access Control

4020210 Rev A

To add IP address access control, complete the following steps.

1 Click System on the main screen. The System Summary screen opens by default.
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2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.
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SYSTEM HOME NETWORK SECURITY ADVANGED
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Configuration

Update Software
Backup Config file
Update Gonfiq file
Customer Config file
Restore Default Settings
Save/Reboot

3 Click the Settings tab. The Settings screen opens.
»
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Settings

Internet Time
Service Control List
1P Access Control
Passwords
HttpServer

4 Click IP Access Control. The Access Control -- [P Address screen opens.
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Control -- IP Address

Access Control -- IP Address
The IP Address Access Contral mode, if enabled, permits access to local management services from IP addresses

contained in the Access Control List. [fthe Access Control mode is disabled, the system will not validate |P addresses for
incoming packets. The senices are the system applications listed in the Service Control List

Access Control Mode: & Disable & Enable

IP Address Remove

1821681100 O
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IP Access Control

5 Click Add. The Access Control screen opens. In the IP Address field, enter the IP

address of the management station that you want to allow access to the local

management services.
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Access Control

Enter the IP address of the management station permitted to access the local management services, and
click 'Save/apply.

SavefApply

Click Save/Apply to allow access for the IP address you entered.
Enable the Access Control Mode as shown in the following screen.
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Access Control - IP Address

Access Control -- IP Address

The IP Address Access Contral mode, if enabled, permits access to local management services from IP addresses
contained in the Access Control List. [fthe Access Control mode is disabled, the system will not validate |P addresses for
incoming packets. The senices are the system applications listed in the Service Control List

Access Control Mode: & Disable & Enable

IP Address Remove

1821681100 O
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Password Access to the Residential Gateway

56

Access to the residential gateway is controlled through three user accounts:

B admin. Allows unrestricted access to change and view the configuration of the
residential gateway. This login allows access to privileged information.

®  support. Allows an ISP technician to access your residential gateway for
maintenance and to run diagnostics

®  user. Allows access to view configuration settings and statistics, as well as, to
update the residential gateway's software.

The admin login provides access to all screens (including privileged information) for
the residential gateway. The support login and user login provide access to only a
subset of the screens provided to the admin login.

Path: System > Management > Settings > Passwords
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Canfiguration Local Management

Access Control -- Passwords
Access to your residential gateway is controlled through three user accounts: admin, support, and user.

The user name "admin" has unrestricted access to change and view the configuration of your residential gateway

The user name "support” is used to allow an ISP technician to access your residential gateway for maintenance and to run
diagnostics

The user name "user” can access the residential gateway, view configuration settings and statistics, as well as, update the
Residential Gateway's software.

Use the fields below to enter up to 16 characters and click "Save/Apply” to change or create passwords
Mate: The password cannot contain a space

Usermarne e

Old Pagsword:

Mew Password:

Confirn Pagsword

SavelApply
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Creating Passwords

To create passwords for the residential gateway, complete the following steps.
1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab

in the forefront.
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Configuration

Update Software
Backup Gonfig file
Update Gonfig file
Customer Config file
Restore Default Settings
Save/Reboot

3 Click the Settings tab. The Settings screen opens.
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Settings

Internet Time

Service Control List
1P Access Control
Passwords
HttpServer
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58

4 Click Passwords. The Access Control -- Passwords screen opens.
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Canfiguration Local Management
Access Control -—- Passwords
Access to your residential gateway is controlled through three user accounts: admin, support, and user.
The user name "admin” has unrestricted access to change and view the configuration of your residential gateway

The user name "support” is used to allow an ISP technician to access your residential gateway for maintenance and to run
diagnostics

The user name "user” can access the residential gateway, view configuration settings and statistics, as well ag, update the
Residential Gateway's software

Use the fields below to enter up to 16 characters and click "Save/Apply" to change or create passwords
Mote: The password cannot contain a space

Username: b

Old Passward:

Mew Password:

Canfirm Password

SaveiApply

5 Inthe Username field from the drop-down list, select the type of password you
are creating: admin, support, or user. The default user name is admin.

6 In the Old Password field, enter the old password. The maximum character
length is 16 characters, and passwords cannot contain a space. The default
password is admin.

7 Inthe New Password field, enter the new password. The maximum character
length is 16 characters, and passwords cannot contain a space.

8 In the Confirm Password field, enter the new password again to confirm your
entry.

9 Click Save/Apply to save the password.

Tip: Another quick way to change passwords is to go to the System (home) page.
Scroll down to the last option and click Password Setting. A popup window
opens as shown below. Use this screen to enter your new passwords.

Access Control -- Passwords

Use the fields below to enter up to 16
characters and click "Savefapply” to change or
create passwords,

Mote: The password cannot contain a space.

Username: : i
Old Password:
MNew Password:

support

Coanfirm
Password:

uzer

Saveldpply
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HTTP Server Port

HTTP Server Port

The HTTP Server Port screen allows you to specify the TCP port for the HTTP server
on both the LAN and WAN interfaces.

Path: System > Management > Settings > HttpServer
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Http Server Port

Http Server Port Function allow user to change RG WAN and LAN http server port

LAN Hitp Serer Pot [0 |Port Range (80 , 1024 ~ E5535]
WWAN Hitp Server Port g0&0 Port Range [80 , 1024 ~ B5535]

Save/Reboot

Modifying the HTTP Server Ports

To modify the HTTP Server ports, complete the following steps.
1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.
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Configuration

Update Software
Backup Config file
Update Gonfig file
Customer Confiq file
Restore Default Settings
Save/Reboot
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3 Click the Settings tab. The Settings screen opens.
>
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Settings

Internet Time
Service Control List
1P Access Control
Passwords
HttpServer

4 Click HttpServer. The Http Server Port opens.
W
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Http Server Port

Http Server Port Function allow user to change RG WAN and LAN http server port

LAN Hitp Serer Pot [0 |Port Range (80 , 1024 ~ E5535]
WWAN Hitp Server Port g0&0 Port Range [80 , 1024 ~ B5535]

Save/Reboot

5 Inthe LAN Http Server Port field, enter the port number for the HTTP server

from the LAN side.

6 In WAN Http Server Port field, enter the port number for the HTTP server from

the WAN side.
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System Log Configuration

The System Log -- Configuration screen allows you to log all the selected events on
the residential gateway. For example, a failed login is an event that you can select.

Path: System > Management > Local Management > System Log Configuration
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Canfiguration f Seftings

System Log -- Configuration

If the log mode is enabled, the system will begin to log all the selected events. For the Log Level, all events above or equal to
the selected level will be logged. For the Display Lewel, all logged events above or equal to the selected level will be displayed
If the selected mode is ‘Rernote’ or Both,' events will be sent to the specified IP address and UDP part of the remate syslog
server. If the selected mode is ‘Local’ or Both,' events will be recorded in the local memory

Select the desired values and click ‘Save/Apply' to configure the system log options

Log @ Disable O Enable
Log Level: Error b
Display Level Eror b
Mode: Local '+

Saveidpply

Logging Events
To log selected events, complete the following steps.
1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.
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Configuration

Update Software
Backup Config file
Update Gonfig file
Customer Confiq file
Restore Default Settings
Save/Reboot
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3 Click the Local Management tab. The Local Management screen opens.
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Local Management

System Log Configuration

View System Log

4 Click System Log Configuration. The System Log Configuration screen opens.
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Ifthe log mode is enabled, the system will begin to log all the selected events. Far the Log Lewel, all events above or equal to
the selected level will be logged. For the Display Lewel, all logged events above or equal to the selected level will be displayed
If the selected mode is 'Rerote’ or Both,' events will be sent to the specified IP address and UDP port of the remote syslog
server. If the selected mode is ‘Local’ or Both," events will be recarded in the local memary

Select the desired wvalues and click "Save/Apply' to configure the system log options.

Log & Disable C Enable
Log Level: Eror b
Display Level Error b
Mode Local +

SaveiApply

5 Do you want to enable the logging of events?
B If yes, in the Log field select Enable and go to step 6.

® If no, in the Log field, select Disable and click Save/Apply to turn off
logging. You have completed this procedure.
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6 Inthe Log Level field, select the level of events that you want to log from the
following options. All events above or equal to the selected level will be logged.

®  Emergency

B Alert
B (Critical
®  Error

®  Warning
B Notice
B Informational

®  Debugging

7 Inthe Display Level field, select the level of the logged events that you want to
display from the following options. All logged events above or equal to the

selected level will be displayed.

®  Emergency

B Alert
B (Critical
B  Error

®  Warning
B Notice
B Informational

®  Debugging

8 Select the mode for the logging from the following options. If the selected mode
is "remote" or "both," events are sent to the specified IP address and UDP port of
the remote syslog server. If the selected mode is "local" or "both," events are

recorded in the local memory.

®  Local. Events are logged in memory. You must log in to the device to display

the events.

®  Remote. Events log is sent to a remote server (syslog server).

®  Both. Events are logged in memory and are sent to the remote server.

9 Click Save/Apply to start logging events.

Disabling Logging
To disable the logging function, complete the following steps.

1 Click System on the main screen.
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2 Click Management. The Configuration screen opens with the Configuration tab

in the forefront.
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Configuration

Update Software
Backup Config file
Update Gonfiq file
Customer Config file
Restore Default Settings
Save/Reboot

3 Click the Local Management tab. The Local Management screen opens.
i
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Local Management

System Log Configuration

View System Log

4 Click System Log Configuration. The System Log Configuration screen opens.
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System Log -- Configuration

Ifthe log mode is enabled, the system will begin to log all the selected events. Far the Log Lewel, all events above or equal to
the selected level will be logged. For the Display Lewel, all logged events above or equal to the selected level will be displayed
If the selected mode is 'Rerote’ or Both,' events will be sent to the specified IP address and UDP port of the remote syslog
server. If the selected mode is ‘Local’ or Both," events will be recarded in the local memary

Select the desired wvalues and click "Save/Apply' to configure the system log options.

Log & Disable C Enable
Log Level: Eror e
Display Level Error b
Mode Local +

SaveiApply

5 Inthe Log field, click Disable.
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System Log Configuration

In the Log Level field, select from the following options to indicate the level of
alarms to be logged:

¥  Emergency

B Alert
®  Optical
®  Error

®  Warning

B Notice

B Informational
®  Debugging

In the Display Level field, select from the following options to indicate the level
of alarms that you want displayed:

¥  Emergency

B Alert
®  Optical
®  Error

®  Warning

B Notice

B Informational
®  Debugging

In the Mode field, select from the following options to indicate the location to
store the logs.

®  Local. Store on the residential gateway.
® Remote. Store on a remote log server.

®  Both. Store on the residential gateway and on the remote log server.

Click Save/Apply. The following prompt appears alerting you that you will lose
any information captured by the residential gateway:

Micresoft Internet Explorer x|
9 ) Ifdisabled, the information captured by the DSL Residential Gateway will be lost. If you wish to save the current log information, cick the "Cancel®
n’/ button, view the current system log, and use the Save option from the File menu to save the log data.
onc

10 Are you sure you want to disable logging and lose the captured data?

B If yes, click OK to turn off logging.

B If no, click Cancel.
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System Logs

The System Log screen allows you to view the logs of activity for the residential
gateway.

Path: System > Management > Local Management > View System Log
LY e €

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

System Log

‘ Date/Time | Facility Severity ‘ Message

Viewing System Logs
To view the system log for the residential gateway, complete the following steps.
1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab

in the forefront.
alualn a b i
cisco : Q\J
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

Update Software
Backup Config file

Update Confiqg file
Customer Config file

« Restore Default Settings
Save/Reboot
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System Logs
3 Click the Local Management tab. The Local Management screen opens.
L e &= B 2 W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Local Management

System Log Configuration

View System Log

4 Click View System Log. The System Log screen opens.

- B g @

HOME NETWORK SECURITY ADVANCED

alaln
cisco

SYSTEM
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

System Log

‘ Date/Time | Facility Severity ‘ Message

5 Review the log entries on the screen.

6 Click Refresh to refresh the system log.
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Print Server Settings

The Print Server Setting screen allows you to enable or disable printer support from
the USB connection.

Path: System > Advanced > Print Server
o \’m
'cllsclo é a %‘ % L‘;\

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Print Server Settings

This page allows you to enable / disable print support

[ Enable on-board print server

Save/Apply

Enabling the Print Server

To enable the print server, complete the following steps.
1 Click System on the main screen.

2 Click the Advanced tab. The Print Server settings screen opens with the Print
Server tab in the forefront.

nmm z
cisco i
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETALS | STATISTICS | MANAGEMENT | ADVANCED | HELP

w
>

e
-

Print Server Settings

This page allaws you to enable ¢ disable print support

[ Enable on-board print server.

Savefspply
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3 Check the Enable on-board print server check box. The screen populates with
more fields.

Al = B 2 i

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Print Server Settings

This page allows you to enable f disable print suppart

Enahle on-hoard print semver

Sawefipphy

4 In the Print server name field, enter the name of the print server you want to
enable.

In the Make and model field, enter the make and model of the printer.

Click Save/Apply to enable the print server.

Disabling the Print Server

To disable the print server, complete the following steps.
1 Click System on the main screen.

2 Click the Advanced tab. The Print Server settings screen opens with the Print
Server tab in the forefront.

alaln a
cIsco 2
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS ! STATISTICS | MAMAGEMENT | ADVANCED I HELP

Print Server Settings

This page allows you to enable / disable print support.

Enable on-board print server.

SavefApphy
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Chapter 3 Configuration and Operation

3 Clear the Enable on-board print server check box. The screen refreshes and the
fields for entering print server name, make, and mode are removed from the

screen.
b e & B2 W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Print Server Settings

This page allows you to enable / disable print suppart.

[ Enable on-board print server.

Save/Apply

4 Click Save/Apply to disable the print server.
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Clone MAC Addresses

The Clone MAC screen allows you to enable or disable the clone MAC function. The
Clone MAC function allows you to clone MAC addresses so that the residential

gateway assumes the MAC address of an attached device or a user-specified MAC
address.

Path: System > Advanced > Clone MAC

W e e B & W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Print Server

Clone MAC

This page allows you to enable / disable clone MAC function.

[J Enable clone MAC address

Apply/Reboot

Enabling the Clone MAC Function

To enable the Clone MAC function, complete the following steps.
1 Click System on the main screen.

2 Click the Advanced tab. The Print Server settings screen opens with the Print
Server tab in the forefront.
W e e B S W

SYSTEM DSL HOME NETWORK SECURITY ADVANGED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Print Server Settings

This page allows you to enable / disable print support

[] Enable un-board print server

Save/Apply
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Chapter 3 Configuration and Operation
3 C(lick the Clone MAC tab.

alaln = g
cisco z e @
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED' HELP

Clone MAC

This page allows you to enable / disable clone MAC function

[ Enable clane MAC address

Apply/Reboot

4 Select the Enable clone MAC address check box. The screen populates with
more fields.

alialn a {i;:l
cisco - iso
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY ! DETAILS | STATISTICS | MAMAGEMENT | ADVANCED | HELP

This page allows you to enable / disable clone MAC function

Enable clone MAC address.

MAC Address 0o: ‘[ Load client FCMAC

Apply/Reboot

5 Inthe MAC Address field, enter the MAC address that you want to clone. You
can also click Load client PC MAC to locate an address you want to clone.

6 Click Apply/Reboot to clone the MAC address. The residential gateway reboots
and assumes the MAC address you have specified.

Disabling the Clone MAC Function

To disable the Clone MAC function, complete the following steps.

1 Click System on the main screen.
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Clone MAC Addresses

2 Click the Advanced tab. The Print Server settings screen opens with the Print

Server tab in the forefront.

Nmm & é
cisco | 9
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Print Server Settings

This page allows you to enable / disable print support

[] Enable un-board print server

Save/Apply

Click the Clone MAC tab.

alaln - 0 i
cisco = e
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Clone MAC

This page allows you to enable / disable clone MAC function

[ Enable clane MAC address

Apply/Reboot

Uncheck the Enable clone MAC address check box. The screen refreshes and the
field for entering the MAC address is removed from the screen.

5 Click Apply/Reboot to disable the Clone MAC function.
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Voice SIP Basic Configuration

The Voice ---- SIP screen allows you to enter and save the session initiation protocol

(SIP) parameters and to start and stop the voice application.

Path: System > Advanced > VolP Basic

alvaln a
cisco
SYSTEM DsL HOME NETWORK SECURITY
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

$ion |
¢

e

ADVANCED

Print Server Clore MAC walP Advanced

Voice———-SIP

Voice -- SIP Configuration

Enter the SIP parameters and click StartiStop to save the parameters and startistap the voice application

Interface name: L&N - Bridge v

Locale i UBA - United States ¥
Preferred codec list | hone Vlnone V-| none %

SIP domain name:

[ Use SIP Proxy.

[ Use SIP outhaund Prosy.

[ Use SIF Registrar.

LineDisabled Extension Display Mame Authentication Name Password

1O | |

0 | I | I |
Start SIP client

Setting Up VolP

74

To enter the VoIP parameters, complete the following steps.

1 Click System on the main screen.
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2

4
5

Voice SIP Basic Configuration

Click Advanced. The Print Server Settings screen opens with the Print Server tab
in the forefront.

m
« B & W

2
SYSTEM DSL HOME NETWORK SECURITY ADVANGCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Nmm
cisco

Print Server Settings

This page allows you to enable / disable print support

[] Enable un-board print server

Save/Apply

Click the VoIP Basic tab. The Voice ---- SIP screen opens.

£

SECURITY

Nmim
cisco

_———

|
we

SYSTEM DSL ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED |

HOME NETWORK
HELP

Voice----SIP

Veice - SIP Configuration

Enter the SIP parameters and click Start/Stap to save the parameters and statt/stap the vaice application
]

Intetface name:

Locale selection:

Preferred codec list;

Preferred ptime:

|

SIP dormain narne:

[ Use SIP Proxy.

[ Use SIP Outbound Proxy

[ Use SIP Registrar

Authentication

LineDisabled Extension Display Natne e Password
1 g \ [ [ [ |
2 O \ I [ [ |

Start SIP client

Stop 2P client

In the Interface name field, select the interface you want to use for VoIP.

In the Locale selection field, select the country where you are located.
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Chapter 3 Configuration and Operation

6 In the Preferred codec list field, select one of the following codec values:

Note: If you want to indicate an order of preference, enter a codec value for each

column.

® G711U0
" G711A
m G723

B G726

® G729

B BV16
B JLBC

In the Preferred ptime field, enter the time in seconds.

8 In the SIP domain name field, enter the domain name for the session initiation
protocol (SIP) server.

9 Do you wish to use SIP Proxy?

B If yes, check the Use SIP Proxy check box. The SIP Proxy and the SIP Proxy
port fields appear. Enter the SIP proxy server domain name or IP address
and the SIP Proxy port.

®  If no, make sure the Use SIP Proxy check box is unchecked.
10 Do you wish to use an SIP Outbound proxy?

B If yes, check the Use SIP Outbound Proxy check box. The SIP Outbound
Proxy and the SIP Outbound Proxy port fields appear. Enter the SIP
outbound proxy server domain name or IP Address and the SIP outbound
proxy port.

®  If no, make sure the Use SIP Outbound Proxy check box is unchecked
11 Do you wish to use SIP Registrar?

B If yes, check the Use SIP Registrar check box. The SIP Registrar and the SIP
Registrar port fields appear. Enter the SIP registrar's domain name or IP
address and the SIP registrar's port.

® If no, make sure the Use SIP Registrar check box is unchecked.
12 Do you want to disable the line?

B If yes, check the Line Disabled checkbox to disable the line and prevent the
phone connecting to this line from working.

B Jf no, make sure the Line Disabled checkbox is unchecked. For normal
operation, the Line Disabled Checkbox should be unchecked.

13 In the Extension field, enter the phone number (extension) for the VoIP line.
14 In the Display Name field, enter the name that you want to be displayed.

15 In the Authentication Name field, enter the name that you want to be
authenticated.
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16 In the Password field, enter the password for the extension. This allows you to
authenticate the phone number.

17 Do you want to activate the line?

B If yes, click Start SIP client to save your settings and to activate the line.

B [f no, click Stop SIP client to deactivate the line.
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Chapter 3 Configuration and Operation

Voice SIP Advanced Configuration

The Voice----SIP screen allows you to configure the more advanced VolP features,
such as call forwarding.

Path: System > Advanced > VoIP Advanced
il Al : W |
cisco b ia - % i

SYSTEM DSl HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICE | MANAGEMENT | ADVANCED

Voice----SIP

Voice -- SIP Advanced Configuration

LineFomwarding number  Call forwarding when  Forwarding all calls Call forwarding ifno  Callwaiting

busy answer
1 Ll 4] L
2 O ¥ ¥

Enahble Ml subscription
Enahble T38 suppart

Registration Expire P
Timeaut

Citrnf Relay setting: Yoice Band v
SIP Transport protocal: | UDP »

Enahle SIF tag matching (Uncheck for WVonage Interop).

[] Enable Music Server.

Start SIP client

Stop SIF client

Setting Up Advanced VolIP Features

To set up the advanced VolIP features, complete the following steps.

1 Click System on the main screen.
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Voice SIP Advanced Configuration

2 Click Advanced. The Print Server Settings screen opens with the Print Server tab

3

in the forefront.

Nmm
cisco 9
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | MVANCEJ' HELP

Print Server Settings

This page allows you to enable / disable print support

[] Enable un-board print server

Save/Apply

Click the VoIP Advanced tab. The Voice ---- SIP screen opens.

vl a
Clsco e
ESYSTEM DSL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETALS | STATISTICS | MANAGEMENT | ADVANGED

Voice----SIP

Voice -- SIP Advanced Configuration

LineFomwarding number  Call forwarding when  Forwarding all calls Call farwarding ifno Call waiting

busy answer
1 Ll Ll O
2 O [E| O

Enahle Ml subscription

Enahle T38 support
Registration Expire T
Timeout

Dtmf Relay setting: Yoice Band %
SIP Transport protocal; | UDP s

Enahle SIP tag matching {Uncheck for Wonage Interop).

] Enahle Music Server.

Start SIF client

Stop SIF client
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80

4

10

11

12

13

In the LineForwarding number field, enter the number to which you want to

forward calls. Configure how calls are forwarded to this line using the following

options:

a Check the Call forwarding when busy check box if you want to forward this
line to another number when this line is busy.

b Check the Forwarding all calls check box if you want to forward all calls to
this line.

¢ Check the Call forwarding if no answer check box if you want to forward this
line if the caller receives no answer.

d Check the Call waiting check box if you want to enable call waiting for this
line.

Repeat step 4 for a second phone line for which you wish to forward incoming
calls.

Check the Enable MWI subscription check box if you want to enable the message
waiting indicator.

Check the Enable T38 support check box if you want to enable T38 fax support.

In the Registration Expire Timeout field, enter the registration expiration time of
the SIP client.

In the Dtmf Relay setting field, select one of the following settings:
®  Sip Info
®  RFC2833

B Voice Band

In the SIP Transport protocol field, select the protocol you will support from the
following options:

= Al

" TCP

= UDP

® TLS

Check the Enable SIP tag matching (Uncheck for Vonage Interop) check box if
you want to enable session initiation protocol.

Check the Enable Music Server check box if you want to have music playing
while callers wait.

Click Start SIP client or click Stop SIP client if you want to start or stop the SIP
client.
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USB File List

USB File List

The USB File List screen allows you to view and download the content of a USB flash
drive from any computer connected to the gateway. This feature allows your
residential gateway to act like a shared network drive.

Path: System > Advanced > USB

bl ey a2

HOME NETWCRK SECURITY ADVANCED
SUMMARY | CETARS | STATSTICS | MANAGEMENT | ADVANCED

Cuerent Directory @ /

Type Narng Size  Mocified Dale

3 (Cumert Directory}

(3 $RECYZILE BIN Dez 31 2007
1 SVALL S.AVG Fea 16 2008
260

Enabling or Disabling USB Devices

To enable or disable a USB device, complete the following steps.
1 Click System on the main screen.

2 Click Advanced. The Print Server Settings screen opens with the Print Server tab
in the forefront.

3 (Click USB. The USB Configuration screen opens.

afialn , Thoa
cisco 2
SYSTEM DSsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

-

Configuration

* Enable/Disable USB Devices
s Disk Info

+ Disk File List
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Chapter 3 Configuration and Operation

4 Click Enable/Disable USB Devices. The Enable/Disable USB Devices screen

opens.
nn i
1L & K & @

L)
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Enable /Disable USB DEVICES

This page allows you to enable / disable ush storage deivees.

[ Enable on-board ush storage devices.

Saveldpply

5 Do you wish to enable USB devices?

B If yes, check the Enable on-board usb storage devices check box to enable
the USB devices. After you enable it, you can view the USB disk information
or the Disk File List on the page. You can access the files on the USB disk
drive from any LAN/WLAN PC since the files are on the network.

® If no, make sure the Enable on-board usb storage devices check box is
unchecked.

6 Click Save/Apply to save your settings.
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DSL Configuration

The DSL tab allows you to check the status of the DSL connection and
to modify the configuration.

Use this chapter to help you check the status of the DSL connection,
such as performance, and to modify the DSL configuration.

In This Chapter

B DSL SUMMATY ...ooviiiiiiiiiiiiiiiiiieeieeece e 84
B DSL StatiStiCs ....cueueiiveiiiiicieiciciicecc e 85
B DSL DiagnoSstiCs ......c.coueuiviiuiiiiiiiciiiiiiciicieieeeceee e 87
B DSL Settings.....ccceeviiuiiieiiiiiiiiciiiciee e 90
B DSL Advanced Settings ..........ccccocovvvvivininininininininieieececcccccce 92
B ADSL Tone Settings..........coooovieiiieiiiniiiiiiiccc e 94
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Chapter 4 DSL Configuration

DSL Summary

84

The DSL Summary screen shows the DSL performance and operational

configuration of the DSL interface, such as signal to noise ratio and output power
and line coding. The DSL chip on the residential gateway automatically detects the
best method to use to communicate with the DSL access multiplexer (DSLAM). This

screen reports the results of that process.

Path: DSL > Summary

W e

SYSTEM

DsL

B B

HOME NETWORK

SUMMARY | STATISTICS | DIAGNOSTICS | SETTING | HELP

Summary

|anmatream

Upstream

|SHR Margin (dB)

!Aﬂenualmn (dB)

| Output Pawer (dBm):

!Aﬁalnah\e Rate (Kbps)

|Rate (Kbps):

IMnde

!Lme Coding!

| Status:

lek Dowen

!Lmk Power State:

W
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DSL Statistics

4020210 Rev A

The DSL Statistics screen displays statistics for devices and interfaces on the ADSL
network. This screen shows the details of the physical layer of the DSL line such as

errors and number of cells.

Path: DSL > Statistics

= B 2 @

SYSTEM DSL HOME NETWORK SECURITY ADVANCED

alualn
cisco

SUMMARY | STATISTICS | DIAGNOSTICS | SETTING | HELP

Statistics

Downstream Upstream

\
Super Frames: |
Super Frame Errors: |
RS YWords |
RS Caorrectable Errors: |
RS Uncarrectable Errars: |

\
HEC Errars [
OCD Errars: |
LCD Errars:

|
Total Cells: |
Data Cells |
Bit Errors. |

Total ES [
Total SES: [
Tatal UAS: [

[ ADSLBERTest |[ Reset Statistics |

Testing the Quality of the DSL Connection

The ADSL Bit Error Rate (BER) test determines the quality of the ADSL connection.

The test is done by transferring idle cells containing a known pattern and comparing

the received data with this known pattern to check for any errors.

To test for quality of the DSL connection, complete the following steps.
1 Click DSL on the main screen.

2 Click the Statistics tab. The Statistics screen opens.

3 Click ADSL BER Test. The ADSL BER Test - Start screen opens.

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines the quality of the ADSL connection. The test is done by transferring idle cells
‘containing a known pattern and comparing the received data with this known pattern to check for any errors

Select the test duration below and click "Start”
Tested Time (sec) [20 =
Start | Close

4 In the Tested Time (sec) field, enter the duration of the test in seconds. Values
are: 1,5, 10, 20, 60, 120, 180, or 240 seconds.
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5 Click Start on the ADSL BER Test - Start screen to start the test. The result of the
ADSL BER Test appears as shown in the following example.

e B & W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | STATISTICS | DIAGNOSTICS | SETTING

ADSL BER Test - Result

The ADSL BER test completed successfully.

Test Time (sec): 5

Total Transferred Bits: |0x00000000054E9400
Total Error Bits: 0x0000000000000000
Error Ratio: 0.00e+00

Close

6 Click Close to close the popup window and return to the DSL Statistics page

Reset Statistics

To reset the statistics, complete the following steps.

1 Click DSL on the main screen.

2 Click the Statistics tab. The Statistics screen opens.

3 Click Reset Statistics on the Statistics screen. This action clears the ADSL cell
counters and sets them to zero.
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DSL Diagnostics

The Diagnostics screen shows the results of diagnostics tests that the residential
gateway performs while testing your DSL connection. The individual tests are listed
on the Diagnostics screen.

Path: DSL > Diagnostics

alialn u:f“:l
cisco k@
SYSTEM DSsL HOME NETWORK SECURITY ADVANCED
SUMMARY | STATISTICS | DIAGNOSTICS | SETTING | HELP

*four residential gateway is capable of testing your DSL connection. The individual tests are listed below. If a test displays a
fail status, click "Rerun Diagnostic Tests" at the bottom of this page to make sure the fail status is consistent. If the test
continues to fail, click "Help" and follow the troubleshooting procedures.

Test the connection to your local network

Test your LANT Connection: PASS | Help
Test your LANZ Connection: FAIL  Help
Test your LANI Connection: FAIL Help
Test your LAN4 Connection: FAIL  |Help
Test your USB Connection: DOWN |Help
Test your Wireless Connection: DOWN |Help

Test the connection to your DSL service provider
iTest ADSL Synchronization ‘FAIL

Lelp

[ Ferun Diagnostic Tests ]

Running Diagnostic Tests

To run diagnostic tests for the residential gateway, complete the following steps.

1 Click DSL on the main screen.

4020210 Rev A 87



Chapter 4 DSL Configuration

2 Click the Diagnostics tab. The Diagnostics screen opens.

alaln | 8 |
cisco S is9
SYSTEM DSL HOME NETWORK SECURITY ADVANCED

SUMMARY | STATISTICS | DIAGNOSTICS | SETTING | HELP

Your residential gateway is capable of testing your DSL connection. The individual tests are listed below. If a test displays a

fail status, click "Rerun Diagnostic Tests” at the bottorn of this page to make sure the fail status is consistent. [f the test
continues to fail, click "Help" and follow the troubleshooting procedures

Test the connection to your local network

iTest your LANT Connection: PASS

Help
Test your LANZ Connection: FAIL  Help
Test your LAN3 Connection: FAIL | Help
Test your LANA Connection: FAIL | Help
Test your USE Connection: DOWN |Help
Test your Wireless Connection: DOWN | Help
Test the connection to your DSL service provider
Test ADSL Synchronization ‘FAIL ‘M‘

[ Ferun Diagnostic Tests ]

3 Click Rerun Diagnostic Tests to start the diagnostics test. The screen populates

with results such as Fail or Pass.
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DSL Diagnostics

4 When you have a Permanent Virtual Circuit (PVC) up, for example an MER

connection as shown in the screen-shot below, then you can see a list of other
tests such as OAM F4/F5 or the PING test appear on the DSL Diagnostics page.
You can click Test with OAM F4 to run a OAM F4 test.

alianl 1 {i.sal_
cisco STl ie®
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | STATISTICS | DIAGNOSTICS | SETTING

mer_0_0_35 Diagnostics

Test the connection to your local network

|Test your LAN1 Connection: PASS

Help
Test your LAN2 Connection: PASS |Help
Test your LAN3 Connection: FAIL |Help
Test your LAN4 Connection: FAIL |Help
Test your USB Connection: DOWN (Help
Test your Wireless Connection: PASS |Help

Test the connection to your DSL service provider

Test ADSL Synchronization: PASS |Help
Test ATM OAM F5 segment ping: FAIL |Help
Test ATM OAM F5 end-to-end ping: | FAIL |Help

Test the connection to your Internet service provider

Ping default gateway: PASS

|;.£]

Ping primary Domain Name Server: PASS

@

[ Test | [ TestwithoamF4 |
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DSL Settings

The DSL Settings screen allows you to set the modulation for the residential
gateway, select a phone line pair, and to select advanced capability of the chip set:

Seamless Rate Adaptation (SRA), Bitswap Enable, and so forth.

Path: DSL > Setting

- |
vl | Liel
E)
cisco et 2
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | STATISTICS | DIAGNOSTICS | SETTING | HELP

DSL Settings

Select the modulation below
O Automatic select
G Dmt Enabled
G lite Enabled
T1413 Enabled
ADSL2 Enabled
AnnexL Enabled
ADSL2+ Enabled
O Annexi Enabled

Capability
Bitswiap Enable

[0 SRA Enable

[ Saverapply | [ Advanced Settings |

Configuring DSL Settings

To configure the DSL settings for the residential gateway, complete the following

steps.

1 Click DSL on the main screen. The Summary screen opens by default.
2 Click the Setting tab. The DSL Settings screen opens.

Nmm | Tl
)
cisco e 4
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | STATISTICS | DIAGNOSTICS | SETTING ‘ HELP

DSL Settings

Select the modulation below

[ Automatic select
G.Dmt Enabled
G lite Enabled
T1413 Enabled
ADSL2 Enabled
Annexl. Enabled
ADSL2+ Enabled
O Annexi Enabled

Capability
Bitswap Enable

[0 SRA Enable

[ Saverapply | [ Advanced Settings |
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DSL Settings

Do you want to automatically select the modulation?

If yes, make sure the Automatic Select check box is checked under Select the
modulation below field. Go to step 5.

If no, uncheck the Automatic Select check box. A list of modulation types
appears.

Under the Select the modulation below area on the screen, select the modulation
that you want to use. You can select one or all of the following modulations:

G.Dmt Enabled
G.lite Enabled
T1.413 Enabled
ADSL2 Enabled
AnnexL Enabled
ADSL2+ Enabled
AnnexM Enabled

Under the Capability field, select the capability that you want to use from the
following options:

Bitswap Enable
SRA Enable

Click Save/Apply to save the settings.
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DSL Advanced Settings

The DSL Advanced Settings screen allows you to select a test mode.

Path: DSL > Setting > Advanced Settings

Nmm | Bl
cisco EmEP i@
SYSTEM DSL HOME NETWORK SECURITY ADVANGED
SUMMARY | STATISTICS | DIAGNOSTICS | SETTING | HELP

DSL Advanced Settings

Select the test mode below.

@ Normal
© Reverb
O Medley
© No retrain
[eJK]

Al

Configuring DSL Advanced Settings

To configure the DSL advanced settings, complete the following steps.

1 Click DSL on the main screen. The Summary screen opens by default.

2 Click the Setting tab. The DSL Settings screen opens.

alialn | el
cisco EEmaP 2
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | STATISTICS | DIAGNOSTICS | SETTING | HEw

DSL Settings

Selsct the modulation below.
O Automatic select

G Dmt Enabled
G lite Enabled
T1413 Enabled
ADSL2 Enabled
AnnexL Enabled
ADSL2+ Enabled
O Annexi Enabled

Capability
Bitawap Enable
[ SRA Enable

[ Saverapply | [ Advanced Settings |
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DSL Advanced Settings

3 Click Advanced Settings. The DSL Advanced Settings screen opens.

alaln | s
cisco e 9
SYSTEM DSL HOME NETWORK SECURITY ADVANGED
SUMMARY | STATISTICS | DIAGNOSTICS | SETTING | HELP

DSL Advanced Settings

Select the test made below

@ Normal
© Reverb
© Medley
O Mo ratrain
o113

4 Select the test mode from the following options:

Normal
Reverb
Medley
No refrain
L3

Click Apply to configure and save the advanced settings.
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ADSL Tone Settings

The ADSL Tone Settings screen allows you to select active DSL tones or frequencies

used by the DSL transceiver.
Path: DSL > Setting > Advanced Settings > Tone Selection

ADSL Tone Settings

Uostream Tonzs
P B Rz B3 R RS Re BT RO RY R
PR FBR 4R s R ER TR RS PN R
P2 v Ru Rs Rs Py s Fs o R

Downstrezm Tones
M2 W3 M4 B35 36 M37 M38 M39 e B4t F42
V43 M4 Wda5 Bip Wi Mg Mg W50 51 W52 W53
Ve Wis Me6 B57 M58 M59 M60 W61 62 M 63 64
Ves M6 MET W68 M69 MT0 MT1 W72 RT3 M4 B T5
Mi6 M77 M78 M9 M80 M1 M82 M3 Med M5 a6
Ve Mg Meg Mo M91 M2 M3 M R95 B 96 97
Ve M F100F 01 M 027 03 “04F “05 % 067 107 108
F1IF 1M MM P 12F 130 14 15 16 “17F 118 119
F120F 121127 23F 4 W 25 26 27 *28F 129F 130
P3P 12M 137 4V 3B F 36 7P 38 “39F 140 141
V2P U3M 4P 45 46 4T 48 49 “50F 151 152
M 153W 1684 M 155 *55 ¥ 57 *58 ¥ 59 *60 ¥ 61 162 163
M 1647 165¥ 1657 67 ¥ 68 ¥ 69 ‘T0F 71 ‘T2 W 173 174
WSR3 M 7T 73 “19F *80 81 “82 % 83 184 ¥ 185
M 185 187 ¥ 1837 83 "0 W 91 ¥ “R2F “93 W “M 195 ¥ 196
¥ 197 % 193 ¥ 193 W 200 ¥ 201 ¥ 202 ¥ 203 204 ¥ 205 % 206 ¥ 207
M203F 203 210F 211 ¥ 212 213 214 216 % 216 217 218
VIF 20 21W 22 ¥ 23 W 24 ¥ 225 206 % 227 228 % 229
M230F 231 ¥ 232 W 233 ¥ 234 ¥ 235 ¥ 236 237 ¥ 238 239 240
W 41F 42 W 243F 244 ¥ 245 F 46 ¥ 247 248 % 249 250 ¥ 251
W 252 263 ¥ 254 W 255

Checc Al | ClearAl | Apply | Clase

Setting DSL Tones or Frequencies

To set DSL tones or frequencies, complete the following steps.
1 Click DSL on the main screen. The Summary screen opens by default.
2 Click the Setting tab. The DSL Settings screen opens.

vl | e
cisco e
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | STATISTICS DIAGNOSTICS | SETTING | HELP

DSL Settings

Select the modulation below
O Automatic select
G Dmt Enabled
G lite Enabled
T1413 Enabled
ADSL2 Enabled
Annexl. Enabled
ADSL2+ Enabled
O Annexivl Enabled

Capability
Bitswap Enable
[0 SRA Enable

[ SaverApply | [ Advanced Settings |

94

4020210 Rev A



4020210 Rev A

alaln .
cisco e
SYSTEM DSL
SUMMARY | STATISTICS | DIAGNOSTICS | SETTING |

HOME NETWORK
HELP.

SECURITY

1)

ADVANGED

Advanced Settings

Select the test made below

@ Normal
© Reverb
© Medley
O Mo ratrain
o113

ADSL Tone Settings

Uostream Tonzs
P B Rz B3 R RS Re BT RO RY R
PR FBR 4R s R ER TR RS PN R
P2 v Ru Rs Rs Py s Fs o R

Downstrezm Tones

M2 W3 M4 B35 36 M37 M38 M39 e B4t F42
V43 M4 Wda5 Bip Wi Mg Mg W50 51 W52 W53
Ve Wis Me6 B57 M58 M59 M60 W61 62 M 63 64
Ves M6 MET W68 M69 MT0 MT1 W72 RT3 M4 B T5
Mi6 M77 M78 M9 M80 M1 M82 M3 Med M5 a6
Ve Mg Meg Mo M91 M2 M3 M R95 B 96 97
Ve M F100F 01 M 027 03 “04F “05 % 067 107 108
F1IF 1M MM P 12F 130 14 15 16 “17F 118 119
F120F 121127 23F 4 W 25 26 27 *28F 129F 130
P3P 12M 137 4V 3B F 36 7P 38 “39F 140 141
V2P U3M 4P 45 46 4T 48 49 “50F 151 152
M 153W 1684 M 155 *55 ¥ 57 *58 ¥ 59 *60 ¥ 61 162 163
M 1647 165¥ 1657 67 ¥ 68 ¥ 69 ‘T0F 71 ‘T2 W 173 174
WSR3 M 7T 73 “19F *80 81 “82 % 83 184 ¥ 185
M 185 187 ¥ 1837 83 "0 W 91 ¥ “R2F “93 W “M 195 ¥ 196
¥ 197 % 193 ¥ 193 W 200 ¥ 201 ¥ 202 ¥ 203 204 ¥ 205 % 206 ¥ 207
M203F 203 210F 211 ¥ 212 213 214 216 % 216 217 218
VIF 20 21W 22 ¥ 23 W 24 ¥ 225 206 % 227 228 % 229
M230F 231 ¥ 232 W 233 ¥ 234 ¥ 235 ¥ 236 237 ¥ 238 239 240
W 41F 42 W 243F 244 ¥ 245 F 46 ¥ 247 248 % 249 250 ¥ 251
W 252 263 ¥ 254 W 255

Checc Al | ClearAl | Apply | Clase

4 Click Tone Selection. The ADSL Tone Settings screen opens.

Select the ADSL tone settings as follows.

B To select all the tones, click Check All.

ADSL Tone Settings

3 Click Advanced Settings. The DSL Advanced Settings screen opens.

®  To select individual tones, click Clear All and then select the tones you want.

Click Apply to configure the tone settings.
Click Close to return to the DSL Advanced Settings screen.
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Home Network Configuration

The Home Network tab allows you to check the home network
configuration. You use this tab to configure and check the status of the
devices connected to your home network.

In This Chapter

B Client SUMMATY ...ccooviuiiiieieiiieeeeeeeeeee e 98
B WAN QUICK SEtUP ..veveieicieieiceerecee e 101
B LAN SEtUP oo 108
B Wireless SUMMATY ........cccoouiiiiiiiiiiiiiiiicccas 112
B Wireless BasiC ..ottt 113
B Wireless SeCUrity ... 120
B Wireless MAC Filtering ..........cccccccvviiiininiiiinniiiinicccnicccens 127
B Wireless Bridge ......cccccoiviviiiiiiiniiiiiiiecicccecceeeees 131
B Wireless Station LiSt ........ccccccvvicuiiiinieiiiniiiciinccceeeeeeeenes 133
B Wi-Fi Protected SEtUp .......cccovviveeueininecicccnecceeeceee e 135
B HPNA INfOrmation.......ccoeceeviviemeirinieeiineeenineeeeeeseeeeeseeseeenes 137
B HPNA Statistics Information ............cccceeveveeeennceccnnecrenneeenenes 139
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Client Summary

The Client Summary screen shows all the client devices (Wired/Wireless/ HPNA)
attached to the residential gateway on the LAN side. You can click Show HPNA
Client to display the HPNA devices attached to the HPNA RF interface of the
residential gateway.

Path: Home Network > Summary > Show HPNA Client

o = N 2 W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary
—

192.168.1.64

AN 00:10:60:03:9F:33

|LAN2

|LANA

|HPNA

|LAN3 |
I
|

|| [ Show Hema clert
| Show Wireless Client

|\/V|re\ess

Updating HPNA Clients

To update the HPNA clients, complete the following steps.
1 Click Home Network on the main screen.
2 Click Summary. The Client Summary screen opens.

Woeaee = N OB B

SYSTEM DSL HOME NETWORK SECURITY ADVANGED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

|LAN1

192.168.1.64
00:10:60:03:9F:33

|LAN2

|LANA

|HPNA

Show HPNA Client

|LAN3 |
| Show Wirsless Client

|\/V|re\ess
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