Client Summary

3 Click Show HPNA Client. After processing, the HPNA Info screen opens. This
screen shows the role, MAC Address, and the version of HPNA.

b e = B 2 W

SYSTEM HOME NETWORK SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

HPNA Info

Enahle HPMNA inteface

| Rale ‘ | Version

HPMA Update

4 Click HPNA Update to update the HPNA software of HPNA devices attached to
the residential gateway. The Update HPNA Image window opens.

Wae e N 2 W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Update HPNA Image

Step 1: Obtain an updated HPMA image file from your ISP.

Step 2: Enter the path to the image file location in the box below or click the "Browse” button to locate the image fils

Step 3: Click the "Mext" button once to upload the new image file.

Software File Name | |[ Browse.. |

Mt

5 In the Software File Name field, enter the name of the file that you want to use to
update your system. You can click Browse to locate the file.

6 Click Next and wait for the software for the attached HPNA devices to be
updated.

Wireless Station List

This page shows the attached clients (also known as associated stations) to the
wireless access point (AP) of the residential gateway. At this time, there is no limit to
the number of simultaneously attached devices.
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Path: Home Network > Summary > Show Wireless Client

alialin 1 {3;'1
cisco =24 @
SYSTEM osL HOME NETWORK SECURITY ADVANGED
SUMMARY | WANSETUP | LANSETUP | WIRELESS I HPNA. I SERVICES | HELP

Wireless Station List
Wireless - Associated Stations

This page shows associated wireless MAC addresses and status

| MAC 1 Associated

Showing Attached Clients

To show the attached clients to the wireless access point of the residential gateway,
complete the following steps.

1 Click Home Network on the main screen.

2 Click Summary. The Client Summary screen opens.
nmm I vl
cllsclo ¢ 2 % % L‘)“’

SYSTEM DSL HOME NETWORK SECURITY ADVANGED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

|L'W | ‘ J | e 39
e | ]

o | L

o | L

|HPNA | ‘ | Show HPNA Client
Wicless | ‘ | ShowWirdass Clant

3 Click Show Wireless Client. The Wireless Station List screen opens. If you have
a wireless client attached to the residential gateway, the screen displays the MAC
Address of the client and whether the client is associated with the residential

gateway.
aliln e .% ad
dico e o

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Basic Security
Wireless Station List
Wireless - Associated Stations

This page shows associated wireless MAC addresses and status

| MAC 1 Assnciated ‘

4 Click Refresh to update the list of attached clients.
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WAN Quick Setup

The WAN Quick Setup screen allows you to set up wide area network (WAN)
connections and settings, such as virtual channel identifiers (VCi), virtual path
identifiers (VPI), and quality of service (QoS).

Path: Home Network > WAN Setup > WAN Quick Setup

W e & N 2 4

SYSTEM HOME NETWORK SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

WAN Quick Setup

Wide Area Network (WAN) Setup

Choose Add, Edit, or Remove to configure WAN interfaces.
Choose Reboot to apply the changes and reboot the system.

Port/ Vpi/ Ve | VLAN Mux | Category i Service | Interface | Protocol | 16MP | QoS | State Remove | Edit ‘

Remove Reboot

Configuring the WAN Interface (PPPoE Broadband Type)

To configure a WAN interface with the PPP over Ethernet (PPPoE) broadband type,
complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

o = N 2 W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary
—

192.168.1.64
00:10:60:03:9F:33

LANT

|LAN2

|LAN11

|HFNA

Show HPNA Client
Show Wireless Client

o |
| |
| |

|\/V|r5\555
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2 Click WAN Setup. The WAN Quick Setup screen opens.

Ll e & M g @

SYSTEM DSL HOME NETWORK. SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

WAN Quick Setup

Wide Area Network (WAN) Setup

Choose Add, Edit, or Remove to configure WAN interfaces.
Choose Reboot to apply the changes and reboot the system.

Port/Vpi/vdi |VLAH Mux | Category | Service | Interface | Protocol | IGMP | QoS ‘State ‘ Remove | Edit ‘

Remove Reboot
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WAN Quick Setup

3 Click Add to configure a new WAN interface, or click Edit to edit an existing

WAN interface.
] I .é [ |
cisco = [F 4]
SYSTEM DsL HOME NETWORK SECURITY ADVANGED

EUMMARY | WAMEETUP | LANSETUP | WIRELEES | HPNA

WAN Setup |

Broadband Type : D&l o
D5L mode ATh %
| AT [P lU W26
||Broadband Connect Type Service Category | UER Without PCR %
| FPF over Ethernet [FPPOE] v
Encapzulation hMade
LLCSSHAP-BERIDGING W

| LM W - Enable hutiple Protocels Over a [ Enable Duality Of Sarvice

|[Single PYT

| PPP Uzemame: test
FPP Password: !oooo
PPPaE Service
Hame: I—I
Authenticati
| Methad: [aura ]

| |:| Dial on demand (with idle timeout timer)

| I:‘ FPP IP extension
[ Use static IF Address

D Retry PPP password on authentication emor

| [] Enable PPP Debug Mode

Bridge PPPoE Frames Between AN and Local
| Parts

|Enable 16K hutticast
| Enable st service

Save

In the Broadband Type field, select DSL.
In the DSL Mode field, select ATM. More fields populate on the screen.
Complete the following fields on the screen as follows:

Note: This configuration is an example of a specific setting for the residential
gateway. Your values may differ depending upon your service provider.

a Inthe Broadband Connect Type field, select PPP over Ethernet (PPPoE).
b In the Encapsulation Mode field, select LLC/SNAP - Bridging.
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¢ Check the VLAN Mux - Enable Multiple Protocols Over a Single PVC
check box, if applicable.

d Inthe PPP Username: field, enter the user name for the point-to-point
protocol.

e Inthe PPP Password: field, enter the password for the point-to-point
protocol.

f In the PPPoE Service Name: field, enter the name for the point-to-point over
Ethernet service.

g Inthe VPI field, enter the virtual path identifier (VPI). Values are: 0 to 65535.

h Inthe VCI field, enter the virtual channel identifier (VCI). Values are:
0 to 65535.

i Inthe Service Category field, select ABRI Without PCR.

j  Check the 'Enable Quality of Service' check box if applicable
k In the Authentication Method field, select AUTO.

1  Check Enable NAT.

m Check the Enable IGMP Multicast check box, if applicable
n Check the Enable WAN Service check box

Click Save to save your settings.

8 Click Reboot. This action reboots the residential gateway so that the WAN setup
configuration takes effect.

Configuring the WAN Interface (MER Broadband Type)

104

To configure a WAN interface for MAC Encapsulation Routing (MER) broadband
type, complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

Nmin | N a
cisco e

DSL HOME NETWORK SECURITY ADVANGED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

gL :J e 39
LAz
LANG
LANg
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2 Click WAN Setup. The WAN Quick Setup screen opens.

Ll e & M g @

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

WAN Quick Setup

Wide Area Network (WAN) Setup

Choose Add, Edit, or Remove to configure WAN interfaces.
Choose Reboot to apply the changes and reboot the system.

Port/Vpi/vdi |VLAH Mux | Category | Service | Interface | Protocol | IGMP | QoS ‘State ‘ Remove | Edit ‘

Remove Reboot
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3 Click Add to add a new WAN interface, or click Edit to modify an existing WAN
interface.

e

i | | 55 rl
cisco == lute &

SYSTEM E HIGME NETWOfi SECURITY ALVANGED
SUMMARY | WANEETUPR | LANSETUP | WRELEES | HPNA

WAN Setup I

Broadband Type : 5L b
O5L mode AThl & —
B (K%l D W |35
Broadband Connect Type Service Category UBh‘Mthout PCR %

Encapsulation hode

LLC/SNAP-BRIDGING %

[ClLaN hsx - Enable Muttiple Protosels dver a [ Enable Quality OF Service
Single PWC

@ Obtain IP address automatically

O Uz the following [P address:
WA 1P Address:

AN Subnet Mash:

@ Obtain default gateway autemnatically
O Uze the following default gateway:

Use P
Address: e m—
Use WiAN |—|

Interface:

@ Obtain OMS server addresses
([automatically

O Uz the following ONS sarver
[pddresses:

Primary DNS zerver:
Secondary ONS |—
Server:

Enabla HAT

Enable Fullcone MAT [
Enable |GMP huticast
Enable WAH Service

. Save y

In the Broadband Type field, enter DSL.
5 In the DSL Mode field, select ATM. More fields populate on the screen.
Complete the following fields on the screen as follows:

Note: This configuration is an example of a specific setting for the residential
gateway. Your values may differ depending upon your service provider.

a Inthe Broadband Connect Type field, select MAC Encapsulation Routing
(MER).

b In the Encapsulation Mode field, select LLC/SNAP - Bridging.
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WAN Quick Setup
Select the VLAN Mux - Enable Multiple Protocols Over a Single PVC check
box, if applicable.

In the VLAN ID[0-4095]: field, enter an ID for the VLAN. Values are: 0 to
4095.

In the VPI field, enter the virtual path identifier (VPI). Values are: 0 to 65535.

In the VCI field, enter the virtual channel identifier (VCI). Values are: 0 to
65535.

In the Service Category field, select UBR Without PCR.

Select the Enable Quality of Service check box, if applicable.
Select the Obtain an IP address automatically option.

Select the Obtain default gateway automatically option.
Select the Obtain DNS server addresses automatically option.
Select Enable NAT.

Select the Enable IGMP Multicast check box.

Select the Enable WAN Service check box.

Click Save. The system returns to the previous screen.

Click Reboot. This action reboots the residential gateway so that the WAN setup
configuration takes effect.
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LAN Setup

The Local Area Network (LAN) Setup screen allows users to set up LAN settings
such as Dynamic Host Configuration Protocol (DHCP), Internet Gateway Multicast
Protocol (IGMP), and Universal Plug and Play (UPnP).

Path: Home Network > LAN Setup

LY e g i

v
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Local Area Network (LAN) Setup

Configure the DSL Residential Gateway IP Address and Subnet Mask for LAN interface. Sawve button only
saves the LAN configuration data. Save/Reboot button saves the LAN configuration data and reboats the
residential gateway to make the new configuration effective.

IP Address: 192.168.1.254
Subnet Mask: 2h5.2566.265.0

Enable UPnP

& Disable DHCP Server

@ Enable DHCP Server
Start IP address: | 192.168.1.64
End IP Address: 192.168.1.253
Subnet Mask: 265.265.256.0
Leased Time (hour): 24

Configuring the LAN Interface
To configure the LAN interface, complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

Woeae & BN B W

SYSTEM DSL HOME NETWORK SECURITY ADVANGED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

|L'W | ‘ | e 39
e | ]

o | L

o | L

|HPNA | ‘ | Show HPNA Client
|W|re\es£ | ‘ | Show Wireless Client
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2 Click LAN Setup. The Local Area Network (LAN) setup screen opens.

| .ﬁ
U ' ' - $ho
«':In's::lc; [S— a % g ®

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WAN SETUP LANSETUP | WIRELESS | HPNA

Local Area Network (LAN) Setup

Configure the DSL Residential Gateway IP Address and Subnet Mask for LAN interface, Save button only
saves the LAN configuration data. Sawve/Reboot button saves the LAN configuration data and reboots the
residential gateway to make the new configuration effective.

IP address; 192.168.1.264
Subnet Mask: 255.255.255.0

Enahle UPnP

© Disable DHCP Server

& Enable DHCP Server
Start IP Address: 192168164
End IP Address: 192.168.1.253
Subnet Mask: 255.255.255.0
Leased Time (hour): 24

3 Inthe IP Address field, enter the IP address for the residential gateway.
In the Subnet Mask field, enter the subnet mask for the residential gateway.
5 Do you want to enable UpnP?
B If yes, check the Enable UPnP check-box.
® If no, clear the Enable UPnp check-box.
6 Do you want to Enable the DHCP server?
B If yes, select Enable DHCP Server, and go to step 7.
® If no, select Disable DHCP Server, and go to step 8.
7 Under Enable DHCP server, enter the following information:

a Inthe Start IP Address field, enter the first IP address in the range for the
DHCP IP address lease pool.

b Inthe End IP Address field, enter the last IP address in the range for the
DHCP IP address lease pool.

¢ In the Subnet Mask field, enter the subnet mask for the DHCP server.

d Inthe Leased Time (hour) field, enter the duration of the DHCP lease
address.

8 Click Save to save the changes or click Save/Reboot to save the changes and
reboot the residential gateway.
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Reserving IP Addresses

The Address Reservation screen allows you to reserve IP addresses for specific
devices. For example, you can reserve IP addresses for your laptop or PC in your
home.

Path: Home Network > LAN Setup > Address Reservation
' ' ' {‘T“
s e = B B W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

P MAC Remove

Reserving IP Addresses

To reserve a specific IP address for a specific MAC address, complete the following
steps.
1 Click Home Network on the main screen. The Client Summary screen opens.
o - s m
cllsclo ¢ a % % L'}J

SYSTEM DSL HOME NETWORK SECURITY ADVANGED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary
o E

192.168.1.64
00:10:60:03.9F:33

|LANZ

|LAN4

|HFNA

Show HPMA Client
Show Wireless Client

|LAN3 | |
I |
| |

|Wire\ess
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2 Click LAN Setup. The Local Area Network (LAN) setup screen opens.
g S m’
'cllsclo w%w a % {L\f.‘

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Local Area Network (LAN) Setup

Configure the DSL Residential Gateway IP Address and Subnet Mask for LAN interface. Save button only
saves the LAN configuration data. Save/Reboot button sawves the LAN configuration data and reboots the
residential gateway to make the new configuration effective.

IP Address: 192168.1.254
Subnet Mask: 2552562550

Enable UPRP

O Disable DHCP Server

@ Enable DHCP Server
Start IP Address 192168164
End IP Address: 192.168.1.253
Subnet Mask: 255.255.255.0
Leased Time (hour): 24

3 Click Address Reservation. The Reserve Specific IP Addresses for Specific MAC
Addresses screen opens.

aliln 1 b -
cisco e is @

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Reserve Spedific IP Addresses for Spedfic MAC Addresses

Static DHCP Client List
Assign thisIP : To this MAC :

12 ].[es ].[i ]| N Y N I

4 In the Assign this IP field, enter the IP address you want to assign to the MAC
address.

5 In the To this MAC field, enter the MAC address to which you want to assign the
IP address.

6 Click Save to save your settings.
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Wireless Summary

The Wireless Summary screen shows the MAC address and security information for
the wireless connection.

Path: Home Network > Wireless > Summary

W o= & N B W

SYSTEM DsL HOME NETWORK SECURITY ADVANCED

Wireless Summary

[MAC Address | 00:1E:BB FA'SC: DB
EEEE Cisco

‘Authemicauuﬂ ‘ open

‘ Encryption ‘ WEF Encryption:disabled
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Wireless Basic

The Wireless -- Basic screen allows you to configure the basic features of the wireless
LAN interface. You can enable or disable the LAN interface, hide the network from
active scans, enter a name for the wireless network, and restrict the channel set based
on country requirements.

Path: Home Network > Wireless > Basic

W oeaee © N 2 W

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Wireless -- Basic

This page allows you to configure basic features of the wireless LAN interface. You can enable or disable the
wireless LAN interface, hide the network from active scans, set the wireless network name (also known as
SSID) and restrict the channel set based on country requirements.

Click "Apply" to configure the basic wireless options.

Enable Wireless

[0 Hide Access Point

SSID: ‘C\sco
Channel:
BSSID: 00:18:68:FF:61:6B

Wreless 802119 & 80211b ¥
Mode:

549

Protection:

[ Enable WMM

Save/Apply

Enabling the Wireless Network

To enable the wireless network, complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

o = N 2 W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

| [~ =
o | L

lera | ‘ |

e | L

|HPNA | ‘ | Show HPNA Client
wireless | ‘ [Show Wireless Glen

4020210 Rev A 13



Chapter 5 Home Network Configuration

2 Click Wireless. The Wireless Summary screen opens.

Woeaewe & K 2 @

SYSTEM HOME NETWORK SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Security

MAC Address | 00:1E:BB:FASC: DS

|
|
EE Cisco
|Authentication open

‘ Encryption |\-“u"EF' Encryption:disabled

3 Click Basic. The Wireless Basic screen opens.

<« B 2 ©

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

]
c15¢co

Wireless - Basic

This page allows you to configure basic features of the wireless LAN interface. You can enable or disable the
wireless LAN interface, hide the network from active scans, set the wireless network name (also known as
SSID) and restrict the channel set based on country requirements.

Click "apply" to configure the basic wireless options.

Enable Wireless

[ Hide Access Point

SSID: ‘C\scu

Channel:

BSSID: 00:18:68:FF:61:6B
Mireless 802.11g8 802110 ¥
Mode:

54qg

Auta ¥
Protection:
[0 Enable wMM

Save/Apply

4 Check the Enable Wireless check box to enable the wireless network. The screen
populates with additional fields.

5 Do you want to prevent other wireless clients from communicating with the
wireless access point (AP) of the residential gateway?

B If yes, check the Hide Access Point check box. This feature prevents any
other wireless client from communicating with the access point of the
residential gateway (or disables the wireless connection).

B If no, uncheck the Hide Access Point check box.

6 In the SSID field, enter the Service Set Identifier (SSID).
From the Channel drop-down list, select Auto or a channel from 1 to 11.

8 In the Wireless Mode field, select the wireless mode from the drop-down list:
B 802.11g & 802.11b - Allows you to mix Wireless-B with Wireless-G

equipment, but you will lose the higher performance speeds of Wireless-G.
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B 802.11g only - Features the same benefits as Wireless-B, but offers 5 times the
speed at up to 54 Mbps. Wireless-G currently offers the best combination of
performance and value. You can mix Wireless-B with Wireless-G equipment,
but you will lose the higher performance speeds of Wireless-G.

B 802.11b only - Operates on the 2.4GHz frequency band and can transmit data
at speeds of up to 11 Mbps within a range of up to 100-150 feet. Wireless
range can be affected by reflective or signal-blocking obstacles, such as
mirrors, walls, devices and location, whether indoors or outdoors.

9 In the 54¢g Protection field, select Auto or Off. Do not disable 54g Protection if
there is a possibility that an 802.11b device may need to use your wireless
network.

Notes:

— 54g Protection allows 802.11g and 802.11b devices to co-exist in the same
network without “speaking” at the same time. In Auto Mode, the
wireless device will use RTS/CTS to improve 802.11g performance in
mixed 802.11g/802.11b networks. Turn protection off to maximize
802.11g throughput under most conditions.

— You can enable Wi-Fi Multimedia (WMM) support to help improve the
Quality of Service (QoS) for your wireless traffic. It is recommended that
you leave these settings unchanged if you are not sure about your
configuration. Changing these values may lead to unexpected blockages
of traffic on your wireless LAN, and the blockages might be difficult to
diagnose.

10 Click Save/Apply to enable the wireless network.

Securing Your Wireless Network with WEP

WEP is a security protocol for wireless networks. WEP provides security by
encrypting data over radio waves so that it is protected as it is transmitted from one
end point to another. A shared key (similar to a password) is used to allow
communication between the computers and the residential gateway. WEP offers a
basic, but satisfactory level of security for wireless data transmission.

To secure your wireless network with Wired Equivalent Privacy (WEP), complete
the following steps.
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1 Click Home Network on the main screen. The Client Summary screen opens.

Nmin 5, a
cisco 59

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

| [ IR
e | [ ]
o [ ]
| [
HPNA, Show HPMA Client
Wireless Show Wireless Client

2 Click Wireless. The Wireless Summary screen opens.

W v N 2

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Summary

|MAC Address | 00-1E:BB FASC: DA

EEEE Cisco
‘Authemicauuﬂ ‘ open

‘ Encryption ‘ WEF Encryption:disabled

3 Click Security. The Wireless -- Security screen opens.

il s 2

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless — Security

Select SSID

Metwork Authentication,
WEP Encryption Disabled v
Savefipphy

4 In the Select SSID field, use the drop-down list to choose an option for the
service set identifier (SSID).

Note: You can add options to this drop-down list on the Wireless -- Basic screen.
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5 In the Network Authentication field, choose one of these two options for the
authentication method.

B Open. All devices may access the wireless network when WEP Encryption is
disabled. When no authentication is required and if encryption is disabled,
then the data that is passing between the access point and the client is also
not encrypted. When WEP is enabled, the data is encrypted, but the client is
not authenticated.

B WPA/WPA2. See Securing Your Wireless Network with Encryption Keys (on
page 120).

6 In the WEP Encryption field, select Enabled. The Wireless -- Security screen
populates with more fields.

. —a
nlllnllln ,_,_!.. , .‘u‘y.
cIsco Emm a % e @

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP LAN SETUP WIRELESS | HPNA | SERVICES HELP

Summary i Advanced

Wireless -- Security

Select 35I0: Cisco v

Metwork Authentication:

WEP Encryption “nabled |

Encryption Strength: [128-hit v

Current Netwark Key 15

Metwork Key 1:

Metwork Key 2:

Metwork Key 3:

Metwork Key 4:
Enter 13 ASCI characters or 26 hexadecimal digits for 128-bit encryption
keys
Enter & ASCIl characters or 10 hexadecimal digits for B4-bit encryption
keys

WEP Key Paraphrase: |[ Generate J

"The encryption strength 125-bit generates 1 key. G4-bit

generates 4 keys

Savefipply

7 In the Encryption Strength field, choose one of the following options:

B 64-bit. Secures your network by 64-bit (10 hex) encryption of all traffic using
a static key.

B 128-bit. Secures your network by 128-bit (26 hex) encryption of all traffic
using a static key.

Important: These settings must be identical to your wireless client devices.
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8 Do you want the system to generate the network key for you?
B If yes, go to step 11.

®  If no, you must disable Serial Number Encryption and enter your own
network key(s) in the field provided. Go to step 9.

9 In the Current Network Key field, select a network key from the drop-down list.
Values are: 1, 2, 3, or 4.

10 In the Network Key 1 field, enter the network key you wish to you use based on
the encryption strength as discussed in step 7.

11 Based on the encryption strength you chose in step 7, do one of the following.

®  For 64-bit encryption, you can choose to enable Serial Number Encryption.
When you enable Serial Number Encryption, the serial number of the
gateway is preceded with a 0 (numeric zero) and is then used as the Network
Key. Serial Number Encryption is not available for 128-bit encryption. If you
don't want to use Serial Number Encryption (64 bit only), disable it by
selecting Disabled from the drop-down list. Repeat steps 9 and 10 for keys 1
through 4 if you use 64-bit encryption. Go to step 12.

®  For 128-bit encryption, only one network key is used. Go to step 12.

12 In the WEP Key Paraphrase field, enter your information as follows based on 64-
bit or 128-bit encryption strength:

®  For 64-bit encryption strength, enter a passphrase (1 to 31 characters) and
click Generate. Four keys are generated based on the passphrase.

®  For 128-bit encryption, enter a passphrase (1 to 31 characters) and click
Generate. Four keys are generated based on the passphrase.

13 Click Save/Apply.

Disabling the Wireless Network

To disable the wireless network, complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

alialn i a
cisco e

DSL HOME NETWORK SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

] Ej o W19EIE'EWDE§31'BEFA 3

Lanz

LANG

Lans

HPNA
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2 Click Wireless. The Wireless Summary screen opens.

il s R e

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Summary

|MAC Address | 00:1E:BB:FASC: DS
EE Cisco
Authentication open

Encryption WEP Encryption:disabled

3 Click Basic. The Wireless Basic screen opens.

il s B 2 %

v
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Wireless - Basic

This page allows you to configure basic features of the wireless LAN interface. You can enable or disable the
wireless LAN interface, hide the network from active scans, set the wireless network name (also known as
SSID) and restrict the channel set based on country requirements.

Click "apply" to configure the basic wireless options.

Enable Wireless

[ Hide Access Point

SSID: ‘C»scu

Channel:

BSSID: 00:18:68:FF:61:6B
Wireless
Mode:

54qg

Auta ¥
Protection:
[0 Enable wMM

Save/Apply

4 Uncheck the Enable Wireless check box. The wireless network fields are
removed from the screen.

5 Click Save/Apply to disable the wireless network.
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Wireless Security

The Wireless Security screen allows you to configure security features of the wireless
LAN interface. You can set the network authentication method, select data
encryption, specify whether a network key is required to authenticate to this
wireless network, and specify the encryption strength.

Path: Home Network > Wireless > Security

WEP Encryption Disabled
mi L %
cisco S g
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WAN SETUP LAN SETUP WIRELESS | HPNA | SERVICES HELP
Summary Basic Advanced

Wireless — Security

Select SSID: [Cisca ¥
Metwork Authentication, |b£en v
WEP Encryption |D|Sab\ed V‘

Savefipphy

Securing Your Wireless Network with Encryption Keys

If you choose WPA Personal (also known as Wi-Fi Protected Access-PreShared Key)
as the network authentication method, you can secure your network by encrypting

all traffic using a pre-shared dynamic key. The following security methods are
described:

B WPA Personal or WPA2 Personal

B Mixed WPA2 Personal/WPA Personal
® WPA/WPA2 Enterprise

B Mixed WPA/WPA2 Enterprise

WPA Personal or WPA2 Personal

To secure your wireless network with a pre-shared dynamic key, complete the
following steps.
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Wireless Security

1 Click Home Network on the main screen. The Client Summary screen opens.

‘
Nmin 5, a
cisco 9
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

| [ IR
e | [ ]

o [ ]

| [

HPNA, Show HPMA Client
Wireless Show Wireless Client

2 Click Wireless. The Wireless Summary screen opens.

] % & .17
cisco Lo
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Summary

|MAC Address | 00-1E:BB FASC: DA

Cisco

| ssD
‘Authemicauuﬂ ‘ open

‘ Encryption ‘ WEF Encryption:disabled

3 Click Security. The Wireless -- Security screen opens.

N __ a &: L
cisco 9
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Wireless -- Security

Selact 2210 Ciscob152 v

Metwork Authentication: ‘WPA Personal ]

Serial Number Encryption:

WA Pre-Shared Key: Click here to display
WPA Group Rekey Interval 300
WPA Encryption TKIP ~

Savefspphy

4 In the Network Authentication field, select WPA Personal or WPA2 Personal
from the drop-down list.
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5 Select Enabled or Disabled to enable or disable your Serial Number Encryption
function. Your serial number is printed on the back label of your device. If you
enable this function, the system will automatically use your serial number as the
pre-shared key for WPA Authentication.

6 In the WPA Pre-Shared Key field, enter a shared Key (8-63 characters). The
system will periodically generate a dynamic key based on the shared key.

7 Inthe WPA Group Rekey Interval field, enter the group key renewal time period
(in seconds). This time defines how often the dynamic key is regenerated

8 In the WPA Encryption field, select the encryption from the drop-down list. You
have the option of choosing TKIP (Temporal Key Integrity Protocol), AES
(Advanced Encryption System), or both. Typically AES is seen to be a more
reliable form of encryption.

9 Click Save/Apply to save your settings.

Mixed WPA2 Personal/WPA Personal

The security mode supports simultaneous WPA Personal and WPA2 Personal
connections. You can have devices that use either WPA Personal or WPA2 Personal.
The access point automatically chooses the encryption algorithm used by each client
device.

To configure the Mixed WPA Personal and WPA2 Personal security settings for the
access point, follow these steps:

1 Click Home Network on the main screen. The Client Summary screen opens.

alialn i a
cisco o

DSL HOME NETWORK SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

LAN :J o W19E|2'EWDE§31'96F4 33
LANZ

LANG

LA |

122 4020210 Rev A



4020210 Rev A

Wireless Security

2 Click Wireless. The Wireless Summary screen opens.

W e o B 2

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Securit ¥

|MAC Address | 00:1E:BB:FASC: DS

EE Cisco
|Authentication open

‘ Encryption WWEF Encryption: disabled

3 Click Security. The Wireless -- Security screen opens.

MM ] z Terl
cisco i i@
BYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Wireless - Security

Select S510: Cizco5152
Metwork Authentication | Mixed WRAZ PersonaliWPA Personal %

Serial Number Encryption Disabled

WWPA Pre-Shared Key: Click hers to display.
WPA Group Rekey Interval 3600

WPA Encryption TKIP+AES v

Sawefipahy

In the Network Authentication field, select Mixed WP A2 Personal/ WPA
Personal from the drop-down list.

Select Enabled or Disabled to enable or disable your Serial Number Encryption
function. Your serial number will be printed on the back label of your device. If
you enable this function, the system will automatically use your serial number as
the network key for your WEP encryption.

In the WPA Pre-Shared Key field, enter a shared Key (8-63 characters). The
system will periodically generate a dynamic key based on the shared key.

In the WPA Group Rekey Interval field, enter the group key renewal time period
(in seconds). This time defines how often the dynamic key is regenerated

In the WPA Encryption field, select the encryption from the drop-down list.
Click Save/Apply to save your settings.
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WPA/WPA2 Enterprise

WPA/WPA2 Enterprise is used in coordination with a Remote Authentication
Dial-In Use Service (RADIUS) server for client authentication.. If you choose this to
be your authentication method, make sure that a RADIUS server is available in the
network for authentication.

To configure the WPA /WPA2 Enterprise security settings for the access point,
complete the following steps.
1 Click Home Network on the main screen. The Client Summary screen opens.
e . | s ‘.Tl
e

SYSTEM DSL HOME NETWORK SECURITY ADVANGED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

192.168.1.64

AN 00:10:60:03:9F:33

|LAN2

|LANA

Show HPNA Client
Show Wireless Client

|HPNA

|LAN3 |
I
|

|\/V|re\ess

2 Click Wireless. The Wireless Summary screen opens.

= B 2 ©

SYSTEM DsL HOME NETWORK SECURITY ADVANCED

]
c15¢co

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Wireless -- Security

Select SSI0: Cisco5152 v
MNetwork Authentication: YWEAZ Enterprise
WPAZ2 Preauthentication Disabled
Netwark Re-auth Interval 36000

WPA Group Rekey Interval: 3600
RADIUS Server IP Address 0.00.0

RADIUS Fort: 1812
RADIUS Key:
WPA Encryption AES ~

Save/Apphy

3 In the Network Authentication field, select WPA/WPA2 Enterprise from the
drop-down list.

4 Select Enabled or Disabled for your WPA2 Pre-authentication.
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Wireless Security

Note: In pre-authentication, a WPA2 wireless client can perform an 802.1X
authentication with other wireless access points in its range when it is still
connected to its current wireless access point.

In the Network Re-auth Interval, enter the interval at which the re-authentication
occurs.

In the WPA Group Rekey Interval field, enter the group key renewal time period
(in seconds). This time defines how often the dynamic key will be regenerated.

In the RADIUS Server IP Address enter the IP address for your RADIUS server.

In the RADIUS Port field, enter the port number for your RADIUS server. The
default port is 1812.

In the Radius Key field, please enter the secret key used by the access point and
RADIUS server.

In the WPA Encryption field, please select your data encryption method from
TKIP (Temporal Key Integrity Protocol) or AES (Advanced Encryption
Standard).

Click Save/Apply to save your settings.

Mixed WPA/WPA2 Enterprise

4020210 Rev A

The security mode supports simultaneous WPA Enterprise and WPA2 Enterprise

connections. You can have devices that use either WPA Enterprise or WPA2
Enterprise. The access point automatically chooses the encryption algorithm used by
each client device.

To configure the Mixed WPA /WPA?2 Enterprise security settings for the access
point, complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

'::In's'élc;' - a ‘%] % g .

DSL HOME NETWORK SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

LAN :J o W19E|2'EWDE§31'96F4 33
LANZ

LANG

LA |
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10

11

Click Wireless. The Wireless Summary screen opens.

[ [ [ 1 Li
élllséltla s % % i@

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WAN SETUP LANSETUP | WIRELESS | HPNA

Summary Basic Advanced WYi-Fi Protected Setup

Wireless -- Security

Select S5ID: Cizco5152 v

Metwark Authentication

WRAZ Preauthentication: Disahled +

Metwork Re-auth Interval: 36000
WA Group Rekey Interval: 3600
RADIUS Server IP Address:  0.0.0.0
RADIUS Port: 1812
RADIUS Key |

WRA Encryption: TKIP+AES &

Savelipply

In the Network Authentication field, select Mixed WPA2 Enterprise/WPA
Enterprise from the drop-down list.

Select Enabled or Disabled for you WPA2 Pre-authentication.

Note: In pre-authentication, a WPA2 wireless client can perform an 802.1X
authentication with other wireless access points in its range when it is still
connected to its current wireless access point.

In the Network Re-auth Interval, enter the interval at which the re-authentication
occurs.

In the WPA Group Rekey Interval field, enter the group key renewal time
period. This time defines how often the dynamic key will be regenerated.

In the RADIUS Server IP Address, enter the IP address for your RADIUS server.

In the RADIUS Port field, enter the port number for your RADIUS server. The
default port is 1812.

In the Radius Key field, enter the secret key used by the access point and
RADIUS server.

In the WPA Encryption field, select your data encryption method from TKIP
(Temporal Key Integrity Protocol), AES (Advanced Encryption Standard), or
TKIP+AES.

Click Save/Apply to save your settings.
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Wireless MAC Filtering

The Wireless -- MAC Filtering screen allows you to allow or block certain wireless
clients from accessing the residential gateway. If you know the MAC address of the
client you want to block, you can use this screen to provide access to the residential
gateway or block that client from accessing it.

Path: Home Network > Wireless > Advanced > MAC Filter

= N 2 ©

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

il
cisco

Security

Wireless MAC Filtering

MAC Restrict Made: @& Disabled O Allow O Deny

[MAC Addressrl Remave ‘

Allowing Wireless Clients to Access the Residential Gateway

You can allow wireless clients to access the residential gateway if you know the
client's MAC address. MAC restrict mode must be enabled. To allow wireless clients
to access the residential gateway, complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.
o - ‘ s ‘,Tl
cllsclo @ % % % s @

SYSTEM DSL HOME NETWORK SECURITY ADVANGED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

i 192,168,164
| mososers

|LAN1

|LANZ

|LAN4

|HFNA

Show HPMA Client
Show Wireless Client

oo | |
| !
I |
| (

|Wire\ess
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128

2 Click Wireless. The Wireless Summary screen opens.

vl 0 i
cisco i

EYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Summary

[MAC Address | 00:1E-6B.FASC.DE

EE Cisco
Authentication open

Encryption WEP Encryption:disabled

3 Click Advanced. The Wireless Advanced Settings screen opens.

N o ;1_
cisco w ico

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Advanced Settings

» MAC Filter
+ Wireless Bridge
» Station Info

4 Click MAC Filter. The Wireless MAC Filtering screen opens.

alvaln a o i
cisco o

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless MAC Filtering

MAC Restrict Mode: @& Digabled O Allow O Deny

MAC Address | Remaove

5 In the MAC Restrict Mode field, click Allow to enable the MAC restrict mode.
6 Click Add. The Wireless -- MAC Filter screen opens.

In the MAC Address field, enter the MAC address of the client that you want to
allow access to the residential gateway.

8 Click Save/Apply to allow this wireless client to access the residential gateway.
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Wireless MAC Filtering
Blocking Wireless Clients

You can block wireless clients from accessing the residential gateway if you know
the client's MAC address. MAC restrict mode must be enabled. To prevent wireless
clients from accessing the residential gateway, complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

il o = E & @

SYSTEM HOME NETWORK SECURITY ADVANGED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

|L'W | ‘ “ | e 39
|LAN2 | ‘ |

we | L

| |

HPMA Show HPNA Client
Wireless Shaw Wireless Client

2 Click Wireless. The Wireless Summary screen opens.

s m—— AN 2 @

v
SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Summary

MAC Address 00:1E:BB:FA:9C:DE
351D Cisco

Authentication open

‘ Encryption ‘ WEF Encryption:disabled

3 Click Advanced. The Wireless Advanced Settings screen opens.

alaln o
cisco w |-

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS I HPNA I SERVICES | HELP

Wireless Advanced Settings

e« MAC Filter
* Wireless Bridge
s Station Info
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4 Click MAC Filter. The Wireless MAC Filtering screen opens.

« & £ ¥

HOME NETWORK SECURITY ADVANCED

alaln
cisco

SYSTEM

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Security

Wireless MAC Filtering

MAC Restrict Mode: @& Digabled O Allow O Deny

N
| MAC Address | Remove ‘

In the MAC Restrict Mode field, click Deny to enable the MAC restrict mode.
6 Click Add. The Wireless -- MAC Filter screen opens.

In the MAC Address field, enter the MAC address of the client that you want to
prevent from accessing the residential gateway.

8 Click Save/Apply to prevent this wireless client from accessing the residential
gateway.
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Wireless Bridge

Wireless LAN Bridging (also referred to as a Wireless Distribution System, WDS)
refers to two or more 802.11 access points that send traffic between them (from
access point to access point) as opposed to between access point and a client

computer.

Wireless Bridge

The Wireless Bridge screen allows you to configure the wireless bridge features of

the wireless LAN interface as follows:

®  Select Wireless Bridge in the AP mode to disable access point functionality.

®  Select Access Point in the AP mode to enables access point functionality.
Wireless bridge functionality will still be available and wireless stations will be

able to associate to the AP.

B Select Disabled in the Bridge Restrict field to disable wireless bridge restriction
so any device can communicate with the residential gateway over the wireless

bridge.

B Select Enabled in the Bridge Restrict field to enable wireless bridge restriction to
restrict the bridges that can communicate with the residential gateway over the

wireless interface.

®  Enter the MAC Address of the remote bridge in the Remote Bridges MAC

Address field

Path: Home Network > Wireless > Advanced > Wireless Bridge

Bridge Restrict Disabled

4020210 Rev A

.lll-lll. . E— % .
cisco === ke
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY WAN SETUP LAN SETUP WIRELESS ‘ HPNA

Summary. Basic Security C ‘Wi-Fi Protected Setup

Wireless Bridge

This page allows you to configure wireless bridge features ofthe wireless LAN interface. You can selectWireless Bridge
{also known as Wireless Distribution Systerm) to disable acess point functionality. Selecting Access Point enables
access point functionality, Wireless bridge functionality will still he available and wireless stations will be ahle to
associate to the AP. Select Disabled in Bridge Restrict that disables wireless bridge restriction. Any wireless bridge will
be granted access Selecting Enabled enables wireless bridge restriction. Only those bridges selected in Remaote
Bridaes will be granted access

Click "Save/Apply™ to configure the wireless bridge options

AP Mode: [ocess Foint__ |
Bridge Restrict Disabled |
Savelbpaly
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Bridge Restrict Enabled
o = KN & @

SYSTEM Dl

HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Wireless Bridge

Thig page allows you to configure wireless bridge features of the wireless LAN interface. You can selectWireless Bridge
(also known as Wireless Distribution Systern) to disable acess point functionality. Selecting Access Point enables
access point functionality. Wireless bridge functionality will still be available and wireless stations will be able ta
associate to the AP, Select Disabled in Bridge Restrict that disables wireless bridge restriction. Any wireless bridge will

be granted access. Selecting Enahled enahles wireless bridge restriction. Only those bridges selected in Remote
Bridges will be granted access

Click "Sawe/Apply™ to configure the wireless bridge options.

AF Mode: Wwireless Bridge ™
Bridge Restrict Ensbled

Rermote Bridges MAC Address: ‘UU Tefbiac2e1y ‘ ‘ |

Savelbpply
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Wireless Station List

This page shows associated wireless MAC addresses and status.
Path: Home Network > Wireless > Advanced > Station Info

L) L) L) m

b e = N OB W

SYSTEM DsL HOME NETWORK SECURITY ADVAMCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Wireless Station List

Wirel A iated Stati

This page shows associated wireless MAC addresses and status.

MAC | Associated

Showing MAC Addresses and Clients

To show the wireless MAC Address and clients, complete the following steps.
1 Click Home Network on the main screen.

2 Click Wireless. The Wireless Summary screen opens.

AT = i

¢

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Summary

|MAC Address | 00:1E:BB:FASC: DS
EE Cisco
Authentication open

Encryption WEP Encryption:disabled

3 Click Advanced. The Wireless Advanced Settings screen opens.

o = KB OS2 @

SYSTEM DSL HOME NETWORK SECURITY ADVANCED

wireless Advanced Settings

* MAG Filter
+ Wireless Bridge
+ Station Info
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4 Click Station Info. The Wireless Station List opens.
5 Click Refresh to update the list of MAC addresses and associated status.
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Wi-Fi Protected Setup

Wi-Fi Protected Setup

Wi-Fi Protected Setup (WPS) is a standard for easy and secure establishment of a
wireless home network.

You can choose to use either the PBC or PIN method for connecting the wireless
networks using WPS. But first, you will still need to configure the appropriate
authentication on your router. For more information, see Security Configuration (on
page 141).

Note: Ensure that your wireless client supports WPS. If your wireless client does not
support WPS, you cannot use this functionality.

Path: Home Network > Wireless > Wi-Fi Protected Setup

o w N 2

SYSTEM DsL HOME NETWORK SECURITY ADWVANCED
SUMMARY | WANSETUP LAN SETUP WIRELESS | HPNA

Summary Security Advanced

Wi-Fi Protected Setup

WS status: I@

Use ane of the following for each Wi-Fi Protected Setup supported device:

1. If your client device has a Wi-Fi Protected Setup button, press that button and then click the button on the right. @
OR

2. If your client device has a Wi-Fi Protected Setup PIN number, enter that number and click "Register” button below,

OR

3. If your client asks for the Wireless AP's PIN nurber, enter this nurber 67315239 in your client device

Wi-Fi Protected Setup Simple-Config-State: UnCaonfigured

Network Name (SSID): Cisco5152
Security: WEP
Encryption: nfa
Passphrase: 0150005152

PBC Method

The PBC method requires the user to press a button (either actual or virtual) on both
the DDR2200 and the new wireless client device to establish the wireless connection.

To set up your wireless network using the PBC method, complete the following
steps.

1 Click Home Network on the main screen.

2 Click Wi-Fi Protected Setup. The Wi-Fi Protected Setup screen opens.

3 For the WPS status drop-down field, select Enabled to enable the WPS status.
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PIN Method

136

4

Click the button at the right-hand-side on the page or the Wi-Fi-sec button on the
device. Then, within 2 minutes, push another button on your client adapter's
WPS setup screen. It should start the process of configuring the wireless security
on your client station.

The PIN method requires the user to enter a personal identification number (PIN)
from a label on the new device to establish the wireless connection.

To set up your wireless network using a PIN:

1

2
3
4

Click Home Network on the main screen.
Click Wi-Fi Protected Setup. The Wi-Fi Protected Setup screen opens.
For the WPS status drop-down field, select Enabled to enable the WPS status.

In the PIN field, enter the same PIN number (8-digit number, sometimes it will
be shipped with your client's adapter if it supports WPS) for both of the wireless
router and station. Then click Register to start the process of configuring the
wireless security on your client station.
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HPNA Information

The HPNA Info screen allows you to view the HPNA devices connected to the
residential gateway.

Path: Home Network > HPNA > HPNA Info

Woeaew e N OB W

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

HPNA Info

Enable HPMA interface

| Rale | ‘ Wersion

[ mastER | 00:18:68:4d:82 175

HPMA Update

Updating HPNA Information

To update the HPNA information, complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

Nmin &, 2
ci1sco w i

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY I WANSETUP | LANSETUP | WIRELESS | HPNA I SERVICES I HELP

Client Summary

|LAN1

“ 192.168.1.64
00:10:60:03:9F.33

|LAN3

we | ]

|LAN4

HPNA

Show HPMA Client
Show Wireless Client

Wireless
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2 Click HPNA. After a moment of processing, the HPNA Info screen opens.
wifnfn ,J_ == m
b e e BN & W

SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

HPNA Info

Enahle HPMNA inteface

‘ Rale ‘ Wersion

HPMA Update

3 Click HPNA Update to update the HPNA software of HPNA devices attached to
the residential gateway The Update HPNA Image window opens.

alialn 1 a E A
casco EEmmd s o
SYSTEM DSL HOME NETWORK SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Update HPNA Image

Step 1: Obtain an updated HPNA image file from your ISP,

Step 2: Enter the path to the image file location in the box below or click the "Browse” button to locate the image file

Step 3: Click the "Mext" button once to upload the new image file.

Software File Name | |[ Browse.. |

4 In the Software File Name field, enter the name of the file that you want to use to
update your system. You can click Browse to locate the file.

5 Click Next. The software for the attached HPNA devices is updated.
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HPNA Statistics Information

The HPNA Statistics Info screen displays the statistics for the HPNA devices
connected to the residential gateway.

Path: Home Network > HPNA > HPNA Statistics Info
L] L] L] ,J— e {m
e & B 2 W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

HPMNA Statistics Info

0y 1Z7.00.1: {rull) packets
Mame: lo packets
1) 192.168.1.254: tull bytes
Marne: bid bytes
Marne: {null) packets
Marne: (null) packets
Marne: {null) packets
Mame: {null) packets
Mame: {null) packets
Mame: {null) packets
Mame: {null) packets
Mame: {null) packets
Mame: {null) packets
Mame: {null) packets
Mame: {null) packets
Mame: {rull) packets
Mame: {rull) packets
Mame: {null) clock ticks
Mame: (rull) clock ticks
Mame: {null) clock ticks
Marne: {null) clack ticks
Marne: {null) clock ticks
Marne: (null) clack ticks
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Security Configuration

The Security tab allows you to check the security configuration and
modify the configuration.

Use this chapter to help you check the status of the security
configuration or make changes to the configuration.

In This Chapter

MAC Filtering Setup .......cccoveeiviriiiiniiciinieeeeceseeeceeeeeenes
Incoming IP Filtering...........ccccoovviiinininiininiciiceccineecceeeenes
Outgoing IP FIltering ........cccceevvieueirineiceireeeeeeeeeeneeeeeseeeenes
Parental Control Setup - Filtering Function..........c.ccceeecinnencnee.
URL Filtering FUNCHON .......cccccccuiuiiiiiiiiiiiiiicceccces
Stateful Packet INSpection...........cccceevveueucininieicoininieccrneicceeneeenes
Local Certificates...........cooveiiiiiciiiii e
Trusted CA Certificates...........cccooeriiiciiiiii
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Chapter 6 Security Configuration

MAC Filtering Setup

The MAC Filtering Setup screen allows you to set up filters for packets containing
configured MAC addresses. With the MAC Filtering feature, you can restrict access
to certain servers based on their MAC address. MAC Filtering is only effective on
ATM PVCs configured in Bridge mode.

142

Path: Security > Packet Filtering > MAC Filtering

Forwarded MAC Filtering
Forwarded MAC Filtering means that all MAC layer frames will be FORWARDED

except those that match any of the specified rules in the following screen.

« B B

alealn
CIsco

SYSTEM
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

HOME NETWORK

SECURITY

MAC FILTERING

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Change Policy
Choose Add or Remave to configure MAC filtering rules.
WPRIACI | Protocol | Destination MAC Source MAC Frarme Direction | Remove
ALL IPed | 00:00:01:5e:14:45 | 00:00:01:0e:14:20 | LAN<=>=VWAN ]
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MAC Filtering Setup

Blocked MAC Filtering

Blocked MAC Filtering means that all MAC layer frames will be BLOCKED except
those that match any of the specified rules in the following screen.

.éllls.élt;. ; b z %‘ Q *E

HOME NETWORK SECURITY ADVANCED

SYSTEM

PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Function

MAC Filtering Global Policy: BLOCKED

Change Policy

Choose Add or Rermove to configure MAC filtering rules.

[ |
|\fF'INCI |F'ruic|cc|\ | Destination MAC |Suurce MAC |Frame Direction |Remuve |

Adding MAC Filtering

To add MAC Filtering, complete the following steps.
1 Click Security on the main screen. The Packet Filtering tab opens by default.
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2 Click MAC Filtering. The MAC Filtering screen opens.
Nmm - i m
cisco é z o

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules.

WPRIACI | Protocol | Destination MAC Source MAC Frarme Direction | Remove

ALL IPyd | 00:00:01:5e:14:45 | 00:00:01:2e:14:20 | LAN<==VWAN O

3 Check the Enable Filtering Function check box.
4 Click Add to open a blank MAC Filtering screen.

Aol e B

SYSTEM DSsL HOME NETWORK SECURITY ADVANGED

PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

Create a filter to identify the MAC layer frames by specifying at least one condition below. If multiple conditions are specified,
all of them take effect. Click "Apply" to save and activate the filter

Proocol Type:

Destination MAC Address: I:l
Source MAC Address: I:|

Frame Direction: LAN<=>WAN ¥

WAN Interfaces (Configured in Bridge mode only)

Select Al WAN Interfaces

Sawefapaly
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MAC Filtering Setup

5 In the Protocol Type field, select one of the following protocols from the drop-
down menu.

PPPoE
IPv4

IPv6
AppleTalk
IPX
NetBEUI
IGMP

6 In the Destination MAC Address field, enter the frame's destination MAC
address.

In the Source MAC Address field, enter the frame's source MAC address.

8 In the Frame Direction field, select one of the following choices from the drop-
down menu:

® LAN<->WAN
® WAN<->LAN
9 Do you want to select all WAN interfaces?

If yes, check the Select All WAN Interfaces check box under the WAN

Interfaces (Configured in Bridge mode only) field.

If no, uncheck the Select All WAN Interfaces check box under the WAN

Interfaces (Configured in Bridge mode only) field.
10 Click Save/Apply to add the MAC Filter.

You can change the policy on how MAC layer frames are forwarded or blocked.
FORWARDED means that all MAC layer frames will be forwarded except those
matching with any of the specified rules in the table on the screen. BLOCKED means
that all MAC layer frames will be blocked except those matching with any of the

specified rules in the table on the screen.

To change the policy on how MAC layer frames are forwarded or blocked, complete

the following steps.

1 Click Security on the main screen. The Packet Filtering tab opens by default.
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2 Click MAC Filtering. The MAC Filtering screen opens.

alealn |
cisco SR

SYSTEM
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

SECURITY ADVANCED

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules.

WPRIACI | Protocol | Destination MAC Source MAC Frarme Direction | Remove

ALL IPyd | 00:00:01:5e:14:45 | 00:00:01:2e:14:20 | LAN<==VWAN O

3 Check the Enable Filtering Function check box.
4 Click Change Policy. The Change MAC Filtering Global Policy screen opens. In

this example, the global policy for MAC filtering is "Blocked."

M - % & F
cisco Lo

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Change MAC Filtering Global Policy

WARNING: Changing frem one global pelicy to another will cause all defined rules to he REMOVED
AUTOMATICALLY! You will need to create new rules for the new policy.

Are you sure you want to change MAC Filtering Glohal Peolicy from BLOCKED to FORWARDED 7

Do you want to change the Global Policy?

B If yes, click Yes. If the policy is forwarded, clicking Yes changes the policy to
blocked and vise versa.

®  If no, click No and the policy remains unchanged.
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Removing MAC Filtering

To remove a MAC filtering rule you have set up, complete the following steps.
1 Click Security on the main screen. The Packet Filtering tab opens by default.
2 Click MAC Filtering. The MAC Filtering screen opens.

« 5§ 8 @

HOME NETWORK SECURITY ADVANCED

Nmm
c15¢co

SYSTEM
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarmes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filteting Function

MAL Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules.

WPIACI | Protocol | Destination MAC Source MAC Frame Direction | Remove

ALL IPvd | 00:00:01:ae:14:45 | 00:00:07:ae:14:20 | LAN<==YWARN L]

3 From the MAC Filtering screen, select Remove in the Remove column next to the
MAC filtering rule you wish to remove.

4 Click Remove to remove the MAC filtering.
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Incoming IP Filtering

By default, all incoming IP traffic from the WAN is blocked when the firewall is
enabled. However, some IP traffic can be accepted by setting up filters.

Path: Security > Packet Filtering > Incoming IP Filtering

G e &= B B B

SYSTEM DSL HOME NETWORIC SECURITY ADVANCED
PACKET FILTERING | FIREWALL CERTIFICATE | HELP

WA Filtering Outguing [P Filtering

INCOMING IP FILTERING

Incoming IP Filtering Setup

If enable Incoming Filtering Function all incoming IP traffic from the YWAN is blocked. Howewer, some [P traffic can be
ACCEPTED by setting up filters

Enable Filtering Function

Choose Add or Remaove to configure incoming IP filters

iF\Iter Name | WPIAVCI | Pratocol }Snurce Address / Mask ‘Snurce Part | Dest. Address £ Mask ‘Dest Port | Rermove
I
| Tester ALL LDP }24 56.76.4 /2652652550 ‘546 ‘ O

Adding an Incoming IP Filter

You can create a filter rule to identify incoming IP traffic by specifying a new filter
name and at least one condition for the filter. All of the specified conditions in this
filter rule must be satisfied for the rule to take effect.

To add an incoming IP filter, complete the following steps.
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Incoming IP Filtering

1 Click Security on the main screen. The MAC Filtering screen opens by default.

Dl e B e

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules.

WPRIACI | Protocol | Destination MAC Source MAC Frarme Direction | Remove

ALL IPyd | 00:00:01:5e:14:45 | 00:00:01:2e:14:20 | LAN<==VWAN O

2 Select the Incoming IP Filtering tab. The Incoming IP Filtering screen opens.

M |
cisco Ehmaad :
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

INCOMING IP FILTERING

Incoming IP Filtering Setup

Hf enable Incorming Filteting Function all incoring IP traffic from the WAN is blocked. However, some IP traffic can be
ACCEPTED by satting up fiters

Enable Filtering Function

Choose Add or Remove to configure incoming P filters

Filter Name | VPIA/CI | Protocol | Source Address / Mask Source Port | Dest. Address / Mask | Dest. Port | Remove

Tester ALL upP 245676 4 /255 265 255 0 546 a
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3 Click Add. The Add IP Filter Incoming screen opens.
W oeaee & B 8 U

SYSTEM HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE HELP

MAD Filtering Outgaing [P Filterin

Add IP Filter -- Tncoming

The screen allows you to create a filter rule to identify incoming IP trafiic by specifying a new filter name and at
least one condition below. All of the specified conditions in this filter rule must be satisfied for the rule to take
effect. Click 'SavefApply' to save and activate the filter.

Filter Marne: ‘

Protocol: b

Source IP address:

Source Subnet Mask:

Source Port (port or port: port)

Destination IP address:

Destination Subnet Mask:

Destination Part (port or port:port):

WAN Interfaces (Configured in Routing mode and with firewall enabled only)
Select at least one or multiple YWAM interfaces displayed below to apply this rule.

Select Al

Saveiipply

In the Filter Name field, enter the name of the filter.

5 In the Protocol field, select one of the following protocols:

® TCP/UDP
= TCP

= UDP

= [CMP

6 In the Source IP address field, enter the source IP address of the server sending
the incoming packets.

7 In the Source Subnet Mask field, enter the subnet mask of the server sending the
incoming packets.

8 In the Source Port field, enter the port number of the server sending the
incoming packets. You can enter one port or a range of ports using the following
format: port or port:port.

Example: 0:5 indicates ports 0 through 5.

9 In the Destination IP address field, enter the destination IP address for the server
receiving the packets.

10 In the Destination Subnet Mask field, enter the subnet mask for the server
receiving the packets.
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11 In the Destination Port field, enter the port number for the server receiving the
packets. You can enter one port or a range of ports using the following format:
port or port:port.

Example: 0:5 indicates ports 0 through 5.
12 Do you want to select all of the WAN interfaces?

B If yes, check the Select All field under WAN Interfaces (Configured in
Routing mode and with firewall enabled only).

®  If no, clear the Select All field under WAN Interfaces (Configured in Routing
mode and with firewall enabled only).

13 Click Save/Apply to add the filter.

Enabling the Filtering Function

To enable the filtering function, complete the following steps.

1 Click Security on the main screen. The MAC Filtering screen opens by default.

-« B g @

HOME NETWORK SECURITY ADVANCED

Nmm
cisco

SYSTEM
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAL Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Function

MAL Filtering Global Palicy: FORWARDED

Change Paolicy

Choose Add or Rermove to configure MAC filtering rules.

T T
YRIMCI | Protocol | Destination MAC Source MAC | Frame Direction | Remove

ALL | IPyd | 00:00:01:5e:14:45 | 00:00:01:20:14:20 | LAN<==VWAN F
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2 Click Incoming IP Filtering. The Incoming IP Filtering screen opens.

W oeaee & B OQ W

v
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

INCOMING IP FILTERING

Incoming IP Filtering Setup

Hf enable Incorming Filteting Function all incoring IP traffic from the WAN is blocked. However, some IP traffic can be
ACCEPTED by satting up fiters

Enable Filtering Function

Choose Add or Remove to configure incoming P filters

Filter Name | VPIA/CI | Protocol | Source Address / Mask Source Port | Dest. Address / Mask | Dest. Port | Remove

Tester ALL upP 245676 4 /255 265 255 0 546 a

3 Check the Enable Filtering Function check box to enable the filtering function.

Removing an Incoming IP Filter

To remove an incoming IP filter, complete the following steps.

1 Click Security on the main screen. The MAC Filtering screen opens by default.

il o {a‘ial
cisco S ?
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING I FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAL Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Function

MAC Filtering Global Policy: FORWARDED

Change Paolicy

Choose Add or Remove to configure MAC filtering rules.

WPRIMNCI | Protocol | Destination MAC Source MAC Frame Direction | Rermove

ALL IPyd | 00:00:01:5e:14:45 | 00:00:01:a8:14:20 | LAN<==VWAN [
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Incoming IP Filtering

2 Select the Incoming IP Filtering tab. The Incoming IP Filtering screen opens.

M | ~:',ri-l
cisco s 2
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING I FIREWALL | CERTIFICATE | HELP

MAC Filtering

INCOMING IP FILTERING

Incoming IP Filtering Setup

Hf enable Incorming Filteting Function all incoring IP traffic from the WAN is blocked. However, some IP traffic can be
ACCEPTED by satting up fiters

Enable Filtering Function

Choose Add or Remove to configure incoming P filters

Filter Name | VPIA/CI | Protocol | Source Address / Mask Source Port ‘Dest Address / Mask | Dest. Port | Remove

Tester ALL upP 245676 4 /255 265 255 0 546 ‘ a

From the Incoming IP Filtering screen, select Remove in the Remove column
next to the filter you wish to remove.

4 Click Remove to remove the filter.
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Outgoing IP Filtering

By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be
BLOCKED by setting up filters.

Path: Security > Packet Filtering > Outgoing IP Filtering

1 %

SYSTEM DSL

bl
cisco

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

B =

HOME NETWORK SECURITY

OUTGOING IP FILTERING

Outgoing IP Filtering Setup

Enable Filtering Functian

By default, all outgoing IP traffic fram LAN is allowed, but some IP traffic can be BLOCKED by setting up filters. Choose Add
or Remove to configure outgoing IP filters

| Filter Mame | Protocol Source Address / Mask | Source Port | Dest. Address / Mask ‘ Dest. Port | Remove
| Tester | TCP/UDP | 182.168.1.7 / 255.255.255.0 675 2467527255255 2550 ‘ |

Enabling the Filtering Function

154

To enable the outgoing IP filtering function, complete the following steps.
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1 Click Security on the main screen. The MAC Filtering screen opens by default.
alealn |
cisco ERmad z

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules.

WPRIACI | Protocol | Destination MAC Source MAC Frarme Direction | Remove

ALL IPyd | 00:00:01:5e:14:45 | 00:00:01:2e:14:20 | LAN<==VWAN O

2 Click Outgoing IP Filtering. The Outgoing IP Filtering screen opens.

ulllulllu i_ % {n;sylv
cisco Emaed i@
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

OUTGOING IP FILTERING

Outgoing IP Filtering Setup

By default, all outgaoing IP traffic fram LAN is allowed, but sorme IP traffic can be BLOCKED by setting up filters. Choose Add
or Remove to configure outgaing [P filters

Enable Filtering Functian

Filter Mame | Pratacal Source Address / Mask | Source Port | Dest. Address / Mask  Dest. Port Remaove

Tester TCPAUDP | 192.168.1.7 / 255.255.255.0 675 2467 5.2/255255.2550 O

3 Check the Enable Filtering Function check box to enable the filtering function.

Adding an Outgoing IP Filter

To add an outgoing IP filter, complete the following steps.
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1 Click Security on the main screen. The MAC Filtering screen opens by default.

alealn o i {i:l
cisco i

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules.

WPRIACI | Protocol | Destination MAC Source MAC Frarme Direction | Remove

ALL IPyd | 00:00:01:5e:14:45 | 00:00:01:2e:14:20 | LAN<==VWAN O

2 Select the Outgoing IP Filtering tab. The Outgoing IP Filtering screen opens.

bl - 5 P
cisco - ig®

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

OUTGOING IP FILTERING

Outgoing IP Filtering Setup

By default, all outgaoing IP traffic fram LAN is allowed, but sorme IP traffic can be BLOCKED by setting up filters. Choose Add
or Remove to configure outgaing [P filters

Enable Filtering Functian

Filter Mame | Pratacal Source Address / Mask | Source Port | Dest. Address / Mask  Dest. Port Remaove

Tester | TCP/UDP | 182.168.1.7 / 255.255.285.0 675 246752/ 25652652550 O
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3

10

11

12

Outgoing IP Filtering
Click Add. The Add IP Filter Outgoing screen opens.
L e w B W

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL CERTIFICATE HELP

MAC Filterin Incoring P Filterin

Add IP Filter -~ Outgoing

The screen allows you to create a filter rule to identify outgoing IP traffic by specifying a new filter name and at least one
condition below. Al of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click "Save/Apply'
to sawe and activate the filter

Filter Mame

Protocal e

Source IP address

Source Subnet Mask:

Source Port (port or port:port):

Destination IP address:
Destination Subnet Mask:
Destination Port (port or port: port):

Save/Apply

In the Filter Name field, enter the name of the filter.
Note: You cannot use blank spaces in the filter name.

In the Protocol field, select one of the following protocols:

® TCP/UDP
= TCP

= UDP

= ICMP

In the Source IP address field, enter the source IP address for the server sending
the incoming packets.

In the Source Subnet Mask field, enter the subnet mask for the server sending the
incoming packets.

In the Source Port field, enter the port number for the server sending the
incoming packets. Use the following format: port or port:port.

In the Destination IP address field, enter the destination IP address for the server
receiving the packets.

In the Destination Subnet Mask field, enter the subnet mask for the server
receiving the packets.

In the Destination Port field, enter the port number for the server receiving the
packets. Use the following format: port or port:port.

Click Save/Apply to add the filter.
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Removing an Outgoing IP Filter
To remove an outgoing IP filter, complete the following steps.
1 Click Security on the main screen. The MAC Filtering screen opens by default.
| [l | _i = m
die e W , o
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules.

WPRIACI | Protocol | Destination MAC Source MAC Frarme Direction | Remove

ALL IPyd | 00:00:01:5e:14:45 | 00:00:01:2e:14:20 | LAN<==VWAN O

2 Select the Outgoing IP Filtering tab. The Outgoing IP Filtering screen opens.

bl 1 %
cisco P

SYSTEM DsL HOME NETWORK SECURITY
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

OUTGOING IP FILTERING

Outgoing IP Filtering Setup

By default, all outgoing IP traffic fram LAN is allowed, but some IP traffic can be BLOCKED by setting up filters. Choose Add
or Remove to configure outgoing IP filters

Enable Filtering Functian

Filter Mame | Protocol Source Address / Mask | Source Pot | Dest. Address / Mask | Dest. Port Remaove

Tester TCPR/UDR | 192.168.1.7 / 266.266.265.0 675 2467527285 2662660 Ll

3 From the Outgoing IP Filtering screen, select Remove in the Remove column
next to the filter you wish to remove.

4 Click Remove to remove the filter.
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Parental Control Setup - Filtering Function

The Client IP/MAC Filtering Setup screen allows you to configure the residential
gateway to restrict access to the Internet, email, or other network services at specific
days and times. You can set time restrictions for a single computer, a range or
computers, or multiple computers.

Path: Security >Firewall > Parental Control

L o v B OH W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED

PACKET FILTERING FIREWALL | CERTIFICATE HELP

URL Filter Stateful Packet Inspection
Filtering Function
Client IP/MAC Filtering Setup
The residential gateway can be configured to restrict access to the Intemet, e-mail or other network services at specific
days and times. Restriction can be set for a single computer, a range of computers, or multiple computers:
[ Enable Filteting Function

Save/Apply

Adding Time of Day Restrictions

4020210 Rev A

The Filtering Function screen allows you to block access to the Internet for certain
times of the day. This screen adds time of day restriction to a special LAN device
connected to the residential gateway. The browser's MAC Address automatically
displays the MAC address of the LAN device where the browser is running. To
restrict other LAN devices, select the Other MAC Address option and enter the
MAC address of the other LAN device. To find out the MAC address of a Windows
based PC, go to a command window and type ipconfig /all.

Path: Security > Firewall > Parental Control

To add time of day restrictions, complete the following steps.
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1 Click Security on the main screen. The MAC Filtering screen opens by default.

.
alealn o i -!’_r:_]»
cisco i

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules.

WPRIACI | Protocol | Destination MAC Source MAC Frarme Direction | Remove

ALL IPyd | 00:00:01:5e:14:45 | 00:00:01:2e:14:20 | LAN<==VWAN O

2 Click the Firewall tab. The Filtering Function screen opens.

alia]n 1 C
cisco e
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Filtering Function

Client IP/MAC Filtering Setup
The residential gateway can be configured to restrict access to the Intemet, e-mail or other network serices at specific

days and times. Restriction can be set for a single computer, a range of computers, or multiple computers:
[J Enable Filtering Function

Save/Apply
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3 Check the Enable Filtering Function check box to enable the filtering function.

4

Parental Control Setup - Filtering Function

The Client IP MAC Filtering screen populates with any time restrictions that are

set.
[ [ [ J_ S {'T‘—
clzlllsclzltla e a i e

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Filtering Function

Client IP/MAC Filtering Setup

The residential gateway can be configured to restrict access to the Interet, e-mail or other netwark services at specific
days and times. Restriction can be set for a single computer, a range of computers, or multiple computers

Enable Filtering Function

Client PC Client PC IP/MAL Block Service Scheduls o
Description Address (=) Time HIRE
192.168.1.1~ Everyday
Testng 182.188.1.1 00-00
Add PC
Save/Apply

Click Add PC. The Add Filtering Function screen opens.

LKA LN — {.j_l]'
cllsclo M%w % ic®

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Add Filtering Function

Restricted Client PC

Client PC Description | ‘
Choose mode  |Pmods  ~

Client PC IP Address 192 168 1 l:|~ l:l

Service Name Detail Description Blocking
WA BH[IEP' TCP Port 80, 3128, 8000, 3080, o
E-mail Sending SMTP, TCP Port 25 il
Mews Forums MNTP, TCP Port 119 O
E-mail Receiving FPOP3, TCP Port 110 ||
Secure HTTP HTTPS, TCP Port 443 E
File Transfer FTP, TCP Port 21 [l
Telnet Service TCP Port 23 O
Metheeting H.323, TCP Port 1720 L]
DNE UDP Part 53 =
SHNMP UDP Port 167, 162 Ll
WPN-PPTP TCP Port 1723 O
WPN-L2TP UDP Part 1701 L]
SEH TCP Port 22 E
TFTP UDP Port B9 O
TCcP All TCP Port .|
upr All UDP Port Ld]
Scheduling Week Day Time

Everyday

[ Mon [ Tues [ Wednes [ Thus [ Fri L

[ satur [ Sun © :~:
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5

In the Client PC Description field, enter a description of the PC for which you
want to block services.

In the Choose mode field, select IP mode or MAC mode from the drop-down
menu.

Enter the IP address in the Client PC IP Address field, or enter the MAC address
in the MAC address field depending upon the mode you selected in step 6.

Under Service Name area, check the Blocking check box for every service that
you wish to filter.

In the Scheduling Week Day area, check the check boxes next to each day where
you want to set up time of day restrictions. If you want to apply the time of day
restrictions to everyday, check the Everyday check box. For example, check the F,
Sa, and Su check boxes to apply time of day restrictions to Friday, Saturday, and
Sunday.

10 In the Time area set the time as follows:

®  Click the 24Hours option to apply the restrictions 24 hours a day

®  (Click the option where you select the time from the drop-down menus. Use
the drop down menus to enter the time when you want the restriction to start
and end.

11 Click Save/Apply to enable the time of day restrictions.

Removing Time of Day Restrictions

To remove time of day restrictions, complete the following steps.
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Parental Control Setup - Filtering Function

1 Click Security on the main screen. The MAC Filtering screen opens by default.

Dl e B e

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules.

WPRIACI | Protocol | Destination MAC Source MAC Frarme Direction | Remove

ALL IPyd | 00:00:01:5e:14:45 | 00:00:01:2e:14:20 | LAN<==VWAN O

2 Click the Firewall tab. The Filtering Function screen opens.

alia]n 1 C
cisco e
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Filtering Function

Client IP/MAC Filtering Setup
The residential gateway can be configured to restrict access to the Intemet, e-mail or other network serices at specific

days and times. Restriction can be set for a single computer, a range of computers, or multiple computers:
[J Enable Filtering Function

Save/Apply
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3 Check the Enable Filtering Function check box to enable the filtering function.

The Client IP/ MAC Filtering Setup screen populates with any time restrictions
that are set.

vl
cisco

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Filtering Function

Client IP/MAC Filtering Setup

The residential gateway can be configured to restrict access to the Interet, e-mail or other netwark services at specific
days and times. Restriction can be set for a single computer, a range of computers, or multiple computers
Enable Filtering Function

Client PC Client PC IP/MAL Block Service Scheduls o
Description Address (=) Time HIRE
192.168.1.1~ Everyday
Testing 182.168.1.1 0:0~00 ‘

4 From the Configure field select Remove in the Remove column next to the time
of day restriction that you wish to remove.

5 Click Remove to remove the restriction.
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URL Filtering Function

The URL Filtering Function screen allows you to block websites based on the URL
address and/or key words used in the website. For example, if you have children in
the home, you may want to block websites that are inappropriate for children by
entering the URL or key words.

Path: Security > Firewall > URL Filter

ol | i | " J_ e a
cisco L 9
SYSTEM DSL HOME NETWORK SECURITY ADVANCED

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Parental Contra

URL Filtering Function

The URL Filter feature blocks defined websites based on the URL address and/or keywards.
Enable URL Filtering Function
Rule Rule
No. URL / Keyword No. URL / Keyword
] B 2 | =
s | ) « | @
5 fca) o | &)
7 B o | =
5 ) o | @
" [pel] 1z | [el]
B | [oa) 1+ | @
5| [cel] 15 | [pel)
v ) | @
® | [oa) » | @
2 | ) 2 | )
5 | ) = | @
= | [oet) 25 | [Del]
7 | ) » | o)
2 | [pel] =0 | [pel)
Set Time of Day Restriction for URL filter function.
Week Day Time
Everyday @ 24Hours
OwmOT 0w O OF O Sa O su © [0 %) [0 9]~ [ ¥: [0 )

Enabling URL Filtering

To enable URL filtering for the firewall, complete the following steps.
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1 Click Security on the main screen. The MAC Filtering screen opens by default.

alealn o i {i:l
cisco i

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules.

WPRIACI | Protocol | Destination MAC Source MAC Frarme Direction | Remove

ALL IPyd | 00:00:01:5e:14:45 | 00:00:01:2e:14:20 | LAN<==VWAN O

2 Click the Firewall tab. The Filtering Function screen opens by default.

alia]n 1 C
cisco e
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Filtering Function

Client IP/MAC Filtering Setup
The residential gateway can be configured to restrict access to the Intemet, e-mail or other network serices at specific

days and times. Restriction can be set for a single computer, a range of computers, or multiple computers:
[J Enable Filtering Function

Save/Apply
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3 Click the URL Filter tab. The URL Filtering Function screen opens.

4 Click Enable URL Filtering Function. The URL Filtering Function screen
updates with blank fields for entering the URLs that you want to block.

alialn I IS
cisco 7 =5 a i
DsL

HOME NETWORK SECURITY ADVANCED

SYSTEM

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Parental Contro Stateful Packet Inspection

URL Filtering Function

The URL Filter feature blocks defined websites based on the URL address and/or keywards
Enable URL Filtering Function
Rule Rule
e URL / Keyword iy URL / Keyword
N & - | @
3 | Bl 4 | =
5 | ) & | =
| D o | @
5 ) o | @
1" [pal] 12 | [Del]
B | ) o | o)
5 | ) | @
7 | [oa) 1 | @
i | ) » | o)
7 | ) = | @
5 | foa) 2 | @
5 | ) ® | o)
7 | ) = | &)
® | foa) » | @
Set Time of Day Restriction for URL filter function.
Week Day Time
Everyday @ 24Hours
OmOTOwWOTh OF O sa O Su © [00 %[00 %]~ [0 %]: o0 %]

For each rule, enter the URL or keyword that you want to block.

In the Week Day area, select Everyday or select the individual days on which
you want the filter to take effect.

7 Inthe Time area, select 24Hours or select the individual times that you want the
filter to take effect.

8 Click Save.

Removing a URL Filter

To remove a URL filter from the firewall, complete the following steps.
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168

SECURITY ADVANCED

alealn - i
CISco

SYSTEM DsL
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules.

WPRIACI | Protocol | Destination MAC Source MAC Frarme Direction | Remove

ALL IPyd | 00:00:01:5e:14:45 | 00:00:01:2e:14:20 | LAN<==VWAN O

1 Click Security on the main screen. The MAC Filtering screen opens by default.

2 Click the Firewall tab. The Filtering Function screen opens by default.

alia]n 1 - '
cisco o i 2
SYSTEM DSL HOME NETWORK SECURITY ADVANCED

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Filtering Function

Client IP/MAC Filtering Setup
The residential gateway can be configured to restrict access to the Intemet, e-mail or other network serices at specific

days and times. Restriction can be set for a single computer, a range of computers, or multiple computers:
[J Enable Filtering Function

Save/Apply

3 Click the URL Filter tab. The URL Filtering Function screen opens.

4020210 Rev A



URL Filtering Function

4 Click Enable URL Filtering Function. The URL Filtering Function screen
updates with blank fields for entering the URLs that you want to block.

ulllnllln i_ % {'_l‘gl]—
cisco L= [F44
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Parental Control
URL Filtering Function
The URL Filter feature blocks defined wehsites based on the URL address and/or keywords
Enable URL Filtering Function
Rule Rule
No. URL / Keyword No. URL / Keyword
v & - | @
5 fa « | o)
5 | B9 & | )
| D ¢ | @
5 el o | ol
" | B 2 | )
9 | ) v | @
" ) 5 | @
7 | B o | )
o | ) = | @
7 | ) 2 | @
2 | ) 2 | @
5 | ) = | @
7 | ) » | @
® | ) » | @
Set Time of Day Restriction for URL filter function.
Week Day Time
Everyday & 2aHours
OMOTOWOThWOF S O S @ [0 ][00 ][00 ~]: [0 %]

5 Click Del next to each rule that you want to delete. If you want to remove all the
rules, click Remove All

6 Click Save.
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Stateful Packet Inspection

The Stateful Packet Inspection screen allows the gateway to inspect packets passing

through it to deny network attacks.

Path: Security > Firewall > Stateful Packet Inspection

il Tk
cisco A
SYSTEM DSL

HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Parental Control

Intrusion Dectection

Enable this feature to employ Stateful Packet Inspaction (SPI) to provide the ability to detect and prevent certain types of
network attacks such as DoS(denial-of-serice) attacks

The DSL router provide following DoS attacks prewention: Ping of Death (Ping fload) attack, SYN flood attack, [P fragment

attack (Teardrop Attack), Land Attack, IP Spoofing attack, IP with zera length, TGP null scan (Port Scan Attack), UDP
port loophack, Snork Attack etc

If you want to use E-mail alert log message the DSL router have to be rebooted
Enable SPI, Hacker Pattem and Anti-Dos Firewsall

Enahle Email Alert
Email Address: | |
SMTP Server Address: | |

Apply/Reboot

Enabling Stateful Packet Inspection

170

To enable stateful packet inspection (SPI), complete the following steps.
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Stateful Packet Inspection

1 Click Security on the main screen. The MAC Filtering screen opens by default.

il s B o

BYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING I FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules.

WPRIACI | Protocol | Destination MAC Source MAC Frarme Direction | Remove

ALL IPyd | 00:00:01:5e:14:45 | 00:00:01:2e:14:20 | LAN<==VWAN O

2 Click the Firewall tab. The Filtering Function screen opens by default.

alia]n 1 C
cisco e
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Filtering Function

Client IP/MAC Filtering Setup
The residential gateway can be configured to restrict access to the Intemet, e-mail or other network serices at specific

days and times. Restriction can be set for a single computer, a range of computers, or multiple computers:
[J Enable Filtering Function

Save/Apply
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172

g Ilns- \ I‘;. 1 % % Q I?’

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Intrusion Dectection

Enable this feature to employ Stateful Packet Inspection (SPI) to provide the ability to detect and prevent certain types of
network attacks such as DoS(denial-of-sewice) attacks

The DSL router provide following DoS attacks prevention: Ping of Death (Ping flood) attack, SYN flood attack, IP fragment

attack (Teardrop Attack), Land Attack, IP Spoofing attack, IP with zero length, TCP null scan {(Port Scan Attack), UDP
port loopback, Snork Attack etc.

If you want to use E-mail alert log message the DSL router have to be rebooted
Enable SPI, Hacker Pattern and Anti-Dos Firewall

Enable Email Alert
Email Address: | |

SMTF Server Address | |

Apply/Reboot

Select the Enable SPI, Hacker Pattern and Anti-Dos Firewall field.

3 Click the Stateful Packet Inspection tab. The Intrusion Detection screen opens.

Select the Enable Email Alert field and fill in the email address and SMTP server

address that you want to notify when the DSL must be rebooted.

Click Save/Apply to enable stateful packet inspection.
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Local Certificates

Local Certificates

The Local Certificates screen allows you to load certificates onto the residential
gateway. Local certificates are used by peers to verify your identity. A maximum of
four certificates can be stored on the residential gateway.

Path: Security > Certificate > Local > Local Certificates

« & 8 @

HOME NETWORK SECURITY ADVANGED

alialn
cisco

SYSTEM

PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Trusted CA

Local Certificates

Add, VWiew or Remove certificates from this page. Local certificates are used by peers to verify your identity
Maxirum of 4 cerificates can be stored

‘Name ‘In Use |Subjecl ‘Type iAchun |

[ Create Certificate Request ] [ Impart Certificate J

Creating Certificates

The Create Certificate screen allows you to generate a certificate by specifying
certificate parameters shown in this screen.

To create a certificate, complete the following steps.
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1 Click Security on the main screen. The MAC Filtering screen opens.

Wl s B %

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING I FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules.

WPRIACI | Protocol | Destination MAC Source MAC Frarme Direction | Remove

ALL IPyd | 00:00:01:5e:14:45 | 00:00:01:2e:14:20 | LAN<==VWAN O

2 Click Add. The Local Certificates screen opens.

alraln | -
cisco Enmaad

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | &R"IFlCﬂTEl HELP

Local Certificates

Add, Wiew or Remove certificates from this page. Local certificates are used by peers to verify your identity
Maximum of 4 certificates can be stored

‘Name ‘In Use |Suhject ‘Type ‘Actmn |

[ Create Certificate Reguest ] [ Import Certificate J
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Local Certificates

3 Click Create Certificate Request. The Create New Certificate Request screen
opens.
alaln Tt
cisco = k@
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP
Trusted CA
Create New Certificate Request
Tao generate a cedificate signing request you need to include Commaon Mame, Qrganization Name, State/Province Name, and
the 2-letter Country Code for the certificate
Ceificate Mame
Cornmaon Narme:
Qrganization Mame:
State/Province Name:
Country/Region Narme: US (United States) b
In the Certificate Name field, enter the name for the certificate.
In the Common Name field, enter the common name of the certificate.
In the Organization Name field, enter the name of the organization that owns the
certificate.
7 In the State/Province Name field, enter the state or province where you want to
register the certificate.
8 In the Country/Region Name field, use the drop-down list to select the country
or region where you want to register the certificate.
9 Click Apply to create the certificate. The certificate signing request screen opens.

certca
Certificate signing request

Cenificate sigring request successfully created. Note a request is not yet functional - have it signed by a Certficate Authority
and load the signed certficate to this device.
Name Test
Type request
Subject CN=Test/O=Test/ST=Georiga/C=US
77777 SZGIN CERTIFICATZ REQUEST-——— H
Jur
3
70 o
351Gt10L/)
TxQMGi5alC
lngawea )
ravr3C+v0: Y150z D 7C8eNCVC
rrrrr END CERTIFICATE REQUEST-----
Signing Request
=
Back Load Signed Certificate

10 Click Load Signed Certificate to save the certificate on the residential gateway.
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Importing Local Certificates

The Import Certificate screen allows you to import a pre-existing certificate to the
residential gateway.
To import a certificate, complete the following steps.
1 Click Security on the main screen. The MAC Filtering screen opens by default.
il o z
cisco e
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAL Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Function

MAC Filtering Global Policy: FORWARDED

Change Paolicy

Choose Add or Remove to configure MAC filtering rules.

WPRIMNCI | Protocol | Destination MAC Source MAC Frame Direction | Rermove

ALL IPyd | 00:00:01:5e:14:45 | 00:00:01:a8:14:20 | LAN<==VWAN [

2 Click Certificate. The Local Certificates screen opens.

vy | -
alaln 1 s
cisco S - g @
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Local Certificates

Add, VWiew or Remove certificates from this page. Local certificates are used by peers to verify your identity.
Maxirum of 4 cerificates can be stored

‘Name ‘In Use |Subjecl ‘Type }Acl\un |

[ Create Certificate Request ] [ Impart Certificate J
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3 Click Import Certificate. The Import certificate screen opens.
' L) ' _i — {‘_‘[
ity e w B 4 W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

(<

Import certificate

Enter cerificate name, paste certificate content and private key.

Certificate Name:

Certificate:
————— BEGIN RSA PRIVATE EEY--—--
<insert private key here>
————— END RSk PRIVATE EE¥----—
Private Kay:

In the Certificate Name field, enter the name of the certificate.

5 In the Certificate area, copy and paste the contents of the certificate file provided
by the service provider.

6 In the Private Key area, copy and paste the private key from the certificate file
provided by the service provider.

7 Click Apply to save the certificate on the residential gateway.
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Trusted CA Certificates

The Trusted CA (Certificate Authority) Certificates screen allows you to load
certificates onto the residential gateway. You can use CA certificates to verify peers'
certificates. A maximum of four certificates can be stored.

Path: Security > Certificate > Trusted CA > Trusted CA (Certificate Authority)

Certificates
Q Tor {
74 ]

= v
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

alnaln
cisco

Trusted CA (Certificate Authority) Certificates

Add, View or Rerove certificates from this page. CA cerificates are used by you to verify peers’ certificates
Maxirnurn of 4 certificates can be stored

Mame | Subject iType ‘AcnnnJ
Import Cerificate

Importing Trusted CA Certificates

The Import CA certificate screen allows you to import a pre-existing trusted CA
certificate to the residential gateway.
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