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Trusted CA Certificates

1 Click Security on the main screen. The MAC Filtering screen opens by default.

Wl s B %

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING I FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules.

WPRIACI | Protocol | Destination MAC Source MAC Frarme Direction | Remove

ALL IPyd | 00:00:01:5e:14:45 | 00:00:01:2e:14:20 | LAN<==VWAN O

2 Click Certificate. The Local Certificates screen opens.

alraln | -
cisco Enmaad

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | &R"IFlCﬂTEl HELP

Local Certificates

Add, Wiew or Remove certificates from this page. Local certificates are used by peers to verify your identity
Maximum of 4 certificates can be stored

‘Name ‘In Use |Suhject ‘Type ‘Actmn |

[ Create Certificate Reguest ] [ Import Certificate J
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Chapter 6 Security Configuration

3 Click the Trusted CA tab. The Trusted CA (Certificate Authority) Certificates
screen opens.

-lll-lll- J_i a & tl
cisco S § igo
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Trusted CA (Certificate Authority) Certificates

Add, View or Remnove certificates from this page. CA centificates are used by you to verify peers’ certificates.
Maximum of 4 certificates can be stored.

:
MName Sumecl‘Type Action
Import Cerificate

4 Click Import Certificate. The Import CA Certificate screen opens.

il ey ke

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Import CA certificate

Enter certificate name and paste cerificate content.

Certificate Mame:

Cetificate:

In the Certificate Name field, enter the name of the certificate.

In the Certificate area, copy and paste the contents of the certificate file provided
by the service provider.

7 Click Apply to save the CA certificate on the residential gateway.
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Advanced Configuration

The Advanced tab lets you to check the quality of service and IP traffic

over your network and change the configuration.

Use this chapter to check the status of the more advanced features of
your residential gateway, such as port mapping and DNS server
configuration, and to change the configuration.

In This Chapter

B Upstream Quality of Service .........cccccevivviviiiiininiiiininiiiiiiieccns 182
B Remote Management ...........cccccoceviviiiiiniiiniiiniiiic 186
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B Virtual Servers SEtUP........ccccovvveueirreeeeiirecereeeeeee e 191
B Port Triggering Setup .......cccocciviiriiiniiiiiciicicececcceee 195
B DMZ HOSt Setup ..c.ccviiiiiiiiiiiiiiiciciicicce 199
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B Default Gateway ROUtING ........cccceiviriiiiininiiiiiiccicceccces 206
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B IPSec Settings.......ccvvviviiviiiiiiiiiiicccccc 213
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Chapter 7 Advanced Configuration

Upstream Quality of Service

The Upstream Quality of Service screen allows you to configure the Quality of
Service (Qo0S) settings for the residential gateway.

Path: Advanced > QoS > Upstream Quality of Service

i uenfue 1 a
cisco e -

EYSTIM o HOME KETWORS SECLETY ADYANCID
o8 | REMOTEMAMACEMENT | PORTMAUPING | B METWORKNG

LUpstream Quality of Service

Quality # Serdes Setup
Chessa Add or R 10 conbigure network 1MSC clasae

I o dabde WM finclss s Wiieeis Page, claaiSoation ielated pe wiialesd will nottake slec
MARK TRAFFI: CLASSFICATION RULES
Spuice | Dastinuan

Clage [SCP Queve Lan Sourcs  |Source|  Dest | Dem
Protecel DECP MAL WAL Oider Enshls Remow Edt
Marrs Mask | ID  Pad Adde Maik Pot  Adde Mk Pan Ader Mk I

Adding Upstream Quality of Service Settings

To add upstream Quality of Service settings, complete the following steps.

1 Click Advanced on the main screen. The Upstream Quality of Service screen

opens.

NN 1 a
cisco e =
SEYSTIM o= HOME KL TOR SEOLAETY ADYANCID

Qo8 | REMOTEMARAGEMENT | PORTMAMANG | P METWORNNG

Upstream Quality of Service

Quality o Serdce Setup
Chesyas Add o Rermov 1o conbgus nsbwork inic clasgae

I o eiakde WM hincses is Wiieless Page, cdlasaiScation ielated s wiiebess will not take sBech
MARK TRAFFIC CLASSFICATION RULES
Spurce | Dastinuan

Clagy DSCP Queve Lan Sources  |Source|  Dast | Dewt
Pratecol GG AL WAl Order Enable Remowm Edit
Marrs Mok | D Pan Mg Placik| Port  Adde Maak | Pan Aclele Mk -

182 4020210 Rev A



4020210 Rev A

2

O 0 g O

Upstream Quality of Service
Click Add. The Add Upstream QoS Rule screen opens.
|
e W B S

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT PORT MAPPING | IR NETWORKING | HELP

Add Upstream QoS Rule

MName: |:| LAN Port: b

Source Destination

1P Address @

Subnet
Mask :

Number :

MAC
address:

|
|
Port |
|
|

MAC Mask:

DSCP ,—‘
v
Check : e

[ Marker [0 Queue

In the Name field, enter the name of the QoS rule.
In the LAN Port field, select the LAN port for which you want to apply the rule.

In the Protocol field, select the protocol that you want to use from the following
options:

® TCP/UDP
" TCP

= UDP

" ICMP

In the IP Address field, enter the source and destination addresses.
In the Subnet Mask field, enter the source and destination subnet masks.
In the Port Number field, enter the source and destination ports.

In the MAC address field, enter the MAC address for the source from which the
packets are being sent and the MAC address for the destination. The MAC
address should be in the form of 6 pairs of hex digits. For example,
aa:ee:ff:11:03:24.
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Chapter 7 Advanced Configuration

10 In the MAC Mask field, enter the mask for the source MAC address from which
the packets are being sent and the MAC Mask for the destination MAC address.

A MAC mask of ff:ff:f£:00:00:00 matches all devices made by the same

manufacturer (identified by the first three pairs of the MAC address). A MAC

mask of ff:ff:ff:ff:ff:ff matches a single device.

11 In the DSCP Check field, select the matching DSCP value from the list of Diffserv

code point.

12 Select the Marker field and choose from the list of Diffserv code point (DSCP)

values to mark the specified data flow.

13 Select the Queue field and choose from the list of queues.

14 Click Save.

Queues Configuration

Use Queues Configuration to configure QoS queues for each WAN connection type.
By configuring the queues, you determine how the packets will be processed
according to the assigned priorities. A queue with a higher priority has lower queue

184

precedence.
Path: Advanced > QoS > Queues Configuration

To set up your queues, complete the following steps.

1 Click Advanced on the main screen. The Upstream Quality of Service screen

opens.
dliali . [
cisco Emael -
SYSTEM DsL HOME NETWORK SECURITY
QoS | REMOTE MANAGEMENT PORT MAPPING IP NETWORKING

Queues Cofiguration

Upstream Quality of Service

Quality of Service Setup
Choose Add or Remave to configure netwark traffic classes

If you disable WM function in Wireless Page, classification related to wireless will not take effects
| MARK | TRAFFIC CLASSIFICATION RULES ‘

Clags |DECP Queue Lan | Source |Source| Dest.  Desl. Foue  |Declination

Mame| Mark | 1D P |AddrMask | Port  Addr/Mask Port

Addr./Mask Addr.ihdask

miPrnmcn\ DSCP| MWAC MAC  Order|Enable|[Remove Edit|
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Upstream Quality of Service
2 Click Queues Configuration. The Queues Configuration screen opens.
L) L) ) J— —
B e

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING

QoS5 Queue Configuration

A maximum 24 entries can be configured.
If you disable WMM function in Wireless Page, queues related to wireless will not take effects

Interfacename ‘ Precedence | Cueue Key | Enable ‘ Remove

3 Click Add to add a queue.

alvaln |
cisco S
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTEMANAGEMENT | PORTMAPPING | IPNETWORKING

QoS Queue Configuration

The screen allows you to configure a QoS gueue entry and assign it to a specific network intedace. Each interface with Qo3
enabled will be allocated three queues by default. Each of the queues can be configured for a specific precedence. The queue
entry configured here will be used by the classifier to place ingress packets appropriately.

Note: Lower integer values for precedence imply higher priority for this queue relative to others. Click 'Save/Apply'
to save and activate the filter.

Queue Configuration Stalus.

Queue Precedence:

Save/Apply

4 For the Queue Configuration Status, select Enable or Disable to enable or
disable your queue configuration.

5 Select from the Queue drop-down list for the associated WAN interface or
connection type for Queue.

6 For the Queue Precedence field, select the Precedence as the relative priority for
the queue. A smaller number indicates a higher priority.

7 Click Save/Apply to save the changes.
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Remote Management

The Remote Management -- TR-069 Client screen allows an auto-configuration
server (ACS) to perform auto-configuration, provisioning, collection of statistics, and
diagnostics for this residential gateway.

Path: Advanced > Remote Management

N
cisco

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
Qo$ | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

Remote Management -- TR-069 Client

WAN Management Protocol (TR-069) allows an Auto-Configuration Server (ACS) to perform auto-configuration, provisioning,
collection, and diagnostics to this device.

Select the desired values and click "Save/Apply" to confiqure the TR-0B2 client options.

Infarm @ Disable O Enable

Inform Interval 300

ACS URL

ACS User Name: E=£AADOGI00007
ACS Password ssase

Connection Reguest Authentication

Connection Request User Name:
Connection Request Password: (eeses

[ saverApply |[ GetRPCMethods |

Configuring the TR-069 Client Options
To configure the TR-069 client options, complete the following steps.
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1

@ 3 O U =

10

11

Remote Management

Click Advanced on the main screen. The Remote Management -- TR-069 Client
screen opens.

e w= B2 W8

SYSTEM HOME NETWORIC SECURITY ADUANE:ED
QoS REMOTE MANAGEMENT | PORT MAPPING IP NETWORKING HELP

Remote Management -- TR-069 Client

WAN Management Protocaol (TR-069) allows an Auto-Configuration Server (ACS) to perform auto-configuration, provisioning,
collection, and disgnostics to this device.

Select the desired values and click "Savef&pply" to configure the TR-0B3 client options.

Infarm @ Disable O Enable

Inform Interval 300

ACS URL

ACS User Name: E=+AADOGI00007
ACS Password senne

Connection Request Authentication

Connection Request User Name:|admin
Connection Request Password: | essss

[ Bavettpply ][ GetRPCMethods |

In the Inform field, choose one of the following options:

®  Click Enable to enable the periodic "inform" messages from the residential
gateway.

®  (Click Disable to disable the inform messages to the residential gateway.

In the Inform Interval field, enter the frequency that the inform messages are sent
from the residential gateway to the auto-configuration server.

In the ACS URL field, enter the URL for the auto-configuration server.

In the ACS User Name field, enter the user name for auto-configuration server.
In the ACS Password field, enter the password for the auto-configuration server.
Check the Connection Request Authentication field.

In the Connection Request User Name field, enter the name of the connection
request.

In the Connection Request Password field, enter the password for the connection
request.

Click GetRPCMethods to obtain the list of remote procedural calls (RPC)
supported by the auto-configuration server.

Click Save/Apply to save the configuration changes.
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Port Mapping

The Port Mapping screen allows you to specify which traffic will be transmitted over
the WAN interface. Traffic is classified by ingress port, such as Ethernet port, or by
DHCP option settings. Port Mapping supports multiple ports to PVC and bridging
groups. Each group will perform as an independent network. To support this
feature, you must create mapping groups with appropriate LAN and WAN
interfaces.

Path: Advanced > Port Mapping

G e

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
Qo§ REMOTE MANAGEMENT PORT MAPPING | IP NETWORKING HELP

Port Mapping

Port Mapping - A maximum 16 entries can be configured

Port Mapping supports multiple ports to PYC and bridging groups. Each group will perform as an independent network.

To support this feature, you must create mapping groups with appropriate LAN and YWAN interfaces using the Add button

The Remaove buttan will remove the grouping and add the ungrouped interfaces to the Default group. Only the default group has
an |P interface.

Enable virtual parts on |41

j Group Name | Enable/Disable | Remove [ Edit \Interfaces  Enable/Disable |
' ' ' USR @
sthD '

=

=

Wireless

Default LANT

=

LAMT

3]

LAN4

3]

LANZ

=

HPHA

=

P o |ED

nas_0 8_35

=

(VLANHD ariy)

Adding Port Mapping
To add port mapping, complete the following steps.
/\  CAUTION:

This procedure is for administrators only. Incorrectly using this function can
adversely affect your system operation.
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Port Mapping

1 Click Advanced on the main screen. The Upstream Quality of Service screen

2

opens.

alvn]n o * %
cisco
SEYSTIM os HOME KL TOR SEOLATY ADYANCID
e | REMOTE MARACEMENT PO MAPYING W TWORANG

Upstreasm Quality of Senvice

Diiality #f Saides Saip
Chesss Add or Rerr 10 conbigurs network e clasae

I yom diabde WM hincses is Wiieless Page, dasaiScation ielated s wiieless will nol take eBlech

PLARK TRAFFIL: CLASSFICATION RULES
Source | Destinuan
Clase [SCP Queue Lan Sowrce  |Soucs Dest | Dewt
Pratocol DSCP M Wal  Order Ensble Remow Edi
Marre Mask | ID  Pan Agdde Maik. Poit  Adde Maak) Pan PR PP

Click the Port Mapping tab. The Port Mapping screen opens.

alaln
cisco
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORT MAPPING | IPNETWORKING | HELP

Port Mapping

Port Mapping -- A maximum 16 entries can be configured

Port Mapping supports multiple ports to PYC and bridging groups. Each group will pedfarm as an independent network

To support this feature, you must create mapping groups with appropriate LAN and WAN interfaces using the Add button.

The Rermove button will remove the grouping and add the ungrouped interfaces to the Default group. Only the default group has
an P interface.

Enable virtual ports on |LA8N0T-4)

Group Mame | Enable/Disable | Remove | Edit Interfaces | Enable/Disable

UsBE

ethD

Wireless

Default LANT

LAM1T

LAN4

LANZ

HPMA

nas_0_B_35

(AN oriy)
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3 Click Add. The Port Mapping Configuration screen opens.

|
i e
cisco ‘s
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT PORT MAPPING | IP NETWORKING HELP

Port Mapping Configuration

To create a new mapping group
1. Enter the Group name and select interfaces from the available interface list and add it to the grouped interface list using the
arrow buttons to create the required mapping of the ports. The group name must be unigue.

2. If you like to automatically add LAN clients to a PYC in the new group add the DHCP vendor ID string. By configuring a
DHCP vendor ID string any DHCP client request with the specified vendor 1D (DHCP option B0) will be denied an IP address
from the local DHCP server

Note that these clients may obtain public IP addresses

3. Click Savef&pply button to make the changes effective immediately
Note that the selected interfaces will be removed from their existing groups and added to the new group.

IMPORTANT If a vendor ID is configured for a specific client device, please REBOOT the client device attached to
the residential gateway to allow it to obtain an appropriate IP address.

Group Name:

Grouped Interfaces Available Interfaces

LANI

LANT

LaN4

LaNZ
HPMA
nas_0_8_35
Wireless
usBe

O

Automatically Add
Clients With the
following DHCP Vendor
IDs

Savefipphy

4 In the Group Name field, enter the name of the group. The group name must be
unique. For example, enter IPTV.

5 For the Grouped Interfaces field, select interfaces from the Available Interfaces
list and add them to the grouped interface list using the arrow buttons to create
the required mapping of the ports.

6 Inthe Automatically Add Clients With the following DHCP Vendor IDs fields,
add the DHCP option 60 [vendor ID option] string for the devices (typically IP
set-tops) attached to the residential gateway.

7 Click Save/Apply.
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Virtual Servers Setup

Virtual Servers Setup

The NAT -- Virtual Servers Setup screen allows you to configure servers to which
you want to forward IP packets that belong to a specific service.

Path: Advanced > IP Networking > NAT > Virtual Servers

NAT - Virtual Servers Setup
Wirtual Server allows you to direct incoming traffic fram WARN side (identified by Protocol and External port) to the Intemal
server with private IP address an the LAM side. The Internal port is required only if the extermal port needs to be converted to a
different port number used by the server on the LAN side. A maximurm 32 entries can be configured.
Server External Port | External Port Protocsl Intermnal Port | Internal Part Server [P Remote Rermave
Name Start End Start End Address Host
Acthiz 3000 2000 TcP 3000 2000 192.168.1.1 o
VWaorlds
Acthiz 5670 5670 TcP 5670 5670 19216811 0
Worlds
Acthiz 7777 7777 TcP 7777 7777 19216811 0
Worlds
Acthiz 7000 7000 TcP 7000 7000 19216811 0
Worlds

Adding a Virtual Server

To add and configure a virtual server, complete the following steps.
1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.
|
Ll -

SYSTEM DSsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

* ¥irtual Servers
» Port Triggerin
s DMZ Host
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3 Click Virtual Servers. The Virtual Servers screen opens.

alaln L a
cisco EEmaed :
SYSTEM DSL HOME NETWORK SECURITY ADVANCED

QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

NAT - Virtual Servers Setup

Wirtual Server allows you to direct incaming traffic fram WAN side (identified by Pratocol and External port) to the Intemal
server with private [P address on the LAN side. The Internal port is required only if the external port needs to be converted to a
different port number used by the server on the LAN side. A maximum 32 entries can be configured.

Server Extemal Port | External Port Protocol Internal Port | Internal Port Server IP Remote -
Name Start End Start End Address Host

Active 3000 3000 TCR 000 3000 192.168.1.1 O
Worlds

Active 5570 5570 TCR 5E70 5570 192.168.1.1 O
Worlds

Active 777 77T TCR 77T 7T 192.168.1.1 O
Worlds

Active 7000 oo TCR 7000 pinli] 192.168.1.1 O
Worlds
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4 From the Virtual Servers Setup screen, click Add. The NAT -- Virtual Servers

screen opens.

alialn
cisco

= 0

SYSTEM HOME NETWORK

QoS | REMOTE MANAGEMENT | PORT MAPPING IPNETWORKING | HELP

=

SECURITY

In the External Port Start/End fields, assign the external (Internet) port range of
numbers that are associated with the service. These are the ports which will be
used for receiving the service request from the WAN. If you have chosen to

Routing

NAT -- Virtual Servers

Select the sewvice name, and enter the server IP address and click "Save/Apply" to forward IP packets for this serice to the

specified server. NOTE: The “Internal Port End™ cannot be changed. It is the same as "External Port End” normally

and will be the same as the “Internal Port Start” or "External Port End™ if either one is modified

Remaining number of entries that can be configured:28

Server Name:

@ Select a Senice: |Select One v‘

O Custom Sewer. | |

Server P Address:

External Part StaniExternaI Fort End  Protocol  [nternal Port StartInternal Port End)  Remate [p
TCP =
TCR -
TCP b
TCP v
TCP =
TCP v
TCP v
TCP v
TCP v
TCP v
TCP v
TCP v

5 Under Server Name, choose one of the following:
®  Click Select a Service, and choose a service from the drop-down list.
OR
B (Click Custom Server, and enter a server name and the Server IP Address.
6 In the Server IP Address field, enter the IP address for the server.

Virtual Servers Setup

Select a Service from the above selection, the ports will be entered automatically

for you.

Under Protocol, select TCP, UDP, or TCP/UDP.

In the Internet Port Start/End fields, assign the internal (LAN) port range of
numbers that are associated with the service. These are the ports which the

actual LAN server defines. If you have chosen to Select a Service from the above

selection, the ports will be entered automatically for you.
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10 In the Remote IP field, enter the service request (client) sender's IP address.
Leave it blank to accept all incoming service requests regardless of the senders'
IP address.

11 Click Save/Apply to add the virtual server.

Removing a Virtual Server

To remove a virtual server, complete the following steps.
1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.
|
el e T

SYSTEM DSsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPFING | IP NETWORKING | HELP

Routing

* ¥irtual Servers
» Port Triggerin
s DMZ Host

3 Click Virtual Servers. The Virtual Servers screen opens.

alaln = a
cisco Euma
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORT MAPPING | IPNETWORKING | HELP

NAT -- Virtual Servers Setup
“irtual Server allows you to direct incoming traffic fram WAN side (identified by Protocol and External port) to the Intemal
server with private |P address on the LAN side. The Internal port is required only if the external port needs to be converted to a
different port number used by the server on the LAN side. A maximum 32 entries can be configured.
Server External Port | Extemal Port Bituicol Internal Port | Internal Port Server P Remote e—
Narne Start End Start End Address Haost
active 3000 2000 Tcp 3000 2000 192.168.1.1 m|
WWorlds
active 5670 £670 Tcp 5670 £670 192.168.1.1 m|
WWorlds
active 7777 7777 Tcp 7777 7777 192.168.1.1 m|
WWorlds
active 7000 7000 Tcp 7000 7000 192.168.1.1 m|
WWorlds

4 From the NAT -- Virtual Servers Setup screen, select Remove in the Remove
column next to the server you wish to remove.

5 Click Remove to remove the NAT Virtual Server.
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Port Triggering Setup

Some applications require that specific ports in the router's firewall be opened for
access by the remote parties. The Port Triggering feature dynamically opens up the
"Open Ports" in the firewall when an application on the LAN initiates a TCP/UDP
connection to a remote party using the Triggering Ports feature. The router allows
the remote party from the WAN side to establish new connections with the
application on the LAN side using the open ports. A maximum of 32 entries can be
configured.

The NAT -- Port Triggering screen allows you to configure servers to which you
want to forward IP packets that belong to a specific service.

Path: Advanced > IP Networking > NAT > Port Triggering > NAT -- Port
Triggering

'é||'s'::|t;' — 3 ? % %

SYSTEM HOME NETWORK SECURITY ADVANCED

QoS | REMOTEMANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

Bouting

NAT -- Port Triggering

Some applications require that specific ports in the residential gateway's firewall be opened for access by the remote parties
Port Trigger dynamically opens up the ‘Open Ports' in the firewall when an application on the LAN initiates a TCP/UDP

connection to a remate party using the Triggering Ports'. The residential gateway allows the remate party from the YWAN side
1o establish new connections back to the application on the LAN side using the 'Open Ports'. A maximum 32 entries can be

configured
IAppllcatmn Trigger Open Remaove

| MName Protocol | Port Range | Protocol Port Range

| Start | End Start | End

Opening a Port on the Firewall

To open a port on the firewall, complete the following steps.
1 Click Advanced on the main screen.

2 Click IP Networking. The NAT screen opens.

& <

QoS | REMOTE MASNLZTEEM':NT | PORT MAF‘F:JNSGL | B NETWG’;?(:IZN:“::L:K — ——

alialn
cisco

Routing

* ¥irtual Servers
» Port Triggerin
s DMZ Host
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3 Click Port Triggering. The NAT -- Port Triggering screen opens.

] ] ] J_i
R

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

NAT -- Port Triggering

Some applications require that specific ports in the residential gateway's firewall be opened for access by the remote parties
Port Trigger dynamically opens up the 'Open Ports' in the firewall when an application on the LAN initiates a TCR/UDP
connection to a remate party using the Triggering Ports'. The residential gateway allows the remate party from the YWAN side
to establish new connections back to the application on the LAN side using the 'Open Ports'. A maximum 32 entries can be
configurad

Application Trigger Open Remove

MName Protocol | Port Range | Protocol | Port Range

Stant | End Start ‘ End

4 From the NAT -- Port Triggering screen, click Add. The NAT Port Triggering
screen opens with a list of available protocols.

by ——

SYSTEM DsL HOME NETWORK SECURITY ADVANCED

QoS | REMOTEMANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

NAT -- Port Triggering

Some applications such as games, video conferencing, remote access applications and others require that specific ports in
the residential gateway's firewall he opened for access by the applications. You can configure the port settings from this
screen by selecting an existing application or creating your own (Custom applicationand click "Save/Apply” to add it.
Remaining number of entries that can be configured:32

Sawefipphy

Application Name:
® Select an application: | Selact One v

© Custom application: | |

Trigger Port Start Trigger Port End[Trigger Protocol|Open Port Start|Open Port End| Open Pratacol
TCFP v TCP b
TCP v TCP v
TCR v TCP M
TCP v TCP v
TCP v TCP b
TCP v ToP v
TCP ~ TCP ~
TCP v TCP v

Savefspphy

5 Under Application Name, choose one of the following:

®  Click Select an Application and choose an application from the drop-down
list.

OR

®  (Click Custom Application, and enter a name for the application.
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6 Complete the fields on the screen as follows:

®  Under Trigger Port Start, enter the triggering port (start) that will cause the
residential gateway to open up the incoming port for the particular LAN
computer.

®  Under Trigger Port End, enter the triggering port (end) that will cause the
residential gateway to open up the incoming port for the particular LAN
computer.

®  Under Trigger Protocol, select TCP/UDP, TCP or UDP.

®  Under Open Port Start, enter the starting port number of the service you
want to open on the firewall.

®  Under Open Port End, enter the ending port number of the service you want
to open on the firewall.

®  Under Open Protocol, select TCP/UDP, TCP or UDP.
7 Click Save/Apply to open the ports on the firewall.

Closing a Port on the Firewall

4020210 Rev A

To close a port on the firewall, complete the following steps.
1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.

.él;;élé. E_;-;--} — % %

SYSTEM DsL HOME NETWORK SECURITY ADVANCED

QoS REMOTE MANAGEMENT PORT MAPPING IP NETWORKING | HELP

Routing

» Yirtual Servers

» Port Triggering
+ DM7 Host
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3 Click Port Triggering. The NAT -- Port Triggering screen opens.

il | a
cisco e
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPRING | IPNETWORKING | HELP

NAT —- Port Triggering

Some applications require that specific ports in the residential gateway's firewall be opened for access by the remote parties.
Port Trigger dynamically opens up the Open Ports'in the firewall when an application on the LAN initiates a TCR/UDP

connection to a remote party using the Triggering Ports”. The residential gateway allows the remote party from the YWAN side
to establish new connections back to the application on the LAN side using the 'Open Ports' A maximum 32 entries can be

configured

Application Trigger Open Remove

Narme Protocol | Port Range | Protocol | Port Range

Start | End Start | End

Aim Talk TCP 4099 4099 TCP 5191 5191 O

4 From the NAT -- Port Triggering screen, click Remove in the Remove column

next to the port you wish to close.
5 Click Remove. The port you selected is closed.
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DMZ Host Setup

The NAT -- DMZ Host screen allows the IP packets from the WAN that do not
belong to any of the applications configured in the Virtual Servers table to be
forwarded to the DMZ (demilitarized zone) host computer.

Path: Advanced > IP Networking > NAT > DMZ Host > NAT -- DMZ Host

|
bl e

SYSTEM DsL HOME NETWORK SECURITY ADVANCED

QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELF

DNS Routing IGIF IPSec

NAT —- DMZ Host

The DSL residential gateway will farward IP packets from the WAN that do not belong to any of the applications configured in
the “irtual Servers table to the DMZ host computer.

Erter the computer's IP address and click "Save/dpply” to activate the DMZ host

Clear the |P address field and click "Save/&pply" to deactivate the DMZ host

DWZ Host IP Address
Savelipphy

Activate the DMZ Host

In the DMZ Host IP Address field, enter the computer's IP address and click
Save/Apply to activate the DMZ host.

Deactivate the DMZ Host

Clear the DMZ Host IP Address field and click Save/Apply to deactivate the DMZ
host.
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DNS Server Configuration

The DNS Server Configuration screen allows you to configure the Domain Name
Server (DNS).

If the Enable Automatic Assigned DNS check box is checked, the residential gateway
will accept the first received DNS assignment from one of the PPPoA, PPPoE or
MER/DHCP enabled PVC(s) during the connection establishment. If the check box
is not checked, enter the primary and optional secondary IP address or domain
name address of the DNS server to establish connection. Click Save to save the new
configuration. You must reboot the residential gateway to make the new
configuration effective.

Path: Advanced > IP Networking > DNS > DNS Server

woeme w B8

SYSTEM DsL HOME NETWORK SECURITY ADVANCED

QoS REMOTE MANAGEMENT PORT MAPPING P NETWORKING | HELP

DNS Server Configuration

If Enable Automatic Assigned DNS' checkbox is selected, this residential gateway will accept the first received DNS
assignment from one of the PPPoA, PPPoE or MER/DHCP enabled PVC(s) during the connection establishment. If the
checkbox is not selected, enter the primary and optional secondary DNS server IP addresses. Click 'Save’ button to save the
new configuration. You must reboot the residential gateway to make the new configuration effective

[l Enable Automatic Assigned DNS

Primary DNS server:  |192.168.1.254
Secondary DNS server|192.168.1.254

Save
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DNS Entries

The DNS Entries page allows you to add domain names and the IP addresses to be
resolved by the Gateway. You could add a DNS entry by entering the Domain name
and the corresponding IP address in the fields. Click Save/Apply to save your
settings.

Path: Advanced > IP Networking > DNS > DNS Entries
alul, =
cl:llistl:lt; [ mm— a % %

SYSTEM osL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING

The DNS Entry page allows you to add domain names and IP Address desired to be resolved by the DSL router.

Choose Add or Remove to configure DNS Entry. The entries will become active after save/reboot.

|Dumam MName ‘ IP Address | Remuove |

4020210 Rev A 201



Chapter 7 Advanced Configuration

Dynamic DNS

The Dynamic DNS screen allows you to alias a dynamic IP address to a static
hostname in any of the many domains. The alias allows your DSL router to be more
easily accessed from various locations on the Internet.

Path: Advanced > IP Networking > DNS > Dynamic DNS

alaln
cisco :
SYSTEM DSL HOME NETWORK SECURITY
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

ADVANCED

Choose Add or Remaove to configure Dynamic DNS.

| Hostname | Username |Ser\nce | Intetface | Remaove |

The Dynamic DNS service allows you to alias a dynamic |P address to a static hostname in any of the many domains,
allowing your DSL router to be more easily accessed from various locations on the Internet

Adding an Alias for A Dynamic IP Address to a Static Host Name

To alias a dynamic IP address to a static host name, complete the following steps.

1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.
|
e & BB

SYSTEM DsL HOME NETWORK SECURITY
QoS | REMOTEMAMNAGEMENT | PORTMAPPING | IPNETWORKING | HELP

ADVANCED

» Yirtual Servers
» Port Triggerin
+ DM7 Host
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Dynamic DNS

3 Click DNS. The DNS screen opens.

S e % B £
CIsco
BYSTEM HOME METWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORT MAPFING | IP NETWORKING

* DMS Server
* DNS Entries

* Dynamic DNS

* Nslookup

4 Click Dynamic DNS. The Dynamic DNS screen opens.

alaln %
cisco
SYSTEM HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

Dynamic DNS

The Dynamic DMS service allows you to alias a dynamic |P address to a static hostname in any of the many domains,
allowing your DSL router to be more easily accessed from various locations on the Internet

Choose Add or Remove to configure Dynarmic DNS.

| Hostnarne | Usermarne |Service | Interface | Rermove |

5 Click Add on the Dynamic DNS screen. The Add dynamic DDNS screen opens.

Lo w B8

HOME NETWORK SECURITY

QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

Add dynamic DDNS

This page allows you to add a Dynamic DNS address from DynDNS.org or TZO

D-DMS pravider DynDNS.org ¥

DynDNS Settings

SavefApphy
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6 In the D-DNS provider field, select the provider from the drop-down list.
7 In the Hostname field, enter the name of the host.

8 In the Interface field, select the interface from the drop-down list.

9 Under DynNDS Settings, enter your user name and password.

10 Click Save/Apply.
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Nslookup

Nslookup

The Nslookup tool is a utility to look up information in the DNS (Domain Name
System). Basically, DNS maps domain names to IP addresses. Type in the domain
name in the field, and press Start to look up the IP address.

Path: Advanced > IP Networking > DNS > Nslookup
b
i e W B @

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IP NETWORKING

Nslookup

MNslookup is 2 program to query internet domain name servers

Please input the domain name (ex: www. telus.com)

|
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Default Gateway Routing

The Default Gateway screen allows you to make gateway assignments for devices

206

that are connected to the residential gateway.

Note: If you change the Enable Automatic Assigned Default Gateway check box
from unselected to selected, you must reboot the router to get the automatic

assigned default gateway.

Path: Advanced > IP Networking > Routing > Default Gateway

iy <=

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

Default Gateway

enter the static default gateway and/or a WAN interface. Click the 'Save/Apply’ button to save the assignment

MOTE: i changing the Automatic Assigned Default Gateway from unselected to selected, you must reboot the residential
gateway to get the automatic assigned default gateway.

[ Enable Automatic Assigned Default Gateway

Use Default Gateway IP Address  |24.56.187.1
[] Use Interface

Savefipphy

If the Enable Automatic Assigned Default Gateway checkbox is selected, this residential gateway will accept the first received
default gateway assignment from one of the PPPoA, FFPoE or MER/DHCP enabled PYC(s). If the checkbox is not selected,

Assigning Default Gateways

To assign a default gateway, complete the following steps.
1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.

|
Ll -

SYSTEM DsSL HOME NETWORK SECURITY ADVANCED

QoS | REMOTE MANAGEMENT | PORTMAPPING | |PNETWORKING | HELP

Routing

= Virtual Servers

= Port Triggering
» DMZ Host
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3 Click Routing. The Routing screen opens.

-l|l-l|l- W %
cisco

SYSTEM DsSL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

+ Default Gatewa
+ Static Route
« Pin

4 Click Default Gateway. The Default Gateway screen opens.

il <

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTEMANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

Default Gateway

If the Enable Automatic Assigned Default Gateway checkbox is selected, this residential gateway will accept the first received
default gateway assignment from one of the PPPoA, PPPoE or MER/DHCP enabled PYC(s). If the checkbox is not selected,
enter the static default gateway andfor a WAN interface. Click the 'Save/Apply’ button to save the assignment

MOTE: i changing the Automatic Assigned Default Gateway from unselected to selected, you must reboot the residential
gateway to get the automatic assigned default gateway

[ Enable Automatic Assigned Default Gateway

Use Default Gateway IP Address |24.56.187.1
[ Use Interface

Savelspply

Default Gateway Routing

Do you want to enable the automatic assigned default gateway?

B If yes, be sure the Enable Automatic Assigned Default Gateway check box is

checked. If this check box is checked, the residential gateway will accept the
first received default gateway assignment from one of the PPPoA, PPPoE or

MER/DHCP enabled PVC(s).

®  If no, be sure the Enable Automatic Assigned Default Gateway check box is

unhecked. If the check box is not checked, enter the default gateway IP
address AND/OR a WAN interface from the drop-down list for the Use

Interface field.

Click Save/Apply to save your selection.
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Static Route

The Residential Gateway lets you set up static routes when routing packets from a
specific network to another.

Path: Advanced > IP Networking > Routing > Static Route

To add a static routing entry, complete the following steps.
1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.
|
el e T

SYSTEM DSsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPFING | |PNETWORKING | HELP

Routing

* ¥irtual Servers
» Port Triggerin
s DMZ Host

3 Click Routing. The Routing screen opens.
Click Static Route. The Device Info -- Route screen opens.
b e & B B

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
QoS | REMOTEMANAGEMENT | PORTMAPPING | IPNETWORKING

Device Info - Route

Static Route (A maximum 32 entries can be configured)

‘ Destination ‘ Subnet Mask | Gateway ‘ Interface 1 Remove 1

5 Click Add to add a new entry.

6 Enter the Destination Network Address which should be a network ID for the
destined network.

Enter the Subnet Mask for the destined network.

8 Select Use Gateway IP Address and identify the Gateway's IP Address to which
the packet is forwarded.

9 Select Use Interface for the interface that is used to forward the packet from the
drop-down menu.

10 Click Save/Apply at the bottom of the screen.
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Ping

The ping utility could be used to test the connectivity with other network devices.

Path: Advanced > IP Networking > Routing > Ping

To test the connectivity with other devices (ping them), complete the following
steps.
1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.
|
iy ==

SYSTEM DSsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

* ¥irtual Servers
» Port Triggerin
s DMZ Host

3 Click Routing. The Routing screen opens.
4 Click Ping. The Ping window opens.
bl e

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING

"ming" uses the ICMP protocol's mandatory ECHO_REQUEST datagram to elicit an ICMP ECHO_RESPONSE from
a host or gateway.

Please Input the IP address of host or gateway . (ex: 192.168.1.1)
| [ Start Ping Processing J

4020210 Rev A 209



Chapter 7 Advanced Configuration

5 Enter the IP address of a remote host and click Start Ping Processing. The Ping
result appears on the screen as shown below.

bl ey T

SYSTEM DsL HOME NETWORK SECURITY ADVANCED

QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING

Ping Result

PING 71.153.6.254 (71.153.6.254): 56 data bytes

56 bytes from 71.153.6.254: icmp_seq=0 tt=E255 time=55.0 ms
96 bytes from 71.153.6.254: icmp_seq=1 tt=255 time=20.0 ms
96 bytes from 71.153.6.284; icmp_seq=2 tt=255 time=25.0 ms
56 bytes from 71.153.6.254; icmp_seq=3 tI=255 time=25.0 ms

-- 71153 6.254 ping statistics -—
4 packets transmitted, 4 packets received, 0% packet loss
round-trip minfavigdmax = 20.0/31.2/55.0 ms
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Internet Group Management Protocol

4020210 Rev A

The IGMP screen allows you to configure the Internet Group Management Protocol
(IGMP) parameters. IGMP is a communications protocol that is used to manage the
membership of Internet Protocol multicast groups. Routers use IGMP to manage
multicasting. The IGMP messages are used to determine which host is part of which
multicast group.

Path: Advanced > IP Networking > IGMP

« & g @

HOME NETWORK SECURITY ADVANCED

SYSTEM

QoS REMOTE MANAGEMENT PORT MAPPING IP NETWORKING

S DNS Routing 1PSec

Enable IGMP snooping

© Standard mode
® Blocking

IGMP farward setting

Quaty Interal 125 (30-127)sec

Query Response Interval D (B5-10)sec
Query Yersion L\/ersinn J

Last member Query Interval !17‘ (1-5)sec
Last member Query Count [2 (2-B)times

Save / Reboot

Enabling IGMP Snooping

To enable IGMP snooping, complete the following steps.
1 Check the Enable IGMP snooping check box.

2 Select Standard mode to flood unknown multicast traffic. Select Blocking to
discard unknown multicast traffic.

3 Inthe Query Interval field, enter the interval in seconds. The Query Interval is
the amount of time in seconds between IGMP Host Query messages sent by the
router.

4 Inthe Query Response Interval field, enter the interval in seconds. The Query
Response Interval is the maximum amount of time in seconds that the IGMP
router waits to receive a response to an IGMP Query message.

5 In the Query Version field, choose the version from the drop-down list.
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6 In the Last member Query Interval field, enter the interval in seconds. It is the
amount of time in seconds that the IGMP router waits to receive a response to a
Group-Specific Query message.

7 In the Last member Query Count field, enter the value in numbers. It is the
number of Group-Specific Query messages sent upon receipt of a message
indicating a leave. (The default is 2.)

8 Click Save/Reboot to save your changes and reboot the system.enter the value in
numbers. The default is 2. It is the number of Group-Specific Query messages
sent upon receipt of a message indicating a leave.
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IPSec Settings

The IPSec Settings screen allows you to configure IP security settings for the
residential gateway.

Path: Advanced > IP Networking > IPSec

Ml s & B
cisco -
SYSTEM DsSL HOME NETWORK SECURITY

ADVANCED
QoS | REMOTEMANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

IPSec Settings

Add, edit or remove IPSec tunnel mode connections from this page

| Enable |Cunnecliun MName | Remote Gateway ‘ Local Addresses ‘ Remote Addresses | |

Add New Connection

Adding an IPSec Connection

To add an IPSec connection, complete the following steps.
1 Click Advanced on the main screen.

2 Click IP Networking. The NAT screen opens.

Te———

SYSTEM DsSL

HOME NETWORK SECURITY

ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | |PNETWORKING | HELP

= Virtual Servers
= Port Triggering

» DMZ Host

bl —

SYSTEM DSL

HOME NETWORK SECURITY
QoS | REMOTEMANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

ADVANCED

IPSec Settings

Add, edit or remove IPSec tunnel mode connections from this page.

| Enable |Cnnnect|nn Mame | Remote Gateway ‘ Local Addresses ‘ Remote Addresses | |

Add New Connection
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4 Click Add New Connection. The IPSec Settings screen opens.

Scientific
Atlanta

SEGURITY ADVANCED

NAT NS Routing IGMP

IPSec Settings

IPSec Connection Name

Remote IPSec Gateway Address o000

Tunnel access from local IP addresses Subnet <
1P Address for VPN 0000
1P Subnetmask [255.255.255.0

Subnet -
for 0000
1P Subnetmask [255.255.255.0

Key Exchange Method Auto(IKE) <!

Authentication Method Pre-Shared Key ~

Pre-Shared Key key
Perfect Fonward Secrecy Disable 7/
Advanced IKE Settings Show Advanced Sefiings

Save/Apply

In the IPSec Connection Name field, enter the name of the connection.

In the Remote IPSec Gateway Address field, enter the gateway address for the
remote [PSec gateway.

7 In the Tunnel access from local IP addresses field, select Subnet or Single
Address.

In the IP Address for VPN, enter the IP address for the VPN connection.
In the IP Subnetmask field, enter the subnet mask for the VPN IP address.

10 In the Tunnel access from remote IP addresses field, select Subnet or Single
Address.

11 In the IP Address for VPN, enter the IP address for the VPN connection.

12 In the IP Subnetmask field, enter the subnet mask for the VPN IP address.

13 In the Key Exchange Method field, select Auto(IKE) or manual.

14 In the Authentication Method field, select Pre-Shared Key or Certificate (X.509).
15 Depending upon the authentication method that you selected, do one of the

following:

B If you selected Pre-Shared Key, enter the name of the key in the Pre-Shared
Key field.
OR

B If you selected Certificate (X.509), select a certificate from the drop-down list
of certificates in the Certificate field.

16 In the Perfect Forward Secrecy field, select one of the following options:
® If you select Enable, Perfect Forward Secrecy is enabled.

OR

® If you select Disable, Perfect Forward Secrecy is disabled.

17 Do you want to configure the advanced settings?
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B  If yes, in the Advanced IKE Settings field, click Show Advanced Settings to
populate the screen with advanced settings.

Advanced IKE Settings Hide Advanced Settings

w

S e L VI W W

Mode Main
Encryption Algorithm EEE
Integrity Algorithm [vos =]
Select Diffie-Hellman Group for Key Exchange  [1024bit x]
Key Life Time

601
Phase 2
D!

3600
Encryption Algorithm 3DES
Integrity Algorithm MD5 -

Select DiffieHellman Group for Key Exchange  [1024bit
Key Life Time 3600 Seconds

Save  Apply

b i il Gl e i s G B il

|

e

®  If no, go to step 20.
18 Complete the advanced settings as follows:
a Inthe Phase 1 Mode field, select Main or Aggressive.

b In the Encryption Algorithm field, select one of the following encryption
algorithms:

— 3DES
— AES-128
— AES-192
— AES-256
¢ In the Integrity Algorithm field, select MD5 or SHAT.

d In the Select Diffie-Hellman Group for Key Exchange field, select one of the
following options:

— 768 bit

— 1024 bit

— 1536 bit

— 2048 bit

— 3072 bit

— 4096 bit

— 6144 bit

— 8192 bit

e In the Key Life Time, enter the life of the key in seconds.

19 Repeat step 15 through 18 for each phase.
20 Click Save/Apply to save your settings.
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Customer Information

Introduction

This chapter provides contact information to obtain product support
and return products for service.

In This Chapter
B Customer SUPPOTL .....ccovieuiiiiiiiiiiiiicceee e 218
B Return Products for Repair........ccccceeeevnnieeinneicineccreeeeens 220
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Customer Support

If You Have Questions

218

If you have questions about this product, contact the representative who handles
your account for information.

If you have technical questions, telephone your nearest technical support office at
one of the following telephone numbers.

The Americas

United States

Ciscoe Services Technical Support

Atl , i .. ;
tlanta, Georgia For Digital Broadband Delivery System products

only, call:

— Toll-free: 1-800-283-2636
— Local: 770-236-2200

— Fax: 770-236-2488

B For all products other than Digital Broadband
Delivery System, call:

— Toll-free: 1-800-722-2009
— Local: 678-277-1120
— Fax: 770-236-2306
Customer Service
m  Toll-free: 1-800-722-2009
®  Local: 678-277-1120
m  Fax: 770-236-5477

The United Kingdom and Europe

Europe

European Technical Product Information

Assistance Center o p ) hone: 32-56-445-444

(EuTAC), Belgium
Technical Support
B Telephone: 32-56-445-197 or 32-56-445-155
m  Fax: 32-56-445-061
Asia-Pacific
China Hong Kong Technical Support

Telephone: 011-852-2588-4745
Fax: 011-852-2588-3139
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Customer Support

Australia

Australia Sydney Technical Support
Telephone: 011-61-2-8446-5374
Fax: 011-61-2-8446-8015

Japan

Japan Tokyo Technical Support
Telephone: 011-81-3-5322-2067
Fax: 011-81-3-5322-1311

Additional Information

4020210 Rev A

Access your company's extranet site to view or order additional technical
publications. For accessing instructions, contact the representative who handles your
account. Check your extranet site often as the information is updated frequently.
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Return Products for Repair

You must obtain a return material authorization (RMA) number before you send
products to us for repair or upgrade. To return a product for repair or upgrade,
complete the following steps.

220

1

Obtain the following information about the product that you want to return for
repair or upgrade:

®  The name and model number (if applicable) of the product and the quantity
of returns

® A reason for the return, such as upgrade or failure symptom

®  Your company name, contact, telephone number, email address, fax number,
repair disposition authority, and any service contract details

® A purchase order number
Notes:

— If you are unable to issue a purchase order at the time you request an
RMA number, a proforma invoice will be sent to you at the completion of
repair. This invoice lists all costs incurred.

— We must receive a purchase order within 15 days of receipt of proforma.

Important: In-warranty products can accrue costs through damage or misuse, or
if no problem is found. Products incurring costs will not be returned to the
customer without a valid purchase order.

Telephone or fax Factory Services at one of the following numbers to request an
RMA number:

m From North America, call: B From Latin America, call:
— Tel: 1-800-722-2009 — Tel: 1-770-236-5662
— Fax: 770-236-5477 — Fax: 1-770-236-5888

®  From Europe, Middle East, B From Asia Pacific, call:
or Africa, call: — Tel: 852-2588-4746
— Tel:32-56-445-444 — Fax: 852-2588-3139

— Fax: 32-56-445-051

Result: The customer service representative will provide the RMA number and
the shipping instructions to you.

Note: RMA numbers are only valid for 60 days. You must contact a customer
service representative to revalidate your RMA numbers if the number is older
than 60 days. After the RMA number is revalidated, you can return the product.
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Return Products for Repair

Pack the product in its original container and protective packing material.
Important:

B If the original container and packing material are no longer available, pack
the product in a sturdy, corrugated box and cushion it with packing material
that is appropriate for the method of shipping.

®  You are responsible for delivering the returned goods to us safely and
undamaged. Improperly packaged shipments, which may have caused
additional damage, may be refused and returned to you at your expense.

® Do not return any power cords or accessories.

Write the following information on the outside of the container:
®  Your name

®  Your complete address

®  Your Telephone number

®  RMA number

®  Problem description (for product failures)

Important: Absence of the RMA number may delay processing your product for
repair. Include the RMA number in all correspondence.

Ship the product to the address you receive from the customer service
representative.

Important: We do not accept freight collect. Be sure to prepay all shipments.
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