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Please Read

Important

Please read this entire guide. If this guide provides installation or operation
instructions, give particular attention to all safety statements included in this guide.
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Notices

Trademark Acknowledgments

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/ or its affiliates
in the U.S. and other countries. A listing of Cisco's trademarks can be found at
www.cisco.com/go/trademarks.

Third party trademarks mentioned are the property of their respective owners.

The use of the word partner does not imply a partnership relationship between
Cisco and any other company. (1005R)

The Wi-Fi Protected Setup mark is a mark of the Wi-Fi Alliance. Wi-Fi Protected
Setup is a trademark of the Wi-Fi Alliance.

Disclaimer

The maximum performance for wireless is derived from IEEE Standard 802.11
specifications. Actual performance can vary, including lower wireless network
capacity, data throughput rate, range and coverage. Performance depends on many
factors, conditions and variables, including distance from the access point, volume of
network traffic, building materials and construction, operating system used, mix of
wireless products used, interference and other adverse conditions.

Publication Disclaimer

Cisco Systems, Inc. assumes no responsibility for errors or omissions that may
appear in this publication. We reserve the right to change this publication at any
time without notice. This document is not to be construed as conferring by
implication, estoppel, or otherwise any license or right under any copyright or
patent, whether or not the use of any information in this document employs an
invention claimed in any existing or later issued patent.

Copyright
© 2011 Cisco Systems, Inc. All rights reserved. Printed in the United States of America.

Information in this publication is subject to change without notice. No part of this
publication may be reproduced or transmitted in any form, by photocopy,
microfilm, xerography, or any other means, or incorporated into any information
retrieval system, electronic or mechanical, for any purpose, without the express
permission of Cisco Systems, Inc.
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IMPORTANT SAFETY INSTRUCTIONS

IMPORTANT SAFETY INSTRUCTIONS

Notice to Installers

The servicing instructions in this notice are for use by qualified service personnel only. To reduce the
risk of electric shock, do not perform any servicing other than that contained in the operating

instructions, unless you are qualified to do so.
CAUTION
M.
This symbol is intended to alert you that uninsulated voltage within this MErasoume

product may have sufficient magnitude to cause electric shock.Therefore, itis  GAUTION: To reduce the risk of electric shock. do not remove cover (or back). No

Note to System Installer

dangerous to make any kind of contact with any inside part of this product. user-serviceable parts inside. Refer servicing to qualified service personnel.
Ce symbole a pour but d'alerter toute personne qu'un contact avec une piece

interne de ce produit, sous tension et non isolée, pourrait étre suffisant pour WARNING

provoquer un choc électrique. Il est donc dangereux d'étre en contact avec TO PREVENT FIRE OR ELECTRIC SHOCK, DO NOT EXPOSE THIS UNIT TO
toute piéce interne de ce produit. RAIN OR MOISTURE.

This symbol is intended to alert you of the presence of important operating and
maintenance (servicing) instructions in the literature accompanying this product.
Ce symbole a pour but de vous avertir qu'une documentation importante sur le
fonctionnement et I'entretien accompagne ce produit.

1)  Read these instructions.
2)  Keep these instructions.
Heed all warnings.

Follow all instructions.

)
)
5) Do not use this apparatus near water.
)  Clean only with dry cloth.

)

Do not block any ventilation openings. Install in accordance with the manufacturer's
instructions.

8) Do not install near any heat sources such as radiators, heat registers, stoves, or other
apparatus (including amplifiers) that produce heat.

9) Do not defeat the safety purpose of the polarized or grounding-type plug. A
polarized plug has two blades with one wider than the other. A grounding-type
plug has two blades and a third grounding prong. The wide blade or the third
prong are provided for your safety. If the provided plug does not fit into your
outlet, consult an electrician for replacement of the obsolete outlet.

10) Protect the power cord from being walked on or pinched particularly at plugs,
convenience receptacles, and the point where they exit from the apparatus.

11)  Only use attachments/accessories specified by the manufacturer.
12) Use only with the cart, stand, tripod, bracket, or table specified by the
manufacturer, or sold with the apparatus. When a cart is used, use caution

when moving the cart/apparatus combination to avoid injury from
tip-over.

13) Unplug this apparatus during lightning storms or when unused for long periods of
time.
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IMPORTANT SAFETY INSTRUCTIONS

14) Refer all servicing to qualified service personnel. Servicing is required when the
apparatus has been damaged in any way, such as a power-supply cord or plug is
damaged, liquid has been spilled or objects have fallen into the apparatus, the
apparatus has been exposed to rain or moisture, does not operate normally, or has
been dropped.

Power Source Warning

A label on this product indicates the correct power source for this product. Operate this product only
from an electrical outlet with the voltage and frequency indicated on the product label. If you are
uncertain of the type of power supply to your home or business, consult your service provider or your
local power company.

The AC inlet on the unit must remain accessible and operable at all times.

Ground the Product

A WARNING: Avoid electric shock and fire hazard! If this product connects to coaxial
cable wiring, be sure the cable system is grounded (earthed). Grounding provides
some protection against voltage surges and built-up static charges.

A WARNING: Avoid electric shock and fire hazard! Do not locate an outside antenna
system in the vicinity of overhead power lines or power circuits. Touching power lines
or circuits might be fatal.

This product may contain a tuner capable of receiving off-the-air broadcasts.

Protect the Product from Lightning

In addition to disconnecting the AC power from the wall outlet, disconnect the signal inputs.

Verify the Power Source from the On/Off Power Light

When the on/ off power light is not illuminated, the apparatus may still be connected to the power
source. The light may go out when the apparatus is turned off, regardless of whether it is still plugged
into an AC power source.

Eliminate AC Mains Overloads

A WARNING: Avoid electric shock and fire hazard! Do not overload AC mains, outlets,
extension cords, or integral convenience receptacles. For products that require battery
power or other power sources to operate them, refer to the operating instructions for
those products.

vi 4038769 Rev 01
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IMPORTANT SAFETY INSTRUCTIONS

Provide Ventilation and Select a Location
® Remove all packaging material before applying power to the product.
® Do not place this apparatus on a bed, sofa, rug, or similar surface.
® Do not place this apparatus on an unstable surface.

® Do not install this apparatus in an enclosure, such as a bookcase or rack, unless the installation
provides proper ventilation.

® Do not place entertainment devices (such as VCRs or DVDs), lamps, books, vases with liquids, or
other objects on top of this product.

® Do not block ventilation openings.

Protect from Exposure to Moisture and Foreign Objects

A WARNING: Avoid electric shock and fire hazard! Do not expose this product to
dripping or splashing liquids, rain, or moisture. Objects filled with liquids, such as
vases, should not be placed on this apparatus.

A WARNING: Avoid electric shock and fire hazard! Unplug this product before cleaning.
Do not use a liquid cleaner or an aerosol cleaner. Do not use a magnetic/static cleaning
device (dust remover) to clean this product.

A WARNING: Avoid electric shock and fire hazard! Never push objects through the
openings in this product. Foreign objects can cause electrical shorts that can result in
electric shock or fire.

Service Warnings

A WARNING: Avoid electric shock! Do not open the cover of this product. Opening or
removing the cover may expose you to dangerous voltages. If you open the cover, your
warranty will be void. This product contains no user-serviceable parts.

Check Product Safety

Upon completion of any service or repairs to this product, the service technician must perform safety
checks to determine that this product is in proper operating condition.

Protect the Product When Moving It

Always disconnect the power source when moving the apparatus or connecting or disconnecting
cables.

20090915_IP with Tuner_Safety
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Compliance Information

Compliance Information

United States FCC Compliance

This device has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against such interference in a residential installation. This equipment generates,
uses, and can radiate radio frequency energy. If not installed and used in accordance with the
instructions, it may cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation. If this equipment
does cause harmful interference to radio or television reception, which can be determined by
turning the equipment OFF and ON, the user is encouraged to try to correct the interference
by one or more of the following measures:

B Reorient or relocate the receiving antenna.
B Increase the separation between the equipment and receiver.

m  Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

B Consult the service provider or an experienced radio/television technician for help.

Any changes or modifications not expressly approved by Cisco Systems, Inc., could void the
user's authority to operate the equipment.

The information shown in the FCC Declaration of Conformity paragraph below is a
requirement of the FCC and is intended to supply you with information regarding the FCC
approval of this device. The phone numbers listed are for FCC-related questions only and not
intended for questions regarding the connection or operation for this device. Please contact your
service provider for any questions you may have regarding the operation or installation of this device.

F€ Declaration of Conformity

This device complies with Part 15 of FCC

Rules. Operation is subject to the following Model(s): VEN401 and VEN402
two conditions: 1) the device may not cause Manufactured by:
harmful interference, and 2) the device must Cisco Systems, Inc.

accept any interference received, including 5030 Sugarloaf Parkway
interference that may cause undesired Lawrenceville, Georgia 30044 USA
operation. Telephone: 770 236-1077

Canada EMI Regulation

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la class B est conforme a la norme NMB-003 du Canada.

4038769 Rev 01 iX
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Compliance Information

Dynamic Frequency Selection (DFS) Dual Band Frequencies

Some configurations of this product may operate in the 5150-5250 MHz and 5470-5725 MHz
bands. If you select any channel in these frequency ranges, the product is restricted to indoor
operation only per FCC guidance. The use of this product on the affected frequencies when
outside is in non compliance of the FCC regulations and guidelines.

RF Exposure Statements

Note: This transmitter must not be co-located or operated in conjunction with any other
antenna or transmitter. This equipment should be installed and operated with a minimum
distance of 7.9 inches (20 cm) between the radiator and your body.

us

This system has been evaluated for RF exposure for humans in reference to ANSI C 95.1
(American National Standards Institute) limits. The evaluation was based in accordance with
FCC OET Bulletin 65C rev 01.01 in compliance with Part 2.1091 and Part 15.27. The minimum
separation distance from the antenna to general bystander is 7.9 inches (20 cm) to maintain
compliance.

Canada

This system has been evaluated for RF exposure for humans in reference to Canada Health
Code 6 (2009) limits. The evaluation was based on evaluation per RSS-102 Rev 4. The
minimum separation distance from the antenna to general bystander is 7.9 inches (20 cm) to
maintain compliance.

EU

This system has been evaluated for RF exposure for humans in reference to the ICNIRP
(International Commission on Non-Ionizing Radiation Protection) limits. The evaluation was
based on the EN 50385 Product Standard to Demonstrate Compliance of Radio Base Stations
and Fixed Terminals for Wireless Telecommunications Systems with basic restrictions or
reference levels related to Human Exposure to Radio Frequency Electromagnetic Fields from
300 MHz to 40 GHz. The minimum separation distance from the antenna to general
bystander is 20 cm (7.9 inches).

X 4038769 Rev 01
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CE Compliance

CE Compliance

Declaration of Conformity with Regard to the EU Directive 1999/5/EC
(R&TTE Directive)

4038769 Rev 01

This declaration is only valid for configurations (combinations of software, firmware and
hardware) supported or provided by Cisco Systems for use within the EU. The use of
software or firmware not supported or provided by Cisco Systems may result in the
equipment no longer being compliant with the regulatory requirements.

Bonrapcku Toea obopyaeaHe 0TroBapA Ha CHWECTBEHNTE M3NCKBAHNA 1 NPUNOXKUMIA
[Bulgarian] knaysu Ha Jupektuea 1999/5/EC.
Cesky Toto zafizeni je v souladu se zakladnimi pozadavky a ostatnimi odpovidajicimi
[Czech]: ustanovenimi Smérnice 1999/5/EC.
Dansk Dette udstyr er i overensstemmelse med de vaesentlige krav og andre
[Danish]: relevante bestemmelser i Direktiv 1999/5/EF.
Deutsch Dieses Gerat entspricht den grundlegenden Anforderungen und den weiteren
[German]: entsprechenden Vorgaben der Richtlinie 1999/5/EU.
Eesti See seade vastab direktiivi 1999/5/E0 olulistele nduetele ja teistele
[Estonian]: asjakohastele satetele.
Enalish: This equipment is in compliance with the essential requirements and other

9 relevant provisions of Directive 1999/5/EC.
Espaiiol Este equipo cumple con los requisitos esenciales asi como con otras
[Spanish]: disposiciones de la Directiva 1999/5/CE.
EMAnvikn Autdc o eEomMoudg Eival 08 CUHHOPPWOT) HE TIC OUGIDE EIC AMAITROELS KAl
[Greek]: ahheg oxenikég Siarageig tne Odnyiag 1999/5/EC.
Francais Cet appareil est conforme aux exigences essentielles et aux autres dispositions
[French]: pertinentes de la Directive 1999/5/EC.
[slenska Petta taeki er samkvamt grunnkréfum og 68rum videigandi akvaedum
[leelandic]: Tilskipunar 1999/5/EC.
Italiano Questo apparato & conforme ai requisiti essenziali ed agli altri principi sanciti
[Italian]: dalla Direttiva 1999/5/CE.
Latviski Siiekarta atbilst Direktivas 1999/5/EK batiskajam prasibam un citiem ar to
[Latvian]: saistitajiem noteikumiem]
Lietuviy Sis jrenginys tenkina 1999/5/EB Direktyvos esminius reikalavimus ir kitas Sios
[Lithuanian]: direktyvos nuostatas.
Nederlands Dit apparaat voldoet aan de essentiele eisen en andere van toepassing zijnde
[Dutch]: bepalingen van de Richtlijn 1999/5/EC.
Malti Dan |-apparat huwa konformi mal-htigiet essenzjali u l-provedimenti |-ofira
[Maltese]: rilevanti tad-Direttiva 1999/5/EC.
Magyar Ez a készilek teljesiti az alapvetd kovetelmeényeket és mas 1999/5/EK
[Hungarian]: iranyelvben meghatarozott vonatkozd rendelkezéseket.
Norsk Dette utstyret er i samsvar med de grunnleggende krav og andre relevante
[Norwegian]: bestemmelser i EU-direktiv 1999/5/EF.
Polski Urzadzenie jest zgodne z 0g6lnymi wymaganiami oraz szczegélnymi
[Polish]: warunkami okreslonymi Dyrektywa UE: 1999/5/EC.
Portugués Este equipamento esta em conformidade com os requisitos essenciais e outras
[Portuguese]: provisées relevantes da Directiva 1999/5/EC.
Romana Acest echipament este in conformitate cu cerintele esentiale sicu alte
[Romanian] prevederi relevante ale Directivei 1999/5/EC.
Slovensko Ta naprava je skladna z bistvenimi zahtevami in ostalimi relevantnimi pogoji
[Slovenian]: Direktive 1999/5/EC.
Slovensky Toto zariadenie je v zhode so zakladnymi poZiadavkami a inymi prislusnymi
[Slovak]: nariadeniami direktiv: 1999/5/EC.
Suomi Tama laite tayttaa direktiivin 1999/5/EY olennaiset vaatimukset ja on siind
[Finnish]: asetettujen muiden laitetta koskevien maaraysten mukainen.
Svenska Denna utrustning ar i dverensstammelse med de vasentliga kraven och andra
[Swedish]: relevanta bestammelser i Direktiv 1999/5/EC.

Xi



DRAFT

Europe

Europe

The CE mark and class-2 identifier are affixed to the product and its packaging. This product
conforms to the following European directives:

c E @ -1999/5/EC

National Restrictions
This product operates in the 5 GHz Wi-Fi bands and shall only be used indoors.

Disclaimer

Cisco Systems, Inc. assumes no responsibility for errors or omissions that may
appear in this manual. We reserve the right to change this manual at any time
without notice.

Note: The VEN401 and VEN402 have disabled the 5600-5650M band by S/W to
avoid 5600-5650M band for IC certification.

Compliance Statement

Draft Note: The following paragraph is under construction until full product release.
The URL addresses are not actual addresses, but placeholder examples in this draft.

To find additional information regarding compliance information for the Cisco
VEN401 and VEN402 models, please go to: (i) for North America
http://www.cisco.com/web/consumer/support/<TBD>.html, or (ii) for outside
North America
http://www.cisco.com/web/consumer/support/<TBD>.html#~international. Once
at the site, search for the product listing and click on the related items identified. If
you have any questions or problems accessing any of the links, please contact:
spvtg-external-<TBD>-requests@cisco.com.

Xii 4038769 Rev 01
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Open Source GNU GPL Statement

Open Source GNU GPL Statement

Cisco VEN401 and VEN402 models contain, in part, certain free/open source
software ("Free Software") under licenses which generally make the source code
available for free copy, modification, and redistribution. Examples of such licenses
include all the licenses sponsored by the Free Software Foundation (e.g. GNU
General Public License (GPL), GNU Lesser General Public License (LGPL), Berkeley
Software Distribution (BSD), the MIT licenses and different versions of the Mozilla
and Apache licenses). To find additional information regarding the Free Software,
including a copy of the applicable license and related information, please go to: (i)
for North America
http://www.cisco.com/web/consumer/support/open_source.html, or (ii) for outside
North America
http://www.cisco.com/web/consumer/support/open_source.html#~international.
Once at the site, search for the product listing and click on the related items
identified. If you have any questions or problems accessing any of the links, please
contact: spvtg-external-opensource-requests@cisco.com.

4038769 Rev 01 Xiii
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About This Guide

About This Guide

Introduction

Congratulations on choosing the Cisco® VEN401 plus VEN402 Video Bridge Solution
for the Connected Home experience. By connecting your video devices wirelessly,
you are now free to place your televisions and video devices almost anywhere in the
home.

The small shape and unique design of the VEN401 plus VEN402 devices provide a
stylish solution without pulling wires through walls or along floorboards. The
VEN401 plus VEN402 devices are also ideal for sharing music, photos, movies, and
other files wirelessly inside the home.

Scope

This guide provides instructions and recommendations for installing and
configuring the VEN401 plus VEN402 Video Bridge Solution.

Audience

This guide is written for the home subscriber.

Document Version

This is the first formal release of this document.

4038769 Rev 01 XV
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Installing the Devices

Introduction

This chapter provides information to install the VEN401 Access Point
and VEN402 Client devices in home network.

In This Chapter

B FrONE PANC]......eeeeeeeeeeeeeeeeeeeeeeeeeeeeeee ettt eeeeae e e ee e e e e e eaeeeas
B BaCK Panel ...t e e e e e e e e e e e eeeaseneenn

®  Connecting the VEN401 Access Point to a Residential
Gateway or Router..........cccooiviiniiiniiiii

®  Connecting the VEN402 Client to a Set-Top, DVR, or DMA............
B Pail DOVICES .cuvvviiieeiieeeeeeeee ettt ettt sttt e s et e s s s bt e s ssaaeee s

4038769 Rev 01



DRAFT

Chapter 1 Installing the Devices

Front Panel

The front panel of your devices have the following indicators and functions:

Note: This illustration may vary from the actual product.

T14853

1 Wireless LED

2 Wi-Fi Protected Setup (WPS) button
3 Wi-Fi Protected Setup (WPS) LED

4 Ethernet LED

5 Power LED

4038769 Rev 01
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Back Panel

Back Panel

The back panel of your devices have the following ports and functions:

T14854
Note: This illustration may vary from the actual product.
1 Ethernet Port m Connects the VEN401 Access Point to a residential gateway or router

B Connects the VEN402 Client to a set-top, DVR, or DMA

2  Reset Restores factory default settings when held for more than 5 seconds

3 Power Connects device to the external 12 VDC power supply

4038769 Rev 01
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Chapter 1 Installing the Devices

Connecting the VEN401 Access Point to a
Residential Gateway or Router

Complete the following steps to connect the VEN401 Access Point to a residential
gateway or router.

1 Connect the 12 VDC Power Supply plug to the wall power outlet. Use only the
power adapter provided with this product.

Connect the power jack to the power port on the VEN401.
3 Connect one end of the RJ-45 Ethernet cable to the Ethernet port on the VEN401.

Connect the other end of the R]-45 Ethernet cable to an available Ethernet port on
your residential gateway or router.

To Wall
Power Outlet

T14855 To Network Jack

4 4038769 Rev 01
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Connecting the VEN402 Client to a Set-Top, DVR, or DMA

Connecting the VEN402 Client to a Set-Top, DVR,
or DMA

Complete the following steps to connect the VEN402 Client to a set-top, DVR, or
DMA.

1 Connect the 12 VDC Power Supply plug to the wall power outlet. Use only the
power adapter provided with this product.

Connect the power jack to the power port on the VEN402.
Connect one end of the RJ-45 Ethernet cable to the Ethernet port on the VEN402.

Connect the other end of the RJ-45 Ethernet cable to an available Ethernet port on
a set-top, DVR, or DMA.

To Wall
Power Outlet

T14856 To TV

4038769 Rev 01
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Chapter 1 Installing the Devices

Pair Devices

Pairing a VEN402 Client Device
Complete the following steps to pair the VEN401 access point with a VEN402 client

device.

Note: The VEN402 can only be paired with a VEN401.

1 Press the WPS button on the client device. The WPS LED flashes.
Note: You have 2 minutes to perform step 2.

2 Click the WPS button on the VEN401 Access Point. The WPS LED flashes. When
the devices are paired, the WPS LED remains lit for a short time.

Note: The WPS LED indicator remains off when the WPS is idle. This is a normal
condition.

Pairing Other Client Devices

If you wish to pair the VEN401 access point with another client device, such as a
Cisco wireless set-top, refer to the documentation for that device for instructions.

6 4038769 Rev 01
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Web-Based User Interface

Introduction

To facilitate in-home customization and troubleshooting, the VEN401
plus VEN402 Video Bridge Solution includes a web-based user
interface. The web-based user interface allows you to customize your
Wi-Fi security and access other configurable features.

The parameters accessed from the user interface are typically managed
by your service provider. This chapter provides information for
advanced users to manage some of the parameters for basic and
wireless setup, including wireless security. If you are not familiar with
the terms or features described in this chapter, contact your service
provider for assistance.

Notes:

B The parameters discussed in this chapter can be configured for
both the VEN401 and VEN402 devices unless noted otherwise.

® The illustrations in this chapter may vary from your actual
product.

In This Chapter

B LOZIN it 8
B Basic SetUP ....cociiiiiiiiicic 9
B WIreless SEtUP ....c.covvveueuiirieiciieeeeee e 11
B Administration SEtUP........cccevereevereriniieeineccereeceree et 22
B Status INformation ..........c.cccceciiiinininnniic e 30
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Chapter2 Web-Based User Interface

Login
Complete the following steps to determine the IP address of your device and log in
to the web-based user interface for your device.

1 The VEN 401/402 receive their IP addresses via DHCP from the connected
router or gateway. Please, refer to your router or gateway documentation to
determine the IP address.

Open a web browser on your computer.

3 Type the DHCP-provided IP address in the URL address field and then press
Enter.
A pop-up window appears prompting you to provide login information.

4 Is this your first time logging in?

B If yes, leave the Login ID field empty and type admin in the Password field.
Then, press Continue.

®  If no, type the ID and Password you used or saved last time you logged in.
Then, press Continue.

8 4038769 Rev 01
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Basic Setup

Use the Setup screen to define the Internet Protocol (IP) configuration for your

4038769 Rev 01

device.

aifran]n
CISCO.

Setup

Setup

Ethernet

Wireless

Basic Setup

Firmuware ‘i

Cisco 802.11n AP Bridge VEH401

Administration Status Advanced

IP Configuration

DHCP Cliert: @ Enabled

Irternet IP Address: | 192
Subnet Mask: 255
Default Gatewway: 192
Frimary DHS: 192

Secondary DNS: 64

L1168

.| 2558

. 168

. 188

. 102

) Disabled

L

. 2558

L

.2

.6

.10

.o

L

. 254

.| 247

Save Settings Cancel Changes

1 Choose your Dynamic Host Configuration Protocol (DHCP) option per the

following guidelines:

®  Enabled: If your network includes a DHCP server for dynamic allocation of
IP addresses, choose this option if you want DHCP to assign an IP address
and subnet mask to the device. Depending on your router, the default
gateway, primary DNS server, and secondary DNS server may also be

assigned.

®  Disabled: Choose this option if you want to manually enter IP configuration

information.

2 Did you select the Disabled option?

B If yes, complete the fields on the screen per the following guidelines:

— Internet IP Address: If you configure the device for a static IP address,

enter that IP address.

— Subnet Mask: If you configure the device for a static IP address, enter the
subnet mask. Use the same value that is configured for the personal
computers (PCs) on your network.

— Default Gateway: If you configure the device for a static IP address, enter
the gateway IP address. Use the same value that is configured for the PCs

on your network.
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— Primary DNS (Optional): Enter the IP address of the primary the Domain
Name System (DNS) server that is used in your network. Use the same
value that is used for the PCs on your local area network (LAN).
Typically, your service provider provides this address. This address is
required if you use a host name instead of an IP address in any
configuration field in the configuration windows.

— Secondary DNS (Optional): Enter the IP address of a secondary (backup)
DNS server to use if the primary DNS server is unavailable. This address
is required to support a secondary DNS server if you use a host name
instead of an IP address in any configuration field of the configuration
windows.

® If no, continue with step 3.

3 Click the Save Settings button to apply your changes or Cancel Changes button
to cancel.
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Basic Wireless Settings

Use the Basic Settings screen to the wireless interface for your device.

4038769 Rev 01

]
CISCO.

Wireless

Wireless

Wireless Setup

Firrm D

Cisco 802.11n AP Bridge VEN401

Status Advanced

Wireless Network

Wireless Interface:

(54 D4:6F3011:98) -

Interface: Enahled
Cortrol Channel: 157 -
Extension Channel: Lowwer
Bandvicth: 40 MHZ -
MPHY Rate: Avto -
Man Aszociations Limit: 128
Fragmertation Threshold: 2346

RTS Threshold: 2347

DTIr Interval: 3

Beacon Interval: 100

TP Miticgstion (olb): O(0ff) -
XPress™ Technology: Off -
AtterBurner Technology: Off

Wil Support: N -
Mo-Acknowledgement: Off -
APSD Suppoart: on -

Apply Cancel

1 If you are configuring a VEN402 client device, you may enter the Network Name
(SSID) for the wireless network you want to join in the field provided.

Otherwise, go to step 2.

2  From the Wireless Network Wireless Interface field, select which wireless

interface you want to configure.

3 Do you have any Wireless-N (5GHz) devices in your network?

® If yes, select Enabled for the Interface field to run wireless on your network.

B ]f no, select Disabled.

11
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4

Your device selects the optimum Control Channel for Wireless-N(5GHz)
networking by default. If you want to configure the Control Channel manually,
select another setting form the drop-down menu.

Use the following guidelines to configure the remaining fields:
Note: This list below varies based on the code version on your device. If you
have a question about any field, please contact your service provider.

®  Extension Channel: If you selected 40MHz Channel for the Bandwidth
setting, then this setting will be available for your primary Wireless-N
(bGHz) channel. If you are not sure which channel to select, keep the default
setting of Upper/Lower.

®  Bandwidth: You can select the channel bandwidth manually for Wireless-N
connections. When it is set to 20MHz, only the 20MHz channel is used. When
it is set to 40MHz, Wireless-N connections will use the 40MHz channel.

B  Max Associations Limit: Enter the maximum number of wireless clients that
can be connected at a time. The acceptable range is 1 through 128.

®  Fragmentation Threshold: Enter a the maximum packet byte size to allow.
Packets that exceed this value will be subdivided. This value specifies the
maximum size for a packet before data is fragmented into multiple packets. If
you experience a high packet error rate, you may slightly increase the
Fragmentation Threshold. Setting the Fragmentation Threshold too low may
result in poor network performance. Only minor reduction of the default
value is recommended. In most cases, it should remain at its default value of
2346.The acceptable range is 256 through 2346.

®  RTS Threshold: Enter the maximum bytes allowed for the Request to Send
(RTS) Threshold to define how often RTS packets will be sent. Should you
encounter inconsistent data flow, only minor reduction of the default, 2346, is
recommended. If a network packet is smaller than the preset RTS threshold
size, the RTS/CTS mechanism will not be enabled. The device sends Request
to Send (RTS) frames to a particular receiving station and negotiates the
sending of a data frame. After receiving an RTS, the wireless station responds
with a Clear to Send (CTS) frame to acknowledge the right to begin
transmission. The RTS Threshold value should remain at its default value of
2346.The acceptable range is 256 through 2346.

®  DTIM Interval: Enter a value between 1 and 255 to set the interval of the
Delivery Traffic Indication Message (DTIM). A DTIM field is a countdown
field informing clients of the next window for listening to broadcast and
multicast messages. When the device has buffered broadcast or multicast
messages for associated clients, it sends the next DTIM with a DTIM Interval
value. Its clients hear the beacons and awaken to receive the broadcast and
multicast messages. The default value is 1.

®  Beacon Interval: Enter a value between 1 and 65,535 milliseconds to set the
frequency of the beacon interval for the device. A beacon is a packet
broadcast by the device to synchronize the wireless network(s). The default
value is 100.

4038769 Rev 01
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®  TPC Mitigation (db): Power Mitigation factor (in db).

®  WMM Support: The device supports Wi-Fi Multimedia (WMM) for Quality
of Service (QoS). When WMM Support is enabled, it provides four priority
queues for different types of traffic. It automatically maps the incoming
packets to the appropriate queues based on QoS settings (in the IP or layer 2
header). WMM provides the capability to prioritize traffic in your
environment. If you have other devices on your network that support WMM,
select On. The default is On.

®  No-Acknowledgement: When enabled, wireless devices will not
acknowledge each transmitted packet. This may cause more efficient
throughput in low RF noise environments, but will degrade performance in
noisy environments. The default is Off.

®  APSD Support: Automatic Power Save Delivery (APSD) is a special power-
saving mode to achieve end-to-end QoS. This option is available if you
enabled WMM Support. Select On to enable Automatic Power Save Delivery
(APSD) or Off to disable this feature.

6 Click the Apply button to apply your changes or Cancel button to cancel.

Multiple SSID Settings

4038769 Rev 01

The Multiple SSID Settings screen allows you to manage your wireless network if
your Access Point will be used to support multiple stations.

Note: The mutiple SSID parameters are applicable only to the VEN401 Access Point
device. The VEN402 client device does not support multiple SSIDs.

afia]n
CISCO.

Cisco 802.11n AP Bridge VEH401

Wireless

ireless Administrati Status Advanced

=20 | MACFitter | Security | Wi-Fi Protected Setup

Wireless Network

BES-MAC (5310 54:04:6F:30:11:96 (Cizco_BF301194 enahbled)
BSS Enabled: Enabled -
Metwork Name (SSI00: Cisco_BF3011 94
Brosdoast SSI0 Erabled -
AP |zolation: Off -
BES Max Associstions Limit: 128
Wik Aol ertise: Advertize -
Apphy Cancel
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1

From the BSS-MAC(SSID) field, select the wireless BSSID interface you want to
configure.

Do you want to enable this interface?
a If yes, select Enabled for the BSS-Enabled field and continue with step 3.
b If no, select Disabled and skip to the last step.

For added security, you should change the default SSID (Cisco) in the Network
Name (SSID) field to a unique name.

Note: The SSID is the network name shared among all points in a wireless
network. The SSID must be identical for all devices in the wireless network. It is
case-sensitive and must not exceed 32 characters (use any of the characters on the
keyboard). Make sure this setting is the same for all points in your wireless
network.

When wireless clients survey the local area for wireless networks to associate
with, they will detect the SSID broadcast by the Access Point. Do you want to
broadcast the Access Point’s SSID?

B If yes, keep the default setting, Enabled, for the Broadcast SSID field.
B If no, then select Disabled.

Do you want to prevent stations (STAs) associated with your Access Point from
communicating with each other?

B If yes, select On for the AP Isolation field.
B [f no, select Off.

Enter a value in the BSS Max Associations Limit field to set the number of
associations the device can accept.

Do you want to allow WMM to be advertised in beacons and probes for this
interface?

B If yes, select Advertise for the WMM Advertise field.
B Jf no, select Do Not Advertise.

Click the Apply button to apply your changes or the Cancel button to cancel.

4038769 Rev 01
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MAC Filter Settings

Wireless access can be filtered by using the MAC addresses of the wireless devices
transmitting within your network.

vl
cisco.

Firmuware
Cisco 802.11n AP Bridge VEH401

Wireless

Wireless Administration Status Advanced

iter | Security | Wi-Fi Prote etup |

Wireless MAC Fiilter

Select BESID: Cigoo_BF301194034:.D4.6F 30011:88) -

(") Emabled @ Disabled

Access restriction Filter A= White List (@ Filter As Black List

MAC Address Filter List MALC Filter is not active since no MAC filter is configured

Enter MAC Address Format @ XX:xaxsxmgxs

RAC 01: MAC 02
RAC 03 MAC 04
MAC 05 MAC 06:
MAC 07 MAC 05:
MAC 09 MAC 10
MAC 11: MAC 12
MAC 135 MAC 14
MAC 15 MAC 16
MAC 1T MAC 18
MAC 19 MAC 20:
Save Settings Cancel Changes

1 From the Select BSSID field, select the device you want to configure.
Do you want to use the Wireless MAC Filter feature for the device selected?
a If yes, select Enabled and continue with step 3.
b If no, select Disabled and skip to the last step.

3 Select the Access Restriction method you want to use as follows:

®  Filter As White List - Select this option to allow only PCs whose MAC
addresses are listed on this screen access to the wireless network.

®  Filter As Black List - Select this option to block the PCs whose MAC
addresses are listed on this screen from accessing the wireless network.

4 Enter the MAC Addresses whose wireless access you want to control in the fields
provided.
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5 Click the Save Settings button to apply your changes or Cancel Changes button
to cancel.

Security Settings

Use this screen to configure the security of your wireless network.

i
CISCO.

Fimuware L 29.19_DNWT2
Cisco 802.11n AP Bridge VEH401

Wireless

Wireless Administration Status Advanced

3 | MACFiter | Security | Wi-Fi Protected Setup

Wireless Security

Select BSSID: Cizco_BF301194054:04:6F 30:11:98) -
Security Mode: FOff i

Save Settings Cancel Changes

Complete the following steps to select a security mode for a specific BSSID.
1 Are you configuring a VEN401 or VEN402 device?

® If you are configuring a VEN401, select the wireless BSSID interface you wish
to configure from the Select BSSID drop-down menu.

®  If you are configuring a VEN402, the Network Name (SSID) field appears in
a non-editable field.

2 Select the Security Mode setting desired per the guidelines below:

B Off —This option turns the security feature off. Off: This option features no
security on your wireless network. If you select this option, skip to the last
step.

Note: Some countries require by law for wireless networks to be secured.
Cisco is not responsible for users who do not adhere to country-specific
regulations. Contact your service provider to find out what your country
requires.

®  WEP—WEDP is a basic encryption method, which is not as secure as the other
methods available.

®  WPA-Personal — This method offers three encryption methods, TKIP, AES,
and TKIP or AES, with dynamic encryption keys.
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®  WPA2-Personal —WPA2-Personal is a stronger encryption method than
WPA-Personal. This method offers three encryption methods, TKIP, AES,
and TKIP or AES, with dynamic encryption keys.

®  Mixed WPA2 Personal/WPA Personal — This options supports both WPA
and WPA2 clients.

3 Did you select WEP?

® If yes, continue with the WEP Settings (on page 17) section to complete your
security setup.

® If no, continue with the Other Security Mode Settings (on page 18) section to
complete your security setup.

4 Click the Save Settings button to apply your changes or Cancel Changes button
to cancel.

WEP Settings

atfiar]n,
CISCO.

Firmware 28.19_DWT2
Cisco 802.11n AP Bridye VEN401

Wireless

Wireless Administration Status Advanced

SSID | MAC Fiter | Security | W-Fi Protec Setup | 4

Wireless Security

Select BESID: Cizco_BF301194054:04:6F:30:11:98) -
Security Mace: WEP -
Encryption: 104 7 128-bit (26 hex digts)
Pas=phrase: 3600
Hey 1:
Hey 2
Key 3
Hey 4:
Tx Hey: 1 -
Save Settings Cancel Changes

Complete the following steps if you select WEP for the Security Mode.

1 Select alevel of WEP encryption, 40/64-bit (10 hex digits) or 104/128-bit (26 hex
digits).

2 If you want to use a Passphrase to automatically generate WEP keys?

B If yes, enter the Passphrase in the field field and click the Generate button.
Skip to the last step.
Note: The WEP Passphrase is compatible with Cisco wireless products only.
If you are using non-Cisco products, manually enter the appropriate WEP
key on those devices.
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®  If no, leave the Passphrase field empty and continue with step 3.
Enter the WEP key(s) manually in the fields provided (Key 1-4).

To indicate which WEP key to use, select the appropriate Transmit (TX) Key
number from the drop-down menu.

5 Click the Save Settings button to apply your changes or Cancel Changes button
to cancel.

Other Security Mode Settings

afran
CISCO.

Firmuwara
Cisco 802.11n AP Bridge VEH401

Wireless

Wireless Administration Status Advanced

MAS Fitter |

Wireless Security

Select BESI: Cigoo_BF301194054:D4:6F:30:11:98) -
Security Mode: WP A-Perzonal -
Encryption: THIP -
Pre-shared Key: [TIY T ] Click here to display
Key Renevval 3600  seconds
Save Settings Cancel Changes

Complete the following steps if you select WPA-Personal, WPA2-Personal, or
Mixed WPA2 Personal/ WPA Personal for the Security Mode.

1 Select the type of encryption method you want to use, TKIP, AES, or TKIP or
AES.

2 Enter the Pre-shared Key (also known as a Passphrase), which can have 8 to 63
characters.
Note: The Click here to display link opens a text file with the key in clear text.

3 Enter the Key Renewal period, which configures how often the Router changes
the encryption keys.

4 Click the Save Settings button to apply your changes or Cancel Changes button
to cancel.
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Wi-Fi Protected Setup

Set Up WPS on the VEN401

Use this screen to enable the Wi-Fi Protected Setup (WPS) feature on your VEN401
Access Point device.

difian] e,
CISCO.

Firmware
Cisco 802.11n AP Bridge VEN401

Wireless

Wireless Administration Status Advanced

Fitter |

Wi-Fi Protected Setup

Select BSSID: Cizgco_BF3011948054:D4:6F:30:11:98) -
WPS Configuration: Enabled

Use one of the following for each Wi-Fi Protected Setup supported device:
1.1t ywour client device has aWi-Fi Protected Setup button, press that button and then click the

buttan on the right. @
OR

2. 1f your client device has a Wi-Fi Protected Setup PIN number, enter that number and click
Register button belowy.

oR

3.0f your cliert asks for the Wireless AP's PIMN number, enter this number 12345670 in your
client device and click Registrar button below .

Manual Configuration Wi-Fi Protected Setup Simple-Config-State:  Configured
Hetwork Hame (SSID): Cizco_BF3D1194
Security: Mixed YWPAZ PerzonaliPL Perzanal
Encryption: THIP+AES
Passphrase: glv2lsgoeod f9
Save Settings Cancel Changes

1 From the Select BSSID drop-down menu select the wireless BSSID interface you
want to configure.

2 From the WPS Configuration drop-down menu select Enabled to enable the
WPS feature.

3 If your client device has a WPS button, complete the steps below to pair your
devices. Otherwise, skip to step 4.

a Click or press the WPS button on the client device.

b Click the WPS button on this screen.

¢ After the client devices have been paired, click the OK button.
d Skip to step 5.
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4 If your client device has a WPS PIN or passcode, complete the steps below:
a Enter your PIN in the field provided.
b Click the Register button.
¢ After the client devices has been configured, click the OK button.

5 Click the Save Settings button to apply your changes or Cancel Changes button
to cancel.

6 Refer back to your client device or its documentation for further instructions.

Set Up WPS on the VEN402

Use this screen to use the Wi-Fi Protected Setup (WPS) feature on the VEN402 client
device. The Network Name (SSID) and BSSID are identified in non-editable fields.

M
CISCO.

Finmware Version:1.24.32 430
Cisco 802.11n Client VEN402

Wireless

Setup Wireless Administration Status Advanced

Basic Settings | Security | Wi-FiProtec up | Associated Devices

Wi-Fi Protected Setup

Network Name {SSID): Cisco_6F3D1EE2

BSSID: 54:04:6F:30:23:8E

WPS Configuration: | Enabled | :}

WPS AP List: [ Cisco_6F3DI1EE2 (54:D4:6F:3D:1E:E3) | :i (Rescan )
WPS Currant Status: Init....

Use one of the follvwing for each Wi-Fi Protected Setup supported device:
1. If your AP device has a Wi-Fi Protected Setup butten, press that button and then click the

button on the right. @
OR

2. If your AP device has a Wi-Fi Protected Setup PIN number, enter that number and click
Registrar button below.

PIN: Registrar
OR

3. [f your AP asks for the Wireless client'’s PIN number, enter this number 12345670 in your AP
device and click Register button below.

Cenerate Register

Save Settings Cancel Changes

1 From the WPS Configuration menu select Enabled to enable the WPS feature.

From the WPS AP List menu, select the desired access point from the list of
available options. If necessary, click the Rescan button to refresh the list. The
WPS Current Status field indicates that the scan is in process or complete.

3 If your access point device has a WPS button, complete the steps below to pair

your devices. Otherwise, skip to step 4.

a Click or press the WPS button on the client device.

b Click the WPS button on this screen.

¢ After the client devices have been paired, click the OK button.
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d Skip to the last step.
4 If your client device has a WPS PIN or passcode, complete the steps below:
a Enter your PIN in the field provided.
b Click the Register button.
¢ After the client devices has been configured, click the OK button.

5 Click the Save Settings button to apply your changes or Cancel Changes button
to cancel.

Associated Devices

Use this screen to list the devices associated with a specific SSID.

vl
CISCO.

Firmuwai
Cisco 802.11n AP Bridye VEN401

Wireless

Wireless Administration Status Advanced

Fitter |

Associated Devices

BES-MAC (SEID): 24:D4:6F: 30011098 (Cisco_BF301194 enabled) -

MAC Address Authorized APSD Default

To view details for an associated device, select the SSID from the drop-down menu.
The page refreshes with a list of devices associated with the selected SSID and
general information for each device found.

4038769 Rev 01 21



DRAFT

Chapter2 Web-Based User Interface

Administration Setup

Management Settings

22

Use this screen setup or change your password, LAN Port, or IGMP setting.

alran] e
CISCO.

Firmware “&rsion:1.24.29.19_0DWT2
Cisco §02.11n AP Bridge VEH401

Administration Setup inistrati Status Advanced

Management | Log | Diag ackup actory 5 weare Upgrade | Reboot

Bridge Access

Local Bridge Access
Qld Pazsyword:

Mewy Passward:

Confirm Password:

LA Port: a0 Part Range [80, 1024 ~ B5535]
IGMP snooping: @ Enabled ) Disabled
Save Settings Cancel Changes

Password

Complete the following steps to setup or change the password you are prompted to
provide when you access the web-based utility.

Note: The default password is admin.

1 Enter the current password in the Old Password field.

2 Enter the new password in the New Password field.

3 Re-enter the new password in the Confirm Password field.

4

Click the Save Settings button to apply your changes or Cancel Changes button
to cancel.
LAN Port

Enter the desired TCP port for the device’s web-based utility in the LAN Port field.
Click the Save Settings button to apply your changes or Cancel Changes button to
cancel.
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IGMP

The Internet Group Membership Protocol (IGMP ) feature improves multicasting for
LAN-side clients. Select Enabled if your clients support IGMP, otherwise, select
Disabled. Click the Save Settings button to apply your changes or Cancel Changes
button to cancel.

Log Settings

4038769 Rev 01

Use this screen to configure the device to record system activity in a log or to view
the log report.

afra]n
CISCO.

Firmware
Cisco 802.11n AP Bridge VEN401

Administration

Setup Wireless Administration Status Advanced

Management | Log | Disgnostic | Backup | Factory Defauttz | Firmware Upgracde | Reboot

Log: @ Enabled ' Disabled
Mocle Local -
Server IP Address:

Server LDP Paort:

Email Alert Etmail Alerts: ) Enabled @ Disabled
SMTP Mail Server:
User Name:
Password:
Email To Address:

Email From Address:

Event Log

Save Settings Cancel Changes

Configure Log Settings
Complete the following steps to enable or disable log reporting.
1 Do you wish to enable log reporting?

B If yes, select the Enabled radio button for the Log field and continue with
step 2.

®  If no, select the Disabled radio button for the Log field and skip to the last
step.
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2 Select one of the following options from the Mode drop-down menu:

®  Local —Select this option to retrieve logs from the local server. When this
option is selected, the Server IP and Server UDP Port fields are not
applicable.

®  Remote —Select this option to send logs to a system server. When this option
is selected, the Server IP and Server UDP Port fields are required.

Enter the Server IP Address of your syslog server.

Enter the Server UDP Port of your syslog server.

Do you wish to receive email alerts if a log message is detected?

B If yes, select the Enabled radio button for the Email Alerts field and complete
the following fields:

— SMTP Mail Server — Enter the address (domain name) or IP address of
the SMTP (Simple Mail Transport Protocol) Server you use for outgoing
E-mail.

— Email To Address — Enter the E-mail address the alert is to be sent to.

— Email From Address — Enter the E-mail will show this address as the
Sender's address.

® If no, select the Disabled radio button for the Email Alerts field and skip to

the last step.
6 Click the Save Settings button to apply your changes or Cancel Changes button
to cancel.
View Log

Complete the following steps to view the logs.

1 Click the View Log button. A new window appears with the log data.
2 Click the Refresh button to update the log.

3 Click the Clear button to clear all the information in the current log.

4

Click the Close button to close window.
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Diagnostics

Use this screen to execute a ping test or trace route request. The ping test allows you
to check the connections of your network devices, including connection to the
Internet.

nmir
CISCO.

Firmware 4.29.18_0%WTZ
Cisco 802.11n AP Bridge WEN401

Administration

Setup Wireless Administration Status Advanced

Management | Log | Disgrostic | Backup | Factory Defautts | Firmwware Upgrade | Rehboot

Diagnostics Test

HinOlEerametens Target IP 1 FQDRE

Pirg Size: 32 Bytes (32~32767)

Murmber of Pings: E -

Start Ping Test

Trace Route Parameters Target IP { FQDN: Start Trace Route

Ping Test

Complete the following steps to execute a ping test.

1 Enter the IP address or Fully Qualified Domain Name (FQDN) that you want to
ping in the Target IP/FQDN field. This can be either a local (LAN) or Internet
(WAN) IP address.

2 Enter the packet size you want to use in the Ping Size field. The default is 32
bytes.

3 Enter how many times you want to ping in the Number of Pings field. The
default is 3.

4 Enter the number of milliseconds before the ping test will time out in the Ping
Timeout field. The default is 5000 milliseconds.

Click the Start Test button. The results of the ping test are displayed.

Click Refresh to update the on-screen information.
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Trace Route Parameters

Complete the following steps to execute a trace route request.

1 Enter the desired IP address or Fully Qualified Domain Name (FQDN) in the
Target IP/FQDN field. This can be either a local (LAN) or Internet (WAN) IP
address.

2 Click the Start Trace Route button. The results are displayed.

Backup Settings

The Backup screen allows you to back up or restore the device’s settings using a
configuration file.

Path: Administration > Backup

o]
CISCO.

Firmu;
Cisco 802.11n AP Bridge VEH401

Administration

Setup Wireless Administration Status Advanced

Management | Lo | Ciag Backup | Factory Defautts | Firmws arade | Reboot

Backup Configuration

Back up residentizl bridge configurstions. You may save your residential bridge configurstions
to & file an your PC.

Back Up Settings

Restore Configuration

Update residential bridge settings. You may update vour residential bridge settings using your
saved files.

Settings File Mame:
Update Settings

Backup Configuration

Back Up Settings —To save the device's settings in a configuration file, click this
button and follow the on-screen instructions.

Restore Configuration

To use this option, you must have previously backed up its configuration settings.
Settings File Name — Click Browse and select the device’s configuration file.

Update Settings — To restore the device’s configuration settings, click this button
and follow the on-screen instructions.
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Factory Default Settings

The Factory Defaults screen allows you to restore the device’s configuration to its
factory default settings. (An alternative method is to press and hold the Reset button
on the back panel of your device for approximately ten seconds.)

Path: Administration > Factory Defaults

dfeafn,
CISCO.

Cisco 802.11n AP Bridge VEN401

Administration

Setup Wireless Administration Status Advanced

Maragement | Log | Diagnostic | Backup | Fac faults | Firmeeeare Upgrace | Rebocot

Factory Defaults

Festare residential gatesway settings to the factory defaults.

Restore Default Settings

Restore Default Settings — Click this button to restore settings to the factory default
values. You will be prompted to confirm or cancel the restore request.

Note: Restoring factory defaults on the device deletes custom settings. Record your
custom settings before clicking the Restore Factory Defaults button.

Firmware Upgrade

The Firmware Upgrade screen allows you to upgrade the firmware. Do not upgrade
the firmware unless you are experiencing problems with the device or the new
firmware has a feature you want to use.

Note: When up upgrade, the device may lose the settings you have customized.
Before you upgrade its firmware, write down all of your custom settings. After you
upgrade its firmware, you will have to re-enter all of your configuration settings.
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Path: Administration > Upgrade

vileer]n,
CISCO.

Firmware

Cisco 802.11n AP Bridge VEN401
Administration

Wireless Administration Status Advanced

| Fir % ] | Feboot

Firmware Upgrade

Step 1: Obtain an updated softvare image file from your ISP,

Step 21 Erter the path to the image file location inthe box below o click the Browse button to
locate the image file.

Step 3 Click the Update Software button once to uplasd the nesy image file.

MOTE The updste process takes shout 2 minutes to complete, and your DSL Residential
Gatesway will reboct,

Software File Name:
Update Software

Lemutelliporae Remote Upgrade: © Enabled @ Disabled

Femote Upgrade Server IP f URL:

Save Settings Cancel Changes

Upgrade Firmware

Follow the on-screen instructions to upgrade the firmware manually.
Software File Name — Click the Browse button and select the firmware upgrade file.

Update Software — After you have selected the appropriate file, click this button,
and follow the on-screen instructions.
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Administration Setup

The Reboot screen allows you to gracefully stop and restart the device. Performing a
reboot allows you to save any configuration changes and to reboot the device to
make the changes take effect.

Path: Administration > Reboot

v
CISCO.

Firmwan
Cisco 802.11n AP Bridge VEH401

Administration

Setup Wireless Administration Status Advanced

Managemert | Log | Disgnostic | Backup | Fact fautts | Firmware Upgrade | Reboot

Click the button below to save the current zettings and reboot the residential bridge.

SavelRehoot

Click Save/Reboot to reboot the device. The restart will terminate the Internet
connection.
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Status Information

Status Information

General System Status Information

Use this screen to view general information for your device.

mir
CISCO.

Firmu
Cisco §02.11n AP Bridge VEN401
Status

wireless Administration Status Advanced

System Summary

Device Info

Hardware version: W2
Software version;: 1.24 2919_DWT2
Bootloader version: CFESA0125.29
Manufacturer: Cisco
Serial number: ES2000454
Last softvware upgrade time:
Last softvware upgrade status: SUCCESS
System Uptime: T days, B hours, 43 minutes, 14 seconds
System date and time: Tue, 07 Dec 2010 13:56:13 02300
Ethernet Link P Adress: 1921681102
MAC Address: S4:D46F:30011:94
Default Gateway: 19216811
DHCP Lease Info: a6400
Data Model Lazt time when data model was retrieved:

Device Information

Hardware Version —Provides the version number of the device’s hardware.
Software Version —Provides the version number of the device's software.
Bootloader version — Provides the version number of the bootloader.
Manufacturer — Provides the manufacturer name.

Serial Number — Provides the serial number of the device.

Last software upgrade time —Indicates most recent upgrade attempt.

Last software upgrade status —Indicates if upgrade attempt succeeded or failed.
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Status Information
System Uptime — Provides the length of time the device has been active.

System date and time — Provides the current date and time of the device.

Ethernet Link

IP Address —Provides the device's IP address, as it appears on your local network.
MAC Address —Provides the device’s MAC address.

Default Gateway — Provides the default gateway IP address.

DHCP Lease Time —Provides the length of time for the DHCP lease setting.

Data Model

Provides date and time of the most current update to the data model.

Wireless Status Information

Use this screen to view the status of your wireless connection.

]
CISCO.

Firmware A9_DWT2
Cisco 802.11n AP Bridge VEN401

Status

wireless Administration Status Advanced

Wireless Status

MAC Address: 54:04:6F 30:11:98

Metwork Mame (S3I00: Cisco_BF301194

S50 Broadcast: Enahiled

Radio Status: Enablad

Security: Mizced WPAZ PersonalhPA Personal
Radio Band: Wide - 40MHz Channel

Current Channel: 157

Packets Statistics

Packets Transmite: Ju]
Error Packets Transmitted : 2109
Drop Packets Transmitted i}
Packets Received: Ju]
Error Packets Received: u]
Drop Packets Received: o

MAC Address —Provides the MAC address of the device’s local, wireless interface.
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Network Name (SSID) — Provides the name of the wireless network.

SSID Broadcast —Indicates if the SSID broadcast setting is enabled or disabled.
Radio Status —Indicates if the radio is enable or disabled.

Security —Provides the wireless security method.

Radio Band —Provides the radio band setting.

Current Channel-Provides the channel associated with the frequency that the radio
band uses.

Packet Statistics

This section lists the number of packets transmitted and received, including attempts
that encounter an error condition or are dropped.
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